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event designated hardware or CFE isno longer in use, Customer will promptly return the Software to Nortel Networks or
certify its destruction. Nortel Networks may audit by remote polling or other reasonable means to determine Customer’s
Software activation or usage levels. If suppliers of third party software included in Software require Nortel Networks to
include additional or different terms, Customer agrees to abide by such terms provided by Nortel Networks with respect
to such third party software.

2. Warranty. Except as may be otherwise expressly agreed to in writing between Nortel Networks and Customer,
Softwareis provided “AS |S” without any warranties (conditions) of any kind. NORTEL NETWORKS DISCLAIMS
ALL WARRANTIES (CONDITIONS) FOR THE SOFTWARE, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
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3. Limitation of Remedies. IN NO EVENT SHALL NORTEL NETWORKSOR ITSAGENTS OR SUPPLIERS BE
LIABLE FOR ANY OF THE FOLLOWING: 8 DAMAGES BASED ON ANY THIRD PARTY CLAIM; b) LOSS OF,
OR DAMAGE TO, CUSTOMER' SRECORDS, FILES OR DATA; OR c) DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES (INCLUDING LOST PROFITS OR SAVINGS),
WHETHER IN CONTRACT, TORT OR OTHERWISE (INCLUDING NEGLIGENCE) ARISING OUT OF YOUR
USE OF THE SOFTWARE, EVEN IF NORTEL NETWORKS, ITSAGENTS OR SUPPLIERS HAVE BEEN
ADVISED OF THEIR POSSIBILITY. The forgoing limitations of remedies also apply to any developer and/or supplier
of the Software. Such devel oper and/or supplier is an intended beneficiary of this Section. Some jurisdictions do not
allow these limitations or exclusions and, in such event, they may not apply.

4, General

a

If Customer is the United States Government, the following paragraph shall apply: All Nortel Networks
Software available under this License Agreement is commercial computer software and commercial computer
software documentation and, in the event Software is licensed for or on behalf of the United States
Government, the respective rights to the software and software documentation are governed by Nortel
Networks standard commercial license in accordance with U.S. Federal Regulations at 48 C.F.R. Sections
12.212 (for non-DoD entities) and 48 C.F.R. 227.7202 (for DoD entities).

Customer may terminate the license at any time. Nortel Networks may terminate the license if Customer fails
to comply with the terms and conditions of this license. In either event, upon termination, Customer must
either return the Software to Nortel Networks or certify its destruction.

Customer is responsible for payment of any taxes, including personal property taxes, resulting from
Customer’s use of the Software. Customer agrees to comply with all applicable lawsincluding all applicable
export and import laws and regulations.

Neither party may bring an action, regardless of form, more than two years after the cause of the action arose.

The terms and conditions of this License Agreement form the complete and exclusive agreement between
Customer and Nortel Networks.

This License Agreement is governed by the laws of the country in which Customer acquires the Software. If
the Software is acquired in the United States, then this License Agreement is governed by the laws of the state
of New York.
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Preface

This book isintended for Nortel Networks® Contivity* VPN Switch managers. It
provides reference information for each Web browser configuration screen.

Before you begin

Thisguide is for network managers who are responsible for setting up and
managing the Contivity VPN Switch. This guide assumes that you have the
following background:

»  Experience with windowing systems or graphical user interfaces (GUIs)

e Familiarity with network management

This guide refers to the Contivity VPN Switch as “the switch.”

Text conventions

This guide uses the following text conventions:

angle brackets (< >) Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12

arrow (-) Shows menu paths.

Example: Protocols- IP identifies the IP option on the
Protocols menu.
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bol d Courier text

braces ({})

brackets ([ ])

ellipsispoints (.. .)

italic text

Indicates command names and options and text that
you need to enter.

Example: Use the pi ng command.

Indicate required elementsin syntax descriptionswhere
thereis more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show i p {al erts|routes}, enter either show i p
al erts orshow i p routes, but not both.

Indicate optional elementsin syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-al erts],youcanenter
either show i p i nterfaces or

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<paraneter> <value>]... ,
you enter et her net / 2/ 1 and as many
parameter-value pairs as needed.

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariableistwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route> valid route isone
variable and you substitute one value for it.
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pl ai n Couri er Indicates command syntax and system output, for
text example, prompts and system messages.

Example: Set Trap Monitor Filters

vertical line ( | ) Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is
show i p {al erts]|routes},youenter either
show ip alerts orshow i p routes,butnot both.

Related publications

For more information about using the Contivity VPN Switch, refer to the
following publications:

» Release notes for the switch (part number 301459-V Rev 00) and the client
(part number 311773-E Rev 00) provide the latest information, including brief
descriptions of the new features, problems fixed in the release, and known
problems and workarounds.

e Configuring the Contivity VPN Switch (part number 311642-D Rev 00)
providesinstructions for configuring, maintaining, and troubleshooting the
switch.

» Reference for the Contivity VPN Switch Command Line Interface (part
number 311645-C Rev 00) describes the commands that you can use from the
command line interface.

You can print selected technical manuals and rel ease notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL. Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and rel ease notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download a free copy of the Adobe Acrobat Reader.

You can purchase selected documentation sets, CDs, and technical publications
through the Internet at the www.fatbrain.com/documentation/nortel/ URL.
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How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

Europe, Middle East, and Africa (33) (4) 92-966-968

North America (800) 4NORTEL or (800) 466-7835
Asia Pacific (61) (2) 9927-8800
China (800) 810-5000

Additional information about the Nortel Networks Technical Solutions Centersis
available from the www.nortel networks.com/hel p/contact/global URL.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your cal isrouted to atechnical support
person who specializesin supporting that product or service. To locate an ERC for
your product or service, go to the http://www130.nortel networks.com/cgi-bin/
eserv/common/essContactUs.jsp URL.
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Chapter 1

System

The System menu provides access to screens for configuring various system level
settings.

Figure 1 System menu
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System Identity

Each Contivity VPN Switch is uniquely identified by the system’s address and
domain name system (DNS) name. The DNS name can be used instead of the IP
address to identify the switch and launch its management interface through a Web
browser.

The System Identity screen allows you to optionally change your switch
management | P address and provide the DNS host name and domain name.
Additionally, you can assign up to three DNS addresses to resolve | P address
name resolution requests.
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You can also reset the switch management | P address values using the serial

interface.

Figure 2 System Identity
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Enter a management | P address for the system. You need this address to contact
al system services, suchasHTTR, FTP, and SNMP. To be accessible, the
management | P address must map to the same network as one of the private

interfaces.
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For example, if you plan to assign | P address 10.2.3.3 with the subnet mask
255.255.0.0 to the private physical interface, the management |P address must
reside in the 10.2.x.x network.

Changing IP addresses

If you configure the switch on one network and plan to move it to another
network, change the management 1P address and private LAN interface addresses
before you move the switch. Then, communicate with the switch using the new
management | P address from your browser’'s URL addressfield.

Domain Identity

DNS Host Name

Enter a name to identify the system. Enter the same name that is used by the DNS
server to identify the management address of the switch that is located on your
private network. You can enter up to 64 characters.

DNS Domain Name

Enter the name of the Internet domain into which this system is being placed.
Enter the same Internet domain specified as the System Name in the Domain
Name System (DNS) server.

A domain is a part of the Internet naming hierarchy that refers to general
groupings of networks that are based on organization type or geography. For
example, mycompany.com is the domain name for a commercial (.com)
enterprise.

DNS Server Address

Primary

Enter the address of the DNS server that islocated on your private network. The
DNS server trandlates textual host namesinto | P addresses. For example, DNS can
tranglate the fully qualified host name www.mycompany.com to its | P address,
192.19.2.33.
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The primary DNS server is the first one addressed for servicing name resolution
requests that are needed by the system; if the primary DNS server is unavailable,
service is requested of the secondary DNS server.

Management tools use DNS server entries to resolve names in configurations.
Always usethe | P address for setting a DNS server host instead of adomain name.

Note: If no DNS servers are specified, management requests that use
=»| namesinstead of network addresses fail.

Secondary

Enter an address for the secondary Domain Name System (DNS) server. If the
primary DNS server is unavailable, service is requested of the secondary DNS
server (if present).

Tertiary

Enter an address for the tertiary Domain Name System (DNS) server. If the
primary and secondary DNS servers are unavailable, service is requested of the
tertiary DNS server (if present).

LAN Interfaces

The LAN Interfaces screen shows the interfaces that have been detected in the
switch. The screen provides information about the interfaces, including the
current state and type (private or public). In addition, it shows the IP address, the
status of the Contivity Firewall, the interface filters that are being used, and the
status of RIP on the interface. You can aso configure the interface or view
statistics on it from this screen.
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Figure 3 LAN Interfaces
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The private LAN interface and the management |P address must be on the same
network; the public LAN interface should be on a different network, both

physically and logically.

If your switch has a single network interface and you want to position the switch
behind the firewall and router, then you should set the switch’'s interface type to

Private.

Interface

LAN represents the Ethernet interface on the system board, which isinstalled on

every switch.

Slot n Interface n represents an optional local area network card in expansion

Slot nusing Interface n.
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Description

State

Type

Shows the interface description (for example, the Private Interface), if one has
been provided on the I nterface Configuration screen (for example, asite, location,
address, user name, or configuration tag). This can be helpful for network
administrators working with the switch after it has been configured.

Enabled

ThisLAN interface is currently available.

Disabled

ThisLAN interfaceis currently unavailable.

Public

Indicates that this interface is attached to a public data network like the Internet.
The switch regjects nontunneled protocols and only accepts tunneled protocolslike
IPSec, PPTP, L2TP, L2F, and the diagnostic protocol PING on a Public interface.

A host can send only enough packets to a Public interface to establish a tunnel
connection. If the tunnel is not established before a preset maximum

number-of -packets-allowed counter is reached, then the packets from that host are
discarded.
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Private

Indicates that this interface is attached to the Private network and it can accept
nontunneled networking protocols such as TCP/IP, FTP, and HTTP. The Private
interface also accepts tunneled protocols (for example, IPSec, PPTP, L2TPR, L2F)
that can be used for secure management access to the switch.

Note: The private LAN interface and the management | P address should
=»| be on the same network, and the public LAN interface should be on a
different network, both physically and logically.

If you have one network only and want to position the switch behind the
firewall and router, then you should use aprivate LAN interface only (do
not use apublic LAN interface).

Actions
Configure
Click to modify the interface characteristics.

Statistics

Click to view the Link Statistics.

Edit

Click to change any of the LAN Interface attributes for the associated device.

Delete

Click to remove the listed | P address and associated information attached to the
interface. You cannot del ete the management | P address from the switch.

IP Address

Shows the current |P Address that is assigned to the interface.
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Subnet Mask

The Subnet Mask defines which bits of the | P address represent the network the
deviceis on and which bits represent the host’s ID on the network.

The device uses the Subnet Mask to determine which | P addresses are directly
reachabl e on the network and which must be routed through a gateway. A sample
IP addressis 10.2.3.3 with a Subnet Mask of 255.255.0.0. This indicates that all
hosts with addresses 10.2.n.n are directly reachable.

Interface Filter

Shows whether the Contivity Firewall isin use on thisLAN interface (thisreflects
the selection on the Services— Firewall screen).

This entry also shows the interface filter that is currently being used by the
Contivity Firewall. Thisistheinterfacefilter that is selected on the System — LAN
Interfaces - Edit IP Address screen. If no interface filter has been selected, the
default of Deny All is used.

Edit LAN Interface

The Configure button on the LAN Interfaces screen (System — LAN Configure)
allowsyou to provide optional information for the LAN Interfaces, such asa
description. This information then appears on the System - LAN screen.
Additional fields appear on the Edit LAN Interface screen for optional network
cards.
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Figure 4 Edit LAN Interface
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Figure 5 Edit LAN Interface — Slot n Interface n
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Configuration
Interface
L AN represents the physical port interface to which you assign an |P address.

Slot n Interface n represents an optional LAN card in expansion Slot n using
Interface n.
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Speed/Duplex

Use the Speed/Duplex field to automatically or manually configure the LAN
interface’s port speed and mode.

Note: You can aso use the I nterface sal ection on the switch's Serial Port
=»| menu to set autonegotiation.

Select Auto-Negotiate to specify that the switch automatically set the port speed
and mode to match the best service provided by the connected station, up to 100
Mbpsin full-duplex mode. Auto-Negotiate is the default selection, and complies
with the |EEE 802.3u autonegotiating standard.

Select one of the following selections to manually set the LAN interface’s port
speed and mode to match the speed and mode used by the connected station.

e 100Mbg/Full duplex
* 100Mbg/Half duplex
e 10Mbs/Full duplex
e 10Mbg/Half duplex

Note: You might not be able to connect to the remote system if the

=»| systemis not using autonegotiation or if it uses an incompatible form of
autonegotiation. If this occurs, manually set your switch’s speed and
mode settings to match those used by the remote system.

Description

An optional description that you can provide for the LAN Interface. The
description appears on the LAN Interfaces screen.

MAC Pause

MAC Pause (Ethernet packet flow control) enables the switch to automatically
adjust and control the flow of incoming and/or outgoing packets from any
standard speed LAN device.
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MAC Pause Enable

Check to enable MAC Pause (Frame-based flow control) on the selected interface
port. When enabled, specify the appropriate Pause parameters to be set in the
hardware.

MAC Pause Ticks

Specify avalue for MAC Pause Ticks.

Free Receive FIFO Threshold

Select avalue from the list. The default isO.

State

The Statefield appears on the screen for an optional LAN card in expansion Slot n
using Interface n. Click to enable or disable the card.

Interface Type

The Interface Type field appears on the screen for an optional LAN card in
expansion Slot n using Interface n. Click to specify whether the interface is public
or private.

Add IP Address and Edit IP Address

The Add IP address screen (System — LAN Add) allowsto you assign an |P
Address and Subnet Mask to the interface. Use the Edit IP Address screen
(System - LAN Edit) to modify the information.
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Figure 6 Edit IP Address — LAN Interface
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Figure 7 Edit IP Address — Slot n Interface n
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Interface

L AN - Represents the physical port interface to which you assign an |P address.

Slot n Interface n - Represents an optional LAN card in expansion Slot n using
Interface n.

Obtaining IP Address

This section specifies whether to use a Static, assigned |P address, or aDHCP
assigned address.

Static

Check the Static button to assign a static, unchanging |P Address.
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IP Address

The IP Address for the interface. The P Address consists of 32 bits, which are
written as four octets (8-bit bytes) in dotted-decimal format. For example:

192. 168. 34. 21
Subnet Mask

The Subnet Mask defines how many bits of the IP Address represent the network
the device is on and how many bits represent the host’s ID on the network.

The device uses the Subnet Mask to determine which IP Addresses are directly
reachabl e on the network and which must be routed through a gateway. A sample

IP Addressis 10.2.3.3 with a Subnet Mask of 255.255.0.0. This indicates that all
hosts with addresses 10.2.n.n are directly reachable.

DHCP
Check the DHCP button to have the | P address assigned by a DHCP server.
Cost

Enter a cost. The default is 10.

Interface Filter

Showswhether or not the Contivity Firewall isin use (thisreflectsthe selection on
the Services - Firewall screen).

This entry also shows the interface filter that is currently being used by the
Contivity Firewall. Use the dropdown menu to show alist of al interface filters
that have been set up on the switch (on the Profiles - Filters screen), and to select
adifferent filter for the Contivity Firewall.

Note: If you change the interface filter setting, a message informs you
=>| that you must restart your switch before the new interfacefilter is used. If
the Contivity Firewall is not enabled, the new selection has no effect.
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Use the New Interface Filter link to go to the Profiles— Filters screen and create a

new filter.

The default Interface Filter setting is Deny All.

LAN Interface Statistics screen

This screen (System - LAN Statistics) provides key counters and can help you
diagnose and troubleshoot problems with your LAN interfaces.

Table 1 Description of fields

LAN Device

Description

Tx good frames

Good frames transmitted.

Tx MAXCOL errors

The number of frames not transmitted because the
frame reached the maximum allowable collision
threshold.

Tx LATECOL errors

The number of frames not transmitted because they
experienced a late collision during transmission.

Tx underrun errors

The number of frames not transmitted because the
hardware transmitter experienced a buffer underrun
during transmission.

Tx lost CRS errors

The number of frames not transmitted because carrier
sense was lost during transmission.

Tx deferred

The number of times a frame was deferred due to a
collision during transmission.

Tx single collisions

The number of times a single collision occurred during
a frame transmission.

Tx multiple collisions

The number of times multiple collisions occurred
during frame transmissions.

Tx total collisions

Total collisions that occurred during frame
transmission.

Rx good frames

Good frames received.

Rx CRC errors

The number of received frames discarded due to an
invalid cyclic redundancy check error.

Rx alignment errors

The number of received frames discarded due to
invalid frame alignment.

Rx resource errors

The number of frames discarded because a buffer
was not available to receive the frame.
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Table 1 Description of fields (continued)

Rx overrun errors

The number of received frames discarded because
the hardware receiver experienced an overrun error
during reception.

Rx collision detect errors

The number of received frames discarded due to a
collision error during reception.

Rx short frame errors

The number of received frames discarded because
they didn't meet the minimum frame length.

Table 2 Software-level packet data

Software-level packet data

Description

IP Fragments Received

IP fragments received.

IP Routing Filter Drops

Routing filter drops occur when packets are filtered
because no access rights are permitted to the
resources specified by the designated filters.

IP Local System Filter Drops

Local system filter drops occur when packets are
destined to the management interface but are
dropped due to lack of authorization access.

IP Local Interface Filter Drops

Local interface filter drops occur when packets are
destined to a physical interface but are dropped due to
lack of authorization access.

IP PAT Drops

Public Address Table (PAT) drops represent the
number of packets dropped prior to being
authenticated and having a tunnel established on a
public interface.

IP Header Error Drops

IP header error drops occur whenever there is an error
in the IP header.

RX MAC Pause Frames received

(Unsigned integer number)

TX MAC Pause Frames
transmitted

(Unsigned integer number)

The WAN interfaces screen (System — WAN) shows the WAN interfaces currently
installed in the switch, the slot in which the cards reside, an interface description
(if one has been provided), and the current state. It also indicates whether the
Contivity Firewall is active and the interface filter that isin use. From this screen,
you can move to another screen to configure or disable aWAN card, or view

statistics.
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Figure 8 WAN Interfaces screen
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Interface

Slot n Interface n represents an optional wide area network (WAN) card in
expansion Slot n using Interface n.

IP Address

The IP Address for the interface.

Note: To change the IP address of aWAN link, you must disable the
=-> interface, change the address and re-enable the interface. This
automatically disables static routesfor the interface. If you change the IP
address back to the original address, you must manually re-enable static

routes.
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Description (Optional)
A description that you can optionally provide. For example, a site, location,

address, user name, or configuration tag. This can be helpful for network
administrators working with the switch after it has been configured.

Interface Filter

Shows whether the Contivity Firewall isin use onthisWAN interface (this reflects
the selection on the Services - Firewall screen).

This entry also shows the interface filter that is currently being used by the
Contivity Firewall. Thisisthe interface filter that is selected on the

System — WAN Interfaces— Edit IP Address screen. If no interface filter has been
selected, the default of Deny All is used.

State

Enable

ThisWAN interfaceis currently enabled. An asterisk (*) meansthat the Interface
Debug option on the WAN PPP Advanced Configuration screen is enabled.

Disable

ThisWAN interface is currently unavailable.

Actions

Configure

Click to configure anew | P address for the associated device, add or modify PPP
advanced and authentication settings. The Configure WAN Interfaces screen

appears.
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Enable/Disable

Click to toggle between Enable (on) and Disable (off).

Statistics

Click to view Statistics for the interface.

WAN Statistics

This screen (System - WAN Statistics) provides counters that can help you
diagnose and troubleshoot prablems with your WAN interfaces. Fields on this
screen are described in the following tables.

Table 3 WAN statistics

Field

Description

WAN Slot 2 Interface 2

The slot and interface numbers

PHY

The state of the physical link is either up or down

Administrative State

The Administrative state is either enabled or disabled

PPP

The state of the Point-to-Point Protocol (PPP)

Interface

The physical interface type

Link Protocol

The link protocol type

Clocking

The switch relies on the channel service unit/digital
service unit (CSU/DSU) to provide the signaling clock
at the T1 physical level.

In

Packets received over this link

Out

Packets sent over this link

In Errors

Errors while receiving packets over this link

Out Errors

Errors while sending packets over this link

Cof Errors

Counter overflow errors

Bof Errors

Buffer overflow errors

WD Errors

Watchdog errors

DSR

Data set ready signal

DCD

Data carrier detect signal
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Table 3 WAN statistics (continued)

CTS Clear-to-send signal
RXE Receive signal
TXE Transmit signal

Table 4 Packet data statistics

Software-Level Packet Data

Description

IP Fragments Received

IP fragments received

Routing Filter Drops

Routing filter drops occur when packets are filtered
because no access rights are permitted to the
resources specified by the designated filters.

IP Local System Filter Drops

Local system filter drops occur when packets are
destined to the management interface but are dropped
due to lack of authorization access.

IP Local Interface Filter Drops

Local interface filter drops occur when packets are
destined to a physical interface but are dropped due to
lack of authorization access.

IP PAT Drops

Public Address Table (PAT) drops pertain to the number
of packets dropped prior to being authenticated and
having a tunnel established on a public interface.

IP Header Error Drops

IP Header Error Drops occur whenever there is an error
in the IP header.

Configure WAN Interface Settings

The Configure WAN Interface Settings screen (System — WAN Configure) allows
you to configure WAN devices with local and remote IP addresses and
PPP-related settings. When you click the PPP Authentication or Advanced
Settings configuration buttons, the associated configuration screen appears. You
also use this screen to specify the interface filter that is used for the optional
Contivity Firewall on thisinterface.

The addresses set on this screen are used by the IP Control Protocol (IPCP), which
communicates | P addresses to peer connections over PPP. Many of these values
are provided to you by your Internet Service Provider (1SP).
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Figure 9 Configure WAN Interface Settings screen
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Interface

Thisisthetype, dot number, and interface to which this IP addressis assigned.
The module slots on the back of the switch are labeled Slot 1 through Slot 4, from
left to right. Slot 4 is not supported.

Description (Optional)

Provide abrief interface description. For example, a site, location, address, user
name, or configuration tag. This can be helpful for network administrators
working with the switch after it has been configured.
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Interface IP Address

You must enter an Interface |P Addressto allow | P traffic to pass over a PPP
connection. Thisisthe switch's |P address as seen from a Public network. This 1P
addressis normally provided to you by the ISP. A sample Interface IP Addressis
192.19.2.33.

Note: Theinterface |P address and the remote | P addresses must be
=>| different.

Remote IP Address

Accept Negotiated Address

This option informs the peer connection (for example, your Internet Service
Provider) that you accept the IP Address that it assignsitself.

This checkbox is Enabled by default.

Specify Remote Address

Enter a Remote IP Addressto allow I P traffic to pass over a PPP connection. This
isthe IP address of the router that is connected to the switch. This addressis used
if you do not check Accept Negotiated Address above. This|P addressis normally
negotiated between the switch and the ISP A sample Remote |IP Addressis
192.19.2.30.

Note: The Remote and Local |P addresses must be different.

Interface Filter

Shows whether or not the Contivity Firewall isin use (thisreflects the selection on
the Services - Firewall screen).
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This entry also shows the interface filter that is currently being used by the
Contivity Firewall. Use the dropdown menu to show alist of dl interface filters
that have been set up on the switch (on the Profiles - Filters screen), and to select
adifferent filter for the Contivity Firewall.

Note: If you change the interface filter setting, a message informs you
=>| that you must restart your switch before the new interfacefilter isused. If
the Contivity Firewall is not enabled, the new selection has no effect.

Use the New Interface Filter link to go to the Profiles—, Filters screen and create a
new filter.

The default Interface Filter setting is Deny All.

PPP Authentication Settings

Click Configure to set PPP Authentication Settings, including Local PAP and
CHAP User IDs and Passwords.

PPP Advanced Settings

Click Configure to set PPP Advanced Settings, including Link Control Protocol
(LCP) and IP Control Protocol (IPCP) Settings.

CSU/DSU Settings

Click Configure to set the T-1 with an integrated CSU/DSU Settings, including
extended superframe (ESF) framing parameters and adding fractional T-1
channels.

T-1 with Integrated CSU/DSU

You can configure your T-1 interface with an integrated CSU/DSU from the
System - WAN screen or the serial interface. Following isalist of screensthat
either allow you to configure or view status for the T-1 interface with an integrated
CSU/DSU:
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e System-WAN

e System- WAN - Configure

e Admin- Health Check

e Status- Statistics— WAN Status

Newer T-1 services use extended superframe (ESF) framing, which uses
out-of-band signaling. The configuration parameters with ESF are:

e Lineframingis ESF.

e LinecodingisB8ZS.

e HDLC polarity isnormal.

» Performance report message value is determined by the T-1 service provider.

Older T-1 services use superframe (SF) framing, which uses in-band signaling.
The configuration parameters with SF are:

e Lineframingis SF.
e LinecodingisAMI.
e HDLC polarity isinverted.

» Performance report message should be set to “none” asit has no effect in SF
framing.

Because SF framing uses in-band signaling, the data can generate afalse yellow
alarm. These false yellow alarms can be eliminated by setting one fractional T-1
channel to “off.” If you have the option of using SF or ESF framing, Nortel
Networks recommends ESF framing because it provides better diagnostics and
does not generate false yellow alarms.

Initial configuration takes place when you install the card, and configuration
changes are necessary when adding additional fractional T-1 channels.

Note: You must restart the switch after adding a T-1 card or after
=»| enabling afractional T-1line.

All of the CSU/DSU commands can be configured through the Web interface or
the seria interface.
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Figure 10 CSU/DSU
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Clock Source

Thisfield sets where the timing is being determined, from the switch (Internal) or
from the T-1 service provider (Loop). The clock sourceisusually set to Loop
when connected to alive T-1 service. Internal clocking is used for local or test
applications only.

Line Build Out (dB)

Theline build out value is a power level that is set based on the distance from the
CSU/DSU to the T-1 service provider’'s switch. If the CSU/DSU card is close by,
the switch requires less power and the line build out value is lower; if the card is
far away, the switch requires more power and the line build out valueis higher.
This setting is determined by the T-1 service provider. Valid options are:
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« 00

e 75

« -150

« 225
Line Coding

Thisfield sets the method of encoding binary digits on the line. The line coding
value is supplied by the T-1 service provider. Valid options are AMI and B8ZS.

HDLC Polarity

Thisfield determines whether or not the user dataisinverted. This field must be
synchronized with the AMI line coding; otherwise, you might violate the AMI
specification. Both thelocal and the remote CSU/DSU must terminate the T-1 data
circuit with the same setting: either both using Normal or both using Inverted.
Valid options are Normal and Inverted.

Line Framing

Thisfield determines the low-level protocol between the T-1 service provider and
the switch. It determines how the datais encapsulated and it handles the signaling
for alarms and loopbacks. The newer ESF framing uses out-of-band signaling,
while the older SF framing uses in-band signaling. The line framing value is
supplied by the T-1 service provider. Valid options are SF and ESF.

Performance Report Mesg

The Performance Report Message parameter is apart of the ANSI T-1
specification. It generates messages that state how many errors there are per
second. Thisvalueis used with ESF framing only. When using SF framing, this
parameter has no effect but should be set to None to avoid any confusion. The
Performance Report M essage valueis supplied by the T-1 service provider and are
None and ANSI.
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Fractional T-1

A T-1 service consists of up to 24 channels. Typically, you purchase the number of
necessary channels from the service provider, and you can add additional channels
(up to 24) as growth requires. When you add a fractional T-1 channel, you must
enable it through this parameter and restart the system. Valid options for each of
the 24 DS-0 channels are On (checked) and Off (unchecked).

Local Authentication

The WAN Interfaces Local Authentication screen (System - WAN Configure PPP
Authentication) allows you to configure Local Password Authentication Protocol
(PAP) and Challenge Handshake A uthentication Protocol (CHAP) User IDs and
Passwords, and other details.

The ISP providing the WAN connection to the switch might require auser 1D and
password. Select the appropriate authentication method, PAP or CHAP, as
required by the ISP. If authentication is not required, then select None.
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Figure 11 Local Authentication
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None

Click None (default) to allow a connection without authentication on this
interface.

PAP

Click to enable the Password Authentication Protocol (PAP). PAPisasimple
method for a peer (the switch) to establish itsidentity during link setup. After
establishing the identity, the ID and Password are transmitted repeatedly by the
peer until the server acknowledges authentication or the connection is ended.
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PAP isalightweight authentication method, and the passwords are transmitted in
clear text form (not encrypted). This leaves open the possibility for someone to
trace the PPP setup and learn the WAN interface UID and passwords.

Most administrators do not consider the link setup as a possible security issue, and
most | SPs use the link authentication described here for accounting purposes.

The PAP User ID and Password are used by the switch to authenticate with the
service provider's T1 connection. They are provided to you by your | SP.

CHAP

Click to enable the Challenge Handshake A uthenti cation Protocol (CHAP), which
is the default setting.

CHAP uses a handshake to verify the identity of a peer. During link setup, the
server (authenticator or |SP) sends a challenge message to the peer (the switch).
CHAP depends on a “secret” that is known only by the server and the peer. The
peer responds with a cal culated value based on the secret. The server matches the
calculated value against its own calculation. If the values match, the peer is
successfully authenticated.

CHAP isastronger authentication method than PAP. The clear-text secret is never
transmitted over the communications link. Therefore, atrace of the session would
not reveal the passwords.

The CHAP User ID and Password you assign are used by the switch to
authenticate with the service provider's T1 connection. They are provided to you
by your ISP,

WAN Interface Advanced Settings

The WAN Interface Advanced Settings screen (System — WAN Configure PPP
Advanced) allows you to configure various connection options between the ISP
and the switch, and to specify certain dial-up networking attributes, including
Link Control Pratocol (LCP) and IP Control Protocol (IPCP) Settings.
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Figure 12 WAN Interface Advanced Settings
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LCP Settings

The Link Control Protocol (L CP) session negotiates various link options between
the switch and the ISP

Address Control Field Compression

Click to enable Address Control Field Compression, which then compresses the
Address Control Field and reduces packet overhead by one byte. Address Control
Field compression is Disabled by defaullt.
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Protocol Field Compression
Click to enable Protocol Field Compression, which then compresses the Protocol

Field and reduces packet overhead by one byte. Protocol Field Compression is
disabled by default.

Echo Fault Threshold

You can set the number of times L CP attempts an Echo request without receiving
areply. Thelink isdropped when the number of echo requests exceeds the number
in the Echo Fault Threshold box.

The possible rangeis 0 to 255 (0 indicates disabled); default is 1.

Echo Interval

You can set the Echo request Interval in seconds. Use thisinterval along with the
value of the Echo Fault Threshold box to determineif alink has been
disconnected.

The possible range is 0 to 255; default is O (Disabled).

IPCP Settings

The IP Control Protocol (IPCP) settings allow you to specify certain dial-up
networking attributes. Typically, IPCP handles address assignment and
configuration of domain name system (DNS) or windows Internet naming service
(WINS) server settings.

The switch allows you to manipulate header compression options that can help
optimize data transfers between systems.

VJ Negotiation

Click to enable Van Jacobson (VJ) Compression Negotiation. VJ Compression
compresses the TCP/IP header fields on a per TCP/IP flow basis and reduces
packet overhead. VJ Negotiation is disabled by defaullt.
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VJ Connect ID Compression Negotiation

Click to enable Van Jacobson (VJ) Connect ID Compression, which then further
reduces the VVJ compression header and increases packet transmission
performance. This option is used only when asingle TCP/IP flow is active at any

singletime over thelink. V J-style TCP/IP header compression identification is
Disabled by default.

VJ Max Slots

Thisisthe Maximum number of concurrent VV J-compressed TCP/IP flows. The
range isfrom 2 to 16; default is 8.

LCP/NCP

Interface Debug

This option, under the Link Control Protocol/Network Control Protocol, sends
PPP control packetsto the Event log. ThisisaNortel Networks internal Customer
Support utility that helps diagnose and troubleshoot WAN interface problems.

IPX (Internetwork Packet Exchange)

The Internetwork Packet Exchange (IPX) protocol isthe Novell adaptation of the
Xerox Networking System (XNS) protocol.

IPX Configuration

Click System - IPX to configure IPX support.
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Figure 13 System - IPX Configuration
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Public Network Address

Enter the IPX Public Network Address. Thisisthe network address that is
assigned to clients tunneling into the switch. The Public Network Addressisa
4-byte hexadecimal number that must be unigue (it cannot match any other 1PX
network address). A sample Public Network Address is 4F1A3BC2.

The Public Network Address also consists of a node address that is dynamically
assigned by the switch to each tunneled-in client system. The Node Addressis a
randomly allocated number that cannot be overwritten or changed in any way.

Note: Leaving the Public Network Address blank disables IPX on the
=*| switch.
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Caution: You must restart the system from the Admin - Shutdown
screen for Public Network Address changes to take effect.

Default Nearest Server

Enter the name of the server that you want to be the Default Nearest Server. The
Default Nearest Server name can consists of up to 48 ASCII characters. When a
remote system establishes an |PX connection with the switch, the system sends a
Get Nearest Server packet to the switch. In response to a Get Nearest Server
reguest, the switch returns the name and IPX address of the server specified here.
This assumes that the server is available; otherwise, the switch returns the name
and IPX address of the server that is topologically closest to the requesting
system.

Maximum SAP Entries

Shows the largest number of SAP (Service Advertising Protocol) entries that the
switch handles concurrently. SAP isaNovell protocol that provides a means for
servers to advertise their services to routers, switches, and other servers.

Each SAP entry that you allocate requires about 100 bytes of memory (10,000
entries requires about 1 MB of memory). Therefore, you should keep the number
of entries slightly greater than the number of serversthat you support to allow for
future growth. The default value is 1024 entries; the rangeis from 10 to 10,000
entries.

Maximum Route Entries

Shows the largest number of 1PX route entries that the switch handles
concurrently. A route entry is required for each reachable IPX network that is
learned through the IPX RIP protocol.

Each route entry that you allocate requires about 100 bytes of memory (10,000
entries requires about 1 MB of memory). Therefore, you should keep the number
of entries dlightly greater than the number of routes that you support to allow for
future growth. The default value is 1024 entries, the range is from 10 to 10,000
entries.
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Private LAN Interfaces

Interface

LAN represents the Ethernet interface on the system board, which isinstalled on
every switch.

Slot n Interface n represents an optional local or wide area network card in
expansion Slot n using Interface n.

Enable

Click to enable the interface for IPX support.

Network Address

Enter the IPX interface Network Address. The IPX Network Address that you
configure on thisinterface must be the IPX Network Address of the LAN.

Frame Type

Click the drop-down list box to select an IPX Frame Type. The IPX Frame Type
that you select on thisinterface must be the IPX Frame Type being used on the
LAN.

The switch can forward the following IPX packet types:

» 802.3 (Raw) refersto 802.3 framing without the 802.2 link layer control
(LLC).

e 802.2 frameincludes 802.3 and 802.2 logical link control (LLC) frames.

*  SNAP Sub Network Access Protocol (SNAP) islike 802.2 with expanded
link layer control (LLC) capabilities.

« Ethernet Il frametypeisalso similar to 802.2, yet it has atype field rather
than alength field. It does not use alink layer control (LLC) header inits data
field.
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Hardware Encryption Accelerator

The hardware accel erator screen shows the operational status that the switch
reports on the hardware accelerator card and allows you to enable automatic
recovery in case the card stops running. When the switch detects a recoverable
failure, all sessions fail-over and are then handled by the software until the
hardware resets and comes back on line.

Figure 14 Hardware Accelerator
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You must have Administrator privileges to configure the card, and you must
restart the switch after configuring it.

The accelerator supports a maximum of 1024 tunnels. A tunnel consists of two
sessions, one each for incoming and outgoing traffic. Each session comprises a set
of logical characteristics and parameters that are associated with asingle
communication path in atunnel that renders a full-duplex connection. Thus, the
number of tunnels supported by an accelerator is exactly half the maximum
session count.

Following is alisting of the switch’s configuration, status, and monitoring paths
related to the hardware accelerator:

e System - Accelerator — Hardware Accelerator: Configure
e Status— Health Check

e Status- Statistics—» Hw Accel Stats

e Status- Statistics— Hw Accel Info
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e Status- Event Log

The Hardware Accelerator screen shows the operational status that the switch

reports for the card.
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Figure 15 Hardware Accelerator Configuration
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Auto Recovery Enabled

This selection gives the operator control of what happens when if the card fails
and the failure is recoverable. When enabled, the card automatically resets and
restarts, when a recoverable failure is encountered.
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Auto Recovery isthe only configurable parameter. By default it is enabled and it
maintains this state through a restart

Description

A description of the device vendor, device type, and serial number (if applicable).

Operational Status

Status can be viewed on the Status - Health Check and the Status - Statistics:
HwA ccelInfo screens. The operational status can be:

* Disabled means that the card is disabled.
* Active means that the card is attached and is active.

e Shutdown means that in this state you can manually reenable the card after a
recoverable failure has been detected (when Auto Recovery Enabled is Off).

» Faled meansthat the card is not operating properly. Contact Nortel Networks
Customer Support for additional information.

Administrative States

The card is either Enabled or Disabled. It is enabled by default.

Note: You can disable the card at any time, even when it is processing
=»|  tunnd traffic. In this case, the tunnels are processed in software. When
the card is subsequently enabled, any tunnels that had been running on
the hardware when it was disabled, revert to running on the hardware.

Protocols

Shows the protocol running on the card: IPSEC_ESP.

Algorithms
Shows the encryption and authentication protocols that the card supports:

» DES Data Encryption Standard
e 3DES Triple Data Encryption Standard
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*  NULL_CRYPT —IPSec ESP authentication and compression only;
encryption isturned off. You can use this setting as a troubleshooting
mechanism.

e LZS-Lempd/Ziv/Stac, which is a de facto standard for IPSec compression.

- HMAC MD5 — Header Message Authentication Code with Message Digest,
which providesintegrity that detects packet modifications.

e  HMAC SHA —Header M essage A uthentication Code Secure Hash Algorithm,
which produces a 160-bit hash. SHA is regarded by cryptographers as being
more resistant to attacks than MD5. It does not encrypt data.

Crypto Strength

Shows the available cryptographic strength, which is either 3DES (triple DES) or
DES, depending upon the maximum key length.

Boots
Shows the number of times the card has been restarted.
Uptime

Shows the current duration that the switch has been running
(days:hours:minutes.seconds).

Context Memory Size

Shows the amount of context memory on the card: 512 kbytes.

Max Sessions

Shows the maximum number of sessions. When you divide this number by two
you get the number of tunnels (2048 sessions represents 1028 tunnels).

POST Results

Shows the passing and failure indications for each power-on self test (POST) type.
Thisfield displays when thereis a POST failure only.
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Statistics

Date and

You can view statistics for the hardware accelerator on the Status — Statistics
HwA ccel Counters screen. Byte counters are all 64-bit integers:

» Tota packetson egress

e Tota byteson egress

» Total packetsoningress

« Total bytesoningress

e Corrupt bytes (see explanation)

e Corrupt packets

» Expanded bytes (see explanation)
»  Expanded packets

Corrupt bytes and packets counts reflect packets that were not processed because
they were corrupted in transit. Indications of a corrupt packet include: no LZS end
marker, mismatch MAC.

Expanded bytes and packets counts reflect packets that expanded when
compressed by the LZS algorithm. These counters are important because they
indicate a heavier load on the accelerator since packets which expand must be sent
a second time to the accelerator with compression disabled. If there are many
sessions transporting incompressibl e traffic (such as avideo stream), the overall
performance of the switch is degraded relative to its performance when all
sessions carry compressible data (such as FTP of text files).

Most of these statistics are maintained for debugging and tuning purposes.

Time

This screen shows the current Date, Time, and Day of the week for the switch.
You can change the time based on your time zone, or make daylight savingstime
adjustments, as necessary.

To change either the Date or Time values, select the fields and enter the new
values.
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Figure 16 Date and Time
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Date
Shows the current month, day, and year (mm/dd/yyyy).
Time

Shows the current hour, minute, and seconds (hh:mm:ss) as displayed by a
24-hour clock (00:00:00 to 23:59:59).

Day

Shows the current day of the week. The day is based on the month, date, and year,
and it cannot be changed manually.

Time Zone

Click the drop-down list box to select the appropriate time zone. Time zones can
be a critical factor in the usage of digital certificates.
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Configure Network Time Protocol (NTP)

The System - Date and Time — Network Time Protocol screen allows you to set
up the Network Time Protocol (NTP) on the switch. NTP synchronizes the clocks
of various devices across networks. It also automatically adjusts the time of
network devices so that they are synchronized within milliseconds. The switch
receives NTP updates from an NTP time server and continuously synchronizesits
clock to universal standard time. The switch supports up to eight NTP (unicast)
servers and broadcast, multicast servers.

Figure 17 Network Time Protocol
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Check the Enable NTP check box to enable NTP on the switch.

If you want the switch to listen for and respond to broadcast messages, check the
Synchronize time with NTP Broadcast Server box. If you want the switch to listen
for and respond to multicast messages, check the Synchronize time with NTP
Multicast Server box. The IP multicast address is 224.0.1.1 for NTP.
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NTP listens for both broadcast and multicast messages at the group address of the
globa network. To avoid disruption in multicast mode, both the client and servers
should use authentication and the same trusted key and key identifier.

Servers
The switch lists any existing NTP servers.
Server IP Address
IP address of the NTP (unicast) server.
Interface
For security, you can specify either a Private or Public interface. The private
interface is the management I P address. When adding a public interface, you can

choose from alist of public interfaces. If you are using the Contivity Firewall, you
need to configure an interface filter to add NTP,

Key ID

Specifiesthe Key 1D for Message Digest (MD5) authentication. In authentication
mode, each packet transmitted has a 32-bit Key ID and a 64/128-bit cryptographic
checksum using MD5 algorithms. With M D5, the receiving peer recomputes the

checksum and compares it with the onein the packet. They must share at least one
MD?5 key (trusted key) and must associate the shared key with the same Key ID.

Bursting
Specifiesto send a burst of eight packets at each poll interval.
Version

NTP version number (1, 2, 3, or 4) used on the NTP server. The default is 3.
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Actions

Edit

To edit an existing NTP server, click on the edit button in the Action column.
Delete

Click on the Delete button to delete an NTP server.

Add

You can add an NTP server by clicking on the Add button. The switch displaysthe
Add/Edit Server screen. If you are adding an NTP server, enter the appropriate

information as described above.

Figure 18 Add/Edit NTP server screen

AddEdi Server

Surver [P Addres bnluilane eyl  Husting  Vesos

= Powain (V0016 148

|  Bohlic E |IJJ|-EJ ||:l1.'_-|-_:g_-] [E'H""":I
0K | Ilunl:lll

Trusted Keys
Key ID
Specifiesthe Key 1D for MD5 authentication.
Actions
Edit

To edit an existing key ID, click on the edit button in the Action column.
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Delete

Click on the Delete button to delete the trusted key.

Add

You can edit an existing areakey ID by clicking on the Edit button. The switch
displays the Add/Edit Trusted Key screen. Enter the key 1d, the password and the

password confirmation.

Click on the Return to the Date and Time page link to return to the previous page.

Certificates

This screen allows you to import both tunnel and SSL certificates to the switch
and generate a certificate request for a server tunnel certificate. When you have
added certificates to the switch, this screen lists the available certificates.

Tunnel Certificates are used to authenticate |PSec tunnel connections. SSL
Certificates are used to secure connections with LDAP servers.

A Certificateis an electronic “document” that identifies an entity such asa
Certification Authority. You should trust a certificate only if you trust the person
or organization that issued it (an approved Certificate Authority).
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Figure 19 Certificate Configuration
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Key Usage Extensions Required

Enable this option to require key usage extensions to be present in certificates that
are presented via atunnel request. This option is enabled by default.

Enable Allow All Feature

Click the Enable button to allow all clients attempting to authenticate against a CA
Certificate, without an explicit user entry, the ability to do so.

Note: Branch Office connections do not support the CA Certificate

Allow All feature. Therefore, you must configure an explicit Branch
Office connection.
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Trusted

Check to designate this certificate as Trusted (you have previoudly verified that
this certificate is authorized and has been validated).

Type

Shows the certificate type, whether it is a Certificate Authority (CA) or a Server
Certificate.

Allow All

The Allow All feature must be Enabled for each CA Certificate against which you
want to permit authentication without an explicit user entry. This allows anyone
with avalid certificate from the particular CA to establish atunnel connection.
Also, you must associate a Default Group with that certificate. The client

authenticating with the Allow All feature then uses the attributes associated with
that group.

Subject DN (Distinguished Name)

Shows the certificates Subject Distinguished Name components; for example,
Common Name, Organizational Unit, Organization, and Country.

Validity

Shows the dates through which the certificate is valid (for example, 01/29/98 to
01/29/99).

Actions

Delete

Click to Delete the selected certificate. A delete confirmation dialog box then asks
you to confirm the deletion.
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Details

Click to view the specific details of the Certificate owner and issuer. This screen
also shows the certificate's fingerprint, which isimportant in verifying the
authenticity of a CA certificate, especially when first imported.

Import Tunnel or Transport Certificate

Click to display the PKCS certificate import screen. When importing a PK CS#7
encoded certificate, verify the fingerprint of the resulting imported certificate with
the fingerprint supplied from the CA. It isimportant to obtain the fingerprint
through some out-of-band mechanism (phone, postal mail, and so forth) to
guarantee the supplied certificate is genuine.

Generate Certificate Request

The process for getting a certificate for your server requires the server to generate
apublic key pair and to send the public key to the CA for inclusion in the
certificate. You will need to select a password to protect the private keys the first
time that you generate a certificate request on a Contivity VPN Switch.

Certificate Management Protocol (CMP)

Click to display the Certificate Management Protocol (CMP) Certificate Request
screen, which allows you to create akey and a certificate request.

PKCS#10 Certificate Request

Click to display the PKCS#10 Create New Key and Certificate Request screen,
which allows you to create a key and a certificate request.

Import SSL Certificate

Click to display the certificate import screen. When importing a PK CS#7 encoded
certificate, verify the fingerprint of the resulting imported certificate with the
fingerprint supplied from the CA. It isimportant to obtain the fingerprint through
some out-of-band mechanism (phone, postal mail, and so forth) to guarantee the
supplied certificate is genuine.
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Generate Certificate Requests

Certificate Management Protocol (CMP)

The Certificate Management Protocol (CMP) Certificate Request screen allows
you to create a CM P compliant certificate request. CMP is derived from the
Entrust PKI management protocol. It includes management functions for the
entire certificate and key life cycle. CMP uses CRMF to define message formats.

For the authentication purpose, the CA issues a secret value (initial authentication
key) and reference value (used to identify the secret value).

Figure 20 Certificates — Certificate Management Protocol
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Reference Number

Enter the reference value (used to identify the secret value), provided by the CA.
Authentication Key

Enter the Authentication key supplied by the CA.

Common Name

Enter the Common Name with which the switch is associated.
Organizational Unit

Enter the Organizational Unit with which the switch is associated.
Organization

Enter the Organi zation with which the switch is associated.
Locality

Enter the Locality in which the switch resides.

State/Province

Enter the State/Province in which the switch resides.

Country

Enter the Country in which the switch resides.

Public Key Size

Click the drop-down list to select one of the following exportable Public Key
Sizesin bits (generally, larger keys are more secure):
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« 512
» 768
« 1024

e 2048 (USonly)

Registration Address/URL

Enter the enrollment URL or destination (host name or | P address).

PKCS#10 Certificate Request

Figure 21 Certificates - PKCS#10 Certificate Request
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Common Name

Enter the Common Name with which the switch is associated. For an Entrust PKI
environment, this must be avalid Entrust Reference Number.

Organizational Unit

Enter the Organizational Unit with which the switch is associated.
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Organization

Enter the Organization with which the switch is associated.
Locality

Enter the Locality in which the switch resides.

State/Province

Enter the State/Province in which the switch resides.
Country
Enter the Country in which the switch resides.

Public Key Size

Click the drop-down list to select one of the following exportable Public Key
Sizesin bits (generally, larger keys are more secure):

« 512
* 768
« 1024

e 2048 (USonly)

PKCS #10-Encoded Certificate Request

The Generate Certificate Request button returns the following sample PKCS
(Public Key Cryptography Standard) #10-encoded Certificate request. Copy the
contents of the certificate request into your Web browser's copy buffer. Submit the
reguest to the applicable CA by pasting the encoding into the CA'srequest screen,
following the instructions provided by the CA.
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Figure 22 Generated PKCS#10-encoded Certificate Request
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Server Certificate

Click Server Certificate to indicate you are importing a Server Certificate.
Importation of a Server Certificate must correspond to a previous Server
Certificate request.

Trusted CA Certificate

Click Trusted CA Certificate to indicate you are importing a Trusted CA
Certificate.

Pasting a PKCS #7 Certificate

Copy the Public Key Cryptography Standard (PKCS) #7 ASCI| text that is
returned by the Create New Key and Certificate Request into the dialog box.
Typically, a Certificate Authority provides this text to you.
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OK

Click OK to generate a certificate and store it on the switch.

Certificate Details

This screen provides the certificate details, including the owner of the certificate
and who issued the certificate. Additionally, this screen provides the validity

dates, the certificate fingerprint and, if a CA Certificate, the certificate revocation
list details.
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Figure 23 Certificate Details
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This Certificate Belongs To

Shows the certificate owner's X.500 distinguished name.

This Certificate Was Issued By

Shows the issuer of the Certificate (the Certificate Authority). In addition to the
main attributes, this field also shows the issuer's Certificate's serial number.
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Validity Dates

The starting and ending Dates through which the certificate is valid (for example,
01/29/98 to 01/29/99).

Certificate Fingerprint

The unique identifier that is derived from M D5 hashing the certificates. The
identifier should be compared with the fingerprint supplied directly from the
certificate'sissuer (for example, a CA). If the fingerprints do not match exactly,
the certificate has been forged or modified.

Default Group

Drop-down list of the existing default groups.

Association of Certificate Subject DN with groups

For each trusted CA, shows a set of associations between certificates’ subject DNs
and group profiles. You can edit or delete existing associations by clicking on the
appropriate buttons. You can also click on the Add button to add an association
between the subject DN and a group profile.

Certificate Revocation List Information

CRL Checking Enabled
Click to enable the Certificate Revocation List (CRL) feature.

CRL usageis enabled on the switch on aper CA basis. To enable the use of CRLs
for a CA, sdlect the Details button on the main System -, Certificates screen. The
section labeled Certificate Revocation List Information is used to configure the
necessary information. The Enabled check box turns on CRL checking of
certificates for the particular CA. The Search Base, Host, Connection, and Update
frequency values must be set for proper access to the CRL LDAP directory store.
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CRL Checking Mandatory

This setting determinesif a CRL must be present when an 1PSec tunnel is
established to aparticular CA. If checked, when the connection is made, a CRL
for that CA must be present. If no CRL is present, the tunnel is not established.
This setting has no effect unless"CRL Enabled" is checked.

CRL Update Frequency

Enter avalue in minutes that represents the frequency with which the switch
should query the CA's LDAP server for anewly published CRL. The default value
0 indicates that this switch does not update any CRLs. Thisis useful when many
switches share an LDAP database, but you want only one switch to actually
perform the update operation. To minimize the load on an external LDAP server, it
isimportant to make sure only 1 or 2 switches are updating ashared CRL entry in
amultiple switch, shared external LDAP environment.

CRL System Status

The status field is read-only and is automatically updated by the switch to reflect
the CRL updating activity.

Manage CRL Servers

The Manage CRL Servers button accesses the Manage CRL Servers screen. Use
this screen to configure and manage CRL servers.
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Figure 24 System - Certificates — Details - Manage CRL Servers
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Current CRL Servers

Shown at the top of thisscreenisalist of currently configured CRL serversfor the

CA.

Edit

To edit aserver, select it and click on the Edit button. After making your changes,

click on the OK button to save the changes.

Delete

To delete a server, select it and click on the Delete button.
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Move selected server to position
To move a server to adifferent position, select it, enter the desired position

number in the field next to the button, and then click on the M ove selected server
to position button.

New CRL Server

Use this section of the Manage CRL Servers screen to configure and add a new
CRL server.

Search Base

The search base represents the portion of the X.500 directory where the CA stores
certificate revocation lists. Following is a sample search base entry:

ou=Engi neering, o=Nortel Networks, c=US

Host

Thisfield contains the host name or | P address of the LDAP-accessible directory
server that is storing the published CRLs. This host must be reachable via one of

the switch's private interfaces, and if ahost nameisused in place of an IP address,

then one or more DNS servers must be configured on the switch’s System I dentity
screen.

Connection

Enter the port number that is associated with the LDAP server. Optionally, enable
the use of the Secure Socket Layer (SSL) to secure the connection with the LDAP
server. SSL is not required in general for handling CRLs since a CRL is signed
and is therefore protected against modification and spoofing.

State

Enable or disable the CRL server by selecting the desired state from the list box.
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Add
Click on the Add button to add a new CRL server.

To add a new server, enter the Search base, host, and connection fields, choose
enabled or disabled, and then click on the Add button.

Switch Settings

The System — Settings screen lets you configure Safe Boot mode, the serial port
and the Log file.

Figure 25 System — Switch Settings
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Safe Mode Configuration

The switch can be booted in one of the two system modes: Safe Mode or Normal
Mode. Each mode has its own software image, configuration files, and LDAP
database.

A system booted in Safe Mode is only allowed to accept secured management
tunnel establishment. When the secured management tunnel is established, Telnet,
HTTR and FTP traffic are allowed to come into the switch; no other VPN trafficis
allowed through the secured management tunnel or the switch.

In Normal Mode, the system operates with the normal software and configuration
and transports both VPN traffic and management traffic.

Enable Safe Mode

Use this check box to enable and disable Safe Mode.

Safe Mode Duration

The Safe Mode Duration setting determines how the long the system operatesin
Safe Mode before attempting to reboot in Normal Mode.

Serial Port Configuration

The Seria Port Configuration section of the System-Settings screen provides
options for configuring the switch’s serial port. The parameters that you must set
to enable your switch to communicate viathe serial port are described below.

Whenever you change from either serial menu mode to PPP mode, or vice versa,
you must restart the switch for the change to take effect.

Menu Access Level

The Menu Access Level setting determines which commands are availablein a
seria console port menu.

» Unrestricted - All commands are available to the user (default).
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* Redricted 1 - System Reset commands plus the commands to change
interface | P address and mask.

* Redtricted 2 - Only Reset commands are available.

Mode
Select one of the following Modes of operation:

e Serial Menu (default)

- PPP
o Auto Detect
Serial Menu

In this mode, a standard menu interface is presented. You can use an application
such as Hyper Terminal, when directly connected to the switch, to accessthe
menu interface. The switch uses the COM port for a serial menu terminal session.
The switch's seria port baud rate is 9600 by default. When you change the serial
interface baud rate, you must press the Reset button.

PPP

You can set up the switch to use the Point-to-Point Protocol (PPP) over the serial
port. This feature allows you to manage the switch from a remote location using
PPP and the serial interface. If the switch were to become unreachable over the
Internet, you could still dial up and manage it through the serial interface menu.

Thisfeature allows you to access all of the management services (HTTPR, Telnet,
FTRP, SNMP) through the Web interface. When a session is established through
PPP, the serial interface acts as a private WAN interface with an internal 1P
address (0.0.1.35).

Auto Detect
This feature automatically detects whether the switch is using PPP or serial menu

mode at startup. It cannot determine the switch’s baud rate, nor can it determine a
change from PPP to serial menu mode, except upon startup.
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Auto Detect checks the mode each time the switch is restarted. When performing
its Auto Detect check, the switch sends out AT command set charactersto
configure amodem if oneis attached.

When the switch isin Auto Detect mode, and if aterminal session is connected
and the terminal baud rate isthe same asthe switch's, the terminal displaysthe AT

command sets on the screen. Simply press Enter more than five times before a
serial menu session is started.

Baud Rate

Select one of the following Baud Rates to match the baud rate of your terminal:

» 57600
* 38400
* 19200

. 9600 (default)

Modem Initialization

Enter the modem initialization string. Refer to the manufacturer’s documentation
to learn the vendor-specific character initialization string. Preconfiguring the
modem and using the switch’'s default initialization string (ATZ) provide the best
results.

A sample 3Com/US Robotics 56K modem initialization string to instruct the
external modem to connect at 19,200 Kbps follows:

ATZ&BLATENLO
Reset Serial Port

When you select the baud rate, you must click the Reset button to change the port
to the new baud rate.
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Log File Configuration

The Log File Configuration sets the life time of the log files. The default log file
lifetimeis 60 days.

Log File Life Time

Select avalue for the log file life time from the list.

Forwarding

The System — Forwarding page allows you to configure Proxy ARP settings and
Tunnel to Tunnel traffic settings.

Figure 26 System Forwarding
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Proxy ARP for

The Contivity VPN Switch can be configured to respond to ARP requests on any
of the physical interfaces. The switch responds to the following types of routes:

e User Tunnels are routes created for user tunnels. This entry is enabled by
default and cannot be changed.

» Branch Office Tunnels are routes avail able through branch office connections.
This option is disabled by default.

» Physical Interfaces are routes available through physical interfaces. This
option is disabled by default.

Tunnel to Tunnel Traffic

Click the appropriate check boxes to enabl e the different types of tunnel-to-tunnel
traffic. All of these options are disabled by default for security reasons.

Allow End User to End User

Click to allow aremote user who is tunneled into the corporate switch to access
other remote users that are also tunneled into the switch.

Allow End User to Branch Office

Click to allow aremote user who is tunneled into the corporate switch to access
the resources of branch offices that are connected to the switch.

Allow Branch Office to Branch Office

Click to allow users who are on one branch office connected to your switch to
access resources on other branch offices that are connected to your switch.
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Chapter 2
Services

When you click on the Services menu, the list of services appearsin the top left
column.

The Services menu allows you to manage the available services, control the type
of tunnel accessto the switch, and configure how the RADIUS service and the
Firewall service are used. You can also specify the management and service
protocolsthat can be used by the switch.

Figure 27 Services menu
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Available Services

The Available Services include Tunnel Types, Management Protocols, and
Authentication Protocol.
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Figure 28 Available Services
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The Allowed Services include Tunnel Types, Management Protocols, and

Authentication Protocol.

Tunnel Types

The Tunnel Type portion of this screen allows you to control each of the supported
tunneling protocols on Private and Public interfaces. All tunneling protocols are
enabled on the Public and Private networks by default. Since datain tunnelsis
encrypted, this default setting guarantees that al interactions with the switch are
private. To prevent tunnel connections of a particular type (for al usersincluding

Administrators), you can simply disable the tunnel type here.
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For example, if you want to use IPSec asyour only Public tunneling protocol, then
disable the Public selection (remove the checkmark) for PPTP, L2TP, and L 2F. By
leaving IPSec, PPTPR, L2TP, and L 2F enabled on the Private side, you can establish
tunneled connections to the switch using any of the tunnel types from within your
corporation (Private).

Management Protocols

Management related protocols are used on the switch’s Private Interfaces. Use the
Available Services screen to control which management protocol s can be accessed
directly from a private LAN. Enabling Management Protocols allows you to
access the switch for management purposes in a nontunneled environment, if the
filter permits.

As network administrator, you might decide to deny accessto the HTTP or SNMP
protocols coming through private nontunneled connections. This ensures that
switch management can be accomplished through tunneling only.

Caution: Make sure that the tunneling features are working properly
before you disable the local HT TP management option. Otherwise, you
cannot manage the switch.

Similarly, you might want to prohibit the ability to transfer filesto or from the
system using FTP for security reasons.

Note: After your initial system configuration, you might want to disable
=»| Private HTTP access and restrict access to Tunneled connections only.

Table 5 Management protocols

Management _—

Protocol Description

HTTP HyperText Transfer Protocol is the software protocol that allows Web
servers and clients to communicate (it allows for an HTML
management interface).

SNMP Simple Network Management Protocol is the Internet standard that
allows you to manage devices and receive traps on an IP network.
Due to security reasons, the switch supports SNMP MIB Il get
commands only.
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Table 5 Management protocols (continued)

FTP

File Transfer Protocol is a TCP/IP protocol that allows you to transfer
files between systems over a network.

Telnet

Telnet is the virtual terminal protocol that allows users on one device
to access and manage a remote device. Telnet is used by Nortel
Networks Customer Support personnel strictly for maintenance
purposes. Telnet has direct access to the switch System Services
and therefore should normally be disabled for security reasons.
Telnet must be enabled in order to use the CLI via Telnet.

FIREWALL

The FireWall-1* management protocol that is used for
communication between the FireWall-1 Management Station and the
CheckPoint FireWall-1 running on the switch.

CRL Retrieval

Enables retrieval of CRLs through the selected interface type. Both
interfaces can be enabled at the same time. Refer to “SSL and Digital
Certificates” for information about Digital Certificates.

CMP

Enables CMP (Certificate Management Protocol) through the
selected interface type. Both interfaces can be enabled at the same
time. CMP defines messages used for interactions between CAs and
clients or between CAs that cross-certify each other.

Note: In order to provision a Contivity VPN Switch that has been reset
=»| tofactory defaults with afile produced by the CLI command show

runni ng confi g, the Contivity VPN Switch must have an IP
Management address assigned and must have the FTP management
protocol enabled on the Services - Available screen.

Authentication Protocols

RADIUS

Use the RADIUS check boxes to permit RADIUS requests on the public and
private interfaces of the switch. If you enable RADIUS traffic on this screen, the
settings on the Services—» RADIUS screen are used (RADIUS must also be
enabled on that screen).
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IPSec Settings

The IP Security (IPSec) standard defines a set of security protocols that:

* Authenticate IP connections.
* Add data confidentiality and integrity to | P packets.
» Aretransparent to applications and the underlying network infrastructure.

I PSec supports multiple encryption and authentication protocols so that your
security policy can dictate levels of data privacy and authentication. |PSec also
supports load balancing and fail-over.

IPSec allows for multivendor interoperability. It uses aflexible key management
scheme called the Internet Security Association Key Management Protocol
(ISAKMP), which enables peer connections to quickly and dynamically agree on
compatible security and connection parameters (keys, encryption, and
authentication).

Note: To alow RADIUS authentication with the IPSec client you must
=%»| enable the RADIUS server on the Profiles— Groups- Edit - 1PSec
screen.

Reference for the Contivity VPN Switch



124 Chapter 2 Services

Figure 29 IPSec Settings
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Figure 30 IPSec Settings
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User Name and Password/Pre-Shared Key

Click to enable authentication with a username and password.

RSA Digital Signature

Click to enable authentication with an RSA Digital Signature.
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RADIUS Authentication

Click to Enable support for the authentication types that your RADIUS Server
supports and that you expect to use:

» AXENT Technologies Defender--AXENT OmniGuard/Defender
authentication.

e Security Dynamics Securl D--Security Dynamics Securl D authentication.

e User Name and Password--Username and password authentication; the
username and password are encrypted.

Encryption

Click the appropriate checkbox to either enable or disable the supported
Encryption methods for this group.

Note: Using higher-level encryption, such as Triple DES, decreases
=»| performance.

The encryption methods are shown on the screen in order of strength, from
strongest to weakest. All of the encryption methods ensure that the packet came
from the original source at the secure end of the tunnel. Some of the encryption
types do not appear on non-US models that are restricted by US Domestic export
laws.

If two devices have different encryption settings (due to either US export laws or
administrative configuration), the two devices negotiate downward until they
agree on a compatible encryption capability. For example, if aswitch inthe US
attempts to negotiate Triple DES encryption with aswitch in Australiathat is
using 56-bit DES, then the Australian switch rejects Triple DES encryptionin
favor of the 56-bit DES.

The following table shows a comparison of the security provided by the available
encryption and authentication methods.
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Table 6 Comparing encryption and authentication methods

Encryption of

Authentication

Authentication

Method IP packet of IP packet of entire IP
payload payload packet

Triple DES SHA1 Yes Yes No
Triple DES MD5 Yes Yes No
56-bit DES SHA1 Yes Yes No

ESP 56-bit DES MD5 Yes Yes No
40-bit DES SHA1 Yes Yes No
40-bit DES MD5 Yes Yes No
NULL SHA1 No Yes No
NULL MD5 No Yes No

AH HMAC SHA1 No No Yes
HMAC MD5 No No Yes

The following topics describe important aspects and terminology to aid you in

selecting the appropriate encryption method for your tunnel server.

Types of Integrity Checks

The switch uses the following two types of integrity checks:

« SHA1

The Secure Hash Algorithm (SHA1) produces a 160-bit hash. It is regarded
by cryptographers as being more resistant to attacks than MD5. It does not
encrypt data.

* MD5

The Message Digest 5 Algorithm (M D5) is used to confirm the authenticity of
apacket. It produces a 128-bit hash. It does not encrypt data. Also, MD5
providesintegrity that detects packet modifications.
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« HMAC

The Hashed Message A uthentication Code (HMAC) isatechnique that usesa
secret key and a message digest function to create a secret message
authentication code. The HMAC method strengthens the SHA1 and MD5
technique.

Encapsulating Security Payload (ESP)

The Encapsulating Security Payload (ESP) provides confidentiality for IP
datagrams by encrypting the payload data to be protected. Data Encryption
Standard (DES) is an encryption block cipher algorithm. The switch supports the
following variants of the DES agorithm:

» Triple DES uses a 168-bit key. It uses the DES encryption algorithm three
times. Thefirst 56 bits of the key is used to encrypt the data, then the second
56 bitsis used to decrypt the data. Finally, the datais encrypted once again
with the third 56 bits, which triples the algorithm’s complexity.

» 56-bit DES and 40-bit DES use their respective 56-bit or 40-bit key (with 8
bits of parity) over a64-bit block. The 56 or 40 bits of the key are transformed
and combined with a 64-bit message through a complex process of 16 steps.

»  Both 56- and 40-bit DES require the same processing demands, so you should
use 56-bit DES unless local encryption laws prohibit doing so.

»  The Null specification provides authentication only. No encryption is done.

Authentication Header (AH)

Authentication Header (AH) provides data integrity and source authentication.
The AH method does not encrypt data.

The use of aNAT devicein the tunnel path can sometimes cause the AH method
to report a security violation.

IKE Encryption and Diffie-Helman Group

On this screen, you set the global IKE encryption and Diffie-Helman group for
IPSec. If you select both 56-bit DES with Group 1 and Triple DES with Group 2
option, you can edit thisfield on the Profiles - Branch Office - Edit - IPSec
screen or the Profiles— Groups - Edit — |PSec screen.
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From the drop-down list, select one of the following:

e Both 56-bit DES with Group 1 and Triple DES with Group 2
e Triple DES with Group 2 (1024-bit prime)
»  56-bit DES with Group 7 (768-bit prime)

NAT Traversal

NAT (Network Address Trandation) Traversal allows a number of deviceson a
private network to access the Internet simultaneoudy without each requiring its
own external |P address. Most hotels and airports that provide Internet
connectivity use NAT to connect to the Internet.

To use NAT Traversal, a UDP port must be defined. It is used for al client
connectionsto the switch. This port must be a unique and unused UDP port within
the private network.

By default, NAT Traversal is disabled and no UDP port is defined.

Enabled

Check the Enabled box to enable the NAT Traversal feature.

UDP Port

Specify the UDP Port to be used for NAT Traversal. The supported range is
1025-49151.

Authentication Order

The IPSec, PPTP, L2TP, and L 2F tunnel types each have an Authentication Order
table, which lists the corresponding servers, authentication types, associated
groups, and actions. The LDAP server is always queried first, then RADIUS, if
applicable. The Authentication Order descriptions that follow are the same for
each tunnel type.

Reference for the Contivity VPN Switch



130 Chapter 2 Services

Order

Shows the order of authentication preference.

Server

The switch supports LDAP and RADIUS authentication servers. The switch
always attempts to authenticate a remote user against the LDAP database. If a
User ID (UID) and password are found, the switch uses the attributes that are
defined for that user’s group.

The switch can also authenticate against a RADIUS database. When using
RADIUS for authentication, you can assign LDAP groupsto usersinthe RADIUS
database to take advantage of different profiles, or you can simply assign all
RADIUS usersinto asingle “default” group. The default RADIUS group is stored
in the LDAP database. Refer to “RADIUS Authentication Class Attribute Values’
for additional information on RADIUS Authentication Class Attributes and their
relationship to an LDAP database.

Type
LDAP can be either an Internal or External server.
The types of RADIUS authentication currently associated with the server are:

«  AXENT--ThisisAXENT OmniGuard/Defender challenge response token
security authentication. The AXENT OmniGuard/Defender uses a personal
identification number (PIN) and password, coupled with a challenge response
security dialog box, to authenticate user identity.

e SecurlD--Thisis Security Dynamics Securl D token security authentication.
The SecurlD usesaPIN and the current code generated by atoken assigned to
the user to authenticate user identity.

» CHAP--Thisisthe Challenge Handshake Authentication Protocol (CHAP).

«  MS-CHAP--Thisis aMicrosoft variant of CHAP that includes
data encryption.

 PAP--Thisis Password Authentication Protocol.
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Associated Group

Thisisthe Group from which authorization and operational settings aretaken if a
group attribute is not found in the authentication database.

Action

Delete--Click to remove the configured server. You are prompted to confirm your
deletion request.

Add--Click to add an authentication type.

Load Balance

Click to enable Load Balancing of one switch with an alternate switch. Load
Balancing is a protocol between two switches that exchanges information about
the number of sessions of each connection priority and the CPU utilization. When
aconnection is being established, the first switch determines which of the two
switches should service the session. The switch and the alternate switch must be
in the same location (they must be in communication via the private interface).

Management IP Address

Enter the private management | P address of the switch that you want to serve as
the alternate switch for Load Balancing.

Fail-Over

Click to enable Fail-over of the selected switch. A Fail-over condition is detected
in approximately two minutes. If a connection is somehow terminated or lost, the
client then attempts to connect to the first-listed Fail-over switch. It tries each
switch in succession and if no connection is established, it stops.

The switch I P addresses (do not use domain names) must be public interfacesiif
the switches are in remote locations. Also, aternate switches should mirror the
same configuration as the primary switch; otherwise, the connection information
on the client does not match and results in authentication failures.
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Public IP Address

Enter the public IP address of the switches to which you want to Fail-over in case
the primary switch connection terminates.

PPTP Settings

The Point-to-Point Tunneling Protocol (PPTP) is supported by Nortel Networks,
Microsoft, and other vendors. The PPTP client is available for Windows 95 and is
built-in to Windows 98 and Windows NT®. Third-party vendors have developed
PPTP clients for Windows 3.1 and the Macintosh operating system.

Figure 31 PPTP Server
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Authentication

PPTP settings allow you to select a specific authentication server type; for
example, RADIUS. Each server type allows you to specify an authentication
scheme: MS-CHAP, CHAP, or PAP.

Note: Not all RADIUS servers support al forms of authentication.

=»| Failure to match PPP authentication methods with RADIUS server
capabilities results in user-authentication failures. Check your vendor’s
RADIUS documentation for additional information.

Authentication Order
The Authentication Order table lists the corresponding servers, authentication
types, associated groups, and actions. The LDAP server is always queried first,

then RADIUS, if applicable. Refer to “Authentication Order” for a description of
the Authentication Order table.

Add LDAP Authentication Server

Click on the Add LDAP Authentication Server to add an LDAP server to be used
for authentication.

Swap Servers 2 and 3

The Swap Servers 2 and 3 button allows you to toggle the order in which the
RADIUS and external LDAP servers authenticate.

L2TP Settings

The Layer 2 Tunneling Protocol (L2TP) is supported by Nortel Networks, Cisco
Systems, Microsoft, and other vendors.
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Figure 32 L2TP Server
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Authentication

L2TP settings allow you to select a specific authentication server type; for
example, RADIUS. Each server type allows you to specify an authentication
scheme: MS-CHAP, CHAP, or PAP.

Note: Not all RADIUS servers support al forms of authentication.

=»| Failure to match PPP authentication methods with RADIUS server
capabilities results in user-authentication failures. Check your vendor’s
RADIUS documentation for additional information.
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Authentication Order

The Authentication Order table lists the corresponding servers, authentication
types, associated groups, and actions. The LDAP server is always queried first,
then RADIUS, if applicable. Refer to “Authentication Order” for a description of
the Authentication Order table.

Add LDAP Authentication Server

Click on the Add LDAP Authentication Server to add an LDAP server to be used
for authentication.

Swap Servers 2 and 3

The Swap Servers 2 and 3 button allows you to toggle the order in which the
RADIUS and externa LDAP servers authenticate.

L2TP Access Concentrators

» Delete—Click to remove the configured concentrator. You are prompted to
confirm your deletion request.

e Add-Click to go to the Add L2TP Access Concentrator.

» Edit-Click to go to the Edit L2TP Access Concentrator screen and modify the
settings of an existing concentrator.

L2TP Add or Edit Access Concentrators

The L2TP Add Access Concentrators screen alows you to configure the
authentication between the switch and the NAS. Use the Edit Access
Concentrators screen to modify the information for an existing concentrator.
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Figure 33 L2TP Add or Edit Access Concentrators
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LAC/Switch

LAC/Switch UIDs

Enter the agreed upon User IDs (UIDs) for the LAC (L2TP Access Concentrator)
and the switch. UIDs must be coordinated between you and the NAS provider.

Secret
Enter the agreed upon Secret (password) for the LAC (L2TP Access

Concentrator) and the switch. Secrets must be coordinated between you and the
LAC provider.

Confirm Secrets

Reenter the assigned Secret (password) to verify that you have typed the intended
Secret correctly.
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L2F Settings

The L2F (Layer 2 Forwarding) is a tunneling protocol supported by Nortel
Networks, Cisco Systems, Shiva, and other vendors. L 2F tunneling provides
remote access to corporate networks across the public Internet. L2F tunnels are
generally established between the network access server (NAS) at the Internet
service provider (1SP) and the switch.

In addition to user authentication, L2F requires you to provide NAS and switch
user IDs and passwords.

Figure 34 L2F Settings
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Authentication

L2F alows you to add a RADIUS server for authentication. The Authentication
portion of this screen allows you to specify an authentication scheme or either
CHAP or PAP.

Authentication Order

The Authentication Order table lists the corresponding servers, authentication
types, associated groups, and actions. The LDAP server is always queried first,
then RADIUS, if applicable. Refer to “Authentication Order” for a description of
the Authentication Order table.

Add LDAP Authentication Server

Click on the Add LDAP Authentication Server to add an LDAP server to be used
for authentication.

Swap Servers 2 and 3

The Swap Servers 2 and 3 button allows you to toggle the order in which the
RADIUS and external LDAP servers authenticate.

Network Access Servers

This table provides the UIDs for the network access servers (NAS) and switch,
and the possible Actions you can take. The NAS acts like a middleman between
the remote user and the switch. It authenticates each side, and once validation is
complete, atunnel isformed. The user has a standard connection (for example,
PPP) to the NAS, but an L2F tunnel is formed between the NAS and the switch.

NAS/Switch UIDs

Names/Passwords

UIDsalow the NAS and the switch to mutually authenticate each other. The NAS
UID isused by the NASto log into the switch, and the switch ID is used by the
switch to log into the NAS.
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Action

Delete—Click to remove an existing NAS entry. You are prompted to confirm your
deletion request.

Add-Click to go to the Add Network Access Server screen.

Edit—Click to go to the Edit L2TP Access Concentrator screen and modify the
settings of an existing NAS.

L2F Add or Edit Network Access Server

The L2F Add Network Access Server screen allows you to configure the
authentication between the switch and the network access server (NAS). Use the
L 2F Edit Network Access Server screen to modify the information for an existing
server.

Figure 35 L2F Add Network Access Server
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NAS/Switch

NAS/Switch UIDs

Enter the agreed upon user IDs (UIDs) for the NAS and the switch. UIDs must be
coordinated between you and the NA S provider.

Passwords

Enter the agreed upon Passwords for the NAS and the switch. Passwords must be
coordinated between you and the NA S provider.

Confirm Passwords

Reenter the assigned password to verify that you have typed the intended
password correctly.

RADIUS Service

The RADIUS Service feature allows the switch to function as asimple RADIUS
server.

For users with multiple user accounts, RADIUS Service attempts to authenticate
against each account type. If the given username/password matches any of the
user’s accounts, the authentication succeeds. The authentication is donein this
order: PPTPR, IPSec, L2F, L2TP.
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Figure 36 RADIUS Service
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Enable RADIUS Service

Click to enable RADIUS Service. The switch now listens on the specified port for
authentication requests from remote RADIUS clients.

Note: You must also have RADIUS enabled as an available service on
=»|  the Services— Available screen. Refer to “Authentication Protocol” for
details.

Port

Enter the Port number on which the switch listens for authentication requestsfrom
remote RADIUS clients. Port 1645 isthe default port number, which is commonly
used. However, port 1812 is the port number specified by the RADIUS RFC.
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Clients

The Clients section is used to specify the names of the remote hosts that are
permitted to send or forward authentication requests to your switch.

Note: Do not confuse the use of theterm “Clients’ on this screen with a
=»| remote Contivity VPN Client, such as an |PSec tunnel client. Clients on
this screen denotes a RADIUS client. These clients are network access
devices or RADIUS servers (usualy belonging to an I1SP), that can
initiate or forward (proxy) authentication requests to the switch.

Enabled

Click to allow the switch to receive authentication requests from the specified
RADIUScclient.

Host Name or IP Address

Thefully qualified domain name or IP address of the remote RADIUS client from
which the switch can receive authentication reguests.

Default Client

Thefirst entry in this column is the Default Client. The Default Clientisa
time-saving feature that enables a switch administrator to alow all public
authentication devices that know the specified secret to send or forward
authentication requests to the switch. Using this feature, the switch administrator
does not have to enter aHost Name or |P Address for each remote device that isa
client for the RADIUS Service.

Switch administrators must weigh the convenience that the use of a Default Client
provides against possible security implications.

You can disable the use of the default client, but you cannot delete the entry from
the list. Initially, the Default Client is disabled (not checked).
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Secret

The secret that authorizes the remote RADIUS client to connect to the switch for
authentication. You can change the secret on this screen.

Confirm Secret

If you change the secret, you must reenter it here to verify that you typed the new
secret correctly.

Action

Delete

Click to remove the selected client. You are prompted to confirm your deletion
request.

Add

Click to go to the Add RADIUS Service Client screen.

Add RADIUS Service Client

The Add RADIUS Service Client screen appears when you click the Add button
in the RADIUS Service screen.
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Figure 37 Add RADIUS Service Client Screen
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Host Name or IP Address
Enter either the fully qualified domain name or the IP address of the remote

RADIUS Service client from which the switch can receive authentication
reguests. The name isthen listed on the RADIUS Service screen.

Secret
Enter the secret that authorizes the remote RADIUS Service client to connect to

the switch for authentication. You can later change the secret on the RADIUS
Service screen.

Confirm Secret

Reenter the secret to verify that you typed it correctly.

311643-D Rev 00



Chapter 2 Services 145

Firewall/NAT

The Contivity provides a choice of three possible firewall solutions. With the
addition of an integrated firewall, the switch can perform a variety of secure
routing functions, depending upon how you set up the switch’s routing
capabilities. For example, you can configure the switch to securely route
non-tunneled traffic from its private interface, through the firewall, and out its
public interface. This configuration would enable users on the switch’s private
network to access the Internet without requiring a separate, dedicated router.

Figure 38 Services - Firewall/NAT screen

.
 Firewall / MAT ﬂ U

Canfiguration
Ervlsimd Fliorseall + AT Typa Fagmali ¢ WAT Paliy Fezim
B Cpiimady Pl ™ Edi ||
Coninay Siniwhl Fissad SEy | r =l __|IJ:|=.;H P .'H-_I
N Loriratp meertecw Frllm
[Ty MAT Saf 140 HAT ol ernn 8] [Tty TTIIeT
B Fad e S prilag Edid ||
r Check P Fassin ) :J1 !
= ta Frweadl
Ta b s ety M, il s 7 o vy, G im0 el | ot s Tt il B dmis l

Caimiwitg Tawaed Filisi & Exabs

Hebt Dadiol Tamed N cem aon b dmaiiod shem Dachobs Sheia b F et o mavivd
L e e e e L o e T

I Conom | Fakosh |

MEIRTEL
HETWORKS

Reference for the Contivity VPN Switch



146 Chapter 2 Services

Configuration

Enabled
Use this column to enable the Firewall/NAT Types you want to use.

By default the No Firewall option is selected.
Firewall/NAT Type

Contivity Firewall

Click to enable the Contivity Firewall. The Contivity Firewall must be enabled in
order to run any combination of:

»  Contivity Stateful Firewall
e Contivity Interface Filter

* Interface NAT

* Anti-Spoofing

Contivity Stateful Firewall
Check this box to enable the Contivity Stateful Firewall.

The Contivity Stateful Inspection Firewall allows you to statefully inspect traffic
on all physical and virtual (tunnel) interfaces. Refer to “Managing the Contivity
Stateful Firewall” for more information.

Contivity Interface Filter
Check this box to enable Contivity Interface Filter.

This option can be enabled at the same time as the Contivity Stateful Firewall,
enabling you to migrate to the Contivity Stateful Firewall over time. It allows you
to continue using existing interface filters with the Stateful Firewall while you
build interface filters to regulate non-tunneled traffic and test the firewall policies
live. This enables you to continue using the interface filters for traffic that you
have not yet added interface rules for in the Stateful Firewall.
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Once you are satisfied that the Stateful Firewall policy is correct (that is, it hasal
of the same rules as the old tunnel interface filters did) you can disable Contivity
Interface Filters, and run only with the Contivity Stateful Firewall, which is much
more efficient.

The policiesin the Stateful Firewall take precedence over the interfacefilters.
Interface NAT
Check this box to enable Interface NAT. This option enables you to apply NAT

rules to non-tunneled traffic that you route through the switch. Enabling and
configuring Interface NAT here does not affect Branch Office NAT settings.

Anti-Spoofing

Check this box to enable Anti-Spoofing. Anti-spoofing prevents packets from
passing into a private network with forged source addresses in the packet header.
The source address of each packet entering the switch through a public interface
and bound for a private interface is examined to ensure that the source addressis
not from a subnet reachable through a private interface or atunnel.

You should disable Anti-Spoofing if you advertise direct routes (see “Policy”)

over an interface and you have dynamic Branch Office tunnels defined over that
interface, or the tunnel packets will get dropped due to Anti-Spoofing.

Check Point Firewall-1

Check this box to enable Check Point Firewall-1. See “Check Point Firewall-1
Service.”

No Firewall

Check this box to enable aNo Firewall state.
Firewall/NAT Policy

Contivity Stateful Firewall Policy

Thislist-box shows the currently selected Contivity Stateful Firewall Policy being
used and lists any additional ones from which you select.
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Use the Manage Palicies button to launch the CSF Manager applet to create and
manage firewall policies. The new policies you create are not automatically
applied to the firewall. You cannaot apply a policy from the CSF Manager applet.

The system default policy means that the firewall is enabled and no policies are
applied except for the implied rules.

NAT Set

Thislist-box shows the currently selected NAT set being used and lists any
additional NAT sets.

You can use the NAT Configuration link to jump to the Profiles—. NAT Sets screen
to create anew NAT Set if you do not want to use any of the existing ones. You
can then use the Return to Firewall/NAT Screen link to jump back to this screen
and apply the new NAT Set.

Selection of a NAT set here applies to non-Tunneled traffic only. It does not affect

the NAT sets applied to Branch Office tunnds. If any Branch Office tunnel NAT
sets are assigned, they remain in effect for those Branch Office tunnels.

Actions

Edit Contivity Firewall

Click the Contivity Firewall Edit button to accessthe Edit screen for the Contivity
Firewall. See “Edit Contivity Firewall.”

Manage Policies
Click the Manage Palicies button to configure and manage the Contivity Stateful
Firewall. This button launches the CSF Manager applet. Refer to Managing the

Contivity Sateful Firewall for more information.

NAT Configuration

Click the NAT Configuration link to go to the Profiles—. NAT Sets screen to
configure NAT Sets. See “Network Address Translation (NAT).”
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Edit Anti-Spoofing

Click the Edit Anti-Spoofing button to configure Anti-Spoofing. See
“Anti-Spoofing Configuration.”

Edit Check Point Firewall-1

Click the Edit button for the Check Point Firewall-1 to configure the Check Point
Firewall-1. See “Check Point Firewall-1 Service.”

Anti-Spoofing Configuration

All public interfaces in the switch are listed on this page. You can configure
Anti-Spoofing for each interface.

Anti-Spoofing Enabled

A check in this box indicates that Anti-Spoofing is enabled for the specific
interface.

Public Interface
Thisfield shows the name of the Interface.
IP Address
The IP Address of the Interface.
Edit Contivity Firewall

Click the Edit button for the Contivity Firewall on the Firewal/NAT screen to
access the Contivity Firewall Edit screen. Use this screen to configure connection
limits and logging activity for the Contivity Firewall.
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Connection Number

Maximum Connection Number

Enter the maximum number of connectionsin thisfield. The connection number
allows you to reserve memory for a maximum number of connections. The
number range varies depending on the Contivity model and amount of memory on
the switch.

Determining the optimum memory allocation makes it easier to tune your system
for firewall traffic. Because the Firewall tracks conversations, it pre-allocates
memory.

Logging

Select the types of logging that you want in this section of the screen. These
logging options apply only to information going into the EVENTL OG. None of
the logged information gets sent to the SY SLOG.

Note: If any of these choices are selected and the switch isunder a
=»| heavy load, the EVENTLOG could overflow, losing entries.

All
Check this box to enable logging of al activity.
Traffic

Check this box to log flow/conversation creation and del etion type messages to
the EVENTLOG.

Policy Manager

Check this box to log policy/rule creation and processing type messages to the
EVENTLOG.
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Firewall

Check this box to log counts of packets dropped/allowed by Firewall processing to
the EVENTLOG.

NAT

Check this box to log all Interface NAT related messages to the EVENTLOG.
This does not cause logging of Branch Office NAT message.

Debug

Check this box to log additional debugging information. Because of the amount of
logging this generates and the impact it could have on performance, you should
enabl e this option only when advised to do so by a Nortel Networks Customer
Support representative.

Contivity Tunnel Filter

When the check box is enabled, it allows you to use tunnel filters with the Stateful
Firewall and migrate to the Stateful Firewall over time. You can build and test the
Stateful Firewall policies while using the tunnel filters for traffic. Once you have
the Stateful firewall policy set up (it has al of the same rules as the tunne filters
did), you can disable the tunnel filters and run the Stateful Firewall.

Check Point FireWall-1 Service

Use the Check Point FireWall-1 Service screen (Services— Firewall - Edit button)
to start your switch's integrated Check Point firewall and to manage the
interaction between the firewall and the FireWall-1 Management Server.
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Figure 39 Check Point FireWall-1 Service screen
- Check Painl FireWWall-1 Service ﬁ ‘:*
Bz (o Frsesll | HAT PR0S

Cleiick Pabed FiinWal 1 Snad g

Sl Chuinili Pl FratWall | g CES kil

Chnck Paind FlreWall-1 St
Siuim Candifas

Chaick Paind Flie'®'all 1 Managerinm Slatlan

Howi Hamve or 11 A drem Sharad S eceui Cordrm Shamd Sacrei
Chack Paist | ho't'ell 1 Logging Heel
Eadilsil Hoat Ma e o I Aklises harad Gedrk "“",;ET""" Nackiii
— Check Par Fresdl b Rlsrospsrend
Slwhan
= 0 r . i A
 Rame | Falum
= r I L™ T
{ " Damiet 2 Fidlici

HEIRTEL o Lol
HETWORES

The following sections describe the fields on the Check Point Firewall-1 Service
screen.

Be sure that you click on the OK button to save any changes. After you click on
OK, error messages appear at the top of this screen if required information is
missing or incorrect.
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Check Point FireWall-1 Start Up

Start Check Point FireWall-1 upon reboot

Use this check box to specify that you want the integrated Check Point firewall
started when the switch is rebooted. Make sure that you have also enabled the
firewall by selecting Check Point on the Services— Firewall screen.

When the firewall is started, the switch provides its enhanced routing capabilities.
The enhanced routing is available as long as the switch and the firewall are
enabled.

Check Point FireWall-1 Status

State
Indicates the current status of the integrated Check Point firewall.
+ Enabled indicates that the Start checkbox has been selected and the firewall

has attempted to load. When the firewall isin the Enabled state, a Stop Check
Point Firewall-1 button is displayed.

» Disabled indicates that the firewall could not load when you rebooted the
switch or that the Stop button was pressed.

Condition

Describes the condition that resulted in the firewall’s current state. The possible
conditions for each stete are as follows:

Table 7 Check Point FireWall-1 states

State Condition | Meaning

Enabled Enabled The firewall has loaded successfully and is up and running.

Enabled Loading The firewall has not completed the loading process. This might
be caused by an incorrectly configured Management Station.
This is an interim condition that eventually changes to either
Enabled or Failure.
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Table 7 Check Point FireWall-1 states (continued)

State Condition | Meaning

Disabled Disabled | The firewall is not loaded or that you have pressed the Stop
Check Point FireWall-1 button.

Disabled Failure The firewall unsuccessfully attempted to load and run.

Check Point FireWall-1 Management Station

This portion of the screen is used to identify and authenticate the Check Point
Firewall-1 Management Station that manages the switch’s integrated firewall.

Although the Firewall-1 firewall is a component of the switch, the firewall is set
up and configured using a remote Firewall Management Station. The Installing
Check Point Firewall-1 book provides instructions for setting up your switch’s
firewall to create an efficient, yet secure environment. You should also refer to
your Check Point FireWall-1 documentation for detailed firewall configuration
instructions.

Theintegrated Check Point firewall must be running in order for the Management
Station to gain access to it. You must also ensure that the switch has been
configured to accept management traffic from the firewall’s Management Station.
Refer to the first two rows in Table 8 for information.

Host Name or IP Address

The fully qualified domain name or |P address of the Management Station that
you want to use to manage the firewall on the switch.

Shared Secret

The shared secret between the Management Station and the switch. The secret
authorizes the Management Station to access and manage the switch’s firewall.
The secret must be coordinated between you and the Management Station
administrator.
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Confirm Shared Secret
Reenter the shared secret to verify that you typed it correctly. You must define the

integrated firewall astype switch on all management stations and firewall logging
serversthat you use.

Check Point FireWall-1 Logging Hosts
L ogging hosts are machines to which the firewall writesitslog file. Asameans of
providing backup to the logging information, you can specify multiple logging
hosts.

Use the Firewall-1 Management Station GUI to display the log viewer on a
selected logging host. The default log file is SFWDIR/log/fw.log.

Enabled

Select the Enabled checkbox to specify that the log fileis directed to the listed
machine.

Host Name or IP Address

Enter either the fully qualified domain name or the IP address of the logging hosts.

Shared Secret

Enter the shared secret between the logging host and the switch. Secrets must be
coordinated between you and the administrator of the logging host.

Confirm Shared Secret

Reenter the shared secret to verify that you typed it correctly.

Backup
You can specify that the log file be sent to multiple logging hosts.

» Usethe Always selection to specify that the log fileis always sent to the listed
logging host.
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e Sdlect the Server n Failure to specify that the log file is sent to the listed
logging host only if Server nisnot available.

SysLog (System Forwarding)

System forwarding (Syslog) enables you to forward information from the system
log to different host machines via the system logging daemon (syslogd). You can
send different levels of information to different hosts. For example, you might
send only Urgent system information to your primary system while sending “All”
messages to a system you use for backup.

Note: The System Log (Status— System Log) setting has precedence
=»| over the Message Level you set on the Syslog Forwarding screen. For
example, if you set Normal on this Syslog Forwarding screen but Urgent
on the System Log screen, only Normal information is captured and
available to Syslog Forwarding.

The section “ System Log” provides additional information about system logging.

Figure 40 SYSLOG Forwarding
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Enabled

Click to allow the switch to send its system messages to the specific machine.

Host Name or IP Address

Enter either the fully qualified domain name or the IP address of the remote
machine to which the log information is sent.

Message Level

The Message Level selection enables you to filter the information you send to the
specified machines. For example, you might send Urgent system information to
your primary system while sending All messages to systems you use for backup.

Urgent

Urgent Events are those that you want to be aware of immediately and that could
potentially pose security or access problems; for example:

» Attemptsto login with the wrong password.
* Attemptsto gain Administrator Access.

Normal

Normal events are the everyday user and system interactions that allow you to
review switch activity; for example:

 Logins
e Configuration changes
» Scheduled or actual shutdowns

Detailed

Detailed events are designed specifically for use by Nortel Networks Customer
Support personnel to uncover or troubleshoot problems.
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All

The All selection is also designed specifically for Nortel Networks Customer
Support personnel. Thisincludes every log message that the system generates,
including many details that are not of general interest but might allow Nortel
Networks to uncover or troubleshoot problems.

Change System Logging Capture Level

Click thislink to go to the Status - System Log screen. At this screen you can
specify the level of information you want to capture for the system log. Refer to
the section “ System log” in Chapter 8 for a description of the System L og.
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Chapter 3
Routing

The Routing menu provides access to screens that enable you to configure the
various routing capabilities of the switch.

Figure 41 Routing Menu
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Static Routes

You can use static routes to set up routes between switches when you do not have
any dynamic routing protocol, such as OSPF or RIP. Even if you do have dynamic
routing protocols, you may want to use static routes because they provide stronger
security. The switch supports multiple default and static routes.
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You can manually configure static routes on the switch. Based on their states, they
are added or removed from the Route Table Manager (RTM). Click
Routing - Static Routes to configure static routes.

Static Routes

Check the Enabled box to enable static routes. When this check box is cleared, all
of the static routes and default routes are disabled globally. Even if astatic routeis
enabled, the route is not used because the static routes are globally disabled. When
static routes are enabled, traffic flow depends on other configuration settings.

Figure 42 Static Routes Configuration
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Default Routes

In the absence of any defined route, packets are forwarded to the gateway
specified as the default route. These default routes can be either private or public
static routes. Private routes are available whether or not afirewall is enabled.
Public routes are available only if an integrated firewall is enabled.

A private default static route isthe default route used for traffic that comesinto the
switch from a private interface. Incoming traffic uses the private default route
when there is no public default route defined. If you do not define either a public
or private default route, the traffic is dropped. When you add a private default
route, the route table adds a new static route.

A public default static route is the default route used for traffic that comesinto the
switch from a public interface or through atunnel. If you do not define a public
default route, the traffic is dropped. When you add a public default route, a new

static routeis added to the route table. You can configure multiple default routesto
the same destination with different gateways.

Type

Shows whether the static route is Public or Private.
Gateway Address

Address where packets are routed onto the network.
Interface

Shows whether the default routeisa LAN or WAN interface.

Admin State

Shows whether the route is enabled or disabled.
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Cost
Showstherelative cost for the switch. You would use alower cost number, such as

1, for the least expensive route. When there are multiple default paths, the switch
chooses the route with the least cost as the preferred route. The default is 10.

Action

Click on the appropriate buttons to edit or delete default routes.

Edit

To edit an existing default static route, click on the edit button in the Action
column. The Static Routes— Edit screen appears with adisplay of the appropriate
information about that route. Select Enable or Disable from the Admin State drop
down list. Typein the cost in the Cost edit box and the gateway addressin the
Gateway Address edit box.

Figure 43 Static Routes - Edit
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Delete

Click on the Delete button to delete the default static route.
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Add Public Route

To edit adefault public static route, click on the edit button in the Action column.
The Static Routes— Add Public Default Route screen appears with adisplay of the
appropriate information about that route. Select Enable or Disable from the
Admin State drop down list. Typein the cost in the Cost edit box and the gateway
address in the Gateway Address edit box.

Figure 44 Static Route - Add Public Default Route screen
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Add Private Route

To add a default private route, click on the edit button in the Action column. The
Static Routes-, Edit screen appears with a display of the appropriate information
about that route. Select Enable or Disable from the Admin State drop down list.
Typein the cost in the Cost edit box and the gateway addressin the Gateway
Address edit box.
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Figure 45 Static Routes — Add Private Default Route
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Static Routes through Physical Interfaces

This section displays alist of all configured static routes (through any physical
interface). A static route differs from a default static route in that it specifiesa
particular destination, such as an | P subnet or an IP host, represented by the IP
address and subnet mask. You can configure multiple static routes to the same
destination with a different next hop gateway and with the same or different costs.

IP Address

IP address of the static route for the destination network.
Subnet Mask

Subnet mask for the static route for the destination network.

Gateway Address

Address where packets are routed for the destination network.
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Interface

Shows whether the default routeisa LAN or WAN interface. The default is LAN.

Admin State

Shows whether the route is enabled or disabled. The default is enabled.

Cost

Shows the relative cost for the switch. You would use alower cost number (for
example, 1) for the least expensive route. When there are multiple paths, the
switch chooses the route with the least cost as the preferred route. The default is
10.

Action

Click on the appropriate buttons to add, edit, or delete default routes.
Edit

To edit an existing static route, click on the edit button. The Static Routes- Edit
Static Route screen appears with adisplay of the appropriate information about
that route. Select Enable or Disable from the Admin State drop down list. Typein
the cost in the Cost edit box and the gateway address in the Gateway Address edit
box.
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Figure 46 Static Routes - Edit Static Route

- Slatic Roules —= Edil Privale Defaull Rowle

Prrgain Delaull Hoste

Admin S1ste [Ereble ]
Comt [120

Gratmyny Al dress |' 1]

_oe | canc |

HETRTEL
© HETWORKS

Delete

Click on the Delete button to delete the static route.

Add Route

Click on the add button to add static routes to the routing table. The Static
Routes— Add screen appears. When a static route is added, the switch checks
whether the next hop interface address belongs to an attached network. If it does
not, the switch does not allow such static routes.
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Figure 47 Static Routes — Add Static Route screen
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Admin state

Shows whether the route is enabled or disabled. The default is enabled.

Cost

Shows the relative cost for the switch. You would use alower cost number (for

example, 1)for the least expensive route. When there are multiple paths, the switch
chooses the route with the least cost as the preferred route. The default is 10.

Network address
IP address of the static route for the destination network.
Subnet mask

Subnet mask for the static route for the destination network.
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Gateway address

Address where packets are routed for the destination network.

Show Branch Office Routes

This screen shows the configured Branch Office tunnels that are set up as static
routes. By default, atunnel is configured as a static route between the tunnel end
points.

Figure 48 Static Routes - Branch Office
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IP address

|P address of the branch office route.
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OSPF

Subnet mask

Subnet mask of the branch office route.

Interface

Local |P address of the branch office interface.

Gateway address

Remote peer address where packets are routed onto the network.

Admin State

Enabled or disabled. To edit thisfield, go to Branch Office- Edit - IP and click on
Add Route under the Static Route section.

Cost

Shows the relative cost for the switch. You would use alower cost number, such as
1, for the least expensive route. If the number is more than 1, the lowest cost isthe
preferred number. To edit thisfield, go to Branch Office Edit - IP and click on
Add Route under the Static Route section.

OSPF (Open Shortest Path First) is alink-state routing protocol that maintains a
database from which arouting table is constructed from the shortest path, using a
minimum of routing protocol traffic. It provides a high functionality open protocol
that allows multiple vendor networks to communicate using the TCP/IP protocol
family. Some of the benefits of OSPF are:

* Fast convergence
e Variable Length Subnet Masks (VLSM)
e Hierarchical segmentation

» Arearouting to provide additional routing protection and areduction in
routing protocol traffic
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* Authentication

OSPF Configuration

Click Routing — OSPF to configure OSPF global parameters.

Figure 49 Routing - OSPF
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Indicates that the OSPF protocol is enabled on this screen. The default setting is
disabled.
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Router ID

Typeinthe IP addressin the Router 1D field. This uniquely identifiesthe router in
an area and defaults to the lowest of the | P addresses of management/physical
interfaces defined in the switch. You can change this address provided that it is
unique within the area. The default is the lowest | P interface in the box.

AS-Boundary-Router

An AS-Boundary-Router is arouter that exchanges routing information with
routers belonging to other autonomous systems and advertises A S external routing
information throughout the AS. To configure the switch as an Autonomous
System Boundary Router, select True from the AS-Boundary-Router drop down
list. The default is false. This parameter must be set to True if you want to enable
redistribution of non-OSPF routes via OSPF.

Auto Virtual Link

To automatically create virtual links to link the segments in a backbone network,
select True from the drop down list. The default is False.

External Metric Type

OSPF supports two types of external metrics. Type 1 external metrics are
expressed in the same units as OSPF interface cost (in terms of thelink state
metric). Type 2 external metrics are an order of magnitude larger; any Type 2
metric is considered greater than the cost of any path internal to the AS boundary
router. Use of Type 2 external metrics assumes that routing between AS boundary
routersisthe major cost of routing a packet, and eliminates the need for
conversion of external coststo internal link state metrics. Select metric Type 1 or
Type 2. Type 1 is the default.

Equal Cost MultiPath

Equal Cost Multipath provides load balancing of packets to a destination that is
reachabl e over more than one physical interface.
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OSPF Maximum Paths

OSPF compile time maximum equal cost paths parameter is four paths.

Known OSPF Areas

This section displays all of the OSPF areas defined locally to the switch. The area
information is not shared among switches. If you want two switches to have one
of their interfacesin acommon area, you must configure both switchesto define
the areainformation.

Area ID
Area|Ds are used as representations of parts of the OSPF network. They help to
manage large numbers of networks so that they can exchange information within

an area. Each Area |D must be unique for OSPF. By default all switches have an
areanamed 0.0.0.0.

Add

To add an OSPF area, click on the add button. The Routing Protocols— Add Area
screen appears.

Area ID

List the ID of the area that you want to edit.

Stub

Select True of False from the drop-down list. The default is False.
Stub Metric

Type in the number of the stub metric. The default is 1.
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Edit

When you add an area, you can edit the information for that area by clicking on
the Edit button next to the area. The OSPF -, Edit Area screen appears. You can
change the information for the Area ID, Stub and Stub Metric as explained
above.You can aso delete an existing area range or add an arearange.

Figure 50 Routing - OSPF - Edit Area
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Area Range

The edit box lists all existing arearanges. Select the area range and click the
Delete button to delete the range.
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Add an Area Range

In the edit boxes, type in the | P address and subnet mask of the arearange that you
want to specify.

Configured Physical Interfaces
IP address
IP address of the configured OSPF interfaces. The default is 0.0.0.0.
Area ID
Area ID of the configured OSPF interfaces. The default is 0.0.0.0.
Type
Broadcast or Point-to-Point. The default is Broadcast.
State
Enabled or disabled. The default is enabled.

Save LSDB Table

Filename

You can save the LSDB table as atext file in the directory ide0/system/routing.

Status

This section allows you to display. LSDB (Link State Database), Neighbor,
Interfaces, or Summary.
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LSDB

When you click on the LSDB button, the screen liststhe link state databasesin all
areas that are configured in that switch.

Figure 51 Routing -LSDB
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The following table describes the information in the OSPF LSDB screen.

Table 8 LSDB screen

Column Description

Link State ID Link state address

Adv Router Advertising router address
Age Age in seconds

Seq Nbr Sequence number
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Table 8 LSDB screen (continued)

Column Description
CheckSum Checksum
Links Number of links
Neighbor

When you click on the Neighbor button, the screen shows the list of neighbors on
all the interfaces running OSPF.

Figure 52 Routing - OSPF - Neighbor
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The following table describes information on the OSPF Neighbors screen.

Table 9 OSPF Dynamic Neighbors screen

Column Description

Router ID OSPF ID of neighbor

P Priority number

State State of neighbor connection

Dead Time Time until neighbor is declared dead
Address Neighbor IP address

Interface Local IP interface address
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Interfaces

When you click on the Interfaces button, the screen shows the list of interfaces
that you configured for OSPF.

Figure 53 OSPF - Interfaces screen
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The following table describes the fields for the OSPF Interfaces screen.

Table 10 OSPF Interfaces screen

Column Description

IP Address Local IP address

Area ID OSPF area for the interface

Interface Type Broadcast (BCAST) for Point to Point (PTPT)

Interface State State of interface: Enabled or Disabled
(physical) or Other (tunnel)

Metric Cost Cost associated with the interface

311643-D Rev 00



Chapter 3 Routing 179

Table 10 OSPF Interfaces screen (continued)

Column Description

Priority Priority used to negotiate DR/BDR state
Designated Router Designated router (0.0.0.0 for PTPT)
Summary

When you click on the Summary button, the screen shows the overall summary of
OSPF running on the switch.

Figure 54 OSPF - Summary
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The following table describes fields on the OSPF Summary screen.

Table 11 OSPF Summary screen

Column Description

Router ID Unique OSPF ID of router

Router State OSPF global configured state (up or down)
Supports TOS Type of Service support

SPF schedule delay Shows Shortest Path First
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Table 11 OSPF Summary screen (continued)

Column Description

Hold time between two SPFs Time between Shortest Path First calls

Minimum LSA interval Link state advertisement interval

Minimum LSA arrival Link state advertisement arrival minimum

Number of external LSA Number of link state advertisements

Link State Update Interval Time between link state updates

Link State Age Interval Time between link state age intervals

Number of Areas in this router Number of areas

Area Area ID

Number of interfaces in this area Number of interfaces in this area

SPF algorithm has executed Number of times shortest path algorithm has
been executed

Statistics

When you click on the Statistics button, the system displays statistical information
about OSPF.

Figure 55 OSPF -, Statistics
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RIP

The following table describes the fields on the OSPF Statistics screen.

Table 12 OSPF Statistics screen

Column

Description

Interface-CID

Local IP interface address and circuit ID

Hellos Number of “Hello” packets received and transmitted
DBs Number of “DB” (Database Exchange) packets

LS Req Link state requests

LS Upd Link state updates

LS Ack Link state acknowledgements

The Routing Information Protocol (RIP) is a distance-vector routing protocol that
enables routers to exchange routing information by means of periodic RIP
updates. Routers transmit their own RIP updates to neighboring subnets and listen
for RIP updates from the routers on those neighboring subnets. Routers use the
information in the RIP updates to keep their internal routes current.

For RIP, the “best” path to adestination is the path with the fewest hops. RIP
computes distance as a metric, usually the number of hops (or routers) from the
origin subnet to the target subnet. RIP can handle a maximum of 15 hops.
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Figure 56 RIP
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Enabled

Check the Enabled check box to enable RIP on the switch. By default RIP is
globally disabled. If RIP is disabled on this screen, the switch does not process
any RIP requests. After you enable RIP on this screen, you must also enable it on
the Routing - Interfaces screen.

Update Timer

In the Update Timer edit box, enter the amount of time in seconds that you want
RIP to update the routes. The default is 30 seconds. The range of values that you
can specify isfrom 5 seconds to 65535 seconds. The hold down timer is six times
the update timer. Routes are invalid after the time set on the hold down timer.
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Configured Interfaces
IP Address
IP address of the RIP interface.
State
Whether the RIP protocol is enabled or disabled on this interface.

Status

Statistics

Displays statistics about the RIP protocol in the switch.

Figure 57 RIP - Statistics
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The following table describes the fields on the RIP Statistics screen.

Table 13 RIP Statistics screen

Column

Description

Global RIP Status

Enabled or disabled

Update interval

Interval in seconds

Trusted Neighbor

Enabled or disabled

Rip Domain

Set or reset

Triggered Update

Set or reset

Route Change

Number of routes changed

Query

Number of queries sent

Database

Displaysinformation for all of the RIP interfaces.

Figure 58 RIP database
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The following table describes the fields on the RIP Database screen.

Table 14 RIP Database screen

Column Description

Circuit Circuit ID

Address IP address

Mask Network mask of IP address
Owner Protocol

Cost Import cost of RIP routes
Metric Export metric of RIP routes
Gw Gateway IP address
Interfaces

Displaysinformation for all of the RIP interfaces, including tunnels that are

running RIP.

Figure 59 RIP - Interfaces
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The following table describes the fields on the RIP Interfaces screen.

Table 15 RIP Interfaces screen

Column Description

Ip RIP IP address

Subnet Network mask of IP address

RipEnabled Whether RIP is enabled or disabled

IntfState Whether up or down

Auth Authentication type

Type Interface type

Cid Circuit ID

RxMode RIP receive version supported

TxMode RIP transmit version supported

PoisonRev Whether enabled or disabled

ImpDRoute Whether enabled or disabled

ExpTSMetric Disabled or metric (1-15) export tunnel static route

ExpSMetric Disabled or metric (1-15) export static route

ExpDMetric Disabled or metric (1-15) export default route

ExpOspfMetric Disabled or metric (1-15 export OSPF route
Interfaces

The Interfaces screen allows you to choose the routing interface that you want to
configure. The supported routing protocols are OSPF, RIP, and VRRP.

311643-D Rev 00



Chapter 3 Routing 187

Figure 60 Routing Interfaces
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Interface

Slot number, interface number, and corresponding I P address.

Protocol

OSPF, RIP, or VRRP.

State

Enabled, Disabled, or Not configured. The default reflects the configured state.

Actions

Configure, Delete, or Disable/Enable.
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OSPF

When you click on the Configure button under the Actions Section for OSPF, the
Routing Interfaces-. Configure OSPF screen appears.

Figure 61 Routing Interfaces — Configure OSPF
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Interface

Interface number and dot.

IP Address

IP address of the interface.
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State

State of OSPF, either enabled or disabled. The default is enabled.

Area ID

OSPF area to which the attached network belongs. The default is 0.0.0.0.

Type

OSPF network type, such as Broadcast or Point-to-Point. The default is Broadcast.
Authentication

OSPF authentication type, such as Simple, MD5, or none. If you select Simple,

you need to supply a password and confirm it. If you select MD5, you must supply
the Secret and confirm it. The default is none.

Cost

Cost of sending a packet on the interface expressed in the link state metric. Must
aways be greater than 0. The default is 10.

Priority

Priority of the routers on thisinterface. The router with the highest priority takes
precedence in determining which is the designated router (DR). If thereis atie,
the router with the highest Router 1D takes precedence. A priority setting of O is
ineligible to become a designated router on the attached network. Router priority
only applies to broadcast networks. The default is 1.

Hello Interval

Length of time in seconds between the Hello packets that the router sends on the
interface. It must be the same for all routers attached to a common network. The
default is 10.
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Dead Interval

Number of seconds after arouter ceases to hear Hello packets before declaring
that the router is down. It must be the same for all routers attached to a common
network. The default is 40.

Poll Interval

If aneighboring router becomes inactive, the router sends packets at a reduced
rate in seconds. The default is 120.

Retransmission Interval

Number of seconds between L SA retransmission for adjacencies belonging to this
interface. It is also used for retransmitting Database Description and Link State
Request packets. This setting should be considerably over the expected round trip
delay between any two routers on the attached network. and should be
conservative to prevent needless retransmissions. The default is 5.

Transmission Delay

Estimated number of secondsit takes to transmit a Link State Update Packet over
thisinterface. The default is 1.
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RIP

To change the RIP configuration, go to Routing Interfaces— Configure RIP
screen.

Figure 62 Routing Interfaces - Configure RIP
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Enabled

Indicates that the RIP specifications on this interface have been enabled. (You
have selected the global Enabled specification on the Routing - RIP screen.) The
default is Enabled.
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Transmit Mode

Transmit Mode enables you to specify which version of the RIP protocol is used
when routing traffic from this switch. The default of V2 indicates RIP-2. You can
select V1 to specify that RIP-1 traffic is sent. A selection of OFF specifies that
RIPisnot used.

Receive Mode

Receive M ode enables you to specify which version of the RIP protocol the switch
accepts for incoming traffic. The default of V2 indicates that only RIP-2 trafficis
accepted. You can select V1 to specify that RIP-1 is accepted. If you select OFF,
RIP traffic is not accepted. If you select BOTH, incoming transmissions using
either version of RIP are accepted.

Authentication

Indicates the type of authentication that is used as part of the RIP transmission.
This authentication is specific to the RIP routing protocol and has no bearing on
the authentication done as part of the connection to the switch. The default in
None, which specifies that no authentication is required.

SIMPLE indicates that authentication is accomplished by using asimple
password. MD5 specifies that authentication is accomplished by using aMD5
secret. If you select either Simple or M D5, password and confirmation fields are
displayed below the selection.

Poison Reverse

Click to enable or disable poison reverse. Poison reverse updates remove routing
loopsin large networks.

Import Default Route

Typically, you specify a default route in the switch’s Routing Table using
Routing - Static routes. The switch then uses that default route when sending
traffic to the private/public network. However, if no default route has been set, you
can check the Import Default Route box and the switch uses the default route that
it learned during RIP updates. The default is disabled.
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Export Default Routes Metric

Use thisfield to specify that the switch’'s default route is exported during RIP
updates. You can aso choose a metric value (1 through 15) to the default route.
The default is disabled.

Export Static Routes Metric

Use thisfield to specify that the switch’s static routes are exported during RIP
updates. You can also choose a metric value (1 through 15) to the routes. The
default is 1.

Export OSPF Routes Metric

Use thisfield to specify that the switch’s OSPF routes are exported during RIP
updates. You can also choose a metric value (1 through 15) to the routes or disable
the export. The default is disabled.

Export Branch Office Static Routes Metric

If you have a branch office connection, use this field to export the static routes
metric. Thisinforms the remote branch office connection of the routes that are
used for the connection and provides the metric value you assign to the routes.
The default is 1 and the map value is 15.

VRRP

VRRP is configured on a per-interface basis and is only available on private
Ethernet interfaces. VRRP must be configured on each system interface
individually. Select Routing - Interfaces to access the Routing I nterfaces screen.
From this screen, you can configure the switch routing protocols for each system
interface.

To configure VRRP on theinterface, click the Configure button next to the VRRP
Protocol on the Routing Interfaces screen. The Configure VRRP screen appears.
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Figure 63 Routing Interfaces - Configure VRRP
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Configured State

The Configured State drop-down list box shows the current state, enabled or
disabled. Select the desired state from these options.

Master Status

This section of the Configure VRRP screen is where you configure thisinterface
to serve as a master for its own address.
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Serve as Master

Thisdrop-down list box letsyou enable or disable thisinterface asaVRRP master
of its own address. Enabled means that it serves as master. In order to enable
mastership, there needs to be an entry in the Routing - VRRP screen with an IP
address that matches this interface's address. The owner of the interface should
have the option Serve as Master enabled.

Click OK after making a selection to effect the change.
VRID

The VRID column showswhich VRID is used.
Operational State

Operational state shows the current running operational state, either Master or
Backup.

Current Backed Up Addresses

The Current Backed Up Addresses section shows information about the currently
configured backups. It shows what |P addresses thisinterface is backing up, the
VRID itisusing, its configured state (Enabled or Disabled), the current
operational state and its priority. Multiple backups for the same address should
have different priorities.

Edit

The Edit button allows you to enable or disable the backup address and to change
its priority.

New Backed Up Address
New Backed Up Address allows new backupsto be added. The pull down list here

shows all the | P addresses set in the Routing - VRRP screen minus thisinterface's
address and any other address that is already being backed up.
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Backed Up Address

Thislist shows al the IP addresses set in the Routing - VRRP screen, minus this
interface's address and any other address that is already being backed up.

Priority

The priority field specifies the sending VRRP router's priority for the virtual
router. Higher values equal higher priority. The default Priority Valueis 100
(decimal). If there are multiple backups, the Priorities should be scattered widely.
For example, use Priority Values such as 50, 100, and 150, instead of 100, 101,
and 102.

VRRP routers that are backing up avirtual router must use Priority Values
between 1-253 (decimal). Priority 254 is reserved for use with the master delay
mode.

Add

Click Add to add the address selected from the New Backed Up Address list box
to the list of Current Backed Up Addresses.

Multicast

IP Multicast is an extension to the standard 1P network-level protocol. It provides
efficient delivery of information from a single source to multiple destinations. It is
useful for applications such as video conferences, shared white boards, and news
feeds. |P multicast uses class D addresses, ranging from 224.0.0.0 through
239.255.255.255. Multicast routing protocol s establish the distribution tree for a
given multicast group.

A multicast relay listensto an incoming multicast and forwards, or relays, that
broadcast to one or more destination addresses in the absence of multicast routing.
The destination addresses may be unicast in the case of tunnel or multicast.
Multicast relay is not supported on public interfaces.
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Multicast Relay

Click Routing - Multicast to configure multicast relay parameters.

Figure 64 Routing - Multicast
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Enabled

Check the Enabled check box to enable multicast relay on the switch. By default
multicast relay is globally disabled. If multicast relay is disabled on this screen,
the switch processes only multicast requests in the range of 224.0.1.0 to
239.255.255.255. When you enable multicast relay, received traffic is filtered
according to filter checking and access lists.

Note: Multicast requires use of the Permit All Interface filter (see
=>|  “Filters).
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Congestion Threshold
You can configure the congestion threshold as a percent of system resources. The

default value is 3000. If the unicast packet forwarding performance decreases due
to multicast traffic, you can reduce this number.

Multicast Boundary List

Interface

The | P address of the interface.

Access Name/Number

The name and number of the access list to apply.
State

Indicates whether the state of the interface is enabled or disabled. You can enable
or disable the multicast relay on the switch, which overrides any individually
enabled interfaces.

Action
Click on the appropriate buttons to edit, delete or enable/disable the interface.
Add

Click on the Add button to add an interface to the multicast boundary list. The
Multicast - Add screen allows you to add an interface.
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Figure 65 Multicast - Add screen
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Enter the Access Name/Number in the edit box, select the |P address for the
interface, and select the either Enabled or Disabled for the State. Click on the New
Access List link to view the existing access screen.

Status

Statistics

The statistics screen displays the global multicast relay status and the statistics of
the configured multicast interfaces, including branch office interfaces.
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Figure 66 Multicast - Statistics screen
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The following table describes fields on the Multicast Statistics screen.

Table 16 Multicast Statistics screen

Column Description

Interface IP address of interface

CID Circuit ID

PktsRcvd Number of packets received
PktsSent Number of packets sent
PktsDropped Number of packets dropped
Interfaces

The interfaces screen displays al of the configured information about enabled
interfaces, including private physical and branch office tunnel interfaces.
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Figure 67 Multicast - Interfaces screen
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The following table describes fields on the Multicast I nterfaces screen.

Table 17 Multicast Interfaces screen

Column Description
Interface IP address of interface
Access-list Name of the access list

Virtual Router Redundancy Protocol (VRRP) is one method you can use to
configure the switch to maintain a state of High Availability. VRRP is a standard
protocol that handles private interface failures. VRRP targets hosts that are
configured with static next-hop routing addresses or default gateways. It provides
ameans of re-routing traffic in the event of a system/interface failure.
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VRRP configuration

VRRP is managed astwo separate parts. Thefirst part handles those configuration
parameters that must be the same between all switches that make up aVR (Virtua
Route).

Use of an external LDAP server makesit easier to configure VRRP because it
provides acommon location in which information about each switch in the system
can be maintained. Use of an external LDAP server enables each switch to seethe
settings of other switches on the system. Configuration of VRRP requires that
VRIDs (Virtual Router IDs) are agreed to by all participating switches.

An external LDAP server is not areguirement. If the internal LDAP server is
being used then the various switches must have these parameters configured the
same and the responsibility for doing so lies with the administrator.

The second part of VRRP configuration is the information that is specific to a
switch. Thisisinformation that isrelated to an interface and the role that the
interface playsin VRRP (master or backup). Thisinformation is kept in the
normal configuration file that is stored on the switch.

VRRP screen

The Routing — VRRP screen lets you configure addresses for the Virtual Router
Redundancy Protocol (VRRP). It aso provides access to configuration
information, statistics, and error information for VRRP addresses.

The Enabled check box alows you to globally enable or disable VRRP. The
default is disabled. If you have an existing VRRP configuration, you must enable
VRRP when you upgrade your switch.

Note: You must have the Advanced Routing key to globally enable
=»| VRRP However, you can now enable VRRP on an interface without
having the Advanced Routing key installed.
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Figure 68 VRRP screen
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Addresses Configured for VRRP

Thislist box showsall 1P addresses that have been configured for use with VRRP.

Note: Only one IP address per Virtual Router (VR) is allowed.

IPSec AH (Authentication Handling) is not supported as an
authentication option.
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Edit

Select the VR that you want to modify from the Addresses Configured for VRRP
list and click Edit. The Create/Edit VRRP IP Address screen appears. The Edit
VRRP |IP Address screen is the same as the Create VRRP | P Address screen.

Delete

Select the VR that you want to del ete from the Addresses Configured for VRRP
list and click Delete.

Create

To create anew Virtual Router, enter the |P address in the |P Address field and
click Create. The |P Address must match an Interface Address, as shown in the
Routing - Interfaces screen, when configuring the VR as a Master.

The VRRP- Create/Edit VRRP |P Address screen appears when you click
Create. You use this screen to configure the parameters for the VR you are
creating.

Create/Edit VRRP IP Address Screen

The VRRP - Create/Edit VRRP | P Address screen appears when you click Create
or Edit. You use this screen to configure the parameters for the VR you are
creating or editing.

Changes to these parameters take effect only when VRRP is started on an
interface, not whileit is running. To make any changes take effect, disable VRRP
on the Interface and then enableit.
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Figure 69 VRRP - Create/Edit VRRP IP Address

Eampria V040 R

Wit

Pl b Inieieal 17 g

Mgminy Nolay Muads [toe =]

ok | _cenesi |

HIEZRTEL
HET PaRKS

VRID

Enter adecimal value in the range 1-255 for the Virtual Router ID (VRID). The
VRID must be unique to the LAN segment running VRRP.

Advertise Interval

Enter the interval, in the range 1-255 seconds, at which the VR will advertise its
virtual MAC Address. The default is 1 second.

Note: VRRP advertisements are sent to the 224.0.0.18 multicast IP
=»|  address.
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Authentication Type
Select the Authentication Type for thisVR, either None or Simple.

Selection of None means that VRRP protocol exchanges are not authenticated.
Nortel Networks recommends this type of authentication for environments with
minimal security risk and little chance for configuration errors.

Selection of the Simple authentication type means that VRRP protocol exchanges
are authenticated by a simple text password. Nortel Networks recommends this
type of authentication when there is minimal risk of nodeson aLAN actively
disrupting VRRP operation.

Authentication Data

Enter up to 8 characters of text. Any VRRP packet received with an authentication
string that does not match the locally configured authentication string is discarded.

Confirm Authentication Data

Enter the same 8-character text password in thisfield as entered in the
Authentication Datafield to confirm it.

Master Delay Mode

Master Delay Mode controls when a switch takes mastership of an IP address it
owns. Normally, this occurs when the interface becomes enabled. With Master
Delay Modeiit is possible to delay when this happens. Reasons for using Master
Delay Mode include: you might want to wait to ensure that the switch is stable
before having it start processing data; or you might want to wait until aslow
period of the day to move traffic back.

Master Delay Mode controls when a switch takes back its |P addresses. It has no
effect on the underlying VRRP protocol. A switch with Master Delay Mode
enabled interoperates with another switch that does not support Master Delay
Mode.

Master Delay Modeisoptional. The default for aVR isthat Master Delay Modeis
disabled (None).
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Master Delay mode operates in one of two possible ways: Delay or Time of Day.

Note: The Safe Mode feature has the following interaction with Master
=»| Delay Mode: When safe mode is enabled, a boot after an unclean failure
starts the safe mode image, instead of the normal boot image. If the safe
mode image is configured with VRRP then Master Delay Mode works.
However, safe mode automatically boots the normal image after some
delay. This boot looks as though it was after a clean shutdown and
Master Delay Mode is not invoked.

Delay

The Delay mode causes the switch to wait a given amount of time, after a system
boot or after the circuit comes up, before the switch assertsits mastership. When
you select Delay, the Master Delay Delta field appears on the screen. Enter the
Delay timein thisfield in the form hh:mm:ss.

Time of Day

Time of Day mode allows a specified period, or window, of time to be set. Time of
Day specifiesthe start of awindow of time (in 24-hour format), and Delay
specifies the size of that window of time. If the switch is booted or the circuit
comes up within that window, then the switch immediately assumes mastership as
though Master Delay mode was not in effect. If the switch is booted or the circuit
comes up outside the specified window of time, then the switch waits until the
beginning of the window before assuming mastership.

When using an external LDAP database, the following read-only fields appear,
providing additional information about external switches.

Master CES

Thisfield displays the serial number of the switch configured to be Master of this
address.

Backup CES

Thisfield displays the serial number, name and priority of other switches
configured as backups for this address.
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Status

The Status section of the VRRP screen provides buttons for accessing information
about VRs. Thisincludes configuration, statistics, and error information.

Configuration
You can view configuration information for a VR using the Configuration button.
Select from the list of Addresses Configured for VRRP and then click

Configuration.

Figure 70 VRRP - Configuration
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The following table describes the fields on the VRRP configuration screen.

Table 18 VRRP configuration information

Column Description

Slot Slot number associated with the interface on which this VR is
configured.

Port Port number associated with the interface on which this VR is
configured.

VRID Virtual Router ID number.

State Operational state for this configuration, either M (Master) or B
(Backup).

Time (Hours:minutes) in this particular state

Prio Shows the Priority level of this VR configuration

IpAddr IP Address of this VR configuration.

Int Advertisement interval

Prmt Preempt Mode setting, either True or False.

Auth Authentication type for this configuration, either None or Simple

To view statistical information about a VR, select from the list of Addresses
Configured for VRRP and then click Statistics.
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Figure 71 VRRP - Statistics
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The following table describes the fields on the VRRP Statistics screen.

Table 19 VRRP Statistics screen

Column

Description

Slot

Slot number associated with the interface on which this VR is
configured

Port

Port number associated with the interface on which this VR is
configured.

VRID

Virtual Router ID number

MstCnt

Number of times this switch became master of this address.

AdvSnt

Number of advertisements broadcast by this VR.

AdvRcv

Number of advertisements received by this VR.

0Snt

Number of advertisements with a priority of O that were sent.
Priority O advertisements are sent when VRRP is shutdown on
an interface. They allow a backup to take over immediately.

ORcv

Number of advertisements received with a priority of 0.

Errors

Shows the number of errors that have occurred
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Errors

To view error information about a VR, select from the list of Addresses
Configured for VRRP and then click Errors.

Figure 72 VRRP - Errors
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The following table describes fields on the VRRP Errors screen.
Table 20 VRRP Errors screen
Column Description
Slot Slot number associated with the interface on which this VR is
configured.
Port Port number associated with the interface on which this VR is
configured.
VRID Virtual Router ID number.
Xsum Number of packets received that had bad Checksums
Ver Number of packets received that specified an unsupported
version of VRRP
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Table 20 VRRP Errors screen (continued)

Column

Description

Vrid

Number of packets received that indicate a VRID that is not
configured on this interface.

Advint

Number of packets received with incorrect Advertisement
Intervals

Auth

Number of packets that failed Authentication

TTL

Number of packets received with an invalid TTL value in the IP
header.

InvTyp

Number of packets received with invalid VRRP packet types.

Addr

Number of packets received that specified the incorrect IP
address for this VR

Len

Number of packets received that had an incorrect length

ECMP

Equal Cost Multipath provides load balancing of packets to a destination that is
reachabl e over more than one physical interface. This can increase the forwarding
capacity of aswitch that is media bound. Load balancing is provided on a per
packet basis or a packet stream basis. You can also use it to balance traffic over
tunnels whether or not they are going out a single or multiple physical interfaces.

With Equal Cost Multipath the routing protocol applications can submit an equal
cost route for adestination. The routing table manager passes the set of equal cost
best paths to the forwarding engine mapper (FEM) and the packet content engine

(PACE) load balances the traffic across the equal paths to the destination.
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Figure 73 Routing - ECMP
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Maximum Paths

The global compile time maximum equal cost paths parameter allows the switch
to store the maximum equal cost paths. The compile time equal cost pathsis eight
paths.

OSPF Maximum Paths

OSPF compile time maximum equal cost paths parameter is four paths.

Forwarding Algorithm

You can change the forwarding algorithm to per-packet, per-destination, or
per-source. Changing the forwarding algorithm has no effect on the routing or
forwarding databases.
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Route Table

The route table contains routes submitted by the routing protocols and the static
routes. Dynamic protocols such as OSPF and RIP submit the best rout in their
view for a specific destination. The switch stores all of the static routes and default

routes in the route table.

The route table manager chooses the best route based on the following order of
protocol priority: direct route, static route, OSPF route, RIP route, default route.
With this and the protocol cost, the route table manager selects the best route and
forwardsit to the forwarding table. This screen provides information about the
current routing table, and it allows you to view the routes using filter search

criteriaand save the information in afile.

Figure 74 Route table filter criteria screen
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Note: To abtain the total number of routes that are in the routing table,
=»| goto the Routing — Status screen and click on Route Table Stats.

Search For

Select the All, Host, or Network option. If you select Host, you can select whether
the interface is All or choose the address from the Interface drop-down list. From
the Protocol drop-down list, select All or the protocol (OSPF, RIP, Static, or
Direct). You must enter the |P address in the edit box.

If the destination is Network, you can select whether the interface is All or choose
the address from the Interface drop-down list. From the Protocol drop-down list,
select All or the protocol (OSPF, RIP, Static, or Direct). You must enter the IP

address and the Network Mask in the edit boxes. You can choose the Exact or Best
Match from the Search Type drop-down list.

Interface

Select All or the current switch interface.

Protocol

Select All, OSPF, RIP, Static, or Direct.

Save Route Table

Filename

You can save the route table as atext file in the directory ideO/system/xxx/, where
xxX is the name of thefile that you specify.

Route Filter

Select Best Routes to view all routesto asingle or All Routesto view all
destinations. The default is Best Routes.
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Status

IP Forward Table

The IP forwarding table displays the following information for the IP Route
Network Table, the IP Route Host Table, and the |P Public Address Table.

Figure 75 Route Table - IP Forward Table Screen
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The following table describes fields on the | P Forward Tabl e screen.

Table 21 |P Forward Table Screen

Column Description

Destination/Mast Network address and mask
Gateway IP address of next hop gateway
Flags Internal use flags

Refent Reference count

Use How many time used

Interface Interface identifier
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Table 21

IP Forward Table Screen

Column

Description

MTU

Size of packet

OuterCitxt

(For internal use only)

CircMap

(For internal use only)

RtEntryP

(For internal use only)

Route Table
The full internal routing table displays all routing information.

Figure 76 Route Table - Route Table
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The following table describes fields on the | P Routing Table screen.

Table 22 IP Routing Table screen

Column Description
Seq Sequence number that shows the best route
Proto Protocol
IP Address/Netmask IP Address/NetMask
Weight A combination of cost and priority for the best
route
NextHop IP address of the next hop
NextHoplnterface IP address of the next hop interface
Cld Circuit ID
Access List

Routing policies are based on a set of rules that result in actions. However, you
can have access lists that are part of any policy. An accesslist contains these rules
and actions, which alows you to use the same set of rules for different protocols.
Theserules are tested in order until the first match is found, which then causes the
action to occur. Routing policies have an implicit deny all rule, which means that
if no rule matchesthen accessis denied; no traffic is transmitted or received unless
it is specifically permitted.

TheAccess Listsscreen displaysall previously created lists. You can edit or delete
aselected list name or create a new one.
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Figure 77 Access List
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Create

Typein the name of the accesslist in the edit box and click on the Create button to
create anew access list. You can use any name or number that you chooseto a
maximum length of 64 characters.
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Figure 78 Access List- Create
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Edit

Click on the Edit button to change the existing rule for the selected policy. The

current information appears for each policy. You can use either an exact network
address or arange of network addresses.
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Figure 79 Access List- Edit
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Delete

Click on the Delete button to delete the selected rule.

Move selected rule to position

Entering a number in the edit box allows you to specify the position of an existing
rule. For example, if you select the third rule and enter 2 in the edit box, this
moves the third rule to the second position. Selecting the order of the rulesis
important because the first match causes the action to occur. If there are no
matches, then all traffic is denied. Therefore, you should build your filter rules by
first permitting the services that you want to allow. You aso might want to add a
Deny rule early in the rules sequence so that an unwanted packet is dropped
before processing al of therules.
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New Rule

Click on the Create button to add a policy to the policy list. This displays the
Access List - Edit screen.

Action

Options are Permit, Deny, Permit All or Deny All. Permit or Deny isthe action
applied to a route update when the subnet and mask matches the route update. If
you choose Permit All or Deny All, you cannot enter anything in the Subnet,
Mask or Mask Typefields.

Subnet

IP address of the subnet for which you want to create arule. Subnet is the number
of the network. The subnet should be specified using a 32-hit quantity in four-part,
dotted-decimal format.

Mask

Subnet mask of the subnet for which you want to create arule. Mask is the
network mask to be applied to subnet. The network mask is a 32-bit quantity in
four-part, dotted-decimal format. Place zeroes in the bit positions you want to
ignore.

Mask Type

Specify Exact or Range.

Policy

Policies are used to control reachability by allowing or restricting routing
information. RPS controls the flow of routing datato and from the routing table.
Routing policies are based on a set of rulesthat result in actions. Routing policies
have an implicit deny all rule, which meansthat if no rule matches accessis
denied.
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An access list that contains this set of rules and conditions allows you to use the
same set of rules for different protocols. Redistribution allows route updates to be
redistributed from one routing domain into another routing domain. It helps
connect networks of different protocols by alowing specified redistributed routes
to know about networks that are not normally advertised.

The Policy screen allows you to set up the routing policies.

Figure 80 Routing Policy Service
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Route Policy Service

Check the Enabled box to enable RPS. The default setting is disabled.
Redistribution Table

Protocol

The name of the protocol, either OSPF or RIP.
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Route Source

The source of the route for each protocol, either Static, Direct, or RIP.
Policy List

Access Name/Number

Thisisaway to identify the policy. This can be any name or number that you
choose. A numbered access list can use numbers between 1 and 99. A hamed
access list can be any alphanumeric name that begins with aletter of the alphabet.
You need to create an Access list before creating policy entries. To create the list,
click on the New Access List link. This displays the Access Lists screen with dl

named items listed. You can edit or delete a selected list name or create a new one
by typing the name in the edit box.

Protocol

The name of the protocol, either OSPF or RIP.

Interface

IP address of the physical interface where you want to apply the policy. Use

0.0.0.0if you want to apply the policy for al interfaces. Use the tunnel endpoint
IP address for tunnels.

Policy Type

Accept or announce policy. You can have only one Accept or Announce policy for
each protocol per interface.

Action
Edit

Click on the Edit button to edit the selected policy.
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Delete

Click on the Delete button to delete the selected policy.

Add

Click on the Add button to display the Policy — Add screen. Enter the Protocol,
Access Name/Number, Interface, and Policy Type.

Figure 81 Policy -~ Add
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Client address redistribution

Client address redistribution allows the switch to advertise user tunnel host
network routesif the private address does not belong to alocally attached switch
network. It dynamically advertises one route for each connected client, which
begins when the client logs in and ends when the client logs out. Thisisthe
default.

When client address redistribution is active, the switch creates and advertises a
user tunnel host route whenever a client tunnel is created using an inner address
that does not belong to alocally attached network. When the tunnel is
disconnected, the corresponding host route is del eted.

Note: The maximum number of Utunnel routes cannot exceed the
=»|  maximum number of client tunnels supported by the corresponding
hardware platform. The default valueis 200.

The Routing Table Manager handles a Utunnel route type that handles
advertisement of these routes and they correspond to the Direct, Static, RIP, and
OSPF types. Click Routing - Client-Addr-Dis to configure client address
redistribution routes.
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Figure 82 Client Address Redistribution
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Client address redistribution

Enabled

Check the Enabled box to enable client address redistribution. If you enable client
address redistribution, operations related to the Utunnel are effective. If you
disable client address redistribution, the switch stops redistribution of all Utunnel
routes. The routes remain in the route table, but are not advertised. Any existing
user tunnels remain logged in, but may not be able to communicate with the
private network and any new Utunnel routes are disallowed. The default is
disabled.
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Number of UTunnel Host Routes
Configured Maximum

Thisfield allows you to limit the maximum number of user tunnel host route
entriesin the system. The default value is 200.

Current

Thisfield displaysthe current number of user tunnel hostslogged in to the system.

Summarization

Check the Summarization box to enable summarization. If you disable
summarization, the switch inserts a user tunnel host route for the client address
into the route table. If you enable summarization, the switch identifies the subnet
from the address pools where this address belongs and inserts a user tunnel
network route for this subnet in the route table. The default is disabled.

Note: The summarization option works only for address ranges that do
=»| not belong to the local subnet and that are allocated by the switch from
an address pool.

Status

Show User Tunnel Routes

Click to display user tunnel routes.
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Figure 83 Client Addr Redist - User Tunnel Routes
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Statistics

Click to display the configuration of client address redistribution, including
whether it isglobally enabled or disabled, the utunnel limit, current utunnel count,
current utunnel redistribution configuration and summarization options. Table 23
describes these statistics.
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Table 23 Client address redistribution statistics

Column Description

IP address IP address

Mask IP network mask

Next Hop Next hop address
Interface IP interface address

Cost Relative cost for the switch

Status

This screen provides access to information about the status of the OSPF, RIP, and
VRRP protocols. It al'so provides access to the Route Table and RTM Statistics. To
view the information for each of these, click on the appropriate button.
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Figure 84 Routing Status
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OSPF LSDB

Liststhe link state databasesin all areas that are known to OSPF. For each area, it
providesthe link state type, 1D, advertising router address, metric, ASE, forward
address, age, and sequence number.

OSPF Neighbor

Shows the list of neighbors on al the interfaces running OSPF, including the IP
interface address, router 1D, neighbor IP address, state, and dead time priority.
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OSPF Interfaces

Showsthelist of interfacesthat you configured for OSPF, including the | P address
of the interface, the area to which the interface belongs, the type of interface, the
state, cost and the designated router in the area to which the interface belongs.

OSPF Summary

Shows the overall summary of OSPF running on the switch. It specifies the router
ID, globa state (Up or Down), whether it is an area border router and whether it is
an autonomous system border router.

OSPF Statistics

Shows system-wide OSPF statistics.

RIP Database

Shows the information contained in the RIP database.

RIP Interfaces

Showsthe list of interfaces that you configured for RIP.

RIP Statistics

Shows system-wide RIP statistics.

VRRP Config

Shows VRRP configuration information.

VRRP Errors

Shows system-wide VRRP errors that have occurred.
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VRRP Statistics

Shows system-wide VRRP statistics.
Route Table

Shows full routing for all routes, including next hops and best routes.
Next Hop Table

Shows the next hops for routes.
Best Route Table

Used by the forwarding table to determine the best route.

Route Table Stats

Shows statistics about routing table management that provides information about
switch traffic.

IP Forward Table

Displaysinformation for the IP route.
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Chapter 4
QoS (Quality of Service)

Quality of Service (QoS) is an areaof functionality that provides settings for
specifying the quality of network connections. QoS isimplemented in the IP
protocol by the Diff Serv Code Point (DSCP) in the | P packet header.

The QoS menu includes screens that provide a convenient way to set and
configure DiffServ (Differentiated Services) settings so you can ensure certain
treatment, or Quality of Service, of data. QoS capabilities enable you to exert a
specified level of control over data transmissions.

Figure 85 QOS menu
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Classifiers

An MF Classifier can be defined for an interface (interface MF). The interface
MF-Classifier is applied to routing traffic going through that interface.

Interface classifiers are configured from the QoS - Classifiers screen.

Figure 86 QOS - Current Multi-Field (MF) Classifiers
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Current Multi-Field (MF) Classifiers

The Current Multi-Field (MF) Classifierslist includes all existing MF Classifiers.
You can edit and delete MF Classifiers by selecting from thislist. These MF
Classifiers can then be associated with user-groups, branch office connections,
and physical interfaces.

Create

Enter anamefor the new classifier in thefield and click Createto create anew MF
Classifier.
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Delete

Edit

Select from the Current MF Classifiers and click Delete to remove the selected
Classifier.

Select from the Current Multi-Field (MF) Classifiersand click Edit to edit the
rules for that MF Classifier. The Edit Rule screen appears when you click Edit.

Rules in Classifier

The Rules in Classifier list shows all of the rules that are applied to the MF
Classifier.

Available Rules

The Available Rules list shows all of the existing rules. You can select rules from
this list to move them into the Rulesin Classifier list and apply them to the MF
Classifier.

<< (Add Rule)

Click on arule from the Available Rules list on the right of the screen, then click
on the left arrow to add the rule. This adds the selected rule to the current rules
list. The new rule is added after the rule currently selected in the Rulesin
Classifier list.

>> (Remove Rule)

Click on arule, then click the right arrow to remove or delete it from the Rulesin
Classifier list.

Manage Rules

You use the Manage Rules button in the Edit Classifier screen to create and edit
rules. When you click Manage Rules, the Current Rules screen appears. From this
screen you can create, edit, copy and delete MF Classifier Rules.
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Figure 87 QOS - Rules
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Current Rules

The Current Ruleslist shows all existing rules. You can edit, copy or delete any of
these existing rules.

Create

Click Createto create anew rule. The Edit/Create Rules screen appears when you
click Create.

Edit

You can make changesto an existing rule by selecting it from the list of Current
Rules and clicking the Edit button. The Edit/Create Rules screen appears when
you click Edit.

Copy

You can use the Copy button to create a new rule that starts as a copy of an
existing rule, which you can then edit. Thisis useful if you want to make minor
changes to an existing rule. When you copy arule, the Edit/Create Rules screen
appears, populated with the settings of the rule you have copied.
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Delete
Toremove arule, select it from thelist of Current Rules and click Delete.

Edit/Create Rules screen

The Edit and Create Rules screens et you create and modify MF Classifier rules.

Figure 88 Classifiers - Rules - Edit/Create Rules
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Classifier Rule for

When editing an existing rule, this field shows the name of the rule.

Source Address and Destination Address

Enter the Source and Destination addresses to limit the rule to acting on packets
from and to these specified addresses.

Source and Destination are relative to the direction of therule.
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Modify Source & Destination Address

Click the Modify button to the right of the Source and Destination Address fields
to edit either of these fields. The DiffServ - Rules Definition - Address screen

appears.

Protocol

Click the drop-down list box to select the appropriate Protocol. To add, edit, or
delete Protocals, click Modify. The default list follows:

ICMP - Internet Control Message Protocol is a Network protocol layer. The
PING utility generates ICM P packets. PING is often used to see if asystem's
network is available.

IP - Internet Protocol is a Network layer protocol in the TCP/IP stack that
offers a connectionless internetwork service. | P packets that are encapsul ated
within other packets create “IP over IP” Multicast | P packets (packets that
have multicast destinations), carried between networks that support
multicasting over intermediate networks that do not, are the most common
implementation. Conferencing and other services that are offered through
Multicast Backbone (MBONE) are examples.

TCP - Transmission Control Protocol is atransport layer protocol in the TCP/
IP protocoal stack. Thisisaconnection-oriented protocol that providesreliable
full-duplex data transmission. Web browsers using HTTP and FTP are
examples.

UDP - User Datagram Protocol is atransport layer protocol in the UDP/IP
protocol stack. UDP is a connectionless service that exchanges datagrams
without acknowledgment or delivery guarantees, and therefore requires that
error handling and retransmissions are handled by other protocols. DNS and
WINS are examples.

Modify Protocol

Click the Modify button to the right of the Protocoal field to edit the field.
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TCP/UDP Source and Destination Ports

You can filter packetsto or from the Source and Destination Ports. Thiswould
permit or deny any packets from being transferred by the switch based on the
Source and Destination Ports.

The Source or Destination is relative to the direction of the rule.

Modify TCP/UDP Source & Destination Ports

Click the Modify button to the right of the TCP/UDP Source and Destination Port
fields to edit either of these fields.

Current DSCP Value

The DSCP Vaue & Mask assignments allow packets that are already marked to
retain their settings or to be remarked based on their previous DSCP value.

Modify DSCP Value

Click the Maodify button to the right of the Current DSCP Valuefield to create and
edit the DSCP value and mask.

DiffServ Marking

Select the DSCP to be marked on the next meter, either EF (Expedited
Forwarding) or an AF (Assured Forwarding) level, that this rule applies to data.
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QoS Interfaces

The QoS Interfaces screen provides information about the QoS settings for each
physical interface. This screen also enables you to view statistical information for
each interface and to edit the QoS settings for each individual interface.

Figure 89 QoS Interfaces screen
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Current Interface

For each physical interface, such asaLAN, the QoS Interfaces screen provides
information about its current QoS settings. Select the physical interface from the
list and click screen to see the QoS settings for a particular interface.

311643-D Rev 00



Chapter 4 QoS (Quality of Service) 243

The Interface QoS Statistics button lets you view operationa statistics for the
Current Interface.

Bandwidth Management

The Bandwidth Management section of the QoS Interfaces screen shows the
current Bandwidth Management settings for the selected physical interface. To
change any of these settings, click the Configure button.

Configure

The Bandwidth Management screen appears when you click the Configure button.
Use this screen to configure Bandwidth Management settings for the selected

physical interface.

Figure 90 QoS Interfaces - Bandwidth Management - Configure
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Interface Shaping State

Enable or disable Interface Shaping for this physical interface.
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Interface Shaping

Enter avalue, in bps, for Interface shaping. Thisvalueis used to shape (delay) the
outgoing packet flow through an interface to better match the throughput of a
downstream device. Non conforming traffic is delayed not dropped.

Over-Subscription Ratio

Configure for the interface how much of its bandwidth to over-subscribe. For
example, for avalue of 5 (5:1 Over-Subscription ratio) for al Mb T1 interface,
the switch allows connections up to 5 Mbit of total guaranteed bandwidth on the
interface.

Non-Tunnel Traffic Rating

Enter a percentage of the total bandwidth to reserve for non-tunnel ed traffic on the
selected interface. The default is 10 percent.

DiffServ Edge

The DiffServ Edge screen appears when you click the Configure button in the
DiffServ section of the QoS Interfaces screen. Use this screen to configure
Diff Serv Edge settings for the selected physical interface.
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Figure 91 QoS Interfaces - DiffServ - Configure
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Multi-Field Classifier

Multi-Field Classifier State

Use the drop-down list box to enable or disable the application of MF Classifiers
on thisinterface.
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Ingress (Inbound) MF Classifiers

Select from thelist of existing MF Classifiersthe MF Classifier that you want to
apply when packets are coming in from thisinterface.

Egress (Outbound) Classifiers

Select from thelist of existing MF Classifiersthe MF Classifier that you want to
apply when packets are going out of thisinterface.

Traffic Conditioning

Use thelist box to enable or disable Traffic Conditioning on this interface.
EF Shaping

Enter avalue, in bps, for Expedited Forwarding (EF) Shaping. Shaping isa
process of delaying the packetsin a stream in order to conform to adefined traffic
profile, in this case, the EF Shaping value. Nonconforming traffic is delayed, not
dropped.

Traffic Conditioning Meter Settings

Traffic conditioning is the process of dropping and remarking atraffic streamin
order to shape it into compliance with a traffic metering profile.

For Expedited Forwarding (EF) and Assured Forwarding 1, Assured Forwarding 4
(AF1-AF4), you can configure a Traffic Conditioning Meter (in bps). For EF, the
rate is used as an average rate, though at times traffic can burst as much astwice
the configured rate. Traffic below the rate is forwarded; traffic above therateis
dropped.

For AF1-AF4, any packets under the rate are marked aslow drop precedence. Any
packets under two times the configured rate are marked as medium drop
precedence. Any packets above two times the configured rate are marked as high
drop precedence.
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Egress (Outbound) Queuing Mode

The Egress Queuing Mode screen appears when you click the Configure button in
the Diff Serv section of the QoS Interfaces screen. Use this screen to configure
egress queuing mode settings for the selected physical interface.

Figure 92 QoS Interfaces - Egress Queuing Mode

Qe Imerfaces —= Qspung Mode

Egress (Outhound) Cweuing Mode for LAN

7 [ea Porbon Beissn
i A Privaty

o | ".-a-r-c-al|

HERTEL

METWLHEKS

Queuing Mode

Select the queuing mode for thisinterface, either Diff Serv Per-Hop Behavior or
Legacy Forwarding Priority.

Legacy Forwarding Priority provides backward compatibility for earlier versions
of the switch.

Interface QoS Statistics

TheInterface QoS Statistics button in the QoS I nterfaces screen provides accessto
operational statistics for the interface.
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Bandwidth Management

The switch’s Bandwidth M anagement capabilities et you manage CPU and
interface bandwidth resources to ensure that tunneled sessions get predictable and
adequate levels of service. Bandwidth Management enables you to configure the
switch resources for users, branch offices, and interface-routed traffic. Bandwidth
components keep track of and control the level of bandwidth being used on the
physical interfaces and the tunnels.

Bandwidth management is configured and managed from the QoS - Bandwidth
Management screen.

Figure 93 QoS Bandwidth Management screen
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Bandwidth Management

Bandwidth Management can be enabled or disabled system-wide by selecting the
desired setting from the Bandwidth Management drop-down list box.

When enabled, Bandwidth settings apply.

Admission Control

Admission control isatraffic control function that decides whether the switch can
supply the requested bandwidth and CPU resources of a new session while
continuing to provide the bandwidth and CPU resources requested by previously
admitted sessions. Admission Control is used in conjunction with bandwidth
policies to limit the number of concurrent user and branch tunnels.

Bandwidth Rates

The Bandwidth Rates screen allows you to manage available bandwidth rates.

Figure 94 Bandwidth Rates screen
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Current Bandwidth Rates

The Current Bandwidth Rates list shows al existing bandwidth rates. You can
delete an existing bandwidth rate or create a new bandwidth rate.

Delete

Select from the list of Current Bandwidth Rates and click delete to remove a
bandwidth rate. A confirmation screen appears, prompting you to confirm that you
really want to delete the selected bandwidth rate.

Create

Enter a bandwidth rate (in bits per second) and click Create to create a new
bandwidth rate. The new bandwidth rateis added to thelist of Current Bandwidth
Rates.
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Profiles
The Profiles menu provides access to screens that allow you to configure such
things as users, user groups, connections, and so forth.
Figure 95 Profiles menu
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Groups

All remote users serviced by the switch are associated with a Group, which
dictates the attributes that are assigned to a remote user session.

Groups are organized in a hierarchical manner. At the top of the hierarchy isthe
Base Group. The Base Group, which might be called “My Company,” containsthe
default characteristics that each new group inherits. Additional groups are added
to the hierarchy as children of the Base Group.
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The switch authenticates each user that attempts to connect to the switch by
checking the User ID (UID) and Password against a database. The switch supports
both LDAP and Remote Access Dial-In User Session (RADIUS) databases for
authentication. When using LDAP for authentication, the user is always assigned
to agroup since LDAP aso contains the user, group, and attribute information.

When authenticating a Point-to-Point Tunneling Protocol (PPTP) client against a
RADIUS database, the group for a user requesting a session is returned from the
RADIUS server as a RADIUS class éttribute.

In addition to assigning usersto groups and providing authentication access, other
group characteristics that you can configure include:

» Access hours

e Cadl admission priority
e Forwarding priority

e Connectivity settings

* Filters

« RSVP

e Tunneling settings

e User attributes

Maximum number of logins

The maximum number of loginsis not enforced across tunnel types. If you set the
number of simultaneous loginsto 1, aclient can still get another tunnel type
connection if the client is configured to use multiple tunnel types. To limit the
number of connections a client can have, configure the user for asingle tunnel

type.
Groups screen

The Groups screen provides access to al of the groups that you want to manage
with the switch. The Groups screen allows you to change attributes that are
specific to each group. Each attribute can be configured uniquely; otherwise, the
attributes are automatically inherited from the parent group.

311643-D Rev 00



Chapter 5 Profiles 253

Figure 96 Groups screen
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Thislist box displays the current list of groups configured in the switch. You can
Add, Edit, or Delete groups using this screen.

Actions
Edit

Click Edit beside the Group name that you want to modify. The Groups Edit
Sscreen appears.

Delete

Click Delete beside the Group name that you want to remove from the database. A
delete confirmation requests that you verify the deletion.

Note: You cannot delete a group that has subgroups (children)
=% | associated with it. Nor can you delete the Base Group.
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Add

Click to Add agroup. The Groups Add screen appears.

Add Group screen

The Groups Add screen alows you to create a new group and associate it with a
parent group.

Inherited Attributes

A group inherits attributes from its parent group. For example, if the Research and
Development group attributes include All Access Hours and Allow Static
Addresses but deny Client-Supplied addresses, PPTP and |PSec tunneling, then
the New Products (child) group would inherit these attributes.

New Attributes

You must explicitly configure a group’s unique attributes to override this
inheritance. You can assign a group unique network access through packet
filtering, attribute support for specific tunneling technol ogies, minimum
encryption levels, authentication mechanisms, access hours, and more.

For example, you might want to set up an Administrator group for users who are
allowed to manage the switch. This group could be configured to force tunnel
connections that use encryption and strong forms of authentication, thereby
improving the overall security of the switch.
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Figure 97 Groups - Add
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Group Name

Enter a group name of up to 64 characters (spaces are permitted); for example,
Research and Devel opment.

Parent Group

The new group isachild of the selected parent group. Therefore, the new group
initially inherits the parent group’s network access attributes, including
authentication, tunnel types, filtering, and priorities (refer to “ Edit Connection”
for details). Once created, these inherited options can be overwritten for the new
group. Only groups under which the user can create new groups, based on
Administrator privileges, are shown.

Edit a group

The Groups Edit screen allows you to change group settings, including the main
authentication, access, and connection priorities that define the group’s profile.

Note: You can edit the attributes of a Group, but you cannot edit a

=»| Group name. To create a Group with the same attributes but a different
name, you must add a new group and configure it with the desired
attributes.
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Figure 98 Profiles - Groups - Edit
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Initial configuration

The group at the top of the hierarchy is known as the Base Group. The Base
Group, dueto its position in the hierarchy, contains the switch’s default values and
definesthe first level of inheritance.

Note: A group inheritsits attributes from its Parent Group by default.
=»|  You can override the default values for any attribute in any group.

Configure

Click to select an option that is different from the Parent Group (the inherited
configuration).
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Current Configuration
The Current Configuration shows a summary of the Group’s general and tunnel

configurations. Details of these listings follow in the sections on Connectivity
Settings, IPSec, PPTR, L2TPR, and L2F.

Connectivity Settings

This screen allows you to configure Group settings. The Parent group values
appear by default. Click the drop-down list boxes to change values.
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Figure 99 Groups - Edit - Connectivity
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Contact Information

Enter the name of someone who serves as the point of contact, typicaly the
administrator.

Access Hours

Specify the time ranges during which access is allowed for usersin this group.
These time ranges are configured from the Profiles->Hours screen. The default
valueis Anytime.

L
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Call Admission Priority

Specify the Call Admission Priority level (from low to highest) you want to permit
for this group. Each level is assigned a percentage of the total number of calls
allowed accessto the switch. If thereisa particularly high number of userslogged
in, new users could be denied call access, based on their Call Admission Priority,
until existing callers disconnect.

Possible Call Admission Priority levels are:

» Highest Priority (default)
e High Priority

e Medium Priority

e Low Priority

Forwarding Priority

Specify the Forwarding Priority level (from low to highest) that you want to
provide to sessions for usersin this group. Forwarding Priority assures acertain
level of latency and bandwidth allocation. For example, a group with the Highest
Forwarding Priority has the highest possible bandwidth service and the lowest
level of latency.

Conversely, if thereis aparticularly high level of traffic on the line, packets for a
Low Priority group might be delayed or dropped. Since aLow Priority group has
the least amount of bandwidth and the highest level of |atency, some of its packets
would wait until the higher priority level packets have been forwarded or they
would be dropped.

Possible Forwarding Priority levels are:

» Highest Priority

e High Priority

e Medium Priority

» Low Priority (default)
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Number of Logins

Click to specify the maximum number of simultaneouslogins IPSec clientsin the
group are allowed.

Password Management

Click to enable the Password Management facilities, including Maximum
Password Age, Minimum Password Length, and allow Alphabetic Passwords
only.

Maximum Password Age

Enter the Maximum Password Age after which the login password expires.
The Maximum Password Age range is from O (no password expiration) to
180 days (6 months). Default is 30 days. Users receive awarning that the
password will expire each time they log in for two days prior to the
expiration date. They also receive three warnings before accessis denied.

Caution: If your clients are using a Microsoft Dial-Up Networking

@ connection instead of the Nortel Networks Connection Manager, then
they are not be naotified of a password expiration or be given the
opportunity to change the password prior to expiration. You should not
use this feature unless you also plan to distribute the Connection
Manager.

Minimum Password Length

Enter the Minimum Password L ength, which can be from 3 to 16 al phanumeric
characters. If you set the minimum length to eight characters, then the remote user
must use at least eight characters as the login password. Default is 16 characters.

Alphanumeric Passwords

Click to enable thisfeature. This forces remote usersto log in with a combination
of alphabetic (A to Z) and numeric (1 to 9) characters. Nortel Networks does not
recommend using all alphabetic characters because this makes it easier for
hackers to decode. Default is Disabled.
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Static Addresses

Click to Enable Static Addresses. A Static Address allows a user to always use a
specific address when logging in to the switch. Since each user needs a unique
address, the actual addressis configured as part of the user profile. Disabling
Static Addresses causes the switch to ignore configured addresses in the user
profile for agiven group. After the client-specified address, a Static Addressisthe
second choice. If aremote user is using a static | P address as configured on the
User’s screen, then this user is limited to one login.

Idle Timeout

Enter an appropriate Idle Timeout in days, hours, minutes, and seconds format:
dd:hh:mm:ss. The Idle Timeout is an amount of time a connection can beidle (no
data has been transmitted or received through the connection for the specified
amount of time). When the Idle Timeout expires, the session isterminated. This
option helps prevent allocation of resources on the switch for sessions that are no
longer active.

The default Idle Timeout is 00:15:00 minutes; the range is 00:00:00 to 23:59:59.
The maximum number of daysis 29. A setting of 00:00:00 specifiesno Idle
Timeout.

Note: All sessions check their configuration at startup time. Therefore,
=»| if you change the time of the idle timeout during a session, the change
only affects new sessions and not any existing ones.

Filters

Select the filters you want from the pull-down list or use the default filters. The
filters that appear in the drop-down list box are created using the Create Filter
screen or have been supplied by Nortel Networks. Packet filtering controls the
type of access allowed for usersin a group, based on various parameters,
including Protocol 1D, Direction, |P addresses, Source, Port, and TCP Connection
Establishment.

IPX

Click the drop-down list box to enable IPX support for the group.
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Maximum Number PPP Links

The switch’s Multilink PPP (M P) implementation allows tunneling multilink
connections to the switch when the tunneling is being done by the ISP, Enter the
Maximum Number of PPP Linksthat you want the switch to support. Therangeis
1to5; default is 1.

RSVP

Click to enable RSV P (Resource ReSerVation Protocol). The Nortel Networks
RSV P implementation allows you to signal the network for required bandwidth.
The client must be configured appropriately for RSV P to work. Additionally, only
the controlled load-service is supported. This option is Disabled by default.

RSVP: Token Bucket Depth

The Token Bucket Depth influences packet flow delays within the switch and
participating routersin the Internet. The largest amount of data the switch holdsin
its queue determines latency. New packets arriving are delayed by atimethat is
proportional to the amount of traffic that is ahead of them in the queue, which is
no greater than the Token Bucket Depth. When the queue exceeds the Token
Bucket Depth, incoming packets are dropped. To guarantee reduced latency, the
Bucket Depths should be small. Typically, you should not change this setting.
Default is 3000 bytes.

RSVP: Token Bucket Rate

The Token Bucket Rate is the highest long-term average datarate (in Kbps)
required over time for the connection. It informs the switch and participating
routersin the Internet how much bandwidth to reserve for the RSV P session.
Typically, you should not change this setting. Default is 28 Kbps.

Address Pool Name

Click on the drop-down menu to select the Address Pools used by remote users to
access this switch. The drop-down list shows all pools that have been defined on
the switch. (Address pools are defined on the Servers— User |P Addr screen).

Select the New Address Pool link to define a new pool. Refer to “Remote User IP
Address Pool” for details. Thisoption is set to Default Pool by defauilt.
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User Bandwidth Policy

Click the Configure button in the User Bandwidth Policy section to modify
bandwidth characteristics for this group. Click the Use Inherited button to apply
the settings of the parent group to this group.

Committed Rate

Select a Committed Rate from the list of available bandwidth rates. If the desired
bandwidth rate is not listed, click on Define new bandwidth rate to create a new
one.

Excess Rate
Select an Excess Rate from the list.
Excess Action

Choose an Excess Action for traffic handling, either Drop or Mark.

IPSec Settings

Click the Configure button in the IPSec section to modify |PSec (Internet Protocol
Security) characteristics for this group. The IPSec Edit screen appears.

The IPSec standard defines a set of security protocols that authenticate |P
connections and add confidentiality and integrity to |P packets. |PSec packets are
transparent to applications and the underlying network infrastructure. |PSec
supports multiple encryption and authentication protocols so that your security
policy can dictate levels of data privacy and authentication.

IPSec allows for multivendor interoperability. It uses aflexible key management
scheme called the Internet Security Association Key Management Protocol
(ISAKMP), which enables peer connections to quickly and dynamically agree on
compatible security and connection parameters (keys, encryption, and
authentication).
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The following sections describe the fields that are unique to the IPSec screen.
fields that are common to other tunneling types appear in the section “Common

tunnel settings.”

These fields are not used for non-Contivity clients.

Note: Fields on the IPSec Edit screen that are preceded by an asterisk
=»| areproprietary features that apply to the Contivity VPN Client only.

Figure 100 IPSec Edit
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Split Tunneling

All 1PSec client traffic is tunneled through the switch by default. Split Tunneling

allows you to configure specific network routes that are downloaded to the client.
Only these network routes are then tunneled; any other traffic goesto thelocal PC
interface. Split tunneling allows you to print locally, for example, even while you
are tunneled into the switch.

Unauthorized Access Prevention and Split Tunnels

The switch takes precautions against unauthorized users potentially hacking
tunneled information when the switch is operating in Split Tunnel mode. The
primary precaution in thisreleaseisto drop packetsthat do not have the | P address
that is assigned to the tunnel connection as its source address. For example, you
establish a PPP dial-up connection to the Internet with an I P address of
192.168.21.3. When you start the tunneled connection to a switch, you are
assigned atunnel |P address of 192.192.192.192. Any packets that attempt to pass
through the tunnel connection with a source IP address of 192.168.21.3 (or any
address other than 192.192.192.192) are dropped. Furthermore, you can enable
filters on the switch to limit the protocol types that can pass through atunneled
connection. To completely eliminate security risks, you should not use the Split
Tunneling feature.

Split Tunnel Networks

Click to select one of the networks to which you want to send encrypted tunnel
traffic only. These networks are designated from the Profiles— Networks screen.

Client Selection

The Client Selection feature enables you to configure your switch to accept tunnel
connections from third-party clients, in addition to the Nortel Networks Contivity
VPN Client. Refer to the Contivity VPN Release Notes for alist of supported
third-party clients.
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Configuring for Both Contivity and non-Contivity Clients

If you choose this selection, the switch provides support as described in the two
previous sections, depending upon the type of client being used. For example, if
you enable RADIUS Authentication, it is only used for Contivity clients, and you
must have either preshared keys or RSA digital signature authentication enabled
for non-Contivity clients.

Allowed Clients

Use the menu to specify the type of clients that are allowed to create tunnelsto
your switch.

Allow undefined networks for non-Contivity clients

Enabling this selection allows supported third-party clientsto create | PSec tunnels
to any internal networks. Nortel Networks recommends that you not allow
undefined networks for third-party clients, and use Split Tunneling instead. This
selection isignored for Contivity clients.

Authentication
Authentication is performed with a protected User ID and Password through the

ISAKMP key management protocol. When you click configure, the Group
Security Credentials (RADIUS) dialog box appears.

Database Authentication (LDAP)

User Name and Password

Click to enable the LDAP User Name and Password to authenticate user identity.
Authentication is performed with a protected User ID and Password through the
ISAKMP key management protocol.

RSA Digital Signature
Click to enable the Entrust certificate authentication. You must then click the

drop-down list box to choose a Default Server Certificate. Servers are configured
from the System - Certificates screen.
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RADIUS Authentication

The following attributes are associated with RADIUS Authentication when using
IPSec tunneling. Thisis atwo step process where (1) the switch authenticates the
remote user with the User Name and Password authentication mechanism,
AXENT or SecurlD hardware or software tokens, and (2) the client uses the
Group ID and Group Password to authenticate the switch’'s identity.

User Name and Password

Click to enable the RADIUS User Name and Password to authenticate user
identity. Authentication is performed with a protected User ID and Password
through the ISAKMP key management protocol.

AXENT Technologies Defender

Click to enable the AXENT OmniGuard/Defender challenge response token
security authentication. The AXENT OmniGuard/Defender uses a personal
identification number (PIN) and password, coupled with a challenge response
security dialog, to authenticate user identity.

Security Dynamics SecurlD

Click to enable the Security Dynamics Securl D token security authentication. The
SecurlD usesaPIN and the current code generated by atoken assigned to the user
to authenticate user identity.

Group ID and Password

Enter the Group 1D and Password, which are encrypted for transmission.

Group ID

Enter the Group 1D, which provides access to the switch. Subsequent L DAP and
RADIUS authentication is verified against the User ID.

Note: The Group ID and User ID must not be the same.
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Group Password

Enter the Group Password, which provides access to the switch. Subsequent
LDAP and RADIUS authentication is verified against the User Password.

Group Confirm Password
Reenter the Group Password.

Encryption

Click Configure, then click the appropriate checkbox to either enable or disable
the supported Encryption methods for this group.

Note: Using higher-level encryption, such as Triple DES, decreases
=*| performance.

The encryption methods are presented in order of strength, from strongest to
weakest. All of the following encryption methods ensure that the packet came
from the original source at the secure end of the tunnel. Some of the encryption
types do not appear on non-US models that are restricted by US Domestic export
laws. Also, MD5 (Message Digest) provides integrity that detects packet
modifications.

ESP—Triple DESwith MD5 Integrity: Encapsulated Security Payload Triple DES
(Data Encryption Standard) uses the same principle as DES (below), but uses a
168-hit key. It uses the DES encryption algorithm three times. The first 56 bits of
the key is used to encrypt the data, then the second 56 bits is used to decrypt the
data. Finally, the data is encrypted once again with the third 56 bits, which triples
the algorithm’s compl exity.

ESP —40- or 56-bit DESwith MD5 Integrity: Encapsulated Security Payload Data
Encryption Standard (DES) is an encryption block cipher algorithm. DES uses a
40- or 56-bit key (with 8 bits of parity) over a64-bit block. The 40 or 56 bits of the
key are transformed and combined with a 64-bit message through a complex
process of 16 steps.

Both 40- and 56-bit DES require the same processing demands, so you should use
56-bit DES unless local encryption laws prohibit doing so.
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AH — Authentication Only (HMAC-SHA): The Authentication Header M essage
Authentication Code Secure Hash Algorithm (HMAC-SHA) produces a 160-bit
hash. It is regarded by cryptographers as being more resistant to attacks than
MD5. It does not encrypt data.

AH — Authentication Only (HMAC-MD5): The Authentication Header Message
Authentication Code Message Digest 5 (HMAC-MD5) Algorithm is used to
confirm the authenticity of a packet. It produces a 128-bit hash. It does not encrypt
data.

If two devices have different encryption settings (due to either US export laws or
administrative configuration), the two devices negotiate downward until each has
a compatible encryption capability. For example, if aclient in the US attemptsto
negotiate Triple DES encryption with aswitch in Australia, then the Austraian
switch rejects Triple DES encryption in favor of DES.

IKE Encryption and Diffie-Hellman Group

Select the Diffie-Hellman Group level to apply to IKE (Internet Key Exchange)
encryptions.

Note: The choice of the IKE encryption algorithm does not affect the
=»| choice of the encryption algorithm used to encrypt datain IPSec. For
example, one can use DES to encrypt the IKE exchanges, and then
negotiate Triple DES for usein IPSec.

The Services— IPSec screen contains a section labeled “ IKE Encryption
and Diffie-Hellman Group.” This section provides two choices for use
with | PSec.

Perfect Forward Secrecy

Click to enable Perfect Forward Secrecy (PFS). With PFS, keys are not derived
from previous keys. This ensuresthat one key being compromised cannot resultin
the compromise of subsequent keys.
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Forced Logoff

For 1PSec tunneling, you can specify atime after which all active users are
automatically logged off. The default is 0, which means the option is turned off.
The possible range is 00:00:01 to 23:59:59.

Client Auto Connect

The Client Auto Connect feature enables remote Contivity VPN Clients to
connect their IPSec tunnel sessionsin asingle step. Thisis similar to the way
Microsoft’s Dial-Up Networking automatically connectsto an | SP when aWeb
browser is launched. With Auto Connect, client users simply click on the desired
destination, for example, a Web page on the private internal network. This first
starts their dialup connection, then makes the tunnel connection to the switch, and
finally makes the connection to the requested destination. What has, in the past,
taken three distinct user operations is now accomplished by a single action.

Enabled

Click to enable the Client Auto Connect feature on the switch.

Any Network Traffic

Click on this selection to use the autoconnect feature for al client connection
requests to authorized destinations. Now, when any network activity is detected on
the user’s workstation, atunnel connection is automatically launched to the

switch. In this manner, the Client Auto Connect feature works like Microsoft’s
Dial-Up Network Auto Dial feature.

Specify Networks and/or Domains

Click on this selection to limit autoconnection use to specific domains or
networks. Specify the authorized domains or networks in the following two fields.
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Domains

Use this selection to designate specific domains or hostnames that trigger the
autoconnect feature. The domains that you specify must be configured on the
Profiles— Domains page (refer to “Domains’). Select None if you want to limit
the autoconnection feature to specific networks, which you specify in the
following Networks field.

Networks

Use this selection to designate specific networks that trigger the autoconnect
feature (the networks must be configured on the Profiles— Networks page). Select
None if you do not want to designate any networks.

Banner

You can customize an enterprise login banner for the Contivity VPN Client by
entering text into the space provided. This banner appears at the top of the IPSec
client upon login.

Display Banner

Click to enable the banner and have it appear when aremote user logs into the
switch.

Client Screen Saver Password Required

Setting this security feature forces the client to use a password in association with
ascreen saver. When enabled, if the user leaves the system and is connected to a
tunnel, the system then gets locked out of the tunnel once the screen saver kicks
in.

The end user would enable this feature from the Start - Settings— Control
Panel - Display — Screen Saver Password Protected checkbox. Default is
Disabled.
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Client Screen Saver Activation Time

This setting is used together with the Client Screen Saver Password Required
setting. It defines the maximum time (in minutes) before the client’s screen saver
is activated. The value on the Client PC can be changed from the

Start - Settings— Control Panel - Display — Strengthener Wait list box. Default is
5 Minutes.

Client Fail-Over Tuning
Enabled
Check this box to enable client fail-over. Client fail-over uses small packetsto

check and maintain, or keep alive, the connection between the client and the
switch.

Interval

In the Interval section, specify thetime interval that the client waits between VPN
activity checks.

Nortel Networks recommends alow interval when users are connecting viathe
client. You should use a higher setting for situations such aswhen aleaselineis
used and charges are based on traffic.

Maximum Number of Retransmissions
Specify the maximum number of retransmissionsin thisfield. Thisisthe number

of timesthat the client re-transmits a keepalive packet to the switch to check for
connectivity.
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Allow Password Storage on Client

You can alow client systems to save the login password in its password list, or
you can require that the remote user enters the password each time he requests
authentication and access to an 1PSec tunnel. Click Enable to allow client systems
to save the login password.

Note: When using certificates, saving the password on the client is not
=>| dlowed.

Compression

Click to enable Compression for IPSec tunneling. Refer to “ Compression” for
details.

Rekey Timeout

You should limit the lifetime of a single key used to encrypt data or else you
compromise the effectiveness of a single session key. Use the Rekey Timeout
setting to control how often new session keys are exchanged between a client and
aserver. You should set the Rekey Timeout setting to no lessthan 1 hour.

Default is 08:00:00 (8 hours); a setting of 00:00:00 disables the Rekey Timeout
setting. The maximum setting is 23:59:59.

Rekey Data Count

You can choose to set a Rekey Data Count depending on how much data you
expect to transmit viathe tunnel with asingle key. Default is 0 Kbytes; a setting of
0 disables the Rekey Data Count.

Domain Name

This setting enables you to specify the name of the domain that is used while an
IPSec tunnel is connected. Specifying the domain name in thisfield ensures that
domain lookup operations point to the correct domain. Thisis particularly
important for clients that use Microsoft Outlook or Exchange, to ensure that the
mail server is mapped to the correct domain.
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When atunnel is connected, the remote client’s registry is updated to use the
specified domain. When the client disconnects the tunnel, the remote client’s
original domain is again used.

Primary DNS

See“Primary DNS” in “ Common tunnel settings.”

Secondary DNS

See “ Secondary DNS” in “Common tunnel settings.”

Primary WINS

See “Primary WINS” in “ Common tunnel settings.”
Secondary WINS

See “ Secondary WINS” in “Common tunndl settings.”

Nortel Client Requirements

Minimum Version

Select the minimum version of Contivity VPN Client that is required.
Action

Specify the action to take upon detection of a noncompliant client.
Message

Type amessage giving users the URL for a Web site or FTP site from which they
can download the required version of the Contivity VPN Client software.

Filter

Select afilter to apply from the list of available filters.
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New Filter

Click on the New Filter link to go to the screen and create a new filter.

Client Policy

Select aclient policy as appropriate. Client Policy helps prevent potential security
violations that could occur when you are using the split tunneling feature. Split
tunneling allows client data to travel either through atunnel to the enterprise
network or directly to the Internet. Refer to “ Client Policy” for additional
information.

Allow IPSec Data Protection

Enable or disable | PSec.

PPTP

Click to modify Point-to-Point Tunneling Protocol (PPTP) characteristics for this
group. The PPTP Edit screen appears.

PPTP s atunneling protocol supported by Nortel Networks, Microsoft, and other
vendors. The PPTP client is available for Windows 95 (www.microsoft.com) and
is built-in to Windows 98 and Windows NT. PPTP supports multiple
authentication schemes: MS-CHAPR, CHAP, or PAP. Additionally, you can enable
compression, RC4-based encryption, and assign DNS and WINS serversto the
tunnel. Refer to “ Common tunnel settings” for additional information.
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Figure 101 PPTP Edit
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L2TP

Click to modify L2TP (Layer 2 Tunneling Protocol) characteristics for this group.
The L2TP Edit screen appears.

L2TPisatunneling protocol supported by Nortel Networks, Cisco Systems,
Microsoft, and other vendors. L2TP combines the best features of the L2F and
PPTP tunneling types. L2TP tunneling enables secure remote access to enterprise
networks across the public Internet. L2TP tunnels are generally established
between a network access server (NAS) at the Internet Service Provider (I1SP) and
the switch.

L2TP allows you to specify MS-CHAPR, CHAP, or PAP authentication, enable
compression, and assign DNS and WINS servers to the tunnel. The following
sections are specific to L2TP over 1PSec tunnels. Refer to “Common tunnel
settings” for additional information about other settings.
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L2TP/IPSec Data Protection

Select the level of protection to apply to the tunnel.

Require IPSec Transport Mode Connections
Specify the group from which thistunnel gets credentials.
Figure 102 L2TP Edit
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L2F

Click to modify L2F (Layer 2 Forwarding) characteristics for this group. The L2F

Edit screen appears.

L2F isatunneling protocol supported by Nortel Networks, Cisco, Shiva, and other
vendors. L2F tunneling enables secure remote access to enterprise networks
across the public Internet. L2F tunnels are generally established between a
network access server (NAS) at the Internet Service Provider (1SP) and the switch.

L 2F alows you to specify a CHAP or PAP authentication scheme, enable
compression, and assign DNS and WINS servers to the tunnel.

Refer to “Common tunnel settings’ for additional information.

Figure 103 L2F Edit
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Common tunnel settings

Authentication

Select one or more of the PPTP/L2TP/L 2F Authentication methods. These
methods are Enabled by default.

e MS-CHAP - Click to enable Microsoft encrypted authentication for PPTP
and L2TP only.

Windows NT, Windows 98, and Windows 95 clients can negotiate PPP
connections using MS-CHAP as the authentication algorithm. Thisisthe
Microsoft version of CHAP; it is a secure form of authentication.

Associated with MS-CHAP authentication are the following optional encryption
levelsfor preserving the privacy of tunneled traffic. These encryption levels are
valid for PPTP tunnels only.

Data Encryption
Click to enable acceptable level(s) of data encryption for MS-CHAP.

» Not Encrypted— Tunnels requesting no data encryption are accepted.
*  RC4-40 — Tunnels requesting 40-bit RC4 encryption are accepted.

* RC4-128 — Tunnel s regquesting 128-bit RC4 encryption are accepted. Thisis
the most secure method. The longer the encryption key, the more secure the
encryption. US export law controls the export of 128-bit encryption keys.

If two devices have different encryption settings (due to either US export laws or
administrative configuration), the two devices negotiate downward until each has
a compatible encryption capability. For example, if aclient in the US attemptsto
negotiate RC4-128 encryption with aswitch in Ireland, then the destination switch
rejects RC4-128 encryption in favor of RC4-40.

Note: You can only use Microsoft Point-to-Point Encryption (M PPE)
=»| when using MS-CHAP authentication
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e  MS-CHAP Version 2 — Microsoft Challenge-Handshake Authentication
Protocol Version 2 (MS-CHAP-2) is a Microsoft proprietary Point-to-Point
authentication protocol that provides L AN-based users the same functionality
as Version 1 and includes bidirectional authentication. Additionaly,
MS-CHAP-2 integrates the encryption and hashing algorithms used on
Windows networks.

 CHAP-Click to enable Challenge Handshake Authentication Protocol
(CHAP) encrypted password authentication. CHAP provides protection for
passwords, but no data encryption.

« PAP-Click to enable Password Authentication Protocol (PAP)
authentication. Neither the password nor the datais protected.

Compression

Click to enable the IPSec HI/fn LZS compression or the PPTP, L2TP, or L2F
Microsoft Point-to-Point Compression (MPPC) packet compression. Compression
should be used when encryption is selected on analog modems. Thisis because
encryption renders a modem'’s compression ineffective, and it can severely affect
the performance of compressible applications. Also, data that is compressed
before being transmitted makes more efficient use of lower speed network links.

You should use data compression in most typical situations. Users with cable
modems or XDSL connections to the ISP, or locally on the LAN, would find it is
probably unnecessary to compress packets. Thisis because the speed of the link,
relative to the rate of compression and the benefit of compressing before
encrypting, might be negligible or might not increase performance.

Also, some data cannot be compressed; for example, a previously compressed file
does not lend itself well to additional compression.

Use Client-Specified Address

Click to enable use of a Client-Specified Address. This option allows the switch to
accept the | P address from aremote user’s system during tunnel setup. This option
is Disabled by default.

When enabled and the client provides an |P address, thisisthe |IP addressthat is
used by the client for the duration of the tunneled session (it becomes the first or
default choice).
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Common DNS and WINS server fields

The following DNS and WINS server fields are common to all tunnel types.

Primary DNS

Enter the address of the Primary Domain Name System (DNS) server that is
located on your private network. This DNS address is provided by the server to
tunnel clients at setup and is used through the tunnel. The DNS server translates
textual host names into | P addresses for the switch. For example, DNS can
tranglate the fully qualified host www.mycompany.com to its | P address
192.19.2.33.

The Primary DNS server is the first one addressed for servicing name resolution
reguests from aremote user; if the Primary DNS server is unavailable, serviceis
regquested of the Secondary DNS server. Recent versions of Microsoft Windows
operating systems can simultaneously query multiple DNS servers.

Always usethe | P address for setting a DNS server host instead of adomain name.

Secondary DNS

Enter an address for the Secondary Domain Name System (DNS) server. If the
Primary DNS server is unavailable, serviceis requested of the Secondary DNS
server.

Primary WINS

Enter an address for the primary Windows Internet Naming Service (WINS)
server. A WINS server resolves NetBIOS names (for Windows networking file
and print services) to | P addresses. Using aWINS server enables normal Windows
file and print servicesto be accessed correctly through atunnel connection.

Windows NT Server Version 4.0 and later supports abuilt-in WINS server. The
WINS server eliminates the need to manually map NetBIOS namesto |P
addresses (for example, using the textual LMHOST S file on Windows) by
updating a name-to-address mapping file dynamically on the WINS server.
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The Primary WINS server isthefirst one addressed for servicing name resolution
reguests from aremote user; if the Primary WINS server is unavailable, serviceis
requested of the Secondary WINS server. Always use the | P address for setting a
WINS server host instead of a name.

Note: If no WINS servers are specified, the client isforced to broadcast
=»| for NetBIOS names.

Secondary WINS
Enter an address for the Secondary Windows Internet Naming Service (WINS)

server; if the Primary WINS server is unavailable, service is requested of the
Secondary WINS server.

User Management

The User Management screen allows you to add, edit, delete, or search for a user
profilein agroup.
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Figure 104 User Management Group Profile
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Group

Select a Group to which you want to add or modify users from among thosein the
Group drop-down list box. If you need to add a new group, select
Profiles— Groups.

Display

After selecting a Group, you must click Display to view the group members. This
allows you to quickly change from viewing one group to another.

Search

The Search option allows you to readily search within a selected group and then
configure a specific user’s account.

Reference for the Contivity VPN Switch



284 Chapter 5 Profiles

Select a Group from which you want to search for a particular user from the
Group drop-down list box (at the top of the screen), and click Display. The search
is limited to the available groups. Select one of the following as the preferred
search method, then click Search.

+ Last Name searches for aLast Name. You must enter the entire last name.
e UID searchesfor aUser ID.

» Admin Rights searches for anyone who has View or Manage Administrator
privileges.

e LDAP search allows you to enter any LDAP database attribute that is part of
the person, organizational Person, or inetOrgPerson object database (for
example, cn=common name or sn=surname) to generate the associated user’'s
profile. Refer to your LDAP vendor’'s documentation for complete details.

Last/First

The Last names and First names of the selected group’s users appear, sorted by
Last name.

Actions

Edit — Click to Edit a User Profile in the Group; the Edit User screen appears.

Delete — Click to Delete a User from the Group.

Add User

Click to Add a User to the Group; the Add User screen appears.
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User Add or Edit

This screen allowsyou to Add or Edit a User profile. A user profile includes User
IDs (UIDs) and passwords for the various tunneling protocols, and the assignment
of Administrative rights. This screen aso alows for the configuration of an IP
address that is always associated with the remote user.

Note: You should not add user profilesfor RADIUS authenticated users.
=*| Instead, ensure that the proper User IDs and Passwords arein the
external RADIUS database.

The switch always queries the LDAP database first, and if a UID and Password
combination isfound it uses this rather than an external RADIUS authentication
server.

Only optionsthat are enabled for the specified group appear on this screen.
Furthermore, only options that the administrator who is currently viewing the
screen has rights to appear (configuration options only appear if the administrator
has Manage Users and Manage Switch Administrator Rights).
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Figure 105 User Add/Edit
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Figure 106 User Add/Edit - continued
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You can assign a user to two different groups, but only if the user has two different
User IDs (UIDs); for example, mlee and madilee. The system does not allow you
to enter the same User |D in two different groups.

Note: When adding a user account, depending on the group

=»| configuration, the account can have up to four User IDs. If you are
creating an enterprise User I1D standard, you should try to avoid schemes
that might potentially create conflicts as your company grows. For
example, you should not use the person’s full first name and last initial.
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Name
Enter the First and Last Name of the user whose profile you want to add or

change. Thisisthe regular name associated with a person (for example, Mario
Lemieux). Thisuser can have different IDs and passwords for each tunnel type.

Group

Shows the Group to which the user belongs and its Parent group. You can move
the user to a another Group by selecting a different Group name.

Remote User

Static IP Address

Enter a Remote User Static P Addressto use in place of a pool (client-specified
or DHCP) server-assigned | P address. This |P addressis associated with the Static
IP Address option in the Groups— Connectivity option (it isonly used if the group
alowsit).

Note: If an |P address that is entered here is used instead of a DHCP
=»| server-ass gned | P address, then only one login is allowed.

Static Subnet Mask

Assigning the correct subnet mask to aremote IPSec client isimportant when
using Split Tunneling. When Split Tunneling is enabled, packets destined to ahost
listed in the Split Tunnel Network list are directed into the tunnel by the IPSec
client. All other traffic goes through a standard LAN or dialup interface. This
happens on the client by adding the routes listed on the Split Tunnel Network list
to the route table of the Microsoft TCP/IP stack and pointing those routes to the
tunnel adapter interface. A routeis also added to the route table based on the
subnet mask assigned to the tunnel adaptor.
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Previoudly, there was no method to specify the subnet mask to be used on the
client, so the client used the natural mask based on the class of the assigned IP
address. For example, if the tunnel adaptor is assigned the address 10.1.1.1, the
natural mask would be a Class A mask of 255.0.0.0. Thiswould cause arogue for
10.0.0.0 with amask of 255.0.0.0 to be added to the route table and all packet
destined to any addressin the 10 network address space would be directed into the
tunnel incorrectly.

The IPSec Subnet Mask field allows you to specifically assign a subnet mask to a
remote | PSec client that obtains an | P address either from the |P Address Pool,
DHCP, RADIUS, or a static user configuration.

The following illustration helps understand the specified address mask.

Figure 107 IPSec Subnet Mask Assignment
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If the IPSec client established a connection and was assigned the | P address
10.1.1.1 using the natural mask, a route would be added from 10.0.0.0 with a
mask of 255.0.0.0 to the TCP/IP stack’s route table. If the client wanted to send
datato 10.1.1.2 on the remote corporate network, the packets would be directed to
the tunnel adaptor correctly. But if one client wanted to send datato 10.2.1.1,
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which is directly accessible on the Internet, the packet would be directed into the
tunnel incorrectly. By configuring asubnet mask of 255.255.0.0, a packet destined
for the 10.2.1.1 network would not be directed into the tunnel and would be access
directly.

User Accounts

You can establish user accounts for remote users to tunnel into the switch through
specific tunneling types, as configured here.

IPSec

Enter the User ID and Password to allow 1PSec (I P security) access privileges for
this user. Note that the User ID for IPSec accounts is typically, though not
required to be, afully qualified domain name (FQDN); for example,
pfassenphepher@penguins.com. LDAP is the only authentication server that
currently supports I PSec.

PPTP

Enter the User ID and Password to allow PPTP (Point-to-Point Tunneling
Protocol) access privilegesfor thisuser if you are not externally authenticating the
user; otherwise, use external Authentication.

L2TP

Enter the User ID and Password to allow L2TP (Layer 2 Tunneling Protocol)
access privileges for this user if you are not externally authenticating the user;
otherwise, use externa Authentication.

L2F

Enter the User ID including the domain (for example,

npapal apagous@company.com) and Password to allow L 2F (Layer 2 Forwarding)
access privileges for this user if you are not externally authenticating the user;
otherwise, use external Authentication.
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Expires (Days)

Shows the number of days remaining before the password expires. When the field
says Now, then the password has already expired. You must therefore reset the
Maximum Password Age setting for this user. When the field says Never, then the
Maximum Password Age setting is 0, which means to never age (expire). Refer to
“Maximum Password Age” for additional information on the M aximum Password
Age option.

Status

If the account is locked, the enable check box appears, allowing the administrator
to check it to unlock the account.

IPSec Certificate Credentials

Remote Identity

Valid Issuer Certificate Authority

Select a Valid Issuer Certificate Authority from the drop-down list. These
Certificate Authorities are configured from the System —, Certificates: Generate
Certificate Request screen.

Subject Distinguished Name

You can use either the relative distinguished name or the full distinguished name.

Relative

The relative distinguished name is a collection of the following components that
uniquely identify the remote peer in an |PSec certificate environment.

Organization

Enter the Organization with which the user is associated.
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Organizational Unit

Enter the Organizational Unit with which the user is associated.
Common Name

Enter the Common Name with which the user is associated.
Country

Enter the Country in which the user resides.

State/Province

Enter the State/Province in which the user resides.

Locality

Enter the Locality in which the user resides.

Full

You can directly enter the Full Distinguished Name (FDN) in thisfield rather than

entering the individual componentsin the previoudy described Relative
distinguished name fields. A sample entry follows:

CN=MySwi t ch, O=MyConpany, C=US
Subject Alternative Name

You can optionally use a Subject Alternative Name in place of a Subject DN, and
specify the format of the name. The following formats are acceptable.

e Email Name (for example, net_admin@company.com)
* DNS Name (for example, gateway.cleveland.company.com)
e IP Address (for example, 192.168.34.21)
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Local Identity

Server Certificate

Click the drop-down list box to view all certificates that have been issued to the
server. Server Certificates are configured from the System -, Certificates: Generate
Certificate Request screen.

Administration Privileges

Administrator privileges are assigned to usersin charge of configuring,
monitoring, and managing the switch. Enter the User ID and Password to allow
this person Administrator Rights (and reenter the password to verify that you
typed the password you intended).

Admin Rights

There are three types of Administrator access rights: Manage Switch, Manage
Users and Add Subgroups. In addition to providing different levels of access
rights, the Admin Rights settings also control which status reports you can view
(see the section “ Status Reports” for the types of reports).

The Manage Switch and Manage Users access right settings can be assigned one
of the following privilege levels:

* None - This user does not have Administrator rights to M anage the Switch or
Manage Users; the user cannot view or manage switch configuration or user
settings.

* View - Thisuser has Administrator rightsto view (monitor) Switch
Configuration or User Rights settings, however, the User cannot Manage
(change) them. Thisisthe lowest level of Administrator Rights.

* Manage - This user has Administrator rightsto View (monitor) and Manage
(configure) other Switch Configuration or User Rights settings. Thisisthe
highest level of Administrative Rights.

e Add Subgroupsis acheck box that lets you give the user the authority to add
and delete subgroups under the given directory when the user only has View
authority with Manage Switch access rights.
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Manage Switch
This setting allows you to manage the switch completely, including groups,

servers, control settings, and encryption levels. However, to manage users, you
must also enable the Manage Users setting for this user.

Manage Users

This setting allows you to manage users, which allows you to add, delete, or edit
User records.

Add Subgroups

This setting allows you to manage subgroups, which allows you to add, delete, or
edit subgroups under the pre-configured groups.
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Filters

The Filters screen allows you to Create, Modify, Copy, or Delete aFilter. You use
this screen to manage your switch’s tunnel filters (for user groups) or interface
filters (for LAN and WAN interfaces).

Figure 108 Filters
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Changing atunnel filter does not affect any existing tunnels. You must reestablish
the existing tunnels for changes to take effect.

Current Filters

The Current Tunnel Filters and Current Interface Filters windows show the
currently available filters. A filter usually consists of one or more inbound rules
(coming into the enterprise) and one or more outbound rules (leaving the
enterprise). Filter names are a convenient way of managing a set of rules.

To perform any of the following operations, click on thefilter in the Current
Filters window, then click on the appropriate button.

Edit

Click the filter that you want to modify, then click the associated Edit button. The
Filter Rules for that filter appear.

Delete
Click the filter that you no longer intend to use, then click the associated Delete

button. The name is removed from the list. You cannot delete afilter that is
currently in use.

Create

Enter the new filter name and click the associated Create button. The Edit Filter
screen appears.

Copy Filter

Use the Copy Filter buttons to copy an existing filter from one filter set to the
other. For example, if you have aready created afilter for tunnels, you can copy it
for use by your switch's interfaces.

Note: If you plan to use afilter for both tunnels and interfaces, it must
nd appear in both windows on the Filters screen.
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To copy afilter, click on the existing filter in one Current Filters window, then
click the appropriate Up or Down button to move the filter to the other Current
Filters window. The Copy Filters screen appears, asking you to confirm that you
want to copy thefilter.

Figure 109 Copy Filters
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You can also rename the filter before you copy it.

Note: Additional set up steps might be required if you copy atunnel
=>| filter for use by a Contivity Firewall. Thisis because the traffic that uses
the Contivity Firewall traverses two of the switch’'s interfaces (for
example it might enter viaa public interface and exit through a private
interface). On the other hand, tunnel traffic only enters and exits through
asingle physical interface.
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Edit Filter

This screen alowsyou to add, Edit, Delete, or alter the ordering of Filter Rules by
moving them up or down in the rules priority list. If you are editing atunnel filter,
you can also enable or disable HTTP, SNMP, FTP, Telnet, or PING through a
tunnel as part of thisfilter.

Note: The Allow Management Traffic portion of this screen does not
nd appear for Interface Filters.

Filter Set

The name of thefilter that you are currently editing.

Rules in Set

Liststhe rulesthat are already contained in thefilter that you are editing.

<< (Add Rule)

Click on arule from the Available Rules list on the right of the screen, then click
on the left arrow to add the rule. This adds the selected rule to the current rules
list. The new rule is added after the rule currently selected in the Rulesin Set lit.

>> (Remove Rule)

Click on arule, then click theright arrow to remove or delete it from the Rulesin
Set list.

A (Move Up)

Click onaruleinthe Rulesin Set list, then click the up arrow to move the rule up
one placeinthelist.

0 (Move Down)

Click on aruleinthe Rulesin Set list, then click the down arrow to move the rule
down one place in thelist.
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Available Rules

Thisfield lists all of the rules that are available on the switch to add to the filter.
They appear in the format of:

Nanme: Rule String (according to the G sco fornat)
Manage Rules

Click to view the Current Rules screen, from which you can Create, Edit, Copy, or
Delete aRule.

Allow Management Traffic

Note: The Allow Management Traffic section applies only to tunnel
=*| filters, and does not appear on the screens for interfacefilters.

By manipulating these options, you can restrict management access to the switch
through tunnels. Each filter set has an explicit list of management services. By
specifying the management services allowed through a tunnel, you can control
which groups of users are able to perform different management tasks while
tunneled into the switch.

The switch's default filter is Permit All, and the settings for thisfilter are to allow
HTTR SNMP, and PING. But if you create a new filter, all Management Traffic
settings are disabled by default.

The management protocols are broken into two groups. The Local Services
selections refer to services that reside on the switch. The Remote Servers
selectionsrefer to servicesthat reside on other systemsthat are used by the switch.
When enabled, network traffic for these servicesis allowed through tunnels.

The management services apply to user and branch office connections. These
options do not affect HTTP, SNMP, FTPR, Telnet, or PING protocoal traffic that is
passing through the switch outside a tunnel.
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For these Local Services

HTTP

Enable or disable access to the Web server on the switch.

SNMP

Enable or disable SNMP “gets’ to the switch.

FTP

Enable or disable FTP “puts’ or “gets’ to the switch.

Telnet

Enable or disable Telnet access to the switch.

PING

Enable or disable PING access to the switch.

RADIUS

Enable or disable access to the switch’s RADIUS authentication service.
FIREWALL

Enable or disable Check Point FireWall-1 management traffic. When enabled,
Check Point Management stations can communicate viaatunnel with the switch’s

integrated Check Point Firewall-1.

For these Remote Servers

The Remote Servers optionsrestrict traffic to external servicesthat are required by
the switch. By specifying these services, you can restrict which tunnels on a
switch can send protocol traffic for external servicesit requires.
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FTP
Enable or disable FTP access from the switch to external FTP servers on the other

end of atunnel. The FTP back-up and FTP upgrades facilities are examples of
external servicesthat are controlled by this option.

DHCP

Enable or disable access to dynamic host configuration protocol (DHCP) servers
from the switch.

RADIUS
Enable or disable the switch’s ability to access aremote RADIUS server.
DNS

Enable or disable remote users from using the Domain Name Server (DNS)
service for the switch.
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Manage Rules

Click Manage Rulesto view the current rules that you can manage.

Figure 110 Manage Rules
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Create
Click to create anew Rule. The Rule Definition screen appears.
Edit

Click on arulethen click Edit to modify it (refer to “Edit Filter” for details).
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Copy

Click on arulethen click copy to create a copy of the rule.

Delete

Click on arule, then click Delete to remove it from the list of possible filter rules.
You are prompted to confirm the rule deletion.

If theruleis contained in any filters, the deletion screen prompt informs you of
how many filters are affected by the rule’s deletion.

Creating, editing, and copying a filter rule

The Create Filter Rule Definition, the Edit Filter Rule Definition, and Copy Filter
Rule Definition screens are similar and therefore the field descriptions are
presented together in this section.
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Figure 111 Create Filters Rule Definition
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Figure 112 Edit Filter Rule Definition
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Rule Name or Filter Rule For

Create a Rule Name or show the Rule that you intend to modify. Thelast rule of a
filter by default is always Deny any packet. Therefore, build your filter groups by
first permitting the services that you want to allow into or out of the switch. Deny
any packet does not appear in the rules list. For efficiency, you might want to add
aDeny rule earlier in the rules sequence so that an unwanted packet is dropped
before processing al rulesin afilter.

Filter Action

The Filter Action determines the switch’s action when a packet matches the rule.
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Permit

Click Permit to allow such packets.

Deny

Click Deny to drop such packets.

Direction

You can filter packets from either the Inbound or Outbound direction.

For tunnel filters, the direction setting is relative to the switch. For example, if
Outbound is selected, packets from the switch headed in the Outbound direction
would be filtered (into the tunnel, which is typically out to the Public network).

For interface filters, the direction setting is relative to the interface that the filter is
applied to. For example, if Outbound is selected, and the interface filter is applied
to aprivate interface, then packets heading out to the private network from the
interface would be filtered.

Inbound

The filter is applied to Inbound packets. For tunnel filters, Inbound is from the
Public Data Network (PDN) to the Private network. For interface filters, Inbound
istraffic that is received by the interface.

Outbound

Thefilter is applied to Outbound packets. For tunnel filters, Outbound is from the
Private network to the Public Data Network (PDN). For interfacefilters,
Outbound istraffic that istransmitted by the interface.

Address

You can filter packetsto or from a given Inbound or Outbound Address. Either
sel ect the existing address from the drop-down list box, or click Modify to create a
new address and mask, or delete an existing address and mask. Refer to “ Current
Addresses” for additional information.
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The Address is aways an enterprise (private) address: for inbound filters, itisa
destination address; for outbound filtersit is a source address.You might want to
create arule to permit traffic outbound to all addresses.

Protocol

»  Click the drop-down list box to select the appropriate Protocol. To add, edit,
or delete Protocols that you want to filter, click Modify. Refer to “ Current
Protocols’ for additional information. The default list follows:

* ICMP -- Internet Control Message Protocol isaNetwork protocol layer. The
PING utility generates ICM P packets. PING is often used to see if asystem’s
network is available.

* IP--Internet Protocol is a Network layer protocol in the TCP/IP stack that
offers a connectionless internetwork service. | P packets that are encapsul ated
within other packets create “IP over IP” Multicast | P packets (packets that
have multicast destinations), carried between networks that support
multicasting over intermediate networks that do not, are the most common
implementation. Conferencing and other services that are offered through
Multicast Backbone (MBONE) are examples.

e TCP-- Transmission Control Protocol is atransport layer protocol in the TCP
/IP protocol stack. Thisis a connection-oriented protocol that provides
reliablefull-duplex datatransmission. Web browsersusing HTTPand FTP are
examples.

e UDP -- User Datagram Protocol is a transport layer protocol in the UDP/IP
protocol stack. UDP is a connectionless service that exchanges datagrams
without acknowledgment or delivery guarantees, and therefore requires that
error handling and retransmissions are handled by other protocols. DNS and
WINS are examples.

Source and Destination Ports

You can filter packetsto or from the Source and Destination Ports. Thiswould
permit or deny any packets from being transferred by the switch based on the
Source and Destination Ports. If the port matches any of the following variables,
then the configured action is taken.

For example, if apacket’s Source Port Equalsthat in the Filter rule, and theruleis
to deny packets from that Source Port from entering the switch, then the packet is
dropped. The Source or Destination isrelative to the direction of the rule.
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*  Equa

* Not equal

e Greater than
e Lessthan

e GT (greater than) or equal
e LT (lessthan) or equal

The most common source and destination portsin use are available in an
aphabetical drop-down list box. Select the appropriate port for your filter rule. To
add, edit, or delete ports that you want to filter, click Modify. Refer to “Create or
Edit Port” for additional information.

TCP Connection

The TCP Connection setting is used only when the protocol is TCP. This can be
useful when setting up rulesif you need to identify whether the packet isinitiating
a TCP connection.

The TCP Connection establishment (ACK hit) allowsyou to configure afilter rule
that does not permit internal systems to establish connections with tunneled hosts.
It does, however, permit tunneled hosts to establish connections with internal

servers. To configure this, permit TCP packets without the ACK bit (Don’t Care)
into the tunnels only and not out of the tunnels.

Established
Select Established to identify packetsin an already established TCP Connection.
Don’t Care

Select Don’t Care when you do not care whether a TCP Connection has been
established.
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Common filter modify fields
Under the Filters— Rules Definition screen, the Modify button for the Addresses,
Protocols, and Ports screens al have common fields, which are listed here using

the subject Addresses. Each of the other two filter fields responds as stated here,
though of course the subject of the action is either Protocols or Ports.

The fields that are not common to other screens are described with the particular
screen.

Create
Click to add anew Address.
Edit
Click to Edit a selected Address Mask.

Delete

Click to Delete a selected Address.

Current Addresses

The Current Addresses appear in the screen. To edit or delete an Address, click the
Address, then click Edit or Delete. To create an Address, click Create.
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Figure 113 Current Addresses
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Current Addresses

Displays the current |P addresses that are to be filtered.
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Create or Edit Address

Following is a sample Create or Edit Address screen.

Figure 114 Create or Edit Addresses
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Address Name

Enter the IP Address Name for the entry to be created or edit an existing Address
Name.

Address

Enter the |P Address for the entry to be created or edit an existing Address.

Reference for the Contivity VPN Switch



312 Chapter 5 Profiles

Wildcard
Enter the Wildcard to be applied to the address or edit an existing Wildcard. This
follows the Cisco filter rule convention. Place ones in the bit positions that you
want to ignore. Following are three Wildcard examples:

Table 24 Wildcard examples

255.255.255.255 The Address does not matter (any address).

0.0.0.0 The system looks for an exact Address match.

0.0.3.255 The first two octets and the six most significant bits of the
third octet create the address match.

Current Protocols

The Current Protocols appear in the screen. To edit or delete a protocol, click the
protocol number, then click Edit or Delete. To create a protocol, click Create.
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Figure 115 Current Protocols
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Current Protocols

Lists the Protocols that are currently configured for thisfilter.

Create or Edit Protocol

Following is a sample Create or Edit Protocol screen.
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Figure 116 Create or Edit Protocols
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Protocol

Enter anew or edit an existing Protocol Name.

Protocol Number

Enter anew or edit an existing Protocol Number.

Current Ports

The Current Ports appear in the screen. To edit or delete a port, click the port
number, then click Edit or Delete. To create a port, click Create.
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Figure 117 Current Ports
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Current Ports

Listsal of the currently configured ports by name and number.

Create or Edit Port

Following is a sample Create or Edit Port screen.
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Figure 118 Create or Edit Port
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Port Name

Enter a new or edit an existing Port Name.

Port Number

Enter a new or edit an existing Port Number.
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Hours

The Hours of Access screen allows you to set predetermined times during which
you can permit a group of users access. Thistime allocation provides for very
specific access at certain hours only or complete access anytime; or variations that
allow you to shut users out to perform network maintenance.

Figure 119 Hours of Access
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Name

The Name of the defined schedul es that can be assigned to Groups appear in the
list box. Use one of the available buttons to modify the list. Default is Anytime.

Edit
Click to modify the profile of the access schedule currently selected.

Delete

Click to Delete the access schedule currently selected. You cannot delete a
particular schedule of hoursif it is being used by a group.

New Access Hours
Enter the Name for a new profile of access hours.
Add

Click to Add an access profile to the list of defined schedules.

Edit Hours of Access

This screen allows you to configure exact times that a group is permitted access to
the switch. The ranges are Monday to Sunday, 00:00:00 to 23:59:59, based on a
24-hour clock.
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Figure 120 Edit Hours of Access
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Day

Click the Days of the week that you want this group to have access to the switch,
from Monday to Sunday.

Hours Allowed

Enter the Hours Allowed that you want this group to have access to the switch:
from 00:00:00 to 23:59:59, based on a 24-hour clock.

Reference for the Contivity VPN Switch



320 Chapter 5 Profiles

Networks

The Networks screen allows you to specify network routes that are tunneled when
you enable the split tunneling or branch office features.

After you specify networks, you associate them to specific groups for tunneling
capabilities through the Profiles— Groups - Connectivity Edit screen. You specify
branch office networks through the Profiles - Branch Office Edit screen.

Figure 121 Networks
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Current Networks

Shows the currently configured network routes that you can select when
specifying split tunneling or branch offices.

Note: A maximum of 16 routes are allowed on the August 1995 version
=»| of Windows 95 systems; the switch di splays more than 16 routes, but you
cannot tunnel through them.
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Edit

Click the Network that you want to modify, then click the Edit button. The Filter
Rules for that group appear.

Delete

Click to Delete a Network that you no longer intend to use. The name is removed
from thelist. You cannot delete a Network that is being used.

Create

Enter the new network name and click to Create a new network; the Networks
Edit screen appears.

Networks Edit screen

The Networks Edit screen allows you to assign | P addresses and subnet masks to
the networks.
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Figure 122 Networks Edit
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Current Subnets For

Shows the currently configured | P addresses and subnet masks for the network
that you are editing.

New Subnets For

Enter the |P Addresses and Subnet M asks for the networks, then click Add.
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Domains

The Domains screen allows you to specify the domains that are used by the Client
Auto Connect feature. This screen helps simplify management by grouping
domains into sets. You then specify which sets of domains are used for particular
IPSec tunnels on the Profiles— Groups - Edit |PSec screen.

When aremote client user attempts to connect to alocation, such as aweb site,
that isin a specified domain or set of domains, the Client Auto Connect featureis
started. For more information, refer to “Forced L ogoff.”

Figure 123 Domain
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Current Domain Sets

Shows the currently configured sets of domains that you can use when specifying
the Client Auto Connect feature.

Edit

Click the domain set that you want to modify, then click the Edit button. The Edit
Domain Set screen appears.

Delete

Click to delete adomain set that you no longer intend to use. The name isremoved
from thelist. You cannot delete a domain set that is currently being used.

Create Domain

Enter the name of the new domain set, then click the Create Domain button. The
new name is added to the Current Domain Setsfield. You can then edit the domain
set and add the names of the domains that you want included in the set.

Edit Domains screen

The Edit Domains screen alows you to add domains to the selected domain set.
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Figure 124 Edit Domains
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Current Domains in domain_set

Shows the name of the domain set that you are editing and the names of the
domains that are in the domain set.

Delete
Select the domain you want to delete, then click the Delete button. The nameis

removed from the list. You cannot delete a domain from a domain set that is
currently being used.

New Domain for domain_set

Enter the name of the domain you want to add to the domain set, then click Add.
The new domain appears in the Current Domains in domain_set field.
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Network Address Translation (NAT)

Network Address Translation (NAT) is the translation of one network |P address
that isused within aLAN to a different IP address that is used outside the LAN.
This feature allows a system to be identified by one address on its own network,
yet be identified by atotally different address to systems on a different network.

Creating NAT sets

NAT setsare collections of rulesthat make up anamed set. You can create specific
NAT sets for certain conditions, and assign the sets as they are appropriate to the
conditions. NAT sets are typically applied to branch officesthat use either static or
dynamic address schemes.

The NAT screen alows you to create NAT sets and edit or delete any currently
defined NAT sets. To create new NAT sets, you define aname and click Create.

When you edit an existing NAT set, the NAT Rules screen appears. The NAT
Rules screen allows you to add new rules or edit existing rules. This screen lists
the currently defined rules for a given set.

Translation Type

Select one of the NAT Trand ation Types.

Static

A static addressis the most specific NAT type or rule and it always overrides
dynamic rules. Static addresses are considered to be one-for-one. A host name
using thisruleis aways bound to the same external address. For example, 10.2.3.2
within the intranet is always trandated to 192.168.34.65. A static address allows
bidirectional accessto a destination address, aslong as the DNS servers are
configured accordingly. Additionally, either client device can use the bidirectional
address.
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Port

Unlike static rules, dynamic port NAT is not one-for-one. All packet transmissions
must be initiated from the internal network. For dynamic port trand ation, the
switch checksto seeif the packet matches any translation table entries. If an entry
exists, then the destination port and address are modified appropriately. If there
are no matching entries, then the switch checks to see if the packet isinitiating a
connection. If so, then the next available port is allocated, the address and port are
added to the trand ation table, and the packet is modified accordingly. The port
assignment is allocated from the range of unassigned port numbers. For an
incoming packet, if there are no matching entriesin the tranglation table, then the
packet is dropped.

Pooled

Dynamic pooled NAT is similar to dynamic port NAT. The switch checks to see if
an address entry has already been alocated for this situation. If so, the packet
addressing is updated and the packet is sent. Otherwise, the switch attempts to
allocate an address from a pool designated for this session. If an addressis
available, the switch adds the address pair (the original private address and the
newly assigned public address) to the tranglation table and modifies the packet
header. If there are no addresses available, the packet is dropped. For an incoming
packet, if there are no matching entries in the translation table, then the packet is
dropped.

Internal

Enter the start and end addresses that represent the address pool that is used within
the intranet.

Start Address
Enter the first available address that is used within the intranet address pool.
End Address

Enter the last available address that is used within the intranet address pool.
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External

The External addressis for the endpoint device. Enter the start and end addresses
that represent the addresses used for the public network (Internet).

Start Address
Enter the first available address that is used for the public network.
End Address

Enter the last available address that is used for the public network.

Branch Office

You access the Branch Office screen through the Profiles— Branch Office menu
selection. You use the subsequent configuration pagesto set up a branch office
connection. The screens enable you to specify the attributes of the switches that
are participating in the connection and to set up network parameters, such as
addresses, tunnel type, and connection type, for the connection.

The Contivity VPN supports symmetric, or peer to peer branch office tunnelswith
fixed endpoints, and asymmetric branch office tunnels. An Asymmetric Branch
Office tunnel indicates a branch office tunnel where one of the endpoints does not
have afixed |P address. Such situations exist in the small branch office or SOHO
environments where the Contivity VPN Switch’s public interface is behind aDSL
or Cable modem. The DSL or Cable modem services typically do not guarantee a
static |P address. Branch office tunnelsin these situations are asymmetric because
only one side of the tunnel can initiate a connection.

When you create a branch office connection, you associate it with a group. The
branch office connection then inherits the attributes of that group. You can
associate multiple branch offices with the same group, thereby saving set up time
and increasing management efficiency. For example, you might plan on creating
several VPN connections from various remote sales officesinto your enterprise
headquarters. In this case you would create all of the connectionsin the same
group so they would all have the same attributes, such as hours of access,
encryption method, and password management.
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You use the main Branch Office screen to create new branch office connections
and to edit or delete existing connections. The screen also enables you to add or
edit the group that is associated with your branch office connection.

Figure 125 Branch Office
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Edit

Accesses the Edit screen for either the selected group or the selected branch office
connection. The Groups are shown in bold above the branch office connections.

When you click the Edit button for a Group on the Branch Office screen, you
access the Edit Group screen (see “Edit agroup” for more information.) This
screen is used to set up connectivity, |PSec (for IPSec tunnels), and routing
attributes for a particular group. Edit the configuration parameters as appropriate.

When you click the Edit button for a branch office connection, the “ Edit
Connection screen appears.
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Delete

Deletes the sel ected group or branch office connection.

Test

The Test button provides a mechanism for you to verify that the branch office
connection is properly configured and that the remote gateway remains reachable.
Detailed messages are sent to the Event Log to help identify failure events.

When you click the Test button, establishment of the Branch Officetunnel is
attempted. If the test is successful, this insures that the remote and local gateway
configuration is correct. If for any number of reasons the connection
establishment fails, afailure message should indicate what the configuration
problem might be. The Event Log is used extensively during thistest to provide
details about the test. Additional logging is done as part of the tunnel protocols
(L2TP and 1PSec), which should provide enough information to determine the
problem.

In some cases, however, the actual reason for the failure is due to some remote
configuration issue that is not provided in failure exchange with the remote
gateway. In such cases, it may be difficult for you to determine the exact reason. If
possible, initiating the test from the remote gateway could provide the necessary
details.

Note: The Test button is not supported with Branch Office tunnels that
=»| have aconnection type of Responder.

Configure IP

The Configure IP button accesses the Branch Office - Edit - |P screen. You use
this screen to enable and disable a branch office and to configure routing for the
branch office.

Enable/Disable

The Enable/Disable button toggles the Branch Office connection between states.
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Define Branch Office Connection

The Define Branch Office Connection button accesses the Define Connection
screen, which you use to name a new branch office connection and to associate it
with a group.

Add Group button

Accesses the Add Group screen, which is used to create a new group. The new
group can then be associated with a branch office connection.

Add Group screen

This screen is used to add a new group that is associated with the branch office
connection. The new group inherits the attributes (for example, Access Hours) of
its parent group, which are then used by the branch office connection.

Parent Group

The drop-down list box shows all the branch office groups that have been set up
on the switch. Select the group whose attributes are inherited by the new group.
Refer to the Profiles— Groups— Edit — Connectivity screen for additional details
on the hierarchical structure of group attributes.

Group Name

The Group Name identifies the new group that are associated with the branch
office connection. The Group Name can be a maximum of 64 characters (spaces
are permitted).

Edit Group

When you click the Edit button for a Group on the Branch Office screen, you
access the Edit Group screen (see “Edit agroup” for more information.) This
screen is used to set up Connectivity, |PSec (for |PSec tunnels), and routing
attributes for a particular group. Edit the configuration parameters as appropriate.
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Figure 126 Branch Office - Edit Group
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Edit Connectivity

Click Configure in the Connectivity section of the Edit Group screen to configure
the connectivity attributes of the group.

Figure 127 Branch Office - Edit — Connectivity
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Nailed Up

Specify if the Branch Office connection is nailed up or not.
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Branch Office connections can be on-demand or nailed up.

On-demand branch office connections are established as a result of receiving data
destined for some remote network or host. Thisinitial data (one or more packets)
is discarded until tunnel establishment is complete. Once the connectionis
established, datais then successfully delivered.

Nailed up branch office connections are established at system start-up or during
re-configuration. These connections do not require data to trigger the
establishment of the tunnel. Thus, when initial data arrives for a remote network,
the tunnel establishment may have already been completed and the data can be
delivered. If the tunnel establishment is not complete prior to receiving data for
the remote network, (that is, if the connection establishment exchangeisin
progress or the remote gateway is not reachable), then the datais discarded.

Note: Datafor Nailed up connectionsis not buffered. Thisis also the
=»| casefor on-demand connections.

Access Hours

Specify the time ranges during which accessis allowed for usersin this group.
These time ranges are configured from the Profiles->Hours screen. The default
valueis Anytime.

Call Admission Priority

Specify the Call Admission Priority level (from low to highest) you want to permit
for this group. Each leve is assigned a percentage of the total number of calls
allowed accessto the switch. If thereisa particularly high number of userslogged
in, new users could be denied call access, based on their Call Admission Priority,
until existing callers disconnect.

Possible Call Admission Priority levels are:

» Highest Priority (default)
e High Priority

e Medium Priority

* Low Priority
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Forwarding Priority

Specify the Forwarding Priority level (from low to highest) that you want to
provide to sessions for usersin this group. Forwarding Priority assures a certain
level of latency and bandwidth allocation. For example, a group with the Highest
Forwarding Priority has the highest possible bandwidth service and the lowest
level of latency.

Conversely, if thereis aparticularly high level of traffic on the line, packets for a
Low Priority group might be delayed or dropped. Since aLow Priority group has
the least amount of bandwidth and the highest level of latency, some of its packets
would wait until the higher priority level packets have been forwarded or they
would be dropped.

Possible Forwarding Priority levels are:

» Highest Priority

» High Priority

e Medium Priority

» Low Priority (default)

Idle Timeout

Enter an appropriate |dle Timeout in days, hours, minutes, and seconds format:
dd:hh:mm:ss. The Idle Timeout is an amount of time a connection can beidle (no
data has been transmitted or received through the connection for the specified
amount of time). When the Idle Timeout expires, the session is terminated. This
option helps prevent allocation of resources on the switch for sessions that are no
longer active.

The default Idle Timeout is 00:15:00 minutes; the range is 00:00:00 to 23:59:59.
The maximum number of daysis 29. A setting of 00:00:00 specifiesno Idle
Timeoult.

Note: All sessions check their configuration at startup time. Therefore,
=>| if you change the time of the idle timeout during a session, the change
only affects new sessions and not any existing ones.

Reference for the Contivity VPN Switch



336 Chapter 5 Profiles

The Idle Timeout setting is valid for traffic coming into the device only.

Note: Branch Office connections do not support the CA Certificate

=>| Allow All feature. Therefore, you must have an explicit entry for each
Branch Office connection. Only branch offices with the branch office’'s
certificate subject distinguished names entered into the Profiles— Branch
Office: Define Branch Office Connection screen can authenticate using
certificates issued by the CA.

Forced Logoff

You can specify atime period to force the logoff of usersin this group.

RSVP

Click to enable RSV P (Resource ReSerVation Protocol). The Nortel Networks
RSV P implementation allows you to signal the network for required bandwidth.
The client must be configured appropriately for RSV P to work. Additionally, only
the controlled load-service is supported. This option is Disabled by default.

RSVP: Token Bucket Depth

The Token Bucket Depth influences packet flow delays within the switch and
participating routersin the Internet. The largest amount of data the switch holdsin
its queue determines latency. New packets arriving are delayed by atimethat is
proportional to the amount of traffic that is ahead of them in the queue, whichis
no greater than the Token Bucket Depth. When the queue exceeds the Token
Bucket Depth, incoming packets are dropped. To guarantee reduced latency, the
Bucket Depths should be small. Typically, you should not change this setting.
Default is 3000 bytes.

RSVP: Token Bucket Rate

The Token Bucket Rate is the highest long-term average datarate (in Kbps)
required over time for the connection. It informs the switch and participating
routersin the Internet how much bandwidth to reserve for the RSV P session.
Typically, you should not change this setting. Default is 28 Kbps.
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Address Pool Name

Click on the drop-down menu to select the Address Pools used by remote users to
access this switch. The drop-down list shows all pools that have been defined on
the switch. (Address pools are defined on the Servers— User |P Addr screen).

Select the New Address Pool link to define a new pool. Refer to “Remote User IP
Address Pool” for details. Thisoption is set to Default Pool by defaullt.

Branch Office Bandwidth Policy

Click the Configure button in the Bandwidth Policy section to modify bandwidth
characteristics for this group. Click the Use Inherited button to apply the settings
of the parent group to this group.

Committed Rate

Select a Committed Rate from the list of available bandwidth rates. If the desired
bandwidth rate is not listed, click on Define new bandwidth rate to create a new
one.

Excess Rate

Select an Excess Rate from the list.

Excess Action

Choose an Excess Action for traffic handling, either Drop or Mark.

Edit IPSec

Click Configure in the |PSec section of the Edit Group screen to configure the
I PSec attributes of the group.

Edit OSPF

Click Configure in the OSPF section of the Edit Group screen to configure the
OSPF routing attributes of the group.
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Edit RIP

Click Configure in the RIP section of the Edit Group screen to configure the RIP
attributes of the group.

Edit Connection

When you click the Edit button for a branch office connection, the Edit
Connection screen appears. See “Edit Connection” for more information.

Configure IP

The Configure IP button accesses the Branch Office - Edit - | P screen. You use
this screen to enable and disable a branch office and to configure routing for the
branch office.
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Figure 128 Branch Office - Edit— IP
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Connection Information

Connection Name

Displays the name of this branch office connection.
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Group Name

The Group Name list contains the names of all groups that have been set up on
this switch. Select the group that you want to use for the branch office connection.
Thegroup isachild of its associated Parent Group and inherits the Parent Group’s
network access attributes (refer to the Profiles - Groups - Edit — Connectivity
screen for details). You can later modify the new group’s inherited options.
State

Shows the current state of this branch office connection, either enabled or
disabled.

Routing

Use the drop-down list box to select either Static or Dynamic routing for this
branch office connection.

Static Routes

Accessible Networks

You use the Accessible Networks section of the Static Routes to define loca and
remote networks to which the branch office has access. Use Profiles — Networks
to define local networks and the Add button to define remote networks.

NAT
Use the drop-down list box to select from available NAT sets.
OSPF

OSPF State

Use this to enable and disable OSPF routing for the branch office.
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Area ID

Area|Ds are used as representations of parts of the OSPF network. They help to
manage large numbers of networks so that they can exchange information within
an area. If the area represents a subnet, the | P network number can be used for the
ArealD. Each Area ID must be unique for OSPF. By default all switches have an
areanamed 0.0.0.0.

Cost
Enter a Cost value for OSPF routing.
RIP

Use this to enable and disable RIP for the branch office.

Define Branch Office Connection

The Define Connection screen is used to create anew branch office connection. To
define a new connection, you first enter its name, then associate the new
connection with a group. The connection inherits the attributes of that group.
When you click OK, the branch office connection is created and the Define/Edit
Connection screen appears.
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Figure 129 Define Connection

— Branch Office —= Define Conneclion

Connecson Mama |

Greup Hame [-L.ha': - El
Canmecting Typa ||'F=--'-' Fear j
Contral Tummel ™

_ ok | cancs |

NERTEL
NETWORKS

Connection Name

The name of the new branch office connection. The name can be a maximum of
64 characters (spaces are permitted).

Group Name

The drop-down list box contains the names of all groups that have been set up on
this switch. Select the group that you want to use for the branch office connection.
Thegroup isachild of its associated Parent Group and inherits the Parent Group’s
network access attributes (refer to the Profiles - Groups - Edit — Connectivity
screen for details). You can later modify the new group’s inherited options.

Connection Type

Selection the type of Branch Office connection that you want this branch office to
use.
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Peer to peer

Peer to peer connection type is the traditional branch office tunnel, where either
side can initiate traffic.

Initiator

With Asymmetric Branch Office Tunnels (ABOT), one side has to be configured
asthe Initiator and the other as the Responder. Only the Initiator can bring up the
tunnel.

When the connection type is set to initiator, there is no need to define alocal
endpoint. It should be configured for a tunnel type of 1PSec only, and the IPSec
authentication requires an initiator 1D.

Responder

When the connection typeis set to Responder, neither local or remote endpoints
arerequired. It must be configured to use the IPSec authentication provided by
specifying the same initiator 1D asin the associated I nitiator branch office tunnel.

Control Tunnel

Put a check in the Control Tunnel check box to specify that this branch office
connection isfor a control tunnel. If you want a branch office connection to be a
control tunnel, it must be configured as such at itsinitial configuration. When you
create and save a branch office connection, you cannot later change the control
tunnel specification for that connection. You must set up a new connection and
create it asa control tunnel.

Note: Administrator User IDs are not tied to control tunnel 1Ds.
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Edit Connection

The Edit Connection screens allows you to enable the Branch Office feature and
to specify routing and networking information, local and remote identification,
and authentication attributes for the branch office connection.

Figure 130 Branch Office - Edit Connection
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Figure 131 Branch Office - Edit Connection - continued
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Connection information

Connection Name

The name you assign to this branch office connection. The name can be a
maximum of 64 characters (spaces are permitted).
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Connection Type

Selection the type of Branch Office connection that you want this branch office to
use.

Peer to peer

Peer to peer connection type is the traditional branch office tunnel, where either
side can initiate traffic.

Initiator

With Asymmetric Branch Office Tunnels (ABOT), one side has to be configured
asthe Initiator and the other as the Responder. Only the Initiator can bring up the
tunnel.

When the connection typeis set to initiator, thereis no need to define alocal
endpoint. It should be configured for a tunnel type of 1PSec only, and the IPSec
authentication requires an initiator 1D.

Responder

When the connection typeis set to Responder, neither local or remote endpoints
arerequired. It must be configured to use the |PSec authentication provided by
specifying the same initiator 1D asin the associated I nitiator branch office tunnel.

Group Name

The group that defines the attributes that are used by the branch office connection.
Thisgroup isachild (subset) of its associated Parent Group and inherits the
settings from the Parent Group. You can click on the Group Detailslink to view or
modify a subset of the group’s settings. Modifications of a child group do not
change the settings of the Parent Group.

State

Use the drop-down list box to toggle the state between enabled and disabled.
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Configure Routing

Click the IP button to specify the type of routing to use for traffic going through
the branch office connection.

» If you choose Static routing, you must manually specify the Accessible
Networks (the private interna networks behind a switch that can be accessed
viathe branch office connection).

» If you choose RIP, the routing protocol automatically determinesthe
accessible networks based on information that is entered on the
System - LAN Interfaces— Edit IP Address screen.

Click the drop-down list to choose the routing type that to be used for your branch
office connection.

Configuration

Enable Branch Office Connection

Click to Enable the Branch Office feature for this switch.

Note: Asasecurity mechanism, the Enable Branch Office Connection
=»| selection isautomatically disabled (the check mark is removed) when
you attempt to save an incorrect configuration. For example, if you check
the box to enable the branch office connection, then fail to specify the
remote address, the Enabled check box is cleared (disabled) and an error
message appears when you select the OK button to save your
configuration.

Address

Used to specify the public interface |P addresses of the switches that form the
branch office connection. The Local Endpoint address is the public interface |P
address of the switch whose Management Interface you are using. The Remote
Endpoint address is the public interface | P address of the switch that forms the
opposite end of the branch office connection.
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Accessible Networks

If you have chosen the Static routing type, this field appears on the screen. It does
not appear if you are using RIP routing. The accessible networks are the private
internal networks that can be reached through the tunnel connections of this
branch office connection.

e To specify the Local Endpoint networks, click the drop-down list to display a
list of available local networks. These networks have been previously set up
on the Profiles - Networks screen. The Local networks are the subnetworks
on the private internal network of the local switch (the switch whose
management interface you are currently using).

»  To specify the Remote Endpoint networks, click Add to go to the Add
Networks screen and add the remote networks for the branch office
configuration. The Remote networks are the subnetworks on the private
network of the remote switch.

NAT

If you choose the Static routing type, this field appears on the screen. It does not
appear if you are using RIP routing. Network Address Trandation (NAT) allows a
system to be identified by one address on its own network, and by atotally
different addressto systems on adifferent network. NAT enables you to build your
VPN without requiring that you reconfigure or rename your existing network.
NAT sets are defined on the Profiles— NAT screen. Refer to “Network Address
Tranglation (NAT)” for more information on NAT.

Click the drop-down list and select the NAT set that you want to use.

Filters

Select the desired filter that is associated with this connection, or use the default
filters of permit all. Packet filtering controls the types of access allowed for users
of this branch connection. Filters are based on various parameters, including
Protocol 1D, Direction, |P addresses, Source, Port, and TCP Connection
Establishment. Filters are defined on the Profiles - Filters screen.

Click the drop-down list and choose the filter that you want this branch office
connection to use. The default is permit all. You can specify one filter.
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Tunnel Type

Use the drop-down list to change the tunnel type for the connection. The default
typeis IPSec. Click the drop-down list and select either IPSec, PPTP, or L2TP,

Note: If you change the Tunnel Type, the fields in the Authentication
=>| portion of this screen change to reflect the different configuration
regquirements for the new Tunnel Type.

Authentication

This portion of the screen alows you to configure the authentication that is used
between the local and remote branch office switches. The fields that appear in this
screen depend on whether you are using an IPSec, PPTP, or L2TP tunnel type.

IPSec Authentication

Pre-Shared Key: Text or Hex String

Thisis an aphanumeric text or hexadecimal string that is used between the local
and remote branches for authentication. In order for authentication to occur, you
must use the same pre-shared string on both the local and remote branch offices.

Certificates

Certificates are associated with each endpoint gateway and allow for mutual
authentication between two connections. The certificate portion of the screen
includes information about the remote branch office system, the authority that
issued the certificate, and the certificate identification.

Remote Identity

Thisisthe name of the remote peer initiating the tunnel connection. You can use
either a Subject Distinguished Name (Subject DN) or a Subject Alternative Name
to uniquely identify the remote branch office system. Specifying both a full
subject DN and a subject alternative name on this screen all ows the remote peer to
use either identity form when making a connection.
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Valid Issuer Certificate Authority

Select aValid I ssuer Certificate Authority from the drop-down list box. ThisCA is
the issuer of the remote peer’s certificate or a higher level CA in the remote peer’s
certificate hierarchy. The CA must have the trusted flag set via the certificates
screen. If a CA hierarchy is being used, all intermediary CAs below the trusted
CA must have been imported to the switch. These Certificate Authorities are
configured from the System — Certificates: Generate Certificate Request screen.

Subject Distinguished Name
If you are using a distinguished name to identify the remote branch office site, you
can choose to enter the DN as either arelative distinguished name or afull

distinguished name. The DN entered here must exactly match the DN in the
remote peer’s certificate.

Relative

The Relative distinguished name has the following supported components:

Note: Do not include the attribute type as part of your entriesin the
=»| Relative section. For example, for aname of CN=MySwitch, your entry
would be MySwitch (without the CN attribute type).

*  Common Name -- Enter the Common Name with which the server is
associ ated.

e Org Unit -- Enter the Organizational Unit with which the server is associated.
» Organization -- Enter the Organization with which the server is associated.

e Locality -- Enter the Locality in which the server resides.

» State/Province -- Enter the State or Province in which the server resides.

«  Country -- Enter the Country in which the user resides.
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Full

You can directly enter the Full Distinguished Name (FDN) in thisfield rather than
entering the individual componentsin the previoudy described Relative
distinguished name fields. For example:

CN=MySwi t ch, O=MyConpany, C=US
Subject Alternative Name

You can optionally use a Subject Alternative Name in place of a Subject DN, and
specify the format of the name. The following formats are acceptable.

» Email Name (for example, net_admin@company.com)
» DNS Name (for example, gateway.cleveland.company.com)
e IP Address (for example, 192.168.34.21)

Local Identity

The Local Identity isthe name your switch that you want to use to identify itself
when initiating or responding to a connection request. You can use either a
Subject Distinguished Name (Subject DN) or a Subject Alternative Name to
uniquely identify your system. If you select a subject alternative name from your
switch’s certificate, then that identity is used in place of your switch’'s subject DN
when communicating with peers.

Note: Your switch’'s server certificate only has subject alternative names
=>| if your CA issued the certificate with the alternative names. For example,
with the Entrust PK| the VPN connector can issue certificates with DNS
names, | P addresses, or Email alternative names.

Server Certificate

Click the drop-down list box to view all certificates that have been issued to the
server. Server Certificates are configured from the System -, Certificates: Generate
Certificate Request screen.
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PPTP Authentication and L2TP Authentication

Authentication Type

Click the drop-down list and select the authentication method that you want to use
for the branch office connection. Refer to “Common tunnel settings” for
descriptions of the available authentication methods.

Note: When you change the Authentication Type, the screen

=»| immediately changes to reflect the requirements of the new
authentication method. Any changes that you might have made on the
Authentication part of the previous screen are lost.

Local UID

The user ID of the local switch that you are configuring.

Peer UID

The user ID of the remote switch that you are configuring.

Password

Enter the password for the UID, then confirm the password to verify that you

entered it correctly. If you selected avariation of MS-CHAP V2 authentication, no
password is required for the Local UID.

Details

Compression

Click to Enable or Disable compression. Refer to “ Compression” for a detailed
description of compression.
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Compression/Encryption Stateless Mode

Click to Enable or Disable this selection.This selection is not used if encryption
and compression are both disabled.

L2TP Access Concentrator (for L2TP Authentication only)

Thisfield appearsif you have selected L2TP as the preferred tunnel type for the
branch office connection. Use this entry to specify the L2TP Access
Concentrator that you want to perform authentication between the switch
and the NAS.

Add Remote Networks

When you click Add in the Accessible Networks section of the Edit Connection
screen, the Add Remote Network screen appears.

Enter the | P address and subnet mask for the new remote network you want to add
for the branch office connection.
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Figure 132 Add Remote Networks
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Client Policy

Client Policy helps prevent potential security violationsthat could occur when you
are using the split tunneling feature. Split tunneling allows client data to travel
either through atunnel to the enterprise network or directly to the Internet.
Although a powerful feature, this could allow an application on the client to
maliciously forward packets from the Internet to the enterprise network.
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Chapter 6
Servers

This section provides information about the authentication servers you can
configure for authentication of users tunneling into the switch.

Figure 133 Servers menu
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RADIUS Authentication Servers

You use the Servers— RADIUS Authentication screen to configure a RADIUS
authentication server.
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Figure 134 RADIUS Authentication Servers
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Enable Access to RADIUS Authentication
Click to enable access to the RADIUS Authentication servers.

Remove Suffix from User ID
Click to remove the user’sfully qualified ID suffix from the UID before sending it
to the RADIUS server. You do not need the fully qualified user ID if the DNS

server has been properly configured on the switch. A user ID and suffix, where
Ncoleisthe UID and acme.com is the suffix, is Ncole@acme.com.

Delimiter Value

Specify the character that separates the suffix from the UID.
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RADIUS Users Obtain Default Settings from the Group

Click the drop-down list box to select the default group from which authorization
and operational settings are taken. Any user authorized against a RADIUS server
acquires the attributes of this group by default.

If the RADIUS server returns avalid group identifier, the switch then uses this
group for the user profile. Otherwise, the switch uses the default group.

Server Supported Authentication Options

Enabled

Click to Enable server support each authentication type that your RADIUS Server
supports and that you expect to use:

* CHALLENGE - Challenge/Response authentication, for example AXENT
OmniGuard/Defender

* RESPONSE — Response Only authentication, for example Security Dynamics
SecurlD.

*  MS-CHAP - Microsoft Challenge Handshake A uthentication Protocol
encrypted authentication

» RFC-2548 Compliance — Check this box to enable the switch to interoperate
with a Microsoft RADIUS Server Version 2.2 or later, or aVersion 2.1 with
the Microsoft Hotfix applied. Leave this box empty if using a Microsoft
RADIUS Server V2.1 (without the Hotfix) or earlier

e CHAP - Challenge Handshake Authentication Protocol authentication

* PAP - Password Authentication Protocol
RADIUS Servers

Enabled

Click to enable the RADIUS servers you want to use for authentication. You can
enable up to three servers. The Primary Server receives all RADIUS
authentication inquiries unless it is out of service. A RADIUS server that failsto
respond five timesis temporarily taken off the server list for 30 minutes. After 30
minutes, the server istried again.
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In the event that the Primary Server is unreachable, the switch queriesthefirst and
second alternate RADIUS servers.

Select your RADIUS servers by supplying the Host Name or |P Address, Interface

type, Port number, and Password. After configuring the servers, the switch reports
the current server status.

Host Name or IP Address
Enter either the Host Name or 1P Address of the servers. For example,

Finance.mycompany.com or 145.22.120.111. You can aso use simple names (for
example, finance) if you have a DNS server configured on your switch.

Primary
Enter the Primary RADIUS Server host name. Thisisarequired selection if

RADIUS isenabled. The Primary server is normally used to process incoming
authentication requests.

Alternate 1

Enter the Alternate 1 RADIUS Server host name (this server processes incoming
authentication requestsif the Primary RADIUS server is unavailable).

Alternate 2

Enter the Alternate 2 RADIUS Server host name (this server processes incoming
authentication requests if the Primary RADIUS Server and the Alternate 1 Server
are unavailable).

Interface

Specify whether you want the RADIUS server to be accessed viathe switch’'s
private or public interface. The address of the specified interfaceis used to
configure the RADIUS Client address information on the remote RADIUS Server.

Note: Be sure you have enabled RADIUS authentication as an allowed
=% | service on the Services— Available screen.
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Private

Select Private if the RADIUS server is reached through the private interface. The
switch’'s management address is used.

Public

Select Public if the RADIUS server is accessed through the switch’s public
interface. You must also specify the | P address for the Public interface. The public
IP addresslist is dynamicaly built from the information on the System - LAN
screen. Any change, such asremoving an interface card or changing an IP address,
is automatically reflected in the drop-down list.

Port

Enter the Server Port Number that you want the RADIUS authentication requests
to use. Default is Port 1645.

Secret

All RADIUS Servers share a secret with the switch. To enhance overall security,
this secret should be different for each server. The shared secret encrypts the
password between the switch and the server when the tunnel connection uses PAP
or SecurlD. It also verifies the authenticity of each accounting request sent by the
switch to the RADIUS server. Furthermore, it verifies the authenticity of each
response sent by the RADIUS server to the switch.

Confirm Secret

Reenter the server’s Secret (password) to verify that you typed the password
correctly.

Response Timeout Interval

Enter the frequency, in seconds, that you want the switch to wait before retrying to
connect to the RADIUS servers. By default, the switch tries once every three
seconds. The minimum setting is 1.
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Maximum Transmit Attempts

Enter the number of times you want the switch to attempt to connect to the
RADIUS servers before failing. By default, the switch tries three times.

Diagnostics

RADIUS Diagnostic Report

Use the RADIUS Diagnostic Report test to check that your RADIUS
Authentication configuration is correct. The RADIUS Diagnostic Report
compares the settings you have entered on the RADIUS Authentication screen to
the corresponding settings that are specified on other switch configuration
screens. Thetitle of each section of the diagnostic report lists the name of the
related screen. For example, the IPSec RADIUS Configuration section of the
report contains information related to the Services - |PSec screen. Refer to
Status - Reports for a more detailed description of the RADIUS Diagnostic
Report.

RADIUS Accounting Configuration

The RADIUS Accounting configuration screen allows you to specify how your
switch saves RADIUS Accounting results. By default, the results are stored
locally. You can optionally aso save the RADIUS Accounting information to a
remote RADIUS Server.
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Figure 135 RADIUS Accounting Configuration
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Internal RADIUS Accounting

Enable

Click to enable or disable Internal RADIUS Accounting. Internal RADIUS
Accounting is Enabled by default.
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Session Update Interval

Enter an Interval when a snapshot of the current active tunnel sessionsis recorded
in ajournal file. Use the format, hh:mm:ss, for the Interval. The journal file stores
the session information until the user logs out of the tunnel session, after which
the session stop record is saved on the local disk. In the event of a system crash,
upon reinitialization the switch trandates the journal fileinto a series of stop
records on aper session basis. This minimizes accounting dataloss. A low interval
creates system overhead and requires additional processing.

The default interval is 00:10:00 (10 minutes).

Interim RADIUS Accounting Record

Enable

Click to enable or disable the Interim RADIUS Accounting Record feature. This
selection is Enabled by default.

Interim Update Interval

Enter the Interval at which time interim RADIUS records are sent to the specified
external RADIUS Server. Use the format, hh:mm:ss, for the Interval. A frequent
interval creates system overhead which requires additional processing. The default
interval is 00:10:00 (10 minutes).

External RADIUS Accounting Server

The switch can send RADIUS Accounting active session interim start and stop
recordsto an external RADIUS Server. These interim records provide information
about the currently active sessions on the switch. An administrator might use this
information to evaluate switch usage, such as connection start and stop times.

You provide information identifying the external RADIUS server and specify how
often the accounting information is sent to the external server.
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RADIUS Server

Enable

Click Enableto specify that the switch send its accounting records to the external
RADIUS Accounting Server.

Host Name or IP Address

Enter the external RADIUS Server'sHost Name or |P Address. If you enter aHost
Name, use afully qualified domain name; for example Finance.mycompany.com.

Port

Enter the Server Port number that you want the RADIUS Accounting requests to
use. Default is Port 1646.

Secret
Enter the external RADIUS Server’s required Secret (password).
Confirm Secret

Reenter the remote server’s Secret (password) to verify that you typed the
password correctly.

Test Server

Use the Test Server button to verify the connectivity from your switch to the
external RADIUS Server.

Click to test the connection to the external server. A message at the top of the
screen shows the results of the test.
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Internal LDAP Server

The Group and User Profiles are stored on the internal server of the switch. You
can switch to an external LDAP Server.

Figure 136 Internal LDAP Server
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Server Configuration

Internal LDAP Server

The Internal LDAP server isinternal to the Contivity VPN Switch. If you are
using more than one Contivity VPN Switch or if you are using LDAP
authentication for other network services, you should consider using an external
LDAP server. Refer to “External LDAP” for additional information.
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Switch to External Server

Click to enable access to the External LDAP server.

Note: Theinternal server isdisabled if you enable an external LDAP
=*| servers.

General Configuration

Remove Suffix from User ID
Click to remove the user’sfully qualified ID suffix from the UID before sending it

to the LDAP server. A user |D and suffix, where Bhenry isthe UID and acme.com
is the suffix is Bhenry @acme.com.

Delimiter Value

Specify the character that separates the suffix from the UID.

Internal Server Control

Click Stop Server or Start Server, as appropriate, when you intend to Back up or
Restore a configuration, or after you have completed the restoration of a
configuration.

Note: The LDAP server must be stopped before you can perform the
=»| Backup and Restore procedures.

Backup/Restore Internal LDAP Database

Directory

Shows the current directory path, which begins at the root disk drive (ideQ).
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Backup to File

Enter afilename (eight characters maximum) to back up the database, and click
Backup Now to start the backup procedure. This procedure backs up changes to
theinternal LDAP LDIF file only (it writesto the LDAP Interchange Format file).
The LDIFfileis an intermediate database file that you can use to move data
between LDAP servers.

Restore from File

Click the drop-down list box and select afile with which to restore the LDAP
database, and click Restore Now.

Note: Both the backup and restore processes might take extended
=-> periods of time, based on the size of the database.

Make sure the LDAP server has been stopped before performing a Backup or
Restore procedure. To resume operation of the switch, you must restart the LDAP
Server you were running.

External LDAP

The Group and User Profiles are stored on an External LDAP servers.
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Figure 137 External LDAP Server

e B L T T Y [T e T I
Piu i e P ek e -
4 - b . o | Ly . ) = oF o
Bk i ek [ e Wl = Bl temear  Hrdime Heoews
agrimey [ ] 1 r, M —— =
— o,
LA Sareai W
TR ETE T E TS
Farimrmal LEGRE S ik el Er |
Tampe gl T usligaaias
I Fivrs Bl Bode Uis i 08 g oo o™i il D Fvin | bl Cai
tisianiin ek
bmimimal L3R i
[T T R
Saramr II“:L" L Farmwrinn [TIy—. Finsd N# - il y I:L""""""'i
Wi | = pons |89 e Cowinewi | ] |
g T 1
L T e (ELT] bl L avumand [ |
memarF
zieer 1 | = ey [T S Caewigud | |
i, |1
Elcimrazy  Curdioemd
HETRTEL :
B TVHRNS ]
=y

e ]

Server Configuration

External LDAP Server

The External LDAP server allows you to configure a Master and two Slave
servers. LDAP Slave servers are normally configured to be read-only. In the event
that the Master is unavailable, the switch continues to check against the Slaves for
authentication. Configuration writes are not possible while the Master is

unavailable.

Reference for the Contivity VPN Switch



368 Chapter 6 Servers

Switch to Internal Server

Click to enable accessto the Internal LDAP server. The external server isdisabled
if you enable an internal LDAP server.

Note: Status messages appear at the top of the screen to prompt you for
=-> arequired action, such as entering avalid Host Name.

General Configuration

Remove Suffix from User ID
Click to remove the user’s fully qualified ID suffix from the UID before sending it
to the LDAP server. You would not need the fully qualified user ID if the DNS

server has been properly configured on the switch. A user ID and suffix, where
Bhenry isthe UID and acme.com is the suffix, is Bhenry@acme.com.

Delimiter Value

Specify the character that separates the suffix from the UID.

External LDAP Servers

Base DN

Enter a Base Distinguished Name (DN) for the servers. A distinguished nameis
usually in the form of:

ou=organi zational unit, o=organi zation, c=country

For example, ou=Remote Access Users, 0=General Motors, c=US

Server

The remote L DAP servers require the following specifics that are necessary for
the switch to access the appropriate Master and Slave Remote LDAP servers.
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Master

The Master LDAP server isthe primary server to process queries. Should the
Master server become unavailable, the switch attempts to initiate a connection
with the Slave servers. In this case, the switch tries to reestablish authentication
services with the Master LDAP server every 15 minutes, or whenever arequest is
made to perform a configuration write.

Note: Only the Master LDAP server has read and write access.

Slave 1

The Slave 1 LDAP server responds to queriesif the Master LDAP server is
unavailable. This server is read-only.

Slave 2

The Slave 2 LDAP server responds to queries if the Master LDAP server and
Slave 1 are unavailable. This server is read-only.

Host Name or IP Address
Enter either the host name or |P address for the LDAP servers. These host names

can be fully qualified domain names or simply names if they arein the same
domain as the switch. The entry can alternatively be an | P address.

Connection

Port

Enter the associated Port number that your LDAP server listensto queries on. Port
389 isthe default LDAP port number.

Reference for the Contivity VPN Switch



370 Chapter 6 Servers

SSL Port

Enter the associated Secure Socket Layer (SSL) Port number that your LDAP
server listens to queries on. Port 636 is the default SSL LDAP port number.

Note: If you want to use SSL, then you must enable the SSL Port.
=>|  Additi onally, you need to configure the SSL Encryption and Certificates
screen options.

Bind DN

The bind distinguished name (DN), which isthe LDAP equivalent of auser ID, is
required to access the Base DN and its subentries; for example,

cn=Di rectory Manager
Leave thisfield blank if your LDAP server allows anonymous access.
The LDAP server must allow read access for the base DN and all its subentries to

authenticated connections that are using this bind DN. It must also allow write
access for the master server.

Bind Password

Enter a password of up to 32 characters. The password allows the switch to prove
itsidentity (the bind DN) to the LDAP server.

SSL Encryption

This hyperlink brings you to the LDAP server SSL Encryption screen. Thisallows
you to select the encryption types the switch uses during negotiation with the
external LDAP server. If the external LDAP server does not support one of the
selected encryption types, then the connection is not established.
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Certificates

This hyperlink brings you to the LDAP server Certificate Configuration screen.
This allows you to select the Certificate Authorities (CA) that are trusted to sign
the external LDAP server certificates. SSL connections established to an external
LDAP server whose certificate is not signed by one of the trusted CAs are
dropped.

LDAP Authentication

You use the Servers— LDAP Authentication screen to configure the External
LDAP Authentication Server.
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Figure 138 LDAP AUTH screen
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Figure 139 LDAP AUTH screen - continued
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Enable Access to LDAP Authentication Server

Check this box to enable access to external LDAP Authentication servers. Thisis
disabled by default.

Remove Suffix from User ID
Click to remove the user’sfully qualified ID suffix from the UID before sending it
to the LDAP server. You would not need the fully qualified user ID if the DNS

server has been properly configured on the switch. A user ID and suffix, where
Bhenry isthe UID and acme.com is the suffix, is Bhenry@acme.com.

Delimiter Value

Specify the character that separates the suffix from the UID.
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Specify default Group to which users are assigned:

This dropdown list contains the names of all Groups. Select the default group to
which users are assigned. The /Base group is selected by default.

LDAP Authentication Servers

Base DN

Enter a Base Distinguished Name (DN) for the servers. A distinguished nameis
usually in the form of:

ou=or gani zational unit, o=organi zation, c=country

For example, ou=Remote Access Users, 0=General Motors, c=US

Server

The remote L DAP servers require the following specifics that are necessary for
the switch to access the appropriate Master and Slave Remote LDAP servers.

Master

The Master LDAP server isthe primary server to process queries. Should the
Master server become unavailable, the switch attempts to initiate a connection
with the Slave servers. In this case, the switch tries to reestablish authentication
services with the Master LDAP server every 15 minutes, or whenever arequest is
made to perform a configuration write.

Note: Only the Master LDAP server has read and write access.

Slave 1

The Slave 1 LDAP server responds to queries if the Master LDAP server is
unavailable. This server isread-only.
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Slave 2

The Slave 2 LDAP server responds to queries if the Master LDAP server and
Slave 1 are unavailable. This server is read-only.

Host Name or IP Address
Enter either the host name or |P address for the LDAP servers. These host names

can be fully qualified domain names or simply names if they arein the same
domain as the switch. The entry can alternatively be an IP address.

Connection

Port

Enter the associated Port number that your LDAP server listensto queries on. Port
389 is the default LDAP port number.

SSL Port

Enter the associated Secure Socket Layer (SSL) Port number that your LDAP
server listens to queries on. Port 636 is the default SSL LDAP port number.

Note: If you want to use SSL, then you must enable the SSL Port.
=»| Additionally, you need to configure the SSL Encryption and Certificates
screen options.

Bind DN

The bind distinguished name (DN), which isthe LDAP equivalent of auser ID, is
required to access the Base DN and its subentries; for example,

cn=Di rect ory Manager
Leavethisfield blank if your LDAP server allows anonymous access.
The LDAP server must allow read access for the base DN and al its subentries to

authenticated connections that are using this bind DN. It must also allow write
access for the master server.
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Bind Password

Enter a password of up to 32 characters. The password allows the switch to prove
itsidentity (the bind DN) to the LDAP server.

Username/Password Attributes

These fields can hold case insensitive character strings which are allowablein
LDAP search filters. The default value for each field is blank. Without a specified
value, external LDAP authentication is unable to access these fields and therefore
will not successfully access any user entry, which will result in authentication
failure.

Username

Specify the attributes used in the LDAP directory user entries for Username.

Password

Specify the attributes used in the LDAP directory user entries for Password.

LDAP Filter
Enable additional policy checking by specifying an LDAP search filter.

Thisfield can hold a case-insensitive character string which forms an allowable
LDAP search filter. The default value for thisfield is blank. Without a specified
value, External LDAP Authentication will not perform any additional policy
checking.

User Policy Attributes

Specify the attributes used to store the Contivity Group, static |P address, |P
netmask, and customized user filter.

These fields can hold case-insensitive character strings which are allowable in
LDAP search filters. The default value for each field is blank. Without a specified
attribute name, external L DAP Authentication will not attempt to extract this
information.
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Contivity Group Assignment

Specify the attributes used in the LDAP directory user entries for the Contivity
Group assignment.

Assigned IP Address

Specify the attributes used in the LDAP directory user entries for the assigned |IP
address.

Netmask

Specify the attributes used in the LDAP directory user entries for the Netmask.

Personal Filter

Specify the attributes used in the LDAP directory user entries for the personal
filter.

Response Timeout Interval

Select a Response Timeout Interval, in seconds, from the list box. If the LDAP
Authentication server does not respond within the specified timeout interval, the
authentication will fail. The default value is 4 seconds.

SSL Encryption

This hyperlink brings you to the LDAP server SSL Encryption screen. Thisallows
you to select the encryption types the switch uses during negotiation with the
external LDAP server. If the external LDAP server does not support one of the
selected encryption types, then the connection is not established.
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Remote User IP Address Pool

The Remote User IP Address Pool (Servers— User IP Addr) screen allows you to
select a method for usersto obtain | P addresses for access to the private network.
These addresses are serviced by the switch and are available to remote users
accessing the switch on demand. You can choose to have | P addresses assigned
from one of the following:

e External Dynamic Host Configuration Protocol (DHCP) pool
* Internal Address Pool

Figure 140 Remote User IP Address Pool

Ramihe Uzar P Addrags Paol

T dap DHOP Geew

™ Opeofed FCP Sermi

OHCF S Primany I Pl il ared
Sacarcdany I “[gima Fiiod. ol g
Temiery | 1l “Jignana Find el gares|

[OHLF Casteg G - |

rmrsech pw Addemn
Fubyame

[HCF Bk I_
[T H R R e e e e . e ety

-

Cheanwis Marins mewel whsr =
a5 EEANEEEE EE AR

HEIRTEL
HETWORKS

T il v [ vl

DHCP

Click to enable an external DHCP server to provide addresses for the address
pool. A DHCP server on the private LAN segment dynamically assigns |P
addresses on behalf of remote users. You must have an existing DHCP server in
your environment to choose this option.
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The DHCP server are contacted by a broadcast or unicast (depending on the
option selected) DHCP request through the network adapter associated with the
Management | P address.

Any DHCP Server

Click to allow any available DHCP server to provide the requested | P addresses.
Any DHCP Server isthe External DHCP default selection.

Specified DHCP Server

Click to allow IP addresses to be provided from a Specified DHCP Server only.
Indicate the I P addresses of the servers that provide DHCP service, including:

e Primary
e Secondary
o Tertiary

A status field provides information on the associated servers. Configuring a
Secondary or Tertiary server is optional.

DHCP Cache Size

The switch obtains a number of 1P addresses from DHCP servers. These IP
addresses are maintained in alocal DHCP cache. The DHCP Cache Sizeisthe
number of |P addresses that is held in the switch’s cache. The minimum number
of IP addresses held is five, and the maximum is derived from the maximum
number of tunnel sessions that the switch supports.

DHCP Blackout Interval

Enter the amount of time in seconds that a DHCP address is held in a blackout
state beforeit is returned to the DHCP server or the DHCP cache.
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Immediate Address Release

When atunnel session terminates, the switch can either release the inner IP
address back to the DHCP server or retain it for use by anew tunnel session. Click
Immediate Addresses Release to have the switch release the | P addresses back to
the DHCP server immediatdly. If you have alimited number of |P addresses
available, then you should enable this option.

I P addresses from disconnected tunnel sessions remain unavailable for the time
you specify (300 to 7200 seconds). This delay prohibits immediate reuse by
another user that could represent a security risk.

Address Pool

If you want to share all | P addresses among all users, just use Default pools. If you
want to assign some addresses to certain users and groups, you can hame your
ranges and assign that named range to a groups.

Click on Address Pool to use the internal Address Pool, which appears on this
screen. These addresses are held by the switch and are available to clients on
demand. Make sure that you populate the local address pool with enough
addresses that are not used by other devices on your network. You can create
multiple address pools with different ranges of addresses, and you can have
multiple address ranges for the same address pool.

Note: If you attempt to delete an address pool that isin use, a message
=»| informsyou that it is currently being used.

Pools

You can create a default address pool from which users are assigned an |P address
dynamically.

Alternatively, you can click Add to name a specific |P address pool. Refer to the
Remote User IP Address Pool Add screen for additional information.

Start/End

Shows the first and last I1P address for this group of addresses in the local pool.
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Subnet Mask

Shows the Subnet Mask for the for the range of pool |P addresses.
Total

Shows the total number of 1P addresses in this group of addresses.
In Use

Shows how many of the total number of |P addresses in this pool are currently in
use and therefore unavailable.

Action

Click Delete to remove a group of |P addresses.

Click Add to create anew Internal 1P address pool.

Address Pool Blackout Interval

Enter the amount of time (0 to 7200 seconds) that an | P address from disconnected
tunnel sessions remain unavailable. This delay prohibitsimmediate reuse by

another user that could represent a security risk. Set this number to zero to allow
the address to be immediately reissued.

If Named Pool Unavailable

This parameter specifies the action the switch takes if auser requests an address
from anamed pool and there are no addresses available.

Failover to Default Pool

Click to have the request for an | P address serviced by the Default | P address pool
when there are no | P addresses available in arequested pool.
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Deny Address Request

Click to deny an IP address when there are no | P addresses available in a
reguested pool. In this case, the request is denied and the tunnel is not established.

Remote User IP Address Pool Add

Use the Add button in the Address Pool section of the Remote User |P Address
Pool screen to access this screen. Enter the necessary Starting and Ending IP
Addresses on this screen. Then designate the pool as either default, an additional
range of addresses to an existing pool, or a newly named pool.

Figure 141 Internal Address Pool Add
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Starting/Ending

Enter the first and last | P addresses for this group of addresses in the pool.
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Avoid IP address pool conflicts

When supplying an address pool, make sure that none of the pool addresses are
the same as those used for the LAN interfaces or the Management interface |P
address. Also, the switch does not check the | P address supplied by a PPTP client
to seeif it has been assigned to a LAN interface, Management interface, or
address pool.

The Use Client-Specified Address option is disabled by default. To avoid potential
conflicts, you can verify the current state of the Use Client-Specified Address
option from the Profiles— Groups - Edit — Configure PPTP screen.

Subnet Mask (optional)

Pool

Thisfield is applicable to IPSec users only. Enter the Subnet Mask for the pool of
I P addresses that you are configuring. You can later edit the Subnet Mask as
necessary.

You can designate the Pool as Default, Existing, or New.

Default

Click to designate this pool as the switch’s Default IP address pool.
Existing

Click to change the subnet mask or name of an existing pool. If you want to edit
the | P addresses of an existing pool, you must either delete the pool (if not in use)
or click Add and then associate this new pool with an existing pool.

New

Click to create anew |P address pool and then name the pool.
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Action

Click OK to save the entries for the | P address pool and return to the Remote User
IP Address Pool screen.

Click Apply to save the entries for the I P address pool and remain at the current
screen.

Click Clear to clear the entries on the screen.

Click Cancel to return to the Remote User |P Address Pool screen. Any unsaved
entries are lost.

DHCP Relay

The DHCP relay agent on a switch forwards DHCP and BOOTP messages
between a server and a client on different subnets. When alocally attached host
issues a DHCP or BOOTP request as a broadcast message, the switch will relay
the message to a specified DHCP or BOOTP server. DHCP relay agent also
forwards DHCP replies from server to client.
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Figure 142 Servers — DHCP Relay

DHCF Realay

CHCFP

™ Erublei

ar | ::lnll

CHCP sy Inlefaces

Promical lnisfdace iprireaini Alain EHLT Sarvem ftian
et |
Status
T b
DHCP
Enable

Check the Enable checkbox to enable the DHCP Relay agent. When DHCP relay
is enabled, the switch forwards DHCP relay messages between client and server.

Note: DHCP relay agent can run only on all the private physical
=*| interfaces and tunnels.

DHCP Relay Interfaces

This section of the screen shows the current DHCP Relay configuration. This
includes the Physical Interface where it will receive DHCP messages. The DHCP
Relay agent will ONLY listen on those interfaces with DHCP relay enabled.
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Physical Interface (private)

Shows the private |P Address of the private physical interface.

State

Shows the current state of the server, enabled or disabled.

DHCP Servers

DHCP Servers configuration for Physical/Tunnel Interface: Specified DHCP
Servers: DHCP relay agent will unicast DHCP packet ONLY to the specified
servers (up to 3).

Action

Edit

Click Edit to edit the associated DHCP configuration.

Delete

Click Delete to remove the associated DHCP configuration.

Enable/Disable

Use the Enable and Disable buttons to toggle the state of the associated DHCP
configuration.

Add

Click the Add button to configure a new DHCP Relay server. The DHCP
Relay - Add screen appears.
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Figure 143 Servers - DHCP Relay - Add
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Physical Interface (private)

Select the Physical Interface from the list of existing private interfaces.

State

Enable or disable the DHCP Relay agent by choosing from the list.

DHCP Servers

The DHCP relay agent will unicast DHCP packets only to the specified Helper
servers (up to 3). Server 1 addressisrequired. Server 2 and Server 3 addresses are
optional. Additionally, you can enable and disable each DHCP server by checking
or unchecking the Enable checkbox.
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Chapter 7
Administration

This section describes Administration tasks that are central to operating the
switch. These tasks provide detail s on scheduling backups, upgrading the software
image, saving configuration files, performing file maintenance, creating recovery
diskettes, and shutting down the system.

Figure 144 Administration menu
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Also, links allow you to access either the Quick Start Configuration or the Guided
Configuration.
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Administrator Settings

The Administrator Settings screen allows you to change the Primary
Administrator User ID (UID) and Password. It also controls the Administrator
Idle Timeout Setting for all administrators, the default language, and serial port
settings.

There can be only one Primary Administrator. The Primary Administrator User ID
and Password combination provides the person with this information accessto all
screens and control settings. The Primary Administrator User ID and Password
are also used to access the serial port and the recovery disk.

Note: The Primary Administrator UID and Password are only saved
=*|  duri ng a system shutdown. Therefore, when you set these parameters
you must implement an Admin - Shutdown to save the new settings.
Doing a Reset (using the Reset Button on the back of the switch) does
not store the parameters.
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Figure 145 Administrator Settings
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Primary Administrator

User ID

Enter an appropriate user ID for the Primary Administrator. The person using this
UID has permission to modify and view all control settingsin the switch,
including the seria port and the recovery disk.
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Password

Enter an appropriate Password for the Primary Administrator.

Caution: Do not lose or forget this Password. Losing or forgetting your
Password requires you to return the switch to Nortel Networks for
reconfiguration to default settings. All settings and backups are lost.
Thereisno way to access the system without the Primary Administrator
Password.

Settings

Idle Timeout

This option allows you to configure atimeout period after which the ID and
Password dialog box appears if no interaction with the switch has taken place.
Thisfeature helps prevent someone from accessing and modifying the switch
from an administrator's Web console that has been left unattended.

The default Idle Timeout is 00:15:00 (15 minutes); the range is 00:15:00 to
23:59:59.

Note: If the Idle Time-out on the switch logs off the Client, and the
Client has Client Failover configured on the Services-. |PSec screen, that
client then fails over to the defined failover server, rather than being
disconnected as desired.

Note: An option has been added to the Contivity VPN Client to disable
keepalives between the switch and the client. This option enables you to
disable keepalives when tunneling over an ISDN link, sincethelink is
not aways active. If an Idle Time-out has been set on the switch, and
keepalives have been disabled on the client, the client might not receive
notice that the connection has been closed (due to the Idle Time-out),
when the physical ISDN connection is not active.
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Default Language

Select the language that you want to use for your switch’s GUI. The switch
supports English and Japanese.

Using Japanese

To display the Japanese screens properly, your Web browser must support Kanji
characters. Refer to your browser’s documentation for additional details.

The following browsers have been tested and found to provide this support.

* Netscape Navigator, Version 4.0 or later
» Japanese version of Microsoft Internet Explorer, Version 4.0 or later

When you select Japanese, your switch’s GUI is converted from English to
Japanese Kanji characters. However, the following types of information are not
trandlated into Japanese;

e Text that isentered by a user
e |nformation from one of the switch's databases
« OnlineHelp

Note: After you change your switch’s language selection, click on your
=»| browser's Refresh button (Internet Explorer) or Reload button
(Netscape) to update the browser’s screen to the new language.

You may notice that some screens appear in English even though you
have selected Japanese. These screens were added after the last Kanji
translation was done and will always appear in English.

Enable the idle serial connection time out

Check this box to
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Install Keys

Use the Admin- Install Keys menu item to install licensing keys that enable
optiona software functionality.

Key Installation

Feature

The Feature column lists optional features that are currently available.

Key/Status

Enter the key that you obtained from your Nortel Network's sales representative in
this text box and click OK. The key must be entered exactly asit is given.

When avalid key isinstalled the labd “Key Installed” appearsin this column.

Delete

Click Delete to remove the key. A confirmation page appears. Click Yesto
confirm key removal.

Automatic Backup

The Automatic Backup screen allowsyou to configure regular intervals or specific
times when your system files are saved to designated host backup file servers. You
can designate up to three backup file servers.

You should configure Automatic Backups immediately so that you do not lose
system or configuration information in case of problems.You configure the
Automatic Backup servers from the Admin - Automatic Backup screen.

The switch does not begin a backup for at least 5 minutes after rebooting. This
time period isto allow al resourcesto start operating. This delay occurs even if
you go into the Admin - Auto Backup screen and request that a backup be started
immediately; it is delayed until after the 5-minute period.
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Figure 146 Automatic Backup

Buyiomaiizc Bacig

Imiarasl Conflm
R il Ihs 1D T ™ i

i | Clan Sk J l

Tw | Ffran tep |

B i Iirl'.lrl-u'—n‘-llr
L. I Leneal

HETRTEL
HETHORKS

Note: After entering the Automatic Backup File Serversinformation,
=»| click onthe screen and pressthe keys Alt and Print Scrn (Screen) to save
the screen image to a buffer. Next, paste the image into afile (for
example, into Microsoft Word) and keep it as arecord of the backup file
serversthat you are using.

Restoring Configurations

If you want to save a certain configuration for a later date, you must realize that
there are two components that define a given configuration: the configuration file
and the LDAP database.

Saving a configuration from the Admin - Configs screen Save Current
Configurations option saves only the operational parametersin the configuration
file, such asinterface | P addresses and subnet masks, backup host | P addresses,
and DNS names.
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To completely save the Contivity VPN Switch configuration on the internal LAN
server, you must also save the LDAP database, which contains the group and user
profiles, filters, backup file names, and more. Go to the Servers— LDAP screen
and click Stop Server. Next, enter afile name in the Backup/Restore LDAP
Database field. Note that you should conform to the eight-dot-three MS-DOS*
naming convention and append the file name with .Idf; for example,
LDAPOne.ldf.

Automatic Backup File Servers

Enabled

Click to Enable the associated Host Backup File Server.

Host

Enter the Backup File Server Host name or | P address.

Path

Enter the Backup File Server Path, for example:
Bui | di ng3/ Swi t ch_backups

Specific Time

Select this option to execute the backup at a specific time. Enter the time at which
you want the backup to occur.

Interval
Select this option to execute the backup at certain intervals of time. Specify in
hours the time period after which the system automatically backs up changed files

to the backup file server. The minimum interval is 1 hour, and the maximum is
8064 (336 days); the default is 5 hours.

User ID

Enter the user ID that isrequired for FTP login to the backup file server.
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Password

Enter the Password that isrequired for FTP login to the backup file server.

Confirm Password

Reenter the Password that is required for FTP login to the backup file server.

Backup

Click to execute a backup to each enabled server now. This action also
synchronizes the hard disk drives when there is more than one in a device.
Otherwise, the hard disks synchronize automatically every 60 minutes.

Tools

The Tools screen provides utilities for checking connectivity.
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Figure 147 Admin - Tools
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The ping command generates an |CMP echo-request message, which is sent by
any host to test node reachability across a network. The ICM P echo-reply message
indicates that the node can be successfully reached.

Target Address
Enter the | P address that you want to ping.
Source Address (Optional)

You can optionally enter the address that you are pinging from.
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Ping

Click the Ping button to execute the ping.

Traceroute

ARP

The traceroute command is atool used for measuring a network round-trip delay.
Messages are sent per hop and the wait occurs between each message. It takes the
maximum hops (30) x the wait timeout (5) x 3 seconds for the traceroute to time
out if the address is unreachable.

Target Address
Enter the | P address whose route you want to trace.
Max Hops (Optional)

You can optionally enter a maximum number of hops to which to limit the
traceroute.

Wait Timeout (Optional)

Enter an optional Wait Timeout valuein thisfield to limit timeouts.

Traceroute

Cling the Traceroute button to execute the traceroute.

The Address Resol ution Protocol (ARP) dynamically discovers the low level
physical network hardware address that corresponds to the high level |P address
for ahost. ARPislimited to physical network systems that support broadcast
packets that can be heard by all hosts on the network.

Target Address

IP address of system for which you want to delete ARP table entries.
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ARP delete
Clicking on this button deletes the specified entry from the ARP table.
Clear ARP Table

Clicking on this button clears all of the existing ARP table entries.

Recovery

The Recovery screen allows you to create arecovery diskette that can enable you
to restore the software image and file system to the hard drive of the switch in the
unlikely event there is ahard disk crash. The Recovery diskette is included with
your switch. You can also use this screen to create additional copies of the
Recovery diskette, aswell as to reformat a diskette.

Note: The Recovery diskette cannot be used for the Contivity 1000 due
to the lack of afloppy drive in the unit. The Contivity 600 aso does not
have a floppy drive, but the recovery image is stored in PROM; you can
invoke it by pressing a switch on the back of the unit. Refer to
Configuring the Contivity VPN Switch for more information.
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Figure 148 Create Recovery Diskette Display
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Creating Recovery Diskette

Create Diskette

Creates the Recovery Diskette that is used to restore the file system on the
switch’'s hard drive in the unlikely event of ahard disk problem. This process
creates a boot sector on the diskette, and copies the system software files that are
necessary to boot the switch using the diskette.

Reference for the Contivity VPN Switch



402 Chapter 7 Administration

When the Recovery Diskette creation is complete (approximately 2 minutes), a
message appears at the top of the screen indicating success or failure. In case of a
failure, follow the instructions in the user messages provided by the switch.

Reformat Diskette

Formats the diskette in the switch. Use this option cautiously; it erases all of the
information on the diskette.

The options follow:

*  Quick Reformat (default for previously formatted diskettes) - Rewrites header
files and existing data.

e Full Reformat (for unformatted diskettes) - Creates the data sectors that
comprises the storage space.

The system prompts you to verify that you intend to reformat the diskette.

Using the Recovery Diskette

Remove the switch’s front cover (refer to your switch's Getting Started Guide for
instructions). Insert the recovery diskette into the drive and press the Reset button
on the back of the switch. This supplies the switch with aminimal configuration
utility that allows you to view the switch from a Web browser.

At your Web browser, enter the Management | P address of your switch. The
Recovery Diskette screen appears, which allows you to:

* Restore the factory default configuration or the backup configuration.
* Reformat the switch’s hard disk.

* Apply anew software version to the switch.

*  Perform file maintenance.

* View the Event log.
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Figure 149 Recovery Diskette
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Restore

Restore to Device

Select the hard disk drive to which you want to restore the system files; either ide0
(drive 0) or idel (drive 1).

Restore Factory Configuration
Click Restore Factory Configuration, then click Restore to return the switch to its

original factory default configuration. This erases data contained in flash memory
and also in the configuration file.

Caution: Selecting this option requires you to rebuild your entire
switch configuration again from scratch.

An online message specifies the result of the Factory Configuration reset action.

Restore Backups

Click to restore the switch’s previously backed-up configuration. If you previously
chose to automatically backup (refer to “Automatic Backup”) the file systems,
then the Backup Server Host (or IP address) and Path Name, User 1D, and
Password appear in the table.

Click the radio button of the preferred backup server. The backed-up file system,
including software image and configuration files from the latest backup copy
residing on the designated server, is restored onto the hard drive of your switch.

You can use the same backup server for multiple switches. Each switch creates a
unique directory based on its serial number. The following example shows the
Host, Path, and Serial Number (where the serial number [SN] isfive digits):

C. / sof t war e/ backup/ v101/ SN01001

Refer to the examplein “Automatic Backup File Servers’ for additional details on
the directory, host, path, and serial number string.
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Backup Server and Serial Number

The Serial Number is used to differentiate backup configurations from multiple
switches that are saved on the same backup server. The Serial Number uniquely
identifies each switch’s backup data.

A blank row in the server backup field always appears to allow you to manually
enter a backup server in case you did not configure automatic backup server
locations.

Alternatively, anew factory default software image and file system can be restored
to the switch’s hard disk. Specify the name or address and path of the network file
server onto which the software from the Nortel Networks CD has been installed.

Note: Thisrestoresthe disk to an operable but “clean” condition
=»| (configuration values are at factory defaults).

To view your switch's Serial Number when the switch is operational, click
Status - System from the Navigational Menu. The Serial Number isalso listed on
the bar code label on the back of the switch.

Reformat Hard Disk

Click to Reformat your switch’s Hard Disk. Following are instances when you
might need to Reformat the Hard Disk:

» If you have problems restoring your configuration that are not caused by the
network or the file/backup server from which the file restoration is being
retrieved

» If you want to reconfigure the switch from scratch
* If youinstall anew disk

Caution: Selecting this option completely wipes out anything that
previously resided on the hard disk.

An online message indicates whether the Reformatting of the Hard Disk was
successful.
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Apply New Version

Click the drop-down list box to view the avail able software image and file systems
that are currently stored on the hard disk. Select the image version that you want
to activate.

This selection is applicable if you have more than one version of software
available on the switch.

Perform File Maintenance

Click Filesto bring up the File Maintenance screen, which allows you to view the
entire hard disk file system.

View Event Log

Click View to display the Event Log beneath the Recovery Diskette screen. Thisis
especially useful if a Restore operation fails.

Set Boot Disk

Click the drop-down list box to select the hard disk drive from which you want to
boot the switch; either ide0 (drive 0) or idel (drive 1). Then click Set.

Synchronize Disks

Click Synchronize to immediately synchronize the primary and secondary disks.
Thereafter, the disks automatically synchronize every hour.

Upgrade System Boot Software

Click the drop-down list box to select adrive onto which you want to update the
system boot software. Click Upgrade to rewrite the boot software onto the hard
disk. You would do thisif the system boot sector were to become corrupted.
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Restart System

Remove the diskette and press the Reset button on the back of the switch. Then
reposition your Web browser to the Management |P address, and choose Reload
or Refresh from your browser menu to access the management page of the
software running on the hard disk.

Upgrades

The Upgrades screen allows you to download the latest Nortel Networks software
for the switch via File Transfer Protocol (FTP). In addition to retrieving software
you can select which version of software to run.

Figure 150 Upgrades
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Current Software

Version

The current Version of software running on the switch.

Build Date

The Build Date of the current Version of software running on the switch.

Available Updates
View

Click to go to the Nortel Networks Web site to determine which software versions
are available.

FTP New Version From

If necessary, enter a Host server and its required access information to allow you
to retrieve the latest software images for your switch.

Host

If necessary, enter the name or | P address of the Host remote server that contains
the switch software version to be retrieved.

Path

If necessary, enter the path to the directories and files where the switch software
imageis stored.

Version

Enter the software image file Version that you want to download to your switch.
Typically, you would enter the latest software Version. However, if you had a
problem with a current version and you wanted to revert to an older version, you
could do so here.
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To determine the latest version of software, check the Version number in thetitle
of the software release notes. Or, you can click View to visit the Nortel Networks
Web site to find the latest software version. Contact Nortel Customer Support for
additional information.

Note: To operate with the latest version of software, you must first
=»| download it, and then select Apply New Version (see below).

User ID

If necessary, enter an appropriate user |D for the FTP server.

Password

If necessary, enter the FTP server Password.

Confirm Password

If you entered an FTP server password, reenter the password to verify it.
Retrieve

Click Retrieve to download the software image file for the switch. The download

takes several minutes, and upon completion, the Upgrades screen reappearswith a
success or failure message.

Apply New Version

Version to Apply

Click the drop-down list box to view the software versions that are available on
your system. Select the version that you want to run on the system.
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Apply

After you select the new version, click Apply. This restarts the system with the
version that you now want to run on the switch.

Note: After you apply the upgrade, you should purge your browser’'s
=»| cache. Thisclearsold references to screens that might have changed
between versions.

Current System Configuration

The Admin - Config screen allows you to Name and save the Current System
Configuration. Additionally, you can select one of the previously named
configurations and restore it to be the Current Configuration.
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Figure 151 Current System Configuration
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Save Current Configuration

Name

Enter a date as the Name for the Current software Configuration; for example,
April 15, 1999.

Save

Click to Save the Current software Configuration name.
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Delete Named Configuration

Click the drop-down list box to display the name of the Configuration that you
want to delete.

Current Named Configurations

Restore

Click the Restore button to go the System Shutdown screen. From there, click the
drop-down list box Under Boot Configuration to select a configuration to be
restored as the Current Configuration after a reboot.

File System Maintenance

The File System Maintenance screen allows you to navigate through the switch
file system. Thetop leve lists the devices (drives), and beneath a given drive are
the directories. This provides flexibility in viewing details of afile or directory,
and it allows you to delete unnecessary files. For example, if you had problems
performing an FTP transfer with a specific file, you could view the file detailsto
learn its file size and when it was last modified for troubleshooting purposes.
Additionally, you can toggle between hard drives when a backup driveis
available.
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Figure 152 File System Maintenance
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Devices

Thisfield applies to the 4000 series switches, which have two hard disk drives.
Thisfield appears only when you are at the top level of thefile structure; when the
hard drives and floppy drive appear in the column. To get to this level, select the
two periods (..), then click Display.
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Action

Click to Enable or Disable the associated hard disk drive, either ideO (drive 0) or
idel (drive 1). Clicking either of these buttons turns the drive online or offline.
When the switch boots it makes sure the primary disk isnot corrupt; if it is
corrupt, then the switch boots from the secondary disk.

If you receive error messages about the secondary drive, disable it so that the
synchronization does not even try to read or write to the drive.

Click Enableto activate the listed drive (for example, idel — drive 1).

Click Format to reformat the listed drive (for example, idel — drive 1). Use this
action with discretion, as you would completely wipe out data existing on this
drive.

Display

Click on the Directory that you want to view. Next, click Display to change the
path to the selected directory.

Details

Click to display the associated Directory or Fileinformation. Clicking Detailsalso
invokes the Delete option. The Delete option allows you to delete asingle file or
the contents of an entire directory. Refer to “ File System Maintenance Details’ for
additional information.

Prepare

Click to Prepare the selected hard disk drive for removal. This clears the system
cache of the selected drive's contents. Not preparing the hard disk drive for
removal presents the risk that there could be file corruption upon reinsertion of the
drive. Additionally, this prevents any possibility of inaccurately accessing data
from the drive that was previoudly in use.
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File System Maintenance Details

This screen provides the details associated with a selected directory or file.

Figure 153 File System Maintenance Details
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Name

The name of the selected File; for example, bdy_boot.htm.
Type

Shows whether the selected details are from afile or a directory.
Size

Thefile size, in bytes.
Date

The Date the file was created (mm/dd/yyyy).
Time

The Time the file was created (hh/mm/ss).

Action

Delete Directory/Delete

Click to Delete the contents of a Directory or an associated file. If you choose to
Delete aDirectory, all of thefilesin the directory are deleted. Only users with
Administrator Rights to Manage the switch can delete files or directories.

The system prompts you to verify that you intend to delete the contents of a
Directory (and Directory Name), or selected file.
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SNMP

The SNMP screen allows you to generate SNMP Version 1 Traps, based on MIB
Il. Use this screen to do the following:

» Designate the remote SNM P management stations that are authorized to send
SNMP Gets to the switch.

» Designate the trap hosts to which the traps can be sent.
e Configure the traps.

The SNMP counters measure packet attributes that are based on the outer |P
header. In the tunneled environment there is also an inner | P header, but this P
header does not contribute to the SNMP MIB counters. For example, the outer
packet header might be a good packet header and be counted, but the inner packet
header might be corrupted and would not contribute to the drop counter.

Note: A Nortel Networks proprietary MIB isincluded on the Nortel
=»| Networks CD-ROM. Click on the file named CesTraps.mib to load the
MIB. See“Contivity Extranet Switch MIB Support” for a description of
CesTraps.mib.

You can view the Health Check screen for the results of SNMP Traps.
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Figure 154 SNMP
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SNMP GET HOSTS

The SNMP Get Hosts portion of the screen is used to designate SNMP
management systems that are authorized to send SNMP Get requests to the
switch. The switch ignores Get requests that come from all other systems.

Enable

Click to authorize the specified SNMP management system to send SNMP Gets.

Host Name or IP Address

Enter the Host Name or IP address for the SNM P management station that sends
the SNMP Gets.

Community Name
Enter the SNMP Community Name. SNMP Communities serve as an

Authentication scheme to enable a network deviceto validate SNMP Traps from
the switch.

Status

Operational indicates that the switch can talk to the SNMP Get Host, while
Error indicates the switch is unable to make a connection to the host.

TRAP HOSTS

The Trap Hosts portion of the screen is used to designate those systems to which
SNMP trap messages can be sent.

Enable

Click to Enable the Trap Host to receive SNMP Traps.
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Host Name or IP Address

Enter the Host Name or | P address for the SNMP Trap hosts that receives the
SNMP Traps.

Community Name
Enter the SNMP Community Name. SNMP Communities serve as an

Authentication scheme to enable a network deviceto validate SNMP Traps from
the switch.

Status

Operational indicates that the switch can talk to the Trap Host, while Error
indicates the switch is unable to make a connection to the host.

Note: Certain MIB browsers (for example, SNMPC) only accept traps
=»| from amachine that it can also do SNMP Gets from. If your MIB
browser has this requirement, you must specify the host name or IP
address in both the SNMP Get Hosts and Trap Hosts portions of the
SNMP screen. Check your MIB browser documentation for
regquirements.

TRAP CONFIGURATION

Enable

Click to Enable the specific group of SNMP Traps. When enabled, the switch
checks the status at the assigned Interval and send traps to the specified SNMP
host servers.

Description

Thisfield lists the conditions that generate SNMP Traps. A check for the trap
condition is made at the indicated trap interval. If the trap condition occurs when
the check is made, an SNMP Trap is generated. Traps continue to be sent until the
condition state clears.

311643-D Rev 00



Chapter 7 Administration 421

Traps on health

These traps indicate that a hardware or software component has gone into a
warning state. The default interval is 00:05:00 (5 minutes).

Trap on health alerts

These traps indicate that a hardware or software component has gone into an alert
state. An alert is more severe than awarning. The default interval is 00:02:00 (two
minutes).

Generate periodic heartbeat

Thistrap indicates that the switch is active. Thistrap isagood test mechanism to
verify that the switch is on. The default interval is 01:00:00 (1 hour).

Trap on hardware warnings and alerts

These traps indicate that awarning or alert on any of the following hardware
components has occurred. Refer to the discussion on Trap Settings for additional
information on specific traps. The default interval for these traps is 00:02:00 (2
minutes).

e Intrusion (the top cover has been opened)

* LAN or WAN interfaces

e One of the dua power supplies has failed

»  Either the critical or normal temperature is out of range
» Oneof thevoltage indicators is out of range

e A cooling fan is not working properly

e System memory islow

» Disk spaceislow

Trap on intrusions
This trap indicates that someone has attempted to send an excessive amount of

unauthorized packets through the public interface. The trap contains the user ID
and the source and destination | P addresses.
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Trap on failed login attempts

This trap indicates that someone has attempted to log on to the switch and failed.
Thetrap contains the user ID and the source and destination | P addresses.

Generate power Up trap

Thistrap indicates that the switch has gone through a power-up sequence. This
trap occurs only once (the default interval, 23:59:59 is ignored).

Status

Shows when atrap was last executed, along with the timestamp. If atrapis
generated, a brief description appears.

Interval

Provides atime interval after which the switch checks for new SNMP Trap
conditions.

Action

If atrap has occurred, click on the Details button in the Action column to view
information about the trap. The Details output includes the System Name, Date
and Time, System Uptime, and possibly other information (for example, LAN on
Slot n Interface n).

VRRP

Click to enable VRRP SNMP traps.

OSPF
Click to enable OSPF SNMP traps.
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SNMP Authentication
Click to enable SNMP Authentication traps.
Trap Settings

Click on this button to go to the Trap Settings screen.

SNMP Trap Settings

The SNMP Trap Settings screen (Admin— SNMP -, Trap Settings) alows you to
specify the level of severity that is reported for the trap. You can also specify that
the trap be sent only once.
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Figure 155 SNMP Trap Settings
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Note: The results of many of the selections you make on the Trap

=>|  Seti ngs screen are reported on the Health Check screen. Refer to “Alert
and Warning Descriptions for Selected Servers’ for additional
information.
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Name

The Name column lists the traps that are available on your switch. The actual list
can vary, depending upon the model of your switch and your configuration. For
example, if your switch has asingle hard disk, the trap that refersto an optional
disk (Hard Disk 1) does not appear on your Trap Settings screen.

Firewall

Status of the firewall that is currently enabled on the switch (either the Contivity
Firewall or the Check Point firewall).

LAN on System Board

Current status of LAN Interface 1. The trap is sent only if a problem occurs.
LAN on Slot n Interface n

Current status of Slot n Interface n. Thetrap is sent only if a problem occurs.
Auto Backup Servers

Current status of the automatic backup servers. The trap is sent only if a problem
occurs, for example, if there is no server specified.

PowerUp

Indicates that the switch was powered up.
HeartBeat

Indicates the status of the heartbeat.
IntrudeTrap

Indicates that excessive unauthorized packets were sent to the switch.
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LoginTrap

Indicates that an attempted login to the switch failed.

Load Balancing Service

Current status of the load balancing feature. Thetrap is sent only if a problem
occurs. The following table shows possible trap messages and meanings.

Table 25 Load balancing service trap messages

Trap message

Meaning

Warning: Load Balancing Service:
Timed out waiting for response from
server

Indicates that Load Balancing is enabled (on the
Services - IPSec screen) but the configured
server is not responding.

Internal LDAP Server

Current status of the internal LDAP server. The trap is sent only if a problem
occurs. The following table shows possible trap messages and meanings.

Table 26 Internal LDAP server trap messages

Trap message

Meaning

Alert: Internal LDAP Server: Server
not running

Server is configured and selected but is not
running. This is displayed after a Restore or
Backup operation.

Alert: Internal LDAP Server: Server
not enabled

Server is running but is not selected

Warning: Internal LDAP Server:
Restore in progress

Restore from an LDIF file in progress. LDAP
server is selected but is not running. This
changes to an Alert (Server not running)
condition when the restore is complete

Warning: Internal LDAP Server:
Backup in progress

Backup to an LDIF file in progress. LDAP server
is selected but is not running. This changes to an
Alert (Server not running) condition when the
backup is complete.
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RADIUS Accounting Server

Current status of the RADIUS Accounting servers. Thetrap is sent only if a
problem occurs. The following table shows possible trap messages and meanings.

Table 27 RADIUS accounting server trap messages

Trap message

Meaning

Alert: RADIUS Accounting Server:
Error

Server has an error condition.

RADIUS Authentication Servers

Current status of the RADIUS authentication servers. The following table shows
possible trap messages and meanings.

Table 28 RADIUS authentication server trap messages

Trap message

Meaning

Alert: RADIUS Authentication Servers:
Error

All enabled servers have errors

Warning: RADIUS Authentication
Servers: Configured

The first server that was enabled is available but
has not been contacted for authentication yet. At
least one other enabled server has an error.

Warning: RADIUS Authentication
Servers: Operational

The first server that was enabled is operational
and has been used for authentication. At least
one other enabled server has an error

Warning: RADIUS Authentication
Servers: Error

The first server that was enabled has an error. At
least one other enabled server is available
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External LDAP Servers

Current status of the External LDAP servers. Thetrap is sent only if aproblem
occurs. The following table shows possible trap messages and meanings.

Table 29 External LDAP servers trap messages

Trap message Meaning

Alert: External LDAP Servers: Server | No servers are running and no servers are
is down selected.

Alert: External LDAP Servers: Server | All servers are running but none have been
not enabled selected

Warning: External LDAP Servers: At least one server is not running and is not
Server is down selected.

Warning: External LDAP Servers: At least one server is running but it is not
Server not enabled selected.

Buffer Usage

Indicates the status of the buffer. A warning is sent if more than 75 percent of the
buffer is being used. If usage exceeds 87.5 percent, an Alert is sent.

Memory Usage

Indicates the status of the system memory. A Warning is sent if more than 75
percent of memory isbeing used. An Alert is sent if more then 87.5 percent of the
memory is being used.

Hard Disk O

Indicates the status of the hard disk. A Warning is sent if the disk is more than 75
percent full. An Alert is sent if more then 87.5 percent of the disk isfull.

Hard Disk 1

Thistrap appearsonly if the switch has a second hard disk, and indicates the status
of the second disk. A Warning is sent if the disk is more than 75 percent full. An
Alert is sent if more then 87.5 percent of the disk isfull.
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Dual Power Supply

Thistrap appears only if the switch has a dual power supply, and indicates the

state the dual power supply.

Table 30 Dual power supply trap message

Trap message

Meaning

Alert: Dual Power Supply: Redundant
supply faulted

On systems with dual power supplies, one of the
power supplies is not working.

Notes:

The switch continues to operate with a single
power supply. However you should replace the
faulty power supply as soon as possible

Intrusion

Indicates that the switch cover is off. Sensors in the switch make this

determination.

Table 31 Intrusion trap message

Trap message

Meaning

Alert: Intrusion: Box has been opened

The cover of the switch has been opened or is
being opened, indicating a possible security
intrusion.

Notes:

The switch continues to operate while the box is
opened. Check to ensure that unauthorized

access has not occurred.
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Critical Temperature

Indicatesthe critical temperature state of the switch. If thistemperature reaches an
Alert condition, you should immediately shut down the switch to prevent any
damage.

Table 32 Critical temperature trap message

Trap message Meaning
Alert: Critical Temperature: Critical The switch is running at a critically high
temperature out of range temperature above its rated normal operating

temperature. This indicates a serious problem --
you should shut down the switch immediately.

Notes:

Component failure may have already occurred.
Contact your Nortel Networks representative if
you cannot determine the cause of the excessive
temperature

Normal Temperature

The normal temperature state of the switch. An Alert condition indicates that the
switch has exceeded its normal operating range (0°C to 55°C).

Table 33 Normal temperature trap message

Trap message Meaning
Alert: Normal Temperature: Normal The switch is running above its rated normal
temperature out of range operating temperature.

Notes:

This can occur if the switch fan is not working
properly or if there is a high ambient temperature.

Continued operation of the switch at excessive
temperature can result in performance
degradation and component failure.

Do not wait for a Critical Temperature Trap, as it is
not supported on all switch models
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Voltage 12 V Minus

Indicates the state of the -12 voltage. The following table shows voltage-related

trap messages.

Table 34 \Voltage trap messages

Trap messages

Meaning

Alert: Voltage nnn: Voltage out of
range

where: nnn is the voltage, for
example, 3.3 V Plus

The supplied voltage to the switch is not within
the specified range. This indicates a serious
problem and should be checked immediately by a
Nortel Networks representative.

Notes:

Improper voltage input can cause erratic switch
operation. Not all switch models support traps for
all voltages

Voltage 12 V Plus

Indicates the state of the +12 voltage.

Voltage 2.5 VB

Indicates the state of the 2.5 voltage on the auxiliary processor.

Voltage 2.5 VA

Indicates the state of the 2.5 voltage on the main processor

Voltage 3.3 V Plus

Indicates the state of the +3.3 voltage.

Voltage 5 V Minus

Indicates the state of the -5 voltage.
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Voltage 5 V Plus

Indicates the state of the +5 voltage.

Chassis Fan 2

Current status of the second chassis fan. If you have an Alert, check to seeif the
fanisdirty or clogged. Thistrap is displayed only if the switch has the second

chassis fan.

Table 35 Chassis Fan 2 trap message

Trap messages Meaning

Alert: Chassis Fan 2: Fan not The second chassis fan is running either below

functioning the specified speed or is not running at all.
Notes:
A service technician must check the fan as soon
as possible. If the fan is not working correctly,
overheating of the switch and possible
component failure can result.

Chassis Fan

Current status of the chassisfan. If you have an Alert, check to seeif thefanis

dirty or clogged.
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Table 36 Chassis fan trap message

Trap messages

Meaning

Alert: Chassis Fan: Fan not
functioning

The chassis fan is running either below the
specified speed or is not running at all.

Notes:

A service technician must check the fan as soon
as possible. If the fan is not working correctly,
overheating of the switch and possible
component failure can result.

CPU Two Fan

Current status of the second CPU fan. If you have an Alert, check to seeif the fan
isoperational. Thistrap is displayed only if the switch has the second CPU fan.

Table 37 CPU two fan trap messages

Trap messages

Meaning

Alert: CPU Two Fan: Fan not
functioning

The fan on the auxiliary processor is running
either below the specified speed or is not running
at all.

Notes:

This trap can only be sent by systems which
contain an actual fan on the auxiliary CPU.

If the fan is not working correctly, it must be fixed
as soon as possible or damage may result to the
processor as well as to the switch.

CPU One Fan

Current status of the primary CPU fan. If you have an Alert, check to seeif thefan

is operational.
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Table 38 CPU one fan trap messages

Trap messages Meaning
Alert: CPU One Fan: Fan not The fan on the primary processor is running
functioning either below the specified speed or is not running
at all.
Notes:

This trap can only be sent by systems which
contain an actual fan on the primary CPU.

If the fan is not working correctly, it must be fixed
as soon as possible or damage may result to the
processor as well as to the switch.

CPU 2

Current status of the second CPU. Thistrap isdisplayed only if the switch hastwo
CPUs.

Table 39 CPU 2 trap message

Trap message Meaning

Alert: CPU 2: Program load failed These traps are only sent from a switch with
multiple CPUs and indicate that the application
CPU is not functioning correctly.

Notes:

The switch sounds an alarm and the networking
performance is degraded.

The switch continues to function without the
application processor.

Reboot the switch to correct the situation. If the
problem continues, contact your Nortel Networks
support representative

Alert: CPU 2: Bootup did not complete

Alert: CPU 2: Communication los

Alert: CPU 2: Failed. Reason unknown

SNMP Servers

Current status of the SNMP servers. The statusis either Operational or Error.
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IP Address Pool

The status of the IP Address Pool. An Alert status indicates that there are no

addresses available.

FIPS
Current status of FIPS mode.

Table 40 FIPS trap messages

Trap message

Meaning

OK: FIPS disabled

FIPS mode is currently disabled on the switch

OK: FIPS enabled and power-up test
in progress

FIPS mode is enabled and the switch has been
rebooted and is running the power-up tests

OK: FIPS enabled and all tests have
passed

FIPS mode is enabled, the switch has finished
rebooting, and has successfully completed the
power-up tests.

Warning: FIPS: Random generator
test failed

During the FIPS power-up testing, the random
generator test failed.

Warning: FIPS: DESMAC check on
executables failed

During the FIPS power-up testing, DESMAC
check on executables failed.

Warning: FIPS: DES KAT test failed

During the FIPS power-up testing, the DES KAT
test failed.

Warning: FIPS: SHA1 self test failed

During the FIPS power-up testing, the SHAL1 self
test failed

Warning: FIPS disabled due to HW
accelerator present

FIPS is disabled because your switch has a
hardware accelerator card installed.

Alert: FIPS status not known

The switch is unable to determine the status of
FIPS mode.

DNS Servers

Current status of the DNS servers. The following table shows possible trap

messages and meanings.
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Table 41 DNS servers trap messages

Trap Messages Meaning

Alert: DNS Servers: Error None of the configured servers are operational

Warning: DNS Servers: Operational | At least one server is operating properly but

another server has errors.

Severity

Click the drop-down list box to select the level of severity that is reported for the
trap. The default severity isavalue of 2. In most cases, the default is appropriate
for the trap. However, you might want to change the severity value to highlight the
reporting of atrap. For example, if you want to closely monitor the status of your
hard disk, you might assign a severity value of 1 to the Hard Disk O trap.

The following table shows the severity choices and their impact on the switch
performance.

Table 42 Severity level meanings

Severity Meaning

1 Fatal, critical condition; severely impacts performance.

2 Major condition; results in poor performance.

3 Minor condition; performance is within specifications but should be
monitored.

4 Significant informational event; normal performance.
Event of no operational value.

R Reverses Severity 1, 2, and 3 conditions; returns performance to
normal. This code is for future use.

Send Once

This selection takes precedence over the Interval setting on the SNMP screen.
Click to specify that if the event occurs, it istrapped only once. Otherwise the trap
is repeated using the timeinterval specified on the SNM P screen. The PowerUp
trap is an example of a send once event.
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System Shutdown

The Admin - Shutdown screen allows you to gracefully turn off the switch. The
Shutdown options allow you to Shutdown immediately, to wait until current users
are logged off, or to wait until adesignated time. A graceful shutdown safely
terminates connections so that no dataislost, compared with a spontaneous loss
of power, for example.

Additionally, you can select whether to power off or restart after Shutdown, and
also choose the configuration file to use upon restarting. To allow you to conduct
an orderly Shutdown, you can disable new logins, and you can disable logins after
the Shutdown to perform system maintenance.

You should always use the System Shutdown screen to shut down the system
rather than the Power or Reset buttons on the back of the switch. This ensures the
integrity of your file system.

Note: After performing a System Shutdown, click the Reload/Refresh
=% | button to see the latest switch information.
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Figure 156 System Shutdown
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Caution: When a System Shutdown has started, do not reset or power
down the switch; doing so might cause you to lose data or might render

the switch inoperable.
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Logins

Disable New Logins

Click to prevent new remote access logins before shutting down. Disabling New
Logins prevents the need to log off new users when you power down the system.

Disable Logins After Restart

Click to prevent remote Logins After Restarting the system. For example, you
might select this option when performing system maintenance. After the system
restarts, the Disable New Logins option is selected. After completing maintenance
tasks, you should deselect Disable New Logins to allow normal logins.

Note: Administrators can access the switch via Web management
nd independent of the Login control selection.

System Shutdown

To Shutdown, you must select a System Shutdown option other than None, which
is the default.

After All Users Log Off

Click to shut down the system After All remote access Users have Logged Off.
Administrators logged into the system viaHTTP must also be logged off.

At
Click and assign a specific time to shut down the system as represented by a

24-hour clock (hh:mm:ss); for example, you can shut down the system at
16:50:00.

In n Minutes

Enter a specific number of Minutes after which the system shuts down. The
possible rangeis 1 to 1440 (24 hours); default is 1 minute.
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Now

Safely shuts down the system immediately by terminating all sessions and closing
connections to servers.

None
Do not shut down the system. If there is a previously configured shutdown
pending, you must click on the Cancel Pending Shutdown button at the top of the

screen. This cancels the pending shutdown and automatically selects the None
option.

After System Shutdown
Power Off
Power Off the switch After the System Shutdown occurs.

Restart

Restart the switch After the System Shutdown occurs.

Boot Mode

Select the mode that you want to use when rebooting the switch, either Normal
mode or Safe mode.

Boot Configuration

Use

Click the drop-down list box to view the available Configuration Files. To change
the configuration files that appear in thislist, use the Current System
Configuration screen. Select the configuration file that you want the switch to boot
from when restarting.
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Note that if you choose a new Boot Configuration option, then you must also
choose a System Shutdown option to indicate when the System shuts down and
subsequently loads the new Boot Configuration file.

Reboot From Drive

/ide0/ (primary)

Click to select the hard disk drive /ide0/ (primary) from which you want to boot
the switch.

/idel/ (secondary)

Click to select the hard disk drive/idel/ (secondary) from which you want to boot
the switch.

Cancel Pending Shutdown

When a shutdown is pending, the Cancel a Pending Shutdown button is available.
Use this button to stop the shutdown or, alternatively, click None under the System
Shutdown area of the screen.
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Chapter 8
Status

This section describes the System Status screens. The System Status screens allow
you to see, from the Web interface, who islogged on, their traffic demands, and a
summary of the switch hardware configuration, including available memory and
disk space.

Figure 157 Status menu
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Active Sessions

The Active Sessions screen allows you to see which users are tunneled into the
switch, when they logged in, and the number of bytes and packets they have
transmitted or received.

Additionally, you can choose to see selected session details and you can even log
off users.
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Figure 158 Active Sessions
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Display

Click the drop-down list box to select one of the following Active Sessions views:

 End User Sessions
* Branch Office Sessions
e All sessions (default)
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Summary

The Summary table shows statistics for the number of sessions on the switch,
including the current number of sessions, the peak number of sessions, and the
total number of sessions since the switch was last booted.

Current Sessions

The current number of sessions.

Peak Sessions for Date

The maximum number of sessionsfor the cited date.
Total Sessions Since Boot

The total number of sessions since the system was restarted.

Current Branch Office Sessions

Shows the number of Branch Office connections, including the gateway, |P
address, start time, number of Kilobytes, and total packets sent through a
connection.

Refer to the Current End User Sessions section for most of the Current Branch
Office Sessionsfield descriptions, as they are the same.

Connection

Shows the name of the Connection, either an |P address or aDNS name.

Current End User Sessions

Shows the current end user connections to the switch, including the user name,
type, User ID, |P address assigned, the IPX address, start time, number of
Kilobytes, total packets sent through a connection, and links.
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User
Shows the user’s full name; for example, Madison Lee.

Type

Shows the account type, any of the four tunnel types (IPsec, PPTP, L2TPR, L2F) or
Admin.

User ID

Shows the User's account ID; for example, mlee.

IP Address Assigned/Public

Shows the IP Address Assigned by the switch (the inner address), and the public

IP Address of the client device (possibly assigned by the ISP) that is connected to
the switch.

IPX Address
Showstheinner IPX Address of the client device that is connected to the switch.
Start

Shows the session Start date and time using a 24-hour clock (in the format
hh:mm:ss). For example, 6/5/1999 21:18:47.

Kbytes

Shows the number of Kilobytes of traffic transmitted In to the corporate network
and Out of the corporate network. (Not applicable to Administrator's sessions.)

Packets

Shows the number of Packets going into the corporation and going out of the
enterprise’sintranet. (Not applicable to Administrator sessions.)
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Links

Shows the number of PPP links associated with this session.
Action

Log Off

Click to log off the associated user immediately, including Administrators. The
Log Off button appears only if you have the proper Administrator rights.

Details
Click to view Details such as the group the user belongs to, account type, number

of active sessions, and numerous | P session counters. Thisoption is not applicable
to Administrator sessions.

Log Off

Click to log off al non-administrative usersimmediately. Thislogs off all
tunneled users so that the administrator can perform maintenance.
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Active Sessions Details

This screen provides Active Session Details for specific users, including User
Name and Group, number and type of accounts, number of active sessions and
many |P session-specific details.

Figure 159 Partial Active Sessions Details
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The following table provides descriptions of active sessions.

Table 43 Descriptions of active session details

Listing Description
User Name Current user's name
Group Group with which the current user is associated

Number of Accounts

Number of accounts that are currently active

Account Type

Type of the account

Account Userid

User ID for this account

Number o f Active Sessions

Number of sessions that are currently active

Session IP Address

Session inner IP address

Session Start Date

Date the session started

Session Start Time

Time the session started

Session Kbytes In

Kilobytes that are transmitted into the switch

Session Kbytes Out

Kilobytes that are transmitted out of the switch

Session Packets In

Packets that are transmitted into the switch

Session Packets Out

Packets that are transmitted out of the switch

Session IpFrag Drops In

Packets going into the enterprise network that are
dropped if the rest of the fragment does not get there
in time

Session IpHdr Drops In

Packets going into the enterprise network that are
dropped whenever there is an error in the IP header

Session Local Interface Filter
Drops In

Packets destined to a physical interface that are
dropped due to lack of authorization access

Session Local System Filter
Drops In

Packets destined to a LAN management address but
are dropped due to lack of authorization access

Session QosRandom Drops Out

Packets dropped as part of Random Early Detection
(RED) congestion

Session Routing Filter Drops In

Packets filtered because no access rights are
permitted to the resources specified by the
designated filters

Session Source Address Drops In

Packets that are dropped due to a source address
access conflict

Session Local Interface Filter
Drops Out

Packets coming from a physical interface that are
dropped due to lack of authorization access

Session Local System Filter
Drops Out

Packets coming from a switch management address
that are dropped due to lack of authorization access
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Table 43 Descriptions of active session details (continued)

Session QosForced Drops In Packets dropped because the peer could not establish
a quality of service session

Session Routing Filter Drops Out | Packets filtered because no access rights are
permitted to the resources specified by the
designated filters

Session IpFrag In Incoming IP packets that are fragmented

Session IpFrag Out Outgoing IP packets that are fragmented

Status Reports

The Status Reports screen allows you to view system and performance datain text
or graphical format. You can generate current or historical graphs of valuable
system data. The Reports feature provides a comprehensive screen or
down-loadable reports on user activity.
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Figure 160 Status Reports
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Graph

Clicking Graph causes a Java graphing applet to be loaded to your browser. When
you are there, you can choose between graph types and time features. Click to
access the graphical package.

Thefirst time you click Graphs, it can take afew minutes for the graphing
package to download over adial-in line. Thereafter, it is cached and appears
quickly.
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Reports

You can view reports for Administrators or Users. These reports can be accessed
in an on-screen tabular format and they can be put into acomma-delimited format
for export into a spreadsheet or database.

Type
You can view reports for the following types. The amount of detail in the reports

depends on your access rights, which are set in the Admin Rights area on the
Profile - Users: Edit screen.

Administrators

You must have Manage Switch rights to view these reports. The report lists users
with administrator privileges, including name, group, and switch or users
privileges.

Users

Lists users and the system database groupsthey arein. You can also generate
details of user accounts and user IDs. If you only have Manage User rights, the
report islimited to groups that you are allowed to manage.

System Report

You must have Manage Switch rights to view these reports. The report lists basic

system information, including configuration, type, services, hardware, and
interfaces.

Sessions Report

Lists session information including, model, date, average sessions per minute. If
you only have Manage User rights, you must be set up to manage the /Base group.
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Graphs

Failed Authorization Report
Lists failed authorization information including, model, date, total, and average

sessions per minute. You can also generate details for individua listings. If you
only have Manage User rights, you must be set up to manage the /Base group.

Expired Password Report

Lists users with expired passwords. If you only have Manage User rights, the
report is limited to groups that you are allowed to manage.

RADIUS Diagnostic Report

You must have Manage Switch rights to view these reports and the reports are
limited to groups that you are alowed to manage. The report lists various
RADIUS reports that show whether the switch settings are synchronized with the
RADIUS server settings.

On Screen

Click the appropriate listing to generate atabular On Screen report, which you can
then print.

Comma-Delimited

Click the appropriate listing to generate the report in a Comma-Delimited format.
You can then import this report into a spreadsheet or database.

The graphical utility allows you to generate particular types of graphs for specific
time periods. For example, you can generate a system resources graph for the
current time period.
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Graph Type

You can generate the following Graph Types:

Bytes In/Out (packets transported by the switch)
System Resources

Dropped Packets

Failed Authentications

Packets In/Out

Sessions

Graph Period

Following are the types of Graph Periods you can generate.

Current - Displays a per minute average for the entire day up to that point. The
graphing package then polls the switch every minute for the most recent value
and appends it to the graph. You can leave Current up and running and it
continues to graph throughout the day.

Historical - Displays summary data for the last 30 days.

Date - Displays data for the specified date.

Viewing a Single Value

You can display the values represented by any point on the graph by clicking on
the exact data point, then clicking again. A dialog box displays the values of the
data point.

Zooming in on a Graph Area

To zoom into an interesting portion of the graph, click at a point to the left of the
areathat you want to enlarge, drag your mouse past the point that you want to
enlarge, then release the mouse button. You can repeat this action to further
enlarge the viewed area.
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Type alowercase “r” to stop zooming and reset the graph to its original view

Note: Make arectangle around the full areathat you want to view,
=»| including all specific data points.

Graph

After making a change to the Graph Type or Graph Period, click the Graph button
to generate anew graph.

Stop

The Stop button, which is available only when graphing current val ues, stops the
browser from updating the graph every minute.

Considerations

Counters
When a graphing counter exceeds the maximum (approximately 4 billion), the

counter wraps to zero and the number reported is incorrect until the switch is
restarted.

Upgrading and Graphs

After upgrading the switch, it can take up to 20 minutes before the system can
generate graphs. This delay accountsfor the time necessary to collect enough data

to begin graphing.

Bytes In and Bytes Out

The graphing application labels the y-axis using scientific notation.
Historical Graph

The switch must be running at midnight (12:00 a.m.) to generate a historical graph
for the day.
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Printing
Graphs can be printed directly from your browser.

If you want to use the graph in a document, you can copy it to the clipboard by
pressing the Alt-PrintScreen keys, and then paste it into your document.

Reports

The Reports feature allows you to generate comprehensive reports of users and
other important information. You generate Reportsin an On Screen tabular format
and you can import them into a spreadsheet or database through the
Comma-Delimited format.

Tabular Report

You can generate an on screen Users Report in tabular format. It indicates the
report type, when it was generated, the model number, and the Domain Name
Service (DNS) host name. You can also view the user's group, tunnel type, and
User IDs.

Comma Delimited Report

You can generate text-based, Comma Delimited reports that can be imported into
a spreadsheet or database. The report includes the same information as the tabular
report, but in a Comma Delimited format.

System Status

The System Status screen shows the switch's Up Time, software and hardware
configurations, along with the current status of key devices. When thereisa
pending shutdown or an IPX Public Network Address change that requires a
reboot, such events are listed at the top of this screen.
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Figure 161 System Status
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System Up Time
Up Time

Shows the length of time in a 24-hour clock format that the switch has been
running: days (if applicable), hours, minutes, and seconds.

System Configuration

Software Version

The Version of Software currently in use.
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Software Build Date

The date and time that the software was built by Nortel Networks.
System Serial Number

The system serial number. This number is unique for each switch.
MAC Address

The media access control (MAC) address of the logical system management
interface.

BIOS

Basic Input/Output System (BIOS) number, date, and time.
System Hardware

Processors 1 and 2

Processors 1 and 2 are Pentium Ilsrunning at 450 MHz with 512 KB cache. Only
the 4000 series of the switch has dual processors.

Memory

The available memory in the switch.

Hard Disk 1 and 2

The amount of the hard disk storage that is available on a particular disk, and also
thetotal storage space. Inthis case, hard disk 1 has 1399 MB available storage out
of atotal of 2036 MB; thus, 637 MB is being used. Only the 4000 series of the
switch has two hard disks.
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Diskette

Thetype of diskette drive (3.5-inch) on the switch (located behind the front cover
or on the front). The diskette drive is not required for normal operation, but is
available to restore the system in the unlikely event of ahard disk failure. For
instructions on removing the front cover, refer to the switch’s Getting Started
Guide.

Health Check

The Health Check screen provides an overall summary of the current state of the
switch’'s hardware and software components at a glance.

Figure 162 Health Check
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Audible Alarm

Enable

Click to Enable the Audible Alarm, which the switch emits.

Disable

Click to Disable the Audible Alarm, which the switch emits.

Component Name

Thisisabrief description of the hardware or software components in the switch.

Status

Thelistings appear from top to bottom in order of severity, based on the following
possible listings:

Alert - A red Alert indicates that something iswrong with the current situation
and you should attend to the situation as soon as possible.

Warning - A yellow Warning indicates that there is an impending failure; you
should attend to the situation now in order to avoid an Alert condition. A
purple Warning indicates that the server is not yet configured.

Disabled - A yellow Disabled indicates that the device is not enabled on its
related configuration screen. For example, the Load Balancing Service would
show a Disabled status if you have not checked the Enabled box for Load
Balance on the Service - | Psec screen.

OK - A green OK indicates that everything is currently operating as expected.
There are no problems to be concerned with. Note, however, that servers that
are not enabled are also listed as OK.

Description

A brief message describes the component state. The section “Alert and Warning
Descriptions” lists descriptions for Alert or Warning conditions.
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More Information

This column contains alink to the configuration screen associated with the
selected component or for a Status - Statistics screen that has related information.
This option is left blank when there are no associated screens.

Additional Information for Health Check screen

This section provides additional information for the descriptions that you might
receive from the Health Check screen.

Health Check Components
The following table describes the health check components.

Table 44 Health check components

Component name Description

LAN on Slot n Interface n Current status of Slot n Interface n

Auto Backup Servers Current status of the automatic backup servers
SNMP Servers Current status of the SNMP servers

Load Balancing Service Current status of the load balancing feature
Firewall Current status of the switch’s firewall

LAN on System Board Current status of LAN Interface

Internal LDAP Server Current status of the internal LDAP server

RADIUS Accounting Server | Current status of the RADIUS Accounting servers

External LDAP Servers Current status of the External LDAP servers

Buffer Usage Status of the buffer

Memory Usage Status of the switch’s system memory

Hard Disk 0 Status of the switch’s hard disk

Dual Power Supply State the dual power supply

Intrusion Internal light sensors have determined that the cover is off
Critical Temperature Critical temperature state of the switch. If this temperature

reaches an Alert condition, the switch goes into an
impending shutdown state to prevent any damage.
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Table 44 Health check components (continued)

Component name

Description

Normal Temperature

Normal temperature state of the switch. If this temperature
reaches an Alert condition, then the switch has exceeded
the normal operating range (0°C to 55°C).

Voltage 12 V Minus

State of the Voltage 12 V Minus reading

Voltage 12 V Plus

State of the Voltage 12 V Plus reading

Voltage 2.5 VB

State of the Voltage 2.5 VB reading

Voltage 2.5 VA

State of the Voltage 2.5 VA reading

Voltage 3.3 V Plus

State of the Voltage 3.3 V Plus reading

Voltage 5 V Minus

State of the Voltage 5 V Minus reading

Voltage 5 V Plus

State of the Voltage 5 V Plus reading

Chassis Fan 2

Current status of the LAN/WAN card slot fan. If you have an
Alert, check to see if the fan is dirty or clogged.

Chassis Fan Current status of the LAN/WAN card slot fan. If you have an
Alert, check to see if the fan is dirty or clogged.

CPU Two Fan Current status of the CPU Two Fan. If you have an Alert,
check to see if the fan is operational.

CPU One Fan Current status of the CPU One Fan. If you have an Alert,

check to see if the fan is operational.

Disk Redundancy

Current status of the two hard disks.

WAN on Slot n Interface n

Current status of Slot n Interface n.

RADIUS Authentication
Servers

Current status of the RADIUS authentication servers

IP Address Pool

Current status of the DHCP Address pool server.

DNS Servers

Current status of the DNS servers

FIPS

Current status of FIPS Mode
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Alert and Warning Descriptions

The use of SNMP traps can provide important status information about your
switch’s devices. The following table lists possible Health Check messages that
can result when Alert and Warning conditions are produced by SNMP traps. This
information is for the following types of servers. RADIUS Servers, LDAP
Servers, Load Balancing Servers, and DNS Servers. In some cases, the table also
shows descriptions for selected OK conditions.

Table 45 Health check messages from SNMP traps

Status Description Comments

RADIUS Accounting Server

Alert Error Server has an error condition.

OK Server not enabled No server is available. You must
enable the server on the
Servers - RADIUS Acct screen.

OK Configured No errors.

RADIUS Authentication Server

Alert Error All enabled servers have errors.

Warning Configured The first server that was enabled is
available but has not been
contacted for authentication yet. At
least one other enabled server has
an error.

Warning Operational The first server that was enabled is
operational and has been used for
authentication. At least one other
enabled server has an error.

Warning Error The first server that was enabled
has an error. At least one other
enabled server is available.

OK Configured No error conditions.

OK Operational No error conditions.
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Table 45 Health check messages from SNMP traps (continued)

Status

Description

Comments

OK

Server not enabled

No servers available.

e Make sure you have enabled
RADIUS Authentication on the
Servers - RADIUS Auth
screen.

* Make sure at least one
RADIUS server is enabled on
the Servers — RADIUS Auth
screen.

Internal LDAP Server

Alert

Server not running

Server is configured and selected
but is not running. This is
displayed after a Restore or
Backup operation.

Alert

Server not enabled

Server is running but is not
selected.

Warning

Restore in progress

Restore from an LDIF file in
progress. LDAP server is selected
but is not running. This changes to
an Alert (Server not running)
condition when the restore is
complete.

Warning

Backup in progress

Backup to an LDIF file in progress.
LDAP server is selected but is not
running. This changes to an Alert
(Server not running) condition
when the backup is complete.

OK

Server not enabled

Server is running but is not
selected.

OK

Server is down

Server is not running and is not
selected.

OK

Operational

Server is running and is selected.

External LDAP Servers

Alert

Server not enabled

All servers are running but no
servers are selected.

Alert

Server is down

No servers are running and no
servers are selected.

Warning

Server not enabled

At least one server is running but it
is not selected.
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Table 45 Health check messages from SNMP traps (continued)

Status Description Comments

Warning Server is down At least one server is not running
and is not selected.

OK Operational Server is running and is selected.

Load Balancing Service

Warning Timed out waiting for Load Balancing is enabled and
response from server configured, but the server is not
responding.
OK Server not configured Load Balancing is enabled but no
server is configured.
Disabled Server not enabled Load Balancing is not enabled on

the Services — IPsec screen.

DNS Servers

Alert Error None of the configured servers are
operational.
Warning Operational At least one server is operating

properly but another server has
errors.

CMP Enrollment

waiting

Alert One or more request Indicates that one or more errors
errors have been encountered.
OK One or more requests Indicates a certificate request is

pending.

External LDAP Authentication Server

OK Operational Indicates server is reachable and
communicating with the switch.

Disabled Server not enabled Indicates feature is disabled or all
configured servers are disabled.

Warning Server is down Indicates at least one server is not
reachable and at least one server
is reachable.

Alert Server is down Indicates all servers are not

reachable.
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Statistics

The Statistics screen provides numerous subscreens with awealth of general and
diagnostic information about the switch hardware, software, and connections.
Much of the information is specifically designed for Nortel Networks Customer
Support personnel to assist them in diagnosing problems. Some screens, however,
such asthe LAN Counters, Interfaces, and the WAN Status might provide you
with some interesting traffic insights.

Figure 163 Statistics
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Buttons

Version

Shows the software version number (for example, V01_05_01.33), creation date,
and build level (for example, BL029).

Tasks

Shows the jobs that are currently running within the switch, including the name,
task ID, priority, status, error number, and delay.

Interfaces
Shows the various interface characteristics, including | P and broadcast addresses,

subnet masks, the Ethernet address, maximum transfer unit size, packetsin and
out, multicast packets in and out, and input and output errors.

Stack

Shows the stack characteristics and pointers to the tasks, including name, entry,
task 1D, and size.

Memory
Shows how memory is being allocated in the switch, including the current free

and allocated memory and the cumulative memory. The information includes
status, bytes, blocks, average and maximum block sizes.

ARP Table

Shows the link-level Address Resolution Protocol (ARP) information, including
the |P address, destination, gateway, and interface.

Route Table

Shows the internal routing table.
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Sockets

Shows the port numbers to which the TCP/IP and UDP protocols are bound.
TCP Stats

Shows the system-wide TCP statistics.

UDP Stats

Shows the system-wide UDP statistics.

ICMP Stats

Shows the system-wide ICMP statistics.

IP Stats

Shows the system-wide | P statistics, including total packets, framestoo short and

too small, bad header lengths, inbound and outbound fragments, fragments
dropped and timed out, packets forwarded, redirects, and reassembled.

Mbuf Stats
Shows the memory for forwarding packets.

File System

Shows the key statistics for each of the switch's devices, including sectors, bytes
per sector, sectors per cluster, and reserved sectors.

Devices

Shows the device drivers associated with the switch.
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LAN Counters

Shows the many LAN transmit and receive counters, all of which are standard for
Ethernet devices and are reasonably self-explanatory.

WAN Status

Shows the WAN state variables, configuration values, frame counters, signal
values, and the following values.

Table 46 WAN status values

IP fragments received Description

Routing Filter Drops Packets filtered because no access rights are
permitted to the resources specified by the
designated filters.

Local System Filter Drops Packets destined for the management interface
that are dropped due to lack of authorization
access.

Local Interface Filter Drops Packets destined for a physical interface are

dropped due to lack of authorization access.

PAT Drops Public Address Table (PAT) drops are the number
of packets dropped before being authenticated
and having a tunnel established.

IP Header Error Drops Packets with an error in the IP header.

Security Stats

Shows security statistics including total and active sessions by tunnel type and
quality of service level, authentication failures, dropped sessions, and so forth.

Slapd
Showsinternal LDAP statistics.

Flash Contents

Shows the contents of non-volatile memory.
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Object List

Thisinformation is for Nortel Networks software engineers only.

Config File

Shows the ASCII contents of the configuration file that is currently in use.
IP Addr Pool

Shows the | P addresses listed in the internal address pool, including the total
number and the number of addresses allocated.

PACE Statistics

Shows metrics that are used by the Packet Content Engine, a Nortel Networks
internal system.

Event Objects

Showsthe internal software objects that are active.
IPX Route Table

Showsthe IPX routing table.

IPX Server Table

Showsthe IPX server table.

IPX Stats

Showsthe IPX statistics.

FIPS

Indicates the status of the switch’s FIPS Certification Mode.
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Firewall

Load Balancing

Shows the traffic load allocation.

Check Point FW-1 Stats

Shows statistics for the integrated Check Point FireéWall-1, such as the policy, and
rejected and accepted data.

Check Point FW-1 Version

Shows the version and build information for the Check Point Firewall-1

Check Point FW-1 Info

Shows alog file of the Check Point Firewall-1 activity. Thisinformation is useful
for troubleshooting.

The Firewall screen showsthe details of the Firewall monitoring session. Itisonly
used for the optional integrated Check Point firewall. This screen providesthe
same information as the Check Point firewall FW stat - command.

The message “FW-1 not loaded” is shown if you have specified either the
Contivity Firewall or No Firewall on the Services— Firewall screen.

Reference for the Contivity VPN Switch



472 Chapter 8 Status

Figure 164 Check Point FireWall-1 Status
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Host

The Host is aways the “localhost,” which is the switch that you are currently
managing.

Interface

Inbound and outbound packets through the Interface are indicated by the left and
right arrows, respectively.

Policy

Thisisthe name of the Policy that is currently in use; default is Standard.
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Date
Thisisthe Date that the Policy was |oaded.

Statistics

The Statistics that are returned provide information about the success or failure of
the packet transmissions.

Accounting

Accounting logs User sessions. The Log provides Last and First Names, User 1D,
Tunnel type, session Start and End Dates, and the number of Packets and Bytes
transferred. You can search the log according to most of these fields.

Figure 165 Partial Accounting
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Accounting Records

Display
Click to choose between:

* All Sessions
e End User Sessions
* Branch Office Sessions

Search

Enter any combination of the search fields by which you want the log to display,
and click Search. You can enter acombination of database field requirements (the
search fields can be combined to allow more restrictive searches and narrow the
options).

For example, instead of searching for the Last Name OToole only, search for:
Last Name: OToole

End Date: 12/5/97

Type: |Psec

All of thelisted criteriamust be satisfied. Thisthen displays all activity for anyone
named OToole who terminated the |Psec Tunnel Type on 12/5/97.

For Local (nontunneled) sessions certain fields are | eft blank (for example, Last
Name, Packets, Kbytes).

Last Name
Shows the user's last Name.
First Name

Shows the user's first Name.
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User ID
Shows the Session User ID.
Group

Allows you to search by user groups name when you screen End User Sessions or
by branch office name when you display Branch Office Sessions.

Type

Shows the type of tunnel session used. Possible tunnel type sessionsinclude (refer
to the “Tunnel Configuration Overview” section for details):

« IPSec
- PPTP
. L2TP
. L2F

Start and End Dates
Shows the start and end session dates (m/d/y) if the session started and stopped on

the same day. If the start and end dates are different (the session starts on Monday
and ends Tuesday or later) both dates are displayed.

Session Fields

Some of the session fields are the same as those listed above. Refer to the above
references for those descriptions.

Name
Shows the user names.
Subnet

Shows the subnet in which the user’s system resides.
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Time
Shows the session start and end times (hh:mm:ss). If the start and end dates are

different (the session starts at 18:00 on Monday and ends Tuesday at 03:15) both
dates are displayed in the Date field.

Date

Shows the date of the user session.

Packets

The number of Packets transmitted in and out of the switch during the session.
Kbytes

Shows the number of Kbytes transmitted In to and Out of the switch during the
session. The switch does not display bytes transmitted in and out for an
Administrator session.

Session ID

Shows a system-allocated user Session ID.
User ID

Shows the User ID for the tunnel session.
IP Address

Shows theinner IP Address (Local) and the outer IP Address (Public) of the client
devices that are connected to the switch.

IPX Address

Showsthe inner IPX Address (Local) and the outer IP Address (Public) of the
client devicesthat are connected to the switch.
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Links

Shows the number of PPP links associated with this session.

Historical event logging

The switch has several logs that provide different levels of information, including:

« FEventLog
 SystemLog
»  Security Log

e Configuration Log

Thelogs are stored in text files on disk and they indicate what happened, when,
and by whom (IP address and user I1D).

The Event Log captures real-time logging over arelatively short period of time
(for example, the Event Log could wrap its 2000 possible entriesin minutes). The
System Log captures data over alonger period of time, up to 61 days.

Most events are sent to the Event Log first. Significant events from the Event Log
are sent to the System Log. Not all datathat is saved by the System Log comes
from the Event Log, but that is generally the case. The switch filters from the
System Log security entries for the Security Log and configuration entries for the
Configuration Log.
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Figure 166 Nortel Networks logging scheme

Event Log System Log

Security Configuration
Log Log

The different Log options alow you to write specific event levelsto the log files
and view them, including:

Normal
e Urgent

* Detailed
« All

Common logging fields

Introductions to the specific logs appear with each sample log screen. Following
are the common field descriptions for the log file screens.

Date

Click to select the Date (mm/dd) of the log you want to view. Then click Display.
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Thisfield provides log files for up to the last 61 days.

Display Level
Select the appropriate Log Display level from the following options.

Normal

Normal events are the everyday user and system interactions that allow you to
review switch activity; for example:

 Logins
e Configuration changes
e Scheduled or actual shutdowns

Urgent

Urgent Events are marked with an asterisk in the left column of the log. Urgent
Events are those that you want to be aware of immediately and that could
potentialy pose security or access problems; for example:

» Attemptsto login with the wrong password.
* Attemptsto gain Administrator Access.

Detailed

Detailed Events are designed specifically for use by Nortel Networks Customer
Support personnel to uncover or troubleshoot problems.

All

All Events are also designed specifically for Nortel Networks Customer Support
personnel. They include every log message that the system generates, including
many details that are not of general interest but might allow Nortel Networksto
uncover or troubleshoot problems.
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Display
Click to view thelog for the selected Date and Level.

Entries

An asterisk indicates an Urgent entry.

A time stamp indicates when (hours:minutes:seconds) the entry was logged.

A task name indicates the software task logging the message. Generally, these
tasks refer to the internal system mechanisms and are for Nortel Networks
Customer Support personnel only.

The numbers between brackets [01] indicate whether the event is saved to the
System Log and also its priority level. If thefirst number isaone, then the event is
sent to the System Log; whenitisazero it isin-memory information. The priority
level for the second number is as follows:

0 - Debug

1-Low

2 - Medium

3- High

Therefore, the numbersin brackets [12] represent an event that is sent to the
System Log and is considered to be of Medium priority.

Thetask type indicates the actual type of task that was recorded, for example,
Security. Task types are often followed by a corresponding task type number.

A brief message describes the entry.
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Event log

The Event log is adetailed recording of all events that take place on the system.
These entries are not necessarily written to disk, as with the System log. The
Event Log retains all system activity in-memory but only the significant entries
are saved in the System log (on disk).

The Event log includes information on tunneling, security, backups, debugging,
hardware, security, daemon processes, software drivers, interface card driver
events, and so forth.

Asthe Event log adds in-memory information, its oldest entries are overwritten.
The Event log retains the latest 2000 entries, and discards old entrieswhen it is
refreshed.
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Figure 167 Event Log
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IP Packet Drops

This option logs an |P dropped packet header (source and destination address).
Packets can be dropped due to filtering, corruption, and so forth.

All Packets
This option logs the contents of all packets.

Filtered Packets

This option logs the contents of filtered packets.
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IPX Packet Drops

This option logs an IPX dropped packet header (source and destination address).
Packets can be dropped due to filtering, corruption, and so forth.

Reverse Chronological Order

Enable this option to log in reverse chronological order.

Sorting Key Words
You can sort the log based on key word matches.
Enter alist of key words, separated by a space or acomma, in the first field.

Select the type of match you want from the list box. Select AND to match all key
words. Select OR to match any key words.

Clear

Click to Clear the entire log. Only Administrators can clear the log.

Refresh

Click to display new log entries.

System log

The System log contains all System events that are considered significant enough
to be written to disk, including those displayed in the Configuration and Security
logs. Examples of events that would appear in the System log include:

» LDAP activity
» Configuration activity
»  Server authentication and authorization requests
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Figure 168 System Log
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System Log Contents for Date

Thisisthe date (day/month/year) of the log file that is currently being displayed.
When you change the Date field, then click Display, the new date’'slog fileis
displayed and the System Log Contents for date field changes to reflect the new
request.

Capture Level

The Capture Level option allows you to filter between saving to disk all events
including Debug events, and saving Normal and Urgent events only.

Note: Capturing All Events adds a small amount of system overhead
and similarly takes a minor toll on performance. Therefore, you should
probably capture Debug events at the request of Nortel Networks
personnel only.
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Normal

These are the events that are normally of typical interest to you.

Urgent

These events would be of critical interest to you. They could represent a severe
security or access problem; or even something that might have happened
accidentally but if it recurred would be cause for concern.

All

These events allow Nortel Networks Customer Support personnel to learn
additional factors that might be contributing to a problem.

Security log

The Security log records all activity about system or user security. The Security
log lists all security events, both failures and successes. The events can include:

» Authentication and authorization events

e Tunnel or administration requests

*  Encryption, authentication, or compression
* Hours of access

*  Number of session violations

e Communications with servers

- LDAP

« RADIUS
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Figure 169 Security Log

_Rat |

Tage i1
o id Bs
iredd i
UF 4T B4
=008 1F
10,08 '_I
0. Ba
LUEM S gt
TLET e
L ol B T
13: 11 18
I:r I .1
]] kg
1r-ad i
15T 0N
LBl
13 11
P
1§ 4F
1F g i
1 IJ' 1]
1 i
AT BT
1T M- AT
13T
o L
e
g ¥ 2
17T 04 I
b B ]
1848 T
1L 1: Y
1
18k |!
L UM LA
1F 4% 44
(LA LALE]

HTRTEL

HETWORKS

ik 2 ﬂ'."ll.l-u-ll| &

Swrwy Lag vovsres b Wondwy, Ter B3 2001

Eenlyghsi
:B:I’.ﬂ::
tDvcCil §
-ﬂ.-h::
b = H
wkian g :
ot
bz Lybyr
:'-:.ﬂur:
] el
iBCiee §
b 1
SEwnCalfar §
S {
aian i
:l:rﬁl
el ] ]
FE
i |
:Inl'.”.l
=Ew:Lygr 1
alwhCylwr §
el
:a:&:
mEwn Epin
I L
e

i

REERAGERRRERA" E'

EmEEs

EEEE

-

e

EEEQEEEE

fEyas

=z

0 &

josil S assadsi bl dmded sageiies lemie

i
| .._-F‘Ill'lhd (TR E Y I'Il.i.:l'.i 4% L Eervws Eipl
-:r-um.m . TERILTEN W
adnLn Fi-!rl -lblurl 'rlbmllnlr-ld "'r‘l" i i i
.—'l'.ll— n Cere—
-|'-i-u- 1 D m |I—.|I"-—.|.h
S g maL
Iz.shrmlhll'rl_lﬂ [~ 1A
L'l:Fr.m
I wewimr sduin e beniioeied
??m I.rrllr- in lrem URE 0% B 8%
2 Bl i e e me b bra
T - R P R ) TS A A
D UTE Pt bl oosdoae - 124
L1 TTE st bl oo
1 UTF Gt |
£ T Gt |l
Ilmﬂ-l i | m—v— 7
e} Ul i — i
A0 T Gat d ] sk ]
£ TR et - 3
e e T
i i e pomad B
£1 FIF Gat |Lm-"nﬁ'l-"nnrp"m'h]u.:|1l [
5;'!1! L :m-'l-l-l.l"\r-rﬂ—r'm\-nhll."ﬂ- L]
L-'.:—
= hin dmcimd sepaises isgle
é: lﬂiﬂ .ﬂllll.lll..hllﬂ11ﬂ AR iy
g in from Ear=sg
£ mewiar scuin el berticet L
;Imdll. | im {oem ITRF W, MT 180 i
e | L L P oy T
oh ITH et |.|.—|— -'lnﬂ.-q-ﬂn-u—l.l.--_u.l (5

i
EE
i
if
L]
i

Lompmed i Fzee 190 5P JdF 180 Zarews Eigl

311643-D Rev 00



Chapter 8 Status 487

Configuration log

The Configuration log records all configuration changes. For example, it tracks

adding, modifying, or deleting configuration parameters:

»  Group or user profiles

* LAN or WAN interfaces

* Filters

e System access hours

e Shutdown or startup policies

»  File maintenance or backup policies

Figure 170 Configuration Log
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A

accessible networks 348
ACK bit filter 308
active sessions
details 448
viewing 443
add group 254
branch office 331
add remote network 353
address control field compression 83
addressfilters 306, 309

address pool
end address 327
external NAT 328
internal 470
NAT 328
NAT internal 327
start address 327

adminrights 293

administrator
privileges user configuration 293
settings 390

Administrator privileges 255
admission control 249
alert, health check 460

Allow All
branch office 336
enabling 100
enabling clients 99

aternate RADIUS server 358
associated group authorization 131

asterisk logging 480
Asymmetric Branch Office tunnel 328

Asymmetric Branch Office Tunnels (ABOT) 343,
346

authentication 130, 266
branch office 349
methods 279

Authentication Order 138
automatic backup 394
availablerules 237, 298
AXENT 126, 130, 267, 357

B

backup
configuration 404
restore 365
bandwidth management 248
bandwidth rate 249
base distinguished name 368, 374
base group 251
bind
distinguished name 370, 375
password 370, 376
BIOS 458
brackets numbers, logging 480
branch office
authentication 349
define connection 341
edit connection 344
edit group 329, 331
routing 340
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Branch Office Bandwidth Policy 337 Configure IP 338
branch office tunnels connection name, branch office 342

asymmetric 328 Contivity Firewall

peer to peer 328 logging 149

Contivity Stateful Firewall 146

C Contivity VPN Client 142, 392
cablemodems 280 control tunnels 343
call admission priority 259, 334 Cost 67
capture level systemlog 484 counters, LAN interface statistics 68, 72
Certificate Management Protocol (CMP) 101, 102 country 103, 105
certificates CRL 122

?:rs?_ch e;)f_ficg| 314292 update frequency 110

deta“rs rl'g; CSU/DSU .76 |

fingerprint 107 current configuration 257

owner 108 current networks 320
Certification Authority 98 current subnetworks 322
CHAP 80, 82, 130, 133, 134, 138, 276, 278, 280, current time 93

357 customer support 52
children, base group 251
client fail-over 272 D
client policy 275, 354 dateand time 93
client-specified address 280 debug events 158, 479
CMP 101, 102, 122 debug system log 485
CMP Enrollment 465 default group
commadelimited 453 client authentication 100
common fields RADIUS 357

filtering 309 default nearest server 87

logging 478 default rule, filters 305
common name 103, 104 deny packet filter 306
components, health check 460 DES encryption 128, 268
compression 83, 84, 273, 278, 280 DHCP 67,384
configuration DHCP relay agent 384

boot 440 DHCP Relay server 386

file 470

initia 256 Diffie-Hellman 269

log 477,487 DiffServ 247

user rights 294 DiffServ Code Point 235
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direction
inbound filter 306
outbound filter 306

diskette drive 459

DNS 53, 55, 276, 278
primary 55, 281
secondary 56, 281
tertiary 56

DNS Servers 465
Domain Name System 55
DSCP 235
DSCP Vaue 241
Dynamic Host Configuration Protocol 378
dynamic pooled
NAT 327
dynamic port
NAT 327

E

echo

fault threshold 84

interval 84
edit

branch office connection 344
edit filter 298
egress queueing mode 247
encryption 126, 268
end address, NAT 328
Ethernet interface 57, 88
eventlog 477, 481
externa

DHCP 378, 379

dynamic host configuration protocol 378

LDAP 365
LDAP server 366

external address
endpoint device 328
NAT 328

External LDAP Authentication Server 465
External LDAP Servers 464

F

factory default 402
configuration 404

fail-over 131

file system 468
maintenance 412, 414
details 415

filter 377
filter rules 305
filters 261, 295
branch office 348
common fields 309
copy 296
delete 296
edit 296, 298
edit current 296
storing 296
fingerprint
certificate 101, 107, 109
Firewall
Contivity Stateful Firewall 146
firewadll type 155
Firewall-1 122
forwarding priority 259, 335
FQDN user configuration 290

FTP 122, 300, 301
software version 409

full distinguished name
branch office 292, 351
full reformat recovery 402
fully qualified domain name
authentication server 356, 365, 368, 373

LDAP server 369, 375
user configuration 290
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G
graphs 451

group
branch office name 331
edit 255
ID 267
name 255
password 268
password authentication 130
user configuration 283, 288
groups 251
inherited 252

H

hard drive
disk space 458
reformatting 405

hardware
encryption accelerator 89
health check 459

Health check
External LDAP Authentication Server 465

health check 460
historical event logging 477

hours of access
editing 318
setting 317

HTTP 121

ICMP
filter 240, 307
statistics 468

ideO root disk drive 365
idletimeout 261, 335

IKE
encryption 269
Internet Key Exchange 269

inheritance

configuration 252

group 254
initial configuration 256
Initiator 343, 346
interface

characteristics 467

classifiers 236

debug 85

description 58

QoS Statistics 247
Interface shaping 244
internal

address pool 380

LDAP 364

NAT address pool 327
Internal LDAP Server 464
Internet domain 55
Internet Security Association Key Management

Protocol 123, 263
Internetwork Packet Exchange 85
interval

session update 362
SNMP check 422

IP address
branch office 347
changing system 53
currently assigned 59
remote 75
user configuration 288

IPfilter 307
IP Management address 122
IP packet header 235
IP packets 240
IP statistics 468
IPCP 73,82
settings 84
IPSec 123, 263

transport mode connections 277
user configuration 290
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IPX 85

IPX configuration 86
ISAKMP 123, 263
ISDN 392

ISP 80, 280

J
Japanese GUI 393

K

Kanji GUI 393
keepalives 392
key usage extensions 99
key words 483

L

L2F 137
NAS edit 139
user configuration 290

L2TP 133
NASedit 135
user configuration 276, 290

L2TP/IPSec 277
LAC L2TP access concentrator 136

LAN
card 57, 60, 88
counters 469
interface statistics 68

last name search 284
LCP 82,83

LDAP
attribute search 284
authentication 130
directory backup 365
master server 369, 374
restore database file 366
server port number 112
user configuration 285

LDAP Authentication Server 138
LDAP search filters 376
LDIF 366
legacy forwarding priority 247
load balancing 131
Load Balancing Service 465
locality 103, 105
log file

lifetime 117
Log File Configuration 117
log off 447

logging 149
common field descriptions 478
task name 480
task type 480

logins, disabling 439

M

MAC address 458

MAC Pause 64

MAC Pause Ticks 64
Manage CRL Servers 110

management
IPaddress 54
protocols 121

master LDAP server 369, 374
MBONE 240, 307
MD5 127, 269

memory 467
system 458

Message Digest 5 127, 269

message logging 480

MF Classifiers 236

MIB 417

Microsoft Point-to-Point Compression 280
MPPC 280

MS-CHAP 130, 133, 134, 276, 279, 357
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Multicast 197 Peer to peer 343, 346
multi-field classifiers 236 per-hop behavior 247
Permit All Interface 197
N PKCS#10
nailedup 333 certificate request 105
NAS 137, 138, 276, 278 PKCS#7 .
passwords 140 importing encoded certificate 101
UlIDs 138 Point-to-Point Tunneling Protocol 275
NAT pooled trandlation type 327
dynamic pooled 327 port translation type 327
dynamic port 327 ports
network access server 276 destination filter 241, 307
Network Address Trandation (NAT) 326 LDAP 369, 375
networks RADIUS accounting 363
branch office 320 RADIUS authentication 359
split tunneling 320 source filter 241, 307
SSL 370, 375
new rule 302 I
new subnetworks. 322 advanced settings 76
non-tunneled traffic 244 authentication settings 76
normal events PPTP 132, 275, 290
logging 157, 479 pre-shared key 349
0 primary
administrator 391
OmniGuard/Defender 130, 267 administrator password 392
-~ ; RADIUS server 358
organizational unit 103, 104 . . .
ogPFIleeg un Windows Internet Naming Service (WINS) 281
configuration 170 processors 458
known areas 172 product support 52
overview 169 protocol
override default configurations 256 field compression 84

filters 240, 307, 312
proxy ARP 117

over-subscription ratio 244

P public data network 58
permit 306 public network address, IPX 86
PAP 81,134, 138, 276, 278, 280 publications
hard copy 51

parent group 255
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Q

QoS 235
interfaces 242
statistics 247

gueueing mode 247
quick reformat 402

R

RADIUS 122
authentication 130, 356
L2F 138
servers 358
user configuration 285

RADIUS Accounting Server 463
RADIUS Authentication Server 463
RC4-128 279

RC4-40 279

recovery 400

recovery diskette 402

rekey data count 273

rekey timeout 273

remote identity 349
remote |P address 75

reports 452

reset button 407

Responder 330, 343, 346
restore LDAP database 365
retrieve latest software 409

RIP 181

routing policy 222

routing table 467

RSVP 262, 336

rule definition filters 303

S
safe mode 114

screen saver password 271

search for users 284

secret for RADIUS servers 359
secure hash algorithm 92, 127, 269
SecurlD 267, 357

security
log 477,485

Security Dynamics SecurlD 126, 130, 267, 357

security statistics 469
serial number 405, 458

server
LDAP 367
secret
RADIUS accounting 359, 363
status
RADIUS accounting 359, 363

server certificate 106
branch office 351

session details 448
SHA 92,127, 269
show running config 122
shutdown

after power off 440

now 440

time 439
slapd 469
slave 1 LDAP server 369, 374
save 2 LDAP server 369, 375
SNMP 121, 300

trap hosts 419, 420

trap interval 422

version 1 traps 417
software

build date 458

FTP 408

health check 459

version 406, 457

apply 409
new 402
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split tunneling 265
SSL

port 636 370, 375

port number 112
SSL Encryption 377
state/province 103, 105
static

addresses allowed 261

IP address 288

translation type 326
static address

NAT 326
static routes

add privateroute 163

add route 166

default routes 161

edit existing 165

enable 160

overview 159

show branch office routes 168

through physical interface 164
statistics 59, 68, 72

display 466

hardware encryption accelerator 93
status for health check 460
subject distinguished name 100
subnet mask 60
support, Nortel Networks 52
Symmetric Branch Office tunnel 328
system

configure identity 53

log 477,483

shutdown 437

Status 456

system forwarding 117

T

T1 76
TCP

connection 308
filter 308
filter 240, 307
statistics 468

technical publications 51
technical support 52
Telnet 122
Test 330
third party clients
configuring 265
supported 265
time stamp for logging 480
token bucket 262, 336
traffic conditioning 246
troubleshooting
LAN interface statistics 68
WAN interface statistics 72
trusted CA certificate 100, 106
tunnel to tunnel settings 117
tunnel types 119, 120

U

UbP
filter 240, 307
statistics 468

up time system 457
update frequency 110
upgrades 407
urgent events
logging 157, 479
user
add 284
configuring rights 294
ID search 284
management configuration 282
name 288

User Bandwidth Policy 263
Committed Rate 263, 337
Excess Action 263, 337
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ExcessRate 263, 337

V

valid issuer certificate authority
branch office 350

Van Jacobson compression 84

version for software 467

V]
compression 84
identification compression 85
max slots 85
negotiation 84

w

WAN interfaces
advanced settings 82
currently installed 69
settings 73
statistics 72
status 469

warning, health check 460
wildcard 312

WINS 276, 278, 281
primary 281
secondary 282
write access, LDAP server 369, 374

X

X.500 directory search base 112
xDSL 280

XNS 85
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