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In the interest of improving internal design, operational function, and/or reliability, Nortel Networks Inc. reserves the
right to make changes to the products described in this document without notice.

Nortel Networks Inc. does not assume any liability that may occur due to the use or application of the product(s) or
circuit layout(s) described herein.
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Nortel Networks Inc. software license agreement

This Software License Agreement (“License Agreement”) is between you, the end-user (“Customer”) and Nortel
Networks Corporation and its subsidiaries and affiliates (“Nortel Networks”). PLEASE READ THE FOLLOWING
CAREFULLY. YOU MUST ACCEPT THESE LICENSE TERMS IN ORDER TO DOWNLOAD AND/OR USE THE
SOFTWARE. USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS LICENSE
AGREEMENT. If you do not accept these terms and conditions, return the Software, unused and in the original shipping
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rights other than those granted to you under this License Agreement. You are responsible for the selection of the
Software and for the installation of, use of, and results obtained from the Software.

1. Licensed Use of Software. Nortel Networks grants Customer a nonexclusive license to use a copy of the Software
on only one machine at any one time or to the extent of the activation or authorized usage level, whichever is applicable.
To the extent Software is furnished for use with designated hardware or Customer furnished equipment (“CFE”),
Customer is granted a nonexclusive license to use Software only on such hardware or CFE, as applicable. Software
contains trade secrets and Customer agrees to treat Software as confidential information using the same care and
discretion Customer uses with its own similar information that it does not wish to disclose, publish or disseminate.
Customer will ensure that anyone who uses the Software does so only in compliance with the terms of this Agreement.
Customer shall not a) use, copy, modify, transfer or distribute the Software except as expressly authorized; b) reverse
assemble, reverse compile, reverse engineer or otherwise translate the Software; c) create derivative works or
modifications unless expressly authorized; or d) sublicense, rent or lease the Software. Licensors of intellectual property
to Nortel Networks are beneficiaries of this provision. Upon termination or breach of the license by Customer or in the
event designated hardware or CFE is no longer in use, Customer will promptly return the Software to Nortel Networks or
certify its destruction. Nortel Networks may audit by remote polling or other reasonable means to determine Customer’s
Software activation or usage levels. If suppliers of third party software included in Software require Nortel Networks to
include additional or different terms, Customer agrees to abide by such terms provided by Nortel Networks with respect
to such third party software.
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2.  Warranty. Except as may be otherwise expressly agreed to in writing between Nortel Networks and Customer,
Software is provided “AS IS” without any warranties (conditions) of any kind. NORTEL NETWORKS DISCLAIMS
ALL WARRANTIES (CONDITIONS) FOR THE SOFTWARE, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AND ANY WARRANTY OF NON-INFRINGEMENT. Nortel Networks is not obligated to
provide support of any kind for the Software. Some jurisdictions do not allow exclusion of implied warranties, and, in
such event, the above exclusions may not apply.

3. Limitation of Remedies. IN NO EVENT SHALL NORTEL NETWORKS OR ITS AGENTS OR SUPPLIERS BE
LIABLE FOR ANY OF THE FOLLOWING: a) DAMAGES BASED ON ANY THIRD PARTY CLAIM; b) LOSS OF,
OR DAMAGE TO, CUSTOMER’S RECORDS, FILES OR DATA; OR c) DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES (INCLUDING LOST PROFITS OR SAVINGS),
WHETHER IN CONTRACT, TORT OR OTHERWISE (INCLUDING NEGLIGENCE) ARISING OUT OF YOUR
USE OF THE SOFTWARE, EVEN IF NORTEL NETWORKS, ITS AGENTS OR SUPPLIERS HAVE BEEN
ADVISED OF THEIR POSSIBILITY. The forgoing limitations of remedies also apply to any developer and/or supplier
of the Software. Such developer and/or supplier is an intended beneficiary of this Section. Some jurisdictions do not
allow these limitations or exclusions and, in such event, they may not apply.

4. General

a.  If Customer is the United States Government, the following paragraph shall apply: All Nortel Networks
Software available under this License Agreement is commercial computer software and commercial computer
software documentation and, in the event Software is licensed for or on behalf of the United States
Government, the respective rights to the software and software documentation are governed by Nortel
Networks standard commercial license in accordance with U.S. Federal Regulations at 48 C.F.R. Sections
12.212 (for non-DoD entities) and 48 C.F.R. 227.7202 (for DoD entities).

b. Customer may terminate the license at any time. Nortel Networks may terminate the license if Customer fails
to comply with the terms and conditions of this license. In either event, upon termination, Customer must
either return the Software to Nortel Networks or certify its destruction.

c.  Customer is responsible for payment of any taxes, including personal property taxes, resulting from
Customer’s use of the Software. Customer agrees to comply with all applicable laws including all applicable
export and import laws and regulations.

d. Neither party may bring an action, regardless of form, more than two years after the cause of the action arose.

e. The terms and conditions of this License Agreement form the complete and exclusive agreement between
Customer and Nortel Networks.

f.  This License Agreement is governed by the laws of the country in which Customer acquires the Software. If
the Software is acquired in the United States, then this License Agreement is governed by the laws of the state
of New York.

311645-J Rev 00



Contents

Preface ... e et e e 47
Before you begin .. ... . 47
Text CONVENLIONS . . . ... 47
ACTONYIMS o o e 49
Related publications . . ... . . 51
Chapter 1

Introduction ... e e e 53
Accessing the CLI .. ... e 54
CommanNd MOGES . . . oottt e e 55
Configuration MOdesS . .. ... i e 57
Editingcommand line entries . . ... ... . 62
Using command abbreviations . . .. ... .. e 63
Using CLIonline Help . ... . o e 64
Chapter 2

UserEXECmodecommands . ...........cciiiiiininnnnrnnnnnnnnns 65
CO 66
Clear ip roUte . .. 67
o | 69
eNnable ... 71
BXIt L e 72
T o 73
IS o e e 74
1T 76
PWA . e e 79
Show file SyStems . . . .. . 80
show flash: contents . . . ... .. 81

Reference for the Contivity Secure IP Services Gateway Command Line Interface



6 Contents

show reload .. ..... ... . 83
ShOW SEIVICES ... . 84
SHOW SESSIONS . . .. 86
ShOW VerSION . ... 88
terminal paging . . ... . 89
L= 1070 o T 90
WO . . e e e 92
Chapter 3

Privileged EXECmodecommands .............ccccvriiinnnnrnnnns 95
auto-save-logging enable . . ... ... 96
OOt SYStem . . . 98
Clear arp-cache ... ... ... .. 100
clear l0gging EVENtS . . . ... e 101
configure terminal .. ... ... .. . 102
(00 0 103
delete ... 105
disable ... ... 106
BXIt . e e 107
forced-logoff . . ... 108
=Y | o 110
Kill . 111
MKAIr L e 113
0 114
Feload . . .. 117
reload at . ... .. 120
reload CancCel ... ... ... 123
reload N .. ... 125
reload NO-SESSIONS . . . o v e 128
1= = 1 = 131
retrieve Software . . ... ... e 132
I . 134
SHOW Al . 135
show data-collection-interval . ........ ... ... . . .. . . . . . . . . ... 136
show event-log Size ... ... .. e 137

311645-J Rev 00



Contents 7

show health .. ... ... . e 139
show log-file-lifetime . . . . ... . 140
show logging config .. ... e 141
Show 10gging BVeNES . . . . .o 144
show logging history ... ... 149
Show 10gginNg SECUNtY . . ... oo e 150
Show 10ggiNg SYSIOg . . . o oot e 153
show safe-mode . . . ... .. e 156
show serial-port . ... ... . e 157
show software Version . ... ... ... ... e 158
show system forwarding . .. ... e 159
Chapter 4

Global Configuration modecommands. .................. ... 161
= 1 163
async-over-tcp enable . ... .. e 164
async-over-tcp local-ip-address . .. ... 166
async-over-tcp peer-ip-address . .. ... e 167
async-over-tcp local-tcp-listen-port ... ... .. 169
async-over-tcp peer-tep-listen-port ... ... 171
async-over-tCp originator . . ... .. ... 173
async-over-tcp num-of-ticks . ... ... .. 175
audible alarm . .. ... 176
auto-save-logging max-files . ... ... . . .. 177
CONSOIE MOAE . . . .o e e 179
CIYPLO BXPD . v ettt 181
data-collection-interval . . ... ... . .. . .. 183
enable PassSWOrd . ... ... 185
eNable-piNg . ... 187
BVENt-l0Q SIZE . . . . 188
BXIt 189
ftp-Server POt . . . .o 190
7= | o 192
hosStname . ... .. e 193
D POrt ... 194

Reference for the Contivity Secure IP Services Gateway Command Line Interface



8 Contents

hitps private port . .. ... 195
P I SerVer 197
0 =T o 198
l0ad . . 200
log-file-lifetime .. ... . e 201
l0gging history . ... 202
10ggiNg SAVE-10g . . . . . oo e 204
lOQOUL . 206
PING-address . . ... 206
PINg-INterval . ... . e 208
PrOMIPt L e 209
1= S] (o 210
safe-mode duration .. ... ... 212
safe-mode enable ... ... .. 214
ShOW CryplO . . 215
SNMP-SEIVer POt . .. ... 217
system forwarding gratuitous-arpenable . ........ ... ... ... . .. 218
system forwarding nexthop-forwmard enable ............. ... ... ... . ... . ..., 220
system forwarding proxy-arp branch-office-tunnelsenable .................... 221
system forwarding proxy-arp physical-interfaces enable .. .................... 223
system forwarding tunnel-to-tunnel-traffic BO-to-BO enable ................... 225
system forwarding tunnel-to-tunnel-traffic EU-to-BO enable ................... 226
system forwarding tunnel-to-tunnel-traffic EU-to-EU enable ................... 228
system-log-to-file enable . ........ ... ... 229
telnet Port ... o 231
validate . .. ... e 232
Chapter 5

Creating and using scripts to provisionagateway ................. 235
Creating a script with the show running-configcommand ..................... 236
Editing the outputfile . ... ... . . . e 237
Guidelines for creating and executing scripts . .. ... ... ... 239
Estimating provisioning time .. ... ... . 240
Preparingtorunascriptfile . ... ... .. 241
Executing @ SCript . . . .o 242

311645-J Rev 00



Contents 9

show running-configcommand . .......... ... . 243
Chapter 6

Group, filters, users, branch office group configuration commands . . . 251
ACCESS-NOUIS . .. 255
ACHON . .. 258
action NexXthop . ... . 259
add-rule ... 260
AAAIESS . . e 262
administration group-manage . . ... .. 263
administration switch-manage ... .......... . .. .. 265
administration uid . . .. ... 267
administration users-manage . . .. ... ... 268
antireplay enable . . ... ... e 270
authentication (Branch Office Group RIP or Branch Office Group OSPF) ......... 272
authentication (Group IPsec Tunnel) ........ ... ... . i 273
authentication (L2TP, PPTPR, L2F) ... ... . e e e 275
DaNNer . . 277
DO-groUp . . . 278
Client . . e 280
client-address . . .. ... e 282
clientauto-connect . .. ... .. 283
client auto-connect Nnetworks .. ... . 284
clientdynamic-dns enable ... ... ... .. ... 286
clientfailover-tuning .. ... .. e e 287
client failover-tuning interval . . .. ... ... . 289
client failover-tuning retransmissions .. ........... . . . . e 290
clientnatinterval . .. ... ... . . . . .. 291
client poliCy . . ..o e 292
client screen-saver activation-time . .......... . ... 294
client screen-saver password . . ... ... e 295
committed rate . ... ... 296
Lo70] 0] o] =Y 298
CONNECHION . . . e 299
CONEACT . . o 300

Reference for the Contivity Secure IP Services Gateway Command Line Interface



10 Contents

dead-interval . . ... ... 302
default ... 303
Af-Dit L 305
AireCtiON . . . 307
display-banner . ... ... .. 308
dynamic-authenticate . . ... ... . e 309
ENCIY P ON L L 311
eNCIYPHON TKe . . o 313
BXCESS ACHION . . . . 316
BXCBSS MAlE . . . .t 317
BXIt L 319
export bo-static-metric . ... . . 320
export default-metric ... ... ... . 321
export ospf-metric . ... ... 322
export static-metric . . ... ... . 323
filters (Group Connectivity Configuration) ............ . ... ... ... . .. ... ... .. 324
filter add . ... 326
filterrule add . ... ... e 328
forced-logoff . . ... 330
group (Global Configuration Command) ............. .. . ..., 331
o (o 11 ] o 333
hello-interval . . ... ... e 335
idle-timeout . . . .. e 336
import default-route . .. ... ... . 337
initial-contact enable . .. ... ... .. 338
P AdArESS . . ot 340
P @address-pool . . ... 341
P dOMaAIN-NAME . . . . o 343
IPSEC ISSUBI-CaA . . o v vttt et et e e e e e e e e e 344
ipsec server-ca (User Configuration) . ......... ... .. .. i 345
ipsec subject-alt-name . . ... ... 347
iPSeC suUbject-an . .. . ... 348
ipsec uid (User Configuration) ... ..... ... . 349
ipsec uid pwchange enable .. ... .. ... .. 351
IPSEC-IraNSPOrt . . .. 352

311645-J Rev 00



Contents 11

] ) 353
isakmp-retransmissioninterval . . . ... .. . 354
isakmp-retransmission max-attempts ......... ... 356
keepalive interval . .. ... ... .. 357
keepalive ondemand-Conn . . . ... ... ... 358
[2f uid (User Configuration) . ......... ... 359
[2tp uid (User Configuration) . ... ....... .. 361
login max-attempts . . .. ... 362
(OGNS o o o 363
MOVE-TUIE . . . . e 364
NAIlEA-UD . ..o 366
nat-traversal . . ... ... e 367
NO DO-GrOUDP . . .ottt e e e 368
NO GIOUD . . ottt et et e e et e et e e e e e e s 370
nortel-client action . ... ... ... .. 372
nortel-client filter . . ... ... e 374
nortel-client message . . . ... e 375
nortel-client version . ... ... .. e 377
NO UId [OCKOUL . . . . .o 378
PASSWOIT . . ottt 379
PASSWOIA-STOragE . . . . v o vttt e e e 381
DS o e 382
POISON-TEVEISE . . . ittt ettt e e e e e 383
POt 384
ppp-links max-number . .. ... ... . . . . e 385
pptp uid (User Configuration) ... ....... ... e 387
PHONY o o e 388
priority call-admisSsion . .. ... ... 389
priority forwarding . . . . ... e 391
FECEIVE VEISION . . . . oot e 392
rekey data-count . ... ... 393
rekey imeouUt . .. ... 395
FEMOVE-TUIE . . . e 396
retransmit-interval .. ... ... 397
151/ 399

Reference for the Contivity Secure IP Services Gateway Command Line Interface



12 Contents

rsvp toKen-buCKet . . . ... e 400
SENA VEISION . . L o 401
S]] =T 403
ShOW DO-groUP . . oo 405
Show filters . ... 406
SNOW GrOUPS . . .ot e 408
SNOW USBIS . ..ot 410
splitinverse-tunnel-network .. ... ... . . 411
splittunneling . ... .. 413
splittunnel-networks ... ... 414
static-ipaddress (Group Connectivity Configuration) ......................... 416
static-ipaddress (User Configuration) . ... ... ... i 417
static-subnet-mask . . ... ... 418
transmit-delay . . .. ... e 420
USE @IS . . ottt e 421
USE AeSt-POrt . .. 422
use nexthop-addr . . ... 424
USE ProtOCOl . o o 425
USE SIC-POM L oot 427
USEr add . ..o e 428
VeNAOr-id . . 430
WINS address . .. oot 431
Chapter 7

Eventlogcommands. ..........cciiiiiiiiiiiinni i irnnnnnnnns 433
logging capture-filterentity add .. ... ... . 434
logging capture-filter entity remove . ........ ... . ... 436
logging capture-filter severity add .. .......... . . ... 439
logging capture-filter severity remove . ......... . ... 441
logging display-filter entityadd . . . ... ... .. 443
logging display-filter entity remove .. .......... .. . ... 445
logging display-filter severity add . . ... .. ... . 448
logging display-filter severity remove . ........ ... . .. . . . 450
show logging capture-filter . . ... ... .. 452
show logging capture-filterentity all . ...... ... ... .. ... . . . . . . 453

311645-J Rev 00



Contents 13

show logging capture-filterentity . ........ ... .. . . . . . 456
show logging capture-filter severity all .. ........ ... .. ... . . . .. . . . . ... 458
show logging capture-filter severity ........ ... ... . . . . . 459
.................................................................. 461
Chapter 8
Branch office connection configurationcommands ................ 463
DO-CONN . Lo 464
Fo70] 0] o] Y=< 466
CONN-IYPE . . 467
1] LY 468
OIOUD .ottt e 469
ipsec authentication . . ........ ... . . . 471
IPSEC ISSUBT-CA .+« v v vt et e et e e et e e e e e e e 472
ipsec relative-adn . ... ... 474
IPSEC SEIVEI=CA . . . v v vt e i et e e e e e e 476
ipsec subject-alt-name . . ... ... 477
IPSEC SUDJECt-aN . . . . 478
[2tp authentication . ....... .. .. 480
[2tp concentrator . .. ... ... .. 481
[2tp ipsec-data-protection . . . ... ... . . .. 482
[2tp stateless-mode . .. ... . 484
local-endpoint . . . ... 485
local-gateway . .. ... ... 486
l0Cal-NEtWOrK . . . e 488
U .. e e 489
MU enable ... ... . e 491
= 492
pptp authentication . . ... ... . . . . . e 493
remote-endpoint . . .. ... 495
remote-endpoint host . . ... ... . . . . 496
remote-NetWOrK . ... .o e 498
FOULING . o 499
ShOW bo-CoNN . . . e 501
State .. e 502

Reference for the Contivity Secure IP Services Gateway Command Line Interface



14 Contents

tunnel-type ... 503
Chapter 9

Access-hours, client policy, domains, and networks commands. ... .. 505
ACCESS-NOUIS . .. 505
Client-poliCY . . ..o e 507
domain add . ... e 508
network add . ... ... .. 510
ShOW @CCESS-hOUIS . . .. 512
Show Client-poliCy . . . ... e 513
ShOW dOMaiNS . . . .. 514
ShOW NetWOrKS . . . . e 516
Chapter 10

IP address poolcommands .............ciiiiinrnnnnnnnnnnnnnns 519
P address-pool . . . ..o 520
IPD ANCP PrOXY-SEIVET . . o o et et e e e 521
ip dhcp proxy-server address-release . ........... . 523
ip dhcp proxy-server blackout-interval .......... ... ... ... . 525
ip dhcp proxy-server blackout-interval override . ........ ... ... .. ... .. ... .. 527
ip dhcp proxy-server cache-size . ........... ... 529
iplocal POOL . . . 530
ip local pool blackout-interval .. .......... ... . . . . . .. 533
ip local pool unavailable .. .......... . .. . . 535
Show ip dNCp ProXy-Server . ... .. 536
show iplocal pool . . ... .. e 538
Chapter 11

Administrator, system identity, time, Syslog, and NTP commands . . .. 541
admMINNAME . ... 543
CloCK Set . . oo 545
clock timezone . ... ... e 546
compress-filesenable . ...... .. ... ... 548
create diskette . ... ... 550
CrealE FECOVEIY . ittt e 552

311645-J Rev 00



Contents 15

create safe-mode-config . ... ... 553
default language . . ... ... e 555
dns-proxy enable . .. .... ... 556
erase config-file . ... .. . . e 557
exception backup . ... ... e 559
ftp-coredump . ... e 563
ftp-coredump enable . ........ ... e 565
hosStname . ... .. e 566
idle-timeouUt . . . ... 567
] J=Te [0 | 1T P 569
P AOMaAIN-NAME . . .. 570
P NAME-SEIVEL . . . o ottt i et e e e e e e e e 571
CENSE . 572
lOggING . e 574
110 576
ntp authentication-kKey . . ... . . 577
ntp broadcast server ... ... . 578
NP MUlticast Server . .. ... 579
110 7= Y= 580
reformat diskette . ... ... 582
retrieve backup . . ... 584
save current-config-file . . ... ... 586
scheduler manageability . ..... ... .. .. . 587
show admin settings . . . .. ... e 589
ShOW ClOCK . . . .o 590
show compress-files . . . ... e 591
show config-files . . ... ... e 593
show current-config-file ... ... ... . .. . 594
show exceptionbackup ......... ... 595
show ftp-coredump . . . ... 597
SNOW hOSTS . . . .o e 598
ShOW ID NAME-SEIVEr . . . . 599
ShOW liCENSE . . . . o 601
SNOW NI . o o 602
show scheduler . ... ... . . e 604

Reference for the Contivity Secure IP Services Gateway Command Line Interface



16 Contents

show status statisticsadmin . . ... ... ... . . . . . 605
show status statistics hardware .. ....... ... ... ... ... . . . . . ... 608
show status statistics interfaces . .......... .. .. ... . . . 612
show status statistics network . ...... ... .. ... ... 615
show status statistics resources . . . ... ... 622
show status statistics routing . ... ... .. . . 628
show status statistics security . ........ ... ... . 630
show status statistics system . ... ... 633
Show Syslog-host . . ... 640
show system accelerator . ... ... ... e 641
show system accelerator statistics . . ............... ... ... .. .. ... ... 644
split-dns enable . ... ... . 647
system accelerator auto-recoveryenable ............... ... ... .. ... ... ..., 648
system acceleratorenable . ....... ... .. 650
Verify SYSteM .. e 651
Chapter 12

Service and tunnel configurationcommands...................... 653
aaa authentication administrator . ........ ... ... . . . . . . 654
aaa authenticationfwua . ........ ... ... . 655
aaa authentication ipsec ......... ... . 657
aaa authentication 12f . .. .. ... .. 659
aaa authentication 12tp . . ... ... . 660
aaa authentication pptp . ... .. e 661
o7 1 0] o 663
crlretrieval .. ... ... . 664
demand ... 665
1] 667
firewall user-authentication . ........... ... . .. .. . . . . . . 668
ftp-server enable . ... .. 670
hitp enable ... ... .. 671
DS .o 672
identification enable . .. ... .. . . e 673
ipsec authentication . .. ........ .. 676
IPSEC ENCIYPLON . . o 677

311645-J Rev 00



Contents 17

IPSEC encCryption iKe . . ... 679
ipsec fail-over . .. ... 681
ipsec load-balance . .. ....... ... 682
ipsec nat-traversal . ... ... ... .. 684
ipsec nat-traversal port . . .. ... . e 685
[2f authentication . .. ... ... . . 686
I2f Nas-Uid . . . oo 687
[2tp authentication .. ... .. . . . 689
[2tp lac-Uid . . .o 691
pptp authentication . . .. ... ... e 693
FAIUS SEIVICE . . o o ottt e e e e e e 694
radius-accounting private enable ... ...... .. ... . 696
radius-accounting publicenable . . . ... ... ... 697
radius-Client . ... ... e 698
radius-client host . ... ... e 700
radius-Client port . . ... 701
show firewall user-authentication .. ....... ... ... ... ... . . . . 702
show (ipsec | 12f [ 12tp [ pptp) .« o oo oo e 704
telnetenable . .. ... . 705
tuNNel protocol . . . .. 706
Chapter 13

SSL configurationcommands . .............ciiiiiiiii i 709
FESEt SSI-VPN . o o 709
restart SSl-VPN ... 711
Show SSl CIpher . .. o 712
ShOW SSI SEIVer-Cert . . .. e 714
show ssl option des-cbc-padding . . ... 715
ShOW SSI-VPN .. 716
SSl CIPher 717
SSIhHPS-POrt . . 719
ssl option des-cbc-paddingenable . .. ... ... . 721
SSl SerVer-Cert .. 723
SSl-vpn enable ... 724
SSI-VPN NIt L 725

Reference for the Contivity Secure IP Services Gateway Command Line Interface



18 Contents

ssl-vpn csfw-implied-rule enable . ............. . ... . . . . . . 727
ssl-vpn paste-config . . . ... 728
SSI-VPN-Cli . . 730
Chapter 14

RADIUS server configurationcommands ......................... 733
aaa accounting network radius . . ... ... . 734
aaa accounting sessionupdate ... ..... ... 735
aaa accounting timeout . .. ... ... 736
aaa accounting timeoutenable .. ......... . . ... 738
aaa accountingupdate . . ... .. 739
aaa authorization network radius .. ... ... ... . . . . . 740
accounting radius-SEeIrVEr . . . . . e 741
accounting radius-server host . .. ... ... . 742
clear accounting . . . .. ..ot e 744
FAAIUS- SNVl . . ot e e 745
radius-server authentication . .. ... ... 746
radius-server default-group .. ... ... . 748
radius-server domain-delimiter . .. .. ... ... e 749
FadiUS-SEIVEI GrOUP . . . .ttt et it e e e e e e e e e 750
radius-server group enable . ... ... 752
radius-server group domain-delimiter . .......... . ... . .. 754
radius-server group group-levelenable .......... . ... ... . . . ... 755
radius-server group maximum-transmit-attempts . ....... ... L oL 757
radius-server group response-timeout-interval . ........... ... .. ... .. L. 758
radius-server group suffix-remove enable ........... ... ... .. . L. 760
radius-server oSt . ... .. . 761
radius-serverinterface . .......... .. . . e 763
FAdIUS-SEIVEN KBY . . . 764
radius-server retransmit . . ... ... ... . e 766
radius-server suffix-remove .. ...... ... 767
radius-server suppress-service-type enable . ...... ... ... L 768
radius-server timeout . . ... ... .. 770
show accounting radius-Server ... .. ... ...t 771
show authentication radius-server . .. ....... . ... 772

311645-J Rev 00



Contents 19

ShOW radiuS-Server QroUP . . . . o v oo et e e et e e e e 774
Chapter 15

LDAP server configurationcommands .................cciiinnnn. 777
aaa authentication Idap-server . . . ... ... 778
authentication Idap-serverbase-dn . ...... ... .. ... . .. 779
authentication Idap-server contivity-group .. ......... .. . . 781
authentication Idap-server default-group . ........ ... ... . 782
authentication Idap-server digital-certificate . . ... ........ ... ... ... oL 783
authentication Idap-server domain-delimiter . ......... ... .. ... .. ... ... ... 785
authentication Idap-serverfilter .. ....... ... . . . . . . . 786
authentication Idap-serverhost . ........ ... . 787
authentication Idap-serverip-address .............. ... . . . . .. 790
authentication Idap-server Idap-filter . ........ ... .. . . . 791
authentication Idap-servernet-mask ............. ... ... ... . . ... ... 793
authentication Idap-server password .. .......... . 794
authentication Idap-server remove-suffix ........... ... ... ... ... ... . . . . ... 796
authentication Idap-server subject-dn .. ........ ... .. . .. 797
authentication Idap-servertimeout . . ... ... . . . . . 799
authentication Idap-server uid .. ........ ... e 800
authentication Idap-server username-password . .............. ... ... ... 802
[dap-server external . ... ... ... 803
I[dap-server external host . .. ... ... . . . . 805
[dap-serverinternal . .. ... ... ... . 808
[AAP-SEIVEN SOUICE . . . v v et et e e et e e e e e e e ettt e e 810
proxy ldap-server Server-type . .. ... 812
proxy Idap-server pwd-timestamp-attr . ........ ... ... . .. 813
proxy ldap-server pwd-lifetime . ... ... ... . 814
show authentication Idap-server ......... ... . . . . . . . . . . . 816
ShOW ldap-Server . ... e 817
SSl eNCrYPlON . ..o 819
Chapter 16

DHCP server configurationcommands........................... 823
bootfile . .. 824

Reference for the Contivity Secure IP Services Gateway Command Line Interface



20 Contents

debug dhep . ... e 825
AESCHIPtION . ..o 827
excluded-address . . . ... . 828
hardware-address . ... ... . e 830
NOSt . o 831
included-address ... ... ... e 833
iPp ANCP SEIVEr POOI . . .. 834
(B . . o o 836
NEXE- STV . . . 839
OPHION . e 840
option client-identifier . . ... .. . 843
option default-router . . ... ... . e 844
OPtION ANS-SEIVEN . . .. 846
option domain-name ... ... ... e 847
option netbios-name-server . ... ... . . 848
option netbios-node-type . ... ... . 850
SEIVEINAIME . . o ottt et et e e e e 851
servicedhcp enable . ... ... . 853
servicedhcprestart . ........ .. . e 854
show ip dhecp server . ... ... e 855
DHCP server configuration example . .......... . . i 858
Chapter 17

SNMP commands. .. .....cciiiiinii i iiinnassnnnnnerennnnnnsns 859
show snmp get-host . . .. ... 860
Show SNMP hOSt . . ..o 861
show snmp identity . . ... . . 862
Show SNMP MIb . . L e 863
Show SNMP-traps trap-groupPsS . . . .ot 865
show snmp-traps trap-hosts . . . ... ... 868
SNMP-IfSPEEA . . oo e 870
snmp-servercontact . . ... 871
snmp-server enable traps attack . ........ ... .. . . . . 872
snmp-server enable traps hardware . ........... . . . . 873
snmp-server enable trapsietf .. ... ... ... . 878

311645-J Rev 00



Contents 21

snmp-server enable traps server . ... .. 880
snmp-server enable traps SEIVICE . ... ...t e 882
snmp-server get-host . . . ... 883
SNMP-SEIVEr NOST . . . .o e 885
snmp-serverlocation .. ...... ... e 886
snmp-server management . ... ... 887
SNMP-SEIVEr MDD . ... e 888
SNMP-SEIVEI NAME . . . . .. oottt ettt e e e e 890
Chapter 18

Certificatecommands . ...ttt ittt 891
ca-allow-allenable . ... ... .. . 893
ca-importenable . ...... ... ... 894
ca-trusted enable . ... ... 896
COUNEIY L 897
ClBaAE . . .o 898
o o 900
CHlOpPtiMIZE . . . 901
crloptional . ... ... . 902
crl search-base host port attribute . . ......... ... ... . 903
crl search-base host portbind-dn . ...... ... ... ... . ... . ... 905
crl search-base hostportenable ........ ... ... ... . . . . 908
crl search-base host portobject-class ............... ... ... ... ... ... ... ... 910
crl search-base host port password . ... ... ... . . . 912
crl search-base host portssl-enable ................ ... ... ... .. .......... 914
Crlupdate . ... 916
cryptocaallow . ... ... e 917
Crypto ca configure . . . .. ..o 918
cryptocaidentity . ....... ... 919
CrYPIO IMPOIt L .o e 920
CIYPLO PaSSWOIA . . .ottt ettt e e e 921
Crypto server configure . ... ... e 922
Crypto server request . ... ... 924
Cryptotrusted . ... .. 925
default-group . ... 926

Reference for the Contivity Secure IP Services Gateway Command Line Interface



22 Contents

enrollment Url . .. .. 927
KBY 929
loCality ... 930
=010 931
NO Crypto ca enroll . ... .. 932
no crypto server certificate renew . ... .. 933
OPENSSL Enable . . ... e 934
OFg-UNIt . . oo 936
Organization . . ... ... 937
recover reference-number . ... .. ... 938
FENMBW o o o e e e e 939
FEVOKE NMOW . . . . e 940
set authorization-code . . ... ... ... . 941
setca-default-group . . ... ... e 942
Sl ISSURT . .o e 943
SeliSSUEI-AN . . . . e 944
Set KEY-SIZE ... 946
Set POIt . . 946
setreference-number . . .. ... 948
setsubject-an . ... . 949
show crypto ca certificates . . ........ ... . 950
show crypto certificates . ..... ... .. 953
show crypto enrollment . ... .. . . . 954
ShOW Crypto passwWord . ... ... ..o 955
show crypto server certificatesrenew ............ ... .. . . . 957
State .. 958
SUDJECH-AN . . . 959
Chapter 19

Contivity Stateful Firewalland NATcommands .................... 961
clear flow-cache . . ... ... . e 963
firewall ... 964
firewall alg . . ... e 966
firewall anti-sSpoof . ... ... e 967
firewall cone-nat . . ... . .. e 968

311645-J Rev 00



Contents 23

firewall connection number . ....... ... .. 970
firewall hairpinning . ... ... e 971
firewall logging . . ..ot 972
firewall scan-detection ... ........ ... e 975
firewall tunnel-filter . .. ... .. . 977
firewall tunnel-management-filter . . ... ... .. 978
=Y (o] o 980
NEtODj-groUD . . . o e 983
POlICY Nat . .. e 985
policy natenable . . ... ... ... ... 987
policy natinterface ........ ... .. . e 988
POLICY ObJECt . . oo 990
POlICY SECUNtY . .. e 991
rule (Firewall Policy Configuration) . .. ... . e 994
rule (NAT Policy Configuration) .. ...... .. .. .. e 998
rule description (NAT Policy Configuration) ............. ... ... .. oo .. 1001
rule service (NAT Policy Configuration) ............. .. ... .. . . . ... 1002
rule status (NAT Policy Configuration) . ........ ... . .. .. ... 1004
service (Firewall Policy Configuration) .. ....... ... .. ... .. . ... . . oL, 1006
service (NAT Policy Configuration) ... ......... .. i 1009
SEIVICE-GIOUDP . o o o it e e e e e et e e e e 1010
show firewall . . . ... . 1012
show interfaces .. ... ... .. 1016
ShOW NEtOD)S . . .o 1018
show policy nat . ... ... . . 1019
show policy SeCUrity . .. ... e 1021
show rules (Firewall Policy Configuration) ............. .. ... .. ... .. ....... 1023
show rules (NAT Policy Configuration) .. .......... ... . ... 1025
SNOW SEIVICES . . . . 1027
Example: Using the NOT operand to configure NAT ............ ... ... ...... 1030
Chapter 20

Tunnel Guard configurationcommands ......................... 1031
show tunnel-guard .. ... .. . 1031
show tunnel-guard filters . ........ ... . . . e 1033

Reference for the Contivity Secure IP Services Gateway Command Line Interface



24 Contents

show tunnel-guard PoliCY . . ... ... 1034
show tunnel-guard server-port . . ... ... 1036
tunnel-guard agent-query-timeout . ......... . ... . 1037
tunnel-guard enable . ... ... .. .. 1038
tunnel-guard fail-action . . .. ... .. L 1040
tunnel-guard recheck-interval . .. ... ... ... . . 1042
tunnel-guard server-port ... .. 1043
use tunnel-guard filter . ... ... .. 1045
use tunnel-guard POliCY . ... ...« 1047
Chapter 21

Ethernet configurationcommands ............................ 1049
arp timeoUt . ... 1050
AESCHIPtION . . 1051
AUPIEX . . e 1052
fler .. 1054
interface fastethernet .. ... ... ... .. . 1055
interface gigabitethernet . . . ... .. ... 1057
MAC-PAUSE . . o v vttt et et e e e et 1059
mac-pause threshold . . ... .. 1060
MAC-PAUSE HiCKS . . . . 1061
U .. e 1062
PUDIC . 1064
servicedhcpenable . ... ... .. . 1066
show interface fastethernet .. ..... ... ... ... . .. . . 1067
show interface gigabitethernet .. ... ... .. ... . ... . 1070
SNUIdOWN . . 1071
PO . . 1073
BOP-MSS . . 1074
tcp-mssenable ... ... 1076
Chapter 22

802.1Q VLAN configurationcommands .................couvuann 1079
AESCHIPtION . . 1081
dotigenable . ...... ... ... 1082

311645-J Rev 00



Contents 25

dot1ginterface untag egress . ... .. 1084
dot1qinterface untag ingress . . ... ... 1085
dotlginterface vlan-id . ....... ... ... . . . . . 1087
encapsulation dot1q . ... ... 1089
110 1090
P AdArESS . . oo 1092
ipaddress dNCp . ... 1094
P addresSsS tYPe . . . oo 1095
D OSSP . oo e e 1097
P I 1099
] TR £ T 1101
P VITP DacCKUD . . . 1102
ipvrrpbackup enable . ... ... 1103
ipvrrp backup disable . ... ... .. 1104
P VIT D MaS e . .o 1105
rule (Firewall Policy Configuration) . . .......... .. .. i 1107
Show dot1q . .. oo 1111
show dotig statistics . ........ . . 1113
subinterface .. ... .. e 1114
subinterface enable . ... ... 1116
Configuration example . . ... e 1118
Chapter 23

IP interface configurationcommands ........................... 1119
] = o [0 [ (= 1120
ip multicast-relay boundary . ......... ... 1121
D OSSP . oo e e 1123
ip ospf authentication-key . ...... ... . ... . . 1124
P OSPf COSE . . e 1126
ip ospf dead-interval . .. ... ... . 1127
ipospf hello-interval . ... ... .. . . . e 1129
ip ospf message-digest-Key ... ... 1130
P OSPf NEIWOIK . . . e e 1132
ip ospf poll-interval . . ... ... ... 1133
P OSPf PrOrItY . . vttt e 1135

Reference for the Contivity Secure IP Services Gateway Command Line Interface



26 Contents

ip ospf retransmit-interval . . .......... . ... . . . 1136
ip ospf transmit-delay ... ....... .. 1138
] 1139
ip rip authentication mode . ... ... . ... 1140
P HP COSt ..o 1143
ip rip export-bo-static-metric . ... 1144
ip rip export-default-metric . ............ .. e 1145
ip rip export-ospf-metric . . . ... .. 1147
ip rip export-static-metric . ........ .. . 1148
ip rip import-default . ... ... ... . . 1150
IP FP POISON-TEVEISE . . . o v et e e e e e e e e et ettt 1152
IP FiP rECEIVE VEISION . . .ttt e e e 1153
P FP SENA VEISION . . .. 1155
] 21 P 1156
IPVITD DaCKUD . . . o 1158
ipvrrp backup disable .. ... .. 1159
ipvrrpbackup enable . ... ... . 1161
P VITD MaSTEr 1162
ShoW P iNt .. 1163
Chapter 24

Circuitless IP interface configurationcommands ................. 1165
clipenable . ...... ... .. 1166
o] 1o o 1167
clipipinterface-type .. ... . e 1169
ClP P SEIVICES . . o 1171
Clipipstate . ... 1173
ShOW CliP . o 1174
ShOW Clip SEIVICES . ... . 1176
Chapter 25

PPP over Ethernet configurationcommands ..................... 1179
debug interface fastethernet pppoe . ... ... 1180
INterface .. ... ... 1181
pppoe admin-state enable . ......... . . . ... 1182

311645-J Rev 00



Contents 27

PPPOE COSt . oot 1184
pppoe enable . ... ... e 1186
pppoe idle-timeout . .. ... ... . . . e 1187
pppoeip local . . ... 1189
pppoe ip tcp adjust-mssenable ........ .. ... 1191
pppoe on-demand enable ... ... ... 1192
pppoe ppp authentication . . ......... .. . . . e 1194
pppoe ppp ipcp vj-connect-id-compression-negotiation . .. ....... ... . L. 1196
PPPOoE Ppp ipCp Vj-mMax-slots . ... . . e 1197
pppoe ppp ipcp vj-negotiation . ... ... 1199
pppoe ppp Icp echo-fault-threshold . ......... ... ... ... .. ... ... . ... ..... 1200
pppoe ppp Icp echo-interval . .. ... ... . 1201
pppoe ppp lcp protocol-field-compression . ........ ... . . o 1203
PPPOE PPP USEINAME . . . ..ottt ettt e et e e e e e e e e 1204
PPPOE SEIVICE-NAME . . . ittt et e e e 1206
show interface pppoe . . . ... 1207
PPPoOE configuration example ... ... ... ... . . . . 1210
Chapter 26

Dial serial portcommands .............coiiiiiiii ittt 1211
AULO-ANSWET . . o oot e 1212
baud-rate . ... ... 1213
CONNECT . . oo 1214
dial-prefix-string . . .. ... 1216
interface dial . . ... ... 1218
interface dial enable . ... ... .. e 1219
MeNU-acCess-level . . ... . .. 1221
MICIOCOTE . . . . .t ettt et e e e e e e e e e 1222
microcode reload . ... .. ... 1224
MOAE . o 1225
modem-command-StriNg . .. ... ... 1227
modem-initialization-string . .. ... . . 1229
modem-termination-string ... ...... . ... 1230
PRONE . . 1232
=S 1234

Reference for the Contivity Secure IP Services Gateway Command Line Interface



28 Contents

serial-portbaud-rate . . ... . 1235
Serial-port MOde . . ... oo 1237
show interface dial . ......... ... . . i e 1239
show interface dial statistics . . . ...... ... ... ... . . .. . . . 1241
Show MICroCode . ... ... . 1243
ShULdOWN . . . e 1244
Chapter 27

ISDN BRI configurationcommands....................cviiennn. 1247
CONNBCT . . ..t e e e 1248
INterface bri .. ... . 1250
interface brienable . . . ... ... . e 1251
ISAN AUIO-ANSWEL . . . . 1253
isdn auto-spid-detectionenable .. ... ... ... . .. 1254
isdn auto-switch-detect . ...... ... .. . . . . . 1256
isdn bandwidth-monitorenable ............ ... .. ... ... 1257
iISAN COUNtIY-COE . . . . . 1259
isdnmanual-tei . . ... e 1261
ISAN MICIOCOAE . . . . . e 1262
isdn not-end-to-end . . ... ... 1264
ISAN PhoNe . .. .. 1265
ISAN PUDIIC . . o 1267
ISAN SPIAT . .. 1268
ISAN SPIT2 . . o o 1270
iISAN SWItCh-tyYpe . . .. e 1272
line-power-detectionenable ... ... ... .. ... . . . . 1274
microcode reload bri ... ... 1276
15T 1278
show interface bri . ... . e 1279
show interface bri statistics . ....... .. ... .. . . . . . 1282
show microcode bri . ... ... . . . 1284
ShULdOWN . .. e 1286

311645-J Rev 00



Contents 29

Chapter 28

ADSL and ATM configurationcommands . . .. .................... 1289
CirCUIt-Id . . oo 1290
controller atm . ... ... 1291
debug atm ... 1293
description (interface) . . . ... ... 1295
description (subinterface) .. ... .. . 1296
dsloperating-mode . ... ... ... 1298
encapsulation . ... ... 1300
fIREr e 1302
INterface atm ... ... . 1303
P local .. 1305
ip local address-type .. ... 1307
o =10 1] 1= P 1308
ip remote address-type . . ... 1310
mac-cre-included . . ... e 1312
PUDIIC . .o 1314
show dslinterface atm .. ... ... . . . . . 1315
show interface atm .. ... ... . . 1317
show interface atm statistics ........... ... ... .. .. .. . 1319
shutdown (interface) . . . ... e 1322
shutdown (subinterface) . ... ... 1323
subINterface .. ... ... 1325
virtual-Circuit . . . ... e 1326
Chapter 29

PPP configurationcommands .............. .. iiiiiiiiiiai 1329
CIrCUIt-Id . . .. 1331
AeSCHiPHION . . oo e 1332
eNCapPSUlation . . ... 1334
1110 1335
INterface . ... 1337
ppp authentication chap . ... ... .. 1338
ppp authentication pap . . ... . 1340
ppp ip default-route ... ... ... . 1342

Reference for the Contivity Secure IP Services Gateway Command Line Interface



30 Contents

ppp ip local (ATM subinterfaces) . ......... ... 1344
ppp ip local (dial interfaces) ... ... ... . 1346
ppp ip local (serial interfaces) . ......... ... 1348
PP 1P OSPf 1350
ppp ip primary-dns-obtainenable .......... ... .. .. . . . . .. .. . 1352
ppp ip remote (ATM subinterfaces) .......... ... . i 1353
ppp ip remote (dial interfaces) . ......... .. .. 1355
ppp ip remote (serial interfaces) . . . ... 1357
o N0 TN 1o 1359
ppp ip secondary-dns-obtainenable .......... ... .. ... ... 1361
ppp ipcp vj-connect-id-compression-negotiation .............. ... ... .. ... 1362
PPP IPCP Vi-Max-Slots . . . ... e 1364
ppp ipcp vi-negotiation . . ... ... 1366
ppp lcp address-control-field-compression .. ... ... .o L 1367
ppp lcp echo-fault-threshold . . ......... ... .. . . 1369
ppp lcp echo-interval ... ... .. . e 1371
ppp lcp protocol-field-compression .......... .. . . . 1372
ppp lcp-ncp interface-debug . . . .. ... 1374
ppp local authenticationchap . ........ ... .. 1376
ppp local authentication pap .. ... 1378
ppp local password . ... ... ... e 1380
ppp local USername . ... ... ... 1382
ppp multilink high-threshold-duration .. ...... ... ... .. ... ... ... . ... ..... 1384
ppp multilink high-threshold-percent . ........ ... .. ... . . . . . . . ... 1385
ppp multilink incoming enable . ... ... ... .. ... ... 1387
ppp multilink low-minimum-duration .. .......... ... ... . . 1389
ppp multilink low-threshold-duration . . . ............... ... ... .. ... ... .. ... 1391
ppp multilink low-threshold-percent .. ......... ... ... ... . . .. . . . . . ... 1393
ppp multilink minimum-links . ........ ... .. . . . 1394
ppp multilink outgoing enable . . ... ... ... . . 1396
PPP PaSSWOIA . . o e et ettt e e e e 1398
PPP PUDLIC . . . 1400
ppp remote authenticationpap . . ....... ... e 1401
PPP remote PasSSWOI . . . . ..o 1403
PPP reMOte USEINaME . . ...ttt et e e e e e e e 1405

311645-J Rev 00



Contents 31

PPP USEINAMIE . .\ ittt ettt e e e e e e e e e e 1407
show interface serial . ....... . .. . . 1409
show interface serial PPP . .« . v oo oot e 1410
show interface serial statistics . .......... .. .. .. . . . 1412
Chapter 30

Ti1and E1 CSU/DSUcommands. . ........vvierrnnnnnnrnnnnnnns 1417
ClOCK SOUICE . . . oo 1418
CONtrOller . o 1420
framMINg . .o 1422
invert data .. ... 1423
line-buildout . ... ... .. e 1425
INECOde . . .. 1426
performance-report-message . .. ... ...ttt e 1428
ShOW CONtroller . . . .. 1430
tmeslot . . . . 1432
DINGSIZE . o o 1434
Chapter 31

Framerelaycommands. ............ciiiiiiininnnnnnnnnnnnnnns 1437
Class . . 1438
COST . Lo 1439
desCriplion . ... 1441
AICi oo e 1442
encapsulation (interface) ........... . . . . 1444
encapsulation (subinterface) .. ........ .. 1445
fragment ... 1447
frame-relay bC ... ... . 1448
frame-relay be ... ... . e 1450
frame-relay Cir . ... ... 1451
frame-relay connection-type . .. ... ... e 1453
frame-relay debug . ..... ... . 1454
frame-relay Imi-n391dte . ... ... . .. e 1456
frame-relay Imi-t391dte .. ... ... . .. .. 1457
frame-relay Imi-type . . ... e 1459

Reference for the Contivity Secure IP Services Gateway Command Line Interface



32 Contents

frame-relay subinterface . . . ... ... . . 1460
INterleave . .. ... ... 1463
11 =Y = Lo P 1464
NVEISE-AIP .« o ot ittt e e e e e e e 1466
P loCal .. 1467
P OSPf . oo 1469
P PO e . . . 1471
o o 1472
map-class frame-relay . ........... .. i 1474
payload-compress frfQ . .. ... 1475
POy o o e 1477
PUDIIC . e 1478
show frame-relay Imi . ... . .. . e 1480
show frame-relay pve . . ... ..o 1482
traffic-shape rate . ......... . . . 1485
Chapter 32

Demand Services configurationcommands...................... 1489
dial . 1490
demand . ... e 1492
demand add . ... ... 1493
demand delay . ... 1494
demand enable ... ... 1495
OXIt L e e 1496
hoUrsS NaMe . . .. 1497
INterface ... ... 1500
INterface-groUp . . . ..o 1502
PN e 1503
POy oo e 1505
redial .. 1507
remote-NetWOrK . . ... 1509
route-unreachable ... ... ... ... . 1511
show demand . ... ... 1512
HMeEOUL . .. 1514
Lo o = 1515

311645-J Rev 00



Contents 33

WAt . . 1518
Chapter 33

Router RIP configurationcommands ....................couua.. 1521
distribute-list . . .. ... 1521
NEIWOIK . 1524
redistribute . .. ... 1525
FOUE FID . e e et 1527
SHOW P D .o 1528
showipripdatabase ........ ... . . .. 1529
showipripinterface . ........ . . e 1530
show ip rip redistribution . ... ... . 1532
timers basiC . ... ... . 1533
RIP configuration example . . ... .. 1534
Chapter 34

Router VRRP configurationcommands ......................... 1535
activate . . ... 1535
critical-interface-group . ... .. 1538
INterface group . . ... 1540
NEIWOIK . 1542
FOULr VITD 1543
show critical-interface . . .. .. ... . . 1544
show interface groups . . ... .. e 1545
SHOW P VI . 1547
Chapter 35

IPX configurationcommands . .............cciiiiiiiiinnnnnan 1549
disable . ... 1549
eNnable ... 1550
ipX public-network-address . . ... ... 1552
PX INterface . ... ... 1554
NEIWOIK . 1556

Reference for the Contivity Secure IP Services Gateway Command Line Interface



34 Contents

Chapter 36

Router OSPF configurationcommands. ......................... 1559
AMBA . . 1560
ASDr e 1562
AUTO-VIINK .o 1564
COMPAL-3-6 . . . .o 1565
distribute-list . ... .. 1567
external-metriC . . ... .. e 1569
NEIWOTK e 1570
redistribute . . ... ... 1572
FOUTEr-Id . .. 1573
FOUTEr OSPf . o oo 1575
ShOW P OSPf .. e 1576
show ip ospf border-routers . ... . . . 1578
showipospfdatabase ......... ... .. . 1579
show ip ospfinterface .. ..... ... . . . 1580
show ip ospfneighbor ... ... . . . 1581
show ip ospf virtual-links ... ... .. . 1583
Chapter 37

Routing table configurationcommands ......................... 1585
copy ip ospf-lsdb-table . ... ... ... . . .. 1585
copyiproute-table . ... ... ... .. 1586
ShOW D FOUtE . . oo 1588
Chapter 38

CAR configurationcommands . ...t 1593
AgOregation ... 1594
FOULBI Car . . . 1596
SHOW FOULEr Car . ... e e e 1597
threshold . ... 1599
Chapter 39

Equal-cost multipath configurationcommands ................... 1601
ipload-sharing .. ... ... 1601

311645-J Rev 00



Contents 35

Maximum-paths . . ... 1603
ospf maximum-paths . ... .. . . 1604
rip maximum-paths . .. ... 1605
SNOW BCMIP . ..o 1607
Chapter 40

DHCP relay configurationcommands . ....................c.v.n. 1609
ip forward-protocol dhcp-relay . ......... . . . 1609
ip helper-address . . ... 1610
show dhcp-relay config . ... .. 1612
show dhcp-relay configinterface . ......... ... . . . . . 1613
show dhcp-relay config statistics . ......... ... ... . . . . . 1614
Chapter 41

Multicast relay configurationcommands ........................ 1617
multicast-boundary interface . .......... .. .. 1618
multicast-relay congestion-threshold . ......... .. .. ... ... ... . . . . ... ... 1620
multicast-relay enable . ... . ... 1622
show multicast-relay . ......... . 1623
show multicast-relay status interfaces .. ......... ... .. .. ... L. 1625
show multicast-relay status statistics . ............. ... ... ... ... .. ... ... 1626
Chapter 42

Static routing configurationcommands ......................... 1629
ip default-network . . ... .. 1630
ip default-route-preference . . ... ... 1631
P POULE . ..o 1633
router static .. ... ... 1635
show ip default-route-preference . .......... ... .. . . . i 1636
show ip static . ... ... e 1638
Chapter 43

Access list/route policy configuration commands................. 1641
access-list permit/deny ... ... ... 1641
route-policy enable/disable . ......... ... ... . . . . e 1643

Reference for the Contivity Secure IP Services Gateway Command Line Interface



36 Contents

Chapter 44

Quality of service (QoS)commands ..............ccviirnnnnnnn 1645
add-rule .. 1647
destination-address .. ....... ... e 1648
diffserv-marking . ... ... 1650
ASCP-ValUBS . . oo 1652
MOVE-TUIE . . . o 1653
ProtOCOl . . 1655
oS admissSioN-CoNtrol . . .. ... 1657
gos bandwidth-management .. ..... ... ... .. 1659
qos bandwidth-rates . . .. ... .. .. 1660
qos egress-dscp-map enable .. ... ... 1662
qOS egress-quUeuUing-Mode . . ... ..ottt 1664
gos egress-traffic-conditioning .. ... .. . 1666
qos ingress-dscp-map enable . ... ... 1668
gos ingress-traffic-conditioning . ........ ... 1670
gos mf-class (Interface Configuration) ........... ... ... . ... .. . ... . .. ... 1673
gos mf-class (Global Configuration) ............. .. . . i 1675
qos Mf-Class add . ... 1676
gosmf-classenable . ........ .. . 1678
qOS ME-ClassS rUle . ... o 1679
gosmf-classruleadd . ....... ... 1681
gos non-tunnel-traffic-ratio .. ... .. 1682
qos over-subscription-ratio . . . ... . 1685
QOS ShapINg . . .o 1687
gos shaping-state enable . . ... ... ... . . 1689
qos statistics reset .. ... 1690
gos traffic-conditioningenable .. ... ... .. ... . .. 1692
FEMOVE-TUIE . o o 1694
show qos admission-control . . .. ... ... 1695
show gos bandwidth-management . ........... ... .. ... ... . . . ... 1696
show qos bandwidth-rates .. ...... ... .. .. . . 1698
Show QoS Interfaces . ... ... i 1699
Show qOS MF-Class . ... .. 1701
show qos statistics . .. ... 1703

311645-J Rev 00



Contents 37

SHOW FUlES . . o 1707
SOUrCE-address . . ... 1708
tcp-udp-destination-port . . ... .. 1710
tCP-UdP-SOUICE-POIt . . . o e 1713
use destination_address . ... ... .. 1715
use diffserv_marking ... ... .. 1716
USE QSO « o v vttt et e 1718
USE ProtOCOl . o o 1720
USE SOUICe_address . . . .o 1722
use tcp_udp_destination_port . ... .. 1724
USEe tCP_UdP_SOUICE_POrt . .. 1726
Chapter 45

Packet capture (PCAP)commands .............coiiiiiinnnnnnnn 1729
CaAPIUNE . . 1730
capture add .. ... .. 1731
capture enable . . ... ... .. 1734
Capture Save . . . ... ... 1736
capture start . ... ... . e 1738
capture Stop . . ... .. 1740
Clear capture . ... . 1741
direCtioN . .. 1743
1LY 1745
1= 0T 1 o P 1747
PErSIS Nt . . . e 1749
PrOMISCUOUS . . o o ot e ettt e e e e e e e e e e e e e e e e e e e e 1751
1= 010 (Y o 1752
ShOW CapIUNe . . . o 1754
Lo o = 1758
10770 1760
USEIIO oo 1763
WEAPPING .« o« o ot et e e e e e e e e e e 1765

Reference for the Contivity Secure IP Services Gateway Command Line Interface



38 Contents

Chapter 46

DLSw configurationcommands..................ccciiiiinnnnnn. 1767
Global configuration mode commands . . ......... ... . 1770
disw clear CirCUIt . . .. ... .. e 1771
disw clear mac-cache . . ... ... 1772
dIsSW local-peer . .. . 1774
disw local-peer backlevel-flowcontrol . ......... ... .. ... . . ... . . ... 1775
disw local-peerenable . .. ... . ... e 1777
disw local-peermac-cache . . ... .. . 1778
disw local-peer mac-translation . ........ ... . ... . . 1779
disw local-peer unconfigured-peerenable ............... ... .. ... .. .. ..... 1780
disw mac-translation . ........ ... ... .. 1781
dAISW remMOtE-PEEY . . . . 1782
disw remote-peerbackup .. ... ... 1783
disw remote-peer backup-peer holdtime backuptime ... ......... ... ... ... ... 1784
disw remote-peer circuit-inactivity . ........ .. . . 1786
disw remote-peer Cost . ... ... 1787
disw remote-peerenable .. ... ... 1788
disw remote-peer receive-initial-pacing . ......... ... o 1789
disw remote-peer fC1795 . . . ... 1791
disw timer circuit-ack-timeout . . ... .. . . 1792
disw timer explorer-delay .. ........ .. 1793
disw timer explorer-timeout . .. ... .. . . 1794
disw timer explorer-wait-timeout . . . . ... .. . 1795
disw timeridle-timeout . . ... ... . . .. 1796
disw timer tcp-connect-retry . . .. ... 1797
disw timer test-timeout . . ... ... . 1798
LAN interface configurationcommands . .......... ... .. ... . . i, 1800
llc2 ack-delay-time . ... ... .. 1800
[IC2 bUSY-tiMe . .. 1802
[IC2 enable . .. ... e 1803
c2idle-time . . ... e 1805
e lantype . . o o 1806
[lc2 max-received-window . .. ....... ... .ttt 1807
IC2 MaX-Telry . . . 1808

311645-J Rev 00



Contents 39

e pf-time . .. e 1809
IC2 rej-time . . o o 1810
lc2 t2timeout . . . . .. 1812
SDLC and Link Station configurationcommands ... ............ ... ... ...... 1813
ClOCK-tYPE . . 1814
counter disCONNECt . . . .. ... e 1816
counter fast-contact . ........ ... . . 1817
counter fast-poll . . ... .. 1818
COUNTEr NO-TESPONSE . . ottt ettt e e e e et e e e et 1819
counter remote-busy . ... ... 1820
counter slow-contact . ....... ... .. 1821
counter Slow-poll . ... . 1822
eNable . .. 1823
encapsulation sdlC . ... ... . e 1824
OroUPPOll 1826
INE-enCOdiNg . . . ..o 1827
INE-SPEEd . . . . .o 1828
IMAC ISAP . . oo 1829
pPollframe . ... 1830
PrOXY-XId . o e o et e 1831
FECVWINAOW . . .ottt e e e e e 1832
FMAC ISAP . . . ottt et e e e e e e e e e e e e e e e e 1833
sdic activation-sequencCe . ... 1834
sdlc counteridle-time . .. ... .. .. L 1836
sdic counter non-productive . ... ... 1837
sdlc counter Write-port . .. ... 1838
sdlcdebug . ... 1840
sdlc interframe-fillenable ... ... ... ... . . . 1841
sdic link-station polladdress . ........ ... 1842
sdlc max-received-Window . . . . .. ... 1843
sdicpolladdress . . ....... . 1844
sdlc primary-full-duplex .. ... ... e 1845
SAIC 10l . . o 1846
sdlc secondary-full-duplex . ... ..... ... e 1848
SAIC SENA-TE] . . . oot e 1849

Reference for the Contivity Secure IP Services Gateway Command Line Interface



40 Contents

sdictimeridle-time . ........ . . . 1850
sdlc timer non-productive . . ... ... 1851
sdic timer write-port . ... ... 1852
SENAWINAOW . . ..ot 1854
Start . 1855
Sl . 1857
timerdisconnect . . ........ . . .. 1858
timer fast-contact .......... ... . ... 1859
timer fast-poll . ... . e 1860
HMer NO-TESPONSE . . . o o 1861
timer rnr-limit . ... 1862
timer slow-contact .......... .. . . ... 1864
timer slow-poll . . ... 1865
timer turn-around . ...... ... . 1866
Privileged exec mode commands .. ........ ... 1867
show disw capabilities . . ........ . 1867
show dIsw CirCUItS . ... ... 1869
Show dISW direCtory . .. ... e 1871
show dlsw mac-table ........... ... . . . . . . 1873
ShOW dISW PEEIS . . ..ttt 1874
show dIsw port . ... ... e 1877
showdlswsdlc ...... ... .. 1880
Debug mode commands . . ........ .. 1882
diswdebug_level .. ... . ... 1882
diswips-trace enable . ......... . . . . . 1884
DX-TINGSIZE . o 1885
Chapter 47

Digital Data Service (DDS) configuration commands .............. 1887
clocK rate . ... e 1888
ClOCK SOUICE . . . o e e e e e 1890
controller BBK . ... ... . 1892
show controller 56K . .. ... .. . 1894
transmit-data-monitor . .. ... ... 1896

311645-J Rev 00



Contents 41

Chapter 48

BGP configurationcommands . ................ ... iiiiiiin.. 1899
AUTO-SUMMANY . . .ot e e 1901
bgp always-compare-med .. ... ... 1903
bgp client-to-client reflection . ... ... ... ... . 1904
bgp cluster-id . ... ... e 1906
bgp default local-preference . .. ... . . 1907
bgp multiple-paths . ... ... . . e 1909
bgp public . . .. 1910
bgp redistribute-internal .. ... ... 1911
bgp router-id . . ..o 1913
default-information originate . . .. ... ... L 1914
default-metric . ... ... e 1916
ip as-path access-list .. ... ... . 1917
ip community-list . .. ... 1920
match as-path . ... .. 1922
MatCh COMMUNILY . . . .. e e e 1924
Mmatch ip address . .. ... 1926
multiple-paths . . . ... 1928
NEIgNDOr . . 1929
neighbor advertisement-interval . . ........ ... .. . . . 1930
neighbor allow-as-in . .. ... ... 1932
neighbor default-originate . ........ ... ... . . . . 1933
neighbor distribute-list .. ... ... .. . 1935
neighbor ebgp-multihop . .. ... .. . 1937
neighborenable . . ... ... .. . 1938
neighbor filter-list . ... .. .. . 1939
neighbor next-hop-self . . ... ... . . . 1941
neighbor loop-detection . ... .. 1943
Neighbor Password . ... ... 1944
Neighbor remote-as . ... .. ... 1946
neighbor retry-interval . ... ... .. . . 1947
NEIghbOr rOUtE-MAaP . .. . . oo 1949
neighbor route-reflector-client . ....... ... ... .. . . 1951
neighbor send-community . . ... ... . 1952

Reference for the Contivity Secure IP Services Gateway Command Line Interface



42 Contents

neighbor shutdown . . .. ... 1954
neighbor update-source . .. ... 1955
neighbor timers . ... ... 1957
neighbor weight . ... ... 1958
NEIWOIK L e 1961
redistribute . .. ... . 1962
FOULE-IMa . . oottt 1964
route-reflectorenable . ... ... . 1966
FOULEE DO . e 1967
setas-path . ... .. 1969
Set COMMUNILY . ... 1971
setipnext-hop ... . 1974
setlocal-preference . ........ ... 1975
SetmMetriC . .. e 1976
Sel OMIgIN . oo 1977
SetWeIgNt . . . 1979
show ip as-path access-list ........ ... .. . . . . . . . . . 1980
SNOW D DD ..ot 1981
show ip bgp community . ... ... . 1984
showip bgpneighbors ...........c. ittt a e ennns 1985
show ip bgp networks . . ... ... 1990
show ip bgp redistribution .. ... ... 1991
show ip bgp redistribute-routes .. ....... ... . ... 1992
ShOW P DgP regEXD . o o o 1994
show ip bgp summary . ... .. 1995
show ip community-list . ... ... . 1998
show ip route-map . ....... .. e 1999
SYNChroNization . . ... ... 2000
HMErS DOP ..o 2001
Sample scripts and output files generated by the show running-config

command . ... ... 2005
Example 1: Add networks, domains, access hours, and groups ............... 2006
Example 2: Add usersto a group . . . ...ttt e 2008
Example 3: Add branch office connections .......... ... .. .. . L. 2011
Example 4: Configure group properties . . .......... i 2013

311645-J Rev 00



Contents 43

Using the bulkloadcommands .................cciiiiiinnnnnn. 2035
bulk [oad command . ... ...... ... .. 2035
file_formatcommand .......... ... ... 2037
USEr COMMANAS . . ..o e e 2038
Branch office commands ............. .. . . . . 2042
Contivity configurationcommands . ...... ... .. ... .. .. e 2048
Network definitioncommands . ............ ... . ... . . . . 2048
NAT commands . ... ... 2049
Address pool commands . ... ... 2050
Filter commands . . ... .. 2051
Automatic backup commands . ... ... 2053
SYSLOG forwarding commands .. .......... e 2054
SNMP commands . ......... .. 2054
DHCP commands . ... ..t e e e 2056
Licensing commands . . . ... .. 2057
USAQE NOLES . . . o ettt 2057
Master Index of CLICommands . ..............cciiiiiinnnnnnnnn 2059

Reference for the Contivity Secure IP Services Gateway Command Line Interface



44 Contents

311645-J Rev 00



45

Tables

Table 1 Configuration modes described . .......... ... .. ... .. ... . . ... 57
Table 2 Configuration modes, prompts, and access commands . ............. 59
Table 3 Nortel CLI (NNCLI) key combinations . . ......... ... . ... ... ... ... 62
Table 4 copycommandresults ........... .. . ... 103
Table 5 Restricted mode commands . ............ .. ... .. 179
Table 6 Configuration file dependencies . .......... ... .. .. .. 238
Table 7 Provisioning time estimates . ........ ... ... .. ... . . . . oL 241
Table 8 Default MTU by interface . ............. ... . . . . i, 1063
Table 9 ISDN country codes and switchtypes ......................... 1259
Table 10 TCP/UDP portnames and addresses .............c.c.ouuuunnn.. 1711
Table 11 DSCP valuesforrules ........... ... 1718
Table 12 show ip bgp field descriptions .. .. ...... ... ... ... .. ... . ... ..., 1983
Table 13 show ip bgp neighbors field descriptions .. ..................... 1987
Table 14  show ip bgp neighbors advertised-routes and routes field descriptions 1989
Table 15 show ip bgp summary field descriptions . .. ......... ... ... ...... 1997

Reference for the Contivity Secure IP Services Gateway Command Line Interface



46 Tables

311645-J Rev 00



47

Preface

This guide describes the commands that you can execute using the Contivity*
Secure IP Services Gateway command line interface (CLI). Throughout this
guide, the Contivity Secure IP Services Gateway is referred to as the gateway.

Before you begin

This guide is for network managers who are responsible for configuring,
monitoring, and maintaining the Contivity Secure IP Services Gateway. This
guide assumes that you have the following background:

* Experience with command line interfaces

* Familiarity with network management

Text conventions

This guide uses the following text conventions:

angle brackets (< >) Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
ping <ip_address>, you enter
ping 192.32.10.12

bold Courier text Indicates command names and options and text that
you need to enter.
Example: Use the show health command.
Example: Enter terminal paging {off | on}.
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braces ({})

brackets ([ ])

ellipsis points (. . . )

italic text

plain Courier
text

separator ( > )

Indicate required elements in syntax descriptions where
there is more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is 1dap-server
source {external | internall}, you must enter
either 1dap-server source external or
ldap-server source internal, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is
show ntp [associations], you can enter
either show ntp or show ntp associations.

Example: If the command syntax is default rsvp
[token-bucket {depth | rate}], you can enter
default rsvp, default rsvp token-bucket
depth, or default rsvp token-bucket rate.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is

more diskn:<directory>/...<file name>,
you enter more and the fully qualified name of the file.

Indicates new terms, book titles, and variables in
command syntax descriptions. Where a variable is two
or more words, the words are connected by an
underscore.

Example: If the command syntax is

ping <ip_ address>, ip_address 18 one variable
and you substitute one value for it.

Indicates system output, for example, prompts and
system messages.

Example: File not found.

Shows menu paths.
Example: Choose Status > Health Check.
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vertical line (| ) Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is

terminal paging {off | on}, you enter either
terminal paging off Or terminal paging on,
but not both.

Acronyms

This guide uses the following acronyms:

ARP Address Resolution Protocol

CA certificate authority

CHAP Challenge Handshake Authentication Protocol
CLI command line interface

CMP Certificate Management Protocol
CRL certificate revocation list

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

ECMP equal-cost multipath

FTP File Transfer Protocol

HTTP Hypertext Transfer Protocol

ICMP Internet Control Message Protocol
IKE IPsec Key Exchange

1P Internet Protocol

IPsec IP Security

1IPX Internetwork Packet Exchange

ISP Internet service provider

L2F Layer 2 Forwarding

L2TP Layer 2 Tunneling Protocol
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LAN local area network

LDAP Lightweight Directory Access Protocol
NAT Network Address Translation

NTP Network Time Protocol

OSI Open Systems Interconnection

OSPF Open Shortest Path First

PAP Password Authentication Protocol
PDN public data network

POP point of presence

PPP Point-to-Point Protocol

PPPoE Point-to-Point Protocol over Ethernet
PPTP Point-to-Point Tunneling Protocol
RADIUS Remote Authentication Dial-In User Service
RIP Routing Information Protocol

SNMP Simple Network Management Protocol
UDP User Datagram Protocol

URL uniform resource locator

VPN virtual private network

VRRP Virtual Router Redundancy Protocol
WAN wide area network
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Related publications

For more information about the Contivity Secure IP Services Gateway, refer to the
following publications:

* Release notes provide the latest information, including brief descriptions of
the new features, problems fixed in this release, and known problems and
workarounds.

e Configuring Basic Features for the Contivity Secure IP Services Gateway
introduces the product and provides information about initial setup and
configuration.

e Configuring Authentication and Certificates for the Contivity Secure IP
Services Gateway provides instructions for configuring authentication
services and digital certificates.

*  Configuring Firewalls and Filters for the Contivity Secure IP Services
Gateway provides instructions for configuring the Contivity Stateful Firewall
and Contivity interface and tunnel filters.

*  Configuring Advanced Features for the Contivity Secure IP Services Gateway
provides instructions for configuring the tunneling protocols IPsec, L2TP,
PPTP, and L2F, as well as instructions for configuring physical interfaces,
PPP, frame relay, PPPoE, and advanced WAN settings.

*  Configuring Routing for the Contivity Secure IP Services Gateway provides
instructions for configuring RIP, OSPF, and VRRP, as well as instructions for
configuring ECMP, routing policy services, and client address redistribution
(CAR).

*  Managing and Troubleshooting the Contivity Secure IP Services Gateway
provides information about system administrator tasks such as backup and
recovery, file management, and upgrading software, and instructions for
monitoring gateway status and performance. Also, provides troubleshooting
information and interoperability considerations.

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel.com/support URL. Find the product for which you
need documentation. Then locate the specific category and model or version for
your hardware or software product. Use Adobe* Acrobat Reader* to open the
manuals and release notes, search for the sections you need, and print them on
most standard printers. Go to Adobe Systems at the www.adobe.com URL to
download a free copy of the Adobe Acrobat Reader.
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How to get Help

This section explains how to get help for Nortel products and services.

Getting Help from the Nortel Web site
The best source of support for Nortel products is the Nortel Support Web site:
http://www .nortel.com/support

This site enables customers to:

* download software and related tools

* download technical documents, release notes, and product bulletins

* sign up for automatic notification of new software and documentation
* search the Support Web site and Nortel Knowledge Base

* open and manage technical support cases

Getting Help over the phone from a Nortel Solutions Center

If you have a Nortel support contract and cannot find the information you require on the
Nortel Support Web site, you can get help over the phone from a Nortel Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).

Outside North America, go to the Web site below and look up the phone number that
applies in your region:

http://www .nortel.com/callus

When you speak to the phone agent, you can reference an Express Routing Code (ERC) to
more quickly route your call to the appropriate support specialist. To locate the ERC for
your product or service, go to:

http://www .nortel.com/erc

Getting Help through a Nortel distributor or reseller

If you purchased a service contract for your Nortel product from a distributor or
authorized reseller, you can contact the technical support staff for that distributor or
reseller.
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Chapter 1
Introduction

This chapter introduces the Contivity Secure IP Services Gateway command line

interface (CLI).
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Command modes 55
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Accessing the CLI

You can access the CLI over a Telnet session or through the serial port menu.

Access from a Telnet session

To access the CLI via a Telnet connection, Telnet must be enabled on the gateway.
If you need to enable the Telnet management protocol, go to the Services >
Available screen. To access the Contivity CLI:

1 Start a Telnet session to the gateway’s management IP address, for example:
telnet 10.0.16.247

2 Login to the gateway using an account with administrator privileges, for
example:

Login: admin
Password:<password>
CES>

When you log in, the CLI prompt (CES>) appears, indicating that you are in CLI
User EXEC mode. You can execute any User EXEC mode command or change
the command mode to execute other commands.

Note: You can change the text “CES” in the default CLI prompt (see the
description of the prompt command on page 209).
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Access from the serial port menu

If you have a serial port connection to the gateway, you can access the CLI
through the serial port menu. Select L from the serial port menu (shown below) to
access the CLI.

Main Menu: System is currently in NORMAL mode.

Management Address

Interfaces

Administrator

Default Private Route Menu
Default Public Route Menu

Create A User Control Tunnel (IPsec) Profile
Restricted Management ModeFALSE
Allow HTTP ManagementTRUE
Firewall Options

Shutdown

System Boot Options

Configure Serial Port

Controlled Crash

Command Line Interface

Reset System to Factory Defaults
Exit, Save and Invoke Changes

HQmPW©WwoJo ol wN kP o

BEZEENEeIauEENES

=

Please select a menu choice (0 - 9,B,P,C,L,R,E):

Note: To provision a Contivity Secure IP Services Gateway that has
been reset to factory defaults with a file produced by the CLI command
show running-config, the Contivity gateway must have an assigned
IP management address and must have the FTP management protocol
enabled on the Services > Available screen.

Command modes

The Contivity CLI has three main command modes:

e User EXEC mode
*  Privileged EXEC mode
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* Global Configuration mode

User EXEC mode

When you first establish a CLI session to the gateway, you enter User EXEC
mode. User EXEC mode is a limited display mode. You cannot modify
configuration parameters or view the configuration file in this mode; however, you
can clear a route.

The User EXEC mode prompt is:

CES>

Note: You can change the text “CES” in the default CLI prompt (see the
description of the prompt command on page 209).

Privileged EXEC mode

You enter Privileged EXEC mode from User EXEC mode by entering the enable
command and the administrator password. To exit Privileged EXEC mode and
return to User EXEC mode, use the disable or exit command. To leave User
EXEC mode and exit the Telnet session or return to the serial port menu, you must
enter exit.

Privileged EXEC mode is a full display and configuration mode; it supports
additional commands not supported in User EXEC mode. Privileged EXEC mode
commands are typically one-time commands, for example, show commands. You
can execute User EXEC mode commands in Privileged EXEC mode.

The Privileged EXEC mode prompt is:

CES#

Note: You can change the text “CES” in the default CLI prompt (see the
description of the prompt command on page 209).
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Global Configuration mode

Global Configuration mode allows you to make changes to the gateway’s running
configuration. These changes are saved across reboots. You enter Global
Configuration mode from Privileged EXEC mode using the configure
terminal command. The Global Configuration mode prompt is:

CES (config) #

-p

Note: You can change the text “CES” in the default CLI prompt (see the
description of the prompt command on page 209).

Important!! The normal terminators, the EXIT or END commands,
=»| accept and execute all deferred commands. The abort termination (Ctrl-Z

or <end-of-file>), however, discards and does not execute deferred

commands.

To leave Global Configuration mode and return to Privileged EXEC mode, enter

exit, end, or Ctrl-z.

Configuration modes

From Global Configuration mode, you can access other configuration modes, such
as LDAP, Firewall Policy, and NAT Policy Configuration modes. Table 1 lists the

configuration modes.

Table 1 Configuration modes described

Mode

Description

Group IPsec Configuration

User group IPsec configuration commands

Group L2F Configuration

User group L2F configuration commands

Group Connectivity Configuration

User group configuration commands

Group L2TP Configuration

User group L2TP configuration commands

Group PPTP Configuration

User group PPTP configuration commands

BIS Configuration

Backup interface services configuration
commands
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Table 1 Configuration modes described

Mode

Description

Branch Office Group IPsec Configuration

Branch office group IPsec configuration
commands

Branch Office Group Connectivity Configuration

Branch office group connectivity configuration
commands

Branch Office Group RIP Configuration

Branch office group RIP configuration
commands

Branch Office Group OSPF Configuration

Branch office group OSPF configuration
commands

Branch Office Connection Configuration

Branch office tunnel configuration commands

Branch Office Connection Control Tunnel
Configuration

Branch office control tunnel configuration
commands

Branch Office Static Routing Configuration

Branch office tunnel routing configuration
commands

Demand Services Configuration

Demand services configuration commands

User Configuration

User configuration commands

Interface Configuration

Interface configuration commands

Subinterface Configuration

802.1Q, ATM, and frame relay subinterface
configuration commands

IPX Interface Configuration

IPX LAN interface configuration commands

Filter Rule Configuration

Filter rule configuration commands

Filter Tunnel Configuration

Filter tunnel configuration mode commands

Filter Interface Configuration

Filter interface configuration mode commands

Router CAR Configuration

Routing client address redistribution
configuration commands

Router OSPF Configuration

Routing OSPF configuration commands

Router RIP Configuration

Routing RIP configuration commands

Router VRRP Configuration

Routing VRRP configuration commands

Crypto CA Configuration

CA certificate configuration commands

Crypto CA Identity Configuration

CMP configuration commands

Crypto Server Certificate Configuration

Server certificate configuration commands

Certificate Request Configuration

Certificate request configuration commands
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Table 1 Configuration modes described

Mode Description

QoS MF Classifier Configuration QoS classifier configuration commands

QoS Rule Configuration QoS classifier rule configuration commands

Capture Configuration Packet capture configuration commands

Controller Configuration ATM or T1/E1 controller configuration
commands

Table 2 lists the configuration modes, the command that navigates to that
configuration mode, and their default prompts. If the initial command mode is not
provided, you execute the command at the Global Configuration mode prompt.

Table 2 Configuration modes, prompts, and access commands

Configuration mode Access command Prompt
Global Configuration Enter the command configure CES(config)#
terminal at the Privileged EXEC mode
prompt.

Firewall Policy Configuration | Enter the command policy security. | CES(config-fwpolicy)#

NAT Policy Configuration Enter the command policy nat. CES(config-natpolicy)#

Policy Object Configuration |Enter the command policy object CES(config-policyobj)#

(

(

(
Group IPsec Configuration | Enter the command group ipsec. CES(config-group/ipsec)#
Group L2F Configuration Enter the command group I2f. CES(config-group/I2f)#
Group L2TP Configuration | Enter the command group 12tp. CES(config-group/I2tp)#
Group PPTP Configuration |Enter the command group pptp. CES(config-group/pptp)#
Group Connectivity Enter the command group CES(config-group/con)#
Configuration connectivity.
Branch Office Group IPsec | Enter the command bo-group ipsec. | CES(config-bo_group/
Configuration ipsec)#
Branch Office Group Enter the command bo-group CES(config-bo_group/
Connectivity Configuration | connectivity. con)#
Branch Office Connection Enter the command bo-conn. CES(config/bo_conn)#

Configuration

Branch Office Group OSPF | Enter the command bo-group ospf. | CES(config-bo_group/
Configuration ospf)#
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Table 2 Configuration modes, prompts, and access commands (continued)

Configuration mode

Access command

Prompt

Branch Office Group RIP
Configuration

Enter the command bo-group rip.

CES(config-bo_group/
rip)#

Branch Office Connection
Control Tunnel Configuration

Enter the command bo-conn.

CES(config/bo_conn)#

Branch Office Static Routing
Configuration

Enter the command routing static in
Branch Office Connection
Configuration mode.

CES(config/bo_conn/
routing_static)#

Demand Services
Configuration

Enter the command demand in
Demand Services Configuration
mode.

CES(config/demand)#

User Configuration

Enter the command user.

CES(config-user)#

Filter Tunnel Configuration

Enter the command filter tunnel.

CES(config-filter)#

Filter Rule Configuration

Enter the command filter {tunnel |
interface} rule.

CES(config/rule)#

Filter Interface Configuration

Enter the command filter interface.

CES(config-filter)#

Interface Configuration

Enter the command interface.

CES(config-if)#

Subinterface Configuration

Enter the command subinterface.

CES(config-subif)#

DHCP Pool Configuration

Enter the command ip dhcp server
pool.

(
(
(
(

CES(config-dhcp)#

IPX Interface Configuration

Enter the command ipx interface.

CES(config-ipx)#

Router CAR Configuration

Enter the command router car.

CES(config-car)#

Router OSPF Configuration

Enter the command router ospf.

O

ES(config-ospf)#

Router RIP Configuration

Enter the command router rip.

O

ES(config-rip)#

Router VRRP Configuration

Enter the command router vrrp.

CES(config-vrrp)#

Crypto CA Configuration

Enter the command crypto ca
configure.

(
(
(
(
(
(

CES(config-ca)#

Crypto CA Identity
Configuration

Enter the command crypto ca
identity.

CES(ca-identity)#

Crypto Server Certificate
Configuration

Enter the command crypto server
configure.

CES(config-servercert)#

Certificate Request
Configuration

Enter the command crypto server
request.

CES(config-request)#
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Table 2 Configuration modes, prompts, and access commands (continued)

Configuration mode Access command Prompt

QoS MF Classifier Enter the command qos mf-class. CES(config-mfclass)#

Configuration

QoS Rule Configuration Enter the command qos mf-class CES(config-mfrule)#
rule.

Capture Configuration

Enter the command capture object. | CES(capture-type)#

Controller Configuration Enter the command controller. CES(config-controller)#

The prompt reflects the current mode and whether the user is privileged or not.

If the user is privileged, the last character of the prompt is #. If not, the character
is >. Use the enable and disable commands to switch between privileged and
non-privileged modes.

Note: You can change the text “CES” in the default CLI prompt to
another string (see the description of the prompt command on
page 209). However, you cannot change the final character: > or #.

The cursor shows where typed characters will be inserted. Using the keys
described in Table 3 on page 62, you can change the location of the cursor. You

can type a line that is longer than the width of the screen. If you do, the line scrolls
to the left (sliding window) to allow you to type in more characters. If you move
the cursor to the far left, the line scrolls to the right.

The terminal settings control the behavior of the Nortel CLI (NNCLI) parser. You
can change the width of the terminal as well as the page length.
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Editing command line entries

You can use the Nortel CLI editing commands to edit command line text entries.
Table 3 describes key combinations that you can use for the CLI.

Table 3 Nortel CLI (NNCLI) key combinations

Key combination

Function

control-A Move cursor to start of line.
control-B Move cursor back one character.
control-C Abort command.

control-D Delete one character.

control-E Move cursor to end of line.
control-F Move cursor forward one character.
control-H & Delete character left of cursor.
control-l & Complete command/parameter.
control-K Delete all characters after cursor.

control-L & control-R

Display line again.

control-N or down arrow

Move to next history command (in the same mode).

control-P or up arrow

Move to previous history command (in the same
mode).

control-Q Escape sequence for unprintable characters.

control-T Transpose characters.

control-U Delete entire line.

control-W Delete word left of cursor.

control-X Delete all characters before cursor, including
character at cursor.

control-z Exit configuration mode.
Note: Ctrl-Z discards and does not execute deferred
commands.

?

Display context-sensitive Help.

esc-c & esc-u

Capitalize character at cursor.

esc-|

Convert character at cursor to lowercase.

esc-b

Move backward one word.
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Table 3 Nortel CLI (NNCLI) key combinations (continued)

Key combination Function
esc-d Delete one word to the right.
esc-f Move forward one word.

Using command abbreviations

When you type CLI commands, you usually do not need to type the entire
command or parameter. For example, instead of typing show interface at the
Privileged EXEC prompt, you can type sh int. You must enter a sufficient
number of characters to uniquely identify the command or option.
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Using CLI online Help

To obtain Help for a CLI command or option, use the question mark (?) command
to display the next parameters that you can configure. The following example
illustrates how to display syntax and options for the e1ip command that you use
to configure circuitless IP services.

CES(config)# clip ?
enable Enables Circuitless IP globally
ip Configures the CLIP address
CES(config)# clip ip ?
A.B.C.D CLIP address
CES(config)# clip ip 2.2.2.2 ?
interface-type Configures the interface type of the CLIP address

services Configures the allowed services for the CLIP address
state Configures the state of the CLIP address
<cr>

CES(config)# clip ip 2.2.2.2 services ?
fwua Enables Firewall User Authentication services
ipsec Enables IPSEC services
12tp&l2f Enables L2TP and L2F services
pptp Enables PPTP services

CES(config)# clip ip 2.2.2.2 services ipsec ?
both Enables both public and private
none Disables both public and private

private Enables only private
public Enables only public

CES(config)# clip ip 2.2.2.2 services ipsec both ?
<cr>

CES (config) #

In one situation, you do not see command options when you use the question mark
(?) command to display Help. When a command is obsoleted, it is usually left in
the CLI for customers who use the older command in scripts. The older command
still works, but it is not displayed by the parser.
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Chapter 2
User EXEC mode commands

This chapter describes the User EXEC CLI commands.

Command Page
cd 66
clear ip route 67
dir 69
enable 71
exit 72
help 73
Is 74
ping 76
pwd 79
show file systems 80
show flash: contents 81
show reload 83
show services 84
show sessions 86
show version 88
terminal paging 89
trace ip 90
who 92
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cd

Use this command to change the default directory or file system.

Syntax

cd <file system>[:]

Parameters
file_system[:] Name of a directory followed by an optional colon. The
name can be an absolute path or a relative path. A slash
(/) can be appended to the end of the path. The root
directory (/) is not supported. Valid values include:
e /[ideO
e [ide0O/
e system:
e [ideO/system/:
Default
None

Command mode

User EXEC

Required privileges

System Management - Manage
User Management - None

Warning messages

% Directory does not exist: <file_system>
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Related commands

copy
delete

dir

pwd

show file systems

Example

CES> pwd
/ide0/

CES> cd /ideO/system:
CES> pwd
/ide(0/system/
CES> cd ..
CES> pwd
/ide0/

CES> cd system
CES> pwd
/ide(/system/
CES> cd /

Q

% Directory does not exist: /

clear ip route

Use this command to remove a route from the route table. Note that static routes
are not removed from the gateway browser interface by this command. This
command is a troubleshooting tool for use when routing problems are caused by
the presence of a wrong route.

Syntax

clear ip route <address> <mask>
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Parameters
address The address of the network to remove from the route table.
mask The mask associated with the address to remove.
Default

The mask defaults to 255.255.255.255.

Command mode

User EXEC

Next command mode
User EXEC

Warning messages

% Address not found in route table.

Related commands

show ip route

Example

CES> clear ip route 10.11.0.12
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dir
Use this command to display a list of files on a file system.

Syntax

dir [<file_system>[:]] [<file url>]

Parameters
file_system[:] Name of a directory followed by an optional colon. The
name can be an absolute path or a relative path. A slash
(/) can be appended to the end of the path. The root
directory (/) is not supported. Valid values include:
e /[ideO
e [ide0O/
e system:
e [ideO/system/:
file_url Name of the file or files to display. The files can be of any
type. You can use wildcards in the file name. The wildcard
character (*) matches all patterns. Strings after a wildcard
are ignored.
Default

The default file system is specified by the ed command. If you enter the dir
command with no arguments, the command displays the contents of the current
default directory.

If you enter the dir command with two arguments, the command displays files in
the specified directory that match the file URL.
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If you enter the dir command with only one argument, the command determines
whether the argument represents a file system or a file URL as follows:

1 [If there is a colon at the end of the argument, the argument is a file system.
The dir command displays the contents of the directory.

2 If the argument is a valid directory, the argument is a file system. The dir
command displays the contents of the directory.

3 If no colon appears at the end of the argument, and the argument is not a valid
directory, then the argument represents a file URL. The dir command
displays only the files that match the file URL.

Command mode

User EXEC

Required privileges

System Management - Manage
User Management - None

Warning messages

(o)

% Directory does not exist: <directory>

Related commands

cd
1ls

Example

CES> dir

CES> dir sys

CES> dir sys*

CES> dir system

CES> dir system:

CES> dir /ide0/: sys*
CES> dir /ide0 v*
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enable

Use this command to place the CLI parser into Privileged EXEC mode, allowing
you to use additional CLI commands.
You are prompted for a case-sensitive password before you enter Privileged EXEC
mode. This password is created when the administrator user account is set up
using the gateway management pages.
You are allowed three tries to enter the password. After the third incorrect attempt,
an error message is displayed (Bad secrets) and the User EXEC prompt is
redisplayed.

Syntax
enable

Parameters
None

Default
None

Command mode

User EXEC

Next command mode

Privileged EXEC

Warning messages

(o)

% Bad secrets.
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Related commands

configure
disable

Example

CES> enable
Password: ****x*
CES#

exit

Use this command to exit any configuration mode or to close an active Telnet
session when you are in User EXEC mode.

Syntax

exit

Parameters

None

Default

None

Command mode

Available in all command modes
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Next command mode

Either the lower level command mode, or none because the Telnet session is
terminated

Related commands
end
Example

This example shows a user in Global configuration mode using the exit
command twice to end in User EXEC mode.

CES(config)# exit
CES# exit
CES>

help

Use this command to display a message about how to use the Help system.

Syntax

help

Parameters

None

Command mode

Available in all command modes
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Is

Example

CES> help
Help may be requested at any point in a command by entering
a question mark (?). If nothing matches, the Help list will

be empty and you must back up until entering a ‘'?’ shows the

available options.

Two styles of Help are provided:

1. Full Help is available when you are ready to enter a
command argument (e.g. ‘show ?’) and describes each
possible argument.

2. Partial help is provided when an abbreviated argument is
entered and you want to know what arguments match the
input (e.g. ‘show se?’).

CES>

Use this command to display a list of files on a file system in a compact format.

Syntax

ls [<file-system>[:]] [<file-url>]
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Parameters
file-system[:] Name of a directory followed by an optional colon. The
name can be an absolute path or a relative path. A slash
(/) can be appended to the end of the path. The root
directory (/) is not supported. Valid values include:
e /[ideO
e [ide0O/
e system:
e [ideO/system/:
file-url Name of the file or files to display. The files can be of any
type. You can use wildcards in the file name. The wildcard
character (*) matches all patterns. Strings after a wildcard
are ignored.
Default

The default file system is specified by the ed command. If you enter the 1s
command with no arguments, the command displays the contents of the current
default directory.

If you enter the 1s command with two arguments, the command displays files in
the specified directory that match the file URL.

If you enter the 1s command with only one argument, the command determines
whether the argument represents a file system or a file URL as follows:

1 If there is a colon at the end of the argument, the argument is a file system.
The 1s command displays the contents of the directory.

2 If the argument is a valid directory, the argument is a file system. The 1s
command displays the contents of the directory.

3 Ifno colon appears at the end of the argument, and the argument is not a valid
directory, then the argument represents a file URL. The 1s command displays
only the files that match the file URL.
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Command mode

User EXEC

Required privileges

System Management - Manage
User Management - None

Warning messages

Q

% Directory does not exist: <directory>

Related commands

cd
dir

Example

CES> 1s

CES> 1s sys

CES> 1s sys*

CES> 1ls system

CES> 1ls system:

CES> 1ls /ide0/: sys*
CES> 1ls /ide0 v*

ping

Use this command to provide a basic ping facility. By default, it sends three
100-byte ping packets.

Syntax

ping {<dest_hostname> | <dest_address>} [<source-address>]
[<num packets>]
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Parameters
dest_hostname Host name of the system to ping.
dest_address IP address (in dotted-decimal notation) of the system to
ping.
source_address IP address (in dotted-decimal notation) of the interface to
ping from.
num_packets Number of ping packets to send to the destination host.
Default
None

Command mode

User EXEC

Next command mode

User EXEC

Warning messages

This message appears if the system cannot map an address to a host name.

% Unknown Host

Related commands

trace ip
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Example

This example shows a successful ping command.

CES> ping 122.104.11.112

PING 122.104.11.112: 36 data bytes
64 bytes from 122.104.11.112: icmp_seqg=0. time= 16 ms
64 bytes from 122.104.11.112: icmp_seqg=1l. time=<16 ms
64 bytes from 122.104.11.112: icmp_seqg=2. time=<16 ms
----122.104.11.112 PING Statistics----
3 packets transmitted, 3 packets received, 0% packet loss
round-trip (ms) min/avg/max = <16/<16/16

This example shows an attempt to ping an unknown host address.

CES> ping badaddress.com
ping: unknown host baddaddress.com

This example shows an attempt to ping an unreachable IP address.

CES> ping 10.0.4.44
PING 10.0.4.44: 36 data bytes
ping: timeout
no answer from 10.0.4.44

This example shows a successful attempt to ping an IP address where the source
address is specified and where the number of ping packets to send is 5.

CES> ping 47.17.248.158 47.17.248.156 5

PING 47.17.248.158: 36 data bytes

64 bytes from 47.17.248.158: icmp_seqg=0. time=<16 ms

64 bytes from 47.17.248.158: icmp_seg=1l. time=<16 ms

64 bytes from 47.17.248.158: icmp_seg=2. time=<16 ms

64 bytes from 47.17.248.158: icmp_seqg=3. time=<16 ms

64 bytes from 47.17.248.158: icmp_seqg=4. time=<16 ms
----47.17.248.158 PING Statistics----

5 packets transmitted, 5 packets received, 0% packet loss
round-trip (ms) min/avg/max = <16/<16/<16
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pwd
Use this command to show the current setting of the ed command.
Syntax
pwd

Parameters

None

Default

None

Command mode

User EXEC

Required privileges

System Management - Manage
User Management - None

Related commands

cd
dir

Example

CES> pwd
/ide0/
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show file systems

Use this command to display information about the available file systems on the
gateway, including information about device size and available free space.

Syntax
show file systems
Parameters

None

Default

None

Command mode

User EXEC

Next command mode

User EXEC

Example

This example shows the output for a gateway that has one hard disk drive:

CES> show file systems

File System(s) :
Size(b) Free (b) Type Flags Prefixes
2135040000 695697408 disk rw ideO:
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show flash: contents
Use this command to display the current settings that are in flash on the gateway.

Syntax

show flash: contents

Parameters

None

Default

None

Command mode

User EXEC

Next command mode

User EXEC

Related commands
show version
Next command mode

User EXEC
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Example

This example shows the flash settings for a Contivity device. The output will
differ, depending on the type of Contivity device being used.

CES> show flash: contents

Flash Header - copyright: Nortel Networks, Copyright 1999,

2000
tag: NOC
version: 1
length: 711
count: 15

Flash Data -
model number: CES1510D
MAC address: 00-E0-7B-00-0D-30
serial number: 12192
feature keys:
Maximum Ethernet ports: 2
Maximum T-1 ports: 1
Maximum T-3 ports: 0
Allow PPTP tunnels: True
Allow L2F tunnels: True
Allow L2TP tunnels: True
Allow IPsec tunnels: True
Allow QoS internal: True
Allow QoS admission: True
Allow RSVP: True
Allow RADIUS authentication: True
Allow LDAP authentication: True
Allow NT Domain authentication: True
Allow RSA encryption: True
Allow SSL: True
Allow X.509 certificates: True
Allow RADIUS accounting: True
CPU clock rate 400 MHz
CPU cache size 0 KB
Number of CPUs supported: 1
Allow IPX: True
Allow NAT: True
Allow Fw-1: True
Require FW-1: False
Firewall: Disabled
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Maximum Hifn 7751 Accelerators: 0
FIPS Mode: False
Allow Safe Mode Boot: False
feature mask
Flash Revision: 1
key length: 128
Boot Device: /ide0/
maximum concurrent sessions: 100
system IP address: 10.211.4.42
system IP netmask: 255.255.0.0
system default gateway: 10.0.0.10
checksum: 56091

show reload

Use this command to display information about any pending shutdowns that are
scheduled on the gateway. The same information is available on the
Admin->Shutdown and the Status -> System Web management pages.

Syntax

show reload

Parameters

None

Command mode

User EXEC

Next command mode

User EXEC
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Related commands

reload
reload at

reload cancel

reload in

reload no-sessions

Example

This example shows information about the pending reload operation.

CES> show reload

Reload scheduled in 1 hour 45 minutes

Explanation:

Load latest software patches

After shutdown: Restart
Current logins: Enabled

Reboot logins:

Disabled

Boot drive:/ide0

Config file:

show services

latest

Use this command to display information about the available services on the

gateway.

Syntax

show services

Parameters

tunnel

all
management
authentication

[tunnel] [all] [management] [authentication]

Show information for tunnels.
Show information for all services.
Show information for management protocols.

Show information for authentication protocols.
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Default

If no options are selected, this command will show summary and detailed
information for all services.

Command mode

User EXEC

Next command mode
User EXEC

Related commands

show sessions
ip http server

Example

CES> show services tunnel

Type Public Private
IPsec True False
L2F & L2TPTrue False
PPTP True False
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show sessions

Use this command to display information about the current sessions connected to
the gateway.

Syntax

show [branch-office] [ipsec] [pptp] [12tp] [12f] [admin]
[all] sessions [detail]

Parameters
admin Show information about administrator connections.
all Show information about all connection types.
branch-office Show information about branch office connections.
ipsec Show information about IPsec connections.
12f Show information about L2F connections.
12tp Show information about L2TP connections.
pptp Show information about PPTP connections.
detail Show detailed information about the specified session

type.
Default

If you enter the show sessions command with no options, the command shows
summary and detailed information about all session types.

Command mode

User EXEC

Next command mode

User EXEC
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Related commands

kill
who

Example

This example shows the detailed information about administrator connections that
are currently made to the gateway. If you omit the detail parameter, you see the
first (Summary) portion of the output only.

CES> show admin sessions detail

Summary:

Current Sessions:
Admin: 2

Peak Sessions for Today:
Admin: 2

Total Sessions Since Boot:
Admin: 13

Current End User Sessions:
User: admin
Account Type: Admin
UID: admin
Session Type: Telnet
Session ID: 13
IP Address Assigned: 192.32.229.107
Start Date: 03/16/2002
Start Time: 19:18:53

User: admin
Account Type: Admin
UID: admin
Session Type: HTTP
Session ID: 12
IP Address Assigned: 192.32.229.107
Start Date: 03/16/2002
Start Time: 19:18:05
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show version

Use this command to display the configuration of the system hardware, the
software version, the name and location of the configuration file, and the system
up time.

Syntax

show version

Parameters

None

Default

None

Command mode

User EXEC

Next command mode

User EXEC

Related commands

show flash: contents
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Example

CES> show version

Contivity Extranet Access Switch Software
Software Version: V04_00.00
Software Build Date: Nov 18 2001, 11:31:50
System Serial Number: 12012

MAC Address:

00-E0-7B-00-00-CO

BIOS: 1.00.02.DI0 11/05/9612:40:54
bftarget uptime: 016 days, 01 hours, 14 minutes
Current Configuration File: /ideO/system/config/

CFG01022.DAT
Processor:

1 Pentium Pro 200 Mhz, L1D Cache: 8K, L1I Cache:

8K, L2 Cache:512K
Memory: 23 MB Free, 64 MB Total.

Hard Disk:
Diskette:

terminal paging

1 198 MB Free, 1220 MB Total
3.5 Inch

Use this command to enable or disable paging on the terminal screen.

Syntax

terminal paging {off | on}

Parameters

off
on

Default

Paging is on.

Turns off paging.
Turns on paging.
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Command mode

User EXEC

Next command mode
User EXEC
Required privileges

System Management - View
User Management - None

trace ip

Use this command to determine the route that packets use when traveling to their
destination. The trace ip command is commonly used as a diagnostic
command (called traceroute on most systems).

Syntax

trace ip {<dest_host> | <dest_address>} [source
{<source_host> | <source_address>}] [hops <hops>]
[wait <seconds>]

Parameters

dest_host Specifies the host name of the destination system for the
trace packets.

dest_address Specifies the IP address of the destination system for the
trace packets.

source Specify the IP address or host name of the source system
for the trace packets.

source_host Specifies the host name of the source system for the trace

packets.
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source_address Specifies the IP address of the source system for the trace
packets.

hops Specify the maximum number of hops to the destination
address (the default is 30).

hops Specifies the maximum number of hops (0 through 250).

wait Specify the wait timeout.

seconds Specifies the wait timeout in seconds (0 through 60).

Default
None

Command mode

User EXEC

Next command mode

User EXEC

Warning messages

If the system cannot map an address to a host name, the following message is
displayed:

(o)

% Unknown Host

Related commands

ping
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who

Example

This example shows a successful trace. The command limits the number of hops
to 3 and sets a wait timeout value of 2 seconds.

CES> trace ip 192.32.137.59 hops 3 wait 2

traceroute to 192.32.137.59, 3 hops max, 60 byte packets
1 47.17.248.1 0 ms 0 ms 0 ms
2 47.17.22.202 0 ms 0 ms 0 ms
3 192.32.137.59 0 ms 0 ms 0 ms

This example shows an attempt to trace the path to an unknown host address:

CES> trace ip badaddress.com
traceroute: unknown host baddaddress.com

Use this command to show the active Telnet administration sessions on the
gateway with the IP address from which they are connected. The sessions are
listed by session ID. Session ID values are fixed for the duration of a session.

Syntax

who [<ip address>]

Parameters

Default

ip_address IP address in dotted-decimal notation. This argument limits
the output to Telnet sessions that are connected from the
specified IP address. If this argument is not specified, then
all Telnet sessions are displayed.

None
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Command mode

User EXEC

Next command mode

User EXEC

Warning messages

oe

No Telnet sessions from specified IP address.
% Illegal IP address.

Related commands

kill
show sessions

Example

This example shows the output for all current Telnet sessions:

CES> who

121: From 116.102.4.45
213: From 116.102.12.23
217: From 116.102.12.23

This example shows the output for sessions connected from a specific IP address:
CES> who 116.102.12.23

213: From 116.102.12.23
217: From 116.102.12.23
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Chapter 3
Privileged EXEC mode commands

This chapter describes the Privileged EXEC CLI commands.

Command Page
auto-save-logging enable 96
boot system 98
clear arp-cache 100
clear logging events 101
configure terminal 102
copy 103
delete 105
disable 106
exit 107
forced-logoff 108
help 110
kill 111
mkdir 113
more 114
reload 117
reload at 120
reload cancel 123
reload in 125
reload no-sessions 128
rename 131
retrieve software 132
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Command Page
rmdir 134
show arp 135
show data-collection-interval 136
show event-log size 137
show health 139
show log-file-lifetime 140
show logging config 141
show logging events 144
show logging history 149
show logging security 150
show logging syslog 153
show safe-mode 156
show serial-port 157
show software version 158
show system forwarding 159

auto-save-logging enable

Use this command to enable auto-save-logging function. Use the no form of this
command to disable auto-save-logging.

Syntax

[no] auto-save-logging enable

Parameters

None

311645-d Rev 00



Chapter 3 Privileged EXEC mode commands 97

Default

Disabled

Command mode

Privileged Exec

Next command mode
Privileged Exec
Required privileges

System Management — None
User Management — Manage

Prerequisites

None

Related commands

auto-save-logging max-files <number>

Example

Example of a successful help for this command:

CES# auto-save-logging ?
enable Enables auto-save-logging function

CES# no auto-save-logging ?
enable Disables auto-save-logging function
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Example of a successful enabling of auto-save-logging:

CES# auto-save-logging enable
CES#

Example of a successful disabling of auto-save-logging:

CES# no auto-save-logging enable
CES#

boot system

This command specifies the software image that the gateway loads at startup. This
command restarts the system with the image that you now want to run on the
gateway.

Syntax

boot system <version> [recurse]

Parameters
version Version of the software image.
recurse All user connections and branch office connections are
also to be deleted. If this parameter is not entered and
there are connections to the gateway, the system boot will
fail.
Default
None

Command mode

Privileged EXEC
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Next command mode

Privileged EXEC

Warning messages

% The following numbers of users are currently connected to

the switch
Admin: End user: Branch Office:

Related commands

show software version
retrieve

Example

CES# boot system V40_01.03
% The following numbers of users are currently connected to
the switch

Admin: 2 End user: 0 Branch Office: 1

CES# boot system V40_01.03 recurse
Do you want to proceed? (Y/N)
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clear arp-cache

This command deletes all dynamic entries from the ARP cache, the fast-switching
cache, and the IP route cache.

Syntax
clear arp-cache
Parameters

None

Default

None

Command mode

Privileged EXEC

Next command mode
Privileged EXEC

Related commands

arp
arp timeout
show arp

Example

CES# clear arp-cache
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clear logging events
This command is used to clear the contents of the system event log.
Syntax
clear logging events

Parameters

None

Default

None

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Related commands
show logging events
Example

This command clears the event log. This command does not provide any
feedback.

CES# clear logging events
CES#
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configure terminal

This command puts the CLI into Global configuration mode. This allows the
administrator to access Global configuration mode commands. To exit this mode,
you can enter Ctrl-z, the exit command, or the end command. You enter all
Global configuration commands from the terminal.

Syntax

configure terminal

Parameters
terminal

Default

None

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Related commands

disable
enable
end

Example

CES# configure terminal
CES (config)# end
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copy

This command is used to copy files or a single directory.

Caution: Use caution when you execute this command. Files and
directories can be overwritten without warning.

Syntax

copy <source_url> <destination url>

Parameters
source_url Name of the source files or the source directory to be
copied. The name can be an absolute path or a relative
path. You can use wildcards in the file or directory name.
The wildcard character (*) matches all patterns. Strings
after a wildcard are ignored.
destination_url Destination URL for a single copied file or directory, or the

directory URL where the source files or directory will be
copied. The name can be an absolute path or a relative
path.

The copy command operates on files, groups of files, and directories as described
in Table 4.

Table 4 copy command results

source-url (file, group | destination-url (file,

of files, or directory) directory, or neither) Result of copy command

File Not a directory Copy the source file to the destination URL.
File Directory Copy the source file to the destination directory.
Group of files that Directory Copy the group of files to the destination

match a string with the directory.

wildcard character
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Table 4 copy command results (continued)

source-url (file, group | destination-url (file,

of files, or directory) directory, or neither) Result of copy command

Directory Directory Copy the source directory into the destination
directory.

Directory Not a file or a directory | Copy the source directory to the destination
URL.

Default
None

Command mode
Privileged EXEC
Required privileges

System Management - Manage
User Management - None

Warning messages

oe

No such file or directory: <source_url>
<destination_url> is an existing file

% Source and destination conflict: <directoryl>,
<directory2>

oe

Related commands

cd

delete

dir

show file systems
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Example

CES#
CES#
CES#
CES#
CES#

delete

copy
copy
copy
copy
copy

foo.py foobar.py
foo.py ./foodir/
./foodir/ ..
foo* ./foodir/
foodir/ foobar/

This command deletes files from the file system.

Caution: Use caution when you execute this command. Files and
directories are deleted without warning.

Syntax

delete <target_url>

Parameters

target_url

Default

None

Name of the file or files to be deleted. The files can be of
any type. The name can be an absolute path or a relative
path. You can use wildcards in the file name. The wildcard
character (*) matches all patterns. Strings after a wildcard
are ignored.

Command mode

Privileged EXEC
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Required privileges

System Management - Manage
User Management - None

Warning messages

% File does not exist: <target_url>

% Directory does not exist: <directory portion of
target_url>

Related commands

copy
rmdir

Example

CES# delete system/python/lib/site/foo.py
CES# delete system/python/lib/site/foo/f*
CES# delete system/python/lib/site/foo/*
CES# delete foobar*

disable
This command makes the CLI parser exit from Privileged EXEC mode and return
to User EXEC mode.
Syntax
disable
Parameters
None
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exit

Default

None

Command mode

Privileged EXEC

Next command mode

User EXEC

Related commands

configure
enable
end

Example

CES# disable
CES>

This command allows you to exit any configuration mode or to close an active
Telnet session if you use the command when in User EXEC mode.

Syntax

exit
Parameters

None
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Default

None

Command mode

Available in all command modes

Next command mode

Either the lower level command mode, or none because the Telnet session is
terminated.

Related commands
end
Example

This example shows a user starting in Global configuration mode and using the
exit command twice to end in User EXEC mode.

CES(config)# exit
CES# exit
CES>

forced-logoff
Use this command to log off a branch office tunnel or user tunnel immediately.

Syntax

forced-logoff boconn {all | <bo_name> <bo_group_name>}

forced-logoff user {all-non-admin | <user name> <group_name>}
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Parameters

all

bo_name

bo_group_name

all-non-admin
user_name

group_name

Default

None

Command mode

Privileged EXEC

Specifies that all branch office connections be immediately
logged off.

Specifies the name of the branch office tunnel connection
that you want to log off. If the name includes spaces,
enclose it in quotation marks.

Specifies the name of the branch office group that the
branch office connection belongs to. If the name includes
spaces, enclose it in quotation marks.

Specifies that all users who are not logged on as
administrators be immediately logged off.

Specifies the name of the user that you want to log off. If
the name includes spaces, enclose it in quotation marks.

Specifies the name of the user group that the user belongs
to. If the name includes spaces, enclose it in quotation
marks.

Next command mode

Privileged EXEC

Required privileges

System Management — Manage
User Management — Manage
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Warning messages

Q

% Connection does not exist for BO <bo_name> in group
<group_name>

Q

% Connection does not exist for user <user_name> in group
<group_name>

Related commands

kill
show sessions
who

Example

The following example immediately logs off the branch office tunnel Boston.

CES# forced-logoff boconn Boston “/Base/Branchl”
CES#

The following example immediately logs off user tunnel george123.

CES# forced-logoff user georgel23 “/Base/PQHQ”
CES#

help

This command displays a message about how to use the Help system.

Syntax

help

Parameters

None
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kill

Command mode

Available in all command modes

Related commands

Example

None

CES# help

Help may be requested at any point in a command by entering
a question mark (?). If nothing matches, the Help list will

be empty and you must back up until entering a ‘'?’ shows the

available options.

Two styles of Help are provided:

1. Full Help is available when you are ready to enter a
command argument (e.g. ‘show ?’) and describes each
possible argument.

2. Partial help is provided when an abbreviated argument is
entered and you want to know what arguments match the
input (e.g. ‘show se?’).

CES#

This command terminates an identified Telnet session. You can obtain the Telnet
session ID using the who command.

Any in-progress session commands are completed and the session is then
terminated without any warning or message to the Telnet user.

If the session ID you supply is not valid, the ki1l command displays an error
message and does nothing.

Syntax

kill <telnet_id>
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Parameters

telnet_id Session ID of the Telnet session to be terminated.

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Warning messages

% Invalid session ID.
% Session is not a Telnet session.

Related commands

who
show sessions

Example

In this example, the who command is used to display the Telnet sessions active on
the gateway. One session is terminated using the kill command and the results
are shown in the subsequent who command.

CES# who

121: From 116.102.4.45
213: From 116.102.12.23
217: From 116.102.12.23
CES# kill 213

CES# who

121: From 116.102.4.45
217: From 116.102.12.23
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mkdir
This command creates a new directory in the file system.
Syntax
mkdir <directory>
Parameters
directory Name of the directory to create. The name can be an
absolute path or a relative path. A slash (/) can be
appended to the end of the path.
Default

None

Command mode

Privileged EXEC

Required privileges

System Management - Manage
User Management - None

Warning messages

Q

% Directory already exists: <directory>

Related commands

cd
dir
rmdir
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Example

CES# mkdir foo
CES# mkdir /ide0/foobar

more

This command displays a readable file on the gateway. The file is displayed one
Telnet screen at a time. You can use the pagination keys to see the next screen.
On the Contivity Secure IP Services Gateway, you cannot use this command to
display a file on a remote file system. It also does not support the /ebcdic option
that causes the file to be printed in EBCDIC mode.
On the gateway, this command is limited to files that are 10 KB or smaller. If you
try to use the more command on a file that is larger than 10 KB, an error message
is displayed.

Syntax
more [/ascii | /binary] <file-name>

Parameters
/lascii Display the file in ASCII.
/binary Display the file in binary.
file-name Fully qualified name of the gateway file to display. The

name has this format:
diskn:[<directory>l...<file.ext>
diskn is either diskO or disk1.
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Default

The default depends on the type of file. If the file contains non-printable
characters, the output defaults to binary; otherwise the output defaults to ASCII.
You cannot print a binary file in ASCII output format. If you attempt to print a
binary file in ASCII output format, the command is ignored.

Printable characters are characters whose character codes are in the range decimal
32 (space) to decimal 126 (~) inclusive, plus the characters \t (decimal 9),

\n (decimal 10), and \r (decimal 13). Non-printable characters are represented by a
period (.) in the ASCII part of the binary output format.

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Warning messages

o

File not found.
% Cannot display a file that is larger that 10KB.
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Example

The first example uses the more command to display the contents of a
configuration file in ASCII mode. The second example shows the file contents in
the binary output format.

CES# more diskO:system/config/CFG01022.DAT

+AccessLst[abc]

AccessLst[abc] .Name=abc

+AccessLst[abc].Rule[ll.4 1.6:1.1.1.1:DENY]

AccessLst[abc] .Rule[11.4.1.6:1. :DENY] .Key=11.4.1.6:1.1.1.1:DENY
AccessLst[abc] .Rule[11.4.1.6:1. DENY] .Protocol=IP

AccessLst[abc] .Rule[11.4. l 6:1. DENY] .SourceAddr=11.4.1.6
AccessLst[abc] .Rule[11.4.1.6:1. DENY] .SourceWildcard=1.1.1.1
+AccessLst[abc] .Rule[abdguiwfeh:255.255.0.0:Permit]

AccessLst[abc] .Rule[abdguiwfeh:255.255.0.0:Permit] .Action=PERMIT
AccessLst[abc] .Rulel[abdguiwfeh:255.255.0.0:Permit] .Key=abdguiwfeh:255.25
5.0.0:Permit

AccessLst[abc] .Rule[abdguiwfeh:255.255.0.0:Permit] . SourceWildcard=255.25
5.0.0

+AccessLst[abc] .Rule[2.0.0.0:255.0.0. :Permit]

AccessLst[abc] .Rule[2.0.0.0:255.0.0. :Permit] .Action=PERMIT
AccessLst[abc] .Rule[2.0.0.0:255.0.0.:Permit] .Key=2.0.0.0:255.0.0.:Permit
AccessLst[abc] .Rule[2.0.0.0:255.0.0.:Permit] .SourceAddr=2.0.0.0
+AccessLst [bar]

AccessLst [bar] .Name=bar

+AccessLst[bar] .Rule[1.2.0.0:255.255.0.0:0]

AccessLst[bar] .Rule[1.2.0.0:255.255.0.0:0] .Key=1.2.0.0:255.255.0.0:0

1.1.1
1.1.1:
1.1.1:
1.1.1:

CES#
CES# more /binary diskO:system/config/CFG01022.DAT

00000000: 0A210A21 204C6173 7420636F 6E666967 .!.! Las t co nfig
00000010: 75726174 696F6E20 6368616E 67652061 urat ion chan ge a
00000020: 74203134 3A30333A 32322070 73742046 t 14 :03: 22 p st F
00000030: 72692041 75672032 37203139 39390A21 ri A ug 2 7 20 01.!

00000040: 204E5652 414D2063 6F6E6669 67206C61 NVR AM c onfi g la
00000050: 73742075 70646174 65642061 74203134 st u pdat ed a t 14
00000060: 3A30393A 30392070 73742046 72692041 :09: 09 p st Fri A
00000070: 75672032 37203139 39390A21 0A766572 ug 2 7 20 01.! .ver
00000080: 73696F6E 2031322E 300A7365 72766963 sion 12. 0.se rvic
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reload

This command forces the gateway to reboot immediately. Options can be specified
to determine whether the gateway turns itself off or reboots, which configuration
to use after a reboot, and other settings.

You are prompted to continue with the reload. If the answer is yes and if the

reload command is valid, the system reload starts in approximately 10 seconds.

A system booted in safe mode can only accept secured management tunnel
establishment. When the secured management tunnel is established, Telnet,

HTTP, and FTP traffic are allowed to come into the gateway; no other VPN traffic
is allowed through the secured management tunnel or the gateway.

Note: The Contivity 1010, 1050, and 1100 do not have safe mode. Safe
= mode options are not available on the Contivity 1010/1050/1100.

In normal mode, the system operates with the normal software and configuration
and transports both VPN traffic and management traffic. For most Telnet client
software, the reboot will cause the Telnet client to close the connection to the
gateway. If there are any outstanding reboot commands, they will be canceled.
There can only be one reboot scheduled at any time.

Syntax

reload [power-off | restart] [boot-safe | boot-normal]
[boot-drive {ide0 | idel}] [config-file {latest | factory |
<config name>}] [disable-logins] [disable-after-restart]
[<text>]
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Parameters

power-off
restart
boot-safe
boot-normal
boot-drive
ideO | ide1
config-file
config_name
latest

factory

disable-logins

disable-after-
restart

text

Default

Turn off the gateway after it has completed shutdown.
Restart the gateway after it has completed shutdown.
Restart the gateway in safe boot mode.

Restart the gateway in normal boot mode.

Disk drive from which the gateway will reboot.

Disk drive from which the bootable image will be loaded.
Use the specified configuration file after a reboot.

Name of a previously saved configuration to use on reboot.
Reboot the gateway with the latest configuration file.

Reboot the gateway with the reset configuration file. This
file sets the gateway to basic defaults. The contents of the
LDAP database and other settings are maintained.

No more logins should be permitted before the reboot
occurs.

Logins should not be permitted after the reboot. This is
intended to support system maintenance tasks after a
reboot.

Display the reason for a reload command. This text will be
displayed on the Admin -> Shutdown and Status -> System
management pages.

If the text parameter contains spaces, enclose it in double
quotation marks so that it has a single parameter value.

The default settings for this command are determined by any previous reload
command. For the first reload command, the following defaults apply:

restart
boot-drive idel

config-file latest
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Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Prerequisites

A named configuration file can only be used after it has been created.

Warning messages

Any warnings cause the command to fail. You must re-enter the command after
correcting the parameters in error.

(o)

% Configuration file does not exist.

Related commands

reload at

reload cancel
reload in

reload no-sessions
show reload
shutdown
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Example

The following command reboots the gateway from ide( using the factory-installed
defaults and disables logins after the reboot to allow for system maintenance. You
use these commands when upgrading the software. Press Return or any subset of
the string “yes” to confirm that the reload should proceed.

CES# reload restart boot-drive ide0 config-file factory
disable-after-restart “Upgrade software”
Reload Scheduled Shutdown

Reload Explanation: Upgrade software
After Shutdown: Restart

Disable New Logins: No

Disable Logins after Restart: Yes

Boot Mode: Normal

Config File: Reset Config File

Boot Drive: /ide0/

Proceed with reload? [confirm] ¥y

reload at

This command sets a time at which the gateway will reboot. Options can be
specified to determine whether the gateway turns itself off or reboots, which
configuration to use after a reboot, and other settings. You are prompted to
confirm whether you want to continue with the reload. If you select yes and if the
reload command is valid, the system reload starts at the specified time.

After a successful reload at command, the gateway will reboot at the time
specified based on internal clock settings. For most Telnet client software, the
reboot will cause the Telnet client to close the connection to the gateway. If there
are any outstanding reboot commands, they will be canceled. There can be only
one reboot scheduled at any time.

Note: The Contivity 1010, 1050, and 1100 do not have safe mode. Safe
mode options are not available on the Contivity 1010/1050/1100.
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Syntax

reload at <hh:mm> [power-off | restart] [boot-safe |
boot-normal] [boot-drive {ide0 | idel}] [config-file
{latest | factory | <config-name>}] [disable-logins]
[disable-after-restart] [<text>]

Parameters

hh:mm Time at which the shutdown will begin. Values are based
on a 24-hour clock. If this time has already passed today,
then the reload will occur at this time tomorrow.

power-off Turn off the gateway after it has completed shutdown.

restart Restart the gateway after it has completed shutdown.

boot-safe Restart the gateway in safe boot mode.

boot-normal Restart the gateway in normal boot mode.

boot-drive Disk drive from which the gateway will reboot.

ideO | ide1 Disk drive from which the bootable image will be loaded.

config-file Use the specified configuration file after a reboot.

config_name Name of a previously saved configuration to use on reboot.

latest Reboot the gateway with the latest configuration file.

factory Reboot the gateway with the reset configuration file. This
file sets the gateway to basic defaults. The contents of the
LDAP database and other settings are maintained.

disable-logins No more logins should be permitted before the reboot
occurs.

disable-after- Logins should not be permitted after the reboot. Use this

restart option to support system maintenance tasks after a reboot.

text Display the reason for a reload command. This text will be

displayed on the Admin -> Shutdown and Status -> System
management pages.

If the text parameter contains spaces, enclose it in double
quotation marks.
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Default

The default settings for this command are determined by any previous reload
command. For the first reload command, the following defaults apply:

restart
boot-drive ide0l
config-file latest

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Prerequisites

A named configuration file can only be used after it has been created.

Warning messages

Any warnings cause the command to fail. You must re-enter the command after
correcting the parameters in error.

Q

% Configuration file does not exist.

Related commands

reload

reload cancel
reload in

reload no-sessions
show reload
shutdown
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Example

The following command reboots the gateway from ide0 using the latest
configuration and disables logins after the reboot to allow for system
maintenance. You use these commands to back up the LDAP database.

CES# reload at 22:00 restart boot-drive ideO
disable-after-restart “Back up LDAP database”

Reload Scheduled Shutdown at 22:00:00
Reload Explanation: Back up LDAP database
After Shutdown: Restart

Disable New Logins: No

Disable Logins after Restart: Yes

Boot Mode: Normal

Config File: latest

Boot Drive: /ide0/

Proceed with reload? [confirm] ¥y

reload cancel

This command cancels any pending reload command. There can only be one
pending reload at any given time. When a reload is canceled, the information
about the pending reload is displayed.

Syntax

reload cancel

Parameters

None

Default

None
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Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Prerequisites

A reload operation must already have been scheduled.

Warning messages

(o)

% No currently scheduled reload operation.

Related commands

reload

reload at

reload in

reload no-sessions
show reload
shutdown

Example

This command cancels a pending reload command and then displays
information about the original reload command.

CES# reload cancel

Reload Scheduled Shutdown at 22:00:00 has been canceled
Reload Explanation: Back up LDAP database

After Shutdown: Restart

Disable New Logins: No

Disable Logins after Restart: Yes

Boot Mode: Normal

Config File: latest

Boot Drive: /ideO/
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reload in

This command sets a timer that causes the gateway to reboot after a specified
amount of time has elapsed. Options can be specified to determine whether the
gateway turns itself off or reboots, which configuration to use after a reboot, and
other settings. You are prompted to confirm whether you want to continue with the
reload. If you select yes and if the reload command is valid, the system reload
begins at the specified time.

After a successful reload in command, the gateway will reboot after the time
specified has elapsed. For most Telnet client software, the reboot will cause the
Telnet client to close the connection to the gateway. If there are any outstanding
reboot commands, they will be canceled. Only one reboot can be scheduled at
any time.

Note: The Contivity 1010, 1050, and 1100 do not have safe mode. Safe
= mode options are not available on the Contivity 1010/1050/1100.
Syntax
reload in {<hh:mm> | <minutes>} [power-off | restart]
[boot-safe | boot-normal] [boot-drive {ide0 | idel}]
[config-file {latest | factory | <config-name>}]
[disable-logins] [disable-after-restart] [<text>]
Parameters
hh:mm Shut down the gateway after the specified number of hours
and minutes. Enter a value from 00:01 through 23:59.
minutes Shut down the gateway after the specified number of
minutes. Enter a value from 1 through 59.
power-off Turn off the gateway after it has completed shutdown.
restart Restart the gateway after it has completed shutdown.
boot-safe Restart the gateway in safe boot mode.
boot-normal Restart the gateway in normal boot mode.
boot-drive Disk drive from which the gateway will reboot.
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ideO | ide1
config-file
config_name
latest
factory

disable-logins
disable-after-

restart
text

Default

Disk drive from which the bootable image will be loaded.
Use the specified configuration file after a reboot.

Name of a previously saved configuration to use on reboot.
Reboot the gateway with the latest configuration file.

Reboot the gateway with the reset configuration file. This
file sets the gateway to basic defaults. The contents of the
LDAP database and other settings are maintained.

No more logins should be permitted before the reboot
occurs.

Logins should not be permitted after the reboot. Use this
option to support system maintenance tasks after a reboot.

Display the reason for a reload command. This text will be
displayed on the Admin -> Shutdown and Status -> System
management pages.

If the text parameter contains spaces, enclose it in double
quotation marks.

The default settings for this command are determined by any previous reload
command. For the first reload command, the following defaults apply:

restart
boot-drive ide0l

config-file latest

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Prerequisites

A named configuration file can only be used after it has been created.
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Warning messages

Any warnings cause the command to fail. You must re-enter the command after
correcting the parameters in error.

(o)

% Configuration file does not exist.

Related commands

reload

reload cancel
reload at

reload no-sessions
show reload
shutdown

Example

This command causes the gateway to turn itself off in 8 hours. The gateway will
reboot from idel. Further logins are disabled until the gateway has rebooted.

CES# reload in 8:00 restart boot-drive idel power-off
disable-logins

Reload Scheduled Shutdown in 480 minutes

Reload Explanation: Scheduled Shutdown in 480 minutes
After Shutdown: Powerdown

Disable New Logins: Yes

Disable Logins after Restart: No

Boot Mode: Normal

Config File: latest

Boot Drive: /idel/

Proceed with reload? [confirm] y
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reload no-sessions

This command causes the gateway to reboot after there are no further logins. The
reboot will start after all tunnels into the gateway and all management sessions
(for example, Telnet) have been closed.

Options can be specified to determine whether the gateway turns itself off or
reboots, which configuration to use after a reboot, and other settings. You are
prompted to confirm whether you want to continue with the reload. If you select
yes and if the reload command is valid, the system reload will start a short time
after all sessions (tunnels and administrative) have disconnected.

After a successful reload no-sessions command, the gateway will reboot as
soon as all sessions—including CLI management sessions—on the gateway have
terminated. If there are any outstanding reboot commands, they will be
canceled. Only one reboot can be scheduled at any time.

Note: The Contivity 1010, 1050, and 1100 do not have safe mode. Safe
mode options are not available on the Contivity 1010/1050/1100.

Syntax

reload no-sessions [power-off | restart] [boot-safe |
boot-normal] [boot-drive {ide0 | idel}] [config-file {latest
| factory | <config-name>}] [disable-logins]
[disable-after-restart] [<text>]

Parameters

no-sessions Start the reboot as soon as no more sessions are
connected to the gateway.

power-off Turn off the gateway after it has completed shutdown.
restart Restart the gateway after it has completed shutdown.
boot-safe Restart the gateway in safe boot mode.
boot-normal Restart the gateway in normal boot mode.
boot-drive Disk drive from which the gateway will reboot.
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ideO | ide1 Disk drive from which the bootable image will be loaded.
config-file Use the specified configuration file after a reboot.
config_name Name of a previously saved configuration to use on reboot.
latest Reboot the gateway with the latest configuration file.
factory Reboot the gateway with the reset configuration file. This

file sets the gateway to basic defaults. The contents of the
LDAP database and other settings are maintained.

disable-logins No more logins should be permitted before the reboot
occurs.

disable-after- Logins should not be permitted after the reboot. Use this

restart option to support system maintenance tasks after a reboot.

text Display the reason for a reload command. This text will be

displayed on the Admin -> Shutdown and Status -> System
management pages.

If the text parameter contains spaces, enclose it in double
quotation marks.

Default

The default settings for this command are determined by any previous reload
command. For the first reload command, the following defaults apply:

restart
boot-drive ide0l
config-file latest

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Prerequisites

A named configuration file can only be used after it has been created.
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Warning messages

Any warnings cause the command to fail. You must re-enter the command after
correcting the parameters in error.

(o)

% Configuration file does not exist.

Related commands

reload
reload at
reload cancel
reload in
show reload
shutdown

Example

This example reboots the gateway from ide0 using the latest configuration when
there are no sessions connected to the gateway. New session connections are
disabled.

CES# reload no-sessions restart disable-logins

Reload Shutdown after all users log off

Reload Explanation: Shutdown after all users log off
After Shutdown: Restart

Disable New Logins: Yes

Disable Logins after Restart: No

Boot Mode: Normal

Config File: latest

Boot Drive: /ide0/

Proceed with reload? [confirm] ¥y
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rename

This command renames a file or directory in the file system.

Syntax

rename <urll> <url2>

Parameters
urlt Original file or directory name. The name can be an
absolute path or a relative path.
url2 New file or directory name. The name can be an absolute
path or a relative path.
Default
None

Command mode
Privileged EXEC
Required privileges

System Management - Manage
User Management - None

Warning messages

% No such file or directory: <urll>
% <url2> already exists
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Example

CES# rename foo.py foobar.py
CES# rename foo/foo.py foobar.py

retrieve software

Use this command to retrieve the latest software images for the gateway. Use this
command before you upgrade the gateway.

Syntax

retrieve software <host> version <version number>
[path <path>] uid <user_ID> password <password> [recurse]

Parameters
host Name or IP address of the host remote server that contains
the gateway software version to be retrieved.
version Specify the file version.

version_number Software image file version.

path Specify the path to the gateway software.

path Path to the directories and files where the gateway
software is stored.

uid Specify the user ID for the FTP server.

user_ID User ID for the FTP server.

password Specify the user password for the FTP server.

password FTP server password.

recurse Retrieve the software version even if this version exists on

the gateway already.

Default

None
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Command mode

Privileged EXEC

Response

boot system

Next command mode

Privileged EXEC

Warning messages

oe

Authentication failed.
Cannot establish connection with the host.
Unable to obtain directory listing from the remote host.

oe

oe

Related commands

show software version

Example

CES# retrieve software 192.32.250.6 version V04_01.12
uid master password Paris
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rmdir
This command removes a single directory from the file system.
Caution: Use caution when you execute this command. Directories are
deleted without warning.
Syntax
rmdir <directory>
Parameters
directory Name of the directory to delete. The name can be an
absolute path or a relative path. A slash (/) can be
appended to the end of the path.
Default

None

Command mode
Privileged EXEC
Required privileges

System Management - Manage
User Management - None

Warning messages

(o)

% Directory does not exist: <directory>
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Related commands

delete
dir
mkdir

Example

CES# rmdir /ideO/foo
CES# rmdir foobar

show arp
This command displays the entries in the ARP table.

Syntax

show arp

Parameters

None

Default

None

Command mode

Privileged EXEC

Next command mode

Privileged EXEC
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Related commands

arp
arp timeout
clear arp-cache

Example

CES# show arp
LINK LEVEL ARP TABLE
Destination Gateway Flags Ref Use Intf MTU OuterCtxt CircMap RtEntryP

47.17.248.1 00:e0:16:7c:61:96 10405 1 0 fei0 1500 2f6ccc8 39 862f0 3890124

CES#

show data-collection-interval

Use this command to display the data collection interval. This interval specifies
the number of minutes (from 1 through 5) that the gateway waits before it collects
new data for the log. By default, this interval is set to 2 minutes.

Syntax

show data-collection-interval

Parameters

None

Default

2 minutes

Command mode

Privileged EXEC
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Next command mode
Privileged EXEC
Required privileges

System Management - Manage
User Management - None

Related commands

data-collection-interval

Example

CES# show data-collection-interval

Data Collection interval: 2 minutes
CES# configure terminal
CES (config)# data-collection-interval 4
CES (config) # exit
CES# show data-collection-interval

Data collection interval: 4 minutes
CES#

show event-log size

Use this command to display the maximum number of entries stored in the event
log.

Syntax

show event-log size

Parameters

None

Reference for the Contivity Secure IP Services Gateway Command Line Interface



138 Chapter 3 Privileged EXEC mode commands

Default

None

Command mode

User EXEC

Next command mode
User EXEC
Required privileges

System Management - Manage
User Management - None

Related commands

event-log size

Example

The following example displays the maximum number of entries for the event log.

CES> show event-log size
Event Log Size: 2000 entries
CES>
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show health

This command displays information about the overall health of the gateway. It
allows the administrator to check on areas that may cause problems in the future,
as well as to see where problems have been detected already.

Syntax

show health [alerts | warnings | disabled | all]

Parameters
alerts Displays conditions that require immediate administrator
attention.
warnings Displays conditions that must be fixed to avoid an alert
condition. It also shows alert conditions.
disabled Displays services and protocols whose administrative
states are set to “disabled.” It also shows warning and alert
conditions.
all Displays all conditions, including those that indicate correct
operation.
Default

If no warning level is entered, all health information is displayed. In other words,
entering the show health command with no options is equivalent to entering
show health all.

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Reference for the Contivity Secure IP Services Gateway Command Line Interface



140 Chapter 3 Privileged EXEC mode commands

Related commands

audible alarm

Example

This example shows the type of output that is displayed when you request alert
and warning messages using the show health command.

CES# show health warnings

Alert: LAN on slot 2 Interface 1. Device feil down

Alert: Auto backup servers. Can't back up to 12.33.44.123
Alert: Voltage 2.5 VA. Voltage out of range

Alert: Chassis Fan. Fan not functioning

Warning: Hard Disk 1. Device /idel/ not available
Warning: SNMP Servers. Server not configured

show log-file-lifetime

Use this command to display the system log file lifetime. By default, system log
files are maintained on the hard drive for 60 days.

Syntax

show log-file-lifetime

Parameters

None

Default

60
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Command mode

Privileged EXEC

Next command mode

Privileged EXEC
Required privileges

System Management - Manage
User Management - None

Related commands

log-file-lifetime

Example

CES# show log-file-lifetime
Log File Lifetime: 60 days
CES# configure terminal
CES (config)# log-file-lifetime 40
CES (config) # exit
CES# show log-file-lifetime
Log File Lifetime: 40 days

show logging config

This command displays the contents of the configuration log on the screen. This
log tracks all changes to the configuration of the gateway. The amount of output
from this command can be substantial. The output is automatically paginated on
the display so that you can see one page at a time.

Note: The Contivity 1010, 1050, and 1100 do not support system
logging. This command does not apply to these Contivity models.
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Syntax

show logging config [date {<day> <month> [<year>] | <month>

<day> [<year>]1}]

Parameters

date
day

month

year
normal

urgent

detailed

all

Default

[normal | urgent | detailed | all]

Specify the date for which the configuration log is to be
displayed.

Day of the month for which the configuration log is to be
displayed.

Month for which the configuration log is to be displayed.

Year for which the configuration log is to be displayed. Type
a four-digit value.

Display normal events, including user and system
interactions, that indicate gateway activity.

Display events that an administrator should be aware of
immediately. In the output, these events are marked with
an asterisk. May indicate potential security or access
problems. Also, display normal events.

Display events for Nortel support personnel. Also, display
normal and urgent events.

Display events for Nortel support personnel to use in
troubleshooting the gateway. Includes every event that the
gateway generates. Also, display detailed, normal, and
urgent events.

The date defaults to today’s date. If the year is omitted, it defaults to the current
year. The default display level is normal.

Command mode

Privileged EXEC
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Next command mode

Privileged EXEC

Related commands

show logging events
show logging security
show logging syslog

Example

The first example shows the output from the configuration log with urgent
messages displayed. The second example shows the output from the configuration
log with normal messages displayed.

CES# show logging config urgent
Config Log contents for Friday, July 30, 2001
*09:54:15 tRootTask 0 : Error in cfg file setting
'IpxIntfOmCls.IpxPrivateLANS[256] .3
*09:54:15 tRootTask 0 : Error in cfg file setting
'TpxIntfOmCls.IPXPublicAddress=N/AS
CES# show logging config
Config Log contents for Friday, July 30, 2001
09:52:31 tHttpdTask 0 : Shutdown.Mode changed from 'NONE' to 'NOW' by
user 'admin' $
09:52:31 tHttpdTask 0 : Reboot[Scheduled Shutdown] created by user
'admin' @ '132.2$
*09:54:15 tRootTask 0 : Error in cfg file setting
'ITpxIntfOmCls.IpxPrivateLANS[256].$
*09:54:15 tRootTask 0 : Error in cfg file setting
'IpxIntfOmCls.IPXPublicAddress=N/AS
09:54:31 tSerialConfig 0 : Flash.AdminUid changed from 'admin' to
'sysadmin' by use$
09:54:31 tSerialConfig 0 : Flash.AdminPassword changed by user '' @ "'
09:54:31 tSerialConfig 0 : DirBackup.PrimaryHost changed from
'11.33.55.66' to '11.$S
09:54:31 tSerialConfig 0 : DirBackup.PrimaryUsername changed from
'bernard' to 'sys$
09:54:50 tObjMgr 0 : ObjMgrCls::WriteConfigFile() new configuration
file config/CFGS
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show logging events

This command displays the contents of the event log. The event log is a detailed
record of all events that take place on the system. The event log is maintained in
device memory with significant events being saved in the system log and written
to disk. The event log retains approximately 2000 entries and discards old entries
when it is refreshed. The output from this command can be substantial. The output
is automatically paginated so that you can see one page at a time.

This command also allows you to log details about packets that have been dropped
by the gateway, including packets that are dropped due to filtering rules. Use these
options only for troubleshooting: the logging of dropped packets can significantly
affect the performance of the gateway.

command.

Note: After you set options to log detailed event information, the
=p | options remain in effect until you enter the clear logging events

Syntax

show logging events [reverse] [ip-drops {all [filtered] |
filtered | none}] [ipx-drops {all | none}] [key-words

<search_ terms>]

Parameters
reverse
ip-drops
ipx-drops

filtered

Display events in the log in reverse chronological order (the
most recent event is the first one displayed).

Specify the type of dropped IP packets to track in the event
log.

Specify the type of dropped IPX" packets to track in the
event log.

All dropped IP or IPX packets are to be tracked. For each
dropped packet, the source and destination address are
kept in the event log for display.

IP packets dropped due to filter rules are to be tracked. For
each packet dropped due to filtering, the packet contents
are kept in the event log for display.
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none Dropped IP or IPX packets are not to be tracked.
key-words Display event log entries that contain the specified words.
search-terms Search the event log for one or more words. To match log

entries that contain one of the specified terms, use the
vertical bar (l) as follows: key-words <termi1>l<term2> . ..
To match log entries that contain all the specified terms,
use the ampersand (&) as follows:

key-words <termi1>&<term2> . . .

Default

Dropped IP and IPX packets are not tracked.

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Warning messages

If you choose to track dropped IP or IPX packets, a confirmation is requested
because of the impact on gateway performance.

Related commands

clear logging events
show logging config
show logging security
show logging syslog
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Example

The following examples show the amount of detail that is output by this
command, depending on the options chosen. The last example disables tracking of
dropped IP packets and clears the event log so that no output results from the final

command.

CES# show logging events

09/02/2001 11:57:12 0 Pacedob{0} [00]

011b7e88, 00000000$

09/02/2001 12:01:52 0 FTP Backup [13]
FTP Backup [13]

(@}

09/02/2001 12:01:52

Calling 0x00ca0l2c,

passing

Redundant Disk is not available
Update completed

09/02/2001 12:02:00 0 DCLog [00] DCManager flushing data to stat file

'20010902.DC"

09/02/2001 12:02:20 0 Pacedob{0} [00]

011b7b24, 00000000$

09/02/2001 12:02:20 0 PacedJob{0} [00]

011b7e88, 00000000$

09/02/2001 12:03:59 0 Security [13]
Due to Timeout$

09/02/2001 12:04:00 0 Security [12]
out

09/02/2001 12:04:00 0 Security [13]
re-supply userid

09/02/2001 12:04:03 0 Security [11]
login

Management:

Session:

Management:

Session:

Calling 0x00ca0l2c,

Calling 0x00ca0l2c,

passing

passing

Forced Admin User Off

LOCAL[admin] : 2876 logged

LOCAL [admin]

Forcing admin to

attempting

09/02/2001 12:04:03 0 Security [01] Session: LOCAL[admin] has no active

sessions

09/02/2001 12:04:03 0 Security [01l] Session:

active accoun$

09/02/2001 12:04:03 0 Security [12]
admin authenti$

09/02/2001 12:04:03 0 Security [11]
right: MANAGE

09/02/2001 12:04:03 0 Security [11]
group right: MANS

09/02/2001 12:04:04 0 Security [12]
Management: logged in$

09/02/2001 12:07:36 0 Pacedob{0} [00]

011b7b24, 00000000$

09/02/2001 12:07:36 0 Pacedob{0} [00]

011b7e88, 00000000$

09/02/2001 12:12:44 0 Pacedob{0} [00]

Session:

Session:

Session:

Session:

LOCAL [admin]

LOCAL[admin]

LOCAL[admin]

LOCAL[admin]

LOCAL[admin]

Calling 0x00ca0l2c,
Calling 0x00ca0l2c,

Calling 0x00ca0l2c,

admin has no
:2877 master
:2877 server
:2877 user/
12877
passing
passing

passing
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011b7b24, 00000000s

09/02/2001 12:12:44 0 PaceJob{0} [00] Calling 0x00cal0l2c, passing
011b7e88, 00000000s

09/02/2001 12:17:00 0 DCLog [00] DCManager flushing data to stat file
'20010902.DC"
CES# show logging events ip-drops all

09/02/2001 11:57:12 0 PaceJdJob{0} [00] Calling 0x00call2c, passing
011b7e88, 00000000s

09/02/2001 12:01:52 0 FTP Backup [13] Redundant Disk is not available

09/02/2001 12:01:52 0 FTP Backup [13] Update completed

09/02/2001 12:02:00 0 DCLog [00] DCManager flushing data to stat file
'20010902.DC"

09/02/2001 12:02:20 0 PaceJob{0} [00] Calling 0x00cal0l2c, passing
011b7b24, 00000000s

09/02/2001 12:02:20 0 PaceJob{0} [00] Calling 0x00cal0l2c, passing
011b7e88, 00000000s

09/02/2001 12:03:59 0 Security [13] Management: Forced Admin User Off
Due to Timeout$

09/02/2001 12:04:00 0 Security [12] Session: LOCAL[admin]:2876 logged
out

09/02/2001 12:04:00 0 Security [13] Management: Forcing admin to
re-supply userid

09/02/2001 12:04:03 0 Security [11l] Session: LOCAL[admin] attempting
login

09/02/2001 12:04:03 0 Security [01] Session: LOCAL[admin] has no active
sessions

09/02/2001 12:04:03 0 Security [01l] Session: LOCAL[admin] admin has no
active accoun$

09/02/2001 12:04:03 0 Security [12] Session: LOCAL[admin]:2877 master
admin authenti$

09/02/2001 12:04:03 0 Security [11l] Session: LOCAL[admin]:2877 server
right: MANAGE

09/02/2001 12:04:03 0 Security [11l] Session: LOCAL[admin]:2877 user/
group right: MANS

09/02/2001 12:04:04 0 Security [12] Session: LOCAL[admin]:2877
Management: logged in$

09/02/2001 12:07:36 0 PaceJob{0} [00] Calling 0x00cal0l2c, passing
011b7b24, 00000000s

09/02/2001 12:07:36 0 PaceJob{0} [00] Calling 0x00cal0l2c, passing
011b7e88, 00000000s

09/02/2001 12:12:44 0 PaceJob{0} [00] Calling 0x00cal0l2c, passing
011b7b24, 00000000s

09/02/2001 12:12:44 0 PaceJdJob{0} [00] Calling 0x00cal0l2c, passing
011b7e88, 00000000s
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09/02/2001 12:17:00 0 DCLog [00] DCManager flushing data to stat file
'20010902.DC"

09/02/2001 12:17:50 0 tHttpdTask [35] DbEventLog.IpVerbose changed
from 'FALSE' to 'S

09/02/2001 12:17:52 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x8f0f010a dst $

09/02/2001 12:17:54 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x8c10000a dst $

09/02/2001 12:17:57 0 PaceJob{0} [00] Calling 0x00cal0l2c, passing
011b7b24, 00000000s

09/02/2001 12:17:57 0 PaceJob{0} [00] Calling 0x00ca0l2c, passing
011b7e88, 00000000s

09/02/2001 12:17:59 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
Oxebeal00a dst $
CES# show logging events ip-drops all filtered

09/02/2001 12:26:17 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x2810000a dst $

09/02/2001 12:26:17 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x2810000a dst $

09/02/2001 12:26:18 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x850a090a dst $

09/02/2001 12:26:19 0 tHttpdTask [35] DbEventLog.FltVerbose changed
from 'FALSE' to $

09/02/2001 12:26:20 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x841c090a dst $

09/02/2001 12:26:20 0 IPvfy.03739424{Prv} [00] Pkt (01-20) 45 00 00 ca
b4 59 00 00 05s

09/02/2001 12:26:20 0 IPvfy.03739424{Prv} [00] Pkt(21-40) 00 8a 00 8a
00 b6 52 31 11s

09/02/2001 12:26:21 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x841c090a dst $

09/02/2001 12:26:21 0 IPvfy.03739424{Prv} [00] Pkt (01-20) 45 00 00 4e
b4 54 00 00 05s

09/02/2001 12:26:21 0 IPvfy.03739424{Prv} [00] Pkt(21-40) 00 89 00 89
00 3a 80 78 d7s

09/02/2001 12:26:22 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src
0x841c090a dst $

09/02/2001 12:26:22 0 IPvfy.03739424{Prv} [00] Pkt (01-20) 45 00 00 4e
b4 5f 00 00 05s

09/02/2001 12:26:22 0 IPvfy.03739424{Prv} [00] Pkt(21-40) 00 89 00 89
00 3a 80 78 d7s

09/02/2001 12:26:23 0 IPvfy.03739424{Prv} [00] Mgmt filter drop, src

0x841c090a dst $
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09/02/2001 12:26:23 0 IPvfy.03739424{Prv} [00] Pkt (01-20) 45 00 00 4e
b4 66 00 00 05s

09/02/2001 12:26:23 0 IPvfy.03739424{Prv} [00] Pkt(21-40) 00 89 00 89
00 3a 80 78 d7s
CES# show logging events ip-drops none
CES# clear logging events

show logging history

This command displays the current logging history setting that is being used by
the gateway.

Syntax

show logging history
Parameters

None

Default

None

Command mode

Privileged EXEC

Next command mode

Privileged EXEC

Related commands

logging history
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Example

This example shows the output for a gateway where the logging history is still at
the default value.

CES# show logging history

Logging history level is errors.

show logging security

This command displays the contents of the security log. The security log records
all events concerned with system or user security, including failures and
successes.

The amount of output from this command can be substantial. The output is
automatically paginated on the display so that you can see one page at a time.

Note: The Contivity 1010, 1050, and 1100 do not support system
logging. This command does not apply to these Contivity models.

Syntax

show logging security [date {<day> <month> [<year>] |
<month> <day> [<year>]}] [normal | urgent | detailed | all]
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Parameters

date Specify the date for which the security log is to be
displayed.

day Day of the month for which the security log is to be
displayed.

month Month for which the security log is to be displayed.

year Year for which the security log is to be displayed. Type a
four-digit value.

normal Display normal events, including user and system
interactions, that indicate gateway activity.

urgent Display events that an administrator should be aware of
immediately. In the output, these events are marked with
an asterisk. May indicate potential security or access
problems. Also, display normal events.

detailed Display events for Nortel support personnel. Also, display
normal and urgent events.

all Display events for Nortel support personnel to use in
troubleshooting the gateway. Includes every event that the
gateway generates. Also, display detailed, normal, and
urgent events.

Default

The date defaults to today’s date. If the year is omitted, it defaults to the current
year. The default display level is normal.

Command mode

Privileged EXEC

Next command mode

Privileged EXEC
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Related commands

show logging config
show logging events
show logging syslog

Example

This example shows the security log output for normal messages. The urgent
messages are marked with an asterisk (*).

CES# show logging security

*09:54:26 tEvtLgMgr O
manager .htm denied, re$
09:54:29 tEvtLgMgr O
admin authen$
09:54:30 tEvtLgMgr O
Management: logged $
*11:05:38 tEvtLgMgr O
Due to Timeo$
11:05:39 tEvtLgMgr O
out
*11:05:39 tEvtLgMgr O
re-supply userid
11:05:40 tEvtLgMgr O
admin authen$
11:05:41 tEvtLgMgr O
Management: logged $
*11:26:08 tEvtLgMgr 0O
Due to Timeo$
11:26:09 tEvtLgMgr O
out
*11:26:09 tEvtLgMgr O
re-supply userid
11:26:11 tEvtLgMgr O
admin authen$
11:26:11 tEvtLgMgr O
Management: logged $
*11:48:39 tEvtLgMgr 0O
Due to Timeo$

Security [13] Management: Request for
Security [12] Session: LOCAL[admin]:2873 master
Security [12] Session: LOCAL[admin]:2873
Security [13] Management: Forced Admin User Off
Security [12] Session: LOCAL[admin]:2873 logged
Security [13] Management: Forcing admin to
Security [12] Session: LOCAL[admin]:2874 master
Security [12] Session: LOCAL[admin]:2874
Security [13] Management: Forced Admin User Off
Security [12] Session: LOCAL[admin]:2874 logged
Security [13] Management: Forcing admin to
Security [12] Session: LOCAL[admin]:2875 master
Security [12] Session: LOCAL[admin]:2875

Security [13] Management: Forced Admin User Off
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11:48:40 tEvtLgMgr O
out
*11:48:40 tEvtLgMgr O
re-supply userid
11:48:42 tEvtLgMgr 0
Management: logged $
*12:03:59 tEvtLgMgr 0O
Due to Timeo$
12:04:00 tEvtLgMgr O
out
*12:04:00 tEvtLgMgr O
re-supply userid
12:04:03 tEvtLgMgr O
admin authen$
12:04:04 tEvtLgMgr O
Management: logged $
12:18:16 tEvtLgMgr O
logged in from$
12:19:06 tEvtLgMgr O
Get filename /s$
12:19:49 tEvtLgMgr 0
Get filename /s$
