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Richardson, TX 75082.

LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS AGREEMENT, UNDERSTANDS IT, AND
AGREES TO BE BOUND BY ITS TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN NORTEL NETWORKS AND
LICENSEE, WHICH SUPERSEDES ALL PRIOR ORAL AND WRITTEN AGREEMENTS AND
COMMUNICATIONS BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF THIS
AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMS WILL BE ENFORCEABLE AGAINST NORTEL
NETWORKS UNLESS NORTEL NETWORKS GIVES ITS EXPRESS WRITTEN CONSENT, INCLUDING AN
EXPRESS WAIVER OF THE TERMS OF THIS AGREEMENT.

313195-A



Contents
Preface . ... . 19
Before you begin . ... ... 19
TeXt CONVENTIONS . . o e e e 20
Related publications . . . .. ... e 22
Chassis and component documentation . ................ccu ... 22
Software documentation . . ... ... ... ... 24
Howto gethelp ... e e e 25
Chapter 1
Device Manager basics . .......... . 27
Starting Device Manager . ... ..o e 27
Setting the Device Manager properties . .. ... 28
OpPENING @ dBVICE . ..\ e 30
Troubleshooting the opening of adevice ........ ... .. .. . . . ... 33
Understanding the Device Managerwindow ............... ..., 34
MeNU bar . .. 35
TOOIDAr . . 36
Using the DeviCe VIEW . . . .. .. e 37
Selecting Objects ... ... 37
Interpreting the status of LEDsS and ports . ............. i, 39
USiNg ShOMCUE MENUS . . .. .ot e e e 39
Status bar . ... 42
Using Device Manager dialog boXes .. .......... e 42
Using the buttons in Device Manager dialog boxes ....................... 43
Editing Objects . .. .. e 44
Online Help . ... 45

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



6 Contents

Chapter 2
S U . v ettt 47
Controlling accessto a switCh . ... ... e e 47
Locking @ Port . ..o oo 50
Controlling accesstothe CLI ... ... ... . e e 51
Modifying the SNMP community Strings .. ......... .. e 53
Controlling accessto the Webinterface . . .. ........ ... .. ... . . ... 56
Understanding RADIUS authentication .. ............ . ... . 58
Enabling Radius authenticationglobally . .............. ... ... . ... ... ...... 59
Viewing Radius server configuration . ......... ... . . . i 60
Inserting @ RADIUS SEIVET . .. ..ot e e e e e e 62
Chapter 3
Chassis configuration and graphing . ........... ... . ... 65
Editing the chassis .. ... ... e 65
Editing system information . ..... ... ... 66
Editing chassis information ......... ... ... . . . . . e 69
Viewing the boot configuration . ... ... .. . ... 71
Editing trap reCeIVEIS . . . .. 72
Checking the system’s performance ........... ... .. . 73
Setting the time . ... ... e 74
Enabling L2 Redundancy status .. .......... ... 76
Editing cards . ... e e 78
Editing card information . .. ... ... 78
Editing boot file .. ... . . 80
Displaying flash and PCMCIA statistics . . . . ... ... 82
Displaying flash file information . ........... ... ... ... ... . . .. ... . . ... 84
Displaying PCMCIA file information . . .. ... . . . 85
Editing 0bjects .. ... e 86
Editing management port . ... ... 86
Editing management portroutetable ........... ... ... .. . . ... .. 89
Editing serial ports . .. ... 20
Editing fans . ... .. 93
Editing MDAS . . ..o 94
Editing power SUPPlies . ... .. 96

313195-A



7

Contents
Editing FileSystem . .. ... 97
Editing copy files . ... e 97
Displaying flash and PCMCIA statistics . . . ... ... . i 98
Displaying flash file information ... ......... ... . ... ... . . . 99
Displaying PCMCIA file information . .. ....... ... . . . . 100
Editing ATM and POS . . .. ... e 101
Graphing chassis StatiStiCS . . . . ..o 102
Graphing SNMP statistics . .. ... 103
Graphing IP StatistiCs . . .. . .o 105
Graphing ICMP In statistics . .. ... 108
Graphing ICMP Out StatistiCs . ... ... .o e 110
Graphing OSPF StatistiCs . ... ...t 111
Chapter 4
Port configuration and graphing .............. ... ... .. . . . . . ... 113
Configuring @ POt . . . .ot 113
Editing POrtS . ..o 114
Setting a basic configuration . .......... ... 114
Defining primary and backup connectors ............. ... . ... . . . ... 118
Configuring VLANS . . . oo 119
Configuring spanning tre€ groupPS . . . .« v oottt 120
Configuring MAC learning parameters . ... ......... ..., 122
Settingrate limits . ... ... . 124
TeStiNg POMS . 125
Performing an external loopbacktest ........... ... .. ... ... ... .. .. ... 126
Performing an internal loopback test .. ....... ... ... . . . . . .. . 128
Configuring routing operations . ...ttt 129
Graphing port Statistics . . . . ... 130
Graphing interface statistics . ............ . i 131
Graphing Ethernet error statistics .. ......... ... .. . . . 133
Graphing bridging statistics ... ............ .. . 137
Graphing spanning tree statistics .. ........... .. . . . 138
Graphing unicast and multicast traffic statistics . .. ....................... 139
Graphing RMON statistiCs . . .. ... 141
Graphing RMON History statistics . ............. e 143

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



8 Contents

Graphing DCHP statistiCsS .. ... ... 145
Graphing OSPF StatiStiCs . . . .. .o 146
Graphing VRRP StatiStiCS . . . .. oot 148
Chapter 5
Device Manager diagnostiCS. . . .. ..ottt 151
Testing the switch fabric and address resolutiontable .. ...................... 151
Monitoring how often a port goes down . .......... .. i 153
Configuring and monitoring port Mirroring . . ...ttt e e 154
Configuring port mirroring Ports . . . ... .o e 155
Selecting ports for mirroring .. ... 157
Editing existing port mirroringvalues . . . ... . 158
SOMING BNLHES . . oo e 158
Displaying configured port mirroring entries . ........................ 158
Editing existing mirrored or mirroring ports . .......... . ... 160
Editing the Mode field values . ......... .. ... .. . . . . . . 161
Editing the Enable field values . ............ ... ... .. .. ... ... .. ..... 161
Trapping €ITOTS . . . ot e e e e e e 161
Viewing address resolution statistics ............. ... .. . . . i 162
Enabling the system 10g . . ... ... 165
Receiving system 10g MeSSages . . ..o v v it 166
Changing the severity level mapping . . . ... 168
Checkingthe MIB Status . ... ...ttt e e e e 170
Checking the details of the MIB status . . . .. ... .. . 172
Chapter 6
RMON . 175
Enabling RMON globally . . ....... .. 175
Using Ethernet statistiCs . . . ... .. o i e e 176
Enabling RMON statistics (default) . .......... ... ... . .. 176
Verifying RMON statistiCs . ... ... e e 177
Enabling RMON statistics (nondefault) . ............ .. ... .. .. . ... ... ... 178
Disabling RMON StatistiCs . ... ... e e 179
Viewing StatiStiCs . . .. .. .o 180

313195-A



9

Contents
Understanding RMON history . ... .. e e 181
Enabling RMON history (default) .. ........ ... .. . . 181
Enabling RMON history (nondefault) .. ............. ... .. ... ... . .... 182
Disabling RMON history . ... ... . e 185
VIEWING NIStOrY . . . e 185
Configuring RMON alarms . . .. ... e 186
Creating alarms .. ... .. 188
Creating a port history alarm . ... ... ... e 192
Viewing RMON StatistiCs ... ... e e e e 193
Viewing log files . . ... ... 193
Deleting alarms .. ... i e 194
Understanding RMON eVeNnts . .. .. ... ... e 195
Creating events (default) .. .......... .. i i 195
Creating events (nondefault) . ....... ... .. . . . 196
VIEBWING BVENES . . . e e 197
Deleting eVents . . ... ... 197
HP OpENVIBW . . .ttt e 198
Understanding the “log only” eventbug ... ....... ... .. ... ... ... ... .... 199
Working around the private managementtrapbug ...................... 201

Appendix A
Error messages and codes. ............. . . . 203

Appendix B
RMON alarm variables. . .. ... . 225

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



10 Contents

313195-A



11

Figures
Figure 1  Abbreviated Device Manager window . .......................... 28
Figure 2  Propertiesdialogbox ......... .. .. . . . . . . 29
Figure 3  Open Device dialog box .. ....... ... .. . i 31
Figure 4  Device Manager window showing a Passport 8000 Series switch ... ... 32
Figure 5  Parts of the Device Managerwindow . ................. ... .. ..... 34
Figure 6  Menubar . ....... ... e 35
Figure 7  Objects in a Passport 8000 Series switch deviceview .. ............. 38
Figure 8 Chassisshortcutmenu . ........... . .. .. 40
Figure 9  Portshortcut menus . .......... .. e 41
Figure 10 Card shortcutmenu (/O module) ........... ... ... ... .. 42
Figure 11 Parameter selection menu . ........... . . . .. i 43
Figure 12  Security dialog box—Access Policytab .......................... 48
Figure 13  Security, Insert Access Policies dialogbox . ....................... 49
Figure 14 Security dialog box—PortLocktab .............................. 50
Figure 15 Security dialog box—CLItab ......... ... ... ... .. ... ... .. ... 52
Figure 16 Security dialog box—SNMPtab ............ ... ... ... ... ... .. ... 54
Figure 17 Security dialog box—Webtab ........... ... . ... .. .. . ... .. ... 57
Figure 18 Security dialog box—Radius Globaltab .......................... 60
Figure 19 Security dialog box—RADIUS Serverstab . ....................... 61
Figure 20 Security, Insert RADIUS Serversdialogbox . ...................... 62
Figure 21 Chassis dialog box—Systemtab ........... ... .. ... ... .. ..... 67
Figure 22 Chassis dialog box—Chassistab .............. .. ... ... .. ..... 70
Figure 23 Chassis dialog box—Boot Configtab . .......... .. ... ... .. ..... 71
Figure 24 Chassis dialog box—Trap Receiverstab ......................... 73
Figure 25 Chassis dialog box—Performancetab ................. ... .. ..... 74
Figure 26 Chassis dialog box—User Set Timetab .......................... 75
Figure 27 Chassis dialog box—L2 Redundancytab ......................... 76
Figure 28 Card dialogbox—Cardtab ............. ... ... .. ... .. ... 79
Figure 29 Card dialog box—Boottab .......... ... ... ... . . . . i 81

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



12 Figures

Figure 30
Figure 31
Figure 32
Figure 33
Figure 34
Figure 35
Figure 36
Figure 37
Figure 38
Figure 39
Figure 40
Figure 41
Figure 42
Figure 43
Figure 44
Figure 45
Figure 46
Figure 47
Figure 48
Figure 49
Figure 50
Figure 51
Figure 52
Figure 53
Figure 54
Figure 55
Figure 56
Figure 57
Figure 58
Figure 59
Figure 60
Figure 61
Figure 62
Figure 63
Figure 64

Card dialog box—Devicetab .............. ... ... . . . . . 83
Card dialog box—Flash Filestab ........... ... ... ... ... ... .... 84
Card dialog box—PCMCIA Filestab ............. ... ............ 85
Mgmt Portdialogbox . ...... ... .. ... . 88
Mgmt Port Route Table, Insert CPU Route Table dialog box .......... 89
Serial Portdialog box . ... ... 91
Fandialog boX . .......... i 93
MDA dialog boX . ... 95
PowerSupply dialog box . . ... 96
FileSystem dialog box—Copy Filetab .............. ... .. ........ 98
FileSystem dialog box—Device Infotab ... ....................... 99
FileSystem dialog box—Flash Filestab ......................... 100
FileSystem dialog box—PCMCIA Filestab ...................... 101
Graph Chassis dialog box—SNMP tab . . ........................ 103
graphChassis dialog box—IPtab .............................. 106
graphChassis dialog box—ICMP Intab ......................... 108
graphChassis—ICMP Quttab .............. ... .. ..., 110
graphChassis dialog box—OSPFtab .. ........... ... ... ... .... 111
Port dialog box—Interfacetab .............. .. ... ... .. ... ..., 115
Port dialog box—Dualtab . ... ....... ... .. 118
Portdialog box—VLANtab . ......... ... ... ... . .. 119
Port dialog box—STGtab .. ......... ... . . 121
Port dialog box—MAC Learningtab ............................ 123
Port dialog box—Rate Limitingtab ............. ... ... ... ... .... 125
Portdialog box—Testtab ........ ... ... ... .. . . . 126
Interfacetab . ... ... . . 127
Testtab ... 127
graphPort dialog box—Interfacetab ... .......... ... ............ 131
graphPort dialog box—Ethernet Errorstab ...................... 134
graphPort dialog box—Bridgingtab ............ .. ... . ... . ..... 138
graphPort dialog box—Spanning Treetab ....................... 139
graphPort dialog box—Routingtab . ............ ... . ... . ..... 140
graphPort dialog box—RMONtab .............. ... ............ 141
graphPort dialog box—RMON Historytab . ...................... 143
Port dialog box—DHCPtab ............ ... ... .. .. 145

313195-A



Figures 13

Figure 65 graphPort dialog box—DHCPtab ................ ... ... ....... 146
Figure 66 graphPort dialog box—OSFPtab .......... ... ... ... ... ... .... 147
Figure 67 VRRP dialog box—VRRP Statstab ............................ 149
Figure 68 Diagnostics dialog box—Testtab ............ ... ... ... ... .. .... 152
Figure 69 Diagnostics dialog box—Link Flaptab .......................... 154
Figure 70 Diagnostics dialog box—Port Mirrorstab .. ...................... 155
Figure 71 Diagnostics, Insert Port Mirrors dialogbox . ...................... 156
Figure 72  DiagMirrorByPortMirrored/MirroringPort dialog box . ............... 157
Figure 73 Diagnostics dialog box ........... ... . e 158
Figure 74 Diagnostics dialog box—Port Mirrorstab .. ...................... 159
Figure 75 MirroredPort dialog box . ........ ... 160
Figure 76 Diagnostics dialog box—Errortab . ......... ... ... . ... .. .. ... 162
Figure 77 Diagnostics dialog box—AR Statstab .......................... 163
Figure 78 Diagnostics dialog box—System Logtab ........................ 165
Figure 79 Diagnostics dialog box—System Log Tabletab ................... 168
Figure 80 Diagnostics, Insert System Log Table dialogbox .. ................ 169
Figure 81 Diagnostics dialog box—Topologytab .......................... 171
Figure 82 Diagnostics dialog box—Topology Tabletab ..................... 172
Figure 83 Enabling RMON statisticsonaport ..................cciuuu.... 177
Figure 84 RmonControl dialog box—Ethernet Statistics . . ................... 178
Figure 85 RmonControl and Insert Ethernet Statistics dialog boxes ........... 179
Figure 86 graphPort dialog box—Interfacetab ............................ 180
Figure 87 RmonControl and RmonControl, Insert History dialog boxes ......... 182
Figure 88 graphPort dialog box—RMON Historytab ....................... 186
Figure 89 How alarmsfire ........ ... i e 187
Figure 90 Alarm example—threshold lessthan 260 .. ...................... 188
Figure 91 Alarm Managerdialog box ........... ... .. i, 190
Figure 92 Enabling RMON statistics and history . ......................... 192
Figure 93 Chassis dialog box—Trap Receiverstab ........................ 193
Figure 94 RmonAlarms dialog box—Eventstab .............. ... .. ... .... 194
Figure 95 Deletinganalarm ......... .. .. . . . e 194
Figure 96 RmonAlarms, Insert Events dialogbox . .. ........... .. ... ... ... 196
Figure 97 RmonAlarms dialog box—Eventstab ........................... 197

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



14 Figures

313195-A



15

Tables

Table 1 Properties dialog box fields .. ... ... ... . . . . . 29
Table 2 SNMP community string defaultvalues .......................... 31
Table 3 Device Manager menu bar description . . ............ ... ... .. .. ... 35
Table 4 Toolbar buttons . .. ... 36
Table 5 Device Manager portcolorcodes .. ........... .. 39
Table 6 Chassis shortcut menu options ............ ... i, 40
Table 7 Port shortcut menu options . . . . ... .. 41
Table 8 Device Managerbuttons . . ... ... i 43
Table 9 Helpfile locations . ... ... .. 45
Table 10  Security, Insert Access Policiesfields . ........................... 49
Table 11  PortLocktabfields ... ......... . 51
Table 12 Security CLItabfields . ........ ... . e 52
Table 13 SNMP tabfields ...... ... 54
Table 14  Webtabfields . ... ... . 58
Table 15 Radius Globaltabfields . ......... ... ... . . . . . . 60
Table 16 ~ Radius Serverstabfields ........ .. ... . . . . . . 61
Table 17  Security, Insert RADIUS Serversfields . .......................... 63
Table 18 Systemtabfields .......... ... .. . . . 67
Table 19 Chassistabfields ...... ... . . 70
Table 20 Boot Configtabfields ............ .. ... ... . . . . . i 72
Table 21  Trap Receiverstabfields ......... ... ... . . . . . . ... 73
Table 22 Performancetabfields ........ ... ... ... . . . . . . . 74
Table 23  User Set Timetabfields .......... . ... ... . . . . . . . . . ... 75
Table 24 L2 Redundancytabfields .............. ... ... ... ... . . . ... 77
Table25 Cardtabfields ....... ... .. . . 79
Table 26 Boottabfields .. ... ... . . . 81
Table 27  Devicetabfields . ... ... ... . . 83
Table 28  Flash Filestabfields .. ........ .. .. .. . . . i 84
Table29 PCMCIA Filestabfields . ......... ... .. 86

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



16 Tables

Table 30
Table 31
Table 32
Table 33
Table 34
Table 35
Table 36
Table 37
Table 38
Table 39
Table 40
Table 41
Table 42
Table 43
Table 44
Table 45
Table 46
Table 47
Table 48
Table 49
Table 50
Table 51
Table 52
Table 53
Table 54
Table 55
Table 56
Table 57
Table 58
Table 59
Table 60
Table 61
Table 62
Table 63
Table 64

Mgmt Port dialog box fields . .......... .. ... ... ... ... .. ... . ... 88
Mgmt Port Route Table, Insert CPU Route Table dialog box fields .. ... 920
Serial Port dialog box fields .......... ... ... .. .. . ... . 92
Fan dialog box fields .. ........ .. 94
MDA dialog box fields . ........ ... 95
PowerSupply dialog box fields . ........ ... .. ... ... .. 97
CopyFiletabfields . ....... ... . e 98
Device Infotab fields . ........ .. ... 99
Flash Filestabfields .. ........ ... . . . 100
PCMCIA Filestabfields ....... ... ... . . 101
SNMP tab fields . ... 104
IPtabfields .. ... ... 106
ICMP Intabfields . ...... ... . . . . 109
ICMP Quttabfields .......... ... . 110
OSPFtabfields .......... .. 112
Interface tab fields . ......... . . ... . 116
Dualtabfields .. ... ... . 119
VLANtab fields . ... .. 120
STGtabfields .. ... ... . . 121
MAC Learningtabfields ....... ... ... ... . . . 123
Rate Limitingtabfields ............. ... .. . . . . i, 125
Testtab fields . ... . . 129
Interface tabfields ........ .. ... .. .. . . . 132
Ethernet Errorstab fields . ....... ... ... . . .. .. L 135
Bridgingtabfields . .......... .. . . . 138
Spanning Treetabfields .. ........ ... .. . ... 139
Routingtab fields ......... ... .. .. . 140
RMON tab fields .. ........ .. . 142
RMON History tab fields . ........... ... ... . . . ... 144
DHCPtabfields ......... ... . . e 146
OSPFtabfields .......... .. 147
VRRP tabfields . ......... . . . 149
Testtab fields . ... 153
Link Flaptab fields . ... ... . 154
Diagnostics, Insert Port Mirrors dialog box fields .................. 156

313195-A



Tables 17

Table 65 Port Mirrorstabfields . .......... .. . 159
Table 66  Errortabfields ........... . . . . . 162
Table 67 AR Statstabfields ........ ... . . . . 164
Table 68  System Logtabfields ........ .. ... . . . 166
Table 69  Default severity levels and system log severity levels .............. 167
Table 70  Diagnostics, Insert System Log Table dialog box fields ............. 170
Table 71 Topology tabfields ........ ... ... . . i 171
Table 72 Topology Table tabfields . ......... ... ... ... . . . . ... 172
Table 73 RmonControl, Insert Ethernet Statistics dialog box fields ........... 179
Table 74  RmonControl dialog box fields . ........... ... ... .. .. ... ... ... 183
Table 75  Alarm Manager dialog box fields .............................. 191
Table 76  Eventstabfields ........ ... . . 198
Table 77  Error codes, messages, and descriptions . . .. .................... 203
Table 78  Alarmvariables . .. ... ... . 225

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



18 Tables

313195-A



19

Preface

Welcome to Device Manager, the Nortel Networks* management software for the
Passport 8000 Series* switches. Device Manager is a set of graphical network
management applications used to configure and manage an Passport chassis.

This guide provides information about using the features and capabilities of the
Device Manager graphical user interface (GUI) to perform general network
management operations on an Passport switch.

For information about using Device Manager to configure layer 2 (switching) and
layer 3 (routing) functions, refer to Configuring Switching and Routing
Operations for the Passport 8000 Series Switch Using Device Manager Release
5.x.x

An Passport switch has one of two types of modulesinstalled in it: Passport 8100
modules or Passport 8600 modules. The Passport 8100 modules offer
high-performance, low-cost, high-density switching. The Passport 8600 modules
provide very high-speed packet forwarding combined with the ability to route
Internet Protocol (IP) and Internetwork Packet Exchange (IPX*) Protocol traffic.

Before you begin

This guide is intended for network administrators with the following background:

» Basic knowledge of networks, Ethernet bridging, and IP routing
e Familiarity with networking concepts and terminology

« Basic knowledge of network topologies

« Experience with windowing systems or GUIs

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x
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Text conventions

This guide uses the following text conventions;

angle brackets (< >)

bol d Courier text

braces ({})

brackets ([ ])

elipsispoints(...)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12

Indicates command names and options and text that
you need to enter.

Example: Usethe di nf o command.
Example: Enter show i p {al erts|routes}.

Indicate required elementsin syntax descriptionswhere
there is more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show i p {al erts]|routes}, youmust enter either
show i p al erts orshow i p rout es, but not both.

Indicate optional elementsin syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-al erts],youcanenter
either show i p interfaces or

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [ <paranmeter> <value>]... ,
you enter et her net / 2/ 1 and as many
parameter-val ue pairs as needed.
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italic text

pl ai n Courier
t ext

separator (>)

vertical line (|)

I ndicates new terms, book titles, and variablesin
command syntax descriptions. Where avariable istwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route> valid_route isone
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: Set Trap Monitor Filters

Shows menu paths.

Example: Protocols > IP identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is
show i p {al erts]|routes}, you enter either

show i p alerts or show i p routes, but not
both.
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Related publications

For more information about using a Passport 8000 Series switch, theresident CLI,
or Device Manager, refer to the hardware and software publications listed here.

Chassis and component documentation

For more information about the Passport 8000 Series hardware, refer to the
following publications.

Installing and Maintaining the Passport 8010co Chassis and Components
(part number 312746-B)

Provides instructions for installing the Passport 8010co Chassis in an
equipment rack and for installing and replacing fan trays, power supplies,
modules, gigabit interface converters, and media dependent adapters. This
guide describes some of the routine tasks of operating the Passport 8010co
Chassis and includes technical specifications for the chassis and the modules.

Installing the Breaker Interface Panel for the Passport 8010co Chassis
(part number 312755-B)

Describes how to install the breaker interface panel in an equipment rack,
connect cables, and interpret LEDs. It includes technical specifications for the
breaker interface panel.

Installing and Maintaining the Passport 8010 Chassis and Components
(part number 312747-B)

Provides instructions for installing the Passport 8010 Chassis in an equipment
rack and for installing and replacing fan trays, power supplies, modules,
gigabit interface converters, and media dependent adapters. This guide
describes some of the routine tasks of operating the Passport 8010 Chassis
and includes technical specifications for the chassis and the modules.

Installing and Maintaining the Passport 8006 Chassis and Components
(part number 312748-B)

Provides instructions for installing the Passport 8006 Chassis in an equipment
rack and for installing and replacing fan trays, power supplies, modules,
gigabit interface converters, and media dependent adapters. This guide
describes some of the routine tasks of operating the Passport 8006 Chassis
and includes technical specifications for the chassis and the modules.
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» Installing and Maintaining the Passport 8003 Chassis and Components
(part number 313074-B)

Provides instructions for installing the Passport 8003 Chassis in an equipment
rack and for installing and replacing fan trays, power supplies, modules,
gigabit interface converters, and media dependent adapters. This guide
describes some of the routine tasks of operating the Passport 8003 Chassis
and includes technical specifications for the chassis and the modules.

e Installing Passport 8600 Switch Modules (part number 312749-B)

Provides instructions for installing the Passport 8600 modules in a chassis.
e Installing Passport 8100 Switch Modules (part number 312750-A)

Provides instructions for installing the Passport 8100 modules in a chassis.

< Installing Media Dependent Adapters for the Passport 8672ATME Module
(part number 313071-A)

Provides instructions for installing media dependent adapters in the Passport
8672ATME module.

* Installing Media Dependent Adapters for the Passport 8683POSE Maodule
(part number 313072-A)

Provides instructions for installing media dependent adapters in the Passport
8683POSE module.

e Installing Media Dependent Adapters (MDAS) (part number 313073-A)

Provides instructions for installing media dependent adapters in Passport
8000 Series modules, BayStack* equipment, and BPS 2000 equipment.

* Installing an AC Power Supply in a Passport 8000 Series Switch
(part number 312751-A)

Provides instructions for installing an AC power supply in a Passport 8000
Series switch.

e Installing a DC Power Supply in a Passport 8000 Series Switch
(part number 313070-A)

Provides instructions for installing a DC power supply in a Passport 8000
Series switch.
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Installing a Fan Tray in a Passport 8000 Series Switch (part number
312752-A)

Provides instructions for installing a fan tray in a Passport 8000 Series switch.
Installing Gigabit Interface Converters (GBIQ@gart number 312865-A)

Providesinstructions for installing GBICs in selected Passport 8000 Series
modules.

Software documentation

For more information about the Passport 8000 Series software, refer to the
following publications:

Networking Concepts for the Passport 8000 Series Switch
(part number 313196-A)

Provides general information and a description of how a Passport 8000 Series
switch handles various networking features, such as VLANs, MultiLink
Trunking, OSPF, RIP, and IPX.

Getting Started with the Passport 8000 Series Switch Management Software
(part number 313189-A)

Provides instructions for installing management software and describes initial
setup procedures.

Managing the Passport 8000 Series Switch Using the Command Line
Interface Release 3.2 (part number 313194-A)

Describes the command line interface (CLI) structure and the commands used
to perform basic switch management operations, such as modifying the switch
boot sequence, working with switch files, and setting up security features.

Configuring Switching and Routing Operations for the Passport 8000 Series
Switch Using the Command Line Interface Release 3.2 (part number
313191-A)

Describes the CLI commands and parameters for configuring layer 2
(switching) and layer 3 (routing) operations.

Configuring Switching and Routing Operations for the Passport 8000 Series
Switch Using Device Manager Release 5.x.x (part number 313193-A)
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Describes how to use Device Manager to configure and manage layer 2
(switching) and layer 3 (routing) functions, including procedures and
illustrations of pertinent screens.

You can print selected technical manuals and rel ease notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL . Find the
product for which you need documentation. Then locate the specific category and
mode or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download a free copy of the Adobe Acrobat Reader.

You can purchase selected documentation sets, CDs, and technical publications
through the Internet at the www1.fatbrain.com/documentation/nortel/ URL.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

Europe, Middle East, and Africa (33) (4) 92-966-968

North America (800) 4NORTEL or (800) 466-7835
Asia Pacific (61) (2) 9927-8800
China (800) 810-5000

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call isrouted to atechnical support
person who specializesin supporting that product or service. To locate an ERC for
your product or service, go to the www12.nortel networks.com/ URL and click
ERC at the bottom of the page.

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x
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Chapter 1
Device Manager basics

This chapter describes the basic procedures for using the Device Manager
software. This chapter includes the following information:

e Instructions on how to start Device Manager, set the Device Manager
properties, and open a device (next)

« A summary of the Device Manager user interface features and how to use
them page 34

Starting Device Manager

To start Device Manager:

-» Do one of the following:

* |n the Windows* environment, from the Windows Start menu, choose
Programs > Nortel Networks Device Manager > Device Manager.

« In a UNIX* environment, verify that the Device Manager installation
directory is in your search path; then type:

JDM

An abbreviated Device Manager window opens, as showigime 1

Note: On startup, Device Manager performs a DNS lookup for the
=»| machine on which it is running. If the DNS lookup is slow or fails, the
initial Device Manager window may take up to 30 seconds to open.
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Figure 1 Abbreviated Device Manager window
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Setting the Device Manager properties

Device Manager uses the Simple Network Management Protocol (SNMP) to
configure and manage Passport 8000 Series switches. You can use the Device
Manager Properties dialog box to configure important communication parameters
such asthe polling interval, timeout, and retry count. You can set these parameters
a any time before or after you open a device.

To set the Device Manager properties:

1 From the abbreviated Device Manager window menu bar, choose Device >
Properties.
The Device Manager Properties dialog box (Figure 2) opens.
Select properties you want to change and set their values.

3 Click OK.
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Figure 2 Properties dialog box
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Table 1 describes the Properties dialog box fields.

Table 1 Properties dialog box fields

Field

Description

Status Interval

Interval at which statistics and status information are gathered (default is 20
seconds).

(IfTraps, Status Interval)

If the Register for Traps box is checked, interval, in seconds, at which statistics
and status information are gathered.

Hotswap Detect every

Enter a number for the number of intervals at which Device Manager will check
for module hot swaps.
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Table 1 Properties dialog box fields (continued)

Field

Description

Enable

If checked, Device Manager will poll the switch according to the settings listed
above the Enable box.

Retry Count

If Device Manager cannot transmit polling information at startup, the number of
times Device Manager retransmits polling information.

Timeout Length of each retry of each polling waiting period. When accessing the device
through a slow link, you may want to increase the timeout interval and then
change the Retransmission Strategy to superlinear.

Trace If checked, you have the ability to perform trace routes.

Register for Traps If checked, Device Manager will register a trap.

Listen for Traps

If checked, Device Manager will listen for a trap.

Max Traps in Log

The specified number of traps that may exist in the trap log. The default is 500.

Trap Port The number of the port that trap messages will be captured on. The default is
162.

Confirm row deletion If checked, Device Manager will send a message when a system table row was
deleted.

Opening a device

“Opening” a device displays the device view, a picture of the device. Before you
can display the device view, you must enter community strings that determine the
access level granted to the device.

To open a device:

1 From the abbreviated Device Manager window menu bar, choose Device >
Open. Or from the Device Manager toolbar, click the open device button.

The Open Device dialog box opemsdgure 3.
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Figure 3 Open Device dialog box

Device Manager 5.5.0.b01 - Open Device |
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2 Identify the device by typing the DNS name or | P address of the devicein the
Device Namefield.

3 Typethe proper community strings in the Read Community and Write
Community fields.

4  Click Ping to check if the switch is reachable, or Telnet to initiate a Telnet
session.

5 Click Open.

Note: To gain read/write/all accessto adevice in Device Manager,
=>| you must enter the read/write/all community string for both the Read
Community and Write Community strings.

Table 2 shows the default access community strings for the Passport Device
Manager software.

Table 2 SNMP community string default values

Access Level Description
read-only Public
Layer 1 read/write Private
Layer 2 read/write Private
Layer 3 read/write Private
read/write Private
read/write/all Secret
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Device Manager automatically determines what version of software the selected
deviceisrunning. The Device Manager window opens, showing a picture of the
device (Figure 4) that represents the physical features of the device.

Figure 4 Device Manager window showing a Passport 8000 Series switch
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Troubleshooting the opening of a device

If adevice does not open, Device Manager displays atimeout message.

To troubleshoot opening a device:

* In slower networks, increase the retransmission retries and timeout interval.

< In the Open Device dialog box, make sure you entered the correct read and
write community information.

< If you cannot reach the switch through an IP address or the management
station cannot communicate with the switch, check the following possibilities:

- |Is the switch connected to the network?
- Is the switch turned on?
- Does the switch have an incorrect IP address?

- Is the incorrect IP address specified in the Open Device field in Device
Manager?

- Is the network misconfigured?
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Understanding the Device Manager window

The Device Manager window has the following four parts (Figure 5):

e Menu bar

e Toolbar

« Device view
e Status bar

Figure 5displays the parts of the Device Manager Window.

Figure 5 Parts of the Device Manager window
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Menu bar

The menu bar on the Device Manager window (Figure 6) provides menus with
commands that let you monitor a device.

Figure 6 Menu bar

égevice Edit Graph ¥LAM IF Routing IFXRouting Q0S5 REMOMN  Actions  Help

Table 3 describes the menu bar fields.

Table 3 Device Manager menu bar description

Menu

Description

Device

The Device menu lets you open a device, refresh the device view, and
set polling and SNMP properties.This menu also allows you to open and
view the Trap Log and Log.

Edit

The Edit menu lets you view parameters for the chassis or for selected
objects. The object can be a card, fan, MDA, port, power supply or any
other object. This menu also lets you set security parameters, run
diagnostic tests, and select all objects in the device.

Graph

The Graph menu lets you view Device Manager statistics and produce
graphs of the chassis or port statistics.

VLAN

The VLAN menu lets you view information about VLANS, spanning tree
groups (STGs), MultiLink Trunks, and MAC Learning.

IP Routing

The IP Routing menu lets you set up IP routing functions for the switch,
including OSPF, RIP, VRRP, Multicast, IGMP, DVMRP, DHCP, UDP
forwarding, filters, and policies.

IPX Routing

The IPX Routing menu lets you set up IPX routing functions, including
RIP and SAP.

QOS

The QOS menu lets you set up and view QoS filters and profiles.

RMON

The RMON menu lets you set up RMON alarms and view the alarm log
and history log. This menu also allows you to enable or disable RMON
history or statistics on all ports.

Actions

The Actions menu provides quick access to selected actions without
going through other menus and submenus. Use this menu to initiate a
Telnet session, to open the Web management interface, to save runtime
configurations, or to save boot configurations.

Help

The Help menu lets you view online Help topics for Device Manager.
This menu also provides a legend for the port colors in the device view.
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Toolbar

Thetoolbar buttons provide quick access to commonly used commands and some
additional actions (Table 4).

Table 4 Toolbar buttons

Button Name Description Menu equivalent

Open Device | Opens a device. Device > Open

Refresh Refreshes the device view Device > Refresh Status
Device information.

Status

Trap Log Opens the trap log. Device > Trap Log

Help Opens online Help in a Web Help > Device Manager

browser window.

39| B || | T

Edit Selected | Displays configuration data Edit > Chassis
windows for the selected chassis | gqit > card
object. Edit > Fan

Edit > MDA
Edit > Mgmt Port
Edit > Port

Edit > Power Supply
Edit > Serial Port

Graph Opens statistics and graphing Graph > Chassis
m Selected windows. Graph > Port
- . Open Opens the Web management Actions > Open Home
@ Device’s interface home page. Page
.o Home Page
r Save Saves the current run-time Actions > Save Runtime
EE] Runtime configuration. Config
Config
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Table 4 Toolbar buttons (continued)

@ Telnet Opens a Telnet session. Actions > Telnet
Alarm Opens the RMON Alarm Manager | Rmon > Alarm Manager
@ Manager window.

Using the Device view

The device view allows you to determine at a glance the operating status of the
various modules and portsin your hardware configuration. You also use the
device view to perform management tasks on specific objects.

Selecting objects

In the device view (Figure 7), you can select the following types of objects:

* The entire chassis

e A card (module) or multiple cards
e A port or multiple ports
« A power supply

« Afan
« An MDA
* A management port

e A serial port
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Figure 7 Objects in a Passport 8000 Series switch device view
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To select asingle object, click the edge of the object. The object isoutlined in
yellow, indicating that it is selected. Subsequent activitiesin Device Manager
refer to the selected object.

To select multiple objects of the same type (such as ports or modules), use one of
the following actions:

e For a block of contiguous ports or modules, drag to select the group of
objects.
or

e For multiple ports or modules anywhere in the switch chassis, [Ctrl]-click the
objects anywhere in the device view.
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Interpreting the status of LEDs and ports

The conventions on the device view are similar to the actual switch appearance.
Module LEDs are in one of three states: on, off, or blinking. For afull description
of what each state means, refer to the documentation that came with the module.

The ports on the device view are color coded to provide at-a-glance port status.
Table 5 shows the status assigned to each color.

Table 5 Device Manager port color codes

Color Description

Green Port is up and operating.

Red Port has been manually disabled.
Orange Port has no link.

Light Blue Port is in standby mode.

Dark Blue Port is being tested.

Grey Port is not reachable by Device Manager.

In addition, the Help menu provides alegend that identifies the port colors and
their meanings.

Using shortcut menus

Objects in the device view such as the chassis, ports, and cards have shortcut
menus. These menus provide afaster path for editing objects and applying
changes; however, you can access the same options through the menu bar or the
toolbar.

To display the chassis shortcut menu (Figure 8), select the chassis and right click.
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Figure 8 Chassis shortcut menu

Chassis
Edit
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Hard Reset
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Table 6 describes the chassis shortcut menu options.

Table 6 Chassis shortcut menu options

Option Description

Edit Edit chassis parameters.

Graph Graph chassis statistics.

Save Runtime Config | Save any changes made as a run-time
configuration.

Save Boot Config Save any changes made as a boot
configuration.

Reset Counters Reset all the statistics counters for the switch.

Hard Reset Perform a hard reset of the switch.

Soft Reset Perform a soft reset of the switch.

To display the port shortcut menu (Figure 9), select one or more ports and right
click.
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Figure 9 Port shortcut menus
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Table 7 describes the I/O port shortcut menu options.

Table 7 Port shortcut menu options

Option Description

Edit Display edit port menu.

Graph Graph port statistics.

Graph POS Displays on POS ports only.

Enable Administratively bring a port up.

Disable Administratively shut down a port.

Enable Rmon Stats Enable Rmon statistics logging on this port or ports. Does not

display on ATM or POS ports.

Enable Rmon History Enable Rmon history logging on this port or ports. This field
does not display on ATM or POS ports.

Enable FastStart Enable FastStart spanning tree operation on this port or ports.
This field does not display on ATM ports.

Disable FastStart Disable FastStart spanning tree operation on this port or ports.
This field does not display on ATM ports.
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The card shortcut menu provides a quick way to view the card’s parameters.
When the selected card is an I/O module, you can click on the Edit option on the
shortcut menu to open the Edit Card dialog box.

To display the card shortcut menu (Figure 10, select a card and right click.

Figure 10 Card shortcut menu (I/O module)
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Status bar

At the bottom of the Device Manager window is the status bar. This area displays
error and informational messages from the software application. These messages
are not related to the device being managed.

Using Device Manager dialog boxes

Many Device Manager dialog boxes contain editable fields that allow you to enter
parameter values, and many of the parameters have predetermined possible
values. For example, a port may be set to be enabled or disabled. Other parameter
values are ranges of user-determined values. For example, the value for a system
contact will be a name you enter in the SysContact field.

Editable fields in Device Manager dialog boxes are displayed in white.
To change the value in a field:

1 Click the field.
The possible choices for that parameter are displdigdre 1).
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Figure 11 Parameter selection menu
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3 Click Apply.

For fieldsthat do not have preset values, click the field and type the value.

When you enter values for | P addresses, MAC addresses, or time, follow these
guidelines:
e Enter an IP address in decimal format:
IXXX>, KXXX>, IXXX>, <XXX>
* Enter a MAC address in hexadecimal format:
XX XX XX XX XX XX
e Time is a value based on the delta from the switch boot-up time.

Using the buttons in Device Manager dialog boxes

Table 8describes buttons that appear in Device Manager dialog boxes and tabs.
Not all buttons appear in all dialog boxes.

Table 8 Device Manager buttons

Button Description

Apply Applies the changes you have entered in fields on a tab or dialog box.
The button is grayed out until you change a parameter. Changes are
displayed as bold text or numbers.

Insert Opens a dialog box to create a new entry for a table; then from the
dialog box, inserts the new entry in the table.

Delete Deletes a selected entry.
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Table 8 Device Manager buttons (continued)

Button Description

Refresh Refreshes the information in the window. Every time you click on
Refresh, new information is polled from the switch and displayed.

Close Closes the tab or dialog box and disregards any changes you have
made to fields.

Help Opens context-sensitive online Help.

Resize Resizes table columns to fit the data in them.

Columns

Stop Stops the current action (polling).

Copy Will copy selected items to your computer’'s memory clipboard.

Paste Will paste the contents of your computer’s clipboard.

Reset changes | Resets any configuration values you have changed back to their original
value.

Export data Allows you to copy data to external media.

Print Table Prints the contents of any table that is displayed.

Graph Graphs selected data.

Export (on Saves the current table in ASCII format in a file you specify. The table

Graph dialog contains tabs so you can then import this file into a text editor or

boxes) spreadsheet for further analysis.

Print (on Graph | Prints the current table.
dialog boxes)

Editing objects
You can edit objects and values from Device Manager in the following ways.

» Select an object; from the Device Manager toolbar, click Edit Selected. The
edit dialog box opens for that object.

« From the shortcut menu for a chassis, card, port, or any other object, choose
Edit. The edit dialog box opens for that object.

< Double-click an object. The edit dialog box opens for that object.

* From the Device Manager menu bar, choose Edit > Selected All. Then choose
an object type from the list.

When you change values in a field, you can see fields that have been changed but
not applied. Click Apply to apply the changes to the device.
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Most tabs and dialog boxes contain a Refresh button. After you apply changesto
fields, click Refresh to display the new information in the tab or dialog box. In
Windows and UNIX environments, the changed value is displayed in bold.

Note: To make changes in the running configuration, click Apply.

=»| Changes are not applied to Device Manager until you click Apply. To
make the changes permanent, from the Device Manager menu bar, click
Actions > Save Runtime Config.

Online Help

Online Help in Device Manager is context-sensitive. You use a Web browser to
display online Help. The Web browser should launch automatically when you
click Help. To display online Help correctly, Nortel Networks recommends using
the following Web browsers:

e Microsoft Internet Explorer 5.0 or later
« Netscape Navigator 4.7 or later

If, for some reason, the Web browser does not launch, the location of the Help
files are the default install directories listedlable 9

Table 9 Help file locations

Help files Default path
Device Manager Jdm/help/dm
Device specific help default install directory..../help
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Chapter 2
Security

This chapter describes how to set the security features with Device Manager. It
includes the following sections that explain how to:

e Control access to a switch (next).

e Lock a port to prevent other users from changing its configurgtizae( 50.
e Control access to the command line interfazg€ 5).

*  Modify the SNMP community stringpége 53.

e Control access to the Web interfapadge 56.

» Configure RADIUS authenticatiompége 58.

Controlling access to a switch

You can control access to the switch by inserting a new access policy. The access
policy specifies the hosts or networks that can access the switch through various
services.

To insert a new access policy:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog boxX{gure 13 opens with the Access Policy tab active.
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Figure 12 Security dialog box—Access Policy tab

*510.10.40.170 - Security

Accass Policy | port Lock| CLI| 5P | wek | Radius Global | Radius Sever|

Id| Mame | FalicyEnabla| Mode Service Precedence|Methddr Methdask| TrustedHostAddr TrustedHostUserMamel AccessLevel| Usage
1| default|true allow [telnet snmp, hitp 1280000 (0000 (0000 none readiirite i]
Applyl Refreshl Insert.__l Deletel | | ﬁl @l @l Closel Help...l
1 row(s)

o o1~ W

8
9

In the Security dialog box, click Insert.

The Security, Insert Access Policies dialog box (Figure 13) opens. Refer to
Table 10 for field descriptions. All fields are optional except ID.

Make sure PolicyEnable is checked.
Select the mode to alow or deny a service.
Select aservice.

Set a precedence number for the service (lower numbers mean higher
precedence).

Enter an |P address in the NetAddr field.
Enter the NetMask used for the NetAddr field.
Enter an | P address for the trusted host.

10 Enter auser name for the trusted host.

11 Sedlect the access levd for the service.
12 Click Insert.
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Figure 13 Security, Insert Access Policies dialog box

5 10.10.43.95 - Security, Insert Access Policies

Id: |2 1.65535

Name:l

v PolicyEnahle

Mode: | allow ¢ deny

Service: ‘I_ telnet [ snmp [ hite [ rlogin

Precedence: [10 1.128
Netaddr: |
NetMask:l
TrustedHostAddr: |

TrustedHostUserfame: |

AccessLevel:‘(‘ readOnly @ readWrite © readWritesll

Inser‘[l Clusel Help...l

Table 10 Security, Insert Access Policies fields

Field Description

Id Policy ID.

Name Name of this policy.

PolicyEnable Select to activate the access policy.

Mode Indicates whether a packet having a source IP address that

matches this entry should be permitted to enter the device or
denied access.

Service Selects the protocol to which this entry should be applied.

Precedence Indicates the precedence of the policy. The lower the number,
the higher the precedence (1 to 128).

NetAddr Source network IP address. An address of 0.0.0.0 specifies any
address on the network.

NetMask Source network masks.

TrustedHostAddr Trusted IP address of the host performing rlogin or rsh into the

device. Applies only to rlogin and rsh.
Note: You cannot use wildcard entries.
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Table 10 Security, Insert Access Policies fields (continued)

Field Description

TrustedHostUserName | User name assigned to the trusted host. Applies only to rlogin
and rsh.

Note: You cannot use wildcard entries. The user must already
be logged in with the user name to be assigned to the trusted
host.

AccesslLevel Access level of the trusted host (readOnly, readWrite, or
readWriteAll).

Locking a port

The Port Lock feature allows you to administratively lock a port or portsto
prevent other users from changing port parameters or modifying port action.
L ocked ports cannot be modified in any way until the port is first unlocked.

To set port locking and unlocking:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the Access Policy tab displayed.
2 Click the Port Lock tab.
The Port Lock tab opens (Figure 14). Refer to Table 11 for field descriptions.

Figure 14 Security dialog box—PortLock tab

= 10.10.40.170 - Security

Access Policy PortLock | oLi| sumP | web | Radius Giobal| Radius server|
[+ Enahble
LockedParts: fird P

ﬂppl\fl Refreshl Clusel Help...l
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Table 11 Port Lock tab fields

Field Description

Enable Selecting this box locks the ports selected.

LockedPorts Lists the locked ports. Click on the ellipsis button to select
the ports you want to lock.

Controlling access to the CLI

If you have read/write/all access authority, you can use Device Manager to change
the passwords for access to the CLI through a console or Telnet session. If you do
not have read/write/all privileges, the user name and password fields will be
blank.

The CLI tab allows you to specify the number of allowed Telnet sessions and
rlogin sessions. To prohibit Telnet or rlogin access to the switch, specify zero (0)
as the number of allowed sessions.

To change passwords for access to the CLI:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policy tab displayed.
2 Click the CLI tab.

The CLI tab opens (Figure 15).
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Figure 15 Security dialog box—CLI tab

= 10.10.40.170 - Security

Access Policy| PortLock CLI| smP | web | Radius Global| Radius Server|
RVAUSemName: fwa
RivAPassword: fwa
R¥Useriame: Fw
RiPassword: fw
RIMLIUserMame: |3
RWL3Passward: )3
RiNLZUserMame: J2
RWL2Passward: )2
RINL1 Userhame: J1
RINL1 Password: J1
ROLUserName: Fo
ROPassword: fo

MaxTelnetSessions: [ 0.8
MaxRloginSessions: |2 0.8

Timeout: IQDD 30..65535 sec

MumaAccessyiolations: 0

Applyl Refreshl Clusel Help...l

Table 12 describes the Security CLI tab fields.

Table 12 Security CLI tab fields

Field Description

RWAUserName User name for the read/write/all CLI account.
RWAPassword Password for the read/write/all CLI account.
RWUserName User name for the read/write CLI account.
RWPassword Password for the read/write CLI account.
RWL3UserName User name for the Layer 3 read/write CLI account.
RWL3Password Password for the Layer 3 read/write CLI account.
RWL2UserName User name for the Layer 2 read/write CLI account.
RWL2Password Password for the Layer 2 read/write CLI account.
RWL1UserName User name for the Layer 1 read/write CLI account.
RWL1Password Password for the Layer 1 read/write CLI account.

313195-A




Chapter 2 Security 53

Table 12 Security CLI tab fields

Field Description

ROUserName User name for the read-only CLI account.

ROPassword Password for the read-only CLI account.
MaxTelnetSessions Maximum number of concurrent Telnet sessions that are

allowed (from none to 8).

MaxRloginSessions Maximum number of concurrent Rlogin sessions that are
allowed (from none to 8).

Timeout Number of seconds of inactivity for a Telnet or Rlogin
session before automatic timeout and disconnect (30 to
65535 seconds).

Modifying the SNMP community strings

If you have read/write/all access authority, you can modify the SNM P community
strings for access to the device through Device Manager.

To change SNM P community strings:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the Access Policy tab displayed.
2 Click the SNMP tab.

The SNMP tab opens (Figure 16).
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Figure 16 Security dialog box—SNMP tab

= 10.10.40.170 - Security

Access Policy| Port Lock| oLl SMMP | weh | Radius Global | Radius Server |

—Communities

Readwiriteall; [secret
Readiirite: private
ReadiiriteLayer3: private
ReadiiriteLayer2; private
ReadwritaLayar!: private
ReadOnly: private

—Errars

QuiTooBigs:
CutMoSuchMames:
QutBadvalues:
OutGenErrs:
InBadversions:
InBadCommunitytames:
InBadCommunityllses:
InASMParseErrs:
InTooBigs:
IntaSuchiames:
InBadvalues:
InReadCnlys:
InGenErrs:

oo o oo oo o oo oo0

Applvl Refreshl Clnsel Help...l

Table 13 describes the SNMP tab fields.

Table 13 SNMP tab fields

Field Description

ReadWriteAll When an SNMP message is received, the community string in the
message is compared with this string first. If it matches, read/write
access is granted to all items in the MIB. If it does not match, the
read/write string is compared next.

ReadWrite When an SNMP message is received, the community string in the

ReadWriteLayer3 message is compared with these strings second, third, and fourth,

. respectively. If it matches, read/write access is granted to the
ReadWriteLayer2 appropriate items in the MIB except community strings. (Community
ReadWriteLayerl strings appear empty when read and return a noSuchName error

when an attempt is made to write them.) If it does not match, the
ReadOnly string is compared next.
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Table 13 SNMP tab fields (continued)

Field

Description

ReadOnly

When an SNMP message is received by this entity, the community
string in the message is compared with this string fifth. If it matches,
read-only access is granted to all items in the MIB except community
strings. (Community strings appear empty when read.) If it does not
match, no access is granted, no response is sent back to the SNMP
requester, and SNMP traps are sent to the SNMP trap receivers if
configured.

OutTooBigs

The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status field is
“tooBig.”

OutNoSuchNames

The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status is
“noSuchName.”

OutBadValues

The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status field is
“badValue.”

OutGenErrors

The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status field is
“genErr.”

InBadVersions

The total number of SNMP messages that were delivered to the
SNMP protocol entity and were for an unsupported SNMP version.

InBadCommunity Names

The total number of SNMP messages delivered to the SNMP
protocol entity that used an SNMP community name not known to
said entity.

InBadCommunity Users

The total number of SNMP messages delivered to the SNMP
protocol entity that represented an SNMP operation not allowed by
the SNMP community named in the message.

INASNParseErrs

The total number of ASN.1 or BER errors encountered by the SNMP
protocol entity when decoding received SNMP messages.

InTooBigs

The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“tooBig.”

InNoSuchNames

The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“noSuchName.”

InBadValues

The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“badValue.”
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Table 13 SNMP tab fields (continued)

Field Description

InReadOnlys The total number valid SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“read-only”. It should be noted that it is a protocol error to generate
an SNMP PDU that contains the value “read-only” in the error-status
field; as such this object is provided as a means of detecting
incorrect implementations of the SNMP.

InGenErrors The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“genkrr.”

Controlling access to the Web interface

In Device Manager, use the Web tab to set Web access parameters, including
passwords.

To set Web access:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policy tab displayed.
2 Click the Web tab.

The Web tab opens (Figure 17).

The ROUserName and ROPassword fields allow you to specify the user name
and password for access to the Web interface. (All Web pages are read-only
pages.) The other fields allow you to specify the path and file name for the
Web Help files and to set the number of rows allowed in the Web display.
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Figure 17 Security dialog box—Web tab

= 10.10.41.239 - Security E

Access Policies | Port Lock| CLI| SHMP Wb | RaDIUS Global | RADIUS Servers |

ROUseriame: |
ROPassward: |

FrimaryHtmlSourceDir: |

SecondaryHtmlSourceDir; |

TertiaryHtmlSourceDir. |
HelpTfpSourceDir |
DefauliDisplayRaows: 30 10,100

HitpP ort: IBD 1..49151

LastChange: hone

MumHits: 0
MumAccessChecks: 0
NumAccessBlocks: 0

LastHosthccessBlocked: 0.0.0.0
MumRxErrars: 0
MumTxErrars: 0
NumSetRequest: 0

Annlvl Refreshl Clnsel Help...l

Managing the Passport 8000 Series Switch Using Device Manager Release 5.x.x



58 Chapter 2 Security

Table 14 describes the Web tab fields.

Table 14 Web tab fields

Field Description
ROUserName The user name for the read-only Web server account.
ROPassword The password for the read-only Web server account.

PrimaryHtmISourceDir

The primary HTML source directory.

SecondaryHtmISourceDir

The secondary HTML source directory.

TertiaryHtmISourceDir

The tertiary HTML source directory.

HelpTftpSourceDir

The TFTP source directory for Help files.

DefaultDisplayRows

The default display rows for the HTML pages.

HttpPort The port number that allows Web access to the switch. The
default is 80.

LastChange The time of the most recent change to the switch
configuration using the Web interface. This field always
reads none.

NumHits Number of times pages in the Web interface have been
accessed.

NumAccessChecks Number of times access attempts have been authenticated.

NumAccessBlocks

Number of times access has been attempted and denied.

LastHostAccessBlocked

The last host accessed blocked.

NumRXxErrors Number of receive errors.
NumTxErrors Number of transmit errors.
NumSetRequest Number of set-requests sent to the Web server.

Understanding RADIUS authentication

Remote Authentication Dial In User Service (RADIUS) alows the remote
RADIUS server rather than the switch to authenticate logins. The RADIUS server
aso provides access authority. The Passport 8000 Series software supports
BaySecure Access Control (BSAC)* and the Merit Network servers.
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RADIUS assists network security and authorization by managing a database of
users. Use of the database allows the switch to verify user names and passwords
as well as information about the type of access priority available to the user.

The RADIUS software provides the following features:

« Additional user names

Additional user names can be used to access the switch, in addition to the five
existing user names of ro, L1, L2, L3, and rwa. The RADIUS server
authenticates the user name and assigns one of the existing access priorities to
that name. Unauthenticated user names are denied access to the switch.

« User configurability

Up to 10 RADIUS servers in each switch for fault tolerance (Each server
is assigned a priority and is contacted in that order.)

A secret key for each server to authenticate the RADIUS client
The server’s UDP port

Maximum retries allowed

Time-out period for each attempt

e Changeable passwords

Users can change passwords by logging in to the RADIUS server. However,
access priorities are not configurable by individual users; access privileges are
maintained by the system administrator.

Enabling Radius authentication globally

To enable RADIUS authentication globally:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policy tab displayed.
2 Click the Radius Global tab.
The Radius Global tab ope(iSigure 18)
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Figure 18 Security dialog box—Radius Global tab

= 10.10.40.170 - Security

Actess Policies | PortLock| cLI| SmP | web  Radius Global | Radius Servers |

[ Enable
MaxMumberServer: 10 1.10
Aftributevalue: |0 192.240

Apply‘l Refreshl Clnsel Help...l

Click Enable.

Enter the maximum number of servers.
Enter the access policy attribute.

Click Apply.

o 01 B~ W

Table 15 describes the Radius Global tab fields.

Table 15 Radius Global tab fields

Field Description

Enable Click this check box to enable or disable the RADIUS
authentication feature globally.

MaxNumberServer Enter the maximum number of servers, between 1 and 10,
that you want to use.

AttributeValue Integer value for Access-Priority attribute. The default is
192.

Viewing Radius server configuration

The Radius Servers tab contains information about the RADIUS servers
configured.

To view RADIUS server configuration:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policy tab displayed.
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2 Click the Radius Servers tab.
The Radius Servers tab opens (Figure 19).

Figure 19 Security dialog box—RADIUS Servers tab

£ 10.10.40.170 - Security [ x|

Access Policies | PortLock| CLI| 5P| Web | Regius Giobal Radius Sarvers |

| address| Priority| Timeo Lt Enable] MaxReties| Udpror] SecretKey|AccessRequests|AccessAccepts|AccessRejects|EadResponses|PendingRequests|CIiemRemes||

0 rowe(s)

Table 16 describes the Radius Serverstab fields.

Table 16 Radius Servers tab fields

Field Description

Address Displays the IP address of the RADIUS server.

Priority Displays the priority of each server, or the order of servers to
send authentication.

TimeOut Displays the time interval before the client will retransmit the
package.

Enable Displays whether the server is enabled or disabled.

MaxRetries Displays the maximum number of retransmissions allowed.

UdpPort Displays the UDP port the client uses to send requests to
the server.

SecretKey Identifies the RADIUS authentication client.

AccessRequests Displays the number of access-response packets sent to the
server; does not include retransmissions.

AccessAccepts Displays the number of access-accept packets, valid or
invalid, received from the server.

AccessRejects The number of access-reject packets, valid or invalid,
received by the RADIUS server.

BadResponses The number of invalid access-response packets received by
the RADIUS server.
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Table 16 Radius Servers tab fields (continued)

Field Description

PendingRequests The number of pending access-requests packets sent to the
RADIUS server that have not yet received a response or
timed out.

ClientRetries The number of authentication retransmissions to the
RADIUS server.

Inserting a RADIUS server

To insert aRADIUS server:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policy tab displayed.
2 Click the Radius Servers tab.

The RADIUS Serverstab opens.
3 Inthe Radius Serverstab; click Insert.

The Security, Insert RADIUS Servers dialog box opens (Figure 20). Refer to
Table 17 for field descriptions.

4  Enter the appropriate fields, and click Insert.

Figure 20 Security, Insert RADIUS Servers dialog box

£510.10.40.34 - Security. Insert RADIUS 5e._. B4

Address: |

Priority; |1D 1.10

Tirmetut: |3 1.10
¥ Enable
MaxRetries: |3 1.6

UdpPart: |1812 1.65536
SecretKev:l
Insertl Clusel Help...l
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Table 17 Security, Insert RADIUS Servers fields

Field Description

Address Enter the IP address of the new server.

Priority Enter the priority between 1 and 10 of the new RADIUS
server.

TimeOut Enter the number of seconds, between 1 and 10, that you

want between retransmissions from the client to the
RADIUS server.

Enable Enables the RADIUS server.

MaxRetries Enter the maximum number of retries, between 1 and 6,
that you want to allow requests to the server.

UdpPort Enter the UDP port number, between 1 and 65536, that the

client will use to send requests to the server.

Note: The UDP port value set for the client must be the
same as the value set for the Radius server.

SecretKey Enter the secret key of the authentication client.
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Chapter 3
Chassis configuration and graphing

This chapter describes editing and graphing a Passport 8000 Series chassis using
Device Manager. The first three sections describe how you can use Device
Manager to configure your Passport 8000 Series switch. The last section describes
how to use Device Manager to graph switch statistics.

To configure your Passport 8000 Series switch, see:

e “Editing the chassis next
e “Editing card$ on page 78
e “Editing object$ on page 86

To graph switch statistics, see:

“Graphing chassis statistican page 102

Editing the chassis

Use the tabs in the chassis dialog box to edit the Passport 8000 Series chassis.
To edit the Passport 8000 Series chassis:

1 Select the chassis.
2 Do one of the following:

* Double-click the chassis.
« Right-click the chassis. From the shortcut menu, choose Edit.
e From the Device Manager menu bar, chdedi > Chassis.
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The following sections provide a description of the chassis tabsin the
Edit > Chassis dialog box and details about each field on the tab.

Editing system information
You can edit system information such as the contact person, the name of the
device and where it islacated. Other information cannot be edited, but is very
useful, such as what version of the software is running on the device.
To open the System tab:

=» Onthe Device Manager menu bar, choose Edit > Chassis.

The chassis dialog box opens with the System tab displayed (Figure 21).
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Figure 21 Chassis dialog box—System tab

5 110.10.40.341 - Chassis

Systern | Chassis' EIDDtConﬂg' Trap Receivers' Perrormanee' UserSetTime| L2 Redundancy

sysDescr: Passpor-8610 (3.2.0.0)
sysUpTime: 2001/08/07-11:20:45
sysContact: |Supp0r1@n0rtelnet\n\f0rks.com
sysMame: |EIW_1 n4
sysLocation: |44D1 Great America Parkway, Santa Clara, CA 85052
Virtuallpaddr: [0.0.0.0
VirtualMetiask: [0.0.0.0
ReadriteLevel: Readirite

[ AuthenticationTraps
[+ EnahletebServer

[ EnablefccessPolicy

LastChange: 00h:00m:49=
LastWlanChange: 4 day, 16h:26m:24s
LastStatisticsReset: none
LastRunTimeConfigSave: none
LastRunTimeConfigSaveToSlave: none
LastBootConfigSave: none
LastBootConfigSaveOnSlave: none

DefaultRuntimeConfigFileMame: Mashihenry_910.cfg
DefaultBootConfigFileMame: Mashiboot.cfy
ConfigFileMame:

" hardReset  softResst  resetCountars
: _(‘cpuSwitchOver " resetConsole " resetModem
Action: " saveRuntimeCanfig  saveRuntimeCaonfigToSlave ¢ saveBootConfig
" saveSlaveBootConfig " resetlstStatCounters
Result: none

Closel Help...l

Table 18 describes the System tab fields.

Table 18 System tab fields

Field Description

sysDescr The system assigned name and the software version
it is running.

sysUpTime The time since the system was last booted.
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Table 18 System tab fields (continued)

Field Description

sysContact The contact information (in this case, an e-mail
address) for the Nortel Networks support group.

sysName The name of this device.

sysLocation The physical location of this device.

VirtuallPAddr

The virtual IP address is the IP address advertised
by the master CPU. Unlike the management port IP
address, this address is stored in the switch
configuration file and not the boot configuration file.

VirtualNetMask

The net mask of the virtual management IP address.

ReadWriteLevel:

Displays the access level of the trusted host
(readOnly, readWrite, or readWriteAll)

AuthenticationTraps

Enables or disables authentication traps. When you
enable, SNMP traps are sent to trap receivers for all
SNMP access authentication.

To view traps, click the Trap Log button on the
Device Manager toolbar.

[

EnableWebServer

Enables or disables the Web HTML server. When
enabled, it allows the system to be monitored using a
Web browser.

EnableAccess Policy

Enables or disables Access Policy settings.

LastChange The time since the last configuration change.
LastVlanChange The time since the last VLAN change.
LastStatisticsReset The time since the statistics counters were last reset.
LastRunTimeConfigSave The last run-time configuration that was saved.

LastRunTimeConfigSaveToSlave

The last run-time configuration that was saved to the
standby device.

LastBootConfigSave

The last boot configuration that was saved.

LastBootConfigSaveOnSlave

The last boot configuration that was saved on the
standby device.

DefaultRuntimeConfigFileName

The default Runtime Configuration File directory
name.

DefaultBootConfigFileName

The default Boot Configuration File directory name.

ConfigFileName

Allows you to type the name of a new configuration
file.
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Table 18 System tab fields (continued)

Field Description

Action Can be one of the following actions:

« hardReset—Resets the device and runs
power-on tests.

« softReset—Resets the device without running
power-on tests.

« resetCounters—Resets all statistic counters.

e cpuSwitchOver—Switch control from one CPU to
another.

* resetConsole—Reinitializes the hardware UART
drivers. Use only if the console or modem
connection is hung.

¢ resetModem—Reinitializes the UART drivers on

the modem port. Use only if the console or
modem connection is hung.

« saveRuntimeConfig—Saves the current run-time
configuration.

¢ saveRuntimeConfigToSlave—Saves the current
run-time configuration to the standby CPU.

* saveBootConfig—Saves the current boot
configuration.

* saveBootConfigOnSlave—Saves the current
boot configuration to the standby CPU.

Result Displays a message after you click Apply.

Editing chassis information

You can edit chassis information to enable features described in Table 19.
However, most of the chassis information describes the hardware specifications
and cannot be edited.

To edit the chassis information:

1 From the Device Manager menu bar, choose Edit > Chassis.
The chassis dialog box opens with the System tab displayed.
2 Click on the Chassis tab.
The Chassis tab opens (Figure 22).
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Figure 22 Chassis dialog box—Chassis tab

#% 10.125.200.44 - Chassis
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—
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v GlobalFilterEnahle
[ “lanBySreMacEnable

[¥ DiffSerEcnCompatibilityEnable

Temperature: 31 celsius

Applyl Refreshl Clnsel Help...l

Table 19 describes the Chassis tab fields.

Table 19 Chassis tab fields

Field

Description

Type

The Passport module type.

SerialNumber

A unique chassis serial number.

HardwareRevision

The current hardware revision of the device chassis.

NumSlots The number of slots (or cards) this device can
contain.

NumPorts The number of ports currently on this device.

BaseMacAddr Starting point of the block of MAC addresses used by

the switch for logical and physical interfaces.

GlobalFilterEnable

Used to enable/disable global filters in the system.

VlanBySrcMacEnable

Used to enable/disable source MAC based VLANSs in
the system.
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Table 19 Chassis tab fields (continued)

Field Description

DiffServEcnCompatibilityEnable | Used to enable/disable the Explicit Congestion
Notification(ECN) compatibility feature. When set to
enable, the system will mask the ECN bits in the DS
field while marking DSCP and will not match on ECN
capable flows if filter is set on DSmatch. When set to
disable, it will preserve the ECN bits in the DS field
while marking DSCP and will match on full 8-bit DS
field. The default is enable.

Temperature The current ambient temperature of the chassis.

Viewing the boot configuration

You can view the boot source, as well as to see the source from which the switch
booted |ast.

To view the boot configuration:

1 From the Device Manager menu bar, choose Edit > Chassis.
The chassis dialog box opens with the System tab displayed.
2 Click on the Boot Config tab.
The Boot Config tab opens (Figure 23).

Figure 23 Chassis dialog box—Boot Config tab

% 10.125.200.44 - Chassis

System' Chagsis Boaot Gonfig | Trap Receivers' Perrnrmanne' UserSetTime| L2 Redundancy

Slot Swidersion LastBootConfigSource| LastRuntimelmageSource | LastRuntimeConfigSource
5|Build REL3.2.0.0_B0OGE on Fri Sep 7 19:05:40 PDT 2001 |fMashfboot.cfi fpemciaipg0a3200b068.img | Mashiconfig.cfy

] 2] 8] 5] |

1 rowls)

Table 20 describes the Boot Config tab fields.
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Table 20 Boot Config tab fields

Field Description

Slot The slot number of the device.

SwVersion The software version that is currently running.
LastBootConfigSource The last source from which the switch booted.

LastRuntimelmageSource The last source from which the run-time image was taken.

LastRuntimeConfigSource The last source from which the run-time configuration was
taken.

Editing trap receivers

You can edit how machines will receive SNMP traps by editing the community
strings and the SNMP version format.

When Device Manager opens a device, it automatically adds the machine on
which it is running to the Trap Receiverslist only if the Regi st er for Traps
box on the Properties dialog box is checked.

Note: If the Trap Receiverstab takes along time to open, it may be that
=»| the IP address of atrap receiver cannot be resolved to a DNS name. By
default, Device Manager attemptsto resolve | P addresses to DNS names.

To edit how traps will be received:

1 From the Device Manager menu bar, choose Edit > Chassis.
The chassis dialog box opens with the System tab displayed.
2 Click on the Trap Receiverstab.
The Trap Receivers tab opens (Figure 24).
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Figure 24 Chassis dialog box—Trap Receivers tab

#% 10.125.200.44 - Chassis

Systemn | Chassis | Boot Config  Trap Receivers | performance | User Set Time | L2 Redundancy]|

IpAddress Community] Yergion
10.125.200.34  |public 1
13417713012 |public 1
13417713017 |public V1
134177 163.227 |public 1
256.265130.17 |public V1
255.255.200.34 |public 1
255.265.255 227 |public 1

Appl‘fl Refreshl Inseﬁ...lﬁlﬁl@@lﬁlﬂl

Table 21 describes the Trap Receivers tab fields.

Table 21 Trap Receivers tab fields

Field Description

IpAddress IP address for the trap receiver. (This value may be displayed as a
DNS host name, but it was entered originally as an IP address.)

Community Community string used for trap messages to this trap receiver.

Version By default, traps are sent in SNMP V2c format. If you are using an
older NMS that supports only V1 traps (for example, HP OpenView)
you should select that field. Note that UNIX management stations
must run Device Manager as Root to receive traps.

Checking the system’s performance

You can check the system’s performance with the Performance tab.

To open the Performance tab:

1 From the Device Manager menu bar, choose Edit > Chassis.

The chassis dialog box opens with the System tab displayed.

2 Click on the Performance tab.
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The Performance tab opens (Figure 25).

Figure 25 Chassis dialog box—Performance tab

#% 10.125.200.44 - Chassis

Systeml Chassisl ElDDtCunﬂg' Trap Receivers Performance | User Set Time | L2 Redundancyl

DramSize: 128 M
Dramlized: 28 %
DramFree: 931449 K
Cpultil: 0 %
SwitchFabricUtil: 0 %
CtherSwitchFabricl il 0 %

Bareen cmse| Hem...|

Table 22 describes the Performance tab fields.

Table 22 Performance tab fields

Field Description

DramSize The DRAM size in megabytes

DramUsed The percentage of DRAM space used.

DramFree The amount of DRAM free in kilobytes.

CpuUtil Percentage of CPU utilization.

SwitchFabricUtil Percentage of switch fabric utilization. This field will
display 0% when the Passport 8100 module is installed.

OtherSwitchFabricUtil Percentage of other switch fabric utilization. This field will
display 0% when the Passport 8100 module is installed.

Setting the time

You can set the date and time on the switch with the User Set Time tab.
To open the User Set Time tab:

1 From the Device Manager menu bar, choose Edit > Chassis.

The chassis dialog box opens with the System tab displayed.

313195-A



Chapter 3 Chassis configuration and graphing 75

2 Click on the User Set Time tab.
The User Set Time tab opens (Figure 26).

Figure 26 Chassis dialog box—User Set Time tab

#% 10.125.200.44 - Chassis

System | Chassis | Boot Config| Trap Receivers | Performance  User SetTime | L2 Redundancy]|

‘Year: IEDD'I 19882097

Manth: {10 1..12
Date: |2 1.31
Hour: |10 /0,23
Minute: |57 0.59
Second: 47 0.59

Applyl Refreshl Clnsel Help...l

Table 23 describes the User Set Time tab fields.

Table 23 User Set Time tab fields

Field Description

Year The year (integer 1999...2010).
Month The month (integer 1..12).

Day The day (integer 1..31).

Hour The hour (integer 0..23).
Minute The minute (integer 0..59).
Second The second (integer 0..59).
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Enabling L2 Redundancy status

The ha- cpu option has been added to theboot confi g fl ags CLI commandto
enable or disable the L2 Redundancy feature. For information about layer 2
redundancy or about how to enable or disable this feature using the CLI, see
Managing the Passport 8000 Series Switch Using the Command Line Interface
Release 3.2.

You can enable the L2 redundancy status using Device Manager.
To enable or view the L2 redundancy status:

1 Select the chassis.
2 From the Device Manager menu bar, choose Edit > Chassis.
The Chassis dialog box opens with the System tab displayed ().
3 Click on the L2 Redundancy tab.
The L2 Redundancy tab opens (Figure 27).

Figure 27 Chassis dialog box—L2 Redundancy tab

Systeml Chassis' ElnotCunﬂgl Trap Receiversl F'erfnrmancel ser Set Tirme L2 Redundancyl

HaCpuState: dizabled
HaEvent. noEvent

Enable:|('“ enahle © disable ‘

StandbyCpu: standbyCPUNOtPresent

P«Dplvl Refreshl Clnsel Help...l

Table 24 describes the L2 Redundancy tab fields.
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Table 24 L2 Redundancy tab fields

Field Description
HaCpuState This field indicates the state of the CPUs. The possible

CPU states area:

 initialization - The two CPUs establish a connection
and exchange version information.

« oneWayActive - modules that need to be
synchronized have been registered.

« twoWayActive - modules that need to be synchronized
have registered with the redundancy framework on
both CPUs.

* synchronized - table based synchronization was
completed on the current CPU.

* remote incompatible - the CPUs software versions are
incompatible.

« error - If an invalid event is generated in a given state
the CPU displays the error state.

Ha Event This field displays the event status. The possible event
status values are:

e Restart.

« Transfer to a One Way or Two Way Active state.

« Transfer to a synchronized state.

¢ Transfer go to a remote incompatible state.

* No event has occurred.

Enable Allows you to enable or disable L2 redundancy on the
master CPU.
StandbyCpu This field indicates if the L2 Redundancy is enabled on

the standby CPU. The possible states are:
¢ hotStandbyCPU

« warmStandbyCPU

« standbyCPUNOotPresent
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Editing cards

Use Device Manager card editing capabilitiesto view status information for two
types of cards, 1/0 cards and CPU cards.

To edit the Passport 8000 Series modules (cards):

1 Select one or more modules.

2 Do one of thefollowing:

Double-click the module.
Right-click the module. On the shortcut menu, choose Edit.
From the Device Manager menu bar, chdedi > Card.

From the Device Manager menu bar, choose Edit > Select All > Cards.
Then choose Edit > Card.

On the Device Manager toolbar, choose the Edit Selected button.

The following sections provide a description of the two different card types in the
Edit> Card dialog box and details about each field on the tabs.

Editing card information

You can use the Card tab on the Card dialog box to view status for all I/O cards
except the CPU card.

To open the Card tab:

1 Select the card.

2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displdlaglire 28)
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Figure 28 Card dialog box—Card tab

#=110.10.40.34 " Card ¢

card | pos | aTM| Boot| Device | Flash Files | PGMGIA Files |

FroniType:
FrontDescription:

FrontadminStatus: | up © down

FrontOperStatus:
FrantSerialMum:
FromtHwiersion:
FromtParntumber:
FrantDateCode:
FrontDeviations:

BackType:
BackDescription:
BackSerialMurm:
BackHwWersion:
BackPartMumber:
BackDateCode:
BackDeviations:

PCMCIATYRE:
PCMCIADesCr

App"fl Refreshl Clnsel Help...l

Table 25 describes the Card tab fields.

Table 25 Card tab fields

Field Description

FrontType Used to indicate card types in the Passport 8000 Series.
BackType Front refers to the 1/O portion of the module, the 1/O card.
FrontDescription Model number of the module (for example, 8608GT).
BackDescription

FrontAdminStatus Indicates the administrative status of the card.
FrontOperStatus Indicates the operational status of this module.
FrontSerialNum Serial number of the I/O card.

BackSerialNum
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Table 25 Card tab fields

Field

Description

FrontHwVersion
BackHwVersion

Hardware version of the I/O card.

FrontPartNumber Part number of the I/O card.

BackPartNumber

FrontDateCode Manufacturing date code for the 1/O card.
BackDateCode

FrontDeviations Deviations.

BackDeviations

PCMCIAType Used to indicate the type of PCMCIA card currently

installed in this CPU card, if any.

For non-CPU cards, this variable has no meaning and will
always be set to none.

PCMCIADescr

PCMCIA description.

Editing boot file

You can use the Boot tab to specify, among other things, boot source and order for

your switch.
To open the Boot tab:

1 Sedlect aCPU card.

2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed.

3 Click the Boot tab.

The Boot tab opens (Figure 29).
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Figure 29 Card dialog box—Boot tab

#=110.10.40.34 EESid ¥

Card| Pos| ATM Boot| Device | Flash Files| PCHCIA Files |

reSysversion:
LastBaotCanfigSource:
LastRuntimelmageSource:
LastRuntimeConfigSource:

PrimawlmageSource:|

PrimaryConfigSource: |

SecondawlmageSource:l

SecondaryConfigSource: |

TeniawlmageSource:l

TertiaryConfigSource: |

[ EnahlefutoBoot

[ EnahleFactoryDefaults

[ EnableDebughiode

[~ EnahleHwiatchDogTimer
[~ EnahleRehoatOnErrar

[ EnahleTelnetSemer

[ EnableRloginServer

[ EnahleFtpSerer

[~ EnahleTipSerer

Aplﬂl\fl Refreshl Closel Help...l

Table 26 describes the Boot tab fields.

Table 26 Boot tab fields

Field Description
SwVersion The software version that is currently running.
LastBootConfigSource The boot configuration file used when the switch most

recently booted.

LastRuntimelmageSource

The run-time image that was loaded most recently.

LastRuntimeConfigSource

The run-time configuration that was loaded most recently.

PrimarylmageSource

The primary image source file.
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Table 26 Boot tab fields (continued)

Field

Description

PrimaryConfigSource

The primary configuration source file.

SecondarylmageSource

The secondary image source file.

SecondaryConfigSource

The secondary configuration source file.

TertiarylmageSource

The tertiary image source file.

TertiaryConfigSource

The tertiary configuration source file.

EnableAutoBoot

Enables the autoboot option.

When you apply power, the switch waits 5 seconds and
then boots. If this option is set to false, the boot process
stops at the Boot Monitor.

EnableFactoryDefaults

Enables factory defaults option.

EnableDebugMode Enables debug mode option.
EnableHwWatchDogTimer Enables hardware watchdog timer option.
EnableRebootOnError Enables reboot on error option.

EnableTelnetServer

Enables Telnet server option.

EnableRloginServer

Enables Rlogin server option.

EnableFtpServer

Enables FTP server option.

EnableTftpServer

Enables TFTP server option.

Displaying flash and PCMCIA statistics

The Passport 8000 Series switch has two types of flash memory, the onboard flash

memory, and an optional installed PCMCIA card. You can view device flash and
PCMCIA file information on the Device tab in the Card dialog box.

To open the Device tab:

1 Sedlect aCPU card.

2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed.

3 Click the Device tab.

The Device tab opens (Figure 30).
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Figure 30 Card dialog box—Device tab

5 10.125.200.44 - Card 5 E

| Frash Fites | PcmcIaFiles |

FlashBytesllzed: 8918016
FlashBytesFree: 6379520
FlashMumFiles: T

PecmciaBytesllsed: GOSTH934
PecmciaBytesFree: 19537592
FomciakumFiles: 6

Refreshl Clnsel Help...l

Table 27 describes the Device tab fields.

Table 27 Device tab fields

Field Description

FlashBytesUsed Number of flash bytes used.
FlashBytesFree Number of flash bytes not used.
FlashNumFiles Number of files in flash memory.

PCMCIABytesUsed | Number of PCMCIA bytes used.
PCMCIABytesFree | Number of PCMCIA bytes not used.
PCMCIANumFiles Number of PCMCIA files.
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Displaying flash file information

You can obtain information about the files in flash memory from the Flash Files
tab.

To open the Flash Files tab:

1 SelectaCPU card.
2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed.
3 Click the Flash Files tab.
The Flash Files tab opens (Figure 31).

Figure 31 Card dialog box—Flash Files tab

£ 10,10 41.239 - Card 5 ]
Card | Boot| Device Flash Files | pomciaFies|
Mame Date Size
Mashibootoly  JUL-03-2000 024134 | 395 «

Mashilane.cfy OCT-17-2000 19:11:42 4103
Mashiboot.old JAN-01-1998 00:30:54 2609

Mashiacs.gz OCT-17-2000 00:08:24|2739964
Maship86t3100.dld |OCT-16-2000 18:22:10{1053656
Mashipre.did OCT-16-2000 16:54:24 /1053656

Mashilanel.cig JUMN-02-2000 18:03:16 2087
Mlashilane32.cfy  |[JUL-07-2000 11:31:42 49898
Mashilane.ony JAM-03-19598 22:23:44 2489
MMashilane6d.cfg  |[JUL-07-2000 11:39:56 16863
Mashipry.gz OCT-12-2000 19:44:06| 2739964
fMashilane2 cfy JAM-01-1388 02:53:.02 2780 LI

0] cos] s |

28 rowiE)

Table 28 describes the Flash Files tab fields.

Table 28 Flash Files tab fields

Field Description

Name Directory name of the flash file.
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Table 28 Flash Files tab fields (continued)

Field Description
Date Creation or modification date of the flash file.
Size Size of the flash file.

Displaying PCMCIA file information

You can use the PCMCIA Filestab to provide information about the files stored in
the switch PCMCIA card. It includes the same information as the Flash tab.

To open the PCMCIA Files tab:

1 SelectaCPU card.
2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed.
3 Click the PCMCIA Files tab.
The PCMCIA Files tab opens (Figure 32).

Figure 32 Card dialog box—PCMCIA Files tab

# 10.10.40.34 - Card 5

Cardl Elontl Devicel Flash Files PCMClAFilESl

Mame Date Size
ipcmciaip86a_b23.gz |JUN-25-2000 03:13:58 2750010
ipcmciaip80b1212.9z |JUN-25-2000 03:15:28 | BEB26S
ipcmciaisyslog. td QCT-10-2000 11:23:20] 684523
ipcmciaip80b1 0024 gz AUG-09-2000 16:05:22| BEBE36
ipcmciaiconfig.ei AUG-09-2000 16:05:34 1522

Refreshl | @l | Clusel Help...l

A rows)

Table 29 describes the PCMCIA Filestab fields.
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Table 29 PCMCIA Files tab fields

Field

Description

Name

The directory name of the PCMCIA file.

Date

The creation or modification date of the PCMCIA file.

Size

The size of the PCMCIA file.

Editing objects

The following sections describe each hardware and software object of the
Passport 8000 Series switch.

Editing management port

The management port on the switch fabric/CPU moduleisa 10/100 Mb/s Ethernet
port that can be used for an out-of-band management connection to the switch.

You can use the Mgmt Port dialog box to specify, among other things,
management information for the device and to set device configuration.
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To edit the Passport 8000 Series switch Management port:

1 Select the management port.
2 Do one of the following:

e Double-click the Management port.
» Right-click the Management port; click Edit.
e From the Device Manager menu bar, choose Edit > MgmtPort.

« From the Device Manager menu bar, choose Edit > Select All >
MgmtPort. Then choose Edit > Mgmt Port.

« On the Device Manager toolbar, click the Edit Selected button.

To open the Mgmt Port dialog box:

1 Select the management port object.
2 From the Device Manager menu bar, choose Edit > Mgmt Port.

The Mgmt Port dialog box opeiiBigure 33)
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Figure 33 Mgmt Port dialog box

#% 10.10.40.34 - Mgmt Port 5/1 1|
Mgthort'
[findesx; 320
Descr: de0

OperStatus: up

AdminStatus: [ up © down

MgmthacAddr: 00:80:2d:02:03:14

Addr: [10.10.40.34

Mask: [255.255.245.0

CperDuplex: halt

v AutoMegotiate

L il | = falf £l

AdminSpeed:‘F mibpsd 0 ) mbps A |

OperSpeed: mhps10
[v| EnahleBootp

Applvl

Refreshl Clnsel Help...l

Table 30 describes the Mgmt Port dialog box fields.

Table 30 Mgmt Port dialog box fields

Field Description
Ifindex The slot and port number of the management port.
Descr The description of the management port.

AdminStatus

The administrative status of the device.

OperStatus The operational status of the device.

MgmtMacAddr | The MAC address of the management device.

Addr The IP address of the device.

Mask The subnet IP mask.

AutoNegotiate | The autonegotiate value.

AdminDuplex | Specifies the administrative duplex setting for this port.
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Table 30 Mgmt Port dialog box fields (continued)

Field

Description

OperDuplex

The operational duplex setting for this port.

AdminSpeed | Specifies the administrative speed setting for this port.

OperSpeed

Indicates the operational duplex setting for this port.

EnableBootp | Enables or disables BootP.

Editing management port route table

You can use the Mgmt Port Route Table dialog box to view and specify network
and gateway |P addresses used to remotely manage the device.

To open the Mgmt Port Route Table dialog box:

1 Select the management port object.

2 From the Device Manager menu bar, choose Edit > Mgmt Port.

The Mgmt Port dialog box opens (Figure 33).

3 Onthe

Mgmt Port dialog box, click Route.

The Mgmt Port Route Table dialog box opens (Figure 34).

Figure 34

% 10.10.40.34 - Mgmt Port 5/1 - Route Table E

CPU Route Table |

Mgmt Port Route Table, Insert CPU Route Table dialog box

fetwork

Gateway

134.177.80.0

10.10.40.1

134.177.160.0

10.10.4001

Refresh Insert...l Deletel | @l @l Clnsel Help...l

2 % 10.10.40.34 - Mgmt Port 5/1 - Route Table, Insert CPU Route Table E

Metwork: |
Gateway: |

Insertl Clnsel Help...l
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To add more Network and Gateway |P addresses:

1 Onthe Mgmt Port Route Table dialog box, click Insert.

The Mgmt Port Route Table, Insert CPU Route Table dialog box opens
(Figure 34)

2 Inthe Mgmt Port Route Table, Insert CPU Route Table dialog box; enter new
Network and Gateway | P addresses.

3 Inthe Mgmt Port Route Table, Insert CPU Route Table dialog box, click
Insert.

Table 31 describes the Mgmt Port Route Table, Insert CPU Route Table dialog
box fields.

Table 31 Mgmt Port Route Table, Insert CPU Route Table dialog box fields

Field Description
Network The network IP address.
Gateway The gateway IP address of the device.

Editing serial ports

The serial ports on the switch fabric/CPU module include the modem port and the
console port.

Use the Serial Port dialog box to specify serial port communication settings.
To edit the Passport 8000 Series switch serial ports:

1 Select the serial port.
2 Do one of the following:

e Double-click the serial port.
» Right-click the serial port and click Edit.
« From the Device Manager menu bar, choose Edit > Serial Port.
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e From the Device Manager menu bar, choose Edit > Select All > Serial
Ports. Then choose Edit > Serial Port.

« On the Device Manager toolbar, click the Edit Selected button.

To open the Serial Port dialog box:

1 Select the serial port object.
2 From the Device Manager menu bar, choose Edit > Serial Port.

The Serial Port dialog box opetsgure 35)

Figure 35 Serial Port dialog box

£310.10.40.35 - Serial Port 672

Serial Pon|

Ifindex:
Descr:

Maode: © cli  slip © ppp

" haud2400 baud4800  © haud9g00

BaudRate: © baud19200 ¢ baud38400 ¢ bauda7EO0
¢ haud115200

DataBits: | seven  eight

Myaddr: |
PeerAddr: |

Sliphitu: I 0.224

[ SlipT¥RxCompress

[ SlipRxCompress

PppConfigFile: |

Annlvl Refreshl Closel Help...l

Table 32describes the Serial Port dialog box fields.
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Table 32 Serial Port dialog box fields

Field Description

Ifindex The slot and port number of the serial port.

Descr The description of the serial port.

Mode Specifies the mode this port should operate in.

BaudRate Specifies the baud rate of this port.

DataBits Specifies the number of data bits, per byte of data, this port
should send/receive.

MyAddr Specifies this port's IP address. It is used for both “slip” and “ppp”
modes.

PeerAddr Specifies the peer's IP address. It is used for both “slip” and “ppp”
modes.

SlipMtu Specifies the MTU for this port.

SlipTxRxCompress

Enables or disables compression of TCP/IP packet headers on
this port. Used for “slip” mode only.

SlipRxCompress

Enables or disables compression for receiving packets on this
port. Used for “slip” mode only.

PppConfigFile

Specifies the configuration file to use PPP.
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Editing fans

The Fan dialog box provides read-only information about the operating status of
the switch fans.

To view the fan information:

1 Select thefan object.

2 Do one of thefollowing:

Double-click the fan object.
Right-click the fan object and click Edit.
From the Device Manager menu bar, choose Edit > Fan.

From the Device Manager menu bar, choose Edit > Select All > Fan.
Then choose Edit > Fan.

On the Device Manager toolbar, click the Edit Selected button.

To open the Fan dialog box:

1 Select the Fan object.

2 From the Device Manager menu bar, choose Edit > Fan.

The Fan dialog box opelfBigure 36)

Figure 36 Fan dialog box

# 110.10.40.35 - Fan 1

Detail

AmbientTemperature:

Id:
DperStatus:

h Clusel Help...l

Table 33describes the Fan dialog box fields.
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Table 33 Fan dialog box fields

Field Description
Id The fan ID.
OperStatus Actual status of the Fan:

¢ unknown(l) - status cannot be determined.
e up(2) - present and supplying power.
« down(3) - present, but failure indicated.

AmbientTemperature

Used to indicate the temperature of the air entering the
fan.

Editing MDAs

The MDA dialog box provides read-only information about the operating status of

the switch MDAS.

To view the MDA information:;

1 Select the MDA object.

2 Do one of thefollowing:

e Double-click the MDA object.
* Right-click the MDA object and click Edit.
« From the Device Manager menu bar, choose Edit > MDA.

* From the Device Manager menu bar, choose Edit > Select All > MDA.

Then choose Edit > MDA.
e On the Device Manager toolbar, click the Edit Selected button.

To open the MDA dialog box:

1 Select the MDA obiject.
2 From the Device Manager menu bar, choose Edit > MDA.
The MDA dialog box open@-igure 37)
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Figure 37 MDA dialog box
s 10.10.40.35 - MDA 10.1

MDAl

Type:
Description:

Refech] ciose| He. |

Table 34 describes the MDA fields.

Table 34 MDA dialog box fields

Field Description

Type This field displays the media type of the MDA, either:
e OC-3 SMF MDA

« 0OC-3 MMF MDA

* 0OC-12 SMF MDA

¢ 0C-12 MMF MDA—rc2kiIx0c12cBaseMM

Description This field displays a description of the MDA, either:
¢ OC-3 SMFMDA—Quad OC-3 SM

¢ 0C-3 MMFMDA—Quad OC-3 MM

¢ 0C-12 SMF MDA—Single Port OC-12 SM

¢ 0C-12 MMF MDA —Single Port OC-12 MM
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Editing power supplies

The Power Supply dialog box provides read-only information about the operating
status of the switch power supplies.

To view the power supply information:

1 Select the power supply object.

2 Do one of thefollowing:

Double-click the power supply object.
Right-click the power supply object and click Edit.
From the Device Manager menu bar, choose Edit > Power Supply.

From the Device Manager menu bar, choose Edit > Select All > Power
Supplies. Then choose Edit > Power Supply.

On the Device Manager toolbar, click the Edit Selected button.

To open the PowerSupply dialog box:

1 Select the power supply object.

2 On the Device Manager menu bar, choose Edit > Power Supply.

The PowerSupply dialog box opeffidgure 38)

Figure 38 PowerSupply dialog box

#1110.10.40.34 - PowerSupply 2

reChasPowerSupplyOperStatus: up

Type: ac
Serialkumber:
HardwareRevisian:
Fartumber:

Bataen omse| Help...|

Table 35describes the Power Supply dialog box fields.
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Table 35 PowerSupply dialog box fields

Field Description

Type This field describes the type of power used— AC or
DC.

SerialNumber This field defines the serial number of the power
supply.

HardwareRevision This field contains the hardware revision number.

PartNumber This field displays the part number of the power supply.

rcChasPowerSupplyOperStatus | This field displays the status of the power supply.

Editing FileSystem
The FileSystem dialog box allows you to copy files and provides information

about flash and PCMCIA files. File copying and fileinformation are all related to
files on the switch CPU module.

Editing copy files
Use the Copy Filetab to copy files to or from the switch CPU modules.

To open the Copy File tab:

« From the Device Manager menu bar, choose Edit > File System.

The FileSystem dialog box opens with the Copy File tab afffiggire 39)
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Figure 39 FileSystem dialog box—Copy File tab

#£110.10.40.34 _ FileSystem

Copy File | Device Info | Flash Files | Pemeia Files |

Source: I

Destination: |

Action: | none ¢ start

Result nane

Appl‘fl Refreshl Clusel Help...l

Table 36 describes the Copy File tab fields.

Table 36 Copy File tab fields

Field Description

Source The name or location of the source file to be copied.
Destination The destination name or location where the file is to be copied.
Action Start or Cancel.

Result The result of the copy operation.

Displaying flash and PCMCIA statistics
Use the Device Info tab to display flash and PCMCIA file statistics.

To open the Device Info tab:

1 From the Device Manager menu bar, choose Edit > File System.
The FileSystem dialog box opens with the Copy File tab active.
2 Click the Device Info tab.
The Device Info tab opens (Figure 40).
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Figure 40 FileSystem dialog box—Device Info tab

#%10.10.40.34 FileSystem

CopyFils Devica Info | Flash Files | PCMOIA Files |

Sloff FlashBytesUsed|FlashBytesFree|FlashMNumFile

=]

PemeiaBytesUsed| PemeiaBytesFree| PemeciaMumFiles| Pomciadction [Resul

5 TE05248 8187904

]

4216832 16705536 5/nane nane

Applvl R

1 row(s)

B8] B] 8] o] |

Table 37 describes the Device Info tab fields.

Table 37 Device Info tab fields

Field Description

Slot This is the slot number of the CPU module.
FlashBytesUsed The number of Flash bytes used.
FlashBytesFree The number of Flash bytes free.

FlashNumFiles

The number of Flash files.

PcmciaBytesUsed

The number of PCMCIA bytes used.

PcmciaBytesFree

The number of PCMCIA bytes free.

PcmciaNumFiles

The number of PCMCIA files.

PcmciaAction

The type of action. None or reset PCMCIA.

Result

The results of the last action taken on the device. The valid values
are none, in progress, success, or fail.

Displaying flash file information

Use the Flash Files tab to display Flash file information.

To open the Flash Files tab:

1 From the Device Manager menu bar, choose Edit > File System.

The FileSystem dialog box opens with the Copy File tab active.
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2 Click the Flash Files tab.
The Flash Files tab opens (Figure 41).

Figure 41 FileSystem dialog box—Flash Files tab

#%10.10.40.34 ! FileSystem

CopyFile | Device Infa Flash Files | PCMCIA Files |

Slo Mame

Date Size

Mashiboot.cfy

SEP-05-2000 16:06:14 f41

Mlashiconfig.ciy

SEP-05-2000 16:05:20 4796

Maghiag0kb1000.ima

JAMN-03-1998 08:01:56 | 631232

ilashiag1e2000.did

JAMN-03-1998 08:01:58 | 236832

SEP-05-2000 160412 GEEYEE

iMaship80a3100_b29.imy|SEP-05-2000 16:04:42 2773586

Maship81e3100_b25.did |SEP-05-2000 16:19:42) 243620

MashipB8Ba_h35 gz

FEB-15-1898 07:48:08 | 2762602

5
5
5
5
S/iMlaship8ib10025.02
5
5
5
5

Mashiag81eREL3100

.dld |SEP-05-2000 16:20:32| 244452

3 row(s)

PEEEEE

Table 38 describes

the Flash Files tab fields.

Table 38 Flash Files tab fields

Field Description

Slot The slot number of the CPU module.

Name The name of the Flash file.

Date The date and time the Flash file was created or modified.
Size The size of the Flash file in bytes.

Displaying PCMCIA file information

Use the PCMCIA Filestab to display PCMCIA file information.

To open the PCMCIA Files tab:

1 From the Device Manager menu bar, choose Edit > File System.

The FileSystem dialog box opens with the Copy File tab active.
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2 Click the PCMCIA Files tab.
The PCMCIA Filestab opens (Figure 42).

Figure 42 FileSystem dialog box—PCMCIA Files tab

= 10.10.40.34 . FileSystem

Copy Fils | Device Infa | Flash Files PCMCIAFiles |

Slo

MNarme

Date

Size

ipcmcialp8Ga_h23.0z

JUN-25-2000 03:13:58

2750010

fpemeialp80h1 212 gz

JUN-25-2000 03:15:28

GEE265

fpcmcialisyslog b

OCT-10-2000 11:23:20

68523

fpemcialpg0b10024.0z

AUG-09-2000 16:05:22

GEEE3E

5
5
5
5
5

fpemciaicanfig.cfg

AUG-09-2000 16:05:34

1522

5 OS]

DEEERE

Table 39 describes the Flash Files tab fields.

Table 39 PCMCIA Files tab fields

Field Description

Slot The slot number of the CPU module.

Name The name of the PCMCIA file.

Date The date and time the PCMCIA file was created or modified.
Size The size of the PCMCIA file in bytes.

Editing ATM and POS

For complete information on using ATM and POS, refer to Configuring Switching
and Routing Operations for the Passport 8000 Series Switch Using Device
Manager Release 5.x.x.
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Graphing chassis statistics

The following sections discuss the different chassis statistics tabsin the Graph
Chassis dialog box with descriptions of the statistics fields.

“Graphing SNMP statistics” on page 103
“Graphing IP statistics” on page 105
“Graphing ICMP In statistics” on page 108
“Graphing ICMP Out statistics” on page 110
“Graphing OSPF statistics” on page 111

All graphing chassis tables have the following buttons: Line Chart, Area Chart,
Bar Chart, Pie Chart, Export Data, Print table, Clear Counter, Close, and Help. To
reset the statistics counters, use the “Clear Counter” button. When you click this
button, all Cumulative, Average, Minimum, Maximum, and LastVal columns are
reset to zero and automatically begin to recalculate statistical data. (Note that the
AbsoluteValue column is NOT cleared.)

To graph chassis statistics:

-» Select the chassis.

e On the shortcut menu, choose Graph.
* From the Device Manager menu bar, choose Graph > Chassis.
e On the Device Manager toolbar, choose the Graph Selected button.

lad
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Graphing SNMP statistics

You can graph statistics for all SNM P packets that enter the chassis from different
interfaces.

To graph SNMP statistics:

1 From the Device Manager Menu bar, choose Graph > Chassis.

The Graph Chassis dialog box opens with the SNMP tab displayed
(Figure 43).

Figure 43 Graph Chassis dialog box—SNMP tab

5 10.125.200.45 - Graph Chassis
SMMP | 1P| 1owP in | 1cmP out| osPF |
Abzolutevalue| Cumulative| Avaragelsec| Minimumisec | Maximumises| Lastvalise
InPkts 201,076 73 0.253 0.071 0.4 0.3
CutPkis 201,119 73 0.253 0.071 0.4 0.3
InTotalRagvars 2471 965 1,161 4017 1.25 f 44
InTotalSetvars a3 0 0 0 0 0
InGetReguests 134014 a8 0.201 0.071 0.3 0.3
InGetMexts 203 i] i] i] i] i]
InSetRequests 39 1 0.003 0 0.1 0
InGetResponses 0 0 0 0 0 0
QutTraps a7 0 0 0 0 0
QuiTooBigs 0 0 0 0 0 0
CutMoSuchMames I i] i] i] i] i]
CutBadvalues 1] a a a a a
CutzenErrs I i] i] i] i] i]
InBadversions 0 0 0 0 0 0
InBadCommunitytlames 0 0 0 0 0 0
InBadCammunityl)sas I i] i] i] i] i]
InASMFParseErrs 1] a a a a a
InTooBigs 0 0 0 0 0 0
InKoSuchMames 0 0 0 0 0 0
InBadvalues 1] a a a a a
InReadCnlys I i] i] i] i] i]
InGenErrs 1] a a a a a
@l@gl Ql@ Clear Cuunterl Clusel Help...l Fall Interval: |1DS 'IDDh:D4m:495
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Table 40 describes the SNMP tab fields.

Table 40 SNMP tab fields

Field Description

InPkts The total number of messages delivered to the SNMP entity
from the transport service.

OutPkts The total number of SNMP messages passed from the
SNMP protocol entity to the transport service.

InTotalReqVars The total number of MIB objects retrieved successfully by the
SNMP protocol entity as the result of receiving valid SNMP
Get-Request and Get-Next PDUs.

InTotalSetVars The total number of MIB objects altered successfully by the
SNMP protocol entity as the result of receiving valid SNMP
Set-Request PDUs.

InGetRequests The total number of SNMP Get-Request PDUs that have
been accepted and processed by the SNMP protocol entity.

InGetNexts The total number of SNMP Get-Next PDUs accepted and
processed by the SNMP protocol entity.

InSetRequests The total number of SNMP Set-Request PDUs accepted and
processed by the SNMP protocol entity.

InGetResponses The total number of SNMP Get-Response PDUs accepted
and processed by the SNMP protocol entity.

OutTraps The total number of SNMP Trap PDUs generated by the
SNMP protocol entity.

OutTooBigs The total number of SNMP PDUs generated by the SNMP
protocol entity for which the value of the error-status field
is tooBig.

OutNoSuchNames The total number of SNMP PDUs generated by the SNMP
protocol entity for which the value of the error-status field
is noSuchName.

OutBadValues The total number of SNMP PDUs which were generated by
the SNMP protocol entity and for which the value of the
error-status field is ‘badValue'.

OutGenErrs The total number of SNMP PDUs generated by the SNMP

protocol entity for which the value of the error-status field is
genErr.

InBadVersions

The total number of SNMP messages delivered to the SNMP
protocol entity for an unsupported SNMP version.
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Table 40 SNMP tab fields (continued)

Field

Description

InBadCommunityNames

The total number of SNMP messages delivered to the SNMP
protocol entity that used an SNMP community name not
known to said entity.

InBadCommunityUses

The total number of SNMP messages delivered to the SNMP
protocol entity that represented an SNMP operation not
allowed by the SNMP community named in the message.

INASNParseErrs

The total number of ASN.1 or BER errors encountered by the
SNMP protocol entity when decoding received SNMP
messages.

InTooBigs

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is tooBig.

InNoSuchNames

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is noSuchName.

InBadValues

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is badValue.

InReadOnlys

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field is
readOnly. It is a protocol error to generate an SNMP PDU
containing the value “readOnly” in the error-status field.
This object is provided to detect incorrect implementations
of the SNMP.

InGenErrs

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is genErr.

Graphing IP statistics

You can graph statistics for all | P packets that enter the chassis from different

interfaces.

To graph | P statistics:

1 From the Device Manager Menu bar, choose Graph > Chassis.
The graphChassis dialog box opens with the SNMP tab displayed.
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2 Click thelP tab.
The IP tab opens (Figure 44).

Figure 44 graphChassis dialog box—IP tab

#-10.10.40.34 - graphChassis

sump. 1P | icuP in] 1cmP out] osPF ]
AbsoluteValue| Cumulative| Averageisec|Minimumizec|Maximumisec| Lastvalizec|
292 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
292 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
33,887 2 0.1 0.1 0111 0.1
755 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
1] 1] 1] 1] 1] 1]
El | ml Ol @l @l Closel Help...| Poll Interval: [10s -] ohom:20s
Table 41 describes the IP tab fields.
Table 41 IP tab fields
Field Description
InReceives The total number of input datagrams received from interfaces,
including those received in error.
InHdrErrors The number of input datagrams discarded due to errors in their IP

headers, including bad checksums, version number mismatch,
other format errors, time-to-live exceeded, errors discovered in
processing their IP options.

InAddrErrors The number of input datagrams discarded because the IP address
in their IP header’s destination field was not a valid address to

be received at this entity. This count includes invalid addresses
(for example, 0.0.0.0) and addresses of unsupported Classes

(for example, Class E). For entities that are not IP Gateways and
therefore do not forward datagrams, this counter includes
datagrams discarded because the destination address was not

a local address.
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Table 41 |P tab fields (continued)

Field

Description

ForwDatagrams

The number of input datagrams for which this entity was not their
final IP destination, as a result of which an attempt was made to find
a route to forward them to that final destination. In entities that do
not act as IP Gateways, this counter will include only those packets
that were Source-Routed by way of this entity and had successful
Source-Route option processing.

InUnknownProtos

The number of locally addressed datagrams received successfully
but discarded because of an unknown or unsupported protocol.

InDiscards

The number of input IP datagrams for which no problems were
encountered to prevent their continued processing but that were
discarded (for example, for lack of buffer space). Note that this
counter does not include any datagrams discarded while awaiting
reassembly.

InDelivers

The total number of input datagrams successfully delivered to IP
user-protocols (including ICMP).

OutRequests

The total number of IP datagrams that local IP user-protocols
(including ICMP) supplied to IP in requests for transmission.
Note that this counter does not include any datagrams counted in
ipForwDatagrams.

OutDiscards

The number of output IP datagrams for which no problem was
encountered to prevent their transmission to their destination, but
that were discarded (for example, for lack of buffer space). Note
that this counter would include datagrams counted in
ipForwDatagrams if any such packets met this (discretionary)
discard criterion.

OutNoRoutes

The number of IP datagrams discarded because no route could be
found to transmit them to their destination. Note that this counter
includes any packets counted in ipForwDatagrams that meet this
no-route criterion. This counter includes any datagrams a host
cannot route because all of its default gateways are down.

FragOKs

The number of IP datagrams that have been successfully
fragmented at this entity.

FragFails

The number of IP datagrams that have been discarded because
they needed to be fragmented at this entity but could not be, for
example, because their Don't Fragment flag was set.

FragCreates

The number of IP datagram fragments that have been generated as
a result of fragmentation at this entity.

ReasmReqds

The number of IP fragments received that needed to be
reassembled at this entity.
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Graphing ICMP In

Table 41 |P tab fields (continued)

Field Description
ReasmOKs The number of IP datagrams successfully reassembled.
ReasmpFails The number of failures detected by the IP reassembly algorithm (for

whatever reason: timed out, errors, and so on). Note that this
number is not necessarily a count of discarded IP fragments
because some algorithms (notably the algorithm in RFC 815) can
lose track of the number of fragments by combining them as they
are received.

statistics

You can graph statistics for all ICMP packets received into the chassis from

different interfaces.

To graph ICMP In statistics:

1 From the Device Manager menu bar, choose Graph > Chassis.

The graphChassis dialog box opens with the SNMP In tab displayed.
2 Click the ICMP In tab.

The ICMP In tab opens (Figure 45).

Figure 45 graphChassis dialog box—ICMP In tab

# 10.10.40.34 - graphChassis

sump | 1P 16MP In | icmP out] ospF ]

Absolutealue| Cumulative| Averagelsec| Minimumisec|Maximumisec| Lastvalisec)

oooloo|loo|=|esolo
oooloo|loooloo|lo
oooloo|loooloo|lo
oooloo|loooloo|lo
oooloo|loo/ooo
oooloo|loo/ooo

@l@lg@@lﬁl Help...| Poll Interval: |10s = | Oh:0mils
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Table 42 describes the ICMP In tab fields.

Table 42 ICMP In tab fields

Field Description

SrcQuenchs The number of ICMP Source Quench messages received.
Redirects The number of ICMP Redirect messages received.

Echos The number of ICMP Echo (request) messages received.
EchoReps The number of ICMP Echo Reply messages received.
Timestamps The number of ICMP Timestamp (request) messages received.
TimestampReps The number of ICMP Timestamp Reply messages received.
AddrMasks The number of ICMP Address Mask Request messages received.
AddrMaskReps The number of ICMP Address Mask Reply messages received.
ParmProbs The number of ICMP Parameter Problem messages received.
DestUnreachs The number of ICMP Destination Unreachable messages received.
TimeExcds The number of ICMP Time Exceeded messages received.
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Graphing ICMP Out statistics

You can graph statistics for all ICMP messages sent.

To graph ICMP Out statistics:

1 From the Device Manager menu bar, choose Graph > Chassis.

The graphChassis dialog box opens with the SNM P Out tab displayed.
2 Click the ICMP Out tab.

The ICMP Out tab opens (Figure 46).

Figure 46 graphChassis—ICMP Out tab

# 10.10.40.34 - graphChassis

stmpe | 1P| 1IoMP In ICMP Out | ospF]|

AbsoluteValue| Cumulative| Averagelsec| Minimumisec|Maximumisec| Lastvalisec|

oooloo|loo| &= oo
oooloo|loooloo|lo
oooloo|loooloo|lo
oooloo|loooloo|lo
oooloo|loo/ooo
oooloo|loo/ooo

@l@lg@@lﬁl Help...| Poll Interval: |10s = | Oh:0mils

Table 43 describes the ICMP Out tab fields.

Table 43 ICMP Out tab fields

Field

Description

SrcQuenchs

The number of ICMP Source Quench messages sent.

Redirects

The number of ICMP Redirect messages received. For a host, this
object will always be zero, because hosts do not send redirects.

Echos

The number of ICMP Echo (request) messages sent.

EchoReps

The number of ICMP Echo Reply messages sent.

Timestamps

The number of ICMP Timestamp (request) messages sent.
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Table 43 ICMP Out tab fields (continued)

Field Description

TimestampReps The number of ICMP Timestamp Reply messages sent.

AddrMasks The number of ICMP Address Mask Request messages sent.

AddrMaskReps The number of ICMP Address Mask Reply messages sent.

ParmProbs The number of ICMP Parameter Problem messages sent.
DestUnreachs The number of ICMP Destination Unreachable messages sent.
TimeExcds The number of ICMP Time Exceeded messages sent.

Graphing OSPF statistics
You can graph statistics for all OSPF packets transmitted by the switch.
To graph OSPF statistics:

1 From the Device Manager menu bar, choose Graph > Chassis.
The graphChassis dialog box opens with the SNMP tab displayed.
2 Click the OSPF tab.
The OSPF tab opens (Figure 47).

Figure 47 graphChassis dialog box—OSPF tab

# 10.10.40.34 - graphChassis

sump | 1P ] icMP in] 1cMP out OSFF |

Absolutevalue| Cumulative| Averagel/sec| Minimumisec| Maximumisec| Lastvalizec|
3 0 0 0 0 0

36,117 1 0.1 0.111 0.111 0.111
33,906 1 0.1 0.111 0.111 0.111

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

3 0 0 0 0 0

36,117 1 0.1 0.111 0.111 0.111
36,116 1 0.1 0.111 0.111 0.111

ailL 0 0 0 0 1] 1]
0 0

0 0 0 0
@l@lg@@ﬂﬂl Pall Interval: IS =] 0h:0m:10s
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Table 44 describes the OSPF tab fields.

Table 44 OSPF tab fields

Field Description

LsdbTblSize The number of entries in the link state database table.

TxPackets The number of packets transmitted by OSPF.

RxPackets The number of packets received by OSPF.

TxDropPackets The number of packets dropped before being transmitted by OSPF.
RxDropPackets The number of packets dropped before they are received by OSPF.
RxBadPackets The number of packets received by OSPF that are bad.

SpfRuns The number of SPF calculations performed by OSPF.

BuffersAllocated

The number of buffers allocated for OSPF.

BuffersFreed

The number of buffers freed by OSPF.

BufferAllocFailures

The number of times that OSPF has failed to allocate buffers.

BufferFreeFailures

The number of times that OSPF has failed to free buffers.
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Chapter 4

Port configuration and graphing

This chapter describes editing and graphing layer 2 port functions on a Passport
8000 Series switch and contains the following topics:

Configuring a por{page 113

Graphing port statisticgpage 130

Graphing RMON statisticpage 14)
Graphing RMON History statistigpage 143
Graphing DCHP statistigpage 14%

Configuring a port

This section describes the following topics:

Editing ports

Setting a basic configuration

Defining primary and backup connectors
Configuring VLANs

Configuring spanning tree groups
Configuring MAC learning parameters
Setting rate limits

Testing ports

Performing an external loopback test
Performing an internal loopback test
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Editing ports

To edit asingle port or multiple ports:

1 Select the port or ports you want to edit.

2 Do one of the following:

Double-click a port.

Right-click a port. On the shortcut menu, choose Edit.

From the Device Manager menu bar, choose Edit > Port.

On the Device Manager toolbar, choose the Edit Selected button.

[i=i]

Note: When you edit a single port, dialog boxes and tabs that are not
applicable are not available for selection.

When you edit multiple ports, some options are not available, and other
options appear to be available even though the dialog box or tab is not
applicable. When a dialog box or tab does not apply for a given port,
NoSuchObiject is displayed.

Setting a basic configuration

You can set options for a basic port configuration through the Interface tab in the
Port dialog boxEigure 49.

Note: Additional tabs and screen entries for module-specific functions
appear when applicable. For example, on the Interface dialog box for a
port, tabs for layer 3 (routing) functions would appear if Device Manager
were accessing a Passport 8600 module.

To set a basic configuration:

1 On the device view, select a port or multiple ports.
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2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed (Figure 48).

Figure 48 Port dialog box—Interface tab

#410.10.40.35 Pyt 142 =

Interfsce | wLan | 5T6 | MAC Leaming | Rate Limiting | Test] 1P address | arp | oHoe| ovwre | 16w | ogpr | RiP| vRRP

Index: 65
Name:l
Descr: 10/ 00BageTx Port 1/2
Type: re100BaseTH
fftu: 1950
PhysAddress: 00:04:dc:B7:68:01
WendorDescr:

AdminStatus: & up © down C testing

OperStatus: down
LastChange: 1 day, 14h:33m:1s

LinkTrap: & enabled  disabled

AutoMegaotiate: & true € false

A im0 falh €0 full
OperDuplex: half

SdminSpeedi & mbpedi € mbned

OperSpeed: 0

GosLeval: ‘(‘ leveld & levell O lewel? O leveld € leveld © levels © levels  levelT

[~ DiffServEnahle

DiffSenType: ‘(‘ none € access O care

hiltid: O
Locked: false

[~ UnknownMacDiscard

V| SiractEroadcastEhape

Result none

SRl Hefresth\Dse Help |

Note: The 10/100BASE-TX ports may not autonegotiate correctly with
older 10/100BASE-TX equipment. In some cases, the older devices can
be upgraded with new firmware or driver revisions. If an upgrade does
not allow autonegotiation to correctly identify the link speed and duplex
settings, the settings can be manually configured for the link in question.
Check the Nortel Networks Web site (nortelnetworks.com) for the latest
compatibility information.
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Table 45 describes the Interface tab fields.

Table 45 Interface tab fields

Field

Description

Index

A unique value assigned to each interface. The value ranges
between 64 and 511.

Name

The name given to the port.

Descr

The port type of this interface.

Type

The media type of this interface.

Mtu

The size of the largest packet, in octets, that can be sent/
received on the interface.

PhysAddress

The MAC address assigned to a particular interface.

VendorDescr

The name of the interface chipset. (May not apply to all port
types.)

AdminStatus

One of the following states:

L[] up
e down
e testing

When a managed system initializes, all interfaces start with
AdminStatus in the up state. As a result of either explicit
management action or per configuration information retained
by the managed system, AdminStatus is then changed to
either the down or the testing state (or remains in the down
state). The testing state indicates that no operational packets
can be passed.

OperStatus

The current operational state of the interface. One of the
following states:

3 up
e down
e testing

The testing state indicates that no operational packets can be
passed. If AdminStatus is down, then OperStatus should be
down. If AdminStatus is changed to up, then OperStatus
should change to up if the interface is ready to transmit and
receive network traffic. It should remain in the down state if
and only if there is a fault that prevents it from going to the up
state.
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Table 45 Interface tab fields (continued)

Field Description

LastChange The value of sysUpTime at the time the interface entered its
current operational state. If the current state was entered prior
to the last reinitialization of the local network management
subsystem, the value is zero.

LinkTrap Indicates whether or not link Up/link Down traps should be
generated for this interface.

AutoNegotiate Indicates whether this port is enabled for autonegotiations or
not (only 10/100BASE ports).

AdminDuplex Indicates the port’s current duplex value (half-duplex or
full-duplex mode).

OperDuplex The current operational duplex mode of the port (half or full).

AdminSpeed Indicates the port’s speed (10 Mb/s or 100 Mb/s).

OperSpeed The current operating speed of the port.

QosLevel Quality of service level.

DiffServEnable Used to enable differentiated services on this port.

DiffServType Sets the type of differentiated service to none, access or core.

Mitid The MultiLink Trunk to which the port is assigned (if any).

Locked Indicates whether or not the port is locked. When locked, the

port configuration cannot be changed. To lock or unlock a port,
select Edit > Security > Port Lock.

UnknownMacDiscard

If rcUnknownMacDiscard is set to True, then a packet with an
unknown source MAC address is dropped on that port, and
other ports then will discard any packets with this MAC
address in the destination field. For example, suppose
11:22:33:44:55:66 is an unknown source MAC. Packets with
source MAC 11:22:33:44:55 coming from this port are
discarded; furthermore, packets with destination MAC
11:22:33:44:55:66 coming from other ports are also discarded,
unless this address is later learned on another port or the
restriction ages out.

DirectBroadcastEnable

Used to indicate whether this interface should forward direct
broadcast traffic.
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Table 45 Interface tab fields (continued)

Field Description
Action One of the following port-related actions:
e none

¢ flushMacFdb—flush MAC forwarding table for port
e flushArp—flush ARP table for port

e flushlp—flush IP route table for port

e flushAll—flush all tables for port

e triggerRipUpdate—manually update the RIP table

Result The result of port-related actions.

Defining primary and backup connectors

If you have ports with redundant connectors, a Dual tab appears. This tab alows
you to define which of the connectors is the Primary connector.

To open the Dual tab:

1 Onthedeviceview, select a port or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the Dud tab.
The Dual tab opens (Figure 49).

Figure 49 Port dialog box—Dual tab
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Table 46 describes the Port Dual tab fields.

Table 46 Dual tab fields

Field Description

PrimaryConnector Indicates which connector to use as the active connector
on the port the next time that the port is placed into the
ifAdminStatus=up.

ActiveConnector Indicates which connector is currently the active connector.
Only one connector can be active at any time.

BackupConnectorStatus Indicates the status of the link attached to the backup
(nonactive) connector.

Configuring VLANSs

You can configure VLANS to tag or untag discarded frames for a port.
To configure VLANS:

1 Onthedeviceview, select a port or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the VLAN tab.
The VLAN tab opens (Figure 50).

Figure 50 Port dialog box—VLAN tab
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Table 47 describes the VLAN tab fields.

Table 47 VLAN tab fields

Field Description

Index

PerformTagging Enable or disable the port on the current VLAN to perform
tagging on the incoming and outgoing traffic.

VlanNames This field is used to identify which VLANS this port is

assigned. Each VLAN ID is stored as a two octet value. The
first octet in the pair holds bits 15-8 of the VLAN ID, the
second octet holds bits 7-0 of the VLAN ID.

DiscardTaggedFrames This flag is used to determine how to process tagged frames
received on this access port. When the flag is set, these
frames are discarded by the forwarding process. When the
flag is reset, these frames are processed normally.

DiscardUntaggedFrames | This flag is used to determine how to process untagged
frames received on this tagged port. When the flag is set,
these frames are discarded by the forwarding process. When
the flag is reset, these frames are assigned to the VLAN
specified by the DefaultVianld.

DefaultVianid The VLAN ID assigned to untagged frames.

Configuring spanning tree groups

You can configure a port’s spanning tree parameters through the STG (Spanning
Tree Group) tab in the Port dialog box.

Note: When you edit multiple ports, the spanning tree options are not
=>| displayed.

To configure a spanning tree group:

1 On the device view, select a port.
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Figure 51 Port dialog box—STG tab

2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed.
3 Click the STG tab.
The STG tab opens (Figure 51).

% 10.125.200.44 - Port 1/12

interface | YLAN STG | MAC Learing| Rate Limiting | Test| 1P address | are| oHee | ovirr | 16wP | ospF| RiP| P

Stold| Priority

State |EnahleSip

FastStart

FathCost DesignatedRoot CesighatedCost CesighatedBridge

1 128

digabled |true

falze

100 80:00:00:00:81:c1:36:598 201 |80:00:00:80:2d:39:d0:01

1 rowis)

o [reen] T B ] @] e

< |

| P | pom| vrre|

1e DesignatedPort Fur\p\rardTransitiDnslChangeDetectiUn
10:01 |50:4h 0

]

Table 48 describes the STG tab fields.

Table 48 STG tab fields

Field Description

StglD The spanning tree group ID.

Priority The value of the priority field that is contained in the first
(in network byte order) octet of the (2-octet long) Port ID.
The other octet of the Port ID is given by the value of
dotldStpPort.

State The port's current state as defined by application of the Spanning

Tree Protocol. This state controls what action a port takes on
reception of a frame. If the bridge has detected a port that is
malfunctioning, it will place that port into the broken state.

For ports that are disabled (see EnableStp), this object will have
a value of disabled.
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Table 48 STG tab fields (continued)

Field Description

EnableStp The enabled/disabled spanning tree status of the port, which will
affect only the operation of the Spanning Tree Protocol on the
port. Disabling STP at the spanning tree group will take
precedence over what is configured here.

FastStart When FastStart is true, the port is enabled in the Forwarding
state upon being enabled. If the port receives a spanning tree
BPDU, the port will start normal STP negotiations.

PathCost The contribution of this port to the cost of paths toward the
spanning tree root, which include this port. The IEEE
802.1D-1990 standard recommends that the default value of this
parameter be in inverse proportion to the speed of the attached
LAN.

DesignatedRoot The unique Bridge Identifier of the bridge recorded as the Root in
the Configuration BPDUs transmitted by the Designated Bridge
for the segment to which the port is attached.

DesignatedCost The path cost of the Designated Port of the segment connected
to this port. This value is compared to the Root Path Cost field in
received bridge PDUs.

DesignatedBridge The Bridge Identifier of the bridge that this port considers to be
the Designated Bridge for this port’'s segment.

DesignatedPort The Port Identifier of the port on the Designated Bridge for this
port’s segment.

ForwardTransitions The number of times this port has transitioned from the Learning
state to the Forwarding state.

ChangeDetection If this field is disabled, topology change notifications are not sent
for the port.

Configuring MAC learning parameters

You can configure the MAC learning parameters to control high-security
environmentsthat restrict access to the network. Thisfeature is based on the layer
2 media access control (MAC) address of the network devices connected to the
Passport switch.

To configure the MAC learning parameters:

1 Onthedeviceview, select a port or multiple ports.
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2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the MAC Learning tab.
The MAC Learning tab opens (Figure 52).

Figure 52 Port dialog box—MAC Learning tab

#110.10.40.34 - Part 741

interface| 5TG MAC Leaming | Rate Limiting | Test]|

[ AutoLearnEnable

Autol earndode: [ aneShot € continuous |

AutoLearnTahbleode: |* unlock © lock

Logiolations: ‘(" disahle % enahle |

SendTrap: | disable ¢ enahle |

DisablePort: | disable ¢ enahble |

Maccounthdamx |2EI=18 0.2048

MacCountCur: 0

Appl\;‘l Refresh Clusel Help...l

Table 49 describes the MAC Learning tab fields.

Table 49 MAC Learning tab fields

Field Description

AutoLearnEnable Sets the port to autolearn addresses for the allowed MAC
table.

AutoLearnMode Sets the autolearn mode on the port for populating the
allowed MAC table.

AutoLearnTableMode Sets the allowed MAC table to current state. When locked,
no new MAC addresses will be learned.
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Table 49 MAC Learning tab fields (continued)

Field

Description

LogViolations

Enables the system to create a system log entry when a
disallowed MAC address attempts to send traffic through the
selected port.

SendTrap

Enables the system to send an SNMP trap when a
disallowed MAC address attempts to send traffic through the
selected port.

DisablePort

Enables the system to administratively down the port when a
disallowed MAC address attempts to send traffic. To bring
the port back up, the administrator must manually enable
the selected port or reboot the system. Choosing enable

in this field automatically disables the selected port when

an intrusion occurs.

MacCountMax

This variable represents the maximum number of MAC
addresses that can be added to a port.

MacCountCur

This variable represents the current number of MAC
addresses that have been added to a port.

Setting rate limits

You can set the rate limit of broadcast or multicast packets for a port.

To set the rate limit:

1 Onthedeviceview, select a port or multiple ports.

2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed.
3 Click the Rate Limiting tab.
The Rate Limiting tab opens (Figure 53).
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Figure 53 Port dialog box—Rate Limiting tab
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Table 50 describes the Rate Limiting tab fields.

Table 50 Rate Limiting tab fields

Field Description
Index The port number.
TrafficType The type of traffic being rate limited—either broadcast or

multicast traffic.

AllowedRatePps

This variable is the allowed traffic rate limit for the port.

For Passport 8100 Switch switches, 1.. 25 sets the limit in
a percentage of the total bandwidth on the port between
1% and 25%.

For Passport 8600 Switch switches, 1... 65535 sets the
limit in packets per second.

Enable

Enable or disable rate limiting.

Testing ports

A DRAM memory test and an internal loopback test are run during the automatic
boot sequence. However, you can also run external and internal loopback tests on

the port.

Note: You can run only one loopback test at atime. You must stop a
=>| loopback test before you start one on another port.

To open the Test tab:

1 Onthedeviceview, select aport or multiple ports.
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2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the Test tab.
The Test tab opens (Figure 54).

Figure 54 Port dialog box—Test tab
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Table 51 on page 129 describes the Test tab fields.

Performing an external loopback test

An external loopback test uses aloopback connector connected to the port to loop
data back to the same port.

Note: For information about performing F5 loopback testing,$g8g
=»| the Passport 8672ATME Module.

= | Note: You must supply the loopback connector.

To perform an external loopback test on a port:

1 Pluginan externa loopback connector.
2 From the Device Manager menu bar, choose Edit >Port.
The Port dialog box opens with the Interface tab displayed (Figure 55).
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3 Set AutoNegotiate to false.
4 Set Admin Duplex to full.

Figure 55 Interface tab
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5 Click the Test tab.
The Test tab opens (Figure 56).

Figure 56 Test tab
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6 Click Ext. Loopback.

Let the test run for several seconds.

7 Click Stop to stop the test.

Theresult, Fail or Success, is shown along with packet counts.
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Performing an internal loopback test

During an internal loopback test, packets are looped back at the PHY device. No
connector is needed, asin the external loopback test, and you can run the test with
or without another device attached to the test port.

To perform an internal loopback test on a port:

1 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.

Set AdminStatus to testing.
3 Click the Test tab.
The Test tab opens (Figure 56).

4 Click Int. Loopback.
L et the test run for several seconds.

5 Click Stop to stop the test.

The result, Fail or Success, is shown along with packet counts.

Table 51 describes the Test tab fields.
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Table 51 Test tab fields

Field Description

Result The result of the most recently run (or current) test:
* None
e Success

¢ InProgress

« NotSupported
e unAbleToRun
* Aborted

e Failed

The code contains more specific information on the test result
(for example, an error code after a failed test):

* NoReceive (timeout on a send)

» BadSeq (packets received out of sequence)
« BadLen (packet length mismatch)

- BadData (packet data mismatch)

This object contains a code which contains more specific
information on the test results, for example an error-code after a
failed test. Error codes and other values this object may take are
specific to the type of interface and/or test. The value may have
the semantics of either the Autonomous Type or InstancePointer
textual conventions as defined in RFC 1443. The identifier:
testCodeUnknown OBJECT IDENTIFIER ::={0 0} is defined for

Code use if no additional result code is available.

The number of iterations of the loopback test completed
PassCount successfully.
FailCount The number of iterations of the loopback test failed.

Configuring routing operations

The following tabsin the Port dialog box are used for layer 3 routing and are
discussed in Configuring Switching and Routing Operations for the Passport
8000 Series Switch Using Device Manager Release 5.x.x:

 |P Address tab
« ARPtab
« DHCP tab
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+ DVMRP tab
* IGMP tab

* OSPF tab

* RIPtab

* VRRP tab

Note: This information applies to Passport 8600 modules only.

Graphing port statistics

The following sections discuss the different port statistics tabs in the Graph Port
dialog box with descriptions of the statistics fields.

All graphing port tables have the following buttons: Line Chart, Area Chart, Bar
Chart, Pie Chart, Export Data, Print table, Clear Counter, Close, and Help. To
reset the statistics counters, use the “Clear Counter” button. When you click this
button, all Cumulative, Average, Minimum, Maximum, and LastVal columns are
reset to zero and automatically begin to recalculate statistical data. (Note that the
AbsoluteValue column is NOT cleared.)

Note: Some statistics are available only when you graph a single port.

To graph port statistics for a single or multiple ports:

1 Select the port or ports you want to graph.
2 Do one of the following:

» Right-click a port or ports. On the shortcut menu, choose Graph
e From the Device Manager menu bar, choose Graph > Port.
* On the Device Manager toolbar, click the Graph Selected button.

|
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Graphing interface statistics

Use the Graph Interface tab to graph interface statistics.

To graph interface statistics:

1 Onthedeviceview, select a port or multiple ports.

2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed (Figure 57).

Figure 57 graphPort dialog box—Interface tab
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Table 52 describes the Interface tab fields in the graphPort dialog box.
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Table 52 Interface tab fields

Field

Description

InOctets

The total number of octets received on the interface, including
framing characters.

OutOctets

The total number of octets transmitted out of the interface,
including framing characters.

InUcastPkts

The number of packets delivered by this sublayer to a higher
sublayer that were not addressed to a multicast or broadcast
address at this sublayer.

OutUcastPkts

The number of packets that higher-level protocols requested be
transmitted that were not addressed to a multicast address at this
sublayer.This total number includes those packets discarded or not
sent.

InMulticastPkts

The number of packets delivered by this sublayer to a higher
sublayer that were addressed to a multicast address at this
sublayer. For a MAC layer protocol, this number includes both
Group and Functional addresses.

OutMulticastPkts

The total number of packets that higher-level protocols requested
be transmitted, and that were addressed to a multicast address at
this sublayer, including those that were discarded or not sent. For a
MAC layer protocol, this number includes both Group and
Functional addresses.

InBroadcastPkts

The number of packets delivered by this sublayer to a higher
sublayer that were addressed to a broadcast address at this
sublayer.

OutBroadcastPkts

The total number of packets that higher-level protocols requested
be transmitted, and that were addressed to a broadcast address at
this sublayer, including those that were discarded or not sent.

InDiscards

The number of inbound packets that were discarded because of
frames with errors or invalid frames or, in some cases, to fill up
buffer space.

InErrors

For packet-oriented interfaces, the number of inbound packets
that contained errors preventing them from being deliverable

to a higher-layer protocol. For character-oriented or fixed-length
interfaces, the number of inbound transmission units that
contained errors preventing them from being deliverable

to a higher-layer protocol.
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Table 52 Interface tab fields (continued)

Field

Description

InUnknownProtos

For packet-oriented interfaces, the number of packets received
via the interface that were discarded because of an unknown or
unsupported protocol. For character-oriented or fixed-length
interfaces that support protocol multiplexing, the number of
transmission units received via the interface that were discarded
because of an unknown or unsupported protocol. For any interface
that does not support protocol multiplexing, this counter will always
be 0.

InFlowCtrlPkts

The total number of flow control packets received by this interface.

OutFlowCtrlPkts

The total number of flow control packets transmitted by this
interface.

NumStateTransition

The number of times the port went in and out of service; the
number of state transitions from up to down.

Graphing Ethernet error statistics

Use the Ethernet Errors tab to graph Ethernet error statistics.

To graph Ethernet Error statistics:

1 Onthedeviceview, select a port or multiple ports.

2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
3 Click the Ethernet Errors tab.
The Ethernet Errors tab opens (Figure 58).
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Figure 58 graphPort dialog box—Ethernet Errors tab
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Table 53 describes the Ethernet Errorstab fields.
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Table 53 Ethernet Errors tab fields

Field Description

AlignmentErrors A count of frames received on a particular interface that are
not an integral number of octets in length and do not pass the
FCS check. The count represented by an instance of this
object is incremented when the alignmentError status is
returned by the MAC service to the LLC (or other MAC user).
Received frames for which multiple error conditions obtain
are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error
status presented to the LLC.

FCSErrors A count of frames received on a particular interface that are
an integral number of octets in length but do not pass the
FCS check. The count represented by an instance of this
object is incremented when the frameCheckError status is
returned by the MAC service to the LLC (or other MAC user).
Received frames for which multiple error conditions obtained
are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error
status presented to the LLC.

InternalMacTransmitErrors | A count of frames for which transmission on a particular
interface fails due to an internal MAC sublayer transmit
error. A frame is only counted by an instance of this
object if it is not counted by the corresponding instance
of either the dot3StatsLateCollisions object, the
dot3StatsExcessiveCollisions object, or the
dot3StatsCarrierSenseErrors object. The precise meaning
of the count represented by an instance of this object is
implementation specific. In particular, an instance of this
object may represent a count of transmission errors on a
particular interface that are not otherwise counted.

InternalMacReceiveErrors | A count of frames for which reception on a particular
interface fails due to an internal MAC sublayer receive

error. A frame is only counted by an instance of this object

if it is not counted by the corresponding instance of

either the dot3StatsFrameToolLongs object, the
dot3StatsAlignmentErrors object, or the dot3StatsFCSErrors
object. The precise meaning of the count represented by

an instance of this object is implementation specific. In
particular, an instance of this object may represent a count of
receive errors on a particular interface that are not otherwise
counted.
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Table 53 Ethernet Errors tab fields (continued)

Field

Description

CarrierSenseErrors

The number of times that the carrier sense condition was lost
or never asserted when attempting to transmit a frame on a
particular interface. The count represented by an instance of
this object is incremented at most once per transmission
attempt, even if the carrier sense condition fluctuates during
a transmission attempt.

FrameToolongs

A count of frames received on a particular interface that
exceed the maximum permitted frame size. The count
represented by an instance of this object is incremented
when the frameToolLong status is returned by the MAC
service to the LLC (or other MAC user). Received frames for
which multiple error conditions obtained are, according to the
conventions of IEEE 802.3 Layer Management, counted
exclusively according to the error status presented to the
LLC.

SQETestErrors

A count of times that the SQE TEST ERROR message is
generated by the PLS sublayer for a particular interface. The
SQE TEST ERROR message is defined in section 7.2.2.2.4
of ANSI/IEEE 802.3-1985 and its generation described in
section 7.2.4.6 of the same document.

DeferredTransmissions

A count of frames for which the first transmission attempt on
a particular interface is delayed because the medium is busy.
The count represented by an instance of this object does not
include frames involved in collisions.

SingleCollisionFrames

A count of successfully transmitted frames on a particular
interface for which transmission is inhibited by exactly one
collision. A frame that is counted by an instance of this object
is also counted by the corresponding instance of either the
ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts,
objects and is not counted by the corresponding instance

of the dot3StatsMultipleCollisionFrames object.

MultipleCollisionFrames

A count of successfully transmitted frames on a particular
interface for which transmission is inhibited by more than one
collision. A frame that is counted by an instance of this object
is also counted by the corresponding instance of either the
ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts,
objects and is not counted by the corresponding instance

of the dot3StatsSingleCollisionFrames object.

LateCollisions

The number of times that a collision is detected on a
particular interface later than 512 bit-times into the
transmission of a packet; 512 corresponds to 51.2
microseconds on a 10 Mb/s system. A (late) collision included
in a count represented by an instance of this object is also
considered as a (generic) collision for purposes of other
collision-related statistics.
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Table 53 Ethernet Errors tab fields (continued)

Field Description

ExcessiveCollisions A count of frames for which transmission on a particular
interface fails due to excessive collisions.

FrameTooShorts The total number of frames that are too short that were
encountered on this interface.

LinkFailures The total number of link failures encountered on this
interface.

PacketErrors The total number of packet errors encountered on this
interface.

CarrierErrors The total number of carrier errors encountered on this
interface.

LinklnactiveErrors The total number of link inactive errors encountered on this
interface.

Graphing bridging statistics
Use the Bridging tab to graph port bridging statistics.
To graph Bridging statistics:
1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Graph > Port.
The graphPort dialog box opens with the Interface tab displayed.

3 Click the Bridging tab.
The graphPort dialog box opens with the Bridging tab displayed (Figure 59).
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Figure 59 graphPort dialog box—Bridging tab
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Table 54 describes the Bridging tab fields.

Table 54 Bridging tab fields

Field Description

InUnicastFrames The total number of incoming unicast frames bridged.
InMulticastFrames The total number of incoming multicast frames bridged.
InBroadcastFrames The total number of incoming broadcast frames bridged.
InDiscards The total number of frames discarded by the bridging entity.
OutUnicastFrames The total number of outgoing unicast frames bridged.
OutMulticastFrames The total number of outgoing multicast frames bridged.
OutBroadcastFrames The total number of outgoing broadcast frames bridged.

Graphing spanning tree statistics
Use the Spanning Tree tab to graph port spanning tree statistics.
To graph spanning tree statistics:

1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
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3 Click the Spanning Tree tab.
The graphPort dialog box opens with the Spanning Tree tab displayed
(Figure 60).
Figure 60 graphPort dialog box—Spanning Tree tab
% 10.10.40.34 | - graphPort 2/3
Interface | Ethernst Errors | Bridging Spanning Tres | Routing|
Absolutealue | Cumulative | Averadelsec | Minirmumises | Maximumises | Lastvalisec
InConfigBpdus 0 0 ] 0 0 0
InTenBpdus 0 1] 0 0 0
InBadBpdus 0 0 ] 0 ] 0
OutConfigBpdus 0 0 a 0 i 0
QufTenBpdus 0 0 a 0 0 0
@@l T @@l Closel Help...l FollInterval: [10s_+] Oh:0m:30s
Table 55 describes the Spanning Tree tab fields.
Table 55 Spanning Tree tab fields
Field Description
InConfigBpdus The number of Config BPDUSs received.
InTcnBpdus The number of Topology Change Notification BPDUs received.
InBadBpdus The number of unknown or malformed BPDUSs received.
OutConfigBpdus The number of Config BPDUs transmitted.
OutTcnBpdus The number of Topology Change Notification BPDUs
transmitted.

Graphing unicast and multicast traffic statistics

Use the Routing tab to graph port routing statistics.
To graph unicast and multicast traffic statistics:

1 Onthedeviceview, select a port or multiple ports.
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2 From the Device Manager menu bar, choose Graph > Port.
The graphPort dialog box opens with the Interface tab displayed.
3 Click the Routing tab.
The graphPort dialog box opens with the Routing tab displayed (Figure 61).
4 Sdlect the statistic(s) you want to graph.
5 Inthe Poll Interval box, select the polling interval.
6 Click the Graph button (bar, pie, chart, line).

Figure 61 graphPort dialog box—Routing tab
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Table 56 describes the Routing tab fields.
Table 56 Routing tab fields
Field Description
InUnicastFrames The total number of incoming unicast frames routed.
InMulticastFrames The total number of incoming multicast frames routed.
InDiscards The total number of frames discarded by the routing
entity.
OutUnicastFrames The total number of outgoing unicast frames routed.
OutMulticastFrames The total number of outgoing multicast frames routed.
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Graphing RMON statistics

Use the following procedure to enable RMON globally, enable Rmon Statson a
selected port, and use the RMON tab to graph RMON statistics.

To graph RMON statistics for asingle port or multiple ports:

From the Device Manager menu bar, choose RMON > Options.
Click Enable.

Click Apply and then Close.

Right click on the port you want to graph.

Select Enable Rmon Stats.

> 01~ WN -

From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
7 Click the RMON tab.

The RMON tab opens (Figure 62).

Figure 62 graphPort dialog box—RMON tab
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Table 57 describes the fields in the RMON tab.
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Table 57 RMON tab fields

Field Description

Octets The total number of octets of data (including those in bad packets) received on
the network (excluding framing bits but including FCS octets). You can use this
object as a reasonable estimate of Ethernet utilization. For greater precision,
sample the etherStatsPkts and etherStatsOctets objects before and after a
common interval.

Packets The total number of packets (including bad packets, broadcast packets, and
multicast packets) received.

BroadcastPkts The total number of good packets received that were directed to the broadcast
address. Note that this number does not include multicast packets.

MulticastPkts The total number of good packets received that were directed to the multicast

address. Note that this number does not include packets directed to the
broadcast address.

CRCAlignErrors

The total number of packets received that had a length (excluding framing bits
but including FCS octets) of between 64 and 1518 octets inclusive, but had
either a bad Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment Error).

UndersizePkts

The total number of packets received that were less than 64 octets long
(excluding framing bits but including FCS octets) and were otherwise well
formed.

OversizePkts

The total number of packets received that were more than 1518 octets long
(excluding framing bits but including FCS octets) and were otherwise well
formed.

Fragments The total number of packets received that were less than 64 octets long
(excluding framing bits but including FCS octets) and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad
FCS with a nonintegral number of octets (Alignment Error). It is entirely normal
for etherStatsFragments to increment because it counts both runts (which are
normal occurrences due to collisions) and noise hits.

Collisions The best estimate of the total number of collisions on this Ethernet segment.

Cumulative The total count since the statistics tab was first opened. The elapsed time for the
cumulative counter is displayed at the bottom of the graph dialog box.

Average The cumulative count divided by the cumulative elapsed time.

Minimum The minimum average for the counter for a given polling interval over the
cumulative elapsed time.

Maximum The maximum average for the counter for a given polling interval over the
cumulative elapsed time.

Last value The average for the counter over the last polling interval.
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Graphing RMON History statistics

To graph RMON History statistics for asingle port or multiple ports:
1 If you haven't already done so, enable RMON by choosing RMON > Options
from the Device Manager menu bar.
Right click on the port you want to graph.
Select Enable Rmon History.
From the Device Manager menu bar, choose Graph > Port.
The graphPort dialog box opens with the Interface tab displayed.
5 Click the RMON History tab.
The RMON History tab oper(§igure 63)

Figure 63 graphPort dialog box—RMON History tab
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Caollisions 0 0 0 0 0 0 0 0 0 0 0
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|
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Table 58 describes the fields in the RMON History tab.
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Table 58 RMON History tab fields

Field

Description

Samplelndex

Uniquely identifies a specific etherStats entry. The value range is 1 to 65535.

Utilization

If greater precision is required, you should sample the etherStstsPkts and
etherStatsOctets objects before and after a common interval. The differences in
the sampled values are Pkts and Octets, respectively. The number of seconds
in the interval is Interval. These values are used to calculate the utilization as
follows:

Pkts x (9.6 +6.4) + (Octets x 0.8)

Utilization = Interval x 10000

The result of this equation is the value Utilization, which is the percent utilization
of the Ethernet segment on a scale of 0 to 100 percent.

Octets

The total number of octets of data (including those in bad packets) received on
the network (excluding framing bits but including FCS octets). You can use this
object as a reasonable estimate of Ethernet utilization. For greater precision,
sample the etherStatsPkts and etherStatsOctets objects before and after a
common interval.

Packets

The total number of packets (including bad packets, broadcast packets, and
multicast packets) received.

BroadcastPkts

The total number of good packets received that were directed to the broadcast
address. Note that this number does not include multicast packets.

MulticastPkts

The total number of good packets received that were directed to a multicast
address. Note that this number does not include packets directed to the
broadcast address.

DropEvents

The total number of events in which packets were dropped by the probe due to
lack of resources during this interval. Note that this number is not necessarily
the number of packets dropped, it is just the number of times this condition has
been detected.

CRCAlignErrors

The total number of packets received that had a length (excluding framing bits,
but including FCS octets) of between 64 and 1518 octets, inclusive, but had
either a bad Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment Error).

UndersizePkts

The total number of packets received that were less than 64 octets long
(excluding framing bits but including FCS octets) and were otherwise well
formed.

OversizePkts

The total number of packets received that were longer than 1518 octets
(excluding framing bits but including FCS octets) and were otherwise well
formed.
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Table 58 RMON History tab fields (continued)

Field Description

Fragments The total number of packets received that were less than 64 octets in length
(excluding framing bits but including FCS octets) and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad
FCS with a nonintegral number of octets (Alignment Error). It is entirely normal
for etherStatsFragments to increment because it counts both runts (which are
normal occurrences due to collisions) and noise hits.

Collisions The best estimate of the total number of collisions on this Ethernet segment.

Graphing DCHP statistics

To graph DHCP statistics for a single port or multiple ports:

1 Onthedevice view, select aport or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the DHCP tab.
The DHCP tab opens (Figure 64).

Figure 64 Port dialog box—DHCP tab

£1014n 27 14 - Port 4/29
10.10.40.34
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MaxHop:I 1.16
MinSec:I 0.65535

Mode: |(" bootp ¢ dhep both|

[ AlwaysBroadecast

Apph'l

Click Enable to select the DHCP option.
Click Apply and then Close.
From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
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7 Click the DHCP tab.

The DHCP tab opens (Figure 65).

Figure 65 graphPort dialog box—DHCP tab
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Table 59 describes the fields in the DHCP tab.

Table 59 DHCP tab fields

Field Description

NumRequests The total number of DHCP and/or BootP requests seen on
this interface.

NumReplies The total number of DHCP and/or BootP replies seen on this

interface.

Graphing OSPF statistics

1
2

To graph OSPF statistics for asingle port or multiple ports:

On the device view, select a port or multiple ports.

From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.

Click the OSPF tab.

The OSPF tab opens (Figure 66).
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Figure 66 graphPort dialog box—OSFP tab
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Table 60 describes the OSPF tab fields.

Table 60 OSPF tab fields

Field

Description

VersionMismatches

The number of version mismatches received by this interface.

AreaMismatches

The number of area mismatches received by this interface.

AuthTypeMismatches

The number of authentication type mismatches received by
this interface.

AuthFailures

The number of authentication failures.

NetmaskMismatches

The number of net mask mismatches received by this
interface.

HellolntervalMismatches

The number of hello interval mismatches received by this
interface.

DeadIntervalMismatches

The number of dead interval mismatches received by this
interface.

OptionMismatches

The number of option mismatches in the Hello interval or
Dead interval fields received by this interface.
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Table 60 OSPF tab fields (continued)

Field Description

RxHellos The number of hello packets received by this interface.

RxDBDescrs The number of database descriptor packets received by this
interface.

RxLSUpdates The number of link state update packets received by this
interface.

RxLSReqs The number of link state request packets received by this
interface.

RxLSAcks The number of link state acknowledge packets received by
this interface.

TxHellos The number of hello packets transmitted by this interface.

TxDBDescrs The number of database descriptor packets transmitted by
this interface.

TxLSUpdates The number of link state update packets transmitted by this
interface.

TXLSRegs The number of link state request packets transmitted by this
interface.

TXLSAcks The number of link state acknowledge packets transmitted by

this interface.

Graphing VRRP statistics

To graph VRRP statistics:

1 Onthedeviceview, select aport.

2 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens with the Basic tab displayed.
3 Fromthe VLAN dialog box, Basic tab, select arow and click IP.
The IR, VLAN dialog box opens with the P Address tab displayed.
4  FromtheIPRVLAN diaog box, click VRRP.
From the VRRP tab, select arow and click Graph.
The VRRP Stats tab opens (Figure 67).
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Figure 67 VRRP dialog box—VRRP Stats tab
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6 Sdect the statistics that you want to graph.

7 Click Graph.

Table 61 describes the fields in the VRRP Stats tab.

Table 61 VRRP tab fields

Field Description

BecomeMaster The total number of times that the state of this virtual router
has transitioned to master.

AdvertiseRcvd The total number of VRRP advertisements received by the
virtual router.

ChecksumErrors The total number of VRRP packets received with an invalid

VRRP checksum value.

VersionErrors

The total number of VRRP packets received with an unknown
or unsupported version number.

VrIDErrors

The total number of VRRP packets received with an invalid
VrID for this virtual router.

AdvertiselntervalErrors

The total number of VRRP advertisement packets received for
which the advertisement interval is different than that
configured for the local virtual router.
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Table 61 VRRP tab fields (continued)

Field

Description

PasswdSecurityViolations

The total number of VRRP packets received that do not pass
the simple text password authentication check.

HmacSecurityViolations

The total number of VRRP packets received that do not pass
the HMAC-MD5-96 authentication check.

IpTtIErrors The total number of VRRP packets received by the virtual
router with IP time-to-live (TTL) not equal to 255.

PriorityZeroPktsRcvd The total number of VRRP packets received by the virtual
router with a priority of zero.

PriorityZeroPktsSent The total number of VRRP packets sent by the virtual router

with a priority of zero.

InvalidTypePktsRcvd

The total number of VRRP packets received by the virtual
router with an invalid value in the "type" field.

AddressListErrors The total number of VRRP packets received for which the
address list does not match the locally configured list for the
virtual router.

UnkknownAuthType The total number of VRRP packets received with an unknown
authentication type.

AuthTypeErrors The total number of VRRP packets received with Auth Type

not equal to the locally configured authentication method.
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Chapter 5
Device Manager diagnostics

This chapter describes the diagnostic techniques you can run on a Passport 8000
Series switch, and includes the following topics.

« Testing the switch fabric and address resolution tgialge 151
e Monitoring how often a port goes dopage 153

e Configuring and monitoring port mirrorin@age 15

e Trapping errorgpage 161

« Viewing address resolution statistiggage 162

e Enabling the system logage 16%

* Receiving system log messadpage 16%

« Changing the severity level mappi(mpge 163

» Checking the MIB statugpage 179

e Checking the details of the MIB stat(mage 172

Testing the switch fabric and address resolution table

The Test tab allows you to perform two tests. You can test the switch fabric and
check the address resolution (AR) table for consistency.

The Fabric test causes the CPU to generate traffic and send it through the switch
fabric. Given the forwarding rate of Passport 8000 Series switches, the CPU does
not generate much traffic, but it performs a simple test of the switch fabric
memory.

The AR table test performs a consistency check on address resolution table
entries.
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To test the fabric or address resolution table:

From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed (Figure 68).

Figure 68 Diagnostics dialog box—Test tab

£ 192.32.95.70 - Diagnostics

TEStl Link Flapl Fart Mirmrsl EerrI AR Statsl Systemn Lagl Systern Log Tahle | Topology TapulugvTabIeI

Result none

Zode: none
PassCount: O
FailCount: O

Fabrlc: AR Testl Stopl Refreshl Clnsel Help...l

The following test options are available:

e Test the Address Resolution Table (AR Test)
e Test the switch fabric (Fabric)
» Stop atestin progress

Table 62describes the Test tab fields on the Diagnostics dialog box.
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Table 62 Test tab fields

Field

Description

Result

The result of the most recently run (or current) test:
e none

e success

e inProgress

¢ notSupported

e unAbleToRun

e aborted

« failed

Code

The code contains more specific information about the test result (for
example, an error code after a failed test):

e none
« NoReceive (timeout on a send)

« BadSeq (packets received out of sequence)
« BadLen (packet length mismatch)

« BadData (packet data mismatch)

PassCount

The number of iterations of the test case that completed successfully.

FailCount

The number of iterations of the test case that failed.

Monitoring how often a port goes down

You can monitor the number of times alink is going up or down rapidly (that is,
flapping) on a port. This action can be detrimental to network stability because it
could trigger spanning tree and routing table recalculation. If the number exceeds

agiven boundary during a specified interval, the port is forced out of service.

To monitor a port:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed.

2 Click the Link Flap tab.
The Link Flap tab opens (Figure 69).
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Figure 69 Diagnostics dialog box—Link Flap tab
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Table 63 describes the Link Flap tab fields on the Diagnostics dialog box.

Table 63 Link Flap tab fields

Field Description

AutoPortDownEnable Enables or disables the Link Flap Detect feature.

SendTrap Specifies whether or not a trap should be sent if the port is
forced out of service.

Frequency Specifies the number of times the port can go down. The
default is 10.

Interval Specifies the interval (in minutes). The default is 60.

Configuring and monitoring port mirroring

You can use port mirroring to specify a destination port on which you want to see
mirrored traffic and specify the source ports from which traffic is mirrored.

Any packets entering or leaving the specified ports are forwarded normally and a
copy of the packetsis sent out the mirror port. You can configure up to 100 entries
in the MirroredPort field for mirroring, and you can have up to 25 entries active
(enabled) at any given time. When the port mirroring feature is active, all packets
received on the port(s) specified by the MirroredPort field are copied to
MirroringPort. The mirroring operation is nonintrusive; mirrored traffic is always
treated in the lowest priority queue.
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You can also use the port mirroring feature to monitor traffic from MAC addresses
where traffic with agiven MAC source address (SA) or MAC destination address
(DA) is copied to the mirror port. Thisfeature is enabled by setting the Monitor
field to true for aMAC address in the Forwarding dialog box.

Note: Monitoring of MAC address traffic must be within the context of a
=*| VLAN (see “Viewing the forwarding database,”@onfiguring Switching
and Routing Operations for the Passport 8000 Series Switch Using
Device Manager Release 5.x.X).

Configuring port mirroring ports

To configure ports for port mirroring:

1 From the Device Manager menu bar, choose Edit > Diagnostics.

The Diagnostics dialog box opens with the Test tab displayed (Figure 68).
2 Click the Port Mirrorstab.

The Port Mirrorstab opens (Figure 70).

Figure 70 Diagnostics dialog box—Port Mirrors tab

#% 10.160.160.172 - Diagnostics
Testl Link Flap Fort Mirrursl Errorl AR Statsl System Logl System Log Tablel Topaology | Topalogy Table

Id| MirraredPart | MirraringPort | Mode | Enablel Octapidld
1 453 AR frue 26
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Applvl Refreshl

inserted.
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3 Click Insert.
The Diagnostics, Insert Port Mirrors dialog box opens (Figure 71).

Figure 71 Diagnostics, Insert Port Mirrors dialog box
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Table 64 describes the Diagnostics, Insert Port Mirrors dialog box fields.

Table 64 Diagnostics, Insert Port Mirrors dialog box fields

Field Description

Id An assigned identifier for the configured port mirroring
instance.

MirroredPort Allows you to specify a port to be mirrored (source port). You

can select ports from any module in your configuration by
clicking the ellipses button to the right of the field (Figure 71).

MirroringPort Allows you to specify a destination port (the port to which the
mirrored packets are forwarded). You can select ports from
any module in your configuration by clicking the ellipses
button to the right of the field (see “Selecting ports for
mirroring,” next).

Mode Allows you to specify the traffic direction of the packet being
mirrored—RX, Tx, or both. The default configuration is Rx.

Enable Allows you to enable or disable this port mirroring instance.
The default value is Enable.

Octapidld This field is the Octapid Id for a port.
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Selecting ports for mirroring

To select ports for port mirroring:

1 Onthedeviceview, select amirrored (source) port:
a Click the élipses button in the MirroredPort field.
The DiagMirrorByPortMirroredPort dialog box opens (Figure 72).

Figure 72 DiagMirrorByPortMirrored/MirroringPort dialog box
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b Seect asource port.
¢ Click Ok.

The Diagnostics, Insert Port Mirrors dialog box displays the new entry in
the MirroredPort field.

2 ??Ahere do | select? Select a destination port.
a Click the élipses button in the MirroredPort field.
The DiagMirrorByPortMirroringPort dialog box opens.
b ???Where do | select? Select a destination port.
c Click Ok.

The Diagnostics, Insert Port Mirrors dialog box displays the new entry in
the MirroringPort field.

3 IntheDiagnostics, Insert Port Mirrors dialog box, select the appropriate mode
value (tx, rx, or both) to specify the traffic direction of the mirrored packet.
The default configuration is rx.

4  Select the appropriate value (Enable or Disable) to enable or disable this
instance of mirroring. The default value is Enable.
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5 Click Insert to accept your configuration choices.

The Diagnostic dialog box displays your new entry for port mirroring
(Figure 73).

Figure 73 Diagnostics dialog box
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Editing existing port mirroring values

This section describes how to edit existing port mirroring values. The following
topics are covered:

e “Sorting entrieg’ next.

« “Displaying configured port mirroring entries” on page 158
« “Editing existing mirrored or mirroring ports” on page 160
e “Editing the Mode field values” on page 161

« “Editing the Enable field values” on page 161

Sorting entries
You can click on the column heading of any entry listed in the Port Mirrors tab to

sort the entries in ascending or descending numerical order, or you can sort to
group entry values.

Displaying configured port mirroring entries
To display existing port mirroring entries:

1 From the Device Manager menu bar, choose Edit > Diagnostics.

The Diagnostics dialog box opens with the Test tab displ@igdre 68)
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2 Click the Port Mirrors tab.

The Port Mirrors tab opens, displaying the configured port mirroring entries
(Figure 74).

Figure 74 Diagnostics dialog box—Port Mirrors tab
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Table 65 describes the Port Mirrors tab fields on the Diagnostics dialog box.

Table 65 Port Mirrors tab fields

Field Description

Id Read-only field—displays the assigned identifier for the
existing port mirroring instances.

MirroredPort Displays existing port(s) from which packets are being
copied (also referred to as source ports).

MirroringPort Displays the existing port(s) that are performing the
mirroring, that is, the port(s) to which the mirrored packets
are forwarded (also referred to as destination ports).

Mode Specifies the traffic direction of the packets being mirrored
for each existing entry—RX, Tx, or Both.
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Table 65 Port Mirrors tab fields (continued)

Field Description

Enable Specifies the status of existing entries—true (enabled) or
false (disabled).

Octapidld Read-only field—displays the OctaPID ID assignment for

existing entries. The interface automatically assigns an
OctaPID ID according to the switch fabric in specific Passport
8000 modules and a fixed set of configuration rules.

Each OctaPID ID supports up to 8 port members. Source
ports that are members of the same OctaPID ID can only be
mirrored to the same destination port.

Editing existing mirrored or mirroring ports
To modify an existing mirrored or mirroring port:

1 From the Port Mirrors dialog box, double click on an entry you want to
modify in the MirroredPort or MirroringPort column heading.

The MirroredPort dialog box opens with the port you clicked to modify
shown selected (Figure 75).

Figure 75 MirroredPort dialog box
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2 Click on the port you want as a replacement.
3 Click Ok.
The entry in the Port Mirrorstab is replaced with the new port.
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Editing the Mode field values
To modify an existing entry in the Mode field:

1 Click ontheentry to display the pop up menu.

A pop up widow displays the following options: Rx, Tx, or Both.
2 Click on the option you want for replacement.

The Apply button becomes highlighted.
3 Click Apply to accept the option.

Editing the Enable field values
To modify an existing entry in the Enable field:

1 Click ontheentry to display the pop up menu.

A pop up widow displays the following options: true or false.
2 Click on the option you want for replacement.

The Apply button is highlighted.
3 Click Apply to accept the option.

Trapping errors

You can specify that errors generate an SNMP trap. All errors detected are then
sent to alog that you can view in Device Manager.

To trap errors:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed.

2 Click the Error tab.
The Error tab opens (Figure 76).
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Figure 76 Diagnostics dialog box—Error tab
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Table 66 describes the Error tab fields on the Diagnostics dialog box.

Table 66 Error tab fields

Field

Description

AuthenticationTrap

When enabled, sends a trap upon receiving an error in the system.

LastErrorCode The last error reported in the system. This value is intended to help
customer support personnel isolate system problems.
LastErrorSeverity | The last error reported in the system. The meanings of this value

are:

0= Informative Information
1= Warning Condition

2= Error Condition

3= Manufacturing Information
4= Fatal Condition

Viewing address resolution statistics

The AR Stats tab shows statistics for the internal state of the address trandlation
table. These statistics are debugging aids, and you should use them only when
consulting with Nortel Networks support personnel.

The statistic of most interest is the NoSpace counter, which indicates the number
of entries the address resolution (AR) table could not add because of lack

of space.
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To access the AR Stats tab:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed.

2 Click the AR Statstab.
The AR Stats tab opens.

Figure 77 Diagnostics dialog box—AR Stats tab
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Table 67 describes the AR Stats tab fields on the Diagnostics dialog box.
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Table 67 AR Stats tab fields

Field Descriptions

ThiSize The size of the address resolution (AR) translation table.

Free The number of free entries that are available in the AR
translation table.

NoSpace The number of entries that were not added to the AR
translation table because of lack of space.

Added The number of entries added to the AR translation table.

Deleted The number of entries deleted from the AR translation table.

MacAdded The number of MAC entries added to the AR translation table.

MacDeleted The number of MAC entries deleted from the AR translation
table.

MacMoved The number of MAC entries moved in the AR translation table.

IpAdded The number of IP entries added to the AR translation table.

IpDeleted The number of IP entries deleted from the AR translation table.

McastThlISize The size of the Multicast AR translation table.

FreeMcastGroups The number of free multicast groups available in the AR table.

IpMcastAdded The number of IP multicast entries added to the AR table.

IpMcastDeleted The number of IP multicast entries deleted from the AR table.

VlanByPortAdded The number of VLAN by Port entries added to the AR table.

VlanByPortDeleted The number of VLAN by Port entries deleted from the AR
table.

VlanByProtocolAdded | The number of VLAN by Protocol Type entries added to the AR

table.

VlanByProtocolDeleted

The number of VLAN by Protocol Type entries deleted from
the AR table.

VlanBylpSubnetAdded | The number of VLAN by IP Subnet entries added to the AR
table.

VlanBylpSubnetDeleted | The number of VLAN by IP Subnet entries deleted from the AR
table.

IpSubnetsAdded The number of IP Subnet entries added to the AR table.

IpSubnetsDeleted The number of IP Subnet entries deleted from the AR table.

RsvpsAdded The number of RSVP entries added to the AR table.

RsvpsDeleted The number of RSVP entries deleted from the AR table.
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Enabling the system log

You can enable the system log feature globally to send messages to up to 10
syslog hosts. By default, five hosts are supported.

To enable the system log feature globally:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed.
2 Click the System Log tab.
The System L og tab opens (Figure 78).
Set Enable to true.
Set the maximum number of hosts (1 to 10).

Figure 78 Diagnostics dialog box—System Log tab
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Table 68 describes the System Log tab fields on the Diagnostics dialog box.
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Table 68 System Log tab fields

Field Descriptions

Enable Used to enable/disable the syslog feature. When enabled,
this feature sends a message to a server on a network
that is configured to receive and store diagnostic
messages from this device. The type of messages sent is
user configurable.

MaxHost The maximum number of remote hosts considered active
and able to receive messages from the syslog service.

OperState The operational state of the syslog service.

Receiving system log messages

You can use the system log messaging feature of the Passport to manage switch
event messages on any UNIX-based management platform. The Passport syslog
software supports this functionality by communicating with a counterpart
software component named syslog on your management workstation. The UNIX
daemon syslogd is a software component that receives and locally logs, displays,
prints, and/or forwards messages that originate from sources internal and external
to the workstation. For example, syslogd on a UNIX workstation concurrently
handles messages received from applications running on the workstation, as well
as messages received from Passports running in a network accessible to the
workstation.

At aremote UNIX management workstation, the system log messaging feature
does the following:

* Receives system log messages from the Passport
» Examines the severity code in each message

» Uses the severity code to determine appropriate system handling for each
message
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« Based on the severity code in each message, dispatches each message to any
or all of the following destinations:

— Workstation display

— Local log file

— Designated printer

— One or more remote hosts

Internally the Passport has four severity levels for log messages:

« Info

e Warning
* Error

e Fatal

The system log feature supports eight different severity levels:

e Debug

« Info

* Notice

e Warning
* Error

e Critical

e Alert

* Emergency

Table 69shows the default mapping of internal severity levels to syslog severity
levels.

Table 69 Default severity levels and system log severity levels

UNIX system System log Internal Passport
error codes severity level severity level

0 Emergency Fatal

1 Alert -

2 Critical -
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Table 69 Default severity levels and system log severity levels

UNIX system System log Internal Passport
error codes severity level severity level

3 Error Error

4 Warning Warning

5 Notice -

6 Info Info

7 Debug -

Changing the severity level mapping

To change the severity level mapping:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed.

2 Click the System Log Table tab.
The System Log Table tab opens (Figure 79).

3 For each severity type, use the MapWarningSeverity list to change the
severity level.

Figure 79 Diagnostics dialog box—System Log Table tab
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To insert a system |og table member:

1 From the Device Manager menu bar, choose Edit > Diagnostics.

The Diagnostics dialog box opens with the Test tab displayed.
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2 Click the System Log Table tab.
The System Log Table tab opens.
3 Inthe Diagnostics dialog box, click Insert.
The Diagnostics, Insert System Log Table dialog box opens (Figure 80).
4  Sedlect the appropriate items.
5 Click Insert.

Figure 80 Diagnostics, Insert System Log Table dialog box
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Table 70 describesthe System Log Tabletab fields and Diagnostics, I nsert System
Log Table dialog box.
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Checking the MIB status

Table 70 Diagnostics, Insert System Log Table dialog box fields

Field Description

Id ID for the syslog host being created.

IpAddr IP address of the syslog host.

UdpPort The UDP port to use to send messages to the syslog host
(514 to 530).

HostFacility The syslog host facility used to identify messages (LOCALO
to LOCALY7)

Severity The Passport message severity for which syslog messages

will be sent.

MaplnfoSeverity

The fields that map Passport severity levels to syslog
severity.

MapWarningSeverity

The fields that map Passport warning severity levels to syslog
severity.

MapErrorSeverity The fields that map Passport error severity levels to syslog
severity.

MapFatalSeverity The fields that map Passport fatal severity levels to syslog
severity.

Enable Enables or disables sending messages to the syslog host.

Use the Topology tab to view Nortel Management MIB (NMM) status

information.

To view topology status information:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed.

2 Click the Topology tab.
The Topology tab opens (Figure 81).
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Figure 81 Diagnostics dialog box—Topology tab
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Table 71 describes the Topology tab fields on the Diagnostics dialog box.

Table 71 Topology tab fields

Field Description

IpAddr The IP address of the device.

Status Whether Nortel Networks topology is on or off for the device.
NmmLstChg The value of sysUpTime the last time an entry in the network

management MIB (NMM) topology table was added, deleted, or
modified. If the table has not changed since the last cold or
warm start of the agent.

NmmMaxNum The maximum number of entries in the NMM topology table.

NmmCurNum The current number of entries in the NMM topology table.
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Checking the details of the MIB status

Use the Topology Table tab to view details of Nortel Management MIB (NMM)
status information.

To view topology table information:

1 From the Device Manager menu bar, choose Edit > Diagnostics.
The Diagnostics dialog box opens with the Test tab displayed.

2 Click the Topology Table tab.
The Topology Table tab opens (Figure 82).

Figure 82 Diagnostics dialog box—Topology Table tab
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Table 72 describes the Topology Table tab fields.

Table 72 Topology Table tab fields

Field

Description

Slot

The slot number in the chassis in which the topology
message was received.

Port

The port on which the topology message was received.

IpAddr

The IP address of the sender of the topology message.

Segld

The segment identifier of the segment from which the remote
agent sent the topology message. This value is extracted
from the message.

MacAddr

The MAC address of the sender of the topology message.
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Table 72 Topology Table tab fields (continued)

Field Description

ChassisType The chassis type of the device that sent the topology
message.

BkplType The backplane type of the device that sent the topology
message.

LocalSeg Indicates if the sender of the topology message is on the
same Ethernet segment as the reporting agent.

CurState The current state of the sender of the topology message. The
choices are:
« topChanged—Topology information has recently

changed.

* heartbeat—Topology information is unchanged.
 new—The sending agent is in a new state.
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Chapter 6
RMON

The RMON MIB isan interface between the RMON agent on the Passport 8000
Series switch and an RMON management application, such as the Device
Manager. It defines objects that are suitable for the management of any type of
network, but some groups are targeted for Ethernet networks in particular.
Enabling RMON on the switch allows the RMON agent to continuously collect
statistics and proactively monitor switch performance. This data can then be
viewed through the Device Manager.

RMON has three major functions:

« Creating and displaying alarms for user-defined events
e Gathering cumulative statistics for Ethernet interfaces
e Tracking a history of statistics for Ethernet interfaces

Note: Before using RMON functions, you must globally enable RMON.
=»| In addition, you should specify certain options to control how RMON
operates on the switch.

Enabling RMON globally

Enable RMON globally before using any RMON function. If you attempt to
enable any functions when the global flag is disabled, Device Manager informs
you that the flag is disabled and prompts for automatic enabling of the flag. See
the appropriate sections about RMON functionality for details on other RMON
parameters that will be automatically created and set to default parameters.
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To enable and set RMON options:

=» From the Device Manager menu bar, choose RMON > Options.

The RMONOptions dialog box opens displaying the default values.

If you want to use nondefault RMON parameter values, you should set them
before enabling RMON or when you create the specific RMON function.

Using Ethernet statistics

You can use Device Manager to gather and graph Ethernet statisticsin avariety
of formats, or you can save them to afile and export them into an outside
presentation or graphing application.

Note: This implementation of RMON requires a “control” row for

=»| Ethernet statistics. This control row appears as “port” 0/1 when you
choose RMON > Control > Ethernet Statistics. The row ID is reserved
for the control row. Therefore, some automated tests, such as ANVL,
may fail when the test attempts to create a row 1.

Enabling RMON statistics (default)

To enable RMON statistics:

1 Onthedeviceview, select a port or multiple ports.
2 Right-click the selected ports.
The Port shortcut menu opens (Figure 83).
3 Inthe Port shortcut menu, select Enable Rmon Stats.
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Figure 83 Enabling RMON statistics on a port

*: Device Manager 4.1.0.b08 - 10.10.40.34
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Note: If RMON statistics have not yet been globally enabled, Device
=*>| Manager prompts you to do so.

Verifying RMON statistics

To verify that RMON statistics are enabled:

1 From the Device Manager menu bar, choose RMON > Control.
The RmonControl dialog box opens with the History tab displayed.
2 Click the Ethernet Statistics tab.

The Ethernet Statistics tab opens (Figure 84). Note that the default owner
displayed is the host name on which Device Manager is running.
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Figure 84 RmonControl dialog box—Ethernet Statistics
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Enabling RMON statistics (nondefault)

The default owner of the RMON statistics port is the host name on which the
Device Manager softwareis running.

To insert another host name;

1 From the Device Manager menu bar, choose RMON > Control.
The RmonControl dialog box opens with the History tab displayed.
2 Click the Ethernet Statistics tab.
The Ethernet Statistics tab opens.
3 Onthe RmonControl dialog box, click Insert.
The RmonControl, Insert Ethernet Statistics dialog box opens (Figure 85).
4  Click the Port ellipsis button, and select a port.
On the RmonControl, Insert Ethernet Statistics dialog box, click Insert.
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Figure 85 RmonControl and Insert Ethernet Statistics dialog boxes
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Table 73 describes the RmonControl, Insert Ethernet Statistics dialog box fields.

Table 73 RmonControl, Insert Ethernet Statistics dialog box fields

Field Description
Index The value of this object uniquely identifies this etherStats entry.
Port This object identifies the source of the data that this etherStats entry is

configured to analyze. This source can be any Ethernet interface on
this device. In order to identify a particular interface, this object shall
identify the instance of the ifindex object, defined in [4,6], for the
desired interface. For example, if an entry were to receive data from
interface #1, this object would be set to ifindex 1. The statistics in this
group reflect all packets on the local network segment attached to the
identified interface. This object may not be modified if the associated
etherStatsStatus object is equal to valid(1).

Owner The entity that configured this entry and is therefore using the
resources assigned to it.

Disabling RMON statistics

To disable RMON statistics on a port:

1 From the Device Manager menu bar, choose RMON > Control.

The RmonControl dialog box opens with the History tab displayed.
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2 Click the Ethernet Statistics tab.

The Ethernet Statistics tab opens.

Select the row that contains the port ID you want to disable.
4 Click Delete.

Viewing statistics
To view RMON statistics:

1 Sdectasingleport.
2 Onthe Device Manager toolbar, click the graphing icon.

The graphPort dialog box for the port object opens with the Interface tab
displayed (Figure 86).

3 Click RMON.
The RMON tab opens and displays RMON statistics.

Figure 86 graphPort dialog box—Interface tab
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Understanding RMON history

The RMON History group records periodic statistical samples from a network.

A sampleiscalled a history and is gathered in time intervals referred to as

“buckets.” By enabling and creating histories, you establish a time-dependent
method for gathering RMON statistics on a port. Following are the default values
for history:

* Buckets are gathered at 30-minute intervals.
* Number of buckets gathered is 50.

Both the time interval and the number of buckets is configurable. However, when
the last bucket is reached, bucket 1 is dumped and “recycled” to hold a new
bucket of statistics. Then bucket 2 is dumped, and so forth.

Enabling RMON history (default)

To enable RMON history on a port basis:

1 On the device view, select a port or multiple ports.
2 Right-click on the selected ports.
The Port shortcut menu opesdure 83 on page 1.7
In the port shortcut menu, select Enable Rmon History.
4  From the Device Manager menu bar, choose RMON > Control
The RmonControl dialog box opens with the History tab displalyaplife 87
on page 18R Rows with RMON history enabled are displayed.

To verify that RMON statistics are enabled:

- From the Device Manager menu bar, choose RMON > Control.

The RmonControl dialog box opens with the History tab displaaplife 87
on page 18R Rows with RMON history enabled are displayed.
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Enabling RMON history (nondefault)

You can use RMON to collect statistics at intervals. For example, if you wanted
RMON statistics to be gathered over the weekend, you would want enough
buckets to cover two days. To do this, you would set the history to gather one
bucket over every hour, thus covering a48-hour period. After you set history
characterigtics, you cannot modify them; you must delete the history and create
another one.

To establish a history for a port and set the bucket interval:

1 From the Device Manager menu bar, choose RMON > Control.
The RmonControl dialog box opens with the History tab displayed.
2 Click Insert.
The RmonControl, Insert History dialog box opens (Figure 87).
In the Port field, select a port.

In the Buckets Requested field, enter the number of discretetimeintervalsto
save data.

5 Enter the Interval in seconds.
6 Click Insert.

Figure 87 RmonControl and RmonControl, Insert History dialog boxes

#/10.10.40.34 - RmonControl

History | Etner Stats |
|Inde>¢l F'Drtl ElucketsRequested|ElucketsGranted| Intervall Ownerl |

|| 8] ] 8] 5] ool v

NS~  10.10.40.34 - RmonControl, Insert History

Applv| Refreshl Insert.

Index: |1 1..65535
Port: I—J
BucketsReguestad: |30 1..350
Interval: {1200 1..3600 sec

Owner: |bﬂizger-pc.curpwest.baynetwurks.wm

Insertl Clnsel Help...l

Table 74 describes the RMON History tab fields.
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Table 74 RmonControl dialog box fields

Field Description

Index An index that uniquely identifies an entry in the
historyControl table. Each such entry defines a set of
samples at a particular interval for an interface on the
device.

Port This object identifies the source of the data for which
historical data was collected and placed in a
media-specific table on behalf of this historyControlEntry.
This source can be any interface on this device. In order
to identify a particular interface, this object shall identify
the instance of the iflndex object, defined in [4,6], for the
desired interface. For example, if an entry were to receive
data from interface #1, this object would be set to
ifindex.1. The statistics in this group reflect all packets
on the local network segment attached to the identified
interface. This object may not be modified if the
associated historyControlStatus object is equal to valid(1).

BucketsRequested The requested number of discrete time intervals over
which data is to be saved in the part of the media-specific
table associated with this historyControl entry. When this
object is created or modified, the probe should set
historyControlBucketsGranted as closely to this object as
is possible for the particular probe implementation and
available resources.
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Table 74 RmonControl dialog box fields (continued)

Field

Description

BucketsGranted

The number of discrete sampling intervals over which
data shall be saved in the part of the media-specific table
associated with this history control entry. When the
associated BucketsRequested object is created or
modified, the probe should set this object as closely to the
requested value as possible for the particular probe
implementation and available resources. The probe must
not lower this value except as a result of a modif