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4, General

a

If Customer is the United States Government, the following paragraph shall apply: All Nortel Networks
Software available under this License Agreement is commercial computer software and commercial computer
software documentation and, in the event Software islicensed for or on behalf of the United States
Government, the respective rights to the software and software documentation are governed by Nortel
Networks standard commercial license in accordance with U.S. Federal Regulations at 48 C.F.R. Sections
12.212 (for non-DaD entities) and 48 C.F.R. 227.7202 (for DoD entities).

Customer may terminate the license at any time. Nortel Networks may terminate the license if Customer failsto
comply with the terms and conditions of this license. In either event, upon termination, Customer must either
return the Software to Nortel Networks or certify its destruction.

Customer isresponsible for payment of any taxes, including personal property taxes, resulting from Customer’s
use of the Software. Customer agrees to comply with all applicable laws including all applicable export and
import laws and regul ations.

Neither party may bring an action, regardless of form, more than two years after the cause of the action arose.

The terms and conditions of this License Agreement form the complete and exclusive agreement between
Customer and Nortel Networks.

This License Agreement is governed by the laws of the country in which Customer acquires the Software. If the
Software is acquired in the United States, then this License Agreement is governed by the laws of the state of
New York.
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Preface

This document describes a range of design considerations and related procedures
that will help you to optimize the performance and stability of your Passport 8000
Series switch network.

It isintended for network architects and administrators with the following
background:

« Knowledge of networks, Ethernet bridging, and IP routing
*  Familiarity with networking concepts and terminol ogy
»  Knowledge of network topologies

Text conventions

This guide uses the following text conventions:

angle brackets (< >) Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12
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italic text

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariableistwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route>,valid route isone
variable and you substitute one value for it.

pl ain Couri er Indicates command syntax and system output, for

t ext

Acronyms

example, prompts and system messages.
Example: Set Trap Monitor Filters

The following table describes the acronyms that you encounter in this guide.

ABR
ADM
ADSL
APS
ARP
ARU
AS
ASIC
ATM
BDR
BFM
BGP
BPDU
BSAC
BSR
CLI
CODEC

area boundary router

add/drop multiplexer

asymmetric digital subscriber line
automatic protection switching
Address Resolution Protocol
address resolution unit
autonomous systems

application specific integrated circuit
asynchronous transfer mode
backup designated router
backplane fabric module

Border Gateway Protocol

bridge protocol data unit
BaySecure Access Control
bootstrap router

command line interface
coder-decoder
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CoS
CPE
CPU
CRC
CS

DA
DHCP
DMLT
DoS
DDoS
DNS
DR
DSCP
DSL
DSLAM
DVMRP
DWDM
EBGP
ECMP
ELAN
FEFI
FTP
Gbps
GE
GNS
GSLB
GUI
HA
HTTP

class of service

Customer Premise Equipment

central processing unit

cyclic redundancy check

Computer Security Institute

destination address

Dynamic Host Configuration Protocol
distributed multilink trunking

denial of service

distributed denial of service

domain name server

designated router

differentiated services code point
digital subscriber line

digital subscriber line access multiplexer
Distance Vector Multicast Routing Protocol
dense wavelength division multiplexing
exterior BGP

egual cost multipath

emulated LAN (ATM)

far end fault indication

File Transfer Protocol

gigabits per second

gigahit Ethernet

get nearest server

global server load balancing

graphical user interface

high availability

Hypertext Transfer Protocol
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HTTPS Hypertext Transfer Protocol, Secured
IBGP interior BGP
ICMP Internet Control Message Protocol

IDS intrusion detection system

|IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IGAP Internet Group membership Authentication Protocol
IGMP Internet Group Management Protocol
IGP Interior Gateway Protocol

IP Internet Protocol

IPCP Internet Protocol Control Packet
IPSEC I P security

IPMC IP multicast

IPX Internetwork Packet Exchange

ISD integrated service director

IST inter-switch trunk

JDM Java Device Manager

Kbps kilobits per second

LACP Link Access Control Protocol

LAN local area network

L2 layer 2

L3 layer 3

LB load balancing

LDAP Lightweight Directory Access Protocol
LLC logical link control

LMOQI last member query interval

LSA link state advertisement

MAC media access control

MAN metro area network
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Mbps megabits per second

MBS maximum burst size

MDA media dependent adapter

MD5 message digest 5

MIB management information base
MLT multilink trunk

MMF multimode fiber

MPLS Multiprotocol Label Switching
MRDISC multicast router discovery

NAT network address translation
NBMA non-broadcast multiaccess
NIC network interface card
Network Information Center
NTP network time protocol
OAM operation, administration, and maintenance
OE Optical Ethernet
OSPF open shortest path first
PCR peak cdll rate
PCMCIA Persona Computer Memory Card International Association
PE Provider Edge
PGM pragmatic general multicast
PHB per-hop behavior
PHY physical layer
PIM protocol independent multicast

PIM-SM  protocol independent multicast, sparse mode
PIM-SSM protocol independent multicast, source specific multicast

PIP proxy |P address
PoP point of presence
POS Packet over SONET
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PPP
PTO

PVID

SLA
SLB
SMLT
SNMP
SONET
SPT
SSH
SSL

point-to-point

packet transmission opportunities
private virtual circuit

port VLAN ID

quality of service

remote authentication dial-in user service
random access memory

remote defect indication

Routing Information Protocol

reduced instruction set computer
remote monitoring

rendezvous point

reverse path forwarding

restore path request

Real-Time Streaming Protocol

source address

System Administration, Networking and Security Ingtitute
Service Advertisement Protocol
sustainable cell rate

synchronous digital hierarchy

switch fabric

service leve agreement

server load balancing

split multilink trunk

Simple Network Management Protocol
synchronous optical network

shortest path tree

secure shell

secure socket layer
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STG
STP

TCP
TCP/IP
TDM
TFTP
TLS
ToS
TTL
UDP
URL
UTP
VBR
VC
VCG
VIP
VLAN
VolP
VPN
VR
VRRP
WAN
WC
WMI
WRR
WSM

spanning tree group

Spanning Tree Protocol
shielded twisted pair
Transmission Control Protocol
Transmission Control Protocol over IP
time-division multiplexing
Trivia File Transfer Protocol
Transparent LAN Services
type of service

timeto live

User Datagram Protaocol
universal resource locator
unshielded twisted pair
variable bit rate

virtual connection

virtual connection gateway
virtual IP

virtual local area network
voice over IP

virtual private network

virtual router

Virtual Router Redundancy Protocol
wide area network

wiring closet

Web management interface
weighted round robin

Web Switching Module
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Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL . Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download afree copy of the Adobe Acrobat Reader.

Note: Thelist of related publicationsfor this manual can be found inthe
=»| release notes that came with your software.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the

www.nortel networks.com/cgi-bin/comments/comments.cgi URL, then click on
Technical Support.

From the Technical Support page, you can open a Customer Service Request
online or find the telephone number for the nearest Technical Solutions Center.
If you are not connected to the Internet, you can call 1-800-4ANORTEL
(1-800-466-7835) to learn the telephone number for the nearest Technical
Solutions Center.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your cal isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.
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Chapter

1

General network design considerations

This chapter provides general guidelines you should be aware of when designing
your network. It includes the following sections:

Topic Page number

Hardware considerations 31

Software considerations 40

Hardware record optimization 43
Hardware considerations

The hardware considerations that support the Passport 8000 Series software
(release 3.5 and above) include the following:

CPU memory upgrade
E- and M-modules

10 GE LAN

PHY interfaces

Design constraints
Electrical considerations
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CPU memory upgrade

Nortel Networks offers a256M B CPU Upgrade Kit (Part # DS1404016) for the
8190SM, 8690SF and the 8691SF CPUs.

For the 8190SM and 8690SF, you must install the 256MB upgrade to support
the Passport 8000 Series software release 3.5 and above.

For the 8691SF, Nortel Networks recommends that you install the 256M B
upgrade.

E- and M-modules

The Passport 8000 Switch Series supports E-modules and M-modules. The
M-modules, or extended memory modules, were introduced in the Passport 8000
Series software release 3.3. They are designed to support large Layer 2 (bridging
and/or multicast) and Layer 3 (more than 20,000 route) environments, or a
combination of the two.

E-modules support 32K records, while M-modules support 128K records.
A record can include the following:

amedia access control (MAC) entry

avirtual local areanetwork (VLAN) entry

amulticast entry

an Address Resolution Protocol (ARP) entry

an Internet Protocol (IP) route entry

afilter rule (IPfilter)

an Internetwork Packet Exchange (1PX) network entry

Note: M-modules are based on the E-module architecture. Thus, M-

=»| modules support all E-module features and characteristics. The only

difference between the two is the added amount of memory necessary to
support 128K records.
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Passport 8000 Series software supports the following M-modules:

e 10 Gigahit Ethernet (GE) modules (WAN and LAN) including:
— 8681XLW (DS1404052)
— 8681XLR (DS1404053)

* POSM (DS1404060)

+ ATMM (DS1304009)

e 8632TXM (DS1404055)

* 8648TXM (DS1404056)

+ 8608GBM (DS1404059

e 8608GTM (DS1404061)

Table 33 in Appendix B provides scaling numbers for E- and M-modules.

10 GE LAN

10GE provides an initial application in the point of presence (PoP), WAN, and
MAN markets. Figure 1 illustrates the basic applications for 10 GE in areas such
as.

e Intra— and Inter-PoP connectivity
e Server farm and data center connectivity
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Figure 1 Basic WAN and MAN applications for 10GE
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1GE to 10GE comparison

10GE differsfrom 1GE in that it not only supports a much faster media speed, but
also for the first time provides both WAN and LAN connectivity. A synchronous
optical network (SONET)/Synchronous Digital Hierarchy (SDH) payload
encloses WAN Ethernet frames travelling across a fiber-optic link. Embedding
Ethernet packetsinside SONET frames requires support for SONET-like
management, configuration, and statistics.

Unlike the WAN 10GE, the LAN version does not use SONET asiits transport
mechanism. You cannot program WAN and LAN modes of operation. Due to
different clock frequencies for LAN and WAN modes of operation, the LAN and
WAN versions of the 10GE module use different module IDs and are fixed in one
mode of operation.
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Another key difference is that unlike 1GE, 10GE supports only full duplex mode.
As per |EEE 802.3ae, Auto-Negotiation is not supported on 10GE. Table 1
provides additional details on the differences between 1GE and 10GE.

Table 1 1GE vs. 10GE comparison

1GE 10GE
¢ CSMA/CD and full duplex e Full duplex only, no auto-negotiation
e 802.3 Ethernet frame format e 802.3 Ethernet frame format (includes
(includes Min/max frame size) Min/max frame size)
e Carrier extension e Throttle MAC speed (rate adapt)
« One physical interface * LAN and WAN physical (PHY)
- Optical/copper Media interfaces
« Leverage FC PMAs e Optical media ONLY
«  8B/10B encoding ¢ Define new PMDs
* New coding schemes (64B/66B)

PHY interfaces

PHY interfaces consist of both LAN and WAN interfaces. Specificaly, the
following WAN interface components are explained in the subsections that
follow:

«  WAN PHY clocking
«  WAN PHY budget loss considerations
* MMF usage

For more information about the LAN and WAN interfaces see Using the 10
Gigabit Ethernet Modules: 8681XLR and 8681XLW in the Passport 8000 Series
documentation set.

WAN PHY clocking and other product internetworking

Whether you use internal or line clocking depends on the application and
configuration. Typically, you should find the default internal clocking sufficient
for most applications, while you should use line clocking on both ends of the
10GE WAN connection (line-line) when connecting through a WAN cloud using
SONET/SDH ADM products such as Nortel Networks OPTera Connect DX.
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This allows the 10GE WAN modules to synchronize to a WAN timing hierarchy
and minimize any timing dlips. Also, note that interworking 10GE WAN across a
SONET/SDH ADM requires the use of an OC-192¢/V C-4-64c payload
Cross-connection type.

When connecting either back to back using dark fiber, or through metro
(OM5200) or long haul (LH 1600G) DWDM equipment, you may use the timing
combinations of interna-internal, line-internal, or internal-line on both ends of the
10GE WAN connection. In those scenarios, at least one of the modules provides
the reference clock, while DWDM equipment does not typically provide sources
for timing synchronization. It is recommended then that you avoid using a
line-line combination since it causes an undesired timing loop.

Table 2 presents the recommended clock source settings for 10GE WAN
interfaces connected back to back, via dark fiber or DWDM, or across a SONET/
SDH WAN. Be sure to select the best clock settings to ensure accurate data
recovery and minimize SONET-layer errors.

Table 2 Recommended 10GE WAN interface clock settings

Clock source at both ends of Back to back with SONET/SDH WAN with
the 10GE WAN link dark fiber or DWDM ADM

internal-internal Yes No

internal-line Yes No

line-internal Yes No

line-line No Yes

Although the 10GE WAN module uses a 1310nm transmitter, it also uses a
wideband Rx that alowsit to interwork with products using 1550nm 10G
interfaces. Such products include Nortel's OPTera Connect DX and LH 1600G
that also use awideband Rx to receive at 1310nm. Nortel Networks OM 5200 10G
Optical transponder utilizes a 1310nm client side transmitter.
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WAN PHY budget loss

When connecting to co-located equipment, such as the OPTera Metro 5200, you
should ensure there is enough optical attenuation to avoid overloading the optical
receivers of each device. Typically, this may be on the order of approximately 3 to
5db. However, it is not necessary to do so when using the 10GE WAN in an
optically-protected configuration with two OM5200 10G transponders.

In such a configuration, you should use an optical splitter that provides afew dB
loss. Also, take care here not to attenuate the signal bel ow the Rx sensitivity of the
OM5200 10G transponder, which is approximately -11dBm. Other WAN
equipment, such asthe OPTera Connect DX and LH 1600G, have transmitters that
allow you to change the Tx power level. By default, they are typically set around
-10dBm, thus requiring no Rx attenuation into the 10GE WAN module. Refer to
the Using the 10 Gigabit Ethernet Modules: 8681XLR and 8681XLW for the
optical specifications for the 10GE modules.

Although distances of up to 10km are supported by the |EEE 802.3ae standard, it

is possible to achieve longer distances depending on the fiber characteristics and
loss budget of the single mode fiber (SMF) you use.

MMF usage
Nortel Networks does not support multimode fiber (MMF) with 10 GE

LAN/WAN modules due to limited testing. However, if needed, it ishighly
recommended to use connections that would be within 100 metersin length.

Design constraints

You should be aware of the following design constraints for 10GE:

e Dual-switch fabrics (SFs)
e Internal multilink trunk (MLT) and load balancing

Each of these is explained in the subsections that follow.
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Dual-switch fabric use

Since 10GE modules are M-modules, Nortel Networks strongly recommends you
use the 8691SF in a chassis. Due to the internal architecture, you should utilize
dual SFsfor load balancing and redundancy in any configuration based on 10 GE
modules.

Based on the hashing algorithm, and on the internal architecture (internal MLT),
the best throughput that you can achieve is 9.18 Gb/s (Jumbo Frames). Chapter 2,
“Designing redundant networks” contains more information on the internal
Passport architecture, while the hashing algorithm is explained in the subsection
that follows.

Internal MLT and load balancing

Every 10GE module uses one MLT ID of the 32 available in the Passport 8600.
The MLT ID is configured automatically when a 10GE board is detected in the
chassis.

To ensure maximum utilization of the 10GE modules, ingress data is distributed
from one 10GE receiver across eight forwarding engines. By hashing the data
traffic of the MAC source and destination addresses or the | P source and
destination address in the case of |P traffic, traffic is distributed among the eight
forwarding engines. Thisresultsin asingle flow having up to 1.12 Gbps of
throughput. Table 3 shows an example of MAC and IP addressing for best
throughput through a 10GE interface.

Using eight consecutive sets of addresses from this example table resultsin
aggregating 8 Gbps streams over a 10GE link. You can use any 4 consecutive sets
of addresses from this table if you are aggregating 4 Gbps streams over a 10GE
link. Note that in normal network scenarios where you have many parallel flows,
the load distribution algorithm over the 10GE modul e ensures that full capacity is
used.
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Table 3 Example MAC and IP addressing for best throughput

Src MAC Dest MAC Src IP Dest IP
00:01:00:02:00:00 00:01:00:00:02:00 10.1.1.2 10.1.2.2
00:01:00:03:00:00 00:01:00:00:03:00 10.1.1.3 10.1.2.10
00:01:00:04:00:00 00:01:00:00:04:00 10.1.1.4 10.1.2.6
00:01:00:05:00:00 00:01:00:00:05:00 10.1.1.5 10.1.2.14
00:01:00:06:00:00 00:01:00:00:06:00 10.1.1.6 10.1.2.26
00:01:00:07:00:00 00:01:00:00:07:00 10.1.1.7 10.1.2.18
00:01:00:08:00:00 00:01:00:00:08:00 10.1.1.8 10.1.2.22
00:01:00:09:00:00 00:01:00:00:09:00 10.1.1.9 10.1.2.38
00:01:00:0A:00:00 00:01:00:00:0A:00 10.1.1.66 10.1.2.66
00:01:00:0B:00:00 00:01:00:00:0B:00 10.1.1.67 10.1.2.74
00:01:00:0C:00:00 00:01:00:00:0C:00 10.1.1.68 |10.1.2.70
00:01:00:0D:00:00 00:01:00:00:0D:00 10.1.1.69 10.1.2.78
00:01:00:0E:00:00 00:01:00:00:0E:00 10.1.1.70 |10.1.2.90
00:01:00:0F:00:00 00:01:00:00:0F:00 10.1.1.71 10.1.2.82
00:01:00:10:00:00 00:01:00:00:10:00 10.1.1.72 10.1.2.86
00:01:00:11:00:00 00:01:00:00:11:00 10.1.1.73 10.1.2.102
00:01:00:12:00:00 00:01:00:00:12:00 10.1.1.130 |10.1.2.130
00:01:00:13:00:00 00:01:00:00:13:00 10.1.1.131 |10.1.2.138
00:01:00:14:00:00 00:01:00:00:14:00 10.1.1.132 |10.1.2.134
00:01:00:15:00:00 00:01:00:00:15:00 10.1.1.133 |10.1.2.142
00:01:00:16:00:00 00:01:00:00:16:00 10.1.1.134 |10.1.2.154
00:01:00:17:00:00 00:01:00:00:17:00 10.1.1.135 |10.1.2.146
00:01:00:18:00:00 00:01:00:00:18:00 10.1.1.136 |10.1.2.150
00:01:00:19:00:00 00:01:00:00:19:00 10.1.1.137 |10.1.2.166
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Electrical considerations

Each Passport 8000 Series chassis provides redundant power options, depending
on the chassis and the number of modulesinstalled. A single 8004PS power
supply model can support up to five modules in both the Passport 8006 and 8010
chassis. Table 4 shows the power supply matrix.

Table 4 Number of power supplies to install

Number of power supplies
Number of
Chassis modules? Required Redundant configuration
8003 1—3 1 2
8006 1-5 1 2
6 2 3
8010 1-5 1 2
6—10 2 3
8010co 1—10 2 3
1 Includes 1 CPU module for the 8003 chassis; 1 or 2 CPU modules for the 8006, 8010, or 8010co

chassis.

Unlike the 8001PS, the 8004PS can provide more output power (850Watts for the
8004 vs. 780Watts), which trandates into the ability to support one additional
module in most configurations with a single power supply (non-redundant
configuration). Check your product installation guides for watts-consumed per
modules or contact your Nortel Networks representative.

Software considerations

Table 5 lists the dependencies for several hardware-related features. To ensure
proper behavior here, you have access to two modes, enhanced operational, and M
mode. Enhanced operational mode allows increased VLAN scalability, while M
mode allows increased record scalability.

You enable enhanced operational mode by using the CLI commandconfi g sys
set flags enhanced- operati onal - node true, whileyou enable M mode
by enteringtheconfi g sys set flags m node true CLI command.
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For M-modules, Nortel Networks strongly recommends that you use 8691SFs.
(Otherwise, the chassis operates in legacy mode). Based on the internal hardware
architecture, it is further recommended that you employ two 8691SFs for traffic
bal ancing and redundancy when using 10GE modules. Additional dependencies
aredetailed in Table 5.

Table 5 Software/hardware feature dependencies

Software/
Hardware
Mode features Dependencies
Enhanced MGID E- or M-modules
operational- Optimization | A poard is recognized and is taken offline when you set up enhanced
allows a higher | (see “SMLT | operational mode before rebooting.
combination of | 544
VLANs and MLT Spanning
groups Tree” on
page 89).
M mode Increased M-modules and 8691SF
supports the scalability A board is recognized and is taken offline when you set up M mode before
new M-modules rebooting.
N/A 10GE E- or M-modules
modules
N/A BGP E- or M-modules and 8691SF. For more information on BGP dependencies,
see Table 33 on page 355 containing the scaling numbers for E- and
M-modulest
N/A Layer 3 With release 3.3, the Passport 8600 supports the synchronization of the
redundancy | High Availability (HA) mode parameters:

e L2 parameters- See the Passport 8000 Series documentation for a
complete description

e L3 parameters- ARP entries/Static Routes
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Table 5 Software/hardware feature dependencies (continued)

Software/
Hardware
Mode features Dependencies
N/A SNMPv3/ Encryption modules. For SNMPv3 and SSH, the encryption modules are:
SSH + SSH (since 3.2.1): p80c3300.img
e SNMPv3 (with 3.3): p80c¢3300.des
For 10GE, SSH requires E- or M-modules and 8691SF
N/A Jumbo Specific modules.
frames

Note:

With release 3.3, jumbo frames (9600 data frames) are now supported with
the following conditions:

e The jumbo data frames are forwarded/routed by the Passport 8600. The
jumbo control frames are blocked in the initial phase

¢ Only the 8608SX(E), 8608GT(E), 8608GB(E), 10GE I/0O modules and
the 2 Gig ports of the 8632TXE board have the ability to forward 9.6K
jumbo frames. For all other modules, the 8648, 8616SX(E), 8616GT(E)
and 10/100 Mbps ports (8632TXE), the maximum transmission unit
(MTU) is 1950 bytes, which means that jumbo frames are dropped at
the hardware level ingress and egress. At ingress, packets dropped are
counted using the Packet Too Long counter.

* You configure jumbo frames by setting the MTU to 9600 bytes

« During boot time, the value is loaded that you specified in the
configuration file. /0O modules that do not support jumbo frames retain
the default value (1950 bytes).

If you insert a new I/O module and the MTU is set to 9600 for the chassis,
the MTU is set to 9600 for jumbo frame compatible I/O modules/ports. The
MTU of other I/O modules/ports is then set to the default MTU (1950 bytes).

1 Nortel Networks recommends that you use the 8691SF in a BGP environment. Non-E and E-modules are
recommended for small BGP environments of less than 20K routes. M-modules are required when you
have a configuration with more than 20K routes.
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Hardware record optimization

You can optimize control record utilization and achieve a faster boot timein a
switch with a high number of interfaces configured by enabling the control record
optimization feature.

The 8600 Series switch creates hardware records for routing protocol destination
multicast addresses. Frames received for protocols that are not enabled, are
dropped at the hardware level. Records are created for RIP, OSPF, VRRP,
DVMRP and PIM on all VLANS. These records are used only when routing is not
enabled on the interface. In scaled environments, you can optimize record
utilization by not programming these records. When control record optimization
is enabled, these records are not created and the switch can achieve higher record
scaling as well as afaster boot time.

Note: Thisfeatureis not supported in HA mode.

The following command is used to enable control record optimization:

config bootconfig flags control -record-optim zation [true/ false]
save bootconfig

Because thisis a bootconfig command, remember to save the configuration and
reboot the switch after enabling or disabling control record optimization.
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Chapter 2

Designing redundant networks

This chapter provides guidelines that help you design redundant networks. It

includes the following sections:

Topic Page number
General considerations 45
Physical layer a7
Platform redundancy 59
Network redundancy 63
MLT 69
SMLT 73
Network design examples 91
STP 99
Using MLT to protect against split VLANs 105
Isolated VLANS 105

General considerations

A number of general factors need to be considered when designing redundant

networks, including:

* Reliability and availability
» Platform redundancy
» Desired levd of redundancy

This section includes a number of basic network examplesto help you in

organizing the structure of your network.
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Network reliability and availability

A robust data network system depends on system hardware and software
interacting together. In the case of the software, you can divide it into three
different levels as shown in Figure 2.

Figure 2 Hardware and software reliability

Interacting Software |-

!

Local Software -

‘ Design

Driver

#

Hardware

10600EA

These levels are based on the actual functions of the software. For example:

You can view Drivers aslowest level of software that actually performs any
functions. Driversreside on a single module without interacting with other
modules, or even external devices. Therefore, you can regard them as being
very stable.

You can view MLT as a prime example of L ocal Softwar e since functionally
it may have to interact with several modules, but still in the same device. You
can test its functions in an easy way since no external interaction is needed.

Finally, you can view the I nteracting Softwar e as the most complex of the
levels since it depends on interaction with external devices. OSPF is a good
example of this software level. The interaction here may happen with other
devices of the same type running a different software version, or even with the
devices of other vendors, running a completely different implementation.
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Based upon network problem tracking statistics, the following rough stability
estimation model of these components has been devel oped:

» Hardware and drivers represent asmall portion of the problems
» Loca Software represents a more significant share
* Interacting Software represents the vast majority of the reported issues

Based on this model, you may rightly conclude that it makes sense for the network
design to off-load the interacting software by putting as much as possible on the
other components, especially at the hardware level. Given that reality, Nortel
Networks recommends that you follow these generic rules when designing

networks:

1 Design networks as simply as possible

2 Provide redundancy, but do not over-engineer your network

3 Useatoolbox to design your network

4 Design according to the product capabilities described in the Release Notes

for the Passport 8000 Series Switch Release 3.3

5 Follow the design rulesthat are provided here in this document and also in the
in the various configuration guides for the Passport 8000 Series switch.

Physical layer

The physical layer includes:

* “Ethernet cable distances,” next

» “Auto-Negotiation for Ethernet 10/100 BASE Tx” on page 51

e “100BASE-FX failure recognition/ far end fault indication” on page 52
e “Gigabit and remote fault indication” on page 53

Each of these topicsis explained in more detail in the sections that follow.

Network Design Guidelines



48 Chapter 2 Designing redundant networks

Ethernet cable distances

Table 6 and Table 7 list distances for 10/100 Ethernet and 1000BASE-TX Gigabit
Ethernet cables. Table 8 presents the standard minimum distance ranges for
1000BASE-SX, LX, XD, and ZX Gigabit Ethernet cables. Note that Table 8
represents the minimum distances attainable on high quality fiber. You may find it
possible to run Gigabit Ethernet cable significantly farther, however, assuming
that the loss budget is not exceeded and dispersion is well-controlled.

Table 6 10/100 Ethernet cable distances

Ethernet Fast Ethernet |Fast Ethernet
10BASE-T 100BASE-TX 100BASE- FX
IEEE standard 802.3 802.3 802.3
Clause 14 Clause 21 Clause 26
Date rate 10 Mbps 100 Mbps 100 Mbps
Multimode fiber distance N/A N/A 412 m (half-duplex)
2 km (full duplex)
Cat 5 UTP distance 100 m 100 m N/A
STP/Coax distance 500 m 100 m N/A

Table 7 Gigabit Ethernet cable distances for 1000BASE-TX

1000BASE-T
IEEE Standard 802.3 Clause 40
Data Rate 1000 Mbps
Optical Wavelength (nominal) N/A
Multimode Fiber (50 um) distance N/A
Multimode Fiber (62.5 pm) distance N/A
Singlemode Fiber (10 um) distance N/A
UTP-5 100 ohm distance 100 m
STP 150 ohm distance N/A
Number of Wire Pairs/Fiber 4 pairs
Connector Type RJ-45

Note: Distances are for full duplex. In most cases, this is the
expected mode of operation.
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Table 8 Gigabit Ethernet standard minimum distance ranges
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1000 |MMF 625 |160 |2to 95 |-17 850 |75 |1.0 6.5 35 |19 |30 35 |1.0
BASE- 2202 to-4 |dBM nm
SX3 dBm | (min)

1000 |MMF (625 |200 |2to 9.5 |-17 850 |7.5 |1.0 6.5 35 |19 |30 35 |1.0
BASE- 2753 |to-4 |dBM nm

SX dBm | (min)

1000 |MMF |50 400 |2to 95 |-17 850 |75 |1.0 6.5 35 |19 |30 35 |1.0
BASE- 500 to-4 |dBM nm

SX dBm | (min)

1000 |MMF |50 500 |2to 9.5 |-17 850 |7.5 |1.0 6.5 35 |19 |30 35 |1.0
BASE- 5504 |(to-4 |dBM nm

SX dBm | (min)

1000 |MMF 625 |500 |2to 5.2 |-22 1300 | 16.8 [ 1.0 158 |1.0 |158 |3.0 12.8 [12.8
BASE- 5505 (to0 |dBm nm

LX4 dBm | (min)

1000 |MMF |50 400 |2to -5.2 |-22 1300 | 16.8 [ 1.0 158 |15 |[10.5 |3.0 12.8 (85
BASE- 5505 (to0 |dBm nm

LX dBm | (min)

1000 |MMF |50 500 |2to 5.2 |-22 1300 | 16.8 [ 1.0 158 |15 |105 |3.0 12.8 (85
BASE- 5505 (to0 |dBm nm

LX dBm | (min)

1000 |SMF |9 N/A |2to -5.2 |-22 1300 | 16.8 [ 1.0 158 |04 |[39.5 |3.0 12.8 |32.0
BASE- 10000 |to O | dBm nm

LX dBm | (min)

1000 |SMF |9 N/A |Upto |-5.2 |[-24 1550 | 18.8 [ 1.0 178 |04 |445 |3.0 14.8 [37.0
BASE- 50km [t0o0 |dBm nm

XD2 dBm | (min)

1000 |SMF |9 N/A |Upto |Oto |[-24 1550 |22 [1.0 21.0 |03 |70.0 |3.0 18.0 |60.0
BASE- 70km |5.2 dBm nm

ZX dBm | (min)

10GE |SMF |9 N/A |Upto |-5to |-12.4 1310 |74 |10 6.4 04 |16.0 |24 40 |10.0
WAN 10 km |-1 dBM nm

and dBM

LANS

1: Multimode fiber = MMF; single-mode fiber = SMF.
¢ The TIA 568 building wiring standard calls for 160/500 MHz-km multimode fiber.

proposed for addition to ISO/EC 11801.

AWN °

standard.

Using LX optics on multimode fiber may require the use of DMD-compensating patchcords.
: This is a Bay Networks product.
: The IEEE standard for 1000BASE-SX is 802.3 Clause 38.3
: The IEEE standard for 1000BASE-LX is 802.3 Clause 38.4. Note that 1000BASE-XD and 1000BASE-ZX are non-IEEE

The international ISO/EC 11801 building wiring standard calls for 200/500 MHx-km multimode fiber.
The ANSI Fibre channel specification calls for 500/500 MHx-km 50 micron multimode fiber and 500/500 fiber will be

5: When the OM5200 10GE and Passport 8600 10GE interfaces are connected to each other in a co-located environment,
you may need to attenuate the input power levels by 5 dB to avoid overloading the 10GE Rx. Note that this recommendation
Is especially valid for the OM5200. It is not exclusively restricted to that device, however.
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Transmission distance and optical link budget

The loss budget, or optical link budget, is the amount of optical power launched
into a system that you can expect to lose through various system mechanisms. You
can calculate the optical link budget for a proposed network configuration by:

1 Identifying al points where signal strength will be lost
2 Calculating the expected loss for each point
and

3 Adding the expected losses together

By calculating the optical link budget, you can then determine the link’s
transmission distance, or amount of usable signal strength for a connection
between the point where it originates and the point where it terminates.

The absorption of light by moleculesin an optical fiber causes the signal to lose
some of thelight’sintensity. Thisisan areawhere you should expect loss of signal
strength (attenuation) and which you must consider when planning an optical
network.

Factors that affect optical signal strength include:

» fiber optic cable (typically .25 dB - .3 dB per kilometer)
» network devices the signal passes through

*  connectors

e repair margin (user-determined)

IEEE 802.3ab Gigabit Ethernet- copper cabling

The Institute of Electrical and Electronics Engineers (IEEE) Standards Board
approved a specification, known as |EEE 802.3ab, for GE over copper cabling in
June 1999. This standard specifies the operation of GE over distances up to 100m
using 4-pair 100 ohm Category 5 balanced unshielded twisted pair copper cabling.
It is aso known as the 1000BASE-T specification since it alows deployment of
GE in the wiring closets (WCs) and even right to the desktop if required. It does
so without changing the unshielded twisted pair (UTP)-5 copper cabling that is
installed in many buildings today.
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Auto-Negotiation for Ethernet 10/100 BASE Tx

Auto-Negotiation lets devices that share alink segment and automatically
configures both devices to take maximum advantage of their abilities.
Auto-Negotiation uses amodified 10BASE-T link integrity test pul se sequence,
such that no packet or upper layer protocol overhead is added to the network
devices.

Auto-Negotiation allows the devices at both ends of alink segment to advertise
abilities, acknowledge receipt and understanding of the common mode(s) of
operation that both devices share, and to reject the use of operational modes, that
both devices do not share. Where more than one common maode exists between
the two devices, amechanism is provided to allow the devicesto resolve to a
single mode of operation using a predetermined priority resolution function.

The Auto-Negotiation function allows the devices to switch between the various
operational modesin an ordered fashion, permits management to disable or enable
the Auto-Negotiation function, and allows management to select a specific
operational mode. The Auto-Negotiation function also provides a Parallel
Detection (so-called auto sensing) function to allow 10BASE-T, 100BASE-TX,
and 100BA SE-T4 compatible devices to be recognized, even though they may not
provide Auto-Negotiation. In this case only the speed can be sensed but not the
duplex mode. Nortel Networks recommends the Auto-Negotiation setting on 10/
100BASE-TX ports shown in Table 9.
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Table 9 Recommended Auto-Negotiation setting on 10/100BASE-TX ports

Port on A Port on B
(Figure 3) (Figure 3) Remarks Recommendations

AUTO-NEGOTIATION | AUTO-NEGOTIATION | Ports negate on highest Recommended setting if
supported mode on both | both ports support

sides. Auto-Negotiation mode.
Fixed setting: Fixed setting: Both sides require the Recommended setting if full
same mode duplex is required, but
Full Full Auto-Negotiation is not
Duplex Duplex supported.
Fixed setting: AUTO-NEGOTIATION | Mode should be set to 10 half duplex
half-duplex since recommended on fixed
Half Auto-Negotiation port side.
Duplex cannot detect duplex

mode. Speed can be
sensed. Auto-Negotiation
ports default to half.

Figure 3 Auto-Negotiation process

100BASE-TX

10624EA

100BASE-FX failure recognition/ far end fault indication

Be aware that not all 100BASE-FX drivers support Far End Fault Indication
(FEFI). The Passport 8624 supports FEFI. Without FEFI support, if one of two
unidirectional fibers forming the connection between the two switches fail, the
transmitting side has no mechanism to determine that the link is broken in one
direction (Figure 4).
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This can lead to network connectivity problems, because the transmitting switch
keeps the link active since it still sees signals from the far end. However, the
outgoing packets are dropped because of the failure. To avoid this loss of
connectivity, Nortel Networks recommends that you use higher layer protocols
like OSPF, or asimilar protocol.

Figure 4 100BASE-FX FEFI
100BASE-FX with no FEFI support

I
o

)
)
N

Vv o s
N | | e
Port stays active —/

100BASE-FX with FEFI support

AY

-
ot

AV2

s % s
Port becomes inactive —/

Gigabit and remote fault indication

10625EA

The 802.3z Gigabit Ethernet standard defines remote fault indication (RFI) as part
of the Auto-negotiation function. RFI provides a means for the stations on both
ends of afiber pair to beinformed when there is a problem with one of the fibers.
Since RFI is part of the Auto-Negotiation function, if Auto-negotiation is
disabled, RFI is automatically disabled. Therefore, Nortel Networks recommends
that Auto-Negotiation be enabled on Gigabit Ethernet linksin all caseswhereitis
supported by the devices on both ends of afiber link.

Note: See“Using single fiber fault detection (SFFD) for remote fault
indication,” next, for information about Ethernet switching devices that
do not support Auto-Negotiation.

For information on the asynchronous transfer mode (ATM) remote fault indication
mechanism F5 and OA& M, see “F5 OAM loopback request/reply” on page 290.
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Using single fiber fault detection (SFFD) for remote fault
indication

Note: Thisinformation appliesto 8600 modules only.

The Ethernet switching devices listed in Table 10 do not support
Auto-Negotiation on fiber-based Gigabit Ethernet ports.

Table 10 Ethernet switching devices that do not support Auto-Negotiation

Switch name / Part number Port or MDA type / Part number

BayStack 470-48T (AL2012x34) SX GBIC (AA1419001)
LX GBIC (AA1419002)
XD GBIC (AA1419003)
ZX GBIC (AA1419004)
BayStack 470-24T (AL2012x37) SX GBIC (AA1419001)
LX GBIC (AA1419002)
XD GBIC (AA1419003)
ZX GBIC (AA1419004)
BayStack 460-24T-PWR (AL20012x20) |2 port SFP GBIC MDA (AL2033016)

BPS2000 (AL2001x15) 2 port SFP GBIC MDA (AL2033016)
OM1200 (AL2001x19) 2 port SFP GBIC MDA (AL2033016)
OM1400 (AL2001x22) 2 port SFP GBIC MDA (AL2033016)
OM1450 (AL2001x21) 2 port SFP GBIC MDA (AL2033016)

The port types listed in Table 10 are unabl e to participate in remote fault
indication (RFI), which is a part of the Auto-Negotiation specification. Without
RFI, and in the event of asinglefiber strand break, thereisapossibility that one of
the two devices will not detect afault and will continue to transmit data even
though the far end deviceis not receiving it.
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SFFD isan aternative method of providing RFI that must be used when one of the
deviceslisted in Table 10 is present at one or both sides of a Gigabit Ethernet fiber
connection. For SFFD to work properly, both ends of the fiber connection must
have SFFD enabled, and Auto-Negotiation disabled.

Note: Consult the technical documents for the productsin Table 10 to
=*»| determineif theinstalled software supports SFFD.

Since Auto-Negotiation works on the 8600 Series switch, it is not necessary to
enable SFFD on fiber-based links with an 8600 Series switch at both ends. In this
case, Auto-Negotiation should be enabled (and SFFD disabled) on both switches.

When SFFD is enabled on the 8600 Series switch, it detects singlefiber faults, and
brings the link down immediately. If the port is part of amultilink trunk (MLT),
traffic fails over to other links in the MLT group. Once the fault is corrected,
SFFD brings the link up within 12 seconds.

Note: On the BayStack or BPS2000 devices, it may take up to 50

=»| secondsto drop link once a single fiber fault is detected. BayStack or
BPS2000 devices may flap the links 4 times during that 50 seconds. Once
the fault is corrected, the link is brought up within 12 seconds.

SFFD is supported on the following 8600 Series switch modules:

» 8608SX, 8608SX-E and 8608SX-M
« 8608GBIC, 8608GBIC-E and 8608GBIC-M
» 8616SX, 8616SX-E and 8616SX-M

e 8632TX, 8632TX-E and 8632TX-M (GBIC port only when afiber GBIC is
used)

Note: SFFD isdisabled by default since Nortel Networks recommends
=>|  that you use RFI through Auto-Negotiation whenever it is supported by
the devices on both ends of afiber link.
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Configuring SFFD using the CLI

Note: Thisinformation appliesto 8600 modules only.

SFFD configuration is supported through the CLI. It is not supported in
Device Manager.

Since Nortel Networks recommends that, if it is possible, you use RFI through
Auto-Negotiation, SFFD is disabled by default. To determine if SFFD isrequired
for afiber-based connection on your 8600 Series switch, see Table 10 on page 54.

SFFD configuration rules

To make sure that SFFD works properly, use the following rules:

Use the default setting (disabled) for SFFD whenever Auto-Negotiation is
supported on both ends of afiber link.

Configure both ends of afiber connection with the same setting. If a port at
one end of afiber link is configured for SFFD, the port at the other end must
also be configured for SFFD.

Enable only one option per port—either SFFD or Auto-Negotiation—not
both. If you enable SFFD on a port, you must disable Auto-Negotiation. If
you enable Auto-Negotiation for a port, you must disable SFFD.

Configure all portsin an MLT with the same option. If you enable SFFD for
oneport in an MLT, al portsin the MLT must have SFFD enabled and
Auto-Negotiation disabled. If you enable Auto-Negotiation for one port in an
MLT, all portsinthe MLT must have Auto-Negotiation enabled and SFFD
disabled.

Enabling SFFD for a port

To enable SFFD for a port:

1

Disable Auto-Negotiation by entering the following at the command line:
config ethernet <slot/port> auto-negotiate disable

Auto-Negotiation is disabled for the port.
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2 Enable SFFD by entering the following at the command line:
config ethernet <slot/port> sffd {enable | disable}

SFFD is configured for the gigabit Ethernet port, and Auto-Negotiation is
disabled.

Note: The CLI commands used to configure SFFD on BayStack and
=>| BPS2000 devices are different from those used on the 8600 Series switch.
Please refer to the appropriate configuration manuals for CLI syntax
when configuring SFFD on these devices.

Viewing the SFFD setting for a port

Note: Thisinformation appliesto 8600 modules only.

To view the SFFD setting for a port, enter the following at the command line:
config ethernet <slot/port> info

Figure 5 shows sample output for this command.
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Figure5 config ethernet <slot/port> info sample output

@I | ywood: 5# config ethernet 1/5 info \

Sub- Context: clear config dunp nonitor show test trace wsm sam
Current Context:

Port 1/5 :
lock : fal se
name :
aut o-negotiate : fal se
dupl ex : full
enabl e-di ffserv : fal se
access-diffserv : fal se
gos-level : 1
routing : enable
unknown- mac-di scard : disable
hi gh-secure : fal se
default-vlian-id : 1
t agged-frames-di scard : disable
performtagging : disable
svl an-porttype : nornal
unt agged-franes-di scard : disable
| oop-detect : disable
state : up
linktrap : enable
multicast rate-linmt : disabled
broadcast rate-limt : disabled
sffd : enabl ed
cp-limt : enabled
mul ticast-limt 15000

\ broadcast-limit 10000 J

For more information about SFFD, see “Using single fiber fault detection (SFFD)
for remote fault indication” on page 54.
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Platform redundancy

Nortel Networks recommends that you use the foll owing mechanisms to achieve
device-level redundancy:

Redundant power supplies

You should employ N + 1 power supply redundancy. (N is the number of
required power suppliesto power the chassis and its modules). You should
also connect the power suppliesto an additional power supply lineto protect
against supply problems.

Note: The Passport 8000 Series switches have two fan trays each with 8

=»| individual fans. Sensors are used to monitor board health.

1/0 port redundancy

You can protect 1/0 ports using alink aggregation mechanism. MLT, whichis
compatible with 802.3ad static (Link Access Control Protocol (LACP)
disabled), provides you with aload sharing and failover mechanism to protect
against module, port, fiber or complete link failures. For information, see the
“MLT traffic distribution algorithm” on page 71.

Note: Nortel Networks recommends you enable Auto-Negotiation on

=»| Gigabit interfaces to protect against uni-directional cable faults. Auto

Negotiation is part of the IEEE 802.3u spec, while Auto-Negotiation on
twisted pair is part of the 802.3 Clause 28 spec. Remote fault indicationis
part of the Gigabit IEEE 802.3 Clause 37 spec.

Switch fabric redundancy

Nortel Networks recommends that you use two switch fabrics (SFs) to protect
against switch fabric failures. The two SFsload share and also provide backup
for each other. For more information about High Availability (HA) mode, see
“High availability mode” on page 61.
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Central processing unit (CPU) redundancy

The CPU isthe control plane of the switch. It controls all learning, calculates
the routing protocols, and maintains all port states. If thelast CPU in a system
fails, 1/O port status does not change. Instead, the information that has been
programmed into the forwarding ASICsis used to make forwarding decisions.
There is no active routing protocol update calculation, so network
convergence depends on routing protocol time outs.

Note: For SMLT, it isalways recommended that you use two CPU

=»| modulesin the SMLT aggregation switches to avoid packet forwarding to

the switch with asingle failed CPU board.

To protect against CPU failures, Nortel Networks has devel oped two different
types of control plane (CPU) protection:

— Warm standby mode

In this mode, the secondary CPU is waiting with the system image
loaded.

— High Availability (HA) mode, often called Hot Standby

For more information about High Availability (HA) mode, see “High
availability mode” on page 61.

Configuration and image redundancy:

The Passport 8000 series lets you define a primary, secondary and tertiary
configuration and system image file path. This protects against system flash
failures. For example, the primary path may point to /flash, the secondary to /
PCMCIA and the tertiary to a network path.

Both CPU/SF modules are identical and support flash and Personal Computer
Memory Card International Association (PCMCIA) storage. If you enable the
system flag command save t o st andby, it ensuresthat configuration
changes are always saved to both CPUs.
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Note: Passport 8000 Series software (release 3.3 and above) does not
nd support using mixed configurations of Passport 8100 modules and
Passport 8600 modul es simultaneously within the same chassis. Mixed
configurations require the concurrent use of one Passport 8190SM and
one Passport 8691SF in the system.

Dueto alack of redundancy with a single switch management module
(8190SM) for Layer 2 modules, and a single switch fabric/CPU module
(8691SF) for Layer 3-7 modules, Nortel Networks recommends that you
do not use such configurations. Mixed configurations have not been
verified under all conditions.

High availability mode

High Availability mode activates two CPUs simultaneoudly. These CPUs
exchange topology data so that, if afailure occurs, either CPU can take
precedence in less than one second with the most recent topology data.

In High availability (HA) mode, two CPUs are active and exchanging topology
data through an internal and dedicated bus. This allows for a complete separation
of the traffic since the bus is not used by the regular data path, nor by the data
exchange between the CPU and the I/0 modules. To guarantee total security, users
cannot access this bus.

Depending on the protocols and data exchanged (Layer 2, Layer 3, or platform),
the CPUs perform different tasks. This ensures that any time thereisafailure, the
backup CPU can take precedence with the most recently updated topology data.
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Table 11 shows that, because of the amount of work required to perform a
failover, regardless of protocol, thistask is divided into several phases.

Table 11 HA failover phases

Type of data Release 3.2 Release 3.5

synchronized |=HA Layer 2 =HA Layer 3 Post 3.5 release

Platform Yes! Yes! Contact your Nortel
Networks representative

Layer 2 Yes? Yes? about future releases.*

Layer 3 No Yess3

Multicast No No#*

1 ATM, POS and WSM do not support HA mode. 8100 does not support HA in 3.2.2 and
subsequent releases. ATM warm standby mode is optimized in the 3.5 release (see release
notes for more information).

2 MAC FDB, VLANSs, MLT, SMLT are synchronized.
3 Provides support for ARP and static routes.
4 For Plan of Record/Plan of Intent, contact your Nortel Networks local representative.

For acomplete list of limitations, see the rel ease notes that accompany your
software.

Note: In HA mode, you cannot configure protocol s that are not supported
=»| by HA at thistime. For example, in HA Layer 3 (release 3.3 or 3.5),
multicast routing protocols cannot be enabled.

HA modeis enabled from the CLI using the following command:

config bootconfig flags ha-cpu <true|fal se>
save boot

Remember to save the configuration and reboot the switch after enabling or
disabling HA mode.

For more information about configuring HA, see the publication, Managing
Platform Operations and Using Diagnostic Tools.
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Network redundancy

The sectionsthat follow explain the design steps that you should follow in order to
achieve network redundancy.

Basic network layouts- physical structure for redundant
networks

When designing networks, Nortel Networks recommends that you take a modular
approach. This means that you should break the design into different sections,
which can then be replicated as needed, using a recursive model.

You need to consider several functional entities here, including user access,
aggregation, core and server access.

* User AccessLayer- port switched user access. Normally thislayer coversthe
wiring closet.

e Aggregation Layer- aggregation of many user access or wiring closet (WC)
switches, thislayer is often also called distribution layer, sinceit involves
distribution to the floor/wiring closets.

» Core- interconnection between different aggregation points and server farms.
e Server AccessLayer- server farm connectivity, resource layer.

Note that the design of your network normally depends on the physical layout of
your campus and its fiber and copper cable layout (Figure 6).
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Figure 6 Four-tiered network layout
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In many cases, you can unify the different layersin one switch maintaining the
functionality, but decreasing cost, complexity and network latency (Figure 7).

Figure 7 Three-tiered network layout
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Depending upon the physical fiber layout and the port density requirements, the
Server Access and Core can be implemented by the same switch (Figure 8).

Figure 8 Two- or three-tiered networks with collapsed aggregation and core
layer
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Redundant network edge

Figure 9 depicts an aggregation switch pair distributing riser links to wiring
closets.

Figure 9 Redundant network edge diagram
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Recommended and not recommended network edge
designs

Nortel Networks recommends the network edge setup shown in Figure 10.

Figure 10 Recommended network edge design
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Nortel Networks recommends that you do not dual-home edge switches to a set of
three aggregation switches.

Figure 11 shows anetwork setup that Nortel Networks recommends against dueto
its complexity on one side. On the other side, Nortel Networks SMLT feature
provides an optimal solution for atwo switch pair network layout. See “SMLT”
on page 73 for more information on SMLT and its advantages. A discussion of
MLT follows.
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MLT

Figure 11 Not recommended network edge design
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When you configure MLT links consider the following MLT guidelines:

*  On the Passport 8600 Switch up to 32 MLT groups can be created on a switch

*  On the Passport 8100 Switch up to 6 MLT groups can be created on a switch

*  On the Passport 8600 Switch up to eight same type ports can belong to a
single MLT group

e Onthe Passport 8100 Switch up to four same type ports can belong to asingle
MLT group

»  Same port type means that the ports operate on the same physical media, at
the same speed, and in the same duplex mode

* MLT isinteroperable with 802.3ad (static, where LACP is disabled)
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Switch-to-switch links

In the Passport 8000 Series switch, Nortel Networks recommends for link
management and troubleshooting purposes that physical connectionsin
switch-to-switch MLT links follow a specific order. To connect an MLT link
between two switches connect the lower number port on one switch with the
lower number port on the other switch. To establish an MLT switch to switch link
between ports 2/8 and 3/1 on switch A with ports 7/4 and 8/1 on switch B do the
following:

e Connect port 2/8 on switch A to port 7/4 on switch B
e Connect port 3/1 on switch A to port 8/1 on switch B

Routed links

In the Passport 8000 Series switch, brouter ports do not support MLTs. An
alternative to using brouter portsto connect two switches with an MLT for routed
linksisto use VLANS. This configuration provides arouted VLAN with asingle
logical port (MLT).

To prevent bridging loops of bridge protocol data units (BPDUS) when you
configure this VLAN:

1 Create anew Spanning Tree Group (STGX) for the two switches (switch A
and switch B).

Add all the ports you would use in the MLT to STGx.
Enable the spanning tree protocol for STGx.

4 On each of the portsin STGx, disable the Spanning Tree Protocol (STP). By
disabling STP per port, you ensure that all BPDUs are discarded at the ingress
port, preventing bridging loops.

5 CreateaVLAN on switch A and switch B (VLAN AB) using STGx. Do not
add any other VLANsto STGx because to do so could potentially create a
loop.

6 Addan |IP addressto both switchesin VLAN AB.
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MLT and STG

When you combine MLTs and STGs, note that the spanning tree protocol treats
MLTs as another link that could be blocked. If two MLT groups connect two
devices and belong to the same STG, the Spanning Tree Protocol blocks one of the
MLT groups to prevent looping.

MLT traffic distribution algorithm

The MLT traffic distribution algorithm is as follows:

Any bridged packet except IP distribution is based on:
MOD (DestMACI5:0] XOR SrcMAC[5:0], # of active links)

Bridged and routed IP or routed Internetwork Packet Exchange (IPX)
distribution is based on:

MOD (DestIP(X)[5:0] XOR SrclP(X)[5:0], # of active links)

Multicast flow distribution over MLT is based on source-subnet and group
addresses. To determine the port for a particular Source, Group (S,G) pair, the
number of active ports of the MLT isused to MOD the number generated by
the XOR of each byte of the masked group address with the masked source
address. Thisfeature was introduced in release 3.5. The feature is not enabled
by default and has to be enabled in order for P multicast streams to be
distributed.

For example, consider:

Group address G[0].G[1].G[2].G[ 3], Group Mask
GM[0].GM[1].GM[2].GM[3], Source Subnet address S[0].51].5[2].53],
Source Mask SM[0].SM[1].SM[2].SM[3]

Then, the Port =:

(((((G[O] AND GM[Q] ) xor ( S[0] AND SM[0] ) ) xor ((G[1] AND GM[Q]
) xor ( §[1] AND SM[1])) ) xor ((G[2] AND GM[2] ) xor ( S[2] AND SM[2]
))) xor ( ( G[3] AND GM[3] ) xor ( §3] AND SM[3] )) ) MOD (active ports
of the MLT)
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Path cost implementation notes

Passport 8000 Series switches use the following formulas, which are based on the
1993 ANSI/IEEE 802.1D Std, to calculate path cost defaullts:

» Bridge Path_Cost = 1000/Attached_LAN_speed in_Mb/s

e MLT Path_Cost = 1000/(Sum of LAN_speed in_Mb/sof all Active MLT
ports)

Table 12 lists the calculated values.

Table 12 Path cost default values using 1993 ANSI/IEEE 802.1D

Bridge Port defaults MLT default

e 100 for a 10 Mb/s LAN e 1 f_or adr* _100_0 Mb/s LAN
« 10 for a 100 Mb/s LAN (with 4 active links)

e 1 fora 1000 Mb/s LAN.

The bridge port and MLT path cost defaults for both the single 1000M b/s link and
the aggregate 4000 Mb/s link is 1. Since the root selection algorithm chooses the
link with the lowest port ID asits root port, ignoring the aggregate rate of the
links, it is recommended that the following methods be used to define path cost:

* Uselower port numbers for MLT so that the MLT with the highest number of
active links gets the lowest port ID.

* Modify the default path cost so that non-MLT ports, or the MLT with the
lesser number of active links, has a higher value than the MLT link with a
larger number of active ports.

You can change a port’s path cost from the CLI (confi g et hernet <ports>
stg <sid> pathcost <intval >)or JDM (Edit > Port > STG > PathCost).

Path cost configuration example 1

For this example, assume the following:

»  Two redundant links between two 8600 Series switches
e oneMLT link with 4 gigabit ports
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SMLT

e onenon-MLT gigabit link port in slot/port 2/1
» apath cost of 4 onthe non-MLT link

To configure the path cost for the non-MLT port, enter the following command:

config ethernet 2/1 stg 1 pathcost 4

Path cost configuration example 2
For this example, assume the following:

e 2 MLT links between two 8600 Series switches

e MLT 2 hasfour active gigabit links

e MLT 1 hastwo active gigabit linksand isin slot/port 2/1
* apath cost of 4 on each of thelinksin MLT 1

To configure the port path cost for MLT 1, enter the following command:

config ethernet 2/1 stg 1 pathcost 4

Split multilink trunking (SMLT) is defined asan MLT with one end split between
two aggregation switches.

In addition, single port SMLT lets you configure a split multilink trunk using a
single port. This permits scaling the number of split multilink trunks on a switch
to the maximum number of available ports. For more information about single
port SMLT, see “Single port SMLT” on page 80.
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Table 13 defines the components used in SMLT.

Table 13 SMLT components

Component Definition

SMLT aggregation switch | A switch that connects to multiple wiring closet switches,
edge switches or Customer Premise Equipment (CPE)

devices.
IST One or more parallel point-to-point links that connect two
(Inter Switch Trunk) Aggregation switches together. The two Aggregation

switches use this channel to share information so that they
may operate as a single logical switch. There can be only
one IST per SMLT aggregation switch.

MLT A method of link aggregation that allows multiple Ethernet
trunks to be aggregated together in order to provide a single
logical trunk. An MLT provides the combined bandwidth of
the multiple links, as well as the physical layer protection
against the failure of any single link.

SMLT Client A switch located at the edge of the network, such as in a
wiring closet or CPE. An SMLT Client switch must be able to
perform link aggregation (such as with MLT or some other
compatible method) but does not require any SMLT
intelligence.

Overview

Figure 12 shows a configuration with a pair of 8600 Series switches as
aggregation switches E and F. Four separate wiring closet switches are labeled A,
B, C, and D (i.e., Passport 8100s, BayStack 450s, Business Policy Switches or any
other MLT-compatible device.)
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Figure 12 SMLT configuration with 8600 switches as aggregation switches
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Wiring closet switches B and C are connected to the aggregation switchesvia
multilink trunksthat are split between the two aggregation switches. For example,
SMLT client switch B may use two parallel links for its connection to E, and two
additional paralel linksfor its connection to F.

SMLT client switch C may have only asingle link to both E and F. As shown in
Figure 12, Switch A isaso configured for MLT, but the MLT terminates on only
one switch in the network core. Switch D has a single connection to the core.
Although you could configure both switch A and switch D to terminate across
both of the aggregation switches using SMLT, neither switch would benefit from

SMLT in the displayed configuration.
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IST link

Figure 12 shows that SMLT only requires two SMLT-capable aggregation
switches connected viaan | ST (Inter Switch Trunk.) The aggregation switches use
the IST link to:

» Confirm that each switch is alive and exchanging MAC address information.
Thus, the link must be reliable and not exhibit a single point of failure itself.

» Forward flooded packets or packets destined for non-SMLT connected
switches, or servers physically connected to the other aggregation switch.

The amount of traffic from asingle SMLT wiring-closet which requires
forwarding acrossthe IST islikely to be small. However, if the aggregation
switches are terminating connectionsto single-home devices, or if thereare SMLT
uplink failures, the IST traffic volume may be significant. Because of this, Nortel
Networks recommends that the |ST be a multi-gigabit MLT with connections
across different line cards on both aggregation switches in order to ensure that
thereis no single point of failurein the IST.

CP-Limit considerations with SMLT IST

Control packet rate limit (CP-Limit) controls the amount of multicast and/or
broadcast traffic that can be sent to the CPU from a physical port. It protects the
CPU from being flooded by traffic from a single, unstable port. The CP-Limit
default settings are:

» default state = enabled
o default multicast packets-per-second (pps) value = 15,000
e default broadcast pps value = 10,000

If the actual rate of packets-per-second sent from a port exceeds the defined rate,
then the port is administratively shut down to protect the CPU from continued
bombardment.

Disabling IST portsin thisway could impair network traffic flow, asthisisa
critical port for SMLT configurations.
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Nortel Networks recommends that an IST MLT contain at least 2 physical ports,
although thisis not arequirement. Nortel Networks aso recommends that
CP-Limit be disabled on al physical ports that are members of an IST MLT.

Disabling CP-Limit on IST MLT ports forces another, less-critical port to be
disabled if the defined CP-Limits are exceeded. 1n doing so, you preserve
network stability should a protection condition (CP-Limit) arise. Please note that,
although it islikely that one of the SMLT MLT ports (risers) would be disabled in
such a condition, traffic would continue to flow uninterrupted through the
remaining SMLT ports.

The command syntax to disable CP-limit is:

config ethernet <slot/port> cp-limt <enabl e|di sabl e>

IST VLAN and peer IP configuration

Note: Nortel Networks recommends that you use an independent VLAN
=>| for the ST peer session.

The IST session is established between the peering Passport 8600 SMLT
aggregation switches. The basis for this connection is acommon VLAN and the
knowledge about the peer |P addressing for the common VLAN. Nortel Networks
recommends that you use an independent VLAN for this ST peer session. You
can do so only by including the ST portsinthe VLAN sinceonly the IST portisa
member of the IST VLAN.

You should choose the | P subnet addresses from a valid address set. You can

enable arouting protocol on the IST VLAN IP interface if you wish. However, it
is not necessary to do so.

Supported IST links

In the case of Gigabit Ethernet, Nortel Networks recommends that you use the
non-blocking Gigabit modules 8608 or 8632 as IST connections.
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SMLT links

The SMLT client switches are dual-homed to the two aggregation switches, yet
they require no knowledge of whether they are connected to a single switch or to
two switches. SMLT intelligence is required only on the aggregation switches.
Logically, they appear as asingle switch to the edge switches. Therefore, the
SMLT client switches only require an MLT configuration. The connection
between the SMLT aggregation switches and the SMLT client switchesis called
the SMLT links.

Figure 12 also includes end stations connected to each of the switches, a, bl, b2,
cl, c2, and d are typically hosts, while e and f may be hosts, servers or routers.
SMLT client switches B and C may use any method for determining which link of
their multilink trunk connections to use for forwarding a packet. Thisistrue as
long asthe samelink is used for a given Source/Destination (SA/DA) pair,
regardless of whether or not the DAis known by B or C.

This requirement ensures that there will be no out-of-sequence packets between
any pair of communicating devices. Aggregation switches will always send traffic
directly to an SMLT client switch and only use the IST for traffic that they cannot
forward in another more direct way.

The examples that follow explain the processin more detail.

Example 1- Traffic flow from a to b1 and/or b2

Assuming a and b1/b2 are communicating vialayer 2, traffic goes from switch A
to switch E and is then forwarded up its direct link to switch B. Traffic coming
down from b1 or b2 to ais sent by switch B on one of its MLT ports. Sinceit does
not attach any special significance to the MLT, it sends traffic from bl to a on the
link to switch E, and the traffic from b2 to a on the link to switch F. In the case of
traffic from b1, switch E forwards the traffic directly to switch A, while traffic
from b2, which arrived at switch F, is forwarded across the IST to switch E and
then to switch A.

313197-C Rev 00



Chapter 2 Designing redundant networks 79

Example 2- Traffic flow from b1/b2 to c1/c2

Traffic from b1/b2 to cl/c2 is aways sent by switch B down itsMLT to the core.
No matter which switch (E or F) it arrives at, it is then sent directly to C through
thelocal link. Thisisthe reason why it is necessary for you to dual-home all client
switches to the SMLT aggregation pair. By taking such a step, you reduce the
amount of traffic on the IST link. Thus, asingle IST failure (all SMLT links
active) does not result in any traffic interruptions and your risk of your network
downtime is minimized even further.

Example 3- Traffic flow from ato d

Traffic from ato d and vice versais forwarded across the | ST because it is the
shortest path. Thisistreated purely as a standard link with no account taken of the
SMLT and thefact that it isalso an IST.

Example 4- Traffic flow from f to c1/c2

Traffic from f to c1/c2 is sent out directly from F. Return traffic from cl/c2 isthen
passed acrossthe I ST if switch C sends it down the link to E.

SMLT ID configuration

SMLT links on both aggregation switches share an SMLT link ID: Smitld. The
Smitld identifies all members of a split trunk group. Therefore, it is mandatory
that you terminate both sides of each SMLT having the same Smitld at the same
SMLT client switch.

Note: Refertothe"SMLT square configuration” on page 87 and “SMLT
=»| full mesh configuration” on page 88 for the exceptionsto thisrule.

The SMLT IDs can beidentical to the MLT IDs. However, be aware that they do
not have to be. Smitld ranges are:

* 1-32for MLT-based SMLTs
e 1-512for single port SMLTs
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Supported SMLT links

ATM, Packet over SONET (POS), and Ethernet interfaces are supported as
operational SMLT links.

Single port SMLT

Single port SMLT lets you configure a split multilink trunk using a single port.
Thesingle port SMLT behavesjust like an MLT-based SMLT and can coexist with
SMLTsin the same system; however, an SMLT ID can belong to either an
MLT-SMLT or asingle-port SMLT per chassis. Single port SMLT letsyou scale
the number of split multilink trunks on a switch to a maximum number of
available ports.

Split MLT links may exist in the following combinations on the SMLT
aggregation switch pair:

e MLT-based SMLT + MLT-based SMLT
e MLT-based SMLT + singlelink SMLT
e dgnglelink SMLT + single link SMLT

Rules for configuring single port SMLT:

» The dual-homed device connecting to the aggregation switches must be
capable of supporting MLT.

» Single port SMLT is supported on Ethernet, POS, and ATM ports.

Note: Single port SMLT is not supported on 10 Gig Ethernet ports with
=*| release3.5.

» Eachsingle port SMLT isassigned an SMLT ID from 1 to 512.

e Single port SMLT ports can be designated as Access or Trunk (that is, IEEE
802.1Q tagged or not), and changing the type does not affect their behavior.

* You cannot change asingle port SMLT into an MLT-based SMLT by adding
more ports. You must delete the single port SMLT, and then reconfigure the
port as SMLT/MLT.
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* You cannot change an MLT-based SMLT into asingle port SMLT by deleting
all ports but one. You must first remove the SMLT/MLT and then reconfigure
the port as single port SMLT.

» A port cannot be configured as MLT-based SMLT and as single port SMLT at
the same time.

Figure 13 shows a configuration in which both aggregation switches have single
port SMLTswith the same IDs. This configuration allows as many single port
SMLTs as there are available ports on the switch.

Figure 13 Single port SMLT example
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Using MLT-based SMLT with single port SMLT

You can configure a split trunk with asingle port SMLT on one side and an
MLT-based SMLT on the other. Both must have the same SMLT ID. In addition to
general use, Figure 14 shows how this configuration can be used for upgrading an
MLT-based SMLT to asingle port SMLT without taking down the split trunk.

Figure 14 Changing a split trunk from MLT-based SMLT to single port SMLT
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For information about configuring single port SMLT, see the publication,
Configuring Layer 2 Operations: VLANs, Spanning Tree and Multilink Trunking.

Layer 2 traffic load sharing

From the perspective of the SMLT, you achieve load sharing by the MLT path
selection algorithm used on the edge switch. Usually, you do so on an SRC/DST
MAC and/or SRC/DST |P address basis. However, thisis not required.

From the perspective of the aggregation switch, you achieve load sharing by
sending al traffic destined for the SMLT client switch directly and not over the
IST trunk. The IST trunk is never used for crosstraffic to and from an SMLT
dual-homed wiring closet. Traffic received on the IST by an aggregation switch is
never forwarded on SMLT links because the other aggregation switch performs
that job, thus eliminating the possibility of a network loop.

Layer 3 traffic load sharing

You can also route VLANSs that are part of an SMLT network on the SMLT
aggregation switches. This enables the network to connect to an L3 core and
utilize SMLT functionally as an edge collector. In addition, an extension to the
Virtual Router Redundancy Protocol (VRRP), the VRRP backup master concept,
has been implemented that improves the Layer 3 capabilities of VRRP in
conjunction with SMLT.

Typically, only one of the VRRP switches (Master) forwards traffic for agiven
subnet. Using the proprietary VRRP extension (BackupMaster) on the SMLT
aggregation switch, the backup VRRP switch also routes traffic if it hasa
destination routing table entry. The VRRP BackupMaster uses the VRRP
standardized backup switch state-machine. Thus, it is compatible with the VRRP
protocol.

This capability is provided in order to prevent traffic from edge switches from
unnecessarily utilizing the ST to deliver frames destined for a default-gateway. In
atraditional VRRP implementation, this operates only on one of the aggregation
switches.
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The switch in the BackupMaster state routes all traffic received on the
BackupMaster I P interface according to its routing table. It does not L2 switch the
traffic to the VRRP master.

You must ensure that both SMLT aggregation switches can reach the same
destinations through arouting protocol (i.e., OSPF); therefore Nortel Networks
recommends that you configure | P addresses per VLAN that you want to route on
both SMLT aggregation switches. Then, Nortel Networks recommends that you
introduce an additional subnet on the IST with the shortest route path to avoid
having any Internet Control Message Protocol (ICMP) redirect messages issued
on the VRRP subnets. (To reach the destination, ICMP redirect messages will be
issued if the router sends a packet back out through the same subnet it received it
on). Refer to “ICMP redirect messages” on page 124 for more details.

Failure scenarios

You should be aware of the following failure scenarios with SMLT. See Figure 12
for a graphic representation of these scenarios.

e Lossof SMLT link

In this scenario, the SMLT client switch detects link failures based on link
loss and sends traffic on the other SMLT link(s), asit does with standard MLT.

If the link is not the only one between the SMLT client and the aggregation
switchesin question, the aggregation switch also uses standard MLT detection
and rerouting to move traffic to the remaining links. If thelink isthe only one
to the aggregation switch, however, the switch informs the other aggregation
switch of SMLT trunk loss on failure detection. The other aggregation switch
then treatsthe SMLT trunk asaregular MLT trunk. In this case, the MLT port
type changes from splitMLT to normalMLT.

If the link is reestablished, the aggregation switches detect this and move the
trunk back to regular SMLT operation. The operation then changes from
normalMLT back to splitMLT.
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Loss of aggregation switch

In this scenario, the SMLT client switch detects link failure and sends traffic
on the other SMLT link(s), asit doeswith standard MLT.

The operational aggregation switch detectsloss of partner. IST and keep alive
packetsarelost. The SMLT trunks are changed to regular MLT trunks, and the
operation mode is changed to normaMLT. If the partner returns, the
operational aggregation switch detects this. The ST then becomes active and
once full connectivity is reestablished, the trunks are moved back to regular
SMLT operation.

Loss of one IST Link

In this case, the SMLT client switches do not detect afailure and
communicate as usual. In normal use, there will be more than one link in the
IST (asitisitself adistributed MLT). Thus, IST traffic resumes over the
remaining linksin the IST.

Lossof al IST Links between an aggregation switch pair

Again, the goal of providing connectivity only after a single failure has been
exceeded here, since for thisto happen, multiple failures must be present.

In the event that all linksin the IST fail, the aggregation switches no longer
see each other. (Keep alive islost). Both assume that their partner is dead. For
the most part, there are noill effects in the network if all SMLT client
switches are dual-homed to the SMLT aggregation switches. However, traffic
which is coming from single attached switches or devices no longer reaches
the destination predictably.

There may be a problem for IP forwarding since both switches will try to
become master for all VRRPs. Since the wiring closets have no knowledge of
the failure, the network will provide intermittent connectivity for devices
attached to only one aggregation switch. Finally, data forwarding, while
functional, may not be optimal since the aggregation switches may never
learn some MAC addresses. Thus, the aggregation switches will flood traffic
that would not normally be flooded.

Network Design Guidelines



86 Chapter 2 Designing redundant networks

SMLT designs

SMLT designsinclude the elements described in the following sections:

e “SMLT scaling,” next

* “SMLT triangle configuration” on page 87

e “SMLT square configuration” on page 87

e “SMLT full mesh configuration” on page 88

SMLT scaling

Within the core of the network, you can configure SMLT groups as shown in
Figure 15. In this case, however, both sides of the link are configured for SMLT.

Figure 15 SMLT scaling design
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It is possible to use this configuration because there is no state information passed
acrossthe MLT link. Thus, both ends believe that the other is asingle switch. The
result isthat no loop isintroduced into the network. Any of the core switches or
any of the connecting links between them may fail, but the network will recover

rapidly.
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SMLT triangle configuration

You configure this SMLT configuration in the shape of atriangle (Figure 16), and
connect the following to the SMLT aggregation switch pair:

e upto31SMLT client switches
e upto512singleport SMLTs

Figure 16 SMLT triangle configuration
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SMLT square configuration

You configure an SMLT square configuration as shown in Figure 17. In this case,
all the links facing each other on an SMLT aggregation pair must use the same
Smitlds (shown through the MLT ring).
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Figure 17 SMLT square configuration

)
=N
2
h

= [

SmitiD: 1 ———» ~——— SmitiD: 1

)
=N
2
h

10674EA

SMLT full mesh configuration

You configure an SMLT full mesh configuration as shown in Figure 18. Note that
in this configuration all SMLT ports use the same Smitld (shown through the MLT

ring).

Note: Since the full mesh configuration requires MLT-based SMLT, you
=*| cannot configure single port SMLTsin afull mesh. In Figure 18, the
vertical and diagonal links emanating from any switch are part of an MLT.
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Figure 18 SMLT full mesh configuration
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SMLT and Spanning Tree

When you configure an SMLT/IST, Spanning Tree is disabled on all the ports that
belong to the SMLT/IST. Asof release 3.3 of the Passport 8000 Series software, it
is not possible for you to have one link on the IST where STP is enabled, even if
thislink istagged and belongs to other STGs.

When you connect aVVLAN to both SMLT aggregation switches with non-SMLT
links, it introduces aloop and is thus, not a supported configuration. You must
ensure that the connections from the SMLT aggregation switch pair are done
through SMTL links, or through routed VLANS.

SMLT scalability

SMLT scalability is discussed in the following subsections:

e “VLAN scaability on MLT and SMLT links,” next
e “IST/SMLT scaahility” on page 90

“MAC address scalability” on page 90

e “SMLT and multicast” on page 90
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VLAN scalability on MLT and SMLT links

With release 3.3 and above, you can use the following formulato determine the
maximum number of VLANS supported per device on an MLT/SMLT:

Without E- or M-modules, you can have:

1980 = (# of VLANSon regular ports) + (8* # of VLANson MLT ports) +
(16 * #of VLANSon SMLT ports)

The Enhanced Operational Mode feature allows you to exceed these limits by
programming the hardware differently because of the capabilities of the E- and
M-modules. Specifically, they alow you to have:

1980 = (# of VLANson regular ports) + (# of VLANson MLT ports) + (2
* #of VLANson SMLT ports)

IST/SMLT scalability

Thereisone ST link per Passport 8600. SMLT IDs can be either MLT or port
based. You can have atotal of 31 MLT/SMLT groups (32 MLT groups minus 1
MLT group for the IST). With release 3.5, the switch supports port-based SMLT
IDs (Port/SMLT). The maximum amount of Port/SMLT IDsis512, butitisin
practice limited by the amount of available ports on the switch.

Port/SMLT IDs alow only one port to be amember of an SMLT ID per switch;
MLT/SMLT alow up to eight ports to be amember of an SMLT ID per switch.

MAC address scalability
When you use SMLT, the total number of supported MAC addressesis 12k. (With

M-modules, thislimit increasesto 50k). Thisistrueif all records are available for
MAC address learning.

SMLT and multicast

Refer to Chapter 6, “ Designing multicast networks,” on page 189 for more
information on SMLT and multicast.
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Network design examples

Following are a series of examples to help you design all the relevant layers of

your network:

e ThelLayer 1 examples deal with the physical network layouts
* ThelLayer 2 examples map VLANSs on top of the physical layouts

e TheLayer 3 examples show the routing instances Nortel Networks
recommends to optimize IP and IPX for network redundancy

Layer 1 examples

Example 1

Figure 19 contains a series of Layer 1 design examplesthat illustrate the physical

network layout.

Figure 19 Layer 1 design examples
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Example 2
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Based on Example 2, all the Layer 1 redundancy mechanisms are described.
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Layer 2 examples

Figure 20 contains a series of Layer 2 network design examples that map VLANs
on the top of the physical network layout.

Figure 20 Layer 2 design examples
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Example 2- Using SMLT
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Example 2 depicts aredundant network using SMLT. This layout does not require
STP. SMLT removes the loops, but still ensures that all paths are actively used.
Each wiring closet (WC) can have up to 8 Gigabytes worth of bandwidth to the
core. Note that this SMLT configuration example is based on athree stage
network.

Example 3
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In Example 3, atypical SMLT ID setup is shown. (Note that SMLT is part of
MLT. Therefore, all SMLT links also have an MLT ID. The SMLT and MLT ID
can be the same number, but do not necessarily have to be).
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Example 4
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Figure 21 contains a series of Layer 3 network design examples that display the
routing instances Nortel Networks recommends to optimize IP and IPX for
network redundancy.
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Figure 21 Layer 3 design examples
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Example 3
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Example 4 VLAN 1
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STP

This section describes some designs you should considering when configuring the
STP on the Passport 8000 Series switch.

STGs and BPDU forwarding

You can enable or disable STP at port or at spanning tree group (STG) levdl. If
you disable the protocol at STG level, BPDUsreceived on one port inthe STG are
flooded to all ports of this STG regardless of whether the STG is disabled or
enabled on a per port basis. When you disable STP at the port level and STG is
enabled globally, the BPDUs received on this port are discarded by the CPU.
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Multiple STG interoperability with single STG devices

Nortel Networks provides multiple STG interoperability with single STG devices.
When you connect the Passport 8600 switch with layer 2 switches, such asthe
Passport 8100 switch or the BayStack 450 switch, be aware of the differencesin
STG support between two types of devices. The Passport 8100 switch and the
BayStack 450 switch support only one STG, while the Passport 8600 switch
supports 25 STGs.

The problem

In Figure 22, al three devices (8100, A8600, and B8600) are members of STG1
and VLANL. Link Y isin blocking state to prevent aloop and links X and Z arein
forwarding state. With this configuration, congestion on link X is possible since it
isthe only link forwarding traffic from the Passport 8600 switches to the Passport
8100 switch.

Figure 22 One STG between two layer 3 devices and one layer 2 device
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The solution

To provide load sharing over links X and Y, create a configuration with multiple
STGsthat are transparent to the layer 2 device and divide the traffic over different
VLANS. To ensure that the multiple STGs are transparent to the layer 2 switch,
the BPDUs for the two new STGs (STG2 and STG3) must be treated by the
Passport 8100 switch as regular traffic not BPDUSs.

In the configuration in Figure 23, the BPDUs generated by the two STGs (STG2
and STG3) are forwarded by the Passport 8100 switch. To create this
configuration, you must configure STGs on the two Passport 8600 switches,
assign specific MAC addresses to the BPDUs created by the two new STGs,
create VLANs 4002 and 4003 on the layer 2 device, and create two new VLANS
(VLAN 2 and VLAN 3) on all three devices.
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Figure 23 Alternative configuration for STG and layer 2 devices
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Create two STGs and set MAC addresses for the STGs

When you create STG2 and STG3, you must specify the source MAC addresses
of the BPDUs generated by the STGs. With these MAC addresses, the layer 2
switch will not process the STG2 and STG3 BPDUs as BPDUSs, but forward them
asaregular traffic.
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To change the MAC address, you must create the STGs and assign the MAC
addresses as you create these STGs. You can change the MAC address in the CL I
by using the following command:

config stg <stgid> create [vlan <value>] [mac <val ue>]

To change the MAC addressin the Java Device Manager (JDM), select VLAN >
STG > Insert.

Configure STG roots

On the Passport 8600 switches (A8600 and B8600), configure A8600 as the root
of STG2 and B8600 as the root of STG3. On the layer 2 device, the Passport 8100
switch, configure it asthe root of STG1. You configure a switch to be the root of
an STG by giving it the lowest root bridge priority.

To set aswitch asroot in an STG, you can use the CLI or the IDM. When you are
connected to the switch, do one of the following:

¢ |IntheCLI, enter this command
config stg <id> priority 100
wherei d isthe STG ID.

e Fromthe JDM menu bar, choose VLAN > STG > Configuration. Double click
in the Priority field of the STG you want, and enter, for example, 100. Click
Apply and Refresh.

Make sure that the STG ports have tagging enabled on them and the same ports
are members of STG2 and STGS3.

Configure VLANs

Configure four VLANSs on the layer 2 switch to include the tagged ports
connected to the Passport 8600 switches. To ensure that the BPDUs from STG2
and STGS3 are seen by the layer 2 switch as traffic for the two VLANs and not as
BPDUs, you must give two of the VLANsthe IDs: “4002" and “4003.” Figure 24
illustrates the four VLANS configured on the Passport 8100 switch and the traffic
associated with each VLAN.
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After you configure the Passport 8100 switch, configure VLAN 2 and VLAN 3 on
the Passport 8600 switches.

Figure 24 VLANSs on the layer 2 switch
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The IDs of these two VLANS are important because they must have the same ID
as the BPDUs generated from them. The BPDUs generated from these VLANS
will be tagged with a* TaggedBpduVlanld” that is derived from adding 4,000 to
the STG ID number. For example, for STG3 the TaggedBpduVlanld is 4003. For
more information about tagging in VLANS, refer to the Configuring Layer 2
Operations: VLANSs, Spanning Tree, Multilink Trunking document in the Passport
8000 Series 3.3 documentation set.
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Using MLT to protect against split VLANSsS

Consider link redundancy when you create distributed VLANS. Split subnets or
separated VLANSs disrupt packet forwarding to the destinations in case of alink
failure.

The split subnet VLAN problem can occur when aVLAN carrying IP or IPX
traffic is extended across multiple switches and a link between the switchesfails
or is blocked by the Spanning Tree Protocol. Theresult is abroadcast domain that
is divided into two noncontiguous parts. This problem can cause failure modes
that higher level protocols cannot recover.

To avoid this problem, protect your single point of failure links with an MLT
backup path. Configure your spanning tree networks in such away that ports that
are blocking do not divide your VLANSsinto two noncontiguous parts. Set up your
VLANSsin such away that device failures do not lead to the split subnet VLAN
problem. Analyze your network designs for such failure modes.

Isolated VLANS

Similar to the split VLAN issueis VLAN isolation. Figure 25 shows four devices
connected by two VLANs (V1 and V2) and both VLANsareinthe same STG. V2
includes three of the four devices, while V1 includes all four devices. When the
Spanning Tree Protocol detectsaloop, it blocksthe link with the highest link cost.
In the case of the devicesin Figure 25, the 100 MB/slink is blocked, thus
isolating adevicein V2. To avoid this problem, either configure V2 on all devices
or use adifferent STG for each VLAN.
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Figure 25 VLAN isolation
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Chapter 3
Designing stacked VLAN networks

This section provides guidelines to help you design a stacked VLAN network.
It includes the following topics:

Topic Page number
About stacked VLAN 107
SVLAN operation 109
Network loop detection and prevention 114
SVLAN multi-level onion architecture 116
sVLAN and network or device management 119
SVLAN restrictions 119

About stacked VLAN

Stacked VLAN (sVLAN), also referred to as“ Q-in-Q”, alows packets to have
multiple tags, or stacked tags, so that service providers can transparently bridge
tagged or untagged customer traffic through a core network. The current sVLAN
implementation is proprietary; however, there is an |EEE draft in progress,
Provider Bridges, to standardize stacked VLAN implementations.

The current provider bridging project in IEEE standard 802.1ad acts to:

e Provision multiple Virtual Bridged LANs using the common LAN equipment
of asingle organization.

e Useacommon infrastructure of Bridges and LANSs to offer independent
customer organizations the equivalent of separate LANS, Bridged LANS, or
Virtual Bridged LANS.
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Features

sVLAN provides the following features:

VLAN tunnéling of 802.1q tagged or untagged traffic through service
provider core networks, allowing overlapping customer VLAN
configurations.

Improved VLAN scalability by summarizing customer VLANS into core
VLANS.

Improved VLAN scalability by using alayered architecture.
L oop detection mechanism for customer-introduced loops.
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SVLAN operation

Figure 26 illustrates sVLAN operation. Customer tags are encapsulated into
provider frames. The original MAC Source and Destination MAC addresses are
NOT altered. The switching in the provider cloud is based on MAC addresses as
members of provider SVLANS.

Figure 26 Provider bridging / sVLAN operation
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The following sections describe sVLAN operation:

e “Components’ on page 110
e “Switch levels’ on page 111
e “UNI port behavior” on page 112
e “NNI port behavior” on page 112
e “sVLAN and SMLT” on page 113
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Components

SVLAN uses aUser-to-Network Interface (UNI) for user access—that is, the ports
to which the customer routers/switches connect; and a Network-to-Network
Interface (NNI) in the core—that is, the links which interconnect core switches
together within the sVLAN network.

Table 14 lists and describes the components used in sVLAN operation.

Table 14 sVLAN components

Component Definition

User-to-Network (UNI) interface Customer-facing sVLAN port that accepts any
frame type (802.1Q tagged or untagged) and
switches it transparently through an sVLAN. This
concept is very similar to an untagged port-based
VLAN port, except that tagged and untagged
packets are bridged transparently within the sVLAN.

Network-to-Network (NNI) interface | Service provider core port that interconnects
switches by adding a NEW .1Q-like 4 byte tag after
the Dst/Src MAC pair — and in front of the .1Q tag
which may have already been inserted.

Switch levels Allows stacking of multiple .1Q tags, in an onion
architecture.

e Level 0 (normal port): 802.1Q frames are
classified into port-based VLANS.

e Levels 1-n (UNI, NNI ports): any frame type is
transparently switched and is pre-pended with 4
additional .1Q-like bytes.

UNI and NNI ports are expecting only frames of

the same level. Otherwise traffic is
encapsulated into the next level.

8600 modules with multiple physical ports (8648TX, 8616SX, 8632TX, and
8616TX maodules) share acommon OctaPID. All ports on the same OctaPl D must
be configured either as normal ports or as UNI/NNI ports. For example, if port 1
on an 8648TX moduleis configured as a UNI port, then the remaining ports on
that OctaPID (ports 2 to 8) must be configured either as UNI ports or NNI ports—
they cannot be configured as normal tagged ports.
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Switch levels

Stacked VLANSs are designed to provide a very scalable hierarchical solution with
up to 8 levels. Thefirst layer of the hierarchy is considered to be the user access
layer. User traffic can include tagged or untagged traffic. In the case of tagged
traffic, the user packets will contain the normal 802.1p/Q tag with the standard
Ether-type value of 8100. The subsequent levels within the sVLAN hierarchy are
configured to use a different Ether-type than the standard value of 8100. The 8600
Series switch is designed with default Ether-type values for each sSVLAN level.

When designing a multi-level sVLAN hierarchy, it isimportant to keep the
physical layout of the hierarchy consistent with alogical layout based on the
default Ether-type values for each SVLAN level. For example, if the sSVLAN
network consists of only one level, use default SVLAN level 1, which mapsto
Ether-type 8020. This eliminates any confusion or complexitiesin the engineering
and support of the network.

Since each 8600 Series switch can support up to 1980 VLANS, each layer in the
SVLAN hierarchy can support up to 1980 VLANS. Given the 8 level hierarchy, the
SVLAN network can support thousands of VLANS. This eliminates the issue of
VLAN scalability. However, you need to consider certain restrictions when
building such networks.

IEEE 802.1Q tag

Provider .1Q-like tags (Figure 27) have altered Ethertypes. The Ethertypeis
defined in the sVLAN switch level configuration.

The EtherType 8100 defines aframe as 802.1Q tagged. The 3 priority bits are
defined in IEEE 802.1Q as the quality of service bits. The 12 bitsfor VLAN ID
allow for 4096 individual VLAN addressing.
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Figure 27 IEEE 802.1Q tag
6 bytes 6 bytes 4 bytes 2 bytes 46-1500 bytes
Dest Source 802.1Q Protocol Data
MAC MAC Tag Type
.. |C
81-00 Priority | VLAN ID
3 bits | 12 bits
Tag
Tag - Ethertype 802.1Q Control
bits Info

UNI port behavior

A UNI port is aways an untagged, port-based sVLAN. All traffic, untagged or
tagged, is classified as a member of the per port configured customer VLAN

(SVLAN).

NNI port behavior

An NNI port switches ingressing traffic, based on regular destination MAC
lookup, on aper-sVLAN basis. The Ethertype of the 802.1Q tag-like frame hasto
be equivalent on both sides of the SVLAN NNI link in order for it to correctly
switch traffic. Therefore the switch levels of both switches connecting through
NNI links with each other must be the same.
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sVLAN and SMLT

Instead of using Spanning Treein the provider core, SMLT can be used to provide
aredundant architecture.

UNI ports and SMLT

Figure 28 shows dual homing of CPEsto sVLAN UNI ports. The CPE devicesare
transparent to Q tags. The SMLT IST pairs are:

* POPA and POPB
* POPCand POPD

Figure 28 Dual-homing of CPE to sVLAN UNI ports

CPE
POP A POP C
SVLAN UNIs SVLAN UNIs
CPE SMLT | =~ <= |SMLT CPE
POP B POP D
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NNI ports and SMLT
Figure 29 shows an SMLT full mesh core for the SVLAN provider network.

Figure 29 SMLT full mesh core for sVLAN provider network

CPE
POP A POP C
SVLAN
NNIs
CPE T SMLT T CPE
POP B POP D

For more information about designing with SMLT, see “SMLT” on page 73.

Network loop detection and prevention

Customer traffic loops through a provider core can pose a serious threat to
network stability. Loops can occur when customers:

» loop traffic back to aredundant connection to one service provider
» loop traffic between two service providers used for redundancy

Customer loops result in the following:

e Looping packets saturate the pipes.

* Thesame MAC addresses will belearned on sVLAN UNI and NNI portsin a
rapid sequence.

In either case, the customer’s service is completely shut down. Loops could lead
to high control plane utilization because the core switch hasto relearn the MAC
addresses during its non-stop flapping from the UNI port to the NNI port.
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Figure 30 shows how the port loop detection feature discovers loops and disables
VLAN on the port.

Figure 30 Customer traffic loops through a service provider core

/Se;/mrowder A Loop detection
blocks port

Service Provider B

Note: Loop-detection should be enabled on all UNI customer ports and
=»| on SMLT links. Loop-detection should NOT be enabled on IST links. To
enable loop detection from Device Manager, select Edit > Port > VLAN >
LoopDetect.

L oop detection is triggered when a MAC flaps between two ore more ports x
number of times within atimer interval of y. A Trap is sent to the management
stations and alog entry indicates that aloop occurred.

A VLAN that was disabled when aloop was detected can be enabled using the
following command:

config ethernet <slot/port> action clearLoopDetectA arm
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sVLAN multi-level onion architecture

It is possible to design multi-level sVLANsto increase VLAN scalability. MAC
bridging limitations still apply, including MAC learning.

Figure 31 shows the structure of aone-level design. The customer-facing ports on
Level 1 devicesare sVLAN UNI ports. The core connections are sVLAN NNI
ports.

Figure 31 One-level sVLAN design

Private customer
Qtag

sSVLAN Level 1

Level 1

313197-C Rev 00



Chapter 3 Designing stacked VLAN networks 117

Figure 32 shows the structure of atwo-level design. The level 2 facing ports on
the level 1 devices are sVLAN NNI ports. The level 1 facing ports on the level 2
devices are sSVLAN UNI ports. The ports within the level 2 domain are sVLAN
NNI ports.

Figure 32 Two-level sVLAN design
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Figure 33 shows the MAC addresses and the Q and Q-like headersin amulti-level
onion design sVLAN.

Figure 33 Multi-level onion design sVLAN with Q tags
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Network level requirements

Since sVLAN isbased on regular VLAN bridging, all MAC addresses of an
SVLAN are seen by all provider switches having thissVLAN provisioned. In this
architecture, for aregular 8600 E-type module, 24k total MAC addresses are
supported. The M-type modules scale up to over 100k MAC addresses.

Independent VLAN learning limitation

Duplicate MAC addresses with multiple levels of VLAN stacking can lead to
connectivity problems.
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Independent VLAN learning is only applicable within the VLAN context of the
SVLAN first level. This means that a switch can apply aMAC addressto a
VLAN/sVLAN to maintain duplicate MAC addressing only aslong asthey arein
separate VLANS.

When multiple sVLAN levels are used, sVLANS are aggregated into another
level, which could introduce duplicate MAC addresses, learned on different ports.
Theresult is aflapping MAC address from the provider NNI port to another
provider NNI port, or a customer UNI port.

Duplicate MAC addresses can be very common for control traffic such as VRRP
where VRRP SRC MAC addresses are defined by the IETF RFC and are therefore
used by many customers.

To overcome such issues, it is recommended that you connect routers to UNI
ports, limiting the amount of MAC addresses and the potential for duplicate MAC
addresses.

sVLAN and network or device management

Normal VLANSs are currently not supported on sVLAN NNI links. In order to
transport regular VLANs in an sVLAN network, it is recommended that you use
separate links between the core devices.

For management purposes, it is recommend that you define a management
sVLAN and connect the external Ethernet management portstoits sVLAN UNI
ports. The management station must also be a member of thissVLAN or have a
routing connection to it.

SVLAN restrictions

Thefollowing are sVLAN restrictions.

e For 8648 and 8632 modules, the eight 10/100 ports that share an OctaPID
must run in the same mode—either normal or SVLAN UNI/NNI.

e For 8616 maodules, the two GIG ports that share an OctaPID must run in the
same mode—either normal or sVLAN UNI/NNI
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e 8672 and 8684 modules do not support sVLAN.

*  SVAN NNI ports do not support normal VLANS (non-sVLANS)
* Routing is not supported on sVLANS.

e |IPfiltersare not supported on sVLAN.

* QoS can be applied through sVLAN QoS only (no filter support).

* SVLAN switches cannot be managed | n-band—an out of band network is
recommended for management. Connect the Management Ethernet Port to a
separate Management sVLAN, and bridge it to the NM 'S segment.

For information about configuring sVLAN using Device Manager or the CLI, see
the publication, Configuring Layer 2 Operations: VLANS, Spanning Tree, and
Multilink trunking.
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Chapter 4
Designing Layer 3 switched networks

This chapter describes some general design considerations you need to be aware
of when designing Layer 3 switched networks. Design factors for the following
protocols are presented here:

Topic Page number
VRRP 122
ICMP redirect messages 124
Subnet-based VLANs 127
Designi_ng PPPoE protocol-based VLANS for Internet traffic | 129
separation

BGP 136
OSPF 144
IPX 152
IP routed interface scaling considerations 154
Hardware record optimization 154
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VRRP

The following design guidelines apply to VRRP,

VRRP and other routing protocols

If, on an IP interface, VRRP and another | P protocol such as OSPF, RIP, or
DVMRP are configured, Nortel Networks recommends that you do not use a
physical |P address asthe virtual 1P address.! Instead, use a third | P address.
Using the physical |P address as the virtual | P address can lead to malfunctioning

of the routing protocol in certain circumstances (Figure 34).

When backup master is enabled, it is recommended that with SMLT, you ensure
that the virtual 1P address and VLAN IP address are not the same.

Figure 34 Sharing the same IP address

Subnet 20.20.20.0 Subnet 10.10.10.0

Router 1 £ = — = Router 2
Master [T R TR Backup
Routing Table R1: A2 ENNEERK R Routing Table R2:
10.10.10.0 NH: 30.30.30.2 R \IVRRP 30.30.30.2/ 10.10.10.0 NH: 10.10.10.1 L
20.20.20.0 NH: 20.20.20.1 L ] = 20.20.20.0 NH: 30.30.30.1 R

30.30.30.0 NH: 30.30.30.2 L

30.30.30.0 NH: 30.30.30.1 L
30.30.30.1 30.30.30.2

Subnet 30.30.30.0

10626EA

When VRRP and routing protocols are on the interface, an issue occurs when
sharing the same | P address as shown in Figure 34.

1 When backup-master is enabled on the switch, the VRRP virtual IP address and VLAN IP address
cannot be the same.
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In this example, confusion arises because R1's routing table shows 30.30.30.2 as
reaching network 10.10.10.0. Address 30.30.30.2 isloca (VRRP Master) to R1,
so it does not send traffic to R2. As aresult, the traffic is dropped locally. To
address this problem, you should use a different 1P address for VRRP, other than
the local address if arouting protocol is enabled on the VRRP interfaces.

VRRP and STG

Figure 35 shows two possible configurations of VRRP and STG. VRRP protects
clients and servers from link or aggregation switch failures and your network
configuration should limit the amount of time alink is down during VRRP
convergence.

In Figure 35, configuration A is optimal because VRRP convergence occurs
within 2-3 seconds. In configuration A, three STGs are configured with VRRP
running on the link between the two routers (R). STG2 is configured on the link
between the two routers, thus separating the link between the two routers from the
STGs found on the other devices. All uplinks are active.

Figure 35 VRRP and STG configurations

STG 1
STG 1
blocked
VIV
KVR_RP\ “VRRP™
R R R R
STG 2
STG 3 STG 2
Configuration A Configuration B

In configuration B, VRRP convergence takes between 30 and 45 seconds because
it depends on spanning tree convergence. After initial convergence, spanning tree
blocks onelink, an uplink, and so only one uplink isused. If an error occurs on the
uplink, spanning tree reconverges, which can take up to 45 seconds. After
reconvergence, VRRP can take a few more seconds to failover. For VRRP and
SMLT information, refer to “Layer 3 traffic load sharing” on page 83.
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ICMP redirect messages

Traffic from the client on subnet 30.30.30.0 destined for the 10.10.10.0 subnet is
sent to routing switch 1 (VRRRP Master) in Figure 36. It isthen forwarded on the
same subnet to routing switch 2 where it is routed to the destination. Routing
switch 1 sends an ICMP redirect message for each packet received to the client to
inform him of a shorter path to the destination through routing switch 2.

Figure 36 ICMP redirect messages diagram
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Avoiding excessive ICMP redirect messages

If network clients do not recognize ICMP redirect messages, there are three
different network designs you can use to avoid excessive ICMP redirect messages
Option 3 isthe one that Nortel Networks recommends.

Option 1 isshown in Figure 37. Here, you enable ICMP redirect generation on the
routing switches to let the client learn the new shorter path to the destination. The
clients then populate aroute entry in their routing table that uses a direct path to
the destination through routing switch 2.
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Figure 37 Avoiding excessive ICMP redirect messages- option 1
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Option 2 is shown in Figure 38. Here, you ensure that the routing path to the
destination through both routing switches has the same metric to the destination.
One hop goes from 30.30.30.0 to 10.10.10.0 through routing switch 1 and routing
switch 2. You do this by building symmetrical networks based upon the network
design examples presented in Chapter 2, “ Designing redundant networks,” on

page 45.
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Figure 38 Avoiding excessive ICMP redirect messages- option 2
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Option 3, the recommended option, is shown graphically in Figure 39. It includes
arouted link 40.40.40.0 between routing switch 1 and routing switch 2 with the
lowest metric (1). If you increase the metric to 2 or greater on access subnet
30.30.30.3, routing switch 1 uses the inter-switch link to send traffic to routing
switch 2 to reach network 10.10.10.0 and no longer issues a redirect message.
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Figure 39 Avoiding excessive ICMP redirect messages- option 3
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Subnet-based VLANS

You can use subnet-based VLANSs to classify end usersin a VLAN based on their
source | P addresses. For each packet, the switch performs alook-up and based on
the source | P address and mask, determines which VLAN the traffic is classified
in. You can also use subnet-based VLANSs for security reasonsto allow only users
on the appropriate | P subnet to access to the network. Note that you cannot
classify non-IP traffic in a subnet-based VLAN.

Subnet-based VLAN and IP routing

You can enable routing in each subnet-based VLAN. You do so by assigning an IP
address to the subnet-based VLAN. If no | P address is configured, the subnet-
based VLAN isin Layer 2 switch mode only.

Subnet based VLAN and VRRP

You can enable VRRP for subnet-based VLANS. The traffic routed by the VRRP
master interface is forwarded in HW. Therefore, no throughput impact is expected
when you use VRRP on subnet-based VLANS.
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Subnet-based VLAN and multinetting

You can use subnet-based VLANS to achieve a multinetting functionality. The
important difference here is that multiple subnet-based VLANSs on a port can only
classify traffic based on the sender’s | P source address. Thus, you cannot multinet
by using multiple subnet-based VL ANs between routers (L3 devices).
Multinetting is supported, however, on al “enduser-facing” ports.

Subnet-based VLAN and DHCP

You cannot classify Dynamic Host Configuration Protocol (DHCP) traffic into
subnet-based VL ANSs because DHCP requests do not carry a specific source |P
address, but an all broadcast address. To support DHCP to classify subnet-based
VLAN members, you must create an overlay port-based VLAN to collect the
bootp/dhcp traffic and forward it to the appropriate DHCP server. After the DHCP
response is forwarded to the DHCP client and it learns its source | P address, the
enduser traffic is classified appropriately into the subnet-based VLAN.

Subnet-based VLAN scalability

The switch supports a maximum number of 300 subnet-based VLANS.

Subnet-based VLAN and wireless terminals

Subnet-based VLANS are incompatible with some wirelessterminals. Thisis
especially true in those configurations where you use the Passport 8600 as a
classification device (i.e., an |P subnet-based VLAN and a port-based VLAN
configured on the same port).

During the roaming phase, wireless terminals may lose the session with their
application servers. Thisis because of the absence of the IP header in the frames
that these terminals can send during this roaming phase. Thus, the frames are sent
in the port-based VLAN, and not in the | P subnet-based VLAN. Previously, the IP
subnet-based VLAN was used to isolate these terminals. When designing your
network, it is recommended that you ensure that your wireless access devices are
operating correctly.
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Designing PPPoE protocol-based VLANSs for Internet
traffic separation

Point-to-Point Protocol over Ethernet (PPPOE) allows you to connect multiple
computers on an Ethernet to aremote site through a device such as amodem. You
can use PPPoE to allow multiple users (for example, an office environment, or a
building with many users) to share acommon line connection to the Internet.

PPPoE combines the Point-to-Point (PPP) protocol, commonly used in dial-up
connections, with the Ethernet protocol, which supports multiple usersin alocal
area network. The PPP protocol information is encapsulated within an Ethernet
frame (see RFC 2516: Point-to-Point Protocol over Ethernet).

The example in this section shows how to use PPPoE protocol-based VLANS, a
feature introduced in release 3.5, to redirect PPPOE Internet traffic to a service
provider network, while the I P traffic goes to a routed network. The example uses
two features introduced in the 3.5 release:

e PPPoE protocol-based VLANS
» Disabling IP routing per port in arouted VLAN

This example can be used in a service provider application to redirect subscriber
Internet traffic to a separate network from the IP routed network. It can aso apply
to enterprise networks that need to isolate PPPoE traffic from the routed | P traffic,
even when this traffic is received on the same VLAN.

Implementing bridged PPPoE and IP traffic isolation

This example shows a configuration with bridged PPPoE and IP traffic isolation
to achieve the following goals:

e Enable usersto generate | P and PPPoE traffic where I P traffic needs to be
routed and PPPOE traffic needs to be bridged to the ISP network. If any other
type of traffic is generated, it is dropped by the Layer 2 switch or the 8600
Series switch (when users are attached directly to the 8600).

e Eachuserisassigned adifferent VLAN from other users (that is, every
subscriber is assigned aVLAN).
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Each user has two VLANs when directly connected to the 8600—one for IP

traffic and the other for PPPOE traffic.

PPPOE bridged traffic must preserve user VLANS.

In this example, consider the following two aspects of the configuration:

Indirect connections where users are attached to a Layer 2 switch

Direct connections where users are attached directly to the 8600 Series
switch.

In Figure 40 on page 131, both PPPoE and |IP traffic are flowing through the
network. Below are some assumptions and configuration requirements:

PPPoE packets between the users and the | SP are bridged.

Packets received from the Layer 2 switch are tagged, while packets received
from the directly connected user (User 3) are not tagged.

I P packets between the user and the 8600 are bridged, while packets between
the 8600 and the routed network are routed.

VLANS between the Layer 2 switch and the 8600 are port-based.
VLANS from the directly connected user (User 3) are protocol-based.
The connection between the 8600 and the | SP is a single port connection.

The connection between the Layer 2 switch and the 8600 can be a single port
connection or aMultiLink Trunk (MLT) connection.

8600 ports connected to the user side (Users 1, 2, and 3) and the routed
network, are routed ports.

8600 ports connected to the ISP side are bridged (not routed) ports.
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Figure 40 PPPoE and IP traffic separation
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Indirect connections

Figure 41 on page 133 shows that the 8600 Series switch uses routabl e port-based
VLANSsfor indirect connections. When configured in this way:

Port P1 provides a connection to the Layer 2 switch.

Port P1 is configured for tagging. All P1 ingress and egress packets are tagged
(the packet type can be either PPPoE or |P).

Port P2 provides a connection to the | SP network.

Port P2 is configured for tagging. All P2 ingress and egress packets are tagged
(the packet type is PPPOE).

Port P3 provides a connection to the routed network.

Port P3 can be configured for either tagging or non-tagging (if untagged, the
header does not carry any VLAN tagging information). All P3 ingress and
egress packets are untagged (the packet typeis IP).

Ports P1 and P2 must be members of the sasme VLAN.

The VLAN must be configured as aroutable VLAN. Routing must be
disabled on Port P2. VLAN tagging is preserved on P1 and P2 ingress and
egress packets.

Port P3 must be a member of aroutable VLAN, but cannot be a member of
the same VLAN as Ports P1 and P2. VLAN tagging is not preserved on P3
ingress and egress packets.

For indirect user connections, you must disable routing on port P2. Thisallowsthe
bridging of traffic other than I P, and routing of | P traffic outside of port number 2.
In this case, port 1 has routing enabled and allows routing of 1P traffic to port 3.
By disabling IP routing on port P2, no IP traffic flows to this port.
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Figure 41
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Direct connections

Figure 42 on page 135 shows that, to directly connect to the passport 8600 switch,
auser must create two protocol-based VLANS on the port—one for PPPoE traffic
and one for IP traffic. When configured in this way:

Port P1 is an access port.

Port P1 must belong to both the IP protocol-based VLAN and the PPPoE
protocol-based VLAN.

Port P2 provides a connection to the | SP network.

P2 is configured for tagging to support PPPOE traffic to the ISP for multiple
users. P2 ingress and egress packets are tagged (the packet type is PPPOE).

Port P3 provides a connection to the CDN network.

P3 can be configured for either tagging or non-tagging (if untagged, the
header does not carry any VLAN tagging information). P3 ingress and egress
packets are untagged (the packet typeis|P). Port P3 must be a member of a
routable VLAN, but cannot be a member of the same VLAN as ports P1 and
P2.

For the direct connections, protocol-based VLANS (1P and PPPoE) are required to
achieve traffic separation. Disabling routing per port is not required given that the
routed IP VLANSsare not configured on port 2 asthey are for indirect connections.

313197-C Rev 00



Chapter 4 Designing Layer 3 switched networks 135

Figure 42 Direct PPPoE and IP configuration

Internet Service

Provider

VLAN 1

Routed Network

PPPOE traffic
IP traffic

Network Design Guidelines



136 Chapter 4 Designing Layer 3 switched networks

BGP

This section provides a general overview, hardware and software dependencies,
scaling information, convergence performance, design scenarios, and OSPF
interactions for Border Gateway Protocol (BGP).

Overview

Since release 3.3 of the Passport 8000 Series software, the Passport 8600 includes
BGP4 functionality. BGP is an exterior gateway protocol designed to exchange
network reachability information with other BGP systems in other autonomous
systems, or within the same autonomous system (AS). This network reachability
information includes information on the AS list that reachability information
traverses. Thisinformation is sufficient to construct a graph of AS connectivity
from which you may prune routing loops and enforce some policy decisions at the
ASlevel.

BGP4 provides you with a new set of mechanisms for supporting classless
inter-domain routing. These mechanisms include support for advertising an |P
prefix and eliminate the concept of network class within BGP. BGP4 also
introduces mechanisms, which allow you to aggregate routes, including
aggregating AS paths. Note that BGP aggregation does not occur when routes
have different multi- exit discs or next hops.

Hardware and software dependencies

The table that foll ows describes the software and hardware necessary to run BGP.

Software Hardware
Passport 8000 Series BGP supported on:
software version 3.3 or « all /O modules
above

* on both switch fabric 8690 and 8691

Note: For large BGP environments, Nortel Networks
recommends you use the 8691SF.
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Scaling considerations
Scaling considerations include:

*  BGP peering
*  route management
« ECMP support

Each of these are explained in the subsections that follow.
BGP peering

BGP alows you to create routing between two sets of routers operating in
different administrative systems. A group of routers that operates in two distinct
systemsisan AS. An AS can use two kinds of BGP methods:

* Interior BGP (IBGP) - refersto routers that use BGP within an autonomous
system. BGP information is redistributed to Interior Gateway Protocols
(IGPs) running in the autonomous path.

e Exterior BGP (EBGP) - refersto routers that use BGP across two different
autonomous paths.

The Passport 8600 supports a maximum of 10 peers both internal and external.
Note that there is no software restriction that prevents you from configuring more
than 10 peers. It is recommended that you contact your Nortel Networks sales
representative for the evolution of the BGP scaling numbers.

Route management

The number of supported routes include the maximum number of forwarding
routes on the 1/0 modules for:

e 32K modules (including normal and E-modules) = 20,000
* M-modules (128K) = 119,000

Refer to the Release Notes for the Passport 8000 Series Switch Software Release
3.5 for the latest scalability numbers for route forwarding.
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ECMP support

BGP equal-cost multipath (ECMP) support allows a BGP speaker to perform
route balancing within an AS by using multiple equal-cost routes submitted to the
routing table by OSPF or RIP. Load balancing is performed on a per packet basis,
with amaximum of 4 next hop entries per equal cost path.

Design scenarios

In situations with a maximum of 10 peers and 100K routes, the Passport 8600
operates as an ideal BGP edge device. Note that the Passport 8600 is currently not
positioned as a core Internet BGP router. The following design scenarios describe
more typical Passport 8600 BGP applications.

Internet peering

With BGP functionality on the Passport 8600 platform, you can perform Internet
peering directly between the Passport 8600 and another edge router. In such a
scenario, you use each Passport 8600 for aggregation and peer it with aLayer 3
edge router (Figure 43).

Figure 43 Internet peering
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In cases where the Internet connection is single-homed, it is recommended that
you advertise Internet routes as a default route to the IGP in order to reduce the
size of the routing table.
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BGP applications to connect to an AS

You can implement BGP with the Passport 8600, so that autonomous routing
domains, such as OSPF routing domains, are connected. This strategy effectively
allows the two different networks to begin communicating quickly over a
common infrastructure, thus allowing network designers additional timeto plan
the IGP merger. Such ascenario is particularly effective when network
administrators wish to merge two OSPF area 0.0.0.0’s (Figure 44).

Figure 44 BGP’s role to connect to an AS
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Edge aggregation

You can use the Passport 8600 to perform edge aggregation with multiple/PoP
edge concentrations. The Passport 8600 provides GE or 10/100 EBGP peering
servicesto the enterprise. Should you wish to inter-work with Multiprotocol Label
Switching (MPLS)/Virtual Private Network (VPN) (RFC 2547) services at the
edge, this particular scenario isideal. You use BGP here to inject dynamic routes,
instead of using static routes or RIP (Figure 45).

Figure 45 Edge aggregation
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ISP segmentation

You can aso use the Passport 8600 as a peering point between different regions or
autonomous systems that belong to the same I SP. In such cases, you may define a
region as an OSPF area, AS, or apart of an AS.

Multiple regions separated by IBGP

You can divide the AS into multiple regions, each running different IGPs. You
interconnect regions logically viaa full IBGP mesh. Each region then injectsits
IGP routes into IBGP and injects a default route inside the region. Thus, each
region defaults to the BGP border router for destinations that do not belong to the
region.

You can then use the community attribute to differentiate between regions. You
can also use thisin conjunction with a route reflector hierarchy to create large,
VPNs. To provide Internet connectivity, this scenario requires you to make your
Internet connections part of the central IBGP mesh (Figure 46).

Figure 46 Multiple regions separated by IBGP
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In Figure 46, note the following:

» TheASisdivided into 3 regions, each running different and independent
IGPs

* Regionsarelogically interconnected via afull mesh IBGP, which also
provides Internet connectivity
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e Internal non-BGP routersin each region default to the BGP border, which
contains al routes

» If the destination belongs to any other region, the traffic is directed to that
region; otherwise, the traffic is sent to the Internet connections according to
BGP policies

Multiple regions separated by EBGP

If you need to set multiple policies between regions, you can represent each
region as a separate AS. You then implement EBGP between ASs, while IBGP is
implemented within each AS. In such instances, each AS injectsits |GP routes
into BGP where they are propagated to all other regions and the Internet.

You can obtain AS numbers from the Inter-Network Information Center (NIC), or
by using private AS numbers. When using the latter, be sure to design your
Internet connectivity very carefully. For example, you may wish to introduce a
central, well-known AS to provide interconnections between all private ASs and/
or the Internet. Before propagating the BGP updates, this central AS then strips
the private AS numbersto the Internet in order to prevent them from leaking to the
providers.

Figure 47 Multiple regions separated by EBGP
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Multiple OSPF regions peering with Internet

Figure 48 illustrates a design scenario in which you use multiple OSPF regions to
peer with the Internet.

Figure 48 Multiple OSPF regions peering with the Internet
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To control route propagation and filtering, it is recommended in RFCs 1772 and
2270 (and often by the providers themselves) that multi-homed, non-transit
Autonomous Systems not run BGP4. To address the load sharing and reliability
reguirements of a multi-homed customer, you should instead use BGP between
them.

Considerations

When configuring BGP, be aware of the following design considerations:

e A default parameter (max-prefix) limits the number of imported routes from a
peer. (The default value is set to 12000). The purpose of this parameter isto
prevent non-M mode configurations from accepting more routes than it can
forward to.

It isrecommended that you use a setting of 0 to accept an unlimited number of
prefixes. For instructions on modifying this parameter, see Configuring BGP
Services in the Passport 8000 Series documentation set.

»  BGPwill not operate with an | P router in non-forwarding (host-only) mode.
Thus, you should ensure that the routers you want BGP to operate with arein
forwarding mode.
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e If you are using BGP for a multi-homed AS (one that contains more than a
single exit point), Nortel Networks recommends that you use OSPF for your
IGP and BGP for your sole exterior gateway protocol. Otherwise, you should
useintraAS IBGP routing.

» If OSPF isthe IGP, use the default OSPF tag construction. Using EGP or
modifying the OSPF tags makes network administration and proper
configuration of BGP path attributes difficult.

e For routers that support both BGP and OSPF, you must set the OSPF router
ID and the BGP identifier to the same IP address. The BGP router ID
automatically uses the OSPF router ID.

* In configurations where BGP speakers reside on routers that have multiple
network connections over multiple IP interfaces (i.e., the typical case for
IBGP speakers), consider using the address of the router’s circuitless (virtual)
IP interface asthe local peer address. In thisway, you ensure that BGP is
reachable as long as there is an active circuit on the router.

» By default, BGP speakers do not advertise or inject routesinto its IGP. You
must configure route policies to enable route advertisement.

e Coordinate routing policies among al BGP speakers within an AS so that
every BGP border router within an AS constructs the same path attributes for
an external path.

e Configure accept and announce policies on all IBGP connections to accept
and propagate all routes. You should also make consistent routing policy
decisions on external BGP connections.

* Nocurrent option is available to allow you to enable/disable the Multi-Exit
Discriminator selection process.

* You cannot disable the aggregation when routes have different MEDs
(MULTI_EXIT_DISC) or NEXT_HOP.

For acomplete list of other release considerations, see the Release Notes for the
Passport 8000 Series Switch Software Release 3.5.

Interoperability

BGP intereroperability has been successfully demonstrated between the Passport
8000 Series software release 3.3, Cisco 6500 software release 10S 11.3, and
Juniper M 20 software release 5.3R2.4. Refer to Configuring BGP Services for
more information and the list of CLI commands corresponding to the Nortel
Networks BGP implementation in the Passport 8600.
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OSPF

This section describes some general design considerations and presents a number
of design scenarios for OSPF.

Scalability guidelines

You should follow these OSPF scalability guidelines:

e Maximum number of supported OSPF areas per switch: 5
e Maximum number of total OSPF adjacencies per switch: 80
e Maximum number of total routes per switch: 15k

To determine OSPF link state advertisement (LSA) limits:

» UsetheCLI commandshow i p ospf areatodeterminethe LSA CNT
and to obtain the number of LSAsfor agiven area.

» Usethefollowing formulato determine the number of areas:

Z Adjy* LSA_CNTy < 40k

N: from 1 to number of areas per switch
Adjp = number of Adjacencies per AreaN
LSA_CNTy = Number of LSAs per AreaN

For example, assume that a switch has a configuration of 3 areaswith atotal of 18
adjacencies and 1k routes. Thisincludes:

e 3adjacencieswithan LSA_CNT of 500 (Areal)
e 10 adjacencieswith an LSA_CNT of 1000 (Area 2)
» bSadjacencieswithan LSA_CNT of 200 (Area 3)

You can then calculate the scalability formula as follows:
3*500+10* 1000+5* 200=12.5k <40k

This ensures that the switch is operating within accepted scalability limits.
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Design guidelines

Nortel Networks recommends that you stay within the previously-mentioned
boundaries when designing OSPF networks. Follow these OSPF guidelines:

e Use OSPF area summarization to reduce routing table sizes

e Use OSPF passive interfaces to reduce the number of active neighbor
adjacencies

»  Use OSPF active interfaces only on intended route paths

Typically, you should configure wiring closet subnets as OSPF passive
interfaces unless they form alegitimate routing path for other routes.

e Limit the number of OSPF areas per switch to as few as possible to avoid
excessive shortest path calculations

Be aware that the Passport switch has to execute the Djikstra a gorithm for
each area separately.

Note: The limits mentioned here are not hard limits, but a result of

=>| scalability testing with switches under load with other protocols running
in the network. (The other protocols are not scaled to the limits).
Depending upon your network design, these number may vary.

* Ensure that the OSPF dead interva is at least 4 times the OSPF hello interval

OSPF route summarization and black hole routes

When you create an OSPF area route summary on an area boundary router (ABR),
be aware that the summary route can attract traffic to the ABR that it does not
have a specific destination route for. If you have enabled ICMP unreachable
message generation on the switch, this may result in ahigh CPU utilization rate.

To avoid such a scenario, Nortel Networks recommends that you use a black hole
static route configuration. The black hole static route is aroute (equal to the OSPF
summary route) with anext hop of 255.255.255.255. This ensures that all traffic
that does not have a specific next hop destination route in the routing table is
dropped by the hardware.
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OSPF network design scenarios

These OSPF network design scenarios are presented in the sections that follow:

*  OSPF on one subnet in one area
e OSPF on two subnets in one area
e OSPF on two subnets in two areas

Scenario 1. OSPF on one subnet in one area

Scenario 1 isfor asimpleimplementation of an OSPF network, enabling OSPF on
two switches (S1 and S2) that are in the same subnet in one OSPF area

(Figure 49).

Figure 49 Enabling OSPF on one subnet in one area
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Theroutersin scenario 1 have the following settings:

e Sl hasan OSPF router ID of 1.1.1.1 and the OSPF port is configured with an
IP address of 192.168.10.1

e S2 hasan OSPF router ID of 1.1.1.2 and the OSPF port is configured with an
IP address of 192.168.10.2
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In scenario 1, to configure S1 for OSPF, perform the following tasks:

1 Enable OSPF globally for the Passport 8000 in the

IP Routing > OSPF > General window in the JDM or by entering the
config i p ospf admi n-state enabl e commandinthe CLI.

Note: OSPF must be globally enabled before any of the following

=*»| configuration procedures can take effect.

Verify that |P forwarding is enabled for the switch in the IP Routing > IP > IP
window in the JDM or by enteringtheconfi g i p forwardi ng enabl e
command in the CL1I.

Enter an | P address, subnet mask and VLAN ID for the port in the

Edit > Port > | P address insert window in the JDM or by entering theconfi g
et hernet <port> ip create <ipaddr/mask> <vid> commandin
the CLI.

If RIPis not required on the port disableit in the Edit > Port > RIP window in
the JDM of by enteringtheconfi g et hernet <port> ip rip disable
command in the CL1I.

Enable OSPF for the port in the Edit > Port > OSPF window in the JDM of by
enteringtheconfig i p ospf interface 192.168.10.1
adnmi n- st at us enabl e command in the CLI.

When you have completed these tasks, carry out the same sequence of tasks to
configure S2 for OSPF, substituting the | P address for S2 in place of the IP
address shown in step 5. After you have configured S2, the two switches elect a
designated router (DR) and a backup designated router (BDR) and exchange hello
packets to synchronize their link state databases.

You can review the relationships between the switches in the JDM or in the CLI
by performing the following tasks.

View which router has been elected as DR and which router has been given
the role of BDR either in the IP Routing > OSPF > Interface window in the
JDM or by entering theshow i p ospf i nterface commandinthe CLI.

View the LSAS) that were created when the switches synchronized their
databases in the | P Routing > OSPF > Link State Database window in the
JDM, or by entering the show i p ospf | sdb command inthe CLI.
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* View IPinformation about neighborsin the |P Routing > OSPF > Neighbors
window in the JDM of by entering theshow i p ospf nei ghbors
command in the CLI.

Scenario 2: OSPF on two subnets in one area

Figure 50 shows a configuration for scenario 2 which enables OSPF on three
switches, switch 1 (S1) and switch 2 (S2) and switch 3 (S3), that operate on two
subnets in one OSPF area.

Figure 50 Configuring OSPF on two subnets in one area
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Theroutersin scenario 2 have the following settings:

e Sl hasan OSPF router ID of 1.1.1.1 and the OSPF port is configured with an
IP address of 192.168.10.1

e S2 hasan OSPF router ID of 1.1.1.2 and two OSPF ports are configured with
I P addresses of 192.168.10.2 and 192.168.20.1

» S3hasan OSPF router ID of 1.1.1.3 and the OSPF port is configured with an
IP address of 192.168.20.2

In scenario 2, to configure OSPF for the three routers perform the following tasks:

» Enable OSPF globally for each router.

* Insert IP addresses, subnet masks, and VLAN IDsfor the OSPF ports on S1
and S3 and for the two OSPF ports on S2. Configuring two ports on S2
enables routing and establishes | P addresses related to two networks and two
connecting ports.
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» Enable OSPF for each of the four OSPF ports that you have allocated |P
addresses

When all three switches are configured for OSPF they will elect aDR and BDR
for each subnet and exchange hello packets to synchronize their link state
databases.

To review the relationships among the three switches in the OSPF configuration,
follow the review procedures described in scenario 1 on page 146. In this scenario
Sl isdirectly connected to S2 and S3 is directly connected to S2, but any traffic
between S1 and S3 isindirect, passing through S2.

Scenario 3: OSPF on two subnets in two areas

Figure 51 shows a configuration for scenario 3 which enables OSPF on three
switches, S1, S2, and S3, that operate on two subnetsin two OSPF areas. S2
becomes the ABR for both networks.

Figure 51 Configuring OSPF on two subnets in two areas
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Theroutersin scenario 3 have the following settings:

S1 has an OSPF router 1D of 1.1.1.1, the OSPF port is configured with an IP
address of 192.168.10.1, and isin OSPF area 1.

S2 has an OSPF router 1D of 1.1.1.2. One port has an | P address of
192.168.10.2 whichisin OSPF area 1. The second OSPF port on S2 has an IP
address of 192.168.20.1 which isin OSPF area 2.

S3 has an OSPF router 1D of 1.1.1.3, the OSPF port is configured with an IP
address of 192.168.20.2, and isin OSPF area 2.

To configure OSPF for scenario 3, perform the following tasks in sequence:

1
2

Enable OSPF globally for all three switches
Configure OSPF on one network.

— On S1, insert the | P address, subnet mask, and VLAN ID for the OSPF
port, and enable OSPF on the port.

— On S2, insert the | P address, subnet mask, and VLAN D for the OSPF
port in area 1, and enable OSPF on the port

Note: Both routable ports belong to the same network. Therefore, by

=»| default, both ports are in the same area.

3

Configure 3 OSPF areas for the network in the IP Routing > OSPF > Area >
Insert Areawindow in the JDM or by enteringtheconfig i p ospf area
<i paddr > creat e command inthe CLI, wherei paddr isadotted decimal
notation for the OSPF area.

Configure OSPF on two additiona portsin a second subnet. OSPF is already
enabled for the S2 and S3 but you must configure additional ports and verify
that IP forwarding is enabled for each switch to ensure that routing can occur.

— On S2, insert the | P address, subnet mask, and VLAN ID for the OSPF
port in area 2, and enable OSPF on the port.

— On S3, insert the | P address, subnet mask, and VLAN ID for the OSPF
port, and enable OSPF on the port.

All three switches should now be configured for OSPF and should be
exchanging hello packets.

313197-C Rev 00



Chapter 4 Designing Layer 3 switched networks 151

When you review the relationships among the three switches in the OSPF
configuration note the following:

S2 is confirmed as the ABR because “true’ appears in the AreaBdrRtrStatus
field. Inthe CLI enter show i p ospf interface info.

View router status either in the IP Routing > OSPF > Interface window in the
JDM or by entering theshow i p ospf interface commandinthe CLI.
— SlistheBDR for areal

— S2istheDRfor areal and is aso the BDR for area 2

— S3isthe DR for area2

— S2isthe ABR for areas 1 and 2

View neighbor status either in the | P Routing > OSPF > Neighbors window in
the JDM or by entering the show i p ospf nei ghbor s command in the
CLI.

— Sl hasS2isitsonly neighbor
— S2 hasboth S1 and S3 as neighbors
— S3has S2 asitsonly neighbor

View the link state advertisements (L SAs) that were created when the
switches synchronized their databases in the |P Routing > OSPF > Link State
Database window in the JDM, or by entering theshow i p ospf | sdb
command in the CL1I.

View IProuting information either in the IP Routing > IP > IP Route window
inthe JDM, or by enteringtheshow i p route i nf o commandintheCLI.

Note: In an environment with a mix of Cisco and Nortel switches/
=>| routers, you have to manually modify the OSPF parameter

RtrDeadlnterval to 40 seconds.
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IPX

Note: With release 3.3, the Passport 8600 now supports the concept of
=*| tick and hop routing. This parameter isaglobal parameter.

You should be aware of the following IPX design considerations. get nearest
server (GNS) and logical link control (LLC) encapsulation and translation. Both
of these are explained in the upcoming sections.

GNS

IPX clients use the GNS request to find a server for login. If thereis aserver
available on the same network segment, this server answers the GNS request with
aGNSresponse. If thereis no server present, the routing device providesthe GNS
response.

With release 3.1 and above, Passport chooses the closest Netware server services
based on the following algorithm:

*  The Passport 8600 Switch checks the route cost

» If there are multiple services with the same RIP route cost, the switch usesthe
lowest SAP hop count

e If multiple services with the same SAP cost are availabl e, the switch responds
with the servicesin aphabetical order, providing a means of load balancing
user network logins over multiple servers.

If you encounter connection problems because the Passport 8000 is responding
with a Netware service that might not be the most optimal, increase hop countsto
that Netware server using following the CLI command:

config ipx static-route create <I PX-network-nunber > <next hop>
<hop- count > <ti ck-count >

where:

e | PX- net wor k- nunber isthedestination IPX network number for the route.
* nexthop isthelPX address of the next router.
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e hop- count isthe number of passesthrough arouter.
e tick-count isthenumber of ticks (1/18th of a second).

LLC encapsulation and translation

Note: The Passport 8616SXE module and all other enhanced Gigabit
=»| modules (E-modules) support LLC translation to and from Gigabit
Ethernet (GE) ports.

LLC trandation to and from GE portsis not supported on other modules. To avoid
network connection problems, avoid setups that require LLC trandation. You can
do so by using one encapsulation type throughout your network.

If you have client switcheswith LL C encapsulation and another encapsulation, do
not use LL C encapsulation over the Gigabit Ethernet connection.

IPX RIP/SAP policies

With IPX RIP policiesintroduced in release 3.3, you can shield the view of
networks from users on different network segments by configuring route filters.
Route filters give you greater control over the routing of IPX packets from one
areaof an IPX internetwork to another.

Using route filters helps maximize the use of the avail able bandwidth throughout
the IPX internetwork, and hel ps improve network security by restricting a user's
view of other networks. You can configure inbound and outbound route filters on
aper-interface basis, instructing the interface to advertise/accept or drop filtered
RIP packets. The action parameter that you define for the filter determines
whether the router advertises, accepts, or drops RIP packets from routers that
match thefilter criteria. The same concept appliesto SAP (Service Advertisement
Protocol).

See Configuring IPX Routing Operations in the Passport 8000 Series
documentation for information on configuring IPX RIP/SAP policies.
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IP routed interface scaling considerations

Release 3.5 and above alow the support for up to 1980 I P routed interfaces.
However, to configure more than 512 | P routed interfaces, you will need the MAC
upgrade kit (Part # DS1404015).

There are several considerations that you need to take into account when
configuring alarge number of IP routed interfaces. Follow the guidelines below:

* Use passive interfaces on most of the configured interfaces. You can only
make very few interfaces active. (See below.)

* For DVMRP, you can have up to a maximum of 80 DV MRP active interfaces
and 1900 passive interfaces. This assumes that no other protocols are running.
If you need to run other routing protocols, you can enable IP forwarding and
use routing policies and default route policies to perform IP routing. If you
need to use a dynamic routing protocol, you need to have very few interfaces
with OSPF or RIP enabled, while one or two will allow the connection of the
switch to other switches to exchange dynamic routes.

e With PIM, you should have a maximum of 10 PIM active interfaces and all
the rest passive when using 1980 interfaces. Also, in thiscaseit is
recommended to use | P routing policies with one or two I P unicast active
interfaces.

Hardware record optimization

You can optimize control record utilization and achieve a faster boot timein a
switch with a high number of interfaces configured by enabling the control record
optimization feature.

The 8600 Series switch creates hardware records for routing protocol destination
multicast addresses. Frames received for protocols that are not enabled, are
dropped at the hardware level. Records are created for RIP, OSPF, VRRP,
DVMRP and PIM on all VLANS. These records are used only when routing is not
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enabled on the interface. In scaled environments, you can optimize record
utilization by not programming these records. When control record optimization
is enabled, these records are not created and the switch can achieve higher record
scaling as well as afaster boot time.

Note: Thisfeatureis not supported in HA mode.

The following command is used to enable control record optimization:

config bootconfig flags control -record-optimn zation [true/ false]
save bootconfig

Because this command is a bootconfig command, remember to save the
configuration and reboot the switch after enabling or disabling control record
optimization.
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Chapter 5
Enabling Layer 4-7 application services

This chapter describes the Nortel Networks Alteon Web Switching Module
(WSM) and provides some general information you need to be aware of when
utilizing the Passport 8600 and WSM. Specific topics included here are:

Topic Page number
Introduction 157
Layer 4-7 switching 158
WSM architecture 161
Applications and services 166
Network architectures 176
Architectural details and limitations 180

Introduction

As each company strivesto increase market share, deliver better service, and
provide higher returns for shareholders, its network infrastructure assumes an
increasingly significant role. Mission-critical applications mandate extreme levels
of performance, availability and scalablity and thus, make obvious the need for
Layer 4-7 switching.

With the advent of the Internet and intranet, networks that connect server,
employees, customers, and suppliers have become critical. Network downtime is
unacceptable and poor performance of Web-based applications and online
services can virtually shut down a business. The mass proliferation of servers,
network devices and security solutions has created the requirement for enterprises
and service providersto create high performance data center environments.

Network Design Guidelines



158 Chapter 5 Enabling Layer 4-7 application services

The complexity in scaling, managing and guaranteeing the availability of
applications and servicesis one of the critical factors that makes Layer 4-7 a
major requirement in today’s networks. Many applications require multiple
servers because one server does not provide enough power or capacity, and a
single server cannot ensure the level of reliability and availability for business
critical communication.

Layer 4-7 switching

Layer 4-7 switching means that switching is based on higher level protocol header
information in the packet. By facilitating deep-packet inspection on TCP and
UDP headers, Layer 4-7 switching alows intelligent routing for common
applications including Hypertext Transfer Protocol (HTTP), File Transfer
Protocol (FTP), domain name server (DNS), secure socket layer (SSL),
Real-Time Streaming Protocol (RTSP), and Lightweight Directory Access
Protocol (LDAP).

Layer 4-7 switching deals with the intelligent distribution of network traffic and
requests across multiple servers or network devices. It permits applications and
services to scale, while simultaneously eliminating single points of failure on the
network. Layer 4-7 switching brings availability, scalability and fault tolerance to
high performance networks. In addition, this type of intelligent traffic
management allows you to segregate content across multiple servers and devices,
accelerateit, and then prioritize it for delivery across avail able network resources.

Layer 4-7 switching enables at least four major applications for high performance
networks, including:

* Server load balancing

* Globa server load balancing

* Firewall and VPN load balancing
» Transparent cache redirection

For additional information, see “Applications and services’ on page 166.
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Layer 4-7 switching in the Passport 8600 environment

The WSM speeds application performance and facilitates the availability and
scalability of critical network services by migrating high-level networking
functions from software to hardware. By using the WSM in a Passport 8600, you
can perform wire-speed, deep-packet inspection, TCP session analysis, and
Intelligent Traffic management.

The WSM provides all the necessary Layer 4-7 services including:

» local/global server load balancing
» web cacheredirection

» firewall load balancing,

e VPN load balancing,

e gtreaming mediaload balancing

* Intrusion Detection System (IDS) load balancing
e bandwidth management

» DoSattack protection

*  session persistence

» direct server return

e network failure recovery

For additional information, see “Applications and services’ on page 166.

WSM location

The WSM resides inside the Passport 8600 as an intelligent module and
transforms the 8600 into a complete Layer 2-7 intelligent routing solution.
Enterprises, service providers, hosters, content providers and E-businesses can
now obtain Alteon WebOS traffic management servicesin a cost- effective,
easily-customizable I/O module.

At the same time, they can aggregate large numbers of 10/100/1000 Ethernet
connections to servers, routers, firewalls, caches, and other essential networking
devices. The WSM meets the demands of high performance networks by handling
entire network sessions and real-time device and load conditionsto direct requests
and sessions to the most appropriate networking resource (Figure 52).
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Figure 52 WSM's role as an intelligent module
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WSM components

The Alteon WSM has four front-facing ports that you can configure to support
either dual-media 10/100 or 1000BA SE-SX connections to network devices, such
as aupstream routers or pools of Intrusion Detection Servers. The remaining ports
(four gigabit connections) are rear-facing and connect to the backplane of the
Passport switch chassis. In this way, the WSM can enable al of the Layer 2 and
Layer 3 fan-out modules and ports with Alteon WebOS traffic management and
intelligent Internet services.

Figure 53 WSM ports

Up to eight Alteon WSM modules are supported in the Passport 8010 chassis. You
can connect and configure all the Alteon WSM and Web OS applications and
services viathe Passport CLI, JDM, and Optivity Network Management Systems.
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WSM architecture

The WSM was designed to take advantage of the density and robustness of the
Passport 8600's Layer 2-3 capabilities. It provides high performance intelligent
routing based on Layer 4—7 information to al ports.

The WSM a so allows you to:

*  Represent groups of real servers or network devices with a single instance
(Virtua IP),

» Balancethetraffic to this cluster of network devices (server load balancing)

e Limit traffic to individual devices or servers (persistent connections) and
clusters via specific Layer 4-7 policies

Client and server connections through the WSM can use either Layer 2 or Layer 3
communication with the Passport 8600. Clients connect to the client-side VLAN
and servers connect to a unique server-side VLAN. This ensure that thereisno
looped traffic.

Servers and client can exist on different subnets. Along with the unique two
VLAN approach to processing client and server traffic, the overall configuration
process has been simplified. Viathe WSM default configuration, e ements have
also been automated to enable easy integration into the Passport 8600
environment.

The simplified data path architecture (Figure 54) shows that traffic from a
Passport 8600 1/0O module traverses the Passport switch fabric to the backplane
fabric module (BFM) of the WSM. It then connects to the WSM using two
dynamically created MLTSs, tagged as 802.1q. Each MLT consists of two Gigabit
links. These MLTs are set up automatically by the Passport 8600 when the WSM
isinitialized.

If you are connecting servers and clients to the Passport 8600 I/0O module, itis
recommended that you create two separate VLANS, onefor the clients and one for
the servers. Then, assign one dynamically-created MLT to each VLAN.
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Figure 54 WSM data path architecture
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The WSM has 4 front-facing ports (1, 2, 3, and 4). You can configure each of
these at 10/100Mbps viaan RJ-45 port or 1000 Mbpsviaan SX port, but not both.
It also has 4 rear-facing, Gigabit ports which are used for connectivity to the
Passport 8600 through the backplane. The WSM has two pre-configured trunks,
each of which contains 2 rear-facing ports.

Passport default parameters and settings

At WSM initialization, the Passport 8600 dynamically creates two MLTsto
establish communication between the Passport backplane and WSM ports. The
higher MLT ID (32) goesto STG 64/VLAN 4093 and STG 1/VLAN 1, while the
other MLT is user-configurable and by default, is not assigned to any VLAN and
spanning tree group. You can configure the two dynamically-created MLTs and
assign them to any VLAN and spanning tree group.
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Table 15 provides more detail on the Passport default parameters and their

settings.

Table 15 Passport default parameters and settings

Parameter

Setting

Passport MLT 31
(server MLT)

Upon initialization, BFM ports 1 and 2 are combined to create MLT
group 31 when factory defaults are used.

Passport MLT 32
(client MLT)

Upon initialization, BFM ports 3 and 4 are combined to create MLT
group 32 when factory defaults are used.

Passport VLAN 1
(client processing)

When using the factory settings on the Passport 8600, BFM ports 3
and 4 are added to VLAN1 by default.

Passport VLAN
4093

This is reserved for in-band management of the WSM and is
automatically created when the WSM is initialized with the Passport
8600 chassis.

Passport STG 1

STG 1 is the default spanning tree for the Passport 8600. When an
8600 is started with the factory default configuration, all ports are
automatically added to VLAN 1. VLAN 1 is assigned to spanning
tree group 1. When you insert a WSM in the Passport 8600 chassis,
BFM ports 3 and 4 are added to VLAN 1.

Passport STG 64

Refer to the “VLAN 4093 and STG 64" section that follows and
Installing the Web Switch Module for the 8000 Series Switch for
more information.

VLAN 4093 and STG 64

VLAN 4093 is configured as follows during WSM initiali zation:

» Rear-facing ports 7 and 8
* IPaddress assigned in the range 172.31.255.246/28 - 172.31.255.253/28

* |Pinterface 256

e WSM trunk group 3

VLAN 4093 is configured as follows during Passport 8600 initialization:

e BFM ports3and 4

* |Paddress 172.31.255.245/28
* Mask 255.255.255.240

o Default IP management subnet
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The Passport 8600 uses STG 64 for internal operation, while inserting the WSM.
BFM ports 3 and 4 are added to STG 64.

For amore detailed description of STG 64 and VLAN 4093, see Installing the
Web Switch Module for the 8000 Series Switch.

WSM default parameters

Table 16 provides more detail on the WSM default parameters.

Table 16 WSM default parameters

Parameter

Setting

WSM VLAN 1
(client processing)

On the WSM, rear-facing ports 7-8, as well as front-facing ports 1-4
are added to VLAN 1. For more information, see Installing the Web
Switch Module for the 8000 Series Switch.

WSM VLAN 2
(server processing)

On the WSM, rear-facing ports 5-6 are added to VLAN 2. For more
information, see Installing the Web Switch Module for the 8000
Series Switch.

Trunk group 3
(client MLT)

WSM rear-facing ports 7 and 8 are combined to create trunk group
3.

Trunk group 4
(server MLT)

WSM rear-facing ports 5 and 6 are combined to make trunk group
4.

WSM STP1

(i.e., STG groups
are referred to as
STPs on the WSM)

VLAN 1 is added to STP 1.

Figure 55 shows the detailed WSM data path architecture.
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Figure 55 Detailed WSM data path architecture
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By making each WSM trunk a member of adifferent VLAN and by running STP
(Spanning Tree Protocol), this architecture ensures connectivity with the WSM
without introducing bridging loops.

Figure 56 shows asingle WSM default architecture.

Network Design Guidelines



166 Chapter 5 Enabling Layer 4-7 application services

Figure 56 Single WSM default architecture
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Applications and services

This sections summarizes some leading Layer 4-7 applications and services. The
object here is to help you understand how the WSM can help by improving the
performance, scalability and availability of critical applications and devicesin
your network. For additional information, refer to the Alteon Web OS Switch
Software 10.0 Application Guide.

Local server load balancing

The proliferation of servers and network devicesto perform critical tasks for
enterprises, E-commerce businesses and service providers has led to numerous
scalability and manageability challenges. Load balancing offers you a cost-
effective way to resolve such issues.
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Server load balancing (SLB) allows you to configure the WSM to balance
user-session traffic among a pool of available servers or devices that provide
shared services. SLB benefits your network by providing:

* Increased efficiency for server utilization and network bandwidth

With SLB, your Passport 8600 is aware of the shared services provided by
your server pool and can then balance user session traffic among the available
and appropriate resource. Important session traffic gets through more easily,
thus reducing user competition for connections on overutilized devices. For
greater control, traffic is distributed according to a variety of user-selectable
rules.

» Increased reliability and availability of servicesto users

If any device in a server pool fails, the remaining servers continue to provide
access to vital applications and data. You can bring the failed device back
without interrupting access to services.

* Increased scalability of services

Asusers are added and server capabilities become saturated, you can add new
servers seamlessly to the existing network

The WSM acts as the front-end to servers and network devices, interpreting user
sessions requests and distributing them among the avail able and appropriate
resources. Load balancing viathe WSM is performed in the following ways:

e Virtual server-based load balancing

Thisisthetraditional load balancing method. You configure the WSM to act
asavirtual server and it isgiven avirtua server |P address (or range of
addresses) for each collection of servicesit distributes. You can have as many
as 255 virtual servers on the Passport 8600, each distributing up to eight
different services (up to atotal of 2048 services).

Each virtual server is assigned alist of |P addresses of the real serversin the
pool where its servicesreside. When you request a connection to a service,
you communicate with avirtual server on the WSM.

When the WSM receives your request, it binds the session to the | P address of
the best available resource and remaps the fields in each frame from virtual
addresses to real addresses. |P, FTP, RTSP, and static session WAP are
examples of some of the services that use virtual serversfor load balancing
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Filtered-based load balancing

A filter allows you to control the types of traffic permitted through the WSM.
You configurefiltersto allow, deny, or redirect traffic according to IP address,
protocol, or Layer 4 port criteria. In filtered-based load balancing, you use a
filter to redirect traffic to areal server group.

If you configure the group with more than one real server entry, redirected
traffic isload balanced among the available real serversin the group. Firewall
load balancing, WAP with RADIUS snooping, IDS and WAN links use
redirection filters to load balance traffic

Content-based load balancing

Content-based |oad balancing uses Layer 7 application data such as URLS,
cookies, and host headers to make intelligent load balancing and routing
decisions. URL-based load balancing, browser-smart |oad balancing, and
cookie based preferential load balancing are afew examples of content load
ba ancing

Another key element of SLB is determining the health and availability of each
real server or device. By default, the WSM checks each service on each real
server every two seconds. If a service does not respond to four consecutive
health checks, the WSM declares the service unavailable.

Health checking metrics

Metrics select the most appropriate real server to receive and service the client
connection. Figure 57 illustrates this process graphically.
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Figure 57 Metric selection process
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Table 17 provides information on several of the available metrics. For more
detailed information on these and the other available metrics, see the Alteon Web
OS Switch Software 10.0 Application Guide.

Table 17 Health checking metrics

Metric Description

Minmisses Optimized for application redirection. This metric uses the IP
address information in the client request to select a server. Based
on its calculated score, the server that is most available is assigned
the connection. This metric attempts to minimize the disruption of
persistency when servers are removed from service. Only use this
metric when persistence is a must.

Hash Uses the destination IP address for application redirection, the
source IP for SLB, and both for firewall load balancing. It ensures
that requests are sent to the same server to:

¢ maximize successful cache hit
* ensure that client information is retained between sessions

« ensure that unidirectional flows of a given session are redirected
to the same firewall

Least connections | Uses the number of connections currently open on each real server
in real time to determine which one receives the request. The server
with the fewest connections is considered the best choice.
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Table 17 Health checking metrics (continued)

Metric Description

Round robin Issues new connections to each server in turn. When all the real
servers in a group have received at least one connection, the
issuing process starts over.

Response time Uses real server response time to assign sessions to servers. The
WSM monitors and records the amount of time it takes for each
server to reply to the health check and adjusts the real server
weights. In such a scenario, a server with half the response time as
another server will receive a weight twice as high and receive more
requests.

Bandwidth Uses the octet counts to assign sessions. The servers that process
more octets are considered to have less available bandwidth. The
higher the bandwidth used, the smaller the weight assigned to the
server. The next request then goes to the real server with the
highest amount of free bandwidth. This bandwidth metric requires
identical servers with identical connections.

GSLB

You enable global server load balancing (GSLB) viaalicense on the WSM.
GSLB alows you to overcomes many scal ability, availability and performance
issues that are inherent in distributing content across multiple geographic
locations. By serving content from several different points, GSLB helps aleviate
the impact.

GSLB alowsyou to balance server traffic load across multiple physical sites.
Specifically, the WSM's GSL B implementation takes into account an individual
site's health, response time, and geographic location. It then integrates the
resources of the dispersed server sites for complete global performance.

GSLB also enables enterprises to meet the demand for higher content availability
by distributing content and decision making. In thisway, it ensures that the best-
performing site receives the majority of traffic, thus enabling network
administratorsto build and control content by user, location, target application and
more.

Onthe WSM, GSLB is based on the domain name server (DNS) and proximity by
source | P address. Each WSM s capable of responding to clients’ resolution
regquests with alist of addresses of distributed sites, prioritized by performance,
geography and other criteria.
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Application redirection

Application redirection improves network bandwidth utilization and provides
unique network solutions. You can create filtersto redirect traffic to cache and
application serversimproving speed of access to repeated client access to
common Web or application content, which in turn frees up valuable network
bandwidth.

Application redirection helps to reduce traffic congestion by intercepting
outbound client requests and redirecting them to a group of application or cache
servers on alocal networks. If the WSM recognizes the request as one that can be
handled by alocal network device, it routesit locally instead of sending the
request across the Internet.

In addition to increasing the efficiency of a network, the WSM with application
redirection allows clients to access information much faster and lowers WAN
access costs.

The WSM also supports content intelligent application redirection, which allows a
network administrator to redirect requests based on different HTTP header
information. Table 18 lists the available types of application redirection.

Table 18 Application redirection types

Application
redirection type Description
URL-based Separates static and dynamic content requests and provides

you with the ability to send requests for specific URLs or URL
strings to designated cache devices. The WSM off loads the
overhead processing from the cache server and only sends
appropriate requests to the cache server farm.

HTTP header-based Allows you to define host names and string IDs that will be
redirected to cache server farms. For example if you want all
domain names that end with .net or .uk not to go to a cache
server, you can do so in a by creating a simple configuration.

Browser-based Allows you to configure the user-agent to determine if client
request will be redirected to a cache or server farm. Thus, you
can send different browser types to the appropriate sites locally
and on the internet (Figure 58).
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Figure 58 Browser-based application redirection
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VLAN filtering

On the WSM, you can apply filters per switch, per port or per VLAN. The
advantage here is that VLAN-based filtering allows a single WSM to provide
differentiated services for multiple groups, customers, users, or departments.

For example, you can define separate filters for the Finance department and
Marketing department on the same WSM on two different VLANS. Figure 59
shows how you can assign different filters to unique VLANSs that allow, deny or
redirect client requests, thus enabling differentiated service per group.
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Figure 59 VLAN filtering
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Application abuse protection

The WSM dlows you to prevent a client or group of clients from claiming all the
TCP or application resources on the servers. Thus, you automatically protect your
applications from unnecessary abuse or usage viathe WSM. You do so by
monitoring the rate of incoming requests for connectionsto avirtual 1P address
and limiting the client request with a known set of | P addresses.

You ensure application abuse protection by defining the maximum number of
TCP connection requests that will be allowed within a configured time window.
The WSM then monitors the number of new TCP connections and when it
exceeds the configured limit, any new TCP connections are blocked or held down.
Specifically, the client is held down for a specified period of time after which new
connections are permitted. Figure 60 shows the application abuse protection
process graphically.
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Figure 60 Application abuse protection
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Layer 7 deny filters

The WSM can secure your network from virus attacks by allowing you to
configure the WSM with alist of potentia offending string patterns (HTTP URL
reguest). The WSM then examines the HT TP content of the incoming client
request for the matching pattern.

If the matching virus pattern is found, the packet is dropped and areset frameis
sent to the offending client. SY SLOG messages and an SNMP trap are generated
to warn you of a possible attack, while back-end devices and servers are
automatically protected because the request is denied at the WSM ingress port.
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Network problems addressed by the WSM

Table 19 describes a number of common network problems and explains how the
WSM helps address them.

Table 19 Network problems addressed by the WSM

Problem

Description

Resolution

Network requests
are inefficiently
directed

Lower performing servers
receive excessive
requests while other are
underutilized

WSM load balancing algorithms direct traffic and requests
to the server or network device that is in the best position
to handle it. The benefit here is increased efficiency and
better utilization of network resources.

Network device
failure leading to
costly downtime

Server or network device
is unavailable due to a
hardware or OS failure

The WSM routes traffic to healthy and available
resources only. The benefit here is that by proactively
monitoring network element health and status, the WSM
keeps your network downtime at a minimum, and network
failures transparent. Once a failed element responds
properly to health checks, it is automatically added to the
online operations, thus easing network administration.

Critical application
failure

Individual applications
can hang or stop
responding even though
other applications on the
same server are healthy

The WSM monitors individual application health and
when necessary, redirects requests to other servers
where the service is running properly. The advantage
here is that failures are transparent, and critical
applications remain available and active.

Traffic exceeds
network limits

As traffic increases,
servers are unable to
respond to requests

promptly

The WSM enables you to set thresholds for acceptable
performance parameters, and it automatically redirects
requests if a server is not responding. You can also set
the maximum number connections per server to eliminate
server overloading.

The advantage to this is you always experience the level
of service you anticipate and receive the content you are
looking for. Furthermore, you can easily scale your
solution by adding more servers to logical application
groups.
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Network architectures

This section describes various network architectures available for you to use when
configuring the Passport 8600 and WSM for L2- L7 processing.

These architectures are not exhaustive. However, they do reflect the most
common configurations. In most cases, you can mix and match the methods
described here to accommodate specific requirements. The purpose of this section
isto provide you with a framework of the various methods available to build
upon.

Be aware that the following architectures are based on an SLB example and for
simplicity sake, use VLAN 1 (client processing) and VLAN 2 (server processing).

Note: You have the flexibility here to define appropriate VLANS if
=»| VLAN 1and VLAN 2 are not available. However, you must ensure they
are configured on both the Passport 8600 and WSM.

Using the Passport 8600 as a Layer 2 switch

Most architectures use the Passport 8600 as a Layer 3 switch to route traffic from
the client and server to the WSM. Occasionally, you may need to implement
Layer 4-7 services and applications using the Passport 8600 as a Layer 2 switch,
however. Such occasions arise if you are aggregating optical Ethernet connections
viathe Passport 8600 I/0O modules.

The sample architecture in Figure 61 shows traffic entering through a Passport
8600 /0 modul e and traversing the backplane at Layer 2 to the WSM. In this
example, client requests are coming from the Internet using an uplink router
connected to the WSM front-facing port server farm. In turn, this server farm is
connected to the Passport 8600 1/0 module.

VLAN 1iscreated in the Passport 8600 and BFM ports 3 and 4 (WSM dynamic
MLT) are assigned to VLAN 1. An IP addressis then assigned to VLAN 1in the
WSM consisting of Ports 7 and 8. The servers can point to the I P interface in the
WSM as their default gateway. The Passport 8600 is providing a Layer 2
switching path here for the servers connected to the I/O module.
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Figure 61 The Passport 8600 as a Layer 2 switch
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Leveraging Layer 3 routing in the Passport 8600

This architecture uses the Passport Layer 3 routing engine to direct traffic to the
WSM. In this configuration, your client traffic is aggregated elsewhere and is
routed or switched to the Passport 8600 and WSM. The routing engine of the
Passport 8600 appropriately routes traffic to the WSM.

In Figure 62, the client initiates a request to access a VP that first traverses the
uplink router connected to the Internet cloud. This request is forwarded to the
Passport 8600 and enters the switch on one of the Passport 8600 I/0O modules. The
Passport 8600 routing engine makes a decision on the next-hop based on
static-route entries. A static route is created in the Passport 8600, so that all traffic
destined for the VIP is forwarded to the WSM.

In this example, the routing engine forwards the packet to a WSM interfacein
VLAN 2 where Layer 4-7 processing occurs. The WSM selects areal server and
routes the request out the VLAN that houses the server. On egress, thetraffic is
sent out VLAN 1 across the backplane to the appropriate server connected to the
Passport 8600 1/0O modulein VLAN 1.
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In thistype of design, you can utilize both the Layer 2 switching and Layer 3
routing engine in the Passport 8600, aswell asthe Layer 4-7 switching and server
load balancing capabilitiesin the WSM.

Figure 62 Layer 3 routing in the Passport 8600
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Implementing L4-7 services with a single Passport 8600

The following architecture provides you with a high availability scenario using a
single Passport 8600 with multiple WSMs operating in active/standby redundancy
mode. From a price standpoint, it is very common for architectureslike thisto use
redundant modules and fabrics instead of an entire switch. There are also times
when you may find a module failover preferable to an entire network path switch
failover.

This architecture (Figure 63) is running two instances of VRRP (one for client
access and one for server access) on the WSMs. The goal hereisto offer
high-availability. VRRP on the WSM s can communicate over the Passport
backplane, which is the preferred method, since the Passport 8600 re-configures
dynamic MLT connections to every WSM installed in the chassis.

You should ensure that VRRP communications occur over an available data path.
Do thisin the event that a WSM serving as the VRRP Master fails. If it does, the
standby WSM can then re-fashion itself as the master.
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Figure 63 Multiple WSMs using a single Passport 8600
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Implementing L4-7 services with dual Passport 8600s

The following architecture utilizes a pair of Passport 8600s with multiple WSMs
installed to offer afull-nodal redundancy, high-availability solution.

This architecture alows you to use both the clients and serversto create asingle
network route that provides hot-standby access to the Passport 8600 for L4-7
services. The client-side router and server-side each communicate with a VRRP
instance that is running between the WSMs. These instances determine which
Passport 8600 and WSM isthe master (the onethat acceptsthe traffic request) and
which is the backup.

In Figure 64, VRRP isimplemented along the data path on the front—end and out
of the data path on the back-end. This ensures that a failure on any component
along the data path triggers a failover. This implementation avoids the situation
when the inter-switch link on VLAN 1 fails causing afailover when it is not
required.

The simplest method for you to configure serversin ahigh-availability modeis
to employ NIC teaming. With NIC teaming, two NICs share the same IP address,
permitting switchover to a live element should the interfacing switch, line, or
NIC fail.
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In thisimplementation, you configure asingle |P address that correspondsto a
singlevirtual MAC address. Since the | P address and MAC address never change,
upstream and downstream network devices do not need to perform updates. Since
VRRP is running on the WSM, afailure of the master WSM still alowstraffic to
traverse the VLAN 1 link aslong as the top Passport 8600 is running.

Figure 64 Dual chassis high availability
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Architectural details and limitations

WSM architectural details and limitations include the following:

e User and password management

e Passport unknown MAC discard

* Syslog

* Image management

e SNMP and MIB management

»  Console and management support

Each of these topicsis explained in the subsections that follow.
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User and password management

The Passport 8600 password management and access level s determine the WSM
access levels. All user access levels on the WSM are enabled by default. It is
important to note here that login |Ds and passwords are case-sensitive.

During the boot process, the Passport 8600 and WSM login passwords are
synchronized. You can change passwords for the various access levels from the
Passport 8600 config CLI password menu. These accounts/passwords are then
mapped to the access levels on the WSM.

Note that password changes only impact the local Passport 8600. As aresult, if
you insert the same WSM into another Passport 8600 chassis, the password and
access levelsimplemented on that Passport 8600 chassis apply after WSM boot
process.

Thereare atotal of 11 access levels on the Passport 8600, including 6 native levels
of access: RWA, RW, L3, L2, L1, and RO. With Release 3.2.2, the Passport 8600
with WSM has added 5 more access levels for L4- 7 configuration which are
mapped to the corresponding access levels on the Passport 8600. These include
L4Admin, SLBAdmin, Oper, L4Oper, and SLBOper.

You can change the login name and password pending user requirements. You
cannot add additional access levels, nor can you delete them.

Table 20 shows the password mapping for the Passport 8600 login and WSM
access levels.
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Table 20 Passport 8600 and WSM user access levels

Passport 8600 |WSM
Login ID access access |Description and tasks performed

Rwa rwa admin Passport 8600- Read/write/all access. You have all the privileges
of read-write access and the ability to change the security
settings. Security settings include access passwords and the
Web-based management user names and passwords.

WSM- The SuperUser administrator has complete access to all
menus, information, and configuration commands on the WSM,
including the ability to change both the user and administrator
passwords.

rw rw admin Passport 8600- Read/write access. You can view and edit most
device settings. You cannot change the security and password
settings.

WSM- Same as admin WSM access level.

13 13 user Passport 8600- Layer 3 read/write access. You can view and edit
device settings related to Layer 2 (bridging) and Layer 3 (routing)
functionality. You cannot change the security and password
settings.

WSM- As a user, you have no direct responsibility for switch
management. You can view all switch status information and
statistics, but cannot make any configuration changes to the
switch.

12 12 user Passport 8600- Layer 2 read/write access. You can view and edit
device settings related to Layer 2 (bridging) functionality. The
Layer 3 settings (such as OSPF, DHCP) are not accessible. You
cannot change the security and password settings.

WSM- Same as user WSM access level.

11 11 user Passport 8600- Layer 1 read/write access. You can view most
switch configuration and status information and change physical
port parameters.

WSM- Same as user WSM access level.

ro ro user Passport 8600- Read-only access. You can view the device
settings, but you cannot change any of the settings.

WSM- Same as previous user WSM access level

l[4admin ro l[4admin | Passport 8600- Read-only access. You can view the device
settings, but you cannot change any of them.

WSM- The Layer 4 administrator configures and manages traffic
on the lines leading to the shared Internet services. In addition to
SLB administrator functions, the Layer 4 administrator can
configure all parameters on the Server Load Balancing menus,
including filters and bandwidth management.

313197-C Rev 00



Chapter 5 Enabling Layer 4-7 application services 183

Table 20

Passport 8600 and WSM user access levels (continued)

Login ID

Passport 8600
access

WSM
access

Description and tasks performed

slbadmin

ro

slbdmin

Passport 8600- Same as ro Passport 8600 access level.

WSM - The SLB administrator configures and manages Web
servers and other Internet services and their loads. In addition to
SLB operator functions, the SLB administrator can configure
parameters on the Server Load Balancing menus, with the
exception of not being able to configure filters or bandwidth
management.

oper

ro

oper

Passport 8600- Same as ro Passport 8600 access level.

WSM- The Operator manages all functions of the switch. In
addition to SLB operator functions, the Operator can reset ports
or the entire switch

l4oper

ro

l4oper

Passport 8600- Same as ro Passport 8600 access level.

WSM- The Layer 4 Operator manages traffic on the lines leading
to the shared Internet services. This user currently has the same
access level as the SLB Operator.

slboper

ro

slboper

Passport 8600- Same as ro Passport 8600 access level.

WSM- The SLB Operator manages Web servers and other

Internet services and their loads. In addition to being able to view
all switch information and statistics, the SLB Operator can enable/
disable servers using the Server Load Balancing operation menu.

Passport unknown MAC discard

As akey security component, you can enable the unknown MAC discard feature
on the Passport 8600. It discards and prevents any unknown MAC addresses from
accessing specific ports.

If you enable unknown MAC discard on BFM ports 3 and/or 4, connectivity to the
WSM islost. Thisresultsin warning messages similar to the following:

[09/13/02 16:56:49] WARNI NG Task=t Rcl pTask An intrusion MAC
addr ess: 00: 60: cf:50: 52: 60 at port 2/3

[09/13/02 16:57:37] WARNI NG Task=t CppRxTask An intrusi on MAC
addr ess: 00: 50: 8b: d3: 4e:fd at port 2/4
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This action prevents you from connecting to the WSM. To restore the connection,
you must disable the feature on both BFM ports x/3 and x/4, or you must
configure the switch to alow specific MAC addresses. By configuring the known
MAC addresses of the WSM in the add-allow-mac attribute, you can manually
enable WSMs with the unknown MAC discard feature. This prevents unwanted
network devices (such as sniffers) from accessing the network.

Syslog

In order for the WSM to generate SY SLOG messages to the SY SLOG host, you
must configure the SY SLOG facility on the WSM to match that of the Passport
8600. The facility range provided on both components goes from 0 to 7.

The Passport 8600 has 4 severity levels (Info, Warning, Error, and Fatal) that can
be generated as SY SL OG messages. You can map each Passport 8600 severity
level accordingly to the eight severity levels of the standard UNIX SY SLOG
daemon.

The WSM has 5 severity levels (Notice, Warning, Error, Critical, and Alert) that
are generated directly as SY SLOG messages to the SY SLOG host. You cannot
modify the severity levels. You need only configure the local facility on the WSM
to match the facility of the Passport 8600 in order to generate SY SLOG messages.
For more detail on the SY SLOG messages generated on the WSM, refer to the
Alteon Web OS Switch Software 10.0 Command Reference.

Image management

You manage both the boot and switch images from the Passport 8600 WSM
command level by using the 8600'scopy command. You are required to enter the
TFTP server address and boot/switch file name as part of the download process.

Copying to the WSM from a TFTP server, or from the WSM to a TFTP server
requires that you create atemp file in the /flash directory. If there is not enough
space available in /flash, the copy operation will fail.
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You can also select which switch image to boot after a\WSM reset. You do so at
the Passport 8600 WSM level using set boot [ <sl ot | d>]

[ <i mage- choi ce>], orinthe WSM via/ boot / i mage. The active, backup, or
factory configuration you load after aWSM reset is till set in the WSM via

/ boot / conf).

You can still copy and paste a configuration file/script to the WSM. You must
connect to the WSM from the Passport 8600 level, apply, and save to update the
configuration.

The WebOS still provides you with revert function (forgets un-applied changes)
and revert apply (reverts back to previously saved config, without rebooting the
WSM) commands.

SNMP and MIB management

Since the WSM is a switch within a switch architecture, it still retainsits own
SNMP agent. The SNMP interface is via the Passport 8600 CPU proxy. You
utilize a special SNMP community string to select aWSM agent. The SNMP
agent on the WSM communicates to the management station viaVLAN 4093 on
the Passport 8600.

When you reset the WSM with the factory configuration, the read and write
community strings for SNMP are set to wsm_xx, where xx indicates the slot in
which you inserted the WSM at the time of the reset. Any changesto the read and
write community strings require a wsmreset.

You are unable to set the read and write community to the default Passport 8600
read and write community strings (public and private respectively). Since the
WSM requires areboot to effect changes in the community string, the strings are
then set back to the default (i.e. wsm_xx).

You can find the detailed SNMP MIBs and trap definitions of the WSM SNMP
agent in the following Alteon WebSystems enterprise MIB documents:

» Altroot.mi- Alteon product registrations, which are returned by sysObjectiD.
* Altswitch.mib- Alteon enterprise MIB definitions.
* Alttrap.mib- Alteon enterprise trap definitions.
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The MIB definitions reside on the JDM for the Passport 8600 which allow for the
SNMP functions (Get, Set, Traps) for the WSM. The WSM also supports standard
MIBsincluding RFC 1213, 1573, 1643, 1493, and 1757.

Due to SNMP incompatibility between in the Passport 8600 and the WSM, you
cannot configure SNMP V2 on the Passport 8600 (using theconfi g sys set
snnp trap-recv Xx.Xxx.XX.xx v2c public command). An error message
displays should you try to do so.

Console and management support

Console port accessto the WSM is supported through the front-panel maintenance
port. The maintenance port uses a DIN-8 interface, so a DIN-8 to DB9-Female
cableisrequired to connect to a standard PC COM port (DCE). This cable ships
with the WSM.

It is recommended you only use the maintenance port for serial download of a
software image to the WSM, when you cannot log in to the WSM CL 1 viathe
Passport 8600 CL I, or when logging of the boot process and errors are required.

During the boot process while the WSM isinitializing, you can login to the
consol e using the admin password. This functionality isavailablein order to allow
direct connectivity to the WSM for maintenance purposes. However, once the
card has registered, you cannot log in using the local admin password. At that
point, accessing the console requires a valid Passport 8600 password.

Note: Only JDM version 5.5.x and above supports the Passport 8600 and
=»| WSM. If you use any version prior to 5.5, you can adversely affect
automatic configuration of the WSM.

WAN link load balancing

WAN link load balancing is only supported though the front-facing ports of

the WSM. Thisis because WAN link load balancing requires a proxy |P address
(PIP). You cannot apply a PIP to atrunk group, or MLT 31 or 32 of the

BFM ports.
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VRRP hot standby

Hot standby mode is not supported on MLT 4 or rear-facing ports 7 and 8 of the
WSM because it causes the switch to lose connectivity. In order to alleviate the
high cost of spanning tree convergence times, Alteon has enabled some extensions
to VRRP.

The Alteon Web Switch allows you to define a port as hotstan. By enabling hot
standby on a port, you alow the hot standby algorithm to control the forwarding
state. Essentially, this algorithm puts the master VRRP switch in forwarding mode
and blocks the backup switch.

If you configure hot standby mode on backplane ports 7 or 8, this causes the
backup switch to lose connectivity. Thisis because the hot standby algorithm has
disabled the backup switch management ports.
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Chapter 6
Designing multicast networks

This chapter provides information on designing networks supporting | P multicast
on the Passport 8600 switch. The following features are described here:

Topic Page number
Multicast handling in the Passport 8600 189
Multicast and MLT 190
IP multicast scaling 195
General IP multicast rules and considerations 200
IGMP and routing protocol interactions 211
DVMRP general design rules 214
General design considerations with PIM-SM 222
Multicast and SMLT 239
Reliable multicast specifics 248
TV delivery and multimedia applications 250
IGAP 254
PIM-SSM and IGMPV3 257

Multicast handling in the Passport 8600

The Passport 8600 provides a unique architecture that handles |P multicast in an
efficient and optimized manner where a packet is duplicated only when needed.
At the ingress side, hardware | P multicast (IPMC) records are used to determine
the destination ports of the packet. A packet that matches a hardware record is
forwarded to the switch fabric based on apointer that points to the information on
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the destination modules in the chassis and the destination ports on these modules.
The switch fabric uses this information to determine how many copies are
required and sends one copy per board that has receivers attached to it. A board
that does not have receivers will not get acopy of a multicast packet.

At the board level, a multicast packet that is received will be duplicated to the
receiver ports at the forwarding engine level using an egress forwarding pointer to
forward to destination ports.

All 1P multicast records that have the same group and sources in the same subnet
will share the same egress-forwarding pointer. With DVMRP, all IP multicast
records that have the same destination group and ingress VLAN also share the
same egress forwarding pointer for |P multicast bridged traffic. This provides
higher scalability for the system. The total number of available recordsin a
Passport 8600 is 32K. For the M-modules introduced in Release 3.3, it is 128K.
Refer to “DVMRP scalahility” on page 195 and “PIM-SM and PIM-SSM
scalability” on page 196 for specific scaling numbers per protocol.

Multicast and MLT

Release 3.5 introduces a feature that allows distribution of 1P multicast streams
over links of an MLT. With releases prior to release 3.5 or with non-E or M
modules with any release, amulticast stream uses the link where the IGMP query,
PIM hello, or DVMRP probe was received. Hence, without the new feature,
multiple streams are not distributed between the available MLT links. If the link
used by multicast traffic becomes unavailable, the multicast streams switch to
another activelink in the MLT group.

If you need to use several linksto share the load of several multicast streams
between two switches, use one of the following methods:

“DVMRP or PIM route tuning to load share streams,” next
e “Multicast flow distribution over MLT” on page 193
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DVMRP or PIM route tuning to load share streams

You can use DVMRP or PIM routing to distribute multicast traffic. With this
method, you must distribute sources of multicast traffic on different IP subnets
and design routing metrics so that traffic from different sources flows on different
paths to the destination groups.

Figure 65 illustrates a way to distribute multicast traffic sourced on different
subnets and forwarded on different paths. In Figure 65, multicast sources S1to $4
are on different subnets and you use different links for every set of sourcesto send
their multicast data: S1 and S2 send their traffic on acommon link (L1) and S3
and $4 on another common link (L2). These links can be MLT links, such asthe
L2 link. Unicast traffic is shared on these MLT links, while multicast uses only
one of the MLT links. Receivers can be anywhere on the network. This design can
be worked in parallel with unicast designs and does not impact unicast routing in
the case of DVMRP.

Note that in this example, sources have to be on the same VLAN interconnecting
the two switches together. In more generic scenarios, you can design the network
by changing the interface cost values to force some paths to be taken by multicast
traffic. Usethe CLI commandconfig ip dvnrp interface <IP
Interface> nmetric <netric-val ue>to changethe metric value for an
interface in order to provide different paths to different sources.
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Figure 65 Traffic distribution for multicast data
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Note: When multicast isused in MLT configurations, Nortel Networks
=*| recommends using E- or M-modules if the MLT on the Passport 8600 is
connected to a non-Passport 8600 device.
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Multicast flow distribution over MLT

MultiLink Trunking (MLT) provides a mechanism for distributing multicast
streams over an MLT. It does so based on source-subnet and group addresses and
in the process provides you with the ability to choose the address and the bytesin
the address for the distribution algorithm. As aresult, you can now distribute the
load on different ports of the MLT and aim (whenever possible) to achieve an
even distribution of the streams. In applications like TV distribution, multicast
traffic distribution is particularly important since the bandwidth requirements can
be substantial when alarge number of TV streams are employed.

Note: The multicast flow distribution over MLT featureis

=»| supported only on 8000 Series E- or M-modules. As aresult, all
the cards that have portsin an MLT must be 8000 Series E- or M-
cardsin order to enable multicast flow distribution over MLT.

Multicast flow distribution over MLT is based on source-subnet and group
addresses. To determine the port for a particular Source, Group (S,G) pair, the
number of active ports of the MLT isused to MOD the number generated by the
XOR of each byte of the masked group address with the masked source address.

For example, consider:

Group address G[0].G[1].G[2].G[ 3], Group Mask
GMJ[0].GM[1].GM[2].GM[3], Source Subnet address S[0].5[1].5[2].5[3],
Source Mask SM[0].SM[1].SM[2].SM[3]

Then, the Port =:

(((((G[0] AND GM[Q] ) xor ( S[0] AND SM[0] ) ) xor ( (G[1] AND GMI(Q]
) xor ( §[1] AND SM[1]))) xor ((G[2] AND GM[2] ) xor ( §2] AND SM[2]
))) xor ( ( G[3] AND GM[3] ) xor ( §3] AND SM[3] )) ) MOD (active ports
of the MLT)
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Stream failover consideration

Thetraffic interruption issue described below happens only in aPIM domain that
has the “multicast MLT flow redistribution” feature enabled. (For information on
this feature, see Configuring IP Multicast Routing Protocols.)

Figure 66 illustrates a normal scenario where streams are flowing from R1 to R2
through an MLT. The streams are distributed on links L1, L2 and L3.

Figure 66 Multicast flow distribution over MLT
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If link L1 goes down, the affected streams get distributed on links L2 and L 3.
However, with redistribution enabled, the unaffected streams (which were flowing
on L2 and L 3) will also start distributing. Since the Passport 8600 does not update
the corresponding RPF (Reverse Path Forwarding) ports on switch R2 for these
“unaffected streams,” this causes the activity check for these streamsto fail
(because of an incorrect RPF port). Then the Passport 8600 prunes these streams.

To avoid the above issue, make suretheact i vi t y- chk-i nt er val commandis
set to its default setting of 210 seconds. If the activity check fails when the (S,G)
entry timer expires (210 seconds), the Passport 8600 deletes the (S,G) entry and
the corresponding hardware. The (S,G) entry and hardware will get recreated
when packets corresponding to the (S,G) reach the switch again. The potential
issue is that there might be a short window of traffic interruption during this

del etion-creation period.
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IP multicast scaling

IP multicast scaling depends on several factors. There are some limitations that
are related to the system itself and other limitations that are related to how the
network is designed.

The following sections provide the scaling number for DVMRP and PIM in a
Passport 8600 network. These numbers are based on testing alarge network under
different failure conditions. Unit testing of such scaling numbers provides higher
numbers, particularly for the number of 1P multicast streams. The numbers
specified here are recommended for general network designs.

DVMRP scalability

See the following sections for information on DVMRP scalahility:

e “Interface scaling,” next
» “Routescaling” on page 196
e “Stream scaling” on page 196

Interface scaling

In the Passport 8000 Series software, there are no restrictions on what VLAN IDs
can be configured with DVMRP. You can configure up to 500 VLANSs for
DVMRP. In earlier releases of the software, these numbers were more restrictive:
the 3.0.x releases alow for 64 interfaces, while 3.1 alows for 200 interfaces.
When configuring more than 300 DV M RP interfaces, you need to use the 8691SF
that has 128MB of RAM.

Release 3.5 allows a maximum of 1980 DVMRP interfaces. Because of this, you
should configure most interfaces as passive DVMRP interfaces (80 active
interfaces maximum). Thisis particularly appropriate when the number of
DVMRP interfaces approaches the limit. When this happens, it is recommended
that you configure only afew interfaces as active DVMRP interfaces (the rest are
passive). In general, when the number of interfaces is higher than 300, Nortel
Networks recommends that you always use the 8691SF.
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Route scaling

In the Passport 8600 switch, the number of DVMRP multicast routes can scale up
to 2500 routes when deployed with other protocols such as OSPF, RIP and I1PX/
RIP. Note that with the proper use of DVMRP routing policies, your network will
scale very high. For information on using the default route or announce and accept
policies, refer to “DVMRP policies’ on page 216.

Stream scaling

In the Passport 8000 Series software, the recommended number of active
multicast source/group pairs (S,G) is 2000. A source/group pair contains both a
unicast 1P source address and a destination multicast group address.

Nortel Networks recommends that the number of source subnets times the number
of receiver groups not exceed 500. If more than 500 active streams are needed,
you should group senders into the same subnets in order to achieve higher
scalability. You should a'so give careful consideration to traffic distribution to
ensure that the load is shared efficiently between interconnected switches (see
“Multicast and MLT” on page 190 for more information).

Note: The limits mentioned here are not hard limits, but a result of

=>| scalability testing with switches under load with other protocols running
in the network. Depending upon your network design, these numbers may
vary.

PIM-SM and PIM-SSM scalability
See the following sections for information on PIM-SM scalability:

* “Interface scaling,” next

e “Routescaling” on page 197

e “Stream scaling” on page 198

e “Improving multicast scalability” on page 198

313197-C Rev 00



Chapter 6 Designing multicast networks 197

Interface scaling

In the Passport 8000 Series software, you can configure up to 1980 VLANSs for
PIM. When configuring more than 300 PIM interfaces, you need to use the
8691SF that has 128MB of RAM. Note that interfaces running PIM have to run a
unicast routing protocol which puts stringent requirements on the system. Asa
result, the 1980 interface number may not be supported in some scenarios,
especially if the number of routes and neighbors is high. With a high number of
interfaces, you should take special care to reduce the load on the system.

Use avery low number of 1P routed active interfaces and better, use | P forwarding
without any routing protocol enabled on the interfaces with only one or two with a
routing protocol. You can perform proper routing by using the IP routing policies
to announce and accept routes on the switch. Also, it is essential that you use the
PIM passive interface introduced in the 3.5 release on the magjority of the
interfaces for proper operation. Nortel Networks recommends a maximum of 10
active PIM interfaces on a switch when the number of interfaces exceeds 300.

Note: Nortel Networks does not support more than 80 active interfaces
=»| and recommends the use of not more than 10 PIM active interfacesin a
large scaled configuration with more than 500 VLANS. If you configure
any more interfaces, they must be passive. For information on
configuring PIM interfaces, see Configuring IP Multicast Routing
Protocols in the Passport 8000 Series documentation set.

Route scaling

When using PIM-SM, the number of routes can scale up to the unicast route
scaling since PIM uses the unicast routing table for its forwarding decisions. Thus,
for higher route scaling, Nortel Networks recommends that you use OSPF.

Asageneral rule, awell designed network should not have too many routesin the
routing table. For PIM to work properly, however, you should ensure that all
subnets configured with PIM are “reachable’ using the information in the unicast
routing table. For the RPF check, PIM requires the knowledge of the unicast route
to reach the source of any multicast traffic. For more detailed information, see
“PIM network with non-PIM interfaces’” on page 238.
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Stream scaling

In the Passport 8000 Series software, Nortel Networks recommends that with
PIM-SM you limit the maximum number of active multicast S,G pairsto 2,000.
A source, group pair contains both a unicast 1P source address and a destination
multicast group address.

You should also ensure that the number of source subnets times the number of
receiver groups does not exceed 500.

Note: The limits mentioned here are not hard limits, but a result of
=»| scalabil ity testing with switches under load with other protocols running

in the network. Depending upon your network design, these number may
vary.

Improving multicast scalability

To increase multicast scaling, follow these six network design rules:

Rule 1: Whenever possible, use simple network designs that do not have
VLANSs spanning several switches. Instead, use routed links to connect
switches.

Rule 2: Whenever possible, group sources should send to the same group in
the same subnet. The Passport 8600 uses a single egress forwarding pointer
for all sourcesin the same subnet sending to the same group. Be aware that
these streams will still have separate hardware forwarding records on the
ingress side.

You can usethe CLI command show i p nroute-hw group traceto
obtain information about the ingress and egress port information for |P
multicast streams flowing through your switch.

Rule 3: Do not configure multicast routing on edge switch interfaces that will

never contain multicast senders or receivers. By following this rule, you:

e Provide secured control on multicast traffic entering or exiting the
interface.

» Reduce the load on the switch as well as the number of routes, as for
example, in the case of DVMRP. Thisimproves overall performance
and scalability.
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* Rule4: Avoid initializing very high numbers (several hundreds) of multicast
streams simultaneously. Initial stream setup is a process heavy task and
initializing alarge number may slow down the setup time of these streams and
could in some cases result in some stream |oss.

* Rule5: Whenever possible, do not connect | P multicast sources and receivers
on VLANSs that interconnect switches. In some cases, such as the design
shown in Figure 67, this may result in more hardware records being
consumed. By placing the source on the interconnected VLAN, traffic takes
two paths to the destination depending on the RPF checks and the shortest
path to the source.

For example, if areceiver is placed on VLAN 1 on switch S1 and another
receiver is placed on VLAN 2 on this switch, traffic may be received from
two different paths to the two receivers. Thisresultsin the use of two
forwarding records. When the source on switch S2 is placed on a different
VLAN than VLAN 3, traffic takes a single path to switch S1 where the
receivers are located.

Figure 67 IP multicast sources and receivers on interconnected VLANs
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* Rule6: Usethe default timer values for PIM and DVMRP. When timers are
used for faster convergence, they usually adversely affect scalability since
control messages are sent more frequently (e.g. DVMRP route updates). I
faster network convergence isrequired, configure the timers with the same
values on all switchesin the network. Also, it is necessary for you to perform
baseline testing in most cases to achieve optimal values for timers versus
required convergence times and scalability. See “DVMRP timers tuning” on
page 215" for more detail .
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General IP multicast rules and considerations

The following sections provides general rules and considerations to follow when
using IP multicast on the Passport 8600 switch. It includes recommendations on
proper network design for:

e “IPmulticast address ranges,” next

* “IPto Ethernet multicast MAC mapping” on page 201

« “Dynamic configuration changes’ on page 203

*  “DMVRPIGMPv2 back-down to IGMPv1" on page 204

e “TTL inIP multicast packets’ on page 204

e “Multicast MAC filtering” on page 206

e “Multicast filtering and multicast access control” on page 207
» “Split-subnet and multicast” on page 210

IP multicast address ranges

IP multicast utilizes D class addresses, which range from 224.0.0.0 to
239.255.255.255. Although subnet masks are commonly used to configure |P
multicast address ranges, the concept of subnets does not exist for multicast group
addresses. Consequently, the usual unicast conventions where you reserve the all
Os subnets, all 1s subnets, all Os host addresses, and al 1s host addresses do not
apply when dealing with the IP multicast range of addresses.

Addresses from 224.0.0.0 through 224.0.0.255 are reserved by IANA for
link-local network applications. Packets with an address in this range are not
forwarded by multicast capable routers by design. For example, OSPF uses both
224.0.0.5 and 224.0.0.6 and VRRP uses 224.0.0.18 to communicate across alocal
broadcast network segment.

IANA has also reserved the range of 224.0.1.0 through 224.0.1.255 for
well-known applications. These addresses are also assigned by IANA to specific
network applications. For example, the Network Time Protocol (NTP) uses
224.0.1.1 and Mtrace uses 224.0.1.32. RFC1700 contains a complete list of these
reserved numbers.
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Multicast addresses in the 232.0.0.0/8 (232.0.0.0 to 232.255.255.255) range are
reserved only for source-specific multicast applications, such as one-to-many
applications. (See draft-holbrook-ssm-00.txt for more details). While thisis the
publicly reserved range for SSM applications, private networks can use other
address ranges for SSM.

Finally, addresses in the range 239.0.0.0/8 (239.0.0.0 to 239.255.255.255) are
administratively scoped addresses, meaning they are reserved for usein private
domains and should not be advertised outside that domain. This multicast rangeis
analogous to the 10.0.0.0/8, 172.16.0.0/20, and 192.168.0.0/16 private address
ranges in the unicast |1P space.

Technically, a private network should only assign multicast addresses from
224.0.2.0 through 238.255.255.255 to applications that are publicly accessible on
the Internet. Multicast applications that are not publicly accessible should be
assigned addresses in the 239.0.0.0/8 range.

Note that while you are free to use any multicast address you choose on your own
private network, even reserved addresses, it is generally not a good network
design practice to allocate public addresses to private network entities. Thisistrue
with regard to both unicast host and multicast group addresses on private
networks. To prevent private network addresses from escaping to a public
network, you may wish to use the Passport 8600 announce and accept policies
described on page 216.

IP to Ethernet multicast MAC mapping

Like IP, Ethernet has arange of multicast MAC addresses that natively support
Layer 2 multicast capabilities. While IP has atotal of 28 addressing bits available
for multicast addresses, however, Ethernet has only 23 addressing bits assigned to
IP multicast. Ethernet’s multicast MAC address space is much larger than 23 bits,
but only a sub-range of that larger space has been allocated to 1P multicast by the
IEEE. Because of this difference, 32 IP multicast addresses map to one Ethernet
multicast MAC address.
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I P multicast addresses map to Ethernet multicast MAC addresses by placing the
low-order 23 bits of the IP address into the low-order 23 bits of the Ethernet
multicast address 01:00:5E:00:00:00. Thus, more than one multicast address maps
to the same Ethernet address (Figure 68). For example, all 32 addresses 224.1.1.1,
224.129.1.1,225.1.1.1, 225.129.1.1, 239.1.1.1, 239.129.1.1 map to the same
01:00:5E:01:01:01 multicast MAC address.

Figure 68 Multicast IP address to MAC address mapping
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Most Ethernet switches handle Ethernet multicast by mapping a multicast MAC
address to multiple switch portsin the MAC address table. Therefore, when
designing the group addresses for multicast applications, you should take care to
efficiently distribute streams only to hosts that are receivers. The Passport 8600
switches IP multicast data based on the IP multicast address and not the MAC
address and thus, does not have thisissue.

As an example, consider two active multicast streams using addresses 239.1.1.1
and 239.129.1.1. Suppose two Ethernet hosts, receiver A and receiver B, are
connected to ports on the same switch and only want the stream addressed to
239.1.1.1. Suppose also that two other Ethernet hosts, receiver C and receiver D,
are also connected to the ports on the same switch as receiver A and B and wish to
receive the stream addressed to 239.129.1.1. If the switch utilizes the Ethernet

313197-C Rev 00



Chapter 6 Designing multicast networks 203

multicast MAC address to make forwarding decisions, then all four receivers
receive both streams- even though each host only wants one or the other stream.
Thisincreases the load on both the hosts and the switch. To avoid this extra load,
it is recommended that you manage the IP multicast group addresses used on the
network.

At the same time, however, it is worth noting that the Passport 8600 does not
forward |P multicast packets based on multicast MAC addresses- even when
bridging VLANSs at layer 2. Thus, the Passport 8600 does not encounter this
problem. Instead, it internally maps IP multicast group addresses to the ports that
contain group members.

When an |P multicast packet is received, the lookup is based on IP group address,
regardless of whether the VLAN is bridged or routed. You should be aware then
that while the Passport 8600 does not suffer from the problem described in the
previous example, other switches in the network might. Thisis particularly true of
pure L2 switches.

In anetwork that includes non-Passport 8600 equipment, the easiest way to ensure
that thisissue does not ariseis to use only a consecutive range of |P multicast
addresses corresponding to the lower order 23 bits of that range. For example, use
an address range from 239.0.0.0 through 239.127.255.255. A group address range
of this size can still easily accommodate the addressing needs of even the largest
private enterprise.

Dynamic configuration changes

It is not recommended that you perform dynamic configuration changesin IP
multicast when multicast streams are flowing in a network. Thisis particularly
true when you change:

» theprotocol running on an interface from PIM to DVMRP or vice versa
» thelP address and/or subnet mask for an interface
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For such changes, Nortel Networks recommends that you stop all multicast traffic
that isflowing in the network. If the changes are necessary and there is no control
on the applications sending multicast data, it may be necessary for you to disable
the multicast routing protocol s before performing the change. For example, you
should consider doing so before making interface address changes. Note that in all
cases, these changes will result in traffic interruptions in the network since they
impact neighborship state machines and/or stream state machines.

DMVRP IGMPv2 back-down to IGMPv1

The DVMRP standard states that when a router operatesin IGMPv2 mode and
another router is discovered on the same subnet in IGMPv1 mode, you must take
administrative action to back the router down to IGMPv1 mode. When the
Passport 86000 switch detects an IGMPv1 only router, it automatically
downgrades from IGMPv2 to IGMPv1 mode.

Thisfeature saves network down time and configuration effort. However, it is not
possible to dynamically switch back to IGMPv2 mode because multiple routers,
including the Passport 8600 switch, now advertise their capabilities as limited to
IGMPv1 only. To return to IGMPv2 mode, the Passport 8600 switch must loseits
neighbor relationship. Subsequently when the switch reestablishes contact with its
neighboring routers, the Passport 8600 switch operatesin IGMPv2 mode.

You can view the IGMP configured mode and the operational mode either through
the CLI or Device Manager.

TTL in IP multicast packets

The Passport 8600 switch treats multicast data packetswith aTime To Live (TTL)
of 1 asexpired packets and sends them to the CPU before dropping them. You can
avoid this situation by ensuring that the originating application uses a hop count
large enough to enable the multicast stream to traverse the network and reach all
destinations without reaching a TTL of 1.

Note: Nortel Networks recommendsusinga TTL value of 33 or 34 to
=»| minimize the effect of looping in an unstable network.
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To avoid sending packetswith a TTL of 1 to the CPU, the Passport 8600 switch
prunes multicast streamswith a TTL of 1 if they generate ahigh load on the CPU.
In addition, the switch prunesall multicast streamsto the same group with sources
on the same originating subnet as the stream witha TTL of 1.

To ensure that a switch does not receive multicast streamswith a TTL=1, thus
pruning other streams originating from the same subnet for the same group, you
can configure the upstream Passport 8600 switch (Switch 1) to drop multicast
trafficwithaTTL <2 (see Figure 69). In this configuration, all streamsthat egress
the switch (Switch 1) witha TTL of 1 are dropped. In Device Manager, select IP
Routing > Multicast > Interface to configurethe TTL for every DVMRP interface.

Figure 69 Passport 8600 Switches and IP multicast traffic with low TTL

Drop multicast
Traffic with TTL

less than 2
Switch 1 Switch 2
Multicast source = —
with low TTL
H ‘ Multicast Traffic H ‘
—5 flow —&

9895EA

Changing the accepted egress TTL value does not take effect dynamically on
active streams. To change the TTL, disable DVMRP, then enable it again on the
interface witha TTL > 2. Use thisworkaround in a Passport 8600 network that
has a high number of multicast applications with no control on the hop count used
by these applications.

In al cases, an application should not start sending its multicast datawitha TTL

lower than 2. Otherwise, all of itstraffic is dropped and the load on the switch is

increased. Note that enhanced modules (E- or M-modules), which provide egress
mirroring, do not experience this behavior.

Network Design Guidelines



206 Chapter 6 Designing multicast networks

Multicast MAC filtering

Certain network applications, such as Microsoft Network Load Balancing
Solution or NFS, require the ability for multiple hosts to share amulticast MAC
address. Instead of flooding al portsin the VLAN with this multicast traffic, this
feature allows you to forward traffic to a configured subset of the portsin the
VLAN. Note that this multicast addressis not an |P multicast MAC address, so
you should not confuse this feature with |P multicast functionality.

At aminimum, you must map the multicast MAC address to a set of ports within
the VLAN. In addition, if traffic is being routed on the local Passport 8600, you
must configure an ARP entry to map the shared unicast |1P address to the shared
multicast MAC address. Thisis true since the hosts can also share avirtual IP
address, and packets addressed to the virtual 1P address need to reach them all.

It is recommended that you limit the number of such configured multicast MAC
addresses to a maximum of 100. This number is inter-related with the maximum
number of possible VLANS you can configure. For example, for every multicast
MAC filter you configure, the maximum number of configurable VLANS on the
Passport 8600 is reduced by one. Similarly, configuring large numbers of VLANS
reduces the maximum number of configurable multicast MAC filters downwards
from 100.

Release 3.5 introduced the possibility to configure under this feature the addresses
starting with 01.00.5E that are reserved for |P multicast address mapping. When
using a configuration with these addresses, you should be very careful of not
having I P multicast enabled with streams that match the configured addresses.
Thiswill result in amalfunction of the IP multicast forwarding as well asin the
Multicast MAC filtering function.

313197-C Rev 00



Chapter 6 Designing multicast networks 207

Multicast filtering and multicast access control

This section shows how multicast access policies are implemented in release 3.5
and in releases prior to 3.5.

New release 3.5 multicast access control policies

Release 3.5 introduces a complete set of new multicast access control policiesthat
flexibly and efficiently protect a network from unwanted multicast access as well
as multicast spoofing. These policies are:

deny- t x — Prevents amatching source from sending multicast traffic to the
matching group on the interface where the deny- t x access policy is
configured.

Thedeny-t x access policy isthe opposite of al | ow onl y-t x and
conflictswith al | ow onl y- bot h. Thedeny- t x access policy cannot
exist with these“al | ow’ access policies for the same prefix-list on the same
interface at the same time.

deny- r x — Prevents a matching group from receiving IGMP reports from
the matching receiver on the interface wherethe deny- r x access policy is
configured.

Thedeny- r x access policy isthe opposite of al | ow onl y-r x and
conflictswith al | ow onl y- bot h. Thedeny- r x access policy cannot
exist with these“al | ow’ access policies for the same prefix-list on the same
interface at the same time.

deny- bot h — Prevents a matching | P address from both sending multicast
traffic and receiving IGMP reports from a matching receiver on an interface
wherethe deny- bot h access policy is configured.

Thedeny- bot h access policy isthe opposite of al | ow onl y- bot h and
conflicts with the other “al | ow’ access policies. The deny- bot h access
policy cannot exist with any “al | ow’ access policies for the same prefix-list
on the same interface at the same time.
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al | ow onl y-t x — Allows only the matching source to send multicast
traffic to the matching group on the interface wherethe al | ow onl y-t x
access policy is configured. This access policy discards all other multicast
datareceived on thisinterface.

Theal | ow onl y-t x access policy isthe opposite of deny-t x and
conflictswith deny- bot h. Theal | ow onl y-t x access policy cannot
exist with these “deny” access policies for the same prefix-list on the same
interface at the same time.

al | ow onl y-r x — Allows only the matching group to receive IGMP
reports from the matching receiver on the interface where the

al I ow onl y- r x access policy is configured. This access policy discards
all other multicast data received on thisinterface.

Theal | ow onl y- r x access policy isthe opposite of deny- r x and
conflictswithdeny- bot h. Theal | ow onl y- r x access policy cannot
exist with these “deny” access policies for the same prefix-list on the same
interface at the same time.

al I ow onl y- bot h — Allows only the matching I P address to both send
multicast traffic to and receive IGMP reports from the matching receiver on
an interface wherethe al | ow onl y- bot h access policy is configured.
Thisaccess policy discards all other multicast dataand |GMP reports received
on thisinterface.

Theal | ow onl y- bot h access policy is the opposite of deny- bot h and
conflicts with the other “deny” access policies. Theal | ow onl y- bot h
access policy cannot exist with any “deny” access policies for the same
prefix-list on the same interface at the same time.

Multicast access policies before release 3.5

In the Passport 8000 Series software, acommon IGMP code is used for IGMP
snooping, PIM, and DVMRP routing. You can deploy multicast access policies on
IGM P snooping to control which hosts can send or receive data for a multicast
session based on VLAN and multicast group address.
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Guidelines for multicast access policies
Use the following guidelines for multicast access policies:

» Use masksto specify arange of hosts. For example, 10.177.10.8 with a mask
of 255.255.255.248, matches hosts addresses 10.177.10.8 through
10.177.10.15. The host subnet address AND the host mask must be equal to
the host subnet address. An easy way to determine thisis to ensure that the
mask has an equal or fewer number of trailing zeros than the host subnet
address. For example, 3.3.0.0/255.255.0.0 and 3.3.0.0/255.255.255.0 are
valid. However, 3.3.0.0/255.0.0.0 is not.

* Receive access policies should apply to all eligible receivers on a segment.
Otherwise, one host joining a group makes that multicast stream available to
all.

* Receive access policies are initiated when reports are received with addresses
that match thefilter criteria

e Transmit access policies are applied to the hardware ASICs when the first
packet of a multicast stream is received by the switch.

Multicast access policies can be applied on aDVMRP or PIM routed interface if
IGMP reports control the reception of multicast traffic. In the case of DVMRP
routed interfaces where no IGMP reports are received, some access policies
cannot be applied. The static receivers work properly on DVMRP or PIM
switch-to-switch links.

With the exception of the static receivers that work in these scenarios and the
other exceptions noted at the end of this section, Figure 70 illustrates where access
policies can and cannot be applied. On VLAN 4, access policies can be applied
and take effect because IGMP control traffic can be monitored for these access
policies. The access policies do not apply on the ports connecting switches
together on V1, V2 or V3 because multicast data forwarding on these ports
depends on DVMRP or PIM and does not use IGMP.
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Figure 70 Applying IP Multicast access policies for DVMRP
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Thefollowing rules and limitations apply to | GM P access policies when used with

IGMP versus DVMRP and PIM:

e Static member appliesto snooping, DVMRP and PIM on both interconnected

links and edge ports.

» Static Not Allowed to Join applies to snooping, DVMRP and PIM on both

interconnected links and edge ports.

»  For multicast access control, denyRx applies to snooping, DVMRP and PIM.
DenyTx and DenyBoth apply only to snooping on the Passport 8600, but not

on Passport 8100.

Split-subnet and multicast

The split subnet issue arises when a subnet is divided into two non-connected
sections in anetwork. This results in erroneous routing information on how to
reach the hosts on that subnet being produced. This problem appliesto any type of
traffic. However, it has alarger impact on a network with PIM-SM running.
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When a network is running PIM and thereis the potential of a split-subnet
situation, you should ensure that the RP is not placed on a subnet that can become
asplit subnet. Also, you should avoid having receivers on this subnet. Since the
RP is an entity that has to be reached by all PIM-enabled switches with receivers
in anetwork, placing the RP on a split-subnet can impact the whole multicast
traffic flow. Thisistrue even for receivers and senders that are not part of the
split-subnet.

IGMP and routing protocol interactions

Thefollowing cases provide you with design tips for those situations where Layer
2 multicast is used along with Layer 3 multicast. Thisistypically the case when a
Layer 2 edge device is connected to one or several Layer 3 devices. The cases that
follow involve IGMP interactions with PIM and DVMRP protocols.

Note: On aPassport 8600 switch, you must configure the IGMP Query
=»| Interval with avalue higher than 5 to prevent the switch from dropping
some multicast traffic.

IGMP and DVMRP

In Figure 71, switches A and B are running DVMRP and switch C is running
IGMP Snooping. Switch C connectsto A and B through ports P1 and P2
respectively. Ports P1, P2, P3 and P4 arein the same VLAN. A source Sis
attached to switch A on adifferent VLAN than the one(s) connecting A to Cand a
receiver R is attached to switch B on another VLAN.

Assumethat switch C has not been configured with any mrouter ports. If switch A
isthe querier, then it becomes the mrouter (multicast router port) port for C. The
receiver does not receive data from source S, because C does not forward data on
the link between C-B (non-mrouter).
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You can surmount this problem in two ways:

» configure ports P1 and P2 as mrouter ports on the IGMP snoop VLAN
or

» configure switches A, B and C to run Multicast Router Discovery on their
common VLANS.

MRDISC alowsthe Layer 2 switch to dynamically learn the location of switches
A and B and thus, add them as mrouter ports. If you connect switches A and B
together, there is no need for any specific configuration since the issue does not
arise.

Figure 71 IGMP interaction with DVMRP
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IGMP and PIM-SM

In Figure 72, switches A and B are configured with PIM-SM, and switch C is
running IGMP Snooping. A and B are interconnected with VLAN 1 and C
connectsto A and B with VLAN 2.

If areceiver Risplaced in VLAN 2 on switch C, it does not receive data. Thisis
because PIM chooses the higher |P address as DR, whereas |GMP chooses the
lower |P address as querier. Thus, if B becomesthe DR, A becomesthe querier on
VLAN 2. IGMP reports are forwarded only to A on the mrouter port P1. A does
not create aleaf because reports are received on the interface towards the DR.
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IGMP interaction with PIM
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Asin the previous IGMP interaction with DVMRP, you can surmount this
problem in two ways:

or

Configure ports P1 and P2 as mrouter ports on the IGMP snoop VLAN

Configure switches A, B and C to run Multicast router Discovery on their
common VLANS.

MRDISC alowsthe Layer 2 switch to dynamically learn the location of switches
A and B and thus, add them as mrouter ports. Note that this issue does not occur
when DVMRP has the querier and forwarder as the same switch, as for example,
when IGMPv2 is used.

IGMP and PIM-SSM

The Passport 8000 Series implementation of IGMPv3 for PIM-SSM is not
backward compatible with IGMPv1 or IGMPv2. This may result in the switch
discarding version 1 and version 2 membership reports.
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DVMRP general design rules

The following sections describe DVMRP design rules:

“General network design,” next

“Sender and receiver placement” on page 215
“DVMRP timerstuning” on page 215
“DVMRP policies’ on page 216

“DVMRP passive interface” on page 221

General network design

Asageneral rule, you should design your network with routed VLANs which do
not span several switches. Such adesignis simpler and easier to troubleshoot and,
in some cases, eliminates the need for protocol s such as the Spanning Tree
Protocol (STP). In the case of DV MRP enabled networks, such a configuration is
particularly important.

Note: When DVMRP VLANS span more than two switches, temporary

=»| multicast delayed record aging on the non-designated forwarder may

occur after receivers go away.

DVMRP uses not only the metric, but also the I P addresses to choose the RPF
path. Thus, you should take great care when assigning the |P addressesin order to
ensure the utilization of the best path.

Aswith any other distance vector routing protocol, note that DV MRP suffersfrom
count-to-infinity problems when there are loops in the network. This makes the
settling time for the routing table higher, so it is something that you should be
aware of when designing your network.
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Sender and receiver placement

Another useful rule you should follow is to avoid connecting your senders and
receiversto the subnets/V LANs which connect core switches. If you need to
connect servers generating multicast traffic or acting as multicast receiversto the
core, you should connect them to VLANSs different from the ones which connect
the switches. As shown in Figure 70, V1, V2 and V3 connect the core switches
and the IP multicast senders or receivers are placed on VLAN V4 which is routed
to other VLANs using DVMRP.

DVMRP timers tuning

The Passport 8000 Series software alows you to configure several DVMRP
timers. These timers control the neighbor state updates (nbr-timeout and
nbr-probe-interval timer), route updates (triggered-update-interval and
update-interval), route maintenance (route-expiration-timeout,
route-discard-timeout, route-switch-timeout) and stream forwarding states
(leaf-timeout and fwd-cache-timeout).

You may need to change the default values of these timers for faster network
convergence in the case of failures or route changes. If so, Nortel Networks
recommends that you follow these rules:

» Ensurethat all timer values match on all switchesin the sasme DVMRP
network. Failure to do so may result in unpredictable network behavior and
troubleshooting difficulties.

* Do not use low values when setting DVMRP timers since this can result in a
high switch load trying to process frequent messages. Thisis particularly true
for route update timers, especially in the case of alarge number of routesin
the network. Also, note that setting lower timer values, such as those for the
route-switch timeout, can result in a flapping condition in cases where routes
time out very quickly.

e Follow the dictates of the DVMRP standard in the relationship between

correlated timers. For example, the Route Hold-down = 2 x Route Report
Interval.
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DVMRP policies

DVMRP policiesinclude:

* “Announce and accept policies,” next
e “Do not advertise self” on page 219
» “Default route policies’ on page 220

Announce and accept policies

Announce and accept policies for DVMRP allow you to control the propagation
of routing information. Under the multicast routing paradigm, routing information
governs which subnets can contain sources of multicast traffic, rather than
destinations of multicast streams. In a secure environment, this can be an
important issue since DVMRP periodically floods and prunes streams across the
network, possibly leading to congestion.

You can successfully filter out subnets that only have multicast receivers by using
accept or announce policies without impacting the ability to deliver streamsto
those same networks. You can also use policies to scale very large DVMRP
networks by filtering out routes that are not necessary to advertise.

An announce policy affects the routes that are advertised to neighboring DVMRP
routers. Thus, while received routes are poison-reversed and added to the local
routing table, they are also potentially filtered by an announce policy when
advertised. You can use this feature at key points in the network to limit the scope
of certain multicast sources. An announce policy effectively allows the local
router to receive the stream, while propagating it on a subset of outgoing
interfaces. If there are no potential egress interfaces for a particular multicast
source (i.e., the local router has no need for the stream), you may find it more
appropriate to use an accept policy.

Announce policy on a border router

Figure 73 shows an example of a network boundary router that connects a public
multicast network to a private multicast network. Both networks contain multicast
sources and use DVMRP for routing. The ultimate goal hereisto receive and
distribute public multicast streams on the private network, while not forwarding
private multicast streams to the public network.
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Given the topology, you may find that the most appropriate solution here isto use
an announce policy on Router A'sinterface connecting to the public network. This
prevents the public network from receiving the private multicast streams, while
allowing Router A to still act as atransit router within the private network. Public
multicast streams are forwarded to the private network as desired.

Figure 73 Announce policy on a border router
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An accept policy blocks routes upon receipt. When arouteis received that isto be
filtered by an accept policy, the local router does not poison-reverse the route.
Therefore, the remote router does not add the interface to its distribution tree. This
effectively prevents any stream from the source from being forwarded over the
interface. Like announce policies, you can use accept policies at key pointsin the
network to limit the scope of certain multicast sources.

Accept policy on a border router

Figure 74 illustrates a similar scenario (with the same requirements) asthat in
described in Figure 73. Thistime, Router A has only one multicast capable
interface connected to the private network. Since one interface precludes the
possibility of intrardomain multicast transit traffic, thereis no need for private
multicast streamsto be forwarded to Router A. Thus, you may find it inefficient to
use an announce policy on the public interface since private streams are forwarded
to Router A just to be dropped (and pruned). Under such circumstances, you will
find it more appropriate to use an accept policy on Router A’s private interface.
Public multicast streams are forwarded into the private network as desired.
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Figure 74 Accept policy on a border router
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You may find accept policies useful when you cannot control routing updates on
the neighboring router. For example, a service provider cannot directly control the
routes advertised by its customer’s neighboring router, so the provider may
choose to configure an accept policy to only accept certain agreed upon routes.

You can utilize an accept policy in aspecial way to receive a default route over an
interface. If aneighbor is supplying a default route, you may find it desirable to
accept only that route while discarding all others, thus reducing the size of the
routing table. In this situation, the default route is accepted and poison-reversed,
while the more specific routes are filtered and not poison-reversed.

You can also use announce or accept policies (or both) to implement aform of
traffic engineering for multicast streams based on source subnet. Figure 75 shows
anetwork where multiple potentia paths exist through the network. According to
the default settings, all multicast traffic in this network follows the same path to
the receivers. You may find it desirable then to load balance the traffic across the
other available links.

In such cases, you can use announce policies on Router A to increase the
advertised metric of certain routes to make the path between Routers B and D
more preferable. Thus, traffic originating from those subnets takes the alternate
route between B and D.
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Figure 75 Load balancing with announce policies
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Do not advertise self

The do not advertise self feature represents a special case of DVMRP palicies.
The essential benefit isthat it is easier to configure than regular announce
policies, while providing a commonly-used policy set. Functionally, DVMRP
does not advertise any local interface routes to its neighbors when you enable this
feature. However, it will still advertise routes that it receives from neighbors.
Because this disables the ability for networks to act as a source of multicast
streams, you should not enable it on any routers that are directly connected to
senders.

Figure 76 shows a common example of using this feature in DV MRP networks.
Router A is acore router that has no senders on any of its connected networks.
Therefore, it isunnecessary that its local routes be visible to remote routers, so it
is configured to not advertise any local routes. This makes it purely atransit
router. Similarly, Router B is an edge router that is connected only to potential
receivers. None of these hosts are allowed to be a source. Thus, you configure
Router B in asimilar fashion to ensure it does not advertise any local routes either.

for the remote router to be visible to itslocal routes, so it configured to not
advertise local routes. This makes it purely atransit router then. In contrast,
Router B is an edge router that is connected to potential receivers. None of these
hosts are allowed to be a source, so you configure Router B similarly and have it
not advertise local routes either.
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Sinceall multicast streams originate from the data center, Router C must advertise
at least some of itslocal routes. Therefore, you cannot enabl e the do not advertise
self feature on all interfaces. If there are certain local routes (that do not contain
sources) that should not be advertised, you can selectively enable do not advertise
self on a per interface basis, or configure announce policies instead.

Figure 76 Do not advertise local route policies
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Default route policies

DVMRP default route policies are specia types of accept and announce policies
you apply to the default route. You use the feature primarily to reduce the size of
the multicast routing table for parts of the network that contain only receivers.
You can configure an interface to supply (inject) a default route to a neighbor.

Note that the default route does not appear in the routing table of the supplier. You
can configure an interface to not listen for the default route. Once a default route
is learned from a neighbor, it is placed in the routing table and potentially
advertised to its other neighbors depending on whether or not you configured the
outgoing interfaces to advertise the default route. Be aware that advertising a
default on an interface is different from supplying a default on an interface. The
former only advertises a default if it has learned a default on another interface,
while the latter always advertises a default. The default setting for interfacesisto
listen and advertise, but not supply a default route.

The metric assigned to an injected default route is 1 by default. However, you can
ater it. Thisis useful in situations where two or more routers are advertising the
default route to the same neighbor, but one link or path is preferable over the
other. For example, in Figure 77, Router A and B are both advertising the default
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route to Router C. Because Router A isthe preferred path for multicast traffic, you
configureit with alower metric (avalue of 1 in this case), than Router B, whichis
configured with a value of 2. Router C then chooses the lower metric and poison
reverses the route to Router A.

Figure 77 Default route
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It is also recommended that you configure announce policies on Routers A and B
to suppress the advertisement of all other routesto Router C. Alternatively, you
can configure accept policies on Router C to prevent all routes from Router A and
Router B, other than the default, from being installed in the routing table.

DVMRP passive interface

The passive interface feature allows you to create aDVMRP interface to act like a
IGMP interface only. In other words, no DVMRP neighbors and hence no

DV MRP routes are learned on that interface. However, multicast sources and
receivers can exist on that interface.

Such afeature is highly useful in cases where you wish to have IGMP snoop and
DVMRP on the same switch. Currently, Layer 2 IGMP (IGMP snoop) and L3
IGMP (with DVMRP and PIM) on the same switch operate independently of each
other. Thus, if you configure DVMRP on interface 1 and IGMP snoop on interface
2 on Switch A, multicast data with source from interface 1 is not forwarded to the
receivers learned on interface 2 and vice versa. To overcome this problem, you
can use DVMRP passive interfaces.
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A DVMRP passive interface does not send probes or reports, does not listen for
probes or reports and does not form neighbor relationships with other DVMRP
routers. Instead, it acts exactly like IGMP snoop, except it ison Layer 3. However,
the interface routes of the passive interfaces are till advertised on other active
DVMRP interfaces. Since the passive interfaces provide less overhead to the
protocol, you will find it highly useful to configure certain interfaces as passive
when there are many DV MRP interfaces on the switch. On the Passport 8600, you
can change an existing DVMRP interface to a passive interface only if the
interface is disabled by management.

You should only configure passive interfaces on those interfaces containing
potential sources of multicast traffic. If the interfaces are connected to networks
that only have receivers, it is recommended that you use a do not advertise self
policy on those interfaces.

Note: You should not attempt to disable a DVMRP interface if there are
=»| multicast receivers on that interface.

In the event that it is necessary to support more than 512 or so potential sourceson
separate local interfaces, you should configure the vast majority as passive
interfaces. Ensure that only 1 to 5 total interfaces are active DVMRP interfaces.

You can also use passive interfaces to implement a measure of security on the
network. For example, if an unauthorized DV MRP router is attached to the
network, a neighbor relationship is not formed and thus no routing information
from the unauthorized router is propagated across the network. This feature also
has the convenient effect of forcing multicast sourcesto be directly attached hosts.

General design considerations with PIM-SM

The following sections discuss the guidelines you should follow in designing PIM
networks:

e “General requirements,” next

* “Recommended MBR configuration” on page 225

» “Redundant MBR configuration” on page 226

“MBR and DVMRP path cost considerations’ on page 229
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“PIM passive interface” on page 229
“Static RP” on page 229
“RP placement” on page 233

General requirements

It isrecommend that you design simple PIM networks where VLANSs do not span
several switches.

PIM relies on the unicast routing protocolsto perform its multicast forwarding. As
aresult, your PIM network design should include a unicast design where the
unicast routing table has a route to every source and receiver of multicast traffic,
aswell as aroute to the rendezvous point (RP) and BSR in the network. In
addition, your design should ensure that the path between a sender and receiver
contains PIM enabled interfaces. Note that receiver subnets may not always be
required in the routing table. However, Nortel Networks recommends that you
follow these guidelinesin using PIM-SM:

Ensure that a PIM-SM domain is configured with an RP and a BSR.

Ensure that every group address used in multicast applications hasan RP in
the network.

As aredundancy option, you can configure several RPs for the same group in
aPIM domain.

Asaload sharing option, you can have several RPsin a PIM-SM domain map
to different groups.

Configure an RP to map to all 1P multicast groups. Your CLI configuration
should be asfollows:

candrp add 224.0.0.0 mask 240.0.0.0 rp <RP's I P address>

Configure an RP to handle a range of multicast groups using the mask
parameter. For example, an entry for group value of 224.1.1.0 with a mask of
255.255.255.192 covers groups 224.1.1.0 to 224.1.1.63.

InaPIM domain with both static and dynamic RP switches, be aware that you
cannot configure one of the (local) interfaces for the static RP switches as RP.
For example:

(static rp switch) Sw1 ------ Sw2 (BSR/cand-RP1) -----Sw3
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you cannot configure one of the interfaces on switch Sw1 as static RP since
BSR cannot learn thisinformation and propagate it to Sw2 and Sw3. The PIM
RFC requires that you consistently set RP on all the routers of the PIM
domain. In other words, you can only add the remote interface candidate-RP1
(cand-RP) to the static RP table on Swi.

o Static RP cannot be enabled or configured on a switch in a mixed mode of
candidate RP and static RP switches, if a switch needs to learn an RP-set and
has a unicast route to reach the BSR through this switch.

Example configuration 1
Sw3 (BSR) - Sw4 (candidate RP)
I
I
Sw2 (cannot be configured as a static RP)
I

I
Swl (PIM enabled, needs to learn RP-set through Sw2)

Example configuration 2
Sw3 (BSR) - Sw4 (candidate RP)
| /
| Sws
Sw2  /(cannot be configured as a static RP)
| swe
| /

Swl (PIM enabled. It does have aroute to BSR through Sw5, but shortest
path route to BSR is through Sw2).

SPT switchover

When IGMP receivers join a multicast group on a Passport 8600, it first joins the
shared tree. Once the first packet is received on the shared tree, the router usesthe
source address information in the packet to immediately switchover to the shortest
path tree (SPT).
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The Passport 8600 does not support athreshold bit rate in relation to SPT
switchover in order to guarantee asimple, yet high performance implementation
of PIM- Sparse Mode (SM). Note that intermediate routers (i.e. no directly
connected IGMP hosts), do not switchover to the SPT until directed to do so by
the leaf routers.

Other vendors may offer a configurable threshold, such as a certain bitrate, at
which point SPT switchover occurs. Regardless of the implementation of these
features on other equipment in the network, no interoperability issues with the
Passport 8600 will result since switching to and from the shared and shortest path
tree are independently controlled by each downstream router.

Upstream routers relay the joins or prunes hop by hop upstream, thus building the
desired tree asthey go. Since any PIM-SM compatible router already supports
shared and shortest path trees, you should encounter no compatibility issues
stemming from the implementation of configurable switchover thresholds.

Recommended MBR configuration

The MBR functionality provided with the PIM-SM implementation lets you
connect aPIM-SM domain to aDVMRP domain. Note that aswitch configured as
an MBR will have both PIM-SM and DVMRP interfaces.

The easiest way to configure an MBR isto have one switch connecting the
PIM-SM to the DVMRP domain, even though it is possible to use redundant
switchesfor this purpose. In thefirst instance, you can use more than oneinterface
on that switch to link the domains together. Figure 78 illustrates this most basic
scenario.
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Figure 78 MBR configuration

RP can be

MBR / placed on MBR

Note that with the Passport 8600 implementation, there is no limitation on the RP
placement in the network.

Redundant MBR configuration

Figure 79 shows aredundant MBR configuration where two MBR switches
connect a PIM to a DVMRP domain. Be aware that this configuration isnot a
supported configuration. The reason for thisis that MBRs connecting two
domains should not extend the same VLAN on the links connected to the same
domain.
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Figure 79 Redundant MBR configuration
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MBR MBR
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\BVMBP/ VLAN 1
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In aproper configuration, you should ensure that the links use two separate
VLANs as displayed in Figure 80. For proper operation, ensure that the unicast
routes and DV MRP routes always point to the same path in redundant MBR

configurations.
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Figure 80 Redundant MBR configuration with two separate VLANs

PIM-SM
A
MBR MBR
D
VLAN 1 — VLAN 2
DVMRP
C

In Figure 80, assume that switch A has a multicast sender and switch C hasa
receiver. The RPisat D. Then, suppose that the unicast route on C lets you reach
source A through B and that DV M RP shows upstream switch B to reach the
sourceon A. If so, dataflowsfrom A to B to C and traffic coming from D is
discarded.

If the link between C and B fails, switch C’'s unicast route indicates the path to
reach the source is through D. If DVMRP has not yet |earned the new route to the
source, then it cannot create an mroute for the stream when traffic is received and
the stream is discarded.

Even after learning the route, DVMRP will not create an mroute for the stream.
Thus, datais discarded and it will never recover. To resolve thisissue, you should
stop the affected streams until DV MRP ages out the entries. Another alternativeis
to reinitialize DVMRP (disable and re-enable) and then restart the multicast
streams.
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If stopping DVMRP or the streamsis not possible, you should lower the DVMRP
timers for afaster convergence than the unicast routes. This solves the problem
since DVMRP learnsits routes before PIM learns the new unicast routes and
reroutes the stream.

This same problem may happen in dynamic route changesif DVMRP and unicast
routes diverge while traffic is flowing. As aresult, Nortel Networks recommends
that you use the simple design proposed in “Recommended MBR configuration”
on page 225 for safe MBR network operation.

MBR and DVMRP path cost considerations

When using the MBR to connect PIM-SM domains to DVMRP domains, ensure
that the unicast routes metric is not greater than 32 since issues may occur in the
network. Thisis dueto the fact that the DV MRP maximum metric valueis 32. On
the MBR, DV MRP obtains metric information for the PIM domain routes from
unicast protocols. Note that there may be cases where these metrics are higher
than 32. If DVMRP finds a route with a metric higher than 32 on the MBR, this
route is considered a non-reachabl e route and the RPF check fails, resulting in
data not being forwarded.

To avoid this issue, make sure that your unicast routes do not have ametric higher
than 32, especially when using OSPF for routing. OSPF can have reachable routes
with metrics exceeding 32.

PIM passive interface

Release 3.5 introduced the PIM passive interface feature. The PIM passive
interface has the same uses and advantages as the DV M RP passive interface.
Refer to “DVMRP passive interface” on page 221 for more details.

Static RP

You can use static RP very effectively to provide security, interoperability, and/or
redundancy for PIM-SM multicast networks. In some networks, the
administrative ease derived from dynamic RP assignment may not be worth the
security risks involved. For example, if an unauthorized user connects a PIM-SM
router to the network, which advertisesitself as a candidate RP (C-RP or
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cand-RP), it may possibly hijack new multicast streams that would otherwise be
distributed through an authorized RP. If you are designing networks where
security isimportant, you may find such risks unacceptable. In such cases, you
will find a static RP assignment preferable.

The static RP feature also provides you with interoperability capabilitiesin legacy
PIM-SMv1 and mixed vendor PIM-SMv2 networks. Since PIM-SMv1 did not
support dynamic RP assignment, auto-RP was devel oped as a proprietary solution
until the standards-based BSR was created as part of the PIM-SMv2 standard. The
only RP assignment options you have available for legacy PIM-SMv1 networks
are static configuration and auto-RP. For legacy networks that use static RP
configuration, you can easily integrate the Passport 8600 into the network.

Auto-RP protocol

Other legacy PIM-SMv1 networks may use the auto-RP protocol. Auto-RPisa
Cisco proprietary protocol that uses two proprietary defined protocols to provide
equivalent functionality to the standard PIM-SM RP and BSR implemented on the
Passport 8600. You can use the static RP feature to interoperate in such
environments. For example, in amixed vendor network, you can use auto-RP
among routers that support the protocol, while other routers such as the Passport
8600 have RP information statically configured. In such a network, you must
ensure that the static RP configuration mimicsthe information that is dynamically
distributed in order to guaranteed that multicast traffic is delivered to all parts of
the multicast network.

In amixed auto-RP and static RP network, you also need to ensure that the
Passport 8600 does not serve as an RP since the 8600 does not support the Cisco
proprietary auto-RP protocol. Therefore, in thistype of network, the choice of
RPsislimited only to the routers that support the auto-RP protocol.

RP redundancy

The Passport 8600 can aso provide RP redundancy when you configure static
RPs. You need to implement the same static RP configuration on all PIM-SM
routers in the network to ensure consistency of RP selection. Furthermore, you
must ensure in amixed vendor network that the same RP selection criteriais used
among all routers.
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For exampl e, the Passport 8600 uses the hash algorithm defined in the PIM-SMv2
standard to select the active RP for each group address. (See the “BSR hash
algorithm” on page 233 for more information). If arouter from another vendor
sel ects the active RP based on lowest | P address, then the inconsistency causes the
stream to not be delivered to certain routers in the network.

Note: When there is a discrepancy concerning the group address to RP
assignment among PIM-SM routers, network outages occur. Routers that
are unaware of the true active RP are unable to join the shared tree and

receive the multicast stream.

Failure detection of the active RP is determined by the routes available in the
unicast routing table. Aslong as the RP is considered reachable from a unicast
routing perspective, the local router assumes the RP is fully functional and
attempts to join that RPs shared tree. Thus, you should take extra care when using
static and default routes in the network.

Figure 81 shows a hierarchical OSPF network where areceiver islocated in a
totally stubby area. If RP B fails, PIM-SM router A does not switch over to RP C
because the injected default route in the unicast routing table indicates that RP B

is still reachable.

Figure 81 RP failover with default unicast routes
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In Figure 82, the |P address you selected for the RP is the interface connected to
an ATM non-broadcast multiaccess (NBMA) network. If RP A fails or if the
virtual circuits connecting RP A to the ATM network fail, the desired behavior is
to have the other multicast routers switch over to RP B. However, because the
network or subnet corresponding to the rest of the ATM NBMA network is still
reachable, it is still advertised by the unicast routing protocol. Therefore,
multicast routers still attempt to use RP A asthe active RP.

These figures illustrate that since failover is determined by unicast routing
behavior, you need to give careful consideration to the unicast routing design, as
well asthe | P address you select for the RP.

Figure 82 Interface address selection on the RP
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The performance aspect of static RP failover is dependent on the convergence
time of the unicast routing protocol. Thus, it is recommended that you use alink
state protocol, such as OSPF, in order to take advantage of the quick convergence.
For example, if you are using RIP as the routing protocol, an RP failure may take
minutes to detect. Depending upon the application, you may find this totally
unacceptable. Note, that this problem does not affect routers that have already
switched over to the SPT, however. It just affects newly-joining routers.
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Non-supported static RP configuration

Be aware that with static RP, dynamic RP learning is not operational. The
following example shows a non-supported configuration for static RP. In this
example, with static RP and dynamic RP interoperation, thereisno RP at switch2.
However, (S,G) create/del ete occurs every 210 seconds at switch 16.

Sw 10, 15, and 16 are under StaticRP, while Sw 2 is under dynamic RP. The srcis
at Sw 10 withthe Rx Sw 15, and 16. RPisthen at Sw 15 locally. The Rx on Sw 16
is unable to receive packets because its SPT is going thru Sw 2.

Sw 2 isin adynamic RP domain. Thus, thereis no way to learn about RP on Sw
15. However, you will see an (S, G) record being created/del eted on Sw16 every
210 seconds.

RP placement

The following sections describe guidelines for RP placement:

e “BSR hash algorithm,” next

» “RPand extended VLANS’ on page 237

* “Receiverson interconnected VLANS’ on page 237

e “PIM network with non-PIM interfaces’ on page 238

BSR hash algorithm

If your network is using a bootstrap router (BSR) to dynamically advertise
candidate RPs and if you require redundancy, you may wish to consider the
multicast group address to RP assignment function in order to optimize the flow
of traffic down the shared trees. A hash function is used to assign small blocks of
multicast group addresses to each RP, which is a candidate for the same range.
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The hash mask used to compute the RP assignment is al so distributed by the BSR.
For example, if two RPs are candidates for the range 239.0.0.0 through
239.0.0.127 and the hash mask is 255.255.255.252, that range of addressesis
divided into groups of 4 consecutive addresses and assigned to one or the other
candidate RP.

Figure 83 illustrates a sub-optimal design where Router A is sending traffic to a
group address assigned to RP D. Router B is then sending traffic assigned to RP
C. Note that RP C and RP D serve as backups for each other for those group
addresses. In such cases, you may find it desirable instead to have traffic from
Router A use RP C and traffic from Router B use RP D.

Figure 83 Inefficient group-RP mapping
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While providing redundancy in the case of the failure of a particular RP, you can
ensure the optimal shared treeis used in two ways.

1 Usethe hash algorithm to proactively plan and understand the group address
to RP assignment.

You use thisinformation to select the multicast group address for each
multicast sender on the network and thus, ensure optimal traffic flows. You
may also find this method hel pful for modeling more complex redundancy
and failure scenarios where each group address has three or more C-RPs.
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2 Allow the hash agorithm to assign the blocks of addresses on the network,
and then simply view the results on the Passport 8600 withthe show i p pi m
active-rp <group>command.

You can then use the results to assign multicast group addresses to senders
that are located near the indicated RP. The limitation to this approach is that
while you can easily determine the current RP for agroup address, the backup
RPis not shown. In the event that there is more than one backup for a group
address, the secondary RP is not obvious. In this case, if you use the hash
algorithm, it reveals which of the remaining C-RPs will take over for a
particular group addressin the event of primary RP failure.

Hash algorithm operation
The hash algorithm works as follows:

1 For each C-RP with matching group address ranges, ahash value is calculated
according to the formula

Value (G,M,C(i)) = (1103515245 * ((1103515245 * (G&M)+12345) XOR
C(i)) + 12345) mod 231

Asyou can see, the hash value is afunction of the group address (G), the hash
mask (M), and the IP address of the C-RP (C(i)). The expression (G& M)
guarantees that blocks of group addresses hash to the same value for each
C-RP, and the size of the block is determined by the hash mask.

For example, if the hash mask is 255.255.255.248, the group addresses
239.0.0.0 through 239.0.0.7, yield the same hash value for a given C-RP.
Thus, the block of 8 addresses are assigned to the same RP selected by the
criteriaaslisted in step 2.

2 Theresults are compared, and the C-RP with the highest resulting hash value
is chosen as the RP for the group. In the event of atie, the C-RP with the
highest | P address is chosen.

This algorithm isrun independently on all PIM-SM routers so that every
router has a consistent view of the group-to-RP mappings.
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Cand-RP priority

You can aso use the candidate-RP priority parameter to determine an active RP
for agroup. Here, the hash value for different RPs are compared for only RPswith
the highest priority (lowest cand-RP priority value). A cand-RP with highest RP
IP address is then chosen as the active RP among RPs with the highest priority
value and same hash value.

The current Passport 8600 PIM-SM implementation does not allow you to
configure the cand-RP priority. Thus, each RP has a default cand-RP priority
value of 0 and the algorithm uses the RP if the group address maps to the
grp-prefix you configure for that RP. If a different router in the network is
configured with cand-RP with a priority value > 0, the Passport 8600 uses this part
of the algorithm in the RP election, even though it cannot be configured with a
priority other than O.

Currently, you cannot configure the hash mask used in the hash algorithm. Asa
result, the default hash mask of 255.255.255.252 is used, unless you configure a
different PIM BSR in the network with a non-default hash mask value. Note that
static RP configurations do not use the BSR hash-mask, so they are limited to the
default hash mask value when configuring redundant RPs.

For example:
RP1 = 128.10.0.54 and RP2 = 128.10.0.56
Group prefix for both RPsis 238.0.0.0/255.0.0.0

Hash Mask = 255.255.255.252. The hash function assigns the groupsto RPsin the
following manner:

grp range 238.1.1.40 - 238.1.1.51 (12 consecutive groups) mapped to
128.10.0.56

grp range 238.1.1.52 - 238.1.1.55 (4 consecutive groups) mapped to
128.10.0.54

grp range 238.1.1.56 - 238.1.1.63 (8 consecutive groups) mapped to
128.10.0.56

313197-C Rev 00



Chapter 6 Designing multicast networks 237

RP and extended VLANS

With Release 3.2.2 of the Passport 8000 Series software, you are no longer
restricted on where you can place an RP when VLANSs extend over several
switches. Indeed, you can now place your RP on any switch in the network. When
using PIM-SM, however, it is always recommended that you not span VLANs on
more than 2 switches.

Receivers on interconnected VLANS

There are designs where | P multicast traffic can flow unnecessarily on some links
inaPIM-SM domain. Traffic in these cases does not get duplicated to the
recelvers. However, be aware that it can use extra bandwidth on links in the
network.

Figure 84 displays such a situation. Switch B is the Designated Router (DR)
between A and B. Switch Cisthe RP. A receiver R is placed onthe VLAN1
interconnecting switches A and B. A source is sending multicast data to receiver
R.

The IGMP reports sent by R are then forwarded to the DR and both A and B
create (*,G) records. Switch A receives duplicate data, viathe path from Cto A
and viathe second path from C to B to A. It discards the data on the second path
assuming the upstream sourceis A to C.

To avoid this situation, Nortel Networks recommends that you not place receivers
on V1. This guarantees that no traffic will need to flow between B and A for
receivers attached to A. Only through PIM join messagesto the RP (for (*,G)) and
the source through SPT joins will the existence of the receivers be learned.
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Figure 84 Receivers on interconnected VLANSs
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PIM network with non-PIM interfaces

Asagenerd rule, in aPIM-SM domain, you need to enable PIM-SM on all
interfaces in the network for multicast traffic to flow properly. Thisistrue even if
paths exist between al PIM interfaces. The reason for thisisthat PIM-SM relies
on the unicast routing table to determine the path to the RP, BSR and to muilticast
sources. Thus, you should ensure that all routers on these paths have PIM-SM
enabled interfaces.

Figure 85 provides an example of thissituation. Here, if A isthe RP, theninitially,
receiver R gets data viathe shared tree path (i.e., through switch A).

If the shortest path from C to the source is through switch B, while the interface
between C and B does not have PIM-SM enabled, then C will not switch to the
SPT. It then starts discarding data coming through the shared tree path (i.e.,
through A). The simple workaround for thisissueisfor you to enable PIM on
VLANZ1 between C and B.

313197-C Rev 00



Chapter 6 Designing multicast networks 239

Figure 85 PIM network with non-PIM interfaces
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Multicast and SMLT

This section discusses guidelines that you should follow for multicast and SMLT
configurations:

e “Triangledesigns,” next

e “Square designs’ on page 242

» “Design that avoids duplicate traffic’ on page 243
 “DVMRP versus PIM” on page 245
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Triangle designs

A triangle designisan SMLT configuration where you connect edge switches, or
SMLT clients to two aggregation switches. You connect the aggregation switches
together with an IST that carries all the SMLTs configured on the switches.

With atriangle design, the following configurations are supported:

» aconfiguration with all Layer 2 IP multicast with IGMP snooping

» aconfiguration with Layer 2 snooping at the client switchesand Layer 3
routing with DVMRP or PIM-SM at the aggregation switches

If the client switches are Passport 8600 switches, you need to use E- or
M-modules for proper operation. Using non-E-modules, may result in loops
developing on the SMLT links. You can position switches, other than the Passport
8600, such as the Baystack 450 or the BPS 2000, as clientsin atriangle
configuration.

The sub-sections that follow describe the supported SMLT triangle design
configurations in more detail.

All Layer 2 IGMP snooping

The design shown in Figure 86 is supported. In this design, you need to attach a
guerier to every VLAN that is configured with IGM P snooping. You can attach
this querier to any of the switches. If you require redundancy for the querier, then
you can configure several queriers. However, they must be on the same switch.
For different VLANS, you can locate the querier(s) on different switches. You can
use the queriers for |P multicast routing, if necessary.

If the client switches are Passport 8600 switches, you must use E- or M-modules
in this design. Note that you do not need to include E- or M-modulesin the
aggregation switches, however.
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Figure 86 Layer 2 IGMP snooping
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Layer 2 and Layer 3 multicast

To avoid using an external querier to allow correct handling and routing of
multicast traffic to the rest of the network, Nortel Networks recommends that you
use the triangle design with IGM P snooping at the client switches. You should
then use multicast routing using DVMRP or PIM at the aggregation switches as

shown in Figure 87.

Figure 87 Multicast routing using DVMRP or PIM
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Client switches run IGM P snooping and the aggregation switches run PIM or
DVMRP. This design is simple and lets you perform | P multicast routing by
means of DVMRP or PIM for the rest of the network. The aggregation switches
are the queriersfor IGMP, thus, there is no need for you to have any external
guerier to activate IGMP membership. These switches also act as redundant
switches for IP multicast.

Multicast data flows through the I ST link when receivers are learned on the client
switch and senders are located on the aggregation switches, or when sourced data
comes through the aggregation switches. Thisdatais destined for potential
receivers attached to the other side of the IST. It does not reach the client switches
through the two aggregation switches since only the originating switch forwards
the data to the client switch receivers.

Note that you should always place any multicast receivers and senders on the core
switches on different VLANS than those that span the I ST.

Square designs

A sguare design is adesign where you connect a pair of aggregation switches to
another pair of aggregation switches (Figure 88). If you connect the aggregation
switchesin afull mesh, thenitisafull mesh design. Notethat the full mesh design
does not support SMLT and IP multicast.

Figure 88 Square design- full mesh configuration
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In asquare design, you must configure all switches with IGMP snooping. No IP
multicast routing is alowed with DVMRP or PIM. You also have to configure a
guerier to connect to every VLAN with IGMP snooping. If you need redundancy
for the querier, you can configure several queriers. However, they have to reside
on the same switch. For different VLANS, you can configure the querier(s) on
different switches. If necessary, you can also use the queriers for I|P multicast
routing.

Design that avoids duplicate traffic

This section describes a potential “duplicate traffic” issue that can occur with
multicast and SMLT networks. When the path to a source network on the
aggregation switches is the same for both switches, it can result in duplicate
traffic. This section provides asolution to avoid thisissue. Figure 89 illustratesthe
issue and the solution.

Figure 89 Multicast and SMLT design that avoids duplicate traffic
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Switch-A and Switch-B learn the DVMRP route for sender (S) network with the
same metric.

* Assumethat Switch-A isthe querier for the interface connected to the Layer 2
switch with IGM P snooping.

*  When receiver R sends an IGMP report, A learns the receiver on the SMLT
port and forwards the | ST-IGMP message to B.

»  On receiving the message from A, B learns the receiver on it SMLT port
connected to the layer 2 switch. So, both A and B have local receivers on their
SMLT port.

» Themulticast sender S sends datathat isreceived by both A and B through
the interface connected to NETWORK . Since both have alocal receiver on

SMLT port, the layer 2 switch will receive data from both the routers causing
R to receive duplicate traffic.

Assume that the source network is 10.10.10.0/24, Switches A and B have the
DVMRP metric on the IST interface, the interface towards NETWORK are all
configured as 10, and that the total cost to the source is the same.

You can view DVMRP route details with the following command:

show i p dvnrp route

*  Switch-A has DVMRP route 10.10.10.0 with metric 10 and upstream
neighbor through interface connecting NETWORK.

e Switch-B has DVMRP route 10.10.10.0 with metric 10 and upstream
neighbor through interface connecting NETWORK.

In this configuration, both A and B forward traffic to the SNOOP switch and the
receiver gets duplicate traffic.

The solution to thisissue isto configure metrics on the DVMRP interfaces so that
either A or B learn the source network route through IST. In thisway, the router
that receives traffic from I ST blocks them from being sent on SMLT (receiver)
port so the SNOOP switch receives traffic from only one router.

In the above example, configure the metric of the DVMRP interface towards
NETWORK on any one switch. For example, configure Switch B so that the route
metric through that interface on B will be greater than the metric through the IST
interface. Therefore, the NETWORK interface on B should be greater than 2.

313197-C Rev 00



Chapter 6 Designing multicast networks 245

To configure the DVMRP interface metric, use one of the following commands:

For an interface, use
config ip dvnrp interface <ip_addr> netric <cost>

For aVLAN, use
config vlan <vlan_id> ip dvnrp netric <cost>

For a brouter port, use
config ethernet <port_nunm> ip dvimrp netric <cost>

If the metric of NETWORK interface on B is configured to 3, then B can learn
route 10.10.10.0 through the NETWORK interface with metric 12 (because its
metric isincremented by 2) and through IST with metric 11. So B will learn route
10.10.10.0 with cost 11 and the upstream neighbor though the IST link.

Now, traffic from Swould follow via A to B on the IST link only. Since traffic
received on the ST cannot go to the SMLT link, the SNOOP switch will not
receive from B. Therefore, R no longer receive duplicate traffic any more and
receives its traffic from switch A only.

DVMRP versus PIM

DVMRP and PIM have some major differencesin the way they operate and
forward |P multicast traffic. This section provides guidelines for network
designers to choose which protocol is better adapted to their environment, and
what are the factors to consider when using one protocol and not the other or even
using amix of the two protocolsin different sections of the network and linking
them together with the MBR functionality.

Flood and prune versus shared and source trees

Thefirst differenceisrelated to the flood and prune type of operation of DVMRP
versus the use of the Shared tree and SPT of PIM-SM. These differences make
DVMRP more adapted to a dense environment where receivers are present in
most parts of the network, henceits flood and prune mechanism is well adapted to
this environment. On the other hand, PIM-SM is better suited for a sparse
environment where few receivers are spread over asmaller part of the network
and aflooding mechanism wouldn't be beneficia and efficient. Thisisparticularly
trueif the protocoal is used in places where the network is quite large.
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In anetwork where there are few receivers for multicast streams, DVMRP results
inalot of initialy flooded traffic that gets pruned. Not only is thereinitial
flooding here, thereis aso periodic flooding (once all of the prunes have expired).
This occursif the source continues sending multicast data and adds unnecessary
traffic in the network, especially on those branches where there are no receivers. It
aso adds additional state information on switches with no receivers.

With PIM-SM dll initial traffic has to flow to the RP before reaching the
destination switches so that they can get to the SPT path to receive data directly
from the source. This makes PIM-SM vulnerable to the RP failure, hence the
support for redundant RPs in the Passport 8600 implementation. Even with
redundant RPs, the convergence time can be faster in DVMRP than in PIM
depending on where the failure occurs.

Another drawback of having initial traffic flowing through the RP is that the RP
may become a bottleneck if too many streams are initialized at the same time,
which will result in too many register data that will reach the RP switch before
receiver switches get data on the SPT. In applications like TV applications or
where streams are high bandwidth consumers, this can cause some performance
issues on the RP switch and may result in longer stream initialization times. To
reduce the effect of this PIM-SM inherent operation, the Passport 8600
implementation allows immediate switching to the SPT with the first received
packet and thisis true for the RP receiving register packets or the switches
receiving packets on the shared tree.

Unicast routes for PIM versus DMVRP own routes

DVMRP usesits own RIP-2 based routing protocol that allowsit to have a
different routing table than unicast, hence giving the flexibility to build different
paths for multicast than for unicast traffic. PIM-SM relies on the unicast routing
protocolsto build its routing table, hence its paths are always linked to unicast
paths. So, even though PIM-SM is independent on the unicast routing protocol as
such it hasto rely on oneto get its routing information. With DVMRP, the
decoupling of the routing table from the unicast has another advantage: route
policies can be applied to DVMRP regardless of what the unicast route policies
are. In the case of PIM, it hasto follow the unicast routing policies limiting the
flexibility in “tuning” the way routes for PIM are to be handled.
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One advantage with PIM-SM routing to DVMRP is that PIM-SM scales to the
unicast routing table which is several thousands, while DVMRP has limited route
scaling (two to three thousand maximum) because of the nature of its RIP-2 based
route exchange. This make PIM-SM more scalable in large networks where the
number of routes exceed the number supported by DVMRP in the case where
DVMRP policies cannot be applied to reduce the number of routes.

Convergence and timers

DVMRP includes configurable timers that provide you with more control on the
network convergence in case of failures. PIM requires unicast convergence before
it can converge, thus, it may take longer for PIM to converge as compared to
DVMRP.

Traffic delay with PIM while rebooting peer SMLT switches

PIM uses adesignated router (DR) to forward datato receiversonthe DR VLAN.
The DR isthe router with the highest | P address on a LAN. If thisrouter is down
for some reason, the router with the next highest | P address becomes the DR.

Rebooting the DR inan SMLT VLAN may result in data loss because of the
following actions:

*«  Whenthe DR isdown, the non-DR switch assumes the role and starts
forwarding data.

*  When the DR comes back up, it has priority (higher IP address) to forward
data so the non-DR switch stops forwarding data.

» TheDRisnot ready to forward traffic due to protocol convergence and
because it takes time to learn the RP set and create the forwarding path. This
can result in atraffic delay of 2-3 minutes (since the DR learns the RP set
after OSPF converges).

A workaround is to configure static rendezvous point (RP) on the peer SMLT
switches. This feature avoids the process of selecting an active RP from the list of
candidate RPs and dynamically learning about RPs through the BSR mechanism.
Then when the DR comes back, traffic resumes as soon as OSPF converges. This
reduces the traffic delay to approximately 10 seconds.
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Enabling multicast on network interfaces

In some cases, if you have to disable PIM on some interfaces, you need to ensure
that all paths to the RP, BSR, and multicast traffic sources for any receiver on the
network have PIM enabled. Thisis due to the fact that the BSR router sends an
RP-set message to all PIM-enabled interfaces. In turn, this can cause a
PIM-enabled switch to receive RP-set from multiple PIM neighbors towards BSR.
A PIM- enabled switch only accepts the BSR message from the RPF neighbor
towards BSR.

Note that DVMRP does not have the same constraint since the existence of one
path between a source and areceiver is enough to obtain the traffic for that
receiver. In Figure 85 on page 239, if DVMRP replaces PIM, the path through A
to the receiver is used to obtain the traffic. DVMRP usesits own routing table, and
thus, is not impacted by the unicast routing table.

Reliable multicast specifics

This section includes some specific design tips you can follow for networks that
require the support of highly reliable multicast. In addition to the inherent
reliability of the Passport 8600, and features like SMLT, you need to take some
specific considerations into account for the multicast protocols. These include
protocol tuning for faster convergence and some tips for using the PGM reliable
transport-level protocol. The main application of these design tipsisin the
financial space, where data has to be error-free and scalable. In addition, the
network has to converge rapidly to handle any failure that can occur.

Protocol timers

DVMRP lets you configure several protocol timersto help in obtaining faster
convergence. Even though Nortel Networks recommends that you use the default
protocol timers, some networks require fast convergence after failures or state
changes. If thisisthe case, you should be careful how you configure the timers for
the protocol. Refer to “DVMRP timers tuning” on page 215 for additional
information.
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PGM-based designs

PGM isareliable multicast transport protocol for applications that require
ordered, duplicate free, multicast data delivery from multiple sources to multiple
receivers. PGM guarantees that areceiver in a multicast group either receives all
data from transmissions and retransmissions, or is capable of detecting
unrecoverable data packet loss.

The Passport 8600 implements the Network Element part of PGM. Hosts running
PGM implement the other featuresin PGM. PGM operates on a session basis, so
every session requires state information in the Passport 8600. Therefore, itis
important for you to control both the number of sessions that the Passport 8600
allows and the window size of these sessions. The window size controls the
number of possible retransmissions for a given session and also influences the
memory size in the network element that handles these sessions.

The following guidelines help you design PGM -based applications and
parametersfor better scalability. Note that they are based on memory consumption
calculations for sessions with agiven window size and assume that a maximum of
32MB is used by PGM:

e Memory usage of each PGM session and its association with window_size

The examplesthat follow are based on observations that occur when a session
is created with awindow_size of 5000 and a given amount of system memory
isused. The number of bytes allocated in the system for each session = 4 bytes
X (win_size*2) + overhead (=236 bytes)

— Example 1:

if 32Mb of system memory is available for PGM, the number of sessions
you can create is 32Mb/ 40,236 = 800 sessions. Allowing more than 800
sessions (in this particular case), resultsin using more system memory
and may impact other protocols running on the switch.

— Example 2:

if 1.6Mb of system memory is available for PGM, the number of sessions
you can create is 32Mb/16,236 = 100 sessions.
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e Therecommendation hereisthat you ensure that the window size of the
applicationislow (usually below 100). The window size isrelated to client
and server memory and affects the switch only when retransmission errors
occur.

In addition to the window size, you should also limit the total number of PGM
sessions in the system to control the amount of memory PGM uses.
Specifically, you should ensure that PGM does not consume the memory
required by the other protocols running on the Passport 8600 switch. The
default value for the maximum number of sessions on a Passport 8600 is 100.

Note: These guidelines will help you develop an estimate of the needed
memory requirements. For a network with high retransmissions, be aware
that memory requirements can be greater than the previous numbers.

Multicast stream initialization

At stream initialization, initial packets reach the CPU that programs the hardware
records- based on |GMP membership and neighborship information for DVMRP,
With PIM, the Join and RP information is used to determine the ports to

forward to.

During the initialization phase, there may be some data loss depending on how
quickly theinitia datareaches the switch. In Video-related applications, there
may be some frame loss in the first milliseconds of the stream.

TV delivery and multimedia applications

The Passport 8600 provides you with aflexible and scalable multicast
implementation for multimedia applications. Several features are dedicated to
multimedia applications and in particular, to television distribution.

This section describes the main features in use here and explains the best way for
you to use them when designing networks that support interactive TV applications
in service provider environments. All other design tips provided in this chapter
also apply to these applications.
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Static (S,G)s with DVMRP and IGMP static receivers

The static forwarding features that apply to DVMRP allow you to configure static
mroutes. Thisfeatureis useful in cases where streams must flow continuously and
not become aged. You should be careful in using this feature, however, since you

need to ensure that the programmed entries do not remain on a switch when they

are no longer necessary.

You can also use IGMP static receiversfor PIM static (S,G)s. The main difference
isthat these entries allow you to configure group address only. Note that you can
use them as edge configurations, or on interconnected links between switches.

Join/leave performance

In TV applications, you can attach several TV sets directly or through BPS2000
switchesto the Passport 8600. You base thisimplementation on IGM P and the set-
top boxes use IGMP reportsto join a TV channel and an IGMP |eave to exit the
channel. When aviewer changes channds, an IGMPv2 leave for the old channel
(IP Multicast group) isissued, then a membership report for the new channel is
sent to start obtaining traffic for the new channel. If viewers “channel surf” and
change channels continuously, the joins and leaves can become large, particularly
when there are sizeable numbers of viewers attached to the switch.

The Passport 8600 supports more than a thousand Joins/leaves per second, which
iswell adapted to scale in thistype of application.

Note: For IGMPv3, Nortel Networks recommends a Join rate of 250 per
=>| second or less. If the Passport 8600 has to process more than 250 Joins
per second, the user may have to re-send the Join.

When you use the IGMP proxy functionality in the BPS, you reduce the number
of IGMP reports received by the Passport 8600, thus providing better, overall
performance and scalability.
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Fast leave

The Passport 8000 Series software, release 3.1 and above, supports the fast leave
feature for IGMP. You use this feature along with IGMPv2, IGMPv3 and IGAP,
which provide the leave functionality. Release 3.5 introduced the support for
several users on an interface configured with Fast Leave, while prior releases did
not have support for more than one user per interface. If you use fast leave on a
port, there is no Group-Specific-Query sent on a port after aleave message is
received on this port.

Release 3.5 provides two modes of operation for Fast Leave: Single User Mode
and Multiple User Mode.

* Single User Mode works like the way it was beforerelease 3.5. That is, if
more than one member of the left group is on the port, everyone stops
receiving traffic for this group as soon as one of the group members leavesthe
group. There is no Group-Specific-Query sent before allowing the effective
leave to take place.

e Multiple User Mode allows you to have several users on the same port/
VLAN, and one user leaving the group does not result in having the stream
stop if there are other receivers for the same stream. The Passport 8600
achieves this by tracking the number of receivers that have joined a given
group. Thisworks properly under the condition that receivers send their joins
regardless of the others sending joins (i.e., do not do areport suppression).
This ensures that the Passport 8600 properly tracks the correct number of
receivers on an interface.

You will find this feature particularly useful in IGMP-based TV distribution
applications, where only one receiver of aTV channel is connected to a port. In
the event a viewer changes channels quickly, considerabl e savings can be madein
terms of bandwidth demand arising from the consequent IGMP |eave process.

With release 3.1 and above of the Passport 8000 Series software, you can
implement fast leave on aVLAN and port combination — a port belonging to two
different VLANS can have the feature enabled on one VLAN but not on the other.
This provides you with the ability to connect several devices on different VLANS,
but on the same port with the Fast L eave feature enabled. You can do so without
impacting the traffic for the devices when one of them isleaving a group that
another is subscribed to. For example, you can use this feature when two TVsare
connected to a port through two set-top boxes even if you are using the Single
User Mode of the feature.
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LMQI tuning

When an IGMPv2 host |eaves a group, it notifies the router with aleave message.
Because of the IGMPv2 report suppression mechanism, the router is unaware of
other hosts that require the stream. Thus, it broadcasts a group specific query
message with a maximum response time equal to the last member query interval

(LMQI).

Since thistimer affects the latency between the time the last member leaves and
the stream actually stops, you must tune this parameter properly for TV delivery,
or other large-scale, high-bandwidth multi-media applications. For instance, if
you assign avalue that istoo low, it can lead to a storm of membership reportsif a
large number of hosts are subscribed. Similarly, assigning a value that is too high
can cause problems too. It can result in too many unwanted high-bandwidth
streams being propagated across the network when users change channels rapidly.
Note that leave latency is also dependent on the robustness value, so a value of
two equates to aleave latency of twice the LMQI.

The LMQI accepts values from 1 to 255 where the increment is in tenths of
seconds. Since many other factors affect performance, you should determine the
proper setting for your particular network through testing. If there are avery large
number of users connected to a port (e.g., aport connected to an L2 switch),
assigning a value of three might lead to a storm of report messages when a group
specific query is sent. On the other hand, if streams are frequently started and
stopped in short intervals, asin a TV delivery network, assigning a value of ten
might lead to frequent congestion in the core network.

Another performance-affecting factor that you need to be aware of isthe error rate
of the physical medium. It also affect the proper choice of LMQI values. For links
that have high loss characteristics, you may find it necessary to adjust the
robustness variable to a higher value to compensate for the possible loss of IGMP
gueries and reports.

In such cases, leave latency is adversely impacted as numerous group-specific
queries go unanswered before the stream is pruned. The number of unanswered
queriesisequal to the robustness variable (default is two). Assigning alower
LMQI may counterbalance this effect. However, if you set it too low it may
actually exacerbate the problem by inducing storms of reports on the network.
Keep in mind that LM QI values of three and ten with a robustness value of two
trandlate to leave latencies of six tenths of a second and two seconds, respectively.
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When picking an LM QI value, you need to consider all of these factorsto
determine the best setting for the given application and network. You should then
test that chosen value to ensure the best performance.

Note: In networks that have only one user connected to each port, it is
recommended that you use the fast leave feature instead of LM QI since
no waiting period is required before the stream is stopped. Similarly, the
robustness variable has no impact on the fast leave feature, which isan
additional benefit for links with high loss

IGAP

Internet Group membership Authentication Protocol (IGAP) is an authentication
and accounting protocol for clients receiving multicast streams. With IGAP's
authentication and accounting features, service providers and enterprises have
more control over their networks and can better manage the multicast groups on
their networks.

IGAPisan |ETF Internet draft that extends the functionality of the Internet Group
Management Protocol (IGMPv2), and uses a standard authentication server like
RADIUS with extensions for IGAP.

The Passport 8600 processes messages according to the following rules:

e OnIGAP-enabled interfaces, the Passport 8600 processes | GAP messages
and ignores all other IGMPv1, IGMPv2 or IGMPv3 messages.

e OnIGMP interfaces, the Passport 8600 processes | GM P messages and
ignores | GAP messages.

* |GAP operates with Fast Leave only and does not generate Group-Specific-
Querieslikein IGMPv2. The Passport 8600 supports the Single User and
Multiple User fast leave modes for IGAP.

For more information about | GAP, see Configuring IGMP for user Authentication
Protocol (IGAP).1

1 After this manual went to print, the name of the protocol changed. The acronym IGAP now means
Internet Group membership Authentication Protocol. Sorry for any confusion that this may cause.
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IGAP with an MLT link down

When an MLT link goes down, it can potentially interrupt IGAP traffic.

Figure 90 shows an IGAP member connected to a Passport 8600 edge switch (R1)
that hastwo MLT links. The MLT links provide alternative routes to the RADIUS

server and the Content Delivery Network (CDN) server.

Figure 90 Avoiding an interruption of IGAP traffic
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The following scenario shows how a potential traffic interruption can occur:

1

IGAP member, who has already been authenticated, is receiving multicast
traffic and accounting has started.

Passport 8600 (R1) uses MLT1 to transfer data and accounting messages.
MLT1 goes down.

Since the S,G was del eted, thistriggers an accounting stop message.
MLT2 re-distributes the traffic that was on MLT1.

Sinceanew S,G was created with adifferent session ID, thistriggers an
accounting start message.

MLT1 is down so both the accounting stop and accounting start messages were
sent to the RADIUS server on MLT2. If the accounting stop message is sent
before OSPF had time to re-cal culate the route change and send an accounting
start message, the Passport 8600 drops the UDP packets.

Note: The above scenario will not cause an accounting error because

=»| RADIUS usesthe session ID to calculate accounting time. Even though

theroute loss and OSPF re-cal cul ation caused the packets to be sent out of
sequence, IGAP and RADIUS processes the events in the correct order.

Workaround

To avoid any potentia traffic loss in situations where an MLT link hasto be
brought down, use the following workaround:

Enable ECMP on the edge switch (R1) and on both of the CDN switches
(R2 and R3).

Set the route preference (path cost) of the dternative link (MLT2) to equal or
higher than MLT1.

With this workaround, the switchover isimmediate so there is no traffic
interruption and accounting does not have to be stopped and re-started.

313197-C Rev 00



Chapter 6 Designing multicast networks 257

PIM-SSM and IGMPv3

PIM Source Specific Multicast (SSM) is a one-to-many model that uses a subset
of the PIM-SM features. In this model, members of an SSM group can only
receive multicast traffic from a single source, which is more efficient and puts less
of aload on multicast routing devices.

IGMPv3 supports PIM-SSM by enabling a host to selectively request or filter
traffic from individual sources within a multicast group.

The following sections describe design considerations for implementing
PIM-SSM and IGMPv3 in the Passport 8600.

IGMPv3 and PIM-SSM design considerations

Release 3.5 introduced an SSM-only implementation of IGMPv3. It isnot afull
implementation, and it processes messages according to the following rules:

e When an IGMPVv2 report is received on an IGMPv3 interface, the switch
drops the IGMPv2 report. There is no backward compatibility.

e Indynamic mode, when an IGMPv3 report is received with several sources
(not SSM) but matches a configured SSM range, the switch does not process
the report.

*  When an IGMPVv2 router sends queries on an IGMPv3 interface, the switch
downgrades this interface to IGMPv2 (backward compatibility).

Thismay cause traffic interruption, but the switch will recover quickly.

*  When an IGMPv3 report is received for a group with a different source than
the one in the SSM channels table, the switch drops the report.
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PIM-SSM design considerations

Keep the following considerations in mind when designing an SSM network:

When SSM is configured, it takes effect for SSM groups only. The switch
handles the rest of the groups in sparse mode (SM).

You can configure PIM-SSM only on switches at the edge of the network
while core switches use PIM-SM, if the core switches do not have receivers
for SSM groups.

For existing networks where group addresses are already in use, you can
change the SSM range to match the groups to cover with SSM.

One switch has asingle SSM range.

You can have different SSM ranges on different switches.

You should configure the core switches that relay al the traffic so that they
cover al of these groupsin their SSM range, or use PIM-SM.

One group in the SSM range can have a single source for a given SSM group.

You can have different sources for the same group in the SSM range (different
channels) if they are on different switches.

Two different locations in a network may want to receive from a physically
closer server for the same group, hence receiverswill listen to different
channels (still same group).
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Chapter 7
Designing secure networks

Networking and security are often completely at odds with one another. True
security can only be achieved when information isisolated, locked in a safe
environment, surrounded by guards, and rendered inaccessible. In the early days
of computing, networks were created to connect isolated computers and allow
them to share information. Thus, networks became the communication bridges to
connect these isol ated machines.

Security and privacy are the antithesis of sharing and distribution (which is the
first goal of networking machines). As aresult, network security will aways be a
compromise between providing access and at the same time, safeguarding access
to the information. As a network administrator, the most important thing for you
to be aware of isthat threats and possible new attacks can happen every day. Thus,
you must build an effective strategy against these attacks.

This chapter provides descriptions of some of the most common types of attack,
and information on Passport 8000 security and protection measures that you can
use to guard against them. Specifically, the following sections are included here:

Topic Page number
Denial of service attacks 260
Malicious code 263
Attacks to resiliency and availability 266
Implementing security measures in the Passport 8600 267
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Denial of service attacks

Denial-of-service (DoS) attacks prevent atarget server or victim device from
performing its normal functions through the use of flooding, irregular sizes of
certain types of protocols such as ping requests aimed at the victim server,
application buffer overflows, and many others. Normally, such attacks are
launched from a single machine to a specific server. Their purpose is to overload
the processor or monopolize the bandwidth for that server so legitimate users
cannot use the resource.

Distributed denial of service (DDoS) attacks operate in much the same way,
except that they are launched from multiple machines. Most of the DDoS attacks
are done through pre-positioned code on the offending machine, also known as a
save, so that the remote or master machine can command the slave to launch the
attack at any time.

Passport 8600 security against DoS attacks

The Passport 8600 is protected against DoS attacks by internal mechanisms and
some specific features, like directed broadcast suppression. To further reduce the
chances of your network being used to damage other existing networks, take the
following actions:

1 Stop spoofed IP packets

2 Prevent your network from being used as a broadcast amplification site

3 Enablethehsecur e flag (bootconfig) and High Secure mode to block illegal
addresses. For more information, refer to the Release Notes for the Passport
8000 Series Switch Software Release 3.5 and Configuring and Managing
Security.

All of these steps are explained in more detail in the sections that follow.
Stopping spoofed IP packets

You stop spoofed | P packets by configuring the Passport 8600 to ensure that only
I P packets are forwarded that contain the correct source IP address of your
network.
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A spoofed packet is one which comes from the Internet into your network with a
source address equal to one of the subnet addresses used on your network. Its
source address belongs to one of the address blocks or subnets used on your
network. The basic idea of anti-spoofing protection isfor you to have afilter rule/
configuration assigned to the external interface, which examines the source
address of al outside packets crossing that interface. If that address belongs to
internal network or firewall itself, the packet should be dropped.

The correct source | P address(es) consist of the I P network addresses that have
been assigned to the site/domain. It is particularly important that you do this
throughout your network, especially at the external connections to the existing
Internet/upstream provider. By denying all invalid source | P addresses, you
minimize the chances that your network will be the source of a spoofed DoS
attack.

Thiswill not prevent DDoS attacks coming from your network with valid source
addresses, however. In order to implement this, you need to know the IP network
blocks that are in use. You then create a generic filter which:

e permitsyour sites' valid source addresses
» deniesall other source addresses

To do so, configure the filters as ingress filters that deny (drop) all traffic based on
the source address that belongs to your network.

If you do not know the address space completely, it isimportant that you at least
deny Private (See RFC1918) and Reserved Source IP addresses. Table 21 liststhe
source addresses that you should filter.

Table 21 Source addresses that need to be filtered

Address Description

0.0.0.0/8 Historical Broadcast!
10.0.0.0/8 RFC1918 Private Network
127.0.0.0/8 Loopback

169.254.0.0/16 Link Local Networks
172.16.0.0/12 RFC1918 Private Network
192.0.2.0/24 TEST-NET
192.168.0.0/16 RFC1918 Private Network
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Table 21 Source addresses that need to be filtered

Address Description
224.0.0.0/4 Class D Multicast
240.0.0.0/5 Class E Reserved
248.0.0.0/5 Unallocated
255.255.255.255/32 | Broadcast!

1 High-Secure mode blocks addresses 0.0.0.0/8 and 255.255.255.255/16.
If you enable this mode, you do not have to filter these addresses. For
more information, see the “Using High-Secure mode to block illegal IP
addresses” section below.

Preventing the network from being used as a broadcast
amplification site

To prevent the flooding of other networks with DoS attacks, such as the “smurf”
attack, the 8600 Series switch is protected by directed broadcast suppression. This
feature is enabled by default. You should not disable it.

Using High-Secure mode to block illegal IP addresses

To protect the 8600 Series switch from routing source packets with an I P address
of 255.255.255.255, you can configure High-Secure mode per port OctaPID.
Illegal |P addresses that are blocked by High-Secure mode include:

» loopback addresses
e source | P addresses consisting of al ones
» directed broadcast addresses

The high-secure flag is disabled by default. Once configured, the High-Secure
mode is applied to all ports belonging to the same OctaPID (see Appendix D,
“Tap and OctaPID assignment,” on page 363).

The command syntax is:

config ethernet (slot/port) high-secure [true/false]
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Malicious code

The most costly threat to networks today is that of malicious code, primarily
viruses, worms, and Trojan horses. Viruses alone were the most prolific and costly
threat to corporate networks in 2001 with 94% of enterprises reporting virus
attacks.

Viruses and worms are programs which replicate throughout files, file systems or
networks. In particular, viruses usualy replicate by inserting code into an
otherwise legitimate and benign program. Viruses perform their functions through
apiece of codeinserted into the chain of command of alegitimate program so that
when the infected program runs, the piece of vira code is executed. Worms do
their damage by typically attacking operating systems and networks, rather than
individual files or objects.

Trojans are somewhat different than viruses and worms in that they have no
replication function. They are programs that appear to and may perform a
legitimate, desirable function. However, they aso perform afunction that the
person running the program does not expect or desire. An example of a Trojan
may be one in which you may download a software program, such as a browser
plug-in, and gets not only the software you expect to receive, but a Trojan which
transmits your keystrokes to an outsider. In many cases, the Trojan code is within
abinary file and therefore not human-readable, or iswithin scripting languages
which are human-readable, but rarely read.

Passport 8600 security against malicious code

Anintrusion detection system (IDS) exists to warn you about the possibility of a
security incident. They form yet another defensive tool in alayered security
solution. You can broadly categorize them as follows:

* Incident detection timeframe: real-time or off-line
e Type of installation: network-based or host-based
* Mechanism used for detection: signatures or usage patterns

» Reaction to incidents:; whether the IDS actively intervenesto head off attacks,
or simply notifies staff or other network elements of the problem.
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You can then use these categories to separate |DS products into:

» more easily implemented features, such as off-line detection, network-based
installation, signature-based detection, and notification of staff for incidents

» more advanced features, such as rea -time detection, host-based installation,
usage pattern monitoring, and active intervention for incidents

The Passport 8600 does not currently provide any 1DS service. However, you can
connect the Passport 8600 to external IDS servers. By using the egress mirroring
feature, you can utilize external 1DS servers to analyze activities, recognize
typical patterns of attacks, and analyze abnormal activity patterns (Figure 91).

Figure 91 IDS server configuration

IDs1 [{

“““ Egress
Mirroring

Egress
Mirroring

10661EA

Note that some rules apply to egress mirroring. See the Release Notes for the
Passport 8000 Series Switch Release 3.5 for more information.

The Alteon web switch family, including the WSM module available on the
Passport 8600 provides|oad balancing of IDS products which you can leverageto
further protect your network (Figure 92).
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Figure 92 Alteon web switch family IDS server configuration
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With the WebOS (WSM module), the Passport switch forwards the | P packets to
an external IDS server at the end of the filtering process, or at the end of client
processing (when filtering is not enabled). You must enable IDS server load
balancing (SLB) on the port and allocate areal server group for IDS SLB.

The IDS-SLB switch copies al incoming packets to this group of intrusion
detection servers. For each session entry created on the switch, an IDS server is
selected based on the IDS server load-balancing metric. The IDS server receives
copies of all processed frames that are forwarded to the distribution devices.
Session entries are maintained so that all frames of a given session are forwarded
to the same IDS server.

You must connect each IDS server directly to adifferent switch port or VLAN
because you cannat substitute any fields in the packet header. Substituting afield
corrupts the packet that must also be forwarded to its real destination.

Nortel Networks provides other equipment, like the Contivity VPN product suite,
the Shasta 5000 BSN, and the Alteon Switched Firewall System. They offer
differing levels of protection against DoS and DDoS through either third party
IDS partners, or through their own high performance, state-aware firewalls.
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Attacks to resiliency and availability

In the event that links become congested due to attacks, you can immediately halt
end user services. During the design phase, you should study availability very
carefully, for each layer, from the physical to the upper layers. See Chapter 2,
“Designing redundant networks,” on page 45 for more information. Without
redundancy, all services can be brought down very easily.

Passport 8600 security against resiliency and availability

attacks

Redundancy in hardware and software is one of the key feature of the Passport
8600. High availability is achieved by eliminating single points of failure in the
network, and using the unique features of the Passport 8600 including:

A complete, redundant hardware architecture (switching fabricsin load
sharing, CPU in redundant mode or High Availability (HA) mode, redundant
power supplies)

Hot swapping of all elements (/0O blades, switching fabrics/CPUs, power
supplies)

Flash cards (PCMCIA) to save multiple config/image files

A list of software features that allow high availability including:

— link aggregation (MLT and distributed MLT)

— dual homing of edge switchesto two core switches (SMLT)

— dynamic routing protocols (RIPv1, RIPv2, OSPF)

— distribution of routing traffic along multiple paths (ECMP)

— router redundancy (VRRP)
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Additional information and references

The following organizations provide you with the latest, most updated
information about network security attacks and some recommendations about
good practices to follow:
* The Center of Internet Security Expertise (CERT)

Their web siteis http://www.cert.org/nav/index_main.html

»  Theresearch and education organization for network administrators and
security professionals (SANS)

Their web site at http://www.sans.org features security alerts, news items,
research materials, white papers and educational and certification
opportunities.

*  The Computer Security Institute (CSI)

Their web site at http://www.gocsi.com provides a very good CSI computer
crime and security survey.

Implementing security measures in the Passport 8600

When implementing security measures in the Passport 8600, there are three
primary areas that you should focus on:

e Thedataplane
* Thecontrol plane
*  Other platforms and equipment

For descriptions of these, see the sections that follow.
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Data plane

The data plane includes traffic isolation: VLANS, filtering capabilities, routing
policies (announce/accept policies) and routing protocol protection. Each of these
is described in the sections that follow.

Traffic isolation: VLANS

Theinternal architecture of the Passport 8600 lets you build secure VLANS.
When you configure port-based VLANS, each VLAN is completely separated
from each other (broadcast domain).

By its unique hardware architecture (distributed ASICs with local forwarding
decision), each packet is analyzed independently of the preceding one. This mode,
as opposed to the cache mode that some Passport competitors use, alows

compl ete traffic isolation.

By allowing you to discard untagged traffic on tagged port or tagged traffic on
untagged ports, you have this guarantee. Even if atagged port receives traffic with
aVLAN Id which identifiesa VLAN from another customer configured on the
switch, thistraffic is completely discarded (Figure 93).
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Figure 93 Traffic discard process
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A brief description of the Passport 8600 filtering capabilities follows. For more
detail on filtering, see Chapter 9, “Provisioning QoS networks,” on page 303.

e Layer2
— MAC addresses

The MAC filtering supported in the Passport 8000 Series switch isthe
Bridge MIB filtering (RFC 1493). The number of MAC filtersislimited
to 100. You create afilter entry in much the same way as you create a
static MAC entry. In other words, you enter aMAC address and the port
onwhich it resides. In the MAC filter record, you must specify the ports
that are NOT ALLOWED to send traffic to that MAC address on that
port.

— the unknown MAC discard feature

Thisfeature lets you pre-register current MAC addresses (and set the
number of MAC addresses on aport). It also disables all traffic on this
port entering with an unknown MAC address. Thus, the Passport 8600
protects you from having new MAC addresses entering on a port. The
network administrator can automatically learn the initial authorized MAC
addresses.

— theidentification of the 802.1p field (.p to DSCP and DSCP to .p QoS
mapping)
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e Layer3:
— |IP protocol (with predefined protocol IDs such as, ICMP, TCP, UDP,
IPSEC (ESP), IPSEC (AH), OSPF. You can configure one user defined
protocol)

— source and/or destination | P address
— afilter rule. You can base afilter rule on the value of the DiffServ Code
Point (DSCP)
e Layer4:
— UDP source/destination port
— TCP source/destination port

You can perform the following filtering actions: drop, forward, forward to next
hop, DSCP remarking. You can also configure traffic profiles to police I P traffic.

The scaling numbers are displayed in Table 22. Note that these numbers are valid
only for the Passport 8600.

Table 22 Scaling numbers

Types of filters Number

Filter IDs (1) 3071 (including global and
source/dest filters)

Global Filters (2) 8 per RAPTARU (group of 8
10/100 ports or 1 Gig port)

Filters Set IDs (any type) (3) 128

Global Filters Set IDs (range) (4) 1to 100

Source/Dest Filters Set IDs (range) (5) 300 to 1000

Number of Filters per Set Max 32

Number of sets per port (any type) Max 32
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Table 22 Scaling numbers

Types of filters Number

Number of filters per port Max 1024 (32 * 32)

(1) Filters IDs: the number of rules (sometimes called emplate) that can be defined
on the switch.

(2) Global Filters: the Passport 8600 has 2 types of HARDWARE filters.

¢ Global Filters- stored and processed by the RAPTARU (The hardware dedicated
circuit that does the forwarding)

* Source/Dest filters- stored in each record memory associated with each
RAPTARU.

(3) Filter Set IDs: A filter set is a group of filters
(4) Global Filters Set IDs: a group of global filters
(5) Source/Dest Filter Set IDs: a group of source/dest filters

Routing policies (announce/accept policies)

You can use route policies to selectively accept/announce some networks, and to
block the propagation of some routes. Thisis one tool you can use to enhance the
security in anetwork, by hiding the visibility of some networks (subnets) to other
parts of the network.

In previous releases, separate policy databases for RIP accept, RIP announce,
OSPF accept, and OSPF announce filtering purposes were used. With release 3.2,
aunified database of route policiesis available for RIP or OSPF to use for any
type of filtering task.

You identify apolicy by name or ID. Under a given policy, you can define severa
segquence numbers, each of which is equal to one policy in the old convention.
Each policy sequence number contains a set of fields. Only a subset of those fields
are used when the policy is applied in a certain context. For example, if a policy
has a set-preference field set, it is used only when the policy is applied for accept
purposes. Thisfield is then ignored when the policy is applied for announce/
redistribution purposes.

You can apply one policy for one purpose. For example, you can apply a RIP
announce policy, on a given RIP interface. In such cases, al sequence numbers
under the given policy are applied to that filter. A sequence number also actsas an
implicit preference (i.e., alower sequence number is preferred).
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OSPF

You can protect the OSPF updates with an MD5 key on each interface, according
to RFC 2178 (OSPF cryptographic authentication with the MD5 algorithm). See
Table 23 for details.

Table 23 OSPF packet

Version Type ‘ Packet Length

Router ID

Area ID

Checksum ‘ Authentication Type

Authentication

Authentication

At most, you can configure two MD5 keys per interface. You can also use
multiple MD5 key configurations for MDS5 transitions without bringing down an
interface.

BGP

RFC 2385 describes how to protect BGP sessions viathe TCP MD5 Signature
option. This option allows BGP to protect itself against the introduction of
spoofed TCP segments in the connection stream. Every segment sent on the TCP
connection is protected against spoofing by a 16-byte MD5 digest.

The MD5 algorithm is applied to these items in the following order:

e the TCP pseudo-header (in the order: source |P address, destination |P
address, zero-padded protocol number, and segment length)

» the TCP header, excluding options, and assuming a checksum of zero
» the TCP segment date (if any)

e anindependently-specified key or password, known to both TCPs and
connection specific
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Asper RFC 2358, the format is as follows:

o o Fom o +
| Kind=19 |Length=18| MD5 digest... |
o o Fom o +
[ [
it et +
[ [
it et +
[ [
e ittt Fom o +
[ [

e ittt +

Note that the MD5 digest is always 16 bytesin length. In addition, tests have been
successfully conducted to verify interoperability with other vendors. Refer to
Configuring BGP Services for more information and configuration examples.

Control plane

The control plane includes management, management access control, access
policies, RADIUS, secure shell and secure copy, and SNMP. Each of theseis
described in the sections that follow.

Management

Both the Passport 8100 and 8600 provide an isolated management port on the SSF
(switching fabric/CPU). They do so in order to completely separate user traffic
from management traffic in highly sensitive environments, such as brokerages and
insurance agencies. By using this dedicated network to manage the switches, and
by configuring access policies (when routing is enabled (See “Access policies’ on
page 277)) you can be sure that you will always be able to manage the switchin a
secure fashion. See Figure 94.
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Figure 94 Dedicated Ethernet management link
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You can also use the terminal servers/modems to access the console/modems ports
on the switch (Figure 95).

Figure 95 Terminal servers/modem access
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When it is an absolute necessity for you to access the switch, Nortel Networks
recommends that you use this configuration. The switch is always reachable, even
if there is an issue with the in-band network management interface.
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Management access control

The 8600 Series switch has the following levels of management access:

Table 24 8600 Series switch management access levels

Access level

Description

Read only

This level lets you view the device settings, but you
cannot change any of the settings.

Layer 1 Read Write

This level lets you view switch configuration and
status information and change only physical port
parameters.

Layer 2 Read Write

This level lets you view and edit device settings
related to layer 2 (bridging) functionality. The layer 3
settings (such as OSPF, DHCP) are not accessible.
You cannot change the security and password
settings.

Layer 3 Read Write

This level lets you view and edit device settings
related to layer 2 (bridging) and layer 3 (routing). You
cannot change the security and password settings.

Read Write

This level lets you view and edit most device settings.
You cannot change the security and password
settings.

Read Write All

This level lets you do everything. You have all the
privileges of read-write access and the ability to
change the security settings. The security settings
include access passwords and the Web-based
management user names and passwords.

Read-Write-All (RWA) is the only level from which you
can modify user-names, passwords, and SNMP
community strings, with the exception of the RWA
community string which cannot be changed. For
information about community string encryption, see
“SNMP community string encryption” on page 283.

ssladmin

This level lets you login to connect to and configure
the SAM (ssl acceleration module).

Caution: The ssladmin users are granted a broad
range of rights that incorporate the 8600 read/write
access. Users with ssladmin access can also add,
delete, or modify all 8600 configurations and the WSM
software image and configuration. For more
information, see Configuring the SSL acceleration
module.
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Table 24 8600 Series switch management access levels (continued)

Access level Description

Note: On the 8600 switch, the following access levels are equivalent to read-only
access. Use these logins only if you intend to connect to the WSM. These levels have
been added to the 8600 CLI to provide the granularity required for mapping 8600 to
WSM access levels. Each level provides a different level of access to the Web OS
command line interface.

User This level gives you no direct responsibility for switch
management. The User can view all switch state
information and statistics, but cannot make any
configuration changes to the switch.

SLB Operator This level lets you manage Web servers and other
Internet services and their loads. In addition to being
able to view all switch information and statistics, the
SLB Operator can enable/disable servers using the
Server Load Balancing operation menu.

Layer 4 Operator This level lets your manage traffic on the lines leading
to the shared Internet services. This user currently
has the same access level as the SLB operator.

Operator This level lets you manage all functions of the switch.
In addition to SLB Operator functions, the Operator
can reset ports or the entire switch.

SLB Administrator This level lets you configure and manage Web servers
and other Internet services and their loads. In addition
to SLB Operator functions, the SLB Administrator can
configure parameters on the Server Load Balancing
menus, with the exception of not being able to
configure filters or bandwidth management.

Layer 4 Administrator This level lets you configure and manage traffic on the
lines leading to the shared Internet services. In
addition to SLB Administrator functions, the Layer 4
Administrator can configure all parameters on the
Server Load Balancing menus, including filters and
bandwidth management.

Administrator This level gives you complete access to all menus,
information, and configuration commands on the
WSM, including the ability to change both the user
and administrator passwords.

The following are some rules you should follow in choosing passwords:

e Do not useyour first, middle, or last name in any form

» Do not use other information easily obtained about you (for example, license
plate numbers, telephone numbers, social security numbers, etc.)
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» Do not use a password of all digits, or all the same |etter

» Do not use aword contained in English or foreign language dictionaries,
spelling lists, or other lists of words

* Do not use a password shorter than six characters

Note: Using the hsecur e flag, the Passport 8000 enforces an

=»| eight-character length password. Nortel Networks recommends that you
configure this flag. For more information, refer to the Release Notes for
the Passport 8000 Series Switch Software Release 3.5.

* DO use apassword with mixed-case alphabetics, and with non-al phabetic
characters (for example, F8Rt34X6)

e DO use apassword that is easy to remember, so you don’'t have to write it
down.

Access policies

Access policy commands allow you to control management access by setting
policies for services that prevent or alow access to the switch. Hosts or networks
can access the switch through Telnet, SNMP, HTTP, rsh, and rlogin and establish a
certain level of access (Figure 96).
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Figure 96 Access levels
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It is highly recommended that you use access palicies for in-band management
when securing access to the switch. By default, all services are accessible by all
networks.

RADIUS

You can enforce access control by utilizing RADIUS (Remote Authentication
Dial-in User Service). RADIUS is designed to provide a higher degree of security
against unauthorized access to Passport 8000 switches, and to centralize the
knowledge of the security access, based on a client/server architecture. The
database within the RADIUS server stores list of pertinent information about
client information, user information, password, and access privileges including
the use of the shared secret.

Acting as a Network Access Server, the Passport 8000 switch operates as a client
of RADIUS. The switch is then responsible for passing user information to the
designated RADIUS servers. Since the Passport switch operatesin aLAN
environment, it allows user access via Telnet, Rlogin, and Console log-in.

The supported RADIUS servers are Nortel Networks' BaySecure Access Control
(BSAC) Version 2.2 and MERIT Networks' RADIUS server. You can configure a
list of 10 RADIUS servers on the client. If the first server is unavailable, the
Passport 8600 tries the second and so on until it establishes a successful
connection.
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You can use the RADIUS server as a proxy for stronger authentication, such as:

Securl D cards
KERBEROS

or
other systems like TACACS/TACACS+ (Figure 97)

Figure 97 RADIUS server as proxy for stronger authentication
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You must tell each RADIUS client how to contact its RADIUS server. When you
configure a client to work with a RADIUS server, be sure to:

Enable the RADIUS feature

Provide the IP address of the RADIUS server that is to be used

Ensure the shared secret matches what is defined in the RADIUS server
Provide the attribute value

Indicate the order of priority in which the RADIUS server will be used. (This
is essential when there is more than one RADIUS server in the network).

Specify the UDP port that will be used by the client and the server during the
authentication process. The UDP port between the client and the server must
have the same or equal value. For example, if you configure the server with
UDP 1812, the client must have the same UDP port value.

Note that there are other customizable parametersin the switch RADIUS
configuration that require careful planning and consideration on your part. These
include such things as the switch timeout and retry. Use the switch timeout to
define the number of seconds before the authentication request expires. Use the
retry parameter to indicate the number of retries the server will accept before
sending an authentication request failure.
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Itisstrongly recommended that you use the default value in the attribute-identifier
field. The value on the attribute identifier field ranges from 192 to 240, with the
default set to 192. If you change the set default value, you must ater the
dictionary on the RADIUS server with the new value. The dictionary is set to an
attribute value of 192, thus matching the default attribute value on the switch.
When configuring the RADIUS feature, you need to configure Read-Write-All
access to the switch.

RADIUS enhancements for release 3.3

With release 3.3, two major enhancements have been devel oped for RADIUS
support.

1 RADIUS authentication now supports the RADIUS authentication challenge
message as described in the RFC. This allows more effective interoperability
with some RADIUS servers. Release 3.3 has modified authentication to be
performed in two steps:

a If you have RADIUS configured, the switch attempts the RADIUS
authentication method. If RADIUS authentication fails (Auth Reject),
local authentication is not performed. If the first RADIUS server is not
reachable, you can configure up to 10 servers, and the switch tries
authentication on these 10 servers (if configured).

b If dl of the servers that you have configured are unreachable (1P
connectivity), then local authentication occurs.

2 RADIUS accounting support is now provided in release 3.3. This feature
allows network managers to track every management session. It provides
information not only on the packets, bytes, and duration of the session, but all
the CL1 commands executed during the session.
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RADIUS enhancements for release 3.5
Release 3.5 introduces the following RADIUS features that enable you to:

1 Define which commands are accessible by each login level (CLI/RADIUS).
This allows a network administrator to “tune” which feature can be
configured by each user.

2 Do some accounting for SNMP (SNMP/RADIUS accounting). This gives a
network administrator a view of who is connected and the duration of the
pseudo SNMP session.

Secure Shell and Secure Copy

Secure Shell (SSH) is a protocol used to conduct secure communications over a
network between a server and a client. The Passport 8600 switch supports only the
server mode. (You need an external client to establish communication). If 3
versions of SSH exist, the Passport switch supports version 1 and version 2. Note
that these versions are not compatible. Nortel Networks recommends that you
configure the switch in version 2 only since Version 1 has some well-known
security issues related not to the Passport implementation, but to the protocol
(SSH version 1) itself.

The SSH protocol covers many security aspectsincluding:

e Authentication

SSH determinesin areliable way someone’sidentity. During the login
process, the SSH client asks for a digital proof of thisidentity.

e Encryption

SSH uses some encryption algorithms to scramble data. This datais rendered
unintelligible except to the receiver.

e Integrity

This guarantees that the data is transmitted from the sender to the receiver
without any alteration. If any third party captures and modifies the traffic,
SSH will detect this ateration (Figure 98).
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Figure 98 Authentication encryption
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The Passport 8000 switch acts as a server (the client mode is not currently
supported), and secures the communication between aclient (PC, UNIX) and the
switch. It supports:

* SSH version 1, with password and RSA authentication
* SSH version 2 with password and DSA authentication
« 3DESto encrypt the data

Caution: Due to export restrictions, the encryption module is separated

@ from the code itself (Ioadable module), and can be downloaded with a
special procedure. See the Release Notes for the Passport 8000 Series
Switch Software Release 3.5 for more information.

Modifying the RADIUS/SNMP header network address

You can direct an IP header to have the same source address as the management
virtual IP address for self-generated UDP packets. If a management virtual IP
address is configured and the udpsr c- by- vi p flag is set, the network address in
the SNMP header is always the management virtual IP address. This is true for all
traps routed out on the 1/0 ports or on the out-of-band management ethernet port.
For more information, refer to Configuring and Managing Security.

SNMP

SNMP islisted as one of the top ten security holes by the SANS institute. (For
more detail, see http://www.sans.org/topten.pdf and the section titled “Additional
information and references’ on page 267). SNMP version 1 and version 2 are
open to hackers since communities are NOT encrypted.
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With the support of SNMPv3in release 3.3, Nortel Networks strongly
recommends that you use SNMP version 3 (SNMPv3) as defined by RFC 2571
through RFC 2576. SNMPv3 allows stronger authenti cation and the encryption of
datatraffic for network management. For instructions on configuring SNMPv3,
see Configuring and Managing Security in the Passport 8000 series release 3.3
documentation set.

SNMP community string encryption

With release 3.5, SNMP community strings are encrypted, stored in ahidden file,
and are not displayed on the switch. They are no longer stored in the configuration
file.

Other platforms and equipment

The Passport 8600 is one of the elements in the security architecture as defined by
Nortel Networks. As mentioned previously, Nortel offers other equipment that lets
you increase the security of your network. The following section discusses two of
these dements: firewalls and VPN service (Contivity).

Firewalls

For sophisticated state-aware packet filtering (Real Stateful Inspection), you can
add an external firewall to the architecture. Nortel (Alteon, Contivity, and Shasta)
provides the newest generation in firewall technology. State-aware firewalls can
recognize and track application flows that use not only static TCP and UDP ports,
like telnet or http, but also applications that create and use dynamic ports, such as
FTPR audio and video streaming. For every packet, the state-aware firewall finds a
matching flow and conversation.

Thisisthetypical configuration used in firewall load balancing (Figure 99).
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Figure 99 Firewall load balancing configuration
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This configuration enables you to redirect incoming and outgoing traffic to a
group of firewalls (Alteon provides afirewall), and automatic load bal ance across
multiple firewalls. The WSM can also filter packets at ingress port, so that
firewalls see only relevant packets. The benefits of such a configuration are:

* Increase firewall performance
* Reduce response time
* Redundant firewalls ensures Internet access

On the WSM WebOS, the concept of firewall load balancing is an extension of
application redirection where all IP isredirected. It uses hash metric, ICMP or
HTTP for health checks. You can also use static routes for health check. With
firewall load balancing, both | P source and destination addresses are used in the
hashing algorithm, to maintain session persistence and symmetry.

Virtual Private Networks

Virtual private networks (VPN) replace the physical connection between the
remote client and access server with alogical connection- atunnel over apublic
network. Included here are elements such as:

« IPSEC

Thisisthe security suite of protocols designed by the IETF to provide full
security servicesto | P datagrams. The IPSEC security suite provides
standardized cryptographic security mechanisms for authentication,
confidentiality, data integrity, anti-replay protection, and protection against
traffic flow analysis.
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IPSEC isan optional overlay for IP version 4, and a mandatory component of
IP version 6. IPSEC provides cryptographic protection at the network layer
(Layer 3), and hence secures all higher layer applications without having to
modify the applications themselvesin any manner.

*  Secure socket layer (SSL)

SSL technology has been widely used as amethod for protecting web (HTTP)
communications. SSL was originally developed by Netscape
Communications Corporation, so SSL is built into most browsers and web
servers. SSL isalayer residing between the TCP/IP protocol and the
application layer. It is aset of protocols built on top of TCP for sending
encrypted information over the Internet.

SSL provides data encryption, server authentication, message integrity, and
optional client authentication for a TCP/IP connection at the transport layer
(Layer 4). The most recent version of SSL isversion 3. Transport Layer
Security (TLS) isthe IETF standards-based successor to SSL and is currently
at version 1. TL S has added some enhancements to the SSL protocol to make
it more cryptographically secure.

At another level, secure communications are needed for the web traffic in use
among business partners and retailers and customers. The use of theweb asa
tool for retailers and companies for e-business transactions has led to the use
of SSL to secure web traffic. With the growth in online retail and e-business
transactions among partners, both the SSL traffic and the SSL acceleration
market are primed for dramatic growth.

Nortel Networks’ IPSEC and SSL solutions

Several Nortel products support IPSEC and SSL. Contivity and Shasta products
support |PSEC. Contivity can support up to 5000 |PSEC tunnels and scales easily
to support customer operational requirements. Shasta has the capability to support
up to 30,000 tunnels.
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For SSL needs, Nortel Networks offers several solutions.

With Release 3.5, the Passport 8600 now gives you accessto afully integrated
solution with the SSL module. Please refer to the SSL documentation for a
complete description.

Alteon Integrated Service Director (iSD) SSL Accelerator - The Accelerator
functions as atransparent SSL proxy for the web switch to decrypt sessions,
making encrypted cookies and URL s visible to the web switch for complete
Layer 7 switching.

The Accelerator provides you with the ability to:

— Secure session content networking at wire speed.
— Off-load the web servers for better performance.
— Optimize web traffic of secure websites.

— Redlize cost savings since there are fewer servers enabled in a server
farm.

The Accelerator also terminates each client HTTPS session, performs
hardware-assisted key exchange with the client and establishesan HTTP
session to the chosen web server. On the return path, it encrypts the server
response according to the negotiated encryption rules and forewords it to the
reguesting client using the established, secure HTTPS session. You can load
balance up to 32 iSD-SSL units transparently with an Alteon web switch.
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Chapter 8
Connecting Ethernet networks to WAN networks

A Passport 8672ATM module supports a choice of configuration options for your
ATM networks. This chapter highlights some general design factors and
techniques you need to be aware of when you are configuring a Passport
8672ATM module. These factors and techniques are organized according to the
following genera categories:

Topic Page number
Engineering considerations 287
Feature considerations 291
Applications considerations 294

Engineering considerations

You should keep the engineering considerations described in the following
sections in mind when configuring a Passport 8672ATM module:

e “ATM scdahility,” next
“ATM resiliency” on page 289

ATM scalability

The maximum number of Passport 8672 modules supported per chassisis as
follows:

* Inal0-dot chassis, 6 modules
* |na6-dot chassis, 3 modules
* |na3-dot chassis, 1 module
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The maximum supported ELANSs, PVCs, and VLANs are as follows:

» 256 RFC1483 ELANS per MDA

e 512 RFC1483 ELANS per module

* 256 RFC1483 PVCs per ATM MDA
e 512 RFC1483 PVCs per module

s 64 PVCsper RFC1483 ELAN

Performance

The Passport 8672 ATM interface exhibits throughput of less than 50% of link
bandwidth when dealing with a continuous stream of small packet sizes (less than
512 bytes).

You may notice some variations, however, in more of areal network scenario. In
particular, this applies to those instances where the traffic stream is made up of a
good mix of different packet sizes with large packet sizes contributing moreto the
link bandwidth than the small packet sizes. In such instances, the Passport 8672
ATM interface throughput is close to line rate. Such a scenario has been simulated
in the Passport test lab by simultaneously sending multiple packet sizes over the
ATM link. Throughput numbers observed during this testing process are as
follows:

e For OC-3 bridged, the throughput is 125.9 Mb/s

e For OC-3 Routed, the throughput is 126.9 Mb/s

» For OC-12 Bridged, the throughput is 520.6 Mb/s
e For OC-12 Routed, the throughput is 507.4 Mb/s

Note: Testsinvolved simultaneously sending 64, 128, 512, 1024, 1280,
=»| and 1518 bytes of traffic from a Gig Smartbit port over an ATM link in
both directions. The Smartflow application used in these tests
automatically adjusts the Transmit rate, so that the same number of
packetsfor each size are sent over the ATM link without asingle packet in
any of the packet sizes being dropped. In thisway, Smartflow also ensures
that large packet sizes contribute much more to the link bandwidth than
small packet sizes (i.e., smulating areal network scenario).
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ATM resiliency

With MLT and SMLT over an ATM port, the Passport 8672 ATM module
provides ATM resiliency. For example, MLT provides enormous value by
presenting an opportunity to remove spanning tree protocol from the WAN links.
When multiple paths exist between two bridges, STP will automatically block one
of the links to prevent bridging loops. If the port that is blocked happens to be an
expensive ATM WAN link, the customer ends up paying for aresource that is
utilized only as a backup link. MLT removes the need to use spanning tree, and
utilizes the trunk group in aload-sharing manner based on a MAC address hash
algorithm.

SMLT introduces greater redundancy by alowing an MLT to terminate at two
separate co-located switches that appear as one large switch. This protects against
failure of an entire switch at the core. The PP8672 ATM modul e supports MLT
and SMLT, with the restriction that the IST link between two switches cannot be
ATM. Figure 100 shows a network that uses STP, and one that uses SMLT across
ATM WAN links.

Figure 100 Network with and without MLT
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When designing an MLT link, or any trunk, a separate PV C is required for each
VLAN to be carried on the trunk.
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F5 OAM loopback request/reply

The F5 OAM loopback request/reply feature (introduced in release 3.1.1)
provides a mechanism to detect a failure within an ATM network that is

downstream of the MDA ports. Without this feature, there is no notification to the
8672 of abroken PV C withinthe ATM network, i.e, between ATM switches 2 and
3 (Figure 101). Thelink is never perceived to go down and therefore, packets
continue to be sent down thelink, to be lost in the network. Thisfeature utilizes an
ATM loopback cell that gets sent end to end to determine the health of the link. If
a configured number of loopback cellsis not returned by the far end, the PVC is

declared down.

Figure 101 ATM network broken PVCs
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One important thing to note is that this feature requires that all PV Cs on the port
have the F5 OAM loopback feature enabled, and that all PV Cs must fail the
loopback in order to propagate the failure up to higher layers such as OSPF and

MLT.
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Theresult here is that while the feature may work well in point-to-point scenarios
with al PV Csoriginating terminating at the same place, it may not work for other
topologies. For example, if a port has multiple PV Cs terminating at different
locations (ie hub and spoke), failure of asingle PV C dueto abad ATM switch at
one remote location will not propagate up to higher levels, and features such as
MLT will not work — traffic will continue to be sent out this PV C and be lost until
abridging or routing timer expires (‘ black hole’).

By default, the F5 OAM loopback request feature is disabled. It must be enabled
on each VC via CLI configuration commands or via Device Manager.

Feature considerations

You should keep in mind the feature considerations described in the following
sections when configuring a Passport 8672ATM module;

e “ATM and MLT,” next

 “ATM and 802.1q tags’ on page 291
e “ATM and DiffServ” on page 292

e “ATM and IP multicast” on page 292
» “Shaping” on page 294

ATM and MLT

If you add an ATM port to an MLT VLAN, it can belong only to that MLT VLAN
and to no other 802.1q tagged VLANSs.

ATM and 802.1q tags

802.1q trunk configuration over ATM linksis not supported asthe 802.1q tag is
removed at the ATM egress interface. Asaresult, multiple Ethernet VLANS can
not be carried acrossasingle ATM PV C. However, multiple Ethernet VLANS can
be carried across an ATM link by using individual PV Cs mapped to individual
VLANS.
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ATM and DiffServ

The Passport 8672ATM module can function as a Diff Serv core port for the
Passport 8600 switch. DSCP) values placed by Ethernet ports behaving as
Diffserv access ports, are preserved over ATM links.

The DSCP for Quality of Service (QoS) does not map directly to ATM class of
service on the Passport 8672ATM module. To map QoS to ATM class of service,
assign a QoS level to the Ethernet VLAN and configure a variable bit rate (VBR)
class of servicefor aPVCinthat VLAN.

ATM and IP multicast

If you configure a network in point-to-multipoint mode (hub to spoke maode),
connecting a central Passport 8600 switch to several switches with PV Cson the
same port in the same VLAN, multicast traffic will be flooded on these PV Cs if
just one of them has a member of an active multicast group. IGM P does not
distinguish between different PV Cs on the same VLAN when they are configured
on the same port (Figure 102).

Figure 102 Point-to-multipoint IP multicast
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Nortel Networks recommends that you do not use IP multicast over ATM in
point-to-multipoint mode. However, if such a configuration is essential to your
network requirements, you must ensure that traffic that floods all PV Csisrequired
on these PV Cs, and that this traffic does not use a high amount of bandwidth that
might lead to loss of performance or application malfunction, aswould be the case
with television or streaming applications.

If IP multicast over ATM is an essential requirement use PV Cs on different
VLANS connecting to the central switch, and traffic between these PV Cs should
be routed. If PVCs are required to be on the same VLAN, you can use different
ports for these PV Cs so that |P multicast traffic will flow only on the ports/PVCs
with receivers (Figure 103).

Figure 103 IP multicast traffic over ATM
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Some data flow implications of configuring IP multicast with ATM PV Csinclude
the following:

e Multicast data sent from a PV C on aport will not be received by another PV C
on the same port on the same VLAN

e Multicast data sent from a PV C on a port will be multicast to all other PVCs
in the same VLAN on different portsif they have multicast receivers

e Multicast data sent from aPV C on aport will be multicast to all other VLANSs
on the port and on other ports with Multicast routing enabled if they have
multicast receivers
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When using the IGMP fast |eave feature with PV Cs on the same port or VLAN
flooded with traffic for a given group, if one member leaves the group all traffic
for this group stops on all PV Cs on the port or VLAN.

Shaping

When connecting to a service provider's ATM network, it isimportant to shape
your egress flows so as not to exceed the traffic contract negotiated with the
service provider. Cells that do not meet the traffic contract are either discarded
immediately or tagged for discard if congestion is encountered further
downstream.

The Passport 8672 ATM modul e supports shaping on a per-VC basis. The PCR,
SCR, and burst size are all configurable for each PVC. For VBR service, a
channel can burst at the PCR for MBS cells. If the MBS is exhausted, the channel
will reduce to SCR as credits are accumulated to support another burst. The
minimum PCR or SCR for achannel is 86 cells/sec or 36.67 Kbps. The maximum
shaping rate per PVC is¥z of thelink rate (i.e., 353207 cells/sec for OC-3/STM-1
and 733490 cellg/'sec for OC-12/STM-4).

Applications considerations

You should keep in mind the applications considerations described in the
following sections when configuring a Passport 8672ATM module:

*  “ATM WAN connectivity and OE/ATM interworking,” next
e “Transparent LAN services’ on page 299

*  “Video over DSL over ATM” on page 300

e “ATM and voice applications’ on page 301
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ATM WAN connectivity and OE/ATM interworking

In atypical enterprise environment, WAN connectivity can be achieved by severa
means:

e  point-to-point leased line
« framerday,
* POS, or ATM

The Passport 8672 provides the option of using ATM for WAN connectivity for
sitesthat have ready accessto an ATM network. Thisisamore economical
solution than leased lines and allows access to higher bandwidths than frame
relay.

For carriers, the 8672 can be used as an interworking point between new Optical
Ethernet architectures and still prevalent and revenue generating ATM networks.
It can provide a bridge to join these two types of networks until afull gigabit
Ethernet core with MPLS is realized. An example of how this might work with a
Passport 15000 ATM network is shown later in this section. In addition, the 8672
can be used as one of many options to bring services into an aggregation POP.
Access sites that have been traditionally served with ATM, or are not serviced by
dark fiber, can still use ATM to reach the aggregation site, which may have
already migrated to a gigabit Ethernet/dark fiber access architecture.

Point-to-point WAN connectivity

Thisisthe simplest and most common application for the 8672. Various sites
within an enterprise network can be interconnected over a service provider's ATM
network. Note that using the Spanning Tree Protocol (STP) can potentially require
that one of the expensive WAN links be in a blocked state, wasting valuable
resources. To avoid such asituation, Nortel Networks recommends that you
instead use MLT or SMLT to provide Layer 2 redundancy.

SMLT also provides aload-sharing mechanism across the two WAN links, again,
making the most effective use of the resources. Across high priority sites, running
the two links across different service providers adds another layer of resiliency
and reduces dependency on any one provider’s network.

For routed backbones, OSPF and ECMP can loadshare across multiple ATM links
(assuming equal metrics) and provide the required resiliency.
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Service provider solutions — OE/ATM interworking

When discussing service provider applications, the focus will be on existing ATM
networks, and new Optical Ethernet networks. Today, the majority of the revenue
from data networks still comes from frame relay and ATM networks. Optical
Ethernet is a new architecture which will eventually allow for seamless layer 2
Ethernet connectivity for enterprise customers across both MANsand WANSs. The
Passport 8600 with the 8672 ATM module can be viewed as away to extend the
reach of ATM networks and servicesinto an Optical Ethernet arena, and vice
versa. These next sections will illustrate with some examples.

Carrier PoP aggregation

In Figure 104, the Passport 8672 is being used as a method of bringing remote
sitesinto an aggregation PoP over public ATM services.

Figure 104 Bringing remote sites into an aggregation PoP
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Thisismost useful for sites that may not be reachable via gigabit Ethernet due to
lack of dark fiber, but are readily serviced by public ATM. In this scenario, high
speed gigabit Ethernet uplinks should be used to connect the 8600 to the core,
rather than ATM links. ATM to ATM switching through a PP8600 is not
recommended, as PP8672 ATM is an UNI device and not an NNI.
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OE/ATM interworking- A detailed look

Figure 105, Figure 106, and Figure 107 provide a detailed view of how the
Passport 8672 can facilitate the interworking of OE and ATM networks based on
Passport 15000.

Figure 105 OE/ATM interworking- using home run PVCs
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In Figure 105, ATM PV Cs are mapped one to one from each remote site, through
the ATM network (via PP15000), and terminate on the Passport 8672 ATM
module. Bridging can be accomplished from each remote ATM site to anywhere
on the OE ring, but remote ATM sites cannot bridge to each other. This should not
be an issue when most remote sites need to access a data center or HQ on the OE
core.

This solution works well for a customer that has a number of key sites (HQ, data
center) on the OE ring, but needs to bring in some remote sites that do not have
direct accessto thering. The ATM network could span awide area (across
MANS), or it might be aloca ATM access network within a metropolitan area.
For large numbers of remote sites, keep in mind the engineering rules for 8672
with regards to maximum number of PVCs, ELANSs, and PVCs per ELAN (these
are summarized in ATM Scalability section). A one-to-one mapping of PV Csto
remote sites means that for any single ELAN, up to 64 remote sites (PVCs) can
be supported.
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Figure 106 OE/ATM interworking- using RFC 1483 bridge termination
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In Figure 106, routed PV Csin the ATM network bring the remote sitesinto a
customer VR on PP15k at the interworking point. A single bridged PV C per
customer is used to interconnect the PP8600 to the PP15k. Different customers
would home to adifferent cVRs at the interworking point, with a different PVC
between the PP8600 and PP15k. Bridged frames are terminated on PP15k and
routed over ATM PV Csto their destination. This solution scales better by
reducing the number of PV C’s between the PP8600 and PP15k, but isa hybrid
routed/bridged solution (no bridging end-to-end). Note that rfc1483 bridge
termination feature on Passport 15000 is available starting at PCR 3.0.

If necessary, multiple ATM ports can be used between PP8600 and PP15000.
(They would need to be on different MDAS as ports on an MDA share the same
forwarding engine). Egress shaping on the PP15k should be applied as the 8672
does not support policing. Without shaping, a burst of traffic from the PP15k
could easily overwhelm the capabilities of the 8672, leading to lost cells and
poor throughput.
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Figure 107 OE/ATM interworking- using RFC 1483 bridge termination with cVRs
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Figure 107 is similar to the routed/bridged model shown in Figure 106. However
it uses cVRs at each customer POP to allow for avariety of connectivity options
onto the customer premise, including frame relay. Multiple customers can be
supported at each site using multiple cVRs. In this example, the cVR's are
aggregated with avirtual connection gateway (V CG) into the ATM core. This
simplifies engineering, but the cVRs must share bandwidth of asingle VC.
Another option isto provide premium service by using an individual mesh for
each set of cVRs, which provides areserved VC for each cVR.

Transparent LAN services

Figure 108 displays the supported transparent LAN services (TLS) configuration.

Figure 108 Supported TLS configuration
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The Passport 8672ATM module does not allow bridging between PV Csin the
same VLAN on the same ATM port. Note that thisis generally not an issueif the
application requires many remote sitesto access a central resource such as adata
center, rather than exchanging traffic between different remote sites. Also, thiscan
enhance security because you can place multiple customersin the same VLAN on
the same ATM port and they will not be able to see each others’ traffic, including
broadcast traffic.

Alternatively, you can place two bridged PV Csin different VLANSs on the same
ATM port, and route between them using the Passport 8600 switch routing
capabilities (Figure 109).

Figure 109 Configuring PVCs in different VLANs on the same ATM port
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Video over DSL over ATM

Nortel Networks recommends that you do not configure the Passport 8672ATM
modul e to support video over DSL over ATM applications due to limitations
imposed by current network designs, including the following:

* ADSL hasbandwidth limitations which make it difficult to support two video
channels for each subscriber

 DSLAM devicesdo not support IGMP snoop
 DSLAM devicesdo not support customer based security features
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Point-to-multipoint configuration for video over DSL over ATM

There are security issues relating to point-to-multipoint bridged ATM PV C mode
because multicast is treated as broadcast for that VLAN on the ATM port. This
characteristic limits the application to a single customer or subscriber per Ethernet
VLAN on the same ATM port.

Point-to-point configuration for video over DSL over ATM

The limitation of one customer per Ethernet VLAN limits to 500 the number of
subscribers to a Passport 8600 Series switch because this is the maximum number
of routable VLANS currently supported. A Passport switch supports 1980 bridged
VLANSs. The number of ATM PV Cs available on the Passport 8672ATM module
is asecondary issue with respect to video over DSL applications.

ATM and voice applications

Before moving forward, note the following Passport 8600 switch and voice
application characteristics:

e The Passport 8600 routing switch architecture is optimized for frame based
applications

e Introducing ATM cells based interfaces such as OC-3, OC-12 or DS3 in such
asystemisachalengein itself

» One paysfor the overhead of converting Ethernet framesinto fixed size ATM
cells of 53 bytes. This overhead can have a significant impact especially at
small Ethernet frame sizes (less than 512 bytes).

* Theinherent characteristics of voice traffic include:
— The average Ethernet frame size of voice traffic is 120 Bytes

— The bursting nature of the traffic- in other words, there could be a
continuous stream of small packets and links being idle afterwards

» Duetoits nature, voice applications have very small delay and jitter tolerance
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Design recommendations

When using Passport 8672 ATM for voice applications, Nortel Networks
recommends that you:

e Under provision the PP8672 ATM link bandwidth when using it for voice
over IPor ATM applications (i.e., provision your network in such away that
ATM link is not oversubscribed at al and is not running line rate almost all
the times)

» Designate only 20% of link bandwidth for voice traffic to ensure that thereisa
good mix of small and large packet sizes traversing the ATM link

e Useseparate VLANSsfor Voice and Data traffic
» Assign higher QoS level to Voice traffic VLANS

e Map voicetraffic VLANsto VBR PVCswith SCR value carefully chosen
based on your network design and the application. In this way, the Sustained
Cell Rate is guaranteed for the voice traffic

ATM latency testing results

The actions of ATM Segmentation and Reassembly do incur some additional
delay in transferring a packet through a switch, ranging from 65 microseconds to
232 microseconds for very large packets. However, the total latency introduced is
well within the tolerance (in the order of milliseconds) required for time sensitive
applications such as voice over |P. Testing was performed with asingle flow of
traffic between back to back 8600’s connected with gigabit Ethernet trunks and
then ATM trunks, with traffic at 50% or below to avoid congestion

313197-C Rev 00



303

Chapter 9
Provisioning QoS networks

This chapter describes a number of featuresto consider when configuring 1P
filtering, Diff Serv and Quality of Service (QoS) on a Passport 8600 Switch. The
following topics are described:

Topic Page number
Combining IP filtering and DiffServ features 304
IP filtering and ARP 304
IP filtering and forwarding decisions 305
IP filter ID 306
Per-hop behaviors 306
Admin weights for traffic queues 306
DiffServ interoperability with layer 2 switches 307
DiffServ access ports in drop mode 308
Quality of Service overview 308
Nortel Networks QoS strategy 310
Passport 8600 QoS mechanisms 312
Passport 8600 network QoS 320
Qo0S summary 326
QoS and filtering 328
QoS flow charts 333
QoS and network congestion 337
QoS network scenarios 342
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Combining IP filtering and DiffServ features

You can use I P filtering with DiffServ features in the following combinations:

» For IProuted traffic on DiffServ access ports, use source/destination filters
e For IP bridged traffic on DiffServ access ports, use global filters
e Forfiltering IP Multicast traffic, use global filters.

IP filtering and ARP

IP filters only affect the flow of 1P traffic which has an Ethertype of 0800 and do
not affect traffic from other Ethertypes, such as ARP, which has an Ethertype of
0806. When you configure a physical interface to have a default action of drop, it
drops al traffic for which there is no matching forwarding filter. Non-IP traffic,
particularly ARP packets, ingressing a port with a default action of drop, is never
replied to by the Passport 8600 Switch.

When you configure a port in drop mode, Nortel Networks recommends that you:

» datically configure the ARP entry related to the gateway on the end stations
or

» configure aprotocol-based VLAN (using the 0x806 type) to capture the ARP
traffic

If you configure the port in “forward” mode and define global filters to specify
which traffic must be forwarded and a global filter to block all the traffic (0.0.0.0/
0.0.0.0), it is possible to get the same result as configuring the port in “drop”
mode. The next section provides information about global filters and IP filtering
in general.
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IP filtering and forwarding decisions

The following sections describe the two types of filters you can configure on the
Passport 8600 Switch:

e “Global filters,” next
e “Source/destination filters’ on page 305

Global filters

Global filters are executed in a hardware component, called an ARU (address
resolution unit). ThisARU is an ASIC that makes the forwarding decision which
does not require CPU activity and, therefore, does not have an adverse impact on
forwarding speeds.

The maximum number of global filters you can configure per interfacesis:

» Eight global filters per group of eight 10BASE-T/100BASE-TX ports
» Eight global filters per Gigabit Ethernet port

Global filters can be applied to the following types of traffic:

e IPbridged traffic, i.e. traffic within the same VLAN
* Routed traffic if there are no DiffServ operations
e Multicast traffic with no minimum/maximum mask length

Source/destination filters

Source/destination filters are stored in memory associated with the ARU. The
time required for the Passport 8600 switch to make a forwarding decision for a
given | P routable packet is determined by the following factors:

e The number of source and destination filters configured for and associated
with the source/destination | P addresses of this packet

* Any IProute that congtitutes a less-specific match for one or both of these
addresses
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You can configure up to 3071 source/destination filters, and each associated |P
address must have a minimum mask length of 8 bits.

By minimizing the number of source/destination filters associated with IP
addresses, you minimize the lookup time necessary for the Passport 8600 Switch
to complete a forwarding decision for this packet.

When you are configuring source/destination filters, Nortel Networks
recommends the following guidelines:

* Ingeneral, minimize the number of source/destination filtersin your
configuration to avoid multiplefilter lookups
» Design your source/destination filters to be as specific as possible.

» Usethelongest possible source/destination masksto avoid multiplefilter look
ups for different | P traffic flows)

IP filter ID

Filter IDs from 3072 to 4096 are reserved for internal usage (system filters). Do
not use these filters IDs.

Per-hop behaviors

In aDiffServ network, traffic is classified as it enters the network and is assigned
a per-hop behavior (PHB) based on that classification. On the Passport 8600
switch, the PHB dictates the drop precedence and latency flow experiences.

Admin weights for traffic queues

The Passport 8600 switch offers eight egress QoS levels (or queues) for traffic.
The admin weights are currently non-configurable. These queues are
administratively configured so that all the queues are serviced fairly The weights
are assigned through packet transmission opportunities (PTO) to each queue.
More PTOs or higher admin weight is assigned to the high priority queues so that
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the time sensitive transmissions are forwarded with minimum latency.The less
time-sensitive or low priority traffic goes to the low priority queues, which are
assigned lesser PTOs or lower admin weight. The configured default admin
weights alow fair servicing of all low and high priority queues.

DiffServ interoperability with layer 2 switches

Differentiated services (Diff Serv) provides a mechanism by which discrete flows
of IP traffic may be classified (marked) and forwarded with different levels of
service. Any IP traffic can be marked for:

* IProuted use SRC/DST filters
e IPbridged use global filters

The BayStack 450 Switch and the Passport 8100 Edge Switch are both layer 2
devicesthat cannot perform classification at layer 3 level, and so cannot function
as DiffServ edge devices.

However, these devices are capable of performing traffic classification at layer 2,
and may forward this traffic using a particular internal PHB based on this
classification. Also, if tagging is enabled, this classification may determine the
egressing | EEE 802.1p value for agiven flow of traffic, which can be used to
communicate the priority of agiven flow to an adjacent device.

When you design a DiffServ network with a combination of layer 2 devicesin
conjunction with the Passport 8600 switch, Nortel Networks recommends that the
Passport 8600 switch be allowed to perform the DiffServ layer 3 classification.
This means that devices such asthe BayStack 450 Switch and Passport 8100 Edge
Switch should generally be connected to a Diff Serv access port on the Passport
8600 switch, where layer 3 classification can be performed.

Usethe layer 2 classification functionality of the BayStack 450 Switch or the
Passport 8100 Edge Switch where appropriate to provide any desired per-hop
behaviors in network devices outside of the Diff Serv domain, but do not rely on
those modules to provide formal DiffServ edge classification functionality.
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DiffServ access ports in drop mode

When | P routable packets ingress on a Diff Serv access port with a default action
of drop, the packets are forwarded by matching an IP filter. If thisfilter does not
modify the QoS level or the DSCP marking for a matching packet, then the packet
is forwarded with the QoS based on the highest of port-, VLAN-, or MAC-
configured QoS, and the DSCP is remarked using the egress QoS to DSCP table.

Quality of Service overview

Speed and performance have long been the hallmarks of LAN technology as the
industry has developed increasingly faster and more intelligent networking
solutions. Regrettably, the benefits of speed and performance have been primarily
limited to single-purpose | P data networks.

The enterprise data network is quickly becoming the lifeblood of successful
companies as more mission-critical applications are thrust upon the | P space. With
the introduction of delay-sensitive and packet-loss-sensitive applications, such as
telephony and video services transported over | P networks, today’s network
planners are focusing on traffic prioritization strategies as a new, mission-critical
priority.

QoSin IP-based networksis essential because of |P's connectionless nature. |P
provides what is called a best effort service. Thus, asimple IP network makes no
guarantees about when datawill arrive, or how much it can deliver. For example,
the Internet was originally designed as afairly dumb medium, using IP asasimple
means of source and destination addressing, and TCP as a datagram ordering and
re-ordering mechanism. The public Internet suffers from its lack of guaranteed
performance and reliability.

To make the IP world offer a transparent service venue when compared to more
traditional leased-line services or virtual circuit services such as Frame Relay and
ATM, network planners have two choices:

1 Over-provision bandwidth
2 Adopt a QoS strategy
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The over-provisioning of bandwidth no longer appearsto be aworkable solution.
Over-provisioning is expensive and may not even solve all networking problems.
Without a QoS mechanism in place to prioritize traffic across a big, fat, gigabit
Ethernet pipe, the broadcasts generated by even low bandwidth, low priority 1P
data may cause service disruption to an IP video stream or an IP voice call by
introducing jitter.

The focus of QoS isto provide predictable service in an increasingly | P-based
world, especially during periods of congestion. It isthese periods of congestion
that are the target of QoS'straffic prioritization mechanisms. Severa standards
have evolved to address QoS, which are outlined in the section that follows.

There are anumber of key parameters that define QoS in a network, including:

» Latency — Also referred to as propagation delay, latency represents the time
between a node sending a message and receipt of the message by another
node.

» Jitter —Itisthe variance of delay when packets do not arrive at the destination
address in consecutive order or on atimely basis and the signal varies fromits
original reference timing. This distortion is particularly damaging to
multimedia traffic. For example, the playback of audio or video data may
have ajittery or shaky quality.

* Bandwidth — This parameter can be visualized as the pipe that delivers data,
usually expressed in kilobits per second (Kbps) or megabits per second
(Mbps). The bigger the pipe; the greater volume of data that can be delivered.

» Packet Loss— This parameter can be expressed as a percentage of packets,
which could be dropped over a specified interval. Note that packet oss must
be kept at aminimum in order to deliver effective IP telephony and | P video
services. Specifically with IP Telephony, the selection of CODEC
compression algorithm isimportant with respect to packet loss. For example,
G.729 is more susceptible to the service impairment with packet loss than the
G.711 dgorithm.

e Availability — High overall availability is fundamental to delivering effective
QoS. 1P networks must be engineered to be telephony-grade I P networks in
order to make delay-sensitive or jitter-sensitive applications successful over
IP
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Nortel Networks QoS strategy

QoSisafairly complex subject matter with many variables, many standards, and
many permutations. For these reasons the basis and fundamentals of QoS are
sometimes misunderstood or confused. Nortel Networks has developed a QoS
strategy and roadmap with a primary objective to simplify this subject matter and
provide a simple and easy-to-understand and implement solution. Nortel’s QoS
strategy also offers aunified and common “look and feel” to QoS across all Nortel
Networks products, and provides a seamless end-to-end implementation that is
easy to engineer, implement, and support. This common QoS strategy has been
implemented on the recently developed products such as the Passport 8600 and it
will be implemented on new/emerging products, but it isimportant to note that
some of the older Nortel products may not be fully synchronized with this

strategy.

This section provides avery brief ook at Nortel's QoS strategy. For more
information on the Nortel Networks Quality of Service roadmap, direction, vision,
strategy, product status, etc. refer to the Nortel Networks QoS/Policy Resource
Center at http://qos.simi.baynetworks.com.

Traffic classification

Nortel Networks' strategy simplifies QoS by providing a mapping of various
traffic types and categoriesto a“ Traffic Class of Service” using an intuitive
easy-to-understand nomenclature. Table 25 provides a summary of this mapping.

Table 25 Nortel Networks QoS traffic classification

Traffic Category Application Example Class of Service
Network Control Alarms and heartbeats Critical

Routing table updates Network
Real-Time, IP Telephony Premium
Delay Intolerant Inter-Human comm.
Real-Time, Video conferencing Platinum
Delay Tolerant Inter-Human comm.

Audio/video on demand Gold

Human-Host comm.
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Table 25 Nortel Networks QoS traffic classification

Traffic Category Application Example Class of Service
Non-RT Mission Interactive eBusiness (B2B, B2C) Silver
Critical Transaction processing
Non-Interactive Email Bronze

Store and Forward
Non-Real Time, FTP Standard
Non-Mission Critical Best Effort

PointCast Custom/best effort

Background/Standby

With this strategy, you simply select the Class for Service (i.e. Premium, Gold,
Bronze, etc.) for agiven device or for agroup of devices and the network will take
care of mapping the traffic to the right QoS level, mark the DSCP accordingly, set
the 802.1p bits accordingly, and send the traffic to the appropriate emission
gueues for processing.

QoS-ready products, such as Passport 8600, provide default configurations that
are streamlined for Quality of Service. Nortel Networks recommends, however,
that you use extreme caution when changing any of these default QoS
configurations. More details about these configurations are provided in the
following sections.

Note: With release 3.3, the Passport 8600 supports a new set of filters,
called multimediafilters. These allow you to automatically prioritize the
traffic sent/received by Nortel Vol P platforms. See Configuring IP
Routing Operationsin the Passport 8000 Series documentation set for
more details and instructions on configuring these filters.
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Class of service mapping to standards

Table 26 provides a brief summary of how Nortel’s QoS traffic classes of service
(i.e. premium, platinum, gold, silver, etc.) map to some of the main QoS
standards, both in the Local Area Network and Wide Area Network environments.

Table 26 Class of service mapping to standards

DSCP
Nortel Networks DiffServ Code ATM! Class of
Class of Service Point 802.1p user priority service
Critical CS7 7 CBR
Network CS6 7 nrt-VBR
Premium EF, CS5 6 CBR2
Platinum AF4x, CS4 5 rt-VBR
Gold AF3x, CS3 4 rt-VBR
Silver AF2x, CS2 3 nrt-VBR
Bronze AF1x, CS1 2 nrt-VBR
Standard DE, CSO 0 UBR
Custom/best effort | User Defined 1 UBR
11f a single ATM VC is used with different traffic classes, then the ATM class of service will
be CBR.
2 CBR is used when there is no VAD. Rt-VBR can be used when there is VAD.

Passport 8600 QoS mechanisms

QoS iswithout a doubt becoming an absolute necessity rather a luxury in today’s
IP networks. The driving reason for QoS is the migration of real-time and
mission-critical applications such as voice, video, financial, e-commerce, €tc. to
IP networks. The Passport 8600 has a solid, well-defined architecture to handle
QoSin an efficient and effective manner. This section provides in-depth details on
the QoS features and capabilities of the Passport 8600.

313197-C Rev 00



Chapter 9 Provisioning QoS networks 313

There are 5 QoS mechanisms on Passport 8600 that will be explained in detail in
the following paragraphs. These should be fundamental to your knowledge of
designing QoS on Passport 8600:

Internal QoS level

Emission Priority Queuing and Drop Precedence

Packet Classification

Filtering

Policing and Rate Metering

ga b W N P

QoS highlights

The Passport 8600 provides a hardware-based Quality of Service platform
through hardware packet classification. Packet classification is based on
examining the various QoS fields within the Ethernet packet, primarily the DSCP
and the 802.1p fields. Unlike legacy routers that require CPU processing cycles
for packet classification, which could grind the router to a halt, the beauty of
hardware-based QoS is that packet classification is performed in hardware at
switching speeds.

The Passport 8600 provides the network administrator with alot of flexibility to
configure and customize QoS parameters on the Passport 8600; however, the
default QoS settings are configured for optimum operation, and therefore caution
should be used when changing these default values. The main objectives for
simple nomenclature such “premium, gold, platinum, etc.” are to define the
various QoS levels on the Passport 8600, simplify the user interface and avoid the
complexities of configuring DSCP and 802.1p priority bit mapping.

There are two basic conceptsin regards to QoS on the Passport 8600: The concept
of acore port, and the concept of an access port. A core port, also known as a
“trusted” port, will trust the QoS marking of the incoming packets and will pass
the packets through the network based on their DSCP or 802.1p marking. A
trusted port does not allow DSCP re-marking since it assumes DSCP marking was
done prior to ingressing the port. An access port, also known as an “untrusted”
port, will modify the QoS marking before the packet is sent to the network.
Figure 110 provides an illustration of how core ports and access ports are
typically implemented in a network; these concepts are explained in more detail
later in this section.
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Figure 110 Passport 8600 core vs. access ports
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Internal QoS level

Aninternal QoS level is assigned to each packet that enters a Passport 8600 port
based on different criteria. Once the QoS level has been set, the emission queueis
determined and the packet is transmitted on the outgoing port. Note that the
mapping of QoS levels to queuesis a hard-coded 1-to-1 mapping.

Emission priority queuing and drop precedence

There are two concepts that define the foundation for traffic management:
emission priority, and discard priority. These concepts are two separate and
orthogonal concepts, but they are indirectly related (namely through management
of traffic in emission queues). Emission priority defines the urgency of thetraffic,
whereas discard priority defines the importance of the traffic. A packet with high
emission priority means service this packet first through the emission queues. A
packet with high discard priority means that this packet isto be the last to be
discarded under congestion.
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For example, delay sensitive traffic such as voice and video should be classified
with high emission priority, whereas traffic that is sensitive to packet-loss such as
financial information should be classified with high discard priority. In the
Passport 8600 the emission priority and discard priority are commonly referred to
as latency and drop precedence, respectively.

The Passport 8600 provides 8 hardware queues, essentially providing 8 different
levels of emission priorities, or 8 different levels of QoS. Figure 111 provides an
illustration of the hardware queues on the Passport 8600. The diagram isfollowed
by an explanation.

Figure 111 Passport 8600 queue structures

Strict Priority 7 Highest Priority

Guaranteed Service 6

5
4 -
Weighted Round Robin Outgoing
Queues are Serviced 3 Interface
as per the Transmit
Opportunities Configured. 2
Guaranteed Fairness
1

0 Lowest Priority

10639EA

Each Ethernet port on the Passport 8600 has 8 emission queues with queue 0
having the lowest emission priority and queue 7 having the highest emission
priority. These queues map directly to QoS levels 0 to 7 respectively. Queues 6
and 7 are known as “ Strict Priority” queues, which means, they will be guaranteed
service, and queues 1 to 5 are known as Weighted Round Robin (WRR) queues,
which means that each queue will be serviced according to its queue weight after
the strict priority traffic has been serviced.

Basically, the queue scheduler will service queue 7 first to completion, then will
drop down and service queue 6 to completion, then it will drop down to service
the WRR queuesin around robin scenario according to their weights. If one of the
strict priority queues receives a packet while the scheduler is servicing one of the
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WRR queues, the scheduler will complete servicing the current packet then it will
immediately jump up to service the strict priority queue. Once the packet(s) in the
strict priority queue has been serviced, it will then return to where it left off in the
servicing of the WRR queues.

The weight of each queue is determined by what is known asits PTO. Table 27
provides a summary of the default queue configurations along with their packet
transmission opportunities (PTOs) and effective queue weights.

Table 27 Passport 8600 QoS defaults

Packet

Emission transmission Percentage
Class of Service |queue Type opportunity weight
Network 7 Strict priority 2 6%
Premium 6 Strict priority 32 100%
Platinum 5 WRR 10 31%
Gold 4 WRR 8 25%
Silver 3 WRR 6 18%
Bronze 2 WRR 4 12%
Standard 1 WRR 2 6%
Custom 0 WRR 0 0%

Table 28 Passport 8600 PTO settings

Time Slots

Qos %
Lev |Pto|wt |0|1]2|3|45|¢7|8]9|10|11 12|13 |14 |15|16 |17 |18|19|20|21|22|23|24|25|26|27|28|29|30 |31

7 2 6 x | X| Fixed (not configurable)

6 32 [100 | x|X x| x| X X| X X|X|X|X [x [X |X |Xx |[X |[X [x [x [x |x |x |[X |X [X [x [x [x |X |x [X |X
5 10 |31 X| X| X X[ X[ X X [x |x X

4 8 25 X| X X | X X | X X | X

3 6 18 X X [ x X |x X

2 4 12 X X X | X

1 2 6 X | x
0 0 0
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There are atotal of 32 PTOs. Queue 7 has 2 opportunities out of the 32 PTOs,
giving it approximately a 6% weight. Queue 6 has 32 opportunities out of the 32
PTOs, giving it essentially 100% weight. Queue 5 has 10 opportunities out of the
32 PTOs, giving it about 31% weight. Queue 4 has 8 opportunities out of the 32
PTOs, giving it a 25% weight. Queue 3 has 6 opportunities out of the 32 PTO's,
giving it approximately 18% weight.

Queue 2 has 4 opportunities out of the 32 PTOs, giving it about 12% weight
Queue 1 has 2 opportunities out of the 32 PTOs, giving it approximately a 6%
weight. Queue 0 has 0 opportunities out of the 32 PTOs, giving it a 0% weight.
The main reason for queue weights and WRR operation is to prevent the
starvation of the lower priority queues. Table 28 provides an illustration of the
Passport 8600 PTO structure.

It isimportant to note that even though the Passport 8600 has different number of
emission queues the DSCP and 802.1p priority bits are preserved across the
network.

Packet classification

Ingress interfaces can be configured in two ways:

1 Wheretheinterfaceis not configured to classify traffic, but merely forward it
based on the packet settings as they ingress the Passport 8600 service provider
network.

This mode of operation uses Trusted Interfaces, since the DSCP or 802.1p
field istrusted to be correct and the edge switch performs the mapping
without any classification taking place.

2 Where the Passport 8600 edge node classifies traffic asit enters the port and
sets or modifies the DSCP or 802.1p field for further treatment as it traverses
the Passport 8600 network.

Network Design Guidelines



318 Chapter 9 Provisioning QoS networks

For a DSCP classification scheme, Table 26 shows the recommended
configuration that the service provider should deploy. It should be noted that this
should be used as a starting point, since the actual traffic types and flows are not
yet known at this stage. As such, the mapping scheme referred to here may not be
optimal for the service provider.

Note: Nortel Networks recommends not changing the default values. If
-> you change the values, make sure that the values are consistent on all
other Passport switches and other devicesin your network. Inconsistent
mapping of table values can result in unpredictable service levels. See
Appendix A, “QoS algorithm,” on page 353 for information on QoS
default values.

Two standard PHBs are defined in IETF RFCs 2597 and 2598. The first RFC
describes the Assured Forwarding PHB group, which further divides delivery of

I P packets into four independent classes. The Assured Forwarding PHB group
offers different levels of forwarding resources in each Diff Serv node. Within each
Assured Forwarding PHB group, | P packets are marked with one of three possible
drop precedence values. In case of network congestion, the drop precedence of a
packet determinesits relative importance with the Assured Forwarding group.

RFC 2598 defines the Expedited Forwarding PHB group as the “ Premium”
service, the best service your network can offer. Expedited Forwarding PHB is
defined as aforwarding treatment for a particular Diff Serv microflow when the
rate of the microflow’s packets from any Diff Serv node ensuresthat it is the
highest priority and experiences no packet loss for in-profile traffic.

Although the major QoS focusis on I P, the Passport 8600 also allows traffic
prioritization for non-1P traffic. Thisis achieved by assigning various QoS levels
to the VLANS, or to the physical pots, or a priority based on the MAC address. In
cases where more than one level of QoSisdefinedi.e. the VLAN QoSis different
from the port’s QoS, which is different from the MAC address QoS, the highest
level of QoS will be honored.

Note that this prioritization islocal to each Passport 8600 and will only prioritize
data asit egresses the switch, however. It is up to the subsequent switchesin the
path to ensure that the traffic will be prioritized through them accordingly in order
to get end-to-end Quality of Service.
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Filtering

When using filters to design QoS on Passport 8600, there is a decision-making
process to determine whether to filter or not. This decision-making processis
outlined in Figure 112. The key questions here are:

1 Does the user/application have the ability to mark QoS on the data packets?

2 Isthe source of the traffic trusted? In other words, is the QoS levels set to
where they should be for each data source? There is the possibility that users
may malicioudy set QoS levels on their devices to take advantage of higher
gueues.

3 Do youwant to prioritize traffic streams?

Figure 112 QoS filtering decisions
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Policing and rate metering

As part of the filtering process, the administrator or service provider has the
ability to police the amount of traffic that each user is able to transmit. Policing is
performed according to the traffic filter profile assigned to the traffic flow. For
enterprise networks policing is required to ensure that traffic flows conform to
criteria assigned by network managers.
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For service providers policing at the edge is used to provide different bandwidth
options as part of aService Level Agreement (SLA). For example, in an enterprise
network you may choose to limit the traffic rate from one department to give
mission-critical traffic unlimited access to the network. In a service provider
network you may want to control the amount of traffic customers sent through the
network to ensure that they comply with the SLA they signed for. In terms of QoS,
it will ensure that users do not exceed their traffic contract for any given QoS
level. Rate metering will give the administrator the ability to limit the amount of
traffic coming for a specific user in two ways.

1 Drop out of profile traffic.
2 Re-mark out of profiletraffic to alower (or higher) QoS level to be treated as

necessary upon the onset of port congestion.

As afunction of the filtering mechanisms in the Passport 8600, rate metering can
only be performed on a Layer 3 basis.

Passport 8600 network QoS

There are 4 QoS design considerations for a Passport 8600 network that will be
explained in detail in the following sections. Each of these is very important in
properly designing QoS in the network:

Trusted vs. untrusted interfaces

Access vs. core ports

Bridged vs. routed traffic

Tagged vs. untagged packets

A W DN P
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Trusted vs. untrusted interfaces

Using trusted interfaces allows the service providers and end users to mark their
traffic in a specific way and the service provider will ensure those packets are
treated according to the service level for those markings. Trusted Interfaces are
used when the service provider wantsto have control over the traffic prioritization
through the network. If a service provider was to use 802.1p as the method of
applying desired CoS attributes before forwarding to the access node, the service
provider is ableto classify other protocol types such as I|PX ahead of IP packetsif
that were required.

Untrusted interfaces are where service provider wishes to control the
classification and mapping of traffic for delivery through the network. Thiswould
be done where a service provider has no interest in controlling these functions, or
is unable to do so. Untrusted interfaces require the configuration of more
complicated filter setsto be created and managed by service provider in order to
classify and re-mark traffic on ingressto the network. For untrusted interfacesin
the packet forwarding path, the DSCP in the IP header will be configured to be
mapped to an |EEE 802.1p user priority field in the IEEE 802.1Q frame, and both
of thesefields are mapped to an | P Layer 2 drop precedence value that determines
the forwarding treatment at each network node aong the path.

Access vs. core port

By definition, an access port on a Passport 8600 is an untrusted port from a QoS
perspective, and therefore traffic entering an access port is re-marked with the
appropriate DSCP and 802.1p and given an internal QoS level. Thisre-marking is
done based on the filters and traffic policies that are enabled.

Figure 113 provides an illustration of how packets are processed through an
access port. The diagram is then followed by a summary of how the various
packet types are processed through an access port.
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Figure 113 Passport 8600 access port
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Classification Switching Servicing

A core port on a Passport 8600 is classified as a trusted port from a QoS
perspective. A core port preserves the DSCP values and the 802.1p priority bitsas
they enter the switch, uses these values to assign a corresponding QoS level to the
packets, and sends the packets to the appropriate emission queues for servicing.
Figure 114 provides an illustration of how packets are processed through a Core
port.
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Figure 114 Passport 8600 core port
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Bridged vs. routed traffic

In aservice provider network the access and nodes consist of the Passport 8600
configured for bridging. The Passport 8600 also uses Diff Serv to manage network
traffic and resources, except many of the features are unavailable in bridging
modes of operation. For bridging, ingresstraffic is mapped from |EEE 802.1p bits
to the appropriate QoS level and egress traffic is mapped from QoS level to the
appropriate IEEE 802.1p bits as per Table 29.

Table 29 IEEE 802.1p bits to QoS level mapping

Nortel Networks
IEEE 802.1p QoS Level Class of Service
7 7 Critical
Network
6 6 Premium
5 5 Platinum
4 4 Gold
3 3 Silver
2 2 Bronze
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Table 29 IEEE 802.1p bits to QoS level mapping

Nortel Networks
IEEE 802.1p QoS Level Class of Service
1 0 Standard
0 1 Custom/best effort

In an enterprise network, the access nodes consist of the Passport 8600 configured
for bridging and the core nodes consist of the Passport 8600 configured for
routing. For bridging, ingress and egress traffic is mapped as per Table 29. For
routing, ingress traffic is mapped from DSCP to the appropriate QoS level and
egress traffic is mapped from QoS level to the appropriate DSCP as per Table 30.

Table 30 DSCP to QoS level mapping

DSCP

DiffServ Nortel Networks
Code Point QoS Level Class of Service
Cs7 Critical

Cs6 7 Network

EF, CS5 6 Premium

AF4x, CS4 5 Platinum

AF3x, CS3 4 Gold

AF2x, CS2 3 Silver

AF1x, CS1 2 Bronze

DE, CSO 0 Standard

User Defined 1 Custom/best effort

Tagged vs. untagged packets

In aservice provider network, the customer must utilize an 802.1Q tagged
encapsulation on the CPE equipment in order for the Passport 8600 to map the
802.1p user priority to queue. Thisisrequired since the Passport 8600 will not
provide the necessary classification functionality when operating in bridging
mode. If the customer is not using 802.1Q tagged encapsulation to connect to the
Passport 8600 switch, traffic can only be classified based on VLAN membership,
port or MAC address.
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To ensure consistent layer-2 QoS boundaries within the service provider,
customers should be forced to utilize 802.1Q encapsul ation when connecting their
CPE directly to the Passport 8600 access node. If the customer is not interested in
performing packet classification, then a Business Policy Switch (BPS) 2000
should be used for the customer to connect to. The BPS 2000 is then connected to
the access node. In this case, service provider would configure the traffic
classification functions in the BPS 2000.

At the egress access node, packets are examined to determineif their IEEE 802.1p
bits or DSCP will be re-marked before leaving the network as per Table 31.

Table 31 QoS level to IEEE 802.1p and DSCP mapping

DSCP

DiffServ Nortel Networks
Code Point IEEE 802.1p QoS Level Class of Service
Cs7 Critical

Cs6 7 7 Network

EF CS5 6 6 Premium

AF4x, CS4 5 5 Platinum

AF3x, CS3 4 4 Gold

AF2x, CS2 3 3 Silver

AF1x, CS1 2 2 Bronze

DE, CSO 0 1 Standard

User Defined 1 0 Custom/best effort

Upon examination, if the packet is egressing as a tagged packet, the |IEEE 802.1p
tag is set based on the QoS level-to-1EEE 802.1p bit mapping. In bridged packets,
the DSCP isreset based on the QoS levdl.

Note: Nortel Networks recommends not changing the default values. If
-> you change the values, make sure that the values are consistent on all
other Passport switches and other devicesin your network. Inconsistent
mapping of table values can result in unpredictable service levels. See
Appendix A, “QoS algorithm,” on page 353 for QoS default values.
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QoS summary

Figure 115 illustrates the QoS mechanisms described in this chapter.

Figure 115 Passport QoS summary graphic
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Themain QoS function of theingress card (i.e., Card 1) isto assign aQoS level to
each packet that enters on a Passport 8600 port. Depending on the type of port
(access or core) and whether tagged or untagged, the packet istreated according to
the flow charts shown in “ QoS flow charts” on page 333.

There are 3 levels of QoS level assignment:

1 Port and packet (VLAN or MAC) based
2 Filter based
3 802.1p/DSCP mapping based

The egress card (i.e., Card 2) has 3 QoS functions:

1 Remarking

N

Drop precedence treatment

w

Emission priority queueing
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The required QoS parameters (i.e. latency, jitter, bandwidth and packet loss) for
different service class (i.e. voice, video/audio, email, etc) are provided by the drop
precedence and emission priority functions. For example consider 3 services
classes like voice, video/audio and email are being sent on an ingress access port.
Every service class has specific requirements to ensure traffic is transmitted
properly and quality is maintained through the network.

You want the voice traffic to have low latency, jitter and packet loss. However the
video/audio traffic is tolerant to delay but requires low packet loss and bandwidth
guarantee, but you do not want the email traffic that istolerant to delay and packet
lossto affect the other traffic typesin order to have better quality. And you want to
maintain the quality even during periods of congestion in the network. With a
distributed architecture Passport 8600 switches traffic from ingress portsto one or
more egress ports where packets are queued for transmission.

Thisisthe most critical point where depending on the QoS level assigned on
ingress the emission queue is chosen accordingly. What it meansis that each
gueue hasits own latency and jitter values which makesit alot easier to choose
the right queue for a specific application. For example the voice traffic should
always go in queue 6, the video/audio traffic should go in queue 5 or 4 and the
email traffic should go in queue 3 or 2. Furthermore, each emission queue hasiits
own weight that guarantees a percentage of the transmission time that translates to
bandwidth. For example the voice traffic should always get 100% of the
bandwidth, the video/audio traffic should get between 25% and 31% of the
bandwidth and the email traffic should get between 13% and 19% of the
bandwidth. This assumes the bandwidth is fully utilized otherwise each traffic
type can use the entire bandwidth on its own. Packet lossis directly related to the
drop precedence during periods of congestion.

Depending on congestion levels one of the four thresholdsis crossed which
correspond to apair of emission queues. This means that traffic in lower emission
queuesis partialy discarded in order to protect the traffic in the higher emission
queues. For example the voice traffic would not be discarded until the 4th
threshold is crossed, the video/audio traffic would not be discarded until the 3rd
threshold is crossed and the email traffic would not be discarded until the 2nd
threshold is crossed.
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QoS and filtering

In the most typical of cases, filters are applied to act as firewalls or layer 3
redirection. In more advanced cases, traffic filters can be used to identify traffic
streams (Layer 3 and Layer 4) and re-mark and classify them for a specific QoS
Level at both Layer 2 (802.1p) and Layer 3 (DSCP). Filtering on the 8600 being
hardware-based (RAPTARU internal registersfor global filters, and associated
RAPTARU memory for source/destination filters), there is never aneed for CPU
intervention which meansthat thereis no load on the CPU and that filtering can be
achieved at wire-speed resulting in virtually no performance impact on users.

Traffic filtering is a key feature that complements the 8600 QoS capabilities. The
switch by default can read incoming 802.1p or Diffserv markings and forward
traffic based on their assigned QoS levels. However there are situations where
these markings are incorrect or the originating user application does not have
802.1p or Diffserv marking capabilities, also the administrator may want to give a
higher priority to select users (executive class). In any of these situations, filtering
can be used to prioritize (or de-prioritize) specific traffic streams.

This section outlines key situations where filtering will play alarge part in

ensuring that users and applications receive the correct level of service on an
end-to-end basis.

Filtering
Filtering is the key process used to finish QoS. The Passport 8600 has the ability
to re-mark the 802.1p bits and the DSCP field. The Passport 8600 uses an internal

value, called Internal QoS to make the mapping between al the parameters that
can be used (802.1p bits, MAC, port, VLAN QoS level, DSCP).

DiffServ access port (IP bridged traffic with DiffServ
enabled)

To enable DiffServ on a port, use the following CLI command:

config eth <port> enable-diffserv true
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By default, the modeis “core”, so we have to configure the mode to access:
config eth <port> access-diffserv true.With Device Manager,
double click on a port, and check the button “ DiffServ enable” and select the
mode. Figure 116 shows the untagged ingress traffic on the port-based VLANS.

Figure 116 Untagged ingress traffic on the port-based VLANS:

Untagged frame with a MAC QoS level (default = 1)

|

Port QoS level (a)

Port 1: ingress Default = 1

Port Based VLANX QoS = greater of Port/Mac Qos level

Port 2: egress
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In Figure 116, the QoS internal level is determined by taking the greater value of
Port QoS level or Mac QoS level. At the egress, DSCP and 802.1p bits are
re-marked according to thisinternal QoS value. The mapping is based on

Table 29.

a Theport QoS level isaccessible viathe following CLI command:
config ethernet <port> <qos-I|evel >

or via Device Manager. Open the DM and double click on a port. The
“QosS level” isdirectly accessible. Note that the value “7” is not
acceptable (only “0” to “6” values are acceptable).

b TheMAC level isaccessible viathe following CLI command:

config vlan <vlan-id> fdb-entry qos-1evel <mac> status
<val ue>

where <mac> is the mac address (in the format
0x00:0x00:0x00:0x00:0x00:0x00), <value> the QoS value (from “0” to
“6") and <status> the way the MAC has been learned (other | invalid |
learned | self | mgmt).
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In this configuration, you can use global filters (because it is | P bridged traffic) to
modify the DSCP and the 802.1p bits. The QoS internal level is based on the
greater value of the port QoS level, the MAC QoS level and the value determined
by the filter. At egress, for DSCP, if the MAC QoS level is greater than the port or
the VLAN QoS level, DSCP is re-marked according the MAC QoS level, or else
marked with the value determined by the DSCP filter. If the egress port is tagged,
802.1p hits are asthe internal QoS.

Figure 117 shows the tagged ingress traffic on the port-based VLANS.

Figure 117 Tagged ingress traffic on the port-based VLANSs:

Port 1: ingress

Port Based VLANX QoS based on 802.1p bits

802.1p bits: preserved
DSCP: re-marked according QoS
to DSCP mapping
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In Figure 117, the QoS internal leve is determined by the 802.1p bits value of the
ingress tagged frame. These 802.1p bits are preserved at the egress. The QoS
value can be used to re-mark DSCP at egress.

In this configuration, you can use global filters (becauseit is IP bridged traffic) to
modify the DSCP and the 802.1p bits. The internal QoS level is based on the
greater value of the ingress 802.1p bits and the value determined by the filter
(modification of the 802.1p bits with the filter). DSCP can be re-marked by a
filter. If the egress port is tagged, 802.1p hits are re-marked based on greater of
ingress 802.1p hits and the value determined by the filter.

Source MAC-based VLANSs

For an ingress untagged port, the internal QoS level is based on the greater of port
level QoS and destMAC QoS level. The sseMAC QoS level and VLAN QoS level
are not effective. At egress, the DSCP is re-marked based on the internal QoS
level. Egress 802.1p bits are defined as per internal QoS. For ingress tagged port,
the internal QoS level is based on the 802.1p bit value. At egress, the DSCP is
re-marked based on the internal QoS level. 802.1p bits are preserved.
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Protocol-based/IP subnet-based VLANS

For an ingress untagged port, the internal QoS level isbased on the greater VLAN
QoSlevel and MAC QoS level. At egress, the DSCP is re-marked based on the
internal QoS level. Egress 802.1p bits are defined as per internal QoS.

For an ingress tagged port, the internal QoS level is based on the 802.1p bit value.
At egress, the DSCP is re-marked based on the internal QoS level. The 802.1p bits
are preserved.

In this configuration, you can use global filters (becauseit is IP bridged traffic) to
re-mark the DSCP and 802.1p bits. For an untagged port, the internal QoS level is
based on the greater of the VLAN QoS, MAC QoS and the level determined by
the filter. The DSCP can be re-marked based on:

* MAC QoSif the MAC QoS is greater than the Port and VLAN QoS
» value determined by the DSCP in other cases

At egress, 802.1p bits are defined as per internal QoS. If theingress port istagged,
the internal QoS level is based on the greater value of the ingress 802.1p bits and

the value determined by the filter (modification of the 802.1p bits with the filter).

The DSCP isre-marked based on the QoS. If the egress port istagged, 802.1p bits
are re-marked based on greater of ingress 802.1p bits and the value determined by
thefilter.

Core port (IP bridged traffic)

The core port includes port-based and protocol-based/I P subnet/source
MAC-based VLANS. These are described in the subsections that follow.

Port-based VLANS

In the case of port-based VLANS, theinternal QoS level is based on theingress
DSCP value. As acore port, there is no modification of thisvalue. DSCP is
preserved. If the egress port is tagged, the 802.1p bits are defined according the
internal QoS. If the ingress port and the egress port are tagged, the 802.1p bits
are preserved.
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Non-IP traffic (bridged or L2)

Non-1P traffic includes port-based, protocol-based, and source MAC-based
VLANS. These are described in the subsections that follow.

Port-based VLANSs

In the case of port-based VLANS, theinternal QoSis based on the greater of the
port and MAC QoS levels. At egress, if the port is tagged, the 802.1p bits are
based on the internal QoS. If the ingress port is tagged, the QoS is based on
ingress 802.1p hits. At egress, if the port istagged, the 802.1p bits are preserved.

Protocol-based VLANSs

In the case of protocol-based VLANS, the internal QoS is based on the greater of
the VLAN and MAC QoS levels. At egress, if the port is tagged, the 802.1p bits
are based on theinternal QoS. If the ingress port is tagged, the QoS is based on

ingress 802.1p hits. At egress, if the port istagged, the 802.1p bits are preserved.

Source MAC-based VLANSs

In the case of source MAC-based VLANS, theinternal QoSis based on the greater
of the port and destination MAC QoS levels. Source MAC QoS level and VLAN
QoS are not effective. At egress, if the port istagged, the 802.1p bits are based on
the internal QoS. If the ingress port is tagged, the QoS is based on ingress 802.1p
bits. At egress, if the port istagged, the 802.1p bits are preserved.

Note that there is alimitation in such cases. You cannot use the DM to supply the
QoS level of the destination MAC. You should use the CLI command instead.

DiffServ access (IP routed traffic)

For IP routed traffic, the DSCP field is set to 0 at ingress. QoS is determined by
source/destination filter profiles. The DSCP can be re-marked by source/
destination filters only.
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DiffServ core (IP routed traffic)

The DSCP field is honored and traffic sent to the queue according the DSCP
value.

QoS flow charts

The graphics that follow display flow charts for DiffServ access mode:

e Port-based VLANS (Figure 118)
« MAC-based VLANs
e |Psubnet and protocol-based VLANS

In addition, Figure 121 provides aflow chart for Diff Serv core mode.
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Figure 118 DiffServ access mode- port-based VLANs
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Figure 119 DiffServ access mode- MAC-based VLANs
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Figure 120 DiffServ access mode- IP subnet and protocol-based VLANs
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Figure 121 DiffServ core mode
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QoS and network congestion

When engineering Quality of Service in aNetwork, one of the major elementsyou
need to take into consideration is the various network congestion scenarios, and
the traffic management behavior under these congestion scenarios. Congestion in
anetwork can be caused by many different conditions and/or events; including
node failures, link outages, broadcast storms, user-traffic bursts, etc.
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At ahigh level, there are 3 main types or stages of congestion:

1 No congestion
2 Bursty congestion
3 Severe congestion

Each of these stages are explained in the paragraphs that follow.

No congestion

In anon-congested scenario, it isimportant to understand that QoSisstill required
and plays avery valuable and crucial role to ensure that delay-sensitive
applications, such as real-time voice and video traffic, are emitted before
lower-priority traffic. The prioritization of delay-sensitive traffic is essential in
order to not only minimize delay, but also reduce or eliminate jitter, which could
have a detrimental impact on these applications.

With 8 levels of QoS, and an architecture that supports both strict priority and
weighted round robin queuing, the Passport 8600 can provide superior QoS
capabilities with minimum delay and negligible or no jitter. In addition, the
Passport 8600 has 8 hardware queues, while most of its competitors usually have
only 2to 4.

Momentary bursts of congestion

In anetwork environment, the network can experience momentary bursts of
congestion for reasons such as network failures, rerouting, broadcast storms, etc.
The Passport 8600 is designed just for such situations. It has sufficient queue
capacity and an efficient queue scheduler to handle bursts of congestionin a
seamless and transparent manner. Figure 122 provides an example of asituationin
which the traffic can burst over 100% within the WRR queues and yet no traffic is
dropped because of the traffic management buffers and the efficiency of the queue
scheduler.
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Figure 122 Congestion bursts
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In Figure 122, there are 6 traffic sources, all 100-Base-T links, sending traffic to a
single 100-Base-T egress port. Five of these traffic sources are sending constant
traffic at different QoS levels (QoS 0 to QoS 5 respectively). Each of these 5
traffic sources is sending traffic at a percentage weight that matches the queue
weight for that QoS level.

For example, QoS level 5 has a default queue weight of 31% and hence the traffic
sourcethat is sending QoS 5 traffic is set to send traffic at 31% utilization. All the
constant traffic sources will add up to 92%. Now, if asixth traffic source starts
sending bursts of traffic such that the link utilization from the bursty source will
be 20% during the traffic burst, the total traffic will add up to 92% + 20%, which
will equal to 112% during the traffic burst.

If the burst is not a sustained one, then the traffic management and buffering
process on the 8600 will alow all the traffic to pass through without any |oss of
traffic. In this case the bursts were sent at a 1000 packets every 10th of a second.
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Note that in the case of the 10/100 I/O module where multiple access ports are
shared by the same forwarding engine, each port is essentially assigned its own
“logical” queueto ensure that traffic congestion on one port does not affect traffic
on another port in the same forwarding engine. This situation isillustrated in
Figure 123.

Figure 123 OctaPID queue buffers
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Severe congestion

Severe congestion is defined as a condition where the network or certain elements
of the network (in some cases it could be a single port) experience a prolonged
period of sustained congestion. Under such congestion conditions, congestion
thresholds will be reached, buffers will overflow, and a substantial amount of
traffic will be lost.

Figure 124 shows an illustration of avery simple example where sever congestion
can occur. The diagram is followed by an explanation of how the Passport 8600
handles these scenarios of congestion.
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Figure 124 Severe congestion
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In Figure 124, al the users on the right-hand side of the graphic are
communicating with asingle egress device (on the left-hand side). If the
combined rate of the traffic to the egress device is sustained over 100% for a
prolonged period of time, the egress buffers will overflow, excess traffic will start
getting discarded, and severe congestion is detected by the Passport 8600.

Upon the detection of severe congestion, the Passport 8600 starts discarding
traffic based on drop precedence values. This mode of operation ensures that there
is no chance of any high priority traffic being discarded before lower-priority
traffic.

When doing traffic engineering and link capacity analysis for a network, the
standard design rule is that you should engineer the network links and trunksfor a
maximum average-peak utilization of no more than 80%. This means that the
network will peak up to 100% capacity, but the average-peak utilization should
not exceed 80%.
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In fact, the network is expected to handle momentary peaks above 100% capacity
because of the sophisticated traffic management and traffic-buffering techniques
used in high performance switches such as the Passport 8600 as shownin

Figure 122.

A network may experience a prolonged period of sustained/severe congestion due
to various reasons such as a serious network outage, or bridging loops, or other
catastrophic network events.

QoS network scenarios

The sections that follow present QoS network scenarios for bridged and routed
traffic over the core network.

Scenario 1 — bridged traffic

Bridging traffic over the core network is typically a service provider type
implementation where you keep customer VLANS separate (i.e. the concept of a
VPN). Normally, a service provider only implements VLAN bridging (Layer 2),
with no routing. This means that the 802.1p determines the level of service
assigned to each packet. In those instances where Diffserv is active on the core
ports, the level of service received is based on the highest of the Diffserv or
802.1p settings.

The following cases describe sample QoS design guidelines you can use to
provide and maintain high service quality in a Passport 8600 network.

Case 1 — Customer traffic is trusted

In this case, the assumption you make isthat for al incoming traffic the QoS
setting has been marked properly. All core switch ports are configured for core/
trunk ports where they simply read and forward packets. There is no re-marking
or re-classification from the switch. All initial QoS markings are done on the
customer device, on the edge devices such as PP8003 or BPS2000. (In this case,
8003 treats ingress traffic as trusted).

Figure 125 describes the actions performed on 3 different traffic flows (i.e. VoIP,
video conference and email) at access and core ports throughout the network.
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Figure 125 Trusted bridged traffic
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Figure 126 shows what happens inside a Passport 8600 access node as packets
enter through a tagged or untagged access port and exit through a tagged or
untagged core port.
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Figure 126 Passport 8600 summary on bridged access ports
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Figure 127 shows what happensinside a Passport 8600 core node as packets enter
through atagged or untagged core port and exit through atagged or untagged core

port.
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Figure 127 Passport 8600 summary on bridged or routed core ports
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Case 2 — Customer traffic is untrusted

For untrusted traffic, the service provider should mark and prioritize customer
traffic on the access node using global filters. Service providers would have to
re-classify the customer traffic to make sure they comply with the class of service
mentioned in the SLA. Once traffic is admitted in the network, it is treated as
shown in the Routed traffic over the core network. Thisistypically an enterprise
type implementation where VLANS are not kept separate. The following cases
describe sample QoS design guidelines you can use to provide and maintain high
service quality in a Passport 8600 network.

Case 3— RPR interworking

In this case, the assumption you make isthat for al incoming traffic the QoS
setting has been marked properly on the access nodes. The RPR interworking is
done on the core switch ports that will be configured for core/trunk ports. These
portswill preserve the DSCP and will re-mark the 802.1 p to match the 802.1 p on
RPR. Figure 128 shows the actions performed on 3 different traffic flows (i.e.

Vol P, video conference and email) over the RPR core network.
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Figure 128 Passport 8600 to RPR QoS internetworking
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Scenario 2 —routed traffic

Routed traffic over the core network is typically an enterprise type
implementation where VLANS are not kept separate. The following cases
describe sample QoS design guidelines you can use to provide and maintain high
service quality in a Passport 8600 network.

Case 1 — Customer traffic is trusted

In this case the assumption you make is that for all incoming traffic, the QoS
setting has been marked properly. All core switch ports are configured for core/
trunk ports where they will simply read and forward packets. Thereisno
re-marking or re-classification from the switch. All initial QoS markings are done
on the customer device, on the edge devices, such as the Passport 8003 or
BPS2000 (in this case, the 8003 treats ingress traffic as trusted).

Figure 129 shows the actions performed on 3 different traffic flows (i.e. VoIP,
video conference and email) at access and core ports throughout the network.
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Figure 129 Trusted routed traffic
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Figure 130 shows what happens inside a Passport 8600 access node as packets
enter through atagged or untagged access port and exit through atagged or
untagged core port.
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Figure 130 Passport 8600 QoS summary on routed access ports
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Chapter 10
Managing Passport 8000 series switches

This chapter provides design guidelines that will assist you in managing your
Passport 8000 switch. It includes the following system management topics:

Topic Page number
Offline switch configuration 349
Port mirroring 350

Offline switch configuration

The ASCII configuration file of the Passport 8000 Series switch lists
configuration commands in specific order, listing MLT information, for example
before STG information.

To avoid boot problems, save your running configuration to a flash card and edit
the configuration file offline. To save the configuration file in the CLI, enter the
following command:

save config file <fil enane>

The filename can include the directory structure.

When you finish editing the configuration file, you can upload it to the switch.

Use the sour ce command to load the changed configuration onto the
running switch.
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Port mirroring

Port mirroring is a diagnostic tool that can be used for troubleshooting and
performing network traffic analysis. When using port mirroring, you have to
specify a destination port to see mirrored traffic and specify the source ports
from which traffic is mirrored. Unlike other methods used to analyze packet
traffic, packets flow normally through the destination port and packet traffic
is uninterrupted.

You can configure the Passport 8000 Series switch to monitor ingress traffic on a
port and, in some cases, to monitor egress traffic from a port.

General mirroring considerations are as follows:

e Ingress mirroring mirrors only packets with valid CRCs
e The Passport 8100 switch:
— Supportsingress and egress port mirroring
— Supports egress mirroring in only half-duplex mode
»  The Passport 8600 switch:
— Supportsingress mirroring on al modules
— Supports egress mirroring only on Passport E- or M-modules

Identifying E-modules

You can identify Passport 8600 Series E-modules by the letter “€” at the end of the
module name. See Table 32.
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Table 32 Passport 8600 E-modules

Module name Part number
Passport 8648TXE DS1404035
Passport 8608SXE DS1404036
Passport 8608GBE DS1404038
Passport 8608GTE DS1404044
Passport 8624FXE DS1404037
Passport 8672ATME DS1304008
Passport 8683POSE DS1404043

Mirroring scalability
Prior to release 3.2:
e 10 mirrored portsto 1 mirroring port
From release 3.2.2 onwards (including 3.3):
On the Passport 8100:

« 25 mirrored portsto 1 port. Note that Ethernet MDA can also be a part of
these 25 ports

* Ingressand egress mirroring
» Half-Duplex ONLY for egress mirroring

On the Passport 8600:

* You can now configure a number of port mirroring entries between 1 and 383,
with ALL entries simultaneously active. Note that the number of mirroring
ports plus the number of mirrored ports cannot exceed 384.

» You can mirror traffic based on ingress, egress, both, or based on afilter rule
(TX, RX, TX&RX, RxFilter). Note that egress mirroring works only on E- or
M-modules.

e You can have amix of TX mirroring, RX mirroring and both (TX + RX =
total traffic) on achassis at the sametime.
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* You can create a maximum of 100 entries with only 25 entries active at atime.

Nortel Networks recommends that you disable mirroring when not in usein
order to reduce the load on the switch.(Note that the mirrored traffic has the
lowest priority).

* You can mirror multiple active entries to multiple destination ports. However,
some hardware limitations apply including:

* You can only mirror ports supported by the same forwarding engine
(group of 8 10/100 ports or 1 Gig port) to the same destination.

e You cannot mirror one port to multiple destinations.

* You can configure amaximum of 25 destination ports at one time without
violating the hardware limitations. Note that checks have been put in
place to inform you if amirroring rule is broken.

Configuring port mirroring

For example, to configure port mirroring in the CLI to monitor traffic on port 9/2
with output mirrored to port 9/3, enter the following commands:

config diag enable true
config diag mrror-by-port 1 create in-port 9/2 out-port 9/3

To display port mirroring information for the Passport switch, enter the following
command:

show diag mrror-by-port
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Appendix A
QoS algorithm

Thisappendix provides anillustration of the QoS algorithm. Figure 131 showsthe
algorithm and the decision-making process it encompasses.
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Figure 131 QoS algorithm
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Appendix B
Scaling numbers

This appendix provides scaling numbers for the Passport 8000 Series switch
release 3.3 features, including E- and M-modules. Be aware that Table 33 lists the
current values for this release. These capabilities are enhanced in subsequent
software releases. Thus, Nortel Networks recommends that you consult your copy
of the Release Notes for the latest values.

Note: The capabilities described in Table 33 are supported as individual
=*| protocols.

Table 33 Scaling numbers for Release 3.3 features

Feature Maximum number supported

Hardware forwarding records Non-E and E-modules: 25,000
M modules: 125,838t

10 GE This release does not support the combination of
the following features with the 10 GE LAN/WAN
module:
IPX routing)
SMLT

External MLT (Nortel Networks recommends that
you use a layer 3 protocol for resiliency, for
example, OSPF associated to Equal Cost
MultiPath (ECMP))

Egress port mirroring
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Table 33 Scaling numbers for Release 3.3 features (continued)

Feature Maximum number supported

VLANs Passport 8100 switch: 2013
Passport 8600 switch: 1980

IP subnet-based VLANSs (8600 only) 200

IP interfaces (8600 switch only) 500

BGP forwarding routes

Maximum of 20,000 forwarding routes with the
32K BFM (non-E and E-modules)

Maximum of 119,000 forwarding routes with the
128K BFM (M-modules)

BGP peers 10

RIP routes (8600 switch only) 2,500

OSPF areas per switch (8600 switch only) 5

OSPF adjacencies per switch

(Passport 8600 switch only) 80

OSPF routes (8600 switch only) Non-E and E-modules: 15,000
M-modules: 20,000

DVMRP routes (8600 switch only) 2,500

DVMRP interfaces (8600 switch only) 500

DVMRP neighbors (8600 switch only) 512

PIM interfaces (8600 switch only) 500

Multicast source subnet trees 500

(Passport 8600 switch only)

Multicast (S, G) records—PIM: IPMC 500

Multicast (S, G) records—PIM: 500

Multicast (S, G) records—DVMRP 1,980
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Table 33 Scaling numbers for Release 3.3 features (continued)

Feature Maximum number supported

IPX interfaces (Passport 8600 switch only) 100

IPX RIP routes (Passport 8600 switch only) 5,000

IPX SAP entries (Passport 8600 switch only) 7,500

VRRP interfaces (Passport 8600 switch only) 255

Spanning Tree Groups Passport 8100 switch: 1
Passport 8600 switch: 252

MLT groups? Passport 8100 switch: 6
Passport 8600 switch: 32

Ports per MLT Passport 8100 switch: 4
Passport 8600 switch: 8

1 The number of records available, with all the record reservation fields set to zero. See Platform and System

Management (part number 315545-A) for more information about the record reservation feature.
2 Nortel Networks supports ONLY 25 STGs in this release. Although you can configure up to 64 STGs (63 with the Web

Switching Module), configurations including more than 25 STGs are not supported. If you need to configure more

than 25 STGs, please contact your Nortel Networks Customer Support Representative for more information about the

support of this feature.

3 The MLT feature is statically compliant with the 802.3ad standard (no support of LACP).
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Appendix C

Hardware and supporting software compatibility

The matrix below describes your hardware and the minimum Passport 8000

Switch Series software version required to support the hardware.

. . . . Minimum
Chassis & switching fabric software version
8010co chassis 10-slot chassis 3.1.2
8010 chassis 10-slot chassis 3.00
8006 chassis 6-slot chassis 3.00
8003 chassis 3-slot chassis 3.1.2
8690SF Discontinued, see 8691SF 3.0.0
8691SF Switching fabric 3.1.1
Upgrade Kits
256MB CPU upgrade kit This memory upgrade may be 35
required for the 3.5 software to run
properly.*
MAC upgrade kit Use this kit to add Media Access 35
Control (MAC) addresses to your
system.

Part
number

DS1402004
DS1402001
DS1402002
DS1402003
DS1404001
DS1404025

DS1404016

DS1404015

With the Passport 8000 Switch Series Software Release 3.5 you must upgrade the 8690SF to 256MB. Nortel

Networks recommends that you upgrade the 8691SF to 256MB.

Minimum

8600 modules and components software version
Security module

8661SSL Acceleration High Performance SSL Acceleration 3.3.1f

Module (SAM) Module secures web-based applications

and business communications*

Layer 4-7 module

Web Switching Module 4-Port Gigabit Ethernet SX or 3.1.3% 3.2.17,

(WSM) 10/100TX 3.3.01

Part number

DS1404070

DS1404045
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Minimum Part number

8600 modules and components (continued) software version

Ethernet modules

8608GB module Discontinued, see 8608GBE module 3.0.0 DS1404015
8608GT module Discontinued, see 8608GTE module 3.1.0 DS1404012
8608SX module Discontinued, see 8608SXE module 3.0.0 DS1404003
8624FX module Discontinued, see 8624FXE module 3.0.0 DS1404005
8648TX module Discontinued, see 8648TXE module 3.0.0 DS1404002
Ethernet E-modules:#
8608GBE module 8-port Gigabit Ethernet GBIC 3.1.1 DS1404038
8608GTE module 8-port Gigabit Ethernet 1000TX 3.1.1 DS1404044
8608SXE module 8-port Gigabit Ethernet SX 3.11 DS1404036
8616SXE module 16-port Gigabit Ethernet SX 3.1.0 DS1404011
8616GTE module 16-port Gigabit Ethernet TX 3.3.0 DS1404034
8624FXE module 24-port 100FX™ 3.1.1 DS1404037
8648TXE module 48-port 10/100 TX 3.1.1 DS1404035
8632TXE module 32-port 10/00TX (2 GBICs) 3.1.2 DS1404024
Ethernet M-modulesttt
8608GBM module 8-port Gigabit Ethernet GBIC 3.3.0 DS1404059
8608GTM module 8-port Gigabit Ethernet 1000TX 3.3.0 DS1404061
8632TXM module 32-port 10/00TX (2 GBICs) 3.3.0 DS1404055
8648TXM module 48-port 10/100 TX 3.3.0 DS1404056
10 Gigabit Ethernet M modulesttt
8681XLW module 1-port 10 Gigabit Ethernet 3.3.0 DS1404052
(1310nm WAN serial)
8681XLR module 1-port 10 Gigabit Ethernet 3.3.0 DS1404053
(1310nm LAN serial)
ATM/ATME/ATMM modules
8672ATM module Discontinued, see 8672ATME module 3.1.0 DS1304001
8672ATME module ATME module#, 311 DS1304008
8672ATMM module ATMM moduleftt. 3.3.0 DS1304009
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8600 modules and components (continued)

ATM/ATME/ATMM module components###

DS-3 MDA
OC-12¢/STM-4 MDA
OC-12¢/STM-4 MDA
OC-3c¢/STM-1 MDA
OC-3c¢/STM-1 MDA

2-port 75 ohm coaxial
1-port MMF
1-port SMF
4-port MMF
4-port SMF

POS/POSE/POSM modules

8683POS module
8683POSE module
8683POSM module

Discontinued, see 8683POSM module
Discontinued, see 8683POSM module

M modulettt

POS/POSE/POSM MDAs™*

OC-3c¢/STM-1 MDA
OC-3c/STM-1 MDA
OC-12¢/STM-4 MDA
OC-12¢/STM-4 MDA

2-port MMF
2-port SMF
1-port MMF
1-port SMF

8600 compatible GBICs 't

1000BASE-SX GBIC

1000BASE-LX GBIC

1000BASE-T GBIC

1000BASE-XD GBIC
1000BASE-ZX GBIC
Gray CWDM GBIC

Violet CWDM GBIC

Blue CWDM GBIC

Green CWDM GBIC

Yellow CWDM GBIC

850 nm, short wavelength, Gigabit
Ethernet

1300 nm, long wavelength, Gigabit
Ethernet

Category 5 copper unsheilded twisted
pair (UTP)

50k, SC duplex SMF, Gigabit Ethernet
70k, SC duplex SMF, Gigabit Ethernet

Discontinued, see Gray CWDM APD
GBIC

Discontinued, see Violet CWDM APD
GBIC

Discontinued, see Blue CWDM APD
GBIC

Discontinued, see Green CWDM APD
GBIC

Discontinued, see Yellow CWDM APD
GBIC

Minimum
software version

3.3.0

3.1.0,3.1.1, 3.3.0'
3.1.0,3.1.1, 3.3.0'
3.1.0,3.1.1, 3.3.0'
3.1.0,3.1.1, 3.3.0'

3.1.0
3.11
3.3.0

3.1.0,3.1.1,33
3.1.0,3.1.1,33
3.1.0,31.1,33
3.1.0,3.1.1, 33

3.0.0

3.0.0

350

3.0.0
3.0.0
3.1.2

3.1.2

3.1.2

3.1.2

3.1.2

Part number

DS1304002
DS1304004
DS1304005
DS1304006
DS1304007

DS1404016
DS1404043
DS1404060

DS1333003
DS1333004
DS1333001
DS1333002

AA1419001

AA1419002

AA1419041

AA1419003
AA1419004
AA1419005

AA1419006

AA1419007

AA1419008

AA1419009
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362 Appendix C Hardware and supporting software compatibility

. Minimum Part number
8600 modules and components (continued) software version
Orange CWDM GBIC Discontinued, see Orange CWDM APD  3.1.2 AA1419010
GBIC
Red CWDM GBIC Discontinued, see Red CWDM APD 3.1.2 AA1419011
GBIC
Brown CWDM GBIC Discontinued, see Brown CWDM APD 3.1.2 AA1419012
GBIC
Gray CWDM APD GBIC  1470nm 3.14 AA1419017
Violet CWDM APD GBIC 1490nm 3.14 AA1419018
Blue CWDM APD GBIC  1510nm 3.14 AA1419019
Green CWDM APD GBIC 1530nm 3.14 AA1419020
Yellow CWDM APD GBIC 1550nm 3.14 AA1419021
Orange CWDM APD 1570nm 3.14 AA1419022
GBIC
Red CWDM APD GBIC  1590nm 3.14 AA1419023
Brown CWDM APD GBIC 1610nm 3.1.4 AA1419024

Tt

tt

Tt

i

22

The 8661 SAM is used in conjunction with the Web Switching Module to intelligently accelerate secure business
communication and confidential data by off-loading Secure Sockets Layer (SSL) Processing.

The 8661 SAM and Web Switching Module security solution also require WebOS version 10.0.27.3 or newer. Passport
8000 Series Switch Series Software Release 3.3.1 was specifically designed to introduce the 8661 SAM module.
Release 3.3.2 does not support this module.

Passport 8000 Switch Series Software Release 3.1.3 is the first and only release in the 3.1.x software branch that
supports the Web Switching Module.

Passport 8000 Switch Series Software Release 3.2.1 (and later) supports the Web Switching Module.

Passport 8000 Switch Series Software Release 3.3.0 introduced support for WebOS 10.0 on the Web Switching
Module.

E-modules are required to support Egress port mirroring and Enhanced Operational Mode.
The 8624FX and the 8624FXE modules support only full-duplex, and cannot connect to half-duplex devices.

M modules offer additional memory to support large routing tables such as those found in BGP implementations. The
Passport 8000 Series Software Release 3.3 introduced a hew mode, called M Mode, or 128K records mode, which
requires the 8691SF module. When enabled, this mode allows M modules to use their full capabilities (128K records).
When this mode is disabled, the M modules work in 32K mode (case of non E and E modules). If the chassis includes
one 8690SF module, the mode default backs to 32K mode. To be effective, this mode requires that all modules installed
in the same chassis support 128K records (M modules) and that the SF/CPU are 8691SF. If one, or more modules
installed in the chassis is a 32K records module (non M module), these modules will be disabled if the chassis is
configured to operate in M Mode (For instructions on enabling MMode, see Managing Platform Operations and Using
Diagnostic Tools).

ATM MDAs inserted into an 8672ATME module require Passport 8000 Switch Series Software Release 3.1.1 or higher.
'ATM MDAs inserted into a 8672ATMM module require Passport 8000 Switch Series Software Release 3.3.0 or higher.

* POS MDAs inserted into a 8683POSE module require Passport 8000 Switch Series Software Release 3.1.1 or higher,

and POS MDAs inserted into a 8683POSM module require Passport 8000 Switch Series Software Release 3.3.0 or
higher.

t**Non-supported GBICs are displayed in the CLI and Device Manager as “GBIC-other.”
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Appendix D
Tap and OctaPID assighment

The switch fabric in the Passport 8600 modules has nine switching taps, one for
each of the eight I/O dots (1 to 4 and 7 to 10) and one for the CPU slots (5 and 6).
Taps 0-7 map to the eight 1/0O dots and can support up to eight OctaPIDs. Each
OctaPID can support up to eight ports.

In the Passport 8000 Series switch, a physical port number is 10 bitslong and has
the following format:

bits 9-6: Tap number (0-15)
bits 5-3: OctaPID number (0-7)
bits 2-0: MAC port number (0-7)

The Tap number bits and the OctaPID number bits combined (bits 9-3) are
usually referred to asthe OctaPID ID.
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Tap and OctaPID assignment

Table 34 lists the module types that are currently available, along with the
associated OctaPID ID assignments for each module.

Table 34 Available module types and OctapPID ID assignments

Module type

Port type

OctaPID ID
assignment

8608GBE and 8608GBM Modules

1000BASE-SX (GBIC)

Table 35 next

1000BASE-LX (GBIC)

1000BASE-ZX (GBIC)

1000BASE-XD (GBIC)

1000BASE-TX (GBIC)

8608GTE and 8608GTM Modules

1000BASE-T

Table 35 next

8608SXE Module

1000BASE-SX

Table 35 next

8616SXE Module

1000BASE-SX

Table 36 on page 365

8624FXE Module

100BASE-FX

Table 37 on page 366

8632TXE and 8632TXM Modules

10BASE-T/100BASE-TX

Table 38 on page 366

1000BASE-SX (GBIC)

1000BASE-LX (GBIC)

1000BASE-ZX (GBIC)

1000BASE-XD (GBIC)

1000BASE- TX (GBIC)

8648TXE and 8648TXM Modules

10/100 Mb/s

Table 39 on page 366

8672ATME and 8672ATMM OC-3c MDA Table 40 on page 367
Modules 0C-12c MDA
DS3
8681XLR Module 10GBASE-LR Table 41 on page 367
8681XLW Module 10GBASE-LW Table 42 on page 368
8683POSM Module OC-3c MDA Table 43 on page 368
OC-12c MDA
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Tap and OctaPID assignment 365

Table 35 describes the OctaPID ID and port assignments for the 8608GBE,
Passport 8608GBM, 8608GTE, 8608GTM, and 8608SXE modules.

Table 35 8608GBE/8608GBM/8608GTE/8608GTM, and 8608SXE modules

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Port 1
OctaPID ID: 1 Port 2
OctaPID ID: 2 Port 3
OctaPID ID: 3 Port 4
OctaPID ID: 4 Port 5
OctaPID ID: 5 Port 6
OctaPID ID: 6 Port 7
OctaPID ID: 7 Port 8

Table 36 describes the OctaPID ID and port assignments for the 8616SXE

Module.

Table 36 8616SXE module

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Ports 1 and 2
OctaPID ID: 1 Ports 3 and 4
OctaPID ID: 2 Ports 5 and 6
OctaPID ID: 3 Ports 7 and 8
OctaPID ID: 4 Ports 9 and 10
OctaPID ID: 5 Ports 11 and 12
OctaPID ID: 6 Ports 13 and 14
OctaPID ID: 7 Ports 15 and 16
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366  Tap and OctaPID assignment

Table 37 describes the OctaPID |D and port assignments for the 8624FXE

Module.

Table 37 8624FXE module

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24

Table 38 describes the OctaPID ID and port assignments for the 8632TXE and

8632TXM Modules.

Table 38 8632TXE and 8632TZM modules

OctaPID ID assignment Port assignment
OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24
OctaPID ID: 5 Ports 25 through 32
OctaPID ID: 6 Port 33 (GBIC port)
OctaPID ID: 7 Port 34 (GBIC port)

Table 39 describes the OctaPID ID and port assignments for the 8648TXE and

8648TXM Modules.

Table 39 8648TXE and 8648TXM modules

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24
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Tap and OctaPID assignment 367

Table 39 8648TXE and 8648TXM

modules

OctaPID ID assignment

Port assignment

OctaPID ID: 5 Ports 25 through 32
OctaPID ID: 6 Port 33 through 40
OctaPID ID: 7 Port 41 through 48

Table 40 describes the OctaPID |D and port assignments for the 8672ATME and

8672ATMM Modules.

Table 40 8672ATME and 8672ATMM modules

OctaPID ID assignment

Port assignment

OctaPID ID: 0

Ports 1 through 4 (with OC-3c MDA)
Port 1 (with OC-12¢c MDA)
Ports 1 through 2 (with DS-3 MDA)

OctaPID ID: 1

Ports 5 through 8 (with OC-3c MDA)
Port 5 (with OC-12¢c MDA)
Ports 5 through 6 (with DS-3 MDA)

OctaPID ID: 2

Not used

Table 41 describes the OctaPID ID and port assignments for the 8681XLR

Module.

Table 41 8681XLR module

OctaPID ID assignment

Port assignment

OctaPID ID: 0

OctaPID ID:

OctaPID ID:

OctaPID ID:

OctaPID ID:

OctaPID ID:

OctaPID ID:

N|lojfa|h~|]W|IN|F

OctaPID ID:

Port 1
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368  Tap and OctaPID assignment

Table 42 describes the OctaPID ID and port assignments for the 8681 XLW
Module.

Table 42 8681XLW module

OctaPID ID assignment Port assignment

OctaPID ID: 0 Port 1
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:

N~ W|IN|F

Table 43 describes the OctaPID ID and port assignments for the 8683POSM
Module.

Table 43 8683POSM module

OctaPID ID assignment Port assignment

OctaPID ID: 0 * Ports 1 and 2 (with OC-3c MDA)
* Port 1 (with OC-12c MDA)

OctaPID ID: 1 * Ports 3 and 4 (with OC-3c MDA)
» Port 3 (with OC-12¢c MDA)

OctaPID ID: 2 * Ports 5 and 6 (with OC-3c MDA)
» Port 5 (with OC-12¢c MDA)

313197-C Rev 00



369

Index
Numbers unsupported products 54
100BaseFX drivers without FEFI support 52 B
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A definition of EBGP 137
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SMLT recommendations 60
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Parallel Detection function 51 desianing Ethernet networks
recommended settings (10/100BASE-TX gning t . .
applications considerations 294
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ATM WAN connectivity 295
TLS 299
video over DSL over ATM 300
engineering considerations 287
ATM resiliency 289
ATM scalability 287
feature considerations 291
ATM and 802.1q tags 291
ATM and DiffServ 292
ATM and IP multicast 292
ATM and MLT 291
shaping 294
designing L3 switched networks
BGP 136
ICMP redirect messages 124
IPX 152
OSPF 144
subnet-based VLANs 127
VRRP 122

designing multicast networks
DVMRP design rules 214
general IP multicast rules 200
general PIM guidelines 222
IGMP and routing protocol interactions 211
| P multicast
scaling 195
IP multicast and MLT 190
IP multicast and SMLT 239
multicast handling 189

designing redundant networks
genera considerations 45
reliability and availability 46
isolated VLANs 105
MLT 69
network design examples 91
Layer 1 examples 91
Layer 2 examples 94
Layer 3 examples 96
network redundancy 63
basic layouts (physical structure) 63
recommended/not recommended network
edge design 68
redundant network edge 67

physica layer 47
Auto-Negotiation 51
Ethernet cable distances 48
FEFI 52
Gigabit and remote fault indication 53
platform redundancy 59
configuration and image redundancy 60
CPU redundancy 60
1/0 port redundancy 59
redundant power supplies 59
switch fabric redundancy 59
STP 99
multiple STG interoperability 100
STGsand BPDU forwarding 99
using MLT to protect against split VLANs 105

designing secure networks
DoS attacks (See also DOS attacks) 260
implementing security in the Passport 8600 267
preventing malicious code 263
resiliency and availability attacks 266

detecting single fiber faults 55

DiffServ
access port in drop mode 308
ATM core port 292
layer 2 switches 307
per-hop behavior (PHB) 306
DoS attacks 260
Passport 8600 security against 260
directed broadcast suppression 262
stopping spoofed IP packets 260
smurf attack 262
vs. DDoS attacks 260

DSL
ATM 300
bandwidth limitations 300
IGMP 300
security 300

DVMRP
configuration guidelines 195
designrules 214
general network design 214
sender and receiver placement 215
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timer tuning 215
IGMPv2 and IGMPv1 204
MBR path considerations 229
multicast route capacity 196
scaling 195

interface scaling 195

route scaling 196

stream scaling 196
source/group pairs 196

E

electrical considerations- power supply matrix 40
enabling Layer 4- 7 services
introduction 157
Layer 4- 7 switching 158
enabling Layer 4-7 services
applications and services 166
available network architectures 176
WSM architectural details and limitations 180
WSM architecture 161

external firewalls

additional Nortel equipment 283
automatic load balancing 284

F

failover, HA CPU 61
FEFI 52

G

general network design considerations
hardware considerations 31
software considerations 40

generic network design rules 47

Gigabit Ethernet
10GE
applications for WAN and MAN markets 33
comparison with IGE 34
design constraints 37
LAN description 33
physical interfaces 35

over copper cabling specification 50
Gigabit |EEE 802.3z specification 59

GNS
request 152
response 152

H

HA mode
about 61
enable 62
failover 61

hardware and software reliability

drivers 46

interacting software (OSPF) 46
local software (MLT) 46

hardware considerations

10GE LAN 33

applications for WAN and MAN markets 33
comparison with 1GE 34
physical interfaces 35

10GE port mirroring 37

dual switch fabr

icuse 38

internal MLT and load balancing 38

E- and M-modules

32

High Availability mode, about 61

See also HA mode

ICMP redirect messages 124

options for avoidin

IDS 263
categories 263

g 124

connecting Passport 8600 to external

servers 264
products 264
SLB 265

|IEEE 802.1ad 107

|EEE 802.3ab specification 50

IGAP 254
IGMP
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ATM 294 Nortel product support 285
DSL 300 IPX
snooping 208 design guidelines 152
IGMPv2 254 GNS 152
IP filtering hop counts 152
bridged traffic on DiffServ access ports 304 LLC encapsulation and transiation 153
filter IDs 306 Netware services 152
forwarding decisions 305 RIProute cost 152
global filters capacity 305 SAProutecost 152
global filters description 305 isolated VLAN
global filtersfor IP bridged traffic 305 configuration guidelines 105
IP multicast traffic 304, 305 STPblocking 105
routed traffic 305
routed traffic on DiffServ access ports 304 L
source/destination filter configuration 306 _
source/destination filter mask length 306 L2and L3 multicast 241
source/destination filters capacity 306 L2 IGMP snooping 240
source/destination filters description 305 L2 traffic classification 307
IP multicast link, SMLT single 80
and IGAP 254 loop detecti
and MLT 190 oop detection

DVMRP probe 190 andsVLAN 114

DVMRProuting 191

IGMP query 190 M
ATM guidelines 292
filtering guidelines 209

for IGMPvs DVMRP and PIM 210
filtering IGMP snoop 208
flow distribution over MLT 193

malicious code
Passport 8600 security against 263
viruses, worms, and Trojan horses
(definitions) 263

general rules 200 MLT 59, 69
DVMRP IGMPv2 back-down to ATM
IGMPv1 204 guidelines 291
dynamic configuration changes 203 configuration guidelines 69
multicast filtering and multicast access description 193
control 208 E-module support 193
split-subnet and IP multicast 210 multicast flow distribution 71, 193
TTL in IP multicast packets 204 preventi_ng bridging loops of BPDUs 70
IGMPand DVMRP 211 routed ||n!<S 7Q
IGMPand PIM 212 STG configuration 71
pruning multicast streams 205 switch-to-switch links 70
scaling 195, 196, 197, 198 traffic distribution algorithm 71
IP routing, disable per port for VLAN 129 M-modules T Erodiles 3
comparisons with E-modules
IPSEC 284
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NNI port, sVvLAN 110
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O
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system management 349
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algorithm 353
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DiffServ access mode flow charts 333
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filtering and decision-making 319
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network scenarios for bridged traffic 342
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no network congestion 338
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policy and rate metering 319

severe network congestion 340

summary 326
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SSL 285
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