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Government, the respective rights to the software and software documentation are governed by Nortel
Networks standard commercia license in accordance with U.S. Federal Regulations at 48 C.F.R. Sections
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e Thetermsand conditions of this License Agreement form the complete and exclusive agreement between
Customer and Nortel Networks.

f  ThisLicense Agreement is governed by the laws of the country in which Customer acquires the Software. If
the Software is acquired in the United States, then this License Agreement is governed by the laws of the state
of New York.
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Preface

Nortel Networks* Passport 8000 Series* switch is aflexible and multifunctional
switch that supports a diverse range of network architectures and protocols. This
guide to network management for the Passport 8000 Series switch provides
information about the three switch managment tools, the Dynamic network
applications feature, SNMP, and RMON, describes how to configure the Web
management interface, and describes how to graph port and chassis statistics.

Before you begin

This guide is intended for network designers and administrators with the
following background:

Basic knowledge of networks, Ethernet bridging, and IP and IPX routing
Familiarity with networking concepts and terminol ogy

Basic knowledge of network topologies

Experience with windowing systems or graphical user interfaces (GUIS)
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Text conventions

This guide uses the following text conventions:

angle brackets (< >)

bol d Courier text

braces ({})

brackets ([ ])

italic text

pl ai n Couri er
t ext

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12

Indicates command names and options and text that
you heed to enter.

Example: Use the di nf o command.
Example: Enter show i p {al erts|routes}.

Indicate required elementsin syntax descriptionswhere
there is more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show i p {al erts]|routes},youmustenter either
show i p alerts orshow i p routes, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-al erts],you canenter
either show i p interfaces or

show ip interfaces -alerts.

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where a variable is two
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route> valid route isone
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: Set Trap Monitor Filters
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separator (>)

vertical line (| )

Acronyms

Shows menu paths.

Example: Protocols > IP identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is

show i p {al erts]|routes},youenter either
show ip alerts or show ip routes,but not
both.

This guide uses the following acronyms:

ARP
DHCP
DVMRP
IGMP
IP

IPX
MAC
OSPF
PGM
PIM
RIP
RMON
SNMP

Address Resolution Protocol

Dynamic Host Configuration Protocol
Distance Vector Multicast Routing Protocol
Internet Gateway Message Protocol
Internet Protocol

Internetwork Packet Exchange

media access control

Open Shortest Path First

Pragmatic General Multicast

Protocol Independent Multicast
Routing Information Protocol

Remote Monitoring

Simple Network Management Protocol
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Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortelnetworks.com/documentation URL . Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download a free copy of the Adobe Acrobat Reader.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the

www.hortel networks.com/cgi-bin/comments/comments.cgi URL, then click on
Technical Support.

From the Technical Support page, you can open a Customer Service Request
online or find the telephone number for the nearest Technical Solutions Center.
If you are not connected to the Internet, you can call 1-800-4NORTEL
(1-800-466-7835) to learn the telephone number for the nearest Technical
Solutions Center.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.
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Chapter 1
Managing the switch

This chapter describes the three management tools that are available to monitor
and manage your routing switch, and provides overviews for Simple Network
Management Protocol (SNMP) and Remote monitoring (RMON). It includes the
following topics:

Topic Page
Switch management tools 23
Dynamic network applications 25
SNMP 25
RMON 27

Switch management tools

Three management tool s are availabl e to monitor and manage your routing switch:

e Command line interface (CLI)
» Device Manager software
*  Web management interface
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Command line interface (CLI)

To access the CLI initially, you need adirect connection to the switch from a
terminal or PC. After Telnet accessis enabled, you can access the CLI from a
Telnet session on the network.

The CLI consists of two sets of commands that are accessed in different ways.
While the switch is booting, you can interrupt the boot process and display the
Boot Monitor CLI, which contains commands used to configure boot options and
to manage files in flash memory. When the switch completesits boot sequence,
the login screen for the Run-Time CLI is displayed. The Run-Time CLI contains
commands to configure switch operations and management access.

For information about connecting a console terminal, see Getting Sarted. For
information about the Boot Monitor and Run-Time CLIs, see Managing Platform
Operations and Using Diagnostic Tools.

Device Manager

Device Manager is an SNM P-based graphical user interface (GUI) tool designed
to manage single devices. To use Device Manager, you must have network
connectivity to amanagement station running Device Manager in one of the
supported environments.

Web management interface

The Web management interface is a Web-based GUI tool that operatesin
conjunction with a Web browser. It is designed to monitor asingle deviceand is
intended for use as atool to access and monitor devices on your network from
various locations within the network. To configure the switch, use the CLI or
Device Manager.

To access the Web interface, you need a Web browser and an IP address for the
switch. For more information about the Web interface, see Chapter 2.
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Dynamic network applications

SNMP

The remote access services supported on the Passport 8000 Series switch (that is,
ftp, tftp, rlogin, and Telnet) use daemons. To enhance security, these daemons are
started unconditionally.

When aflag is disabled, all existing connections are abruptly terminated, and the
daemon remains idle (does not accept connection requests). Additionaly, if
HA-CPU ison and you disable adaemon, all the existing connections, even to the
standby CPU, are abruptly terminated.

You use thefollowing Dynamic network applicationsto manage the remote access
services:

e Accesspolicies

» Portlock

e CLI access

e SNMP community strings

*  Web management interface access

For instructions on enabling remote access services, see Getting Started.

For information about setting access policies, locking a port, accessing the CLI,
and setting SNM P community strings, see Configuring and Managing Security.

For information about accessing the Web management interface, see Chapter 3.

SNMP is a simple request/response protocol that communicates management
information between two types of SNMP software entities: SNM P applications
(also called SNM P managers) and SNMP agents.
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SNM P applications contain manager software that runs on a network management
station (also known as an SNMP client), such asa PC or aworkstation. The
manager software implements the protocols used to exchange data with SNMP
agents. SNMP applications issue queries to gather information about the status,
configuration, and performance of external network devices, called network
elements in SNM P terminology. Network elements contain an agent and perform
the network management function that the network management stations request.

The SNMP agent is a software entity that responds to information and action
request messages (SNMP get and set requests) sent by a network management
station (for example, a Device Manager workstation). The messages exchanged
between manager and switch SNM P agents enable you to access and manage
objectsin an active or inactive (stored) management information base (MIB) on a
switch.

The agents also send unsolicited reports, called traps, back to the network
management station when certain network activity occurs. An example of atrapis
an overload condition as defined by the packet load’s crossing some threshold.
You use the management station to configure, monitor, and receive trap messages
from other network devices configured as SNMP agents. The management station
can get and set objectsin the agents and can receive traps from the agents. The
management station, therefore, has the capability to “manage” a number of
agents.

SNMP Communities

For security reasons, the SNM P agent validates each request from an SNMP
manager before responding to the request, by verifying that the manager belongs
to avalid SNMP community. An SNMP community is alogical relationship
between an SNM P agent and one or more SNM P managers (the manager software
implements the protocol s used to exchange data with SNM P agents). You define
communities locally at the agent.

The agent establishes one community for each combination of authentication and
access control characteristics that you choose. You assign each community a
unique name (within the agent), and all members of a community have the same
access privileges, either read-only or read-write:

Read-only: members can view configuration and performance information.
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RMON

Read-write: members can view configuration and performance information, and
also change the configuration.

By defining acommunity, an agent limits accessto its MIB to a selected set of
management stations. By using more than one community, the agent can provide
different levels of MIB access to different management stations.

For more information about configuring SNMP settings (including creating
community strings and setting traps) using the Device Manager, see Installing and
Using Device Manager and Configuring and Managing Security. For more
information about configuring SNM P settings using the CLI, see Getting Sarted
and Configuring and Managing Security.

Remote monitoring (RMON) is a management information base (MIB) or agroup
of “management objects’ that you use to “get” or “set” values using Simple
Network Management Protocol (SNMP). Using the CLI or Device Manager, you
enable RMON globally for devices on the switch. When RMON is enabled
globally, you then enable monitoring for individual devices on a port-by-port
basis.

RMON has four major functions:

e Setting alarms for user-defined events

e Gathering real-time and historical Ethernet statistics
» Logging events

e Sending traps for events

Within Device Manager, you can set RMON alarms that relate to specific events
or variables simply by selecting these variables from a drop-down menu. You
specify events associated with alarms to be set to either trap or log-and-trap. In
turn, these alarms, when tripped, are trapped or logged.

All RMON information is viewable within both Device Manager and the CLI.
Alternatively you can use any management application that supports SNMP traps
(such as Optivity NM S* and HP OpenView*) to view RMON trap information.
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Chapter 2
Configuring RMON

This chapter describes how to configure and use Remote Netwaork Monitoring
(RMON) using Device Manager and the CLI. It includes the following topics:

Topic Page
Configuring RMON using Device Manager 30
HP OpenView 55
Configuring RMON using the CLI 58

The Remote Network Monitoring (RMON) MIB is an interface between the
RMON agent on the Passport 8000 Series switch and an RMON management
application, such as the Device Manager. It defines objects that are suitable for the
management of any type of network, but some groups are targeted for Ethernet
networksin particular. Enabling RMON on the switch allowsthe RMON agent to
continuously collect statistics and proactively monitor switch performance.

This data can then be viewed using Device Manager or the CLI.

RMON has three major functions:

e Creating and displaying alarms for user-defined events
e Gathering cumulative statistics for Ethernet interfaces
e Tracking a history of statistics for Ethernet interfaces

Note: Before using RMON functions, you must globally enable RM ON.
=»| Inaddition, you should specify certain options to control how RMON
operates on the switch.
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Configuring RMON using Device Manager

The following sections describe how to configure RMON using Device Manager.
It includes the following topics:

Topic Page
Enabling RMON globally 30
Using Ethernet statistics 31
Understanding RMON history 37
Configuring RMON alarms 42
Understanding RMON events 51

Enabling RMON globally

Enable RMON globally before using any RMON function. If you attempt to
enable any functions when the global flag is disabled, Device Manager informs
you that the flag is disabled and prompts for automatic enabling of the flag. See
the appropriate sections about RMON functionality for details on other RMON
parameters that will be automatically created and set to default parameters.

To enable and set RMON options:;

= From the Device Manager menu bar, choose RMON > Options.

The RMONOptions dialog box opens displaying the default values.

If you want to use nondefault RMON parameter val ues, you should set them
before enabling RMON or when you create the specific RMON function.
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Using Ethernet statistics

You can use Device Manager to gather and graph Ethernet statisticsin a variety
of formats, or you can save them to afile and export them into an outside
presentation or graphing application.

Note: Thisimplementation of RMON requires a“control” row for
=»| Ethernet statistics. This control row appears as “port” 0/1 when you
choose RMON > Control > Ethernet Statistics. The row ID isreserved
for the control row. Therefore, some automated tests, such as ANVL,
may fail when the test attemptsto create arow 1.

Enabling RMON statistics (default)
To enable RMON statistics:

1 Onthedeviceview, select aport or multiple ports.
2 Right-click the selected ports.
The Port shortcut menu opens (Figure 1).
3 Inthe Port shortcut menu, select Enable Rmon Stats.
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Figure 1 Enabling RMON statistics on a port
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Note: If RMON statistics have not yet been globally enabled, Device
=»| Manager prompts you to do so.

Table 1 describes the Port shortcut menu fields.

Table 1 Port shortcut menu fields

Field Description

Port This object identifies the source of the data that this etherStats
entry is configured to analyze.

Edit Make modifications to the port statistics.

Graph Create a graph of port statistics

Enable Enable the port.

Disable Disable the port

Enable RMON stats

Collect RMON statistics on the port.

Enable RMON History

Collect an RMON history on the port.

Enable FastStart

Enable FastStart on the port.

Disable FastStart

Disable FastStart on the port.

Verifying RMON statistics

To verify that RMON statistics are enabled:

1 From the Device Manager menu bar, choose RMON > Control.

The RmonControl dialog box opens with the History tab displayed.
2 Click the Ethernet Statistics tab.

The Ethernet Statistics tab opens (Figure 2). Note that the default owner
displayed is the host name on which Device Manager is running.
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Figure 2 RmonControl dialog box—Ethernet Statistics
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Table 2 describes the RmonControl Ethernet Statistic tab fields.

Table 2 RmonControl Ethernet Statistics tab fields

Field

Description

History

The value of this object uniquely identifies this etherStats entry.

Ethernet
Statistics

This object identifies the source of the data that this etherStats entry is
configured to analyze. This source can be any Ethernet interface on
this device. In order to identify a particular interface, this object shall
identify the instance of the ifiIndex object, defined in [4,6], for the
desired interface. For example, if an entry were to receive data from
interface #1, this object would be set to iflndex 1. The statistics in this
group reflect all packets on the local network segment attached to the
identified interface. This object may not be modified if the associated
etherStatsStatus object is equal to valid(1).

Owner

The entity that configured this entry and is therefore using the
resources assigned to it.

Enabling RMON statistics (nondefault)

The default owner of the RMON statistics port is the host name on which the
Device Manager software is running.
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To insert another host name:

1 From the Device Manager menu bar, choose RMON > Control.

The RmonControl dialog box opens with the History tab displayed.
2 Click the Ethernet Statistics tab.

The Ethernet Statistics tab opens.

3 Onthe RmonControl dialog box, click Insert.

The RmonControl, Insert Ethernet Statistics dialog box opens (Figure 2).

4 Click the Port dlipsis button, and select a port.

On the RmonControal, Insert Ethernet Statistics dialog box, click I nsert.

Figure 3 RmonControl and Insert Ethernet Statistics dialog boxes
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Table 3 describes the RmonControl, Insert Ethernet Statistics dialog box fields.

Table 3 RmonControl, Insert Ethernet Statistics tab fields

Field

Description

Index

An index that uniquely identifies an entry in the Ethernet Statistics
table.

Configuring Network Management



36 Chapter 2 Configuring RMON

Table 3 RmonControl, Insert Ethernet Statistics tab fields

Field Description

Port

configured to analyze.

Owner The entity that configured this entry and is therefore using the

resources assigned to it.

Disabling RMON statistics

To disable RMON statistics on a port:

1

4

From the Device Manager menu bar, choose RMON > Control.
The RmonControl dialog box opens with the History tab displayed.
Click the Ethernet Statistics tab.

The Ethernet Statistics tab opens.

Select the row that contains the port ID you want to disable.

Click Delete.

Viewing statistics

To view RMON statistics:

Select asingle port.
On the Device Manager toolbar, click the graphing icon.

The graphPort dialog box for the port object opens with the Interface tab
displayed (Figure 4).

Click RMON.
The RMON tab opens and displays RMON statistics.
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Figure 4 GraphPort dialog box—Interface tab
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Understanding RMON history

The RMON History group records periodic statistical samples from a network.

A sampleiscalled a history and is gathered in time intervals referred to as
“buckets.” By enabling and creating histories, you establish a time-dependent
method for gathering RMON statistics on a port. Following are the default values
for history:

» Buckets are gathered at 30-minute intervals.
*  Number of buckets gathered is 50.

Both thetime interval and the number of bucketsis configurable. However, when

the last bucket is reached, bucket 1 is dumped and “recycled” to hold a new
bucket of statistics. Then bucket 2 is dumped, and so forth.

Enabling RMON history (default)
To enable RMON history on a port basis:

1 Onthedeviceview, select aport or multiple ports.
2 Right-click on the selected ports.
The Port shortcut menu opens (Figure 1 on page 32).
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In the port shortcut menu, select Enable Rmon History.

4 From the Device Manager menu bar, choose RMON > Control
The RmonControl dialog box opens with the History tab displayed (Figure 5
on page 39). Rows with RMON history enabled are displayed.

To verify that RMON statistics are enabled:

-3 From the Device Manager menu bar, choose RMON > Control.

The RmonControl dialog box opens with the History tab displayed (Figure 5
on page 39). Rows with RMON history enabled are displayed.

Enabling RMON history (nondefault)

You can use RMON to collect statistics at intervals. For example, if you wanted
RMON gtatistics to be gathered over the weekend, you would want enough
buckets to cover two days. To do this, you would set the history to gather one
bucket over every hour, thus covering a48-hour period. After you set history
characteristics, you cannot modify them; you must delete the history and create
another one.

To establish a history for a port and set the bucket interval:

1 From the Device Manager menu bar, choose RMON > Control.
The RmonControl dialog box opens with the History tab displayed.
2 Click Insert.
The RmonControl, Insert History dialog box opens (Figure 5).
In the Port field, select a port.

4 Inthe Buckets Requested field, enter the number of discrete time intervals to
save data

5 Enter the Interval in seconds.
6 Click Insert.

314723-B Rev 00



Chapter 2 Configuring RMON

39

Figure 5 RmonControl and RmonControl, Insert History dialog boxes
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Table 4 describes the RMON History tab fields.

Table 4 RmonControl dialog box fields

Field Description

Index An index that uniquely identifies an entry in the
historyControl table. Each such entry defines a set of
samples at a particular interval for an interface on the
device.

Port This object identifies the source of the data for which
historical data was collected and placed in a

media-specific table on behalf of this historyControlEntry.
This source can be any interface on this device. In order
to identify a particular interface, this object shall identify
the instance of the iflndex object, defined in [4,6], for the
desired interface. For example, if an entry were to receive
data from interface #1, this object would be set to
ifindex.1. The statistics in this group reflect all packets

on the local network segment attached to the identified
interface. This object may not be modified if the
associated historyControlStatus object is equal to valid(1).
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Table 4 RmonControl dialog box fields (continued)

Field

Description

BucketsRequested

The requested number of discrete time intervals over
which data is to be saved in the part of the media-specific
table associated with this historyControl entry. When this
object is created or modified, the probe should set
historyControlBucketsGranted as closely to this object as
is possible for the particular probe implementation and
available resources.

BucketsGranted

The number of discrete sampling intervals over which
data shall be saved in the part of the media-specific table
associated with this history control entry. When the
associated BucketsRequested object is created or
modified, the probe should set this object as closely to the
requested value as possible for the particular probe
implementation and available resources. The probe must
not lower this value except as a result of a modification to
the associated BucketsRequested object. There will be
times when the actual number of buckets associated with
this entry is less than the value of this object. In this case,
at the end of each sampling interval, a new bucket will be
added to the media-specific table. When the number of
buckets reaches the value of this object and a new bucket
is to be added to the media-specific table, the oldest
bucket associated with this entry shall be deleted by the
agent so that the new bucket can be added. When the
value of this object changes to a value less than the
current value, entries are deleted from the media-specific
table associated with this entry. Enough of the oldest of
these entries shall be deleted by the agent so that their
number remains less than or equal to the new value of
this object. When the value of this object changes to a
value greater than the current value, the number of
associated media-specific entries may be allowed to
grow.
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Table 4 RmonControl dialog box fields (continued)

Field Description

Interval The interval in seconds over which the data is sampled
for each bucket in the part of the media-specific table
associated with this historyControl entry. This interval can
be set to any number of seconds between 1 and 3600

(1 hour). Because the counters in a bucket may overflow
at their maximum value with no indication, a prudent
manager will take into account the possibility of overflow
in any of the associated counters. It is important to
consider the minimum time in which any counter could
overflow on a particular media type and set the
historyControlinterval object to a value less than this
interval. This is typically most important for the “octets”
counter in any media-specific table. For example, on an
Ethernet network, the etherHistoryOctets counter could
overflow in about one hour at the Ethernet's maximum
utilization. This object may not be modified if the
associated historyControlStatus object is equal to valid(1).

Owner The entity that configured this entry and is therefore using
the resources assigned to it.

Disabling RMON history
To disable RMON history on aport:

1 From the Device Manager menu bar, choose RMON > Control.

The RmonControl dialog box opens with the History tab displayed (Figure 5
on page 39).

2 Select therow that contains the port ID you want to delete.
3 Click Delete.

Viewing history
To view RMON history:

1 Select aport.
2 Onthe Device Manager toolbar, click the graphing icon.

The graphPort dialog box opens with the Interface tab displayed.
3 Click the RMON History tab.
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The RMON History tab opens (Figure 6).

Figure 6 GraphPort dialog box—RMON History tab
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Configuring RMON alarms

Alarms are useful when the network administrator needs to know when the value
of some variable goes out of range. RMON alarms can be defined on any MIB
variable that resolves to an integer value. In other words, string variables (such as
system description) cannot be used as alarm variables.

All alarms share the following characterigtics:

e Anupper and lower threshold value defined on it
e A corresponding rising and falling event
e Anadarminterval or polling period

When adlarms are “fired,” or activated, you can view the activity in alog or atrap
log, or you can create a script to notify you by beeping a console, sending e-mail,
or calling a pager.
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The alarm variable is polled and the result is compared against upper and |ower
limit val ues sel ected when the alarm is created. If either limit is reached or crossed
during the polling period, then the alarm fires and generates an event that you can
view in the event log or the trap log.

The alarm’s upper limit is called therising value, and its lower limit is called the
falling value. RMON periodically samples the data based upon the alarm interval.
During thefirst interval that the data passes above the rising value, the alarm fires
asarising event. During the first interval that the data drops below the falling
value, the alarm fires as afalling event (Figure 7).

Figure 7 How alarms fire
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It isimportant to note that the alarm fires during the first interval that the sample
goes out of range. No additional events are generated for that threshold until the
opposite threshold is crossed. Therefore, it isimportant to carefully define the
rising and falling threshold values for alarms to work as expected. Otherwise,
incorrect thresholds will cause an darm to fire at every alarm interval.

A genera “rule of thumb” is to define one of the threshold values to an expected,
baseline value, then define the opposite threshold as the out-of-bounds limit.
Because of sample averaging, the value may be equal to +1 of the baseline units.
For example, assume an alarm is defined on octets going out of a port as the
variable. The intent of the alarm isto provide natification to the system
administrator when excessive traffic occurs on that port. If spanning treeis
enabled, then 52 octets are transmitted out of the port every 2 seconds, whichis
equivalent to baseline traffic of 260 octets every 10 seconds. This alarm should
provide the notification the system administrator needs if the lower limit of octets
going out is defined at 260 and the upper limit is defined at 320 (or at any value
greater than 260 + 52 = 312).

Configuring Network Management



44 Chapter 2 Configuring RMON

Thefirst time outbound traffic other than spanning tree Bridge Protocol Data
Units (BPDUSs) occurs, the rising alarm fires. When outbound traffic other than
spanning tree ceases, the falling alarm fires. This process provides the system
administrator with time intervals of any nonbaseline outbound traffic.

If the dlarm is defined with afalling threshold less than 260 (assuming the alarm
polling interval is 10 seconds), say 250, then therising alarm can fire only once
(Figure 8). Thereason isthat for therising alarm to fire a second time, the falling
alarm (the opposite threshold) must fire. Unless the port goes inactive or spanning
tree isdisabled (which would cause the value for outbound octets to drop to zero),
the falling alarm cannot fire because the baseline traffic is always greater than the
value of the falling threshold. By definition, the failure of the falling alarm to fire
prevents the rising alarm from firing a second time.

Figure 8 Alarm example—threshold less than 260
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e Creating a port history alarm

Creating alarms

When you create an alarm, you select a variable from the variable list
(Appendix A, “RMON aarm variables’) and a port, or ather switch component,
to which it is connected. Some variables require port IDs, card I Ds, or other
indexes (for example, spanning tree group 1Ds). You then select arising and a
falling threshold value. The rising and falling values are compared against the
actual value of the variable that you choose. If the variable falls outside of the
rising or falling value range, an dlarm is triggered and an event islogged or

trapped.
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When you create an alarm, you also select a sample type, which can be either
absolute or delta. Absolute aarms are defined on the cumulative value of the
alarm variable. An example of an alarm defined with absolute valueis card
operating status. Because this value is not cumulative, but instead represents
states, such as card up (value 1) and card down (value 2), you set it for absolute
value. Therefore, an alarm could be created with arising value of 2 and afalling
value of 1 to alert a user to whether the card is up or down.

Most alarm variablesrelated to Ethernet traffic are set to delta value. Deltaalarms
are defined based on the difference in the value of the alarm variable between the
start of the polling period and the end of the polling period. Deltaalarms are
sampled twice per polling period. For each sample, the last two values are added
together and compared to the threshold values. This process increases precision
and allows for the detection of threshold crossings that span the sampling
boundary. Therefore, if you keep track of the current values of agiven
delta-valued alarm and add them together, the result is twice the actual value.
(Thisresult isnot an error in the software.)

Note: The example alarm described here will generate at |east one alarm
-> every five minutes. The example is intended only to demonstrate how
alarmsfire; it is not a useful alarm. Because of the high frequency, you
may want to deletethisalarm in area world scenario.

To create an alarm using default values and to receive statistics and history:

1 Makesurethat RMON is globally enabled.

When you enable RMON globally, you also create a default rising and falling
event. The default for the events is log-and-trap, meaning you will receive
notification through atrap as well asthrough alog file.

2 From the Device Manager menu bar, choose RMON > Alarm Manager.

The Alarm Manager dialog box opens (Figure 9).
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Figure 9 Alarm Manager dialog box
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3 IntheVariablefield, select avariable for the alarm and a port (or other ID) on
which you want to set an alarm.

Alarm variables are in three formats, depending on the type:
e A chassis, power supply, or fan-related alarm ends in x where the x index
is hard-coded. No further information is required.

e A card, spanning tree group (STG), RIP or OSPF, or EtherStat alarm
endswith adot (.). You must enter acard number, STG ID, | P address, or
EtherStat information.

e A port alarm ends with no dot or index and requires using the port
shortcut menu. An example of a port alarm would be ifInOctets (interface
incoming octet count).

In the example displayed in Figure 9, “rip2Global RouteChanges.0” has been
selected from the variablelist under RIP. (A list of variable definitionsis
located in Appendix A, “RMON alarm variables.”)

For this example, select arising value of 4 and afalling value of 0.

4 Leavetheremaining fields at their default values, including a sasmple type of
Delta, and click Insert.

(If you want to make field changes, refer to the field descriptionsin Table 5.)

Table 5 describes the RMON Insert Alarm fields.
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e Creating a port history alarm

Table 5 Alarm Manager dialog box fields

Field Description
Variable Name and type of alarm—indicated by the format:

» alarmname.x, where x=0 indicates a chassis alarm, x=1 or 2 indicates a power supply
or fan alarm with 1 being the primary unit and 2 the secondary unit.

« alarmname, where the user must specify the index. This value is a card number for
module-related alarms, an STG ID for spanning tree group alarms (the default STG
is 1; other STG IDs are user configured), an IP address for RIP or OSPF alarms (RIP/
OSPF must be enabled on the VLAN or router port and enabled globally), or the Ether
Statistics Control Index for RMON Stats alarms.

» alarmname with no dot or index is a port-related alarm and results in display of the
port picker tool.

Sample Type Can be either absolute or delta.

Sample Interval

and falling thresholds.

Time period (in seconds) over which the data is sampled and compared with the rising

Index

Uniquely identifies an entry in the alarm table. Each such entry defines a diagnostic
sample at a particular interval for an object on the device.

Threshold Type

Rising Value

Falling Value

Value

When the current sampled value is greater
than or equal to this threshold, and the
value at the last sampling interval was less
than this threshold, generates a single
event.

When the current sampled value is less
than or equal to this threshold, and the
value at the last sampling interval was
greater than this threshold, generates a
single event.

Event Index

Index of the event entry that is used when a
rising threshold is crossed. The event entry
identified by a particular value of this index
is the same as identified by the same value
of the event index object. (Generally, accept
the default that is already filled in.)

Index of the event entry that is used when a
falling threshold is crossed. The event entry
identified by a particular value of this index
is the same as identified by the same value
of the event index object. (Generally, accept
the default that is already filled in.)

Creating a port history alarm

To create aport history alarm:

1 Select the port on which you have created an alarm.

2 Right-click the mouse.

The Port shortcut menu opens (Figure 10).
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Figure 10 Enabling RMON statistics and history

*: Device Manager 4.1.0.b08 - 10.10.40.34

28|90 =@ ol& =

3 Choose Enable Rmon Stats and Enable Rmon History.
4 If trapping is not enabled, enable trapping.

On the Device Manager menu bar, choose Edit > Chassis, and then click on
the Trap Receiverstab (see Figure 11). Two trap versions are available:
Version 1 (v1) and Version 2c (v2c). In general, select Version 2c trapping. If
you are using HP OpenView or other network managers that are RMON
management applications, select Version 1.
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Figure 11 Chassis dialog box—Trap Receivers tab

#% 192.32.96.5 - Chassis

Lser Set Time | L2/L3 Redundancy |
System' Chassis' Boot Confiy  Trap Receivers | Performance

Recard Reservation

Ipaddress Community| Version
47 1667168  |public w1
47 1667188 |public w1
169.254 94 80 |public w1
182.32.235.137 |public w1
1821681100 |public w1

Appl\;l Refreshl Insen.__l Delete | | ﬂlEl ﬁl Clnsel

5 Click Insert.

The Chassis, Insert Trap Receivers dialog box opens (Figure 12).

Figure 12 Chassis, Insert Trap Receivers dialog box

*% 192.32.96.5 - Chassis, Insert Trap |

InAddress: |1 92.163.1.100

Community: |pub|ic

Yersion:

Insenl Clusel Help...l

Click V1.
Click Insert.
Click Close

0 N o

Viewing RMON statistics

Creating a port history alarm

To view RMON statistics and history:

1 Select the port on which you have created an alarm.

2 Onthe Device Manager toolbar, click the graph icon.
3 Onthe graphPort dialog box, click RMON History.
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The graphPort dialog box opens with the RMON History tab displayed
(Figure 6 on page 42).

4 Onthe graphPort dialog box, click the graph button.
e Creating aport history alarm

Viewing log files

To view the RMON log and the eventslog:

=3 On the Device Manager toolbar, click the bell icon.

To view the Rmon Alarms, Events, or Log information:

1 From the Device Manager menu bar, choose RMON > Alarms.
2 Click the Alarms, Events, or Log tab.

An exampleis shown in Figure 13.

Figure 13 RmonAlarms dialog box—Events tab

#110.10.40.34 . RmonAlarms

alarms Events | Log|

Inde Description Type Community LastTimeSer Qwner
1|Test alarm number 1 |log-and-trap public none 101402215
2|Test alarm numbhber 2 |log-and-trap \public none 10.10.40.51
3|Test alarm number 3|log-and-trap (public none 10.10.40.33

Refresh Insert DBIBTBl | @l @l Clnsel Help...l

ingerted.

e Creating a port history alarm
Deleting alarms
To delete an alarm:

1 From the Device Manager menu bar, choose RMON > Alarms.

The RmonAlarms dialog box opens with the Alarms tab displayed
(Figure 14).
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£ 10.10.40.34 Bmonklarms

Alarms | Eventsl LDGI

2 Select the alarm you want to delete.
3 Click Delete.

Figure 14 Deleting an alarm

Index Intenal Wariahle SampleTypelWaluel  StatupAlarm  |RisingThreshold|RisingEventindex FallingThrasholz
1 10/rcClikumAccessyiolations.0 deltavalue |0 rigingQrF allingAlarm 4 G434 [
2 10/rcWWebMumAccessBlocks.0 (deltavalue |0 rigingQrF allingAlarm 4 G434 [
3 10jicmpQutTimeExcds.0 deltavalue |0 risingOrF allingAlarm L) B0534 L
4| 2

I

Unde

e Creating a port history alarm

rstanding RMON events

RMON events and alarms work together to notify you when values in your
network go out of a specified range. When a value passes the specified range, the
alarmistriggered and “fires.” The event specifies how the activity is recorded.

An event specifies whether atrap, alog, or atrap and alog will be generated to
view alarm activity. When RMON is globally enabled, two default events are
generated:

* RisingEvent
e FallingEvent

The default events specify that when an alarm goes out of range, both atrap and a
log track the “firing” of the alarm. For example, when an alarm fires at the rising
threshold, the rising event specifies that thisinformation be sent to both a trap and
alog. Likewise, when an alarm passes the falling threshold, the falling event
specifies that this information be sent to atrap and alog.

Configuring Network Management



52 Chapter 2 Configuring RMON

Creating events (default)

To create adefault rising and falling event:

1

4

From the Device Manager menu bar, choose RMON > Alarms.

The RmonAlarms dialog box opens with the Alarms tab displayed.

Click the Events tab.

The Events tab opens.

Click Insert.

If Rmon is not globally enabled, a dialog box displays the following message:
“RMON iscurrently disabled. Do you want to enable it now?’

Click Yes.

When you create eventsin this manner, you create two default events (arising
event and afaling event).

Creating events (nondefault)

To create events with nondefault parameter values:

1

From the Device Manager menu bar, choose RMON > Alarms.
The RmonAlarms dialog box opens with the Alarms tab displayed.
Click the Events tab.

The Events tab opens.

Click Insert.

The RmonAlarms, Insert Events dialog box opens (Figure 15).
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Figure 15 RmonAlarms, Insert Events dialog box

#% 10.10.40.34 - RmonAlarms. Insert Events

Index: |1 1.658635

Description: |

Type: ‘f" none © lag ¢ snmp-trap O Iug-and-trap‘

Cormmunity: public
Owner: [134.177.25.215

Insenl Closel Help...l

4 Typeanamefor the event in the Description field.

Select the type of event you want.

The default setting islog-and-trap. You may opt to set the event typeto log to
save memory or to snmp-log to reduce traffic from the switch.

If you select snmp-trap or log, you must set trap receivers.
6 Click Insert.

The new event is displayed in the Events tab of the RmonAlarms dialog box
(Figure 16).

Figure 16 RmonAlarms dialog box—Events tab

#~10.10.40.34 - BmonAlarms

Alarms Events | Log |

Index Cescription Tupe Community|LastTimeSen Crner

1|Test alarm number 1 |log-and-trap |public none 10.140.22.15

2Testalarm number 2 log-and-trap public nanea 10.10.40.51

3 Test alarm number 3 |log-and-trap |public none 10.10.40.33
A0534 |Rising Event log-and-trap | puhblic nange hiitzger-pe. corpwest haynetwarks com
G0534|Falling Event log-and-trap |public Oh:0m:0s hfitzger-pc.corpwest haynetworks.com

Refreshl Insert...l DEIBTBl | El ﬂl Clnsel Help...l

Viewing events
To view atable of Rmon Alarm events:

1 From the Device Manager menu bar, choose RMON > Alarms.

The RmonAlarms dialog box opens with the Alarms tab displayed.
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2 Click the Eventstab.
The Events tab opens (Figure 16).

Deleting events

To delete an event:

1 From the Device Manager menu bar, choose RMON > Alarms.

The RmonAlarms dialog box opens with the Alarms tab displayed.
2 Click the Eventstab.

The Events tab opens.

Select the event you want to delete.
4 Click Delete.

Table 6 describes the RmonAlarms dialog box—Evens tab fields.

Table 6 RmonAlarms dialog box—Events tab fields

Field

Description

Index

An index that uniquely identifies an entry in the event table. Each entry
defines one event that is to be generated when the appropriate
conditions occur.

Description

Specifies whether the event is a rising or falling event.

Type

The type of notification that the Device Manager provides about this
event. In the case of log, an entry is made in the log table for each event.
In the case of trap, an SNMP trap is sent to one or more management
stations. Possible notifications follow:

* none
* log
« trap

* log-and-trap

Community

The SNMP community string acts as a password. Only those
management applications with this community string can view the
alarms.
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Table 6 RmonAlarms dialog box—Events tab fields

Field Description

LastTimeSent | The value of sysUpTime at the time this event entry last generated an
event. If this entry has not generated any events, this value is zero.

Owner If traps are specified to be sent to the owner, then this is the name of the
machine that will receive alarm traps.

HP OpenView

You can integrate RMON into HP OpenView. To do so, you must set the HP
OpenView path to include the UNIX environment variable. The path is setin
the .cshrcfile.

To see the path, enter the following:
setenv | grep PATH
A path is displayed similar to this:

PATH=/ usr /1 ocal /

xemacs/ bi n/ spar ¢c- sun-sol ari s2. 4:

bi n: / sbi n:/usr/sbin:/usr/ccs/bin:/usr/dt/bin:/usr/openw n/bin:/
usr/etc:/usr/ucb:/usr/local/bin:/usr/local/share/lib:/usr/local/
shar e/ bi n:/ opt/ OV/ bi n: / hone/ j bl ogs/ bi n: .

Ensure that the HP OpenView directory isin path /opt/OV/bin.

MIB files are shipped with the Device Manager, and you can find them in the
following directory:

dm/dmdb/acc/OV/mibs
Load each of the MIB files in the following order:

o rfc1213.mib

» rfc1253rcc.mib

e rfcl271 temib

» rfcl271 te.trp (trap configuration)
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« rfc1389.mib

* rfc1493.mib

e rfcl573rcc.mib

« rfcl643.mib

» rfc1850t_rcc.mib
e accelar.mib

Now you can start HP OpenView.

Understanding the “log only” event bug

HP OpenView versions 4.0 and 5.0 contain bugs that do not affect the integrity of
the product when it stands alone. However, when combined with Device
Manager, unexpected results occur.

The“Log only” event categorization bug in HP OpenView 4.0 causes traps to
be written to the ASCII trap log file and to be displayed in the event browser.

The default category for SNM P traps, such as“link up” and “link down,” happens
to be“Log only.” The correct procedure for an event (trap) with a“Log only”
categorization is that it should only be written to the ASCI| trap log file.

In version 4.0, standard SNMP traps are displayed in the event browser when the
default category of “Log only” is selected. However, SNMP traps will not be
displayed in the event browser version 5.0, because this bug is fixed. If users are
not aware that version 4.0 had a problem, then they may erroneously assume that
the switch is not sending these traps. In this case, you can view the ASCI| trap log
file:

Ivar/opt/OV/share/log/trapd.log

In doing so, you can verify that the switch is sending the traps. In fact, when both
HP OpenView and Device Manager are running on amachine, and that machineis
configured on the switch as atrap receiver, HP OpenView isthe process that
receives the trap. HP OpenView then passes the trap to Device Manager. In a
sense, it intercepts the trap message. If Device Manager displays atrap, HP
OpenView has also received the trap.
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To have standard SNMP traps displayed in the event browser for
HP OpenView 5.0:

A W DN P

Select Event Configuration under Options.
Select enterprise name snmpTraps.
Double-click the event (trap) name in question.

Change the category from Log Only to any event type: Error Events,
Threshold Events (normally used for RMON alarms), Status Events,
Configuration Events, or Application Alert Events.

Click OK.
Choose File and then Save.

Working around the private management trap bug

A problem with the private management trapsin HP OpenView 4.0 and 5.0 affects
the following variables:

rcCardDown
rcCardUp
rcErrorNotification
rcStpNewRoot
rcStpTopol ogyChange

Although the trap MIB is defined correctly and loads without problems, HP
OpenView does not properly process event object identifiers (OIDs) that have
embedded zeros. HP OpenView appearsto ignore “0” and drops it from the
OID. Thisbug resultsin HP OpenView logging these traps as undefined.For
example, rcCardDown is defined with OID 1.3.6.1.4.1.2272.1.21.0.1, but HP
OpenView processes it withan OID of 1.3.6.1.4.1.2272.1.21.1 initsevent
configuration file.

To work around this problem:

1
2
3

Select Event Configuration under Options.
Select enterprise name reMgmt.

Select Copy event under Edit.
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4 Enter anew event name (for example, xIrCardDown instead of rcCardDown).

5 Add 0 to the beginning of the editable portion of the event OID (for example,
“21.1" becomes“0.21.1" for the xIrCardDown event). Optionally, change the
event category from Log only to Status Events if you want the trap to be
displayed in the events browser.

6 Click OK.
7 Choose File and then Save.

Configuring RMON using the CLI

To configure the RMON functions on the switch, use the following command:
config rnon

Theconfi g rmon commands include the following options:

config rnon
followed by:

Indicates whether RMON is enabled or disabled on the
switch.

info

al arm create <id> Creates an alarm interface.

type <val ue> .

intv <val ue>
[variabl e <val ue>]
[r_th <val ue>]
[r_ev <val ue>]
[f_th <val ue>]
[f_ev <val ue>]

[ owner <val ue>]

i d isthe interface index number (1 to 65535).

t ype <val ue> is the sample type, absol ut e or
del ta.

i ntv <val ue> isthe sample interval (1 to 3600).

vari abl e <val ue> is the variable name or OID,
case sensitive (string length 1 to 256).

r_th <val ue> is the rising threshold (0 to 65535).

r_ev <val ue> is the rising event number
(0 to 65535).

f _th <val ue> is the falling threshold (0 to 65535).
f _ev <val ue> is the falling event number

(0 to 65535).

owner <val ue> isthe name of the owner (string
length 1 to 48).

al arm del ete <id>

Deletes the specified RMON alarm.

alarminfo

Displays information about the RMON alarms.
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config rnon

followed by:
di sabl e Disables RMON on the switch.
enabl e Enables RMON on the switch.

ether-stats create
<i d> <ports> [ owner
<val ue>]

Creates an ether-stats control interface.

i d isthe index number of the ether stats control
interface (0 to 65535).

ports is the single port interface {slot/port[-slot/
port][,...]}

owner <val ue> is name of the owner (string
length 1 to 48).

ether-stats del ete
<id>

Deletes an ether-stats control interface.

i d is the index number of the ether stats control
interface (0 to 65535).

ether-stats info

Displays the current ether-stats settings.

et her-stats owner
<i d> <nane>

Changes the owner name for the ether-stats control
interface.

i d is the index number of the ether stats control
interface (0 to 65535).

name is name of the owner (string length 1 to 48).

event create <id>
trap_src <val ue>
trap_dest <val ue>
[ desc <val ue>]
[type <val ue>]

[ communi ty <val ue>]
[ owner <val ue>]

Creates an event.

i d is the eventindex number (0 to 65535).
trap_src <val ue> isthe trap source IP address.

trap_dest <val ue> is the trap destination IP
address.

desc <val ue> isthe event description (string
length 0 to 127).

type <val ue> isthe eventtype, none, | og
snnmp-trap,orl og-and-trap

comuni ty <val ue> is the event community
(string length 1 to 127).

owner <val ue> isthe name of the owner (string
length 1 to 48).

event delete <id>

Deletes an event.

i d is the eventindex number (0 to 65535).

event info

Displays the event information.
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config rnon

followed by:
hi st ory-control Creates a history control interface.
create <id> <ports> |« jd istheindex number of the history control interface
[ buckets <val ue>] (0 to 65535).
[intv <val ue>] + ports isthe single port interface {slot/port[-slot/
[ owner <val ue>] port][,...J}.
+ buckets <val ue> isthe number of buckets
requested (1 to 350).
« intv <val ue> isthe time interval in seconds over
which the data is sampled for each bucket (1 to 3600).
« [owner <val ue> isthe name of the owner (string
length 1 to 48).
hi st ory-control Deletes a history control interface.
delete <id> « id isthe interface index number of the history control
interface (0 to 65535).
hi st ory-control Displays the setting for history control interfaces.
info
mensi ze <mensi ze> Sets the amount of RAM in bytes to allocate for RMON.
 NMensi ze isthe memory size in bytes (250000 to
4000000).
trap-option Controls whether the RMON traps should be sent to the
<t oOmner |t oAl | > owner or all trap recipients.
« toOwner|toAll issetto either the owner orall
trap recipients.
util-nmethod Controls whether port utilization is calculated in half or full
<hal f | dupl ex> duplex.

Configuration example

This configuration example uses the above commands to enable RMON. The
example also usesthei nf o command to display RMON function information.

8610: 5# config rnon
8610: 5/ confi g/ rmon# enabl e
8610: 5/ config/rmon# info
Sub- Cont ext: al arm et her-stats event history-control
Current Context:
rmon : enable
mansi ze : 250000
trap-option : toOaner
8610: 5/ confi g/ r ron#

314723-B Rev 00



Chapter 2 Configuring RMON 61

Viewing RMON settings

To view the various RMON settings, use the following command:

show r non

The show r mon commands and options are:

show rnon

followed by:

info Displays the status of RMON on the switch.
al arm Displays the RMON Alarm table.

ether-stats

Displays the RMON Ethernet statistics table.

event

Displays the RMON event table.

hi st ory-control

Displays the RMON history control table.

| og

Displays the RMON log table.
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Example

The following exampl e shows sampl e output from each of the show r non
options.

8610: 5# show rnon
8610: 5/ show/ r non# ether-stats

Rmon Ether Stats

1 cpp noni t or

8610: 5/ show/ rnon# i nfo

RVON | nfo :
St at us : enabl e
MenorySi ze : 250000
TrapOption : toOaner

8610: 5/ show/ r non# al arm

RI SI NG FALLI NG

SAMPLE  STARTUP THRES EVENT THRES EVENT

I D I NTVAL VARI ABLE  VALUE TYPE ALARM HOLD |INDEX HOLD | NDEX OMNER
1 10 iflnOctets. 72 338 del ta r_or_f 1000 60534 10 60535 TEST
O W N2K
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8610: 5/ show/ r non# event

Rmon Event
| NDEX DESCRI PTI ON TYPE COVWUNI TY OANER LAST_TI ME_SENT
60534 Ri sing Event | og-and-trap public@ TEST-W N2K none
60535 Fal | i ng Event | og-and-trap public@ TEST-W N2K none

8610: 5/ show/ r non# hi story-control

| NDEX PORT BUCKET_REQUEST | NTERVAL OANER

72 1/9 50 1800 TEST- W N2K

8610: 5/ show/ r non# | og

I NDEX DESCRI PTI ON TI VE
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Chapter 3
Configuring the Web management interface

This chapter describes how to enable the Web management interface. It includes
the following topics:

Topic Page
Monitoring the switch using Web management 65
Accessing the Web interface 74

Monitoring the switch using Web management

The Passport 8000 Series switch includes a Web management interface that lets
you monitor your switch through a World Wide Web browser from anywhere on
your network. The Web interface provides many of the same monitoring features
as the Device Manager software.

The Web management interface is protected by a security mechanism that requires
you tolog in to the device using a user name and password. The switch is shipped
with the default user name and password both specified asr o. For security, the
default state of the Web Server is disabled.

This section includes the following topics:

Topic Page
Requirements 66
Installing Help files 67
Enabling the Web server using Device Manager 68
Enabling the Web server using the CLI 71
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Topic Page
Accessing the Web interface 74
Troubleshooting Web interface access to a switch 75

Requirements

To use the Web-based management interface, you need:

e A computer connected to any of the network ports

e Oneof thefollowing browsers:

— Netscape Navigator, version 4.7 or later
— Microsoft Internet Explorer Web browser, version 5.0 or later
e ThelP address of the Passport 8000 Series switch.

For instructions on assigning an | P address to the management port, see

Getting Sarted.

the Web interface.

Note: Aslong asyou have arouteto the switch and there are no filters or
access policiesin effect, you should be able to monitor the switch using

Access to the Web management interface must also be enabled for the switch
(the default setting). You can enable or disable Web access using theconfi g
web- ser ver command in the CLI. For instructions, see “Enabling the Web
server using the CLI” on page 71. In Device Manager, you enable or disable Web
access by choosing Edit > Chassis > System. On the System tab, set the
EnableWebServer parameter to true. For instructions, see “Enabling the Web

server using Device Manager” on page 68.

To access the Web management interface, enter your switch |P address as the
URL in your Web browser and log on. See “ Accessing the Web interface” on

page 74 for instructions.
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Installing Help files

Online Help for the Web interface consists of a separate set of filesincluded on
the Passport 8000 Switch Software CD. You must install the filesona TFTP
server in the network and specify the | P address of the server and the path to the
file, using either the CLI or Device Manager.

Installing Help files in a Windows environment
Toinstall the Help filesin a Windows environment:

1 Insert the Software CD into the CD driver of your computer.
2 Navigate to the CD and double-click the wm_windows folder.

3 Double-click theinstaller icon or in WinZip, extract thefile, and click
wm.exe.

4 Follow the screen prompts.

Installing Help files in a UNIX environment

Toinstall the Help filesin a UNIX environment, use the command:
install _passport_wnfiles [wmversion] [target-directory]
where:

wm ver si on specifies the file name.

target - di r ect or y specifies the system directory where you are ingtalling the
files.

For example:

install _passport_wnfiles wmv300 /opt/Passport/wm
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Specifying the Help file location

To specify the file location using the CLI, enter:

config web-server htnl-source-dir help-tftp <file>
wherefi | e specifiesthe path and file name.

To specify the file location using Device Manager:

1 From the Device Manager menu bar, choose Edit > Security > Web.
2 Inthe HelpTftpSourceDir field, type the path and file name for the Help files.

Note: If you install the Help fileson a PC, place thefiles in the same
=»| driveasthe one specified under TFTP server options for your system.

Enabling the Web server using Device Manager

To enable the Web Server using Device Manager:

1 From the Device Manager menu bar, select Edit > Chassis.

The Chassis dialog box opens with the System tab displayed (Figure 17).

314723-B Rev 00



Chapter 3 Configuring the Web management interface 69

Figure 17 Chassis dialog box—System tab

~ 1232965 -Chassts =
Ew:am| Chassis | Bool Confy | Trap Recsters | Perdsrmance | Ussr Sel Time | L2003 Redundancy| Record Ressnation |
syeDiescr. Passpeet 061 01,200
avallgTirne: 26 day, 100:50m: 78
Epslhntecl fsupnurlé.'nurl.ulnrrr-ull-cs com
mrh'nl:|F'::-:-:-:h|1 BG10
sl ontation: |H.I11 Graat amanics Parkesas, Santa Clara, ©& 35054
Wirluabpaaar [0.0.0.0
WirhualHethask: 0.0 00
ReadivnieLmel Readsvnbe

[T sumerticationTraps:
[ Enablevab3amvar
[~ Enablafc:essPolcy

LasiChange D00 DOm 00
LaptianChanpe none
LasiEtalisticeResel none
LastRunTimsCandgSawe: none
LastRunTimaCaonfgEavaTod lave: none
LastBootCondgSave: 21 day, 1Th:DBm:56s
LasEootConfigSaveons lave: none

CafayiiRunimmeConfigFlahame: Mashiconnip g
Dafaui@ooiConfigFilaHame: Mashibo cia

ConfigFilebanme: |
™ handFesst i softRazet ™ ressiCountars
P ™ cpuSwiichiwer " ressiConsoke I reseidodem
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Resull none

2 Select EnableWebServer.
Click Apply.
Close the dialog box.
The Web Server is enabled.

In Device Manager, use the Web tab to set Web access parameters, including
passwords.
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To set Web access:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab displayed.
2 Click the Web tab.

The Web tab opens (Figure 18).

The ROUserName and ROPassword fields allow you to specify the user name
and password for access to the Web interface. (All Web pages are read-only
pages.) The other fields allow you to specify the path and file name for the
Web Help files and to set the number of rows allowed in the Web display.

Figure 18 Security dialog box—Web tab

= 1ozazses seomty =l

Actess Poliies | PortLock| cui| Srewp Web | RADILE Global | RADILS Servers | RADIUS Semver State | B5H|

ROUsamaEme: |
ROPasswond: |

PrimanHreSaumeDin |
BecondandamiSourceDir |
Terfan-imeSourceDir. |
HalpTRpSourceDir, |
DetsdtDinplafows: [I0 10,100

LastChange: none
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Table 7 describes the Web tab fields.

Table 7 Web tab fields

Field Description

ROUserName Specifies the user name for the read-only Web server
account.

ROPassword Specifies the password for the read-only Web server

account.

PrimaryHtmISourceDir

Specifies the primary HTML source directory.

SecondaryHtmISourceDir

Specifies the secondary HTML source directory.

TertiaryHtmISourceDir

Specifies the tertiary HTML source directory.

HelpTftpSourceDir

Specifies the TFTP source directory for Help files.

DefaultDisplayRows Specifies the default display rows for the HTML pages.

LastChange Specifies the time of the most recent change to the switch
configuration using the Web interface. This field always
reads none.

NumHits Specifies the number of times pages in the Web interface
have been accessed.

NumAccessChecks Specifies the number of times access attempts have been

authenticated.

NumAccessBlocks

Specifies the number of times access has been attempted
and denied.

LastHostAccessBlocked

Specifies the last host accessed blocked.

NumRxErrors Specifies the number of receive errors.
NumTxErrors Specifies the number of transmit errors.
NumSetRequest Specifies the number of set-requests sent to the Web

server.

Enabling the Web server using the CLI

To enable and manage the Web Server using the CLI, use the following command:

config web-server
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This command includes the following options:

config web-server
followed by:

info

Indicates whether Web access is enabled or disabled on the
switch and displays the current Web user name and password
setting.

def - di spl ay-r ows

Sets the number of rows displayed per page.

<i nteger> . integer is10to 100.
di sabl e Disables the Passport Web interface.
enabl e Enables the Passport Web interface.

ht m -source-dir
hel p-tftp <file>

Specifies the file location and name for the Web server HTML
Help file.

« fil e specifies the path and file name of the HTML
source.

htt p- port
<i nt eger >

Specifies the http port of the Web server.
« integer isavalue from 1 to 49151.

password <ro>
<user nane>
<passwd>

Sets passwords for access to the Web interface.

e user nane isthe user’s login name, up to 20 characters
long.

« passwd isthe password associated with the login name,
up to 20 characters long.

314723-B Rev 00




Chapter 3 Configuring the Web management interface 73

Configuration example

This configuration exampl e uses the above commands to enabl e the web interface
and specify the number of rows in the display. The example also usesthei nf o
command to display web interface parameters.

8610: 5# confi g web-server

8610: 5/ confi g/ web-server# def-di splay-rows 25
8610: 5/ confi g/ web-server# enabl e

8610: 5/ confi g/ web-server# info

Sub- Cont ext :
Current Context:

webserver : enabl e
password :
RO - usernane : ro
passwd : ro
def -di splay-rows : 25
htm -source-dir
hel p-tftp :
http-port : 80

8610: 5/ confi g/ web-server#

Showing web-server status

To display whether or not Web access is enabled, as well as password and access
information, use the following command:

show web- server
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Configuration example

This configuration example uses the above command to display web server status.

8610: 5/ confi g/ web-server# show web-server
Web Server Info :

St at us . on
RO User nane 1 ro
RO Password 1 ro
Def - di spl ay-r ows 25
HmM help tftp source-dir :
Ht t pPor t :
NunmHi t s

NumAccessChecks

NumAccessBIl ocks
NumRXEr r or s

NumrxErrors

NunSet Request

[eNelNeNoNolNolNo)

8610: 5/ confi g/ web-server#

Accessing the Web interface

To access the Web interface:

1 Start your Web browser.
2 Enter the switch IP address as the URL in the Web address field.
The Web logon page opens (Figure 19).

Figure 19 Web logon page

User Narme:

‘Password:
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In the User Name and Password text boxes, typer o.
4 Click Log On.

The System page opens. This page provides general information about the
switch as awhole and its configuration parameters.

The Web interface has a 15-minute timeout period. If there is no activity for 15
minutes, the system logs off the switch Web interface, and you must reenter the
password information.

Note: To access a Web browser from Device Manager, on the toolbar,
=»| click the Browse Device's Home Page button.

Troubleshooting Web interface access to a switch

If the switch and the PC running the Web browser are in the same network, you
may find that even though other applications (such as Device Manager or Telnet)
can access a particular switch, the Web management interface cannot. This
situation can occur if the Web browser has a proxy server that resolves the www
path and returns the “reachable’ |P address to the browser. If there is no route
from the proxy server to the switch, the http query does not reach the switch, and
there is no response.

To prevent this problem, make sure that if your Web browser uses a proxy server,
aroute is specified from the proxy server to the switch.
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Chapter 4

Configuring and graphing ports

This chapter describes editing and graphing layer 2 port functions on a Passport
8000 Series switch and contains the following topics:

Topic Page
Configuring a port 77
Configuring routing operations 85
Graphing port statistics 126
Graphing RMON statistics 137
Graphing RMON History statistics 139
Graphing DCHP statistics 142
Graphing OSPF statistics 144
Graphing VRRP statistics 146

Configuring a port

This section describes the following topics:

Editing ports next

“Setting a basic configuration” on page 79
“Configuring VLANS’ on page 89

“Configuring spanning tree groups (STG)” on page 93
“Configuring MAC learning parameters’ on page 95
“Setting rate limits” on page 97

“Testing ports” on page 99

“Performing an external loopback test” on page 101
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“Performing an internal loopback test” on page 101
“Configuring address resolution protocols (ARP)” on page 102
“Configuring dynamic host configuration protocol (DHCP)” on page 103

“Configuring distance vector multicast routing protocol (DVMRP)” on
page 106

“Configuring I nternet group management protocol (IGMP)” on page 108
“Configuring open shortest path first (OSPF)” on page 110

“Configuring routing information protocol (RIP)” on page 112
“Configuring protocol independent multicast (PIM)” on page 115
“Configuring pragmatic general multicast (PGM)” on page 116
“Configuring virtual router redundancy protocol (VRRP)” on page 118
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Editing ports

To edit asingle port or multiple ports:

1 Select the port or ports you want to edit.

2 Do one of the following:

Double-click a port.

Right-click a port. On the shortcut menu, choose Edit.

From the Device Manager menu bar, choose Edit > Port.

On the Device Manager toolbar, choose the Edit Selected button.

Note: When you edit a single port, dialog boxes and tabs that are not
applicable are not available for selection.

When you edit multiple ports, some options are not available, and other
options appear to be available even though the dialog box or tab is not
applicable. When adialog box or tab does not apply for agiven port,
NoSuchObject is displayed.

Setting a basic configuration

You can set options for a basic port configuration through the Interface tab in the
Port dialog box (Figure 20).

Note: Additional tabs and screen entries for module-specific functions

appear when applicable. For example, on the Interface dialog box for a

port, tabs for layer 3 (routing) functions would appear if Device Manager
were accessing a Passport 8600 module.

To set abasic configuration:

1 Onthedeviceview, select aport or multiple ports.

2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
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Figure 20 Port dialog box—Interface tab
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LastChange: 4 days, 03h:29m:47s
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Note: The 10/100BASE-TX ports may not autonegotiate correctly with
older 10/100BASE-TX equipment. You can sometimes upgrade the

older devices with new firmware or driver revisions. If an upgrade does
not allow autonegotiation to correctly identify the link speed and duplex
settings, you can manually configure the settings for the link in question.
Check the Nortel Networks Web site (nortelnetworks.com) for the latest
compatibility information.

Table 8 describes the Interface tab fields.

Table 8 Interface tab fields

Field Description

Index A unique value assigned to each interface. The value ranges
between 64 and 511.

Name The name given to the port.

Descr The port type of this interface.

Type The media type of this interface.

Mtu The size of the largest packet, in octets, that can be sent/
received on the interface.

PhysAddress The MAC address assigned to a particular interface.

VendorDescr The name of the interface chipset. (May not apply to all port

types.)

AdminStatus

One of the following states:

[ up
e down
» testing

When a managed system initializes, all interfaces start with
AdminStatus in the up state. As a result of either explicit
management action or per configuration information retained
by the managed system, AdminStatus is then changed to
either the down or the testing state (or remains in the down
state). The testing state indicates that no operational packets
can be passed.
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Table 8 Interface tab fields (continued)

Field Description

OperStatus The current operational state of the interface. One of the
following states:

. up

* down

» testing

The testing state indicates that no operational packets can be
passed. If AdminStatus is down, then OperStatus should be
down. If AdminStatus is changed to up, then OperStatus
should change to up if the interface is ready to transmit and
receive network traffic. It should remain in the down state if
and only if there is a fault that prevents it from going to the up
state.

LastChange The value of sysUpTime at the time the interface entered its
current operational state. If the current state was entered prior
to the last reinitialization of the local network management
subsystem, the value is zero.

LinkTrap Indicates whether or not link Up/link Down traps should be
generated for this interface.

AutoNegotiate Indicates whether this port is enabled for autonegotiations
(only 10/100BASE ports). Nortel Networks recommends that
you use autonegotiation whenever it is supported by the
devices on both ends of a Gigabit fiber link. When the
Passport 8600 Series switch is connected to a device that
does not support it, autonegotiation should be disabled and
SFFD enabled. For more information, see Network Design
Guidelines.

AdminDuplex Indicates the port’s current duplex value (half-duplex or
full-duplex mode).

OperDuplex The current operational duplex mode of the port (half or full).

AdminSpeed Indicates the port’s speed (10 Mb/s or 100 Mb/s).

OperSpeed The current operating speed of the port.

QoslLevel Quiality of service level.

DiffServEnable Used to enable differentiated services on this port.

DiffServType Sets the type of differentiated service to none, access or core.

MultimediaPlatformAndDe | Specifies the platform and multimedia device

vice

TelephonyAndMultimedia | Enables telephony and multimedia filters

FilterEnable

Mitid The MultiLink Trunk to which the port is assigned (if any).
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Table 8 Interface tab fields (continued)

Field

Description

Locked

Indicates whether or not the port is locked. When locked, the
port configuration cannot be changed. To lock or unlock a port,
select Edit > Security > Port Lock.

UnknownMacDiscard

If cUnknownMacDiscard is set to True, then a packet with an
unknown source MAC address is dropped on that port, and
other ports then will discard any packets with this MAC
address in the destination field. For example, suppose
11:22:33:44:55:66 is an unknown source MAC. Packets with
source MAC 11:22:33:44:55 coming from this port are
discarded; furthermore, packets with destination MAC
11:22:33:44:55:66 coming from other ports are also discarded,
unless this address is later learned on another port or the
restriction ages out.

Note: You cannot set the unknown-mac-discard

lock-autolearn-mac disable parameter when autolearn is
disabled.

DirectBroadcastEnable

Used to indicate whether this interface should forward direct
broadcast traffic.

Action One of the following port-related actions:

* none

o flushMacFdb—flush MAC forwarding table for port

o flushArp—flush ARP table for port

o flushlp—flush IP route table for port

o flushAll—flush all tables for port

» triggerRipUpdate—manually update the RIP table
Result The result of port-related actions.

Opening a dual tab

If you have ports with redundant connectors, a Dual tab appears. Thistab allows
you to define which of the connectorsis the Primary connector.

To open the Dual tab:

1 Onthedeviceview, select aport or multiple ports.

2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed.

3 Click the Dual tab.
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The Dual tab opens (Figure 21).

Figure 21 Port dialog box—Dual tab

£ 10.10.40.34 - Port | %]

mac Leaming | Test | aRP | oHce | ovmre | iemp | oser | RIP
nerfacs | POSSOMET | POSPPP  Dual | aTM | wian
Index| PrimaryConnectar | ActiveConnector| BackupConnectarStatus
131 |miA other other
133 |MiA other other
135 |NiA other other

£pply || Refresh Clasel Help...l

Table 9 describes the Port Dual tab fields.

Table 9 Dual tab fields

Field Description

PrimaryConnector Indicates which connector to use as the active connector
on the port the next time that the port is placed into the

ifAdminStatus=up.

ActiveConnector Indicates which connector is currently the active connector.
Only one connector can be active at any time.

BackupConnectorStatus Indicates the status of the link attached to the backup
(nonactive) connector.
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Configuring routing operations

Thefollowing tabsin the Port dialog box are used for layer 3 routing:

« |PAddresstab

« VLANtab

e STGtab

e MAC Learning tab
e Testtab

« ARPtab

« DHCPtab

« DVMRPtab
« IGMPtab

* OSPFtab

* RIPtab

« PIMtab
 PGM tab

* VRRPtab

Note: Thisinformation appliesto Passport 8600 modules only.

Assigning an IP address on a brouter port
When you assign an |P address to a brouter port, keep these rulesin mind:

* You cannot edit the | P address, and you can assign only one | P address to any
router interface (brouter or virtual).

Attempting to assign a second IP address returns an invalid | P address error.

* You also cannot assign an | P address to a brouter port that is a member of
arouted VLAN. To assign an |P address to the brouter port, you must first
remove it from the routed VLAN.

« |If youwantto assign anew |P addressto aVLAN or brouter port that already
has an |P address, first remove the existing |P address and then insert the new
IP address.
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To configure an | P address on a brouter port:

1 From the Device Manager menu bar, select IP Routing > IP.
The IP dialog box opens with the Globals tab displayed (Figure 22).

Figure 22 |IP dialog box—Globals tab

#. 192.32.96.5 - IP X
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ARPLifaTime: I3ED 1..32767 min

[ ICMPUnreachableMsgEnable
[ ICMPRedirectMsgEnable
[v AlternativeEnable

[ RouteDiscoveryEnahle

[ EcmpEnable
EcmpMaxPath: [I 1.4
Ecmp1PathList: |

Ecmp2PathList: |
Ecmp3PathList: |

Ecmp4PathList: |
CEc

I Refreshl Closel Help...l

2 Click forwarding to enable routing on the device.
3 Do one of the following:

e Onthe deviceview, double-click aport.
» Onthedeviceview, right-click aport. On the shortcut menu, choose Edit.

» Onthedeviceview, select a port. From the Device Manager menu bar,
choose Edit > Port.

e Onthedevice view, select aport. On the Device Manager toolbar, choose
the Edit Selected button.
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The Port dialog box opens with the Interface tab displayed (Figure 20).
4  Click the IP Address tab.
The IP Address tab opens (Figure 23).
Figure 23 Port dialog box—IP Address tab

#% 192.32.96.82 - Port 44 x|
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5 Click Insert.
The Port, Insert P Address dialog box opens (Figure 24).

Figure 24 Port, Insert IP Address dialog box

# 192.32.96.82 - Port 1,4, Ins x|
Ip Address: |
Met Mask: |

Wlanld: IEI:IEiTIr 1..4084

Insert Clnsel Help...l

6 Enter the IP address, Netmask, and VlanID.
7 Click Insert.

Configuring Network Management



88 Chapter 4 Configuring and graphing ports

Table 10 describes the fields in the Port, Insert IP Address dialog box.

Table 10 Port, Insert IP Address dialog box fields

Field

Description

IpAddress

The IP address of the brouter interface on this port. Note that only one
IP address can be defined on a given port interface.

NetMask

The subnet mask of the brouter interface on this port.

Vianld

The ID of the VLAN associated with the brouter port. This field is used
for tagging ports.
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Configuring VLANSs

You can configure VLANS to tag or untag discarded frames for a port.

To configure VLANS:

1
2

On the device view, select a port or multiple ports.

From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed.

Click the VLAN tab.
The VLAN tab opens (Figure 25).

Figure 25 Port dialog box—VLAN tab

*% 192.32.96.82 - Port 44

ime | oser | rip | P | Pom | wrre |

Router Discovery | IPXBRouter | sMLT | Poap
Interface YLAN | 57 | Mac Leaming | Rate Limiting | Test| 1P address | ARP | DHCP | DvmRre
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Loop Detect.._l Applyl Refreshl Clusel Help...l

4
5

Click Apply.
Click Close.
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ports

Table 11 describes the VLAN tab fields.

Table 11 VLAN tab fields

Field

Description

SvlanPortType

Sets the stacked VLAN (SVLAN) port type:
* normal (default)
* uni (User-to-Network Interface)

You must configure ports to which you want to provide
VLAN transparency as UNI ports. UNI ports can only
belong to one SVLAN. When you designate a port as a
UNI port, the DiscardTaggedFrames parameter is
automatically configured (Edit > Port > VLAN). This
prevents traffic from leaking to other VLANS.

» nni (Network-to-Network Interface)

NNI ports interconnect the switches in the core network,
drop untagged frames on ingress, and insert the SVLAN
tag at the egress. When you configure an NNI port, the
DiscardUnTaggedFrames parameter is automatically
configured (Edit > Port > VLAN).

Before configuring a port as uni or nni, you must change the
switch level to 1 or above (Edit > VLAN > SVLAN > Level).

PerformTagging

Enable or disable the port on the current VLAN to perform
tagging on the incoming and outgoing traffic.

VIanNames

Identifies which VLANS this port is assigned. Each VLAN ID
is stored as a two octet value. The first octet in the pair holds
bits 15-8 of the VLAN ID, the second octet holds bits 7-0 of

the VLAN ID.

DiscardTaggedFrames

Determines how to process tagged frames received on this
access port. When the flag is set, these frames are discarded
by the forwarding process. When the flag is reset, these
frames are processed normally.

DiscardUntaggedFrames

Determines how to process untagged frames received on
this tagged port. When the flag is set, these frames are
discarded by the forwarding process. When the flag is reset,
these frames are assigned to the VLAN specified by the
DefaultVianld.

DefaultVlanid

VLAN ID assigned to untagged frames.

LoopDetect

Enables loop detection.
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Detecting VLAN Loops
You can detect VLAN loops to tag or untag discarded frames for a port.

To detect VLAN loops:

1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Clickthe VLAN tab.
The VLAN tab opens (Figure 25).
4 Check LoopDetect to enable loop detection.
Click Apply.
6 Click Loop Detected.
The Loop Detected dialog box displays any loop detection information for the
port (Figure 26).

Figure 26 Loop Detected dialog box
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Table 12 describes the LoopDetect dialog box fields.

Table 12 LoopDetect dialog box fields

Field Description

Portindex Port number.
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Table 12 LoopDetect dialog box fields (continued)

Field

Description

Vianld

The assigned ID of the VLAN.

Value

Specifies that a loop has been detected (yes), or that no loop
has been detected (no).
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Configuring spanning tree groups (STG)

You can configure a port’s spanning tree parameters through the STG tab in the
Port dialog box.

Note: When you edit multiple ports, the spanning tree options are not

=>| displayed.

To

configure a spanning tree group:

On the device view, select a port.

From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
Click the STG tab.

The STG tab opens (Figure 27).

Figure 27 Port dialog box—STG tab
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Table 13 describes the STG tab fields.

Table 13 STG tab fields

Field

Description

StgID

The spanning tree group ID.

Priority

The value of the priority field that is contained in the first
(in network byte order) octet of the (2-octet long) Port ID.
The other octet of the Port ID is given by the value of
dotldStpPort.

State

The port’s current state as defined by application of the Spanning
Tree Protocol. This state controls what action a port takes on
reception of a frame. If the bridge has detected a port that is
malfunctioning, it will place that port into the broken state.

For ports that are disabled (see EnableStp), this object will have
a value of disabled.

EnableStp

The enabled/disabled spanning tree status of the port, which will
affect only the operation of the Spanning Tree Protocol on the
port. Disabling STP at the spanning tree group will take
precedence over what is configured here.

FastStart

When FastStart is true, the port is enabled in the Forwarding
state upon being enabled. If the port receives a spanning tree
BPDU, the port will start normal STP negotiations.

PathCost

The contribution of this port to the cost of paths toward the
spanning tree root, which include this port. The IEEE
802.1D-1990 standard recommends that the default value of this
parameter be in inverse proportion to the speed of the attached
LAN.

DesignatedRoot

The unique Bridge Identifier of the bridge recorded as the Root in
the Configuration BPDUs transmitted by the Designated Bridge
for the segment to which the port is attached.

DesignatedCost

The path cost of the Designated Port of the segment connected
to this port. This value is compared to the Root Path Cost field in
received bridge PDUs.

DesignatedBridge

The Bridge Identifier of the bridge that this port considers to be
the Designated Bridge for this port’s segment.

DesignatedPort

The Port Identifier of the port on the Designated Bridge for this
port’s segment.

ForwardTransitions

The number of times this port has transitioned from the Learning
state to the Forwarding state.

ChangeDetection

If this field is disabled, topology change notifications are not sent
for the port.
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Configuring MAC learning parameters

You can configure the MAC learning parameters to control high-security
environments that restrict access to the network. Thisfeature is based on the layer
2 media access control (MAC) address of the network devices connected to the
Passport 8000 Series switch.

To configure the MAC learning parameters:

1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the MAC Learning tab.
The MAC Learning tab opens (Figure 28).

Figure 28 Port dialog box—MAC Learning tab
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Table 14 describes the MAC Learning tab fields.

Table 14 MAC Learning tab fields

Field

Description

AutoLearnEnable

Sets the port to autolearn addresses for the allowed MAC
table.

AutoLearnMode

Sets the autolearn mode on the port for populating the
allowed MAC table.

AutoLearnTableMode

Sets the allowed MAC table to current state. When locked,
no new MAC addresses will be learned.

LogViolations

Enables the system to create a system log entry when a
disallowed MAC address attempts to send traffic through the
selected port.

SendTrap

Indicates whether a trap should be sent to the management
station when a MAC address violation is detected on the
selected port. The default is disable.

DisablePort

Indicates whether the selected port should be disabled if a
MAC address violation is detected. enable means that the
port should be disabled if this event occurs. The default is
disable.

MacCountMax

The maximum number of MAC addresses that can be added
to the selected port. The valid values are 0 to 2048.

MacCountCur

The current number of MAC addresses that have been
added to the selected port.
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Setting rate limits
You can set the rate limit of broadcast or multicast packets for a port.
To set the rate limit:

1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the Rate Limiting tab.
The Rate Limiting tab opens (Figure 29).

Figure 29 Port dialog box—Rate Limiting tab
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Table 15 describes the Rate Limiting tab fields.

Table 15 Rate Limiting tab fields

Field Description

Index The port number.

TrafficType The type of traffic being rate limited—either broadcast or
multicast traffic.
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Table 15 Rate Limiting tab fields

Field

Description

AllowedRatePps

This variable is the allowed traffic rate limit for the port.
For Passport 8100 Switch switches, 1.. 25 sets the limit in

a percentage of the total bandwidth on the port between
1% and 25%.

Note: On Passport 8100 gigabit ports and MDAs, there
may be up to a 2% difference between the configured and
actual rate limiting values.

For Passport 8600 Switch switches, 1... 65535 sets the
limit in packets per second.

Enable

Right click in the field and select to enable (True) or
disable (False) rate limiting.

314723-B Rev 00




Chapter 4 Configuring and graphing ports 99

Testing ports

A DRAM memory test and an internal loopback test are run during the automatic
boot sequence. However, you can also run external and internal |oopback tests on
the port.

Note: You can run only one loopback test at atime. You must stop a
loopback test before you start one on another port.

To open the Test tab:

1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
3 Click the Test tab.

The Test tab opens (Figure 30).

Figure 30 Port dialog box—Test tab

#% 192.32.96.82 - Port 4,4 x|
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Table 16 describes the Test tab fields.
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Table 16 Test tab fields

Field

Description

Result

The result of the most recently run (or current) test:
* None

» Success

* InProgress

* NotSupported

* unAbleToRun

* Aborted

» Failed

The code contains more specific information on the test result
(for example, an error code after a failed test):

» NoReceive (timeout on a send)

» BadSeq (packets received out of sequence)
» BadLen (packet length mismatch)

» BadData (packet data mismatch)

Code

This object contains a code which contains more specific
information on the test results, for example an error-code after a
failed test. Error codes and other values this object may take are
specific to the type of interface and/or test. The value may have
the semantics of either the Autonomous Type or InstancePointer
textual conventions as defined in RFC 1443. The identifier:
testCodeUnknown OBJECT IDENTIFIER :={0 0} is defined for
use if no additional result code is available.

PassCount

The number of iterations of the loopback test completed
successfully.

FailCount

The number of iterations of the loopback test failed.
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Performing an external loopback test

An external loopback test uses aloopback connector connected to the port to loop
data back to the same port.

Note: For information about performing F5 loopback testing, see Using
=>| the 8672ATME/ATMM Modules.

= | Note: You must supply the loopback connector.

To perform an external loopback test on a port:

1 Pluginan external loopback connector.
2 From the Device Manager menu bar, choose Edit >Port.
The Port dialog box opens with the Interface tab displayed (Figure 20).
Set AutoNegotiate to false.
4 Set Admin Duplex to full.
Click the Test tab.
The Test tab opens (Figure 30).
6 Click Ext. Loopback.
Let the test run for severa seconds.
7 Click Stop to stop the test.

Theresult, Fail or Success, is shown along with packet counts.

Performing an internal loopback test

During an internal loopback test, packets are looped back at the PHY device. No
connector is needed, as in the external loopback test, and you can run the test with
or without another device attached to the test port.
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To perform an internal loopback test on a port:

1

Configu

From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
Set AdminStatus to testing.

Click the Test tab.

The Test tab opens (Figure 30).

Click Int. Loopback.

Let the test run for severa seconds.

Click Stop to stop the test.

Theresult, Fail or Success, is shown along with packet counts.

ring address resolution protocols (ARP)

To configure ARP:

1
2

Select a port.

From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
Click the ARP tab.

The ARP tab opens (Figure 31).

Figure 31 Port dialog box—ARP tab
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iGhP | osPF | RIP

interace | vian | TG | mac Leaming | RateLimiting | Test | 1P Address |

x|
| P | Pom | wrrP |  RouterDiscovery | 1PxBRouter | smiT | Poap
| DHCP | DvMRP
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Apply‘l Refreshl Clnsel Help...l
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4 Inthe DoProxy field, click enable to enable Proxy ARP function.

Inthe DoResp field, click disable or enable to select whether or not to respond
toan ARP.

6 Click Apply.
7 Click Close.

Note: Use the ARP dialog box when setting the ARP response behavior
on a brouter port. To configure the ARP response for a routing VLAN,
use VLAN > VLANSs > Basic > IP > ARP. The ARP dialog box is not
applicable unless the port or VLAN is routed, that is, it is assigned an IP
address.

Table 17 describes the ARP tab fields.

Table 17 ARP tab fields

Field Description
DoProxy Proxy ARP allows the 8000 switch to respond to an ARP
request from a locally attached host or end station for a
remote destination.
DoResp Sets the Proxy ARP option to respond to an ARP request.
Configuring dynamic host configuration protocol (DHCP)

To configure DHCP:

1 Select aport.

2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
3 Click the DHCP tab.
The DHCP tab opens (Figure 32).
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Figure 32 Port dialog box—DHCP tab

*% 192.32.96.82 - Port 44 x|
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Click Enable to select the DHCP option.
Enter the appropriate values.

Click Apply.

Click Close.
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Table 18 describes the DHCP tab fields.

Table 18 DHCP tab fields

Field Description

Enable Enables or disables BootP/DHCP on the port. The default
is disable.

MaxHop Sets the maximum number of hops before a BootP/DHCP

packet is discarded (1 to 16). The default is 4.

MinSec The “secs" field in the BootP/DHCP packet header

otherwise, the packet is dropped. The default is 0
seconds.

represents the elapsed time since the client first sent the
message. If the "secs" field in the packet header is greater
than this value, the switch relays or forwards the packet;
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Table 18 DHCP tab fields

Field Description

Mode Sets the interface to process only BootP, only DHCP, or
both types of packets. The default is both.

AlwaysBroadcast When enabled, the server reply is sent as a broadcast
back to the end station. The default is disable.
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Configuring distance vector multicast routing protocol
(DVMRP)

To configure DVMRP:

1 Select aport.
2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).

3 Click the DVMRP tab.
The DVMRP tab opens (Figure 33).

Figure 33 Port dialog box—DVMRP tab
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4 Click the Enable check box to select DVMRP on the port, or click to clear the
check box.
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5 Enter ametric (cost) in maximum number of hopsfor DVMRP; therangeis 1
to 31.

A default value of 1 meanslocal delivery only. You can use the metric value
to control the scope of the DVMRP routes.

6 Click Apply.
7 Click Close.

Table 19 describes the DVMRP tab fields.

Table 19 DVMRP tab fields

Field Description

LocalAddress When enabled, the server reply is sent as a broadcast back to
the end station. The default is disable.

Enable Enables (check box selected) or disables (check box not
selected) DVMRP on the port.

Metric Specifies the distance metric for this port, used to calculate
distance vectors. The range is 1 to 31 hops.

InterfaceType Sets the port type as passive or active.

DefaultListen Sets the port to listen (check box selected) or not listen (check

box not selected) for the default route.

DefaultSupply Sets the port to supply (check box selected) or not supply (check
box not selected) only the default route.

DefaultRouteMetric | Sets the metric (number of hops for DVMRP) of the default
route. The range is 1 to 31 hops.

AdvertiseSelf Sets the port to advertise (check box selected) or not advertise
(check box not selected) local routes to neighbors.

InPolicy Selects the name of the DVMRP accept policy applied to the
port.

OutPolicy Selects the name of the DVMRP announce policy applied to the
port.
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Configuring Internet group management protocol (IGMP)
To configure IGMP:

1 Select aport.
2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
3 Click the IGMP tab.

The IGMP tab opens (Figure 34).

Figure 34 Port dialog box—IGMP tab
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4 Enter the appropriate values.
5 Click Apply.
6 Click Close.

Table 20 describes the IGM P tab fields.
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Table 20 IGMP tab fields

Field

Description

Querylnterval

The frequency (in seconds) at which IGMP host query packets
are transmitted on the interface. The range is from 1 to 65535,
and the default is 125.

QueryMaxResponseTime

The maximum response time (in 1/10 seconds)
advertised in IGMPV2 general queries on this interface.
This value is can not be configured for IGMPv1.
Smaller values allow a router to prune groups faster.
The range is from 0 to 255, and the default is 100 tenth
seconds (equal to 10 seconds).

Note: This value must be less than the Queryinterval.

Robustness

This parameter allows tuning for the expected packet loss of a
network. This value is equal to the number of expected query
packet losses per serial query interval, plus 1. If a network is
expected to lose query packets, the robustness value should
be increased.

The range is from 2 to 255, and the default is 2. The default
value of 2 means that one query per query interval may be
dropped without the querier aging out.

LastMembQuerylIntvl

The maximum response time (in 1/10 seconds) that is
inserted into group-specific queries sent in response to leave
group messages. It is also the time between group-specific
qguery messages. This value can not be configured for
IGMPvV1.

Decreasing the value reduces the time to detect the loss of
the last member of a group. The range is from 0 to 255, and
the default is 10 tenth seconds. Nortel Networks recommends
configuring this parameter to values higher than 3. If a fast
leave process is not required, Nortel recommends values
above 10. (The value 3 is equal to 0.3 of a second and 10 is
equal to 1.0 second).

Version

The version of IGMP (1, 2 or 3) that you want to
configure on this interface. For IGMP to function
correctly, all routers on a LAN must use the same
version. The default is version 2.

FastLeaveEnable

Enables fast leave on the interface.

StreamLimitEnable

Enables stream limitation on this interface.

Maximum Number of
Stream

Sets the maximum number of streams allowed on this
interface. The range is from 0 to 65535, and the default is 4.

Current Number of
Stream

Displays the current number of streams. This is a read-only
value.
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Configuring open shortest path first (OSPF)

To configure OSPF:

1 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
2 Click the OSPF tab.

The OSPF tab opens (Figure 35).

Figure 35 Port dialog box—OSPF tab
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If desired, select an authentication type.
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9 If you chose a simplePassword authentication type, enter an authentication

key.

10 Enter the Areald.

11 If desired, check AdvertiseWhenDown.

12 Select an IfType.

13 Specify apolling interval.

14 Click Apply.
15 Click Close.

Table 21 describes the OSPF tab fields

Table 21 OSPF tab fields

Field Description
Enable Enables or disables OSPF on the port.
HelloInterval Specifies how long to wait (in seconds) before the router

sends out the next hello message to neighboring routers.
The default is 30 seconds.

RtrDeadInterval

Specifies the retry interval in seconds

DesigRtrPriority Specifies the retry priority

Metric Specifies the distance metric for this port.

AuthType Type of security. You can choose none, a simplePassword, or
md5.

AuthKey Password for simplePassword Authtype only.

Areald The area ID

AdvertiseWhenDown | If true, the network on this interface is advertised
as up, even if the port is down. The default is false.
Note: When you configure a port without any link and enable
AdvertiseWhenDown, it does not advertise the route until the
port is active. Then the route is advertised even when the link is
down. To disable advertising based on link states, disable
AdvertiseWhenDown.

IfType Specifies the interface type: broadcast, nbma, or passive.

Pollinterval The seconds between pollings.
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Configuring routing information protocol (RIP)

To configure RIP:

1 Select aport.
2 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
3 Click the RIP tab.

The RIP tab opens (Figure 36).

Figure 36 Port dialog box—RIP tab
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4 Check Enable.
Click Apply.
6 Click Close.
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Table 22 describes the RIP tab fields.

Table 22 RIP tab fields

Field

Description

Enable

If selected, enables RIP on the port.

Supply

Specifies that the routing switch will advertise RIP
routes through the interface. The default is enable.

Listen

Specifies that the routing switch will learn RIP routes
through this interface. The default is enable.

Poison

If disabled, split horizon is invoked, meaning that IP
routes learned from an immediate neighbor are not
advertised back to the neighbor from which the routes
were learned.

If enabled, the RIP update sent to a neighbor from
which a route is learned is "poisoned" with a metric of
16. In this manner, the route entry is not passed along
to the neighbor, because historically 16 is "infinity" in
terms of hops on a network. The default is disable.

DefaultSupply

Set the value to true if a default route must be
advertised out this interface. The default is false.

Note: The default route will be advertised only if it exists
in the routing table.

DefaultListen

Set value to true if default route should be learned on
this interface when advertised by another router
connected to the interface. The default is false.

TriggeredUpdateEnable

Allows you to enable or disable triggered RIP updates.
The default is false (disabled).

AutoAggregateEnable

Allows you to enable or disable RIP automatic
aggregation. RIP2 automatically aggregates routes to
their natural mask. Auto aggregation can be enabled
only in RIP2 mode or RIP1 compatibility mode. The
default is false.
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Table 22 RIP tab fields

Field

Description

AdvertiseWhenDown

If true, the network on this interface will be advertised
as up, even if the port is down. The default is false.
Note: When you configure a port without any link and
enable AdvertiseWhenDown, it will not advertise the
route until the port is active. Then the route will be
advertised even when the link is down. To disable
advertising based on link states, disable
AdvertiseWhenDown.

InPolicy

Right click in the InPolicy name field and select the
policy name to be applied from the PolicyName dialog
box. This policy will determine whether to learn a route
on this interface. It also specifies the parameters of the
route when it is added to the routing table.

OutPolicy

Right click in the OutPolicy name field and select the
policy name to be applied from the PolicyName dialog
box. This policy will determine whether to advertise a
route from the routing table on this interface. This policy
also specifies the parameters of the advertisement.

Cost

Indicate the RIP cost for this interface. Enter a value
betweenl to 15. The default is 1.
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Configuring protocol independent multicast (PIM)

To configure PIM:

1 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
2 Click the PIM tab.

The PIM tab opens (Figure 37).

Figure 37 Port dialog box—PIM tab
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3 Check Enable.
4 Click Apply.
5 Click Close.

Figure 23 describes the PIM tab fields
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Table 23 PIM tab fields

Field Description

Enable Enables (true) or disables (false) PIM. You must globally
enable PIM before you can enable PIM on a port.

Mode Displays the mode currently running on the routing switch.

IntfType Specifies whether the interface type is active or passive.

HelloInterval Specifies how long to wait (in seconds) before the PIM

router sends out the next hello message to neighboring
routers. The default is 30 seconds.

JoinPrunelnterval

Specifies how long to wait (in seconds) before the PIM
router sends out the next join/prune message to its
upstream neighbors. The default is 60 seconds.

CBSRPreverence

Sets your preference for this local interface to become a
C-BSR. The C-BSR with the highest BSR-priority and
address is referred to as the preferred BSR. The default is
-1, which indicates that the current interface is not a
C-BSR.

Configuring pragmatic general multicast (PGM)

To configure PGM:

1 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
2 Click the PGM tab.
The PGM tab opens (Figure 38).
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Figure 38 Port dialog box—PGM tab
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3 Click enabled.
4  Click Apply.
5 Click Close.

Table 24 describes the PGM tab fields.

Table 24 PGM tab fields

Field Description

Enable Enables or disables PGM on this interface.

State Indicates the current state (up or down) of PGM.
NakReXmitInterval Specifies how long to wait for an NCF (in milliseconds)

before retransmitting the NAK. The default is 1000
milliseconds.

MaxNakReXmitRate Configures the maximum number of NAK
retransmission packets allowed per second. The
default is 2.
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Table 24 PGM tab fields

Field Description

NakRdatalnterval Specifies how long to wait for RDATA (in milliseconds)
after receiving an NCF. The default is 10000
milliseconds.

NakEliminatelnterval Specifies the length of time (in milliseconds) during

which a network element (NE) eliminates duplicate
NAKSs. When this interval expires, the NE suspends
NAK elimination until the first duplicate arrives. Once
this NAK is forwarded, the NE once again eliminates
duplicate NAKs for the specified interval. This
parameter must be less than NakRdatalnterval. The
default is 5000 milliseconds.

Configuring virtual router redundancy protocol (VRRP)

To configure VRRP:
To discover arouter on a port:

1 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
2 Click the VRRP tab.

The VRRP tab opens (Figure 39).

Figure 39 Port dialog box—VRRP tab
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igve | oser | RIP | P | Pom [} | rmouterDiscovery | 1PxBRouter | smLT | Poap

yrld| Inaddr| vitualMacAddr| State] Gantral| Priority MasteripAddr| FasthdvertisementEnable| Advertisementinterval| F

Kl i

|
Graph...lApplvl Refreshl Insert___l Deletel | | ﬁl @l @l Clusel Help...l

0 rowis)

3 Click Insert.

314723-B Rev 00



Chapter 4 Configuring and graphing ports

119

The Port, Insert VRRP dialog box opens (Table 40).

Figure 40 Port, Insert VRRP dialog box

£ 192.32.96.82 - Port 1/2, Insert YRRP x|

\.-‘rld:l 1.255

IpAddr. |
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Fasthdverisementintenal: IZEID Z0EAEE rilliEeconas)
[ CriticallpAddrEnable

CriticallpAddr. |

HDIanwnTimer:I 021600 (sec)

Operaction:

@ none © preemptHoldDownTimer |

BackUpMaster: ‘f‘ enabled = disabled ‘

Insertl Clnsel Help...l

4 Enter aVrld.

5 Enter an IP address.

6 Click enabled in the Control field.
7 Enter an advertisement interval.

8 Check CriticallpAddrEnable.

9 Enter acritical 1P address.

10 Specify the number of seconds for the HoldDown timer.

11 If desired, select an OperAction.

12 Click enabled to enable BackUpM aster.
13 Click Insert.

14 Click Close.

Table 25 describes the VRRP tab fields.
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Table 25 VRRP tab fields

Field

Description

Vrld

A number that uniquely identifies a virtual router on
a given VRRP router. The virtual router acts as the
default router for one or more assigned addresses
(1 to 255).

IpAddr

IP address of the virtual router interface.

VirtualMacAddr

The virtual MAC address of the virtual router. The first
three octets consist of the IANA's OUI, the next two
octets indicate the address block of the VRRP protocol,
and the remaining octets consist of the VRID (for
example, 00-00-5E-00-01-<vr i d>).

State

The current state of the virtual router. This is a read-only
field. The valid options are

* initialize (1) -- the virtual router is starting up

» backup (2 -- the virtual router is monitoring the state/
availability of the master router

* master (3) -- the virtual router is functioning as the
master router

Control

Whether VRRP is enabled or disabled for the port
or VLAN.

Priority

Priority value to be used by this VRRP router. Set a
value from 1 to 255, where 255 is reserved for the
router that owns the IP addresses associated with
the virtual router. The default is 100.

MasterlpAddr

The master router’s real (primary) IP address. This is the
IP address listed as the source in VRRP advertisement
last received by this virtual router. This is read-only field.

FastAdvertisementEnable

Enables or disables the Fast Advertisement
Interval.

When disabled the regular advertisement interval is
used. Default is disable.

Advertisementinterval

The time interval (in seconds) between sending
advertisement messages. Set from 1 to 255
seconds with a default of 1 second. Only the
master router sends advertisements.
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Table 25 VRRP tab fields

Field

Description

FastAdvertisementinterval

Sets the Fast Advertising Interval, the time interval
between sending VRRP advertisement messages.
The interval can be between 200 and 1000
milliseconds, and it must be the same on all
participating routers. The default is 200. The values
must be entered in multiples of 200 milliseconds.

VirtualRouterUpTime

The time interval (in hundredths of a second) since this
virtual router was initialized. This is a read-only field.

CriticalAddrEnable

Sets the IP interface on the local router to enable or
disable the backup.

CriticallpAddr

Indicates if a user-defined critical IP address should be
enabled. There is no effect if a user-defined IP address
does not exist.

* No--use the default IP address (0.0.0.0)

HoldDownTimer

The time interval (in seconds) a router is delayed for the
following conditions:

* The VRRP holddown timer is executed when the
switch transitions from Init to backup to master. This
occurs only on a switch bootup.

- The VRRP holddown timer is NOT executed
under the following condition: In a non-bootup
condition the Backup switch will become master
after the Master Downtime Interval. (3 * hello
interval), if the master VR goes down.

« The VRRP holddown timer also applies to the
VRRP BackupMaster feature.

HoldDownState

Indicates the hold-down state of this VRRP interface. If
the hold-down timer is operational, this field is set to
active (2). If it is not operational, it is set to dormant (1).

HoldDownTimeRemaining

Indicates the amount of time (in seconds) left before the
hold-down timer will expire. This is a read-only field.

OperAction

Use the action list to manually override the delay timer
and force preemption:

» preemptHoldDownTimer--preempt the timer
« none--allow the timer to keep working
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Table 25 VRRP tab fields

Field Description

BackUpMaster Enables or disables the VRRP backup master
feature. This option is only supported on Split-MLT
ports.

BackUpMasterState Indicates the state of the VRRP backup master.
The options are up (1) and down (2). The default is
down. This is a read-only field.

Discovering routers

To discover arouter on a port:

1 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed.

2 Click the Router Discovery tab.
The Router Discovery tab opens (Figure 41).

Figure 41 Port dialog box—Router Discovery tab

£ 192.32.96.82 - Port 474 il
interface | vian | e76 | wmacieaming | RateUimiming | Test | 1P admress | arp | DHoP | Dumee
ismP | oser | P | Pm | Pom | wrmP | RouterDiscovery | ipxBRouter | swiT | Pcap

Advaddress: |255.255.255.255
[+ AddvFlag

AdvLifetime: [1800° 45000

MaAdvinterval: 00 4.1800

MinAdvinterval: 450 3.1800
PreferenceLevel: [I -2147483648.2147483647

| F{efreshl Clusel Help...l

3 Enter the Adv IP address.
4 Click Apply. Therouter is enabled.
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Table 26 describes the Test tab fields.

Table 26 Router Discovery tab fields

Field Description

AdvAddress The IP destination address to be used for broadcast or
multicast router advertisements sent from the interface.
The accepted values are the all-systems multicast
address, 224.0.0.1, or the limited-broadcast address,
255.255.255.255. The default value is 255.255.255.255.

AdvFlag A flag indicating whether (True) or not (False) the address
is to be advertised on the interface. The default value is
TRUE (advertise address).

AdvLifetime A flag indicating whether (True) or not (False) the address
is to be advertised on the interface.
The default value is TRUE (advertise address).

MaxAdvinterval The maximum time (in seconds) allowed between
sending unsolicited broadcast or multicast router
advertisements from the interface. The accepted values
are no less than 4 seconds and no greater than 1800
seconds. The default value is 600 seconds.

MinAdvinterval The minimum time (in seconds) allowed between sending
unsolicited broadcast or multicast router advertisements
from the interface. The accepted values are no less than 3
seconds and no greater than the MaxAdvinterval. The
default value is 450 seconds.

PreferenceLevel Specifies the preference value (a higher number indicates
more preferred) of the address as a default router
address, relative to other router addresses on the same
subnet. The accepted values are -2147483648 to
2147483647. The default value is 0.

Inserting an IPX BRouter
Toinsert an IPX BRouter on a port:

1 From the Device Manager menu bar, choose Edit > Port.

The Port dialog box opens with the Interface tab displayed (Figure 20).
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2 Click the IPX BRouter tab.
The IPX BRouter tab opens (Figure 42).

Figure 42 Port dialog box—IPX BRouter tab

#% 192.32.96.82 - Port 4,4 x|

interface | vian | 576 | mac Leaming | Rate Limiting | Test | 1P address | are | oHer | ovmere
iMP | ospF | miP | Pm | Pom | vRRP | RouterDiscovery | IPXBRouter | smiT | Poap

yianld| NetAddr| Encap| MacOffset| Ticks|

Pulicv...l Refreshl Insert___l Deletel | El ﬁl Clusel Help...l

0 rowis)

3 Click Insert.
The Insert IPX BRouter dialog box opens (Figure 43).

Figure 43 Port, Insert IPX BRouter dialog box

£ 192.32.96.82 - Port 1/2, Insert IP x|
\ﬂanld:l 1..4094
NetAddr: I (O GG )

Encap: ‘f'“ ethernetii © snap © llc © raw|

MacOffset: I 0.507
Ticks: |1 1.2147483647

Insenl Clnsel Help...l

Enter aVlanld for the IPX BRouter.
Enter a NetAddress.

Select an Encap.
Enter a Mac offset value.

Enter atick value.

© 00 N o 01 b

Click Insert.
The IPX BRouter is enabled.

Table 27 describes the Insert IPX BRouter dialog box fields.
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Table 27 Insert IPX BRouter dialog box fields

Field Description

Vlanlid The VLAN id.

NetAddr The IPX network address value.

Encap The encapsulation method.

MacOffset The mac_offset is a optional parameter that allows you to

manually change the default MAC address for a logical or
physical interface. Value is an integer from 0 to 507. The
default is the next available value.

Ticks The value that determines the best route for the IPX
routed VLAN. The lower the tick value the better the route.
Enter a tick value with the range of 1 to 32767. If you
enter a value larger than 32767, an error message will
display alerting you that the value has been changed to
32767, and a log message is generated.
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Graphing port statistics

The following sections discuss the different port statistics tabs in the Graph Port
dialog box with descriptions of the statistics fields.

All graphing port tables have the following buttons: Line Chart, Area Chart, Bar
Chart, Pie Chart, Export Data, Print table, Clear Counter, Close, and Help. To
reset the statistics counters, use the “Clear Counter” button. When you click this
button, all Cumulative, Average, Minimum, Maximum, and LastVal columns are
reset to zero and automatically begin to recalculate statistical data.

Note: The Clear Counter function in Device Manager does not affect
=»| the AbsoluteValue counter in the switch. Instead, the Clear Counter
function clears all cached datain Device Manager (except
AbsoluteValue). To reset AbsoluteValue(s), use the Reset Counter
function (Edit > Chassis > System).

To graph port statistics for a single or multiple ports:

Note: Some statistics are available only when you graph a single port.

1 Select the port or ports you want to graph.
2 Do one of the following:

» Right-click aport or ports. On the shortcut menu, choose Graph.
e From the Device Manager menu bar, choose Graph > Port.
» Onthe Device Manager toolbar, click the Graph Selected button.

Graphing interface statistics
Use the Graph Interface tab to graph interface statistics.
To graph interface statistics:

1 Onthedeviceview, select aport or multiple ports.
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2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed (Figure 44).

# 192.32,96.82 - Graph Port 1/2

Interface EthernetErrorsl Elridgingl Spanning Tree' Ruutingl DHCF'|

Figure 44 GraphPort dialog box—Interface tab
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Table 28 describes the Interface tab fields in the graphPort dialog box.

Table 28 Graph Interface tab fields

Field Description

InOctets The total number of octets received on the interface, including
framing characters.

OutOctets The total number of octets transmitted out of the interface,
including framing characters.

InUcastPkts The number of packets delivered by this sublayer to a higher
sublayer that were not addressed to a multicast or broadcast
address at this sublayer.

OutUcastPkts The number of packets that higher-level protocols requested be

transmitted that were not addressed to a multicast address at this
sublayer.This total number includes those packets discarded or not
sent.
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Table 28 Graph Interface tab fields (continued)

Field

Description

InMulticastPkts

The number of packets delivered by this sublayer to a higher
sublayer that were addressed to a multicast address at this
sublayer. For a MAC layer protocol, this number includes both
Group and Functional addresses.

OutMulticastPkts

The total number of packets that higher-level protocols requested
be transmitted, and that were addressed to a multicast address at
this sublayer, including those that were discarded or not sent. For a
MAC layer protocol, this number includes both Group and
Functional addresses.

InBroadcastPkts

The number of packets delivered by this sublayer to a higher
sublayer that were addressed to a broadcast address at this
sublayer.

OutBroadcastPkts

The total number of packets that higher-level protocols requested
be transmitted, and that were addressed to a broadcast address at
this sublayer, including those that were discarded or not sent.

InDiscards

The number of inbound packets that were discarded because of
frames with errors or invalid frames or, in some cases, to fill up
buffer space.

InErrors

For packet-oriented interfaces, the number of inbound packets
that contained errors preventing them from being deliverable

to a higher-layer protocol. For character-oriented or fixed-length
interfaces, the number of inbound transmission units that
contained errors preventing them from being deliverable

to a higher-layer protocol.

InUnknownProtos

For packet-oriented interfaces, the number of packets received
via the interface that were discarded because of an unknown or
unsupported protocol. For character-oriented or fixed-length
interfaces that support protocol multiplexing, the number of
transmission units received via the interface that were discarded
because of an unknown or unsupported protocol. For any interface
that does not support protocol multiplexing, this counter will always
be 0.

InFlowCtrlPkts

The total number of flow control packets received by this interface.

OutFlowCtrIPkts

The total number of flow control packets transmitted by this
interface.

NumStateTransition

The number of times the port went in and out of service; the
number of state transitions from up to down.

314723-B Rev 00




Chapter 4 Configuring and graphing ports 129

Graphing ethernet error statistics

Use the Ethernet Errorstab to graph Ethernet error statistics.
To graph Ethernet Error statistics:

1 Onthedeviceview, select a port or multiple ports.
2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
3 Click the Ethernet Errors tab.

The Ethernet Errors tab opens (Figure 45).

Figure 45 GraphPort dialog box—Ethernet Errors tab
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Table 29 describes the Ethernet Errorstab fields.

Table 29 Ethernet Errors tab fields

Field

Description

AlignmentErrors

A count of frames received on a particular interface that are
not an integral number of octets in length and do not pass the
FCS check. The count represented by an instance of this
object is incremented when the alignmentError status is
returned by the MAC service to the LLC (or other MAC user).
Received frames for which multiple error conditions obtain
are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error
status presented to the LLC.

FCSErrors

A count of frames received on a particular interface that are
an integral number of octets in length but do not pass the
FCS check. The count represented by an instance of this
object is incremented when the frameCheckError status is
returned by the MAC service to the LLC (or other MAC user).
Received frames for which multiple error conditions obtained
are, according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the error
status presented to the LLC.

InternalMacTransmitErrors

A count of frames for which transmission on a particular
interface fails due to an internal MAC sublayer transmit
error. A frame is only counted by an instance of this
object if it is not counted by the corresponding instance
of either the dot3StatsLateCollisions object, the
dot3StatsExcessiveCollisions object, or the
dot3StatsCarrierSenseErrors object. The precise meaning
of the count represented by an instance of this object is
implementation specific. In particular, an instance of this
object may represent a count of transmission errors on a
particular interface that are not otherwise counted.

InternalMacReceiveErrors

A count of frames for which reception on a particular
interface fails due to an internal MAC sublayer receive

error. A frame is only counted by an instance of this object

if it is not counted by the corresponding instance of

either the dot3StatsFrameTooLongs object, the
dot3StatsAlignmentErrors object, or the dot3StatsFCSErrors
object. The precise meaning of the count represented by

an instance of this object is implementation specific. In
particular, an instance of this object may represent a count of
receive errors on a particular interface that are not otherwise
counted.
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Table 29 Ethernet Errors tab fields (continued)

Field

Description

CarrierSenseErrors

The number of times that the carrier sense condition was lost
or never asserted when attempting to transmit a frame on a
particular interface. The count represented by an instance of
this object is incremented at most once per transmission
attempt, even if the carrier sense condition fluctuates during
a transmission attempt.

FrameToolLongs

A count of frames received on a particular interface that
exceed the maximum permitted frame size. The count
represented by an instance of this object is incremented
when the frameToolLong status is returned by the MAC
service to the LLC (or other MAC user). Received frames for
which multiple error conditions obtained are, according to the
conventions of IEEE 802.3 Layer Management, counted
exclusively according to the error status presented to the
LLC.

SQETestErrors

A count of times that the SQE TEST ERROR message is
generated by the PLS sublayer for a particular interface. The
SQE TEST ERROR message is defined in section 7.2.2.2.4
of ANSI/IEEE 802.3-1985 and its generation described in
section 7.2.4.6 of the same document.

DeferredTransmissions

A count of frames for which the first transmission attempt on
a particular interface is delayed because the medium is busy.
The count represented by an instance of this object does not
include frames involved in collisions.

SingleCollisionFrames

A count of successfully transmitted frames on a particular
interface for which transmission is inhibited by exactly one
collision. A frame that is counted by an instance of this object
is also counted by the corresponding instance of either the
ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts,
objects and is not counted by the corresponding instance

of the dot3StatsMultipleCollisionFrames object.

MultipleCollisionFrames

A count of successfully transmitted frames on a particular
interface for which transmission is inhibited by more than one
collision. A frame that is counted by an instance of this object
is also counted by the corresponding instance of either the
ifOutUcastPkts, ifOutMulticastPkts, or ifOutBroadcastPkts,
objects and is not counted by the corresponding instance

of the dot3StatsSingleCollisionFrames object.

LateCollisions

The number of times that a collision is detected on a
particular interface later than 512 bit-times into the
transmission of a packet; 512 corresponds to 51.2
microseconds on a 10 Mb/s system. A (late) collision included
in a count represented by an instance of this object is also
considered as a (generic) collision for purposes of other
collision-related statistics.
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Table 29 Ethernet Errors tab fields (continued)

Field Description

ExcessiveCollisions A count of frames for which transmission on a particular
interface fails due to excessive collisions.

FrameTooShorts The total number of frames that are too short that were
encountered on this interface.

LinkFailures The total number of link failures encountered on this
interface.

PacketErrors The total number of packet errors encountered on this
interface.

CarrierErrors The total number of carrier errors encountered on this
interface.

LinklnactiveErrors The total number of link inactive errors encountered on this
interface.
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Graphing bridging statistics

Use the Bridging tab to graph port bridging statistics.

To graph Bridging statistics:

1 Onthedeviceview, select aport or multiple ports.

2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.

3 Click the Bridging tab.

The graphPort dialog box opens with the Bridging tab displayed (Figure 46).

Figure 46 GraphPort dialog box—Bridging tab
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Table 30 describes the Bridging tab fields.

Table 30 Bridging tab fields

Field

Description

InUnicastFrames

The total number of incoming unicast frames bridged.

InMulticastFrames

The total number of incoming multicast frames bridged.

InBroadcastFrames

The total number of incoming broadcast frames bridged.

InDiscards

The total number of frames discarded by the bridging entity.

OutUnicastFrames

The total number of outgoing unicast frames bridged.
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Table 30 Bridging tab fields (continued)

Field

Description

OutMulticastFrames

The total number of outgoing multicast frames bridged.

OutBroadcastFrames

The total number of outgoing broadcast frames bridged.

Graphing spanning tree statistics

Use the Spanning Tree tab to graph port spanning tree statistics.

To graph spanning tree statigtics:

1 Onthedeviceview, select aport or multiple ports.

2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
3 Click the Spanning Tree tab.
The graphPort dialog box opens with the Spanning Tree tab displayed

(Figure 47).

Figure 47 GraphPort dialog box—Spanning Tree tab

# 192.32,96.82 - Graph Port 1/2

interface | Ethernet Enors | Bridging Spanning Tree | Routing | oHCP |

Absolutevalue| Cumulative| Averagelsec| Minimumisec| Maximum/ssec| Lastvalisec
InConfigBpdus 0
InTecnBpdus 0
InBadBpdus 0
outConfigBpdus 0
QuiTenBpdus 0

@l@l@@ CIearCUuntersl Clnsel Help...l Fall Interval: I‘IDS 'l 00h:00m:D0s

314723-B Rev 00




Chapter 4 Configuring and graphing ports 135

Table 31 describes the Spanning Tree tab fields.

Table 31 Spanning Tree tab fields

Field Description

InConfigBpdus The number of Config BPDUs received.

InTcnBpdus The number of Topology Change Notification BPDUs received.

InBadBpdus The number of unknown or malformed BPDUSs received.

OutConfigBpdus The number of Config BPDUs transmitted.

OutTcnBpdus The number of Topology Change Notification BPDUs
transmitted.

Graphing unicast and multicast traffic statistics

Use the Routing tab to graph port routing statistics.

To graph unicast and multicast traffic statistics:

1 Onthedeviceview, select aport or multiple ports.

2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
3 Click the Routing tab.
The graphPort dialog box opens with the Routing tab displayed (Figure 48).
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Figure 48 GraphPort dialog box—Routing tab

# 192.32,96.82 - Graph Port 1/2
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4  Select the statistic(s) you want to graph.
5 Inthe Poll Interval box, select the polling interval.
6 Click the Graph button (bar, pie, chart, line).

Table 32 describes the Routing tab fields.
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Table 32 Routing tab fields

Field

Description

InUnicastFrames

The total number of incoming unicast frames routed.

InMulticastFrames

The total number of incoming multicast frames routed.

InDiscards

The total number of frames discarded by the routing entity.

OutUnicastFrames

The total number of outgoing unicast frames routed.

OutMulticastFrames

The total number of outgoing multicast frames routed.

Graphing RMON statistics

Use the following procedure to enable RMON globally, enable Rmon Stats on a
selected port, and use the RMON tab to graph RMON statistics.

To graph RMON statistics for a single port or multiple ports:

Click Enable.

o o1 A W N P

From the Device Manager menu bar, choose RMON > Options.

Click Apply and then Close.
Right click on the port you want to graph.
Select Enable Rmon Stats.

From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
7 Click the RMON tab.
The RMON tab opens (Figure 49).
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Figure 49 GraphPort dialog box—RMON tab
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8 Select the statistic(s) you want to graph.

9

In the Poll Interval box, select the polling interval.

10 Click the Graph button (bar, pie, chart, line).

Table 33 describes the fields in the RMON tab.

Table 33 RMON tab fields

Field

Description

Octets

The total number of octets of data (including those in bad packets) received on
the network (excluding framing bits but including FCS octets). You can use this
object as a reasonable estimate of Ethernet utilization. For greater precision,
sample the etherStatsPkts and etherStatsOctets objects before and after a
common interval.

Packets

The total number of packets (including bad packets, broadcast packets, and
multicast packets) received.

BroadcastPkts

The total number of good packets received that were directed to the broadcast
address. Note that this number does not include multicast packets.

MulticastPkts

The total number of good packets received that were directed to the multicast
address. Note that this number does not include packets directed to the
broadcast address.

CRCAlignErrors

The total number of packets received that had a length (excluding framing bits
but including FCS octets) of between 64 and 1518 octets inclusive, but had
either a bad Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment Error).
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Table 33 RMON tab fields (continued)

Field

Description

UndersizePkts

The total number of packets received that were less than 64 octets long
(excluding framing bits but including FCS octets) and were otherwise well
formed.

OversizePkts

The total number of packets received that were more than 1518 octets long
(excluding framing bits but including FCS octets) and were otherwise well
formed.

Fragments The total number of packets received that were less than 64 octets long
(excluding framing bits but including FCS octets) and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad
FCS with a nonintegral number of octets (Alignment Error). It is entirely normal
for etherStatsFragments to increment because it counts both runts (which are
normal occurrences due to collisions) and noise hits.

Collisions The best estimate of the total number of collisions on this Ethernet segment.

Cumulative The total count since the statistics tab was first opened. The elapsed time for the
cumulative counter is displayed at the bottom of the graph dialog box.

Average The cumulative count divided by the cumulative elapsed time.

Minimum The minimum average for the counter for a given polling interval over the
cumulative elapsed time.

Maximum The maximum average for the counter for a given polling interval over the
cumulative elapsed time.

Last value The average for the counter over the last polling interval.

Graphing RMON History statistics

To graph RMON History statistics for a single port or multiple ports:

1

If you haven't already done so, enable RMON by choosing RMON > Options
from the Device Manager menu bar.

Right click on the port you want to graph.

Select Enable Rmon History.

From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
Click the RMON History tab.

The RMON History tab opens (Figure 50).
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Figure 50 GraphPort dialog box—RMON History tab

Interface' EthernetErrors' EIridging' Spanning Tree' Routing | RMOMN  RMON HiStDWl
1310{13:40(14:10]14:40{15:10(15:40016:10{16:40017:10{17:40(18:10]18:.
Samplelndex 243 244| 245 246 247| 248 249 280| 251 252 243 1
Utilization ool 00 oo 00 o060 o0 00 00 00 00 00 C
Octets 0 0 0 0 0 0 0 0 0 0 0
Flis 0 0 0 0 0 0 0
BroadcastPkis 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1]
MulticastPkis 0 0 0 0 0 0 0 0 0 0 0
DropEvents 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1]
CRCAlignErrars 0 0 0 0 0 0 0 0 0 0 0
UndersizePkis 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1]
OversizePkis 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1]
Fragments 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1]
Caollisions 0 0 0 0 0 0 0 0 0 0 0

4]

|
.:[ @l s CIearCounterl Closel Help...l

6 Select the statistic(s) you want to graph.
7 Inthe Poll Interval box, select the polling interval.
8 Click the Graph button (bar, pie, chart, line).

Table 34 describes the fields in the RMON History tab.

314723-B Rev 00



Chapter 4 Configuring and graphing ports 141

Table 34 RMON History tab fields

Field

Description

Samplelndex

Uniquely identifies a specific etherStats entry. The value range is 1 to 65535.

Utilization

If greater precision is required, you should sample the etherStstsPkts and
etherStatsOctets objects before and after a common interval. The differences in
the sampled values are Pkts and Octets, respectively. The number of seconds in
the interval is Interval. These values are used to calculate the utilization as
follows:

Pkts x (9.6 + 6.4) + (Octets x0.8)

Utilization = Interval x 10000

The result of this equation is the value Utilization, which is the percent utilization
of the Ethernet segment on a scale of 0 to 100 percent.

Octets

The total number of octets of data (including those in bad packets) received on
the network (excluding framing bits but including FCS octets). You can use this
object as a reasonable estimate of Ethernet utilization. For greater precision,
sample the etherStatsPkts and etherStatsOctets objects before and after a
common interval.

Packets

The total number of packets (including bad packets, broadcast packets, and
multicast packets) received.

BroadcastPkts

The total number of good packets received that were directed to the broadcast
address. Note that this number does not include multicast packets.

MulticastPkts

The total number of good packets received that were directed to a multicast
address. Note that this number does not include packets directed to the
broadcast address.

DropEvents

The total number of events in which packets were dropped by the probe due to
lack of resources during this interval. Note that this number is not necessarily
the number of packets dropped, it is just the number of times this condition has
been detected.

CRCAlignErrors

The total number of packets received that had a length (excluding framing bits,
but including FCS octets) of between 64 and 1518 octets, inclusive, but had
either a bad Frame Check Sequence (FCS) with an integral number of octets
(FCS Error) or a bad FCS with a nonintegral number of octets (Alignment Error).

UndersizePkts

The total number of packets received that were less than 64 octets long
(excluding framing bits but including FCS octets) and were otherwise well
formed.

OversizePkts

The total number of packets received that were longer than 1518 octets
(excluding framing bits but including FCS octets) and were otherwise well
formed.

Configuring Network Management



142 Chapter 4 Configuring and graphing ports

Table 34 RMON History tab fields (continued)

Field Description

Fragments The total number of packets received that were less than 64 octets in length
(excluding framing bits but including FCS octets) and had either a bad Frame
Check Sequence (FCS) with an integral number of octets (FCS Error) or a bad
FCS with a nonintegral number of octets (Alignment Error). It is entirely normal
for etherStatsFragments to increment because it counts both runts (which are
normal occurrences due to collisions) and noise hits.

Collisions The best estimate of the total number of collisions on this Ethernet segment.

Graphing DCHP statistics

To graph DHCP statistics for a single port or multiple ports:

1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Edit > Port.
The Port dialog box opens with the Interface tab displayed.
3 Click the DHCP tab.
The DHCP tab opens (Figure 51).

Figure 51 Port dialog box—DHCP tab

#% 192.32.96.82 - Port 1,2 x|

GMP | ospF | mie | pm | Pem | wrrP | Routerbiscovery | IPXBRouter | smLT
Interface | ¥LAN | TG | MAC Leaming | Rate Limiting | Test | 1P Address | AP DHCP | Dymre

[ Enable
MaxHop: |4 1.16

MinSec:ID 0.65535

Mode: | hootp © dhep % bath

[ AlwaysBroadoast

Refresh Clusel Help...l

4 Click Enable to select the DHCP option.
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5 Click Apply.
6 Click Close.

7 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
8 Click the DHCP tab.
The DHCP tab opens (Figure 52).

Figure 52 GraphPort dialog box—DHCP tab

£ 192.32.96.5 - Graph Port 9/1

Interracel EthemetErmrsl EIridging' Spanning Treel Routing DHCF’l RMON' RwCk History

Abhsolutevalue

Cumulative| Averagefsec| Minimumisec| Maximum/sec| Lastvalisec

NumRequests i

0 0 0 0 0

MumReplies 0

0 1} 0 0 0

@@g@ Clear Countersl C|CISE| Help...l Pall Interval: |1US vI 00h:00m:10s

9 Select the statistic(s) you want to graph.

10 Inthe Poll Interval

box, select the polling interval.

11 Click the Graph button (bar, pie, chart, line).

Table 35 describes the fields in the DHCP tab.

Table 35 DHCP tab fields

Field Description

NumRequests The total number of DHCP and/or BootP requests seen on
this interface.

NumReplies The total number of DHCP and/or BootP replies seen on this
interface.
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Graphing OSPF statistics

To graph OSPF statistics for a single port or multiple ports:

1 Onthedeviceview, select aport or multiple ports.
2 From the Device Manager menu bar, choose Graph > Port.

The graphPort dialog box opens with the Interface tab displayed.
3 Click the OSPF tab.

The OSPF tab opens (Figure 53).

Figure 53 GraphPort dialog box—OSPF tab

Interface' EthernetErrors' EIridging' Spanning Tree' Routing OSPF | RMON'

AbsoluteValue| Cumulative| Averagelzec| Minimumisec| Maximumisec| Lastvalisec|
Wersioniismatches 1] 1] 1] 1]

Areahlismatches 1] 1] 1] 1] 1] 1]
AuthTypeMismatches 1] 1] 1] 1] 1] 1]
AuthFailures 1] 1] 1] 1] 1] 1]
MNethdaskMismatches 1] 1] 1] 1] 1] 1]
Hellolntervalismatches 1] 1] 1] 1] 1] 1]
DeadintervalMismatches 1] 1] 1] 1] 1] 1]
Optiondismatches 1] 1] 1] 1] 1] 1]
RxHellos 1] 1] 1] 1] 1] 1]
RxDBDescrs 1] 1] 1] 1] 1] 1]
RxLSUpdates 1] 1] 1] 1] 1] 1]
RxL5Reqs 1] 1] 1] 1] 1] 1]
RxLSAcks 0 0 0 0 0 0
TxHellos 1] 1] 1] 1] 1] 1]
TxDBDescrs 1] 1] 1] 1] 1] 1]
TxLSUpdates 1] 1] 1] 1] 1] 1]
TxLSReqgs 1] 1] 1] 1] 1] 1]
THLSAcks 0 0 0 0 0 0

El | |1| @l @l | CIearCounterl Closel Help...l Foll Interval: |1DS vlDDh:DEm:MS

4  Select the statistic(s) you want to graph.
5 Inthe Poll Interval box, select the polling interval.
6 Click the Graph button (bar, pie, chart, line).
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Table 36 describes the OSPF tab fields.

Table 36 OSPF tab fields

Field

Description

VersionMismatches

The number of version mismatches received by this interface.

AreaMismatches

The number of area mismatches received by this interface.

AuthTypeMismatches

The number of authentication type mismatches received by
this interface.

AuthFailures

The number of authentication failures.

NetmaskMismatches

The number of net mask mismatches received by this
interface.

HellolntervalMismatches

The number of hello interval mismatches received by this
interface.

DeadIntervalMismatches

The number of dead interval mismatches received by this
interface.

OptionMismatches

The number of option mismatches in the Hello interval or
Dead interval fields received by this interface.

RxHellos The number of hello packets received by this interface.

RxDBDescrs The number of database descriptor packets received by this
interface.

RxLSUpdates The number of link state update packets received by this
interface.

RxLSReqgs The number of link state request packets received by this
interface.

RxLSAcks The number of link state acknowledge packets received by
this interface.

TxHellos The number of hello packets transmitted by this interface.

TxDBDescrs The number of database descriptor packets transmitted by
this interface.

TxLSUpdates The number of link state update packets transmitted by this
interface.

TXLSReqs The number of link state request packets transmitted by this
interface.

TXLSAcks The number of link state acknowledge packets transmitted by

this interface.
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Graphing VRRP statistics

To graph VRRP statistics:

1 Onthedeviceview, select a port.

2 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens with the Basic tab displayed.
3 Fromthe VLAN dialog box, Basic tab, select arow and click IP.
The IR, VLAN dialog box opens with the IP Address tab displayed.
4 FromthelPVLAN diaog box, click VRRP.
From the VRRP tab, select arow and click Graph.
The VRRP Stats tab opens (Figure 54).

Figure 54 VRRP dialog box—VRRP Stats tab
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6 Select the statistics that you want to graph.

7 Click Graph.
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Table 37 describes the fields in the VRRP Stats tab.

Table 37 VRRP tab fields

Field Description

BecomeMaster The total number of times that the state of this virtual router
has transitioned to master.

AdvertiseRcvd The total number of VRRP advertisements received by the
virtual router.

ChecksumErrors The total number of VRRP packets received with an invalid

VRRP checksum value.

VersionErrors

The total number of VRRP packets received with an unknown
or unsupported version number.

VrIDErrors

The total number of VRRP packets received with an invalid
VrID for this virtual router.

AdvertiselntervalErrors

The total number of VRRP advertisement packets received for
which the advertisement interval is different than that
configured for the local virtual router.

PasswdSecurityViolations

The total number of VRRP packets received that do not pass
the simple text password authentication check.

HmacSecurityViolations

The total number of VRRP packets received that do not pass
the HMAC-MD5-96 authentication check.

IpTtlErrors The total number of VRRP packets received by the virtual
router with IP time-to-live (TTL) not equal to 255.

PriorityZeroPktsRcvd The total number of VRRP packets received by the virtual
router with a priority of zero.

PriorityZeroPktsSent The total number of VRRP packets sent by the virtual router

with a priority of zero.

InvalidTypePktsRcvd

The total number of VRRP packets received by the virtual
router with an invalid value in the "type" field.

AddressListErrors

The total number of VRRP packets received for which the
address list does not match the locally configured list for the
virtual router.

UnkknownAuthType The total number of VRRP packets received with an unknown
authentication type.
AuthTypeErrors The total number of VRRP packets received with Auth Type

not equal to the locally configured authentication method.
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Chapter 5
Configuring and graphing chassis information

This chapter describes editing and graphing a Passport 8000 Series chassis using
Device Manager. The first three sections describe how you can use Device
Manager to configure your Passport 8000 Series switch. The last section describes
how to use Device Manager to graph switch statistics.

This chapter includes the following topics:

Topic Page
Editing the chassis 149
Editing cards 166
Editing objects 175
Graphing chassis statistics 191

Editing the chassis

Use the tabsin the chassis dialog box to edit the Passport 8000 Series chassis.
To edit the Passport 8000 Series chassis:

1 Select the chassis.
2 Do one of the following:

e Double-click the chassis.
» Right-click the chassis. From the shortcut menu, choose Edit.
»  From the Device Manager menu bar, choose Edit > Chassis.

The following sections provide a description of the chassis tabsin the
Edit > Chassis dialog box and details about each field on the tab.
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Editing system information

You can edit system information such as the contact person, the name of the
device and where it is located. Other information cannot be edited, but is very
useful, such as what version of the software is running on the device.

To open the System tab:

=3 On the Device Manager menu bar, choose Edit > Chassis.

The chassis dialog box opens with the System tab displayed (Figure 55).
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Figure 55 Chassis dialog box—System tab
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Table 38 describes the System tab fields.
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Table 38 System tab fields

Field Description

sysDescr The system assigned name and the software version
it is running.

sysUpTime The time since the system was last booted.

sysContact The contact information (in this case, an e-mail
address) for the Nortel Networks support group.

sysName The name of this device.

sysLocation The physical location of this device.

VirtuallPAddr

The virtual IP address is the IP address advertised
by the master CPU. Unlike the management port IP
address, this address is stored in the switch
configuration file and not the boot configuration file.

VirtualNetMask

The net mask of the virtual management IP address.

ReadWriteLevel:

Displays the access level of the trusted host
(readOnly, readWrite, or readWriteAll)

AuthenticationTraps

Enables or disables authentication traps. When you
enable, SNMP traps are sent to trap receivers for all
SNMP access authentication.

To view traps, click the Trap Log button on the
Device Manager toolbar.

EnableWebServer

Enables or disables the Web HTML server. When
enabled, it allows the system to be monitored using a
Web browser.

EnableAccess Policy

Enables or disables Access Policy settings.

LastChange

The time since the last configuration change.

LastVlanChange

The time since the last VLAN change.

LastStatisticsReset

The time since the statistics counters were last reset.

LastRunTimeConfigSave

The last run-time configuration that was saved.

LastRunTimeConfigSaveToSlave

The last run-time configuration that was saved to the
standby device.

LastBootConfigSave

The last boot configuration that was saved.

LastBootConfigSaveOnSlave

The last boot configuration that was saved on the
standby device.

DefaultRuntimeConfigFileName

The default Runtime Configuration File directory
name.

314723-B Rev 00




Chapter 5 Configuring and graphing chassis information 153

Table 38 System tab fields (continued)

Field

Description

DefaultBootConfigFileName

The default Boot Configuration File directory name.

ConfigFileName

Allows you to type the name of a new configuration
file.

Action

Can be one of the following actions:

hardReset—Resets the device and runs
power-on tests.

softReset—Resets the device without running
power-on tests.

resetCounters—Resets all statistic counters.

cpuSwitchOver—Switch control from one CPU to
another.

resetConsole—Reinitializes the hardware UART
drivers. Use only if the console or modem
connection is hung.

resetModem—Reinitializes the UART drivers on
the modem port. Use only if the console or
modem connection is hung.

saveRuntimeConfig—Saves the current run-time
configuration.

saveRuntimeConfigToSlave—Saves the current
run-time configuration to the standby CPU.

saveBootConfig—Saves the current boot
configuration.

saveBootConfigOnSlave—Saves the current
boot configuration to the standby CPU.

Result

Displays a message after you click Apply.

Editing chassis information

To edit the chassis information:

1 From the Device Manager menu bar, choose Edit > Chassis.

The chassis dialog box opens with the System tab displayed.

2 Click on the Chassis tab.

The Chassis tab opens (Figure 56).
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Figure 56 Chassis dialog box—Chassis tab

% 192.32.96.82 - Chassis

x|

User SetTirme |
System Cha

Tupe:
SerialMumber:
HardwareRevision:
MumSlots:
MumPorts:
BaseMacaddr:
MacAddrCapacity:

L2/L3 Redundancy | McastMLT Distibution |
S5is Boot Config I Trap Receivers

Record Reservation
Perfarmance

agn1o
SSMNMO0T37R

A

10

a0
00:01:81:2c:90:00
1024

MTUSize:

EnhancedOperidode:
Mhiode:

[+ GlohalFilterEnahle

[ WlanBySrcMacEnable

[v DiffSernEcnCompatibilityEnahle
(+ 1950 ¢ 9600

[ MewEnhancedOpettlode

[ Newnhiode

falsa
false

Temperature;

28 celsius

it Clnsel Help...l

Refre

Table 39 describes the Chassis tab fields.

Table 39 Chassis tab fields
Field Description
Type The Passport 8000 Series module type.

SerialNumber

A unique chassis serial number.

HardwareRevision

The current hardware revision of the device chassis.

NumSlots The number of slots (or cards) this device can
contain.
NumPorts The number of ports currently on this device.
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Table 39 Chassis tab fields (continued)

Field Description

BaseMacAddr Starting point of the block of MAC addresses used by
the switch for logical and physical interfaces.

MacAddrCapacity Specifies a MAC address capacity.

GlobalFilterEnable

Used to enable/disable global filters in the system.

VlanBySrcMacEnable

Used to enable/disable source MAC based VLANS in
the system.

DiffServEcnCompatibilityEnable

Used to enable/disable the Explicit Congestion
Notification(ECN) compatibility feature. When set to
enable, the system will mask the ECN bits in the DS
field while marking DSCP and will not match on ECN
capable flows if filter is set on DSmatch. When set to
disable, it will preserve the ECN bits in the DS field
while marking DSCP and will match on full 8-bit DS
field. The default is enable.

MTUSize Specifies the maximum transmission unit size.

NewEnhancedOperMode Enables enhanced operation mode.

NewEMMode Enables extended memory mode.

EnhancedOperMode Displays the current EnhancedOperMode status,
enabled (true) or disabled (false).

MMode Displays the current MMode status, enabled (true) or
disabled (false).

Temperature The current temperature of the chassis.
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Enabling L2/L3static routes

Note: After you enable or disable the high availability feature, the

=»| bootconfig is saved onto the master and the standby CPU and the standby

CPU isreset automatically. However, you need to manually reset the

master CPU.

To enable static routes:

1 From the Device Manager menu bar, choose Edit > Chassis.
The Chassis dialog box opens with the System tab displayed.
2 Click on the L2/L 3 Redundancy tab.
The L2/L3 Redundancy tab opens (Figure 57).

Figure 57 Chassis dialog box—L2/L3 Redundancy tab

-
Systern | Chassis | Bootcorig | TrapRecewers | Perormance
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HaEvent: noEwvent

HaCpu: £ enahble © disable
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] Clnsel Help...l

3 Click Enable.
4 Click Apply.
The enable HA-CPU message box opens (Figure 58).
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Figure 58 Enable HA-CPU message box

£ Device Manager 556b01 X

@ The canfig files on the master and slave will be overwritten.
After HA-CPLU is enabled, you need to reset primary CPLU card
forthe changes to take effect. L2 features, ARP and static
rautes will be enahled in LAL3 redundaney mode.

Do you want to enable HA-CPLU?

5 Click Yes.
6 Click Close.

Disabling L2/L3static routes

To disable static routes:

1 From the Device Manager menu bar, choose Edit > Chassis.
The Chassis dialog box opens with the System tab displayed.
2 Click on the L2/L 3 Redundancy tab.
The L2/L3 Redundancy tab opens (Figure 60).
Click Disable.
4 Click Apply.
The disable HA-CPU message box opens (Figure 59).

Figure 59 Disable HA-CPU message box

£ Device Manager 556b01 X

@ Boot configuration will be saved an master and slave CPU cards.
After HA-CPLU is disahled, you need to reset primary CPU card
forthe changes to take effect.

Do you want to dizahle HA-CPU?

o |
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5
6

Click Yes.
Click Close.

Viewing L2/L3 Redundancy status

To view the L2/L 3 redundancy status:

1
2

Select the chassis.

From the Device Manager menu bar, choose Edit > Chassis.
The Chassis dialog box opens with the System tab displayed.
Click on the L2/L 3 Redundancy tab.

The L2/L3 Redundancy tab opens (Figure 57).

Table 40 describes the L2/L. 3 Redundancy tab fields.
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Table 40 L2 Redundancy tab fields

Field Description

HaCpusState This field indicates the state of the CPUs. The possible

CPU states area:

 initialization - The two CPUs establish a connection
and exchange version information.

» oneWayActive - modules that need to be
synchronized have been registered.

» twoWayActive - modules that need to be synchronized
have registered with the redundancy framework on
both CPUs.

» synchronized - table based synchronization was
completed on the current CPU.

» remote incompatible - the CPUs software versions are
incompatible.

» error - If an invalid event is generated in a given state
the CPU displays the error state.

» disabled - HA is not enabled on the CPU.

Ha Event This field displays the event status. The possible event
status values are:

* Restart.

» Transfer to a One Way or Two Way Active state.
» Transfer to a synchronized state.

» Transfer go to a remote incompatible state.

* No event has occurred.

Enable Allows you to enable or disable L2/L3 redundancy on the
master CPU.
StandbyCpu This field indicates if the L2/L3 Redundancy is enabled on

the standby CPU. The possible states are:
* hotStandbyCPU

* warmStandbyCPU

» standbyCPUNotPresent
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Reserving records
To reserve records:

1 From the Device Manager menu bar, choose Edit > Chassis.
The chassis dialog box opens with the System tab displayed.
2 Click on the Record Reservation tab.

The Record Reservation tab opens (Figure 60). Each record type has number
of reserved records shown in the Reserved column.

Figure 60 Chassis dialog box—Record Reservation tab

x
gsystern | Chassis | BootGonfig | Trap Receivers | Pemarmance | UserSetTime
L2/L3 Redundancy | Mcast MLT Distribution Record Reservation
RecordType| Used| Reserved| NewReserved | DefReserved
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mac 455 2000 2000 2000
static 0 200 200 200

Applvl

18] 8] o] 2] cvrf o |

A row(s)

3 Select the amount in the NewReserved column for the record type you want to
modify.

4  Click Apply.

The Reserved column displays the new number of reserved records.
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Viewing the boot configuration

You can view the boot source, as well as to see the source from which the switch
booted | ast.

To view the boot configuration:

1 From the Device Manager menu bar, choose Edit > Chassis.
The chassis dialog box opens with the System tab displayed.
2 Click on the Boot Config tab.
The Boot Config tab opens (Figure 61).

Figure 61 Chassis dialog box—Boot Config tab

#% 192.32.96.82 - Chassis

FPerfarmance | User Set Time | L2IL3 Redundancy | Mcast MLT Distribution Recard Reservs
Systerm | Chassis Boot Config Trap Receivers

Slat Swhiarsion LastBootConfigSource| LastRuntimealmageSaurce | LastRuntimeaCanfi

5|Build REL3.5.0.0_B017 on Wed Jan 29 17:57:04 PST 2003 |Mashiboot.cfy Maship80a3500b01 ¥.img |Mashiconfig2mod.

0] er |

1 roww(s)

Table 41 describes the Boot Config tab fields.

Table 41 Boot Config tab fields

Field Description

Slot The slot number of the device.

SwVersion The software version that is currently running.
LastBootConfigSource The last source from which the switch booted.

LastRuntimelmageSource The last source from which the run-time image was taken.

LastRuntimeConfigSource The last source from which the run-time configuration was
taken.
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Editing trap receivers

You can edit how machines will receive SNMP traps by editing the community
strings and the SNMP version format.

When Device Manager opens adevice, it automatically adds the machine on
which it isrunning to the Trap Receiverslist only if the Regi ster for Traps
box on the Properties dialog box is checked.

Note: If the Trap Receiverstab takes along timeto open, it may be that
=»| the P address of atrap receiver cannot be resolved to a DNS name. By
default, Device Manager attemptsto resolve | P addresses to DNS names.

To edit how traps will be received:

1 From the Device Manager menu bar, choose Edit > Chassis.
The chassis dialog box opens with the System tab displayed.
2 Click on the Trap Receiverstab.
The Trap Receivers tab opens (Figure 62).

Figure 62 Chassis dialog box—Trap Receivers tab

x
UserSetTime | L2iL3 Redundaney | Meast MLT Distribution | Record Reservation
System I Chassis I Boot Config Trap Receivers Performance

IpAddress Community| Yersion
47 16.67 163 public w1
47 16.67.188 puhblic Wl
134.177.213.188 | puhblic w1
134177.214.581 |public Wl
169.254.94 80 public w1
182 32 235137 |puhblic w1

Refresh |nser1___| [elete |ﬁ|@§|ﬁlﬂl

Apply

B row(s)
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Table 42 describes the Trap Receiverstab fields.

Table 42 Trap Receivers tab fields

Field Description

IpAddress IP address for the trap receiver. (This value may be displayed as a
DNS host name, but it was entered originally as an IP address.)

Community Community string used for trap messages to this trap receiver.

Version By default, traps are sent in SNMP V2c format. If you are using an

older NMS that supports only V1 traps (for example, HP OpenView)
you should select that field. Note that UNIX management stations
must run Device Manager as Root to receive traps.

Checking system performance

You can check system performance with the Performance tab.
To open the Performance tab:

1 From the Device Manager menu bar, choose Edit > Chassis.
The chassis dialog box opens with the System tab displayed.
2 Click on the Performance tab.
The Performance tab opens (Figure 63).
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Figure 63 Chassis dialog box—Performance tab

x
UserSetTime |  L2L3 Redundancy | MeastMLT Distibution | Record Reservation
System Chassis Baoot Config I Trap Receivers Performance

DramSize: 256 b
DramUsed: 17 %
DramFree: 217172 1
Cpultil: 0 %
SwitchFatricl il 0 %
OtherSwitchFahricltil: 0 %

Refres Clnsel Help...l

Table 43 describes the Performance tab fields.

Table 43 Performance tab fields

Field Description

DramSize The DRAM size in megabytes

DramUsed The percentage of DRAM space used.

DramFree The amount of DRAM free in kilobytes.

CpuUtil Percentage of CPU utilization.

SwitchFabricUtil Percentage of switch fabric utilization. This field will
display 0% when the Passport 8100 module is installed.

OtherSwitchFabricUtil Percentage of other switch fabric utilization. This field will
display 0% when the Passport 8100 module is installed.

Setting the time

You can set the date and time on the switch with the User Set Time tab.
To open the User Set Time tab:

1 From the Device Manager menu bar, choose Edit > Chassis.

The chassis dialog box opens with the System tab displayed.
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2 Click on the User Set Timetab.
The User Set Time tab opens (Figure 64).

Figure 64 Chassis dialog box—User Set Time tab

x
Svstern | Chassis | BootConfiy | TrapReceiwers | Perormance

Usger SetTime | L2/L3 Redundancy | Mcast MLT Distribution | Record Reservation

fear: IEDDB 19498.2097

Month: |2 1.12
Date: |5 1.31
Haur: |11 0.23
Minute: |28  0.59
Second: (30 0.59

Aty Refresh Clusel Help...l

Table 44 describes the User Set Time tab fields.

Table 44 User Set Time tab fields

Field Description

Year The year (integer 1999...2097).
Month The month (integer 1..12).

Day The day (integer 1..31).

Hour The hour (integer 0..23).
Minute The minute (integer 0..59).
Second The second (integer 0..59).
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Editing cards

Use Device Manager card editing capabilities to view status information for two
types of cards, I/O cards and CPU cards.

To edit the Passport 8000 Series modules (cards):

1 Select one or more modules.

2 Do one of the following:

Double-click the module.
Right-click the module. On the shortcut menu, choose Edit.
From the Device Manager menu bar, choose Edit > Card.

From the Device Manager menu bar, choose Edit > Select All > Cards.
Then choose Edit > Card.

On the Device Manager toolbar, choose the Edit Selected button.

The following sections provide a description of the two different card typesin the
Edit> Card dialog box and details about each field on the tabs.

Editing card information

You can use the Card tab on the Card dialog box to view statusfor all 1/0 cards
except the CPU card.

To open the Card tab:

1 Select the card.

2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed (Figure 65).
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Figure 65 Card dialog box—Card tab
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Table 45 describes the Card tab fields.

Table 45 Card tab fields

Field Description

FrontType Used to indicate card types in the Passport 8000 Series.
BackType Front refers to the 1/O portion of the module, the I/O card.

FrontDescription
BackDescription

Model number of the module (for example, 8608GT).

FrontAdminStatus

Indicates the administrative status of the card.

FrontOperStatus

Indicates the operational status of this module.

FrontSerialNum
BackSerialNum

Serial number of the 1/0O card.
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Table 45 Card tab fields

Field

Description

FrontHwVersion
BackHwVersion

Hardware version of the /O card.

FrontPartNumber Part number of the I/O card.
BackPartNumber

FrontDateCode Manufacturing date code for the 1/O card.
BackDateCode

FrontDeviations
BackDeviations

Deviations.

PCMCIAType

Used to indicate the type of PCMCIA card currently
installed in this CPU card, if any.

For non-CPU cards, this variable has no meaning and will
always be set to none.

PCMCIADescr

PCMCIA description.

Editing boot file

You can use the Boot tab to specify, among other things, boot source and order for

your switch.

To open the Boot tab:

1 Select aCPU card.

2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed.

3 Click the Boot tab.

The Boot tab opens (Figure 66).
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Figure 66 Card dialog box—Boot tab

#192.32.96.5 - Card 5 |

Card Boot | Device| Flash Files | PCHMCIA Files |
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Table 46 describes the Boot tab fields.

Table 46 Boot tab fields

Field Description
SwVersion The software version that is currently running.
LastBootConfigSource The boot configuration file used when the switch most

recently booted.

LastRuntimelmageSource

The run-time image that was loaded most recently.

LastRuntimeConfigSource

The run-time configuration that was loaded most recently.

PrimarylmageSource

The primary image source file.

PrimaryConfigSource

The primary configuration source file.

SecondarylmageSource

The secondary image source file.

SecondaryConfigSource

The secondary configuration source file.

TertiarylmageSource

The tertiary image source file.

TertiaryConfigSource

The tertiary configuration source file.

EnableAutoBoot

Enables the autoboot option.

When you apply power, the switch waits 5 seconds and
then boots. If this option is set to false, the boot process
stops at the Boot Monitor.

EnableFactoryDefaults

Enables factory defaults option.

EnableDebugMode

Enables debug mode option.

EnableHwWatchDogTimer

Enables hardware watchdog timer option.

EnableRebootOnError

Enables reboot on error option.

EnableTelnetServer

Enables Telnet server option.

EnableRloginServer

Enables Rlogin server option.

EnableFtpServer

Enables FTP server option.

EnableTftpServer

Enables TFTP server option.

EnableSshServer

Enables SSH server option.
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Displaying flash and PCMCIA statistics

The Passport 8000 Series switch has two types of flash memory, the onboard flash
memory, and an optional installed PCMCIA card. You can view device flash and
PCMCIA file information on the Device tab in the Card dialog box.

To open the Device tab:

1 SelectaCPU card.
2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed.
3 Click the Devicetab.
The Devicetab opens (Figure 67).

Figure 67 Card dialog box—Device tab

%5 10.125.200.44 - Card 5 E

Card | Boot | Flash Files | Pomcia Files |

FlashBytesllsed: 8918016
FlashBytesFree: G3T9520
FlashMumFiles: ¥

PocmciaBytesllzed: 6057934
PecmciaBytesFree; 1953792
PemeiaMumFiles: &

Refreahl Clnsel Help...l
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Table 47 describes the Device tab fields.

Table 47 Device tab fields

Field Description
FlashBytesUsed Number of flash bytes used.
FlashBytesFree Number of flash bytes not used.

FlashNumFiles

Number of files in flash memory.

PCMCIABytesUsed

Number of PCMCIA bytes used.

PCMCIABytesFree

Number of PCMCIA bytes not used.

PCMCIANumFiles

Number of PCMCIA files.

Displaying flash file information

You can obtain information about the filesin flash memory from the Flash Files

tab.

To open the Flash Files tab:

1 Select aCPU card.

2 From the Device Manager menu bar, choose Edit > Card.
The Card dialog box opens with the Card tab displayed.
3 Click the Flash Files tab.
The Flash Files tab opens (Figure 68).
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Figure 68 Card dialog box—Flash Files tab

#10.10.41.239 - Card 5
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Table 48 describes the Flash Files tab fields.

Table 48 Flash Files tab fields

Field Description

Name Directory name of the flash file.

Date Creation or modification date of the flash file.
Size Size of the flash file.

Displaying PCMCIA file information

You can use the PCM CIA Filestab to provide information about the files stored in
the switch PCMCIA card. It includes the same information as the Flash tab.

To open the PCMCIA Filestab:

1 Select aCPU card.
2 From the Device Manager menu bar, choose Edit > Card.

The Card dialog box opens with the Card tab displayed.
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3 Click the PCMCIA Filestab.
The PCMCIA Files tab opens (Figure 69).

Figure 69 Card dialog box—PCMCIA Files tab
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Table 49 describes the PCMCIA Filestab fields.

Table 49 PCMCIA Files tab fields

Field Description

Name The directory name of the PCMCIA file.

Date The creation or modification date of the PCMCIA file.
Size The size of the PCMCIA file.
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Editing objects

The following sections describe each hardware and software object of the
Passport 8000 Series switch.

Editing management port

The management port on the switch fabric/CPU moduleisa10/100 Mb/s Ethernet
port that can be used for an out-of-band management connection to the switch.

You can use the Mgmt Port dialog box to specify, among other things,
management information for the device and to set device configuration.

To edit the Passport 8000 Series 8000 Series switch Management port:

1 Select the management port.

2 Do one of the following:

Double-click the Management port.
Right-click the Management port; click Edit.
From the Device Manager menu bar, choose Edit > MgmtPort.

From the Device Manager menu bar, choose Edit > Select All >
MgmtPort. Then choose Edit > Mgmt Port.

On the Device Manager toolbar, click the Edit Selected button.
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To open the Mgmt Port dialog box:

1 Select the management port object.
2 From the Device Manager menu bar, choose Edit > Mgmt Port.

The Mgmt Port dialog box opens (Figure 70).

Figure 70 Mgmt Port dialog box
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Table 50 describes the Mgmt Port dialog box fields.

Table 50 Mgmt Port dialog box fields

Field Description
Ifindex The slot and port number of the management port.
Descr The description of the management port.

AdminStatus | The administrative status of the device.

OperStatus The operational status of the device.
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Table 50 Mgmt Port dialog box fields (continued)

Field Description

MgmtMacAddr | The MAC address of the management device.

Addr The IP address of the device.

Mask The subnet IP mask.

AutoNegotiate | The autonegotiate value.

AdminDuplex | Specifies the administrative duplex setting for this port.
OperDuplex The operational duplex setting for this port.
AdminSpeed | Specifies the administrative speed setting for this port.
OperSpeed Indicates the operational duplex setting for this port.
EnableBootp | Enables or disables BootP.

Editing management port route table

You can use the Mgmt Port Route Table dialog box to view and specify network
and gateway | P addresses used to remotely manage the device.

To open the Mgmt Port Route Table dialog box:

1 Select the management port object.

2 From the Device Manager menu bar, choose Edit > Mgmt Port.

The Mgmt Port dialog box opens (Figure 70).
3 Onthe Mgmt Port dialog box, click Route.
The Mgmt Port Route Table dialog box opens (Figure 71).
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Figure 71
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To add more Network and Gateway |P addresses:

1 Onthe Mgmt Port Route Table dialog box, click Insert.

The Mgmt Port Route Table, Insert CPU Route Table dialog box opens
(Figure 71).

2 Inthe Mgmt Port Route Table, Insert CPU Route Table dialog box; enter new
Network and Gateway |P addresses.

3 Inthe Mgmt Port Route Table, Insert CPU Route Table dialog box, click

Insert.

Table 51 describes the Mgmt Port Route Table, Insert CPU Route Table dialog

box fields.

Table 51 Mgmt Port Route Table, Insert CPU Route Table dialog box fields

Field

Description

Network

The network IP address.

Gateway

The gateway IP address of the device.
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Editing serial ports

The serial ports on the switch fabric/CPU module include the modem port and the
console port.

Use the Serial Port dialog box to specify serial port communication settings.
To edit the Passport 8000 Series switch serial ports:

1 Select the seria port.
2 Do one of the following:

» Double-click the seria port.
e Right-click the serial port and click Edit.
»  From the Device Manager menu bar, choose Edit > Serial Port.

»  From the Device Manager menu bar, choose Edit > Select All > Serial
Ports. Then choose Edit > Serial Port.

e Onthe Device Manager toolbar, click the Edit Selected button.
To open the Serial Port dialog box:

1 Select the serial port object.
2 From the Device Manager menu bar, choose Edit > Serial Port.
The Seria Port dialog box opens (Figure 72).
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Figure 72 Serial Port dialog box
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Table 52 describes the Serial Port dialog box fields.

Table 52 Serial Port dialog box fields

Field Description

Ifindex The slot and port number of the serial port.

Descr The description of the serial port.

Mode Specifies the mode this port should operate in.

BaudRate Specifies the baud rate of this port.

DataBits Specifies the number of data bits, per byte of data, this port
should send/receive.

MyAddr Specifies this port's IP address. It is used for both “slip” and “ppp”
modes.

PeerAddr Spe(:jcifies the peer's IP address. Itis used for both “slip” and “ppp”
modes.
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Table 52 Serial Port dialog box fields (continued)

Field

Description

SlipMtu

Specifies the MTU for this port.

SlipTxRxCompress Enables or disables compression of TCP/IP packet headers on

this port. Used for “slip” mode only.

SlipRxCompress Enables or disables compression for receiving packets on this
port. Used for “slip” mode only.
PppConfigFile Specifies the configuration file to use PPP.
Editing fans

The Fan dialog box provides read-only information about the operating status of
the switch fans.

To view the fan information:

1 Select thefan object.

2 Do one of the following:

Double-click the fan object.
Right-click the fan object and click Edit.
From the Device Manager menu bar, choose Edit > Fan.

From the Device Manager menu bar, choose Edit > Select All > Fan.
Then choose Edit > Fan.

On the Device Manager toolbar, click the Edit Selected button.

To open the Fan dialog box:

1 Select the Fan object.

2 From the Device Manager menu bar, choose Edit > Fan.

The Fan dialog box opens (Figure 73).
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Figure 73 Fan dialog box

£ 192.32.96.5 - Fan 1 X

Detail

Id: 1
QperStatus: up
AmbienfTemperature: 26 (degrees Celsius)

Table 53 describes the Fan dialog box fields.

Table 53 Fan dialog box fields

Field Description
Id The fan ID.
OperStatus Actual status of the Fan:

* unknown(1) - status cannot be determined.
e up(2) - present and supplying power.
» down(3) - present, but failure indicated.

AmbientTemperature Used to indicate the temperature of the air entering the
fan.

Editing MDASs

The MDA dialog box providesread-only information about the operating status of
the switch MDAs.

To view the MDA information:

1 Select the MDA object.
2 Do one of the following:

» Double-click the MDA object.
* Right-click the MDA object and click Edit.
»  From the Device Manager menu bar, choose Edit > MDA.
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*  From the Device Manager menu bar, choose Edit > Select All > MDA.
Then choose Edit > MDA.

e Onthe Device Manager toolbar, click the Edit Selected button.
To open the MDA dialog box:

1 Select the MDA object.
2 From the Device Manager menu bar, choose Edit > MDA.
The MDA dialog box opens (Figure 74).

Figure 74 MDA dialog box

#5 47.17.54.51 - MDA 10.1
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Table 54 describes the MDA fields.

Table 54 MDA dialog box fields

Field Description

Type This field displays the media type of the MDA, either:
+ OC-3 SMF MDA

+ 0OC-3 MMF MDA

+ 0OC-12 SMF MDA

*+ 0C-12 MMF MDA—rc2kIx0c12cBaseMM

Description This field displays a description of the MDA, either:
+ 0OC-3 SMFMDA—Quad OC-3 SM

+ 0OC-3 MMFMDA—Quad OC-3 MM

+ 0OC-12 SMF MDA—Single Port OC-12 SM

+ 0OC-12 MMF MDA —Single Port OC-12 MM
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Editing power supplies

The Power Supply dialog box provides read-only information about the operating
status of the switch power supplies.

To view the power supply information:

1 Select the power supply object.
2 Do one of the following:

» Double-click the power supply object.
» Right-click the power supply object and click Edit.
»  From the Device Manager menu bar, choose Edit > Power Supply.

»  From the Device Manager menu bar, choose Edit > Select All > Power
Supplies. Then choose Edit > Power Supply.

e Onthe Device Manager toolbar, click the Edit Selected button.
To open the PowerSupply dialog box:

1 Select the power supply object.
2 Onthe Device Manager menu bar, choose Edit > Power Supply.
The PowerSupply dialog box opens (Figure 75).

Figure 75 PowerSupply dialog box
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Table 55 describes the PowerSupply Detail tab fields.

Table 55 PowerSupply Detail tab fields

Field Description

Type Describes the type of power used— AC or DC.

Description Provides a description of the power supply.

SerialNumber Defines the serial number of the power supply.

HardwareRevision Displays the hardware revision number.

PartNumber Displays the part number of the power supply.

PowerSupplyOperStatus (I?jispla)ys the status of the power supply, on (up) or off
own).

Editing FileSystem

The FileSystem dialog box allows you to copy files and provides information
about flash and PCMCIA files. File copying and file information are all related to
files on the switch CPU module.

Copying a PCMCIA or flash file

To copy files between the flash and the PCMCIA:

»  From the Device Manager menu bar, choose Edit > File System.

The FileSystem dialog box opens with the Copy File tab active (Figure 76).
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Figure 76 FileSystem dialog box—Copy File tab
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Table 56 describes the Copy File tab fields.

Table 56 Copy File tab fields

Field Description

Source The source file to copy from the flash/PCMCIA or the config file on the
NVRAM or trace file.

Destination The device and the file name (optional) to which the source file is to
be copied. The destination can be flash, PCMCIA or the NVRAM.
Trace files are not a valid destination.
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Table 56 Copy File tab fields (continued)

Field Description

Action Select start to begin the copy process or none to cancel the copy
process.

Result Displays the result of the copy process:

* none
» inProgress
* success

o fall

e invalidSource

* invalidDestination
* outOfMemory

» outOfSpace

» fileNotFound

Displaying flash and PCMCIA statistics

Use the Device Info tab to display flash and PCMCIA file statistics.

To open the Device Info tab:

1 From the Device Manager menu bar, choose Edit > File System.

The FileSystem dialog box opens with the Copy File tab active.
2 Click the Device Info tab.

The Device Info tab opens (Figure 77).

Figure 77 FileSystem dialog box—Device Info tab
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Table 57 describes the Device Info tab fields.

Table 57 Device Info tab fields

Field Description

Slot This is the slot number of the CPU module.
FlashBytesUsed The number of Flash bytes used.
FlashBytesFree The number of Flash bytes free.

FlashNumFiles

The number of Flash files.

PcmciaBytesUsed

The number of PCMCIA bytes used.

PcmciaBytesFree

The number of PCMCIA bytes free.

PcmciaNumFiles

The number of PCMCIA files.

PcmciaAction

The type of action. None or reset PCMCIA.

Result

The results of the last action taken on the device. The valid values
are none, in progress, success, or fail.

Displaying flash file information

Use the Flash Files tab to display Flash file information.

To open the Flash Files tab:

1 From the Device Manager menu bar, choose Edit > File System.

The FileSystem dialog box opens with the Copy File tab active.
2 Click the Flash Files tab.
The Flash Files tab opens (Figure 78).
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Figure 78 FileSystem dialog box—Flash Files tab
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Table 58 describes the Flash Files tab fields.

Table 58 Flash Files tab fields

Field Description

Slot The slot number of the CPU module.

Name The name of the Flash file.

Date The date and time the Flash file was created or modified.
Size The size of the Flash file in bytes.

Displaying PCMCIA file information

Use the PCMCIA Filestab to display PCMCIA file information.

To open the PCMCIA Filestab:

1

From the Device Manager menu bar, choose Edit > File System.

The FileSystem dialog box opens with the Copy File tab active.
Click the PCMCIA Filestab.

The PCMCIA Filestab opens (Figure 79).
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Figure 79 FileSystem dialog box—PCMCIA Files tab
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Table 59 describes

the Flash Files tab fields.

Table 59 PCMCIA Files tab fields

Field Description

Slot The slot number of the CPU module.

Name The name of the PCMCIA file.

Date The date and time the PCMCIA file was created or modified.
Size The size of the PCMCIA file in bytes.

Editing ATM and POS

For complete information on using ATM and POS, refer to Using the 8672ATME/

ATMM Modules.
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Graphing chassis statistics

The following sections discuss the different chassis statistics tabs in the Graph
Chassis dialog box with descriptions of the statistics fields.

e “Graphing SNMP statistics’ on page 192

e “Graphing IP statistics’ on page 194

e “Graphing ICMP In statistics’ on page 197

e “Graphing ICMP Out statistics” on page 199
e “Graphing OSPF statistics” on page 201

All graphing chassis tables have the following buttons: Line Chart, Area Chart,
Bar Chart, Pie Chart, Export Data, Print table, Clear Counter, Close, and Help. To
reset the statistics counters, use the “Clear Counter” button. When you click this
button, all Cumulative, Average, Minimum, Maximum, and LastVal columns are
reset to zero and automatically begin to recalculate statistical data.

Note: The Clear Counter function in Device Manager does not affect
=»| the AbsoluteValue counter in the switch. Instead, the Clear Counter
function clears all cached datain Device Manager (except
AbsoluteValue). To reset AbsoluteValue(s), use the Reset Counter
function (Edit > Chassis > System).

To graph chassis statistics:
= Select the chassis.
e On the shortcut menu, choose Graph.

»  From the Device Manager menu bar, choose Graph > Chassis.
»  Onthe Device Manager toolbar, choose the Graph Selected button.
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Graphing SNMP statistics

You can graph statistics for all SNM P packetsthat enter the chassis from different
interfaces.

To graph SNMP statistics:

1 From the Device Manager Menu bar, choose Graph > Chassis.

The Graph Chassis dialog box opens with the SNMP tab displayed
(Figure 80).

Figure 80 Graph Chassis dialog box—SNMP tab
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SNMP | 1P| 1cHP In| 1cmP Out| osPF |
Absolutevalue| Cumulative| Averagelsec| Minimumisec| Maximum/sec| Lastvalisec
InFkis 5,991 12 018 0.1 0.4 0.1
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Table 60 describes the SNMP tab fields.

Table 60 SNMP tab fields

Field Description

InPkts The total number of messages delivered to the SNMP entity
from the transport service.

OutPkts The total number of SNMP messages passed from the
SNMP protocol entity to the transport service.

InTotalReqVars The total number of MIB objects retrieved successfully by the
SNMP protocol entity as the result of receiving valid SNMP
Get-Request and Get-Next PDUs.

InTotalSetVars The total number of MIB objects altered successfully by the
SNMP protocol entity as the result of receiving valid SNMP
Set-Request PDUs.

InGetRequests The total number of SNMP Get-Request PDUs that have
been accepted and processed by the SNMP protocol entity.

InGetNexts The total number of SNMP Get-Next PDUs accepted and
processed by the SNMP protocol entity.

InSetRequests The total number of SNMP Set-Request PDUs accepted and
processed by the SNMP protocol entity.

InGetResponses The total number of SNMP Get-Response PDUs accepted
and processed by the SNMP protocol entity.

OutTraps The total number of SNMP Trap PDUs generated by the
SNMP protocol entity.

OutTooBigs The total number of SNMP PDUs generated by the SNMP
protocol entity for which the value of the error-status field
is tooBig.

OutNoSuchNames The total number of SNMP PDUs generated by the SNMP
protocol entity for which the value of the error-status field
is noSuchName.

OutBadValues The total number of SNMP PDUs which were generated by
the SNMP protocol entity and for which the value of the
error-status field is "badValue'.

OutGenErrs The total number of SNMP PDUs generated by the SNMP

protocol entity for which the value of the error-status field is
genkErr.

InBadVersions

The total number of SNMP messages delivered to the SNMP
protocol entity for an unsupported SNMP version.
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Table 60 SNMP tab fields (continued)

Field

Description

InBadCommunityNames

The total number of SNMP messages delivered to the SNMP
protocol entity that used an SNMP community hame not
known to said entity.

InBadCommunityUses

The total number of SNMP messages delivered to the SNMP
protocol entity that represented an SNMP operation not
allowed by the SNMP community named in the message.

INASNParseErrs

The total number of ASN.1 or BER errors encountered by the
SNMP protocol entity when decoding received SNMP
messages.

InTooBigs

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is tooBig.

InNoSuchNames

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is noSuchName.

InBadValues

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is badValue.

InReadOnlys

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field is
readOnly. It is a protocol error to generate an SNMP PDU
containing the value “readOnly” in the error-status field.
This object is provided to detect incorrect implementations
of the SNMP.

InGenErrs

The total number of SNMP PDUs delivered to the SNMP
protocol entity for which the value of the error-status field
is genkErr.

Graphing IP statistics

You can graph statistics for all | P packets that enter the chassis from different

interfaces.

To graph |P statistics:

1 From the Device Manager Menu bar, choose Graph > Chassis.
The graphChassis dialog box opens with the SNM P tab displayed.
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2 Click the IPtab.
The | P tab opens (Figure 81).

Figure 81 GraphChassis dialog box—IP tab
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FragCreatas i] 1] ] ] 1] 1]
ReasmReqds 0 0 0 0 0 0
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Table 61 describes the | P tab fields.

Table 61 IP tab fields

Field Description

InReceives The total number of input datagrams received from interfaces,
including those received in error.

InHdrErrors The number of input datagrams discarded due to errors in their IP
headers, including bad checksums, version number mismatch,
other format errors, time-to-live exceeded, errors discovered in
processing their IP options.
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Table 61 IP tab fields (continued)

Field

Description

InAddrErrors

The number of input datagrams discarded because the IP address
in their IP header’s destination field was not a valid address to

be received at this entity. This count includes invalid addresses
(for example, 0.0.0.0) and addresses of unsupported Classes

(for example, Class E). For entities that are not IP Gateways and
therefore do not forward datagrams, this counter includes
datagrams discarded because the destination address was not

a local address.

ForwDatagrams

The number of input datagrams for which this entity was not their
final IP destination, as a result of which an attempt was made to find
a route to forward them to that final destination. In entities that do
not act as IP Gateways, this counter will include only those packets
that were Source-Routed by way of this entity and had successful
Source-Route option processing.

InUnknownProtos

The number of locally addressed datagrams received successfully
but discarded because of an unknown or unsupported protocol.

InDiscards

The number of input IP datagrams for which no problems were
encountered to prevent their continued processing but that were
discarded (for example, for lack of buffer space). Note that this
counter does not include any datagrams discarded while awaiting
reassembly.

InDelivers

The total number of input datagrams successfully delivered to IP
user-protocols (including ICMP).

OutRequests

The total number of IP datagrams that local IP user-protocols
(including ICMP) supplied to IP in requests for transmission.
Note that this counter does not include any datagrams counted in
ipForwDatagrams.

OutDiscards

The number of output IP datagrams for which no problem was
encountered to prevent their transmission to their destination, but
that were discarded (for example, for lack of buffer space). Note
that this counter would include datagrams counted in
ipForwDatagrams if any such packets met this (discretionary)
discard criterion.

OutNoRoutes

The number of IP datagrams discarded because no route could be
found to transmit them to their destination. Note that this counter
includes any packets counted in ipForwDatagrams that meet this
no-route criterion. This counter includes any datagrams a host
cannot route because all of its default gateways are down.

FragOKs

The number of IP datagrams that have been successfully
fragmented at this entity.

FragFails

The number of IP datagrams that have been discarded because
they needed to be fragmented at this entity but could not be, for
example, because their Don’t Fragment flag was set.
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Table 61 IP tab fields (continued)

Field Description

FragCreates The number of IP datagram fragments that have been generated as
a result of fragmentation at this entity.

ReasmReqds The number of IP fragments received that needed to be
reassembled at this entity.

ReasmOKs The number of IP datagrams successfully reassembled.

ReasmFails The number of failures detected by the IP reassembly algorithm (for

whatever reason: timed out, errors, and so on). Note that this
number is not necessarily a count of discarded IP fragments
because some algorithms (notably the algorithm in RFC 815) can
lose track of the number of fragments by combining them as they
are received.

Graphing ICMP In statistics

You can graph statistics for all |CMP packets received into the chassis from

different interfaces.

To graph ICMP In statistics:

1 From the Device Manager menu bar, choose Graph > Chassis.

The graphChassis dialog box opens with the SNMP In tab displayed.
2 Click the ICMP In tab.

The ICMP In tab opens (Figure 82).
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Figure 82 GraphChassis dialog box—ICMP In tab
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Table 62 describesthe ICMP In tab fields.

Table 62 ICMP In tab fields

Field Description

SrcQuenchs The number of ICMP Source Quench messages received.
Redirects The number of ICMP Redirect messages received.

Echos The number of ICMP Echo (request) messages received.
EchoReps The number of ICMP Echo Reply messages received.
Timestamps The number of ICMP Timestamp (request) messages received.
TimestampReps The number of ICMP Timestamp Reply messages received.
AddrMasks The number of ICMP Address Mask Request messages received.
AddrMaskReps The number of ICMP Address Mask Reply messages received.
ParmProbs The number of ICMP Parameter Problem messages received.
DestUnreachs The number of ICMP Destination Unreachable messages received.
TimeExcds The number of ICMP Time Exceeded messages received.

Graphing ICMP Out statistics

You can graph statistics for all |CMP messages sent.
To graph ICMP Out statistics:

1 From the Device Manager menu bar, choose Graph > Chassis.

The graphChassis dialog box opens with the SNMP Out tab displayed.
2 Click the ICMP Out tab.

The ICMP Out tab opens (Figure 83).
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Figure 83 GraphChassis—ICMP Out tab
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Table 63 describes the ICMP Out tab fields.

Table 63 ICMP Out tab fields

Field Description
SrcQuenchs The number of ICMP Source Quench messages sent.
Redirects The number of ICMP Redirect messages received. For a host, this
object will always be zero, because hosts do not send redirects.
Echos The number of ICMP Echo (request) messages sent.
EchoReps The number of ICMP Echo Reply messages sent.
Timestamps The number of ICMP Timestamp (request) messages sent.
TimestampReps The number of ICMP Timestamp Reply messages sent.
AddrMasks The number of ICMP Address Mask Request messages sent.
AddrMaskReps The number of ICMP Address Mask Reply messages sent.
ParmProbs The number of ICMP Parameter Problem messages sent.
DestUnreachs The number of ICMP Destination Unreachable messages sent.
TimeExcds The number of ICMP Time Exceeded messages sent.
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Graphing OSPF statistics

You can graph statistics for all OSPF packets transmitted by the switch.
To graph OSPF statistics:

1 From the Device Manager menu bar, choose Graph > Chassis.
The graphChassis dialog box opens with the SNM P tab displayed.
2 Click the OSPF tab.
The OSPF tab opens (Figure 84).

Figure 84 GraphChassis dialog box—OSPF tab
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Table 64 describes the OSPF tab fields.

Table 64 OSPF tab fields

Field Description

LsdbTblSize The number of entries in the link state database table.

TxPackets The number of packets transmitted by OSPF.

RxPackets The number of packets received by OSPF.

TxDropPackets The number of packets dropped before being transmitted by OSPF.
RxDropPackets The number of packets dropped before they are received by OSPF.
RxBadPackets The number of packets received by OSPF that are bad.

SpfRuns The number of SPF calculations performed by OSPF.

BuffersAllocated

The number of buffers allocated for OSPF.

BuffersFreed

The number of buffers freed by OSPF.

BufferAllocFailures

The number of times that OSPF has failed to allocate buffers.

BufferFreeFailures

The number of times that OSPF has failed to free buffers.
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Appendix A
RMON alarm variables

RMON alarm variables are divided into three categories. Each category can havea
number of subcategories.

Table 65 lists the dlarm variable categories and provides a brief variable
description.

Table 65 Alarm variables

Categor
y Subcategory | Variable Definition
Security rcCliNumAccess The number of CLI access violations detected by the
Violations.0 system.
rcWebNumAccess The number of accesses blocked by the Web server.
Blocks.0
snmplnBadCommunity | The total number of SNMP messages delivered to
Names.0 the SNMP protocol entity that represented an SNMP
operation not allowed by the SNMP community named
in the message.
Errors Interface ifinDiscards The number of inbound packets that were chosen
to be discarded even though no errors had been
detected to prevent their being deliverable to a
higher-layer protocol. One possible reason for
discarding such a packet could be to free up buffer
space.
ifinErrors For packet-oriented interfaces, the number of inbound

packets that contained errors preventing them from
being deliverable to a higher-layer protocol. For
character-oriented or fixed-length interfaces, the
number of inbound transmission units that contained
errors preventing them from being deliverable to a
higher-layer protocol.
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Table 65 Alarm variables (continued)

Categor
y

Subcategory

Variable

Definition

ifOutDiscards

The number of outbound packets that were chosen
to be discarded even though no errors had been
detected to prevent their being transmitted. One
possible reason for discarding such a packet could
be to free up buffer space.

ifOutErrors

For packet-oriented interfaces, the number of
outbound packets that could not be transmitted
because of errors. For character-oriented or
fixed-length interfaces, the number of outbound
transmission units that could not be transmitted
because of errors.

Ethernet

dot3StatsAlignment
Errors

A count of frames received on a particular interface
that are not an integral number of octets in length and
do not pass the Frame Check Sequence (FCS) check.
The count represented by an instance of this object is
incremented when the alignmentError status is
returned by the MAC service to the LLC (or other MAC
user). Received frames for which multiple error
conditions exist are, according to the conventions of
IEEE 802.3 Layer Management, counted exclusively
according to the error status presented to the LLC.

dot3StatsFCSErrors

A count of frames received on a particular interface
that are an integral number of octets in length but do
not pass the FCS check. The count represented by an
instance of this object is incremented when the
frameCheckError status is returned by the MAC
service to the LLC (or other MAC user). Received
frames for which multiple error conditions occur are,
according to the conventions of IEEE 802.3 Layer
Management, counted exclusively according to the
error status presented to the LLC.

dot3StatsSingle
CollisionFrames

A count of successfully transmitted frames on a
particular interface for which transmission is inhibited
by exactly one collision. A frame that is counted by
an instance of this object is also counted by the
corresponding instance of either the ifOutUcastPkts
object, the ifOutMulticastPkts object, or the
ifOutBroadcastPkts object, and is not counted by
the corresponding instance of the
dot3StatsMultipleCollisionFrames object.
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Table 65 Alarm variables (continued)

Categor
y

Subcategory

Variable

Definition

dot3StatsMultiple
CollisionFrames

A count of successfully transmitted frames on a
particular interface for which transmission is inhibited
by more than one collision. A frame that is counted by
an instance of this object is also counted by the
corresponding instance of either the ifOutUcastPkts,
ifOutMulticastPkts, or ifOutBroadcastPkts object, and
is not counted by the corresponding instance of the
dot3StatsSingleCollisionFrames object.

dot3StatsSQETest
Errors

A count of times that the SQE TEST ERROR
message is generated by the PLS sublayer for a
particular interface. The SQE TEST ERROR message
is defined in section 7.2.2.2.4 of ANSI/IEEE
802.3-1985 and its generation is described in section
7.2.4.6 of the same document.

dot3StatsDeferred
Transmissions

A count of frames for which the first transmission
attempt on a particular interface is delayed because
the medium is busy. The count represented by an
instance of this object does not include frames
involved in collisions.

dot3StatsLate
Collisions

The number of times that a collision is detected on a
particular interface later than 512 bit-times into the
transmission of a packet; 512 bit-times corresponds to
51.2 microseconds on a 10 Mb/s system. A (late)
collision included in a count represented by an
instance of this object is also considered as a
(generic) collision for purposes of other
collision-related statistics.

dot3StatsExcessive
Collisions

A count of frames for which transmission on a
particular interface fails due to excessive collisions.

dot3StatsIinternalMac
TransmitErrors

A count of frames for which transmission on a
particular interface fails due to an internal MAC
sublayer transmit error. A frame is only counted by
an instance of this object if it is not counted by the
corresponding instance of either the
dot3StatsLateCollisions object, the
dot3StatsExcessiveCollisions object, or the
dot3StatsCarrierSenseErrors object.

The precise meaning of the count represented by an
instance of this object is implementation specific. In
particular, an instance of this object may represent a
count of transmission errors on a particular interface
that are not otherwise counted.
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Table 65 Alarm variables (continued)

Categor
y

Subcategory

Variable

Definition

dot3StatsCarrierSense
Errors

The number of times that the carrier sense condition
was lost or never asserted when attempting to
transmit a frame on a particular interface. The count
represented by an instance of this object is
incremented at most once per transmission attempt,
even if the carrier sense condition fluctuates during a
transmission attempt.

dot3StatsFrameToo
Longs

A count of frames received on a particular interface
that exceed the maximum permitted frame size. The
count represented by an instance of this object is
incremented when the frameToolLong status is
returned by the MAC service to the LLC (or other MAC
user). Received frames for which multiple error
conditions obtained are, according to the conventions
of IEEE 802.3 Layer Management, counted exclusively
according to the error status presented to the LLC.

dot3StatsInternalMac
ReceiveErrors

A count of frames for which transmission on a
particular interface fails due to an internal MAC
sublayer transmit error. A frame is only counted by an
instance of this object if it is not counted by the
corresponding instance of either the
dot3StatsLateCollisions object, the
dot3StatsExcessiveCollisions object, or the
dot3StatsCarrierSenseErrors object.

The precise meaning of the count represented by an
instance of this object is implementation specific. In
particular, an instance of this object may represent a
count of transmission errors on a particular interface
that are not otherwise counted.

ipInHdrErrors.0

The number of input datagrams discarded due to
errors in their IP headers, including bad checksums,
version number mismatch, other format errors,
time-to-live exceeded, and errors discovered in
processing their IP options.

ipInDiscards.0

The number of input IP datagrams for which no
problems were encountered to prevent their continued
processing but that were discarded (for example, for
lack of buffer space). Note that this counter does not
include any datagrams discarded while awaiting
reassembly.
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Table 65 Alarm variables (continued)

Categor
y

Subcategory

Variable

Definition

ipOutDiscards.0

The number of output IP datagrams for which no
problem was encountered to prevent their
transmission to their destination but that were
discarded (for example, for lack of buffer space).
Note that this counter would include datagrams
counted in ipForwDatagrams if any such packets met
this (discretionary) discard criterion.

ipFragFails.0

The number of IP datagrams that have been
discarded because they needed to be fragmented at
this entity but could not be, for example, because their
Don’t Fragment flag was set.

ipReasmFails.0

The number of failures detected by the IP reassembly
algorithm (for whatever reason: timed out, errors, and
so forth). Note that this is not necessarily a count of
discarded IP fragments because some algorithms
(notably the algorithm in RFC 815) can lose track of
the number of fragments by combining them as they
are received.

icmplnParmProbs.0

The number of ICMP In parameter problem messages
received.

icmpOutParmProbs.0

The number of ICMP Out parameter problem
messages received.

MLT

rcStatMItEther
AlignmentErrors

The number of frames received on an MLT that are not
an integral number of octets in length but do not pass
the FCS check.

rcStatMItEtherFCS
Errors

The number of frames received on an MLT that are an
integral number of octets in length but do not pass the
FCS check.

rcStatMItEtherSingle

The number of successfully transmitted frames on a

CollFrames particular MLT for which transmission is inhibited by
exactly one collision.

rcStatMItEtherMultiple | The number of successfully transmitted frames on a

CollFrames particular MLT for which transmission is inhibited by
more than one collision.

rcStatMItEtherSQETest | A count of times that the SQE TEST ERROR

Error message is generated by the PLS sublayer for a

particular MLT.

rcStatMItEtherDeferred
Transmiss

A count of frames for which the first transmission
attempt on a particular MLT is delayed because the
medium is busy. The count represented by an
instance of this object.
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Table 65 Alarm variables (continued)

ExcessiveCollis

Categor
y Subcategory | Variable Definition
rcStatMItEtherLate The number of times that a late collision is detected
Collisions on a particular MLT later than 512 bit-times into the
transmission of a packet; 512 bit-times corresponds to
51.2 microseconds on a 10 Mb/s system.
rcStatMItEther The number of times that excessive collisions are

detected on a particular MLT later than 512 bit-times
into the transmission of a packet; 512 bit-times
corresponds to 51.2 microseconds on a 10 Mb/s
system.

rcStatMItEtherMac
TransmitError

A count of frames for which transmission on a
particular MLT fails due to an internal MAC sublayer
transmit error. A frame is only counted by an instance
of this object if it is not counted by the corresponding
instance of either the LateCollisions object, the
ExcessiveCollisions object, or the CarrierSenseErrors
object.

rcStatMItEtherCarrier
SenseError

The number of times that the carrier sense condition
was lost or never asserted when attempting to
transmit a frame on a particular MLT. The count
represented by an instance of this object is
incremented at most once per transmission attempt,
even if the carrier sense condition fluctuates during a
transmission attempt.

rcStatMItEtherFrame
ToolLong

A count of frames received on a particular MLT that
exceed the maximum permitted frame size.

The count represented by an instance of this object is
incremented when the frameTooLong status is
returned by the MAC service to the LLC (or other
MAC user).

rcStatMItEtherMac
ReceiveError

A count of frames for which reception on a particular
MLT fails due to an internal MAC sublayer receive
error. A frame is only counted by an instance of this
object if it is not counted by the corresponding
instance of either the FrameToolLongs object, the
AlignmentErrors object, or the FCSErrors object.

Other

rcTblArNoSpace

Used to indicate the number of entries that could not
be added to the address translation table due to lack
of space.

snmplnAsnParseErrs.0

The total number of ASN.1 or BER errors encountered
by the SNMP protocol entity when decoding received
SNMP messages.

rcStgPortinBadBpdus

The number of bad BPDUs received by this port.
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Table 65 Alarm variables (continued)

Categor
y Subcategory | Variable Definition
dotldTpPortinDiscards | Count of valid frames received that were discarded
(that is, filtered) by the forwarding process.
rip2ifStatRcvBad The number of routes in valid RIP packets that were
Packets ignored for any reason.
rip2ifStatRcvBad The number of RIP response packets received by the
Routes RIP process that were subsequently discarded for any
reason.
rcStatOspfBufferAlloc | The number of times that OSPF has failed to allocate
Failures.0 buffers.
rcStatOspfBufferFree | The number of times that OSPF has failed to free
Failures.0 buffers.
Traffic Interface ifinOctets The total number of octets received on the interface,

including framing characters.

ifinMulticastPkts

The number of packets, delivered by this sublayer to a
higher sublayer, that were addressed to a multicast
address at this sublayer. For a MAC layer protocol, this
number includes both Group and Functional
addresses.

ifinBroadcastPkts

The number of packets, delivered by this sublayer to a
higher (sub-)layer, that were addressed to a broadcast
address at this sublayer.

iflnUnkownProtos

For packet-oriented interfaces, the number of packets
received via the interface that were discarded
because of an unknown or unsupported protocol. For
character-oriented or fixed-length interfaces that
support protocol multiplexing, the number of
transmission units received via the interface that were
discarded because of an unknown or unsupported
protocol. For any interface that does not support
protocol multiplexing, this counter will always be 0.

ifOutOctets The total number of octets transmitted out of the
interface, including framing characters.
ifOutMulticastPkts The total number of packets that higher-level protocols

requested be transmitted, and that were addressed to
a multicast address at this sublayer, including those
that were discarded or not sent. For a MAC layer
protocol, this includes both Group and Functional
addresses.
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Table 65 Alarm variables (continued)

Categor

y Subcategory

Variable

Definition

ifoutBroadcastPkts

The total number of packets that higher level protocols
requested to be transmitted, and that were addressed
to a broadcast address at this sub layer, including
those that were discarded or not sent.

ifLastChange

The value of sysUpTime at the time the interface
entered its current operational state. If the current
state was entered prior to the last reinitialization of the
local network management subsystem, then this
object contains a zero value.

Stats

RmonEther

etherStatsOctets

The total number of octets of data (including those in
bad packets) received on the network (excluding
framing bits but including FCS octets). This object can
be used as a reasonable estimate of Ethernet
utilization. For greater precision, sample the
etherStatsPkts and etherStatsOctets objects before
and after a common interval.

etherStatsPkts

The total number of packets (including bad packets,
broadcast packets, and multicast packets) received.

etherStatsBroadcast
Pkts

The total number of good packets received that were
directed to the broadcast address. Note that this
number does not include multicast packets.

etherStatsMulticast
Pkts

The total number of good packets received that were
directed to a multicast address. Note that this number
does not include packets directed to the broadcast
address.

etherStatsCRCAlign
Errors

The total number of packets received that had a length
(excluding framing bits, but including FCS octets) of
between 64 and 1518 octets, inclusive, but had either
a bad Frame Check Sequence (FCS) with an integral
number of octets (FCS Error) or a bad FCS with a
nonintegral number of octets (Alignment Error).

etherStatsUndersize
Pkts

The total number of packets received that were less
than 64 octets long (excluding framing bits, but
including FCS octets) and were otherwise well
formed.

etherStatsOversize
Pkts

The total number of packets received that were longer
than 1518 octets (excluding framing bits, but including
FCS octets) and were otherwise well formed.
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Table 65 Alarm variables (continued)

Categor
y Subcategory | Variable Definition

etherStatsFragments | The total number of packets received that were less
than 64 octets in length (excluding framing bits but
including FCS octets) and had either a bad Frame
Check Sequence (FCS) with an integral number of
octets (FCS Error) or a bad FCS with a nonintegral
number of octets (Alignment Error).
Note: It is entirely normal for etherStatsFragments to
increment because it counts both runts (which are
normal occurrences due to collisions) and noise hits.

etherStatsCollisions The best estimate of the total number of collisions on
this Ethernet segment.

P ipInReceives.0 All incoming IP packets.

ipInAddrErrors.0 The number of bad IP destination addresses.

ipForwDatagrams.0 IP packets forwarded.

iplnUnknownProtos.0 | Number of unsupported IP protocols.

ipInDelivers.0 The number of IP In packets delivered.

ipOutRequests.0 The total number of IP datagrams that local IP
user-protocols supplied to IP in request for
transmission.

ipOutNoRoutes.0 The number of IP datagrams discarded because no
route could be found to transmit to their destination.

ipFragOKs.0 The number of IP datagrams that have been
successfully fragmented.

ipFragCreates.0 The number of IP datagram fragments that have been
generated as a result of fragmentation.

ipReasmReqds.0 The number of requests to reassemble fragments.

ipReasmOKs.0 The number of fragments reassembled successfully.

ICMP IcmpInSrcQuenchs.0 | The number of ICMP Source Quench messages

received.

icmplnRedirects.0

The number of ICMP redirect messages.

icmplnEchos.0

The number of ICMP Echo requests messages
received.

icmplnEchosReps.0

The number of ICMP Echo reply messages received.

icmpInTimeStamps.0

The number of ICMP timestamp request messages
received.

icmpInTimeStamps
Reps.0

The number of ICMP timestamp reply messages
received.
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Table 65 Alarm variables (continued)

Categor
y Subcategory | Variable Definition

icmpInAddrMasks.0 The number of ICMP mask request messages
reviewed.

icmplnAddrMasks The number of ICMP mask reply messages reviewed.

Reps.0

icmplnDestUnreachs.0 | The number of ICMP destinations unreachable
messages received.

icmpInTimeExcds.0 The number of ICMP Time Exceeded messages
received.

icmpOutSrcQuenchs.0 | The number of ICMP Source Quench messages sent.

icmpOutRedirects.0 The number of ICMP redirect messages sent.

icmpOutEchos.0 The number of ICMP Echo request messages sent.

icmpOutEchosReps.0 | The number of ICMP Echo reply messages sent.

icmpOutTimeStamps.0 | The number of ICMP Timestamp request messages
sent.

icmpOutTimeStamps | The number of ICMP Timestamp reply messages

Reps.0 sent.

icmpOutAddrMasks.0 | The number of ICMP Address mask messages sent.

icmpOutAddrMasks The number of ICMP Address mask reply messages

Reps.0 sent.

icmpOutDest The number of ICMP destination unreachable

Unreachs.0 messages sent.

icmpOutTimeExcds.0 | The number of ICMP time exceeded messages sent.

Snmp snmplnPkts.0 The total number of messages delivered to the SNMP

entity from the transport service.

snmpOutPkts.0

The total number of SNMP messages that were
passed from the SNMP protocol entity to the transport
service.

snmplnBadVersions.0

The total number of SNMP messages that were
delivered to the SNMP protocol entity and were for an
unsupported SNMP version.

snmplnBadCommunity
Uses.0

The total number of SNMP messages delivered to the
SNMP protocol entity that represented an SNMP
operation that was not allowed by the SNMP
community named in the message.

snmplnTooBigs.0

The total number of SNMP PDUs that were delivered
to the SNMP protocol entity and for which the value of
the error-status field is tooBig.
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Table 65 Alarm variables (continued)

Categor
y

Subcategory

Variable

Definition

snmplnNoSuch
Names.0

The total number of SNMP PDUs that were delivered
to the SNMP protocol entity and for which the value of
the error-status field is noSuchName.

snmplnBadValues. 0

The total number of SNMP PDUs received that were
generated by the SNMP protocol entity and for which
the value of the error-status field is badValue.

snmplnReadOnlys.0

The total number of valid SNMP PDUs that were
delivered to the SNMP protocol entity and for which
the value of the error-status field is readOnly. It should
be noted that it is a protocol error to generate an
SNMP PDU that contains the value readOnly in the
error-status field; as such, this object is provided as a
means of detecting incorrect implementations of the
SNMP.

snmpIinGenErrs.0

The total number of SNMP PDUs that were delivered
to the SNMP protocol entity and for which the value of
the error-status field is genErr.

snmplnTotalReqVars.0

The total number of MIB objects that have been
retrieved successfully by the SNMP protocol entity as
the result of receiving valid SNMP Get-Request and
Get-Next PDUs.

snmplnTotalSetVars.0

The total number of MIB objects that have been
altered successfully by the SNMP protocol entity as
the result of receiving valid SNMP Set-Request PDUSs.

snmpinGetRequests.0

The total number of SNMP Get-Request PDUs that
have been accepted and processed by the SNMP
protocol entity.

snmpinGetNexts.0

The total number of SNMP Get-Next PDUs that have
been accepted and processed by the SNMP protocol
entity.

snmplinSetRequests.0

The total number of SNMP Set-Request PDUs that
have been accepted and processed by the SNMP
protocol entity.

snmplinGet
Responses.0

The total number of SNMP Get-Response PDUs that
have been accepted and processed by the SNMP
protocol entity.

snmplinTraps.0

The total number of SNMP Trap PDUs that have been
accepted and processed by the SNMP protocol entity.

snmpOutTooBigs.0

The total number of SNMP PDUs that were generated
by the SNMP protocol entity and for which the value of
the error-status field is tooBig.
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Table 65 Alarm variables (continued)

Categor
y Subcategory | Variable Definition

snmpOutNoSuch The total number of SNMP PDUs that were generated

Names.0 by the SNMP protocol entity and for which the value of
the error-status field is noSuchName.

snmpOutBadValues.0 | The total number of SNMP PDUs sent that were
generated by the SNMP protocol entity and for which
the value of the error-status field is badValue.

snmpOutGenErrs.0 The total number of SNMP PDUs that were generated
by the SNMP protocol entity and for which the value of
the error-status field is genErr.

snmpOutGet The total number of SNMP Get-Request PDUs that

Requests.0 have been generated by the SNMP protocol entity.

snmpOutGetNexts.0 The total number of SNMP Get-Next PDUs that have
been generated by the SNMP protocol entity.

snmpOutSet The total number of SNMP Set-Request PDUs that

Requests.0 have been generated by the SNMP protocol entity.

snmpOutGet The total number of SNMP Get-Response PDUs that

Responses.0 have been generated by the SNMP protocol entity.

snmpOutTraps.0 The total number of SNMP Trap PDUs that have been
generated by the SNMP protocol entity.

Bridge rcStgTimeSinceTopolo | The time (in hundredths of a second) since the last

gyChange

topology change was detected by the bridge entity.

rcStgTopChanges

The total number of topology changes detected by this
bridge since the management entity was last reset or
initialized.

rcStgMaxAge

The maximum age of Spanning Tree Protocol
information learned from the network on any port
before it is discarded, in hundredths of a second. This
is the actual value that this bridge is currently using.

rcStgPortForward
Transitions

The number of times this port has transitioned from
the Learning state to the Forwarding state.

rcStgPortinConfig
Bpdus

The number of Config BPDUs received by this port.

rcStgPortinTcn

The number of Topology Change Notification BPDUs

Bpdus received by this port.

rcStgPortOutConfig The number of Config BPDUs transmitted by this port.
Bpdus

rcStgPortOutTcn The number of Topology Change Notification BPDUs
Bpdus transmitted by this port.
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Table 65 Alarm variables (continued)

Categor
y Subcategory | Variable Definition

dotldTpPortinFrames | The number of frames that have been received by this
port from its segment. Note that a frame received on
the interface corresponding to this port is counted by
this object if and only if it is for a protocol being
processed by the local bridging function, including
bridge management frames.

dotldTpPortOut The number of frames that have been transmitted by

Frames this port to its segment. Note that a frame transmitted
on the interface corresponding to this port is counted
by this object if and only if it is for a protocol being
processed by the local bridging function, including
bridge management frames.

dotldTpLearnedEntry | The total number of Forwarding Database entries that

Discards.O have been or would have been learned but have been
discarded due to a lack of space to store them in the
Forwarding Database. If this counter is increasing, it
indicates that the forwarding database is regularly
becoming full (a condition that has unpleasant
performance effects on the subnetwork). If this
counter has a significant value but is not presently
increasing, it indicates that the problem has been
occurring but is not persistent.

Utilization rcSysCpuUtil.0 Percentage of CPU utilization.

rcSysSwitchFabric Percentage of switching fabric utilization.

Util.o

rcSysBufferUtil.0 Buffer utilization as a percentage of the total amount
of buffer space in the system. A high value indicates
congestion.

rcSysNVRamUsed.0 Nonvolatile RAM (NVRAM) in use in kilobytes.

rcSysLastChange.0 Last management-initiated configuration change since
sysUpTime.

rcSysLastVlan Last management-initiated VLAN configuration

Change.0 change since sysUpTime.

rcSysLastSaveTo SysUpTime of the last time when the NVRAM on the

NVRam.0 CPU board was written to.

rcSysLastSaveTo SysUpTime of the last time when the standby NVRAM

StandbyNVRam.0 (on the backup CPU board) was written to.

rip2GlobalRoute The number of changes made to the IP Route

RIP Changes.0 database by RIP.
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Table 65 Alarm variables (continued)

Categor
y Subcategory | Variable Definition

) ) The number of responses sent to RIP queries from

rip2GlobalQueries.0 other systems.

o The number of triggered RIP updates actually sent on

rip2ifStatSentUpdates | this interface.

OSPF ospfExternLSACount.0 | The number of external (LSA type 5) link-state

advertisements in the link-state database.

ospfOriginateNew The number of new link-state advertisements that

LSAs.O have been originated. The number is incremented
each time the router originates a new LSA.

ospfrxNewLSAs.O The number of link-state advertisements received
determined to be new installations.

ospfSpfRuns Indicates the number of SPF calculations performed
by OSPF.

ospfAreaBdrRtrCount | The total number of area border routers reachable
within this area.

ospfASBdrRtrCount The total number of autonomous system border
routers reachable within this area.

ospfAreaLSACount The total number of link-state advertisements in this
area’s link-state database.

ospflfState This signifies that there has been a change in the
state of an OSPF virtual interface.

ospflfEvents The number of times this OSPF interface has changed
its state or an error has occurred.

ospfVirtlfState The number of times this OSPF interface.

ospfVirtlfEvents The number of state changes or error events on this
virtual link.

ospfVirtNbrState The state of the Virtual Neighbor Relationship.

ospfVirtNbrEvents The number of times this virtual link has changed its
state or an error has occurred.

lgmp igmplnterfaceWrong The number of queries received whose IGMP version

Versions

does not match. IGMP requires that all routers on the
LAN be configured to run the same version of IGMP.

igmplnterfaceJoins

The number of times a group membership has been
added on this interface.

igmplnterfaceLeaves

The number of times a group membership has been
deleted on this interface.
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Table 65 Alarm variables (continued)

Categor
y

Subcategory

Variable

Definition

MLT

rcStatMItIfExtnlfin
MulticastPkts

The total number of multicast packets delivered to this
MLT interface.

rcStatMItIfExtnlfin
BroadcastPkts

The total number of broadcast packets delivered to
this MLT Interface.

rcStatMItIfExtnIfOut
MulticastPkts

The total number of MLT interface multicast packets
delivered to this MLT interface.

rcStatMItIfExtnIfOut
BroadcastPkts

The total number of MLT interface broadcast packets
delivered to this MLT interface.

rcStatMItIfExtnIfHCIn
Octets

The total number of octets received on this MLT
interface including framing characters detected by the
high-count (64-bit) register.

rcStatMItIfExtnIfHCIn
UcastPkts

The number of packets delivered by this MLT interface
to a higher MLT that were not addressed to a multicast
or broadcast address as detected by the high-count
(64-bit) register.

rcStatMItIfExtnIfHCIn
MulticastPkt

The total number of multicast packets delivered to this
MLT interface detected by the high-count (64-bit)
register.

rcStatMItIfExtnIfHCIn
BroadcastPkt

The total number of broadcast packets delivered to
this MLT interface detected by the high-count (64-bit)
register.

rcStatMItIfExtnIfHC
OutOctets

The total number of octets transmitted out of the MLT
interface, including framing characters.

rcStatMItIfExtnIfHCOut
UcastPkts

The number of packets transmitted by this MLT
interface to a higher MLT that were not addressed to a
multicast or broadcast address as detected by the
high-count (64-bit) register.

rcStatMItIfExtnIfHCOut
Multicast

The total number of packets that higher-level protocols
requested be transmitted, and that were addressed to
a multicast address at this sublayer, including those
that were discarded or not sent registered by the
high-count (64-bit) register.

rcStatMItIfExtnIfHCOut
Broadcast

The total number of packets that higher-level protocols
requested be transmitted, and that were addressed to
a broadcast address at this sublayer, including those
that were discarded or not sent registered by the
high-count (64-bit) register.
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Index
A hardware version 168
model number 167
access part number 168
Web 71 PCMCIA type 168
access policies serial number 167
enabling 152 status 167
acronyms 21 types 167
alarms, RMON 42, 58 Card dialog box 167
ambient temperature 182 chassis
ARPtable flush 83 contact information 150
’ editing 149

autoboot, enable 170

B

backup connectors 83
baud rate, setting 180
Boot Configtab 161

boot configuration
editing 161, 168
saving 153

Boot Monitor CLI
description 24

boot source, viewing 161

Boot tab 168

Bootp, enabling 177

bridging statistics, graphing 133
Bridging tab 133

buckets, RMON 37

C

card
editing information 166

editing information 153
graphing statistics 191
software version 150
temperature 155

chassis serial number 154
Chassistab 153

chipset vendor 81

Clear Counter button 126, 191

CLI
Boot Monitor 24
requirements 24

command line interface. See CLI

commands
config web-server 68

communities, SNMP
access privileges
description 26
compression, TCP/IP headers 181
config web-server commands 68
connectors, defining redundant 83
console, reset 153
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counters, reset 153
CPU utilization 164
CPU, switch control 153
customer support 22

D

debug mode, enable boot 170

Device Manager
external loopback test 101
internal loopback test 102
requirements 24

Devicetab 171
DHCP satistics, graphing 142
DiffServ
enabling 82
enabling ECN compatibility 155
setting type of 82
disabling, L2/L 2 static routes 157
DRAM size 164

duplex, setting value 82

E

enabling, L2/L2 static routes 156
Ethernet error statistics, graphing 129
ether-stats control interface, RMON 59
events, RMON 51, 59

external loopback test
using Device Manager 101

F

failure of Web interface to access switch 75
faling event 51

faling value, RMON alarms 43

fans, editing 181

fast start, enabling 94

filters, enabling global 155

flash files, displaying 188
flash memory
displaying files 172
viewing files 171

flush
all tables 83
ARPtable 83

IProute table 83
MAC forwarding table 83

FTR enabling boot server 170
full duplex, setting 82

G

global filters 155
graphing ports 126

H

half duplex, setting 82

hard reset 153

hardware revision 154

history control interface, RMON 60
HP OpenView, using with RMON 55

ICMP In statistics, graphing 197
ICMP Out statistics, graphing 199
interface statistics, graphing 126

internal loopback test
using Device Manager 102

ip address
configuring on a brouter port 85

IProute table, flush 83
IP statistics, graphing 194
IpAddressfield

Port, Insert IP Address dialog box 88
isolated routing port 86
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L
L2/L2 static routes
disabling 157
enabling 156
Layer 2 redundancy, viewing 158
link traps 82
locked ports 83
loopback test, running 101

M

MAC
discarding unknown addresses 83
enabling autolearn 96
flush forwarding table 83
learning parameters 95
logging disallowed attempts 96
management port address 177

MAC address
block used by switch 155
ports 81

MAC Learning tab 95
management port, editing 175
management, remote 71

MDAs, editing 182

memory, flash and PCMCIA 171
modem, reset 153

monitoring
remote monitoring (RMON) 27

MTU
seria port 181

MTU, ports 81

multicast
graphing traffic statistics 135
packets 128

MultiLink trunk assignment 82

N
NetMask field

Port, Insert IP Address dialog box 88

network management
RMON 27

NoSuchObject error message 79

O
operational speed 82
OSPF statistics, graphing 144, 201

P

passwords
changing Web interface, using Device
Manager 65
path cost for STG 94
PCMCIA
displaying files 173, 189
memory 171
PCMCIA type 168
Performancetab 163
performance, checking 163
policies
enabling 152
port history alarms, creating 47
Port Interfacetab 79
Port Spanning Treetab 93
Port Test tab 99
Port, Insert IP Address dialog box
accessing 86
fields 88
ports
configuring 77
duplex value 82
enabling DiffServ 82
graphing 126
locking 83
MAC address 81
MTU 81
naming 81
setting QOS level 82
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speed 82

status 82

testing 99

type 81
power supplies, editing 184
PPP configuration file 181
product support 22
proxy server 75

publications
hard copy 22

Q

QOS, setting level 82

R

rate limits, setting 97
reboot, enable on error 170
redundancy, viewing 158
redundant connectors 83
remote management 71
requirements

CLI 24

Device Manager 24

Web interface 66
reset

console 153

counters 153

hard 153

modem 153
soft 153

RIP table, update manually 83

rising event 51

rising value, RMON alarms 43

Rlogin

enable boot server 170
RMON

alarms 42

creating alarms 44

creating events 52

deleting alarms 50

description 27

disabling history 41

disabling statistics 36

enabling 30

enabling history 37

Ethernet statistics 27

event logging 27

events 51

functions 29

graphing history statistics 139

graphing statistics 137

history 37

options 30

setting dlarms 27

SNMP 27

statistics 31

traps 27

using HP OpenView with 55

variables 203

verifying statistics 33

viewing history 41

viewing statistics 36
RMON commands

show 61

RMON History tab 42

RMON Options dialog box 30

routing port, isolated 86

run-time configuration source 161, 170
run-time configuration, saving 153
run-time image source 161, 170

S

serial number of cards 167

serial number, chassis 154

serial ports, editing 179

setting thetime 164

show rmon commands 61

Simple Network Management Protocol. See SNMP
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SNMP
graphing statistics 192
version 163

soft reset 153

software version 152, 161

spanning tree
enabling fast start 94
enabling on port 94
graphing statistics 134

spanning tree group
configuring 93
designated bridge 94
designated cost 94
designated port 94
designated root 94
path cost 94

Spanning Treetab 93

statistics
clearing chassis 191
clearing port 126
disabling 36
RMON 31

support, Nortel Networks 22

switch fabric
utilization 164

system information, editing 150
Systemtab 150
system tests 99

T

tagging VLAN traffic 90

TCP/IP headers, compressing 181
technical publications 22
technical support 22

Telnet
enable for boot 170

temperature of chassis 155
temperature, ambient 182
Test tab 102, 124

testing ports 99
TFTR, enabling boot server 170
thresholds, alarm 44
time, setting 164
Trap Receiverstab 162
traps
editing receivers 162

enabling 152
enabling link 82

traps, RMON 60

troubleshooting
loopback test 99
Web problems 75

U

unicast traffic statistics, graphing 135

UNIX
installing Web Help files 67

unknown MAC addresses, discarding 83
User Set Timetab 164

V

variables
See also individual variable names
vendor, chipset 81
VLAN
configuring 89
enable source MAC based 155
tagging 90
VlanlD 88
VRRP statistics, graphing 146

w

watchdog, enable boot timer 170

Web access
enabling and disabling 71
enabling server 152
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Web interface
accessing, using Device Manager 74
changing password for, using Device
Manager 65
description 24
enabling, using the CLI 71
requirements 66

Web interface fails to access switch 75

web-server commands
show 73

Windows
installing Web Help files 67
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