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the respective rights to the software and software documentation are governed by Nortel Networks standard
commercial license in accordance with U.S. Federal Regulations at 48 C.F.R. Sections 12.212 (for non-DoD
entities) and 48 C.F.R. 227.7202 (for DoD entities).
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f. ThisLicense Agreement isgoverned by the laws of the country in which Customer acquires the Software. If the
Software is acquired in the United States, then this License Agreement is governed by the laws of the state of
New York.
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Preface

This guide describes security features for the 8000 Series switch and what you do
to start and customize security services on aNortel Networks* switch. It provides
information about using both the Device Manager graphical user interface (GUI)
and the command line interface (CL1) to configure security services on a switch.

Before you begin

This guide is intended for network administrators with the following background:

» Basic knowledge of networks, Ethernet bridging, and I P routing

*  Familiarity with networking concepts and terminol ogy

»  Experience with windowing systems or graphical user interfaces (GUISs)
e Basic knowledge of network topologies

Before using this guide, you must complete the following procedures. For a new
switch:

« Install the switch (see the installation guide that came with your switch).

»  Connect the switch to the network (see Getting Sarted with the Management
Software for more information).

Make sure that you are running the latest version of Nortel Networks* 8000 Series
and Device Manager software. For information about upgrading the 8000 Series
and Device Manager, see the upgrading guide for your version of the 8000 Series.
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Text conventions

This guide uses the following text conventions:

angle brackets (< >)

bol d Courier text

braces ({})

brackets ([ )

ellipsispoints (.. .)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12

Indicates command names and options and text that
you need to enter.

Example: Use the di nf o command.
Example: Enter show i p {al erts|routes}.

Indicate required elementsin syntax descriptionswhere
thereis more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show i p {al erts]|routes}, youmust enter either
show i p alertsorshow ip routes,butnot both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-al erts],youcanenter
either show i p interfaces or

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<paraneter> <value>]... ,
you enter et her net / 2/ 1 and as many
parameter-value pairs as needed.
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italic text

pl ai n Couri er
t ext

separator ( >)

vertical line (|)

Acronyms

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariableistwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route>,valid route isone
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: Set Trap Monitor Filters

Shows menu paths.

Example: Protocols > I P identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is

show i p {al erts]|routes}, you enter either
show ip alerts or show i p routes, but not
both.

This guide uses the following acronyms:

BSAC
CLI
DNS
FTP
HTTP
P

MIB
PDU
RADIUS

BaySecure Access Control

command line interface

domain name server

file transfer protocol

Hypertext Transfer Protocol

Internet Protocol

management information base

Power Distribution Unit

Remote Access Dial-in User Services
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RFC Request for Comment

SNMP Simple Network Management Protocol
SSH Secure Shell

USM User-based Security Model

VACM View-based Access Control

Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL . Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download afree copy of the Adobe Acrobat Reader.

Note: Thelist of related publicationsfor this manual can be found inthe
release notes that came with your software.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

Europe, Middle East, and Africa (33) (4) 92-966-968

North America (800) 4NORTEL or (800) 466-7835
Asia Pacific (61) (2) 9927-8800
China (800) 810-5000
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Additional information about the Nortel Networks Technical Solutions Centersis
available from the www.nortel networks.com/hel p/contact/global URL.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your cal isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.
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Chapter 1
Security Concepts

The security features allow you to restrict access to the switch. Network managers
have restricted access to the control path; users have restricted access to the data
path.

You protect the control path using:

e Login and passwords

e Access policies, which allow you to specify the network/address that is
allowed to use a service/daemon

»  Secure protocols (for example, SSH, SCP, SNMPv3)
» MDD5, which protects routing updates (for example, OSPF and BGP)

You protect the data path using:

MAC addressfiltering
» Layer 3filtering (for example, IP, UDP/TCP filtering)

* Routing palicies, which prevents users from accessing restricted areas of the
network

e Mechanismsto prevent DOS (Denial of Service) attacks

You can use the CLI to set up passwords and community strings for accessto all
the management functions of the switch.

Configuring and Managing Security



22 Chapter 1 Security Concepts

Thismanual does not include all security features available with the Passport 8000
software. The following table lists additional security features and the manuals
where the documentation for these features can be found:

Security Feature Manual

IP filters Configuring IP Routing Operations — Phase 1 and
Configuring IP Routing Operations — Phase 1

IP route policies Configuring IP Routing Operations — Phase 1 and
Configuring IP Routing Operations — Phase 1

DVMRP route policies Configuring IP Multicast Routing Protocols

IPX route policies Configuring IPX Routing Operations

route update protection (MD5) Configuring Network Management
IGAP Configuring IGMP for User Authentication (IGAP)

This chapter includes the following topics:

Topic Page
CLI passwords 23
Port lock feature 23
Access policies for services 24
SNMP version 3 24
SNMP community strings 29
Web interface passwords 30
Web server password and SNMP community string encryption 30
Secure Shell (SSH) 34
RADIUS 37
Using High-Secure mode to prevent denial of service (DOS) attacks 42
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CLI passwords

The switch is shipped with default passwords set for access to the CLI through a
console or Telnet session. If you have read/write/all access authority, and you are
using SNMPv3, you can change passwords that are in encrypted format. If you're
using the Device Manager, you can also specify the number of allowed Telnet
sessions and rlogin sessions.

Caution: Please be aware that the default passwords/community strings

@ are documented and well known. Nortel Networks strongly recommends
that you change the default passwords/community strings immediately
after thefirst login.

Note: For security purposes, if you fail to login correctly on the master
=»| CPU in three consecutive instances, the CPU locks for 60 seconds.

For instructions on changing the CLI passwords, see:

»  “Setting security features using Device Manager” on page 55
e “Setting security features using the CLI" on page 99

Port lock feature

The Port Lock feature allows you to administratively lock a port or ports to
prevent other users from changing port parameters or modifying port action.
L ocked ports cannot be modified in any way until the port is first unlocked.

For instructions on configuring the port lock feature, see “Locking aport” on
page 58.
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Access policies for services

You can control access to the switch by creating an access policy. An access
policy specifies the hosts or networks that can access the switch through various
services, such as Telnet, SNMP, HTTPR, RSH, and Rlogin. You can enable or
disable access services by setting flags, either from the Boot Monitor CLI or from
the Run-Time CLI.

You can define network stations that are explicitly allowed to access the switch or
stationsthat are explicitly forbidden to access the switch. For each service you can
also specify the level of access, such asread-only or read/write/all.

For instructions on configuring access policies using the Device Manager, go to
Chapter 3. For instructions on configuring access policies using the CLI, go to
Chapter 4.

SNMP version 3

The Simple Network Management Protocol (SNMP) allows you to remotely
collect management data and configure devices. An SNMP agent is a software
process that listens on UDP port 161 for SNM P messages. Each SNMP message
sent to the agent contains alist of management objects to either retrieve or modify.

SNMP version 3 isan SNMP framework that supplements SNMPv2 by
supporting the following:

*  New SNMP message formats

»  Security for messages

»  Access control

» Remote configuration of SNMP parameters

An SNMP entity is an implementation of this architecture. Each such SNMP
entity consists of an SNMP engine and one or more associated applications. The
following figure shows details about an SNMP entity and the components within
it. SNMP version 3 (SNMPv3) provides a means of security to the SNMP
framework by supporting the following:

»  Security for Messages
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» Access Control, and
* Remote configuration of SNMP parameters.
*  New SNMP message format

SNMP engine

An SNMP engine provides services for sending and receiving messages,
authenticating and encrypting messages, and controlling access to managed
objects. There is a one-to-one association between an SNMP engine and the
SNMP entity, which containsit.

snmpEnginelD

Within an administrative domain, an snmpEnginel D is the unique identifier of an

SNMP engine. Since there is a one-to-one association between SNMP engines

and SNMP entities, the ID also uniquely and unambiguously identifiesthe SNMP
entity within that administrative domain. The snmpEnginelD is generated during

the boot processing. The SNMP engine contains a:

e Dispatcher

»  Message Processing Subsystem
e Security Subsystem

e Access Control Subsystem

Dispatcher

There is one dispatcher in an SNMP engine. It allows for concurrent support of
multiple versions of SNMP messages in the SNMP engine. It does so by:

*  Sending and receiving SNM P messages to/from the network

» Determining the SNMP message version and interacting with the
corresponding message processing model

»  Providing an abstract interface to SNM P applications for delivery of aPDU to

an application
e Providing an abstract interface for SNM P applications that allows them to
send a PDU to aremote SNMP entity.
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Message processing

The Message Processing subsystem prepares messages for sending and extracts
data from received messages. The subsystem can contain multiple message
processing models.

Security

Authentication

Authentication within the User-based Security Model (USM) allows the recipient
of amessage to verify the message sender and whether the message has been
altered. If authentication is used, the integrity of the message is verified. The
authentication protocols supported using USM is HMAC-MD5 and
HMAC-SHA-96.

Privacy

The USM an encryption Protocol for privacy. Only the data portion of a message
was encrypted, the header and the security parameters are not. The privacy
protocol supported using USM is CBC-DES Symmetric Encryption Protocol.

Security
SNMPv3 security protects against the following:

* Moadification of information — protects against altering information in transit

* Masguerade — protects against an unauthorized entity assuming the identity
of an authorized entity

* Message Stream Modification — protection against delaying or replaying
messages
» Disclosure — protects against eavesdropping

» Discovery procedure — finds the SnmpEnginel D of a SNMP entity for a
given transport address or transport endpoint address.

»  Time synchronization procedure— facilitates authenti cated communication
between entities
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SNMPv3 does not protect against:

» Denid of service — prevention of exchanges between manager and agent
» Traffic anaysis— general pattern of traffic between managers and agents

Access control

User-based Security Model (USM)

InaUSM system, the security model uses a defined set of user identities for any
authorized user on a particular SNMP engine. The user with authority on one
SNMP engine must also have authorization on any SNM P engine with which the
original SNM P engine communi cates.

The USM security model provides the following levels of communication:

*  NoAuthNoPriv
Communication without authentication and privacy
e AuthNoPriv

Communication with authentication and without privacy
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e AuthPriv

Communication with authentication and privacy.0.0
Figure 1 shows the relationship between USM and VACM.
Figure 1 USM association with VACM
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View-based Access Control (VACM)

VACM provides groups access, group security levels, and context based on a
predefined subset of MIB objects. These MIB objects define a set of managed
objects and instances.

VACM isthe standard access control mechanism for SNMPv3, and it provides:

» Authorization service to control accessto MIB objects at the PDU level
» Alternative access control subsystems
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The accessis based on principal, security level, MIB context, object instance, and
type of access requested (read/write). VACM MIB defines the policy and allows
remote management

SNMP community strings

For security reasons, the SNM P agent validates each request from an SNMP
manager before responding to the request, by verifying that the manager belongs
to avalid SNMP community. An SNMP community is alogical relationship
between an SNM P agent and one or more SNM P managers (the manager software
implements the protocols used to exchange data with SNMP agents). You define
communities locally at the agent.

The agent establishes one community for each combination of authentication and
access control characteristics that you choose. You assign each community a
unique name (community string), and all members of acommunity have the same
access privileges, either read-only or read-write:

*  Read-only: members can view configuration and performance information.

* Read-write: members can view configuration and performance information,
and also change the configuration.

By defining a community, an agent limits accessto its MIB to a selected set of
management stations. By using more than one community, the agent can provide
different levels of MIB accessto different management stations.

SNMP community strings are required for access to the switch using Device
Manager or other SNM P-based management software. You set the SNMP
community strings using the CLI. For instructions, go to Chapter 4. If you have
read/write/all access authority, you can modify the SNM P community strings for
access to the device through Device Manager. For instructions, go to Chapter 3.
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Web interface passwords

The 8000 switch includes a Web management interface that lets you monitor your
switch through a World Wide Web browser from anywhere on your network. The
Web interface provides many of the same monitoring features as the Device
Manager software.

The Web management interfaceis protected by a security mechanism that requires
you to log in to the device using a user name and password. The switch is shipped
with the default user name and password both specified asro. You can change
theseinthe CLI usingtheconfi g sys set reset-passwd command. In
Device Manager, use the Web tab on the Edit Security dialog box. For
instructions, see the publication, Configuring Network Management.

Note: For security reasons, the Web interface is disabled by default. For
=»| instructions how to enable the interface, refer to Configuring Network
Management.

Web server password and SNMP community string
encryption

In the Passport 8000 Series switch software release 3.5, community strings are
stored (as passwords have been since release 3.2.1) in encrypted format and are no
longer stored in the configuration file. If a configuration file saved prior to release
3.5 isloaded, any saved passwords from the configuration file will not be
recognized. If the switch is booted for the first time with the software release 3.5
image, the password is reset to default values and alog is generated indicating any
changes.

Caution: For security reasons, Nortel Networks recommends that you
set the passwords to values other than the factory defaults.

Web-server passwords and SNMP community strings are encrypted.

*  Web-Server password
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The web-server passwords authenticate the user who is accessing the switch
using the web interface. The passwords are encrypted using the blowfish
algorithm and are stored in a hidden file. They are not visible on the switch
through any show command and are not stored in the config file.

SNMP community strings

SNMP community strings are used when the user logsin to the switch over
SNMP, for example, using Device manager. These strings are encrypted using
the blowfish algorithm and are stored in a hidden file. They are not displayed
on the switch and are not stored in the config file.

Password recovery

You can selectively reset login username/passwords, WSM passwords, SAM
passwords web-server passwords, and SNM P community strings. This command
has been implemented as a hidden command in CLI and is accessible to you only
if you are assigned the “rwa’ access level.

Password encryption

When the switch boots up, the web-server passwords and community strings
are restored from the hidden file.

When the web-server username/password or SNMP community strings are
modified, thisinformation is updated to the hidden file.

Password recovery

The following CLI commands are used for password recovery. These are hidden
commands, and can only be accessed by a user who is assigned “rwa’ access.

Passport-8603/config/sys/set/reset-passwd# | ogi n-user
<l 1112|13]ro] rw

This command resets the login usernames and passwords selectively. The
following access-levels can be reset: 11, 12, 13, ro, rw.

Note: The“rwa’ community string cannot be reset.

-p
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e« Passport-8603/config/sys/set/reset-passwd# wsm passwd
<l 4adm n| sl badmi n| oper | | 4oper | sl boper >

This command resets the wsm usernames/passwords selectively. The
following wsm access-levels can be reset: |[4admin, slbadmin, oper, 14oper,
slboper.

 Passport-8603/config/sys/set/reset-passwd# sam passwd
<ssl adnmi n>

This command resets the ssladmin username/password.

 Passport-8603/config/sys/set/reset-passwd#
web- server - passwd <ro>

This command resets the web server username/password for “ro” access.

e« Passport-8603/config/sys/set/reset-passwd#
snnp-conmuni ty-strings <l 1|12|13|ro|rw

This command resets the following snmp community strings: 11, 12, 13, ro, rw.

Note: The“rwa’ community string cannot be reset.
-)

Secure Shell (SSH)

Secure Shell (SSH) is aclient/server protocol that specifies the way to conduct
secure communications over a network. Secure CoPy (SCP) isasecurefile
transfer protocol. When using other methods of remote access, such as Telnet or
FTR, the traffic generated by these utilities is not encrypted. Anyone that can see
the network traffic can see all data, including passwords and user names. SSH can
replace Telnet and other remote logon utilities. SCP can replace FTP with an
encrypted dternative.

SSH supports avariety of the many different public/private key encryption
schemes available. Using the public key of the host server, the client and server
negotiate to generate a session key known only to the client and the server. This
one-time key is then used to encrypt al traffic between the client and the server.

Figure 2 gives an overview of the SSH protocol.
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Figure 2 Overview of the SSH protocol
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Using a combination of host, server, and session keys, the SSH protocol can
provide strong authentication and secure communication over an unsecure
network, offering protection from the following security risks:

e 1P Spoofing

* |Psourcerouting

» DNS spoofing

e Man-in-the-middle/TCP hijacking attacks
»  Eavesdropping/Password sniffing

Even if network security is compromised, traffic cannot be played back or
decrypted, and the connection cannot be hijacked.

The secure channel of communication provided by SSH does not provide
protection against break-in attempts or denial -of-service (DoS) attacks.

The SSH protocol supports the following security features:
— Authentication. This determinesin areliable way to identify the SSH

client. During the login process the SSH client is queried for adigital
proof of identity.
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Supported authentications are RSA (SSH-1), DSA (SSH-2) and
passwords (both SSH-1 and SSH-2).

Encryption. The SSH server uses encryption algorithms to scramble data
and rendered it unintelligible except to the receiver.

Supported encryption is 3DES only.

Integrity. This guarantees that the data is transmitted from the sender to
the receiver without any alteration. If any third party captures and
modifies the traffic, the SSH server will detect this alteration.

Note: Currently 3DES s the only encryption algorithm supported for the
8000 Series switch. Due to export restrictions, the encryption capability
has been separated from the main image. Refer to the release notes
accompanying your software release for the latest information on how to
download the 3DES encryption image. The SSH server will not function
properly without the use of thisimage.

The implementation of the SSH server in the 8000 Series switch enables the SSH
client to make a secure connection to a 8000 Series switch and will work with
commercially available SSH clients. See Table 24 on page 84 for alist of
supported clients.

Note: You must use the CLI to initially configure SSH. You can use
Device Manager (DM) to change the SSH configuration parameters.
However, Nortel Networks recommends using the CLI. Nortel Networks
also recommends using the console port to configure the SSH
parameters.

SSH version 2 (SSH-2)

SSH protocol, version 2 (SSH-2) is a complete rewrite of the SSH-1 protocol.
While SSH-1 contains multiple functions in a single protocol, in SSH-2 the
functions are divided among three layers:

SSH Transport Layer (SSH-TRANS)
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The SSH transport layer manages the server authentication and provides the
initial connection between the client and the server. Once established, the
transport layer provides a secure, full-duplex connection between the client
and server.

e SSH Authentication Protocol (SSH-AUTH)

The SSH authentication protocol runs on top of the SSH transport layer and
authenticates the client-side user to the server. SSH-AUTH defines three
authentication methods; public key, host-based, and password. SSH-AUTH
provides a single authenticated tunnel for the SSH connection protocol.

*  SSH Connection Protocol (SSH-CONN)

The SSH connection protocol runs on top of the SSH transport layer and user
authentication protocols. SSH-CONN provides interactive login sessions,
remote execution of commands, forwarded TCP/IP connections, and
forwarded X 11 connections. These richer services are multiplexed into the
single encrypted tunnel provided by the SSH transport layer.

Figure 3 shows the three layers of the SSH-2 protocol.
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Figure 3 Separate SSH version 2 protocols
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RADIUS

The modular approach of SSH-2 improves on the security, performance, and
portability of the SSH-1 protocol.

Note: The SSH-1 and SSH-2 protocols are not compatible. While the
=»| SSH implementation in the 8000 Series switch supports both versions of
SSH, Nortel Networks recommends use of the more secure version, the
SSH-2 protocol.

RADIUS (Remote Access Dial-In User Services) isadistributed client/server
system that assists in securing networks against unauthorized access, allowing a
number of communication servers and clients to authenticate usersidentity
through a central database. The database within the RADIUS server stores
information about clients, users, passwords, and access privileges including the
use of “shared secret.”

RADIUS isafully open and standard protocol, defined by RFCs (Authentication:
2865, Accounting 2866). In the 8000 Series switch, you use RADIUS
authentication and accounting to:

to secure access to the switch (console/Telnet/SSH), and RADIUS accounting to
track the management sessions (CLI only).
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How RADIUS works

A RADIUS application has two components:

¢ RADIUS server

* RADIUS client

A computer equipped with server software (for
example, aUNIX* workstation) that islocated at a
central office or campus. It has authentication and
accessinformation in aform that is compatible with
the client. Typically, the database in the RADIUS
server stores client information, user information,
password, and access privileges, including the use
of “shared secret.” A network can have one server
for both authentication and accounting, or one
server for each service.

Can be a switch, router or aremote access server,
equipped with client software, that typically resides
on the same local area network (LAN) segment as
the server. The client is the network access point
between the remote users and the server.

Thetwo RADIUS processes are:

* RADIUS authentication:

* RADIUS accounting:

Letsyou identify remote users before you give them
accessto a central network site.

Enables data collection on the server during a
remote user’s dial-in session with the client.
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Configuring the RADIUS server and client

For complete information about configuring a RADIUS server, refer to the
documentation that came with the server software. For information about setting
up the RADIUS server for use with an 8000 Series switch, see “ Security
Concepts’ on page 21.

Note: The 8000 Series software supports BaySecure Access Control

-> (BSAC*) and the Merit Network servers. To use these servers, you must
first obtain the software for the server you will use. Also, you must make
changes to one or more configuration files for these servers. For detailed
information about the changes that must be made for the BSAC server, see
“Configuring aBSAC RADIUS server” on page 50. For detailed
information about the changes that must be made for the Merit Network
server, see “ Configuring a Merit Network server” on page 52.

For information about configuring the RADIUS client, see:

e “Setting security features using Device Manager” on page 55
e “Setting security features using the CL1” on page 99

RADIUS authentication

RADIUS authentication allows a remote server to authenticate logins. The
RADIUS server aso provides access authority. RADIUS assists network security
and authorization by managing a database of users. Use of the database allows the
switch to verify user names and passwords as well as information about the type
of access priority available to the user.

When the RADIUS client sends an authentication request, if the RADIUS server
requires additional information, such as a SecurlD number, it sends a
challenge-response. Along with the challenge-response, a reply-message attribute
is sent. The reply-message is atext string, such as “ Please enter the next number
on your SecurlD card:”. The maximum length of each reply-message attribute is
253 characters (as defined by the RFC). If you have multiple instances of
reply-message attributes that together form alarge message that can be displayed
to the user, the maximum length is 2000 characters.

Configuring and Managing Security



40 Chapter 1 Security Concepts

Features of the RADIUS software include;

Additional user names

User configurable

RADIUS accounting

Additional user names can be used to access the
switch, in addition to the six existing user names of
ro, L1, L2, L3, rw, and rwa. The RADIUS server
authenticates the user name and assigns one of the
existing access priorities to that name.
Unauthenticated user names are denied access to the
switch.

Note: User namesro, L1, L2, L3, rw, and rwa must
be added to the RADIUS server if authentication is
enabled. Users not added to the server will be denied
access.

— Upto 10 RADIUS serversin each switch for fault
tolerance (each server is assigned a priority and is
contacted in that order).

— A secret key for each server to authenticate the
RADIUS client

— The server’s UDP port
— Maximum retries allowed
— Time-out period for each attempt

RADIUS accounting logs all of the activity of each remate user in a session on the
centralized RADIUS accounting server.

Session-IDs for each RADIUS account are generated as 12-character strings. The
first 4 characters in the string form a random number in hexadecimal format. The
last 8 charactersin the string indicate the number of user sessions started since
reboot in hexadecimal format.

The NAS IP Address for asession is the address of the switch interface to which
the remote session is connected over the network. For a consol e session, modem
session, and sessions running on debug ports, thisvalueis set to 0.0.0.0 asisdone
with RADIUS authentication.
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Table 1 summarizes events and associated accounting information logged at the

RADIUS accounting server.

Table 1 Accounting events and logged information

Event

Accounting information logged at server

Accounting is turned on at router

Accounting on request:
Network Address Server (NAS)

IP address.

Accounting is turned off at router

Accounting off request: NAS IP address.

User logs in

Accounting start request:
NAS IP address

Session Id
User Name

More than 40 CLI commands are executed

Accounting Interim request:
NAS IP address

Session Id
CLI commands
User Name.

User logs off

Accounting Stop request:
NAS IP Address

Session Id

Session duration

User Name

number of input octets for session
number of octets output for session
number of packets input for session
number of packets output for session
CLI commands.

When the switch communicates with the RADIUS accounting server, the

following actions are taken:

1 If the server sends an invalid response, the responseis silently discarded and

no attempt is made to resend the request.

2 If the server does not respond within the user-configured timeout interval, a
user-specified number of attemptsis made. If a server does not respond to any
of the retries, requests are sent to the next priority server (if configured). You
can configure up to 10 RADIUS servers for redundancy.
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Using High-Secure mode to prevent denial of service
(DOS) attacks

To protect the Passport 8600 against |P packets with an illegal source address of
255.255.255.255 from being routed (per RFC 1812 Section 4.2.2.11 and RFC
971Section 3.2), the Passport 8600 now supports a configurable flag, called high

Secure.

Thisflag is disabled by default. Note that when you enabl e this flag, the desired
behavior (not routing source packets with an |P address of 255.255.255.255) is
applied on all ports belonging to the same OctaPID. Please see Table 2 for the

mapping between OctaPIDs and ports.

Table 2 Available module types and OctaPID ID assignments

Module type Port type OctaPID ID assignment
8608GBE and 8608GBM 1000BASE-SX (GBIC) Table 3 next
Modules 1000BASE-LX (GBIC)
1000BASE-ZX (GBIC)
1000BASE-XD (GBIC)
1000BASE-TX (GBIC)
8608GTE and 8608GTM 1000BASE-T Table 3 next
Modules
8608SXE Module 1000BASE-SX Table 3 next

8616SXE Module

1000BASE-SX

Table 4 on page 43

8624FXE Module

100BASE-FX

Table 5 on page 44

8632TXE and 8632TXM
Modules

10BASE-T/100BASE-TX

Table 6 on page 44

1000BASE-SX (GBIC)

1000BASE-LX (GBIC)

1000BASE-ZX (GBIC)

1000BASE-XD (GBIC)

1000BASE- TX (GBIC)

8648TXE and 8648TXM
Modules

10/100 Mb/s

Table 7 on page 45

8672ATME and 8672ATMM
Modules

OC-3c MDA

Table 8 on page 45

0OC-12c MDA
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Table 2 Available module types and OctaPID ID assignments (continued)

Module type Port type OctaPID ID assignment
DS3

8681XLR Module 10GBASE-LR Table 9 on page 46

8681XLW Module 10GBASE-LW Table 10 on page 46

8683POSM Module OC-3c MDA Table 11 on page 47
OC-12c MDA

Table 3 describes the OctaPID ID and port assignments for the 8608GBE,
Passport 8608GBM, 8608GTE, 8608GTM, and 8608SX E modules.

Table 3 8608GBE, 8608GBM, 8608GTE, 8608GTM, and 8608SXE module
OctaPID - Port assignments

OctaPID ID assignment Port assignment
OctaPID ID: 0 Port 1
OctaPID ID: 1 Port 2
OctaPID ID: 2 Port 3
OctaPID ID: 3 Port 4
OctaPID ID: 4 Port 5
OctaPID ID: 5 Port 6
OctaPID ID: 6 Port 7
OctaPID ID: 7 Port 8

Table 4 describes the OctaPID 1D and port assignments for the 8616SX E module.

Table 4 8616SXE module OctaPID - Port assignments

OctaPID ID assignment Port assignment
OctaPID ID: 0 Ports 1 and 2
OctaPID ID: 1 Ports 3 and 4
OctaPID ID: 2 Ports 5 and 6
OctaPID ID: 3 Ports 7 and 8
OctaPID ID: 4 Ports 9 and 10
OctaPID ID: 5 Ports 11 and 12
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Table 4 8616SXE module OctaPID - Port assignments (continued)

OctaPID ID assignment Port assignment
OctaPID ID: 6 Ports 13 and 14
OctaPID ID: 7 Ports 15 and 16

Table 5 describes the OctaPID 1D and port assignments for the 8624FXE module.

Table 5 8624FXE module OctaPID - Port assignments

OctaPID ID assignment Port assignment
OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24

Table 6 describes the OctaPID 1D and port assignments for the 8632TXE and
8632TXM module.

Table 6 8632TXE and 8632TZM modules OctaPID - Port assignments

OctaPID ID assignment Port assignment
OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24
OctaPID ID: 5 Ports 25 through 32
OctaPID ID: 6 Port 33 (GBIC port)
OctaPID ID: 7 Port 34 (GBIC port)
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Table 7 describes the OctaPID 1D and port assignments for the 8648TXE and

8648TXM module.

Table 7 8648TXE and 8648TXM module OctaPID - Port assignments

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24
OctaPID ID: 5 Ports 25 through 32
OctaPID ID: 6 Port 33 through 40
OctaPID ID: 7 Port 41 through 48

Table 8 describes the OctaPID ID and port assignments for the 8672ATME and

8672ATMM module.

Table 8 8672ATME and 8672ATMM module OctaPID - Port assignments

OctaPID ID assignment

Port assignment

OctaPID ID: 0

Ports 1 through 4 (with OC-3c MDA)
Port 1 (with OC-12c MDA)
Ports 1 through 2 (with DS-3 MDA)

OctaPID ID: 1

Ports 5 through 8 (with OC-3c MDA)
Port 5 (with OC-12c MDA)
Ports 5 through 6 (with DS-3 MDA)

OctaPID ID: 2

Not used
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Table 9 describes the OctaPID 1D and port assignments for the 8681X LR module.

Table 9 8681XLR module OctaPID - Port assignments

OctaPID ID assignment Port assignment

OctaPID ID: 0 Port 1
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:

N[O~ |W|IN|F

Table 10 describes the OctaPID ID and port assignments for the 8681XLW
module.

Table 10 8681XLW module OctaPID - Port assignments

OctaPID ID assignment Port assignment

OctaPID ID: 0 Port 1
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:
OctaPID ID:

N|lola|lh~|W|IN]|F
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Table 11 describes the 8683 POSM module OctaPID ID and port assignments.

Table 11 8683POSM module OctaPID - Port assignments

OctaPID ID assignment

Port assignment

OctaPID ID: 0 * Ports 1 and 2 (with OC-3c MDA)
* Port 1 (with OC-12c MDA)

OctaPID ID: 1 * Ports 3 and 4 (with OC-3c MDA)
* Port 3 (with OC-12c MDA)

OctaPID ID: 2 » Ports 5 and 6 (with OC-3c MDA)

Port 5 (with OC-12¢c MDA)
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Chapter 2
Configuration Considerations and Guidelines

Setting up RADIUS servers

Before you can enable RADIUS accounting on the switch, you must create at least
one RADIUS server.

The 8000 Series software supports BaySecure Access Control (BSAC*) and the
Merit Network servers. To use these servers, you must first obtain the software for
the server you will use. Also, you must make changes to one or more
configuration files for these servers. For detailed information about the changes
that must be made for the BSAC server, see “Configuring aBSAC RADIUS
server” on page 50. For detailed information about the changes that must be made
for the Merit Network server, see “Configuring a Merit Network server” on

page 52.

This chapter includes the following topics:

Topic Page
Single profile enhancement for BSAC RADIUS servers 50
Configuring a BSAC RADIUS server 50
Using a third-party RADIUS server 51
Configuring a Merit Network server 52
RADIUS on management ports 52
Key generation and removal 53
Block SNMP 53
SSHv1 clients 53
SSH server support 53
SCP command 53
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Single profile enhancement for BSAC RADIUS servers

Single Profile is afeature specific to BSAC RADIUS servers. InaBSAC
RADIUS server, when you create a client profile, you can specify all the
returnable attributes. When you use the same profile for different products (8000
Series and Baystack 450, for example) you specify al the returnable attributesin
the single profile. The 8000 Series switch formerly rejected a user if there were
non-8000 Series vendor-specific attributes in the server authentication response.
This feature removes the limitation.

Configuring a BSAC RADIUS server
You must make the following configuration changes for the BSAC server:
1 Addthefollowing linesin vendor.ini:
vendor - product = Nortel Passport 8000
dictionary = pprt8000
i gnore-ports = no
port - nunber - usage = per-port-type

help-id = 0

2 Addthefollowing linesin files radius.dct and pprt8000.dct:

ATTRIBUTE  Access-Priority 26 [ vid=1584
typel=192 | enl=+2 data=integer]R

VALUE Access-Priority None- Access

VALUE Access-Priority Read- Onl y- Access
VALUE Access-Priority L1- Read- Wit e-Access
VALUE Access-Priority L2- Read- Wit e-Access
VALUE Access-Priority L3- Read- Wit e-Access
VALUE Access-Priority Read- Wit e- Access
VALUE Access-Priority Read- Wite-All-Access

OO WNEO

ATTRI BUTE d i - Command 26 [vi d=1584 typel=193 | enl=+2
dat a=string]

3 Add thefollowing entry to the account.ini file:
di - Command=

314724-B Rev 00



Chapter 2 Configuration Considerations and Guidelines 51

4 Inthe account.ini file, make sure that the following lines are present:

User - Nane=

Acct -1 nput - Cct et s=
Acct - Qut put - Cct et s=
Acct - Sessi on- 1 d=
Acct - Sessi on- Ti me=
Acct - | nput - Packet s=
Acct - Qut put - Packet s=

Using a third-party RADIUS server

If you're using athird-party RADIUS server and need to modify the dictionary
files, you must use the following vendor-specific attribute format for CLI

commands:
1 1 2 2+X
o o e e e e e e e e e e e e e e e e e e e e e e e e +
|typellen | Vendor-Id | val ue (string) |
I I I I I
o o e e e e e e e e e e e e e e e e e e e e e e e e +

1 1 \ X
ey +

|typellen | val ue (cli-command) |

g +
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Configuring a Merit Network server

You must add the following lines in the dictionary file for the Merit Network

server:
VENDOR Nortel 1584
ATTRI BUTE Access-Priority 192 integer Nortel
VALUE Access-Priority None- Access 0
VALUE Access-Priority Read- Onl y- Access 1
VALUE Access-Priority L1- Read- Wit e-Access 2
VALUE Access-Priority L2- Read- Wit e-Access 3
VALUE Access-Priority L3- Read- Wit e-Access 4
VALUE Access-Priority Read- Wit e- Access 5
VALUE Access-Priority Read-Wite-Al|-Access 6
ATTRI BUTE Ci - Command 192 string Nortel

RADIUS on management ports

With software release 3.5, the management port supports RADIUS protocol .
When RADIUS packets are sent out of the management port, the SRC-1P address
is properly entered in the RADIUS header. Use the variable,

udpsrc-by-vip flag, toholdand synchronizethe status of the UDP SRC by
virtual 1P flag. For more information, see “RADIUS/SNMP header network
address modifications’ on page 150.

Refer to your RADIUS documentation for alist of supported RADIUS servers.

SSH considerations

The following sections describe the operating limitations for SSH.
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Key generation and removal

Generating keys requires that you have free space on the flash. A typical
configuration requires less than 2KB of free space. Before you generate a key,
verify that you have sufficient space on the flash, using the di r command. If the
flash isfull when you attempt to generate akey, an error message appears and the
key isnot generated. You will have to delete some unused files and re-generate the

key.

If you remove only the public keys, enabling the SSH will not create new ones.

Block SNMP

The boot flag setting for block-snmp (confi g bootconfig fl ags

bl ock- snnp) and the runtime config SSH secure (confi g sys set ssh
enabl e <true/fal se/ secure)each modify the bl ock- snnp boot fl ag. If
you are enabling SSH secure, the bl ock- snnp boot fl ag is modified tot rue
and the change takes effect after reboot. To set the bl ock- snnp boot fl ag to
f al se, disable SSH secure mode first.

SSHv1 clients

If there are SSHv1 clients (both Unix and PC) connected to the switch and SSH is
disabled, the following error messages displays before the logout message:

Swi tchC: 5# [09/24/02 13:41:16] ERROR Task=sshdSession Wite
failed: S_iosLib_INVALI D FILE DESCRI PTOR

SSH server support

The SSH server is not supported on the Passport 8100 switch module.

SCP command

Nortel Networks recommends using short filenames with the SCP command. The
entire SCP command, including all options, usernames, and filenames should
NEVER exceed 80 characters.
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SNMP cloned user considerations

If the user from which you are cloning has authentication, you can choose for the
new user to either have the same authentication protocol as the user from which it
was cloned, or no authentication. If you choose authentication for the new user,
you must provide a password for that user. Please note that if you want a new user
to have authentication, you must indicate that at the time you create it. You can
assign a privacy protocol only to a user that has authentication.

If the user from which you are cloning does not have authentication, then the new
user will not have authentication.
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Chapter 3
Setting security features using Device Manager

This chapter includes the following topics that describe how to set up the security

features.

Topic Page
Controlling access to the CLI 55
Locking a port 58
Controlling access to a switch 59
Configuring SNMPv3 65
Modifying the SNMP community strings 77
Changing Secure Shell (SSH) configuration parameters 80
Configuring RADIUS authentication and accounting 87

Controlling access to the CLI

Changing passwords when upgrading to Passport 8000 3.3

In the Passport 8000 Series switch software release 3.5, community strings are
stored (as passwords have been since release 3.2.1) in encrypted format and are no
longer stored in the configuration file. If a configuration file saved prior to release
3.5 isloaded, any saved passwords from the configuration file are not recognized.
If the switch is booted for the first time with the software release 3.5 image, the
password is reset to default values and alog is generated indicating any changes.

Caution: For security reasons, Nortel Networks recommends that you
set the passwords to values other than the factory defaults.
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For more information on SNM P community string encryption, see “Web server
password and SNM P community string encryption” on page 30.

Changing passwords

If you have read/write/all access authority, you can use Device Manager to change
the passwords for access to the CLI through a console or Telnet session. You can
change passwords that are in encrypted format when using SNMPv3 only. If you
do not have read/write/all privileges, the user name and password fields will be
blank.

Note: You no longer have to reboot the switch for your telnet ID settings
=>| totake effect.

The CLI tab alows you to specify the number of allowed Telnet sessions and
rlogin sessions. To prohibit Telnet or rlogin access to the switch, specify zero (0)
as the number of allowed sessions.

To change passwords for access to the CLI:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab displayed.
2 Click the CLI tab.

The CLI tab opens (Figure 4).
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Figure 4 Security dialog box—CLI tab

= 192.32.95.70 - Security k|

Actess Polities | PortLock CU | SMP | RADIUS Global | RACILIS Gervers | RADIUE Server Ssts | S5H |
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FvLtsertiame: |

WP assward |
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RALIFasswond |
RWLIUseriame: |
RALIPasswand |
LT Ligertame: |

RALI Passward |
ROLUIzerbame [

ROPassword: |

MuTeinetZescions (B 0.2
MasFioginEessions B 0.8
Tirneout (200 065535 sec

MR eessb ol alioes: 0

Note: When you access the switch with DM using the public,private

=»| community string, the fields in the Security dialog box appear blank. To
see what UserName is configured, you must log onto the switch using the
secret,secret community string.

Table 12 describes the Security CLI tab fields.

Table 12 Security CLI tab fields

Field Description

RWAUserName

Specifies the user name for the read/write/all CLI account.

RWAPassword

Specifies the password for the read/write/all CLI account.
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Table 12 Security CLI tab fields (continued)

Field Description

RWUserName Specifies the user name for the read/write CLI account.

RWPassword Specifies the password for the read/write CLI account.

RWL3UserName Specifies the user name for the Layer 3 read/write CLI
account.

RWL3Password Specifies the password for the Layer 3 read/write CLI
account.

RWL2UserName Specifies the user name for the Layer 2 read/write CLI
account.

RWL2Password Specifies the password for the Layer 2 read/write CLI
account.

RWL1UserName Specifies the user name for the Layer 1 read/write CLI
account.

RWL1Password Specifies the password for the Layer 1 read/write CLI
account.

ROUserName Specifies the user name for the read-only CLI account.

ROPassword Specifies the password for the read-only CLI account.

MaxTelnetSessions Indicates the maximum number of concurrent Telnet
sessions that are allowed (from none to 8).

MaxRloginSessions Indicates the maximum number of concurrent Rlogin
sessions that are allowed (from none to 8).

Timeout Indicates the number of seconds of inactivity for a Telnet or
Rlogin session before automatic timeout and disconnect
(30 to 65535 seconds).

NumAccessViolations Indicates the number of CLI access violations detected by
the system. This is a read-only field.

Locking a port

The Port Lock feature allows you to administratively lock a port or ports to
prevent other users from changing port parameters or modifying port action.
L ocked ports cannot be modified in any way until the port is first unlocked.
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To set port locking and unlocking:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens to the Access Policies tab.

2 Click the Port Lock tab.
The Port Lock tab opens (Figure 5).

Figure 5 Security dialog box—Port Lock tab

(= 192329570 - Seawnty x|

Actess Policies PortLock | cui| Srme | RADIUE Globsl | RADLIS Servers | RADIUE Sener stats | 55H |

[~ Enabie
Lotk dPets J

||ﬁu?re_=r;| C-b:lsel Hﬂ:-.l

Table 13 describes the Security Port Lock tab fields.

Table 13 Port Lock tab fields

Field Description

Enable Selecting this box locks the ports selected.

LockedPorts Lists the locked ports. Click on the ellipsis button to select
the ports you want to lock.

Controlling access to a switch

You can control access to the switch by creating an access policy. An access
policy specifies the hosts or networks that can access the switch through various
services, such as Telnet, SNMP, HTTR, rsh, and rlogin.
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You can define network stations that are explicitly allowed to access the switch or
network stations that are explicitly forbidden to access the switch. For each
service you can also specify the level of access, such as read-only or read/write/

all.

To create a new access policy:

1

From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab active (Figure 6).

Figure 6 Security dialog box—Access Policies tab

Access Policies | port Lock| Ui | e | wieb | RacUs iobal| RADILS Serers | RADIIS Server ctts | S5 |
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1 o5}

I"'”"1--| | 2| B8] #| R 3| crose| weiw-_|

o o b~ W

8
9

In the Security dialog box, click Insert.

The Security, Insert Access Policies dialog box (Figure 7) opens. Refer to
Table 14 for field descriptions. All fields are optional except ID.

Make sure PolicyEnable is checked.

Select the mode to alow or deny a service.

Select aservice.

Set a precedence number for the service (lower numbers mean higher
precedence).

Enter an IP address in the NetAddr field.
Enter the NetMask used for the NetAddr field.
Enter an |P address for the trusted host.

10 Enter auser name for the trusted host.
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11 Select AccessStrict, if desired.

Note: When you select this option, you specify that a user must have an
=>| accesslevel identical to the one you selected in the dialog box to be able
to use this service.

12 Select the access level for the service.
13 Click Insert.
Figure 7 Security, Insert Access Policies dialog box

# 10.10.42.20 - Security, Insert Access Policie x|

Id: IE 1.65535

Name:l

[¥ PuolicyEnahle

Mode: |+ allow © deny

[ telnet v snmp [ g
Semvice: [ | fip [T hitp [ rlogin
[ ssh
FPrecedence: 10 1.128
Netaddr: |
Nethﬂaak:l
TrustedHostaddr: |

TrustedHostUserMame: |

Accesslevel: | readCnly € readwirite € readyritesl|

Insert Clnsel Help...l

Table 14 describes the items on the Access Policies tab and the Security, Insert
Access Policies fields.
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Table 14 Access Policies fields

Field Description

Id Specifies the policy ID.

Name Specifies the name of this policy.

PolicyEnable Enables the access policy.

Mode Indicates whether a packet having a source IP address that
matches this entry should be permitted to enter the device or
denied access.

Service Indicates the protocol to which this entry should be applied.

Precedence Indicates the precedence of the policy. The lower the number,
the higher the precedence (1 to 128).

NetAddr Indicates the source network IP address. An address of 0.0.0.0
specifies any address on the network.

NetMask Indicates the source network masks.

TrustedHostAddr Indicates the trusted IP address of the host performing rlogin or
rsh into the device. Applies only to rlogin and rsh.

Note: You cannot use wildcard entries.

TrustedHostUserName | Specifies the user name assigned to the trusted host. Applies
only to rlogin and rsh. This name is the same user name that
you used to log on to the network (not the switch user name,
such as rwa).

Note: You cannot use wildcard entries. The user must already
be logged in with the user name to be assigned to the trusted
host. For example, using “rlogin -I newusername xx.xx.xx.xx" will
not work from a UNIX workstation.

AccessLevel Specifies the access level of the trusted host (readOnly,
readWrite, or readWriteAll).

Usage Counts the number of times that an access service uses the

access policy. This is a read-only field.

AccessStrict

If unchecked, a user must have an access level identical to the
one you selected in the dialog box to be able to use this service.

If unchecked, a user with an access level of rw specified in the
policy table for a policy id is allowed rw and rw access, and ro is
denied access.
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Enabling rlogin or rsh access

To enable rlogin or rsh access:

1 From the Device Manager menu bar, select Edit > Chassis.

The Chassis dialog box opens with the System tab displayed (Figure 8).
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Figure 8 Chassis dialog box—System tab

#7192.32.96.82 - Chassis

UserSetTime | L2/L3 Redundancy | Mcast MLT Distribution
System Chassis I Boot Config I Trap Receivers

Record Reservation
Performance

sysDescr: Passport-8610 (3.5.0.0)
syslpTime: 2 days, 19h:47m:26s

sysContact: |supp0r1@nnr‘[elnemrnrks.cum

sysMame: |H|:u||\,uw0|:|d

sysLocation: |44D1 Great America Parkway, Santa Clara, CA 95054
VirtuallpAddr: [0.0.0.0

virtualMettask: |0.0.0.0
Readtitelevel: ReadWrite

[ AuthenticationTraps
[ Enahle¥WehServer

[ EnableAccessPolicy

LastChange: 01h:12mi22s
LastlanChange: 2 days, 16h:30m:54s
LastStatisticsReset: nane
LastRunTimeConfigSave: 01h:12m:22s
LastRunTimeCaonfigSaveTaSlave: none
LastBootConfigSave: none
LastBootConfigSavednsSlave: none

DefaultRuntimeConfigFileMame: Mashitech_sample.cfg
DefaultBootConfigFileMame: Mashrhoot.cfy

ConfigFileMame:

" hardReset " softResst " resetCountars
~|© cpuSwitchOver " resetConsole " resetodem
ACtmn-'f'“saveRuntimeCu:unﬂg " saveRuntimeConfigToSlave ¢ saveBootConfig

" saveSlaveBooiConfig  n

Result: success

Aplﬂl\fl Refreshl Clnsel Help...l

2 Check EnableAccessPolicy.
3 Click Apply.
4  Click Close.
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Configuring SNMPv3

This section describes how to use Device Manager to configure the following
SNMPv3 options:

» Default login, next

« “Loading the encryption module’ on page 66

» “Creating a user security model” on page 67

e “Creating membership for agroup” on page 70

e “Creating accessfor agroup” on page 71

« “Assigning MIB view access for an object” on page 74
e “Creating acommunity” on page 76

Default login

When using Device Manager, there are default parametersin effect that you must
usetoinitially log in when the SNMPv3 check box is enabled. For instructions on

enabling the SNMPv3 check box, see Configuring Network Management and
Diagnostics. These default parameters are also listed in the USM Table.

* V3enable checkbox is selected
e Login name: initiadmds5

» Authentication Protocol: MD5
» Authentication password: initial
e Privacy Protocol: None

e Privacy Password: None

Note: Tolog on using SNMPv3, you must configure SNMPv3. See
=»| “Creating a user security model” on page 67.

An SNMPv3 engine provides services for sending and receiving messages,
authenticating and encrypting messages, and controlling access to managed
objects. There is a one-to-one association between an SNMP engine and the
SNMP entity, which containsit.
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The following sections describe how to set up your SNM P configuration:

Topic Page
Loading the encryption module 66
Logging on using SNMPv3 67
Creating a user security model 67
Creating membership for a group 70
Creating access for a group 71
Assigning MIB view access for an object 74
Creating a community 76

Loading the encryption module

Before you access the switch using SNM Pv3 with DES encryption, you must load
the encryption module, p80c3300.des, which allows you to use the Privacy
protocol.

1 Open abrowser and enter the following URL:

www. nor t el net wor ks. com support/ downl oads

2 Loginand search for the following:
Passport 8000 Routing Switch
Double-click on the Passport 3des hyper link.
Answer the questions on the questionnaire.
A download dialog box appears.
Enter afile location in which to copy the p80c3300.des encryption module.
Click OK.
Thefileis downloaded.

Note: Note the location of thisfile. You will need to load the file on the
=»| switch before you can use the protocol.
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Logging on using SNMPv3

To log on using SNMPv3, you must configure SNMPv3. See “ Creating a user
security model.

Creating a user security model

Note: You must configure avalid SNMPv3 user through the CLI before
-> you can access the SNMPv3 USM table, VACM table, and Community
table.

To create a user security model (USM):

1 From the Device Manager menu bar, click Edit > SnmpV3 > USM Table.
The USM didog box opens (Figure 9).
Figure 9 USM dialog box

£ 10.125.200 44 - USH
USM Table |

EnginelD I Mame |SecurimName AuthProtocol FrivProtocol
20:00:08:e0:03:00:80:2d:39:00:00 [initialmds [initialmds usmHMACMDSAUthFrotocal | usmDESFrivProtocol

00080030080 2d:39:40:00 intialsha [initialsha ustmHMAC SHAAUthProtocal |usmDESPrivProtocol

2 rowis]

Table 15 describes the USM tab fields.

Table 15 USM dialog box fields

Field Description
EnginelD Indicates the SNMP engine's administratively-unique Identifier
Name Indicates the name of the user in usmUser

SecurityName Creates the name used as an index to the table. The range is 1 to 32
characters.
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Table 15 USM dialog box fields (continued)

Field

Description

AuthProtocol

Identifies the Authentication protocol used

PrivProtocol

Identifies the privacy protocol used

2 Click Insert.
The USM, Insert USM Table dialog box opens (Figure 10).

Figure 10 USM, Insert USM Table dialog box

%5 10.125.200.44 - USH, Insert USM Table

EnginelD: 30:00:08:20:03:00:80:2d:39:40:00
Hame: iNehﬁmrk&dmin
quheme!W
AuthProtacol: [usmHMACMDSAUtProtocol [+ ]
Old AuthPass; [~
Blew AuthFass: i“”""‘
F'rIvP'rl:utl:ucl:uI:justESF‘rivF‘rntDcnl _j
Old PriPass: [+
Blew PriPass! I“”"""|

Insett Clnsel Help.._l

Enter aname.

In the CloneFrom field, select a security name from which the new entry

copies authentication data and private data.

© 00 N o O

Select an authentication protocol.

Enter the old authentication password.

Enter a new authentication password for this user model
Select a privacy protocol.

Enter the old privacy password.
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10 Enter anew aprivacy password for this user model

11 Click Insert.

The USM diaog opens. The new user model isshown in the list.

©

Caution: To ensure security, change the GroupA ccess table default
views after you have set up new usersin USM table. This prevents

unauthorized people from accessing the switch using the default user
login. Also, change Community table defaults, since the community name
is used as acommunity string in SNMPv1/v2 PDU.

Table 16 describes the USM, Insert USM Table dialog box fields.

Table 16 USM, Insert USM Table dialog box fields

Field Description

Name Creates the new entry with this security name. The name is used as an
index to the table. The range is 1 to 32 characters.

CloneFrom Specifies the security name from which the new entry must copy
privacy and authentication parameters. The range is 1 to 32 characters.

AuthProtocol Assigns an authentication protocol (or no authentication) from a

(Optional) pulldown menu. If you select this, you must enter and old AuthPass and
a new AuthPass.

Old AuthPass Specifies the current authentication password

New AuthPass | Specifies the name of the new authentication password

PrivProtocol Assigns a privacy protocol (or no privacy) from a pulldown menu.

(Optional) If you select this, you must enter and old PrivPass and a new PrivPass.

Old PriPass Specifies the current privacy password

New PriPass Specifies the name of the new privacy password
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Creating membership for a group

To add membership for agroup in the view-based access control model (VACM):

1 From the Device Manager menu bar, click Edit > SnmpV 3 > VACM table.

The VACM dialog box with the Group Membership tab options visible opens
(Figure 11).

Figure 11 VACM dialog box
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Table 17 describes the VACM tab fields.

Table 17 VACM dialog box tab fields

Field Description

SecurityModel The security model currently in use

SecurityName The name representing the user in usm user. The range is 1 to 32
characters.

GroupName The name of the group to which this entry (combination of
securityModel and securityName) belongs

2 Click Insert.
The VACM, Insert Group Membership dialog box opens (Figure 12).
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Figure 12 VACM, Insert Group Membership dialog box
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The VACM

Select a SecurityModel.
Enter a SecurityName.
Enter a GroupName.

Click Insert.

diaog opens. The new group membership is shown in the list.

Table 18 describes the Insert Group Membership tab fields.

Table 18 VACM dialog box—Insert Group Membership tab fields

Field Description

SecurityModel | The authentication checking to communicate to the switch.

SecurityName | The security name assigned to this entry in the VACM table. The range is
1 to 32 characters.

GroupName | The name assigned to this group in the VACM table. The range is 1 to 32
characters.

Creating access for a group

To create new access for a group:

1 From the Device Manager menu bar, click Edit > SnmpV 3 > VACM table.
The VACM diaog box opens (Figure 11).
2 Click the Group Access Right tab.
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The Group Access Right tab displays (Figure 13).

Figure 13 Group Access tab

5 10125200 44 - VACH E
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3 Click Insert.
The VACM, Insert Group Access Right dialog box opens (Figure 14).

Figure 14 VACM, Insert Group Access Right dialog box

= 10.125.200.44 - VACM. Insert Group Access Right E

vacmGrouplame: |N|:|rteI2
ContextPrefix: [Horte|
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Contexthateh: |(" exact & prefic |

Readviewhame: ||:|rg

iiriteiewMame: jorg|

Insert C'Iuse_' Help...l

4  Enter avacmGroupName.
5 Enter a ContextPrefix.

6 Select a SecurtyMode.

7 Select a SecurityLevel.

8

If desired, select a ContextM atch.
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9 Inthe ReadViewName field, enter the number of object instances authorized
for the group when reading objects.

10 Inthe WriteViewName field, enter the number of object instances authorized
for the group when writing objects.

11 Click Insert.
The VACM diaog opens. The new group accessis shown in the list.

Table 19 describes the Group Access tab fields.

Table 19 VACM dialog box—Group Access Right tab fields

Field Description

vacmGroupName The name of the new group name in the VACM table. The
name is a numeral. The range is 1 to 32 characters.

ContextPrefix The contextName must match exactly or partially the value of
the instance of this object. The range is an
SnmpAdminString, 1 to 32 characters.

SecurityModel The authentication checking to communicate to the switch.

SecurityLevel The minimum level of security required to gain the access
rights allowed. The security levels are:

* noAuthNoPriv
e authNoPriv

e authpriv
ContextMatch There are two types of match:
(Optional) » Exact —Specifies that all rows where the context Name

exactly matches the context prefix are selected.

» Prefix — Specifies that all rows where the contextName
whose starting octets exactly match the context prefix are
selected.

ReadViewName The number of object instances authorized for the group
when reading objects.

WriteViewName The number of object instances authorized for the group
when writing objects.
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Assigning MIB view access for an object

To assigh MIB view access for an object:

1

From the Device Manager menu bar, click Edit > SnmpV3 > VACM table.
The VACM diaog box opens (Figure 11).

Select the MIB View tab.

The MIB View tab opens (Figure 15).

Figure 15 MIB View tab

5 10.125.200.44 - VACH
Group Memhbership ! Group Access Right MIB "-.fiE"u"'l'l
Wiewhlame Slbtras Mask| Type
arg arg included
Snmip snmphlodules included
Shmip syister included
systam syatam included
vivzonly  |org included
vivwZonly  lsnmpUsmmiB excluded
viwZonly  lsnmpyacmhiB excluded
vivzonly  lsnrnpCornmuniteMiB excluded

Browls)

3

Click Insert.
The VACM, Insert MIB View dialog box opens (Figure 16).

314724-B Rev 00



Chapter 3 Setting security features using Device Manager 75

Figure 16 VACM, Insert MIB View dialog box

el
ViewName: |
Subtree: |
Mask: |
Type: (& included ¢ excluded |
Insert Clnsel Help...l
4 Enter aViewName.
5 Enter a Subtree.
6 Enter aMask.
7 SelectaType.
8 Click Insert.
The VACM didog opens. The assigned MIB view appearsin thelist.
Table 20 describes the MIB View tab fields.
Table 20 VACM dialog box—MIB View tab fields

Field Description

ViewName Creates a new entry with this group name. The
range is 1 to 32 characters.

Subtree Any valid object identifier that defines the set of MIB
objects accessible by this SNMP entity, for example,
1.3.6.1.1.5

Mask Specifies that a bit mask be used with

(Optional) vacmViewTreeFamilySubtree to determine whether
an OID falls under a view subtree.

Type Determines whether access to a mib object is
granted (Included) or denied (Excluded). Included is
the default.
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Creating a community

A community table contains objects for mapping between community strings and
the security name created in VACM Group Member. To create a community:

1 From the Device Manager menu bar, click Edit > SnmpV 3 > Community
Table.

The Community Table dialog box opens (Figure 17).

Figure 17 Community Table dialog box
#= 10.125.200.44 - CommunityTable

Cammunity Takle

ndex | Mame | Securitsarme
first public W y2onky
second | private vlvZonky

i Insar.. | Deleie

i

El @l Elnse’ Help...l

Zrowd(s)

2 Click Insert.

The Community Table, Insert Community Table dialog box opens
(Figure 18).

Figure 18 Community Table, Insert Community Table dialog box

. SecurityMane: i

Inzer Cll:us'el Ha]p...l

3 Enter an Index.
4 Enter name that isa community string.
5 Enter a SecurityName.
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6 Click Insert.
The Community Table dialog opens. The new community isshown in thelist.

Table 21 describes the Community Table dialog box fields.

Table 21 Community Table dialog box fields

Field Description

Index The unique index value of a row in this table. SnmpAdminString 1-32
characters.

Name The community string for which a row in this table represents a
configuration

SecurityName The security name assigned to this entry in the Community table. The
range is 1 to 32 characters.

Modifying the SNMP community strings

If you have read/write/all access authority, you can modify the SNM P community
strings for access to the device through Device Manager.

To change SNM P community strings:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab displayed.
2 Click the SNMP tab.

The SNMP tab opens (Figure 19).
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Figure 19 Security dialog box—SNMP tab

Table 22 describes the SNMP tab fields.
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Table 22 SNMP tab fields

Field Description

ReadWriteAll When an SNMP message is received, the community string in the
message is compared with this string first. If it matches, read/write
access is granted to all items in the MIB. If it does not match, the
read/write string is compared next.

ReadWrite When an SNMP message is received, the community string in the
ReadWriteLayer3 message is compared with these strings second, third, and fourth,

. respectively. If it matches, read/write access is granted to the
ReadWriteLayer2 appropriate items in the MIB except community strings. (Community
ReadWriteLayerl strings appear empty when read and return a noSuchName error
when an attempt is made to write them.) If it does not match, the
ReadOnly string is compared next.

ReadOnly When an SNMP message is received by this entity, the community
string in the message is compared with this string fifth. If it matches,
read-only access is granted to all items in the MIB except community
strings. (Community strings appear empty when read.) If it does not
match, no access is granted, no response is sent back to the SNMP
requester, and SNMP traps are sent to the SNMP trap receivers if
configured.

OutTooBigs The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status field is
“tooBig.”

OutNoSuchNames The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status is
“noSuchName.”

OutBadValues The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status field is
“badValue.”

OutGenErrors The total number of SNMP PDUs that were generated by the SNMP
protocol entity and for which the value of the error-status field is
“genErr.”

InBadVersions The total number of SNMP messages that were delivered to the
SNMP protocol entity and were for an unsupported SNMP version.

InBadCommunity Names The total number of SNMP messages delivered to the SNMP
protocol entity that used an SNMP community name not known to
said entity.

InBadCommunity Users The total number of SNMP messages delivered to the SNMP
protocol entity that represented an SNMP operation not allowed by
the SNMP community named in the message.

INASNParseErrs The total number of ASN.1 or BER errors encountered by the SNMP
protocol entity when decoding received SNMP messages.
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Table 22 SNMP tab fields (continued)

Field Description

InTooBigs The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“tooBig.”

INNoSuchNames The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“noSuchName.”

InBadValues The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“badValue.”

InNReadOnlys The total number valid SNMP PDUs that were delivered to the SNMP

protocol entity and for which the value of the error-status field is
“read-only”. It should be noted that it is a protocol error to generate
an SNMP PDU that contains the value “read-only” in the error-status
field; as such this object is provided as a means of detecting
incorrect implementations of the SNMP.

InGenErrors The total number of SNMP PDUs that were delivered to the SNMP
protocol entity and for which the value of the error-status field is
“genErr.”

Changing Secure Shell (SSH) configuration parameters

You can use Device Manager (DM) to change the SSH configuration parameters.
However, Nortel Networks recommends using the Command Line Interface
(CLD).

Note: If the SSH serviceisenabled, al fieldswill be grayed out until the
=*»| SSH serviceis disabled. The SSH service must be disabled before setting
the SSH service parameters.

Before you can make modifications to the SSH service parameters using DM the
following conditions must apply:

— Theuser Access Level is set to read/write/all community strings.
— The SNMP protocol is enabled.
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To change SSH parameters:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab displayed
(Figure 20).

Figure 20 Security dialog box—Access Policies tab

5 10.10.40.20 - Security
aceess Policies | Port Lock| cLi| SmP | ek | RaDIUS Global| RADIUS Semers| saH]
Id| Mame | FolicyEnable| Mode Service Frecedence | NetAddr| Methask| TrustedHostAddr
7 |default |true allow | telnet snmp hitp,ssh 128(0000 |0000 |0000
<« | i
Appl‘fl Refreshl Insert...l DEIETEl | | ﬁl @l @l Clnsel Help...l
2 Click SSH.

The SSH tab is displayed (Figure 21).
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Figure 21 Security

“5 10.10.40.20 - Security

ACCESS Pnlicies| Fort Lo

dialog box—SSH tab

ck| cLi| smP | weh | RADIUS Global | RADIUS Servers SSH

Enahle: |+ false

true € secure

Wersion: |+ w2only © hoth

MaxsSession: |4_ 0.8

Timeaout: EI] 1.1

Fart: Ez fhumber)

20 (sec)

Keyhction: | generateDsa © generateRsa € deleteDsa © deleteRsa

RzakeySize: I ]
DsakeySize: I ]

[¥ Rsabuth
v Dsaduth

¥ Passhut

12.1024
12.1024

Apply| Refresh| Closel Help...l

3 Enter information.

4 Click Apply.

Table 23 describes the SSH tab fields.

Table 23 Security dialog box—SSH tab fields

Field Description

Enable Enable or disable SSH. Set to false to disable SSH services. Set to
true to enable SSH services. Set to secure to enable SSH and
disable insecure services SNMP, tftp, and Telnet. The secure mode
will take effect after reboot. Default is false.

Version Set the SSH version. Set to both or v2only. Default is v2only.

Port Sets the SSH connection port number. Default is 22.

MaxSession Sets the maximum number of SSH sessions allowed.
The value can be from 0 to 8. Default is 4.
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Table 23 Security dialog box—SSH tab fields (continued)

Field Description

Connect timeout Set the SSH authentication connection timeout in seconds. Default
is 60 seconds.

KeyAction Set the SSH key action.

RsaKeySize RSA key size. Value can be from 512 to 1024. Default is 1024.

DsaKeySize DSA key size. Value can be from 512 to 1024. Default is 1024.

RsaAuth Enable or disable RSA authentication. Default is enabled.

DsaAuth Enable or disable DSA authentication. Default is enabled.

PassAuth Enable or disable password authentication. Default is enabled.

Supported SSH and SCP clients

Table 24 describes the third party SSH and SCP client software that have been
tested but are not included with this release.
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Table 24 Third party SSH and SCP client software

SSH Client

Secure Shell (SSH)

Secure Copy (SCP)

Tera Term Pro with
TTSSH extension

Windows 2000

Supports SSH-1 client
only.

Authentication:
-RSA
- Password

Does not include a keygen
tool.

A separate key generation
tool such as PuTTYgen
must be used to generate
an RSA key in SSHv1
format.

Note: The 8600 does not
generate a log message
when a RSA key is
manually generated.

* Client distribution does not
include SCP client.

» Tested on the 8600 with the
following applications:

- Pageant (authentication agent
holding private keys in memory)

- PSCP (secure copy client)

Secure Shell
Client

Window 2000

Supports SSH-2 client.
Authentication:

- DSA

- Password

Provides a keygen tool.

It creates a DSA key in
SSHv2 format.

Note: The 8600 generates
a log message stating that
a DSA key has been
generated.

» Client distribution includes a
SCP client which is not
compatible with the 8600.

OpenSSH
Unix Solaris 2.5/2.6

Supports SSH-1 and
SSH-2 clients.

Authentication:

-RSA

-DSA

- Password

Provides a keygen tool.

It creates both RSA and
DSA keys in SSH v1
format.

* Client distribution includes a
SCP client which is supported
on the 8600.
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After you have installed one of the SSH clients described in Table 24, you must
generate a client and server key using the RSA or DSA algorithms.

Note: Authentication keys are not saved to a backup SSF if oneis
=»| present. You can use TFTP or FTP to copy the keys to a backup SSF.

The 8600 generates a DSA public and private server key pair. The public part of
the key for DSA is stored in/flash/.ssh/dsa_pub.key. If a DSA key pair does not
exist, the 8600 will automatically generate one, once the SSH server is enabled.
To authenticate a client using DSA, the administrator has to copy the public part
of the client DSA key to the 8600.

Table 25 describes access level s and file names used for storing the SSH client
authentication information using DSA.

Table 25 DSA authentication access level and file name

Client key format or WSM Access Level File name
RWA [flash/.ssh/dsa_key_rwa_ietf
RW [flash/.ssh/dsa_key rw_ietf
RO [flash/.ssh/dsa_key ro_ietf
Client key in IETF format (SSHv2)
L3 [flash/.ssh/dsa_key_rwl3_ietf
L2 [flash/.ssh/dsa_key_rwl2_ietf
L1 [flash/.ssh/dsa_key_rwl1_ietf
RWA [flash/.ssh/dsa_key_rwa
RW [flash/.ssh/dsa_key_rw
RO [flash/.ssh/dsa_key_ro
Client key in non IETF format
L3 [flash/.ssh/dsa_key rwlI3
L2 [flash/.ssh/dsa_key rwi2
L1 [flash/.ssh/dsa_key rwll
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Table 25 DSA authentication access level and file name (continued)

Client key format or WSM

WSM

Access Level |File name

14admin [flash/.ssh/dsa_key_14admin
slbadmin [flash/.ssh/dsa_key_slbadmin
oper [flash/.ssh/dsa_key oper
14oper [flash/.ssh/dsa_key 14 oper
slboper [flash/.ssh/dsa_key_slboper
ssladmin [flash/.ssh/dsa_key_ssladmin

The 8600 generates an RSA public and private server key pair. The public part of
the key for RSA is stored in/flash/.ssh/ssh_key rsa pub.key. If an RSA key pair
does not exist, the 8600 will automatically generate one, once the SSH server is
enabled. To authenticate a client using RSA, the administrator has to copy the

public part of the client RSA key to the 8600.

Table 26 describes the access level and file name used for storing the SSH client
authenti cation information using RSA.

Table 26 RSA authentication access level and file name

Client key format or WSM | Access level File name

RWA [flash/.ssh/rsa_key_rwa
RW [flash/.ssh/rsa_key rw

Client key in IETF format RO [flash/.ssh/rsa_key ro
L3 [flash/.ssh/rsa_key_rwi3
L2 [flash/.ssh/rsa_key_rwi2
L1 [flash/.ssh/rsa_key_rwil
14admin [flash/.ssh/rsa_key 14admin
slbadmin [flash/.ssh/rsa_key_slbadmin

WSM oper [flash/.ssh/rsa_key oper

14oper [flash/.ssh/rsa_key 14 oper
slboper [flash/.ssh/rsa_key_slboper
ssladmin [flash/.ssh/rsa_key_ssladmin
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Configuring RADIUS authentication and accounting

Overview

RADIUS isadistributed client/server system that assists in securing networks
against unauthorized access, allowing a number of communication servers and
clients to authenticate usersidentity through a central database. The database
within the RADIUS server stores client information, user information, password,
and access privileges, including the use of “shared secret.”

RADIUS isafully open and standard protocol, defined by RFCs (Authentication:
2865, accounting 2866). In the 8000 series switch, you use RADIUS
authentication to secure access to the switch (console/Telnet/SSH), and RADIUS
accounting to track the management sessions (CLI only).

RADIUS authentication allows the remote server to authenticate logins. RADIUS
accounting logs al of the activity of each remote user in a session on the
centralized RADIUS accounting server.

For more information on RADIUS authentication or RADIUS accounting in your
network, see Chapter 1.

This section discusses the following topics:

Topic Page
Enabling RADIUS authentication 88
Enabling RADIUS accounting 20
Adding a RADIUS server 92
Reauthenticating the RADIUS SNMP server session 94
Showing RADIUS server statistics 95
Modifying a RADIUS configuration 97
Deleting a RADIUS configuration 97
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Enabling RADIUS authentication

To enable RADIUS authentication globally:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the Access Policies tab displayed
(Figure 22).

Figure 22 Security dialog box—Access Policies tab

R
Actens Policies | portLock| cu| shewe ] web | RADKIS Global| RACHUS Servers | RADIUS Server ctsts | 55|

1| Hame | PolcyEnatie| Mode | Bervicn | Precedence | rethdor | retvask]| | TrestedHost bseriame| Ao
1| darauft (s |aliow | taInLsneng Fitp, 66h | 12800000 [0.000 |0.0.00 [none [rea

I@ Inaan..l |J:||E||hjﬂl|ﬂ|cluaa|Haln..|

2 Click the RADIUS Global tab.
The RADIUS Global tab opens (Figure 23).
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Figure 23 Security dialog box—RADIUS Global tab

£ 10.10.42.20 - Security x|
Policies | Port Lock cu | same | wen
RADIUS Servers | RADIUS ServerStats | RADIUS SNMP | SSH
[ Enahle

MaxtumberSerer: IT 1.10
Aftributealue: [192 192.240
[ AcctEnable
Acctiftributevalue: [193 192.240
[ AcetincludeCli
[ ClearStat
Mcasttiributevalue: [a0 0,255
Authinfoatirvalue: [a1 0,256
CommandAccessatirdalue: 194 192.240
CliCommandsAttrtialue: 195 192.240

lgapTimeoutlogFilesize: |512 50..8182

Applyl Refreshl Clusel Help...l

Click Enable.

Enter a value for the maximum number of serversin the MaxNumberServer

field.

5 Enter an access policy value in the AttributeValue field (by default, this value

is192).
6 Click Apply.

Table 27 describes the RADIUS Global tab fields.

Table 27 Security dialog box—RADIUS Global tab fields

Fields Description

Enable Enables the RADIUS authentication feature globally.

MaxNumberServer Specifies the maximum number of servers to be used,
between 1 and 10, inclusive.
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Table 27 Security dialog box—RADIUS Global tab fields (continued)

Fields Description

AttributeValue Specific to RADIUS authentication. Sets the
vendor-specific attribute value of the Access-Priority
attribute to match the type value set in the dictionary file on
the RADIUS server. The valid values are 192 through 240.
Nortel Networks recommends the default setting of 192 for
8000 Series switches.

AcctEnable Enables RADIUS accounting.

AcctAttributeValue Specific to RADIUS accounting. Sets the vendor-specific

attribute value of the CLI-command attribute to match the
type value set in the dictionary file on the RADIUS server.
This value must be different from the access-priority
attribute value configured for authentication. The valid
values are 192 through 240. The default value is 193.

AcctincludeCLI

Specifies whether you want CLI commands included in
RADIUS accounting requests.

ClearStat

Clears RADIUS statistics from the switch.

McastAttribute Value

Specifies the value of the Mcast attribute. The valid values
are 0 through 255. The default value is 90.

AuthlnfoAttrValue

Specifies the value of the authentication information
attribute. The valid values are 0 through 255. The default
value is 91.

CommandAccessAttrValue

Specifies the value of the command access attribute. The
valid values are 192 through 240. The default value is 194.

CliCommandAttrValue

Specifies the value of the CLI command attribute. The
valid values are 192 through 240. The default value is 195.

IgapTimeoutLogFileSize

Specifies the size of the IGAP timeout log file. The valid
values are 50 through 8192. The default value is 512.

Enabling RADIUS accounting

Note: You must set up aRADIUS server and add it to the switch's
=»| configuration file before you can enable RADIUS accounting on the

switch. Otherwise, the system displays an error message.

To enable RADIUS accounting:

1 From the Device Manager menu bar, choose Edit > Security.
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The Security dialog box opens with the Access Palicies tab displayed
(Figure 22).

Click the RADIUS Globa tab (Table 27).
The RADIUS Global tab opens (Figure 23).
Click AcctEnable.

Enter an access policy value in the AcctAttributeValue field (by default, this
valueis 193).

Click Apply.
Close the dialog box.

Note: To disable RADIUS accounting, you deselect AcctEnable. You
=»| cannot globally disable RADIUS accounting unless a server entry exists.
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Adding a RADIUS server
To add a RADIUS server:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab displayed
(Figure 22).

2 Click the RADIUS Servers tab.
The RADIUS Servers tab opens (Figure 24).

Figure 24 Security dialog box—RADIUS Servers tab
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Aceess Poliies | PortLock| cu] srewp] web | RADIUE Global RADIUS Servers | RADIUS Server Stats | 53]
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1111 | 10| B | 3| 1813 [inas 1613

; IPelmmlhBan..I |.|:||E||h|ﬂ]|ﬂ| cluue| Heln..l
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3 Click Insert.
The Security, Insert RADIUS Servers dialog box opens (Figure 25).
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Figure 25 RADIUS Servers tab—Insert RADIUS Servers dialog box
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4  Enter the IP address of the RADIUS server that you want to add in the
Addressfield.

Enter a secret key.
Click Insert.
The information for the configured RADIUS server appearsin the RADIUS
Servers tab of the Security dialog box (Figure 24).
Table 28 describes the Security, Insert RADIUS Servers tab fields.

Table 28 Security dialog box—RADIUS Servers tab fields

Fields Description
Address The IP address of the RADIUS server.
Priority Specifies the priority of each server, or the order of servers

to send authentication (1 to 10). The default is 10.

TimeOut Specifies the time interval in seconds before the client
retransmits the packet (1 to 6). The default is 3 seconds.

Enable Enables or disables authentication on the server. The
default is true.

MaxRetries Specifies the maximum number of retransmissions allowed
(1 to 6). The default is 3.
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Table 28 Security dialog box—RADIUS Servers tab fields (continued)

Fields Description

UdpPort Specifies the UDP port that the client uses to send
requests to the server (1 to 65536). The default value is
1812.

Note: The UDP port value set for the client must match the
UDP value set for the RADIUS server.

SecretKey Specifies the RADIUS server secret key, which is the
password used by the client to be validated by the server.

AcctEnable Enables or disable RADIUS accounting. The default is true.

AcctUdpPort Specifies the UDP port of the RADIUS accounting server

(1t065536). The default value is 1813.

Note: The UDP port value set for the client must match the
UDP value set for the RADIUS server.

Reauthenticating the RADIUS SNMP server session

To reautheticate the RADIUS SNMP server session:

1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab displayed.
2 Click the RADIUS SNMP tab.

The RADIUS SNMP tab opens (Figure 26).

Figure 26 Security dialog box—RADIUS SNMP tab
(192020002 - Secuity x|

Accoss Polities | Port Lock| CU| SMMP | RADIIE Global | RADIUE Seevers | RADILE Serer Stats RADIUS ENWF | san|

AhoSassonTimer |1au d0. BS54 35
RefutherScaleTimer |1 aa 0. 65538

[ #cclEnable

[ Emabla

F.l:lph’l H'H'I'riih| Dh=i| Help |
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3 Inthe ReauthenticateTimer field, enter a value (30 to 65535 seconds) to
specify the interval between RADIUS SNMP server reauthentications.

4 Click Enable.

The timer for reauthentication of the RADIUS SNMP server session is

enabled.

Note: To abort the RADIUS SNMP server session, enter avalue for the
=»|  sAbortSessionTimer, and then click Enable.

5 Toenable accounting and record the number of packets/octets received during
the SNMP session, click AcctEnable.

Table 29 describes the Security, RADIUS SNMP tab fields.

Table 29 Security dialog box—RADIUS SNMP tab fields

Fields

Description

AbortSessionTImer

Specifies the allowable time, in seconds, before aborting
the RADIUS SNMP server session (30 to 65535). The
default is 180.

ReAuthenticateTimer

Specifies the time, in seconds, between reauthentications
of the RADIUS SNMP server (30 to 65535). The default is
180.

AcctEnable Enables or disables the RADIUS SNMP session timer. The
default is true.
Enable Enables or disables timer authentication on the server. The

default is true.

Showing RADIUS server statistics

Note: You cannot collect the following network statistics from a console
nd port: the number of input and output packets, and the number of input and

output bytes. All other statistics from console ports are available to assist

with debugging.

To show RADIUS server statistics on the switch:
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1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens with the Access Policies tab displayed
(Figure 22).

2 Click the RADIUS Servers Stats tab.
The RADIUS Servers Stats tab opens (Figure 27).

Figure 27 Security dialog box—RADIUS Servers Stats tab
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Table 30 describes the RADIUS Servers Stats tab fields.

Table 30 Security dialog box—RADIUS Server Stats tab fields

Item Description

Address The IP address of the RADIUS server.

AccessRequests Number of access-response packets sent to the server; does not
include retransmissions.

AccessAccepts Number of access-accept packets, valid or invalid, received from
the server.

AccessRejects Number of access-reject packets, valid or invalid, received from
the server.

BadResponses Number of invalid access-response packets received from the
server.

PendingRequests Access-request packets sent to the server that have not yet
received a response, or have timed out.

ClientRetries Number of authentication retransmissions to the server.

AcctOnRequests Number of accounting On requests sent to the server.

AcctOffRequests Number of accounting Off requests sent to the server.
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Table 30 Security dialog box—RADIUS Server Stats tab fields (continued)

Iltem Description
AcctStartRequests Number of accounting Start requests sent to the server.
AcctStopRequests Number of accounting Stop requests sent to the server.

AcctinterimRequests | Number of Accounting Interim requests sent to the server.

Note: The AcctinterimRequests counter will increment only if you
select AcctincludeCli from the RADIUS Global tab (Figure 23 on
page 89).

AcctBadResponses Number of Invalid Responses from the server that are discarded.

AcctPendingRequests | Number of requests waiting to be sent to the server.

AcctClientRetries Number of retries made to this server.

Note: To clear server statistics, select ClearStat from the RADIUS Global
=>| tab (Figure 23 on page 89) and click Apply.

Modifying a RADIUS configuration

To modify an existing RADIUS configuration:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens (Figure 22).
2 Click the RADIUS Servers tab.
The RADIUS Servers tab opens (Figure 24).
3 Intherow to modify, type information, or use the lists to make a selection.

Access lists by left-clicking in afield.

4 Click Apply.

Deleting a RADIUS configuration

To delete an existing RADIUS configuration:
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1 From the Device Manager menu bar, choose Edit > Security.

The Security dialog box opens (Figure 22).

Click the RADIUS Servers tab.

The RADIUS Servers tab opens (Figure 24).

Identify the configuration to delete by clicking anywhere in the row.
Click Delete.

Click Apply.
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Chapter 4
Setting security features using the CLI

This chapter includes the following topics that describe how to set up the security

features:

Topic Page
Controlling access to the CLI 103
Controlling access to the switch 107
Configuring SNMPv3 119
Setting the SNMP community strings 134
Configuring SSH 135
Configuring RADIUS authentication and accounting 140
Configuring directed broadcast 155
Preventing certain types of DOS attacks 156

Note: When issuing a CL1 command that is not supported on the slave
CPU, the message command not al | owed on sl ave will appear for
each unsupported CLI command

Roadmap of Security commands

The following roadmap lists all the Security commands and their parameters. Use
thislist as a quick reference or click on any entry for more information:
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Command

config cli password

config cli password info

config sys access-policy enable
<true| fal se>

config sys access-policy policy
<pi d>

config sys access-policy policy
<pi d> service

Parameter

ro
2
I3

rw

<user nane> [ <passwor d>]
<user nane> [ <passwor d>]
<user nane> [ <passwor d>]

<user nane> [ <passwor d>]

rwa <usernanme> [ <passwor d>]

info

accessl evel <l evel >

create

del

ete

di sabl e

enabl e

host <i paddr >

node <al | ow| deny>

nane <nane>

net wor k <addr/ mask>

precedence <precedence>

usernane <string>

info

ftp <enabl e| di sabl e>

http <enabl e| di sabl e>

rl ogi n <enabl e| di sabl e>

snnp <enabl e| di sabl e>

ssh <enabl e| di sabl e>
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Command

config sys set snnp comunity
<ro|lrw12]|Il3|rwa> <commstr>

config snnp-v3 usm create <User
Nane> [ <auth protocol >] [auth
<val ue>] [priv <val ue>]

config snnp-v3 group-nenber create
<user nane> <nodel > [ <group nane>]

config snnp-v3 group-access
create <group nanme> <prefix>
<nodel > <l evel > [ match <val ue>]

config snnp-v3 m b-view create
<Vi ew Nane> <subtree oi d> [ nask
<val ue>] [type <val ue>]

config snnp-v3 community create
<Comm | dx> <nane> <security>

Parameter
tel net <enabl e| di sabl e>

tftp <enabl e| di sabl e>

user nane

aut h protocol
aut h
priv

user nane

Security nodel <usn{snnmpvl|snnpv2c>
group nane

group nane

prefix

nmodel <usm | snnpvl | snnpv2c>
| evel
mat ch <exact | prefi x>

Vi ew Name

subtree

mask

type <incl ude| excl ude>
Comm | dx

name

securityname
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Command

show confi g nodul e sys

config sys set ssh

show sys ssh

config radius

config radius server

Parameter

info

action

dsa-auth <true|fal se>
enabl e <true|fal se| secure>
max- sessi ons <i nt eger >
pass-auth <true|fal se>
port <integer>

rsa-auth <true|fal se>

ti meout <integer>

versi on <bot h|v2only>

gl obal

session

info

acct-attribute-val ue <val ue>
acct-enabl e <true|fal se>
attribute-val ue <val ue>

cl ear - st at

acct -i ncl ude-cl i - conmands
<true|fal se>

enabl e <true|fal se>
maxserver <val ue>
info

create <i paddr>

secret <val ue>—the secret key of
the authentication client.delete
<i paddr >

usedby <val ue>—specifies CLI, or
| GAP, or SNWP

del et e <i paddr>
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Command Parameter
set <ipaddr>

[usedby <val ue>] [port <val ue>]
[priority <value>] [retry <val ue>]
[ti meout <val ue>] [enabl e <val ue>]
[acct-port <val ue>] [acct-enable
<true|fal se>]

show radi us server config

show radi us server stat

Controlling access to the CLI

Changing passwords when upgrading to PP8000 3.3

In the Passport 8000 Series switch software release 3.5, community strings are
stored (as passwords have been since release 3.2.1) in encrypted format and are no
longer stored in the configuration file. If a configuration file saved prior to release
3.5 isloaded, any saved passwords from the configuration file will not be
recognized. If the switch is booted for the first time with the software release 3.5
image, the password is reset to default values and alog is generated indicating any
changes.

Caution: For security reasons, Nortel Networks recommends that you
set the passwords to values other than the factory defaults.

To change the passwords, see the following section, Changing passwords.

For recovery (passwords lost), you have to reset the switch and then apply the
following command in boot monitor mode:

pronpt :
reset - passwd

For any other issue related to passwords, please contact Nortel Networks customer
support.
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Changing passwords

The switch is shipped with default passwords set for access to the CLI. When
using SNMPv3, you can change passwords that are in encrypted format. To set
new passwords for each access level or to change the login or password for the
different access levels of the switch., use the following command:

config cli password

Note: The optional parameter passwor d isthe password associated

=»|  with the user name or login name. You must have read-write-all privileges
in order to change passwords. For security, passwords are saved to a
hidden file.

This command includes the following options:

config cli password
followed by:

ro <username> [ <passwor d>] Changes the read-only login and/or
password.

user nane is the login name.
passwor d is the password associated with
the login name.

| 2 <username> [ <passwor d>] Changes the layer 2 read/write login and/or
password.

user nane is the login name.
passwor d is the password associated with
the login name.

| 3 <username> [ <passwor d>] Changes the layer 3 read/write login and/or
password (applies only to the Passport 8600
switch).

user nane is the login name.
passwor d is the password associated with
the login name.

rw <username> [ <passwor d>] Changes the read/write login and/or
password.

user namne is the login name.
passwor d is the password associated with
the login name.
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config cli password
followed by:

rwa <usernane> [ <password>] |Changes the read/write/all login and/or
password.

user nane is the login name.
passwor d is the password associated with
the login name.

sl boper <user name> Sets the server load balancing (SLB)
Operator login to connect to the Web Switch
Module (WSM).1

| 4oper <username> Sets the Layer 4 Operator login to connect to
the WSM.1

oper <user name> Sets the Operator login to connect to the
WSM.1

sl badni n <user nane> Sets the SLB Administrator login to connect
to the WSM.1

| 4adm n <user nane> Sets the Layer 4 Administrator login to

connect to the WSM.1

ssl adm n <user nane> Sets the ssladmin login to connect to and
configure the SAM (ssl acceleration module).

1 For more information about the WSM, refer to Installing the Web Switching Module for
the 8000 series switch.

Caution: The ssladmin users are granted a broad range of rights that

@ incorporate the 8600 read/write access. Users with ssladmin access can
also add, delete, or modify all 8600 configurations and the WSM software
image and configuration. For more information, see Configuring the SSL
acceleration module.

To verify the current CLI password settings, use the following command:
config cli password info

Configuration example: passwords

This configuration example uses the command described in this section to check

the current CLI password settings. After setting the password or passwords, use
thei nf o command to show a summary of the results.
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8610: 5# config cli password ro test
Enter the old password : **

Enter the New password : *****
Re-enter the New password : ****x*
Password changed successfully
8610: 5# config cli password

8610: 5/ config/cli/password# info

Sub- Cont ext :
Current Context:

ACCESS LOG N
rwa rwa

rw rw

I3 I3

|2 |2

11 11

ro t est

| 4admi n | 4adm n
sl badm n sl badmn
oper oper

| 4oper | 4oper
sl boper sl boper

ssl adm n ssl adm n

8610: 5/ config/cli/ password#

12345
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Synchronizing the master and slave CPU passwords

To synchronize the master and dave CPU passwords, perform the following steps:

Note: The RADIUS protocol is not used on the slave CPU for
=»| authenticating users logging onto the slave CPU.

1 Change the password on the master CPU.
Save the password by executing the following CLI command: save config

Execute the following CLI command: save config file config.cfg
st andby

4 Gototheslave CPU and change the password by executing the following CLI
command: config cli password rwa <usernane> [ <password>]

Note: This does not apply to HA CPU mode, in which case the
-> passwords are automatically synchronized on the master and slave CPUs.

Thecommand save config file config.cfg standby savesonly the
configuration file to the slave CPU, and does not change the runtime configuration

on the slave CPU.

Controlling access to the switch

You can control access to the switch by creating an access policy. An access
policy specifies the hosts or networks that can access the switch through various
access services, such as Telnet, SNMP, HTTP, and rlogin.

Note: To access the backup CPU using the peer rl ogi n command,
=»|  you must also set an access policy that enables rlogin access to the
backup CPU. For information about the peer rl ogi n command, see
the publication, Getting Sarted with the Management Software.
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Note: You no longer have to reboot the switch for your telnet ID settings
=*| totake effect.

For information about enabling access services for a specific policy using the CL I,
see “Enabling an access service” on page 115.

You can define network stations that are explicitly allowed to access the switch or
network stations that are explicitly forbidden to access the switch. For each
service you can also specify the level of access, such as read-only or read/write/
all.

When you set up access palicies, you can either:

» Globally enable the access policy feature, and then create and enable
individual policies. Each policy takes effect immediately when you enable it.

e Create and enable individua access policies, and then globally enable the
access policy feature to activate all the policies at the same time.

This section discusses the following topics:

Topic Page
Enabling the access policy feature globally 109
Configuring access policies 109
Creating an access policy 111
Changing user access 112
Enabling an access service 115
Allowing a network access to the switch 117
Specifying the host and username for rlogin 117
Assigning a precedence for the policy 118
Naming an access policy 118
Enabling an access policy 118
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Enabling the access policy feature globally

To enable the access policy feature globally, use the following command:

config sys access-policy enable <true|fal se>

where:

t r ue enables the access-policy feature globally.
f al se disablesthe access-policy feature globally.

Configuring access policies

To configure an access policy, use the following command:

config sys access-policy policy <pid>

where:

pi d isthe number that identifies the policy.

This command includes the following parameters:

followed by:

config sys access-policy policy <pid>

info

accessl evel <l evel >

Allows you to specify the level of access if
the policy is to allow access.

« | evel isthe access level (ro, rw, or rwa)
or equivalent community string
designation (read-only, read/write, or
read/write/all).

Ccreate Creates the specified access policy on the
switch.

del ete Removes the specified access policy from
the switch.

di sabl e Disables the access policy on the switch.

enabl e Enables the access policy on the switch

host <i paddr >

For rlogin access, specifies the trusted host
address.
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followed by:

config sys access-policy policy <pid>

node <al | ow| deny>

Specifies whether this network address is
allowed or denied access through the
specified access service. The default is
allow.

nane <nane>

Specifies the name of the policy. The default
name is policy<policy_ID>

net wor k <addr/ mask>

Specifies the IP address and subnet mask
that are being permitted or denied access
through the specified access service.

precedence <precedence>

Specifies a precedence for the policy.

« precedence is a number from 1 to
128. This value determines which policy
to use if multiple policies apply. Lower
numbers have higher precedence. The
default is 10.

usernanme <string>

For rlogin access, specifies the trusted host
user name.

Configuration example: access policies

This configuration example uses the commands described in this section to
configure access policies. After configuring the parameters, use thei nf o
command to show a summary of the results.

8610: 5# config sys access-policy

policy 2345

8610: 5/ confi g/ sys/ access-pol i cy/ policy/2345# info

Sub- Context: service
Current Context:

create : not created
delete : NA

8610: 5/ confi g/ sys/ access-pol i cy/ policy/ 2345# create
8610: 5/ confi g/ sys/ access- pol i cy/ policy/ 2345# info

Sub- Cont ext: service
Current Context:

create :

delete : NA
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name : policy2345
policy enable : true

node : all ow

precedence : 10
network : 0.0.0.0/0.0.0.0
host : 0.0.0.0
usernane : none
accesslevel : readWite

8610: 5/ confi g/ sys/ access- pol i cy/ policy/2345# network 12.12.12.12/
255. 255. 255. 255

8610: 5/ confi g/ sys/ access- pol i cy/ pol i cy/ 2345# user nanme test

8610: 5/ confi g/ sys/ access-pol i cy/policy/2345# host 5.5.5.5

8610: 5/ confi g/ sys/ access- pol i cy/ policy/ 2345# nane testpolicy
8610: 5/ confi g/ sys/ access-pol i cy/ policy/2345# precedence 100

8610: 5/ confi g/ sys/ access- pol i cy/ policy/ 2345# host 6.6.6.6

8610: 5/ confi g/ sys/ access- pol i cy/ policy/ 2345# info

Sub- Cont ext: service
Current Context:

create :
delete : NA
name : testpolicy
policy enable : true
node : all ow
precedence : 100
network : 12.12.12.12/255. 255. 255. 255
host : 6.6.6.6
usernane : test
accessl evel : readWite

8610: 5/ confi g/ sys/ access- pol i cy/ policy/ 2345#

Creating an access policy

To create an access policy, use the following command:
config sys access-policy policy <pid> create

where:
pi d isthe number that identifies the policy that you are creating.
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Changing user access

Asanetwork administrator, you can override auser’s accessto CLI commands by
configuring the RADIUS server for user authentication. You must still give access
based on the existing six access levelsin the Passport 8600, but you can customize
user access by allowing and disallowing specific CLI commands.

Subscriber and/or Administrative Interaction
You must configure the following three returnable attributes for each user:

e Access priority (single instance) - the access levels currently available on
Passport 8600: ro, 11, 12, I3, rw, rwa.

» Command access (single instance) - indicates whether the CLI commands
configured on the RADIUS server are allowed or disallowed for the user.

e CLI commands (multiple instances) - the list of commands that the user
can/cannot use.

Radius server configuration:
To configure BSAC server:
1 Create anew file (for example, pprtl213.dct) and update the following info:

ATTRI BUTE Radl i nx- Vendor - Speci fic 26 [vi d=648 data=string] R

ATTRI BUTE Access-Priority 26[vid=1584 typel=192 | enl=+2 data=i nteger]r
ATTRI BUTE Command- Access 26[vi d=1584 typel=194 | enl=+2 data=i nteger]r
ATTRI BUTE d i - Conmmands 26[ vi d=1584 typel=195 | enl=+2 data=string]R

192,194,195 are the default values. You can change these on the Passport
8600 and you must change them here.

The following are the Access Levels you can give to a user:

VALUE Access-Priority RWA-Access 6
VALUE Access-Priority RWAccess
VALUE Access-Priority RO Access
VALUE Access-Priority L3-Access
VALUE Access-Priority L2-Access
VALUE Access-Priority L1-Access 2

VALUE Access-Priority None-Access 0

WhpPFE O
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The following are the values that are valid for the Command-Access
Attribute:

VALUE Conmand- Access TRUE 1
VALUE Conmmand- Access FALSE 0

In thefile dictiona.ini add the new file pprtl2|2.dct
@prtl 2l 3. dct

Updatethe filevendor . i ni asfollows:

vendor - product = Nortel Passport 1000 and 8000 L2L3
Swi t ches

dictionary = pprtl2l3

i gnore-ports = no

help-id = 0

To change the configuration of the Free Radius Server, create anew file
dictionary.passport and include it in dictionary file.

Add the following to thefile:

VENDCR Passport 1584

ATTRI BUTE Access-Priority 192 integer Passport
ATTRI BUTE d i - Commands 195 string Passport
ATTRI BUTE Conmand- Access 194 integer Passport

192,193 are the default values. You can change these on the Passport 8600 and
you must change them here.

The following the Access Levels you can give to a user:

VALUE Access-Priority RWA-Access 6
VALUE Access-Priority RWAccess
VALUE Access-Priority RO Access
VALUE Access-Priority L3-Access
VALUE Access-Priority L2-Access
VALUE Access-Priority L1-Access
VALUE Access-Priority None-Access 0

NWhAELO
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6

Thefollowing are the valuesthat are valid for the Command-A ccess Attribute.

VALUE Conmand- Access FALSE 0O
VALUE Command- Access TRUE 1

Thefilecl i ent s hasto be modified to provide access to the Passport8600
and to specify thesecret val ue confi gur e while configuring the radius
server.

X. X. X. X nysecret

where X.X.X.X is the Passport 8600 |P Address.
nmysecr et isthe secret configured while creating RADIUS server.

The file users must have the following access:

rwa Aut h- Type: = Local, Password == rwa
Access-Priority = RWA- Access,

The user must be configured like r wa and the password you have to keep and
the Access-Priority has to be amongst the aforementioned valuesin
dictionary.

Example 1.

User- john

Access-Priority — L2-Access
Conmand- Access - True
Ci-Conmands - Config ip ospf

Though John has only L2 access, he can usethe command confi g ip
ospf, which normally requires L3 access.

Example 2:

User- M ke

Access-Priority - RWA-Access
Conmand- Access — Fal se
Ci-Conmands — reset

Although Mike hasr wa access, he is prevented from using the r eset
command to reboot the switch.
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8 If auser displays hel p, the system displays help for only those commands

the user can access.

Note: If you disallow any command, only the lowest option in the
=»| command treeis disallowed. For example, if you disallow conf i g

sys set forauser, the user can display or execute confi g, or
config sys.Onlyset isdisallowed.

Enabling an access service

To enable or disable an access service for the specified policy, use the following

command:

config sys access-policy policy <pid> service

where:

pi d isthe number that identifies the palicy.

This command includes the following parameters:

followed by:

config sys access-policy policy <pid> service

info

Shows the status (disable or enable) of each
service (e.g., ftp, http, rlogin).

ftp <enabl e| di sabl e>

Enables or disables FTP for the specified
policy.

http <enabl e| di sabl e>

Enables or disables HTTP for the specified
policy.

rl ogi n <enabl e| di sabl e>

Enables or disables rlogin for the specified
policy.

snnp <enabl e| di sabl e>

Enables or disables SNMP for the specified
policy.

ssh <enabl e| di sabl e>

Enables or disables ssh for the specified
policy.

tel net <enabl e| di sabl e>

Enables or disables Telnet for the specified
policy.

tftp <enabl e| di sabl e>

Enables or disables TFTP for the specified
policy.
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Configuration example: access policy and service

This configuration example uses the commands described in this section to enable
or disable a service. After configuring the parameters, usethei nf o command to
show a summary of the results.

8610: 5# config sys access-policy policy 1234
8610: 5/ confi g/ sys/ access-policy/policy/1234# service?

Sub- Cont ext :
Current Context:

ftp <enabl e| di sabl e>
http <enabl e| di sabl e>
info

rl ogi n <enabl e| di sabl e>
snnp <enabl e| di sabl e>
ssh <enabl e| di sabl e>
tel net <enabl e| di sabl e>
tftp <enabl e| di sabl e>

8610: 5/ confi g/ sys/access-policy/policy/1234# service ftp enable
8610: 5/ confi g/ sys/ access-policy/policy/1234# service snnp enabl e
8610: 5/ confi g/ sys/ access-policy/policy/1234# service tel net
enabl e

8610: 5/ confi g/ sys/ access-policy/policy/1234# service

8610: 5/ confi g/ sys/access-policy/policy/ 1234/ service# info

Sub- Cont ext :
Current Context:

http : disable
riogin : disable
snnp : enabl e
telnet : enable
ssh : disable
tftp : disable
ftp : enable

Passport-8610: 5/ confi g/ sys/ access-policy/policy/ 1234/ servi ce#
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Allowing a network access to the switch

To specify the network to which you want to allow access, use the following
command:

config sys access-policy policy <pid> network <addr/mask>

where:

pi d isthe number that identifies the policy that you are creating.

addr / mask isthe | P address and subnet mask that are being permitted or denied
access through the specified access service.

To specify whether this network addressis allowed or denied access through an
access service, use the following command:

config sys access-policy policy <pid> node <al | ow deny>
where:
pi d isthe number that identifies the policy that you are creating.

al I ow| deny allows or denies access through the specified access service.

If the policy isto alow access, to specify alevel of access, use the following
command:

config sys access-policy policy <pid> accessl evel <level>
where:
pi d isthe number that identifies the policy that you are creating.

| evel istheaccesslevel (ro, rw, rwa) or equivalent community string designation
(read-only, read/write, or read/write/al).

Specifying the host and username for rlogin

For rlogin access, you must specify atrusted host address and a trusted host user
name. To specify the host address and user name, use the following commands:

config sys access-policy policy <pid> host <ipaddr>

config sys access-policy policy <pid> usernane <string>
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where:

pi d isthe number that identifies the policy that you are creating.
i paddr isthetrusted host address.

st ri ng isthe associated user name for this address.

To access the switch, you must log in using the user name and host address that
you specified in this section.

Assigning a precedence for the policy

To assign a precedence for the policy, use the following command:

config sys access-policy policy <pid> precedence
<pr ecedence>

where:

pi d isthe number that identifies the policy that you are creating.

precedence isanumber from 1 to 128. This value determines which policy to
use if multiple policies apply. Lower numbers have higher precedence.

Naming an access policy

To assign a name to the policy, use the following command:
config sys access-policy policy <pid> name <nanme>
where:

pi d isthe number that identifies the policy that you are creating.
name isastring from 1 to 15 characters.

Enabling an access policy

To enable a policy, use the following command:
config sys access-policy policy <pid> <enabl e| di sabl e>

where:
pi d isthe number that identifies the policy that you are creating.
enabl e| di sabl e enables or disables the specified policy.
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Configuring SNMPv3

An SNMPv3 engine provides services for sending and receiving messages,
authenticating and encrypting messages, and controlling access to managed
objects. There is a one-to-one association between an SNMP engine and the

SNMP entity, which containsit.

The following sections describe how to set up your SNMP configuration:

Topic Page
Loading the encryption module 119
Creating a new user in the USM table 120
Configuring SNMPv3 121
Creating a new entry for the MIB in the View table | 124
Creating v3 group access 126
Creating a new entry for the MIB in the View table |128
Creating a new entry for the MIB in the View table | 130
Displaying SNMP system information 132

Loading the encryption module

Before you access the switch using SNM Pv3 with DES encryption, you must load

the encryption module, p80c3300.des, which allows you to use the Privacy

protocol.

1 Open abrowser and enter the following URL:

www. nor t el net wor ks. com support/ downl oads

2 Loginand search for the following:
Passport 8000 Routing Switch

Double-click on the Passport 3des hyper link.

4 Answer the questions on the questionnaire.

A download dialog box appears.

5 Enter afilelocation in which to copy the p80c3300.des encryption module.
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6 Click OK.

7 Thefileisdownloaded.

Note: Note the location of thisfile. You will need to load the file on the
=»| switch before you can use the protocol.

Creating a new user in the USM table

To create a new user in the USM table on the 8000 Series switch, enter the

following command:

config snnp-v3 usm create <User Name> [<auth protocol >]
[auth <val ue>] [priv <val ue>]

The config snnp-v3 usm create command creates a new user inthe USM
table. The command includes the following options:

config snnp-v3 usm create
followed by:

user nane

Creates the new entry with this security name. The name is used
as an index to the table. The range is 1 to 32 characters.

aut h protocol

Specifies an authentication protocol. If no value is entered, the
entry has no authentication capability. The protocol choices are:
MD5 and SHA.

aut h Specifies an authentication password. If no value is entered, the
entry has no authentication capability. The range is 1 to 32
characters.

priv Assigns a privacy password. If no value is entered, the entry has

no privacy capability. The range is 1 to 32 characters.

Note: You must set authentication before you can set the privacy
option.
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Configuration example: USM

This configuration example uses the above commands to Create anew user in the
USM table and display configuration information on the user.

8610: 5# config snnp-v3 usmcreate flemng
8610: 5# config snnp-v3 usminfo

Engi ne | D = 80: 00: 08: EO: 03: 00: 01: 81: 2C: 90: 00

USM Confi guration

flem ng
initialndb
initial sha

8610: 5#

Pr ot ocol

NO AUTH, NO PRI VACY
HVAC_MD5, DES PRI VACY
HVAC _SHA, DES PRI VACY

Other USM commands

The following are additional confi g snnmp-v3 usm commands:

config snnp-v3 usm

followed by:

info Displays the current level parameter settings and next level
directories

del ete Deletes a user for the v3 VACM table

aut h Change the authentication password

priv Change privacy password

Configuring SNMPv3

Perform these SNMPv3 configuration steps from CLI.

1 Create auser (for example, rdaton).
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config snnp-v3 usmcreate rdalton nd5 auth password priv
passwor d

Create agroup and assign that to the user.

config snnp-v3 group-nmenber create rdalton usm group
newgr oup

Assign an access level to the newly created group.

config snnp-v3 group-access create newgroup pref usm
aut hPri v

Assign amib view to the group.

config snnp-v3 group-access Vi ew newgroup pre usm
authPriv read newnr bview wite newr bvi ew

Create aMIB view.

confi g>v3>m b-view > create newnri bvi ew subtree 1.3

L oad a p80c3300.des encryption module by entering the following command:

Passport-8610: 5/ confi g# | oad- nodul e DES /fl ash/
p80c3500b040. des

Open the Device Manager in snmpv1/v2 and do the following:
a Gotoedit>VACM table >group Access right tab
b Delete newgroup
¢ Click Insert button and enter the following information in the window:
VacmGroupName: newgroup
ContextPrefix:
Security modd: USM
SecurityLevel: authpriv
ContextMatch: exact
ReadViewName: newmibview
WriteViewName: newmibview

StorageType: nonvolatile
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The new user can now log in.
8 Inthe Device Manager, click Open.
The Open Device dialog box appears.

Figure 28 Open Device dialog box

Dervice Manager 561b06 - Open D -_ ﬂ
Device Name: [10.10.42.20

Read Carntrunity: [#* ===

VrtE GOy frressss

~SMMPY3

[v v3 Enabled

Llger Mame: |initia|md5

Authentication Pratacal: IMDE vI

Authentication Passward: |*HHH
Privacy Protocol: (S0 - |

Privacy Password: |

Cpen Fing... | Telnet... | Close |

9 Enter the device |P address in the Device Namefield.
10 Select v3 Enabled.

11 Enter auser namein the User Name field.

12 Select MD5 in the Authentication Protocol field.

13 Enter the Authentication password.

14 Select DESin the Privacy Protocol field.

15 Enter the Privacy password.

16 Click Open.

The Device opens.

A description of the Open Device dialog box fieldsis shown in Table 31.
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Table 31 Open Device dialog box fields

Field Description

User Name Indicates the name of the user in usmUser

Protocol

Authentication Identifies the Authentication protocol used

Authentication Creates a password that is used for authentication purposes. If no
Password value is entered, assume the entry has no authentication capability.

Privacy Protocol | Identifies the privacy protocol used

Privacy Creates a password that is used for privacy purposes. If no value is
Password entered, assume the entry has no privacy capability. (Note: Privacy
has to be set with authentication.)

Creating a new user group member

To Create a new group member on the 8000 Series switch, enter the following

command:

config snnp-v3 group-nenber create <user nane> <nodel >

[ <group nane>]

Theconfi g snnp-v3 group-nenber create command includesthe

following options:

config snnp-v3 group-nenber
create

followed by:

user nane

Creates the new entry with this user name. The range is 1 to 32
characters.

Security nodel
<usni snnpvl| snmpv2c>

Specifies the message processing model to use when generating
an SNMP message.

group nane

Assigns the user to the group for data access. The range is 1 to
32 characters.
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Configuration example: SNMPv3 group

This configuration example uses the above commands to Create anew user for a
group and then display the access levels for each member of a group.

8610: 5# config snnp-v3 group-nenber info

VACM G oup Menbership Configuration

Sec Mbdel User Nane G oup Name
usm initialnd5 initial
usm initialsha initial

8610: 5# config snnp-v3 group-nenber create john usm group 2
8610: 5# config snnp-v3 group-nenber create nick snnpv2c group 2
8610: 5# config snnp-v3 group-nenber info

VACM G oup Menbership Configuration

Sec Model User Nane Group Name
usm j ohn group
nnpv2c ni ck group
usm initialnd5 initial
usm initial sha initial

8610: 5# config snnp-v3 group- nenber del ete nick usm
8610: 5# config snnp-v3 group-nenber info

VACM G oup Menbership Configuration

Sec Model User Nane Group Nane
usm j ohn group
usm initialnd5 initial
usm initial sha initial
8610: 5#
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Other group-member commands

Thefollowing are additional confi g snnp-v3 group- menber commands.

config snnp-v3 group- menber

followed by:

info Displays the VACM group membership configuration
del ete Deletes a user group for the v3 VACM table

nane Change group name for the v3 VACM table

Creating v3 group access

To create new access for agroup in the view-based access control model (VACM)
table on the 8000 series switch, use the following command:

config snnp-v3 group-access create <group name> <prefix>
<nodel > <l evel > [ match <val ue>]

Theconfi g snnp-v3 group-access create command includesthe
following options:

config snnp-v3 group-
access create

followed by:

group nane Creates the new entry with this group name. The range is 1 to 32
characters.

prefix Assigns a context prefix. The range is 1 to 32 characters.

nodel <usm | snnpvl | Assigns the authentication checking to communicate to the

snnpv2c> switch.

| evel Assigns the minimum level of security required to gain the access
rights allowed by this conceptual row.

mat ch <exact | prefi x> » Exact—Specifies that all rows where the context Name exactly

(Optional) matches the context prefix are selected.
» Prefix — Specifies that all rows where the contextName whose

starting octets exactly match the context prefix are selected.
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Configuration example: SNMPv3 group access

This configuration example uses the above commands to create new access for
two groups in the view-based access control model (VACM) table, delete one of
the groups, display the group access information, view read write information, and
redisplay the access configuration data.

8610: 5# config snnp-v3 group-access create secondary team usm noAut hNoPriv match exact
8610: 5# config snnp-v3 group-access create tertiary control usm noAut hNoPriv match exact
8610: 5# config snnp-v3 group-access info

VACM Group Access Configuration

Group Prefix Mbdel Level Mat ch ReadV WiteV
secondary team usm noAut hNoPri v exact

tertiary control usm noAut hNoPri v exact

initial usm noAut hNoPri v exact snnp

initial usm aut hNoPri v exact org org

config snnp-v3 group-access delete 1 2 usm noAut hNoPriv
config snnmp-v3 config snnp-v3 group-access view 3 4 usm noAuthNoPriv read 3 wite 3
8610: 5# config snnp-v3 group-access info

VACM Group Access Configuration

G oup Prefix Model Level Mat ch ReadV WiteV

tertiary control usm noAut hNoPri v exact tertiary tertiary
initial usm noAut hNoPri v exact snnp

initial usm aut hNoPri v exact org org

Other group-access commands

Thefollowing are additional confi g snnp-v3 group-access commands.

config snnp-v3 group-access

followed by:

info Displays the current level parameter settings and next level
directories

del et e Removes group access for the v3 VACM table
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followed by:

config snnp-v3 group-access

mat ch
exact | prefi x>

Change group access context match for the v3 VACM table

» Exact —Specifies that all rows where the context Name exactly
matches the context prefix are selected.

» Prefix — Specifies that all rows where the contextName whose
starting octets exactly match the context prefix are selected.

Vi ew

Change group access view name match for the v3 VACM table

Creating a new entry for the MIB in the View table

To create anew entry for the MIB View table on the 8000 Series switch, enter the
following command:

config snnp-v3 nib-view create <Vi ew Nanme> <subtree oi d>
[ mask <val ue>] [type <val ue>]

The config snnp-v3 nm b-vi ew create command includes the following

options:

config snnp-v3 nib-view create

followed by:

Vi ew Nane Creates a new entry with this group name. The range is 1 to 32
characters.

subtree The prefix that defines the set of MIB objects accessible by this SNMP
entity. The range is 1 to 32 characters.

mask Specifies that a bit mask be used with vacmViewTreeFamilySubtree to

. determine whether an OID falls under a view subtree.
(Optional)

type <incl ude| excl ude>
(Optional)

Determines whether access to a mib object is granted or denied.
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Configuration example: MIB view

This configuration example uses the above commands to Create aMIB view,
change the MIB view mask and type, and display configuration information on the

MIB view.

8610: 5# config snnp-v3
type include

m b- vi

ew create dev 1.3.8.7.1.4 mask w ess

8610: 5# config snnp-v3 mb-view info
M B Vi ew
Vi ew Nane Subt r ee Mask Type
dev 1.3.8.7.1.4 w ess i ncl ude
org 1.3 i ncl ude
snnp 1.3.6.1.6.3 i ncl ude
snnp 1.3.6.1.2.1.1 i ncl ude
system 1.3.6.1.2.1.1 i ncl ude
vlv2only 1.3 i ncl ude
vlv2only 1.3.6.1.6.3.15 excl ude
vliv2only 1.3.6.1.6.3.16 excl ude
vlv2only 1.3.6.1.6.3.18 excl ude
8610: 5# config snnp-v3 mib-view nask dev 1.3.8.7.1.4 wire
8610: 5# config snnp-v3 mb-view info
M B Vi ew

Vi ew Name Subt r ee Mask Type
dev 1.3.8.7.1.4 7 wre i ncl ude
org 1.3 i ncl ude
snnp 1.3.6.1.6.3 i ncl ude
snnp 1.3.6.1.2.1.1 i ncl ude
system 1.3.6.1.2.1.1 i ncl ude
vlv2only 1.3 i ncl ude
vlv2only 1.3.6.1.6.3.15 excl ude
vlv2only 1.3.6.1.6.3.16 excl ude
vliv2only 1.3.6.1.6.3.18 excl ude

8610: 5# config snnp-v3
8610: 5# config snnp-v3

m b-vi
m b-vi

ew type dev1.3.8.7.1.47excl ude
ew info
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M B View
Vi ew Name Subt r ee Mask Type
dev 1.3.8.7.1.4 7 wire excl ude
org 1.3 i ncl ude
snnp 1.3.6.1.6.3 i ncl ude
snnp 1.3.6.1.2.1.1 i ncl ude
system 1.3.6.1.2.1.1 i ncl ude
vliv2only 1.3 i ncl ude
vliv2only 1.3.6.1.6.3.15 excl ude
vlv2only 1.3.6.1.6.3.16 excl ude
vlv2only 1.3.6.1.6.3.18 excl ude
8610: 5#

Other MIB-view commands

Thefollowing are additional confi g snnp-v3 mni b-vi ew commands.

followed by:

config snnp-v3 m b-view

info

Displays the current level parameter settings and next level
directories

del ete

Deletes an entry an entry for the mib-view table

mask

Changes the view mask for an entry in the mib-view table

type

Changes the type for an entry in the mib-view table

Creating a community

To create acommunity on the 8000 Series switch, enter the following command:

config snnp-v3 community create <Comm | dx> <nane> <security>
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Theconfig snnmp-v3 community create command includesthe following
options:

config snnp-v3 conmunity create

followed by:

Conm | dx The unique index value of a row in this table. The range is 1-32 characters.
nanme The community string for which a row in this table represents a configuration
securityname Maps community string to the security name in the VACM Group Member Table.

Configuration example: community

This configuration exampl e uses the above commands to Create anew community,
change the community name and security name, and display configuration
information on the community.

8610: 5# config snnp-v3 conmunity create third public vlv2only
8610: 5# config snnp-v3 conmunity info

| NDEX NAMVE SECURI TYNAME
first public vlv2only
second private vlv2only
third public vliv2only

8610: 5# config snnp-v3 conmmunity nane third private
8610: 5#
8610: 5# config snnp-v3 conmunity info

| NDEX NAME SECURI TYNAVE
first public vlv2only
second private vliv2only
third private viv2only

8610: 5# config snnp-v3 comunity security third viv3only
8610: 5# config snnp-v3 conmunity info

| NDEX NAME SECURI TYNAVE
first public vliv2only
second private vliv2only
third private vlv3only
8610: 5#
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Other community commands

Thefollowing are additional confi g snnp-v3 conmmunity commands.

followed by:

config snnp-v3 comunity

info

Displays the current level parameter settings and next level
directories

del ete

Deletes an entry for community table

nane

Changes the name for an entry in community table

security

Changes the security name for an entry in community table

Displaying SNMP system information

To display SNMP system information on the 8000 Series switch, enter the

following command:

show confi g nodul e sys
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Configuration example: show SNMP system information

This configuration example usesthe show confi g nodul e sys command to
display SNMP system information.

8610: 5# show config nodul e sys
Preparing to Display Configuration...

THU MAR 07 16:20:17 2002 UTC

box type : 8010

software version : REL3.3.0.0_B062
noni tor version : 3.3.0.0/063
Asic Info :

Sl ot Nunmj Nane | CardType| MlaType | Parts Description

Slot 1 8624FX 20310118 00000000 IO PLRO= 3 OP=2 TMUX=2 RARU=2 CPLD=4
Slot 2 -- 00000001 00000000

Slot 3 8672ATM 20550108 20540204 205d1202 OP=2 TMJUX=2 RARU=2 CPLD=4
Slot 4 -- 00000001 00000000

Slot 5 8690SF 200e0100 00000000 CPU. CPLD=15 OP=2 TMUX=2 SW P=2 FAD=1 CF=11
Slot 6 -- 00000001 00000000

Slot 7 -- 00000001 00000000

Slot 8 -- 00000001 00000000

Slot 9 -- 00000001 00000000

Slot 10 -- 00000001 00000000

onfig

SYSTEM CONFI GURATI ON

HHHOO HFHHHHHHHH G HHHHHHHHR

sys set snnp trap-recv 192.32.229.101 vl public
sys set snnp trap-recv 192.32.229.129 v1 public
sys set snnp trap-recv 192.168.1.100 v1 public

z LI NK- FLAP- DETECT CONFI GURATI ON

z ACCESS- POLI CY CONFI GURATI ON

zys access-policy policy 1 service ssh enable
z SNVP V3 GROUP MEMBERSHI P CONFI GURATI ON

53 group- nenber create 3 usm snnpv2c
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#

# SNMP V3 GROUP ACCESS CONFI GURATI ON

#

v3 group-access create 3 "4" usm noAut hNoPriv match exact
v3 group-access view 3 "4" usm noAut hNoPriv read "3" wite "3"
#

# SNMP V3 M B VI EW CONFI GURATI ON

#

v3 nmib-view create 2 5 mask 7SLF1007X6” pUd type excl ude
#

# SNMP V3 COMMUNI TY TABLE CONFI GURATI ON

#

v3 community create third private vliv3only

#

# SSH CONFI GURATI ON

#

back

8610: 5#

Note: To maintain security, the USM tableis not displayed. This prevents
=*| viewing of the USM auth and priv passwords. When you chose save
confi g, theusm tableis saved in an encrypted file called

snnp_usm t xt without the default entries.

Setting the SNMP community strings

SNMP community strings are required for access to the switch using Device
Manager or other SNM P-based management software.

To set SNMP community strings, use the following command:
config sys set snnp community <ro|rwl2|I3|rwa> <commstr>

where:

rolrw 12| 13| rwa isthechoiceof community. r o isread-only, r wis read/
write, | 2 islayer 2 read/write, | 3 islayer 3 (and layer 2) read/write, and r wa is
read/write/all.

commst r istheinput community string up to 1024 characters.
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Configuring SSH

This section describes how to implement SSH in your network, and discusses the
following topics:

Topic Page
Configuration prerequisites 135
Downloading the 3DES encryption image 135
Enabling the SSH server 136
Setting SSH configuration parameters 136
Verifying and displaying SSH configuration 139
information

Configuration prerequisites

Before beginning configuration of the SSH server, make sure the following
prerequisites are satisfied:

e Thesshd daemonisdisabled. All SSH commands except enabl e, require that
the sshd daemon be disabled.

e User accesslevel is set to read/write/all community strings.

» Allinsecure servicesare disabled. Nortel Networks recommends disabling the
following services: SNMP, TFTP, FTP, Telnet, and rlogin.

To disable the SNMP protocol use the following flags command:

config bootconfig flags bl ock-snnmp true

Nortel Networks recommends using the console port to configure the SSH
parameters.

Downloading the 3DES encryption image

Due to export restrictions, the encryption capability has been separated from the
main software image. The SSH server will not function properly without the use
of thisimage.

Configuring and Managing Security



136 Chapter 4 Setting security features using the CLI

For the latest information on how to download the 3DES encryption image, refer
to the release notes accompanying your software release.

Enabling the SSH server

Usetheconfi g bootconfig flags command to enable and disable SNMP
sessions to provide secure management traffic and enable and disable the SSH
server.

To enable the SSH server on the switch, complete the following steps:

1 Enter the following command:
config bootconfig flags sshd true

2 Savethe boot.cfg file using the following save command.
save bootconfig

3 Reboot the switch using the boot command.

boot

Thegenera confi g bootconfig flags command includes the following
options.

config bootconfig flags

followed by:

bl ock- snnmp Block or unblock the SNMP protocol.

<true| fal se> + <true|fal se> Setto true to block SNMP.
Set to false to unblock SNMP.

sshd <true|fal se> Enable or disable the SSH services on the switch.

+ <true|fal se> Setto true to enable the
SSH services. Set to false to disable the SSH
services.

Setting SSH configuration parameters

To set SSH configuration parameters on an 8000 switch, use the following
command:

config sys set ssh
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Thegenera config sys set ssh command includes the following options.

config sys set ssh
followed by:

info Displays the current configuration parameters of
SSH services.
action Set the SSH key action.

<action choice>
[ <i nt eger >]

« <action choi ce> choose one of the
following actions:

- rsa-keygen
- rsa-keydel

- dsa-keygen
- dsa-keydel

+ [<integer>] the SSH host key size. Can
be a value from 512 to 1024. Default is 1024.

dsa-auth <true|fal se>

Enable or disable the DSA authentication.

» <true|false> true enables the authentication
and false disables the authentication. Default is
true.

enabl e
<true|fal se| secure>

Enable, or disable, the SSH daemon.
e <true|fal se| secure>

- true, enable SSH

- false, disable SSH

- secure, enables SSH and disables insecure
services (SNMP, tftp, and Telnet). These
insecure services will be disabled after reboot.

Default is false.

max- sessi ons <i nt eger >

The maximum number of SSH sessions allowed.
* <integer> a value from 0 to 8. Default is 4.

pass-auth <true|fal se>

Enable or disable password authentication.

« <true|fal se> setto true to enable
authentication and false to disable
authentication. Default is true.

port <i nteger>

Sets the SSH connection port.
e <integer> port number. Default is 22.

rsa-auth<true|fal se>

Enable or disable RSA authentication.

« <true|fal se> setto true to enable
authentication and false to disable
authentication. Default is true.

Configuring and Managing Security



138 Chapter 4 Setting security features using the CLI

config sys set ssh
followed by:
ti meout <i nt eger> The SSH connection authentication timeout in
seconds
« <i nteger> number of seconds. Default is
60 seconds.
ver si on <bot h| v2onl y> Set the SSH version
+ <bot h| v2onl y> both|v2only. Default is
v2only.
Note: Nortel Networks recommends setting
the version to v2only.

Configuration example: SSH

This configuration example uses the previous commands and shows a summary of
the results using thei nf o command.

Passport-8606: 6# config sys set ssh action rsa-keygen 1024
Passport-8606: 6# config sys set ssh action dsa-keygen 1024
Passport-8606: 6# config sys set ssh dsa-auth true
Passport-8606: 6# config sys set ssh nax-sessions 4
Passport-8606: 6# config sys set ssh pass-auth true
Passport-8606: 6# config sys set ssh port 22
Passport-8606: 6# config sys set ssh rsa-auth true
Passport-8606: 6# config sys set ssh tinmeout 60
Passport-8606: 6# config sys set ssh version v2only
Passport-8606: 6# config sys set ssh enable true
Passport-8606: 6# config sys set ssh info

Total Active Sessions : O
ver si on : v2only
port .22
max- sessi ons © 4
ti meout : 60
action rsa-keygen : rsa-keysize 1024
action dsa-keygen : dsa-keysize 1024
rsa-auth : true
dsa-auth : true
pass-auth : true
enabl e : true

Passport - 8606: 6#
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Verifying and displaying SSH configuration information

To verify that SSH services are enabled on the 8000 switch and to display SSH
configuration information, use the following command:

show sys ssh

The general show sys ssh commandsinclude the following options.

show sys ssh

followed by:

gl obal Displays global system SSH information.
sessi on Displays current session SSH information.

Figure 29 shows examples of show sys ssh gl obal and session

commands output.
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Figure 29 show sys ssh global and session commands output

8610: 5# show sys ssh gl oba

Total Active Sessions : 1
version . v2only
port 1 22
max- sessi ons 4
ti meout . 60
action rsa-keygen : rsa-keysize 1024
action dsa-keygen : dsa-keysize 1024
rsa-auth . true
dsa-auth . true
pass-auth . true
enabl e . true

8603: 3ssh# show sys ssh session

SSH Session Id : O

User Nane orwa
Host : 10. 10. 40. 233

- J

Configuring RADIUS authentication and accounting

RADIUS isadistributed client/server system that assistsin securing networks
against unauthorized access, alowing a number of communication servers and
clients to authenticate users identity through a central database. The database
within the RADIUS server stores client information, user information, password,
and access privileges, including the use of “shared secret.”

RADIUS isafully open and standard protocol, defined by RFCs (Authentication:
2865, accounting 2866). In the 8000 series switch, you use RADIUS
authentication to secure access to the switch (console/Telnet/SSH), and RADIUS
accounting to track the management sessions (CLI only).
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RADIUS authentication allows the remote server to authenticate logins. RADIUS
accounting logs al of the activity of each remote user in a session on the
centralized RADIUS accounting server.

For more information on RADIUS authentication or RADIUS accounting in your
network, see Chapter 1.

This section discusses the following topics:

Topic Page
Configuring RADIUS 141
Enabling RADIUS authentication 143
Modifying user access to RADIUS CLI commands 143
Enabling RADIUS accounting 143
Configuring RADIUS authentication and RADIUS accounting attribute values | 144
Showing RADIUS information 145
Adding a RADIUS server 145
Showing RADIUS server configurations 147
Showing RADIUS server statistics 148
RADIUS/SNMP header network address modifications 150

Configuring RADIUS

To configure RADIUS on the switch, use the following command:

config radius
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This command includes the following parameters:

config radius
followed by:

info

Displays global RADIUS settings.

acct-attribute-val ue
<val ue>

Specific to RADIUS accounting. Sets the
vendor-specific attribute value of the
CLI-command attribute to match the type value
set in the dictionary file on the RADIUS server.
This value must be different from the
access-priority attribute value configured for
authentication. The default value is 193.

val ue is between 192 and 240

acct-enabl e <true|fal se>

Enables (true) or disables (false) RADIUS
accounting globally. RADIUS accounting cannot
be enabled unless a valid server is configured.
This feature is disabled by default.

attri bute-val ue <val ue>

Specific to RADIUS authentication. Sets the
vendor-specific attribute value of the
Access-Priority attribute to match the type value
set in the dictionary file on the RADIUS server.
Nortel Networks recommends the default setting
of 192 for Passport 8000 Series switches.

val ue is between 192 and 240

cl ear - st at

Clears RADIUS statistics from the server.

acct -i ncl ude-cl i - conmands
<true|fal se>

Specifies whether you want CLI commands to be
included in RADIUS accounting requests. If you
set this parameter to true, the commands are
included in the requests. If you set this parameter
to false, the commands are not included and
interim updates are not sent.

enabl e <true|fal se>

Enables (true) or disables (false) the RADIUS
authentication feature.

maxserver <val ue>

Specific to RADIUS authentication. Sets the
maximum number of servers allowed for the
switch.

val ue is between 1 and 10
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Enabling RADIUS authentication

To enable or disable RADIUS authentication globally on the switch, use the
following command:

config radius enable <true|fal se>

where:
t r ue enables RADIUS authentication globally.
f al se disables RADIUS authentication globally.

Modifying user access to RADIUS CLI commands

Thisfunctionality provides Network Administrator the ability to override the
access to CLI commands given to the user as per the access level for Passport
8600, Thisisdone by configuring the Radius Server for user authentication (See
Section 1.2.3 below). This capability is absent in the current Passport 8600
implementation. Network administrator has to give access based on the already
existing six access levels in Passport 8600. Now with this feature network
administrator can allow/disallow a user of certain CLI commands in addition to
what the user can execute based on the access level.

Enabling RADIUS accounting

Note: You must set up a RADIUS server and add it to the switch’'s
-> configuration file before you can enable RADIUS accounting on the
switch. Otherwise, the system displays an error message.

To enable or disable RADIUS accounting globally, use the following command:
config radius acct-enable <true|fal se>

where:

t r ue enables RADIUS accounting globally.

f al se disables RADIUS accounting globally.

RADIUS accounting is disabled by default.
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Configuring RADIUS authentication and RADIUS
accounting attribute values

To configure the RADIUS authentication attribute value, use the following
command:

config radius attribute-val ue <val ue>

where:
value is arange from 192 to 240. The default valueis 192.

To configure the RADIUS accounting attribute value, use the following
command:

config radius acct-attribute-val ue <val ue>

where:
value is arange from 192 to 240. The default valueis 193.

Configuration example: RADIUS accounting and authentication

This configuration example uses the commands described in this section to enable
RADIUS accounting and authentication on the switch. After configuring the
parameters, usethei nf o command to show asummary of the results.

8610: 5# config radius

8610: 5/ confi g/ radi us# acct-enable true
8610: 5/ confi g/ radi us# enable true
8610: 5/ confi g/ radius# info

Sub- Cont ext: server
Current Context:

acct-attribute-value : 193
acct-enable : true
acct-include-cli-comands : false
attribute-value : 192
enable : true
maxserver : 10

8610: 5/ confi g/ radi us#
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Showing RADIUS information

To display the global status of RADIUS information, use one of the following
commands:

config radius info

or

show radi us info

Figure 30 shows sample command output for theconfi g radius info
command. The output for the show r adi us i nf o command is the same as that

forconfi g radius info.

Figure 30 config radius info sample output

/gglo:S# config radius info \\\

Sub- Context: clear config dunp nmonitor show test trace wsm
Current Context:

acct-attribute-value : 193
acct-enable : true
acct-include-cli-comands : false

attribute-value : 192
enable : false

maxserver : 10

\fﬁlO:S# config radius clearstat J//

Adding a RADIUS server

To add a RADIUS server, use the following command:

config radius server
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This command includes the following options:

config radius server
followed by:

info

Displays a list of all configured RADIUS
servers.

create <ipaddr>

Creates a server. Enter the IP address of the
server you want to create.

del et e <i paddr >

Deletes a server. Enter the IP address of the
server you want to delete.

Required parameter:
set <ipaddr>
[ secret <val ue>]

Optional parameters:

[ usedby <val ue>] [port
<value>] [priority <val ue>]
[retry <value>] [tineout
<val ue>] [enabl e <val ue>]
[acct-port <val ue>]
[acct-enabl e <true|fal se>]

Changes specified server values without
having to delete the server and re-create it
again. Creates and configures a server:

i paddr —the IP address of the server you
want to add.

secret <val ue>—the secret key of the
authentication client.

(optional)

usedby <val ue>—specifies CLI, or
IGAP, or SNMP.

port <val ue>—the UDP ports you want
to use (1..65536). The default is 1812.

priority <val ue>— the priority value
for this server (1..10). The default is 10.

retry <val ue>— the number of
authentication retries the server will accept
(1..6). The default is 3.

ti meout <val ue>— the number of
seconds before the authentication request
times out (1..10). The default is 3.

enabl e <val ue>—To enable this server,
set the value to true. The default is true

acct - port <val ue>—The UDP port of
the RADIUS accounting server (1..65536).
The default value is 1813.

Note: The UDP port value set for the client
must match the UDP value set for the
RADIUS server.

acct-enable [true|fal se] —
enables or disables RADIUS accounting on
this server. By default, RADIUS accounting is
enabled on a server.
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Configuration example: Adding a RADIUS server

This configuration example uses the commands described in this section to add a
RADIUS server. After configuring the parameters, use thei nf o command to
show a summary of the results.

8610: 5/ confi g/ radi us# config radius server
8610: 5/ confi g/radius/server# create 12.12.12.12 secret 9
8610: 5/ confi g/ radi us/server# info

Sub- Cont ext :
Current Context:

create :
Narme Secr et Por t Prio Retry Tineout
Enabl ed Acct-port Acct-enabl ed
10.10. 10. 10 6 1812 10 3 3 true
1813 true
12.12.12.12 9 1812 10 3 3 true

1813 true

delete : NA
set : NA

8610: 5/ confi g/ radi us/ server#

Showing RADIUS server configurations

To display current RADIUS server configurations, use the following command:
show radi us server config

Figure 31 shows sample output for this command.
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Figure 31 show radius server config sample command output

@)10# show radi us server config \

Sub- Cont ext :

Nanme
10.10.50. 19

@10#

Current Context:

create :

Secr et Port Prio Retry Tinmeout Enabl ed Acct-port Acct-enabled
test3 1812 10 6 3 true 1813 true

delete : NA
set : NA

J

Showing RADIUS server statistics

Note: You cannot collect the following network statistics from a console
nd port: the number of input and output packets, and the number of input and
output bytes. All other statistics from console ports are available to assist
with debugging.

To display statistics for the current RADIUS servers, use the following command:
show radi us server stat

Figure 32 shows sample output for this command.
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Figure 32 show radius server stat command output

6010# show radi us server stat \

Radi us Server : 172.16.200.19

Access

Access Accepts :
Access Rejects :
Bad Responses :
Cient

Pendi ng

Acct On
Acct O f
Acct Start
Acct Stop
Acct Interim

Acct Bad Responses :

Acct Pendi ng

Acct dient

QOlO#

Requests :

Retries :
Requests :
Requests :
Requests :
Requests :
Requests :
Requests :

Requests :
Retries :

[eNeNoNoNeoNoNoNoNoNoNeNoNolNe]

Table 32 describes the fields for this command.

Table 32 show radius server stat command fields

Item

Description

RADIUS Server

The IP address of the RADIUS server.

AccessRequests Number of access-response packets sent to the server; does not
include retransmissions.

AccessAccepts Number of access-accept packets, valid or invalid, received from
the server.

AccessRejects Number of access-reject packets, valid or invalid, received from
the server.

BadResponses Number of invalid access-response packets received from the

server.

PendingRequests

Access-request packets sent to the server that have not yet
received a response, or have timed out.

ClientRetries

Number of authentication retransmissions to the server.

AcctOnRequests

Number of accounting On requests sent to the server.

AcctOffRequests

Number of accounting Off requests sent to the server.
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Table 32 show radius server stat command fields (continued)

Iltem Description
AcctStartRequests Number of accounting Start requests sent to the server.
AcctStopRequests Number of accounting Stop requests sent to the server.

AcctinterimRequests | Number of accounting Interim Requests sent to the server.

Note: The AcctinterimRequests counter will increment only if the
parameter acct-include-cli-commands is set to true.

AcctBadResponses Number of Invalid Responses from the server that are discarded.

AcctPendingRequests | Number of requests waiting to be sent to the server.

AcctClientRetries Number of retries made to this server.

Note: To clear server statistics, usetheconfi g radi us cl ear- st at
=»|  command.

RADIUS/SNMP header network address modifications

In the 3.5 release, anew flag has been introduced, udpsr c- by-vi p. When
enabled, this flag directs the IP header to have the same source address as the
management virtual 1P address for self-generated UDP packets. The syntax of the
command is:

config sys set udpsrc-by-vip <enabl e| di sabl e>

If amanagement virtual |P addressis configured and theudpsr c- by-vi p flagis
set, the network addressin the SNMP header is always the management virtua 1P
address. Thisistrue for all traps routed out on the 1/0 ports or on the out-of-band
management ethernet port.

If the udpsr c- by- vi p flag is disabled or the management virtual IP addressis
not configured, you can determine the source address using the following steps:

1 Veify that thetrap receiver isalocally attached station on the management
port.
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If thisis true, the management port's IP address is used as the source address
in the SNMP header.

If the trap receiver is not alocally attached station, check thelist of configured
management routes.

If you locate aroute, the management | P address is used as the source address
in the SNMP header.

Caution: Nortel strongly recommends that you not configure aless
specific route on the management port than on an overlapping route on a
local interface (VLAN or brouter port) the SNMP header of the packets
generated by the Passport 8600 are set to the management | P address and
the source IP address is the local interface's | P address. In this case, the
addresses do not match.

3

If step 2 does not yield a route to the trap receiver, search the IP forwarding
table for aroute.

If you locate a route, use the outgoing interface's | P address as the source
address in the SNMP header.

If the previous steps do not return aroute to the receiver, verify that thereisa
default route specified for the debug port (only possible on the Passport 8100).

It is assumed that the receiver can be reached from the gateway. The
management | P address is used as the source address in the SNM P header.

If you do not find aroute using the above steps, the trap receiver is not reachable,
and the SNMP trap is not sent out. In the case of the Radius header, the NAS IP
addressis set to 0.0.0.0.

When this happens, an NM S application still receives the trap correctly but does
not associate it with the correct | P address. As a consequence, the status of the
device (icon) in the NM S application does not reflect the trap (that is, change the
icon to red).

To prevent this:

1 Whenatrapisbeing sent out to areceiver, check the phase 2 routing table to

determine aroute to the receiver.

2 Determineif the receiver isalocally attached station on the management port.
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3 If you have a default route in the routing table, use the next hop of the static
route as the source (SRC) network address in the trap PDU.

4 If the IP header source addressfield isthat of the management port | P address,
there is a mismatch between the fields.

Configuring RADIUS Accounting for SNMP

You can authenticate the users logging into the Passport 8600 switches through
SNMP. The authentication request is forwarded to RADIUS server only if the
enabl e parameter under conf i g/ r adi us/ snnp# issettotrue.

You can enable accounting, which records the duration of the SNMP session and
the number of packets/octets received during the session. Accounting is enabled
by setting the acct - enabl e parameter under conf i g/ r adi us/ snp# isset to
true.

Note: You must configure a RADIUS SNMP server before you can
=% | enablereauthentication and accounting. Be sure to enter snmp asthevalue
for the usedby option.

Radius server configuration
The following changes are required to configure a BSAC server.
1 Create anew file“say pprtl213.dct” and update the following info:

ATTRI BUTE Radl i nx- Vendor - Speci fi ¢ 26[ vi d=648 data=stri ng] R
ATTRI BUTE Acct - St at us- Type 26 [vi d=1584 typel=193 | enl=+2 data=i nteger]r
ATTRI BUTE Access-Priority 26 [vid=1584 typel=192 | enl=+2 data=integer]r

192,193 are the default values. If you change these values on the Passport
8600, you must change them in thisfile.

You can give the following access levelsto a user.

VALUE Access-Priority CommReadWriteAll 32
VALUE Access-Priority CommReadWrite 16
VALUE Access-Priority CommReadWriteLayer3 8
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VALUE Access-Priority CommReadWriteLayer2 4
VALUE Access-Priority CommReadWriteLayerl 2
VALUE Access-Priority CommReadOnly 1

2 Inthefiledi ctiona.ini addthenew filepprt! 2I 3. dc as shown below.
@prtl 2l 3. dct
3 Updatethefilevendor . i ni asshown below.

vendor - product = Nortel Passport 1000 and 8000 L2L3
Swi t ches
dictionary =
i gnore-ports
help-id =0

4  Add thefollowing linein the file account.ini file.

pprtl 2l 3
= no

Acct - St at us- Type =

Configuring a free RADIUS server
To configure afree RADIUS server, do the following:

1 Createanew file di cti onary. passport, containing the following
information:

VENDOR Passport 1584
ATTRI BUTE Access-Priority 192 integer Passport
ATTRI BUTE Acct - St atus- Type 193 integer Passport

192,193 are the default values. If you change these values on the Passport 8600,
you must change them in thisfile.

You can give the following access levelsto a user.

VALUE Access-Priority CommReadWriteAll 16
VALUE Access-Priority CommReadWrite 16
VALUE Access-Priority CommReadWriteLayer3 8
VALUE Access-Priority CommReadWriteLayer2 4
VALUE Access-Priority CommReadWriteLayerl 2
VALUE Access-Priority CommReadOnly 1
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2

Modify thefile clients to provide access to the Passport 8600 and also to
provide the secret value.

X. X. X. X nysecret

where x.x.X.x is the 8600 |P address.

Note: The secret value configured on the radius server must be same as

=»| the one configured in Passport 8600 for that particular server using the

command confi g radi us server create.

3

Enter the following in the usersfile:
snnmp_user Aut h-Type := Local, Password == "public"
Access-Priority = CommReadWiteAll,

Here user must be snnp_user , the password can be any string value, and the
Access-Priority has to be among the above mentioned valuesin the
di ctionary. passport file

Configuration example: RADIUS server

This configuration example uses the commands described in this section to add a
RADIUS server. After configuring the parameters, use thei nf o command to
show asummary of the results.

8610: 5/ confi g/ radi us# config radi us server
8610: 5/ confi g/ radi us/server# create 12.12.12.12 secret 9 useby snnp
8610: 5/ confi g/ radi us/ server/ snnp#
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After you have created a RADIUS SNMP server, you have the following
command options available to you.

config radius
followed by

server snnp

info

Displays information about the RADIUS server.

abort - sessi on
-tinmer

Specifies time before aborting the session.

acct - enabl e
<fal se/true>

Enables server accounting (true) or disables accounting (false).

enabl e
<fal se/true>

Enables the server (true) or disables the server (false).

re-auth-tinmer
<val ue>

Specifies time before reauthorization of the server.

Configuring directed broadcast

A directed broadcast is a frame sent to the subnet broadcast address on aremote
IP subnet. By disabling (or suppressing) directed broadcasts on an interface, you
cause all frames sent to the subnet broadcast address for alocal router interface to
be dropped. Disabling directed broadcasts protects hosts from possible denial of
service (DOS) attacks. By default, this feature is enabled on the switch.

To configure the switch to forward directed broadcasts for aVLAN, use the
following command:

config vlan <vid> ip directed-broadcast

where:

vidisaVLAN ID.
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This command includes the following options:

config vlan <vid> ip directed-broadcast

followed by

info Displays information about the directed broadcast suppression
settings.

di sabl e Prevents the switch from forwarding directed broadcast frames to
the specified VLAN.

enabl e Allows the switch to forward directed broadcast frames to the
specified VLAN. The default setting for this feature is enabled.

Note: When directed broadcast suppression is enabled (the default

=»| setting), the CPU does not receive a copy of the directed broadcast. Asa
result, the switch does not respond to a subnet broadcast ping sent from a
remote subnet.

Preventing certain types of DOS attacks

To protect the Passport 8600 against 1P packets with illegal |P addresses such as
loopback addresses or a Src |P address of all ones, or Class D or Class E addresses
from being routed, the Passport 8600 now supports a configurable flag:

hi gh- secur e, which is enabled using the CLI command:

config ethernet (slot/port) high-secure [true/false]

This command includes the following options:

config ethernet (slot/port) high-secure

followed by:

i nfo Displays if high-secure is configured on that
port.

Required parameters: hi gh- secure <true/fal se>—

[slot/port <val ue>] Enables the high Secure Feature which

hi gh- secure <true/fal se> blocks packets with illegal IP address.
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Thisflag is disabled by default.

Note: When you enable this flag, the desired behavior (not routing source
packets with an | P address of 255.255.255.255) is applied on all ports

bel onging to the same component (internally called OctaPid). See Table 2
for the mapping between OctaPids and ports.

Configuration example: Enable High-Secure mode

This configuration example usestheconfi g et hernet 4/1-4/2
hi gh- secure true command to filter packets on ports 4/1-4/2 and thei nf o
command to show a summary of the results.

Passport 8600-5
WARNI NG | DHCP
I mpl emrent Hi gh
I mpl enent Hi gh
WARNI NG | DHCP
I mpl enent Hi gh
I mpl emrent Hi gh
Passport 8600-5
Passport 8600-5

5# config
and BOOTP
Secure on
Secure on
and BOOTP
Secure on
Secure on
5¢#

5# config

ethernet 4/1-4/2 high-secure true

wi Il be suppressed on these ports: - 4/1

all the other ports corresponding to M.T-1D :7
all the vlians to which these ports belong 4/1
will be suppressed on these ports: - 4/2

all the other ports corresponding to M.T-I1D : 25
all the vlans to which these ports belong 4/2

ethernet 4/1-4/2 info

Sub- Context: clear config dunp nmonitor show test trace wsm
Current Context:

Port 4/1 :

Port 4/2 :

|l ock : false
nane :

auto-negotiate : true
enabl e-diffserv : false
access-diffserv : false
qgos-level : O
unknown- mac-di scard : disable
hi gh-secure : true

lock : false
nane

aut o-negotiate : true
enabl e-di ffserv : false
access-diffserv : false
gos-level : O
unknown- mac-di scard : disable
hi gh-secure : true
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Configuration example: Disable High-Secure mode

This configuration example usestheconfi g et hernet 4/1 high-secure
f al se command to disable high secure on port 4/1.

Passport 8600-5: 5# config ethernet 4/1 high-secure false
I mpl ement Hi gh Secure on all the other ports corresponding to M.T-1D : 25
I mpl ement Hi gh Secure on all the vlans to which these ports belong 4/1

Note: Theword implement in this reference means to remove.
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