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Introduction

These rel ease notes for the Nortel Networks* 8000 Series Switch Software
Release 3.3.4 describe the bugs fixed in this software release, and known issues
that exist in this software release.

New software features and new hardware components, information about IDS
VLANSs, and 10GE LAN/WAN bugs fixed were introduced in Passport 8000
Switch Series Software Release 3.3.3. See Release Notes for the Passport 8000
Switch Series Software Release 3.3.3 (part number 314754-D) for more
information.

A list of related publications can be found on page 88. The 8000 Switch Series
Software Release 3.3.x documentation suite can be found on the Nortel Networks
technical documentation Web site, www.nortel networks.com/documentation.

The software in release 3.3.4 supports al current Passport 8100 and 8600
modules, although certain features are available only for the 8600 modul es.

In addition, this software release supports the Web Switching Module (WSM)
running version WebOS 10.0 code on the 8000 Series Switch.

This document contains information about the following topics:

Topic Page
File names for this release 8
Caution: Read first before upgrading to release 3.3.4 9
Upgrading to Release 3.3.4 11
Installing Device Manager 29
Supported software and hardware capabilities 30
Web Switching Module configuration and initialization 34

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4
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8 File names for this release

Topic Page
Documentation corrections and additions 40
Bugs fixed in this release 48
Known limitations and considerations in this release 53
Related publications 88
Hard-copy technical manuals 90
How to get help 90
Appendix A: Tap and OctaPID assignment 91

The information in these rel ease notes supersedes applicable information in other
documentation.

File names for this release

Table 1 describes the Passport 8000 Series software release 3.3.4 software files

and the hardware they support:
Table 1 8000 Release 3.3.4 software files and associated hardware
Mapping file

Module or file type File name (if applicable)
8000 Series files N/A

Boot image p80b3340.img N/A

Main image p80a3340.img N/A

MIB file p80a3340.mib N/A

8600 only N/A
8672ATME and 8672ATMM modules p80t3340.dld N/A
8683POSE and 8683POSM module p80p3340.did N/A

8100 only p80e3340.dld N/A
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Caution: Read first before upgrading to release 3.3.4 9

Table 1 8000 Release 3.3.4 software files and associated hardware (continued)

required for SNMPv3. For instructions on
downloading this file, see “Downloading the DES
and 3DES encryption images” on page 26.

Mapping file

Module or file type File name (if applicable)
Encryption files (8690/8691, 8190) N/A

3DES encryption file. This special image file is p80c3340.img N/A

required for Secure SHell (SSH). For instructions

on downloading this file, see “Downloading the

DES and 3DES encryption images” on page 26.

DES encryption file. This special image file is p80c3340.des N/A

Web Switching Module files to upgrade to WebOS p80w3340.img
software version 10.0.29.0. p80W3340.boot

p80w3340.mp

<wsm1002900_bin.img>
<wsm1002900_boot.im>
<wsm1002900_mp.img>

Caution: Read first before upgrading to release 3.3.4

Before upgrading to 8000 Switch Series Software Release 3.3.4, take special note
of the following cautionary messages:

The configuration file generated with software rel ease 3.3.4 contains options
that are not backward compatible with software release 3.0.x, 3.1.x, or 3.2.x.
Loading a3.3.4.0 configuration file on a3.0.x, 3.1.x, or 3.2.X run-time image
generates errors and causes the image to abort loading the configuration file.

Before executing any copy command that uses the TFTP protocol, be aware
that if thereisany failure (TFTP server not available, TFTP Time Out, etc.),
the file on the flash (or the PCMCIA) is deleted if the name of thisfileisthe
same as the one that you specified in the copy command. For example:

8610: 5> copy 111.111.1.11:p80a3340.ing /flash/

p80a3340. i ny

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4




10 Caution: Read first before upgrading to release 3.3.4

If the server is not available, or if the file on the server does not exist, the
p80a3340.img file will be deleted on the flash (if previously existing). In
order to preserve the original file, you can either rename or make a backup
copy of thisfile on the PCMCIA or flash before you begin the copy process.
(Q00433556)

When installing files on the on-board flash or PCMCIA, make sure that you
verify flash capacity before downloading the files.

As a precaution, before you upgrade or downgrade your switch software,
make a copy of the switch configuration file specified in the boot.cfg file
using one of the following CLI commands:

copy /flash/<config filename> /pcntial/ <config
fil enane. ol d>

copy /flash/<config filename> /flash/<config
fil enane. ol d>

copy /flash/<config filenane> <renote device |IP
address>: <config fil enane. ol d>

where the remote device |P address is the device to which you want to copy the

file.

Note: Before upgrading the boot flash, Nortel Networks recommends

=>| that you copy the boot image and the software image to the local switch

using one of the sets of CLI commands below:

To copy from PCMCIA to flash:

copy /pcncti a/ p80b3340.ing /fl ash/ p80b3340.i ng
copy /pcnci a/ p80a3340.ing /fl ash/ p80a3340.i ng

To copy from TFTP server to flash:

copy <tftpserver |P address>: p80b3340.ing /flash/
p80b3340. i ny
copy <tftpserver |P address>: p80a3340.ing /flash/
p80a3340. i ny

314754-E Rev 00



Upgrading to Release 3.3.4 11

After asuccessful copy of the boot image and software image, use the CLI
command boot /fl ash/ p80b3340. i ny at the switch prompt to boot your
switch with the boot image.

» For al new installations and upgrades, Nortel Networks recommends
upgrading the Web Switching M odul e software before upgrading the 8600
series software.

* Nortel Networks recommends having a copy of the boot.cfg filein the
[flash directory. During bootup, if the /flash/boot.cfg file is not present, and if
thereisaPCMCIA card present, the 8000 Series switch will search for the
file /pcmcia/boot.cfg. If aPCMCIA card is not present, or if thefile
/pecmcialboot.cfg is not present, the 8000 Series switch will boot using the
default boot-configuration settings. (Q00484865, Q00530115)

Caution: If usingaPCMCIA card manufactured by Sandisk, the 8000
Series switch may not be able to accessthe/ pcnti a/ boot . cf g file
during boot-up. Thislimitation has only been observed during boot-up.
No limitation has been observed when accessing the Sandisk(*) device
after boot-up.

Upgrading to Release 3.3.4

Caution: Prior to upgrading your software, see “ Caution: Read first
before upgrading to release 3.3.4” on page 9.

This section describes how to upgrade to 8000 Switch Series Software Release
3.3.4, and includes the following topics:

Topic Page
Upgrading the 8000 boot flash image 12
Upgrading the software image on a non-redundant 8600 CPU 13
Upgrading the software image on a redundant 8600 CPU in HA mode 15
Upgrading the 8600 redundant CPU remotely (hon-HA mode) 20

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



12 Upgrading to Release 3.3.4

Topic Page
Upgrading the Web Switching Module image 24
Downloading the DES and 3DES encryption images 26

Upgrading the 8000 boot flash image

This section shows an example of the input required to upgrade the boot flash
image in your Passport 8000 Series switch and shows the command line interface
(CL1) output as the upgrade is performed:

Passport-8606: 5# boot /fl ash/p80b3340.i ng

Copyri ght (c) 2003 Nortel Networks, Inc.
CPU Sl ot 5: PPC 740 Map B

Ver si on: 3.3.3.0

Creation Tine: May 27 2003, 14:28:39

Har dwar e Ti me: OCT 07 2003, 18:26:30 UTC
Menory Size 0x04000000

Start Type: war m

/flash/ - Volume is K

Loaded boot configuration fromfile /flash/boot.cfg
Loadi ng /fl ash/ p80b3340.ing ... 711643 to 1189876 (1189876)

Starting at 0x10000. ..
#Hp#HHH#HRR#R#HH 8K CPU BOOT FLASH Updat e #########H#TH#H##HH#

File p80b3340.rom found in | oaded i mage
File size: 658884 bytes
Nurmber of flash sectors to be programed: 11

WARNI NG You are about to re-program your Boot Monitor
FLASH i mage. Do NOT turn off power or press reset
until this procedure is conpleted. O herw se
the card nmay be permanently danaged!!!
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Upgrading to Release 3.3.4

13

Press <Return> to stop nonitor upgrade....
erased 11 sectors of bootflash

programed bootfl ash

Veri fying new BOOTFLASH | nage. . .

658808 nmt ches,

Updat e conpl et e!

0 m snmat ches

Press return to reboot

Copyri ght (c)
CPU Sl ot 5:
Ver si on:

Creation Tine:

Har dwar e Ti nme:

Menory Size
Start Type:

2003 Nortel Networks, Inc.
PPC 740 Map B

3.3.4.0

OCct 7 2003, 15:35:10

OCT 07 2003, 18:26:54 UTC
0x04000000

cold

/flash/ - Volume is K

Loaded boot configuration fromfile /flash/boot.cfg

Press <Return> to stop auto-boot...

noni t or #

Upgrading the software image on a non-redundant

8600 CPU

Caution: Prior to upgrading your software, see “ Caution: Read first
before upgrading to release 3.3.4” on page 9.

» Tosavethe configuration file currently used by the switch in memory, use the

CLI command:

save config file /<device>/<config file nanme>

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



14 Upgrading to Release 3.3.4

To copy the configuration file specified by the boot.cfg file, use the CLI
command:

copy /<device>/<config file nane> /<devi ce>/ <backup
config file nanme>

where:
devi ce isflash or PCMCIA.
To upgrade the 8600 switch CPU with the version 3.3.4 software image:

a

Make sure the image file p80a3340.img is successfully copied to the
flash. To ensure theimageis successfully copied, boot the image from the
Passport prompt using the CLI command:

boot /fl ash/ p80a3340. i nyg.

If the image successfully boots, modify the boot.cfg file using the CL |
command:

config bootconfig choice primary image-file /flash/
p80a3340. i ny.

Save the boot.cfg file to flash using the following save command:
save bootconfig

Reboot the switch using the CLI command boot - y.

Caution: The configuration file generated with software release 3.3.4
contains options that are not backward compatible with software release
3.0.x, 3.1.x, or 3.2.x. Loading a 3.3.4 configuration file on a3.0.x, 3.1.x,
or 3.2.x run-time image generates errors and causes the image to abort
loading the configuration file.
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Upgrading to Release 3.3.4 15

Upgrading the software image on a redundant 8600 CPU
in HA mode

Note: Hitless upgrade from 3.2.x to 3.3.4 is not supported.

=»| Note: Before upgrading in HA mode, be sure your ha- cpu and

savet ost andby flagsaresettot r ue (enabled). To check if flags are set
totrue, usethe CLI command confi g boot flags info.

To upgrade from 3.2.x to 3.3.4 in HA mode, follow these steps (dependent on your
new image location).
1 Telnet to the master CPU or connect to the console port of the master CPU.
2 Loadthe 3.3.4 image to the flash of the master and the standby CPU.
For the master CPU, use the CLI command:

copy <tftpserver |P address>: p80a3340.ing /flash/
p80a3340. i ny

For the standby CPU, use the CLI command:
copy /flash/ p80a3340.inmg peer:/flash/ p80a3340.ing

3 Load the new boot monitor image to both the flash of both the CPUs.
For the master CPU, use the CLI command:

copy <tftpserver |P address>: p80b3340.ing /flash/
p80b3340. i ny

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



16 Upgrading to Release 3.3.4

For the standby CPU, use the CLI command:
copy /flash/ p80b3340.ing peer:/flash/ p80b3340.i ny
4 Verify that the software has been copied to the master and the standby CPU
(Figure 1 and Figure 2).
For the master CPU, at the prompt, use the CLI command:
dir
Figure 1 Sample dir command output

ﬁ’assport-8610: 5# dir \
si ze date time nane

544  OCT-07-2003 18:40:48 /flash/boot.cfg
712055 JUN-10-2003 15:04:28 /flash/p80b3330.ing
4787886 JUN 10-2003 15:05:14 /flash/p80a3330.iny
712155 OCT-07-2003 18:37:20 /flash/p80b3340.ing
4795676 OCT-07-2003 18:38:00 /flash/p80a3340.iny
2807 OCT-07-2003 18:40:56 /flash/config.cfg
Qt al : 15793152 used: 11060224 free: 4732928 bytes

/

For the standby CPU, at the prompt, use the CLI command:
peer tel net

Note: When connected to a CPU, the easiest way to connect to the other
CPU isthrough the use of the peer t el net command.

5 After you are connected, log in and execute the CLI command: di r.

Verify that the software has been copied to the standby CPU and exit from the
standby CPU.
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Upgrading to Release 3.3.4 17

Figure 2 Sample peer telnet command output
/ﬁ;ssport—8610:5# peer tel net ‘\\
Trying 127.0.0.6 ..
Connected to 127.0.0.6
Escape character is '"]

R I R R Ok b S S I R O b

* Copyright (c) 2003 Nortel Networks, Inc. *

* Al Rights Reserved *
* Passport 8010 *
* Software Rel ease 3.3.3.0 *

R I S R Rk kb S R R R

Logi n: rwa
Password: ***

@rassport-8610: 6# dir
si ze dat e tinme name
592 OCT-07-2003 19:11:58 /flash/ boot . cfg
712055 JUN-10-2003 15:10:18 /flash/ p80b3330.i ny
4787886 JUN-10-2003 15:11:24 /flash/p80a3330.i ngy
712155 OCT-07-2003 19:13:58 /flash/ p80b3340.i ny
4795676 OCT-07-2003 19:14:40 /flash/ p80a3340.iny
2856 OCT-07-2003 19:16:40 /flash/config.cfg
total: 15793152 used: 11058176 free: 4734976 bytes

\g?assport—8610:6# exit 4//

6 Onthe master CPU, set the primary image choice to the new imagefile
(thiswill automatically synchronize to the standby CPU in HA-mode) using
the CLI command:

config bootconfig choice primary image-file /flash/
p80a3340. i ng (if the software image is stored on the flash)

or

config bootconfig choice prinary image-file <tftp-server
| P addr ess>: p80a3340. i ng (if the softwareimage is stored on the
TFTP server)

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



18 Upgrading to Release 3.3.4

7

On the master CPU, save the boot configuration and run-time configuration
(the configurations are automatically saved to the standby CPU in HA-Mode)
using the CLI commands:

save bootconfig

save config

Note: If the response from the switch does not show the file being saved

=>| tothe standby, you may need to copy the bootconfig and config files using

the CLI commands:

copy /flash/boot.cfg peer:/flash/boot.cfg
copy /flash/config.cfg peer:/flash/config.cfg

The copy CLI command uses TFTP as the default protocol for
transferring the files. To use FTP, set the FTPD flag on the destination
CPU totrue. Onthe source CPU, set the parametersconf i g boot host
users andconfi g boot host password to match the login-name/
password of the destination CPU. (FTP will not work without setting the
two config boot host parameters). (Q00524265)

8

Boot the standby CPU and then the master CPU with the new boot monitor
image.

Access the standby CPU, by issuing the CLI command:
peer tel net

Once connected, issue the command to boot the CPU with the new boot
monitor:

boot /fl ash/ p80b3340.i ny (if the softwareimage isstored on the flash)
or

boot <tftp-server |P address>: p80b3340.ing (if the software
image is stored on the TFTP server)
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Upgrading to Release 3.3.4 19

For the master CPU, at the prompt, use the CLI command:
boot /fl ash/ p80b3340. i ny (if the softwareimagesis stored on the flash)

or

boot <tftp-server |P address>: p80b3340. i ny (if the software
image is stored on the TFTP server)

AN

Warning: Do not wait for the standby CPU to complete the boot process
before booting the master CPU. This resultsin different images on each
CPU. Whilein HA-mode, booting the master CPU and the standby CPU
with different software images can cause the standby CPU to fail. For
example, if the CPU master is using the 3.3.4.0 image and the standby
CPU isbooted with a 3.2.x image you will see multiple error messages on
the console and the standby CPU will reboot. Nortel Networks does not
support different software versions, for example 3.2.2 and 3.3.4, on the
master and standby CPU. (Q00471745)

Caution: The configuration file generated with software release 3.3.4
contains options that are not backward compatible with software release
3.0.x, 3.1.x, or 3.2.x. Loading a 3.3.4 configuration file on a 3.0.x, 3.1.X,
or 3.2.x run-time image generates errors and causes the image to abort
loading the configuration file.

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



20 Upgrading to Release 3.3.4

Upgrading the 8600 redundant CPU remotely
(non-HA mode)

To upgrade the 8600 redundant CPU remotely, follow these steps:

1

Telnet to the master CPU or connect to the console port using an external
modem and save the current bootconfig and config on the flash of both CPUs
using the following CLI commands:

save config
save bootconfig

This step will save the config and bootconfig on both CPUs only if the
boot fl ag savet ost andby issettotrue. Ifitissettof al se, the save
will occur only on the local CPU. The files can be manually copied to the
standby CPU using the command:

copy /flash/<filenane> peer:/flash/<fil ename>
where <f i | ename> isthe name of the config or bootconfig filename.

TFTP both configuration filesto a TFTP server on the network using the
following CLI commands:

copy /flash/boot.cfg <tftp ip address>: boot.cfg
copy /flash/config.cfg <tftp ip address>:config.cfg
Verify flash capacity before downloading the files.

Download the new software to the master CPU using the following CLI
commands:

copy <tftp server ip address>:p80a3340.ing /flash/
p80a3340. i ny

copy <tftp server ip address>: p80b3340.ing /flash/
p80b3340. i ny

Copy the new software to the standby CPU using the CLI commands:

copy /flash/ p80a3340.inmg peer:/flash/ p80a3340.ing
copy /flash/ p80b3340.ing peer:/flash/ p80b3340.i ny

Loginto the standby CPU to verify that the software has been copied
properly and exit the CPU as shown in Figure 3.
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Upgrading to Release 3.3.4 21

Figure 3 Sample login to verify software copy process
/ﬁ;ssport—8610:5# peer tel net ‘\\
Trying 127.0.0.6 ..
Connected to 127.0.0.6
Escape character is '"]

R I R R Ok b S S I R O b

* Copyright (c) 2003 Nortel Networks, Inc. *

* Al Rights Reserved *
* Passport 8010 *
* Software Rel ease 3.3.3.0 *

R I S R Rk kb S R R R

Logi n: rwa
Password: ***

@rassport-8610: 6# dir
si ze dat e tinme name
592 OCT-07-2003 19:11:58 /flash/ boot . cfg
712055 JUN-10-2003 15:10:18 /flash/ p80b3330.i ny
4787886 JUN-10-2003 15:11:24 /flash/p80a3330.i ngy
712155 OCT-07-2003 19:13:58 /flash/ p80b3340.i ny
4795676 OCT-07-2003 19:14:40 /flash/ p80a3340.iny
2856 OCT-07-2003 19:16:40 /flash/config.cfg
total: 15793152 used: 11058176 free: 4734976 bytes
\@fassport—8610:6# exit ’//

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



22 Upgrading to Release 3.3.4

7

From the master CPU, change the boot confi g choi ce pri mary-i mage
file to the new run-time image file and save the boot . cf g file on both CPUs
as shown in Figure 4.

Figure 4 Sample primary save bootconfig change and save

@ssport -8610: 5# j

~

Passport-8610: 5# config bootconfig choice prinmary image-file
/ f1ash/ p80a3340.i ngy

Passport-8610: 5#

Passport-8610: 5# save bootconfig

Save to standby file /flash/boot.cfg successful.

Save bootconfig to file /flash/boot.cfg successful.

If the file was not automatically copied to the standby CPU, use the following
command:

copy /flash/boot.cfg peer:/flash/boot.cfg

Boot the standby CPU and then the master CPU with the new boot monitor
image.

Access the standby CPU, by issuing the CLI command:
peer tel net

Once connected, issue the command to boot the CPU with the new boot
monitor:

boot /fl ash/p80b3340. i ny (if the software image is stored on
the flash)

or

boot <tftp-server |P address>: p80b3340. i ny (if the software
image is stored on the TFTP server)
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Upgrading to Release 3.3.4 23

For the master CPU, at the prompt, use the CLI command:

boot /fl ash/p80b3340. i ny (if the softwareimage is stored on
the flash)

or

boot <tftp-server |P address>: p80b3340. i ny (if the software
imageis stored on the TFTP server).

Warning: If youwait for the standby CPU to come up before booting the

& master CPU, when the standby CPU comes up, multiple error messages
will display. Nortel Networks does not support configurationsthat
contain amaster CPU and the standby CPU with different software
image versions.

10 Telnet back to the standby CPU after afew seconds to verify that the new
imageisrunning. Therun-timeimageisshown in the Nortel Networks banner
displayed before the login prompt, as shown in Figure 5.

Figure 5 Sample login banner
/ﬁ\ssport - 8606: 5# peer tel net \
Trying 127.0.0.6 ...
Connected to 127.0.0.6
Escape character is '"]'

Rk R R Rk Ik b R O Rk O

* Copyright (c) 2003 Nortel Networks, Inc. *

* Al Rights Reserved *
* Passport 8006 *
* Software Rel ease 3.3.4.0 *

khkkhkhkhkkhhkhkkhhhhkhhhkhhhhhhhkhhhhdhdhdhdhkhhhkrkhrkkhrkk*x

Logi n:

N /
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11 Exit from the standby CPU.

Note: If the standby CPU is not running the new software version, you
need to either repeat the proceduresif the CPU allows you to log in or you
may have to access the console port on the standby CPU to stop at the
boot monitor and fix the problem. Most common failures are caused by
improperly typing the image file name in the bootconfig file or because
the software is not present on the flash on the standby CPU. Using the
console port to stop at the boot monitor allows you to re-enter the
bootconfig choice primary information if it has been improperly typed in
and verify that the software is present on the flash of the standby CPU. If
the software is not present on the standby CPU, you may have to copy it
from the master CPU to aPCMCIA card on the master and then move the
PCMCIA card to the standby CPU. You can then either copy it to theflash
or change the bootconfig choice primary to use the PCMCIA card.

Upgrading the Web Switching Module image

This section describes how to upgrade the Web Switching Module image. Table 2
describes the Passport 8000 Series software and Web Switching Module WebOS
software compatibility.

Table 2 Passport 8000 Series software and WebOS software compatibility

Passport software version WebOs software version
3.1.3 9.0.25
321 9.0.25,9.0.41
3.2.2 9.0.41 and up
3.3 10.0.27
332 10.0.27
3.33 10.0.29
3.34 10.0.29
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©

Caution: For all new installations and upgrades, Nortel Networks
recommends upgrading the Web Switching Module software before
upgrading the 8600 series software.

Caution: Before upgrading to software release 3.3.X check the
WSM#/ boot / cur . If your maintenance kernel is lower than 10. 0. 27
then you must perform a serial upgrade on the Web Switching Module
before upgrading the chassis code. This approach replaces the
maintenance kernel as well as the runnable image, which resolves any
upgrade issues from 3.1.3 to 3.3.x.

Usethecopy CLI command to download the new firmware imagefile
from a TFTP server to the Web Switching Module. Information about
TFTPing to the Web Switching Module can be found in TFTP server to
the Web Switching Module, p. 51, Installing the Web Switching Module
for the 8000 Series Switch, (part number 314969-A).

Asnoted in the release notes, the procedures for a SERIAL/BINARY
upgrade can be found in Appendix A, Performing a serial download, p.
63, Installing the WWeb Switching Module for the 8000 Series Switch (part
number 314969-A).

To upgrade the Web Switching Module firmware image to WebOS 10.0.29.0:

1 Usethecopy command to download the new firmware image file from a
TFTP server to the Web Switching Module.

In the following example, the file, wsm1002900_mp.img is copied to the Web
Switching Modulein dot 8, and is saved as the boot image, imagel.

a

copy <tftpserver |P address>: wsnl002900 np.ing /
<devi ce>/ i magel

where:

devi ce iswsm/8
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b Set the boot image:
wsm set boot 8 inmagel
¢ Reset the Web Switching Module to boot with the new image:

wsm wsnr eset 8
To upgrade the Web Switching Module binary firmware image to WebOS 10.0.29:

» Referto Appendix A, Performing a serial download, p. 63, Installing the WWeb
Switching Module for the 8000 Series Switch (part number 314969-A).

To upgrade the Web Switching Module boot image to WebOS 10.0.29:

» Refer to Extensions to copy command, p. 49, Installing the Web Switching
Module for the 8000 series switch (part number 314969-A).

Note: Inthecopy command, make sure the file extension for the
=»| <srcfile> and<destfil e> parametersis boot.

For athorough discussion on Installing and Configuring the Web Switching
Module, see Installing the Web Switching Module for the 8000 Series Switch (part
number 314969-A) and Using Device Manager to Configure the \WWeb Switching
Module (part number 314995-A).

Downloading the DES and 3DES encryption images

In 8000 Series Switch Software Release 3.3.3 and up, the following encryption
protocols are supported:

— 3DESfor SSH (Secure SHell) version 1 and 2
— DESfor SNMPv3
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Caution: Refer to the read me document, Important Security

@ Information for the 8000 Series Switch (part number 314497-A) which
describes how to quickly disable non-secure security protocols and
configure your selected security feature(s), or the document, Configuring
and Managing Security (part number 314724-A), which provides detailed
information about configuring security in your network.

Note: To protect the integrity of your switch, you cannot use Device
Manager to change the passwords after a software image upgrade. Use the
CLI to change your passwords.

The SSH server and SNMPv3 will not function properly without the use of the
3DES or DES (respectively) encryption algorithmsto scramble the data. However,
due to export restrictions Nortel Networks cannot bundle the encryption
algorithms into the Passport 8000 Series switch software image, and a separate
image must be downloaded.

To download the 8000 DES or 3DES encryption image:

1 Gotothe Nortel Networks, Customer Support Web site at the following URL:
http://www130.nortel networks.com/cgi-bin/eserv/cs/main.jsp
Login with your Nortel Networks user name and password.
Select the Product Line.
Select the product line from the pull down menu.
a Click “Passport 8600 Routing Switch.”
b Click Save.
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5 Sdect thefileimage to download.

a Click Passport 8000 [ DES| 3DES] v3.3.4.0.
b Complete the questionnaire that is presented.

Approval is required before receiving the encryption code.

6 Download and save the imagefile.

3DES for SSH
1 Copy the p80c3340.img image file to the Passport 8000 Series switch CPU:

Execute the CLI command copy <tftpserver |P
addr ess>: p80c3340.i ng / <devi ce>/ p80c¢3340. i ny

where
devi ce isflash.
L oad the encryption image into memory using the command:

config | oad-encryption-nodul e [ DES| 3DES]

DES for SNMPv3
1 Copy the p80c3340.des image file to the Passport 8000 Series switch CPU:

Execute the CLI command copy <tftpserver |P
addr ess>: p80c3340. des [/ <devi ce>/ p80c3340. des

where
devi ce isflash.
L oad the encryption image into memory using the command:

confi g | oad-encryption-nodul e [ DES| 3DES]

3 Saveyour configuration.
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Installing Device Manager

The 8000 Switch Series software release 3.3.4 is supported with Device Manager
version 5.6.2. When installing Device Manager version 5.6.2, please note the
following:

»  For proper operation of the context-sensitive online help in Device Manager,
you need the following release versions of Internet Explorer or Netscape
Navigator:

— Internet Explorer 5.0 or later
— Netscape Navigator 4.7—6.0
»  Upgrade your Java Run-time Environment (JRE) to version 1.3.1.

Refer to Device Manager on page 56 in the Known limitations and considerations
in this rel ease section of these release notes for considerations or limitations with
the Device Manager software.

For complete instructions to install Device Manager, refer to Getting Started with
the 8000 Series Management Software.

When you install Device Manager in a Windows environment, the default
directory is C:\Program Files\JDM.

When you start Device Manager in a UNIX environment, enter one of the
following commands:

e The./JDMcommand to open Device Manager without specifying a device

e The./JDM a. b.c.d command to open Device Manager and the device at
the IP address specified by a. b. c. d
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Supported software and hardware capabilities

This section describes supported software and hardware capabilities in 8000
Series Switch Software Release 3.3.4, and contains the following topics:

Topic Page
Supported software capabilities 30
Non-supported software capabilities 33
Non-supported hardware capabilities 33
Limitations between WSM & Alteon 180 Series Stackable Switches 34

Supported software capabilities

Table 3 lists the current values for supported capabilitiesin the 8000 Series
Software Release 3.3.4. These capabilities are enhanced in subsequent software
releases.

Note: The capabilities described in Table 3 are supported as individual
=*| protocols.

Table 3 Supported capabilities in the Passport 8000 Series switch (Release 3.3.4)

Feature Maximum number supported

Hardware forwarding records Non-E and E-modules: 25,000
M modules: 125,838

10 Gigabit Ethernet Modules: 8681XLR and 8681XLW?2 | This release does not support the combination of
the following features with the 8681XLR and
8681XLW modules:

« IPX routing
e SMLT

e External MLT (Nortel Networks recommends
that you use a layer 3 protocol for resiliency, for
example, OSPF associated to Equal Cost
MultiPath (ECMP))

e Egress port mirroring
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Table 3 Supported capabilities in the Passport 8000 Series switch (Release 3.3.4) (continued)

Feature

Maximum number supported

VLANs

Passport 8100 switch: 2013
Passport 8600 switch: 1980

IP subnet-based VLANSs (8600 only)

Non-E and E-modules: 200
M modules: 800

IP interfaces (8600 switch only)

500

BGP forwarding routes

¢ Maximum of 20,000 forwarding routes with the
non-E modules and E modules

e Maximum of 119,000 forwarding routes with
the M Modules

BGP peers 10
RIP routes (8600 switch only) 2,500
OSPF areas per switch (8600 switch only) 5
OSPF adjacencies per switch

(Passport 8600 switch only) 80

OSPF routes (8600 switch only)

Non-E and E-modules: 15,000
M modules: 20,000

DVMRP routes (8600 switch only) 2,500
DVMRP interfaces (8600 switch only) 500
DVMRP neighbors (8600 switch only) 512
PIM interfaces (8600 switch only) 500
Multicast source subnet trees 500
(Passport 8600 switch only)

Multicast (S, G) records—PIM: IPMC 500
Multicast (S, G) records—PIM: 500
Multicast (S, G) records—DVMRP 1,980
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Table 3 Supported capabilities in the Passport 8000 Series switch (Release 3.3.4) (continued)

Feature Maximum number supported

IPX interfaces (Passport 8600 switch only) 100

IPX RIP routes (Passport 8600 switch only) 5,000

IPX SAP entries (Passport 8600 switch only) 7,500

VRRP interfaces (Passport 8600 switch only) 255

Spanning Tree Groups Passport 8100 switch: 1
Passport 8600 switch: 253

MLT groups* Passport 8100 switch: 6
Passport 8600 switch: 32

Ports per MLT Passport 8100 switch: 4
Passport 8600 switch: 8

1 The number of records available, with all the record reservation fields set to zero. See Platform and System
Management (part number 315545-A) for more information about the record reservation feature.

2 Nortel Networks recommends that if you are using a 10 Gigabit Ethernet Module: 8681XLR or 8681XLW with 3.3.x
software code that you upgrade to the Passport 8000 Series Switch Software Release 3.5.

3 Nortel Networks supports ONLY 25 STGs in this release. Although you can configure up to 64 STGs (63 with the Web
Switching Module), configurations including more than 25 STGs are not supported. If you need to configure more
than 25 STGs, please contact your Nortel Networks Customer Support representative for more information about the
support of this feature.

4 The MLT feature is statically compliant with the 802.3ad standard (no support of LACP).

Table 4 lists the current values for supported capabilities for the Web Switching
Modulein release 3.3.4. These capabilities are enhanced in subsequent software
releases.

Table 4 Current supported capabilities in the Web Switching Module
(release 3.3.4)

Feature Maximum number supported
Ethernet 1000BASE-SX or 10/100BASE-T ports 4

(or any combination that equals four ports)

IP interfaces per module 255

RIP routes per module 1024

Spanning tree group 15

Virtual Matrix Architecture yes

IP Routing yes

IP Routing Interfaces 256
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Table 4 Current supported capabilities in the Web Switching Module
(release 3.3.4) (continued)

Feature Maximum number supported
MLT groups 4
Ports/Trunk per MLT 4
VLANs 246
Port Mirroring yes
Filters 2048
Quality of Service (filter IP ToS) yes
SNMP Private MIB yes
Chassis support: The Web Switching Module is

supported in the 8006, 8010, 8010co chassis, and as of
release 3.3, supported in the 8003 chassis.

For more information about Web Switching M odul e supported capabilities, see
Installing the Web Switching Module for the 8000 Series Switch
(part number 314969-A).

Non-supported software capabilities

» Device Manager version 5.5.6 and beyond no longer provides support for the
Passport 8100 1.x software code. (Q00481346)

* The8672 ATM/ATME/ATMM, 8683POS/POSE/POSM, and the Web
Switching Module are not supported in HA-mode.
(Q00421847, Q00233322, Q00157482)

Non-supported hardware capabilities

* 1000Base-T GBICsare not supported by the Passport 8100 modules.

»  Passport 8000 Series software release 3.2.0 and later does not support
configurations of Passport 8100 modules and Passport 8600 modules
simultaneously within the same chassis.

*  TheWeb Switching Moduleis not supported in the Passport 8100 switch or in
8100 module configurations.
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»  The Passport 8003 chassis does not support Passport 8100 switch modules.
(Q00045908)

e When used with 8690SF modules, M-M odules support a maximum of 25,000
hardware forwarding records only.

Limitations between WSM & Alteon 180 Series Stackable
Switches

The Web Switching Module WebOS software implementation for STP over MLT
has been modified in Passport 8000 Series Software Release 3.3 and WebOS
10.0.29.0 to make it fully compatible with Nortel Passport 8600 series switches.
Note that if you trunk the Web Switching Module with Alteon Stackable 180
series switches, STP must be disabled on either the Web Switching Module or the
Alteon Stackables to avoid incorrect STP operation.

Web Switching Module configuration and initialization

This section describes the Web Switching Module default software configuration
considerations and the initialization process events summary.

Caution: A seria download is mandatory for all new Web Switching
Modules. The serial download must occur before the chassis is upgraded.

Web Switching Module default software configuration
considerations

For athorough discussion on Installing and Configuring the Web Switching
Module, see Installing the WWeb Switching Maodule for the 8000 Series Switch (part
number 314969-B), Using Device Manager to Configure the WWeb Switching
Module (part number 314995-A), and Network Design Guidelines and
Implementation Notes (part number 313197-B).

For Web Switching Module known limitations and considerations in the Passport
8600 environment, see “Web Switching Module” on page 65.
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Web Switching Module initialization process events

summary:

This section summarizes the stages and automatic assignment of BFM port
membership in Passport 8600 VLANs when a Web Switching Module is inserted
in a Passport 8600 chassis.

Thefollowing example demonstrates this process with the Web Switching Module
installed in slot 2 of a Passport 8010 Chassis with the factory default
configuration. In the default configuration, without a Web Switching Module
inserted, a Passport 8600 has one VLAN, VLAN 1 in Spanning Tree group 1

(STG 1).

When a Web Switching Module isinserted in the Passport 8600 chassis the
following events take place:

1 A sydog notification is generated, notifying insertion of anew Web Switching
Module in the Passport 8600 chassis. To view the notification, enter the

following CLI command:

Passport-8610:5# nor e / pcnti a/ sysl og. t xt

[ 09/ 05/ 02 18:57:
[ 09/ 05/ 02 18:57:
[ 09/ 05/ 02 18:57:

Oper St at us=1)

[ 09/ 05/ 02 18: 58:
[ 09/ 05/ 02 18: 58:
[ 09/ 05/ 02 18: 58:
[ 09/ 05/ 02 18: 58:

47]
47]
48]

17]
17]
17]
17]

Card inserted: Slot=2 Type=ALTEON WEM
Initializing ALTEON WM i n sl ot #2...
2k card up(CardNun=2 Adni nSt at us=1

Li nk Up(2/1)
Li nk Up(2/2)
Li nk Up(2/3)
Li nk Up(2/4)

2 Linkson four Web Switching Module BFM ports are activated. This example
shows the activation process on BFM ports 2/1-2/4 when a Web Switching
Moduleisinserted in Slot 2. The Passport 8600 uses four gigabit links (2
MLTSs) through a backplane for connectivity to an Alteon Web Switching
M odule running WebOS 10.0 software code.
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3

If you execute thewsm i nf o CLI command, you will notice that the Web
Switching Modul€e's statusisin boot i ng state during itsinitialization and
that the image status is reported as undef i ned while the WebOS 10.0
software is booting:

Passport-8610: 5# wsm i nfo

card Info :

Slot# Mgnmt | P Front Type BackType Status I mmge Severity Version Assigned
3 No ALTEON WsM BFMA Booti ng undefi ned 0 10.0.29.0
Passport -8610: 5#

4

The Web Switching Module internal management VLAN 4093 is created in
the Passport 8600 when a Web Switching Module isinserted in one of the
dots. VLAN 4093 is automatically deleted when a Web Switching Moduleis
removed from Passport 8600. VLAN 4093 is used by the Passport 8600 to
manage the Web Switching Module. VLAN 4093 is a port-based VLAN and
uses the highest available STG ID available in the Passport 8600. For
example, in Passport 8600 Release 3.3, VLAN 4093 uses STG 1D 64
(Spanning Tree Group ID). VLAN 4093 and STG 64 parameters on a Passport
8600 cannot be modified. For more information on VLAN 4093, see
Installing the Web Switching Module for the 8000 Series Switch

(part number 314969-A)

The Passport 8600 searches for two available MLT IDs to create the Web
Switching Module's dynamic MLTs. This search starts with the highest
available MLT ID and continuesto the lowest ID.

For example, in Passport release 3.3, there are 32 possible MLT IDs available
[Mt id{1..32}]. Figure6 displaysthe CLI output reflecting MLT ID 32
and 31, the dynamic MLTSs created with the default configuration.
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Figure 6 show mltinfo sample command output

/e N

Passport-8610: 5# show mt info

Mt Info

PORT  SVLAN M.T M.T PORT VLAN MULTI CAST
M.TID | FI NDEX NAVME TYPE TYPE ADM N CURRENT MEMBERS | DS DI STRI BUTI ON

31 4126 M.T- 31 trunk normal norm norm 2/1-2/2 di sabl e
32 4127 M.T- 32 trunk normal norm norm 2/3-2/4 4093 1 disable

Qassport -8610: 5# J

Note that MLT 32, the higher MLT ID, is assigned to the default VLAN
(VLAN 1) and Web Switching Module management VLAN 4093, the lower
MLT ID is user-configurable and is not assigned by default to any VLAN or

spanning tree group.

Theshow vl an i nfo port sampledisplay outputin Figure 7, displaysthe
VLAN associations in the Passport 8600 after inserting the Web Switching
Module.
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Figure 7 show vlan info port sample command output

/Pgssport- 8610: 5# show vl an info port \

VI an Port
VLAN PORT ACTI VE STATI C NOT_ALLOW
ID MEMBER MEMBER MEMBER MEMBER
1 1/1-1/48,2/3-2/4 1/1-1/48, 2/3-2/4 <==== M.T 32 (2/3-2/4) autonmatically
goes to Default
VLAN
4093 2/3-2/4 2/3-2/4 <=====M.T 32 (2/3-2/4) automatically
goes to VLAN
4093

VI an ATM VPort

VLAN | D PORT NUM PVC LI ST

Passport-8610: 5# show vl an info port

N J

6 When the Web Switching Module compl etes the initialization process, the
following syslog message is automatically generated:

[09/05/02 19:09:01] WsMinitialization conpleted - Slot 2

7 Verify that the Web Switching Module is operational by executing the wsm
i nf o CLI command. The Web Switching Modul€'s status should be UP and
the version output should display the correct WebOS software version
(Figure 8).

314754-E Rev 00



Web Switching Module configuration and initialization 39

Figure 8 wsm info sample command output

(e

Card Info :

Slot# Mm
Assi gned

2 Yes

assport-8610: 5# wsminfo \

Passport-8610: 5#

IP FrontType BackType Status I mage Severity Version

ALTEON WM BFM4 up i mgel 7 10.0.29. 0

/

The Web Switching Module will remain in a booting state if the WebOS software
version is not compatible with the Passport 8600 software version. Use the
software compatibility matrix to ensure that the Web Switching Module software
is compatible with Passport 8600 software. For more information about the
WebOS software and the necessary mapping files, see “8000 Release 3.3.4
software files and associated hardware” on page 8.

Caution: If anincorrect software image is loaded in the Web Switching
Module, you may need to use the maintenance port to serial download the
correct WebOS software image. The maintenance port isa DIN-8
connector. You can connect to the Web Switching Module with this port.
A DB-9to DIN-8 serial cableis provided.
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Documentation corrections and additions

This section describes documentation corrections or documentation that has not
yet been added to the larger documentation suite. Thisinformation isin addition
to the documentation corrections and additions defined in the Rel ease Notes for
the Passport 8000 Series Switch Software Release 3.3 (part number 314754-A).

Documentation additions

This section describes information that is not yet documented in the manuals
provided with your software or hardware.

Filters

For IPSEC traffic to successfully pass aport with default action drop, it isrequired
to create traffic filters allowing:

e Protocol 17 (UDP)

e Source and destination port 500
e Protocol 50 (ESP)

* Protocol 51 (AH)
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An example configuration is shown below:

iptraffic-filter create source

src-ip 61.88.131. 13/ 255. 255. 255. 255 dst-ip 0.0.0.0/0.0.0.0
id4

iptraffic-filter filter 4 action node forward
iptraffic-filter filter 4 match protocol ipsec_esp
iptraffic-filter create source

src-ip 61.88.131. 13/ 255. 255. 255. 255

dst-ip 0.0.0.0/0.0.0.0id 5

iptraffic-filter filter 5 action node forward

ip traffic-filter filter 5 action statistic enable
iptraffic-filter filter 5 action tcp-connect enable
ip traffic-filter filter 5 match protocol ipsec_ah
iptraffic-filter create source

src-ip 61.88.131. 13/ 255. 255. 255. 255

dst-ip 0.0.0.0/0.0.0.0 id 6

iptraffic-filter filter 6 action node forward
iptraffic-filter filter 6 action statistic enable
iptraffic-filter filter 6 match dst-port 500

dst - opti onequa

ip traffic-filter filter 6 match src-port 500 src-option
equal

iptraffic-filter filter 6 match protocol udp
iptraffic-filter set 300 create nane "internet"
iptraffic-filter set 300 add-filter 4
iptraffic-filter set 300 add-filter 5
iptraffic-filter set 300 add-filter 6

ethernet 4/8 ip traffic-filter create

ethernet 4/8 ip traffic-filter add set 300

ethernet 4/8 ip traffic-filter default-action drop
ethernet 4/8 ip traffic-filter enable

Configuring BGP Service

A newoption, metric <val ue>, has been added to the CLI command
config i p bgp network. By configuring this metric value,
you can set the value of the MED for this route. The default value is 0.
(Q00576829-02)

* A newoption,i p <val ue> hasbeen added to the CLI command show i p
bgp route.Itisnow possibleto display all of the route entries that match a
specific IP prefix. For example, show i p bgp route ip 172.16 will
display all BGP routes that match 172.16.x.x. (Q00288508-02)
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Configuring IP Routing Operations (314720-A)

* A new CLI command has been introduced, confi g et hernet (sl ot/
port) hi gh-secure. When enabled, the Passport 8600 routing switch will
drop all packets with a source IP address of 255.255.255.255, 0.0.0.0, Class
D, and Class E addresses. (Q00288340-02)

Configuring and Managing Security (314724-A)

A new parameter access- st ri ct has been added to the CLI access policy tree.
This parameter, if set to true, grants access to the configured level only. This will
allow access policiesto be created to allow only r ead onl y or only r ead

wri t e access. An example of the format of this command is below:

config sys access-policy policy access-strict [true/fal se]
(The default value of access-strict isfalse)

If access-strict isfal se, the access-policy will operate as before. A
configured access level of r o will grant accessto r o and above access levels. If
access-strict istrue, aconfigured access level of r o will grant accessto
only r o access level.

(Q00520275-04)

Platform and System Management (315545-A)

A new option, fi | e, hasbeen added to the CLI command confi g boot confi g
flags debug-config <true|false|file> whichalowsyou to specify a
file. This new flag logs all the output to the file on the PCMCIA under the
filename debugconfi g. t xt .

If thisflagissettot r ue, configuration errors are displayed to the console port. If
thisflagissettof al se, nothingisdisplayed. If thisflagissettofi | e, the output
will belogged to afile on the PCMCIA with the name debugconfi g. t xt .

To view thedebugconfi g. t xt file, usethe CLI command
nore / pcncti a/ debugconfi g. t xt
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Before setting the f i | e option, be sure that the PCMCIA card is not near its
capacity. If thedebug-confi g flagissettofil e anditisnecessary to
downgrade the software, the flag will need to be set back tot rue or f al se.

(Q00462041-01)

MLT/SMLT

When a port is added to aMLT, it isremoved from all the STGsand VLANS it
was previously associated with. A port isthen added to all STGsand VLANS for
which the MLT is a member.While adding a port to aMLT, if the MLT is not part
of any VLAN or STG, a port aso would not be added to any VLAN or STG.
(Q00652710)

Documentation corrections

Release Notes for Passport 8000 Switch Series Software Release 3.1.4
(part number 313198-B-G), Default port action set to drop. Please replace this
section with the following text:

The Passport 8600 routing switch now accepts and processes ARP traffic,
Spanning Tree BPDUs and Topology Discovery Protocol (TDP) packets on
port-based VLANs with the default port action set to DROP.

In order to allow ARP traffic, a user-defined protocol-based VLAN needs to be
configured for ARP ethertype (byprotocol usrDefined 0x0806) and the ports with
the default port action set to DROP need to be added as static members to the
VLAN. Make sure the Ports Default VLAN ID is properly set to the correct
port-based VLAN where the ARPs will be processed. No configuration changes
are necessary for BPDU and TDP packets.

To configure ARP processing on a Passport 8600 routing switch, follow these
steps:

a Create auser-defined protocol-based VLAN with ethertype 0x0806
(specific to the ARP protocol) as shown in the following example:

vl an 4000 create byprotocol 1 usrDefined 2054 nanme ARP
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b

Remove all ports from this user-defined protocol-based VLAN, as shown
in example below:

vl an 4000 ports renove 1/1-1/48, 4/ 1-4/8 nenber
port member

Add all the ports with the default port action set to DROP to this
protocol-based VLAN, as shown in the example below:

vl an 4000 ports add 1/26, 1/ 32 nenber portnenber
vl an 4000 ports add 1/26,1/32 nenber static

Note: For each port-based VLAN, you must configure a user-defined

=»| protocol-based VLAN for ARP ethertype.

5 Note: This configuration is supported only on port-based VLANS.
Note: This solution will work only when switch receives untagged

=»| packets on access ports.

(Q00230591, Q00042283, Q00087899)

Release Notes Software Release 3.3.3 (314754-D)

In the Release Notes for the Passport 8000 Switch Series Software Release 3.3.3,
under IP Unicast > OSPF (page 62), the Match Community/AS Path will work in
OSPF redistribution only when the same route policy is coupled with BGP. If BGP
redistribution is not required, this state can be disabled. (Q00173743-01)

Configuring IP Routing Operations (314720-A)

IP routing concepts

In the paragraph Source and destination filters under IP filtering the below
mentioned Note and Caution needs to be added:
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Note: Mask lengths 1 to 7 are not supported, but the zero mask length is allowed
for sourcefilters and destination filters. The user is encouraged to use longest
mask wherever user has knowledge of the subnets to be matched. (Q00689804-01)

Caution: Zero-mask source-type I P filters are not effective for incoming source |P
addresses for which an IP route or ARP or a matching non-zero-mask subnet 1P
source/destination filter does not exist. (Q00689804-01)

Configuring directed broadcast on a brouter port

A directed broadcast is a frame sent to the broadcast address of a specific subnet.
Disabling the routing of directed broadcasts protects networks and their hosts
from possible denial of service (DOS) attacks. However, since there are some
applicationsthat rely on directed broadcasts for proper operation, make certain
that directed broadcasts are not used on your network prior to disabling them.

Theconfig ethernet <slot/port> ip directed-broadcast command
allows you to enable or disable the routing of directed broadcast on abrouter port.
This option only affects how an ingress directed broadcast packet from aremote
subnet is handled.

Note: The CPU does not receive a copy of routed directed broadcast
nd packets and, therefore, does not respond to a subnet broadcast ping sent
from aremote subnet. A subnet broadcast ping sent from alocal subnet
(and not routed) is received by the CPU, and the CPU responds.
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Theconfig ethernet <slot/port> ip directed-broadcast command
includes the following options:

config ethernet <slot/port> ip directed-broadcast

followed by:

info Displays the current forwarding setting.

di sabl e Disables the routing of directed broadcasts on the specified
brouter port or ports.

enabl e Enables the routing of directed broadcasts on the specified
brouter port or ports. This is the default setting.

Configuring directed broadcast on a VLAN

A directed broadcast is a frame sent to the broadcast address of a specific subnet.
Disabling the routing of directed broadcasts protects networks and their hosts
from possible denial of service (DOS) attacks. However, since there are some
applications that rely on directed broadcasts for proper operation, make certain
that directed broadcasts are not used on your network prior to disabling them.

Theconfig vlan <vlanl D> i p directed-broadcast command allows
you to enable or disable routing of directed broadcast. This option only affects
how an ingress directed broadcast packet from a remote subnet is handled.

Note: The CPU does not receive a copy of routed directed broadcast
nd packets and, therefore, does not respond to a subnet broadcast ping sent
from aremote subnet. A subnet broadcast ping sent from alocal subnet
(and not routed) is received by the CPU, and the CPU responds.
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Theconfig vlan <vlanl D> i p directed-broadcast command includes
the following options:

config vlan <vlanl D> ip directed-broadcast

followed by:

info Displays the current forwarding setting.

di sabl e Disables the routing of directed broadcasts on the specified
VLAN.

enabl e Enables the routing of directed broadcasts on the specified
VLAN. This is the default setting.

Using the 10 Gigabit Ethernet Modules: 8681XLR and 8681 XLW
(part number 315893-A)

The Using the 10 Gigabit Ethernet Modules: 8681XLR and 8681XLW (part
number 315893-A) book, in Figure 7 on page 43, incorrectly displays “none” asa
configurable parameter for support framing type.

Configuring and Managing Security

The document, Configuring and Managing Security Passport 8000 Series
Software Release 3.3, page 91 and forward, incorrectly shows the CLI command
config snnp-v3 asconfig v3.(Q00549886)

Using the 8672 ATME and 8672 ATMM Modules
(part number 209195c¢)

On page 27, the first bullet point describes the type of RFC 1483 routed ELAN is
supported. In addition to this statement, it is important to note that the Passport
8600 switch software will allow you to assign an Ethernet port to the same VLAN
to which a 1483 routed PV C has already been assigned; however, thisisan invalid
configuration. For an IP and/or IPX routed circuit, the ATM port must be the only
port assigned to thisVLAN.
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Bugs fixed in this release

This section describes the bugs fixed in Passport 8000 Switch Series Software
Release 3.3.4.

Platform

General

A Dot1D MIB wak will no longer loop when an FBD filter is configured for a
MAC (with either no static FBD entries configured or with MAC addr lower
than static FBD entries).(Q00756412-02)

A MIB walk on a Passport 8600 with dual CPUs no longer resultsin error
messages being generated on the standby CPU that does not have a PCMCIA
card installed. (Q00083161)

Copying of files across devicesis no longer dependent on the available disk
gpace of the source device and is now alowed if the target device has enough
disk space. (Q00340408-01)

Hardware

General

The master CPU no longer continuously attempts to synchronize the RTC
clock with the Standby CPU if it fails once. Therefore, CPU utilization of the
master CPU does not increase when a standby CPU configured with alower
software revision is inserted. (Q00706002)

A misconfigured or problematic serial connection through the modem port
that sends garbage characters now generates the warning message:

"WARNI NG Task=t Shel | Maxi mum nunber of login attenpts
reached for nmodem " (Q00660393)

GBICs

The switch is now able to recognize Nortel Networks SX,LX GBICs
manufactured by JDS Uniphase. (Q00734289-01)

314754-E Rev 00



Bugs fixed in this release 49

8672ATM/ATME/ATMM module

Issuing ar eset or boot command on a Passport 8600 CPU now also resets the
8672ATM/ATME/ATMM module. (Q00690837)

8608SX/GBE

8608SX and 8608GBE ports that have autonegotiation enabled no longer send a
second autonegotiation request after the link is established. (Q00712539-01)

Switch management

CLI

Link failures are now properly displayed in the display output of the show
port error mai n CLI command. (Q00680128)
Theshowand save CLI commands now continue to operate correctly after

disconnecting a telnet or rlogin session during a process, for example, while
executing the show confi g CLI command. (Q00687891-01)

Device Manager

It is now possible to delete an fdb-filter configured on an MLT port through
Device Manager. (Q00665650)

Device Manager now successfully accesses a Web Switching Module with
rwa permissions when an access policy is enabled. (Q00530026-02)

An error message is how generated when inserting an | P address using Device

Manager in the network tab of the IP > BGP Device Manager path, if the IP
address has a hon-zero host address. (Q00656513-01)

SNMP

The SNMPv3 engine boot count now increments properly. (Q00630695)

If you attempt to add more than 25 trap receivers, the error message" Er r or :
table is full" isnow displayed. The maximum number of trap receivers
that can be successfully configured is 25. (Q00646575)
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Security

The SSH implementation is no longer vulnerable for CERT advisory number
VU#333628. (Q00751663-02)

Appropriate warning messages are now displayed when enabling/disabling
the High Secure feature. (Q00664717)

When an SSH RSA key is generated, a message is now displayed on the
console. (Q00252543)

A new CLI command, | oad- encrypt i on- nodul e <3DES| DES> has been
added in this software release which obsol etes the previous CLI command

| oad- nodul e <DES/ 3DES> <fi | ename>. Thiscommand loads the
encryption file corresponding to the software release and removes file name
dependencies. Q00662457)

Logging out from a switch with RADIUS enabled now properly increments
Acct St opRequest s by one. (Q00704125-01)

Layer 2 switching

STP

The STP information like designated port/bridge and root port/bridge is now
updated correctly on all MLT ports and the same information is stored for all
the MLT ports. When adisabled port isremoved from an MLT, the port's STP
information no longer shows the MLT's STP information, but is set back
correctly to the individual port's STP information. (Q00677516)

When STPis disabled and re-enabled on the ports of an MLT, the STP disable
setting is now cleared on all the ports of the MLT, not just on the lowest port.
(Q00707298)

High Availability (HA) mode

When HA-CPU is enabled, the enhanced-operational-mode flag is now properly
synchronized between CPUs. (Q00677477)
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Filters and bandwidth control

General

IP filters will now work properly when used with M-modules if M-Modeis set to
false (disabled). (Q00681716)

VRRP and SMLT

VRRP now remains stable on a Passport 8600 switch when a SMLT IST link
is enabled and alarge number of MAC addresses are removed from the FDB.
(Q00591472)

SMLT MAC table synchronization no longer causes VRRP instability.
(Q00581008)

MLT/SMLT

Static ARP entries configured on MLT ports now properly bound to the MLT,
even if the static APR entry is created on aMLT port which is down.
(Q00633181)

SMLT traps now properly indicate the SMLT ID on which they occurred.
Previoudly, the MLT ID was erroneously reported. (Q00674114)

When aMLT with non-ATM portsis added to aVLAN with an ATM port
member, the MLT ports no longer become tagged incorrectly. (Q00673256)

The IST connection can now distinguish between data from current and
previous sessions. This avoids potential issues with wrong TCP sequence
numbers after IST failures. (Q00677064-01)

IP unicast

ARP

ARP packets are now properly forwarded across POS bridging linksin the 8003
chassis. (Q00664911)

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



52 Bugs fixed in this release

BGP

Inthisrelease, aflag has been introduced config i p bgp quick-start
<enabl e| di sabl e>. Thisflag, when set to enable, avoids imposing the flap
penalty on BGP peers and forces peers to transition from the IDLE state.
(Q00661603-01)

Thereisno longer an issue of adding a BGP route if the next-hop of the BGP
routeis adirectly connected BGP peer itself, and the route for next-hop is not
yet resolved. (Q00661613-01)

When displaying the BGP routes using Device Manager, the Aggr egat or As
and Aggr egat or Addr ess fields are now populated correctly.
(Q00668539-01)

When BGP global aggregation is deleted, an error message is no longer
generated. (Q00668579-01)

The BGP decision processis now accurate for internal peers. (Q00640147-01)

IP routing

A routing policy with amisconfigured mat ch- sr ¢ field no longer resultsin
switch instability. (Q00674848)

Configuring arouting policy with mat ch- conmuni t y- exact now resultsin
the policy being applied to both inbound and outbound policies.
(Q00695317-01)

OSPF

A Passport 8600 switch no longer creates an entry in the routing table for the
Type-7 LSAswhose forwarding addressisan “inter-area’ route. (Q00718895)

"Match-community" is no longer displayed in the configuration file if a
community list is not configured or deleted. (Q00693795)

If acommunity or AS path list is deleted, it is now also removed from the
route policy. (Q00684509-01)

As-External route with forwarding address set to some non-zero value will be
classified as ECMP route. (Q00696568)
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IP multicast

DVMRP

*  When a DVMRP route change determines a better metric for a multicast
stream from the same upstream router, a prune or graft is now resent whether
the downstream router has a receiver or not. (Q00687543)

* A downstream router with no receiver attached to it now sends prune
messages at specified intervals of 3 minutes to eliminate the traffic getting
leaked to itself. This takes care of the link transition between some remote
upstreams and the traffic leak resulting from therein.

(Q00705460, Q00712891)

IGMP

e TheCLI command show i p i gnp cache now properly displays all active
group information. (Q00671309)

*  When a Passport 8600 switch is configuredintheL2 1 GWP SNOOPI NG
nmode, and there are multiple senders on the networks which send data to the
same multicast group, al multicast streams are now forwarded to the
corresponding receivers even if one of the senders to the multicast group stops
or is terminated. (Q00656807-03)

Known limitations and considerations in this release

This section describes issues and limitations known to exist in this software
release. The section includes the following topics:

Topic Page
Platform 54
Switch management 55
Hardware 62
Layer 2 switching 68
Filters and bandwidth control 71
IP unicast 74
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Topic Page

IP multicast 81

IPX routing 87
Platform

To avoid disk cache errors or disk read failures before a CPU switchover
(except for hot-standby), execute the CLI command pcnti a- st op before
removing the PCMCIA card. (Q00527228)

When you change the bootconfig flag 8100-mode from f al se tot r ue
(8600 to 8100), you may see error messages and the switch may reset. Nortel
Networks recommends that you modify the boot . cf g file manually, offline,
transfer the file to the switch, and reboot the switch. (Q00278145)

After FTPing a host image to a switch, errors may occur and the image may
be deleted from the flash. If this occurs, recopy the files. (Q00502846)
When viewing a prefix list usingtheconfig ip prefix-list 1 info
CLI command, thelist is displayed without page breaks even if theconfi g
cli nore true command is configured. (Q00516265)

Upon bootup or after a CPU failover, the error message ERROR
Task=t ChasServ RTC update on standby CPU fail ed! may appear.
It has no negative impact on the switch. (Q00527144)

In rare cases where there is a power outage between 3-5 seconds, you may see
a connection loss between the master and the standby CPU. (Q00415626)

When hotswapping modulesin an 8000 Series Chassis, wait for at least 30-45
seconds before reinserting the same modul e or a different module. Failure to
wait this amount of time could result in the module not initializing.
(Q00428915)

Data packets will be sent to the CPU during an ICMP redirect error condition
unlessthei cnp-redi rect - nsg featureis disabled. (Q00084232)

(Passport 8600)

During periods of high CPU activity, do not globally disable routing protocols
or flush routing tables. These actions could cause the CPU to prioritize these
commands over network control packet processing.

(Q00024204, Q00024060) (Passport 8600)

RADIUS configurations using the Passport 8100 are not supported with
HA-mode in thisrelease. (Q00157512)
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Switch management

Select atopic:

Topic Page
General 55
Device Manager 56
CLI 59
Web management 60
Management port 60
RMON 60
SNMP 61
Security 61
General

Disabling thet el net d bootflag prevents the use of the CLI command peer
t el net to communicate between two switch fabrics. (Q00595763-01)

Changing thef t pd flag fromf al se tot r ue does not take into effect
dynamically if the switch is booted with the f t pd flag setto f al se.
(Q00729120)

In HA-CPU mode, when toggling ftpd, tftpd, telnetd or rlogind flags on
master cpu from true to false and again from false to true, these changes do
not take into effect dynamically on the slave CPU. (Q00729744)

Nortel Networks recommends that you not mix GBICs with different settings
(specifically autonegotiation) in an MLT group. Because the configuration is
based on thefirst port of the MLT, a configuration including amix of SX and
1000BASE-T GBICswould fail if thefirst port has the autonegotiation set.
1000BASE-T GBICsdo not support autonegotiation (Q00596318).

It appears you can select DS3 framing types for an OC-3/0OC-12 port that
cannot be used. If you select an incorrect framing type, an error message is
generated. (Q00502251)

Syslog and Trap Log may not capture al log session messages for the Web
Switching Module. (Q00423460)
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TheCLI command save st andby supportsthe configuration file, but it does
not support trace or log files. (Q00418553)

On a Passport 8100 Series switch, the Management port on the Passport
8190SM module does not participate in the Autotopology™ agorithm for
network management software. You must enter the | P address of each
Passport 8100 switch as a seed address to have the topology of that switch
discovered by the network management software.

(Q00023301)

On a Passport 8000 Series switch, in rare cases, it is possible for a port to
become disabled during switch startup if traffic isingressing during the
modul e initialization.

To workaround thisissue, stop the traffic ingressing on the module and either
reseat the module or reboot the switch. (Q00044113) (Passport 8100/8600)

Device Manager and the CLI incorrectly allow you to configure alarge |PX
tick value (up to 2147483647). The actua maximum tick value that can be
used is 65535. Do not enter avalue higher than this. (Q00538449,
Q00538439)

Device Manager

The new feature (IDSVLAN) for the Web Switching Module, which requires
the configuration of additional parameters when configuring real servers,
groups and SLB advanced configuration is not supported by Device Manager
in this release. (Q00668225)

Device Manager does not properly call the correct help files when accessing
help in the Security > SNMP path. You can till find this information through
the table of contents in the help files. (Q00534761)

With HA enabled, you cannot edit multiple 10 GE LAN/WAN modul e ports
using Device Manager. (Q00535353)

In the OSPF tab (VLAN > I[P > OSPF), you cannot change the Hellolnterval
and RtrDeadI nterval and apply the changes at the sametime; if you attempt to
do so, the error messager cl pConf Gspf Hel | ol nterval . 2101: Router
dead-interval nust be a nultiple of the hello interval is
displayed. To workaround thisissue, first configure the RtrDeadInterval and
apply the change, then configure the Hellolnterval and apply the change.
(Q00533862)
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Device Manager does not properly display all fields in the IP multicast Next
Hop table. To workaround this issue, use the CLI command show i p
nr out e next - hop. (Q00531492)

The maximum number of enabled mirrored ports supported is 383. Because
the software processes enabl e/disabl e requests sequentially, if you

attempt to enable mirrored ports and the error message

rcDi agM rrorByPort Enabl e. 35: maxOF M rrori ngPort Al | owedExce
ed displays, it is because the disabled ports have not yet been recognized. To
workaround thisissue, first disable your selected mirrored ports and apply the
action prior to enabling new mirrored ports. (Q00089459)

In Device Manager, when a peer group is applied to a peer when the peer is
created, the inbound route policy is not correctly added to the peer. To work
around thisissue, reapply the peer group to the peer and the inbound policy
will be set correctly. (Q00517676)

Device Manager uses the default settings of the Java application launcher
when it is launched. These default fit most operations, but in large
configurations you may need to increase the default heap size setting in
Device Manager from 64MB to 128MB (-Xmx128m) to avoid display issues
or error messages, for example, j ava. | ang. Qut Of Menor yErr or.
(Q00487953)

In various protocols, Device Manager incorrectly allows you to set the
Set AsPat h Mode totag. Theset t ag featureis not supported in this
release. (Q00502166, Q00502162)

Multicast Flow Distribution is not supported in this release. However, Device
Manager online help may display help for this feature. (Q00527800)

Device Manager incorrectly displays the IPX network number in the ATM
1483 ELAN tab. You can view the correct IPX network numbersin the CLI
using the commands show port info atm 1483 or config atm
<port> pvc 1483 nux i nfo.(Q00523934)

You cannot enable or configure the Web Switching Modul e Web responder
using Device Manager. To enable and configure the Web responder, use the
CLI commandscfg sys httpandcfg sys wport (Q00432920)

You cannot configure Bootp parameters for the Web Switching Module using
Device Manager. To work around thisissue, use the CLI or the Web Switching
Module Element Manager software. (Q00432092)

Device Manager incorrectly displays information for the | P address of default
VLANA4093 using the following two paths: IP Routing > DVMRP> Interfaces
and IP Routing > PIM > Interfaces. (Q00248618)
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Device Manager allows you to create an authentication-key for simple
authentication longer than the 8-character maximum (1P Routing > OSPF >
Interface). To work around thisissue, enter only an 8 character string as your
authentication key. (Q00418387)

When abrouter port existsinaVLAN, you cannot create alP-based VLAN in
Device Manager (VLAN > STG > Insert (VLAN).

To workaround thisissue, create this VLAN type using the following CLI
commands:

config vlan <vlan id>
config vlan <vlan id> create byprotocol <sid> ip

config vlian <vlan id> info
(Q00416781)

Device Manager does not automatically assign adefault VLAN name (asis
the case when you use the CLI). (Q00224955)

You can configure an | P address with an invalid broadcast address using
Device Manager. (Q00224945)

In Device Manager, if you create atagged MLT with multiple byport VLAN
IDs selected, the resulting MLT will have only one VLAN initsVLAN ID
list. You have to reenter any missing VLAN IDsin the MLT dialog box.
(Q00207960-01)

Device Manager will not allow you to select a Gigabit port on a Passport
8616SX and a GBIC SX port on a Passport 8632TX module simultaneously.
Therefore, you are unable to graph the ports. You can only select ports of a
similar type for editing/graphing purposes. For example, you can select ATM
OC3 and ATM OC12 simultaneously. (Q00041550) (Passport 8632TX only)

In aSolaris environment, if you hold the left mouse button and drag the cursor
back and forth between cascade menus, Device Manager quits and displaysan
error message. Thisis a Java Runtime Environment issue. (Q00031469)
(Passport 8100/8600)

When you create a static route using a host |P address and mask, aNo such
I nst ance error message may be displayed the first time you try to view the
static route. If you refresh the display, the table displays the correct
information. (Q00044192) (Passport 8600)
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Device Manager displays the administrative configuration of the Management
port, but not the operational status. To see the current operational status of the
Management port, use this CLI command:

config bootconfig net mgnt info
(Q00035754)

When you add multiple global filter sets to a port using Device Manager, the
following error message may be displayed:

rclpFilterPortFilterList:172 apply duplicated gl obal
filter to port

When you refresh the display, the operation continues properly.
(Q00038808)

CLI

TheCLI commandconfi g et her <sl ot/ port>-<sl ot/ port> doesnot
support configurations containing the 10 GE LAN/WAN module.
(Q00480621)

The bridge entry for OC-3 and OC-12 links are not reported correctly in the
sh ports stats info stg extended CLI command outpuit.
(Q00342977)

When you save a configuration file with the CLI command save confi g
file <filename>, and<fil ename> isaduplicate of the filenamein flash,
awarning messageis not displayed that this operation will overwrite the
exiting file on the flash. (Q00418380)

On a Passport 8600 Series switch, no CLI commands exist to configure the
Device Manager equivalent of “Manual Edit” or “MAC Learning Entry.”
(Q00047767) (Passport 8600)

On a Passport 8000 Series switch, theshow sys t opol ogy CLI command
displays the wrong value for the port/slot of the management port.
(Q00048170) (Passport 8100/8600)

On a Passport 8000 Series switch, thecl ear port stats CLI command
does not clear STG and OSPF port statistics. (Q00043777)
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Web management

*  The Web Management Interface does not support performing lexicographic
ordering with Instance-ID's equal to or larger than 232, for example,
4,294,967,295. (Q00478480)

»  The Web management interface incorrectly displays fields for unsupported
features in Passport 8000 Switch Series Software Release 3.3. (Q00537594)

e Thereisno online help support built into the Web management interface for
3.3 features. If you try to open an unsupported feature, the following error
message will display:

Tftp Error

The file in the specified tftp server could not be
retrieved. Pl ease check if the path and the tftp server
address are correct.

click here for help on configuring help file path </
hel p_configure. htm >

Management port

* You can change, but not delete, the 869x CPU net management |P address
in the run-time mode. To delete the CPU net management | P address,
reboot the 869x CPU to boot monitor mode. In the boot monitor mode you
can delete the CPU management I P address by inputting the following 1P
address, net ngnt ip 0.0.0.0/0 cpu-slot <cpu slot #>
(Q00453989)

* Inredundant CPU switch configurations, if you are changing the master CPU
management | P address, the CLI may display the error message Mast er | P
shoul d be in sane subnet as Standby I P Tochangethe Master
CPU management | P address, reboot the Master CPU to boot monitor mode.
In the boot monitor change/del ete the CPU management | P. Save the boot.cfg
on the master and then save to the standby. (Q00454983)

RMON

The Passport 8600 switch CL1 incorrectly allows RMON History and Etherstatsto
be configured for ATM and POS ports, even though this functionality is not
supported for ATM and POS. (Q00041025)

(Passport 8600)
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SNMP

Passport 8000 Switch Series Software Release 3.3.4 is not fully compliant
with SNMPv3 RFCs: 2572, 2573, and 2574:

— Theagent does not properly handle unknown cont ext Engi nel Dvalues.
(Q00486049)

— After sending a SET on a new instance of vacmAccessReadVi ewNane
with avalue with the vacmAccess St at us excluded, the agent does not
return an inconsistent name, value, or an error. (Q00486966)

— The agent does not properly implement transitions of the
vacnBecurityToG oupSt at us object from the not Ready state.
(Q00486800)

— The agent does not properly implement transitions of the
vacnBecurit yToG oupSt at us object from the non-existent state.
(Q00486811)

— The agent does not increment snnpUnknownPDUHandl er s after
receiving malformed ASN1 packets. (Q00486105)

— Theagent doesn't return the expected error when creating a row without a
VacnGr Nane. (Q00486792)

Security

The boot flag setting for block-snmp (confi g bootconfig fl ags

bl ock- snnp) and the runtime config SSH secure (confi g sys set ssh
enabl e <true/fal se/ secure) both modify the block-snmp boot flag. If
enabling SSH secure, the block-snmp boot flag will be modifiedtot r ue and
the change will take effect after reboot. To set the block-snmp boot flag to

f al se, SSH secure mode should first be disabled. (Q00540689)

If there are SSHv1 clients (both Unix and PC) connected to the switch and
SSH is disabled the following error messages will display before the logout
message:

Swi tchC: 5# [09/24/02 13:41:16] ERROR Task=sshdSessi on
Wite failed: S_iosLib_INVALI D FI LE_DESCRI PTOR

(Q00528007)
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Hardware
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General

Passport 8608 Gigabit ports may not initialize if thereisa Alteon SF5112
firewall connected to any of the ports. This same issue may occur if thereisa
port connected to other Alteon products such as the Alteon 184 or 180e. To
workaround thisissue, disable auto negotiation on the Gigabit ports of both
the Passport and the Alteon switch prior to areboot. (Q00538075)

If you bring up aHA-CPU enabled switch with 8672 ATM/ATME/ATMM,
8683POS/POSE/POSM modules, or Web Switching Module in the chassis,
the modules will be brought offline. The 8672 ATM/ATME/ATMM,
8683POS/POSE/POSM, and the Web Switching Module are not supported in
HA-mode. (Q00421847, Q00233322, Q00157482)

The CLI command show vl an i nfo all doesnot display IGMP output.
(Q00278240) (Passport 8100)

CPU 1/O operations errors may be generated when a PCMCIA moduleis near
100% capacity. (Q00088823)

Under certain network conditions, error task messages may be generated with
references to the RAR with resulting error codes. Below isalist of error task
messages and a few examples of RAR (RaptAru Records) error codes:

ERROR Task=t Mai nTask rcl pAddRout e: rarAddl pRoute failed
with <error code>

ERROR Task=t Mai nTask rcl pVlanUp rarAddArp failed with
Status <error code>

ERROR Task=t Mai nTask rcl pSuper Net AddRout e: rar Addl pRout e
failed with <error code>
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ERROR Task=t Mai nTask rcl pAddRoute: rclpAddArp failed with
<error code>

ERROR Task=t Mai nTask rcl pModi f yNext Hop: rar Repl acel pRout e
failed with <error code>

Below isalist of the RAR error codes:

RAR_DUPLICATE -100 Duplicate Record

RAR_INCONSISTANT -101 Inconsistent Record between CPU and Hardware

RAR_TABLE_FULL -102 Record Table full

RAR_MGID_INUSE -103 MGID (Multicast Group ID) already used

RAR_INVALID_MGID -104 Invalid MGID (Multicast Group ID)

RAR_INVALID_PORT -105 Invalid Port

RAR_MGID_NOT_INUSE -106 MGID not used

RAR_INVALID_PARAMETER -107 Invalid Parameter

RAR_RECORD_NOT_FOUND -108 Record Not Found

RAR_WRITE_FAILED -109 The writing of a Record has failed

RAR_ARP_NOT_FOUND -110 The ARP has not been found

RAR_ARP_NOT_ROUTER -111 The ARP is not corresponding to a Router

RAR_NON_ZERO_REFERENCE_COUNT -112 Non-zero reference count

RAR_TOO_MANY_EQUAL_COST_PATHS -113 Too many equal cost paths
(Q00416517)

Passport 8672 ATM/ATME/ATMM module

»  Although the Passport 8600 switch software allows you to configure higher
VPl numbers than the supported PV Cs listed below (without a warning or
error message displaying), higher numbers do not function properly.

Interface VPI Bits Available PVCs
0OC12 1 1.3323 and below
OC12 2 3.1259 and below
0OC12 3 7.251 and below
0OC12 4-8 all available

ocC3 1 1.251 and below
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Interface VPI Bits Available PVCs
0ocC3 2-6 all available

DS3 1 0.2047 and below
DS3 2 1.1023 and below
DS3 3 3.511 and below
DS3 4 7.255 and below
DS3 5 15.127 and below
DS3 6 31.63 and below
DS3 7 63.31 and below
(Q00536665)

Nortel Networks strongly recommends that you do not hot swap any other
modul e-type during an insertion/de-insertion of an ATM module, and that you
wait at least 30 seconds (corresponding to the ATM initialization boot time)
before making any change in the hardware configuration of your chassis.
(Q00483414)

If aDS3 ATM MDA is not seated properly on the ATM modul e baseboard,
DS3 port status, port administrative status and port LED status may appear in
an “up” states, however, the PV Cs may remain in a down state.

For troubleshooting purposes, use these suggested steps to verify if the MDA
is properly seated (once the F5-OAM loopback feature is enabled, it can be
used to detect such conditions):

a Create an STG on the switch or use an existing group.
b CreateaVLAN under this STG group.

¢ AddATM portsto this STG and VLAN.

d

Create aPV C executing the CLI command confi g at m <sl ot/ port >
pvc create 0.1.

e Enable F5-OAM on this PV C (0.1) by executing the CLI command
config atm <sl ot/ port> pvc f5-oam 0.1 enabl e.

f Createan ELAN by executing the CLI command confi g at m <sl ot/
port> pvc 1483 bridged create vlan-id 0. 1.
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g Configurethe other end of the link and then executethe CLI command sh
ports info atmf5 <sl ot/ port>toverify thePVCisup. If itisnot
up, then remove, reseat and refasten the MDA.

(Q00539342)

When the switch is soft reset, ATM 1/0O modules do not properly drop link
during the booting state. (Q00499717)

STG change detection is enabled on all STG ports by default. This parameter
cannot be disabled on DS3 ports. (Q00526054)

The CLI incorrectly allows you to assign atraffic filter on a DS3 port, even
though ATM does not support Diff Serv. (Q00526070)

If you have the F5-OAM Request feature enabled, and you recycle the chassis
(power on/power off), intermittently, the LOOPBACK REPLY SENT field of
theshow ports info atmf5 CLI command output will not be updated. A
chassisr eset will not restore thisinformation.

To workaround this issue, perform another chassis recycle procedure. Note,
this behavior has no effect on the behavior of F5-OAM L oopback request/
reply mechanism. (Q00432989)

Passport 8683POS module

When a POS port is administratively disabled and then administratively enabled,

STPisdisabled or enabled according to the BCP state. So, if BCP is enabled and
STPisdisabled, STPwill become enabled because BCP was enabled. In this case,
you will need to manually disable STP. (Q00281408)

Web Switching Module

With firewall load balancing (FWLB) in a configuration containing four Web
Switching Maodules, persistence binding using Secure Socket layer session ID
on service https does not function properly. This does not affect other
persistence binding settings, for example, clientlD/cookie settings and FWLB
operations. (Q00535591)

Setting aNUL L password for a Web Switching M odule username is not
supported. If aNULL password is set for a username, the username will not
be authenticated at the Web Switching M odule maintenance port, though a
connection to the Web Switching Module can be made through the Passport
CLI using the command wsm connect . (Q00532908)
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The CLI command save confi g createsor updates the wsmtrunk.bin in
flash if aWeb Switching Moduleis present in the Passport 8600 chassis. If the
Web Switching Module is removed from the 8600 chassis and wsmtrunk.bin
ispresent in the flash, the command save confi g updatesthe wsmtrunk.bin
present in the flash. If you delete the wsmtrunk.bin file present in the flash and
aWeb Switching Module is inserted in Passport 8600 chassis, the Web
Switching Module configurations for VLAN and MLT are reset to the factory
default. For more information about the wsmtrunk.bin file, see Installing the
Web Switching Module for the 8000 Series Switch (part number 314969-A).
(Q00520252)

If aWeb Switching Module is present in a Passport 8600 chassis and MLTs
are created dynamically for the Web Switching Module, these MLTs are not
allowed to be set to SMLT. For both CLI and JDM operation, the MLT is
verified before it is set to SMLT. In Device Manager, if aMLT isthe Web
Switching Module MLT, then theml t Type isnot allowed to be set to SMLT.
(Q00227876)

There error message ERROR Task=WsnPr eConf i gTask

wsmAddVl anToTr unk: Consi stency check fail ed isdisplayedif
thereis an inconsistency in the wsmtrunk.bin file and the Passport 8600
configuration file. In the Passport 8600, information for the assignment of
VLANSsto dynamic MLT connections for the Web Switching Module is
stored in wsmtrunk.bin file. If the operation for adding MLT toaVLAN
during Web Switching Moduleinitialization process fails, the above error
message is displayed in Passport 8600 CLI. To correct thisissue, the
wsmtrunk.bin can be deleted and re-created using the CLI command save
confi g. Notethat the information stored in the wsmtrunk.bin file will be lost
if thefileisdeleted and the Passport 8600/Web Switching Module is rebooted.
(Q00497469)

If apolicy-based VLAN is configured on a Passport 8600 and Web Switching
Module BFM ports are added into the Not_Allow member list in that VLAN,
in the case where aWeb Switching Module is relocated to a new slot in the
Passport 8600 chassis, the BFM ports will not display in the Not_Allow
member column after the Web Switching Module is rebooted. Functionality
of the VLAN is not affected as these ports do not participate in the VLAN as
active members. (Q00527151)
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When using four Web Switching Modules in one Passport 8600 chassis
(8010) with a Firewall Load Balancing (FWLB) configuration, removing one
of the firewall connections on the clean side may result in a display of
incorrect information about the reference port in the Web Switching Module
forwarding table. The displayed information is corrected in a short time
period (usually within 5 minutes), and has no effect on the Web Switching
Modules FWLB operation. (Q00522296)

A wsmtrunk.bin fileis not portable from one Web Switching Module to
another. A configuration saved in awsmtrunk.bin file is bound with the
Switch Mac Address of the Web Switching Module. If aWeb Switching
Module is replaced with a new Web Switching Module in the same slot,
dynamic MLT configuration return to the default settings. See Installing the
Web Switching Module for the 8000 Series Switch, (part number 314969-A)
for the procedure to replace aWSM Module and restore your configuration.
(Q00458795)

When a Web Switching Module isreset using the / wsmf wsnr eset CLI
command, the last software version that the Web Switching Module used to
reboot incorrectly displays while the Web Switching Moduleisin abooting
state. (Q00469612)

10 GE LAN/WAN module

Nortel Networks recommends that if you are using a 10 Gigabit Ethernet
Module: 8681X LR or 8681X LW with 3.3.x software code that you upgrade to
the Passport 8000 Series Switch Software Release 3.5.

In rare cases, after disabling and then reenabling a 10GE LAN module port
(manua action, reboot, or link flap), the link cannot initialize or there may be
adelay of afew seconds before the link does initialize. Bouncing the port
through the CLI or Device Manager resolves this issue. (Q00486214)

FDB filter entries may be removed if the 10 GE LAN/WAN moduleis
hot-swapped. If you have FDB filters and you need to hot-swap your 10 GE
LAN/WAN module, power down the switch, swap the modules, and then
power up the switch. (Q00532602)

The STP standard (802.1D) does not specify any pathcost calculation for a 10
GE LAN/WAN interface. Nortel Networks recommends that you keep the
value of the STG priority for aport to as low avalue as possible (which
should guarantee that this port is active after the STP calculation). While the
default value istypically 128, it is recommended that you use avalue equal to
or lessthan 10. (Q00259692)
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Note: Refer to Using the 10 Gigabit Ethernet Modules. 8681XLR and

=>|  8681XLW (part number 315893-A) for more information about concepts,

limitations and considerations when configuring your 10 GE LAN/WAN
module.

Layer 2 switching

Select atopic

Topic Page
General 68
High availability (HA) mode 68
SMLT and VRRP 70
MLT/SMLT 69
VLANs 70
STP 70
General

You can incorrectly create, modify, and del ete access policies when you are
logged into the CLI asalayer 2 user. (Q00338574)

You can incorrectly assign or remove an IP addresson aVLAN when you are
logged into the CLI asalayer 2 user. Thisissue does not apply to assigning or
removing | P addresses on a port. (Q00337907)

High availability (HA) mode

RMON configurations are not synchronized in HA mode. (Q00535146)
Brouter port configurations are not supported in HA mode. (Q00532910)
Trace auto-enable parameters are not synced in HA mode. (Q00505814)

No error message is displayed if you do not have matching software versions
on the primary and secondary CPU and arein HA mode. (Q00248522)
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When you configure a CPU for HA-CPU in the absence of a standby CPU,
you will not receive a warning message that indicates that the standby CPU is
not available. In addition, HA-CPU is not disabled automatically.
(Q00246794)

When you remove your standby CPU with an older version of software code
with HA-CPU enabled, and then install your CPU with Passport 8000 Series
Switch Software Release 3.3 installed without HA -CPU enabled, HA-CPU
will not be enabled during the synchronization process. Therefore, the standby
CPU will remain in adisabled state and the master CPU will remain in the
initialization state. (Q00469480, Q00283033)

When a Passport 8600 chassis is configured with factory default settings, and
then HA-CPU is enabled, the save-to-standby feature is also enabled. After
disabling HA-CPU, and rebooting the switch, the savetostandby feature
remains enabled. (Q00468677)

When the HA-CPU flag is enabled, theveri fy-confi g flagis
automatically settof al se. Thisalowsyou to load alayer 3 configuration in
HA-mode. If the flag was set to t r ue (which is the default value) the switch
would fail to load the configuration when it is booted. With release 3.3, HA
(High Availability) has the ability to support some layer 3 configurations
(static routesy ARP entries) and if the verify-config flagisset tot r ue, loading
of the configuration stops at the first error. (Q00108384)

After afailover (HA enabled), wait until the messagesyncing is

conpl et e isdisplayed on the console prior to replacing a GBIC in a Passport
8608GB or Passport 8632T X E to avoid port types not being recognized.
(Q00157375)

After afailover (HA enabled), if the new master CPU does not complete table
synchronization prior to another failover, the new master CPU will reboot.
(Q00157504)

MLT/SMLT

This section describes MLT and SMLT behavior with specific protocols.

General

If astatic ARP entry is created on an MLT port, and that port isremoved from
the MLT, the ARP entry follows the port and no longer corresponds with the
MLT. (Q00647998)

Release Notes for the Passport 8000 Series Switch Software Release 3.3.4



70 Known limitations and considerations in this release

»  On aPassport 8600 switch, a port added to an MLT does not automatically
assume the DiffServ properties of the MLT. You must manually configure the
correct DiffServ settings for the port. (Q00428992) (Passport 8600)

*  On aPassport 8600 Series switch, thermonitor nlt stats interface
CLI command displays an invalid value for utilization percentage.
(Q00043890) (Passport 8600)

SMLT and Spanning Tree

Spanning Tree is not supported on SMLT/IST ports. (Q00303475)

SMLT and VRRP

This section describes SMLT and VRRP behavior with specific protocols.

« TheVRRP virtual |P address and the VLAN |P address cannot be the same
when backup-master is enabled.

VLANs

» Nortel Networks recommends that you not save a configuration that includes
an | P protocol-based VLAN without an assigned port. If you have another 1P
protocol-based VLAN configured, and that second VLAN has ports, the first
IP Protocol-based VLAN, if it has alower 1D, will have the ports assigned
after the reboot. You should remove the | P protocol-based VLAN from the
configuration before saving the configuration file. (Q00494125-01)

* ThelN and OUT FLOWCNTRL port statistics are no longer displayed under
show port stat interface main for Passport 8608 modules. This
statistic is not accurate for these modules and has been suppressed from the
CLI output. The FLOWCNTRL statistics can a so be seen in Device Manager
under Graph > Port, but the numbers are inaccurate for the 8608 modul es.
(Q00470266-02)

STP

Disabling STP at the port level is not dynamic. The BDPUs are still received and
processed as if the port has STP enabled, even though the port state shows that
STPisdisabled. The change takes effect only after a state transition occurs on the
port whereby the BDPU received on the port is not processed. (Q00323156)
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Filters and bandwidth control

This section describes the known filters and bandwidth issues and limitations that
exist in this release, and includes the following topics:

Topic Page
Filters 71
QoS 73
DiffServ 73
Rate limiting 74
Unknown MAC discard 74
Filters

Table 5 describes considerations for | P filters.

Table 5 |P filter considerations

Filter type Number

Filter IDs (any type)
Global filters

1..3071 (including global and source/dest filters)

8 per RAPTARU (group of 8 10/100 ports or 1 Gig port)
Filters set IDs (any type) 128

Global filters set IDs 1..100 (range)

Source/Dest Filter set IDs

300..1000 (range)

Number of filters per set

32 (maximum)

Number of sets per port
(any type)

32 (maximum)

Number of filters per port

1024 (maximum) (32 * 32)

» To configure afilter to filter on fragmented packets, the filter must be
configured withthe | p- f ragment variable settot rue and the sr c/ dst

variable set to equal

t 0. (Q00682587)

e Thefilter condition "Match DS-field" does not apply to globa filters when
applied to DIFFSERV access ports. (Q00611842)
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If an IPfilter is configured on aport to set the default action to drop, thelist of
"source discard set" ports and "destination discard set" ports (viewable by
executing the CLI commandsshow vl an info fdb-filter <vlan id>
andconfig vlan <id> fdb-filter info)willincludethisport. If the
port is manually removed from either of these sets, the IP filter will not work
properly. In addition, if an IP filter's default mode on a port is changed from
drop to forward, that port will be removed from the source discard list and
destination discard list of ALL fdb-filters. (Q00612400-01)

You must delete all multimedia streams prior to deleting the associated
device. (Q00535647)

Zero-mask source-type | P filters are not effective for incoming source |P
addresses for which an IP route or ARP or a matching non-zero-mask subnet
I P source/destination filter does not exist (Q00528807)

If adestination filter is set to drop local bridged traffic, the ingress traffic sent
to an end device will not be dropped (you have to use global filtersto realize
this function), but the traffic sent to |P interface of the VLAN (CPU) will be
dropped. If the traffic is a“traceroute” packet sent to the CPU, it won't be
dropped (the CPU replies to the originator with an ICMP TTL expired
message). (Q00464627)

The maximum number of multimediafilters you can configure is one
multimedia filter enabled per port and two multimedia filters enabled per
system. If you attempt to configure more than the specified limit, an error
message will display. (Q00501427)

Modification of DSCP values using global filtersif the destination addressis
0.0.0.0is not supported on E-modules. (Q00427253, Q00509096)

A protocol port number is not used as a match criterion if an IP addressis
specified for a Multimedia Device (Q00477434)

When viewing IP traffic filter statistics, the rcFilterlnOctets,
rclpFilterlnPackets, and rcl pFilterRatelimitDiscardPacketsCounter may not
be consistent between the MIB variable and the CL 1. Both sources are correct.
The difference is due to the MIB variable using a 32-bit counter and the CLI
using a 64-bit counter. Device Manager does not have access to the I P traffic
filter statistics. (Q00247020)

On a Passport 8600 switch, to create a static MAC filter, if the MAC address
to be used in the filter was |earned dynamically, you must flush the forwarding
database (fdb) first. (Q00024659)
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»  On aPassport 8600 switch, an fdb-filter may be displayed for VLANs which
it is not assigned to. Thisissue iswith the display only and does not affect
functionality. (Q00041001)

»  On aPassport 8600 switch, you must apply filtersindividually to each port in
an MLT. (Q00043648, Q00045276-01)

*  On aPassport 8600 switch, when you usetheshow vl an info all CLI
command to display fdb-filters, each filter is displayed a number of times
equal to the total number of VLANSs on the switch. (Q00043780)

QoS

e Thetransl at e- dscp flag does not work for profiles. If applied to afilter,
the profile in and out DSCP settings will override the filter settings even if
translate-dscp is disabled. (Q00539793)

e A vaueof 000000 in InProfile or OutProfile changes the DSCP fidd of the
packets. (Q00085495)

»  On aPassport 8600 switch, when you route without filters, the bitsin the
DiffServMatchDscpReserved field are not preserved unlesstraffic is
forwarded through afilter. (Q00024228)

DiffServ

On a Passport 8600 switch, under normal conditions, global filters can modify the
DSCP value if you have enabled the dscp parameter for theconfig ip
traffic-filter filter nodify CLIcommand orthe

Di f f Ser viodi f yDscpEnabl e parameter on the |P Routing > Filter > Insert tab
in Device Manager. The port QoS, VLAN QoS, or MAC QoS settings should also
modify the DSCP value if one of these QoS levelsis greater than the DSCP value
specified by thefilter (QoS level-to-DSCP mapping table). In thisrelease, the port
QoS and VLAN QoS do not override the DSCP value specified in the filter. To
override the filter DSCP value, you must use the MAC QoS level. In Device
Manager, set the QoS level for aMAC address using the Forwarding tab (reached
by choosing VLAN > VLANSs > Bridging). Enter avalue in the QosLevel field.
(Q00040984) (Passport 8600)
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Rate limiting

On a Passport 8000 Series switch, broadcast traffic is rate limited at the multicast
value if no value is configured for broadcast. (Q00042995)

Unknown MAC discard

On aPassport 8600 switch, enabling the Unknown MAC Discard feature on a port
does not flush existing MAC addresses from the FDB table. You must flush the
table manually. (Q00039672)

IP unicast
Select atopic:
Topic Page
General 74
IP policies 75
BGP 77
DHCP/UDP 79
OSPF 79
RIP 80
VRRP 80
General

* If youareusing VLAN 4093 and you have an assigned | P address, the IP
address will work, but it will not display in the I P routing table. (Q00525239)

»  When you configure more than 256 VLANswith an assigned IP addressin a
SMLT configuration with the last VLAN configured with VRRP, and the
switch with the highest VRRP priority receives an ARP from the sender with
the same | P address, the following message will appear on the console: ERROR
Task=t Mai nTask port Get Port Num invalid physical port.You
must use a separate dedicated |P address for VRRP. (Q00487614)

e Interrupting a RSH session (*CTRL-C) may result in CPU lockup. An
established telnet session will remain active if no CLI commands are
executed. Any attempt to create atelnet/rsh/ssh session will fail. (Q00426337)
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IP policies
Creating and editing a route policy

When you create a route-policy using Device Manager, you have the option of
selecting the ID number. When you create a route-policy using the CLI, the
route-policy 1D isautomatically generated.

You can configure route policies to be used for In, Out, and Redistribute purposes
by all protocols.

Figure 9 reflects the accept and announce policies for RIP, OSPF, and BGP
protocols. It aso reflects which matching criteria are applicable for a certain
routing policy.

For more information about | P routing policies, see Configuring IP Routing
Operations (part number 314720-A).
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Figure 9 Protocol Route Policy table
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Immediately after a conversion from Passport software release 3.1, the IP
policy prefix index is shown as 1001, 1002, 2001, 2002, etc.

To work around thisissue, reboot with a converted Passport 3.2 configuration
and the policy prefix index returnsto 1,2,3, etc. (Q00093453)

BGP

Caution: Thereare no enable or disable commandsin the CLI tree under
@ confi g/ i p/ bgp/ nei ghbor. Executing the enabl e/ di sabl e
command at that CLI will result in the state of BGP being enabled or
disabled. The correct CLI command to useisadmi n- st at e enabl e or
adnmi n- st at e di sabl e. (Q00137838)

Routes are incorrectly aggregated when the routes have different MEDs or
Next Hops. (Q00252393)

Inthisrelease, theinvalid router 1D statistics are not incremented correctly for
BGP neighbor statisticsin Device Manager and the CL1. (Q00507638)

Even though Device Manager and the CLI contain options to enable the
automatic tagging feature in BGP, this feature is not supported in this release.
Enabling this tag has no effect. (Q00502170)

Device Manager does not properly display the cluster IDs for BGP routes.
You can view BGP route cluster IDs using the CLI command show i p bgp
r out e. (Q00525859)

When aroute policy is applied to a BGP peer, a message is incorrectly
prompted on the consol e to bounce BGP for route policy to take effect. This
message should only be displayed when accessing the switch from atelnet
session. (Q00516654, Q00510171)

TheBGP command config ip bgp redistribute direct isnotin
compliance with the CLI1 nomenclature and should beconfig i p bgp
redi stributel ocal . Thiswill befixedinafuture release. (Q00528995)

To avoid route rejections from a peer, before performing any route-policy
configuration within BGP, be sure to always enabl e the protocol prior to
making configuration changes. This does not apply to global route policy
configurations which can be configured at anytime. (Q00533820)

When changing the route reflector configuration in BGP using the CLI
command config i p bgp route-reflector,itisnecessary to next
disable and then re-enable BGP for the changes to take effect. (Q00532889)
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Do not use Device Manager to enable policiesif BGP policies are configured.
BGP into OSPF redistribution is supported only from the command line
interface, not Device Manager. For example, use the CLI command confi g
ip ospf redistribute bgp apply.(Q00531897)

Replacing static routes with the set-inject-list CLI command does not work
properly with BGP. To work around this issue:

a Tosummarize the routesthat are locally originated and are being
redistributed to BGP, for example, direct and static, enter the CLI
command config i p bgp auto-sunmary enabl e.

b  Apply your changes using the CLI command config i p bgp red
static apply.

(Q00522821)

The Web Management interface does not correctly display BGP route
preferences (Layer3 > IP> Route Preference). (Q00517857)

A route while being injected by network command can get metric information
from redistribute if it is being injected by network and redistribute both.
(Q00526957)

BGP dlows any name to be used as a peer group name. This can generate
confusion when using names that are also CLI command. Nortel Networks
recommends that you avoid using CLI commands as peer group names.
(Q00487979)

When disabling I P forwarding, BGP will maintain its neighbors and also
exchange route information. Be sure to disable BGP when disabling IP
forwarding to prevent black holes. (Q00518921)

Aninvalid error message is displayed when you del ete a nonexistent route
policy. (Q00504510)

Routes are incorrectly aggregated when the routes have different MEDs or
Next Hops. (Q00252393)

Device Manager and the CL I incorrectly allow you to enter avalue of 0 in the
| ocal - as field when configuring BGP. The correct range of values for this
parameter are from 1 to 65535. Entering a value of 0 will prevent you from
being able to globally enable BGP. (Q00471894)

Arranging the path attributes in ascending order, which is an optional
optimization, is not supported in this release.(Q00176871)
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DHCP/UDP

You can configure up to 16 UDP forwarding list IDs. Device Manager incorrectly
displaysthe range of allowed IDs as 1...100 but the CL 1 displays the correct range
of alowed IDs as 1...1000. (Q00322145)

OSPF

In amixed vendor environment, you may need to change the 8600s OSPF
default Rt r Deadl nt er val from the factory default to 40 seconds.
(Q00138349-01)

A condition may occur in which when alarge number of VLANs are
configured with OSPF, the buffer may temporarily exceed buffer space. Inthis
case, the following error message will display: | P ERROR i pPkt Qut :
can't copy franme buffer!.Towork around thisissue, reduce the
number of broadcast OSPF interfaces so that there is least one broadcast
OSPF interface per area, with the total not exceeding 96. The remainder can
be used as passive OSPF interfaces. (Q00521156)

If you delete an OSPF interface configured for simple authentication, and then
reconfigure the interface, the authentication values from the original interface
authentication-key are retained along with non-specified characters.
(Q00422614)

After you delete an OSPF interface, the OSPF interface configuration remains
in the memory. Thisissue occurs even if you save your configuration after
deleting the OSPF interface and resetting the switch. However, functionality
is not affected as the OSPF interfaces are recreated in an administratively
disabled state. They will remain disabled unless you manually change their
state. In addition, if you delete the 1P address corresponding to the deleted
OSPF interface, the remaining stored information regarding the OSPF
interface is deleted. (Q00419072)

For clarification, when reading OSPF statistics, theshow i p ospf area
CLI command displays the number of intraarea SPF runs per area, and the
show i p ospf stats CLI command displaysthetotal number of SPF runs
including intra, inter and AS external SPF runs. (Q00419224)

On a Passport 8600 switch, virtual link information is not saved if the
auto-virtual featureis enabled. If you want to save your virtual link
configuration, first disable the auto-virtual feature and then configure the
virtual link information statically. (Q00072039, Q00072038)
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On a Passport 8600 switch, OSPF statistics are not available on a port or ports

that belong to a VLAN. When graphing one port, the OSPF tab in Device

Manager is unavailable. When graphing a brouter port or multiple ports, the
OSPF tab is available. (Q00041794).

RIP

RIP timeout values are not displayed inthesho ip rip info CLI
command display output. Thisinformation can be retrieved in the display
output of theconfig ip rip info CLI command. (Q00469135)

When configuring a RIP announce policy, the match protocol field can have
the values any or local, ospf, rip, static, or acombination of these values.
When you apply the policy a search is made for a match of the configured
field with the protocol through which the routeislearned. Thisfield is used
only for RIP announce policies, and otherwise ignored. (Q00510250-02)

VRRP

Ping packets larger than 1472 bytes will fail to reach a VRRP IP address.
(Q00498626-02)

A VRRP transition log message displays the incorrect VLAN ID for VRRP
configured on aVLAN. However, for VRRP on brouter ports, the VRRP
transition log message displays the correct slot/port value. (Q00522473)

When SNMP trap receivers are created and the | P addressis not reachable, the
switch sends the cppCheckV rrpMaster to the CPU. This packet will continue
to resend to the CPU until the trap receiver address is removed.
(Q00297197-01)

VRRP transition may occur when any I/O module is removed from the
chassis. Thistransition is seen only in the log file, showing the VRRP
transition from backup to master and then again to backup. This VRRP
transition should not cause any dataloss. (Q00519363)

VRRP incorrectly allows you to create multiple VRRP interfaces sharing the
same VRID. (Q00510996)

VRRP hotstandby (with WebOS software version 10.0.29.0) is not supported
in this release. (Q00249554)

The VRRP virtual IP address and the VLAN |P address cannot be the same
when backup-master is enabled.

The VRRP preempt hold-down timer feature is not supported in this release.
(Q00287299)
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IP multicast
Select atopic:
Topic Page
General 81
IGMP 83
DVMRP 83
PIM 84
MBR 86
General

When a Passport 8600 switch is configured asa PIM-MBR switch and the IP
address of a PIM/DVMRP brouter port is removed followed by disabling the
PIM-MBR global flag, the following error message may display:

| PMC ERROR i pnBSysSet Egr essDi scSubnet G- oup FAIL
Modi f yAr | pnrcGr oupACB G <group address> InVlanld zzz
Acbl ndex 64.

(QV0612355)

If you have two Passport 8600 switches connected through an MLT, with IP
multicast flowing between both switches, you must enable/disable multicast
on both switches (IGMP or DVMRP). If you do not, multicast traffic |oops
may occur. (Q00146547)

Aninterface in a prune pending state will send join messages to the upstream
source. Therefore, upstream routers in the same VLAN will take longer to
prune an (S,G) entry in aforwarding state. The time to prune will vary with
the number of routersin the spanning VLAN. (Q00154810)

When using the Multicast Router Discovery protocol on a Passport
8100/8600 connected to other devices implementing this protocol,

there could be interoperability issues given that the Passport 8600
implementation sends multicast router discovery messages to the
224.0.0.2 address (all routers address) based on the fact that early

drafts did not define this destination address. Newer drafts
(http://ietf.org/internet-drafts/draft-ietf-idmr-igmp-mrdisc-10.txt), define
the destination address as the all hosts address of 224.0.0.1 and devices
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implementing Multicast Router Discovery protocol based on the latest drafts
will not interoperate with the Passport 8100/8600, unless they are able to send
and receive Multicast Router Discovery messages using the 224.0.0.2 address.
(Q00309216)

The flush group feature is supported only for IGMP snooping. (Q00428284)

The flush sender feature is supported only for IGMP snooping. (Q00254719,
Q00254720, Q00391515)

Multicast routing with PIM and DV M RP enabled is not supported on the edge
switch of a Triangle SMLT configuration. In addition, IP multicast routing is
not supported on SMLT square and cross configurations. See Network Design
Guidelines & Implementation Notes (part number 313197-B) for a detailed
discussion on these subjects. (Q00080536) (Passport 8600)

However, IGMP Snooping is supported and queries for agiven VLAN must
be placed on one switch only. (Q00072438, Q00075866) (Passport 8600)

On aPassport 8000 Series switch, I|P multicast traffic is not distributed across
MLT links; however, failover between links is supported. (Q00020899,
(Q00091731) (Passport 8100)

On aPassport 8600 switch, you must configure the IGMP Query Interval with
avalue higher than 5 to prevent the switch from dropping some multicast
traffic. (Q00021069, Q00025086)

In a configuration contai ning non-E modules, when a Passport 8600 switch
receives an | P multicast packet witha TTL of 1, the packet is sent to the CPU
and dropped. To prevent this problem, make sure the originating application
uses a hop count large enough to enable the multicast streamsto travel the
network and reach all destinations without reachinga TTL of 1.

When two Passport 8600 switches are involved, you can also prevent the
switch from unnecessarily receiving and dropping egressing multicast traffic
withaTTL of 1 by setting the TTL threshold on the neighboring switches. In
Device Manager, choose | P Routing > Multicast > Interface and set the TTL
to 2 so the switch will drop al packetswith a TTL less than 2. After you
changethe TTL value, disable DVMRP and reenable it again to activate the
change. (Q00022968, Q00023583)
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IGMP

In the Web management interface, in the IGMP sender table, the TPor t  field
doesn't display the active ports. (Q00519999)

The Web management interface does not display the correct timein the IGMP
Cache table. (Q00520033)

In the Web management interface, the IGMP group table may not display al
active IGMP groups. (Q00519947)

The CLI displaystheincorrect count for total igmp static receivers and unique
groups if you interrupt the display. However, if you allow the display to
continue until finished processing, the correct counts are displayed.
(Q00522292)

In the Web management interface, although IGMPv3 is not supported in this
release, some CLI commands may display for this feature. (Q00520033)

On a Passport 8600 Series switch, using a static querier port or changing a
guerier port in IGMP Snoop when the number of multicast streamsis high,
may cause occasional multicast traffic delays or interruptions. It may result in
multicast data loss for a short period of time. (Q00041423) (Passport 8600)

On a Passport 8000 Series switch, IGMP Snoop static entries (such as static
group receivers and static group not allowed to join ports) configured for a
port are not removed when the module containing that port is removed from
the chassis. These static entries are still displayed as valid. Thisissue does not
affect the operation of the switch or the configuration file when saved.
(Q00042216)

DVMRP

The interface in the mroute route table always displays the interface
connected to the upstream, regardless of whether it isabridged or a
routed session. (Q00421696)

When you first globally enable DVMRP on the switch, a 30 second timer
routine initializes the DVMRP protocol (e.g., static source group table).
During thisinitialization period, the CLI output for the command show i p
dvnr p i nf o will display global DVMRP settings as disabled, and the
config i p dvnrp info output will display “enabled.” Thisisaknown
behavior of global DVMRP initiaization. (Q00209708)
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Changing the subnet mask configuration for DVMRP interfaces may cause
network instability if the interface has DVMRP enabled. In order to avoid this
issue, disable DV MRP on both sides of the interface before making subnet
mask configuration changes. DV MRP can be reenabled after the change is
performed. (Q00078084, Q00087301, Q00087305)

PIM

The following PIM CLI commands are not supported in this release:
— config vlan <vid> ip pi mcandbsr
enabl e preference <val ue>
di sabl e
info
— config ether <slot/port> ip pimcandbsr
enabl e preference <val ue>
di sabl e
i nfo
(Q00527810)
Static RP cannot be enabled or configured on a switch in a mixed mode of

Candidate RP and Static RP switches, if a switch needs to learn a RP-set and
has a unicast route to reach the BSR through this switch.

Example configuration 1

SW3 (BSR) - Sw4 (Candi date RP)

I
I
Sw2 (cannot be configured as static RP)
I

I
Swl (PIM enabled, needsto learn RP-set through Sw2)
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Example configuration 2

Sw3 (BSR) - Sw4 (Candidate RP)
|/
| Swa

| Sw5

/ (cannot be configured as a static RP)
| Swe
| /

Swl (PIM enabled, does have arouteto BSR through Sw5, but shortest path
route to BSR is through Sw2). (Q00474113)

To avoid multicast data loss, the MBR needs to be the last switch to be
activated in amulticast domain that contain both PIM and DVMRP
configurations. For any reason, if the DVMRP interfaceto MBR is reset,
re-activate the MBR after DV MRP becomes stable. (Q00529109)

You cannot configure a static RP-only switch with alocal RP when other
switches in the domain are configured with candidate RPs. (Q00474120)

Additional (S,G) join ports may occur if thereis an extended VLAN with
multiple ports. While only one port receives the (S,G) join, the other ports
receive the (*, G) Join. Traffic is then forwarded to the extrajoin ports but is
discarded at downstream switches. (Q00093461)

On aVLAN spanning more than 2 switches, SPT pat h j oi ns arereceived
on one port of the spanning VLAN. The messages on the VLAN port on
which RP-to-source prune messages are received will not be properly pruned
and will stay in a prune pending state (because of overriding joins received on
the port in the SPT path). (Q00421566)

The non-DR switch receives double traffic when areceiver is connected to a
non-DR switch and the unicast route (shortest path) towards the source is not
through a DR switch. Both non-DR and DR switches create (*,G) and (S,G)
records. (Q00086744, Q00283015)

Device Manager does not have atab that displays the active PIM RPs. For
diagnostic purposes, you may need to know which active IGMP group is
mapped to each active RP.

Thisinformation is avail able by executing the show i p pi m active-rp
CLI command. (Q00084832) (Passport 8600)
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Multicast streams do not load share across ECMP paths. Even though you
may have enabled multiple paths and multiple receivers, PIM selects only one
path from the source to the receiver. (Q00018858)

When the non-RP source switch is the same as the receiver switch, while the
RPT and SPT paths are different, record leaks occur on switches along the
RPT between the source and the RP. This condition diminishes when the
traffic stops and receivers are no longer present.

(Q00160428, Q00322236, and Q00250460)

MBR

In anetwork configured with a MBR connecting a PIM domain to a DVMRP
domain, when the OSPF metric (cost) on the path changes dynamically in the
PIM domain, the new metric is not updated by the MBR in the DVMRP
domain. (Q00124030)

With MBR enabled, if you disable PIM and enable DVMRP, and then disable

DVMRP and reenable PIM, PIM neighbors are not processed correctly. To

work around this issue, whenever you reconfigure a PIM interface to a

DVMRP interface, make sure the MBR flag is set to disabled (unchecked).

After making your configuration changes, re-enable MBR. (Q00101793)

Nortel Networks recommends the configuration of MBR to comply with the

following guidelines:

— Connect PIM and DVMRP domains using one link or MLT.

— Use MBR to connect one PIM domain to one DVMRP domain, without
any extended VLANS.

— Configure the RP for the PIM domain on the MBR switch.

— Additionally, note that if the DVMRP interface is dropped or goes down,
MBR may need to be disabled and then re-enabled after DVMRP is back
up and stabilized.

This configuration is simple and easy to troubleshoot.
(Q00500409, Q00529109)
Nortel Networks does not support a configuration in which receivers are

directly connected to the MBR. (Q00526230)

TheDVMRPVLAN on the MBR cannot be extended to more than one switch
in the DVMRP domain. (Q00129285, Q00138346)

Multicast traffic cannot flow from a DVMRP domain to another DVMRP
domain if they are connected through a MBR. (Q00155058)
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When connecting PIM and DVMRP domainswith MBR, care should be taken
so that the cost for | P routes learned for PIM does not exceed 31 in order to
route properly in the DVMRP domain. (Q00155066)

In aredundant MBR configuration, the VLANSs connecting the DVMRP
domain to the PIM domain cannot span the two MBR switches.
(Q00094681, Q00094710, Q00103589)

IPX routing

You cannot configure IPX RIP timers globally using Device Manager
(IPX Routing > IPX). To configure global IPX RIP timers, use the CLI
command config i px rip.(Q00432141)

In networks where OSPF, RIPv2, VRRP, SMLT, and IPX are running, IPX
traffic receives the lowest priority. Asaresult, IPX control traffic, such as
IPX SAPs, may get dropped prior to IP traffic under heavy traffic conditions.
(Q00429241)

On a Passport 8600 switch, when there are more than 2000 entries for 1PX
routes, IPX services, or IPX destination services, CPU utilization goes up to
100% when Device Manager is used to view thisinformation. Network
connectivity is not affected while you are viewing this information.
(Q00033565)

When you remove an IPX VLAN from aMLT, the IPX route table entries are
not updated for a maximum of 60 seconds or until you flush the routes.
(Q00023971, Q00023976)

The Passport 8600 switch does not answer an IPX ping to its own interfaces.
You can determine the status of the interface using the show i px stats
<l PX- net wor k- nunber > CLI command. (Q00022802)

On a Passport 8600 switch, the minimum setting for the max-route value
is 1500. (Q00024074)
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Related publications

For more information about the Passport 8000 Series switch, refer to the following
publications:

Important information and reference

Important information about your hardware and supporting software release
compatibility (part number 314937-B)

Read Me for Security (part number 314997-A)
Network Design Guidelines & Implementation Notes (part number 313197-B)

Hardware books

Installing and Maintaining the 8000 Series Chassis and Components
(part number 316314-A)

Hardware upgrade and replacement manuals

Installing 8600 Switch Modules (part number 312749-C)
Installing 8100 Switch Modules (part number 312750-B)

Installing the Breaker Interface Panel for the 8010co Chassis
(part number 312755-D)

Installing a DC Power Supply in an 8000 Series Switch
(part number 313070-C)

Installing a AC Power Supply in an 8000 Series Switch
(part number 312751-C)

Installing a Fan Tray in an 8000 Series Switch (part number 312752-B)
Installing Gigabit Interface Converters (GBICs) (part number 312865-A)
Replacing an Air Filter in the 8010co Chassis (part number 313592-C)
Installing Media Dependent Adapters (MDAS) (part number 302403-G)

Installing CWDM Gigabit Interface Converters (GBICs) (part number
212256-B)

Installing Media Dependent Adapters for the 8672ATME and 8672ATMM
Modules (part number 313071-B)
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» Installing Media Dependent Adapters for the 8683POSM Module
(part number 313072-B)

« Installing the Web Switch Module for the 8000 Series Switch
(part number 314969-A)

Module using guides

e Using the 8672ATME and 8672ATMM Modules (part number 209195-C)
* Using the 8683POSM Module (part number 209564-B)

» Using the 10 Gigabit Ethernet Modules. 8681XLR and 8681XLW
(part number 315893-A)

Software books

* Platform and System Management (part number 315545-A)
»  Configuring and Managing Security (part number 314724-A)
»  Getting Sarted with the Management Software (part number 313189-B)
» Configuring IP Routing Operations (part number 314720-A)
» Configuring IP Multicast Routing Protocols (part number 314719-A)
e Configuring BGP Services (part number 314721-A)
»  Configuring IPX Routing Operations (part number 314722-A)
»  Configuring Network Management and Diagnostics (part number 314723-A)
e Configuring Layer 2 Operations. VLANS, Spanning Tree,
Multilink Trunking (part number 314725-A)
e Configuring the Web Switch Module with Device Manager
(part number 314995-A)
*  (Alteon) WebOS Switch Software 10.0 Application Guide
(part number 212777-A)

e (Alteon) WebOS Switch Software 10.0 Command Reference
(part number part number 212778-A)
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Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL . Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download afree copy of the Adobe Acrobat Reader.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact one of the following
Nortel Networks Technical Solutions Centers:

Technical Solutions Center Telephone

Europe, Middle East, and Africa (33) (4) 92-966-968

North America (800) 4NORTEL or (800) 466-7835
Asia Pacific (61) (2) 9927-8800
China (800) 810-5000

Additional information about the Nortel Networks Technical Solutions Centersis
available from the www.nortel networks.com/hel p/contact/global URL.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your cal isrouted to atechnical support
person who specializes in supporting that product or service. To locate an ERC for

your product or service, go to http://wwwZ130.nortel networks.com/cgi-bin/eserv/
common/essContactUs.jsp.
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Appendix A: Tap and OctaPID assignment

The switch fabric in the 8600 modul es has nine switching taps, one for each of the
eight I/0O dots (1 to 4 and 7 to 10) and one for the CPU dlots (5 and 6). Taps 0-7
map to the eight 1/O slots and can support up to eight OctaPI Ds. Each OctaPID
can support up to eight ports.

In the Passport 8600 module, a physical port number is 10 bits long and has the
following format:

bits 9-6: Tap number (0-15)
bits 5-3: OctaPID number (0-7)
bits 2-0: MAC port number (0-7)

The Tap number bits and the OctaPID number bits combined (bits 9-3) are
usually referred to asthe OctaPID ID.

Table 1 lists the modul e types that are currently available, along with the
associated OctaPID ID assignments for each module.

Table 1 Available module types and OctapPID ID assignments

Module type Port type gs?st%F:razle[r:t
8608GBE and 8608GBM Modules | 1000BASE-SX (GBIC) Table 2 next

1000BASE-LX (GBIC)

1000BASE-ZX (GBIC)

1000BASE-XD (GBIC)

1000BASE-TX (GBIC)
8608GTE and 8608GTM Modules | 1000BASE-T Table 2 next
8608SXE Module 1000BASE-SX Table 2 next
8616SXE Module 1000BASE-SX Table 3 on page 93
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Table 1 Available module types and OctapPID ID assignments (continued)

OctaPID ID
Module type Port type assignment
8624FXE Module 100BASE-FX Table 4 on page 93

8632TXE and 8632TXM Modules

10BASE-T/100BASE-TX

Table 5 on page 93

1000BASE-SX (GBIC)

1000BASE-LX (GBIC)

1000BASE-ZX (GBIC)

1000BASE-XD (GBIC)

1000BASE- TX (GBIC)

8648TXE and 8648TXM Modules

10/100 Mb/s

Table 6 on page 94

8672ATME and 8672ATMM OC-3c MDA Table 7 on page 94
Modules 0C-12c MDA
DS3
8681XLR Module 10GBASE-LR Table 8 on page 95
8681XLW Module 10GBASE-LW Table 9 on page 95
8683POSM Module OC-3c MDA Table 10 on page 96
OC-12c MDA

Table 2 describes the OctaPID ID and port assignments for the 8608GBE,
Passport 8608GBM, 8608GTE, 8608GTM, and 8608SXE modules.

Table 2 8608GBE/8608GBM/8608GTE/8608GTM, and 8608SXE modules

OctaPID ID assignment Port assignment
OctaPID ID: 0 Port 1
OctaPID ID: 1 Port 2
OctaPID ID: 2 Port 3
OctaPID ID: 3 Port 4
OctaPID ID: 4 Port 5
OctaPID ID: 5 Port 6
OctaPID ID: 6 Port 7
OctaPID ID: 7 Port 8
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Table 3 describes the OctaPID 1D and port assignments for the 8616SXE Module.

Table 3 8616SXE module

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Ports 1 and 2
OctaPID ID: 1 Ports 3 and 4
OctaPID ID: 2 Ports 5 and 6
OctaPID ID: 3 Ports 7 and 8
OctaPID ID: 4 Ports 9 and 10
OctaPID ID: 5 Ports 11 and 12
OctaPID ID: 6 Ports 13 and 14
OctaPID ID: 7 Ports 15 and 16

Table 4 describes the OctaPID 1D and port assignments for the 8624FXE Maodule.

Table 4 8624FXE module

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24

Table 5 describes the OctaPID 1D and port assignments for the 8632TXE and

8632TXM Modules.

Table5 8632TXE and 8632TZM modules

OctaPID ID assignment

Port assignment

OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24
OctaPID ID: 5 Ports 25 through 32
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Table 5 8632TXE and 8632TZM modules (continued)

OctaPID ID assignment

Port assignment

OctaPID ID: 6

Port 33 (GBIC port)

OctaPID ID: 7

Port 34 (GBIC port)

Table 6 describes the OctaPID 1D and port assignments for the 8648TXE and

8648TXM Modules.

Table 6 8648TXE and 8648TXM modules

OctaPID ID assignment Port assignment
OctaPID ID: 0 Ports 1 through 8
OctaPID ID: 1 Ports 9 through 16
OctaPID ID: 2 Ports 17 through 24
OctaPID ID: 5 Ports 25 through 32
OctaPID ID: 6 Port 33 through 40
OctaPID ID: 7 Port 41 through 48

Table 7 describes the OctaPID ID and port assignments for the 8672ATME and

8672ATMM Modules.

Table 7 8672ATME and 8672ATMM modules

OctaPID ID assignment Port assignment
OctaPID ID: 0 » Ports 1 through 4 (with OC-3c MDA)
» Port 1 (with OC-12¢c MDA)
* Ports 1 through 2 (with DS-3 MDA)
OctaPID ID: 1 » Ports 5 through 8 (with OC-3c MDA)
» Port 5 (with OC-12¢c MDA)
» Ports 5 through 6 (with DS-3 MDA)
OctaPID ID: 2 Not used
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Table 8 describes the OctaPID ID and port assignments for the 8681XLR Maodule.

Table 8 8681XLR module

OctaPID ID assignment Port assignment
OctaPID ID: 0 Port 1
OctaPID ID: 1 Port 1
OctaPID ID: 2 Port 1
OctaPID ID: 3 Port 1
OctaPID ID: 4 Port 1
OctaPID ID: 5 Port 1
OctaPID ID: 6 Port 1
OctaPID ID: 7 Port 1

Table 9 describes the OctaPID ID and port assignments for the 8681X LW

Module.

Table 9 8681XLW module

OctaPID ID assignment Port assignment
OctaPID ID: 0 Port 1
OctaPID ID: 1 Port 1
OctaPID ID: 2 Port 1
OctaPID ID: 3 Port 1
OctaPID ID: 4 Port 1
OctaPID ID: 5 Port 1
OctaPID ID: 6 Port 1
OctaPID ID: 7 Port 1
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Table 10 describes the OctaPID ID and port assignments for the 8683POSM
Module.

Table 10 8683POSM module

OctaPID ID assignment Port assignment

OctaPID ID: 0 * Ports 1 and 2 (with OC-3c MDA)
* Port 1 (with OC-12c MDA)

OctaPID ID: 1 * Ports 3 and 4 (with OC-3c MDA)
* Port 3 (with OC-12c MDA)

OctaPID ID: 2 * Ports 5 and 6 (with OC-3c MDA)
* Port 5 (with OC-12c MDA)
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