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4, General

a) If Customer isthe United States Government, the following paragraph shall apply: All Nortel Networks Software
available under this License Agreement is commercial computer software and commercial computer software
documentation and, in the event Software is licensed for or on behalf of the United States Government, the respective
rights to the software and software documentation are governed by Nortel Networks standard commercial licensein
accordance with U.S. Federal Regulations at 48 C.F.R. Sections 12.212 (for non-DoD entities) and 48 C.F.R. 227.7202
(for DaD entities).

b) Customer may terminate the license at any time. Nortel Networks may terminate the license if Customer failsto
comply with the terms and conditions of thislicense. In either event, upon termination, Customer must either return the
Software to Nortel Networks or certify its destruction.

c) Customer isresponsiblefor payment of any taxes, including personal property taxes, resulting from Customer’s use
of the Software. Customer agreesto comply with all applicable lawsincluding all applicable export and import laws and
regulations.

d) Neither party may bring an action, regardless of form, more than two years after the cause of the action arose.

€) Thetermsand conditions of this License Agreement form the complete and exclusive agreement between Customer
and Nortel Networks.

f)  ThisLicense Agreement is governed by the laws of the country in which Customer acquires the Software. If the
Software is acquired in the United States, then this License Agreement is governed by the laws of the state of New York.
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Preface

This manual describesthe IGMP for Internet Membership Group Authentication
Protocol (IGAP) and how it isimplemented in the Passport* 8000 Series switches.
Thisincludes how to configure an IGAP-enabled RADIUS server.

This manual consists of the following three chapters:

»  Chapter 1 provides an overview of IGAP and describes its basic concepts. It
aso explains how |GAP works with other multicast protocols.

»  Chapter 2 describes how to configure IGAP and RADIUS using the Device
Manager graphical user interface (GUI).

e Chapter 3 describes how to configure IGAP and RADIUS using the command
line interface (CL1).

Before you begin

This document is intended for network administrators who have:

» A basic knowledge of networks and IP routing

e Some familiarity with networking concepts and terminology
» A basic knowledge of network topol ogies

»  Experience with windowing systems or GUIs

Configuring Internet Membership Group Authentication Protocol (IGAP)



12 Preface

Text conventions

This guide uses the following text conventions:

angle brackets (< >)

bol d Courier text

braces ({})

brackets ([ )

dlipsispoints(...)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
pi ng <i p_addr ess>, you enter
pi ng 192.32.10.12

Indicates command names and options and text that
you need to enter.

Example: Usethe di nf o command.
Example: Enter show i p{al erts|routes}.

Indicate required elementsin syntax descriptionswhere
thereis more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show i p {al erts]|routes}, youmust enter either
show i p alertsorshow i p routes, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-al erts],youcanenter
either show i p interfaces or

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<parameter> <value>]... ,
you enter et her net / 2/ 1 and as many
parameter-value pairs as needed.
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italic text

pl ai n Couri er
t ext

separator (>)

vertical line ()

Acronyms

Indicates new terms, book titles, and variablesin
command syntax descriptions. Where avariable istwo
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route> valid route isone
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: Set Trap Monitor Filters

Shows menu paths.

Example: Protocols > IP identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is

show i p {al erts]|routes},youenter either
show ip alerts or show i p routes, but not
both.

This guide uses the following acronyms:

CHAP
IETF
IGAP
IGMP
MAC
PAP
PIM-SM
RADIUS
VLAN

Challenge Handshake Authentication Protocol for PPP
Internet Engineering Task Force

IGMP for user Authentication Protocol

Internet Group Management Protocol

media access control

Password Authentication Protocol for PPP

Protocol Independent Multicast - Sparse Mode
Remote Access Did-In User Services

virtual LAN

Configuring Internet Membership Group Authentication Protocol (IGAP)
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Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel networks.com/documentation URL. Find the
product for which you need documentation. Then locate the specific category and
model or version for your hardware or software product. Use Adobe* Acrobat
Reader* to open the manuals and release notes, search for the sections you need,
and print them on most standard printers. Go to Adobe Systems at the
www.adobe.com URL to download afree copy of the Adobe Acrobat Reader.

Note: Thelist of related publicationsfor this manual can be found in the
= | release notes that came with your software.

How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized resdller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the

www.nortel networks.com/cgi-bin/comments/comments.cgi URL, then click on
Technical Support.

From the Technical Support page, you can open a Customer Service Request
online or find the telephone number for the nearest Technical Solutions Center.
If you are not connected to the Internet, you can call 1-800-4NORTEL
(1-800-466-7835) to learn the telephone number for the nearest Technical
Solutions Center.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call is routed to atechnical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the http://www.nortel networks.com/hel p/contact/
erc/index.html URL.

316343-B Rev 00


http://www.nortelnetworks.com/cgi-bin/comments/comments.cgi
http://www.nortelnetworks.com/help/contact/erc/index.html
http://www.nortelnetworks.com/help/contact/erc/index.html
http://www.nortelnetworks.com/documentation
http://www.adobe.com
http://www.adobe.com

15

Chapter 1
IGAP concepts

IGMP for Internet Membership Group Authentication Protocol (IGAP) isan
authentication and accounting protocol for clients receiving multicast streams.
With IGMP and existing multicast protocols, users can join an |P multicast group
and receive al the multicast traffic that any other member in the group had access
to. With IGAP's authentication and accounting features, service providers and
enterprises have more control over their networks and can better manage the
multicast groups on their networks.

IGAPisan |ETF Internet draft that extends the functionality of the Internet Group
Management Protocol (IGMPv2), and uses a standard authentication server like
RADIUS with extensions for IGAP. This manual describes | GAP concepts and
explains how to configure IGAP services. For more information about other
multicast protocols and to learn how to configure them, refer to the publication,
Configuring IP Multicast Protocols.

This chapter discusses the following topics.

Topic Page
Overview 16
Joining an IGAP multicast group 16
Leaving an IGAP multicast group 18
Working with RADIUS 20
Authentication 21
Accounting 22
Using IGAP with other multicast features 22
Multicast access control 23
Channel limitation 23
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16 Chapter 1

IGAP concepts

Overview

In traditional shared access |P multicast networks, service providers have no
control over user access (authentication) and no means of generating revenue
(accounting). Users can join an | P multicast group and receive all the multicast
traffic that any other member in the group has access to. Now that many service
providers and enterprises have their own non-shared access networks such as dial,
DSL or switched Ethernet, providers have more control over their networks.

IGAP extends that control by using RADIUS to add authentication and
accounting functionality. Unlike with other multicast protocols, members cannot
join an IGAP host group simply by sending ajoin message in a report.

Joining an IGAP multicast group

The following process describes how an I P host (IGAP member) interacts with an
authentication gateway (Passport 8600) and a RADIUS server to join an IGAP
multicast group:

1 IGAP member, who wants to join a specific multicast group, sends an IGAP
Report message to a Passport 8600 switch.

2 Passport 8600 checksto seeif authentication is needed to join this VLAN.

a If authentication is not required, the Passport 8600 grants immediate
access and the join process stops. For example, authentication is not
required for amember that has already been authenticated. Thisiscalled a
Solicited PAP Join (without authentication ticket), which issent in
response to the basic and general Query message to renew membership.

b If authentication isrequired, the Passport 8600 forwards the join request
to aRADIUS server for processing. For example, when authentication is
required in order to access multicast traffic, any Unsolicited PAP Join
(with authentication ticket) received by the Passport 8600 requires
authentication. Go on to Step 3.

3 RADIUS server sends authentication results to Passport 8600.
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4 Passport 8600 grants or denies the join request based on the authentication
results from the RADIUS server. The Passport 8600 informs the IGAP
member of the authentication results by sending an IGAP Authentication
Query message.

a |If authentication is denied, the Passport 8600 rejects the join request
(IGAP report) and does not forward traffic to the user for that group. In
cases where a re-authentication (or second join) is denied, the Passport
8600 rejects the join request and stops any traffic that might have been
flowing up to this point.

b If authentication is granted, the Passport 8600 starts sending multicast
traffic. Go onto Step 5.

5 If traffic for the requested group is avail able, the Passport 8600 sends a
message to the RADIUS server to start accounting immediately. After the
Passport 8600 receives an accounting success message from the RADIUS
server, it informs the IGAP member that accounting is starting by sending an
IGAP Accounting Query message.

If traffic is not available, the Passport 8600 waits until traffic starts before
sending the accounting start messages to the RADIUS server and to the IGAP
member.

RADIUS server starts the accounting process to track how long the IGAP
client receives multicast traffic.

Figure 1 shows an example of how an IGAP member joins a multicast group.

Configuring Internet Membership Group Authentication Protocol (IGAP)
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Figure 1 Joining an IGAP multicast group

IGAP Passport RADIUS
member 8600 server

% _@ Report message (join) —» oy, —— @ Authentication check ——> | r

- @ Start multicast traffic —— D @ Authentication results

[

A @ Start accounting ————> |

Content Delivery Network

Media
. . server
Multicast traffic

for all groups r

10969FA

Leaving an IGAP multicast group

| GAP uses the Passport 8600 Fast Leave feature to terminate members from a
multicast group. Thisfeature is useful for multicast-based TV distribution
applications. Fast Leave is an dternative leave process in which the switch stops
sending traffic to the member or client immediately after receiving aleave
message, without issuing a group-specific query to check if other group members
are present on the interface port.

Nortel Networks extended the Fast L eave feature to support more than one user
per interface port so that traffic will not stop if there is more than one user
listening to the same group. Fast Leave alleviates the network from additional
bandwidth demand when changing TV channels.

The IGAP Fast Leave process consists of the following steps:

1 IGAP member sends an IGAP Leave message to the Passport 8600.
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2 Passport 8600 stops sending multicast traffic to the IGAP member. This
assumes that no other group members are on the same interface.

Passport 8600 directs the RADIUS server to stop accounting.

4 Passport 8600 receives an accounting success response from the RADIUS
server and informs the IGAP member that accounting is stopping by sending
an |GAP Accounting Query message.

Figure 2 shows an example of how an IGAP member leaves a multicast group.

Figure 2 Leaving an IGAP multicast group

IGAP Passport RADIUS
member 8600 server
— @ Report message (leave) — N> r
-« @ Stop multicast traffic —— e @ Stop accounting ————> E
e

Content Delivery Network

Media

. . server
Multicast traffic -

for all groups r

10970FA

If several receivers are present on the same interface, the Passport 8600 ensures
that all receivers have left the group before stopping the traffic. The Passport 8600
performs accounting based on user |D, member | P address and the group joined,
but stops the traffic only when all usersleave the group. For this processto operate
properly, it is expected that every |GAP receiver issuesjoin reports and does not
do any report suppression. The advantage of this process is the efficient use of
bandwidth and the support of several IGAP clients at the same interface.

Configuring Internet Membership Group Authentication Protocol (IGAP)
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Working with RADIUS

RADIUS (Remote Access Dial-In User Services) isadistributed client/server
system that authenticates users identity through a central database. RADIUS isa
fully open and standard protocol, defined by RFCs (Authentication: 2865,
Accounting 2866).

In the Passport 8000 Series switch, RADIUS performs the following functions:

* RADIUS authentication lets you identify remote users before you give them
access to a central network site.

* RADIUS accounting enables the server to collect data during a remote user's
dial-in session with the client.

A RADIUS application has two components, the RADIUS server and the
RADIUS client.

The RADIUS server is acomputer equipped with server software (for example, a
UNIX* workstation) that islocated at a central office or campus. It has
authentication and access information in aform that is compatible with the client.
Typically, the database in the RADIUS server stores client information, user
information, password, and access privileges, including the use of “ shared secret.”
A network can have one server for both authentication and accounting, or one
server for each service.

The RADIUS client can be a switch, router or a remote access server that is
equipped with client software and that typically resides on the same local area
network (LAN) segment as the server. The client is the network access point
between the remote users and the server. In the configuration described in this
manual, the RADIUS client software resides on the Passport 8600.

For more information about RADIUS, refer to Configuring and Managing
Security.
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Authentication

IGAP uses RADIUS to restrict access to multicast groups by requiring usersto be
authenticated. Users have to be authorized to get accessto a group. For example,
employees may have access to a company’s network, but they will not be ableto
attend arestricted video conference unless they have specific access rights.

The Passport 8600 sends periodic IGAP Query messages to IGAP hosts on alocal
network for updates on the current status of members. Hosts respond by issuing
IGAP Report messages listing their current members that want to receive
multicast traffic.

The Passport 8600 uses the Query/Report mechanism to periodically
re-authenticate all the host members access to a group. Host members also use this
mechanism to join amulticast group. If amember has already been authenticated,
you can skip the re-authentication process by excluding the PAP ticket
information. This alleviates the authentication process and is called a Solicited
PAP Join.

The Passport 8600 identifies each host member with a key, which consists of a
combination of the user ID and IP address. If authentication fails, the Passport
8600 automatically terminates access to the multicast group for that member.
However, keep in mind that there are situations where you may not want to restrict
access. For example, a CEO may want all employeesto watch avideo conference.
To facilitate that, IGAP allows you to disable authentication.

To add the authentication functionality, |GAP incorporates an authentication
protocol into IGMPv2 that uses a ssimple password such as the Password
Authentication Protocol (PAP).

PAP provides network security by sending aplain text user 1D and password to the
authenticating/accounting (RADIUS) server. If the RADIUS server doesn’t
recognize the user, it denies the user access to the network resource. The user ID
and password are text strings that identify the ID and password for a specific
interface. All authentication requests must contain this ID and password to access
the network.

Configuring Internet Membership Group Authentication Protocol (IGAP)
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Accounting

IGAP uses the RADIUS accounting feature to track how long an individual user
or group of users maintain access to a particular multicast group. |GAP tracks the
IGMP leaves and joins per interface or VLAN. This usage tracking enables
providersto accurately bill for services or to monitor the popularity of specific
programs. For example, Internet TV service providers can collect information on
individual users so that they can charge them only for the time they watch a
specific TV channel. Providers can also use accounting to monitor overall TV
usage and for a specific program. Thisinformation will help them with their future
programming plans.

The Passport 8600 identifies each host member with a key, which consists of a
combination of the user ID and IP address. If accounting fails, the Passport 8600
sends a message notifying the member that accounting (start/stop) failed.
However, keep in mind that there are situations where you may not want to track
usage. For example, if aTV station has to broadcast public service messages
periodically, the station management cannot charge for the service and may not be
interested in tracking how many users were watching. IGAP allows you to disable
accounting.

Using IGAP with other multicast features

IGAP isan extension of IGMPv2 so, naturally, you can use many of the other
IGMPv2 parameters. In addition to IGMP, you can use other multicast features to
customize your network, including the following:

 |GMP Access Control
e Channel limitation

The following sections summarize these features. For more information and to
learn how to configure them, refer to Configuring IP Multicast Protocols.
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Multicast access control

Multicast access control enhances the security and control you have over your
multicast network. It enables you to restrict users from sending or receiving traffic
from specific multicast groups. For example, ina TV channel distribution
network, you can restrict users from getting TV channels that they are not
authorized to watch.

Channel limitation

Channel limitation refersto limiting the number of multicast streams that a user
can receive at onetime. This limitation allows you to set the maximum number of
multicast streams on aVLAN for agiven interface. This limitation protects the
bandwidth and controls access to multicast streams.

Where IGMP access control places limits on specific channels, channel limitation
places limits on the number of multicast channels. You can use this feature in any
environment where users should not be getting more than a certain number of
concurrent multicast streams. For example, if acustomer has a service contract for
two TVs and attempts to turn on three TVs at the same time, the Passport 8600
blocks the customer from receiving multicast streams on the third TV.

Configuring Internet Membership Group Authentication Protocol (IGAP)



24 Chapter 1 IGAP concepts

316343-B Rev 00



25

Chapter 2
Configuring IGAP using Device Manager

IGAP is an authentication and accounting protocol for clients receiving multicast
streams. | GAP extends the functionality of the Internet Group Management
Protocol (IGMPv2) by giving providers more control over their networks. With
IGAR, service providers and enterprises can authenticate users before granting
access to their networks and track how long users receive multicast traffic.

This chapter describes how to use Device Manager to configure IGAP. It

al so describes the commands that display information about the current IGAP
configuration. For more information about | GAP concepts, see

Chapter 1, “IGAP concepts.”

This chapter includes the following topics:

Topic Page
Configuration considerations 26
Configuration prerequisites and notes 26
Configuring IGAP on a VLAN 31
Configuring IGAP interfaces 32
Displaying IGAP groups 33
Troubleshooting IGAP network connectivity 34
Configuring IGAP with RADIUS 35
Setting VSAs for Nortel Networks and third-party servers |36
Setting the VSA for the multicast address 37
Setting the timeout log file size 38
Adding an IGAP-enabled RADIUS server 41
Deleting an IGAP-enabled RADIUS server 43
Troubleshooting IGAP-enabled RADIUS servers 43
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Configuration considerations

IGAP can be enabled on IGMPV2 interfaces only.

IGAP uses the Fast Leave feature exclusively to save bandwidth and enhance
the network’s efficiency. This feature cannot be disabled.

Since IGAP uses Fast Leave, it never sends group-specific Query messagesin
response to a L eave message or use the IGMP Last Member Query Interval
(LMQI) parameter.

Nortel Networks does not recommend using static |GMP members on

| GAP-enabled interfaces. Functionally, this means that the Passport 8600 will
till send traffic to the member ports of the static multicast group, but it will
not authenticate users or account for their traffic usage.

The Passport 8600 supports IGAPin PIM-SM (sparse mode) only, and not for
PIM-SSM (source specific multicast) or DVMRP.

IGAP does not support spanning VLANS.
IGAP does not support static port members.

Nortel Networks recommends that you do not use static (or block) IGMP
member ports.

Configuration prerequisites and notes

Before you can configure IGAPR, you must create the VLANSs that you want to
enable with IGAP. Then you must enable PIM-SM globally and on the VLANSs
you created. For more information on VLANS, refer to the publication,
Configuring IP Routing Operations.
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Creating VLANSs

To create a VLAN on the switch, complete the following steps:

1 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens with the Basic tab displayed.

2 Click Insert.
The VLAN, Insert Basic dialog box opens (Figure 3).

Figure 3 VLAN, Insert Basic dialog box
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3 Configurethe VLAN and click the Insert button.
Thenew VLAN isdisplayed inthe VLAN dialog box.
4 Select thenew VLAN.
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The | P button becomes available.
5 Click the I P button.

ThelP, VLAN dialog box opens with the IP Address tab displayed.
6 Click Insert.

ThelP, VLAN Insert IP Address dialog box opens (Figure 4).

Figure 4 1P, VLAN Insert IP Address dialog box

£ 192.32.96.82 - IP, YLAN 91, Insert If x|

Ip Address: | |
Met Maszk: |

Insert Clnsel Help...l

7 Enter the IP address and network mask you want to assign to this VLAN.
8 Click Insert.

Configuring PIM-SM globally

In order for the IGMP and I GAP parameters to take effect, you must enable
PIM-SM.

To enable PIM-SM globally:

1 From the Device Manager menu bar, choose |P Routing > PIM.
The PIM dialog box opens with the Globals tab displayed (Figure 5).
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Figure 5 PIM dialog box—Globals tab
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2 Click Mode: sm (sparse mode).
3 Click Enable.
4 Click Apply.
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Configuring PIM-SM on a VLAN

To enable PIM-SM on a specific VLAN:

1 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens with the Basic tab displayed.
2 Seectthe VLAN ID that you want to configure with PIM-SM.
Several buttons on the bottom of the dialog box become available.
3 ClickIP.
ThelP, VLAN dialog box opens with the IP Address tab displayed.
4  Click the PIM tab.
The PIM tab opens (Figure 6).

Figure 6 IP VLAN dialog box—PIM tab
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5 Check the Enable box.
6 Click Apply.
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Configuring IGAP on a VLAN

To configure IGAP on aVLAN:

1 From the Device Manager menu bar, choose VLAN > VLANS.
The VLAN dialog box opens, with the Basic tab displayed.
2 SelectaVLAN.
3 ClickIP.
ThelP, VLAN dialog box opens with the IP Address tab displayed.
4 Sdect IGMP.
The IGMP tab opens (Figure 7).

Figure 7 IR VLAN dialog box—IGMP tab
x|

P address | aRP | pHer | Dvire |

osPF | RIe | Pvt | PoM | WRRP | Router Discovery | Direct Broadeast | RatLT |
Cueryinterwval: |1 25 [1..65535) sec

|»

GueryhaxResponseTime: [100 0,235 (1M 0sec)
Robustness: |2 2.255
LasthembGiueryintyvl: |10 0.255 (14 0zec)

r ShoopEnakle
l_ SsmEnoopEnakle
r ProxySnoopEnskle
IgapEnable: " enable * disable
AccrtEnakle: | % enable  disable
AuthEnable: | (% enable © disable
wersion: | { version! (% version2  version3
[ Fastl eaveEnable

StreamlimitEnable: | enable ' disable

axitnurm Murmber Of Strearm: |0 (rurmber]

Current Mumber Of Stream: 0

FastleavePorthembers: I J —

SrnnobR nterP s

ARl | Refreshl Closel Help...l

5 Click enablein the IgapEnable field. (The default is disable.)
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Click enable in the AccntEnable field, if desired. (The default is enable.)
Click enable in AuthEnablefield, if desired. (The default is enable.)
Click version2 in the Version field. (The default isversion2.)

Check FastLeaveEnable. (When you enable IGAP and click Apply, this field
isautomatically enabled.)

10 Click Apply.

© 00 N O

Configuring IGAP interfaces

To view information about all the IGAP interfaces configured on the switch or to
modify their configuration:
1 From the Device Manager menu bar, choose |P Routing > IGMP.
The IGMP dialog box opens with the Global tab displayed.
2 Click the IGAP tab.
The IGAP tab opens (Figure 8).

Figure 8 IGMP dialog box—IGAP tab
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3 Double-click on any interface parameter that you want to modify.
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Table 1 describes the IGAP tab fields.

Table 1 IGAP tab fields

Field Description

IgapEnable Enables or disables IGAP on this interface.

AccntEnable Enables or disables IGAP Accounting on this interface.
AuthEnable Enables or disables IGAP Authentication on this interface.

Displaying IGAP groups
To see how all the IGAP groups on the switch are configured:

1 From the Device Manager menu bar, choose |P Routing > IGMP.
The IGMP dialog box opens with the Global tab displayed.

2 Click the IGAP Groups tab.
The IGAP Groups tab opens (Figure 9).

Figure 9 IGMP dialog box—IGAP Groups tab
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Table 2 describes the IGAP Groups tab fields.

Table 2 IGAP Groups tab fields

Field

Description

IpAddress

Indicates the IP address of this IGAP group.

Ifindex

Displays the VLAN name that uniquely identifies the interface.

InPort

Displays the ingress port of the IGAP report.

Members

Indicates the IP address of this IGAP group member.

Expiration

Specifies how much time is left (in seconds) before the Group Report
for this interface expires. This timer is restarted when the RADIUS
server receives a new group report.

MemberState

Displays the state of this IGAP group member.

e Auth indicates that the member was authenticated by a RADIUS
server.

e Acctindicates that a RADIUS server successfully started
accounting for this member’s session.

SessionTime

Displays the accounting time (in seconds) for the duration of the
multicast session for this IGAP group member.

Userld

Displays the user ID for this interface.

Troubleshooting IGAP network connectivity

IGAP counters provide network connectivity information that you can use to
monitor and troubleshoot |GAP interfaces.

To display the counter information:

1 From the Device Manager menu bar, choose |P Routing > IGMP.
The IGMP dialog box opens with the Cache tab displayed.

2 Click the IGAP Counters tab.
The IGAP Counters tab opens (Figure 10).
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Figure 10 IGMP dialog box—IGAP Counters tab
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Table 3 describes the IGAP Groups tab fields.

Table 3 IGAP Counters tab fields

Field Description
Ifindex Displays the VLAN name that uniquely identifies the interface.
AuthSuccess Displays the number of authentication success messages received

from the RADIUS server on this interface.

AuthReject Displays the number of authentication fail messages received from the
RADIUS server on this interface.

RespTimeout Displays the number of times that the Authentication Timer timed out.
This timer controls the waiting time from sending an Authentication
request to receiving an Authentication response.

PapJoin Req Displays the number of Password Authentication Protocol (PAP) Join
requests received for members of this interface.

BasicQuery Displays the number of Basic Query messages sent by the Passport
8600 on an IGAP-enabled interface.

BasicLeave Displays the number of Basic Leave messages received by this
interface.

Configuring IGAP with RADIUS

IGAP uses RADIUS servers to authenticate users and account for how long they
use the multicast services. This section describes the | GAP-specific RADIUS
parameters. For information about the complete set of RADIUS parameters, refer
to the publication, Configuring and Managing Security.
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Setting VSAs for Nortel Networks and third-party servers

Vendor-specific attributes (V SAs) enable the server to recognize RADIUS clients.
The Passport 8000 Series software supports BaySecure Access Control (BSAC*)
and the Merit Network servers. To use these servers, you must first obtain the
software for the server you will use. Also, you must make changes to one or more
configuration files for these servers. For detailed information about the changes
that must be made for the BSAC server, refer to Configuring and Managing
Security.

The Nortel Networks vendor 1D is 1584, as allocated by the Internet Assigned
Numbers Authority. UsethisID in the header when using VSAs. If you're using a
third-party RADIUS server and need to modify the dictionary files, you must use
the following vendor-specific attribute format for CLI commands:

1 1 2 2+X
e LTI oo o e e e e e e e e e e e e e e e eee——oan +
|type|len | Vendor-Id | val ue (string) |
I I I I I
e LTI oo o e e e e e e e e e e e e e e e eee——oan +
I
I
1 1 v X
Oy +
| typellen | val ue (cli-command) |
I I I I
Oy +

If you do not have aNortel Networks server, usethe RADIUS dictionary fileasa
reference to change your existing RADIUS dictionaries. Because thisfileisin the
format of some popular RADIUS servers, you may be able to useit asadirect
replacement. However, you should review the dependencies and make a decision
on how to apply the differences.
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Setting the VSA for the multicast address

To set the vendor-specific attribute (V SA) for the multicast address on an
IGAP-enabled RADIUS server:
1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the EAPOL tab displayed.
2 Click the RADIUS Global tab.
The RADIUS Global tab opens (Figure 11).

Figure 11 Security dialog box—RADIUS Global tab
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3 Set the vendor-specific M castAttributeVal ue, which must be in the range from
0to 255. The default is 90.

4 Set the vendor-specific AuthlnfoAttrValue, which must bein the range from 0
to 255. The default is 91.
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5 Click Apply.

Note: Do not select the Enable and AcctEnable check boxes. IGAP
nd ignores these check boxes because they are only used when you configure
the server for CLI authentication and accounting.

Setting the timeout log file size

The Passport 8600 captures authentication and accounting information in an
IGAP timeout log for each session. The timeout log records information such as
when the Passport 8600 sent an accounting start request to the RADIUS server,
what the server’s response was and when accounting started.

To set the size of the timeout log file for an IGAP-enabled RADIUS server:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the EAPOL tab displayed.
2 Click the RADIUS Global tab.
The RADIUS Global tab opens (Figure 11).

3 Set the IgapTimeoutL ogFileSize (in KB), which must be in the range from 50
to 8192. The default is 512.

4 Click Apply.

Storing IGAP timeout logs

The Passport 8600 stores the timeout log in aPCMCIA file, which uses the
following naming convention:

vendor nane_nasl Paddr ess_type_versi on. | og
where:

vendor name is atwo-character symbol representing the vendor.
In the example shown below, nr represents a specific Nortel Networks project.
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nas| Paddr ess identifies the network access server (NAS) by its | P address.

In the example shown below, 192168010001 represents the edge node at 1P
address 192.168.10.1. Note that when there are less than three digitsin an octet
such asthe 10 and 1, leading zeroesfill in to make up the 12 digits. If the Passport
8600 cannot determine NAS IP address, create afile corresponding to NAS IP
“0.0.0.0" such as:

7672 MAR-17-2003 11:42:20 /pcnti a/ nr_000000000000_rac_01.1og

t ype uses three characters to represent the kind of log.
In the example shown below, r ac stands for radius accounting.

ver si on usestwo digits to represent the version number.

Separate the four parts of the name with underscores and use the file extension
. 1 0g. Anexample of alog filenameisnr 192168010001 _rac_01. 1 og

Thefollowing isasample PCMCIA file, along with its authentication timeout and
accounting timeout contents:

6902 MAR- 31- 2003 11:51:02 /pcncial nr_140007008002_rac_01. 1 og

[03/27/03 14:48:51] auth-req vl an: 1001 group: 224.10.0.1
receiver: 141.1.1.10 user: nttproject

[03/27/ 03 14:52:36] auth-req vl an: 1001 group: 224.10.0.1
receiver: 141.1.1.10 user: nttproject

[03/27/03 14:54:40] acct-stop sess id: 13000000 vlan: 1001 group:
224.10.0.1 receiver: 141.1.1.10 user: nttproject

[03/27/ 03 14:54:40] acct-stop sess id: 13000001 vlan: 1001 group:
224.10.0.1 receiver: 141.1.1.10 user: mmaproject

Working with IGAP timeout logs

When an IGAP timeout log file reaches its maximum size, the Passport 8600
performs the following tasks:

e Sendsatrap. To see information about these traps, select Device > Trap Log
from the Device Manager menu bar.
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Prints an SNM P warning on the console such as:

bwAO7- 1: 6# CPU6 [ 04/03/03 09:02: 14] SNVMP WARNI NG Log file for
| GAP Radi us tineout |ogs has exceeded the maximum imt

Logs the event and sends it to DRAM. To display the event, enter the
following command:

show log file tail
The switch displays an SNM P warning such as:

CPU6 [04/03/03 09:02:14] SNWP WARNI NG Log file for | GAP Radi us
ti meout | ogs has exceeded the maximumimt

Working with PCMCIA files

When the PCMCIA reachesits limit, you have to make more room by deleting
files. However, before deleting the files, you may want to copy them to another
location. To copy PCMCIA files, select Edit > File System from the Device
Manager menu bar. For more information on displaying and copying PCMCIA
files, refer to the publication, Configuring Network Management.

How the Passport 8600 reports that thereis no PCMCIA card present depends on
whether or not the authentication or accounting time out occurred.

If there is no PCMIA present and no authentication or accounting time out,
the Passport 8600 prints an information and awarning message on the console
such as,

bwAQ7- 1: 6# CPU6 [ 04/03/03 09:02: 14] SWINFO PCMCI A card renoved
from Master CPU “bwA07-1" slot 6, Chassis S/ N SSNMDOO0O9I

bwA07-1: 6# CPU6 [ 04/03/03 09: 02: 14] SNWP WARNI NG PCMCI A i s
renoved, Loggi ng resunes on DRAM

If thereisno PCMIA present, but thereis an authentication or accounting time
out, the Passport 8600 sends information and a warning messages to DRAM
(not the console).

To display these messages, enter the following command:

show log file tail
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The switch displays messages such as,

CPU6 [04/03/03 09:04:43] RADIUS I NFO unable to wite to | GAP
radius billing | og:please verify that PCMClI A has enough free
space. |l og nmessage: [04/03/03 09:04:43] auth-req vl an: 1001
group: 224.10.0.1 receiver: 141.1.1.10 user: nttproject

CPU6 [ 04/03/03 09: 04: 17] SNMP WARNI NG PCMCI A i s renoved, Loggi ng
resunes on DRAM

CPU6 [ 04/03/03 09: 04: 17] SWINFO PCMCI A card renoved from Mast er
CPU "bwAQ7-1" slot 6, Chassis S/'N SSNMDOOO9I

Adding an IGAP-enabled RADIUS server
To add an IGAP-enabled RADIUS server:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the EAPOL tab displayed.
2 Click the RADIUS Servers tab.
The RADIUS Servers tab opens (Figure 12).

Figure 12 Security dialog box—RADIUS Servers tab
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3 Click Insert.
The Security, Insert RADIUS Servers dialog box opens (Figure 13).
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Figure 13 RADIUS Servers tab - Security, Insert RADIUS Servers dialog box
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4 Enter the IP address of the RADIUS server that you want to add in the
Address filed.

5 Sdectigap inthe UsedBYy field. The usedby parameter determines how the
server functions:

cl i - configuresthe server for CLI authentication.
i gap - configuresthe server for IGAP authentication.
snnp - configures the server for SNM P authentication.

Enter a secret key.

Click Insert.

The information for the configured RADIUS server appearsin the RADIUS
Serverstab of the Security dialog box (Figure 12).
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Deleting an IGAP-enabled RADIUS server

To delete an IGAP-enabled RADIUS server:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the EAPOL tab displayed.
2 Click the RADIUS Servers tab.
The RADIUS Servers tab opens (Figure 12).

3 Select the RADIUS server that you want to delete by the I P address shown in
the first column.

The Delete button becomes available.
4 Click Delete.
The selected RADIUS server is deleted from the dialog box.

Troubleshooting IGAP-enabled RADIUS servers

RADIUS server statistics are available to assist you in troubleshooting the IGAP
interfaces. The RADIUS server statistics help you identify where problems are
occurring on your network.

To see the IGAP-enabled RADIUS server statistics:

1 From the Device Manager menu bar, choose Edit > Security.
The Security dialog box opens with the EAPOL tab displayed.
2 Click the RADIUS Server Stats tab.
The RADIUS Server Statstab opens (Figure 14).
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Figure 14 Security dialog box—RADIUS Server Stats tab
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3 Look for “igap” in the UsedBy column to find the IGAP-enabled RADIUS

servers

Note: To clear server statistics, select ClearStat from the RADIUS Global
=»| tab (Figure 11) and click Apply.
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Chapter 3
Configuring IGAP using the CLI

IGAP is an authentication and accounting protocol for clients receiving multicast
streams. | GAP extends the functionality of the Internet Group Management
Protocol (IGMPv2) by giving providers more control over their networks. With
IGAR, service providers and enterprises can authenticate users before granting
access to their networks and track how long users receive multicast traffic.

This chapter describes how to use the CLI to configure IGAP. It also describes
the commands that display information about the current IGAP configuration.
For more information about | GAP concepts, see Chapter 1, “IGAP concepts.”

This chapter includes the following topics:

Topic Page
Roadmap of IGAP commands 46
Configuration considerations 47
Configuration prerequisites and notes 49
Configuring IGAP on an interface 50
Configuring IGAP on a VLAN 51
Clearing IGAP counters 53
Configuring IGAP with RADIUS 53
Showing IGAP interface information 58
Showing IGAP group information 59
Troubleshooting IGAP network connectivity 61
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Roadmap of IGAP commands

The following roadmap lists all the IGAP commands and their parameters. Use
thislist as a quick reference or click on any entry for more information:

Command Parameter

config ip ignp interface <ipaddr>

i gap i nfo
enabl e
di sabl e

aut henti cati on <enabl e| di sabl e>
accounti ng <enabl e| di sabl e>

cl ear-counters

config vlan <vid> ip ignp igap info
enabl e
di sabl e
aut henti cati on <enabl e| di sabl e>
accounti ng <enabl e| di sabl e>

cl ear-counters

config ip ignp igap clear-counters

config radi us ntast-addr-attr-val ue
<val ue>

config radius auth-info-attr-val ue
<val ue>

config radius
i gap-tineout-Ilog-fsize <val ue>

config radius server create
<i paddr> secret <val ue> usedby igap

config radius server delete
<i paddr > usedby i gap
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Command Parameter

config radius server set <ipaddr>
usedby i gap

show ip ignp igap

show i p ignmp igap-group [count]
[ menb- subnet <val ue>] [grp <val ue>]

show ip ignp igap-counters [vlan
<val ue>]

Configuration considerations

* |IGAP can be enabled on IGMPv2 interfaces only.

»  The Passport 8600 processes messages according to the following rules:

— OnIGAP-enabled interfaces, the Passport 8600 processes | GAP messages
and ignores all others.

— On non-1GAP interfaces, the Passport 8600 processes non-IGAP
messages and ignores |GAP messages.

» |IGAP usesthe Fast Leave feature exclusively to save bandwidth and enhance
the network’s efficiency. This feature cannot be disabled.

» SincelGAP uses Fast Leave, it never sends group-specific Query messagesin
response to a L eave message or use the IGMP Last Member Query Interval
(LMQI) parameter.

* IGAP does not support the Passport 8600 static mroute feature. Functionally,
this means that the Passport 8600 will still send traffic to the member ports of
the static multicast group, but it will not authenticate users or account for their
traffic usage.

* IGAP does not support spanning VLANS.
* IGAP does not support static port members.
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Nortel Networks recommends that you do not use static (or block) IGMP
member ports.

Nortel Networks recommends setting the activity check interval to 30 seconds
or less. The lower the value means the more often the switch checks the S,G
activity for amulticast group. When there is atraffic interruption, IGAP
accounting stops and re-starts based on this activity check. For example, a 30
second activity check interval provides for an accounting stop within 60
seconds of atraffic interruption, and an accounting start within 30 seconds
after traffic re-starts.

Thecommandisconfig i p pi mactivity-chk-interval
{15] 30| 210} . For more information, refer to the publication,
Configuring IP Multicast Routing Operations.
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Configuration prerequisites and notes

Before you can configure IGAP, you must configure the switch as follows:

1 Createthe VLANSsthat you want to enable with IGAP and assign | P addresses
to them. For more information on VLANS, refer to the publication,
Configuring IP Routing Operations.

config vlan <vid> ip create <ipaddr/mask> [nmac_offset <val ue>]

where:

vidisthe VLAN ID (from 1 to 4094). VLAN 1 isthe default VLAN.
ipaddr/mask is the | P address and network mask you want to assign to this
VLAN.

mac_offset <value> isthe MAC address you want to assign to this VLAN.
Thisisan optional parameter that, if used, replaces the default MAC address.

2 Set theversion of IGMP on each VLAN to version 2. For more information,
refer to the publication, Configuring IP Multicast Routing Operations.

config vlian <vid> ip ignmp version 2

3 Enable PIM-SM globally on the switch. For more information, refer to the
publication, Configuring IP Multicast Routing Operations.

config ip pi mnode sparse
4 Enable PIM-SM on the VLAN that you want | GAP-enabled.

config vlan <vid> ip pi menable
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Configuring IGAP on an interface

To configure IGAP on a specific interface, use the following command:
config ip ignp interface <ipaddr> igap

where:
i paddr indicates the IP address of the selected interface.

This command includes the following parameters:

config ip ignp interface <ipaddr>igap

followed by:

info Displays information about the IGAP interface.

enabl e Enables IGAP on this interface.

di sabl e Disables IGAP on this interface.

aut henti cation Enables or disables authentication on the

<enabl e| di sabl e> specified interface. The default is enable.

accounti ng Enables or disables accounting on the specified

<enabl e| di sabl e> interface. The default is enable.

clear-counters Clears the IGAP counters for this interface. To see
IGAP counters, use the show ip igmp
igap-counters [vlan <value>] command.

Configuration example

This configuration example uses the commands described above to perform the
following tasks:

* Enable IGAP ontheinterface at |P address 142.1.1.254.

*  Enable authentication.
The RADIUS server authenticates users on this interface before granting
access to join the multicast group.

» Enable accounting.
The RADIUS server starts accounting on this session as soon as auser on this
interface joins the multicast group, and stops accounting when they leave the
multicast group.
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After configuring the parameters, usethei nf o command to show a summary of
the results.

bwA09- 1: 5/ config/ip/ignp/interface/ 142.1.1.254/i gap# enabl e

bwAQ9- 1: 5/ config/ip/ignmp/interface/ 142.1.1.254/i gap# aut hentication enabl e
bwA09- 1: 5/ config/ip/ignp/interface/ 142.1. 1. 254/i gap# accounting enabl e
bwAQ09- 1: 5/ config/ip/ignmp/interface/ 142. 1. 1.254/igap# info

Sub- Cont ext :
Current Context:

| GAP Info :

If Index : 2053
| GAP-enabl e : enable
Aut hentication : enable
Accounting : enable

Configuring IGAP on a VLAN

To configure IGAP on aVLAN, use the following command:
config vlan <vid> ip ignp igap

where:
vid isaVLAN ID from 1 to 4092.

This command includes the following parameters:

config vlian <vid> ip ignmp igap

followed by:

info Displays IGAP settings on the VLAN.

enabl e Enables IGAP on this VLAN.

di sabl e Disables IGAP on this VLAN.

aut henti cation Enables or disables authentication on this VLAN.
<enabl e| di sabl e>
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config vlian <vid> ip ignmp igap
followed by:

accounti ng Enables or disables accounting on this VLAN.
<enabl e| di sabl e>

clear-counters Clears the IGAP counters for this VLAN. To see
IGAP counters, use the show ip igmp
igap-counters [vlan <value>] command.

Configuration example

This configuration example uses the commands described above to perform the
following tasks:

* EnableIGAPon VLAN 1001.

*  Enable authentication.
The RADIUS server authenticates users on this VLAN before granting access
to join the multicast group.

» Enable accounting.
The RADIUS server starts accounting the session as soon as a user on this
VLAN joins the multicast group, and stops accounting when they leave the
multicast group.

After configuring the parameters, usethei nf o command to show a summary of
the results.

bwAQ09- 1: 5/ confi g/ vl an/ 1001/ i p/ i gnp/ i gap# enabl e

bwAQ9- 1: 5/ confi g/ vl an/ 1001/i p/ i gnp/ i gap# aut henti cati on enabl e
bwAQ09- 1: 5/ confi g/ vl an/ 1001/i p/i gnp/ i gap# accounting enabl e
bwAQ9- 1: 5/ confi g/ vl an/ 1001/i p/ i gnp/i gap# info

Sub- Cont ext :
Current Context:

| GAP Info :

If Index : 2053
| GAP-enabl e : enable
Aut hentication : enable
Accounting : enable
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Clearing IGAP counters

IGAP counters provide information that you can use to monitor and troubleshoot
IGAP interfaces. See“ Troubleshooting | GAP network connectivity” on page 61.
To help you isolate a problem, you may want to clear one or all of the countersto
observe traffic behavior.

There are three commands that you use to clear counters

» Toclear al counters, use the following command:
config ip ignp igap clear-counters

» To clear counters on a specific interface, use the following command:
config ip ignp interface <ipaddr> igap clear-counters

» To clear counters on a specific VLAN, use the following command:
config vlan <vid> ip ignp igap clear-counters

Configuring IGAP with RADIUS

IGAP uses RADIUS servers to authenticate users and account for how long they
use the multicast services. This section describes the | GAP-specific RADIUS
commands. For information about the complete set of RADIUS parameters, refer
to the publication, Configuring and Managing Security.

Setting vendor-specific attributes

The following two sections describe the RADIUS commands that set
vendor-specific attributes (VSAS) for IGAP.

Setting the multicast address attribute

To set the vendor-specific attribute for the multicast address on an | GAP-enabled
RADIUS server, use the following command:

config radius ntast-addr-attr-val ue <val ue>
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where:
val ue indicates an integer assigned to this vendor-specific attribute, which must
be in the range from 0 to 255. The default is 90.

Setting the authentication information attribute

To set the vendor-specific attribute for the authentication information on an
IGAP-enabled RADIUS server, use the following command:

config radius auth-info-attr-val ue <val ue>
where:

val ue indicates an integer assigned to this vendor-specific attribute, which must
be in the range from 0 to 255. The default is 91.

Setting the timeout log file size

The Passport 8600 captures authentication and accounting information in an
IGAP timeout log for each session. The timeout log records information such as
when the Passport 8600 sent an accounting start request to the RADIUS server,
what the server’s response was and when accounting started.

To set the maximum size of the RADIUS timeout log file, use the following
command:

config radius igap-tinmeout-Iog-fsize <val ue>
where:

val ue indicates aninteger (in KB), which must be in the range from 50 to 8192.
The default is512.

Storing IGAP timeout logs

The Passport 8600 stores the timeout log in aPCMCIA file, which usesthe
following naming convention:

vendor nane_nasl| Paddr ess_type_versi on. | og

where:
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vendor name is atwo-character symbol representing the vendor.
In the example shown below, nr represents a specific Nortel Networks project.

nasl| Paddr ess identifies the network access server (NAS) by its | P address.

In the example shown below, 192168010001 represents the edge node at |P
address 192.168.10.1. Note that when there are less than three digits in an octet
such asthe 10 and 1, leading zeroesfill in to make up the 12 digits. If the Passport
8600 cannot determine NAS |P address, create afile corresponding to NAS IP
“0.0.0.0" such as:

7672 MAR-17-2003 11:42:20 /pcnti a/ nr_000000000000_rac_01.1og

t ype uses three characters to represent the kind of log.
In the example shown below, r ac stands for radius accounting.

ver si on usestwo digitsto represent the version number.

Separate the four parts of the name with underscores and use the file extension
. 1 0g. Anexample of alog filenameisnr 192168010001 rac_01. 1 og

Thefollowing is asample PCMCIA file, along with its authenti cation timeout and
accounting timeout contents:

6902 MAR- 31-2003 11:51:02 /pcntial/ nr_140007008002_rac_01.1 og

[03/27/03 14:48:51] auth-req vl an: 1001 group: 224.10.0.1
receiver: 141.1.1.10 user: nttproject

[03/27/03 14:52:36] auth-req vl an: 1001 group: 224.10.0.1
receiver: 141.1.1.10 user: nttproject

[03/27/ 03 14:54:40] acct-stop sess id: 13000000 vlan: 1001 group:
224.10.0.1 receiver: 141.1.1.10 user: nttproject

[03/27/03 14:54:40] acct-stop sess id: 13000001 vlan: 1001 group:
224.10.0.1 receiver: 141.1.1.10 user: nmaproject

Working with IGAP timeout logs

When an IGAP timeout log file reaches its maximum size, the Passport 8600
performs the following tasks:
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Sends atrap. To see information about these traps, select Device > Trap Log
from the Device Manager menu bar.

Prints an SNMP warning on the console such as:

bwAO7- 1: 6# CPU6 [ 04/03/03 09:02: 14] SNVMP WARNI NG Log file for
| GAP Radi us tineout |ogs has exceeded the maximum imt

Logs the event and sends it to DRAM. To display the event, enter the
following command:

show log file tail
The switch displays an SNM P warning such as:

CPU6 [04/03/03 09:02:14] SNWP WARNI NG Log file for | GAP Radi us
ti meout | ogs has exceeded the maximumimt

Working with PCMCIA files

When the PCMCIA reachesits limit, you have to make more room by deleting
files. However, before deleting the files, you may want to copy them to another
location. To copy PCMCIA files, select Edit > File System from the Device
Manager menu bar. For more information on displaying and copying PCMCIA
files, refer to the publication, Configuring Network Management.

How the Passport 8600 reports that thereis no PCMCIA card present depends on
whether or not the authentication or accounting time out occurred.

If there is no PCMIA present and no authentication or accounting time out,
the Passport 8600 prints an information and awarning message on the console
such as,

bwAQ7- 1: 6# CPU6 [04/03/03 09:02: 14] SWINFO PCMCI A card renoved
from Master CPU “bwA07-1" slot 6, Chassis S/ N SSNMDOO0O9I
bwAO7- 1: 6# CPU6 [ 04/03/03 09: 02: 14] SNVP WARNI NG PCMCI A i s
renoved, Loggi ng resunes on DRAM

If thereisno PCMIA present, but thereis an authentication or accounting time
out, the Passport 8600 sends information and a warning messages to DRAM
(not the console).

To display these messages, enter the following command:

show log file tail
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The switch displays messages such as,

CPU6 [04/03/03 09:04:43] RADIUS I NFO unable to wite to | GAP
radius billing | og:please verify that PCMClI A has enough free
space. |l og nmessage: [04/03/03 09:04:43] auth-req vl an: 1001
group: 224.10.0.1 receiver: 141.1.1.10 user: nttproject

CPU6 [ 04/03/03 09: 04: 17] SNMP WARNI NG PCMCI A i s renoved, Loggi ng
resunes on DRAM

CPU6 [ 04/03/03 09: 04: 17] SWINFO PCMCI A card renoved from Mast er
CPU "bwA07-1" slot 6, Chassis S/ N SSNMD00O09I

Adding an IGAP-enabled RADIUS server

To add an |GAP-enabled RADIUS server, use the following command:

config radius server create <ipaddr> secret <val ue> usedby
i gap

where:

i paddr indicates the IP address of the selected interface and

val ue specifiesthe secret key, which is a string of up to 20 characters.
The RADIUS server uses this password to validate the IGAP client.

Note: Theusedby parameter determines how the server functions:

cl i - configuresthe server for CLI authentication.
i gap - configuresthe server for IGAP authentication.
snnp - configures the server for SNMP authentication.

The other parameters that you can use with this command are;

[port <value>] [priority <value>] [retry <val ue>]
[ti meout <value>] [enable <value>] [acct-port <val ue>]
[ acct - enabl e <val ue>]

Deleting an IGAP-enabled RADIUS server

To delete an IGAP-enabled RADIUS server, use the following command:

config radius server del ete <ipaddr> usedby igap
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where:
i paddr indicates the IP address of the selected interface.

Note: Theusedby parameter determines how the server functions:

cl i - configuresthe server for CLI authentication.
i gap - configuresthe server for IGAP authentication.
snnp - configures the server for SNM P authentication.

Setting IGAP-enabled RADIUS server parameters
To set IGAP-enabled RADIUS server parameters, use the following command:
config radius server set <ipaddr> usedby igap

where:
i paddr indicates the IP address of the selected interface.

Note: Theusedby parameter determines how the server functions:

cl i - configuresthe server for CLI authentication.
i gap - configures the server for IGAP authentication.
snnp - configures the server for SNMP authentication.

The other parameters that you can set with this command are:

[secret <value>] [port <value>] [priority <val ue>]
[retry <value>] [tinmeout <value>] [enable <val ue>]
[acct-port <val ue>] [acct-enable <val ue>]

Showing IGAP interface information
To display information on |GAP-enabled interfaces, use the following command:

show ip ignmp igap

Figure 15 shows sample output for this command.
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Figure 15 Show IGAP command output

o

WAQ09- 1: 5# show i p ignp igap

I gnp | GAP

VLAN I D | GAP ACCOUNTI NG AUTHENTI CATI ON
91 Di sabl e Enabl e Enabl e

92 Di sabl e Di sabl e Enabl e

1001 Enabl e Di sabl e Di sabl e

1002 Enabl e Enabl e Di sabl e

1003 Enabl e Enabl e Enabl e

1004 Enabl e Enabl e Enabl e

1005 Enabl e Enabl e Enabl e

Showing IGAP group information

To display information on IGAP groups, use the following command:

show i p ignp igap-group [count] [nenb-subnet <value>] [grp <val ue>]

where the optional parameter:
count indicates the number of entries to show.

menb- subnet <val ue> isaspecific |P address and network mask that you

want to show.

grp <val ue> isthelP address of a specific group that you want to show.

Figure 16 shows sample output for this command.
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Figure 16 Show IGAP Group command output

(o

WAQ7- 1: 5# show i p ignp igap-group

\

I gap G oup
GRPADDR | NPORT MEMBER MEMBER_STATE ACCT_TI ME EXPI RATI ON USER | D
224.10.0.1 V1001-1/1 141.1.1.10 Aut h+Acct 5 254 proj1l
224.10.0.1 V1001-1/1 141.1.1.11 Aut h+Acct 5 254 proj1l
224.10.0.1 V1001-1/1 141.1.1.12 Aut h+Acct 5 254 proj1l
224.10.0.1 V1001-1/1 141.1.1.13 Aut h+Acct 5 254 proj1l
Total nunber of groups 4

Tot al

\_

number of uni que groups 1

Table 4 describes the IGAP group parameters.

Table 4 Show IGAP Group parameters

Field Description

GRPADDR Indicates the IP address of this IGAP group.

INPORT Displays the ingress port and VLAN of the IGAP report.
MEMBER Indicates the IP address of this IGAP group member.

MEMBER_STATE Displays the state of this IGAP group member.

Auth indicates that the member was authenticated by a
RADIUS server.

Acct indicates that a RADIUS server successfully started
accounting for this member’s session.

ACCT_TIME Displays the accounting time (in seconds) for the duration of
the multicast session for this IGAP group member.

EXPIRATION Specifies how much time is left (in seconds) before the Group
Report for this interface expires. This timer is restarted when
the RADIUS server receives a hew group report.

USER_ID Displays the User ID for this IGAP member.
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Troubleshooting IGAP network connectivity

IGAP counters provide network connectivity information that you can use to
monitor and troubleshoot | GAP interfaces. To display the counter information,
use the following command:

show ip ignp igap-counters [vlan <val ue>]

where:
vl an <val ue> indicatesthe ID number of the VLAN you want to show.

Figure 17 shows sample output for this command.

Figure 17 Show IGAP Counters command output

@

Qan 1008

WAQ9- 1: 5# show i p ignp igap-counters
| GAP Counters
| NTERFACE AUTH SUCCESS AUTH REJECT RESP- TI MEQUT
PAPJO NREQ BASI C- QUERY BASI C- LEAVE

VI an 1001 0 0 0

0 0 0
VI an 1002 0 0 0

0 0 0
VI an 1003 0 0 0

0 0 0
VI an 1004 0 0 0

0 0 0
VI an 1005 0 0 0

0 0 0
VI an 1006 0 0 0

0 0 0
VI an 1007 0 0 0

0 0 0

° 0 ° 0 ° 0 /

Note: To clear the counters, see “ Clearing IGAP counters’ on page 53.
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Table 5 describes the IGAP Serviceability Counters parameters.

Table 5 Show IGAP Counter parameters

Field

Description

INTERFACE

Indicates the VLAN ID of this IGAP interface.

AUTH-SUCCESS

Displays the number of authentication success messages
received from the RADIUS server on this interface.

AUTH-REJECT

Displays the number of authentication fail messages received
from the RADIUS server on this interface.

RESP-TIMEOUT

Displays the number of times that the Authentication Timer
timed out. This timer controls the waiting time from sending an
Authentication request to receiving an Authentication
response.

PAPJOINREQ Displays the number of Password Authentication Protocol
(PAP) Join requests received for members of this interface.

BASIC-QUERY Displays the number of Basic Query messages sent by the
Passport 8600 on an IGAP-enabled interface.

BASIC-LEAVE Displays the number of Basic Leave messages received by

this interface.
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IGAP commands 35
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troubleshooting 43
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S
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T
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