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This Software License Agreement (“License Agreement”) is between you, the end-user (“Customer”) and Nortel
Networks Corporation and its subsidiaries and affiliates (“Nortel Networks”). PLEASE READ THE FOLLOWING
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to such third party software.

2. Warranty. Except as may be otherwise expressly agreed to in writing between Nortel Networks and Customer,
Software is provided “AS IS” without any warranties (conditions) of any kind. NORTEL NETWORKS DISCLAIMS
ALL WARRANTIES (CONDITIONS) FOR THE SOFTWARE, EITHER EXPRESS OR IMPLIED, INCLUDING,
BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE AND ANY WARRANTY OF NON-INFRINGEMENT. Nortel Networks is not obligated to
provide support of any kind for the Software. Some jurisdictions do not allow exclusion of implied warranties, and, in
such event, the above exclusions may not apply.
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allow these limitations or exclusions and, in such event, they may not apply.

4. General

a.  If Customer is the United States Government, the following paragraph shall apply: All Nortel Networks
Software available under this License Agreement is commercial computer software and commercial computer
software documentation and, in the event Software is licensed for or on behalf of the United States
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Government, the respective rights to the software and software documentation are governed by Nortel
Networks standard commercial license in accordance with U.S. Federal Regulations at 48 C.F.R. Sections
12.212 (for non-DoD entities) and 48 C.F.R. 227.7202 (for DoD entities).

b. Customer may terminate the license at any time. Nortel Networks may terminate the license if Customer fails
to comply with the terms and conditions of this license. In either event, upon termination, Customer must
either return the Software to Nortel Networks or certify its destruction.

c.  Customer is responsible for payment of any taxes, including personal property taxes, resulting from
Customer’s use of the Software. Customer agrees to comply with all applicable laws including all applicable
export and import laws and regulations.

d.  Neither party may bring an action, regardless of form, more than two years after the cause of the action arose.

e. The terms and conditions of this License Agreement form the complete and exclusive agreement between
Customer and Nortel Networks.

f.  This License Agreement is governed by the laws of the country in which Customer acquires the Software. If
the Software is acquired in the United States, then this License Agreement is governed by the laws of the state
of New York.
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About this document

The Nortel Networks* Passport* 8000 Series switch is a flexible and
multifunctional switch that supports a wide range of network architectures and
protocols. This guide provides procedures for setting up and starting the
Passport 8000 Series switch.

Before you begin

This book is intended for network designers and administrators with the following
background:

* Basic knowledge of networks, Ethernet bridging, and IP and IPX routing
*  Familiarity with networking concepts and terminology
*  Basic knowledge of network topologies

» Experience with windowing systems or graphical user interfaces (GUISs)
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Text conventions

This guide uses the following text conventions:

angle brackets (< >)

bold Courier text

braces ({})

brackets ([ ])

ellipsis points (. . .)

Indicate that you choose the text to enter based on the
description inside the brackets. Do not type the
brackets when entering the command.

Example: If the command syntax is
ping <ip_address>, you enter
ping 192.32.10.12

Indicates command names and options and text that
you need to enter.

Example: Use the dinfo command.
Example: Enter show ip {alerts|routes}.

Indicate required elements in syntax descriptions where
there is more than one option. You must choose only
one of the options. Do not type the braces when
entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you must enter either
show ip alerts or show ip routes, but not both.

Indicate optional elements in syntax descriptions. Do
not type the brackets when entering the command.

Example: If the command syntax is

show ip interfaces [-alerts], you can enter
either show ip interfaces or

show ip interfaces -alerts.

Indicate that you repeat the last element of the
command as needed.

Example: If the command syntax is
ethernet/2/1 [<parameter> <value>]...,
you enter ethernet/2/1 and as many
parameter-value pairs as needed.
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italic text

plain Courier
text

separator (> )

vertical line (|)

Indicates new terms, book titles, and variables in
command syntax descriptions. Where a variable is two
or more words, the words are connected by an
underscore.

Example: If the command syntax is
show at <valid route>, valid route is one
variable and you substitute one value for it.

Indicates command syntax and system output, for
example, prompts and system messages.

Example: Set Trap Monitor Filters

Shows menu paths.

Example: Protocols > IP identifies the IP command on
the Protocols menu.

Separates choices for command keywords and
arguments. Enter only one of the choices. Do not type
the vertical line when entering the command.

Example: If the command syntax is
show ip {alerts|routes}, you enter either
show ip alerts or show ip routes, but not

both.

Hard-copy technical manuals

You can print selected technical manuals and release notes free, directly from the
Internet. Go to the www.nortel.com/support URL. Find the product for which you
need documentation. Then locate the specific category and model or version for
your hardware or software product. Use Adobe* Acrobat Reader* to open the
manuals and release notes, search for the sections you need, and print them on
most standard printers. Go to Adobe Systems at the www.adobe.com URL to
download a free copy of the Adobe Acrobat Reader.
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How to get help

If you purchased a service contract for your Nortel Networks product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller for assistance.

If you purchased a Nortel Networks service program, contact Nortel Networks
Technical Support. To obtain contact information online, go to the
www.nortel.com/contactus URL, then click Technical Support.

Additional information about the Nortel Networks Technical Solutions Centers is
available from the www.nortel.com/callus URL.

An Express Routing Code (ERC) is available for many Nortel Networks products
and services. When you use an ERC, your call is routed to a technical support
person who specializes in supporting that product or service. To locate an ERC for
your product or service, go to the www.nortel.com/erc URL.
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Chapter 1
Using Passport 8600 documentation

Passport 8000 Series Switch Software Release 3.7.6 was specifically designed to
introduce the 8660 Service Delivery Module (SDM). The 8660 SDM provides
firewall security capabilities through a Passport 8600 I/O module. Software
Release 3.7.6 supports both the Passport 8600 and 8100 Series Switches,
however, the 8660 SDM is supported only in a Passport 8600 Series Switch
operating on Software Release 3.7.6 or later.

This chapter describes the documents that are used to install and configure the
Passport 8660 and firewall modules. An outline of the installation process is
provided, listing which documents to reference during the installation and
configuration of your Passport 8660 system. This section includes the following
topics:

*  “Accessing Passport 8600 documents” on page 16

e “Using Passport 8600 documents during installation” on page 17

Getting Started



16 Chapter 1 Using Passport 8600 documentation

Accessing Passport 8600 documents

All Passport 8600 documents are available for download from the Nortel website
(www.nortel.com/support). Table 1 lists documents related to the Passport 8660
SDM module.

Table 1 Documents for preparing your Passport 8600 switch

Document Title Description Part Number

Getting Started Overview of setup requirements | 320095-A
for the 8600 switch, and
guidelines to install and configure
an SDM 8660 module.

Release Notes for the Passport 8600 | Release Notes cover new 217316-A
Release 3.7.6 features , fixes, and limitations for
the Passport 8600 release 3.7.6.

Important Information about the 8600 | A list of supported modules and | 320180-A
Series Switch Modules minimum software version
requirements.

Upgrading to Passport 8000 Switch | Instructions for upgrading to 318843-A
Series Software Release 3.7.6 release 3.7.6 software on an 8100

or 8600 system.
Firewall User's Guide and Command | Configuration details for Firewall |217315-A
Line Reference iSDs.
Installing and Using Device Manager | Instructions for installing and 320096-A

using the Java Device Manager
(JDM) software.

Installing the 8660 Service Delivery | Instructions for installing the 8660 |217314-A
Module (SDM) for the Passport 8600 | SDM, and information about field

Series Switch replacements.
System Messaging Platform A list of error messages from the | 320094-A
Reference Guide System Messaging Platform .

Note: For additional configuration examples, refer to Technical
Configuration Guide Service Delivery Module Firewall v1.0, which is
also available from the Nortel website.
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Using Passport 8600 documents during installation

Nortel recommends following the installation process described in this section to
install your Passport 8600 system. Required documents are listed for each step.

“Preparing for initial configuration” on page 17

“Installing the Passport 8600 software and hardware” on page 17
“Configuring basic Passport 8660 SDM settings” on page 18
“Configuring the firewall iSDs” on page 19

“Installing CheckPoint Management Server” on page 19

Preparing for initial configuration

Below before continuing with the installation process, read the documents listed
provide a better understanding of the Passport 8600 functionality.

Getting Started.

Release Notes for the Passport 8600 Release 3.7.6 (or the latest available
version).

Important information about the 8600 series Switch Modules.

Installing the Passport 8600 software and hardware

You are now ready to plan the network configuration, and install the hardware and
software related to Passport 8600 switch.

1

Check that the installed version of Passport 8600 software is release 3.7.6 or
later. Refer to Upgrading to Passport 8000 Switch Series Software Release
3.7.6 if you need to upgrade the existing software release.

Plan the details of your network configuration before continuing. A sample
network configuration is available from Firewall User's Guide and Command
Line Reference.

If you plan to use the Java Device Manager (JDM) to access the Passport
switch, then install and configure JDM software version 5.8.8.0 or later. Refer
to Installing and Using Device Manager for details.

Getting Started
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4

Install the Passport 8660 Service Delivery Module into the 8600 chassis,
using the instructions in Installing the 8660 Service Delivery Module (SDM)
for the Passport 8600 Series Switch.

Configuring basic Passport 8660 SDM settings

Configure the Passport 8660 SDM using the CLI or JDM interface, using the
following steps. Refer to the Firewall User's Guide and Command Line Reference
for detailed instructions.

a & O N =

© O N o

Create the firewall clusters.
Add each firewall iSD to an appropriate cluster.
Create the Management VLAN.

Create the Sync VLAN. (This step is only necessary if there is more than one
iSD in a cluster.)

Create Firewall VLANSs for each Firewall interface, and add the Firewall
VLAN:S to the appropriate clusters.

Create Firewall Peering VLANS, and add them to the appropriate clusters.
Add an IP address for the Management VLAN on the Passport 8600 switch.
Create the VLAN for CheckPoint Management Server.

Create the NAAP VLAN for communication between the Passport 8600 and
the Firewall iSD.

10 Enable NAAP.

11 Identify the firewall iSD by setting the console slot/port.

320095-A Rev 00
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Configuring the firewall iSDs

1

Configure each firewall iSDs in your system, as described in Firewall User's
Guide and Command Line Reference. The actual number of firewall iSDs
depends on the Passport 8660 SDM configuration (FW1, FW2 or FW4), and
how many SDMs are in your network.

Upgrade firewall iSD software, if necessary.

-p

Note: The latest iSD software is pre-installed before shipping. This step
is not necessary for a new installation. If you do need to update the iSD

software, refer to Chapter 11 of the Firewall User's Guide and
Command Line Reference.

Initialize the firewall iSDs in each cluster.

Select New in the Setup utility for the first iSD from each cluster, using Join
for subsequent firewall iSDs in that cluster.

Create the Firewall Interface, matching the VLAN IDs to those created in
“Configuring basic Passport 8660 SDM settings” on page 18.

Configure the VRRP sub-address and Virtual Router ID (VRID).

Configure static routes for the iSD firewalls and SmartCenter server.

Add CheckPoint licenses for each iSD.

Installing CheckPoint Management Server

Install the Checkpoint Management Server software, as described in Firewall
User's Guide and Command Line Reference.

Note: The 15-day trial Checkpoint licenses must be upgraded to ensure
continuous operation. A Checkpoint license is required for each Firewall

iSD and the Checkpoint Management Server.

Getting Started
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Chapter 2
Setting up the 8600 series switch

This chapter describes how to connect a terminal and modem to the switch, log on
to the switch software, configure the switch using the Setup utility, reboot the
switch using the command line interface (CLI), and perform basic tasks. This
section includes the following topics:

*  “Accessing the Passport 8600 switch” on page 22

*  “Connecting a terminal” on page 23

*  “Connecting a modem” on page 24

* “Logging on to the system” on page 27

*  “Modifying the CLI login and passwords” on page 31
*  “Configuring the switch with the Setup utility” on page 31
* “Rebooting or resetting the switch” on page 39

* “Setting system identification” on page 40

* “Managing files” on page 41

e  “Getting Help” on page 43

*  “Pinging a device” on page 45

*  “Setting and displaying the date” on page 47

*  “Accessing the standby CPU” on page 48

* “Exiting and re-entering the CLI” on page 48
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Accessing the Passport 8600 switch

The Passport 8600 switch supports two Command Line Interfaces (CLIs):

¢ Boot Monitor CLI
¢ Run-Time CLI

The Boot Monitor CLI allows you to configure and manage the boot process. You
initiate a Boot Monitor CLI session only through a direct serial-port connection to
the switch. After the Boot Monitor CLI is active, you can access it only through a
console session. Within the Boot Monitor CLI, you can change the boot
configuration, including boot choices and boot flags.

You access the Run-Time CLI through a direct serial-port connection to the
switch or through a Telnet, SSH (Secure Shell), or Rlogin session (if the flags for
Telnet and Rlogin are set to allow remote access). Passport 8600 modules support
one CLI session at the console serial port or up to eight Telnet/SSH sessions. You
can open a Telnet session from Device Manager by clicking on the Telnet button
on the toolbar or choosing Device > Telnet from the menu bar.

For more information about Device Manager, see Installing and Using Device
Manager (320096-A).

You can use any terminal or personal computer (PC) with a terminal emulator as
the CLI console station. To connect the computer or terminal, follow the
instructions in “Connecting a terminal” on page 23.
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Connecting a terminal

The serial console interface is an RS-232 port that enables a connection to a PC or
terminal for monitoring and configuring the switch. The port is implemented as a
DB-9 connector that can operate as either data terminal equipment (DTE) or data
communication equipment (DCE). The default communication protocol settings
for the console port are:

9600 baud
8 data bits
1 stop bit
No parity

To use the console port, you need the following equipment:

A terminal or TTY-compatible terminal, or a portable computer with a serial
port and terminal-emulation software

A UL-listed straight-through RS-232 cable with a female DB-9 connector for
the console port on the switch

The other end of the cable must have a connector appropriate to the serial port
on your computer or terminal. (Most computers or terminals use a male
DB-25 connector.) Any cable connected to the console port must be shielded
to comply with emissions regulations and requirements.

To connect a computer or terminal to the console port:

1

a A~ WD

Set the terminal protocol as follows:

* 9600 baud
* 8 data bits
* 1 stop bit
*  No parity

Connect the RS-232 cable to the console port.
Connect the other end of the cable to the terminal or computer serial port.
Turn on the terminal.

Log on to the CLI (see “Logging on to the system’ on page 27).
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Connecting a modem

You can access the CLI through a modem connection to the Passport 8690SF,
8691SF, or 8692SF modules. This section describes how to connect a modem to
the modem port on the module.

To set up modem access, you need a DTE-to-DCE cable (straight or transmit
cable) to connect the Passport 8600 switch to the modem. Table 2 shows the
DTE-to-DCE pin assignments.

Table 2 DTE-to-DCE straight-through pin assignments

Switch Modem

Signal | g DCEDB9  |DCE DB-25
number pin number pin number

RXD 2 2 3

TXD 3 3 2

DTR 4 4 20

GND 5 5 7

DSR 6 6 6

RTS 7 7 4

CTS 8 8 5

The modem port is a data terminal equipment (DTE) device operating at 9600
baud, 8 data bits, no parity, and one stop bit. Because the modem port expects to
receive Data Set Ready (DSR) and Clear To Send (CTS) signals before
transmitting, these control lines are required in the cables. The modem port does
not support any inbound flow control; that is, the port does not toggle control lines
to indicate the input buffer is full.

To connect a modem to a Passport 8600 switch, you may need to set up the
modem port first using another type of connection to the CLI.

Note: Nortel Networks recommends that you use the default settings for
=*»|  the Modem port for most modem installations.
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To set up the modem port using Passport 8100/8600 CLI:

1

Enter the following command, in the Run-Time CLI:
config bootconfig sio modem

Now you can enter options for this command level without re-typing the first
part of the command.

Use the following commands to set port parameters, based on the
requirements of the modem:

* baud <rate>

where rate is the baud rate for the modem. The default is 9600.
* 8databits <truel|false>

where:

— false sets the number of data bits per byte to 8. This setting is the
default.
— true sets the number of data bits per byte to 7.

* mode <ascii|slip|ppp>
where:

— ascii is the default setting. This setting is recommended for most
modem connections.

— slip sets the port for serial line IP (SLIP) operation.

— ppp sets the port for point-to-point protocol (PPP) operation.

For information about the configuration requirements of your modem, refer to
the documentation shipped with the modem.

Caution: Nortel Networks recommends that you do not set the modem
port for SLIP or PPP operation unless you are already thoroughly
familiar with the operation of these protocols.

Getting Started
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3

If you set the port mode to s1ip, then use the following commands to set
other SLIP parameters:

* slip-compression <truel| false> to enable or disable TCP/IP
header compression. The default is false.

* slip-rx-compression <truel| false> to enable or disable TCP/IP
header compression on the receive packet. The default is false.

If you set the port mode to ppp, then use the following commands to set other
PPP parameters:

* mtu <bytes> to set the maximum transmission unit for the
point-to-point link. The default is zero (0).

* my-ip <ipaddr> to set the near-end IP address on the point-to-point
link. The default is 0.0.0.0.

* peer-ip <ipaddr> to set the peer IP address on the point-to-point link.
The default is 0.0.0.0.

* pppfile <file> to identify the file to use for PPP initialization
parameters.

Turn off echo mode and return code messaging on the modem.

Connect the modem to the modem port using a cable with the connector
described in Table 2 on page 24.
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Logging on to the system

The basic switch configuration procedures in this chapter use the Run-Time CLI.
When the switch completes its boot sequence, the login prompt appears. The
default values for login and password for the console and Telnet sessions are

shown in Table 3.

Table 3 Access levels and default login values

Access level

Description

Default
login

Default
password

Read-only

Allows only viewing configuration and
status information. Is equivalent to SNMP
read-only community access.

ro

ro

Layer 1 read/write

Allows viewing most switch configuration
and status information and changing
physical port settings.

Layer 2 read/write

Allows viewing and changing configuration
and status information for layer 2
(bridging/switching) functions.

Layer 3 read/write
(8600 switches only)

Allows viewing and changing configuration
and status information for layer 2 and
layer 3 (routing) functions.

Read/write

Allows viewing and changing configuration
and status information across the switch;
does not allow changing security and
password settings. Is equivalent to SNMP
read-write community access.

rw

Read/write/all

Allows all the rights of read-write access
and the ability to change security settings,
including the CLI and Web-based
management user names and passwords
and the SNMP community strings.

rwa

rwa

hsecure bootconfig flag

The Passport 8000 supports the flag called hsecure (for High Secure)
configurable in bootconfig mode. This flag introduces a behavior for the password
(8 characters enforcement, aging time) and a protection mechanism to filter

certain IP addresses.
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When the hsecure flag is enabled, the software enforces the 8 characters rule for
all passwords. When upgrading from a previous release, if the password does not
have at least 8 characters, you are prompted to change your password to the
mandatory character length.

Enabling or disabling hsecure
To enable (or disable) hsecure, execute the CLI command:
config bootconfig flag hsecure [true|false]

A warning message displays prompting you to reboot the switch for the change to
take effect:

Warning: Please save boot configuration and reboot the switch for
this to take effect.

Changing an invalid-length password

Once you enable hsecure and reboot the switch, any user with an invalid-length
password is prompted to change their password, as shown in the following
display:

Login: rwa

Password: ***

Your password is valid but less than mandatory 8 characters.
Please change the password to continue.

Enter the New password: ****kkkkk

Re-enter the New password: ****k*kk*

Password changed successfully
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New default passwords and community strings

If the switch boots in hsecure mode after default factory settings, without any
password previously configured, the default passwords change to respect this rule.
Table 4 describes the new default passwords.

Table 4 New default setting passwords

User ID New default password
rwa rwarwarrw
w YWIWrwrw
ro rorororo
13 131313131
12 12121212
I 11111111
14admin l4adminl
slbadmin slbadmin
Oper operoper
14oper ldoperl4d
slboper slbopers
ssladmin ssladmin

Table 5 describes the new default community strings.

Table 5 New default community strings

ro publiconly
I privateonly
12 privateonly
13 privateonly
rw privateonly
rwa secretonly
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Aging enforcement

When the hsecure flag is enabled, after a certain duration (configurable,
default = 90 days), you are asked to change your password, as described
previously.

The aging parameter is configurable by executing the CLI command shown in the
following display:

Passport-8610:5# config cli password aging <days>

Set age-out time for passwords

Required parameters: <days> = age-out time for passwords/community
strings {1..365}

Command syntax: aging <days>

Note: For SNMP and FTP, when a password expires, access is denied.
Community strings must be changed to a new string made up of more than
8 characters before accessing the system.

-p

Filtering mechanism

In this release, incorrect IP source addresses as network or broadcast addresses are
filtered at the virtual router interface. For example:

V1l has the network address 192.168.168.0/24

(Note that this change is valid for all IP subnets, not only for /24 as mentioned in
the example, source addresses 192.168.168.0 and 192.168.168.255 are discarded.)

This is done only if the hsecure mode is enabled.
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Modifying and resetting passwords

The boot monitor command reset-passwd is used to reset the passwords to
their default values.

* To reset the passwords, enter the following command at the boot monitor
prompt:

reset-passwd
* To change the passwords, enter the following commands:
config cli password <access-level> <username>

You must enter the old password, and are then prompted to enter and confirm
the new password, as shown in the display below. All passwords are
case-sensitive.

Enter the old password:
Enter the new password:
Re-enter the new password:

Modifying the CLI login and passwords

If you have read/write/all access permission, you can modify the CLI login and
passwords by entering the config cli password command. You also can
change the CLI login and passwords using Device Manager.

Configuring the switch with the Setup utility

To enhance the functionality of Passport 8000 Series switches, Nortel Networks
offers a growing list of hardware modules. Since the latest modules have
advanced features, they work in certain operation modes that earlier modules do
not support. The Setup utility monitors system requirements and obtains the
highest system performance.
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The Setup utility helps you configure your switch by asking you a series of
questions. Then it saves the information in the boot and runtime configuration
files. This ensures that your switch reboots in the desired operating mode. The
Setup utility also displays error and warning messages to advise you of the
ramifications of certain hardware and software configurations.

This section describes how to use the Setup utility to configure the boot and
runtime configuration files.

Running the Setup utility

The Setup utility prompts you through the configuration process by asking a series
of questions. Default values are shown in brackets and the acceptable parameter
options in parentheses. Press Enter to accept the default value, or choose one of
the available options for each question. For more information about the individual
prompts, see Table 6 on page 36.

To start and use the Passport 8600 Setup utility, enter the following command:

install

Note: After running the Setup utility, remember to reboot the switch. See
the following section, “Rebooting or resetting the switch” on page 39, for
instructions.

Configuration example: Setup utility

Figure 1 on page 33, Figure 2 on page 34, and Figure 3 on page 35 show sample
output from the Setup utility. In this example, the defaults have been accepted.
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Figure 1 Setup utility command sample output

Passport-8610:6# install

HASHHA SR AR RS H A AR R R R R R

Welcome to the Passport 8000 setup utility. You are about to configure initial
configuration of the switch. Part of the data will be stored in the file /
flash/boot.cfg and part will be stored in runtime configuration file. Please
reboot the switch after initial configuration.

Several of these commands do not require a reboot and can be applied
dynamically through CLI.

HASHH SR AR H S H SRR H R R R R
Do you want to continue (y/n)? y

HHFFF SRR HHHF AR HHHF AR HH AR RS
System Parameters

HHEFHH S HHHF A A A HHHFFAAA AR HHHHHAAAAA SRS HHFAA A S HHHHHFFHHA
Please provide primary config-file path [/flash/config.cfgl:
Please provide primary image-file path [p80a3760.img]:

Please add system prompt [Passport-8610]:

Please select CPU Master slot (5/6) [5]:

Master CPU mgmt port: autonegotiation [n] (y/n)?

speed (10/100) [107]:

Do you want to enable automatic savetostandby mode [n] (y/n)?

Do you want to enable m-mode support [n] (y/n)?

Do you want to enable enhanced operation mode support [n] (y/n)?
Do you want to enable CPU High Availability mode [n] (y/n)?

#
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Figure 2 Setup utility command sample output continued

1 - Primary configuration file path (/flash/config.cfg)->/flash/config.cfg
2 - Primary image file path (134.177.160.114:/home/username/images/
testl128k_4.img)->134.177.160.114: /home/username/images/test128k_4.1img

3 - CLI prompt (8610)->8610

4 - Master CPU selection (5)->5

5 - Master CPU Mgmt port autonegotiation (true)->false

6 - Master CPU Mgmt port speed (10)->10

7 - Automatic save to Standby (false)->false

8 - Support for M-mode (false)->false

9 - Support for enhanced operation mode (false)->false

10- High Availability mode

#

Please type the line-number you want to change

OR "O" to save & quit at this stage

OR hit return to continue [-1]:

Syncing autoneg

HA-CPU change will be applied at the end of this session only if you choose to
save configuration

HASHHASH A HH S H AR H A S S S S H H S R S
System Services

HASHHASHH S HHAHH A S H A S H A FH SRS H SRS HA SR AR H SRS SRS SRR H SRS H
#

Do you want to enable FTP [n] (y/n)?

Do you want to enable RLOGIN [n] (y/n)?

Do you want to enable TELNET [n] (y/n)?

Do you want to enable TFTP [n] (y/n)?

Do you want to enable WEB server service [n] (y/n)?

#
1 - FTP server service (false)->false
2 - RLOGIN server service (false)->falseservice (false 3 - TELNET server

service (true)->false

4 - TFTP server service (false)->false

5 - WEB server service (true)->false

#

Please type the line-number you want to change

OR "0O" to save & quit at this stage

OR hit return to continue [-1]:

HHFFF SRR HHH AR HHHF AR HH AR R RS
IP Network connectivity

HHSHH A HH AR H AR H AR H AR H A H AR AR R
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Figure 3 Setup utility command sample output concluded

IP Address for mgmt port in first CPU Slot [0.0.0.0/0.0.0.01]:

IP Address for mgmt port in second CPU Slot [10.10.43.98/255.255.255.0]:
IP Address for mgmt-virtual-ip [0.0.0.0/0.0.0.07:

First net mgmt route [134.177.160.0:10.10.43.17:

Second net mgmt route [0.0.0.0:0.0.0.07:

Third net mgmt route [0.0.0.0:0.0.0.07:

Fourth net mgmt route [0.0.0.0:0.0.0.0]:

IP address of the default VLAN [0.0.0.0/0.0.0.07:

#

1 - Management port Ip Address for first CPU slot (0.0.0.0/
0.0.0.0)->0.0.0.0/0.0.0.0

2 - Management port Ip Address for second CPU slot (10.10.43.98/
255.255.255.0)->10.10.43.98/255.255.255.0

3 - Virtual management port Ip Address (0.0.0.0/0.0.0.0)->0.0.0.0/0.0.0.0
4 - First static route for management port
(134.177.160.0:10.10.43.1)->134.177.160.0:10.10.43.1

5 - Second static route for management port
(0.0.0.0:0.0.0.0)->0.0.0.0:0.0.0.0

6 - Third static route for management port
(0.0.0.0:0.0.0.0)->0.0.0.0:0.0.0.0

7 - Fourth static route for management port
(0.0.0.0:0.0.0.0)->0.0.0.0:0.0.0.0

8 - IP address of the default VLAN (0.0.0.0/0.0.0.0)->0.0.0.0/0.0.0.0
#

Please type the line-number you want to change

OR "0" to save & quit at this stage

OR hit return to continue [-1]:

Do you want to save the changes

[Saving the parameters will update the files /flash/boot.cfg and /flash/
dvmrp_pol.cfg] (y/n)?

HHEFFFF SRS HHHF A AR HHHFFA AR BB HHHHA AR HHH AR B HHHFHHHH
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Table 6 Setup utility prompt descriptions (Page 1 of 3)

Prompt

Description/Action

Please provide primary config-file path
[/flash/config.cfg]:

Description: Indicates the name of the primary configuration
file.

Action: Press Enter to accept the default (/flash/config.cfg), or
enter a different file name for the primary configuration file.
Specifying the path to the file is optional.

Please provide primary image-file path
[p80a3760.img]:

Description: Indicates the name of the primary image file.

Action: Press Enter to accept the default (p80a3760.img), or
enter a different file name for the primary image file.
Specifying the path to the file is optional.

Please add system prompt [Passport-8610]:

Description: Specifies the text for the prompt.

Action: Press Enter to accept the default (Passport-8610), or
enter a different string of up to 20 characters.

Please select CPU Master slot (5/6) [5]:

Description: Indicates the slot number of the master CPU.

Action: Press Enter to accept the default (5), or specify 6 for
the master CPU slot.

Master CPU mgmt port: autonegotiation [n]
(y/n)?

Description: Specifies whether you want the master CPU
management port to use autonegotiation.
Action: Enter n to accept the default, or enter y to indicate

that you want the master CPU management port to use
autonegotiation.

speed (10/100) [10]:

Description: Specifies the line speed in Mbps.

Action: Press Enter to accept the default (10 Mbps), or
specify 100 Mbps.

Do you want to enable automatic
savetostandby mode [n] (y/n)?

Description: Specifies whether you want the boot and
runtime configuration files to be saved on the backup CPU.

Action: Entery if you want the boot and runtime configuration
files to be saved on the backup CPU. Accept the default (n), if
you want the boot and runtime configuration files to be saved
on the primary CPU.

Do you want to enable m-mode support [n]
(y/n)?

Description: Specifies whether you want the chassis to run in
128K mode. To run in 128K mode, the CPU module must be
an 8691 or higher and the switch must have at least one 8600
module (128K module).

Note: If you enable m-mode support and you have a mixed
configuration of modules, the E-modules and legacy modules
are disabled.

Action: Enter y if you want the chassis to run in 128K M
mode. Accept the default (n), if you want it to run in 32K mode
only.
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Table 6 Setup utility prompt descriptions (Page 2 of 3)

Prompt

Description/Action

Do you want to enable enhanced operation
mode support [n] (y/n)?

Description: Specifies whether you want to enable enhanced
operation mode. Enhanced operation mode increases the
maximum number of VLANs when using MLT (1980) and
SMLT (989). This mode requires 8600 E- or M-modules.

Note: If you enable enhanced operation mode and you have a
mixed configuration of modules, the legacy modules (neither
E- nor M-modules) are disabled.

Action: Enter y if you want to enable enhanced operation
mode. Accept the default (n), if you do not want to enable
enhanced operation mode.

Do you want to enable CPU High
Availability mode [n] (y/n)?

Description: Specifies whether you want to enable CPU high
availability (HA) mode. CPU HA mode enables switches with
two CPUs to recover quickly from a failure of one of the CPUs.
In HA mode, also called hot standby, the two CPUs are
synchronized, meaning that the CPUs are compatible and
configured in the same mode.

Action: Specify y if you want to enable CPU high availability

(HA) mode. Accept the default (n), if you do not want to
enable CPU HA mode.

Do you want to enable FTP [n] (y/n)?

Description: Specifies whether you want users to access the
switch using FTP.

Action: Enter y if you want to enable FTP for remote users.
Accept the default (n), if you do not want to enable FTP.

Do you want to enable RLOGIN [n] (y/n)?

Description: Specifies whether you want users to access the
switch using Rlogin.

Action: Enter y if you want to enable Rlogin for remote users.
Accept the default (n), if you do not want to enable Rlogin.

Do you want to enable TELNET [n] (y/n)?

Description: Specifies whether you want users to access the
switch using Telnet.

Action: Enter y if you want to enable Telnet. Accept the
default (n), if you do not want to enable Telnet.

Do you want to enable TFTP [n] (y/n)?

Description: Specifies whether you want user to access the
switch using TFTP.

Action: Enter y if you want to enable TFTP. Accept the
default (n), if you do not want to enable TFTP.

Do you want to enable WEB server service
[n] (y/n)?

Description: Specifies whether you want to enable WEB
server service. The Web server service allows you to monitor
statistics for the switch using your web browser.

Action: Enter y if you want to enable WEB server service.
Accept the default (n), if you do not want to enable WEB
server service.
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Table 6 Setup utility prompt descriptions (Page 3 of 3)

Prompt

Description/Action

IP Address for mgmt port in first CPU Slot
[0.0.0.0/0.0.0.0]:

Description: Indicates the IP address for the management
port in the specified CPU slot.

Action: Enter the IP address of the management port in the
first CPU slot.

IP Address for mgmt port in second CPU
Slot [0.0.0.0/0.0.0.0]:

Description: Indicates the IP address for the management
port in the specified CPU slot.

Action: Enter the IP address of the management port in the
first CPU slot.

IP Address for mgmt-virtual-ip
[0.0.0.0/0.0.0.0]:

Description: Indicates the IP address for the virtual
management port.

Action: Enter the IP address of the virtual management port.
Accept the default, 0.0.0.0/0.0.0.0, if you do not want to
specify an IP address.

First net mgmt route
[134.177.160.0:10.10.43.1]:

Description: Specifies the IP address of the first network
management route (static route from the network
management port to a device in the network).

Action: Enter the IP address of the first network management
route.

Second net mgmt route [0.0.0.0:0.0.0.0]:

Description: Specifies the IP address of the second network
management route.

Action: Enter the IP address of the second network
management route (static route from the network
management port to a device in the network).

Third net mgmt route [0.0.0.0:0.0.0.0]:

Description: Specifies the IP address of the third network
management route.

Action: Enter the IP address of the third network
management route (static route from the network
management port to a device in the network).

Fourth net mgmt route [0.0.0.0:0.0.0.0]:

Description: Specifies the IP address of the fourth network
management route.

Action: Enter an IP address of the fourth network
management route (static route from the network
management port to a device in the network).

IP address of the default VLAN
[0.0.0.0/0.0.0.0]:

Description: Specifies the IP address of the default virtual
LAN.

Action: Enter the IP address of the default virtual LAN
(VLAN).

Do you want to save the changes

[Saving the parameters updates the files
/flash/boot.cfg and /flash/dvmrp_pol.cfg]

(y/n)?

Description: Allows you to save your changes to the boot and
runtime configuration files.

Action: Enter y to save the boot and runtime configuration
files. Enter n if you do not want to save your changes.
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Rebooting or resetting the switch

When you reboot the system, you can specify the boot source (flash, PCMCIA
card, or TFTP server) and file name. If you do not specify a device and file, the
Run-Time CLI uses the software and configuration files on the primary boot
device that is defined by the Boot Monitor choice command.

To reboot the system, use the following system command:
boot [<file>] [config <value>] [-Vy]
where:

* fileis the software image device and file name in the format:
[a.b.c.d: [<file> | /pcmcia/<file> | /flash/<file>. The file name, including the
directory structure, can be up to 1024 characters.

config <value> is the software configuration device and file name in the
format: [a.b.c.d: [<file> | /pcmcia/<file> | /flash/<file>. The file name,
including the directory structure, can be up to 1024 characters.

* -y suppresses the confirmation message before the switch reboots. If you
omit this parameter, you are asked to confirm the action before the switch
reboots.

To boot the switch using the BootStrap Protocol (BootP), use the command:

boot 0.0.0.0

Note: Entering the boot command with no arguments causes the switch
=*| to boot using the current boot choices defined by the choice command
(next).

Reset the switch by using the following command:
reset

When you reset the switch, the most recently saved configuration file is used to
reload the system parameters.
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Cold boot/warm boot trap messages

When the switch reboots normally, a cold trap is sent within 45 seconds after a
reboot. In the event of a SSF switchover, a warm-start management trap is sent
within 45 seconds of a reboot.

Setting system identification

System identification parameters specify the system name, contact person, and
location.

To set the system identification:

1 Specify the system name by entering:

config sys set name <prompt>
where prompt is an ASCII string specifying the system name.

2 Specify the name of the contact person for the switch by entering:

config sys set contact <contact>

where contact is an ASCII string specifying the name of the person.

3 Define the location for the system with the command:

config sys set location <location>

where location is an ASCII string specifying the system location.
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Managing files

The CLI includes file management commands for working with the switch files.
These commands allow all the basic operations of any file system. The commands
take the general form of command [arguments]. Both the commands and the
arguments can be abbreviated as long as the abbreviation is not ambiguous.

Table 7 summarizes the file system commands.

Table 7 File system commands

Command Description

directory Lists contents of onboard flash memory or a PCMCIA card.
copy Copies a file.

rename Renames a file.

save Saves the running configuration to a file.

Displaying a directory

To display the contents of the flash and PCMCIA memory, use the following
command:

directory [<dir>] [-1]

where dir specifies either flash or PCMCIA, in the form /flash or /pcmcia.
-1 displays file details if you specify a path name.

When you invoke the directory command with no arguments, it displays the
contents of all flash devices. When you specify flash or PCMCIA, directory
displays only the contents of that device.

Note: When using the dir command, the CLI displays all filenames
=*| under the parent directory, rather than the sub directory.
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Copying files
To copy a file, use the following command:
copy <srcfile> <dstfile>
where:

e srcfile is the source file.

* dstfile is the destination file, that is, the copy.

For the copy command, the source and destination are specific file names in the
form:

[<ipaddr>:] <filename>
where:

* ipaddr can specify a remote server location for the file.

* filename is the name of the file in the form /flash/xxx or /pcmcia/xxx path
of the file in the remote server location.

You can use the copy command to copy a run-time image to flash memory from a
remote server. The command format for this operation is:

copy <ip_address:filename> <destination>
where:

* ip_address:filename isthe source argument that specifies the IP address
of the remote server and the name of the file to be copied.

* destination specifies the name of the copied file in its new location.
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Saving the configuration to a file

To save the running configuration to a file, use the following command:

save <savetype> [file <value>] [verbose] [standby <value>]
[backup <value>]

where:

* savetype specifies the type of file to save; options are config,
bootconfig, log, and trace.

e file value is the file name.

* verbose saves default and current configuration. If you omit the
[verbose] parameter, only the current configuration is saved.

* standby value saves the specified file name to the standby CPU.

* backup value saves the specified file name and identifies the file as a
backup file.

Getting Help

When you navigate through the Boot Monitor and Run-Time CLI, online Help is
available at all levels. From any level of the tree, you can access Help in one of
these four ways:

* Typing help <command> explains what the command does and gives its
syntax (Figure 4).

Figure 4 Help clear command sample output

TOKYO>:5# help clear
clear commands

atm clear atm stats

ip clear ip information
mlt clear mlt stats
ports clear port stats
telnet kill telnet sessions
TOKYO>:5#
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Typing the word help at the system prompt provides an explanation of the
available help (Figure 5).

Figure 5 Help command sample output

TOKYO>:5# help
Eight forms of help are available in the system.

1. Typing "help" describes help features

2. Typing "help commands" provides a list of
commands you can enter from the current prompt.

3. Typing "help ttychars" provides a list of
special terminal editing characters.

4. Typing "syntax" displays a path list
of commands and parameters available from the
current prompt or <command> forward.

5. Typing "help <command>" or "<command> help" describes
a specific command or provides a list of sub-commands
you can enter from with-in <command>.

6. Typing "?" displays the sub and current context
commands available from the current prompt.

7. Typing "<command> ?" displays the sub and current
context commands available from the current prompt

if the command is a intermediate node in the command
tree structure, otherwise, displays parameter help

for the command.

8. Typing "<command?>" displays a list of commands
that will match the characters entered.

TOKYO>:5#
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* Typing <command> syntax displays a list of commands and parameters
available for that command (Figure 6).

Figure 6 Clear syntax command sample output

PTOKYO>:5# clear syntax

atm elan-stats [<ports>] [<vlan id>]
atm f5-stats [<ports>]

atm port-stats [<ports>]

ip arp ports <port>

ip arp vlan <vid>

ip route ports <port>

ip route vlan <vid>

ip vrrp ports <ports> vrid <value>
ip vrrp vlan <vid> vrid <value>
mlt ist stats

ports stats [<ports>]

telnet <session id>

TOKYO>:5#

* Typing a question mark (?) at the prompt results in a list of all commands in
that command context and the sub-context of that command.

Pinging a device

When you ping a device, an Internet Control Message Protocol (ICMP) packet is
sent from the switch to the target device. If the device receives the packet, it sends
a ping reply. When the switch receives the reply, it displays a message indicating
that the specified IP address is alive. If no reply is received, a message indicates
that the address is not responding.
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To test the connection between the Passport 8600 switch and another network
device, use the following command:

ping <ipaddr> [datasize <value>] [count <value>] [-s]
[-I <value>] [-t <value>] [-d]
where:

e ipaddr is the IP address of the other network device.

* datasize value is the size of ping data sent in bytes (16 to 4076).
* count value isthe number of times to ping (1 to 9999).

* -s sets the continuous ping at the interval rate defined by the [-1]

parameter.
* -I valueis the interval between transmissions in seconds (1 to 60).
e -t value isthe no-answer time-out value in seconds (1 to 120).

* -4 sets ping debug mode.

To specify a count for the ping operation, you must also specify a size. For
example:

ping 10.5.5.5 1600 5
Figure 7 shows output from the ping command.

Figure 7 Ping command sample output

monitor# ping 10.10.81.18
10.10.81.18 is alive
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You can test an IPX network connection by using the following command:
pingipx <ipxhost> [<count>] [-s] [-q] [-t <value>]
where:

* ipxhost is the IP address of the network node you are pinging.

* count is the number of times to ping the host (1 to 9999).

* -s isacontinuous ping.
* -g is quiet output (same as nonverbose mode).
* -t value is the no-answer time-out value in seconds (1 to 120).

Setting and displaying the date

To set the calendar time in the form of month, day, year, hour, minute, and
second, use the following command:

config setdate <MMddyyyyhhmmss>

You must be logged in as rwa to use this command.

Configuration example: setting system date
Figure 8 is sample output using the setdate command to set the system date.

Figure 8 Config setdate command sample output

TOKYO>:5# config setdate 06062002191200
local time: THU JUN 06 19:12:00 2002 UTC
utc time: THU JUN 06 19:12:00 2002 UTC
TOKYO>:5#

To view the current date settings for the switch, use one of the following
commands: date, or show date
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Figure 9 shows sample output for the date command.

Figure 9 Date command sample output

TOYKO>:5# date

local time: MON OCT 13 18:41:36 2003 UTC
hardware time: MON OCT 13 18:41:36 2003 UTC
TOYKO>:5#

Accessing the standby CPU

To use Telnet or Rlogin to access the standby CPU, use the following command:
peer <operation>

where operation is either Telnet or Rlogin.

Note: Before attempting to telnet to the backup CPU, the telnet daemon
=»|  has to be enabled, otherwise, the action can not be executed.

You can use this command to make changes to the standby CPU without
reconnecting to the console port on that module.

Note: You must set an Rlogin access policy on the standby CPU before
nd you can use the peer command to access it from the master CPU using
Rlogin. To set an access policy on the standby CPU, connect a terminal
to the console port on the standby CPU.

Exiting and re-entering the CLI

To end your CLI session, enter one of the following commands: quit, exit, or
logout

To log back in to the CLI, use the 1ogin command.
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Chapter 3
Setting up the switch for remote management

This chapter describes how to assign an IP address to the management port,
configure SNMP settings, and enable remote management services. This section
includes the following topics:

e  “Assigning an IP address to the management port” on page 49
*  “Configuring the management Ethernet port” on page 52

»  “Setting security features” on page 52

* “Enabling remote access services using CLI” on page 53

*  “Monitoring the switch using Web management” on page 55

*  “Managing the switch using Device Manager” on page 55

Assigning an IP address to the management port

You must assign an IP address to the management port before you can use it for
out-of-band management. In a switch with redundant switching fabric modules
(such as the Passport 8690SF, 8691SF, 8692SF, or 8190SM), each management
port has a specific [P address. In addition, you can create a virtual management
port with an IP address that is available to either management module.

The master management module replies to all management requests sent to the
virtual IP address, as well as to requests sent to its management port IP address. If
the master management module fails and the backup management module takes
over, the virtual management port IP address continues to provide management
access to the switch.
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To assign an IP address to the management port, use the following command:

config bootconfig net mgmt ip <ipaddr/mask> [cpu-slot
<value>]

where:

* ipaddr/mask specifies the IP address and subnet mask of the management
port (for example, 10.10.10.1/24).

* cpu-slot <value> specifies the position of the switching fabric module
(8690SF, 8691SF, 8692SF, or 8190SM), either slot 5 or slot 6. If you do not
specify a slot number for the IP address, it is assigned to the currently active
management module

To assign an IP address to the virtual management port, use the following
command:

config sys set mgmt-virtual-ip <ipaddr/mask>
where ipaddr/mask 1is the IP address and subnet mask you are assigning.

Any time you change the boot configuration, you must save the changes to both
the master and standby management modules.

To save the boot configuration:

1 Save the configuration to the master management module by entering:

save bootconfig

2 Save the command to the standby management module by entering:

save bootconfig standby <boot.cfg>
where boot . cfgis the name of the configuration file.

3 Telnet to the standby management module and reset it by entering:

Telnet <ipaddr>
reset

where ipaddr is the IP address of the standby management module.
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Assigning a default gateway

When configuring IP on most layer 2 switches, you need to specify the IP address
of the default gateway, as well as the IP address of the device. You can specify up
to four separate static routes. For more information about static routes, see
Configuring IP Routing Operations (314720-D).

To specify a default gateway address/default route from the Boot Monitor CLI,
use the following command:

net mgmt route net <netaddr> <gateway>

To specity a default gateway address/default route from the CLI, use the
following command:

config bootconfig net mgmt route net <netaddr> <gateway>
In each of these commands, the parameters are defined as follows:

netaddr is the IP address of the destination network.
gateway 1is the IP address of the default gateway.

For example, if the IP address of the management port is 10.125.2.11 and its next
hop is 10.125.2.1, enter the following command to set up the management port
correctly:

config bootconfig net mgmt route net 13.177.76.0 10.125.2.1

The value 13.177.76.0 represents the target subnet; the value 10.125.2.1
represents the gateway used to point to the target subnet.

To save the configuration, use the following command:

save config
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Configuring the management Ethernet port

The management Ethernet port can communicate only with devices on its local
subnet and on up to four statically configured remote subnets. The management
Ethernet port does not support a default gateway or default route. The remote
subnet is configured using the following CLI command, which requires
knowledge of the next hop address:

config bootconfig net mgmt route add <mgmtIP> <hopIP>

For example, if the IP address of the management port is 10.125.2.11 and its next
hop is 10.125.2.1, use the following command to correctly set up the management
port:

config bootconfig net mgmt route add 13.177.76.0 10.125.2.1

Caution: This command uses the natural mask of the target subnet.
@ Therefore, using this example, what you implement is the command:

config bootconfig net mgmt route add 13.0.0.0 10.125.2.1
Additionally, this route does not appear in the routing table of the

Passport 8600 switch. If any 13.x.x.x networks are learned or configured
for output by way of the I/O modules, connectivity issues may result.

The maximum number of static routes that can be added are 5.

Setting security features

System security parameters allow you to define login names and passwords for
access to the switch management functions and to specify the access methods,
such as through a Telnet session or through a Web browser.

You can use the CLI to set up passwords and community strings for access to all
the management functions of the switch.
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Enabling remote access services using CLI

You can enable or disable access services by setting flags from the Boot Monitor
CLI or from the Run-Time CLI. You can access the Boot Monitor CLI while the
switch is booting.

Enabling access service from the Boot Monitor CLI

To enable an access service from the Boot Monitor CLI, use the following
procedure:

1 While the switch is booting, press any key to interrupt the autoboot process.
2 Enable or disable the access service by using the following command:

flags <access-service> <true|false>

where:

* access-service s ftpd, rlogind, telnetd, tftpd, or sshd.
e true enables the access service.

e false disables the access service.

Configuring access service from the Run-Time CLI

To set up these access services from the Run-Time CLI, use the command:
config bootconfig flags <access-service> <truel|false>

where:

* access-service s ftpd, rlogind, telnetd, tftpd, or sshd.
e true enables the access service.

e false disables the access service.

To save the state of the access services that you set up, use the following
command:

save bootconfig
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Enabling Rlogin

When you enable an Rlogin flag using the command config bootconfig
rlogind true, you must configure an access policy and specify the name of the
user who can have access to the switch.

Configuration Example: configuring an access policy

Figure 10 shows sample output configuring an access policy for Rlogin. The
sample shows the access-policy configuration required to allow the user
netadmin’' to Rlogin to the switch from 10.0.0.0/255.0.0.0 network.

Figure 10 Config sys access-policy command sample output

TOKYO>:
TOKYO>:
TOKYO>:
:5#
TOKYO>:
TOKYO>:

TOKYO>

S5#
5%
5#

S5#
S5#

config sys access-policy policy 3 create

config sys access-policy policy 3 name "from subnet 10"
config sys access-policy policy 3 username "netadmin"

config sys access-policy policy 3 network 10.0.0.0/255.0.0.0
config sys access-policy policy 3 service rlogin enable

Disabling a service

To disable one of the services on the switch, enter the following command:

config bootconfig flags <access-service> false

Note: When you enable or disable the flags, daemon behavior is changed
immediately. You do not need to save the boot configuration file and
reboot the system.

-p
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Monitoring the switch using Web management

The Passport 8600 switch includes a Web management interface that lets you
monitor your switch through a World Wide Web browser from anywhere on your
network. The Web interface provides many of the same monitoring features as the
Device Manager software.

For configuration requirements and instructions for installing the help files,
enabling the web server using Device Manager, and accessing the web interface,
see Configuring Network Management (314723-C).

Managing the switch using Device Manager

Device Manager is an SNMP-based graphical user interface (GUI) tool designed
to manage single devices. To use Device Manager, you must have network
connectivity to a management station running Device Manager in one of the
supported environments.

For instructions on installing and starting Device Manager, refer to Installing and
Using Device Manager (320096-A).
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Chapter 4
Providing switch reliability

This chapter describes the switch reliability in Passport 8600 switch. This section
includes the following topic:

*  “Providing switch reliability”” on page 57

Providing switch reliability

As system resources become more widely distributed, the reliability of network
nodes is even more important since it affects connectivity in the entire network.
While reliability ensures that the software and hardware components of a node are
robust, they are still prone to failures. Protecting the node from failure of any of its
components makes the node highly available.

Many high availability features are built in at all levels of the Passport 8600
switch, including the following:

Hardware

* Hot-swappable I/O modules
*  Hot-swappable SDM modules

Caution: All disk drives must be parked before attempting to hot-swap
® an SDM module!

* Passive backplane
* Silicon Switch Fabric redundancy and load-sharing

* Redundant fans and power supply units
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Software

» Port-level and slot-level redundancy in the form of Link Aggregation
* Split Link Aggregation

» Basic CPU availability — warm standby

* High CPU availability — hot standby

* Router redundancy through VRRP

For more information about Link Aggregation, see Configuring VLANSs, Spanning
Tree, and Link Aggregation (314725-C).

If the primary SSF/CPU module fails, the backup SSF/CPU assumes the primary
role.

Note: During a CPU fail over, do not hot swap I/O modules until the new
=>| CPU becomes the master CPU.

You can configure CPU redundancy to provide either basic availability or high
availability.

In warm standby redundancy mode, if the primary CPU fails, the backup CPU
must initialize all input/output modules and load switch configurations, causing
delays and disrupting operations. In hot standby redundancy mode, both CPUs
maintain synchronized configuration and operational databases, enabling very
quick recovery and high availability.

If you enable HA (High Availability) called “Layer 3 redundancy”, you
automatically disable all non-HA features, that is features that are not currently
supported by HA. For the 3.7.6 release, the following main features and protocols
are not supported:

*  Dynamic multicast routing protocols (DVMRP, PIM-SM, IGMP, MRDISC,
PIM-SSN, PGM)

» BGP

When you enable HA, both the primary and backup CPUs synchronize their
database structures following initialization. After this complete table
synchronization, only topology changes are exchanged between the primary and
backup CPU.
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Appendix A
List of terms

This chapter provides a list of common acronyms used throughout the

Getting Started guide:

BootP
CLI
DCE
DTE
FTP

1P
ISDN
MAC
MAU
MDI-X
NBMA
NNCLI
OSPF
PCMCIA

pPPP
SDM
SNMP
TCP/1P
TELNET

Bootstrap Protocol

Command Line Interface

Data Circuit-terminating Equipment
Data Terminal Equipment

File Transfer Protocol

Internet Protocol

Integrated Services Digital Network
media access control

media access unit

medium dependent interface crossover
non-broadcast multi-access

Nortel Networks Command Line Interface
Open Shortest Path First

Personal Computer Memory Card International
Association

Point-to-Point Protocol

Service Delivery Module

Simple Network Management Protocol
Transmission Control Protocol/Internet Protocol

Network Virtual Terminal Protocol
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Index

A

access services
enabling, using the CLI 53

acronyms 59

Boot Monitor CLI
help commands 43

boot parameters, setting 39

BootP (BootStrap Protocol)
using to boot the switch 39

C

cable, serial 23

CLI
Run-Time 22

CLI commands
config sys 40
copy 42
date 47
directory 41
exit 48
file system 41
logout 48
peer 48
ping 45
pingipx 47
quit 48
save bootconfig 50
setdate 47

comands
file system 41

commands
config bootconfig 50
config sys 40
copy 42
date 47
directory 41
exit 48
help 43
logout 48
peer 48
ping 45
pingipx 47
quit 48
save 43
save bootconfig 50
setdate 47
telnet 50

config bootconfig command 50
config sys commands 40

configuration
saving 43

connection, testing 46
connector, modem 24

console port
connecting 23
interface description 23
RS-232 port 23

contact person, system 40
conventions, text 12

copy command 42

CPU, accessing standby 48

customer support 14
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D

date command 47

defaults
login names and passwords 27

Device Manager
requirements 55

directory command 41

E

exit command 48

F

file system commands 41

files, copying 42

G

gateway address, assigning 51

H

help commands 43

identification parameters, system 40
IP address

assigning 49
IPX connection, testing 47

L

layer 2 CPU redundancy
hot standby 58
warm standby 58

location, system 40

login names
default 27

logout command 48

Management port 49

messages
cold boot 40
warm boot 40

modem, connecting 24

N

name, system 40

NNCLI commands
save bootconfig 50

P

Passport 8000 CLI commands
save bootconfig 50

passwords
changing Web interface, using Device
Manager 55
default 27

peer command 48

pin assignments, Modem port 24
ping command, Boot Monitor CLI 45
pingipx command 47

product support 14

protocol settings, terminal 23

publications
hard copy 13

Q

question mark in the CLI 45

quit command 48

R

requirements
Device Manager 55

RS-232 console port 23
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Run-Time CLI
accessing 22

S

save bootconfig command 50
save command, Run-Time CLI 43
save configuration 43

serial-port connection 22

setdate command 47

standby CPU, accessing 48
support, Nortel Networks 14
system identification 40

system parameters, setting 40

T

technical publications 13
technical support 14

Telnet access
opening from Device Manager 22

telnet command 50
terminal protocol, setting 23
terminal, connecting 23

text conventions 12

\')

virtual management port 50

w

Web interface
changing password for, using Device
Manager 55
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