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Preface

Purpose

This book explains how to configure Avaya Fault and Performance Manager (Fault and
Performance Manager).

Prerequisites

Configuring Fault and Performance Manager requires familiarity with network administration
and knowledge of the Red Hat Linux operating system. This knowledge is not delivered in this
book but is essential for a successful installation.

For this reason, we highly recommend that workstation or network administrators take the
primary role in installation.

Intended Audience

We wrote this book for workstation or network administrators.

Conventions Used in This Book

In this book, we use the following typographical conventions:

e We use bold type for emphasis and for any information that you should type; for example:
save translation.

e We use Courier font for any information that the computer screen displays; for example:
login.

e We use arrows to indicate options that you should select on cascading menus; for
example: “Select File>Open” means choose the “Open” option from the “File” menu.
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Preface

Additional Resources

You may find the following additional resources helpful.

For help using Avaya Fault and Performance Manager, see the Avaya Fault and Performance
Manager online help. It explains how to perform basic administration tasks. To access the
online help, start Avaya Fault and Performance Manager and choose Help>Help Topics.

For help with complex administration tasks, use the Administrator’s Guide for Avaya
Communication Manager, which explains system features and interactions in detail. You can
access this document from the Integrated Management home page.

Tell Us What You Think!

Let us know how this book measured up to your expectations. Your opinions are crucial to
helping us meet your needs! You can send us your comments by mail, fax, or e-mail, as follows:

Mail:

Avaya, Inc.

Fault and Performance Manager Documentation Team
Room 3C-313

307 Middletown Lincroft Rd.

Lincroft, NJ 07738

USA

Fax:

Fault and Performance Manager Documentation Team
+ 1732 852-2469

E-mail: document@avaya.com

Product Documentation

The latest version of Avaya Integrated Management product documentation, including this
book, is available from the Avaya Support Web Site. To view or download these books from the
Web, you must have access to the Internet, an Internet browser, and Adobe Acrobat Reader,
version 5.0 or later. Adobe Acrobat Reader is provided on the Avaya Integrated Management
CDs and is also available from http://www.adobe.com. See How to Access Books on the Web
for instructions on how to view or download these books.
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How to Access Books on the Web

To view or download books from the Avaya Support Web Site, follow these steps:

1. Access http://www.avaya.com/support.

2. Click Find Documentation and Downloads by Product Name.
3. Click the letter I in the alphabet listing.
4. Locate the Integrated Management product or offer name and click the corresponding link.

5. Click View All Documents to display a list of available books for that product or offer.
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Chapter 1. Resources and Notices

Avaya provides a variety of planning, consulting, and technical services. The sections below
briefly describe the resources and services that are available.

Client executives are your primary contact to obtain information and explore options to meet
your specific business needs.

Avaya Technology and Consulting (ATAC)

Avaya Technology and Consulting (ATAC) works with client teams to develop detailed solutions
for connectivity to Avaya Communication Manager solutions. The ATAC also designs network
configurations.

Communications, Solutions, and Integration (CSI) Group
of Software Services

Avaya Communications, Solutions, and Integration (CSI) Group of Software Services offers
customers the following services:

e Platform readiness verification
e Remote implementation and installation
e Network management server configuration
e Customer acceptance verification
e Custom on-site services
The CSI Group consists of the following two teams:
e Converged Solutions Implementation Engineering

The Converged Solutions Implementation Engineering (CSIE) team implements multi-site
media gateway (G350/G650/G700) deployment projects for both voice and data design.
The overall direction of the CSIE team is to bring the correct methodology to these complex
deployments that span various regions and to provide continuity to the overall project from
the voice and data implementation standpoint.

Issue 9 August 2006 11



Resources and Notices

e Data Network Implementation Engineering (formerly RNIS)

The Data Network Implementation Engineering team implements and/or upgrades existing
or new data networks. This team analyzes the customer’s network design requirements and
performance expectations, and then creates the hardware and software installation
specification used to implement data devices including Cajun, VPN, Wireless LAN, Secure
Gateways, Extreme, and multi-vendor data equipment.

The CSI Group provides support on a contract basis. You can purchase various implementation
offers from the CSI Group in Tampa, Florida. See Table 1. Customer-Accessible Resources on
page 14 for contact information.

Avaya Technical Service Organization (TSO)

The Avaya Technical Service Organization (TSO) provides support to the Avaya Integrated
Management client teams, field technicians, and customers. The TSO will bill customers for
support on a time and materials basis if the following conditions exist:

e Customers do not provide remote access.
e Customers do not have a current maintenance agreement.

e Customers do not procure and install the required systems and software as defined in the
Integrated Management Services Support Plan.

e Customers request support that is outside the purchase agreement.

The TSO does not support hardware or software that customers purchase from third-party
vendors.

12 Avaya Fault and Performance Manager Configuration



Customized Management Solutions for Avaya Integrated Management

Customized Management Solutions for Avaya Integrated
Management

The Integrated Management Product Team understands customer’s needs and is focused on
customer satisfaction. See Table 1: Customer-Accessible Resources on page 14 for contact
information. The Product Team will assist customers with Avaya Integrated Management
projects and will provide:

e Project Management — An Integrated Management project person will work with the
customer to access configuration and customization requirements for any or all
applications within each Avaya Integrated Management offer. If custom work is required,
the evaluation will include a proposed statement of work and price. Note that this offer is
not intended to provide installation for customers that choose to implement Integrated
Management applications using Avaya Services or third-party implementation services.

e Training — Basic training can be performed remotely using an interactive medium to
display the applications and a conference bridge for audio. On-site training can be
customized to meet the customer’s needs. Customized training will focus on application
functionality that is relevant to the customer and provide focused knowledge transfer to
facilitate application-specific training.
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Avaya Contact Information

Table 1 and Table 2 provide contact information that you may use if you need assistance during
the process of installing and setting up Avaya Integrated Management. To access the links in
Table 2, you must be able to access the Avaya intranet.

Table 1: Customer-Accessible Resources

Resource

Contact Information

Avaya Support Center

http://www.avaya.com/support

Avaya Global
Technical Services

+1 800 242-2121 x15921

Communications,
Solutions, and
Integration (CSI)
Group of Software
Services

+1 800 730-9108, prompt 3

Integrated
Management Product
Team

Send email to: AlMtraining@avaya.com

Toll Fraud Intervention

+1 800 643-2353, prompt 1

Table 2: Avaya Internal Resources

Resource

Contact Information

Avaya System
Management Support

http://aem-support.dr.avaya.com

Avaya Technology and
Consulting (ATAC)

+1 888 297-4700, prompt 2,6
http://forum.avaya.com (requires a password)

Communications,
Solutions, and
Integration (CSI)
Group of Software
Services

http://associate2.avaya.com/sales market/products/
data-implementation-services/

Integrated
Management Services
Support Plan

http://associate2.avaya.com/solution/support plans/#Enterprise
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Third-Party Resources

Third-Party Resources

The table below lists contact information for third-party vendors.

Table 3: Vendor web sites

Vendor Web Sites
Microsoft Main site: http://www.microsoft.com
Red Hat Linux Main site: http://www.redhat.com

System Security Notices

Customers are solely responsible for the security of their system, network, and access to
hardware and software. The sections below define the precautions that all customers should
take to maintain the security of their systems.

Network Security

Fault and Performance Manager uses the standard security features on the Red Hat Linux.

Avaya strongly recommends that customers use passwords to prohibit access to their systems
and to routinely change those passwords to maintain security.

A SECURITY ALERT:

Customers should always change passwords immediately after external vendors
have completed installation, maintenance, troubleshooting, or other tasks on their
system.
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Toll Fraud Security

Although Fault and Performance Manager is generally not at risk for toll fraud, customers are
solely responsible for the security of their entire telecommunications system.

Toll Fraud is the unauthorized use of a company’s telecommunications system by unauthorized
parties. Unauthorized parties are persons other than the company’s employees, agents,
subcontractors, or persons working on behalf of the company. Toll fraud can result in
substantial additional charges for the company’s telecommunications services.

The company’s system manager is responsible for the security of the company’s system, which
includes programming and configuring the equipment to prevent unauthorized use.

Avaya Disclaimer
Avaya does not warrant that this product is immune from or will prevent unauthorized use of

common-carrier telecommunications services or facilities accessed through or connected to it.
Avaya will not be responsible for any charges that result from such unauthorized use.

Toll Fraud Intervention

If customers suspect that they are a victims of toll fraud and need technical assistance, they
should refer to the phone number listed in Customer-Accessible Resources on page 14.
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Chapter 2: Overview

Avaya Fault and Performance Manager (Fault and Performance Manager or FPM), Avaya
Proxy Agent (Proxy Agent or PA), and Avaya Communication Manager Sub-Agent (Sub Agent
or CMSA) provide a complete solution to fault and performance management of Avaya voice
elements in both stand-alone mode and in NMS integrated mode.

FPM, PA, and CMSA work with the Integrated Management Database (IMD) to keep
information together for all Integrated Management applications, to simplify data collection, to
simplify data update, and to ensure database consistency.

These products provide a view of the health and performance of your network systems. Fault
and Performance Manager, Proxy Agent, Sub-Agent, and Integrated Management Database
work together as an integrated application.

Product Description

Fault and Performance Manager provides graphical and tabular tools to monitor the status and
performance of a network of supported systems and external devices. Fault and Performance
Manager collects configuration, fault, and performance data directly from an IP-enabled voice
system using OSSI (a proprietary management protocol) and then displays the data in text,
tables, and graphic formats.

The primary features of Fault and Performance Manager include:

e Graphical User Interface (GUI) -- The main window provides the following views of the
managed nodes in your network:

- System Groups, which contains a navigation tree that lists all the supported systems and
displays a colored alert symbol that indicates highest exception level. You can expand
the list to view all of the configuration components and specific alert symbols for each

component.

- DCS Trunk Connectivity, which shows the DCS connectivity between the selected
nodes.

- IP Trunk Connectivity, which shows the IP trunk connectivity between the selected
nodes.

- Clusters, which shows the ESS clusters and LSP clusters.

e Configuration -- You can view the configuration and administered properties of all
supported systems (managed nodes) in both a graphic view and a table view.
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e Administration -- You define the system-wide parameters for the features below:

Data collection -- You define the parameters for the data to be collected from each
system, including the type of data, the schedule for collecting data, and the length of time
to store the data.

Exception logging -- You define the conditions to log exceptions for performance
thresholds, faults, and system errors.

Exception filtering -- You specify the filters for exceptions from each supported system.
Filters can be configured based on any combination of the following parameters:
Severity, Category, Maintenance Object Type and/or Maintenance Object Location.
Additionally, you can configure filters to perform any combination of the following actions:
Email, Trap, Alert, and/or ARS Script.

Exception alerting -- You specify the alert levels for exceptions from each supported

system. Alert levels may include exceptions that are critical, major, minor, or warning.

The alert level and location of the exception appear in the main window as long as the
exception exists.

e Report Manager -- You can define the parameters for individual reports for all or selected
systems. The report options include:

- Performance

- Configuration

- Exceptions

You can view the reports on screen in both the table and chart formats or direct the reports
to a printer, HTML file, GIF file, or ASCII file.

e Scheduled Reports -- You can schedule reports to run on a daily, weekly, or monthly
basis, and edit and delete schedules as needed.

18 Avaya Fault and Performance Manager Configuration



What's New in this Release

What's New In this Release

Fault and Performance Manager Release 3.2 introduces the following enhancements:

e The ability to generate a capacity report that displays available and used capacity
information for the selected voice systems.

e FPM displays only those elements that you have permission to administer. (The elements
that you can administer are specified in Avaya Integrated Management Database.)

e Distributed database and collection architecture enhancements that enable you to manage
larger networks of voice systems and adjuncts with improved performance of the user
interface.

e Support of a Secure Services Gateway (SSG) as a managed element with FPM and for
“modem-free” alarm processing of adjunct/messaging alarms.
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Supported Systems

Fault and Performance Manager Release 3.2 supports configuration, alarms, and performance
data for the following systems:

e DEFINITY® ECS Releases 9.5 through 10.x

e Survivable Remote Processors (SRPS)

e Multipoint Conferencing Unit (MCU) Release 7.2

e Avaya G250, G350, G600, and G700 Media Gateways

e Avaya Communication Manager (Linux) Release 2.1, 3.0, and 3.1
e Avaya Communication Manager Release 9.5 through 11

Fault and Performance Manager treats SRPs and MCUs as Communication Manager Feature
Servers.

Fault and Performance Manager Release 3.2 supports only alarm traps for the following
systems:

e Avaya SIP Enablement Services (SES) Server Release 3.1 and Avaya Converged
Communications Server (CCS) Release 1.0 and later

e Interactive Response (IR) Releases 1.0 through 1.3

e DEFINITY AUDIX® Releases 3.1 through 4.0

e INTUITY AUDIX® Release 5.1 (with or without the remote maintenance board)
e INTUITY™ AUDIX® on S8100 Media Server

e INTUITY™ AUDIX® LX Release 1.0 through 17.X

e Modular Messaging Release 1.0 and later

e Call Management System (CMS) R3V8.3 through R3V11

e S8100 Media Server INTUITY AUDIX

e INTUITY™ Interchange Release 5.1 through 5.4

e CONVERSANT® Release 7.0 through 9.0

e IA770 INTUITY AUDIX® Option for S8300 ICC Release 1.0 through 2.0
e Message Networking Release 1.0 through 3.0

e Secure Services Gateway (SSG)
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System Requirements

System Requirements

Hardware

You should work with your Avaya client team to determine the hardware requirements that meet
your business and performance specifications. Your client team has access to the Integrated
Management Services Support Plan, which contains the information they need to help you
determine hardware requirements in your situation. Your client team can download the package
from the URL listed in Table 2: Avaya Internal Resources on page 14.

Hardware Certification

Avaya requires that Fault and Performance Manager hardware must be Red Hat Enterprise
Linux AS R4.0 or 3.0 certified or Red Hat Enterprise Linux ES 4.0 or 3.0 certified. For the Red
Hat URL, see Third-Party Resources on page 15.

!\ CAUTION:

Customers are solely responsible for upgrading their network platforms to meet
the platform requirements for Fault and Performance Manager Release 3.2.

Software

Fault and Performance Manager Release 3.2 operates on:
e Red Hat Enterprise Linux AS R4.0
e Red Hat Enterprise Linux ES R4.0
e Red Hat Enterprise Linux ES 3.0 (upgrades only)
The optional NMSI component runs on:
e Windows 2003 Server running HP OpenView 7.5
e Windows 2000 Server running HP OpenView 7.0.1 or 7.5
e Solaris 9.0 running HP OpenView 7.0.1 or 7.5
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Configuration Overview

The configuration process will follow the basic steps listed below:
1. During the software installation, perform one of the following steps:

- If you want to configure a primary Fault and Performance Manager server, complete the
procedures in Configuring a Primary Fault and Performance Manager Server on
page 24.

- If you want to configure a secondary Fault and Performance Manager server, complete
the procedures in Configuring a Secondary Fault and Performance Manager Server on
page 26.

2. If you want to integrate Fault and Performance Manager with HP OpenView, complete the
procedures in Configuring Fault and Performance Manager to Integrate with

HP OpenView on page 27.

3. If you will be using SNMP traps, complete the procedures in Configuring SNMP Traps on

page 33.

4. If you will be running Fault and Performance Manager with an NMS, complete Executing

Auto-Discovery on page 64.
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Chapter 3: Configuring Fault and Performance
Manager

This chapter explains how to configure Avaya Fault and Performance Manager during the
software installation.

If you want to configure a primary FPM server, go to Configuring a Primary Fault and
Performance Manager Server on page 24.

If you want to configure a secondary FPM server, go to Configuring a Secondary Fault and
Performance Manager Server on page 26.

If you want to integrate FPM with HP OpenView, go to Configuring Fault and Performance
Manager to Integrate with HP OpenView on page 27.
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Configuring a Primary Fault and Performance Manager
Server

Complete the following procedure to configure a primary Fault and Performance Manager
server.

After installing Fault and Performance Manager, complete the following steps:
1. Logon to the Linux system as root.
2. At the Linux prompt type /usr/sbin/mfpmconfig and press ENTER.

The system displays an explanation of the reasons to enable (default) or disable SNMP
Polling. Then, the system displays the current setting and the prompt:

Do you want to reconfigure the Avaya Fault and Performance Manager
3.2 software [yes]?

3. Type yes and press ENTER.
The system displays the prompt:
Enter FPM server IP/FQDN: [ ]°?

4. Type the IP address or fully qualified domain name (FQDN) of the FPM server, and press
ENTER.

The system displays the prompt:
Shutting down FPM Server services:
Configuring environment:

Avaya Fault and Performance Manager provides for the capability of a
distributed Data Collection Network of servers. This server is
currently configured as a Primary data collection server. There may
only be 1 Primary collection server in a network of FPM servers, and
any number of Secondary data collection servers.

Configure this server as the Primary Data Collection Server [yes]?
5. Type yes and press ENTER.
The system displays the message:

Avaya Fault and Performance Manager requires a print command to be
specified. This command will be used by the application when
attempting to print reports to a printer. The keyword “%file” can be
used in the print command to represent the temporary filename
created for printing purposes. If “$print” does not appear here, the
filename will be appended to the print command.
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Configuring a Primary Fault and Performance Manager Server

Please enter a default print command to be used by the FPM
applications

Enter printer command [ ]1°7?
. Type the print command, and press ENTER.
The system displays the following messages:

Enter the FQDN of this server to be used by the Integrated
Management Database to locate this FPM application server.
Enter the FQDN for FPM- [ ]°?

. Enter the FQDN of this server, and press ENTER.
Once FPM is configured, the system displays the following message:

Avaya Fault and Performance Manager software configuration was
successful.

Issue 9 August 2006 25



Configuring Fault and Performance Manager

Configuring a Secondary Fault and Performance Manager
Server

Complete the following procedure to configure a secondary Fault and Performance Manager
server.

After installing Fault and Performance Manager, complete the following steps:
1. Logon to the Linux system as root.
2. At the Linux prompt type /usr/sbin/mfpmconfig and press ENTER.

The system displays an explanation of the reasons to enable (default) or disable SNMP
Polling. Then, the system displays the current setting and the prompt:

Do you want to reconfigure the Avaya Fault and Performance Manager
3.2 software [yes]?

3. Type yes and press ENTER.
The system displays the prompt:
Enter FPM server IP/FQDN: [ ]°?

4. Type the IP address or fully qualified domain name (FQDN) of the FPM server, and press
ENTER.

The system displays the prompt:
Shutting down FPM Server services:
Configuring environment:

Avaya Fault and Performance Manager provides for the capability of a
distributed Data Collection Network of servers. This server is
currently configured as a Primary data collection server. There may
only be 1 Primary collection server in a network of FPM servers, and
any number of Secondary data collection servers.

Configure this server as the Primary Data Collection Server [yes]?
5. Type no and press ENTER.
The system displays the message:

Avaya Fault and Performance Manager Secondary Data Collection
Server. Enter FPM Secondary Collector Service name for this server

[1?
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Configuring Fault and Performance Manager to Integrate with HP OpenView

6. Enter the name for the secondary FPM server, and press ENTER.
The system displays the prompt:

Enter the FQDN of this server to be used by the Integrated
Management Database to locate this FPM application server.
Enter the FQDN for FPM- [ ]°?

7. Enter the FQDN for the secondary FPM server, and press ENTER.
Once FPM is configured, the system displays the following message:

Avaya Fault and Performance Manager software configuration was
successful.

Configuring Fault and Performance Manager
to Integrate with HP OpenView

To use the NMSI portion of the offer, you must have HP OpenView for Windows NT/2000
Version 7.0.1 or 7.5 installed and running.

Note:

To use the OpenView Web client, the user must properly install and configure an
appropriate web server (Apache, IIS, etc.). HP OpenView documentation should
be consulted for information on setting up the web server and using OpenView
Web.

Note:
To setup HP OpenView for System View, select the following options from within
OpenView:
- Map>Properties...>View> Show Connection Labels

- Map>Properties...>Status Propagation>
Propagate Most Critical

You must use Avaya Integrated Management Database to integrate Avaya Fault and
Performance Manager with HP OpenView. See “Add an NMSI/NMS Configuration” in Avaya
Integrated Management Release 3.2 Integrated Management Database Configuration,
14-300039.
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Chapter 4: Customizing Fault and Performance

Manager

Introduction

Only the system administrator or root user should edit the files that allow you to customize
Avaya Fault and Performance Manager (Fault and Performance Manager).

The information in this chapter allows system administrators to manage the options below:

Set up the Avaya Sub Agent on your Communication Manager.
Control the NMSI polling of Proxy Agents
Override the default location submaps that are administered on Proxy Agents

Execute system commands to start and stop Fault and Performance Manager and to view
the system health status

Execute database commands
Edit system configuration files to customize Fault and Performance Manager

Integrate third-party products for alarm notification

Setting up Communication Manager Sub Agent

For instructions on setting up the Avaya Sub Agent on your Communication Managetr, see the
Administrator Guide for Avaya Communication Manager, 03-300509.
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System Commands

Start and Stop Commands

Fault and Performance Manager processes normally start automatically at Linux boot time. The
commands in the table below give the system administrator additional control of the Fault and

Performance Manager processes.

Table 4: Start and Stop commands

Command

Description

service mfpm-server stop

service mfpm-server start

service mfpm-server restart

Stops the Fault and Performance
Manager system and prevents it
from starting at system boot.

Starts a stopped Fault and
Performance Manager system
and enables it to start at system
boot.

Stops and immediately restarts
the Fault and Performance
Manager system.

System administrators can view a log of system startups and shutdowns from /var/avaya/mfpm/
logs/MsgLog_[0-30]. The default number of MsgLog files is 30. You can change this value.
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System Health Commands
The table below contains the system health commands.

Table 5: System Health commands

Command Description

service mfpm-server status Displays Fault and
Performance Manager

From a web browser: system process status.

http://fpmserver/cgi-bin/mfpm/Status.sh

lopt/avaya/mfpm/bin/mfpm gui Opens a graphical monitor of
process status.

mfpmconfig show Displays the configuration of
the Fault and Performance

From a web browser: Manager server.

http://fpmserver/cgi-bin/mfpm/Config.sh

CollStatus status Displays the current collection
gueues of the Fault and

From a web browser: Performance Manager server.

http://fpmserver/cgi-bin/mfpm/CollStatus.sh?cmd=status

CollStatus schedule Displays the current
scheduled collection items on
the Fault and Performance

From a web browser:
Manager server.

http://fpmserver/cgi-bin/mfpm/CollStatus.sh?cmd=schedule

Backing up the FPM Database

Only the root user can execute the procedure to back up the FPM database.

Please refer to the Linux backup procedure in the Avaya Integrated Management Release 3.2
System Management Installation and Upgrade.
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Restoring the FPM Database

Only the root user can execute the procedure to restore the FPM database.

Please refer to the Linux restore procedure in the Avaya Integrated Management Release 3.2
System Management Installation and Upgrade.
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Chapter 5: Configuring SNMP Traps

Avaya Communication Manager provides a method for sending traps to Avaya Fault and
Performance Manager. This chapter describes how to configure traps to be sent to Avaya Fault
and Performance Manager.

Recommended Software Requirements

We recommend the following software requirements for complete support and functionality:
e Avaya Integrated Management Release 3.2

e Avaya Communication Manager Release 3.1

Configuration Procedures

To configure traps for FPM, you must perform the following procedures:

1. Launch the Maintenance web interface (Procedure 1: Launch the Maintenance Web
Interface on page 34).

2. Stop the Master Agent in Avaya Communication Manager (Procedure 2: Stop the Master
Agent on page 36).

3. Configure the SNMP Agent to use Avaya Fault and Performance Manager filtering
(Procedure 3: Configure SNMP Agent on page 37).

4. Start the Master Agent (Procedure 4: Start the Master Agent on page 39).

5. Add nodes (for example, voice systems and adjuncts) you want to manage (Procedure 5:
Add Nodes on page 40).
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Procedure 1: Launch the Maintenance Web Interface

To launch the Maintenance web interface:

1. Log into the server running Avaya Communication Manager Release 3.1.

The Integrated Management Standard Management Solutions page appears.

2 Home(Standard Management Solutions) - Microsoft Internet Explorer

File Edit View Favorites Tools  Help 'SI'
Qs - © [ B G Lo s @ 2- 2B B

address |.§] https:{{135.9.10. 100 cgi-binfunified v| Go  Links ** | Morton Antivirus &%) = | Marbon Internet Security @3-

AVAYA Integrated Management

Standard Management Solutions

I Help Log Off

= Installation The Avaya Installation Wizard allows Launch Avaya Installation Wizard
you to quickly install wour system,

The Avaya Network Region Wizard Launch Avaya Network Region
allows you to quickly administer Wizard
network regions,

Administration The Mative Configuration Manager Launch Native Configuration
allows you to administer this system Manager
using a graphically enhanced SAT
applet,

Maintenance The Maintenance Web Interface allows Launch Maintenance Web
you to maintain, troubleshoot, and Interface

configure the media server,

Upgrade The Upgrade Toal allows you ta Launch Upgrade Tool
upgrade all servers, Survivable
Processors, G700 Media Gateways, and
G350 Media Gateways,

2004 Avaya Inc, All Rights Reserved,

é Done é 0 Inkernet
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2. Click Launch Maintenance Web Interface.

The Maintenance Web Interface page appears.

<2 saturn? - Microsoft Internet Explorer

File Edit “iew Favorites

__/' Back \_J Iﬂ @ :] /‘_H Search “:;t( Favorites €_‘}

Help ;f‘
S2ELUE B

Address |@ https:{135.9.10.100/cgi-binflagged_in

Morton Ankitirus % = | Morton Internet Security @3-

AVAYA

Help Exit

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters
SMMP Test
Diagnostics
Restarts
System Logs
Temperature f¥oltage
Ping
Traceroute
MNetstat
Modem Test
Network Time Sync
Server
Status Summary
Process Status
Interchange Servers
Busy-out Server
Release Server
Shutdown Server
Server Date fTime
Software ¥ersion
server Configuration
Configure Server
Restore Defaults
Eject CD-ROM

Integrated Management
Maintenance Web Pages

Notice =

This product contains Red Hat Linug which is distributed in accordance with the terms and
conditions of Red Hat Inc., available at: http:/fweww redhat.com, and software provided
under the Free Software Foundation's GHU General Public License{"GPL") and the GHLU
Lesser General Public License("LGPL") as appropriate, Copies of the GPL and LGPL licenses
are available at; http: /fwww .gnu.org.

This product includes software developed by the Apache Software Foundation, See
wwwy apache.org for more information.

This product also contains proprietary and copyrighted software of Avaya Inc("Avaya”) that

is neither a derivative work nor a modification of software provided under the GPL or LGPL
licenses, but only makes use of such software(e.g. the Linux operating system), Avaya's
proprietary and copyrighted software is available from Avaya upon execution of a license
agreement acceptable to Avaya. =

Portions of this product may contain miniLZ0 which is distributed in accordance with the
terms and conditions of Markus Franz Xaver lohannes Oberhumer, available at:

http: ffwewew .oberhumer.com, and software provided under the Free Software Foundation's
GMU General Public License("GPL) and the GNU Lesser General Public License("LGPL")as
appropriate. LZ0 is Copyright (C) 1996-1999 Markus Franz Xaver Johannes Oberhumer,

Modifications made to software subject to the GPL are available without restriction from
Avava, These open source modifications have also been provided to the Linug Development
Community,

Ouw t1mm e imeksll =dimm AF Fhie meadiiE wmi s reamt Flee licamea Faerae —mslicsbla Fa Sl FlieA —
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Procedure 2: Stop the Master Agent

To stop the Master Agent:

1. From the Alarms heading located on the navigation frame, click Agent Status.

The Agent Status page appears.

< saturn2 - Microsoft Internet Explorer |‘:||E|E|

a

File Edit View Favorites Tools Help

Qs - © R [@ G Lo Frrens @3- 23 JHL B
Address |€| https:/f135.9.10,100/cgi-binflogged _in V| Go Morkan Antivirus Q, ~ | MNorton Internst Security €=
AVAyA Integrated Management
Maintenance Web Pages
Help Exit This Server: [2] saturn2 Duplicate Server: [1] saturnl

'—‘-: Agent Status

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters
SMMP Test

Diagnostics | Master Agent status: Up Stop Agent |
Restarts e

The Agent Status Web page shows the current state of the Master Agent and
all the Sub Agents. It also allows for the ability to Start or Stop the Master
Agent,

System Logs

Temperature f¥oltage Sub Agent Status
Ping
Traceroute
Metstat FP Agent: up
Lio:eml;l'_tle;_st s —  MvSubhAgent: P
etwork Time Sync :

S Load Agent: up

Status Summary MIBZAgent: up

Process Status
Interchange Servers
Busy-out Server Sub Agents are connected to the Master Agent.
Release Server
Shutdown Server
Server Date/Time
Software Yersion M
Server Configuration
Configure Server
Restore Defaults
Eject CD-ROM
Server Upgrades
Pre Upgrade Step
Manage Software

<

é ° Inkernet

2. Click the Stop Agent button.
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Procedure 3: Configure SNMP Agent

To configure SNMP agent to use FPM filtering:

1. From the Alarms heading located on the navigation frame, click SNMP Agents.

The SNMP Agents page appears.

<2 saturn2 - Microsoft Intarnet Explorer

Help '
eBaCK - \._,) \ﬂ @ _h /ﬁ Search ‘:‘;i( Favarites ﬁ‘} L ;1\; ﬂ _‘] ﬂ '3
fiddress | &) hitps:{1135.9.10,100/cg-binflogged_in v B

AVAYA

Help Exit

File Edit “iew Favorites  Tools

Morkan Antivirus Q, - | Morton Internet Security €5+

Integrated Management
Maintenance Web Pages

This Server: [2] saturn2 Duplicate Server: [1] saturnl

SNMP Agents =

Alarms
Current Alarms

gentsaties The SMMP Agents Web page allows roadification of SNMP properties. SNMP

allows the active media server to monitar the SNMP port for incoming

BRI iraps requests and commands {gets and sets),

Filters

SMMP Test
Diagnostics

Restarts

Mote: Prior to making any configuration changes the Master Agent should be
put in a Down state, The Master Agent Status is shown below for vour

System Logs
Temperature f¥oltage
Ping

Traceroute

Netstat

Modem Test

Network Time Sync
Server

Status Summary
Process Status
Interchange Servers
Busy-out Server
Release Server
Shutdown Server
Server DatefTime
Software ¥Yersion
Server Configuration
Configure Server
Restore Defaults
Eject CD-ROM
Server Upgrades
Pre Upgrade Step
Manage Software

convenience., Once the configuration has been completed, then the Master

agent should be placed in an Up state. Changes to both the configuration an

the SHMMP Agents and/or SMNMP Traps pages should be completed before =
Starting the Master Agent, Please use the Agent Status page to Start or Stop

the Master Agent.

Miew G3-AVAYA-MIB Data
Master Agent status: Down

IP Addresses for SNMP Access

() Mo Access
& Any IP address

() Follawing IP addresses:

IP addressi : |
IP addressz ;| |

| £

|
hd

é 0 Internet

2. Click the Following IP addresses option button.

Manager.

3. In the IP address box, enter the IP address of the server running Fault and Performance

Issue 9 August 2006 37



Configuring SNMP Traps

4.

Scroll down and click the Enable SNMP Version 1 check box.

2 saturn2 - Microsoft Internet Explorer |;||E|

File Edit Yiew Favorites Tools Help f';'

@Back - ~_/I \ﬂ @ _:j /‘_) Search \;1;( Favorites 6‘} :_ L-;‘;— ﬂ _] ﬁ 3

Address |@ https:f{135.9.10.100/cgi-binflogged_in v| Go Martan Antivirus Q, » | Morkon Inkernet Security G

AVAyA Integrated Management

Maintenance Web Pages
Help Exit This Server: [2] saturn2 Duplicate Server: [1] saturnl

1P addressS : | | B
Alarms

C nt Al
HEnRn L SNMP Users § Communities

SNMP Traps v} r
Filters Enable SMNMP Yersion 1

SNMP Test Community Name (read-only) : |public |
Diagnostics

Restarts Community Name fread-write) : |g3pa |
System Logs
Temperature/¥oltage

Ping = .
Traceroute Enable SNMP ¥Yersion Z2c

Netstat Community Mame (read-only) : |public |
Modem Test =
Network Time Sync Community Mame (read-write) ig3pa |
Server
Status Summary
Process Status
Interchange Servers
Busy-out Server

[ Enable SNMP ¥ersion 3

Release Server User {read-only)
Shutdown Server
Server DatefTime User Name ! | |
Software Yersion L o .
server Configuration Authentication Password : [ | (far authentication and privac
Configure Server . -
Restore Defaults Privacy Password ! | | (for privacy)
Eject CD-ROM
Sebr::LpUgEar;:l;iep User (read-write) >
Manage Software i & |
@ é 0 Inkernek
. Enter the read_community_name in the Community Name (read-only) field. This string

must match the information you specified in the SNMP Read Community box in the IMD
SNMP Configuration page.

. Enter the read-write_community_name in the Community Name (read-write) field. This

string must match the information you specified in the SNMP Write Community box in the
IMD SNMP Configuration page.

7. Click the Enable SNMP Version 2c check box.

10.

. Enter the read_community_name in the Community Name (read-only) field. This string

must match the information you specified in the SNMP Read Community box in the IMD
SNMP Configuration page.

. Enter the read-write_community_name in the Community Name (read-write) field. This

string must match the information you specified in the SNMP Write Community box in the
IMD SNMP Configuration page.

Scroll down and click the Submit button.
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Procedure 4: Start the Master Agent

To start the Master Agent:
1. From the Alarms heading located on the navigation frame, click Agent Status.

The Agent Status page appears.

<A saturn2 - Microsoft Internet Explorer |;||E|E|

*

File Edit View Favorites Tools Help

eBack - s \ﬂ @ h /Fj Search “:'::_( Favorites {_‘} L_H :ﬁ\F n _‘J ﬁ ‘3

Address |@ https:(1:35.9.10,100/cgi-binflogged_in L | Lcla} Marton Antivirus % = | Morton Internet Security -

AVAYA Integrated Management

Maintenance Web Pages
Help Exit This Server: [2] saturn2 Duplicate Server: [1] saturnl

~

—-= Agent Status

Alarms
Current Alarms
Agent Status
SHMP Agents
SHMMP Traps
Filters

The Agent Status Wweb page shows the current state of the Master Agent and
all the Sub Agents, It also allows for the ability to Start or Stop the Master
Agent,

ShMP Test

Diagnostics Master Agent status: Dawn Start Agent |
Restarts e —

System Logs

Temperaturef¥oltage sub Agent Status

Ping

Traceroute

MNetstat FP Agent: up

Modem Test —  MySubagent: up
Ser:l-il::ork DT I Load Agent: up

status Summary MIBZAgent: up

Process Status

Interchange Servers

Busy-out Server Sub Agents are NOT connected to the Master Agent.

Release Server

Shutdown Server @]

Server Date/Time

Software ¥Yersion

server Configuration
Configure Server
Restore Defaults
Eject CD-ROM
Server Upgrades
Pre Upgrade Step
ge Software Bt

2 & Intemet

2. Click the Start Agent button.

Before you can use alarm filtering, you must configure alarm filters in Avaya Fault and
Performance Manager. See Configuring Alarm Filters on page 53.

If you want to add nodes that you want to manage, go to Procedure 5: Add Nodes on page 40.
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Procedure 5: Add Nodes

To add nodes (for example, voices systems and adjuncts) that you want to manage, you must
use the Integrated Management Database (IMD). See the Avaya Integration Management

Database Release 3.2 Configuration or the Integrated Management Database online help for
information on how to add nodes.

Testing the SNMP Agent

Perform this procedure to determine whether you have configured Avaya Communication

Manager Release 3.1 or later and Avaya Fault and Performance Manager properly for alarm
filtering. Before performing this procedure, make sure you have:

e Configured the SNMP Agent in Avaya Communication Manager.

e Configured alarm filtering in Avaya Fault and Performance Manager. See Configuring
Alarm Filters on page 53.
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To test the SNMP agent:
1. Log into the server running Avaya Communication Manager Release 3.1.

The Integrated Management Standard Management Solutions page appears.

2 Home(Standard Management Solutions) - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help {."

@Back - J \ﬂ @ ﬂ_;j /‘_ﬁ Search \;:?Favorites @ ij ;;. x: _'J ﬁ }3

Address |_§‘ https: {135,910, 100/ cqi-binfunified v| Go Links ** | Morkon Antivirus Q, = | Morton Internet Security @.v

AVAYA Integrated Management

Standard Management Solutions

I Help Log Off

= Installation The Avaya Installation Wizard allows Launch Avaya Installation Wizard
you to quickly install wour system,

The Avaya Metwork Region Wizard Launch Avaya Metwork Reqgion
allows you to quickly administer Wizard
network regions,

Administration The Mative Configuration Manager Launch Native Configuration
allows you to administer this system Manager
using a graphically enhanced SAT
applet,

Maintenance The Maintenance Web Interface allows Launch Maintenance Web
you to maintain, troubleshoot, and Interface

configure the media server,

Upgrade The Upgrade Toal allows you ta Launch Upgrade Tool
upgrade all servers, Survivable

Processors, G700 Media Gateways, and
G350 Media Gateways,

2004 Avaya Inc, All Rights Reserved,

@ Done é 0 Inkernet
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2. Click Launch Maintenance Web Interface.

The Maintenance Web Interface page appears.

<2 saturn? - Microsoft Internet Explorer

File Edit “iew Favorites

__/' Back \_J Iﬂ @ :] /‘_H Search “:;t( Favorites €_‘}

Help ;f‘
S2ELUE B

Address |@ https:{135.9.10.100/cgi-binflagged_in

Morton Ankitirus % = | Morton Internet Security @3-

AVAYA

Help Exit

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters
SMMP Test
Diagnostics
Restarts
System Logs
Temperature f¥oltage
Ping
Traceroute
MNetstat
Modem Test
Network Time Sync
Server
Status Summary
Process Status
Interchange Servers
Busy-out Server
Release Server
Shutdown Server
Server Date fTime
Software ¥ersion
server Configuration
Configure Server
Restore Defaults
Eject CD-ROM

Integrated Management
Maintenance Web Pages

Notice =

This product contains Red Hat Linug which is distributed in accordance with the terms and
conditions of Red Hat Inc., available at: http:/fweww redhat.com, and software provided
under the Free Software Foundation's GHU General Public License{"GPL") and the GHLU
Lesser General Public License("LGPL") as appropriate, Copies of the GPL and LGPL licenses
are available at; http: /fwww .gnu.org.

This product includes software developed by the Apache Software Foundation, See
wwwy apache.org for more information.

This product also contains proprietary and copyrighted software of Avaya Inc("Avaya”) that

is neither a derivative work nor a modification of software provided under the GPL or LGPL
licenses, but only makes use of such software(e.g. the Linux operating system), Avaya's
proprietary and copyrighted software is available from Avaya upon execution of a license
agreement acceptable to Avaya. =

Portions of this product may contain miniLZ0 which is distributed in accordance with the
terms and conditions of Markus Franz Xaver lohannes Oberhumer, available at:

http: ffwewew .oberhumer.com, and software provided under the Free Software Foundation's
GMU General Public License("GPL) and the GNU Lesser General Public License("LGPL")as
appropriate. LZ0 is Copyright (C) 1996-1999 Markus Franz Xaver Johannes Oberhumer,

Modifications made to software subject to the GPL are available without restriction from
Avava, These open source modifications have also been provided to the Linug Development
Community,

Ouw t1mm e imeksll =dimm AF Fhie meadiiE wmi s reamt Flee licamea Faerae —mslicsbla Fa Sl FlieA —
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Testing the SNMP Agent

3. From the Alarms heading located on the navigation frame, click SNMP Test.

The SNMP Test page appears.

“} saturn2 - Microsoft Internet Explorer. r; E||Z|
File Edit ‘iew Favorites Toos Help z"‘
@ Back - \_,J @ @ _h /._’_j Search *Favorites &} r_ 2 :;‘ .ZJI ._J ﬁ '5

Address |@ https:/f135.9.10.100fcgi-binflogged_in V| Go | Morton Antivires &g+ Norton Inkernet Security @

AVAyA Integrated Management

Maintenance Web Pages

| Help Exit This Server: [2] saturn2 Duplicate Server: [1] saturnl

& % SNMP Test

Alarms
Current Alarms
Agent Status
SNMP Agents
SNMP Traps
Filters

The SHNMP Test Web page allows for the ability to send a test trap to the
configured SHNMP trap receiveris),

Mote: When a test trap is requested, please ensure that the configured SMMP Trap recieveris) have received the
test trap.

Diagnostics
Restarts
System Logs
Temperature /¥oltage
Ping
Traceroute
Metstat
Modem Test —

te Test Trap | m

Network Time Sync
Server

Status Summary
Process Status
Interchange Servers
Busy-out Server
Release Server
Shutdown Server
Server Date/Time
Software ¥Yersion
Server Configuration
Configure Server
Restore Defaults
Eject CD-ROM
Server Upgrades
Pre Upgrade Step
Manage Software

%

é 0 Inkernet
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4. Click the Generate Test Trap button.

The SNMP Test Results page appears.

|

) saturn2 - Microsoft Internet Explorer,

EX
File Edt Wiew Favorites Tools  Help z‘
eBack - \_’) @ @ _h /._’_j Search *Favorites &} E_:’:v :;: IZJI ._J ﬂ '5

Address |@ https:/{135.9.10.100fcgi-binflogged_in V| Go Morton Antivirus Q, > | Norton Internet Security @;v
AVAyA Integrated Management
| Maintenance Web Pages

This Server: [2] saturn2 Duplicate Server: [1] saturnl

! Help Exit

A % SNMP Test Results

Alarms
Current Alarms
Agent Status
SNMP Agents Note: The Application is waiting for a response from CommunicalMgr.
SNMP Traps *** Ba Patient ***
Filters
SNMP Test Peply from CommunicaMgr: Test message was successfully reported to the GMM.
Diagnostics =
Restarts
System Logs
Temperature fYoltage

Traceroute

Metstat
Modem Test
Network Time Sync
Server
Status Summary
Process Status
Interchange Servers
Busy-out Server
Release Server
Shutdown Server
Server Date/Time
Software Yersion
Server Configuration
Configure Server
Restore Defaults
Eject CD-ROM
Server Upgrades
Pre Upgrade Step
Manage Software

@ é 0 Inkernet

You should see the trap received in Avaya Fault and Performance Manager.
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The following is a sample trap in Avaya Fault and Performance Manager.
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Chapter 6: Getting Started

In this chapter you will learn about the following windows and processes:
e Creating logins and assigning roles for FPM users
e Administer the SNMP configuration in IMD
e Executing auto discovery on Fault and Performance Manager HP OpenView system
e Executing auto discovery on Fault and Performance Manager stand-alone system
e Starting the Fault and Performance Manager client from the Linux server
e Exiting the Fault and Performance Manager client from the Linux server
e Starting the Fault and Performance Manager client from a web browser
e Exiting the Fault and Performance Manager client from a web browser
e Changing your FPM password
e NMS maps
e Map commands

e Online Help system

Creating FPM Logins and Roles

Users must log into FPM before they can use the FPM user interface. You must use Integrated
Management Database (IMD) to

e create FPM roles
e add FPM users
e assign FPM roles to the FPM users
You can set each FPM role to have one or more of the following capabilities:
e Administration (Admin)

Allows the user to access the FPM Administration menu item for the scheduling of data
collection and reports, system groups, and trunk group lists from the FPM user interface.

e BusyoutRelease

Allows the user to Busy/Release boards, trunks, trunk groups, stations, and ports from the
FPM user interface.
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Acknowledge
Allows the user to acknowledge alerts within the FPM user interface.
ReadOnly

Allows the user to run the FPM user interface with a read-only permission, where nothing
can be done to voice systems, reports, or scheduling.

CreateReports

Allows the user to

- create new reports that will be stored on the FPM server for future use

- schedule reports to be run automatically in the background by the FPM server
MovePN

Allows the user to move the port networks in an ESS cluster.

Helper

Allows the user to access the Helpdesk feature from the FPM user interface.
Assist

Allows the user to automatically run the Avaya Communication Manager commands
recommended by the Helpdesk feature when an alarm is received.

IMD automatically installs and configures the following two default FPM roles:

FPMbrowse
The FPMbrowse role has the ReadOnly capability.
FPMadmin

The FPMadmin role the CreateReports, Admin, BusyoutRelease, Acknowledge, MovePN,
Helper, and Assist capabilities.

You can assign these default roles to FPM users, or you can create and assign custom roles.

To create FPM roles and logins, perform the following procedures:

1.
2.

Create FPM roles.

Add FPM users, and assign FPM roles to the those users.

Procedure 1: Create FPM Roles

To create FPM roles, perform the following steps:

1. Log into Integrated Management Database (IMD), and click FPM Roles in the navigation

panel of the Integrated Management Database Administrator page.

The FPM Roles page appears.
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. Click Add.

The Add FPM Role page appears.

3. In the Enter Role Name box, enter the name for the FPM role.

4. In the Available Capabilities list box, select the capability you want to assign to this role. If

7.
8.

you want to assign multiple capabilities to this role, press and hold down the Ctrl key on
your keyboard and click on each capability you want to select.

. Click Select.

The selected capabilities appear in the Capabilities assigned to this role list box.

. Click Add.

A page appears confirming that the role was added successfully.
Click OK.

Repeat Steps 2 through 7 for each FPM role you want to create.

When finished, go to Procedure 2: Add a User and Assign an FPM Role on page 49.

Procedure 2: Add a User and Assign an FPM Role

Use this procedure to

add a user account that can access FPM

assign an FPM role to this user

Perform the following steps:

1.

© 00 N oo o1~ W

Click Users in the navigation panel of the Integrated Management Database Administrator
page.
The Users page appears.

. Click New User.

The Add User page appears.

. In the Login box, enter the login for the user.

. In the User Name box, enter the name of the user.

. In the Email Address box, enter the email address of the user.

. In the Phone Number box, enter the telephone number of the user.

. In the Password box, enter the password for the user's login.

. In the Re-type Password box, re-enter the password for the user's login.

. If you want to prevent this user from logging in, select the Login Disabled check box.
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10.

11.

12.

13.

14.

15.
16.

17.
18.

In the Failed Attempts box, enter the maximum number of attempts the user can make to
log in to the system.

Select the FPM check box.

The Roles button appears next to the FPM check box.
Click Roles.

The Assign FPM Roles to a User window appears.

Select the check box of each role you want to assign to this user. You can assign multiple
FPM roles to a user.

Click Save.

A page appears confirming that the role was updated successfully.

Click OK.

From the Allowed Elements box, select the element(s) this user will be able to access.

To select multiple elements, press and hold the CTRL key, and then click on the appropriate
elements.

Click Add.
Repeat Steps 2 through 17 for any other FPM users you want to add.

When you want to exit IMD, click Exit in the navigation panel.
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Starting the Fault and Performance Manager
Client from a Web Browser

You can start the client from a browser only if the browser meets the requirements specified in
the Integrated Management Services Support Plan. Contact your client executive for the
requirements.

Procedure
Complete the procedure below to start the Fault and Performance Manager client from a web
browser.
1. Open a supported browser.

2. At the URL address line, type the IP address for the Linux server where Fault and
Performance Manager is installed, and press ENTER.

The system displays the Integrated Management Launch Products page.
3. Click the System Management tab on the Integrated Management web page.
4. Click Avaya Fault and Performance Manager.

The Java Plugin Security Warning appears.
5. Click Grant this Session.

The FPM Login dialog box appears.

6. In the Login Name box, enter your login. (All FPM logins and passwords are administered
through the Integrated Management Database (IMD).)

7. In the Password box, enter your password.
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8. Click Login.

The Fault and Performance Manager window appears.

~ Fault and Performance Manager

File \iew LaunchApps Help
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g &Systsemteruups : Systems Configuration and Status
wstermns -
CMS VR
. 8 =9
= cmstest crivrtest.
saturne g
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Fras
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H
storm %]
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AUDIX
ambit’ @
|Except|nns | | Table Yiew
Ready
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Configuring Alarm Filters

To configure alarm filters in Avaya Fault and Performance Manager:
1. Access the Avaya Fault and Performance Manager window.
2. Click File>Administration.

3. When the administration panel appears, select Default Parameters>Alarms/Errors.

The Alarms/Errors page appears.

£ Fault and Performance Manager I :Eﬁ -Iﬁl ﬂ
File View Launchipps Help Tools
¢ Administration Root 4 Default - Alarms/Errors
¢ Default Parameters :
Configuration Collectii -
Trunk | ] :
AlarmsiErrors| '
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Processor Occupancy ©
Trunk Group Exception :
Adjuncts AlarmsiErrar| - i Filters i/ Times |
System Exceptions Alarm Filter Panel
Systern Groups
Des Groups
In Trunk Groups
Collection Servers
o Voice Systern Parameterd | : SRR Eran g
& Norepdunds Paramele)s | Filter Type | Severity | Frequency Cateory| MO Type | Location
: BoardConflicts |Warning Daily Al Al All =
Definity Alarms | Critical Daily Al Al All
Definity Alarms | hajor Daily All Al Al
Definity Alarms | Minor Draily Al Al All
Definity Alarms (Warning | Daily Al 1A All
Errors Mone Daily All All All
Restarts Major Daily All All All
Server Alarms | Critical Daily All All All
Server Alarms | Major Daily All All All =
Setver Alarms | Minaor Daily Al Al All
Server Alatms |Warning | Daily All All All =
< | [*
| Add | | Modify | | Delete | [ cae | | Feset | [ Help |
4] Il [ E
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4. Select the alarm filter you want to change, and then click the Modify button.

The Alarm Filter Configurator page appears.

£ Alarm Filter Configurator il L

Select Filter Parameters

Filter Type Severity CollectionFreq  Category MO-type MO-location
Definity ala... ‘ - |Waming ‘ - |Hnurly | - |lrunks | - |ISDN-LNK | - In1cn1n1| | - I
Select Action Parameters
Alert/Store as ARS Script Send Mail to Trap Level
IWaming | w | ‘Nune | hd | |None | b4 | |Warning | hd |
e — ———

5. Select the appropriate parameters.
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6. When finished, click the OK button.

The Alarms/Errors page appears.

Z Fault and Performance Manager

File View Launchipps Help Tools

Configuring Alarm Filters

=18

g Administration Root 1
¢ Default Parameters -
Configuration Collectiy
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| add | | ooy | | Delete | | || Reset || Hep |

7. Repeat Steps 2 through 6 for each alarm filter you want to change.
8. When finished, click the Save button.

The filter parameters are saved in Avaya Fault and Performance Manager and updated in
Avaya Communication Manager.

If an error occurs when Avaya Fault and Performance Manager attempts to send the alarm
filter to Avaya Communication Manager, an error message will appear. Most errors that
occur at this point are related to the SNMPv2c settings in IMD and Avaya Fault and
Performance Manager not matching the SNMPv2c settings in Avaya Communication
Manager. (See Procedure 3: Configure SNMP Agent on page 37.)
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DEFINITY_ARS Script

FPM looks for the DEFINITY_ARS script when one of the following events occur:
e FPM receives an alarm trap from the managed nodes listed below:
- Communication Manager Feature Servers
- MCU

e FPM receives an exception event from Fault and Performance Manager for these
managed nodes

Then the FPM calls the script and passes the values listed below to the alarm notification
program. If a value is not defined, then FPM assigns the alarm the string “NULL_FIELD.”

Alarm notification values:
1. System name
. Error description
. New status severity
. Old status severity
. Product ID
. Alarm sequence number
. Alarming Port
. Maintenance object name
. On board fault

© 00 N oo 0o B~ DN

=
o

. Type of alarm

=
=

. Alternate name for the device

[EnY
N

. Describes the external device

[EnN
w

. Product Identifier of external device

[EY
I

. Building location of external device

=
()

. Address of external device

=
[o2]

. Restart date time

[EnY
\I

. Restart level

[EnY
oo

. Restart carrier

[EnN
©

. Restart craft demand

N
o

. Restart escalated

N
iy

. Restart interchange
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22. Restart unavailable
23. Restart cause

24. Restart speA release
25. Restart speB release
26. Restart speA update
27. Restart speB update

AUDIX_ARS Script

FPM looks for the AUDIX_ARS script when one of the following events occur:
e FPM receives an alarm trap from the managed nodes listed below:
- DEFINITY AUDIX
- Intuity AUDIX
- Intuity Interchange

e FPM receives an exception event from Fault and Performance Manager for these
managed nodes

Then FPM calls the script and passes the values listed below to the alarm notification program.
If a value is not defined, then FPM assigns the alarm the string “NULL_FIELD.”

Alarm notification values:
1. System name
2. Product ID
3. Alarm sequence number
4. Source of the alarm:
- DEFINITY (for DEFINITY AUDIX)
- Intuity Interchange
5. Error description
6. New status severity
7. Old status severity
8. Alarm location
9. Alarm date
10. Alarm time
11. Resource
12. Fault code
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13. Module ID
14. Event number

15. Count number

CMS_ARS Script

FPM looks for the CMS_ARS script when one of the following events occur:
e FPM receives an alarm trap from the Call Management System (CMS)
e FPM receives an exception event from Fault and Performance Manager for the CMS

Then FPM calls the script and passes the values listed below to the alarm notification program.
If a value is not defined, then the MFPM assigns the alarm the string “NULL_FIELD.”

Alarm notification values:
1. System name

. Product ID

. Alarm sequence

. Error description

. New status severity

. Old status severity

. Product type

. Version

© 00 N OO O M WO N

. ID value

=
o

. Number

=
=

. Name
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CONVERSANT_ARS Script

FPM looks for the CONVERSANT_ARS script when one of the following events occur:
e FPM receives an alarm trap from the CONVERSANT system

e FPM receives an exception event from Fault and Performance Manager for the
CONVERSANT system

Then FPM calls the script and passes the values listed below to the alarm notification program.
If a value is not defined, then FPM assigns the alarm the string “NULL_FIELD.”

Alarm notification values:
1. System name

. Product ID

. alarm number

. Error description

. New status severity

. Old status severity

. Location

Date

© ® N O O A W N

. Time

[EnN
o

. Resource

=
=

. Fault code
. Module ID

. Event number

[
A W N

. Count number

Starting the Online Help

The online help system describes how to use Fault and Performance Manager. To start the
online help with Fault and Performance Manager open, choose Help>Help Topics or
Help>Current Panel.

A Help button is also available on many tabs, panels, and dialog boxes. Clicking the Help button
displays the help topic for the current screen.
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Exiting the Fault and Performance Manager
Client from a Web Browser

To exit the Fault and Performance Manager client from a web browser, choose File>EXxit.

Changing Your FPM Password

Use this procedure to change your password for Fault and Performance Manager. To change
your Fault and Performance Manager password, complete the following steps:

1. Using Microsoft Internet Explorer 6.0 or later, go to the IP address or hostname of the Linux
server to view the Avaya Integrated Management Launch Products page.

2. On the System Management tab, click Avaya Integrated Management Database.
The Logon window appeatrs.
3. Click Change Password.
The Change Password page appears.
. In the User ID box, enter your Fault and Performance Manager login.
. In the Current Password box, enter the current password for your login.

. In the New Password box, enter the new password you want to use for your login.

~N o o b~

. In the Re-Type New Password box, re-enter the new password you want to use for your
login.

00

. Click Change Password.

9. Click Cancel to return to the Logon page.
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Fault and Performance Manager Integration with NMS

Before you integrate Fault and Performance Manager with the NMS, you must have installed
the Avaya Integrated Management NMSI Components on the HP OpenView Windows 2000
server or on Solaris 9.0. You must use Avaya Integrated Management Database to integrate
Avaya Fault and Performance Manager with the NMS. See “Add an NMSI/NMS Configuration”
in Avaya Integrated Management Release 3.2 Integrated Management Database Configuration,
14-300039.

Understanding the NMS Maps

The Network Management System Integration (NMSI) is one of the programs in Fault and
Performance Manager, and is intended to integrate Fault and Performance Manager into the
HP OpenView network management application.

This capability does not exist for Linux systems. Linux users execute a Linux command in the
command prompt line to integrate Fault and Performance Manager into their own existing
application.

This integration allows you to monitor your Avaya telecommunication elements and data
networks from the same workstation.

NMS maps

NMSI uses the Auto-Discovery program to find and transmit system data from the managed
nodes (supported systems).

The NMSI uses the data received from Auto-Discovery to create and update the NMS maps,
which include:

e NMS Root map

e Avaya Fault and Performance Manager submap
e Avaya USA and state submaps

e Avaya custom submaps

The sections below describe the objects (system icons and connection lines) that display on the
map and the color schemes that indicate the current status of the objects.
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Root Map
The root map on the Network Management System (NMS) named “default” is the initial user
interface to the various Avaya submaps mentioned in the previous section.

NMSI places “explodeable” icons representing the various Avaya submaps on the root map.
The Avaya submap icons lead to submaps that contain Proxy Agents and Managed Nodes that
have been administered by the user in FPM.

The icon names that display on the root map are:
e Avaya MAP identifies a Generic submap.
e Avaya USA MAP identifies the USA map and associated state submaps.

e Avaya custom submaps will be automatically be defined based on information provided by
the user in Proxy Agent or IMD.

Proxy Agent icon colors

The table below contains Proxy Agent icon colors that display on HP OpenView maps. The
colors indicate whether or not Proxy Agent is responding to requests.

Table 6: Proxy Agent Icon colors

Object HP OpenView Color
Proxy Agent Dark Blue = Unknown. Proxy Agent is not
icon responding

Green = Normal

Cyan = Warning. Proxy Agent is responding,
but is not honoring SNMP requests. Indicates
that the SMNP community string for the NMS
is incorrect.

Red = Major. Proxy Agent failed to forward
an alarm to INADS on its last try.

Fault and Performance Manager icon colors
Fault and Performance Manager maintains a list of active exceptions for the systems listed
below:
e Communication Manager Feature Server
e Multipoint Conferencing Unit (MCU)

Fault and Performance Manager treats the MCUs as Communication Manager Feature
Servers.
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The table below contains the Communication Manager Feature Server icon colors and Proxy
Agent line connections that display on the Fault and Performance Manager maps.

Table 7: Communication Manager Server icon colors

Object HP OpenView Color
Communication Dark Blue = Unknown. CMSA is not
Manager Feature responding

Server icon Green = Normal

Cyan = Warning
Yellow = Minor
Orange = Major

Red = Critical
Line connectionsto  Black = Up
Communication Red = Down or Other
Manager Feature Yellow = Init (initiating)

Server icons Cyan = Off

Other system icon colors

The NMSI only supports alarm traps from Proxy Agent for the systems below:

DEFINITY AUDIX releases 3.1 through 4.0

Intuity AUDIX release 5.1 (with or without the remote maintenance board)
Intuity Interchange release 5.1 through 5.4

Call Management System (CMS) R3V8.3 through R3V11
CONVERSANT release 7.0 through 9.0

IA770 INTUITY AUDIX Release 1.0

S8100 Media Server INTUITY AUDIX

IA770 INTUITY AUDIX® Option for S8300 ICC Release 1.0 through 2.0
INTUITY™ AUDIX® on S8100 Media Server

INTUITY™ AUDIX® LX Release 1.0 through 17.X

Modular Messaging Release 1.0 and later

Converged Communications Server (CCS) Release 1.0 and later.
Interactive Response (IR) Releases 1.0 through 1.2

Secure services gateway (SSG)

The Fault and Performance Manager maps provide only telnet support to the products above.
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The table below contains the other system icon colors and Proxy Agent line connections that
display on the Fault and Performance Manager maps.

Table 8: Other system icon colors

Object HP OpenView Color
Other system icons Dark Blue = Unknown.
for: Green = Normal
DEFINITY AUDIX Cyan = Warning

Intuity AUDIX Yellow = Minor
Interchange Orange = Major

CMS

CONVERSANT

Line connections to Black = Alarm processing is functioning.

other system icons Red = Alarm processing has been shut
down.

Executing Auto-Discovery

This section is for NMSI Fault and Performance Manager systems only.

Auto-Discovery is a feature of your NMS that automatically gathers information about the
managed nodes (voice elements) in your telecommunications system, and presents that
information graphically using icons and maps.

To execute Auto-Discovery:

From the HP OpenView server, click Avaya>System View>Rediscover Entire Map.

Note:

It will take some time for any new managed nodes to be discovered by FPM and
configuration data collection to take place. Only then will there be meaningful
information on the NMS maps for these nodes.
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Executing Commands from NMS Maps

The NMS Integration (NMSI) program allows users to execute various commands from any of
the NMS maps. Most of the commands perform operations on the systems that display on the
selected map.

Users can execute the commands in two ways:
e Select a command from a menu

e Right-click the mouse on the symbol/icon, and select the appropriate command from the
popup menu

Some of the Avaya commands and applications are not available on a Solaris server.

The sections below explain the commands and the execution options.

Description of Commands

The table below lists the commands that users can execute from any NMS map. The
Description column describes the result of the command.

Depending on which NMSI command is selected and run, icons on the NMS maps can change
status, be added or removed from the map, etc.

MultiSite Administration, Avaya Site Administration, Voice Announcement Manager, Avaya
Terminal Configuration, VMON, Proxy Status, Proxy Cache Status, Proxy Incoming AlarmLog,
Fault Performance Manager, FPM Report Manager, FPM Exception Report, Telnet to Managed
Node, Telnet to Proxy Agent, FPM Sever Status, FPM Server Collection Status, Integrated
Management Web Page, and Communication Manager Web Page applications and commands
can also be launched from the HPOV default map, Avaya menu.

Table 9: NMS Map commands

Command Description

Fault and This command displays the main window, which contains the
Performance systems group navigation tree and configuration and status
Manager window.

If you execute this command for a specific Communication
Manager Feature Server on the NMS map, then the command
opens the main window with focus on the selected
Communication Manager Feature Server.

FPM Report This command displays the Report Manager window of the
Manager Fault and Performance Manager.

lof4
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Table 9: NMS Map commands (continued)

Command Description

FPM Exception  This command displays the results of a Fault and Performance
Report Manager Exception report.

You can only execute this command for a specific
Communication Manager Feature Server on the map. The
report shows exceptions only for the selected Communication
Manager Feature Server.

Rediscover The Rediscover Entire Map process is primarily driven by the

Entire Map Fault and Performance Manager database and collection
process. The database is used because not all Avaya products
that Fault and Performance Manager deals with are IP based.
Therefore, the Rediscover Entire Map process will place icons
on one of the submaps and show connectivity between that
device and others without regard to whether HP OpenView
can discover that device. This command may run automatically
on start-up of any HPOV console window.

During the Rediscover Entire Map process, the text message
“synchronizing” is shown at the bottom left of the HP
OpenView GUI. (This is also true for other System View
commands.) At the end of the Rediscover Entire Map
process, this text message disappears to denote that the
command has completed. The time needed to perform a
Rediscover Entire Map depends primarily on the size of your
network. For the Rediscover Entire Map command to run, the
following conditions must be met:

e The FPM server must be operational.
e HP OpenView must have a Read-Write map open.

e A connection must be established between HP Open
View and the Fault and Performance Manager server
process, NmsiServer.

If any R/O maps are displayed when a Rediscover Entire Map
is requested from the R/W map, the R/O maps will not be
immediately updated. The user must do a Map> Refresh from
each R/O map to bring it into sync with the R/W map. Doing
the Map>Refresh will close any open R/O submaps and take
the user to the top level of that R/O map. The only exception
to this rule is with regard to status updates which are done
immediately across all maps and do not require the manual
refresh.

20f 4

66 Avaya Fault and Performance Manager Configuration



Executing Commands from NMS Maps

Table 9: NMS Map commands (continued)

Command

Description

Re-register
with Server

Cleanup DB

Telnet to Proxy
Agent

Telnet to
Managed Node

Update System
View Status

Update
Managed Node
Status

Proxy Status

Proxy Cache
Status

The Re-register with Server establishes a connection
between the Fault and Performance Manager server and

HP OpenView. A Re-register with Server is done
automatically when the HP OpenView GUI is started. The
NMSI code always attempts to keep its Avaya maps of
Managed Nodes synchronized with the data received from
FPM. The NMSI code automatically adds Managed Nodes to
its maps when it receives status for newly added nodes from
FPM.

You can run the Re-register with Server command even if a
session already exists; this does not cause problems. In fact,
running the Re-register with Server command is the simplest
way to verify that a connection exists between HP OpenView
and the Fault and Performance Manager server. If a
connection cannot be established, an error message pops up
on the screen.

The Cleanup DB command removes objects created by the
Refresh Entire Map command, as long as the object has no
associated symbol.

This command displays the telnet window to Proxy Agent.

From the telnet window, users can log in to Proxy Agent and
initiate an emulation session to cut-through to the managed
node.

This command is for IP-connected nodes. Users can telnet
directly to the node rather than going through Proxy Agent.

This command retrieves and updates the current status of the
Managed Nodes in the NMS. This command may run
automatically on start-up of any HPOV console window.

For each Voice System and/or Adjunct that is selected on the
NMS map, this command retrieves and updates the current
status of the Voice System/Adjunct. You can select one or
more voice systems/adjuncts with this command.

This command retrieves and updates the current status of
proxy agents.

This command retrieves and updates the current status of the
cache for proxy agents.

3of4
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Table 9: NMS Map commands (continued)

Command Description

ProxyIncoming This command retrieves and updates the current status of
Alarm incoming alarms for proxy agents.

FPM Server This command retrieves and updates the current status of the
Status FPM server.

FPM Server This command retrieves and updates the current status of
Collection FPM collection activities.

Status

Integrated This command displays the Integrated Management home
Management page.

Web Page

Communication This command displays the Communication Manager home
Manager Web page.
Page

4 of 4

Exiting the Fault and Performance Manager
Client from the Linux Server

Clicking the “X” box in the upper right corner results in unpredictable behavior. To exit the
application, follow the steps below:

1. To exit Fault and Performance Manager, from the menu bar on any screen, click File > Exit.
The system exits the product and displays the Root map.

2. To log off the NMS, click Map > Exit.
The system displays the Linux login prompt.
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Glossary and Abbreviations

ATAC

C

Communication
Manager

Communication
Manager Feature
Server

CsSl

M

managed node

N

Network
Management Server

Network
Management
System

S

supported systems

SNMP

System
Management Server

T
TSO

See Avaya Technology and Consulting (ATAC) on page 11.

The call processing software that runs on Communication Manager Feature
Servers. Formerly known as DEFINITY software.

Any of the products that run Communication Manager. Formerly known as
DEFINITY system, DEFINITY ECS, switch, PBX, or voice system.

See Communications, Solutions, and Integration (CSI) Group of Software
Services on page 11.

In this document, a managed node is any system (voice system or otherwise)

that can be viewed and monitored using Fault and Performance Manager
Configuration and Proxy Agent.

This is the Windows or Solaris box that you can install Integrated Management

applications on.

A system that lets you monitor the health and status of devices on your data
network. For example, HP OpenView.

In this document, a “supported system” is any of the voice systems or adjuncts

that Proxy Agent works with. See Supported Systems on page 20.

Simple Network Management Protocol.

This is the Linux box that you install Fault and Performance Manager
Configuration or Proxy Agent on.

See Avaya Technical Service Organization (TSO) on page 12.

Issue 9 August 2006

69



TSO

70 Avaya Fault and Performance Manager Configuration



Index

Index

Symbols I
> meaningof . . . . .. ..o 7 integrating FP Mgr with HPOV. . . . . . . . . . .. 27
A M
Auto-Discovery Microsoftwebsite . . . . . . . . .. .. .. ... 15
execute on publicnetworks . . . . . . . . . .. 64
integration function . . . . . . .. ... ... 61
Avaya Technology and Consulting (ATAC) . . . . . . 11 N
network
B SECUrty. . . . . v v o o e 15
Network Management System (NMS)
backup, database . . . . . . . . ... .o 31 integration process . . . . . . . . . ... ... 61
boldface, meaningof. . . . . . . .. ... ... .. 7
books
giving feedbackon . . . . . . ... ... 8 O
ontheweb. . . ................. 9 OpenView, integrating FP Mgrwith . . . . . . . . . 27
C P
commands . . . ... ... 30 passwords
systemhealth . . .. ............. 31 changing . . . . . ... ... ... ... 15, 60
configuring FP Mgr for stand-alone . . . . . . . . 24, 26 -
contact information
thirdparty . . . . . . . . .. ... ...... 15 R
contact information for Avaya. . . . . . .. . ... 14 Red Hatweb site . . . . . . 15
requirements. . . . .. . ... 21
D resources
Avaya Communications, Solutions, and Integration
database (CSI) Group of Software Services. . . . . . . . 11
backup. . . . . ... .00 31 Customized Management Solutions for Avaya
restoring . . . . . .. ..o e 32 Integrated Management . . . . . . . . . ... 13
Discovery o restore database . . . . . . . ... 32
introduction. . . . . . .. ... 66
documentation
giving feedbackon . . . . . . . . ..o 8 S
ontheweb. . . . .. ... ... ... ..... g Security
Avaya disclaimer . . . . . ... ... 16
fornetworks. . . . . . ... ..o 15
F network. . . . . . .. ... 15
feedback, givingusyour . . . . . . . ... L. 8 notices . . . . . . ... ... L 15
tollfraud . . . . . . ... ... ... ... 16
toll fraud intervention . . . . . . . . ... . .. 16
H stand-alone configuration . . . . . . . .. . .. 24, 26
HP OpenView, integrating FP Mgrwith . . . . . . . 27 systemcommands . . . ... 30
- systemhealth . . . . ... ... ... ...... 31
systemrequirements . . . . . . . . . ... ... 21

Issue 9 August 2006 71



Index

T
Technical Service Organization. . . . . . . . . . . 12
tollfraud. . . . . . . . . . . ... 16
Avaya disclaimer . . . . . ... ..o L 16
intervention. . . . . . ... 16
TSO . . . 12
typographical conventions . . . . . . . . ... ... 7
W
web sites
third-party . . . . . . . . .. ... 15

72 Avaya Fault and Performance Manager Configuration



	Contents
	Preface
	Purpose
	Prerequisites
	Intended Audience
	Conventions Used in This Book
	Additional Resources
	Tell Us What You Think!
	Product Documentation
	How to Access Books on the Web

	Chapter 1: Resources and Notices
	Avaya Technology and Consulting (ATAC)
	Communications, Solutions, and Integration (CSI) Group of Software Services
	Avaya Technical Service Organization (TSO)
	Customized Management Solutions for Avaya Integrated Management
	Avaya Contact Information
	Third-Party Resources
	System Security Notices
	Network Security
	Toll Fraud Security
	Avaya Disclaimer
	Toll Fraud Intervention



	Chapter 2: Overview
	Product Description
	What’s New in this Release
	Supported Systems
	System Requirements
	Hardware
	Hardware Certification
	Software

	Configuration Overview

	Chapter 3: Configuring Fault and Performance Manager
	Configuring a Primary Fault and Performance Manager Server
	Configuring a Secondary Fault and Performance Manager Server
	Configuring Fault and Performance Manager to Integrate with HP OpenView

	Chapter 4: Customizing Fault and Performance Manager
	Introduction
	Setting up Communication Manager Sub Agent
	System Commands
	Start and Stop Commands
	System Health Commands

	Backing up the FPM Database
	Restoring the FPM Database

	Chapter 5: Configuring SNMP Traps
	Recommended Software Requirements
	Configuration Procedures
	Procedure 1: Launch the Maintenance Web Interface
	Procedure 2: Stop the Master Agent
	Procedure 3: Configure SNMP Agent
	Procedure 4: Start the Master Agent
	Procedure 5: Add Nodes
	Testing the SNMP Agent

	Chapter 6: Getting Started
	Creating FPM Logins and Roles
	Procedure 1: Create FPM Roles
	Procedure 2: Add a User and Assign an FPM Role

	Starting the Fault and Performance Manager Client from a Web Browser
	Procedure

	Configuring Alarm Filters
	DEFINITY_ARS Script
	AUDIX_ARS Script
	CMS_ARS Script
	CONVERSANT_ARS Script

	Starting the Online Help
	Exiting the Fault and Performance Manager Client from a Web Browser
	Changing Your FPM Password
	Fault and Performance Manager Integration with NMS
	Understanding the NMS Maps
	NMS maps

	Root Map
	Proxy Agent icon colors
	Fault and Performance Manager icon colors
	Other system icon colors


	Executing Auto-Discovery
	Executing Commands from NMS Maps
	Description of Commands

	Exiting the Fault and Performance Manager Client from the Linux Server

	Glossary and Abbreviations
	A
	C
	M
	N
	S
	T

	Index
	Symbols
	A
	B
	C
	D
	F
	H
	I
	M
	N
	O
	P
	R
	S
	T
	W



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


