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Notice

Every effort was made to ensure that the information in this document
was complete and accurate at the time of printing. However, information
is subject to change.

Warranty

Avaya Inc. provides a limited warranty on this product. Refer to your
sales agreement to establish the terms of the limited warranty. In
addition, Avaya'’s standard warranty language as well as information
regarding support for this product, while under warranty, is available
through the following Web site: http://www.avaya.com/support.

Preventing Toll Fraud

“Toll fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there may be a risk of toll fraud associated with
your system and that, if toll fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Fraud Intervention

If you suspect that you are being victimized by toll fraud and you need
technical assistance or support, in the United States and Canada, call the
Technical Service Center's Toll Fraud Intervention Hotline at
1-800-643-2353.

Disclaimer

Avaya is not responsible for any modifications, additions or deletions to
the original published version of this documentation unless such
modifications, additions or deletions were performed by Avaya. Customer
and/or End User agree to indemnify and hold harmless Avaya, Avaya's
agents, servants and employees against all claims, lawsuits, demands
and judgments arising out of, or in connection with, subsequent
modifications, additions or deletions to this documentation to the extent
made by the Customer or End User.

How to Get Help

For additional support telephone numbers, go to the Avaya support Web
site: http://www.avaya.com/support. If you are:

. Within the United States, click the Escalation Management
link. Then click the appropriate link for the type of support you
need.

. Outside the United States, click the Escalation Management
link. Then click the International Services link that includes
telephone numbers for the international Centers of
Excellence.

Providing Telecommunications Security

Telecommunications security (of voice, data, and/or video
communications) is the prevention of any type of intrusion to (that is,
either unauthorized or malicious access to or use of) your company's
telecommunications equipment by some party.

Your company's “telecommunications equipment” includes both this
Avaya product and any other voice/data/video equipment that could be
accessed via this Avaya product (that is, “networked equipment”).

An “outside party” is anyone who is not a corporate employee, agent,
subcontractor, or is not working on your company's behalf. Whereas, a
“malicious party” is anyone (including someone who may be otherwise
authorized) who accesses your telecommunications equipment with
either malicious or mischievous intent.

Such intrusions may be either to/through synchronous (time-multiplexed
and/or circuit-based), or asynchronous (character-, message-, or
packet-based) equipment, or interfaces for reasons of:
. Utilization (of capabilities special to the accessed equipment)
. Theft (such as, of intellectual property, financial assets, or toll
facility access)

. Eavesdropping (privacy invasions to humans)
. Mischief (troubling, but apparently innocuous, tampering)
. Harm (such as harmful tampering, data loss or alteration,

regardless of motive or intent)

Be aware that there may be a risk of unauthorized intrusions associated
with your system and/or its networked equipment. Also realize that, if
such an intrusion should occur, it could result in a variety of losses to your
company (including but not limited to, human/data privacy, intellectual
property, material assets, financial resources, labor costs, and/or legal
costs).

Responsibility for Your Company’s Telecommunications Security

The final responsibility for securing both this system and its networked
equipment rests with you - Avaya’s customer system administrator, your
telecommunications peers, and your managers. Base the fulfillment of
your responsibility on acquired knowledge and resources from a variety
of sources including but not limited to:

. Installation documents

. System administration documents

. Security documents

. Hardware-/software-based security tools

. Shared information between you and your peers
. Telecommunications security experts

To prevent intrusions to your telecommunications equipment, you and
your peers should carefully program and configure:

. Your Avaya-provided telecommunications systems and their
interfaces

. Your Avaya-provided software applications, as well as their
underlying hardware/software platforms and interfaces

. Any other equipment networked to your Avaya products

TCP/IP Facilities

Customers may experience differences in product performance, reliability
and security depending upon network configurations/design and
topologies, even when the product performs as warranted.

Standards Compliance

Avaya Inc. is not responsible for any radio or television interference
caused by unauthorized modifications of this equipment or the
substitution or attachment of connecting cables and equipment other
than those specified by Avaya Inc. The correction of interference caused
by such unauthorized modifications, substitution or attachment will be the
responsibility of the user. Pursuant to Part 15 of the Federal
Communications Commission (FCC) Rules, the user is cautioned that
changes or modifications not expressly approved by Avaya Inc. could
void the user’s authority to operate this equipment.

Product Safety Standards

This product complies with and conforms to the following international
Product Safety standards as applicable:

Safety of Information Technology Equipment, IEC 60950, 3rd Edition, or
IEC 60950-1, 1st Edition, including all relevant national deviations as
listed in Compliance with IEC for Electrical Equipment (IECEE) CB-96A.
Safety of Information Technology Equipment, CAN/CSA-C22.2
No. 60950-00 / UL 60950, 3rd Edition, or CAN/CSA-C22.2 No.
60950-1-03 / UL 60950-1.
Safety Requirements for Customer Equipment, ACA Technical Standard
(TS) 001 - 1997.
One or more of the following Mexican national standards, as applicable:
NOM 001 SCFI 1993, NOM SCFI 016 1993, NOM 019 SCFI 1998.
The equipment described in this document may contain Class 1 LASER
Device(s). These devices comply with the following standards:

. EN 60825-1, Edition 1.1, 1998-01

. 21 CFR 1040.10 and CFR 1040.11.
The LASER devices used in Avaya equipment typically operate within the
following parameters:

Typical Center Wavelength Maximum Output Power

830 nm - 860 nm -1.5 dBm
1270 nm - 1360 nm -3.0 dBm
1540 nm - 1570 nm 5.0dBm

Luokan 1 Laserlaite
Klass 1 Laser Apparat

Use of controls or adjustments or performance of procedures other than
those specified herein may result in hazardous radiation exposures.
Contact your Avaya representative for more laser product information.
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http://www.avaya.com/support/

Electromagnetic Compatibility (EMC) Standards

This product complies with and conforms to the following international
EMC standards and all relevant national deviations:
Limits and Methods of Measurement of Radio Interference of Information
Technology Equipment, CISPR 22:1997 and EN55022:1998.
Information Technology Equipment — Immunity Characteristics — Limits
and Methods of Measurement, CISPR 24:1997 and EN55024:1998,
including:

. Electrostatic Discharge (ESD) IEC 61000-4-2

. Radiated Immunity IEC 61000-4-3

. Electrical Fast Transient IEC 61000-4-4

. Lightning Effects IEC 61000-4-5

. Conducted Immunity IEC 61000-4-6

. Mains Frequency Magnetic Field IEC 61000-4-8

. Voltage Dips and Variations IEC 61000-4-11
Power Line Emissions, IEC 61000-3-2: Electromagnetic compatibility
(EMC) — Part 3-2: Limits — Limits for harmonic current emissions.
Power Line Emissions, IEC 61000-3-3: Electromagnetic compatibility
(EMC) - Part 3-3: Limits — Limitation of voltage changes, voltage
fluctuations and flicker in public low-voltage supply systems.

Federal Communications Commission Statement
Part 15:

Note: This equipment has been tested and found to comply with the
limits for a Class A digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection
lagainst harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in
laccordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment
in aresidential area is likely to cause harmful interference in which
case the user will be required to correct the interference at his own
lexpense.

Part 68: Answer-Supervision Signaling

Allowing this equipment to be operated in a manner that does not provide
proper answer-supervision signaling is in violation of Part 68 rules. This
equipment returns answer-supervision signals to the public switched
network when:

. answered by the called station,

. answered by the attendant, or

. routed to a recorded announcement that can be administered
by the customer premises equipment (CPE) user.

This equipment returns answer-supervision signals on all direct inward
dialed (DID) calls forwarded back to the public switched telephone
network. Permissible exceptions are:

. A call is unanswered.
. A busy tone is received.
. A reorder tone is received.

Avaya attests that this registered equipment is capable of providing users
access to interstate providers of operator services through the use of
access codes. Modification of this equipment by call aggregators to block
access dialing codes is a violation of the Telephone Operator Consumers
Act of 1990.

REN Number

For MCC1, SCC1, CMC1, G600, and G650 Media Gateways:

This equipment complies with Part 68 of the FCC rules. On either the
rear or inside the front cover of this equipment is a label that contains,
among other information, the FCC registration number, and ringer
equivalence number (REN) for this equipment. If requested, this
information must be provided to the telephone company.

For G350 and G700 Media Gateways:

This equipment complies with Part 68 of the FCC rules and the
requirements adopted by the ACTA. On the rear of this equipment is a
label that contains, among other information, a product identifier in the
format US:AAAEQ##TXXXX. The digits represented by ## are the ringer
equivalence number (REN) without a decimal point (for example, 03 is a
REN of 0.3). If requested, this number must be provided to the telephone
company.

For all media gateways:

The REN is used to determine the quantity of devices that may be
connected to the telephone line. Excessive RENs on the telephone line
may result in devices not ringing in response to an incoming call. In most,
but not all areas, the sum of RENs should not exceed 5.0. To be certain
of the number of devices that may be connected to a line, as determined
by the total RENs, contact the local telephone company.

REN is not required for some types of analog or digital facilities.

Means of Connection

Connection of this equipment to the telephone network is shown in the
following tables.

For MCC1, SCC1, CMC1, G600, and G650 Media Gateways:

Manufacturer’s Port FIC Code SOC/REN/  Network
Identifier A.S. Code  Jacks
Off premises station OoL13C 9.0F RJ2GX,
RJ21X,
RJ11C
DID trunk 02RV2-T 0.0B RJ2GX,
RJ21X
CO trunk 02GS2 0.3A RJ21X
02LS2 0.3A RJ21X
Tie trunk TL31M 9.0F RJ2GX
Basic Rate Interface 02IS5 6.0F, 6.0Y RJ49C
1.544 digital interface 04DU9-BN 6.0F RJ48C,
RJ48M
04DU9-IKN 6.0F RJ48C,
RJ48M
04DU9-ISN 6.0F RJ48C,
RJ48M
120A4 channel service unit 04DU9-DN 6.0Y RJ48C
For G350 and G700 Media Gateways:
Manufacturer’s Port FIC Code SOC/REN/  Network
Identifier A.S. Code  Jacks
Ground Start CO trunk 02GS2 1.0A RJ11C
DID trunk 02RV2-T AS.0 RJ11C
Loop Start CO trunk 02LSs2 0.5A RJ11C
1.544 digital interface 04DU9-BN 6.0Y RJ48C
04DU9-DN 6.0Y RJ48C
04DU9-IKN 6.0Y RJ48C
04DU9-ISN 6.0Y RJ48C
Basic Rate Interface 02IS5 6.0F RJ49C

For all media gateways:

If the terminal equipment (for example, the media server or media
gateway) causes harm to the telephone network, the telephone company
will notify you in advance that temporary discontinuance of service may
be required. But if advance notice is not practical, the telephone
company will notify the customer as soon as possible. Also, you will be
advised of your right to file a complaint with the FCC if you believe it is
necessary.

The telephone company may make changes in its facilities, equipment,
operations or procedures that could affect the operation of the
equipment. If this happens, the telephone company will provide advance
notice in order for you to make necessary modifications to maintain
uninterrupted service.

If trouble is experienced with this equipment, for repair or warranty
information, please contact the Technical Service Center at
1-800-242- 2121 or contact your local Avaya representative. If the
equipment is causing harm to the telephone network, the telephone
company may request that you disconnect the equipment until the
problem is resolved.

A plug and jack used to connect this equipment to the premises wiring
and telephone network must comply with the applicable FCC Part 68
rules and requirements adopted by the ACTA. A compliant telephone
cord and modular plug is provided with this product. It is designed to be
connected to a compatible modular jack that is also compliant. It is
recommended that repairs be performed by Avaya certified technicians.
The equipment cannot be used on public coin phone service provided by
the telephone company. Connection to party line service is subject to
state tariffs. Contact the state public utility commission, public service
commission or corporation commission for information.

This equipment, if it uses a telephone receiver, is hearing aid compatible.

Canadian Department of Communications (DOC) Interference
Information

This Class A digital apparatus complies with Canadian ICES-003.

Cet appareil numérique de la classe A est conforme a la norme
NMB-003 du Canada.

This equipment meets the applicable Industry Canada Terminal
Equipment Technical Specifications. This is confirmed by the registration
number. The abbreviation, IC, before the registration number signifies
that registration was performed based on a Declaration of Conformity
indicating that Industry Canada technical specifications were met. It does
not imply that Industry Canada approved the equipment.



Installation and Repairs

Before installing this equipment, users should ensure that it is
permissible to be connected to the facilities of the local
telecommunications company. The equipment must also be installed
using an acceptable method of connection. The customer should be
aware that compliance with the above conditions may not prevent
degradation of service in some situations.

Repairs to certified equipment should be coordinated by a representative
designated by the supplier. Any repairs or alterations made by the user to
this equipment, or equipment malfunctions, may give the
telecommunications company cause to request the user to disconnect
the equipment.

Declarations of Conformity
United States FCC Part 68 Supplier’'s Declaration of Conformity (SDoC)

Avaya Inc. in the United States of America hereby certifies that the
equipment described in this document and bearing a TIA TSB-168 label
identification number complies with the FCC’s Rules and Regulations 47
CFR Part 68, and the Administrative Council on Terminal Attachments
(ACTA) adopted technical criteria.

Avaya further asserts that Avaya handset-equipped terminal equipment
described in this document complies with Paragraph 68.316 of the FCC
Rules and Regulations defining Hearing Aid Compatibility and is deemed
compatible with hearing aids.

Copies of SDoCs signed by the Responsible Party in the U. S. can be
obtained by contacting your local sales representative and are available
on the following Web site: http://www.avaya.com/support.

All Avaya media servers and media gateways are compliant with FCC
Part 68, but many have been registered with the FCC before the SDoC
process was available. A list of all Avaya registered products may be
found at: http://www.part68.org by conducting a search using “Avaya” as
manufacturer.

European Union Declarations of Conformity

CcE

Avaya Inc. declares that the equipment specified in this document
bearing the “CE” (Conformité Europeénne) mark conforms to the
European Union Radio and Telecommunications Terminal Equipment
Directive (1999/5/EC), including the Electromagnetic Compatibility
Directive (89/336/EEC) and Low Voltage Directive (73/23/EEC).
Copies of these Declarations of Conformity (DoCs) can be obtained by
contacting your local sales representative and are available on the
following Web site: http://www.avaya.com/support.

Japan

This is a Class A product based on the standard of the Voluntary Control
Council for Interference by Information Technology Equipment (VCCI). If
this equipment is used in a domestic environment, radio disturbance may
occur, in which case, the user may be required to take corrective actions.

ZOEET, FEALEREE S ENEE 8 TN s (VCC 1) okl
TS 2 F A A HHEGNER T, ZORBLFERETHENT % LB
EAEBI RIS IEREY E, ZOBEITIERE S E Y A g
LEIERENSHZILEBHVET,

To order copies of this and other documents:
Call:  Avaya Publications Center

Voice 1.800.457.1235 or 1.207.866.6701

FAX 1.800.457.1764 or 1.207.626.7269
Write: Globalware Solutions

200 Ward Hill Avenue

Haverhill, MA 01835 USA

Attention: Avaya Account Management
E-mail: totalware@gwsmail.com
For the most current versions of documentation, go to the Avaya support
Web site: http://www.avaya.com/support.
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About this book

Overview

The Maintenance of the Avaya G350 Media Gateway describes the tasks and procedures you
perform to maintain the G350 Media Gateway. For instructions on installing and upgrading the
components of the Avaya G350 Media Gateway, refer to Installation and Upgrades for the
Avaya G350 Media Gateway, 03-300394.

Audience

The information in this book is intended for use by Avaya technicians, provisioning specialists,
business partners, and customers.

Downloading this book and updates from the Web

You can download the latest version of the Maintenance of the Avaya G350 Media Gateway
from the Avaya Web site. You must have access to the Internet, and a copy of Acrobat Reader
must be installed on your personal computer.

Avaya makes every effort to ensure that the information in this book is complete and accurate.
However, information can change after we publish this book. Therefore, the Avaya Web site
might also contain new product information and updates to the information in this book. You can
also download these updates from the Avaya Web site.
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Downloading this book

To download the latest version of this book:

1. Access the Avaya web site at http://www.avaya.com/support.

2. On the left side of the page, click Product Documentation.

The system displays the Welcome to Product Documentation page.
3. On the right side of the page, type 555-245-105, and then click Search.

The system displays the Product Documentation Search Results page.

4. Scroll down to find the latest issue number, and then click the book title that is to the right of

the latest issue number.

5. On the next page, scroll down and click one of the following options:

- PDF Format to download the book in regular PDF format

- ZIP Format to download the book as a zipped PDF file

Related resources

For more information on the Avaya G350 Media Gateway and related features, see the

following books:

Title Number
Overview of the Avaya G350 Media Gateway 555-245-201
Installation and Upgrades for the Avaya G350 Media 03-300394
Gateway

Quick Start for Hardware Installation: Avaya G350 Media 03-300148
Gateway

Administration of the Avaya G350 Media Gateway 555-245-501
Avaya G350 Media Gateway CLI Reference 555-245-202
Avaya G350 Media Gateway Glossary 555-245-301
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Technical assistance

Technical assistance

Avaya provides the following resources for technical assistance.

Within the US

For help with:

« Feature administration and system applications, call the Avaya DEFINITY Helpline at
1-800-225-7585

« Maintenance and repair, call the Avaya National Customer Care Support Line at
1-800-242-2121

« Toll fraud, call Avaya Toll Fraud Intervention at 1-800-643-2353

International

For all international resources, contact your local Avaya authorized dealer for additional help.

Trademarks

All trademarks identified by the ® or TM are registered trademarks or trademarks, respectively,
of Avaya Inc. All other trademarks are the property of their respective owners.
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Sending us comments

Avaya welcomes your comments about this book. To reach us by:

« Mail, send your comments to:
Avaya Inc.
Product Documentation Group
Room B3-H13
1300 W. 120th Ave.
Westminster, CO 80234 USA

« E-mail, send your comments to:
document@avaya.com

. Fax, send your comments to:
1-303-538-1741

Ensure that you mention the name and number of this book, Maintenance of the Avaya G350
Media Gateway, 555-245-105.
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Chapter 1. Maintenance overview

This chapter introduces the Avaya G350 Media Gateway system architecture, and presents an
overview of the maintenance strategy for the media gateway and its components.

The G350 with a Media Server system

The G350 with an S8300, S8500, or S8700 Media Server is a family of components that
seamlessly delivers a business’s voice, fax, and messaging capabilities over an IP network. The
value of the G350 system is that it provides a standards-based, IP communications
infrastructure that enables Avaya to lower customers’ total cost of ownership. The G350 system
provides applications to the edge of the network, high reliability for critical applications, and
multi-service networking with feature transparency. The G350 with a Media Server
infrastructure is comprised of three modular elements: Media Gateways, Media Servers, and
Software.

Integration with your network system

The G350 with a Media Server incorporates the following features that help it fit easily into your
system:

« Itis built around open IP standards (H.248 and H.323).

. Itintegrates traditional circuit-switched interfaces (analog stations, analog trunks, FAX,
multifunction digital stations, T1/E1 trunking, ISDN-BRI and PRI, etc.) and IP-switched
interfaces (IP telephones, IP trunking). This integration allows the user to evolve easily
from the current circuit-switched telephony infrastructures to next generation IP
infrastructures.

« Itintegrates standard LAN switching capabilities, including Power over Ethernet, and IP
routing capabilities with support for WAN technologies like E1/T1 leased lines, PPP, frame
relay, USP, and VPN over DSL.

For an overview of the Avaya G350 Media Gateway system, refer to Overview of the Avaya
G350 Media Gateway, 555-245-201.

For introductory information about the S8300 Media Server or the Avaya G350 Media Gateway
hardware, refer to the Hardware Guide for Avaya Communication Manager, 555-233-200.

For information on network assessment and readiness testing, refer to Administration for
Network Connectivity for Avaya Communication Manager, 555-233-504.
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Maintenance strategy

The maintenance strategy for the Avaya G350 Media Gateway with S8300, S8500, or S8700
Media Servers is intended to provide easy fault isolation procedures and to restrict problems to
field replaceable components. The maintenance strategy is driven by the desire to move the
G350 towards a data networking paradigm. This leads to a dual strategy in which some of the
G350’s subsystems are maintained and controlled by a Media Server running Avaya
Communication Manager, while others are covered by maintenance software residing on the
G350. The latter subsystems are not monitored directly by a Media Server. It is anticipated that
future development will enhance the capability of the G350’s maintenance software to maintain
all subsystems, which will lessen the G350’s dependence on a Media Server.

Maintenance of the G350 begins with regular monitoring of the hardware components and
software systems of the media gateway. The G350 and its media modules can be monitored in
several ways, including:

« Inspecting the G350 and media module LEDs

« Checking the current version of firmware for the G350 and media modules
« Performing facility test calls to test trunks and telephones

« Reviewing the SNMP logs for any traps or alarms

Table 1. Maintenance Interfaces on page 20 shows the main maintenance interfaces
associated with the S8300 Media Server and Avaya G350 Media Gateway.

Table 1: Maintenance Interfaces 1 of 2

Arena Detail

Web Interface Web-based access to the S8300/S8500/
S8700 Media Server. Users can perform
administration, maintenance, and status
functions through the Web interface.

Communication Manager System A command line interface, very similar to

Access Terminal (SAT) commands standard Communication Manager SAT
commands that users are familiar with from
other Avaya products.

1of2
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Media Module maintenance

Table 1: Maintenance Interfaces 2 of 2

Arena Detail

G350 CLI commands Unique to the Avaya G350 Media Gateway
platform. Used for administration,
maintenance, and status functions on the
G350.

Avaya G350 Manager A java-based web management tool for
configuring the Media Gateway. Most of the
commands available in the CLI are also
available through the G350 Manager.

20f2

Media Module maintenance

Procedures for maintenance of Media Modules vary with the type of Media Module being
maintained. Data Media Modules, such as the MM314, MM340, and MM342, are administered
locally. Voice Media Modules are administered from the server, using Communication Manager.
Maintenance for each Media Module is very similar to that for its respective DEFINITY server
circuit pack counterpart. Field replacement of Media Modules can be performed in many cases
without removing power to the G350 (hot swapping).

Hot swap

The following Avaya Media Modules are hot swappable:
« DCP Media Modules (MM312, MM712, MM717)
« Analog Trunk/Telephone Port Media Module (MM711, MM714)
. T1/E1 Media Module (MM710)
« BRI Media Module (MM720, MM722)

For procedures on adding, removing, or replacing Media Modules, refer to Media Module
Replacement on page 41.
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. CAUTION:

The S8300 Media Server is NOT hot swappable. When removing the S8300,
initiate a shutdown process by first depressing the Shut Down button (for 2
seconds) located next to the fourth LED, labelled “Ok-to-Remove” (specific to the
S8300). This LED will first blink; then go steady. Once steady, this GREEN LED
indicates that the disk drive has been shut down properly and is ready to be
removed. If you remove the S8300 before the disk is shut down, you may corrupt
important data. See Replacing the S8300 Media Server on page 29.

Note:

The S8300 Media Server can be a primary server for a network of IP endpoints
and Avaya G350 Media Gateways, or it can be configured as a Local Survivable
Processor (LSP), to become active only if connectivity to the primary server is
lost. Most of the material in this book applies to the S8300 Media Server
configuration; only a few parts apply to the LSP configuration.

. CAUTION:

You can add a data module to the Avaya G350 Media Gateway while the system
is running, but the G350 resets when you add the module. However, hot insertion
is not recommended in most cases. Because hot insertion resets the G350, any
translation and other data that is in the running configuration but has not been
saved to the startup configuration will be lost.

LEDs

The general use of LEDs is to give a quick overall understanding of the health of the system and
subsystems. When alarms or problems occur, LEDs indicate that attention by a technician is
needed. LEDs are not suitable for conveying detailed diagnostic information. Further diagnosis
or troubleshooting is supported by software-based solutions that can provide detailed text
explaining the error condition. Troubleshooting and diagnostic tasks can be supported by
software accessed by laptops in the field or remotely from an administrator’s computer.

The S8300 Media Server and Avaya G350 Media Gateway employ LEDs in the following areas:
« G350 LEDs
« Media Module LEDs (either traditional DEFINITY server or augmented DEFINITY server)
« S8300 LEDs

Detailed descriptions of specific LEDs and their use may be found in Media Module LEDs on
page 300.
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Maintenance access to the Avaya G350 Media Gateway
and Media Servers

You can manage the Avaya G350 Media Gateway using any of the following applications:

The Avaya G350 Command Line Interface (CLI)
Avaya G350 Manager
Avaya Integrated Management

Avaya QoS Manager

You can access the Avaya G350 Media Gateway and the Avaya S8300 Media Server in several
ways:

Web server access to the Media Gateway or Media Server IP address (accesses Web
page with Online Help)

Telnet from the customer network (LAN or WAN) to:
- the S8300 IP address
- the IP address of one of the Avaya G350 Media Gateway interfaces
Note:

Since the G350 is also a WAN router, it can have more than one IP interface
Telnet to the S8300 IP address to port 5023 to get Communication Manager access
Through Avaya Site Administration

Remote Telnet/SNMP access via an external serial analog modem connected to the G350
Console port

Remote Telnet access via an external USB modem connected to the S8300 Media Server
A console device connected to the CON port on the G350 front panel
Note:

For detailed access and login procedures, refer to Chapter 5: Access and login
procedures.
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Web interface

The browser-based Web administration interface is used to administer the Avaya G350 Media
Gateway on the corporate local area network (LAN). This administration interface via the Web is
an efficient way to configure the Avaya G350 Media Gateway, the Media Server and Media
Modules. In addition to initial administration, it allows you to:

« check server status
« perform software and firmware upgrades
« back up and restore data files

The administration interface via the Web complements the other server administration tools,
such as the System Access Terminal (SAT) emulation program and the Avaya Site
Administration telephony application. The browser-based Web administration interface focuses
on the setup and maintenance of the S8300 Media Server with the Avaya G350 Media
Gateway. For more detailed information on access and login procedures, see Connection
overview on page 273.

Avaya G350 Media Gateway CLI

The Avaya G350 Media Gateway Command Line Interface (CLI) provides access to
configurable and read-only data of all G350 subsystems as well as running tests and displaying
results. As a minimum, the CLI supports all functionality the Device Manager provides. It
provides access to the status, parameters, and test of Media Modules, IP Entity Configuration,
TFTP/FTP Servers, and DSP/VolIP resources. For a detailed description of the CLI commands,
refer to the Avaya G350 Media Gateway CLI Reference, 555-245-202.

Upgrading software

For information on software upgrades, refer to Installation and Upgrades for the Avaya G350
Media Gateway, 03-300394.
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Plugging in and unplugging the G350

The Avaya G350 Media Gateway contains a detachable power cord. You can power the device
by plugging the power cord into the G350 receptacle, then plugging the cord into the wall outlet.

You can remove power by properly powering down the S8300 (see Replacing the S8300 Media
Server on page 29), unplugging the power cord from the wall outlet, and then unplugging the
power cord from the G350 receptacle.

Note:
The power supply in the G350 is not replaceable.

Note:
Auxiliary power is currently unavailable on the G350.

Useful terms

Table 2. Summary of Terminology on page 25 summarizes some of the terms used in this
book, and relates them to former terminology.

Table 2: Summary of Terminology

Present Terminology Former Terminology
Communication Manager MultiVantage, Avaya Call Processing
S8300 Media Server ICC, Internal Call Controller

S8700 Media Server (Could also  ECC, External Call Controller
be a non-co-resident S8300 or
S8500)
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Chapter 2: G350 component maintenance

This chapter describes the maintenance of Avaya G350 Media Gateway components.

G350 component maintenance

Maintenance of the Avaya G350 Media Gateway components is performed by resident
software. Components not maintained by the resident software, such as Media Modules, are
maintained by Avaya Communication Manager in a manner similar to their DEFINITY server
counterparts; see Maintenance for Avaya DEFINITY® Server R, 555-233-117.

Power cords
Each G350 Media Gateway ships with one power cord, suitable for the local region. If the power
cord provided with the equipment does not have the correct plug configuration needed in a
particular country, please refer to the cord set specifications below:

Table 3: Power Cord Specifications

Material Code Description

174300 US Power Cord
174301 Euro Power Cord
174302 UK Power Cord
174303 Australia Power Cord
174304 India Power Cord
174305 Argentina Power Cord

Following are specifications for power cords suitable for use with the G350:

For North America: The crudest must be UL Listed/CSA Certified, 16 AWG, 3-conductor (3rd
wire ground), type SJT. One end is to be terminated to an IEC 60320, sheet C13 type connector
rated 10A, 250V. The other end is to be terminated to either a NEMA 5-15P attachment plug for
nominal 125V applications or a NEMA 6-15P attachment plug for nominal 250V applications.
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For Outside North America: The cord must be VDE Certified or Harmonized (HAR), rated
250V, 3-conductor (3rd wire ground), 1.0 mm minimum conductor size. The cord is to be
terminated at one end to a VDE Certified/CE Marked IEC 60320, sheet C13 type connector
rated 10A, 250V and the other end to a 3-conductor grounding type attachment plug rated at a
minimum of 10A, 250V and a configuration specific for the region/country in which it will be
used. The attachment plug must bear the safety agency certifications mark(s) for the region/
country of installation.

Replacing the Avaya G350 Media Gateway

Circumstances may require that the Avaya G350 Media Gateway be replaced, either because
of hardware or firmware failure, or because of newer technology. Depending upon these
circumstances, some or all of the components inserted into the G350 (S8300 Media Server,
various Media Modules) may be reused in the replacement G350.

To replace the G350:

1. If the original G350 is still in operation, power down the system. This should be done at a
time when there will be the minimum interruption in service.

a. Perform a shutdown of the S8300 Media Server, if present, using either the Web
interface or manually, using the shutdown button on the S8300 faceplate.

b. Power down the G350 by removing the power cord from the wall power source.

2. Remove all modules from the G350, and carefully set them aside (assuming they will be
reused).

3. Reversing the procedures documented in Installation and Upgrades for the Avaya G350
Media Gateway, 03-300394, remove the G350 from its rack mount.

4. Then, following these same procedures, install the replacement G350 hardware into the
rack mount.

5. Proceed as you would for the installation of a new G350, following the procedures
documented in Installation and Upgrades for the Avaya G350 Media Gateway, 03-300394.

6. Install the S8300 Media Server, and any Media Modules according to procedures outlined in
Installation and Upgrades for the Avaya G350 Media Gateway, 03-300394.

7. Contact RFA, if you have not already done so, and download new license and
authentication files to match the serial number of the replacement G350.

8. Following procedures documented in Installation and Upgrades for the Avaya G350 Media
Gateway, 03-300394 power up the system, and install the new license and authentication
files.

9. In Communication Manager, use the change nedi a- gat eway command to enter the new
G350 serial numbers and other data.
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Replacing the S8300 Media Server

Circumstances under which it is necessary to replace the S8300 Media Server can include:
« A functional failure on the S8300 board
« A functional failure of the S8300 hard drive
« Replacing an existing S8300 or its hard drive with newer technology

This section describes the following topics:

« Backups and restorations

« Server shutdown operations

« Removing the S8300 Media Server

« Replacing the S8300 Hard Drive

« Reinserting the S8300 Media Server

« Reconfigure the S8300 Media Server/LSP

Backups and restorations

A backup of the system should be performed before the replacement, if possible. Regularly
scheduled backups of the system should have been performed as part of ongoing preventative
maintenance.

The S8300 system backup should include the following file sets:
« Translation files (not for an LSP)
Note:
An LSP receives its translations from the primary server.
« System and server files
« Security files (includes the authentication file but not the license file)
You must generate a new license file for the replacement procedure.

When these files are restored later, it is only necessary to step through the Configure Server
screens on the Web interface, clicking Continue, to read these data into memory.

Manually record the system and server administration information from the Configure Server
screens during backup, so that this data can be re-entered on the Configure Server screens
when the translation files and security files are restored later. Table 4. Backup and Restore
Requirements on page 30 summarizes these requirements.
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Table 4: Backup and Restore Requirements

Communication Backup Restore Configure
Manager Version Files Files Server Screens
2.0 or Later Translations (not for ~ Translations (not for Click Continue,
an LSP) an LSP) each screen
System & Server System & Server
Security Security

Server shutdown operations

Depending on the circumstances of the replacement, different server shutdown operations may
be required:

1. If you are replacing an active S8300 Media Server, a functional but inactive LSP, or a
functional hard drive, you can use the Web interface to shut down the server:

a. Under Server, click Shutdown This Server.
b. On the Shutdown This Server screen, the following choices are presented:

« Delayed (default option) — the system waits for processes to close files and other
clean-up activities to finish before the server is shut down

« Immediate — the system does not wait for processes to terminate normally before it
shuts the server down

c. Accept the default option.
d. Leave the check box After Shutdown, Restart System unchecked.
e. Click Shutdown.

2. Alternatively, you can manually initiate a shutdown process by first depressing the
shutdown button located next to the fourth GREEN “Ok-to-Remove” LED (specific to the
S8300) for at least two seconds.

- For Communication Manager versions 1.2 and earlier, the fourth GREEN
“Ok-to-Remove” LED flashes at a constant rate until it finally glows steadily.

- For Communication Manager version 1.3 and later, the fourth GREEN “Ok-to-Remove”
LED flashes at a constant rate, and the TST LED flashes slowly at first. As computer
processes exit, the TST LED flashes faster. When the shutdown has completed, the TST
LED goes out, and the "OK-to-Remove" LED then glows steadily.

Once steady, this GREEN “Ok-to-Remove” LED indicates that the disk drive has been
parked properly and the S8300 is ready to be removed.

30 Maintenance of the Avaya G350 Media Gateway



G350 component maintenance

3. If a non-functional S8300, LSP, or hard drive is to be replaced, normal shutdown procedures
may not succeed.

When pressed, the shutdown button programs the S8300 hardware watchdog to reset the

module after a two minute fail-safe interval. In addition, recovery measures are taken if the
shutdown has not been accomplished within 80 seconds. These recovery measures store

diagnostic information in flash memory on the S8300 for later analysis. The LED sequence
is different according to the following circumstances:

a. Shutdown Failure with Successful Recovery — If a high priority process has seized
control of the S8300’s processor, the shutdown signal may be held up indefinitely, so that
a shutdown will never proceed. After 80 seconds, a recovery function runs within the
S8300’s operating system that equalizes process priorities, allowing the shutdown
sequence to proceed. The LED sequence is as follows:

1.

After the shutdown button is pressed and held for at least two seconds, the “OK to
Remove” LED begins to flash at a constant rate. The TST LED flashes slowly at first.

The TST LED remains flashing at a slow rate for 80 seconds, because shutdown
processing is being blocked by runaway processes. After 80 seconds, the YELLOW
ACT LED is illuminated, indicating that process priorities have been equalized, and
that diagnostic information has been saved for later analysis.

Now allowed to proceed, processes begin to exit as the shutdown begins. As
processes exit, the TST LED flashes faster, and the YELLOW ACT LED remains
illuminated.

When shutdown has completed, the TST LED goes out, and the “OK to Remove” LED
comes on steady. At this point, it is safe to remove the S8300 module from the G350.

b. Complete Shutdown Failure — If an operating system level failure has occurred, it is
possible that the processor will never be yielded for the shutdown to begin, even after
process priorities are equalized by the recovery function at the 80 second interval. After
two minutes, the S8300 will be reset by the hardware watchdog. The LED sequence is as
follows:

1.

After the shutdown button is pressed and held for at least two seconds, the “OK to
Remove” LED begins to flash at a constant rate. The TST LED flashes slowly at first.

The TST LED remains flashing at a slow rate for 80 seconds, because shutdown
processing is being blocked by runaway processes. After 80 seconds, The YELLOW
ACT LED is illuminated, indicating that process priorities have been equalized, and
that diagnostic information has been saved for later analysis.

Despite the process re-prioritization, the shutdown is still blocked, and the TST LED
continues to flash at a slow rate. After two minutes, the hardware watchdog resets the
S8300. At this point, the RED ALM LED is illuminated and all others go out. Although
this begins restarting the S8300, it will be safe to remove the S8300 module from the
G350 for approximately 15 seconds after the module resets.
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Removing the S8300 Media Server
The S8300 Media Server contains a Lithium/Manganese Dioxide battery.

. CAUTION:

There is a risk of explosion if the battery is replaced by an incorrect type. Dispose
of used batteries according to the instructions.

Note:

The S8300 Media Server is inserted into the G350 Slot V1, whether it is the
primary server or a Local Survivable Processor (LSP). Although the S8300 can fit
into any of the slots on the G350, it only functions when inserted in Slot V1 on the
left side of the G350. The plate above the slot must be removed to provide
clearance for the S8300.

To remove the S8300 Media Server:

. CAUTION:

Be sure to wear a properly grounded ESD wrist strap when handling the S8300
circuit board, hard drive, and CWY1. Place all components on a grounded,
static-free surface when working on them. When picking up the hard drive, be
sure to hold it only on the edges — do not touch the bottom of the hard drive.

1. Shutdown the S8300 Media Server using either the Web interface or the manual shutdown
button on the S8300 faceplate (Server shutdown operations).

2. Loosen the two captive screws on the S8300.

3. Remove the plate between slots V1 and V2, labelled “Remove before removing or inserting
S8300 module”.

4. Disengage and remove the S8300 from the G350.

Replacing the S8300 Hard Drive

If you are replacing the entire S8300 board, proceed to Reinserting the S8300 Media Server.

To replace the S8300 hard drive, perform the following steps (refer to
Figure 1: S8300 Hard Drive Replacement on page 34):

1. Unscrew the four screws on the bottom of the S8300 board that attach to the hard drive
standoffs.

2. Remove the hard drive ribbon cable (which is attached to the S8300 board) from the hard
drive.
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. If the replacement hard drive does not include them, unscrew the four standoffs from the
threaded holes on the bottom of the old hard drive, and screw them into the threaded holes
on the bottom of the replacement hard drive.

L\ CAUTION:
In Step 4, be careful not to bend the pins on the hard drive. Leave the four jumper
pins to the right of the ribbon cable open and unconnected, as shown in
Figure 1. S8300 Hard Drive Replacement on page 34.

. Connect the open end of the hard drive ribbon cable (which is attached to the S8300 board)
to the hard drive, as shown in Figure 1. S8300 Hard Drive Replacement on page 34.
Connect pin number one to the end of the ribbon connector marked with the red stripe.

5. Place the hard drive on the S8300 board with the standoffs aligned with the screw holes.

6. Hold the S8300 board on its side, with the hard drive in place, and screw the four screws
through the bottom of the S8300 board into the hard drive standoffs.
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Figure 1: S8300 Hard Drive Replacement
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Figure notes:

1. S8300 Circuit Board 5. Ribbon Cable Connector
2. Hard Drive 6. Hard-Drive Connector Pins
3. Hard-Drive Standoffs 7. Optional CWY1 Board

4. Screws
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Reinserting the S8300 Media Server

To reinsert the S8300 Media Server into the G350:

1. Insert the S8300 into slot v1 of the G350 (refer to Figure 2: Align the S8300 Media Server/
LSP on page 35).

2. With the optional CWY1 and hard drive attached to the S8300 board, insert the S8300
board about 1/3 of the way into the guides (the guides are in slot v1 for the S8300).

3. Push both boards (together) back into the guides, gently and firmly, until the front of each
board aligns with the front of the G350.

4. Secure the S8300 faceplate with the thumb screws. Tighten the thumb screws with a screw
driver, in the clockwise direction.

5. Replace the plate between slots V1 and V2, labelled “Remove before removing or inserting
S8300 module™.

Figure 2: Align the S8300 Media Server/LSP

A WARNING:
To prevent access to electrical hazards by unauthorized personnel and to ensure
continued compliance to international radiated emissions requirements, all
captive screws must be securely tightened such that they cannot be loosened
without the use of a tool.
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Reconfigure the S8300 Media Server/LSP

At the conclusion of the procedure for replacing the S8300 Media Server, the S8300 must be
reconfigured for service. Figure 3. S8300 Media Server Replacement Flowchart on page 38
shows several tasks for the G350/S8300 system solution, depending on operational and
configuration factors. The letters in the following list correspond to the letters in

Figure 3: S8300 Media Server Replacement Flowchart on page 38:

1. Determine whether the replacement S8300 requires an upgrade, or whether the system
software requires an upgrade. Using the Web interface, view the version of Avaya
Communication Manager on the replacement S8300, and compare it to the version that the
system was running before the replacement. Possible outcomes are:

Versions identical — No upgrade required (may require patch)

Versions different — Upgrade required (may include patch)

2. For the case of no required upgrade, if regularly scheduled backups had been administered
for the system:

a.
b.

d.

e.

Install Communication Manager patch, if necessary.

Use the Web interface to restore backup files (according to Table 4. Backup and Restore

Requirements on page 30).

. Re-install the license file that had been saved on the customer’s LAN (or install a new

one).
Execute areset system 4 command to read translations.

Backup system and end procedure.

If no backup exists, proceed with Installation Procedures for a New S8300 Media Server.

3. For the case in which an upgrade is required, two possibilities exist:

If the server that was replaced had received regular upgrades and now has a newer
version of Communication Manager, the replacement S8300 requires an upgrade.
Upgrading the replacement S8300 does not require the installation of a new licence file,
because the current license file reflects the newer version of Communication Manager.

The replacement S8300 may have been upgraded to a newer version of Communication
Manager. In this case, if the upgrade involves a new release of Communication Managetr,
a new license file must be obtained and installed.

4. If no regularly scheduled backup exists, proceed with Installation Procedures for a New
S8300 Media Server. As part of those procedures, performing a necessary upgrade/patch is
covered.

5. For the case in which regularly scheduled backups do exist:

a. Use the Web interface to perform the upgrade.

b.

Install Communication Manager patch, if necessary.
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c. Restore backup files (according to Table 4: Backup and Restore Requirements on
page 30).

d. Re-install the license file that had been saved on the customer’s LAN (or install a new
one).

e. Step through the Configure Server screens to populate the restored data (as indicated
in Table 4. Backup and Restore Requirements on page 30).

Note:

Installation and upgrade procedures for a G350 with an S8300 are described in
detail in Installation and Upgrades for the Avaya G350 Media Gateway,
03-300394.

. If the configuration has no messaging application, perform another system backup before

concluding.

. If the configuration has a messaging application, install this application. Messaging can be

embedded IA770 INTUITY™ AUDIX®, INTUITY™ AUDIX® LX, or another messaging
application.

. For information on installing the IA770 INTUITY AUDIX Messaging Application, refer to

IA770 INTUITY™ AUDIX® Messaging Application, 555-233-825 on the Avaya S8300 and
S8700 Media Server Library CD, or go to http://www.avaya.com/support, select
Communications Systems, then Product Documentation; then, under Enterprise Class
IP Solutions, select Avaya G350 Media Gateway and S8300 Media Server. Finally,
search for IA770 INTUITY AUDIX documentation updates.

. For information on installing the INTUITY AUDIX LX messaging application, refer to

INTUITY™ AUDIX® LX LAN Integration with S8300 and DEFINITY™ Systems on the Avaya
S8300 and S8700 Media Server Library CD.

If another messaging application is used, follow the installation instructions applicable for
that application.

Before concluding, perform another system backup.
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Figure 3: S8300 Media Server Replacement Flowchart
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Media Modules

Supported media modules
The G350 supports the following Avaya media modules:
Table 5: Supported media modules

Media module Description

S8300 Media server

Telephony media modules

MM711 8 universal analog ports

MM714 4 analog telephone ports and 4 analog trunk ports

MM312 24 DCP telephone ports

MM712 8 DCP telephone ports

MM717 One amphenol connector that connects to a breakout box
or punch down block to provide 24 DCP ports

MM710 1 T1/E1 ISDN PRI trunk port

MM720 8 ISDN BRI trunk ports

MM722 2 ISDN BRI trunk ports

WAN media modules

MM340 1 E1/T1 WAN port

MM342 1 USP WAN port

LAN media

modules

MM314 24 10/100 Ethernet ports with Power over Ethernet (PoE)
L\ CAUTION:

The MM314 and MM342 are not supported by the Avaya G700 Media Gateway.
Do not insert an MM314 or MM342 media module into an Avaya G700 Media
Gateway.
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The information in Table 6: Equipment List: Media Modules on page 40 is necessary when
ordering or replacing Avaya Media Modules.

Note:

ComcCode part numbers change frequently. To obtain the most up-to-date
ComCode numbers, refer to the Avaya web site.

Table 6: Equipment List: Media Modules

Media Modules

T1/E1 Media Module

Material Code: 170900 Apparatus Code: Optional
MM710

DEF DS1 LOOPBACK JACK 700A

Provides the ability to remotely troubleshoot the T1/E1 Media Module. It is
required for any customer with a maintenance contract and highly
recommended for any other customer.

DCP Media Module

Material Code: 170898 Apparatus Code: Optional
MM712

BRI Media Module

Material Code: 170898 Apparatus Code: Optional
MM720

Analog Station/Trunk Media Module

Material Code: 170899 Apparatus Code: Optional
MM711
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Media Module Replacement

Reasons for replacing a Media Module include:
« Repairing a damaged Media Module
« Changing the Media Module type

Since Voice Media Modules on the G350 are administered by Communication Manager, the
modules are not inserted until the G350 registers with the Communication Manager. Likewise,
all Voice Media Modules and associated Maintenance Objects are removed if the G350 link
goes down. Data Media Modules are operational regardless of the G350 registration status.

The term ‘board insertion process’ refers to the process in which the Media Modules are queried
as to their type, suffix, and vintage. Use the |l i st config all or

list config medi a-gateway <#>commands to access this information. Any Media
Module that does not agree with administration generates a process error and is flagged to the
relevant administration form.

The removal of Media Modules is detected by the media gateway. Listings of the G350 circuit
packs show the relevant slot location as having ‘no board.” The determination of T1/E1 modes
of operation for the DS1 Media Modules is downloadable, since the DS1 Media Module can
function as either a T1 or E1 interface.

Upon Media Module replacement, modules are registered with the Avaya G350 Media
Gateway, where board type, suffix, and vintage are verified. The G350 then sends appropriate
H.248 messages to the controller, creating Communication Manager objects.

You can hot-swap voice modules. This means you can add a voice module to the Avaya G350
Media Gateway while the system is running, without any disruption to your network.
Configuration of the G350 is not necessary when you add a voice module. Some configuration
of the communication manager is necessary when you install an MM710, MM720, and MM722
Media Module.

You can hot-insert data modules. This means you can add a data module to the Avaya G350
Media Gateway while the system is running, but the G350 resets when you add the module.
However, hot insertion is not recommended for data modules in most cases. Because hot
insertion resets the G350, any translation and other data that is in the running configuration but
has not been saved to the startup configuration will be lost.

Combination Limitations
The following limitations apply to combining media modules in the G350
« Maximum of one MM710 media module

« Maximum of three of the following voice media modules in any combination: MM710,
MM711, MM712, MM720, MM714, MM717, or MM722, subject to the following limitations:

« Maximum of one MM710

« Maximum of one of the following modules: MM712 and MM717 (you can combine this
module with an MM312)
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For detailed descriptions of the Media Modules see Hardware Guide for Avaya Communication
Manager, 555-233-200.

A WARNING:

The G350 must not be operated with any slots open. Empty slots should be
covered with the supplied blank plates.

. CAUTION:

The connector pins can be bent or damaged if the module is handled roughly or if
misaligned and then forced into position.

. CAUTION:

Separate ESD paths to the chassis ground connect to the Media Modules at the
spring-loaded captive screws. Ensure the captive screws are securely tightened
to prevent damage to the equipment.

Permitted Slots

The G350 chassis has six media module slots, marked V1, V2, V3, V4, V5, V6. Each media
module is restricted to certain slots.

Before inserting Media Modules, consult the following table to find out which Media Modules
can be inserted into which slots:

Table 7: Permitted slots for media modules

Media module Permitted slots

MM312 V6

MM314 V6

MM340 V2, V3, V4, V5
MM342 V2,V3, V4, V5
MM710 V1, V2, V3, V4, V5
MM711 V1, V2,V3, V4, V5
MM712 V1,V2,V3,V4,V5
MM714 V1, V2,V3, V4, V5
MM717 V1,V2,V3,V4,V5
MM720 V1, V2,V3, V4, V5
MM722 V1,V2,V3,V4,V5
S8300 V1
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Note:
The MM760 Media Module is currently not supported by the G350.

To replace Media Modules:

A W DN P

. Identify and mark all cables.
. Undo the cables. Make note of the order in which they are removed.
. Undo the captive screws and slide out the Media Module currently inserted into the G350.

. Position the Media Module squarely before the selected slot on the front of the G350

chassis and engage both sides of the module in the interior guides.

. Slide the module slowly into the chassis, maintaining an even pressure to assure that the

module does not become twisted or disengage from the guides (Figure 4: Inserting Media
Modules on page 43).

. Apply firm pressure to engage the connectors at the back of the chassis.

The Media Module connector has different length pins. The long pins engage first to provide
grounding. Medium length and short pins provide power and signal.

. Lock the Media Module into the chassis by tightening the spring-loaded captive screws on

the front of the module.

. Plug in the cables in the correct order (in the reverse of the order in Step 2).

A WARNING:
To prevent access to electrical hazards by unauthorized personnel and to ensure
continued compliance to international radiated emissions requirements, all
captive screws must be securely tightened such that they cannot be loosened
without the use of a tool.

Figure 4: Inserting Media Modules

Issue 4 January 2005 43



G350 component maintenance

Facility test call

The facility test call feature allows you to use a voice terminal to make test calls to specific
trunks within the system. The test call verifies that the accessed component is functioning
properly. To use this feature, it must be enabled on the Class of Restriction form, and you must
know the facility test call access code. The code can be retrieved by entering the SAT command
di spl ay feature-access-codes. It appears on page one of the screen output.

The trunk test call accesses specific tie or CO trunks, including DS1 trunks. If the trunk is busied
out by maintenance, it will be temporarily released for the test call and returned to busyout
afterwards. Before making the test call, use | i st confi gurati on to determine the location
of the trunk ports that you want to test.

Note:
DID trunks cannot be accessed.

Note:

Do not use this trunk test call procedure to test ISDN-PRI or ATM-CES trunks.
For more information about testing ISDN-PRI or ATM-CES trunks, see
ATM-BCH, Test #258.

To place atest call:
1. Dial the Feature Access Code (FAC) described above and listen for dial tone.
2. If the trunk is on an S8700 PN port, dial the 7-digit port location UUCSSpp, where:
- UU = Cabinet number (01 - 44 for PNs)
- C=Carriernumber (A=1,B=2,C=3,D=4,E=5)
- SS = Slot number (01 - 20)
- pp = Port circuit number (01 - 24)

The channels on a DS1 trunk are addressed by using the channel number for the port
number.

3. If the trunk is on a G350 MM710 Media Module, dial the 7-digit port location MMMV Xyy,
where:

- MMM = Media Gateway number: 3 digits [0 - 9] [0 - 9] [0 - 9]

- V = Gateway port identifier carrier = 8

- On atelephone keypad, the number “8” also displays the letters “T”, “U”, and “V".
- X = Slot number (1 - 5, if no S8300/LSP in Slot 1)

yy = Circuit number
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Circuit range depends upon the Media Module on which the trunk is set up. For the Avaya
Analog Media Module (MM711), the range is 1-8; for the Avaya T1/E1 Media Module
(MM710), the range could be 1-23, 1-24, 1-31, or 1-32, depending upon the type of
translation and signaling.

Example: If the CO trunk is on port 5, MM in slot 3, of MG 34,
dial FAC
get dial tone
dial 0348305

4. Listen for one of the following tones:

Tone Description / Steps

Dial tone or silence The trunk is connected. Go to Step 5.

Busy tone The trunk is either busy processing a
call or is out of service. Check status
trunk.

Reorder tone The trunk requested is in a different

port network from your station, and
inter-PN resources are not available
to access it.

Intercept tone The port addressed is not a trunk, or
it is a DID trunk, or the trunk is not
administered.

Confirmation tone The port is a tone receiver.

5. Place a call. If the call does not go through (no ringing is heard), check to see if the circuit
has been removed or if the trunk is a rotary trunk.

The dial tone heard is coming from the far-end. If the far-end has been disabled, you will not
hear dial tone. However, depending on far-end administration, you may still be able to dial
digits. Every digit dialed after the port number is transmitted using end-to-end DTMF
signaling. If the trunk being tested is a rotary trunk, it is not possible to break dial tone.
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Setting G350 synchronization

If the Avaya G350 Media Gateway contains an MM710 T1/E1 Media Module, it is usually
advisable to set the MM710 up as the primary synchronization source for the G350. In so doing,
clock sync signals from the Central Office (CO) are used by the MM710 to synchronize all
operations of the G350. If no MM710 is present, it is not necessary to set synchronization.

If Communication Manager is running on an Avaya S8300 Media Server, however, the usual
SAT screens for “display sync” and “change sync” are not present. Clock synchronization is set
via the Media Gateway command line interface (CLI). The command set sync i nterface
{primary | secondary} {<mm D> | [<portlD>]} defines a potential stratum clock
source (T1/E1 Media Module, ISDN-BRI), where:

« <mmlID> is the Media Module ID of an MM stratum clock source of the form “vn”, where “n
is the MM slot number, and

o <portID> (for the MM720 BRI Media Module) is formed by combining the mmID of the MM
to the 2-digit port number of the BRI port.

Note:
If the add ds1 command has not been run in the Communication Manager, the
set sync interface command will not work.

By setting the clock source to pri mar y, normal failover will occur. Setting the source to
secondary overrides normal failover, generates a trap, and asserts a fault. The identity of the
current sync source in use is not stored in persistent storage. Persistent storage is used to
preserve the parameters set by this command.

Control of which reference source is the “Active” source is accomplished by issuing the
command set sync interface {primary | secondary}.Ifsecondary ischosen, then
the secondary source becomes “Active”, and the primary becomes “standby”. In addition,
fallback to the primary source will not occur if or when it becomes available.

If neither primary nor secondary sources are identified, then the local clock becomes “Active”.

To set the MM710 as the primary synchronization source:

1. Login at the Welcome to Media Gateway Server menu.
You are now logged-in at the Supervisor level on the Media Gateway. The prompt appears
as G350-mmm(super)#, where mmm is the administered G350 Media Gateway number in
the network.

2. At the prompt, type set sync interface primry <nmm d>.
The MM710 Media Module is now configured as the primary clock synchronization source
for the Avaya G350 Media Gateway.

3. At the prompt, type set sync source prinmary.
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If the Avaya G350 Media Gateway contains a second MM710 Media Module, type set sync

i nterface secondary. If, for any reason, the primary MM710 Media Module cannot function
as the clock synchronization source, the system defaults to the secondary MM710 Media
Module for that function. If neither MM710 Media Module can function as clock synchronization
source, the system defaults to the local clock running on the S8300 Media Server.

The YELLOW ACT LED on the front of the MM710 Media Module can tell you the
synchronization status of that module.

« Ifthe YELLOW ACT LED is solidly on or off, it has NOT been defined as a synchronization
source. If it is on, one or more channels is active. If it is an ISDN facility, the D-channel will
count as an active channel and will cause the YELLOW ACT LED to be on.

« When the MM710 is driving a clock sync source line to the G350 main clock, the YELLOW
ACT LED does not indicate port activity, but instead indicates that the MM710 is the sync
source by flashing with a regular 3-second period:

- Itis on for 2.8 seconds and flashes off for 200 milliseconds if it has been specified as a
sync source and is receiving a signal that meets minimum requirements for the interfac

- If it has been specified as a sync source and is not receiving a signal, or is receiving a
signal that does not meet minimum requirements for the interface, then the YELLOW
ACT LED will be off for 2.8 seconds and flash on for 200 milliseconds.

Viewing G350 sync sources

The following tables illustrate example configurations of the clock synchronization sources:

Note:
Unless otherwise indicated, the following commands are sent from the G350
Media Gateway CLI.

Table 8: G350-001# show sync timing

SOURCE MM STATUS FAILURE
Primary Not Configured

Secondary Not Configured

Local VO Active None

Comment: No failures, SIG GREEN on and ACT on when trunk is seized
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Table 9: G350-001# set sync interface primary v4
G350-001# show sync timing

SOURCE MM STATUS FAILURE
Primary V4 Locked Out None
Secondary Not Configured

Local VO Active None

Comment: No failures, Sig is green and ACT On 2.8s off 0.2s

Note that the MM710 in slot 4 has been declared to be the primary sync source
but it is not active until the next command is sent.

Table 10: G350-001# set sync source primary
G350-001# show sync timing

SOURCE MM STATUS FAILURE
Primary V4 Active None
Secondary Not Configured

Local VO Standby None

Comment: The ACT LED does not change its behavior.

Note:
The following command is sent from the SAT CLI, and not from the G350 CLI.

To test for slippage, from the SAT, use the command:
test no | ogical 4255 physical 1v4 test 144
The results from the above command are shown in Table 11: TEST RESULTS on page 48:

Table 11: TEST RESULTS

Port Maintenance Alt. Name Test No. Error Code
Name Result
001Vv4 MG-DS1 144 PASS

Command successfully completed
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If a secondary sync source is similarly provisioned:

Table 12: G350-001# set sync interface secondary v3
G350-001# show sync timing

SOURCE MM STATUS FAILURE
Primary V4 Active None
Secondary V3 Standby None
Local VO Standby None
To activate the secondary sync source:

Table 13: G350-001# set sync source secondary

G350-001# show sync timing
SOURCE MM STATUS FAILURE
Primary V4 Locked Out None
Secondary V3 Active None
Local VO Standby None

Note: The system uses one clock at a time only: therefore only the secondary is

active and the primary is locked out.

To activate the local sync source:

Table 14: G350-001# set sync source local

G350-001# show sync timing

SOURCE MM STATUS FAILURE
Primary \Z3 Locked Out None
Secondary V3 Locked Out None
Local VO Active None
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To reactivate the primary sync source:

Table 15: G350-001# set sync source primary

G350-001# show sync timing

SOURCE MM STATUS FAILURE
Primary V4 Active None
Secondary V3 Standby None
Local VO Standby None

Note that secondary and local are standby because they are provisioned as fail

overs.

If the T1 physical connection is removed, then the secondary becomes active and the primary

reports a failure.

Table 16: G350-001# show sync timing

SOURCE MM STATUS FAILURE
Primary V4 Standby Out of Lock
Secondary V3 Active None

Local VO Standby None

Note that primary and local are standby because they are provisioned as fail

overs.
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IP telephones

Note:

Refer to 4600 Series IP Telephone LAN Administration, 555-233-507 for
troubleshooting details and error codes, as well as the phone administration

information.

The Avaya 4600-Series IP Telephones are relatively trouble-free. Table 17: IP Phone Problems

and Solutions on page 51 provides the most common problems an end user might encounter.
For other IP Telephone questions or problems, contact your Telephone System Administrator.

Some typical problems are:

Phone does not activate after connecting it the first time

Phone does not register after a power interruption

Characters do not appear on the display screen

Display shows an error/informational message

No dial tone

Echo, noise or static when using a headset

Phone does not ring

Speakerphone does not operate

A feature does not work as indicated in the User Guide

Table 17: IP Phone Problems and Solutions 1 of 3

Problem/Symptom

Phone does not activate after
connecting it the first time

Phone does not activate after a
power interruption

Suggested Solution

Unless your System Administrator has
already initialized your telephone, you may
experience a delay of several minutes before
it becomes operational. Upon plug-in, your
telephone immediately begins downloading
its operational software, its IP address and
any special features programmed by your
System Administrator from the server to
which it is connected. Report any delay of
more than 8-10 minutes to your System
Administrator.

Allow a few minutes for re-initialization after
unplugging, powering down the phone,
server problems or other power interruption.

1of3
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Table 17: IP Phone Problems and Solutions 2 of 3

Problem/Symptom

Characters do not appear on the
Display screen

Display shows an error/
informational message

No dial tone

Suggested Solution

See Phone does not activate after
connecting it the first time above.

Check the power source to be sure your
telephone is receiving power.

Check all lines into the phone to be sure it is
properly connected.

Perform the Test procedure: with the
telephone idle, press and hold the Trnsfr
button; the line/feature indicators should light
and the display should show all shaded
blocks. Release the Trnsfr button to end the
test.

If the above suggested solutions do not
resolve the problem, reset or power cycle the
phone.

Most messages involve server/phone
interaction. If you cannot resolve the problem
based on the message received, contact
your Telephone System Administrator for
resolution.

Make sure both the handset and line cords
into the phone are securely connected. Note
that there may be a slight operational delay if
you unplug and reconnect the phone.

If you have a 4612 or 4624 IP Telephone,
check to be sure the phone is powered
(press Menu, then Exit); if nothing appears
on the display, check your power source.

If you have a 4612 or 4624 IP Telephone,
check to be sure your phone is
communicating with the switch; press Menu,
then any of the softkey features (e.g., Timer).
If the selected feature activates, the switch/
IP phone connection is working.

Reset or power cycle the phone.

See your Telephone System Administrator if
the above steps do not produce the desired
result.

Check the status of the VolP board.
20f3
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Table 17: IP Phone Problems and Solutions 3 of 3

Problem/Symptom

Echo, noise or static when using
a headset; handset operation
works properly

Phone does not ring

Speakerphone does not operate

A feature does not work as
indicated in the User Guide

All other IP Phone problems

Suggested Solution

Check the headset connection.

If the connection is secure, verify that you
are using an approved headset, base unit
and/or adapter, as described in the list of
approved Avaya Communication compatible
Headsets.

If you have a 4612 or 4624 IP Telephone,
use the Menu to access the RngOf (Ringer
Off) feature; if a carat (downward triangle)
appears above that feature, your phone is
set to not ring. To correct, press the softkey
below RngOf; when the carat does not
display, your ringer is active.

If "Ringer Off" is programmed on a Line/
Feature button, that button’s indicator light
will appear as steady green; reactivate the
ringer by pressing that Line/Feature button
again.

Set your ringer volume to a higher level
using the Up/Down Volume keys.

From another phone, place a call to your
extension to test the above suggested
solutions.

Ask your System Administrator if your
speakerphone has been disabled.

Verify the procedure and retry. For certain
features, you must lift the handset first or
place the phone off-hook.

See your Telephone System Administrator if
the above action does not produce the
desired result; your telephone system may
have been specially programmed for certain
features applicable only to your installation.

Contact your Telephone System
Administrator.

30f3
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Reset and power cycle
Reset your IP Telephone when other Troubleshooting suggestions do not correct the problem.

Use a Power Cycle with the approval of your System Administrator only when a reset does not
resolve the problem.

Reset your phone

This basic reset procedure should resolve most problems.

To reset your phone:
1. Press Hold.
2. Using the dial pad, press the following keys in sequence: 73738#

The display shows the message “Reset values? *=no # = yes.”

3. Choose one of the following from Table 18: Resetting the Phone on page 54

Table 18: Resetting the Phone

If you want to Then

Reset the phone without Press * (asterisk).

resetting any assigned values A confirmation tone sounds and the display
prompts "Restart phone? * = no # = yes."

Reset the phone and any Press # (the pound key)

previously assigned The display shows the message “Resetting

(programmed) values values” while your IP Telephone resets its

(Use this option only if your programmed values, such as the IP address,

phone has programmed, static to its default values, and re-establishes the

values) connection to the server. The display then

prompts “Restart phone? * = no # = yes.”

4. Press # to restart the phone or * to terminate the restart and restore the phone to its
previous state.

Note:
Any reset/restart of your phone may take a few minutes.
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Power cycle the phone

Use the power cycle only if the basic or programmed reset procedure cannot be performed or
does not correct the problem.

To power cycle the phone

1. Unplug the phone and plug it back in.
The phone connection is re-established.

If power-cycling does not correct the problem, a more severe power cycle routine can be
performed by unplugging both the phone and the Ethernet cables. However, because this type
of power cycle involves reprogramming certain values, it should only be performed by your
Telephone System Administrator.

Issue 4 January 2005 55



G350 component maintenance

56 Maintenance of the Avaya G350 Media Gateway



Chapter 3: Avaya Communication Manager
controlled maintenance

This chapter addresses Avaya G350 Media Gateway subsystems and components that are
controlled by Avaya Communication Manager SAT commands.

G350 subsystems maintained by Communication Manager

Communication Manager subsystems can be listed viathe | i st confi g command and, in
most cases, have some maintenance activities involved.

Note:
Iist config all onthe Communication Manager SAT gives you complete
information, including whether or not stations have been administered on a port.
show ng |ist_confi g onthe G350 CLI gives you information for the installed
equipment in that G350.

The G350 subsystems that are applicable to Communication Manager maintenance
considerations are identifiable by the presence of ‘angels’. Angels may be either physical or
virtual, and both types use the CCMS message.

Maintenance commands

DEFINITY server-experienced users will find that G350 components and Media Modules
function, and are maintained, in a similar way as their DEFINITY server counterparts.

Categories of maintenance commands

« Communication Manager SAT commands

« Avaya G350 Media Gateway CLI commands
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Since the Media Modules have many of the same Maintenance Objects as the DEFINITY
server circuit packs, many of the same operations apply, as follows:

Thetest no | ogi cal xxx physical xxx command works with the physical address
of a Media Module Maintenance Object.

The enabl e/ di sabl e MO | ogi cal xxx physi cal xxx commands work with the
physical address of a Media Module Maintenance Object.

All Voice Media Modules and their associated ports can be busied out and released from
the busyout state on demand from the SAT.

Note:
A Communication Manager warning alarm and associated hardware error with
error code 18 is generated when a Media Module is busied out.

All Media Modules can be reset on demand from the SAT by use of the r eset board
command.

. CAUTION:
This is a destructive command so the Media Module must be busied out before a
demand reset can be done.

If an invalid G350 number is entered with the test command for a Media Module board or
port, the following message is displayed: “xxxx” port/board is not valid.

Tests that are called for but that cannot run on a Media Module abort with the abort code
1412.

A request for a demand test, a reset, or busy out of the module (board) location for the
S8300 Media Server aborts.

SAT commands specific to the Avaya G350 and G700 Media
Gateways

In traditional servers running Communication Manager, ports are identified by the cabinet
number, carrier, slot, and port (e.g., 01A0704). This naming convention does not make physical
sense for Media Modules. Therefore, a new convention was developed that meets the needs of
the Avaya G350 and G700 Media Gateways, yet for portability to traditional administration
maintains the 7 character field. Also, in traditional server administration there are many
commands that either require port fields as an argument to the command or require a port field
value be entered on the form. Therefore these commands need to understand Media Module
port fields and accept them as valid entries. This applies to both the S8300 Media Server and
an external communications controller, whether it be an S8700 Media Server or another server.
The media gateway format is GGGVMPP, where GGG is the media-gateway number, VM is the
module slot number, and PP is the port number.
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Note:
The V, for virtual, is a required character that is part of the module slot number
(H.248 terminology).

The following subsections describe the commands unique to the Avaya G350 and G700 Media
Gateways:

. add/change/display/status media gateway [Xx, next]

« list media-gateway

« list configuration media-gateway

« status media-gateway

add/change/display/status media gateway [x, next]

Figure 5: Media-Gateway Administration Screen
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The Avaya G350 and G700 Media Gateways Primary Server administers the Avaya G350 and
G700 Media Gateways by the command add nedi a- gat eway x oradd nedi a- gat eway
next , where x is valid between the range of 1 to the capacity for a given primary server, and
next is the next available number to be administered.

The commands change nedi a- gat eway x, di spl ay nedi a- gat eway x, and r enove
medi a- gat eway x are supported in the same manner as the add nedi a- gat eway X
command.

Media Gateway form fields

The Media Gateway form contains the following editable fields:
o Number — the number of the media gateway (1 — 50)
« Type — the type of media gateway (g350 or g700)

« Name — a 20-character text string containing a meaningful identifier for the media gateway
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Serial No. — the serial number of the media gateway

Network Region — a two or three character field specifying which IP network region the
media gateway resides in. The network region is used by the primary server to allocate
resources from the nearest Media Gateway.

The number of characters is dependent upon the type of primary server. The default is a
blank field.

Encrypt Link? — indicates whether the H.248 signaling link should be encrypted
Location — the location number of the media gateway’s location

The default is one (1).

Site Data — a text string containing a meaningful identifier for the site

V1 — the only slot that can contain an S8300. It can also contain other Media Modules if
there is no S8300 in the system.

V2 - V5 — general slots for G350/G700 form factor Media Modules
V6 — the only slot that can contain the MM312 and MM314 Media Modules
V7 — the virtual slot from which the analog ports on the motherboard are administered

V9 — the virtual slot from which the integrated announcements are administered

The Media Gateway form has several additional fields for display purposes only:

Registered? — the ‘Registered?’ field is one (1) character long for indicating whether an
Avaya G350 Media Gateway or G700 Media Gateway is currently registered with the
primary server or not. The ‘Registered?’ field is a display only field. The ‘Registered?’ field
can have a value of y(es) or n(0).

IP Address - the IP Address field is a 15 character display only field containing the IP
Address of the media gateway. The data in this field is of the form: XXX XXX. XXX. XXX
(where XXX is a decimal value between 000 and 255). The IP address field returns a blank
field until the Media Gateway registers for the first time. Once the G350/G700 registers,
that IP address is always displayed, even if the G350/G700 becomes unregistered, until a
G350/G700 with a different IP address is validly registered with the same administered
identifier. The populated IP address is persistent over reboots.

FW Version — displays status information on the change media gateway command

MAC Address - the MAC Address field is a 17 character display only field containing the
MAC Address of the media gateway. The data in this field is of the form:
XXXXKXX XX XX: XX (where XX is a hexadecimal value between 00 and FF). The MAC
Address field returns a blank field until the G350/G700 registers for the first time. Once the
G350/G700 registers, that MAC Address is always displayed, even if the G350/G700
becomes unregistered, until a G350/G700 with a different MAC Address is validly
registered with the same administered identifier.

Controller IP Address — displays status information on the change media gateway
command
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The Avaya G350 Media Gateway Media Modules are listed by Slot V1-V6, followed by the input
field for ‘Module Type’. The Avaya Media Modules can be one of six types: analog, BRI, DCP,
ETH 24P, ICC, or DS1 (also referred to as T1/E1). The default for the Module Type field is a
blank field.

Note:

The S8300 Media Server and LSP are both processor-type Media Modules. From
a SAT administration view-point, there is no difference between the S8300 Media
Server and LSP; therefore, the designation for both is via icc in the Module Type
field.

If an administered Media Module is in conflict with the inserted Media Module, then a pound
sign (#) is displayed to the left of the ‘Module Type’ field on the Media Gateway form and the
following footnote is displayed: “#' indicates module type conflict”.

list media-gateway

From the primary server, the | i st nedi a- gat eway command shows all Avaya G350 and
G700 Media Gateways currently administered.

Note:

The “print” modifier is supported on Linux and Windows platforms only if the
terminal type for the command is 4410. Any other terminal type returns the error
message: “pr not supported by platform”.

Printer support may be provided by administering a switch-to-printer TCP/IP
connection on the customer’s LAN. To do this, administer the following:

« Node names and IP addresses for the switch and the terminal server on the node
names ip form

« Service types, local nodes, and remote nodes on the ip services form
o TCP “listen” port on the terminal server

For more information on procedural details, refer to Administering a TCP/IP printer connection
under Printer translations (switch) in Translations and testing of the GuestWorks® and
DEFINITY® Systems Technician Handbook for Hospitality Installations, 555-231-743.

Thelist medi a- gat eway command displays the current status for the media gateways
using the following fields:

« Registered? — indicates whether the media gateway is currently registered
« IP Address — indicates the IP address of the media gateway

« FW Version/HW Version — shows the firmware version number and the hardware version
number for the media gateway

« MAC Address — shows the MAC address of the media gateway

« Controller IP Address — indicates the IP address of the controller with which the media
gateway is currently registered.
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Figure 6:

List Media-Gateway Screen

Number
Reqg?

list media-gateway

Marme

ICC Primary

Primary

Main Office LSP

Main office LSP

Dupont Bd LSE

MEDIA-GATEWAY REPORT

Serial No/
FW Ver/HW vint

03J206801631
21 2 0 A1

03J2065801710
2L 12 &0 A

03J206301618
2% 4l G0

03J206502207
21 .1z .0 /1

03I307581305
21 .1z .0 /4%

TP Address/
Ccntrl IP Addr

128.3
128.6

T3l «lil2n
fEC i) 2

a2,
I3 112

128.13
128.6

B oEEEal o8
i e

HES N N 1
13 .112.128.¢6

it |
13 .112.128.6

Type

g700

g700

g700

g700

g350

Page

NetRgn

1:

The IP address field returns a blank field until a media gateway registers for the first time. Once
the media gateway has registered, that IP address is always displayed, even if the media
gateway becomes unregistered, until a media gateway with a different IP address is validly
registered with the same administered identifier. The populated IP address is persistent over

reboots.

list configuration media-gateway

The command | i st configuration nedi a- gat eway x lists all the assigned ports on the
Media Modules for the specified Media Gateway.

Figure 7: List Configuration Media-Gateway Screen
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The output from the | i st confi gurati on nedi a- gat eway x command displays a fixed
number of assigned ports for the following Media Module types: analog(8), DCP(8), BRI(8),
DS1(32), MM314 ETH 24P (None), MM312 DCP (24), MM722 BRI (4), MM720 BRI (16), and
ICC (None).

Note:
Those with “None” as the number of assigned ports display blanks.

Each of the assigned Media Gateway ports are labeled as ‘u’ for unassigned, ‘t’ for TTI, ‘p’ for
PSA or a value between 01 and the max number of assigned ports for each Media Module type
when that port is assigned.

Module Number displays in the format of GGGVM, where GGG is the media gateway number
and VM is the module number.

Module Types display as ‘ANA MM’, ‘ANN MM’, ‘BRI MM’, ‘DCP MM’, ‘DS1 WAN MM’, ‘ICC
MM’, ‘ANA VMM'.

Module Vintage is displayed for both the hardware and firmware.

status media-gateway

The st at us nmedi a- gat eway command displays the alarm status for the administered media
gateways. This command lists alarms, lists busied out trunks and stations, and lists how many
H.248 links are up and down for all media gateways. The alarms displayed here are only
associated with board type alarms on the Media Modules. Status for VoIP and Media Gateway
alarms are provided via the Media Gateway Processor CLI.

Figure 8: Status Media-Gateways Screen
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Table 19: The status media-gateway Command Display on page 64 describes the display

associated with each section of the st at us nedi a- gat eway screen.

Table 19: The status media-gateway Command Display

Section Display

ALARM Current number of alarms (Major/Minor/Warning)

SUMMARY for the total number of media gateways
administered

BUSY-OUT  Current number of trunks/stations that are in a

SUMMARY  busy-out state for the total number of media
gateways administered

H.248 LINK  Current number of H.248 links that are down and

SUMMARY up for the total number of media gateways
administered

GATEWAY Number of major alarms, minor alarms, and

STATUS warnings that exist, and the status of the H.248 link,

either up or down (dn), on each of the media

gateways administered

Hidden Communication Manager SAT commands

Certain Communication Manager SAT commands have no practical use or are not supported on
an Avaya G350 Media Gateway. These commands are removed from the S8300 Media Server/
LSP software to prevent any misunderstanding or confusion as to what functions are supported.
The S8300 Media Server/LSP runs a subset of Communication Manager code.

Table 20: Disabled SAT Commands on page 64 through Table 22: Additional Disabled SAT
Commands on page 66 can be read by using the column heading followed by the row element
(e.g., add atm). Row elements with items in ‘()" are a third required part of the command (e.qg.,
list configuration atm). The columns of this table are independent of each other. These

commands may or may not require an argument.

Table 20: Disabled SAT Commands 1 of 2

add change display remove list

atm atm atm atm atm

cabinet cabinet cabinet cabinet cabinet

data-module circuit-packs circuit-packs data-module configuration (atm)
fiber-link data-module data-module fiber-link configuration (carrier)

lof2
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Table 20: Disabled SAT Commands 2 of 2

add

change

display

remove

Maintenance commands

list

ipserver-interface

fiber-link

fiber-link

ipserver-interface

configuration
(port-network)

modem-pool ipserver-interface ipserver-interface modem-pool configuration (control)
pgate modem-pool modem-pool pgate data-module
paging paging fiber-link
(loudspeaker) (loudspeaker)
pgate pgate ipserver-interface
synchronization synchronization isdnpri-testcall
system-parameters  system-parameters measurement (atm)
(ipserver-interface)  (ipserver-interface)
measurement (clan)
measurement
(modem-pool)
modem-pool
pgate
2 of 2
Table 21: More Disabled SAT Commands 1 of 2
status set reset busyout/ test
release
atm ipserver-interface disk atm card-mem
cabinet pnc fiber-link data-module customer-alarm
card-mem switch-node-clock  host-adapter disk data-module
clan-ip synchronization interface ds1-facility disk
clan-port tdm ipserver-interface  fiber-link environment
data-module tone-clock maintenance host-adapter fiber-link
interface packet-interface ipserver-interface hardware-group (cabinet)

isdnpri-testcall
packet-interface
pgate-port

pnc

pnc
port_network

tone-clock

modem-pool
pnc-standby
tdm

tone-clock

hardware-group (carrier)
hardware-group (pnc)
host-adapter

interface

1of2
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Table 21: More Disabled SAT Commands 2 of 2

status set reset busyout/ test
release
port-network isdnpri-testcall
switch-node led (switch-node)
synchronization maintenance
system mass-storage
modem-pool

network-control
packet-interface
pkt

synchronization

tdm
tone-clock
20f2
Table 22: Additional Disabled SAT Commands
backup clear duplicate enable/ format monitor recycle
disable
disk interface data-module  synchronization card-mem system carrier
-switch (conn)
isdnpri-testcall disk

pgate-port

Note:
In addition to the commands listed above, the save tr ansl ati ons command
is disabled in the case of an S8300 configured as an LSP. For an LSP,
translations are received from the primary server, and there is no need to save
them.

66 Maintenance of the Avaya G350 Media Gateway



Dynamic Call Admission Control

Dynamic Call Admission Control

In order to manage the flow of calls and voice data on the G350 most efficiently, the Media
Gateway Controller must have real-time information about the network topology and currently
available bandwidth. Without this, changes to the network structure, such as switching over to a
backup line, can cause the network to become overloaded with voice data. The MGC, unaware
of the switchover, continues to admit calls at the same volume, causing network congestion.
Using the Dynamic CAC (Call Admission Control) feature, the G350 can provide the MGC with
up-to-date information on the bandwidth available for voice data.

By default, G350 interfaces do not participate in Dynamic CAC. However, it is highly
recommended to enable Dynamic CAC on the G350’s interfaces. If users report problems with
long delays, jitter, and loss of calls, enable Dynamic CAC to provide greater link reliability and
robustness.

Enabling Dynamic CAC on the G350

Use the dynam c- cac command to enable Dynamic CAC on the G350. Dynamic CAC must be
enabled on each interface responsible for providing call bandwidth. If Dynamic CAC is enabled
on more than one interface, specify an activation priority for each interface. The BBL (Bearer
Bandwidth Limit) is reported as the BBL of the interface with the highest activation priority.

The dynamic-cac command has the following syntax:

dynami c- cac bbl [activation-priority]

Using Dynamic CAC on the Media Gateway Controller

Use the change i p- net wor k- r egi on SAT command to mark direct connections among
regions as “: Dynam c¢”, and specify which media gateway is responsible for setting dynamic
CAC updates for that link.

Use the st at us i p- net wor k- r egi on SAT command to view the current dynamic bandwidth
value.
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System resets

There is no change in how Communication Manager functions for system resets in Avaya
S8300 Media Server with a media gateway. Although translations may be present for a media
gateway, Communication Manager waits for a link to be established before attempting to access
the media gateway. Upon notification that registration has occurred, maintenance waits for the
Media Module Manager to indicate that a Media Module is present before attempting to
determine which Media Modules are present.

In the event of a media gateway power failure or loss of signaling, Communication Manager
detects that the media gateway is no longer registered and, after certain conditions are
satisfied, begins to remove Media Modules (see H.248 server-to-gateway Link Recovery on
page 69).

For Media Server resets (as opposed to media gateway resets) the media gateway attempts to
re-register with the same server, and if not successful attempts to find another Media Server.
When a Media Server is found, the Media Module discovery process ensues.

Audits

The Communication Manager audit that verifies board presence runs in order to detect missing
Media Modules after system initialization. As a result, the media gateway is audited to verify that
all boards that were originally present are still present after a reboot.

Automatic launch of Traceroute (ALT)

Note:
Currently, this feature operates exclusively on the S8300 Media Server.

When an Avaya G350 Media Gateway unregisters from the S8300 Media Server, the server
platform automatically sends a request to the server to execute at r acer out e command. The
Linux program t r acer out e is used to probe the IP address of the media gateway. In this way,
if a LAN component has failed, the t r acer out e command will discover the component. A log
is kept on the platform, and can be viewed with the Linux command trrt el og.

In order to keep from overloading platform processes, a traceroute cannot be executed in less
than 10 seconds from the last command. The maximum rate that traceroute can be run is
therefore no more than six per minute. If the customer does not want this capability, it can be
turned off by a technician. The flag “trrte_run” is set to zero to disable the automatic execution of
the command.
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Results Evaluation

The technician determines the time of the media gateway outage and then reads the ALT log to
find a similar time. If a trace had been executed, the technician verifies that the IP addresses
are the same. If there is no matching IP address, there may be other addresses representing
other Media Gateways on the same subnet. In this case, the log entries may still be useful in
tracking down a potential source of trouble.

H.248 server-to-gateway Link Recovery

The H.248 link between an Avaya server running Avaya Communication Manager Software and
the Avaya Media Gateway provides the signaling protocol for:

« Call setup

« Call control (user actions such as Hold, Conference, or Transfer) while the call is in
progress

« Call tear-down

If the link goes down, Link Recovery preserves any existing calls and attempts to re-establish
the original link. If the gateway cannot reconnect to the original server, then Link Recovery
automatically attempts to connect with another server or Local Spare Processor (LSP). Link
Recovery does not diagnose or repair the network failure that caused the link outage.

The main Link Recovery topics are:

« Applicable hardware and adjuncts

« Conditions that trigger link recovery

« Link recovery processes

- General link recovery process

- Call handling during recovery

- Maintenance during recovery

« Link recovery administration

- Administering the server timer

- Administering the Media Gateway
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Applicable hardware and adjuncts

Link Recovery is compatible with:
« Avaya Communication Manager Release 2.0

« Avaya S8300/S8500/S8700 Media Server with Avaya G350 Media Gateway and Avaya
Media Modules and all applicable endpoints

Note:

The software and firmware versions on the server and the gateway must match
(Release 1.3). If they do not match, the intent of Link Recovery is circumvented
because the gateway resets (drops calls) as soon as the link loss is detected.

Conditions that trigger link recovery

Link Recovery begins with detection of either:
« A TCP socket failure on the H.248 link
or

« Loss of the H.248 link within 40-60 seconds

Link recovery processes

This section describes the Link Recovery scenarios and the concurrent call handling and
maintenance activities:

« General link recovery process

« Call handling during recovery

« Maintenance during recovery

« Link recovery unsuccessful

70 Maintenance of the Avaya G350 Media Gateway



General link recovery process

System resets

Link Recovery design incorporates three separate timers that monitor the period of time that the
server or gateway spends in specific Link Recovery processes. Table 23: Link Recovery
Timers on page 71 lists the timer parameters.

Table 23: Link Recovery Timers

Timer Location Description Value
range in
minutes
(default)
Link Loss Delay Timer  Server The length of time that the server 1-30
retains call information while the (5)
gateway attempts to reconnect to either
its primary server or to alternate
resources.

Primary Search Timer Gateway The length of time that the gateway 1-60
spends trying to connect to the primary
server.

Total Search Timer Gateway The length of time that the gateway 1-60

spends trying to connect to all alternate
resources.

The sequence of events during Link Recovery is described in Table 24: General Link Recovery

process on page 71.

Table 24: General Link Recovery process 1 of 2

Process Description

sequence

1. Link failure detected (see Conditions that trigger link recovery on page 70)

2. The Primary and Total Search Timers begin running. The gateway attempts to

re-establish the H.248 link with original server, which is the first element in the
Media Gateway Controller (MGC) list.

See Administering the MGC list on page 77 for instructions on administering this

list.

See Administering the gateway timers and Transition Point on page 77 for

instructions on administering the Primary and Total Search Timers.

1of2
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Table 24: General Link Recovery process 2 of 2

Process
sequence

Description

3.

If the gateway cannot reconnect with the original server, then it searches the
MGC list (in order) for alternate resources (list elements 2-4) that are above
the Transition Point (if set). These alternate resources can be:

1. S8300: 1-3 S8300s configured as Local Spare Processors (LSPSs)
2. S8700: 1-3 C-LAN circuit packs within the primary server’s configuration

The Total Search Timer continues running.

See Administering the MGC list on page 77 for instructions on administering this
list and setting the Transition Paint.

If the Primary Search Timer expires before the gateway can re-establish the link
to the alternate resources that are above the Transition Point in the MGC list,
then the gateway crosses the Transition Point and begins searching the other
resources in the list. The gateway makes only one connection attempt with any
resources below the Transition Point.

If the gateway cannot re-establish the link to any of the resources below the
Transition Point, then it starts over at the top of the MGC list and continues to
the end, making only one reconnection attempt to each element in the list. This
continues until the Total Search Timer expires.

If the gateway still cannot connect to any alternate resources and Total Search
Timer expires, the software raises a warning alarm. See Maintenance during
recovery on page 73 for more information about the server and gateway alarm
notification strategies.

The server’s Link Loss Delay Timer should be the last timer to expire, meaning
that the server holds its call control information until all other means of
re-establishing the link have been exhausted.

Note: If the Link Loss Delay Timer expires but the gateway successfully
connects with an alternate resource, the system generates a warning alarm
anyway, even though the H.248 link is up.

20f2

72 Maintenance of the Avaya G350 Media Gateway



System resets

Call handling during recovery

While the H.248 link is down, calls that were already in progress before the link failure remain
connected during the recovery process. Once the link is re-established, normal call processing
continues. If the gateway successfully reconnects, the actual outage is less than 2 seconds.
Should the link failure persist for a few minutes, some features or capabilities are affected:

« New calls are not processed.

« Calls held in queue for an attendant group, call park, or calls on hold might be dropped
during Link Recovery.

« The talk path between two or more points remains up, even if one or all of the parties
hangs up.

« Music or announcement sources associated with a call remain connected to queued or
held calls in progress, even if one or all parties to the call hangs up.

« If the link failure continues for several minutes, expect inaccuracies in the BCMS, CMS,
call attendants, and other time-related statistical reports.

« If the calling party hangs up during Link Recovery, expect inaccuracies in the CDR records
for the recovery time period.

« Phone buttons (including feature access buttons) do not work.

The Feature interactions and compatibility on page 78 section describes other performance
impacts associated with Link Recovery.

Maintenance during recovery
During Link Recovery the following maintenance events occur:

« If a Media Module change occurs during the link failure but before the expiration of the
Total Search Time, the gateway informs the controller of the change after the link is
re-established.

« Any Media Modules that were reset, removed, or replaced are removed and inserted in
Communication Manager.

« The maintenance subsystem begins a context audit after Link Recovery.

Link recovery unsuccessful

If link recovery was unsuccessful, both Communication Manager and the media gateway
generate events and alarms.
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Server alarms

Expiration of the Link Loss Delay Timer triggers Communication Manager alarm notification.
These events and their associated alarm levels are in Table 25: Avaya Communication
Manager alarms on page 74.

Table 25: Avaya Communication Manager alarms

Event Alarm level
Link Loss Delay Timer expires (loss of link to Minor
gateway)

Gateway reconnects Clear
Original gateway fails to reconnect Major
Original gateway reconnects Clear

Gateway alarms

The Media Gateway events, their associated alarm levels, and SNMP status are listed in
Table 26: Media Gateway events and alarms on page 74.

Table 26: Media Gateway events and alarms

Event Alarm Log SNMP
level
Loss of link Major event trap
Link restored Major event trap clear
Registration successful Ir;formation event trap
a
Registration failed Major event trap
No controller provisioned Major event trap
Controller provisioned Major event trap clear
Connection to LSP Major event trap
Connection fallback to primary Major event trap clear
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Note:

Avaya Communication Manager does not raise an alarm until the Link Loss
Delay timer expires. If the link to the original gateway is restored before this timer
expires, then no alarm is raised.

If the Link Loss Delay Timer expires but the gateway successfully connects with
an LSP, Avaya Communication Manager generates a warning alarm anyway,
even though the H.248 link is up.

Link recovery administration

Link Recovery requires both Avaya Communication Manager and Media Gateway
administration. Link Recovery administration involves:

« Administering the server timer

« Administering the Media Gateway

- Administering the gateway timers and Transition Point
- Administering the MGC list

Administering the server timer

The Link Loss Delay Timer determines how long Communication Manager retains the
gateway'’s call state information before it instructs the gateway to reset, dropping all calls in
progress.

To administer the Link Loss Delay Timer:

1. At the SAT prompt, type change syst em paraneters i p-opti ons and press Enter to
display the system parameters ip-options form (Figure 9: System-parameters ip-options
form on page 76).

2. In the H.248 MEDIA GATEWAY section type a number (1-30; default is 5) in the Li nk
Loss Del ay Tinmer (m nutes) field. Thisis the number of minutes that Communication
Manager retains the gateway’s call state information.

Note:

The value of this timer should be longer than either of the gateway timers (see
Administering the gateway timers and Transition Point on page 77).

3. Press Enter to save the change.
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Figure 9: System-parameters ip-options form

Hisplay svstem—parameters ip—options
IP-OPTICNS FYSTEM FARAMETERS

IF MEDIA PACKET PERFORMANCE THRESHOLDS

Roundtrip Propagation Delay {(ms) High: &®00 Low: 400
Packet Loss (%) High: 40 Low: 15
Ping Test Interwval (sec): 20

HNumber of Pings Per Measurement Interwval: 10

RTCPE MOWNITOR SERVER
Default Server IP Address: -
Default Server Port: 5005
Default RTCP Report Period{secs): 5

IF DIME TEANSMISSION MODE
Intra—-System IP DIMF Transmission Mode: in-band-g711
Inter—System IP DIMF: See Signaling Group Forms

H.z248 MEDIR GATEWAY H.3232 IF ENDPOINT
Link Loss Delay Timer {(min): 5 Link Loss Delay Timer {min): &0
Primary Search Time {(sec): 75

IP-Options Form Fields

The di spl ay system paraneters i p-options screen contains the following information:

IP Media Packet Performance Thresholds — used to determine the quality of the
network between various network regions and systems. If the network is judged to be of
poor quality based on these parameters, Communication Manager attempts to route calls
via a different path (e.g., PSTN).

RTCP Monitor Server — a server that collects all RTCP information

IP DTMF Transmission Mode — indicates whether to send DTMF tones in band or out of
band

H.248 Media Gateway Link Loss Delay Timer — the amount of time that a media
gateway waits before attempting to register with another controller after losing its link to the
current controller. If it regains a connection to the primary controller within that time, calls
that were active when the link was lost remain active.

H.323 IP Endpoint Link Loss Delay Timer — similar to the previous field

H.323 IP Endpoint Primary Search Timer — amount of time an H.323 endpoint should
keep trying to register with its primary controller before moving to an LSP

Administering the Media Gateway

Administering the Media Gateway requires you to administer the Primary Search Timer, the
Total Search Timer, and the MGC list Transition Point. You also administer an MGC list of up to
four alternate controllers for the gateway.
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Administering the gateway timers and Transition Point

To administer the gateway timers and Transition Point

1. Administer the gateway’s Primary Search Timer (the length of time that the gateway
spends trying to connect to the primary server) by typing set reset-ti nes
pri mary-search <sear ch-ti me> at the Command Line Interface (CLI). The
<search-time> values are 1-60 minutes.

Note:

The Primary Search Timer value should be shorter than both the Total Search
Timer and the Link Loss Delay Timer.

2. Save the configuration changes using the copy runni ng-config startup-config
command.

3. Administer the Total Search Timer (the length of time that the gateway spends trying to
connect to all alternate resources) by typing set reset-tinmes total -search
<sear ch-ti me> at the Command Line Interface (CLI). The <search-time> values are 1-60
minutes.

Note:

The Total Search Timer value should be greater than the Primary Search Timer
but shorter than the Link Loss Delay Timer.

4. Establish the Transition Point (in either of the previous steps) by typing set
reset-tinmes transition-point <n>, where <n> is the numbered element in the
MGC list.

For example, if n= 2, the Transition Point is after the second element in the list. That is, the
gateway first attempts reconnecting with its original C-LAN circuit pack and then tries one
other alternate resource during the Primary Search Timer period. See Table 23: Link
Recovery Timers on page 71 for more information about the Link Recovery timers.

Administering the MGC list

You can administer the gateway with a list of up to 4 alternate resources (TN799DP C-LAN
circuit packs or LSPs) that it can connect to in the event of link failure. The MGC list consists of
the IP addresses to contact and the order in which to re-establish the H.248 link.

To administer the MGC list:

1. At the gateway’s Command Line Interface (CLI) type set ngc |i st <i paddr ess>,
<i paddr ess>, <i paddr ess>, <i paddr ess>, where:

« The first element is the IP address of the primary server (S8300) or the primary C-LAN
circuit pack (S8700).

« The next three elements are the IP addresses of 1-3 LSPs (S8300s configured as such)
or of any other C-LAN circuit packs in the primary server’s configuration (S8700).

There are a total of four elements in this list.
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2. Reset the gateway by typing r eset .

Wait for the LEDs on the gateway and Media Modules to go out and the active status LEDs
on the gateway to go on, indicating that the reset is complete.

3. Check the MGC list administration by typing show ngc |i st .

Look in the CONFIGURED MGC HOST section of the output for the IP addresses of the
alternate resources.

Feature interactions and compatibility

H.248 Link Recovery can affect the performance of features or adjuncts within the configuration
(Table 27: H.248 Link Recovery feature/adjunct interactions on page 78).

Table 27: H.248 Link Recovery feature/adjunct interactions 1 of 2

Feature or adjunct Description

Feature Access Codes (FAC) Feature Access Codes, whether dialed or
administered buttons, do not work.

Non-IP trunks/stations, These resources are unavailable until the H.248
including such circuit-switched  link is re-established.

TDM resources as DCP,

analog, or ISDN-PRI

Terminals Time-of-Day, busy lamp states, and call
appearance status on some phones might not
instantaneously reflect the correct information
until the H.248 link is re-established.

Adjunct Switch Application ASAIl-based applications that utilize timing

Interface (ASAI) loops, time-related methods, or events might not
perform as intended. In addition, applications
that do not accommodate time-outs or missing
state transition(s) might behave unpredictably.

Voice mail adjuncts During Link Recovery, callers connected to

(INTUITY, INTUITY Audix) AUDIX remain connected even if they hang up.
Such calls might be automatically disconnected
by AUDIX if the connection remains intact
without the calling party entering tone
commands to AUDIX or voicing a message.

Call Detail Recording (CDR) Call records cannot reflect the correct
disconnect time if the calling party hangs up
before the link recovers.

Call Management System Measurements collected during the recovery
(CMS) period might be inaccurate in those reports that
rely upon time-related data.

1of2
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Table 27: H.248 Link Recovery feature/adjunct interactions 2 of 2

Feature or adjunct Description

Property Management System  Automatic Wake-up, Daily Wake-up, and

(PMS) Housekeeping Status features might not
operate as expected if the link fails and the time
to search for alternate resources exceeds the
PMS application’s time-out parameters.
For example, if a guest has a wake-up call
schedule for 6:15 AM and the H.248 link goes
down at 6:10 but recovers at 6:20, then the
guest receives no wake up call at 6:15.

Conversant voice response Conversant applications that utilize timing loops,

systems time-related methods, or events might not
perform as intended. In addition, applications
that do not accommodate time-outs or missing
state transition(s) might behave unpredictably.

20f2

Network Fragmentation

A likely outcome to an H.248 link recovery scenario is that a network of media gateways and IP
endpoints, initially registered to the primary server, may now be registered to a number of
different LSPs in the network. This can be very disruptive in that network capability may be
highly compromised. Resources at various points in the network may be available in only limited
guantities, or not at all.

The SAT commands | i st medi a- gat eway and st at us medi a- gat eway can show those
network elements that are not registered with the primary server. If the technician is on site, the
illumination of the YELLOW ACT LED on the LSP is an indication that something has registered
with that LSP, and there