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Notice

Every effort was made to ensure that the information in this document
was complete and accurate at the time of printing. However,
information is subject to change.

Warranty

Avaya Inc. provides alimited warranty on this product. Refer to your
sales agreement to establish the terms of the limited warranty. In
addition, Avaya's standard warranty language as well asinformation
regarding support for this product, while under warranty, is available
through the following Web site: http://www.avaya.com/support.

Preventing Toll Fraud

“Toll fraud” isthe unauthorized use of your telecommunications
system by an unauthorized party (for example, a person who is not a
corporate employee, agent, subcontractor, or is not working on your
company's behalf). Be aware that there may be arisk of toll fraud
associated with your system and that, if toll fraud occurs, it can result
in substantial additional chargesfor your telecommunications
services.

Avaya Fraud Intervention

If you suspect that you are being victimized by toll fraud and you need
technical assistance or support, in the United States and Canada, call
the Technical Service Center's Toll Fraud Intervention Hotline at
1-800-643-2353.

How to Get Help

For additional support telephone numbers, go to the Avaya support
Web site: http://www.avaya.com/support. If you are:

» Within the United States, click the Escalation Management link.
Then click the appropriate link for the type of support you need.

» Outside the United States, click the Escalation Management link.
Then click the International Services link that includes telephone
numbers for the international Centers of Excellence.

Providing Telecommunications Security

Telecommunications security (of voice, data, and/or video
communications) is the prevention of any type of intrusion to (that is,
either unauthorized or malicious access to or use of) your company's
telecommunications equipment by some party.

Your company's “telecommunications equipment” includes both this
Avaya product and any other voice/data/video equipment that could be
accessed via this Avaya product (that is, “networked equipment”).

An “outside party” is anyone who is not a corporate employee, agent,
subcontractor, or is not working on your company's behalf. Whereas, a
“malicious party” is anyone (including someone who may be
otherwise authorized) who accesses your telecommunications
equipment with either malicious or mischievous intent.

Such intrusions may be either to/through synchronous (time-
multiplexed and/or circuit-based) or asynchronous (character-,
message-, or packet-based) equipment or interfaces for reasons of:

« Utilization (of capabilities special to the accessed eguipment)

» Theft (such as, of intellectual property, financial assets, or toll
facility access)

 Eavesdropping (privacy invasions to humans)

» Mischief (troubling, but apparently innocuous, tampering)

» Harm (such as harmful tampering, data loss or alteration,
regardless of motive or intent)

Be aware that there may be arisk of unauthorized intrusions
associated with your system and/or its networked equipment. Also
realize that, if such an intrusion should occur, it could result in a
variety of losses to your company (including but not limited to,
human/data privacy, intellectual property, material assets, financial
resources, labor costs, and/or legal costs).

Responsibility for Your Company’s Telecommunications Security

The final responsibility for securing both this system and its
networked equipment rests with you - Avaya's customer system
administrator, your telecommunications peers, and your managers.
Base the fulfillment of your responsibility on acquired knowledge and
resources from a variety of sources including but not limited to:

« |nstallation documents

¢ System administration documents

¢ Security documents

» Hardware-/software-based security tools

« Shared information between you and your peers
« Telecommunications security experts

To prevent intrusions to your telecommuni cations equipment, you and
your peers should carefully program and configure:

« Your Avaya-provided telecommunications systems and their
interfaces

« Your Avaya-provided software applications, as well as their
underlying hardware/software platforms and interfaces

« Any other equipment networked to your Avaya products

TCP/IP Facilities

Customers may experience differencesin product performance,
reliability and security depending upon network configurations/design
and topologies, even when the product performs as warranted.

Standards Compliance

Avaya lnc. is not responsible for any radio or television interference
caused by unauthorized modifications of this equipment or the
substitution or attachment of connecting cables and equipment other
than those specified by Avaya Inc. The correction of interference
caused by such unauthorized modifications, substitution or attachment
will bethe responsibility of the user. Pursuant to Part 15 of the Federal
Communications Commission (FCC) Rules, the user is cautioned that
changes or modifications not expressly approved by Avaya Inc. could
void the user’s authority to operate this equi pment.

Product Safety Standards

This product complies with and conforms to the following
internationa Product Safety standards as applicable:

Safety of Information Technology Equipment, IEC 60950, 3rd Edition
including all relevant national deviations as listed in Compliance with
IEC for Electrical Equipment (IECEE) CB-96A.

Safety of Information Technology Equipment, CAN/CSA-C22.2
No. 60950-00 / UL 60950, 3rd Edition

Safety Reguirements for Customer Equipment, ACA Technical
Standard (TS) 001 - 1997

The equipment described in this document may contain Class 1
LASER Device(s). These devices comply with the following
standards:

« EN 60825-1, Edition 1.1, 1998-01
» 21 CFR 1040.10 and CFR 1040.11.

The LASER devices operate within the following parameters:

« Maximum power output: -5 dBm to -8 dBm
¢ Center Wavelength: 1310 nm to 1360 nm
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Luokan 1 Laserlaite
Klass 1 Laser Apparat

Use of controls or adjustments or performance of procedures other
than those specified herein may result in hazardous radiation
exposures. Contact your Avaya representative for more laser product
information.

Electromagnetic Compatibility (EM C) Standards

This product complies with and conforms to the following
international EMC standards and all relevant national deviations:

Limits and Methods of Measurement of Radio Interference of
Information Technology Equipment, CISPR 22:1997 and
EN55022:1998.

Information Technology Equipment — Immunity Characteristics —
Limits and Methods of Measurement, CISPR 24:1997 and
EN55024:1998, including:

* Electrostatic Discharge (ESD) IEC 61000-4-2

* Radiated Immunity IEC 61000-4-3

* Electrical Fast Transient IEC 61000-4-4
Lightning Effects |EC 61000-4-5

» Conducted Immunity |EC 61000-4-6

» Mains Freguency Magnetic Field |EC 61000-4-8
* Voltage Dips and Variations |[EC 61000-4-11

* Powerline Harmonics |EC 61000-3-2

Voltage Fluctuations and Flicker |[EC 61000-3-3

Federal Communications Commission Statement

Part 15:

Note: Thisequipment has been tested and found to comply with
thelimitsfor a Class A digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable
protection against har mful interference when the equipment is
loperated in acommercial environment. Thisequipment gener ates,
uses, and can radiate radio frequency energy and, if not installed
iand used in accor dance with theinstruction manual, may cause
har mful interference to radio communications. Oper ation of this
lequipment in aresidential areaislikely to cause harmful
interferencein which case the user will berequired to correct the
interference at his own expense.

Part 68: Answer-Supervision Signaling

Allowing this equipment to be operated in a manner that does not
provide proper answer-supervision signaling isin violation of Part 68
rules. This equipment returns answer-supervision signals to the public
switched network when:

» answered by the called station,

» answered by the attendant, or

« routed to arecorded announcement that can be administered by
the customer premises equipment (CPE) user.

This equipment returns answer-supervision signals on all direct
inward dialed (DID) calls forwarded back to the public switched
telephone network. Permissible exceptions are:

* A call isunanswered.
* A busy toneisreceived.
A reorder toneis received.

Avaya attests that this registered equipment is capable of providing
users accessto interstate providers of operator servicesthrough the use
of access codes. M odification of this equipment by call aggregatorsto
block access dialing codesis aviolation of the Telephone Operator
Consumers Act of 1990.

REN Number
For MCC1, SCC1, CMC1, G600, and G650 M edia Gateways:

This equipment complieswith Part 68 of the FCC rules. On either the
rear or inside the front cover of this equipment is alabel that contains,
among other information, the FCC registration number, and ringer
equivalence number (REN) for this equipment. If requested, this
information must be provided to the telephone company.

For G350 and G700 M edia Gateways:

This equipment complies with Part 68 of the FCC rules and the
requirements adopted by the ACTA. On the rear of thisequipmentisa
label that contains, among other information, a product identifier in
the format USSAAAEQ##TX XX X. The digits represented by ## are
the ringer equivalence number (REN) without a decimal point (for
example, 03 isa REN of 0.3). If requested, this number must be
provided to the telephone company.

For all media gateways:

The REN is used to determine the quantity of devicesthat may be
connected to the telephone line. Excessive RENs on the telephone line
may result in devices not ringing in response to an incoming call. In
most, but not all areas, the sum of RENs should not exceed 5.0. To be
certain of the number of devices that may be connected to aline, as
determined by the total RENs, contact the local telephone company.

REN is not required for some types of analog or digital facilities.

M eans of Connection

Connection of this equipment to the telephone network is shown in the
following tables.

For MCC1, SCC1, CMC1, G600, and G650 M edia Gateways:

Manufacturer’s Port FIC Code SOC/REN/ Network
Identifier A.S.Code Jacks
Off premises station OL13C 9.0F RJ2GX,
RJ21X,
RJ11C
DID trunk 02RV2-T 0.0B RJ2GX,
RJ21X
CO trunk 02GSs2 0.3A RJ21X
02L.S2 0.3A RJ21X
Tietrunk TL31IM 9.0F RJ2GX
Basic Rate Interface 0215 6.0F, 6.0Y RM9C
1.544 digital interface 04DU9-BN  6.0F RJ8C,
RJ8M
04DU9-IKN  6.0F RJM8C,
RJ48M
04DU9-ISN  6.0F RJM8C,
RJ48M
120A4 channel serviceunit  04DU9-DN  6.0Y RM8C



For G350 and G700 M edia Gateways:

Manufacturer’s Port FIC Code  SOC/REN/ Network
Identifier A.S.Code Jacks
Ground Start CO trunk 02GS2 1.0A RJ11C
DID trunk 02RV2-T ASO RJ11C
Loop Start CO trunk 02LS2 0.5A RJ11C
1.544 digital interface 04DU9-BN  6.0Y RM8C
04DU9-DN  6.0Y RM8C
04DUY-IKN  6.0Y RM8C
04DUY-ISN  6.0Y RM8C
Basic Rate Interface 02I1S5 6.0F RJ49C

For all media gateways:

If the terminal equipment (for example, the media server or media
gateway) causes harm to the tel ephone network, the telephone
company will notify you in advance that temporary discontinuance of
service may be reguired. But if advance noticeis not practical, the
telephone company will notify the customer as soon as possible. Also,
you will be advised of your right to file a complaint with the FCC if
you believeit is necessary.

The telephone company may make changesin itsfacilities, equipment,
operations or procedures that could affect the operation of the
equipment. If this happens, the telephone company will provide
advance notice in order for you to make necessary modificationsto
maintain uninterrupted service.

If trouble is experienced with this equipment, for repair or warranty
information, please contact the Technical Service Center at
1-800-242- 2121 or contact your local Avaya representative. If the
equipment is causing harm to the telephone network, the telephone
company may request that you disconnect the equipment until the
problem is resolved.

A plug and jack used to connect this equipment to the premises wiring
and telephone network must comply with the applicable FCC Part 68
rules and requirements adopted by the ACTA. A compliant telephone
cord and modular plug is provided with this product. It is designed to
be connected to a compatible modular jack that is also compliant. Itis
recommended that repairs be performed by Avaya certified
technicians.

The equipment cannot be used on public coin phone service provided
by the tel ephone company. Connection to party line service is subject
to state tariffs. Contact the state public utility commission, public
service commission or corporation commission for information.

This equipment, if it uses atelephone receiver, is hearing aid
compatible.

Canadian Department of Communications (DOC) Interference
Information

This Class A digital apparatus complies with Canadian | CES-003.

Cet appareil numérique delaclasse A est conforme alanorme
NMB-003 du Canada.

This equipment meets the applicable Industry Canada Terminal
Equipment Technical Specifications. Thisis confirmed by the
registration number. The abbreviation, I1C, before the registration
number signifies that registration was performed based on a
Declaration of Conformity indicating that Industry Canada technical
specifications were met. It does not imply that Industry Canada
approved the equipment.

Declarations of Conformity

United States FCC Part 68 Supplier’s Declaration of Conformity
(SDoC)

Avayalnc. in the United States of America hereby certifies that the
equipment described in this document and bearing a TIA TSB-168
label identification number complies with the FCC’s Rules and
Regulations 47 CFR Part 68, and the Administrative Council on
Terminal Attachments (ACTA) adopted technica criteria.

Avaya further asserts that Avaya handset-equipped terminal
equipment described in this document complies with Paragraph
68.316 of the FCC Rules and Regulations defining Hearing Aid
Compeatibility and is deemed compatible with hearing aids.

Copies of SDoCs signed by the Responsible Party in the U. S. can be
obtained by contacting your local sales representative and are
available on the following Web site: http://www.avaya.com/support.

All Avaya media servers and media gateways are compliant with FCC
Part 68, but many have been registered with the FCC before the SDoC
process was available. A list of all Avayaregistered products may be

found at: http://www.part68.org by conducting a search using “ Avaya’
as manufacturer.

European Union Declarations of Confor mity

&S

Avaya Inc. declares that the equipment specified in this document
bearing the “CE” (Conformité Europeénne) mark conformsto the
European Union Radio and Telecommunications Terminal Equipment
Directive (1999/5/EC), including the Electromagnetic Compatibility
Directive (89/336/EEC) and Low Voltage Directive (73/23/EEC). This
equipment has been certified to meet CTR3 Basic Rate I nterface (BRI)
and CTR4 Primary Rate Interface (PRI) and subsetsthereof in CTR12
and CTR13, as applicable.

Copies of these Declarations of Conformity (DoCs) can be obtained
by contacting your local sales representative and are available on the
following Web site: http://www.avaya.com/support.

To order copies of thisand other documents:

Cal: Avaya Publications Center
Voice 1.800.457.1235 or 1.207.866.6701
FAX 1.800.457.1764 or 1.207.626.7269

Write: Globalware Solutions

200 Ward Hill Avenue

Haverhill, MA 01835 USA

Attention: Avaya Account Management
E-mail:  totalware@gwsmail.com

For the most current versions of documentation, go to the Avaya
support Web site: http://www.avaya.com/support.
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About this Book
Overview

About this Book

Overview

Administration of the Avaya G350 Media Gateway describes how to configure and manage the G350
Media Gateway after it is already installed. For installation instructions, see Installation of the Avaya
G350 Media Gateway, 555-245-104.

Audience

Theinformation in this book isintended for use by Avayatechnicians, provisioning specialists, business
partners, and customers.

Downloading this book and updates from the Web

You can download the latest version of the Administration of the Avaya G350 Media Gateway from the
Avaya Web site. You must have access to the Internet, and a copy of Acrobat Reader must be installed on
your personal computer.

Avaya makes every effort to ensure that the information in this book is complete and accurate.
However, information can change after we publish this book. Therefore, the Avaya Web site might
contain new product information and updates to the information in this book. You can also download
these updates from the Avaya Web site.

Downloading this book

To download the latest version of this book:
1 Accessthe Avayaweb site at hitp://www.avaya.com/support.

2  Ontheleft side of the page, click Product Documentation.
The system displays the Welcome to Product Documentation page.

3 Ontheright side of the page, type 555-245-501, and then click Search.
The system displays the Product Documentation Search Results page.

4 Scroll down to find the latest issue number, and then click the book title that is to the right of the
latest issue number.

5  Onthe next page, scroll down and click one of the following options:
— PDF Format to download the book in regular PDF format
— ZIP Format to download the book as a zipped PDF file

Administration of the Avaya G350 Media Gateway 13
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Related resources

Related resources

For more information on the Avaya G350 Media Gateway and related features, see the following books:;

Title Number

Overview of the Avaya G350 Media Gateway 555-245-201
Installation of the Avaya G350 Media Gateway 555-245-104
Upgrade and Service Guide for the Avaya G350 Media Gateway 555-245-106
Avaya G350 Media Gateway CL| Reference 555-245-202
Avaya G350 Media Gateway Glossary 555-245-301

Technical assistance

Avaya provides the following resources for technical assistance.

Within the US

For help with:

* Feature administration and system applications, call the Avaya DEFINITY Helpline at
1-800-225-7585

* Maintenance and repair, call the Avaya National Customer Care Support Line at
1-800-242-2121

¢ Toll fraud, call Avaya Toll Fraud Intervention at 1-800-643-2353

International

For all international resources, contact your local Avaya authorized dealer for additional help.

Trademarks

All trademarksidentified by the ® or TM are registered trademarks or trademarks, respectively, of Avaya
Inc. All other trademarks are the property of their respective owners.

14 Administration of the Avaya G350 Media Gateway
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Sending us comments

Sending us comments

Avaya welcomes your comments about this book. To reach us by:

* Mail, send your comments to:
Avayalnc.
Product Documentation Group
Room B3-H13
1300 W. 120 Ave.
Westminster, CO 80234 USA

* E-mail, send your comments to:
document@avaya.com

* Fax, send your comments to:
1-303-538-1741

Mention the name and number of this book, Administration of the Avaya G350 Media Gateway,
555-245-501.

Administration of the Avaya G350 Media Gateway 15
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Introduction

1 Introduction

The Avaya G350 Media Gateway is a high-performance converged networking and tel ephony device.
The G350 provides networking and telephony services for up to 40 endpoint stations. The G350 contains:

an advanced router

a high-performance switch

aVoice over IP (VolP) engine
support for contact closure
Emergency Telephone Relay (ETR)

When you add plug-in media modules to the G350, the G350 also supports:

Power over Ethernet (PoE) | P tel ephones
DCP digital telephones

Analog telephones and trunks

EV/T1 trunks

ISDN PRI trunks

ISDN BRI trunks

EL/T1 WAN datalines

on board ports

USP ports

This guide explains how to configure the Avaya G350 Media Gateway and contains the following
chapters:

Configuration overview — overview of G350 configuration tasks

Accessing the Avaya G350 Media Gateway — how to access the G350 CLI and manage login
permissions

Basic device configuration — how to identify the G350 to other devices, view device status,
configure event logging, and manage files

Configuring logging — how to configure G350 system logging

Configuring Vol P QoS — how to configure Vol P parameters and register call controllers on the
G350

Configuring Ethernet ports — how to configure Ethernet ports on the G350
Configuring a WAN — how to configure an EL/T1 or USP WAN line on the G350
Configuring POE — how to configure PoE on the G350

Configuring the console port — how to configure the console serial port on the G350

Configuring contact closure — how to configure contact closure on the G350

Configuring Emergency Telephone Relay (ETR) — how to configure ETR on the G350
Configuring SNMP — how to configure SNMP on the G350
Configuring advanced switching — how to configure advanced switching features on the G350

Configuring monitoring — how to configure RMON monitoring of the G350

Administration of the Avaya G350 Media Gateway 17
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Configuring the router — how to configure advanced features of the G350 router

Configuring policy — how to configure access control and QoS policy lists on the G350

Setting synchronization — how to configure synchronization for digital trunks

Traps and MIBs— SNMP traps and M1Bs on the G350

Administration of the Avaya G350 Media Gateway
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Quick start

2 Quick start

This chapter provides brief instructions for getting started on the Avaya G350 Media Gateway by
connecting the G350 to the network via an Ethernet connection on VLAN 1. For information on other
types of connections, refer to the other chapters of this manual.

1 Connect the laptop’s COM port to the CON port on the G350 front pandl.

Figure 1: Quick start

St 4 Connect the laptop COM port to
ep the G350 CON port (9600,8,n,1).

Configure PMI on VLAN 1 and
connect the ETH LAN port to the
network.

2  Onthelaptop, open atermina session using the COM port connected to the G350. Terminal
parameters are 9600, 8, N, and 1.

3 Enter the CLI in administrator level.

NOTE:

The default username has the privilege level admin. For security reasons, the network
administrator usually changes the password of the preset username. For more details, see
Configuring usernames on page 41.

4 Configurethe IP address on your PMI interface. If thisisthefirst IP address configured on one of
the G350 interfaces (excluding the console interface), then this address will be assigned as the
PMI after copying the running configuration to startup and resetting the device. For example:

@&350- ???(super)# interface Vian 1

@&350- ???(super-if:Vlian 1)# ip address 35.12.62.4 255.255.255.0

The Primary Managenent |nterface has changed. Pl ease copy the running
configuration to the start-up configuration file, and reset the device.

The PMI addressis used by the G350 as a source address for the following communication types:
¢ Communication with the Media Gateway Controller (MGC)
¢ VolP communication
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¢  SNMP communication
¢ Telnet session opened from the G350
¢ Opening session sat or session ICC
* FTP/TFTP upload or download of configuration files
e FTP/TFTP download of firmware versions
For more details, see Configuring the Primary Management Interface (PM1) on page 44.

5  Set the default gateway | P address using the command ip default-gateway <ip>. For example:
&350- ???(super)# ip default-gateway 35.12.62.1
For more details, see Defining the default gateway on page 45.

6  Configure the G350 controller IP address using the command set mgc list <ip>. For example:
G350- ???(super)#set ngc |ist 165.10.2.200
For more details, see Configuring the Media Gateway Controller (MGC) on page 45.

7  Usethe command show system and record the G350's serial number (i.e., 031SO7552673).

8  Set up the SNMP community string using the command set snmp community <access_type>
[community string]. For example:

set snnp conmunity read-only public
set snnp community read-wite public
set snnp comunity trap public

For more details, see Configuring SNMP on page 99.
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3 Configuration overview

This chapter provides an overview of the Avaya G350 Media Gateway configuration process and
contains the following sections:

¢ Installation and setup overview — overview of the G350 installation and setup process

* Configuration using CL1 — overview of CLI, acommand prompt interface for entering
configuration commands

¢ Configuration using GUI applications — overview of GUI applications that can be used for some
configuration tasks

¢ Saving configuration changes — instructions on how to save configuration changes

¢ Firmware version control — overview of the firmware version control

Installation and setup overview

A new Avaya G350 Media Gateway comes with default configuration settings. There are certain items
that you must configure, according to your system specifications, before using the G350. Configuration
of other items depends on the specifications of your network.

A new G350 has asingle IP interface for management (SNMP, telnet). By default, the | P address of the
console interface is 10.3.0.1 with a subnet mask of 255.255.255.0. The first thing you should do when
configuring anew G350 isto assign anew |P address to the console interface. To do this:

1 Usetheinterface console command to enter the console context.

2 Usetheip address command to define a new ip address for the console interface.

The following example assigns an | P address of 10.3.3.1 with a subnet mask of 255.255.255.0 to the
console interface:

@&350- ???(super)# interface consol e
@&350- ???(super-if:Console)# ip address 10.3.3.1 255.255.255.0
Done!

You must also make sure the G350 is properly configured for whichever methods you intend to use for
accessing the G350. For information on accessing the G350, see Accessing the Avaya G350 Media

Gateway on page 25.

Your next step should be to define the other interfaces required by your system specifications. See
Defining an interface on page 43.

Once you have defined your interfaces, you can define a Primary Management |P address (PMI). The
PMI isthe IP address which the G350 uses to identify itself when communicating with other devices,
particularly the Media Gateway Controller (MGC). Management data intended for the G350 is routed to
the interface defined asthe PMI. You can use any interface as the PMI. For instructions on how to define
the PMI, see Configuring the Primary Management Interface (PMI) on page 44.
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Once you have defined aPMI, you must register the G350 with an MGC. The MGC isamedia server that
controls telephone services on the G350. The MGC can be internal or external. See The Media Gateway
Controller (MGC) on page 46.

Once you have performed these steps, the G350 isready for use. Other configuration tasks may also have
to be performed, but these steps depend on the individual specifications of your G350 and your network.

Most G350 configuration tasks are performed using the Avaya G350 Media Gateway Command Line
Interface (CLI). However, Avaya provides two GUI interfaces that are designed to perform the basic
configuration tasks described in this section. These are the Avaya Installation Wizard (Avaya W) and the
Avaya Gateway Installation Wizard (GIW). You can use the Avaya IW or the GIW to set a PMI, enable
the console port for modem use, and register the G350 with an MGC. You can then use the CLI to
perform ongoing administration.

Configuration using CLI

You can use the Avaya G350 Media Gateway Command Line Interface (CLI) to manage the G350. The
CLI isacommand prompt interface that enables you to type commands and view the response. For more
information on how to access the G350 CLI, see Accessing the CLI on page 25.

This guide contains information and examples about how to use CLI commands to configure the Avaya
G350 Media Gateway. For more information about the G350 CL | and a compl ete description of each CLI
command, see the Avaya™ G350 Media Gateway CLI Reference, 555-245-202.

Configuration using GUI applications
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Several Avaya GUI applications enable you to perform some configuration tasks on the Avaya G350
Media Gateway.

The Avaya Installation Wizard (Avaya IW) is aweb-based installation wizard that leads the user through
the key configuration steps of a G350 installation. The Avaya IW can be used for initial configuration of
a G350 with an S8300 installed in ICC or LSP mode. For a description of the Avaya lW and its
capabilities, see Accessing Avaya lW on page 28.

The Avaya Gateway Installation Wizard (GIW) is a standal one application that allows the user to perform
certain basic G350 configuration tasks. The GIW can be used for initial configuration of a standalone
G350. For adescription of the GIW and its capabilities, see Accessing GIW on page 32.

You can a so use the Avaya G350 Manager to configure most features of the G350. Avaya G350 Manager
isaGUI application. You can access the Avaya G350 Manager from Avaya | ntegrated Management
software or from aweb browser. Most of the commands that are available through the G350 CL| are also
available through the Avaya G350 Manager. For more information about the Avaya G350 Manager, see
the Avaya G350 Manager User Guide, 650-100-709.
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Saving configuration changes

When you make changes to the configuration of the Avaya G350 Media Gateway, you must save your
changes to make them permanent. The G350 has two sets of configuration information:

* Running configuration
e Startup configuration

The G350 operates according to the running configuration. When the G350 is reset, the G350 erases the
running configuration and |oads the startup configuration as the new running configuration. When you
change the configuration of the G350, your changes affect only the running configuration. You changes
are lost when the G350 resets if you do not save your changes.

Use the copy running-config startup-config command to save changes to the configuration of the
G350. A copy of the running configuration becomes the new startup configuration.

You can back up either the running configuration or the startup configuration to an FTP or TFTP server
on your network. You can restore a backup copy of the configuration from the FTP or TFTP server. When
you restore the backup copy of the configuration, the backup copy becomes the new running
configuration on the G350. For more information, see Managing configuration files on page 52.

Firmware version control

Firmwareis the software that runs the Avaya G350 Media Gateway. The Avaya G350 Media Gateway
has two firmware banks:

e Bank A

e BankB
Each firmware bank contains a version of the G350 firmware. These may be different versions. The
purpose of thisfeatureisto provide redundancy of firmware. You can save an old version of the firmware

in case you need to use it later. If it becomes necessary to use the older version, you can reset the G350
using the older version. Thisis particularly important when uploading new versions.

For more information on using the two firmware banks, see Software and firmware upgrades on page 50.
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4 Accessing the Avaya G350 Media
Gateway

This chapter provides information about the various ways of configuring the Avaya G350 Media
Gateway and contains the following sections;

¢ Accessing the CLI — instructions on how to accessthe CLI

¢ Accessing Avaya lW — instructions on how to access the Avaya IW

* Accessing GIW — instructions on how to access the GIW

¢ Accessing Avaya Communication Manager — instructions on how to access the Avaya
Communication Manager

¢ Managing login permissions — instructions on using and configuring usernames and passwords,
and on configuring the G350 to use RADIUS authentication

¢ Specia security features — instructions on how to enable and disable the recovery password, and
the G350's ahility to establish incoming and outgoing telnet connections

Accessing the CLI

The CLI isatextual command prompt interface that you can use to configure the Avaya G350 Media
Gateway and media modules. You can access the CLI with any of the following:

* Telnet through the network

* Telnet through dialup

¢ Telnet through S8300 modem
¢ Telnet through serial modem
* A consoledevice

Log intothe CLI with ausername and password that your system administrator provides. If your network
has a RADIUS server, you can use RADIUS authentication. For more information, see Managing login

permissions on page 39.

CLI contexts

When you use the CL1, use contextsto activate the CL1 commandsthat you need. The CL1 isdivided into
various contexts from which sets of related commands can be entered. Contexts are nested in a hierarchy,
with each context accessible from another context, called the parent context. Thetop level of the CLI tree
is called the general context. Each command has a context in which the command must be used. You can
only use acommand in its proper context.

For example, in order to configure a Loopback interface, you must first enter the Loopback context from
General context. You enter the Loopback context using the interface command with an interface identifier
such asinterface loopback 1. Once you are in the Loopback context, you can enter Loopback interface
commands.

For more information, see Avaya™ G350 Media Gateway CL| Reference, 555-245-202.

Administration of the Avaya G350 Media Gateway 25
December 2003



Accessing the Avaya G350 Media Gateway
Accessing the CLI

CLI help

You can display alist of commands for the context you are in by typing help or ?. The help command
displaysalist of all CLI commands that you can use within the current context, with a short explanation
of each command.

If you type help or ? before or after the first word or words of a command, the CLI displaysalist of all
commands in the current context that begin with thisword or words. For example, to display alist of IP
commands available in general context, type help ip, ip help, ? ip, orip ?.

If you type help or ? before or after afull command, the CLI displays the command's syntax and
parameters, and an example of the command. You must be in the command's context in order to use the
help command to display information about the command. In the following example, the user entersthe
context of the Vlan 1 interface and displays help for the bandwidth command.

@&350- ???(super)# interface vlan 1
@&350- ???(super-if:Vian 1)# bandwi dth ?
Bandw dt h commrands:
Syntax: bandwi dt h <kil obytes size>
<ki |l obytes size> : integer (1-10000000)
Exanpl e: bandwi dt h 1000

Accessing CLI via local network

You can access the CLI from a computer on the same local network as the Avaya G350 Media Gateway
by using any standard telnet program. For the host address, you can use the | P address of any G350
interface.

Accessing CLI viamodem

26

You can access the CLI from aremote location using any standard telnet program. Use adialup PPP
network connection from a modem at the remote location to a modem connected to the console port on
the front panel of the G350. Use only an approved Avaya serial cable. For more information about
approved Avaya serial cables, see Overview of the Avaya G350 Media Gateway, 555-245-201.

To access the CLI with telnet through dialup from a remote location:;

1 Connect amodem to the console port on the front panel of the Avaya G350 Media Gateway. Use
an RJ}45 serial cable to connect the modem. It is recommended to use a Multitech
MultiModem ZBA MT5634ZBA-V92.

2  Makesurethe console port is properly configured for modem use. For details, see Configuring the
console port on page 95.

3 From the remote computer, create a dialup network connection to the Avaya G350 Media
Gateway. Use the TCP/IP and PPP protocols to create the connection. Configure the connection
according to the configuration of the console port of the remote computer. By default, The G350
uses PAP authentication. If your network has a RADIUS server, you can use RADIUS
authentication for the PPP connection. For more information, see Managing login permissions on
page 39.

4 Open any standard telnet program on the remote computer.
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Open atelnet session to the | P address of the console port on the G350. The default 1P address of
the console port is 10.3.0.1 with subnet mask 255.255.255.0. For instructions on how to change
the IP address of the console port (i.e., the console interface), see Install ation and setup overview
on page 21.

Configure the serial connection on the console device to match the configuration of the console
port. The console port uses the following settings:

*  baud — 9600

* databits—8

* parity — none

* gophits—1

¢ flow control — hardware

Accessing CLI viamodem connection to the

S8300

If the Avaya G350 Media Gateway includes an S8300 Media Server, you can access the CLI from a
remote location by establishing a PPP network connection from a modem at the remote location to a
modem connected to the one of the USB ports on the front panel of the S8300.

NOTE:
In order to access the CLI viathe S8300, the PMI of the G350 must be configured. See
Configuring the Primary Management Interface (PMI) on page 44.

To access the G350 CL I viatelnet through a dialup connection from a remote location via the S8300:

1

2

6

Connect a USB modem to either of the two USB portsin the Avaya S8300 Media Server. It is
recommended to use a Multitech MultiModem USB, MT5634ZBA-USB-V92.

Use the Avaya Maintenance Web Interface (MWI1) to configure the USB port on the S8300 for
modem use. For instructions, see the Upgrade and Service Guide for the Avaya G350 Media
Gateway, 555-245-106.

From aremote computer, create a dialup network connection to the S8300. Use the TCP/IP and
PPP protocols to create the connection.

Open any standard telnet program on the remote compuiter.

Enter the command telnet, followed by the IP address of the S8300 USB port to which the
modem is connected.

Enter the command telnet, followed by the PMI of the G350.

Accessing CLI with a console device

To access the CLI with a console device, use one of the following types of console devices:

Seria terminal
Laptop with serial cable and terminal emulator software

Connect the console device to the console port on the front panel of the Avaya G350 Media Gateway. Use
only an approved Avaya serial cable. For more information about approved Avaya serial cables, see
Overview of the Avaya G350 Media Gateway, 555-245-201.

For more information about the console port, see Configuring the console port on page 95.
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Accessing Avaya IW

The Avaya Installation Wizard (Avaya W) is aweb-based installation wizard that is used with the Avaya
G350 Media Gateway to perform initial configuration tasks and to upgrade software and firmware. The
Avaya lW is designed for use with systems that contain an S8300 Media Server, operating in either ICC
or LSP mode. See The Media Gateway Controller (MGC) on page 46.

Specifically, you can perform the following tasks with the Avaya IW:

* Configure PMI information — see Configuring the Primary Management Interface (PMI) on
page 44

¢ Configure SNMP information — see Configuring SNMP on page 99

¢ Configure Ethernet interfaces — see Configuring Ethernet ports on page 61

¢ Configure primary and secondary Media Gateway Controllers — see The Media Gateway
Controller (MGC) on page 46

¢ Install license and password files

¢ Install software and firmware upgrades — see Software and firmware upgrades on page 50

¢ Enable and configure the USB ports of the S8300 for modem use
When performing initial configuration of the G350, you can access and run the Avaya IW using alaptop
computer. To configure the G350 using Avaya IW:
1  Connect alaptop computer to the Services port of the S8300, using a crossover cable.
2  Make surethelaptop is configured as follows:
e |PAddress: 192.11.13.5
* NetMask: 255.255.255.252
* Disable DNS
¢ Clear the primary WIN and secondary WIN |P Addresses
¢ Disable the Proxy Server in the Internet Explorer

3 Launch the Internet Explorer on the laptop and type the following URL to access the S8300
Media Server Home Page; http://192.11.13.6

4 Enter the appropriate login name and password.
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5  Select the Launch Installation Wizard link from the home page. The Overview screen appears:

Integrated Management
AVAyA Installation Wizard

About Exit

. -
u Overview

wWelcome! This wizard will guide you through the installation of your Avaya™ Media
Server, Use this wizard to:

= Install the Media Server OR

= Upgrade the Media Server with new software and/or Media Gateway firmware

TIP: To learn more about the wizard, click About,

NOTE: You are NOT accessing the wizard via a direct connection to the
services ethernet port. If your browser is configured to use a proxy server,
please make sure that the first portion of the IP address (i.e. 135.9.%}) or
DMNS root {i.e. *.avaya.com) used to access the wizard is included as an
Exception address in your proxy server. To view or change your proxy
server settings, click the following on the browser tool bar:

{Tools--=Internet Options-->Connections-->LAN Settings-->Advanced)
If you are using a proxy server and do not provide this exception, then the

proxy server may cause the session to timeout, which makes the wizard
appear as if it has stalled.

This product includes software developed by the Apache Software Foundation
Sea wwiw spache org for more information

4 Back CONTINUE p

6 Click Continue. The Avaya IW performs system auto-discovery and displays the results on the
following screen:

Integrated Management
AVAyA Installation Wizard

n
W Auto Discovery Results

Steps This wizard autornatically detected the following system data for this
1 General solution. Click Continue,
- Auto Discovery

Server Type: S8300_Primary_G350

Media Gateway Serial Number: DFL567393KK

Avaya Communication Manager RO12%.00.0.214.0
Software Version: Release String: S8300-D012-214.0

Installed Patch ID Description Status

00.0.214.0-0002 Patch 0002 for 214.0 applied

CONTINUE p

7  Click Continue to proceed through the Avaya IW configuration screens. Follow the instructions
in each screen.
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10

To configure the G350’s PMI, click Media Gateways, then IP Addresses. The PMI configuration
screen appears. The IP address and subnet mask of the PMI should appear in this screen. Change
this IP address and subnet mask in accordance with your system specifications. For information

on the PMI, see Configuring the Primary Management Interface (PMI) on page 44.

Integrated Management
AVAyA Installation Wizard

About  Exit n .
W IP Addresses — 3350 Media Gateway DFL567393KK

Steps Identify the primary management interface (PMI} to the IP network, Type
General the appropriate network settings and then click Continue,

Media Server
Media Gateways PMI
- IP Addresses

Hostname k}350 {Optional)

1P Address W
Subnet Mask W
WLAN Murnber |1—

Default Gateway IW

Spanning tree W

Finish Up

CONTINUE p

Press Continue. The SNMP screen appears. For information on configuring SNM P settings, see

Configuring SNMP on page 99.

Integrated Management
AVAyA Installation Wizard

m n =
W IP Addresses — 3350 Media Gateway

Steps Set the SNMP Community Strings, Type the appropriate string and then click
General Continue.

Media Server

Media Gateways C ity C ity
Access String

: Read only Ibublic

Finish Up Read Write Iexperiment
Trap Ipublic
Snmp Trap
{optional)

Destination 1 W
Destination 2 lm
Destination 3 W
Destination 4 I

Destination 5

CONTINUE p

Configure the SNMP settings, then press Continue. The Media Gateway Controller Information

screen appears. Click Continue to display the Media Gateway Controller List screen. The IP
addresses of the primary MGC (Media Gateway Controller) appearsin the first |P address box.
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The IP addresses of up to three additional MGCs may appear in the subsequent boxes. For
information on configuring MGCs, see Configuring the Media Gateway Controller (MGC) on

page 45.

AVAYA

Steps
» 1 General
o 2 Media Server
3 Media Gateways
- IP Addresses

Gl

Finish Up

dot of the G350.

Integrated Management
Installation Wizard

n
W Media Gateway Controller Information

Configure the media gateway controller list with the media servers that will
provide call processing service for the media gateway. Additionally,
configure the associated transition points used by the media gateway when
searching for an alternate call processing controller in the case that the
current call processing controller cannot be reached. Enter the required
information and then click Continue.

IP Address

[ (optionan
[ (optionan
[ (optionan

Transition Point Information

Primary Search Time |15 {minutes)
Total Search Time |3U {minutes)

Transition Paint |1

Controller Ping

I Ping Test

CONTINUE p

11  Click Continue. The following screen displays information about the modules installed in each

AVAYA

About Exit
Steps
» 1 General
o 2 Media Server
3 Media Gateways

Integrated Management
Installation Wizard

R
W IP Addresses

This wizard autornatically detected the following media gateway. To
configure a gateway, click the icon in the Action column, See the Action
help information for futher detail. To refresh this page with the latest
configuration values, click Refresh. after configuring the gateway, click
Continue.

Configured Media Gateway o,y y3  yy y5  ve ¥7  Action
Identifier

0 DFLS67393KK  ICC MM720 MM712 MM711 MM710 MM760 AMALOG q?

CONTINUE p
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13

Locate the serial number of the G350 on the list and click itsicon in the Action column. The
G350 serial number is a 12-character string that can be found on alabel on the back panel of the
G350. The Firmware screen appears. Use the Firmware screen to display current firmware
versions and upload new firmware.

Integrated Management
A\/AyA Installation Wizard

m n =
W Firmware — Media Gateway DFL567393KK

Steps This wizard autornatically detected the firmware versions for the media gateway and the
» 1 General associated media modules, You must select each available version by clicking on the checlk
J 2 Media Server box in the Select column. After selgcting, c:Ii_c:k on the Continue bu_tton to u_pgrad_e the
selected comnponents, To refresh this page with the latest firmware information, click Refresh,
3 Media Gateways To continue to next page, click Continue without selecting any components to upgrade,

- IP Add

- Firmware =
4 Alarming Upload New Firmware...

5 Finish Up

Component) Media Hardware Installed Available
Select  Upgraded Processor Module Yintage Firmware Yersion
G350
O (SW Tmage) M8 4 20.10.2 3
Device
O Manager M8 M8 1.0.6 1.0_3
O ICC w1l 11 21 3
O MM720 vz 12 22 3 =
O MM712 V3 13 23 3
O MM711 wd 14 24 3
MM710 S 15 25 3

CONTINUE p

Follow the instructions in the Wizard to perform the remaining configuration steps. Instructions
for the latest version of the Avaya IW are found under the Avaya Installation Wizard Job Aid link
on the Avaya Installation Wizard web support site: http://support.avaya.com/avayaiw.

Accessing GIW

The Gateway Installation Wizard (GIW) is an automated tool that allows you to perform a streamlined
installation and configuration of astandalone G350. You can use the GIW to perform initial configuration
of the G350 and to upgrade software and firmware. Specifically, you can perform the following tasks
with the GIW:

32

Configure PMI information — see Configuring the Primary Management Interface (PMI) on
page 44

Configure SNMP information — see Configuring SNM P on page 99

Configure primary and secondary Media Gateway Controllers — see The Media Gateway
Controller (MGC) on page 46

Check connectivity with Media Gateway Controller
Display information on the G350 and media modules installed on the G350
Enabl e the console port for modem use — see Configuring the console port on page 95

Install software and firmware upgrades — see Software and firmware upgrades on page 50
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To use GIW:

Install GIW on alaptop computer from the CD provided by Avaya. The laptop should be running
Windows 2000 or Windows X P to support GIW.

Plug one end of an RJ-45 to RJ-45 cable into a DB-9 adapter.
Plug the RJ-45 connector at the other end of the cable into the console port of the G350.

1

a b W DN

Accessing the Avaya G350 Media Gateway
Accessing GIW

Plug the DB-9 end of the cable into the COM port of the laptop computer.

From your laptop computer, double-click the GIW icon to run GIW. The Overview screen

appears:

=iEix
AVAYA

Steps
1 Overview
2 COM Port
3 Initialization
4 Media Gateways
5 Finish Up

Integrated Management
Gateway Installation Wizard

Overview

Wwelcome! This wizard will guide you through the installation of your Media
Gateway(s), Use this wizard to:

m Restore the Media Gateway and its components to factory default settings
AND

m Configure Media Gateway IP Addresses

Before you begin, you must:
m Connect to the Media Gateway through the Console Port located on the
front of the Media Gateway,

m Have all Media Gateway IP configuration information.

TIP: Tao learn more about the wizard, click about .

4 BACK CONTINUE p

Administration of the Avaya G350 Media Gateway

December 2003

33



Accessing the Avaya G350 Media Gateway
Accessing GIW

6 Click Continue. The COM Port Selection screen appears.

g.?.g Gateway Installation Wizard

=10l
AVAyA Integrated Management

Gateway Installation Wizard

= COM Port Selection

Steps

Select the serial communications {COM) port on your PC that you are using
J 1 Overview to connect to the Media Gateway, and then click Continue,

2 COM Port

3 Initialization COM Port |con-11 vl

4 Media Gateways
5 Finish Up

CONTINUE p

7 Select the COM port on the laptop that you are using the connect to the G350.
8 Click Continue to display the Configure the Modem screen:

* If you wish to configure the G350 via remote configuration through the CON port, select
Enable the modem for remote installation.

If you wish to continue the configuration using GIW, select Continue the installation
using this wizard.

g.?.g Gateway Installation Wizard

=10l
AVAyA Integrated Management

Gateway Installation Wizard

= Configure the Modem
Steps rou now have the option of enabling the modem and continuing the
B 1 overview installation remotely, or you can continue to use the wizard to install the
edia Gateway locally. Sele e correct option an en click Continue.
J Media Gat | Iy, Select th ct opti dth lick Cont
2 COM Port
3 Initialization
- Configure Modem X X
e (e — ¥ Enable the modem for remate installation
4 Media Gateways

" Continue the installation using this wizard
5 Finish Up

CONTINUE p

Administration of the Avaya G350 Media Gateway
December 2003



Accessing the Avaya G350 Media Gateway
Accessing GIW

9  Click Continue. If you selected Enable the modem for remote installation, the Connect Modem
screen appears. Click Finish to exit GIW.

R IeTE
AVAy& Integrated Management
Gateway Installation Wizard

= Connect Modem

Steps The modem has been enabled! You can now disconnect the wizard from the

Media Gateway, and connect the modem to the Media Gateway serial port,
To exit this wizard, click Finish,
v 2 COMPort

1 Overview

v/ 3 Initialization
4 Finish Up

- Connect Modem

FINISH P

10

If you selected Continue the installation using this wizard, the Initializing the Components
screen appears.

g.?.g Gateway Installation Wizard

=101
AVAYA

Integrated Management
Gateway Installation Wizard

= Initializing the Components
Steps Use this page to restore the G350 Media Gateway to factory defaults, and to

initialize the Gateway installation session. Check the appropriate boxes and
click Continue,
v 2 COMPort

1 Overview

3 Initialization

- Configure Modem

- Initialize Wizard [~ Restore Media Gateway to Factory Default Configuration

4 Media Gateways [™ Initialize the Gateway Installation Session

5 Finish Up

CONTINUE p
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11  Click Continue. The IP Addresses screen appears.

AVAyA Integrated Management

Gateway Installation Wizard

= IP Addresses

Steps This wizard automatically detected the following information about this
media gateway. To configure the media gateway, click the icon in the
Action column, To refresh this page with the latest configuration values,
~ 2 COM Port click Refresh, after configuring the gateway, click Continue,

o 1 Overview

v/ 3 Initialization

Media Gateway

4 Media Gateways Configured Identifier ¥1 ¥2 ¥3 ¥4 ¥5 ¥6 ¥7

- IP Addresses
. DFLS67393KK  MM710 MM720 MM712 MM711 MM710 MM760 N/A
5 Finish Up

CONTINUE p

12  Locatethe serial number of the G350 on thelist and click itsicon in the Action column. The G350

serial number is a 12-character string that can be found on alabel on the back panel of the G350.
The PMI configuration screen appears.

o]
AVAyA Integrated Management
N Gateway Installation Wizard

= IP Addresses - G350 Media Gateway 02DR46464646

Steps Identify the primary management interface (PMI} to the IP network, Type

o 1 Overview the appropriate network settings, and then click Continue,
v 2 COMPort
v 3 Initialization

PMI
4 Media Gateways

- IP Addresses Hostname |(3350| {Optional)
5 Finish Up IP Address |135.9.?El.120

Subnet Mask I255.255.255.D
WLAN Number |1
Default Gateway I135.9.?8.254

Spanning Tree =2

CONTINUE p

13 ThelP address and subnet mask of the PMI should appear in this screen. Change this IP address
and subnet mask in accordance with your system specifications. For information on the PMI, see
Configuring the Primary Management Interface (PMI) on page 44.
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14  Whenyou arefinished, click Continue to display the next G350 configuration screen. The SNMP
parameters should appear. For instructions on SNMP configuration, see Configuring SNMP on
page 99.

& Gateway Installation Wizard ] 5

AVAyA Integrated Management

Gateway Installation Wizard

= Ip Addresses - G350 Media Gateway DFL567393KK

Steps Configure the SNMP Community Strings and any SHMP Trap Destinations,

o 1 Overview Type the appropriate settings, and then click Continue,
v 2 COMPort

+ 3 Initialization . . .
Community Access Community String

4 Media Gateways

- IP Addresses Read Only |Dub|ic
5 Finish Up Read Write |pub|ic

Trap |pub|ic

Snmp Trap
Destination 1 |135,g,?8.54
Destination 2
Destination 3
Destination 4

Destination 5

15 Click Continue to display the Media Gateway Controller List screen. The IP addresses of the
primary MGC (Media Gateway Controller) appearsin thefirst IP address box. The |P addresses
of up to three additional MGCs may appear in the subsequent boxes. For information on
configuring MGCs, see Configuring the Media Gateway Controller (MGC) on page 45.

& Gateway Installation Wizard ] 5

AVAyA Integrated Management

Gateway Installation Wizard

= IP Addresses - Media Gateway Controller List

Steps Configure the media gateway controller list with the media servers that will
o 1 Overview provide call processing service for the media gateway, Additionally,
J 2 COM Port configL!re the associated transition poiljts used by thfe media gateway when
searching for an alternate call processing controller in the case that the
v/ 3 Initialization current call processing controller cannot be reached. Enter the required
4 Media Gateways information and then click Continue.
- IP Addresses Controller Ping IP Address

5 Finish Up 135.9.78.79|

(Optional) Ping Test

{Optional)

{Optional)
Transition Point Information

Primary Search Time |15 {minutes)

Total Search Time ISD {minutes)

Transition Point Il

CONTINUE p
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Accessing GIW

16 Click Continue. The Change Root Password screen appears. You can use this screen to change

the password.

g.?.g Gateway Installation Wizard

AVAYA

Steps
1 Overview
2 COM Port
3 Initialization
4 Media Gateways
5 Finish Up

- Change Password
- Save Files

Integrated Management
Gateway Installation Wizard

E Change Root Password

rou now have the option of changing the root password on the G350 Media
Gateway, First enter the current password, then enter the new password and
canfirm the new password by entering it again. Continue with the password
change by clicking Continue, If you do not want to change the password,
leave the password fields blank and click Continue,

Current Password I
Mew Password I
Confirm Mew Password I

CONTINUE p

=101

17 Click Continue. The Finish Up screen appears. Click Finish to complete the configuration.

g.?.g Gateway Installation Wizard

AVAYA

Steps
1 Overview
2 COM Port
3 Initialization
4 Media Gateways
5 Finish Up

- Change Password
- Save Files

Integrated Management
Gateway Installation Wizard

| | L
= Finish Up

Congratulations, the installation is complete!

Mote: You may now configure the WAN router by using the G350 Media
Gateway Device Manager, or by using the media gateway's command line
interface {CLIJ, To access the Device Manager, point a browser to the IP
address that was assigned to the G350 Media Gateway, and follow the
instructions, To use the CLI, connect to the media gateway via a serial
connection or a telnet session.

To save the installation log file to your laptop, click the Save Log File

button. Specify where the file should be saved on your laptop, and click the
"Zave" option on the dialog box,

Save Log File...

FINISH P

=101
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Accessing Avaya Communication Manager

Use Avaya Communication Manager software to control telephone services that the Avaya G350 Media
Gateway provides. Avaya Communication Manager software runs on a media server. There might be
several media servers on your network that can control the Avaya G350 Media Gateway. You can access
Avaya Communication Manager on any media server that is a Media Gateway Controller (MGC) for the
Avaya G350 Media Gateway. For more information, see The Media Gateway Controller (MGC) on

page 46.

You can access Avaya Communication Manager with any of the following;:

* Avaya Site Administration (ASA). ASA provides wizards and other tools that help you to use
Avaya Communication Manager effectively. For more information, see Administrator’s Guide for
Avaya Communication Manager, 555-233-506.

¢ Telnet to port 5023 on the media server, using the following syntax: telnet <IP address of the
media server> <5023>. For more information, see Administrator’s Guide for Avaya
Communication Manager, 555-233-506.

* Avaya G350 Media Gateway CLI. See Accessing the registered MGC on page 48.

Managing login permissions

This section explains how to manage login permissions and contains the following topics:

* Security overview — overview of the G350’s internal security mechanism and how it can operate
in conjunction with a RADIUS authentication system

¢ Managing users and passwords — explanation of the users, passwords, and access privileges, and
instructions on how to define new users

¢ RADIUS authentication — instructions on how to configure the G350 to work with an external
RADIUS server

Security overview

The Avaya G350 Media Gateway includes a security mechanism through which the system administrator
defines users and assigns each user and username and a password. Each user is assigned a privilege level.
The user’s privilege level determines which commands the user can perform.

In addition, the G350 can be configured to work with an external RADIUS server to provide user
authentication. When RADIUS authentication is enabled on the G350, the RADIUS server operatesin
conjunction with the G350 security mechanism. When the user enters a username, the G350 first searches
its own database for the username. If the G350 does not find the username in its own database, it
establishes a connection with the RADIUS server, and the RADIUS server provides the necessary
authentication services.
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Managing users and passwords
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When you access the Avaya G350 Media Gateway, the gateway prompts you for a username and
password. You must provide a username and password when you perform the following three actions:

*  When you access the CLI. For more information, see Accessing the CLI on page 25.

* When you connect to the console port modem with dialup PPP. For more information, see
Accessing CL| via modem on page 26.

¢ When you open Avaya G350 Manager.

When you use Avaya G350 Manager or the CL1, the username determines your privilege level. The
commands that are available to you during the session depend on your privilege level.

If your network has a RADIUS server, you can use RADIUS authentication instead of a username and
password. A RADIUS server provides centralized authentication service for many devices on a network.
For more information, see RADIUS authentication on page 41.

Privilege level

When you start to use Avaya G350 Manager or the CLI, you must enter a username. The username that
you enter setsyour privilege level. The commands that are available to you during the session depend on
your privilege level. If you use RADIUS authentication, the RADIUS server sets your privilege level.

The Avaya G350 Media Gateway provides three privilege levels. The following table shows the privilege
levels:

Table 1: CLI privilege levels

Privilege level Purpose

Read-only View configuration parameters

Read-write View and change configuration
parameters

Admin View and change configuration

parameters and security parameters

You can use Read-only privilege level to view configuration parameters.

You can use Read-write privilege level to view and change al configuration parameters except those
related to security. For example, you cannot change a password with Read-write privilege level.

You can use Admin privilege level to view and change all configuration parameters, including parameters
related to security. Use Admin privilege level only when you need to change configuration that is related
to security, such as adding a new user accounts and setting the device policy manager source.

The default username has Admin privilege level. For security reasons, the network administrator usually
changes the password of the preset username. For more information about privilege levels, see Avaya™
G350 Media Gateway CLI Reference, 555-245-202.
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Configuring usernames

To create a username, use the username command. To remove a username, use the no username
command. To change the password or the privilege level for a username, remove the username and add it
again. You need an Admin privilege level to use the username and no username commands.

When you create a new user, you must define the user’s password and privilege level. The following
example creates a user named John with the password johnny and a Read-write privilege level:

&350- 001> usernane john password johnny access-type read-wite

RADIUS authentication

If your network has a RADIUS server, you can configure the Avaya G350 Media Gateway to use
RADIUS authentication. A RADIUS server provides centralized authentication service for many devices
on anetwork. When you use RADIUS authentication, you do not need to configure usernames and
passwords on the G350. When you try to access the G350, the G350 searches for your username and
password in its own database first. If it does not find them, it activates RADIUS authentication.

To use RADIUS authentication:

1 Configure your RADIUS server with the usernames, passwords, and privilege levels that you
want to use on the G350.

2 Configure RADIUS authentication on the G350.

Use the following commands to configure RADIUS authentication on the G350. For more information
about these commands, see the Avaya™ G350 Media Gateway CLI Reference, 555-245-202.

1 Usetheset radius authentication enable command to enable RADIUS authentication.

2 Usetheset radius authentication secret command to set the shared secret for the authentication.
This command must be followed by atext string. For example:

set radi us authentication secret hush

3 Usetheset radius authentication server command to set the |P address of the primary or
secondary RADIUS Authentication server.

You can use the following commands to change the RADIUS parameters. These commands are optional.
* Usetheset radius authentication retry-number command to set the number of times to resend
an access request when there is no response.
* Usetheset radius authentication retry-time command to set the time to wait before resending
an access request.

¢ Usetheset radius authentication udp-port command to set the RFC 2138 approved UDP port
number. Normally, the UDP port number should be set to its default value of 1812. Some early
implementations of the RADIUS server used port number 1645,

To disable RADIUS authentication on the G350, use the set radius authentication disable command.

To display the RADIUS parameters, use the show radius authentication command. Shared secrets are
not displayed.
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Special security features

This section describes the following special security features:

e Enabling and disabling recovery password — instructions on how to enable and disable the
recovery password, which provides emergency access to the G350 via a direct connection to the
console port

e Enabling and disabling telnet access — instructions on how to enable and disable telnet access to
and from the G350

Enabling and disabling recovery password

The G350 includes a special recovery password. The purpose of the recovery password isto enable the
system administrator to access the G350 in the event that the regular password is forgotten. You can only
use the recovery password when accessing the G350 via a direct connection to the console port. See
Accessing CL 1 with a console device on page 27.

You can use the set terminal recovery password command to enable or disable the recovery password.
You can only use this command when accessing the G350 via a direct connection to the console port.

Enabling and disabling telnet access
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You can enable and disable the G350’s ability to establish incoming and outgoing telnet connections,
using the following commands. You can only use these commands when accessing the G350 via a direct
connection to the console port. See Accessing CLI with aconsole device on page 27.

¢ Usetheip telnet command to enable the G350 to establish an incoming telnet connection. Usethe
no form of this command to disable the G350's ability to establish an incoming telnet connection.

* Usetheip telnet client command to enable the G350 to establish an outgoing telnet connection.
Usetheno form of this command to disable the G350’s ability to establish an outgoing telnet
connection.
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5 Basic device configuration

This chapter provides information about basic configuration of the Avaya G350 Media Gateway and
contains the following sections:

¢ Defining an interface — instructions on how to define a new interface and its | P address

¢ Configuring the Primary Management Interface (PMI) — instructions on how to configure
parameters that identify the G350 to other devices

¢ Defining the default gateway — instructions on how to define a G350 interface as the G350's
default gateway

¢ Configuring the Media Gateway Controller (MGC) — instructions on how to configure an MGC
to work with the G350

* Viewing the status of the device — instructions on how to view the status of the G350

¢ Version management — instructions on how to manage and upgrade software, firmware,
configuration, and other files on the G350

Defining an interface

In anew Avaya G350 Media Gateway, only the console interface is defined. All other interfaces must be
defined by the administrator, after installation of the G350.

To define an interface:

1 Usetheinterface command to enter the interface context. Some types of interfaces require an
identifier as a parameter. Other types of interfaces require the interface’s modul e and port number
as a parameter. For example:

interface vlian 1
interface serial 2/1

For moreinformation on the various types of interfaces, see Router interface concepts on
page 132.

2 Usetheip address command, followed by an | P address and subnet mask, to assign an | P address
to the interface.

¢ Usetheload-interval command to set the load calculation interval for the interface.

3 For alist and descriptions of other interface configuration commands, see Configuring interfaces
on page 132. For interface configuration examples, see WAN configuration example on page 85.
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Configuring the Primary Management Interface (PMI)
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The Primary Management Interface (PM1) address is the IP address of an interface that you can specify
on the Avaya G350 Media Gateway. The first IP address you configure on the G350 automatically
becomes the PMI. You can subsequently assign any |P interface to be the PMI.

The PMI isused as the | P address of the G350 for the following management functions;

Registration of the G350 to an MGC

Sending SNMP traps

Opening telnet sessions from the G350

Sending messages from the G350 using FTP and TFTP protocol

See Configuring the Media Gateway Controller (MGC) on page 45.

You can designate any of the G350's interfacesto serve asthe G350's PMI. The PMI must be an IP
address that the MGC recognizes. If you are not sure which interface to use as the PMI, check with your
system administrator.

To set the PMI of the G350:

1

w

Usetheinterface command to enter the context of the interface to which you want to set the PMI.
For example, to usethe VLAN 1 interface asthe PMI, type interface vlan 1.

NOTE:
If theinterface has not been defined, you must define it now. See Defining an interface on

page 43.

Type the pmi command.
Type exit to return to the general context.

Type the copy running-config startup-config command. This saves the new PMI in the startup
configuration file.

Use thereset command to reset the G350.

NOTE:

Most configuration changes take effect as soon as you make the change, but must be saved
to the startup configuration file in order to remain in effect after you reset the G350. The
PMI addressis an exception. A change to the PMI does not take effect at all until you reset
the G350.

To verify that the G350 is how using the new PMI, type the show pmi command in general
context. This displaystwo PMIs:

¢ Active PMI — the PMI the G350 is currently using, as defined in the running
configuration file

* Configured PMI — the PMI that the G350 is configured to use after reset, asdefined in the
startup configuration file

After you reset the G350, both the Active and the Configured PMI should be the same | P address.
When you change the PMI without resetting the G350, the new PMI is displayed as the
Configured PMI, while the old PMI is displayed asthe Active PMI. The new PMI does not
become the Active PMI until you reset the G350.
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Use the following commands to configure other identification information:

Use the set system contact command to set the contact information for the G350.
Use the set system location command to set the location information for the G350.
Use the set system name command to specify the name of the G350.

Defining the default gateway

The G350 uses a default gateway to connect to outside networks that are not listed on the G350’s routing
table. To define a default gateway, use theip default-gateway command, followed by either the IP
address or name (type and number) of the interface you want to define as the default gateway.

The following example defines the interface with the | P address 132.55.4.45 as the default gateway:

ip default-gateway 132.55.4.45

The following example defines Serial interface 5/1:1 as the default gateway:

ip default-gateway Serial 5/1:1

Configuring the Media Gateway Controller (MGC)

This section provides information about configuring a Media Gateway Controller (MGC) to work with
the G350 and includes the following topics:

The Media Gateway Controller (MGC) — an overview of the types of MGCs that can be used
with the G350

Configuring the MGC list — instructions on how to register primary and backup MGCs for the
G350

Setting reset times — instructions on how to set time-outs for when the G350 has to reestablish a
connection with its MGC

Accessing the registered MGC — instructions on how to access the registered MGC using the
CLI

Monitoring the ICC — instructions on how to monitor the connection between the G350 and its
registered MGC using the CLI
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The Media Gateway Controller (MGC)

A Media Gateway Controller (MGC) controls telephone services on the Avaya G350 Media Gateway.
You can use amedia server with Avaya Communication Manager software asan MGC. The Avaya G350
Media Gateway supports both External Call Controllers (ECC) and Internal Call Controllers (ICC). An
ICC isan Avaya S8300 Media Server that you install in the G350 asa mediamodule. An ECC isamedia
server that communicates with the G350 over the network.

NOTE:

When the G350 uses an ECC, it can use an S8300 as a backup controller. The S8300
functionsin Local Survivable Processor (LSP) mode. If the ECC stops serving the G350,
the S8300 takes over the service.

The Avaya G350 Media Gateway supports the following media servers:

Table 2: Media servers supported by the Avaya G350 Media Gateway

Media server Type Usage

Avaya S8300 Media Server Media module ECC, ICC, or LSP
Avaya S8500 Media Server External ECC

Avaya S8700 Media Server External ECC

To register the G350 with an MGC, you need the G350’s serial number. You can find this serial number in
one of the following ways:

* Usetheshow system command
* Look for al12-character string located on alabel on the back panel of the G350

For more information, see Overview of the Avaya G350 Media Gateway, 555-245-201.

Configuring the MGC list
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The Avaya G350 Media Gateway must be registered with an MGC in order to provide telephone service.
Usethe set mgc list command to set the Avaya G350 Media Gateway's MGC. You can enter the |P
addresses of up to four MGCs with the set mgc list command. The first MGC on thelist is the primary
MGC. The Avaya G350 Media Gateway searches for the primary MGC first. If it cannot connect to the
primary MGC, it searches for the other MGCs on the list.

NOTE:
To register an S8500 or S8700 media server as the MGC, use the |P address of the media
server’s Control-LAN card (CLAN) rather than the I P address of the media server itself.(

The following is an example of the set mgc list command:
&350-001> set ngc |ist 132.236.73.2, 132.236.73.3, 132.236,73.4, 132.236.73.5
If the media server with the IP address 132.236.73.2 is avail abl e, that media server becomes the Avaya

G350 Media Gateway’s MGC. If that server is not available, the G350 searches for the next media server
on the list, and so on.
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To determine the result of the set mgc list command, use the show mgc command. This command has
the following output:

* Registered — indicates whether or not the Avaya G350 Media Gateway is registered with an
MGC (YES or NO).

¢ Active Controller — displaysthe | P address of the active MGC. If thereisno active MGC (i.e,, if
the set mgc list command failed to configure an MGC), thisfield displays 255.255.255.255.

e H248 Link Status — indicates whether the communication link between the Avaya G350 Media
Gateway and the MGC is UP or DOWN.

e H248 Link Error Code — If there is a communication failure between the Avaya G350 Media
Gateway and the MGC, thisfield displays the error code.

To show the current MGC list, use the show mgc list command. This command shows the | P addresses
of the MGCs on the MGC list.

To remove one or more MGCs from the MGC list, use the clear mgc list command. Type the |P address
of the MGC you want to remove as an argument to remove that MGC. You can remove more than one
MGC with one command by typing the IP addresses of all the MGCs you want to remove, separated by
commas. To remove all the MGCs on the list, use the clear mgc list command with no arguments.

To change the Avaya G350 Media Gateway’'s MGC list:
1 Usetheclear mgc list command with no arguments to clear the MGC list.
2 Usetheset mgc list command with a different set of 1P addresses.

NOTE:
If you use the set mgc list command without first clearing the MGC list, the G350 simply
adds the new MGCs to the end of the MGC list.

Setting reset times

If the connection between the Avaya G350 Media Gateway and its registered MGC is lost, the G350
attempts to recover the connection. Use the set reset-times primary-search command and the set reset-
times total-search command to set the time-out for the G350’s search for the primary MGC and the
other MGC'son its MGC list, respectively. Use the set reset-times transition-point command to
configure the point at which the primary MGCsin the list end and the L SPs begin. For example, if there
arethree IP addresses in the MGC list and the third address is the L SP, the transition point should be 2.

The default time for the primary search is 1 minute. The default time for the total search is 30 minutes.
The default transition point is 1.

For example:

G350-001> set reset-tines prinmary-search 20
G350-001> set reset-tines total -search 40
350- 001> set reset-tines transition-point 1

In this example, in the event of aloss of connection with the registered MGC, the G350 searches for the
primary MGC on its MGC list for 20 minutes. If the G350 does not establish a connection with the
primary MGC within thistime, it searches for the other MGCs on the list for atotal of 40 minutes.

Use the show recovery command to show the status of MGC and ICC monitoring and recovery setup.
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Accessing the registered MGC

To access the Avaya G350 Media Gateway’s registered MGC through the G350:
* |f the MGC isan S8300 media server, use the session mgc command.

¢ If the MGC isan S8500 or S8700 media server, use the set mediaserver command to manually
define the MGC's I P address, then use the session mgc command to access the MGC

If the G350 includes an S8300, use the session icc command to access the S8300. You can use this
command whether or not the local S8300 is the G350's registered MGC.

NOTE:
Both the session mgc command and the session icc command open atelnet connection
to the MGC.

To open a connection directly to the Avaya Communication Manager System Access Terminal (SAT)
application in the MGC, add sat to the command. For example:

G350- 001> session ngc sat

To open a connection to the MGC's LINUX operating system, do not add sat to the command. For
example:

G350- 001> session ngc

Monitoring the ICC

When an MGC controls telephone services on the Avaya G350 Media Gateway in |CC mode, the G350
monitors the connection with the MGC. If the connection with the MGC islost, the G350 starts a
recovery process. Use the following commands to configure MGC monitoring:

* Usetheset icc-monitoring command to control heartbeat monitoring of an ICC or LSP. The
enable parameter enables heartbeat monitoring. The disable parameter disables heartbeat
monitoring.

¢ Usetheshow icc-monitoring command to display the status of the ICC/L SP monitoring process.

Viewing the status of the device

To view the status of the Avaya G350 Media Gateway, use the following commands. For more
information about these commands, see Avaya G350 Media Gateway CLI Reference, 555-245-202.

* Usetheshow faults command to view information about currently active faults.

* Usetheshow mgc command to view information about the Media Gateway Controller with
which the G350 is registered. For more information, see Configuring the Media Gateway
Controller (MGC) on page 45.
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* Usetheshow mm command to view information about media modules that are installed in the
G350. To view information about a specific media module, include the slot number of the media
module as an argument. For example, to view information about the mediamodulein slot 2, enter
show mm v2. The output of the command shows the following information:

— Slot number

— Uptime

— Type of mediamodule

— Description

— Seria number and other hardware identification numbers
— Firmware version

— Number of ports

— Fault messages

* Usetheshow module command or the show mg list command to view brief information about
media modules that areinstalled in the G350. To view brief information about a specific media
module, include the ot number of the media module as an argument. For example, to view
information about the media module in slot 2, enter show module v2. The output of the
command shows the following information:

— Slot number

— Firmware version

— Type of mediamodule
— Mediamodule code

¢ Usetheshow system command to display the serial number of the G350, the G350's uptime, the
firmware version number, MAC addresses, and other system information.

* Usetheshow restart-log command to view information about the last time that the G350 was
reset.

¢ Usetheshow temp command to view the temperature of the G350 CPU. This command also
displays the high and low temperatures that will trigger a temperature warning.

* Usetheshow voltages command to view the power supply voltages of the G350.

* Usetheshow utilization command to display information about CPU and memory usage on the
G350.

NOTE:
Before using this command, you must first use the set utilization cpu command to enable
CPU utilization measurements.

¢ Usethetest led command to test the syssem ALM and MDM and system CPU LEDs on the front
panel of the G350. The CPU and media module LEDs blink for five seconds.
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Version management

This section provides information about management and upgrading software, firmware, configuration,
and other files on the Avaya G350 Media Gateway and contains the following sections:

¢ Filetransfer — overview of transferring software and firmware files to the G350
¢ Software and firmware upgrades — instructions on how to upgrade software and firmware

¢ Managing configuration files — instructions on how to manage configuration files

¢ Ligting thefiles on the Avaya G350 Media Gateway — instructions on how to display alist files
on the G350, along with their version numbers

File transfer

The Avaya G350 Media Gateway can be aclient for the FTP and TFTP protocols. Usethe FTP or TFTP
protocol to transfer files between the Avaya G350 Media Gateway and other devices. You can usefile
transfer to:

¢ Install software and firmware upgrades on the G350

¢ Install firmware upgrades on media modules

* Back up the configuration settings of the G350

* Restore the configuration settings of the G350 from a backup

To usefile transfer, you need to have an FTP server or TFTP server on your network.

NOTE:

If you use an FTP server, the G350 prompts you for a username and password when you
enter acommand to transfer afile. Also, when opening an FTP connection to the S8300,
all anonymous FTP file transfers are restricted to the /pub directory. Permission for
anonymous FTP usersto create filesin other directoriesis denied.

Software and firmware upgrades

You can upgrade software on the Avaya G350 Media Gateway. Software used to control the Avaya G350
Media Gateway itself and mediamodulesinstalled on the G350 is called firmware. Usethe FTP or TFTP
protocol to upload a new version of software or firmware. You can upgrade the following types of
software and firmware:

* Firmwarefor the Avaya G350 Media Gateway
¢ Javaapplet for Avaya G350 Manager

¢  Firmware for media modules

Managing the firmware banks

The Avaya G350 Media Gateway has two firmware banks:
e Bank A
e BankB
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Each firmware bank contains a version of the G350 firmware. These may be different versions. The
purpose of this feature isto provide software redundancy. If one of the versions becomes corrupted, you
can reset the G350 using the other version. Thisis particularly important when uploading new versions.

By default, when you turn on or reset the G350, the G350 loads firmware from Bank B. To change the
bank from which firmware is loaded during startup, type the set boot bank command. For example, to
configure the G350 to load firmware from Bank B on startup, type set boot bank bank-B. After typing
the set boot bank command, you must type the copy running-config startup-config command to save
the change. Now, when you reset the G350, it will load firmware from Bank B.

You can use the ASB button on the front panel to load firmware from the bank other than the default bank
during startup:

1 Pressand hold the reset button.
2  Pressand hold the ASB button.
3  Releasethereset button.
4  Releasethe ASB button.

For example, if the G350 is configured to load firmware from Bank B, use the steps listed above to reset
the G350 to load the firmware from Bank A instead.

To display the bank from which the G350 is currently set to load its firmware upon startup or reset, type
the show boot bank command.

Uploading software and firmware

When you upgrade software or firmware, you receive an upgrade file from Avaya. Place the file on your
FTPor TFTP server. Then, use one of the following commands to upload thefile to the G350. For each of
these commands, include the full path of the file and the IP address of the FTP or TFTP host as
parameters. When you enter the command, the CLI prompts you for a username and password.

When using FTP or TFTP commands, you must use the specific path to the fileon the FTP or TFTP
server according to the home directory of the service (FTP or TFTP) that you are using. For example, to
upgrade the firmware of an MM 312 mediamodule in dot 3 from a TFTP server with the IP address
192.1.1.10, where the home directory is c:\nhome\ftp\, where the upgrade file is located in the directory
c:\home\ftp\version, use the following command:

copy tftp nodul e \versi on\mmB12v51.fdl 192.1.1.10 3

NOTE:

When uploading firmware from the S8300, use only the file name, without the directory
path, in the command line. Otherwise, the procedure will fail. For instance, in the example
above, you must use the following command:

copy tftp nodul e mB12v51.fdl 192.1.1.10 3

NOTE:
When uploading firmware from the S8300 using TFTP, you may need to enable TFTP
servicein the Set LAN Security parameters of your web server.
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The following example uploads a firmware version with the path and file name C:\g350.net from an FTP
server with the P address 149.49.134.153 to Bank A of the G350:

copy

ftp SWimageA C\g350. net 149.49.134. 153

Usethe copy ftp EW_archive command to upgrade the Java applet for Avaya G350 Manager
software from an FTP server.

Use the copy ftp module command, followed by the module number of the module you want to
upgrade, to upgrade the firmware on a media module from an FTP server.

Usethecopy ftp SW_imageA command to upgrade the G350 firmwareinto Bank A froman FTP
server.

Usethe copy ftp SW_imageB command to upgrade the G350 firmware into Bank B froman FTP
server.

Use the copy tftp EW_archive command to upgrade the Java applet for Avaya G350 Manager
software from a TFTP server.

Use the copy tftp module command, followed by the module number of the module you want to
upgrade, to upgrade the firmware on a mediamodule from a TFTP server.

Use the copy tftp SW_imageA command to upgrade the G350 firmware into Bank A from a
TFTP server.

Use the copy tftp SW_imageB command to upgrade the G350 firmware into Bank B from a
TFTP server.

Managing configuration files
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A configuration fileis adatafile that contains a complete set of configuration settings for the Avaya
G350 Media Gateway. You can use configuration files to back up and restore the configuration of the
Avaya G350 Media Gateway. Usethe FTP or TFTP protocol to transfer a configuration file between the
G350 and a server on the network. You can back up either the running configuration or the startup
configuration to the server as a configuration file. When you restore a configuration file from a server, it
becomes the startup configuration on the G350. For more information about running configuration and
startup configuration, see Configuration using GUI applications on page 22.

To transfer a configuration file between the G350 and a server on the network, use one of the following
commands:

Usethecopy ftp startup-config command to restore a configuration file from an FTP server. The
configuration file becomes the startup configuration on the G350.

Use the copy tftp startup-config command to restore a configuration file from a TFTP server.
The configuration file becomes the startup configuration on the G350.

Use the copy running-config ftp command to back up the running configuration on the G350 to
an FTP server.

Usethe copy running-config tftp command to back up the running configuration on the G350 to
aTFTP server.

Usethe copy startup-config ftp command to back up the startup configuration on the G350 to an
FTP server.

Use the copy startup-config tftp command to back up the startup configuration on the G350 to a
TFTP server.
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Listing the files on the Avaya G350 Media
Gateway

Use the dir command to list al files that are on the G350. When you list the files that are on the G350,
you can see the version numbers of the software components. The dir command also shows the booter
file, which cannot be changed.

Administration of the Avaya G350 Media Gateway 53
December 2003



Basic device configuration
Version management

54

Administration of the Avaya G350 Media Gateway
December 2003



Configuring logging
Logging overview

6 Configuring logging

This chapter provides information on G350 system logging and contains the following sections:
* Logging overview — overview of the G350 logging package
¢ Syslog server — instructions on how to enable and disable Syslog servers

* Logging file— instructions on how to enable and disable message |ogging to non-volatile
memory, and how to display and delete the log file

* Logging session — instructions on how to enable and disable the display of logging messages to
your screen

* Filters and severity levels — explains how to filter logging messages

Logging overview

The Avaya G350 Media Gateway includes alogging package that collects system messagesin several
output types. Each of these typesis called a sink. When the system generates alogging message, the
message can be sent to each sink that you have enabled. You can define filters for each sink to limit the
types of messages the sink receives.

Table 3: Logging sinks

Sink Description

Session Logging messages are sent to the terminal screen. This
sink is disabled whenever a session ends, and remains
disabled until the user enablesiit.

Log file Logging datais saved in non-volatile memory
(NVRAM). Thesefiles serve as the system logging
database.

Sydlog Logging messages are sent to up to three configured

servers, using Syslog protocol.

System message do not always indicate problems. Some messages are informational, while others may
help to diagnose problems with communications lines, internal hardware, and system software. In
addition to system logging, the Avaya G350 M edia Gateway uses SNMP traps to monitor the system. See
Configuring SNMP on page 99.

By default, al sinks are disabled. When you reset the G350, the Session sink is disabled, even if you
enabled it during the session. The other sinksretain whatever setting they had before the reset. Filters are
not disabled when you reset the G350.
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Syslog server
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A Syslog server is aremote server that receives logging messages using Syslog protocol. This enables
storage of large log files, which you can use to generate reports. You can define up to three Syslog
servers.

To define and configure a Syslog server;

1 Todefinethe Syslog server, type the set logging server command, followed by the | P address of
the server.

2 Toenablethe Syslog server, type the set logging server enable command, followed by the IP
address of the Syslog server. When you define a new Syslog server, it is defined as disabled, so
you must use this command in order to enable the server.

3 Todefine an output facility for the Syslog server, type the set logging server facility command,
followed by the name of the output facility and the IP address of the Syslog server. (This step is
optional.) Thefollowing isalist of possible facilities:

auth (Authorization)

daemon (Background System Process)
clkd (Clock Daemon)

clkd2 (Clock Daemon)

mail (Electronic Mail)

local0 —local 7 (For Local Use)
ftpd (FTP Daemon)

kern (Kernel)

alert (Log Alert)

audi (Log Audit)

ntp (NTP Subsystem)

Ipr (Printing)

sec (Security)

syslog (System Logging)

uucp (Unix-to-Unix Copy Program)
news (Usenet news)

user (User Process)

The following example defines the FTP Daemon as the output facility for Syslog reports
generated by the Syslog server with the IP address 168.12.1.15:

set logging server facility ftpd 168.12.1.15

4 Tolimit access to the Syslog server output, type the set logging server access-level command,
followed by an access level (read-only, read-write, or admin). Only users with the appropriate
access level can access the Syslog output.

To disable a Syslog server, type the set logging server disable command, followed by the | P address of
the Syslog server.

To delete a Sydog server from the Syslog server table, typetheclear logging server command, followed
by the IP address of the Syslog server you want to delete.

To display the status of a Syslog server, use the show logging server condition command, followed by
the | P address of the Syslog server. If you do not specify an | P address, the command displays the status
of al Syslog servers defined for the G350. This command displays whether the server is enabled or
disabled, and al filters defined on the server.
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The Sydog sink has the following default settings:
* Severity — warning
* Facility —loca 7
* Accesslevel — read-write

Logging file

To enable the logging of system messages to alog file in non-volatile memory (NVRAM), type the set
logging file enable command. To disable the logging of system messagesto alog file, type the set
logging file disable command.

To delete the current log file and open an empty log file, type the clear logging file command.

To display messagesin thelog file, type the show logging file content command. You can filter this
command by severity per application. See Filters and severity levels on page 57. You can aso limit the
number of messagesto display. The following example displays the 50 most recent QoS messages with a
severity level of Critical or higher:

show | ogging file content qos critical 50

Logging session

To start the display of system messages to the terminal screen, type the set logging session enable
command. To discontinue the display of system messages to the terminal screen, type the set logging
session disable command.

To display how session logging is configured, type the show logging session condition command. This

command displays whether session logging is enabled or disabled, and all filters defined for session
logging.

Filters and severity levels

You can use filtering options to reduce the number of collected and transmitted messages. The filtering
options are based on message classification by application and severity. For a specified sink, you can
define the threshold severity for message output for each application. Messages with a severity lower
than the defined threshold are not sent to the specified sink.
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The following table lists the eight available severity levels.

Table 4: Severity levels

Severity level Code Description

Emergency 0 System is unusable

Alert 1 Immediate action required

Critical 2 Critical condition

Error 3 Error condition

Warning 4 Warning condition

Notification 5 Normal but significant condition
Informational 6 Informational message only

Debugging 7 Message that only appears during debugging

To configure afilter that will eliminate all messages for the specified application, type none instead of a
severity level.
The sinks have the following default severity levels:

® Session— warning

* Logfile— informational

¢ Syslog— warning

You define filters per application. The following table lists the applications for which you can define
filters.

Table 5: Logging applications 1 of 2

Application Description

boot System startup failures
system Operating system failures
router Core routing system failures
config Configuration changes
temp Temperature messages
filesys File system problem (flash)
fan Cooling system

supply Power supply system
security Authentication failure
cascade Stack CASCADE mechanism
qos QoS messages

switchfabric Switch fabric failures

1of2
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Table 5: Logging applications 2 of 2

Application Description

lag Link Aggregation package
vlan VLAN package

ospf OSPF routing package

rip RIP routing package

Idap LDAP client

snmp SNMP agent

policy Policy package

cli CLI

stp Spanning tree package
am ATM expansion

wan WAN plugged-in expansion
threshold RMON aarms

20f 2

To define afilter that appliesto every application, type all instead of the application.

Usethe set logging file condition command to create afilter for system messages that are logged to a
log file. The following example defines afilter in which QoS messages with a severity level of Critical or
higher are sent to the log file:

set logging file condition qos critical

Usethe set logging session condition command to create afilter for system messages that are
displayed on the terminal screen. The following example defines a filter in which all messages with a
severity level of Warning or higher are displayed on the screen:

set | ogging session condition all warning

Usethe set logging server condition command to create afilter for system messages that are logged to
the specified Syslog server. In addition to the application and severity level, you must specify the IP
address of the Syslog server to which you want to apply the filter. The following example defines a filter
in which no RIP messages are sent to the Syslog server with the | P address 175.5.16.33:

set logging server condition rip none 175.5.16.33
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4 Configuring Ethernet ports

This chapter provides information about configuring Ethernet ports on the Avaya G350 Media Gateway
and contains the following sections:

¢ Ethernet ports on the G350 — a description of the Ethernet ports on the G350

¢ Configuring switch Ethernet ports — instructions on how to configure Ethernet ports on the G350
switch

¢ Configuring the WAN Ethernet port — instructions on how to configure the Ethernet port on the
G350 router

Ethernet ports on the G350

The switch on the Avaya G350 Media Gateway has the following Ethernet ports:

¢ The 10/100 mbps fixed switch port on the front panel (port 10/3)

¢ The 10/100 mbps ports on the Avaya MM 314 media module (ports 6/1 through 6/24)

* The Gigabit port on the Avaya MM 314 media module (port 6/51)
The ports on the Avaya MM 314 media module are only available if you add the media module to the
G350. The router on the Avaya G350 Media Gateway has the following Ethernet port:

¢ The 10/100 mbps fixed router port on the front panel (port 10/2)

Use a standard network cable when you connect one of the following devices to the fixed router port:
*  WAN endpoint device
* Switch
* Router
Use acrossover network cable when you connect a computer or other endpoint device to the fixed router

port. For al other Ethernet ports on the G350, you can use either a standard network cable or a crossover
network cable to connect any device.
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Configuring switch Ethernet ports

For basic configuration of a switch Ethernet port, use set port commands on the port. You can also
configure the following features on a switch Ethernet port:

Advanced switching features, including VLANSs. For more information, see Chapter 14,
“Configuring advanced switching”.

Vol P queuing. To configure Vol P queuing on a switch port, configure aVLAN for the port. Then
configure Vol P queuing on the VLAN. For more information about VoI P queuing, see
Configuring QoS parameters on page 67.

Access control policy lists and QoS poalicy lists. To configure policy lists on a switch port,
configurea VLAN for the port. Then configure policy on the VLAN. For more information on
policy lists, see Chapter 18, “Configuring policy”.

SNMP Link Up and Link Down traps. For more information, see Configuring SNMP traps on
page 101.

Switch Ethernet port commands
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Use the following commands for basic configuration of switch Ethernet ports. For more information
about these commands, see Avaya G350 Media Gateway CLI Reference, 555-245-202.

Usethe set port auto-negotiation-flowcontrol-advertisement command to set the flowcontrol
advertisement for the specified port when performing auto-negotiation. This command is only
applicable to the Gigabit Ethernet port.

Use the set port disable command to disable a port or range of ports.

Usethe set port duplex command to configure the duplex type of an Ethernet or Fast Ethernet
port or range of ports.You can configure Ethernet and Fast Ethernet interfacesto either full duplex
or half duplex. The duplex status of a port in auto-negotiation mode is determined by
auto-negotiation. When auto-negotiation is enabled, an error message is generated if you attempt
to set the transmission type of auto-negotiation Fast Ethernet ports to half-duplex or full-duplex
mode.

Usetheset port edge admin state command to set the administrative state the specified port is
assumed to bein.

Usethe set port enable command to enable a port or arange of ports.

Usethe set port level command to set the priority level of aport or range of ports on the
switching bus. Packets traveling through a port set at normal priority should be served only after
packets traveling through a port set at high priority are served.

Use the set port name command to configure aname for a port.

Usethe set port negotiation command to enable or disable the link negotiation protocol on the
specified port. This command applies to Fast Ethernet or Gigabit Ethernet ports. When
negotiation is enabled, the speed and duplex of the Fast Ethernet ports are determined by
auto-negotiation. If negotiation is disabled, the user can set the speed and duplex of the Fast
Ethernet ports.
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¢ Usetheset port point-to-point admin status command, followed by the module and port
number of the port, to manage the connection type of the port. Use one of the following
arguments with this command:

— force-true — the port is treated asiif it were connected point-to-point
— force-false — the port istreated as if it were connected to shared media
— auto — the G350 tries to automatically detect the connection type of the port

* Usetheset port speed command to configure the speed of a port or range of ports. In
auto-negotiation mode, the port’s speed is determined by auto-negotiation. An error messageis
generated if you attempt to set the speed when auto-negotiation is enabled

Configuring the WAN Ethernet port

For basic configuration of the WAN Ethernet port:
1 Usetheinterface FastEthernet 10/2 command to enter the context of the port interface.

2  Perform basic configuration of the interface. For more information, see Configuring interfaces on
page 132.

3 Type Ethernet configuration commands in the context of the port interface.

You can also configure the following features on the WAN Ethernet port:

* Primary Management Interface (PMI). For more information, see Configuring the Primary
Management Interface (PMI) on page 44.

¢ Advanced router features. For more information, see Chapter 17, “ Configuring the router”.

* VolP queuing. For more information, see Configuring QoS parameters on page 67.

¢ Access control policy lists and QoS policy lists. For more information, see Chapter 18,
“Configuring policy”.

¢ SNMPLink Up and Link Down traps. For more information, see Configuring SNMP traps on
page 101.

WAN Ethernet port traffic shaping

You can use traffic shaping to determine the data transfer rate on the WAN Ethernet port. To set traffic
shaping, use the traffic-shape rate command in the interface context. Traffic shaping worksin tandem
with the configured bandwidth. If you change the traffic shape rate, this automatically changes the
bandwidth. Similarly, if you change the bandwidth, this automatically changes the traffic shape rate.

NOTE:
The traffic shape rate is determined in bits. The bandwidth is determined in kilobytes.

To disable traffic shaping, use the no form of the traffic-shape rate command.

For information on traffic shaping in general, see Configuring QoS parameters on page 67.
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Backup interfaces

You can configure backup relations between apair of any Layer 2 serial interfaces, including the Fast
Ethernet interface. For instructions on how to configure backup interfaces, see Backup interfaces on

page 78.

WAN Ethernet port commands

Use the following commands in FastEthernet 10/2 context for basic Ethernet configuration of the WAN
Ethernet port:

* Usetheautoneg command to set the port speed and duplex to auto-negotiation mode for the
external FastEthernet port. Use the no form of this command to disable the auto-negotiation
mode.

* Usetheduplex command to control the duplex setting for the interface.

* Usetheshutdown command to set the administrative status of the current interface to down. The
no form of this command restores the administrative status for the interface to up.

¢ Usethespeed command to control the speed setting for the interface.
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3 Configuring VoIP QoS

This chapter provides information about configuring Vol P on the G350 and contains the following
sections:

* \olP overview — an overview of G350 Vol P configuration
¢ Configuring RTP and RTCP — instructions on how to configure RTP and RTCP protocols on the

G350

¢ Configuring QoS parameters — instructions on how to configure MGP QoS parameters on the
G350

¢ Configuring RTCP QoS parameters — instructions on how to configure RTP QoS parameters on
the G350

¢ Configuring RSV P parameters — instructions on how to configure RSV P protocol on the G350

VOoIP overview

The Avaya G350 Media Gateway provides voice services over | P data networks using Vol P. VolP isa
group of protocols for transmitting and receiving various types of voice data over an | P network. Vol P
includes protocols for transmitting and receiving the following types of information:

* Digitally encoded voice data

* Cadl signaling information

¢ Call routing information

* QoSinformation. See Chapter 18, “Configuring policy”.

Vol P uses the RTP and RTCP protocols to transmit and receive digitally encoded voice data. For more
information about configuring RTP and RTCP on the Avaya G350 Media Gateway, see Configuring RTP
and RTCP on page 65.

You can use many types of telephones and trunks that do not directly support Vol P. The Avaya G350

Media Gateway translates voice and signalling data between Vol P and the system used by the telephones
and trunks.

Configuring RTP and RTCP

Vol P uses the RTP and RTCP protocols to transmit and receive digitally encoded voice data. RTP and
RTCP are the basis of common Vol P traffic. RTP and RTCP run over UDP and incur a 12-byte header on
top of other (IP, UDP) headers. Running on PPP or Frame-Relay, these protocols can be compressed.

Usetheip rtp port-range command to configure the range of UDP ports for RTP.
NOTE:

This range should match the range configured in the | P_network region to which the G350
isassigned inthe ACM.
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Configuring RTP header compression

Use RTP header compression to reduce the amount of bandwidth needed for voice data. The Avaya G350
Media Gateway RTP Header Compression process is based on the following:

The packet order on a PPP and Frame Relay link is preserved.

After transmitting full headers, usually only the deltas from the full packet’s header need to be
sent, and not the full header itself. Thisisdueto the IR, UDP, and RTP header structure.

Since the deltas are often constant, the second order deltais 0 and does not need to be transmitted.

You can configure how often the full header is transmitted, either as a function of time or transmitted
compressed packets.

RTP Header Compression can reduce the size of all three headers (IP+UDP+RTP~40 bytes) to 2-4 bytes.

The Avaya G350 Media Gateway can only compress RTP packets. Any UDP packet with an even
destination port within a user-configurable range of ports, is considered an RTP packet.

The Avaya G350 Media Gateway can decompress any type of compressed packets. Decompression is
enabled whenever RTP compression is enabled.

Use the following commands to configure RTP header compression:

66

Usetheclear ip rtp header-compression command to clear RTP header compression statistics
either for all enabled interfaces or for a specific interface. To clear RTP compression statistics for
all enabled interfaces, do not enter an interface type and number. There is no renegotiation of
parameters.

Usetheip rtp compression-connections command to control the number of RTP connections
supported on this interface. Use the no form of this command to restore the default. This
command also sets the number of connections in the non-TCP space, not just RTP.

NOTE:
This command automatically enables TCP header decompression on this interface.

Usetheip rtp max-period command to set the maximum number of compressed headers that can
be sent between full headers.

Usetheip rtp max-time command to set the maximum number of seconds between full headers.

Usetheip rtp non-tcp-mode command to set the header compression mode. When set to ietf, the
command performs IP header compression according to IPHC RFCs. When set to non-ietf, the
command performs IP header compression compatible with other vendors, which do not strictly
follow the RFCs.

NOTE:
IETF mode is not compatible with non-IETF mode.

Usetheip rtp port-range command to configure the range of UDP ports for RTP.
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By default, the G350 decompresses up to 16 compressed TCP connections. You can modify this
number (within the range of 3-256) using theip tcp decompression-connections command.
Use the no form of this command to restore the default. This command only existsin a PPP
encapsulated interface.

NOTE:
The deviceis currently not capable of actively compressing TCP connections. It
decompresses TCP connections compressed on the other side of the link.

Usetheshow ip rtp header-compression command to display the RTP header compression
statistics for aspecific interface. If no interface is specified, statisticsfor all interfaces are

displayed.

Configuring QoS parameters

The G350 uses MGCP (H248) protocol for call signalling and call routing information. Use the following
commands to configure QoS for signalling and Vol P traffic. For more information about these
commands, including parameters and default settings, see Avaya™ G350 Media Gateway CLI Reference,
555-245-202.

Usethe set qos control command to define the source for QoS control parameters. The source
can be either local where the user configures the values locally on the G350, or remote in which
case the values are obtained from the G350's registered MGC.

Usetheset qos bearer command to provide the means to set up QoS parameters for the Vol P
bearer.

Usethe set qos signal command to provide the means to set up QoS parameters for the MGCP
(H248) communication with the MGC.

Use the voip-queue command to select custom queueing and queue sizes for Vol P traffic. By
default, Vol P queueing is off.

Use the voip-queue-delay command to set the maximum query delay for which to estimate the
high priority queue size necessary to meet the queuing delay for a specific Vol P codec. This
command is only active when Vol P queueing is on. To determine the queue size you currently
have, use the show queueing command.

NOTE:
Codec is a DSP software algorithm used to compress and decompress speech or audio
signalsin Vol P and other voice transmission protocols.

Use the show gos command to display the local and downloaded QoS parameters.
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Configuring RTCP QoS parameters

Use the following commands to configure QoS monitoring for RTCP:

¢ Usetheset qos rtcp command to permit the setup of RTCP parameters. The parameters that can
be set are enabling or disabling RTCP reporting capability, setting the IP address of the monitor,
setting the reporting period (the default is 5 sec.), and defining the listening port number.

¢ Usetheshow gos-rtcp command to display QoS, RSV P, and RTCP parameters.

Configuring RSVP parameters

VoI P uses the RSVP protocol to reserve network resources for voice data while communicating with
other media gateways and other Vol P entities, such as IP phones and softphones.

* Usetheset gqos rsvp command to set the current values for the RSV P parameters of the Vol P
engines. The parameters that can be set are enabled/disabled, refresh rate (seconds), failure retry
(y or n), and service profile (Guaranteed or Controlled).

¢ Usetheshow gos-rtcp command to display QoS, RSV P, and RTCP parameters.
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9 Configuring a WAN

This chapter provides information about configuring WAN features on the G350 and contains the
following sections:

WAN overview — adescription of the WAN features supported on the G350

Serial interface overview — an overview of serial interfaces

Initial WAN configuration — instructions on how to configure a WAN line on the G350

Backup interfaces — a description of backup interfaces and how they work on the G350

Frame relay encapsul ation — adescription of the frame relay encapsulation features supported on
the G350

QoS implementation — a description of QoS implementation for PPP encapsulation

Configuring RTP and RTCP — WAN configuration may include configuring the RTP and RTCP
protocols on the G350. For further information, see Configuring RTP and RTCP on page 65.

WAN configuration example — an example of aWAN configuration on the G350

WAN overview

When you add a WAN media module to the Avaya G350 Media Gateway, you can connect an EL/T1 or
USP WAN line to the G350. The G350 is an endpoint device and router for the WAN. For more
information about routing, see Configuring the router on page 131.

The Avaya G350 Media Gateway supports the following WAN features:

PPP over channeled and fractional E1/T1 — the G350 has the ability to map several PPP sessions
toasingle EJ/T1 interface

PPP over USP
Unframed E1 for enabling full 2.048 Mbps bandwidth usage.

Point-to-Point Frame Relay encapsulation over channelized, fractional, or unframed EL/T1 ports
or over aUSP interface.

Frame Relay — the G350 supports the following LMI types:
— ANSI (Annex D)
— ITU-T:Q-933 (Annex A0)
— LMI-Revl
— No LMI

Backup functionality supported between any type of Serial Layer 2 interface. For more
information, see Backup interfaces on page 78.

Quality of Service (QoS) — the G350 supports the ability to separate traffic into 4 strict priority
gueues per egress serial interface. The queue assignment is performed using Policy. For more
information, see QoS implementation on page 82.
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* Guaranteed delay for Vol P traffic — the G350 supports Vol P Queue mode. In this mode traffic
labelled as voice traffic receives preference over all other traffic. The G350 default Vol P queuing
mode is optimized for the G729 CODEC. For more information, see QoS implementation on

page 82.

*  Weighted Random Early Detection (WRED) — the G350 uses WRED on its ingress and egress
gueues in order to improve the performance of the network when overloaded. The purpose of
WRED isto indicate to transmitting hosts to reduce their transmission speed when the G350
ingress queues are congested. For more information, see QoS implementation on page 82.

* Policy — each interface on the G350 can have four active policy lists:
— Ingress Access Control List
— Ingress QoS List
— Egress Access Control List
— Egress QoS List

Access control lists define which packets should be forwarded or denied access to the network.
QoS lists change the DSCP and 802.1p priority of routed packets according to the packet
characteristics. For more information, see Chapter 18, “ Configuring policy”.

¢ RTP Header Compression — the G350 saves up to 60% of the bandwidth necessary using RTP
compression. It aso enhances the efficiency of voice transmission over the network by
compressing the headers of Real Time Protocol (RTP) packets, thereby minimizing the overhead
and the delays involved in RTP implementation. For more information, see Configuring RTP
header compression on page 66.

Serial interface overview

A serid interfaceis avirtual interface that is created over a portion of an EL/T1 or USP port on a WAN
media module. Serial interfaces support PPP and frame relay encapsulation protocols.

Thefollowing figureillustratesa Layer 1 T1 port with two Channel Groups defined. All data from each
Channel Group is encapsulated using PPP protocol, and is distributed over the multiple IP interfaces
defined for each Channel Group.

Figure 2: Layer 1 T1 Port

IP Interface 1
Channel Group 1 O } E PPPI ti { IP Interface 2
neapsulalion o |nterface 3

PPP IP Interface 4
Channel Group 2 } Encapsulation { IP Interface 5
IP Interface 6
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The following figureillustrates an EL/T1 port Channel Group. All data from the Channel Group is
encapsulated using Frame Relay protocol. The datais sent viaa Frame Relay Serial interface and Sub-
interfaces over the multiple | P interfaces defined using Data Link Connection Identifier (DLCI).

Figure 3: E1/T1 Port Channel Group

IP Interface 1
SUZZET;E?IW ‘m { IP Interface 2
. IP Interface 3

IP Interface 1
Sub Frame Relay ‘W { oot 2
i IP Interface 3

The following figureillustrates a USP port. All data from the USP port is encapsulated using the Frame

Relay protocol, and is sent viaa Frame Relay Serial interface and Sub-interfaces over the single IP
interfaces defined using DLCI.

E1/T1 Port 1 {Frame Ralay}
Channel Group 1| | [Encapsulation

Figure 4: USP Port - Frame Relay Protocol.

Sub Frame Relay
Serial 3/1:1

Sub Frame Relay m
Serial 3M1:2

IP Interface 1
{ IP Interface 2
IP Interface 3

Frame Relay
USP Port 1 {Encapsulation}

IP Interface 1
{ IP Interface 2

IP Interface 3

The following figureillustrates a USP port. All datafrom the USP port is encapsulated using the PPP
protocol, and is sent viaa Serial interface over the multiple IP interfaces defined.

Figure 5: USP Port - PPP Protocol

{ IP Interface 1
PPP IP Interface 2
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Administration of the Avaya G350 Media Gateway 71
December 2003



Configuring a WAN
Initial WAN configuration

Multipoint topology support

The Avaya G350 Media Gateway supports point-to-point frame relay connections. To enable you to use
the G350 as an endpoint in a Point to Multi-Point (PTMP) topology, the G350 supports inverse ARP
replies. The G350 responds to inverse ARP queries received on frame relay sub-interfaces with the
proper inverse ARP replies.

When you connect the Avaya G350 M edia Gateway as an endpoint in aPTMP configuration, you need to
increase the OSPF timers manually. Use the ip ospf network point-to-multipoint command in Interface
Seria context to increase the OSPF timers with the following values:

¢ Increase the OSPF Hello Interval to 30 seconds
¢ |ncrease the OSPF Dead Interval to 120 seconds

For more information on OSPF, see Configuring OSPF on page 146.

Initial WAN configuration

To configure the Avaya G350 Media Gateway to support a WAN:
1 Add one of the following WAN media modules:
— AvayaMM340 EZ/T1 media module
— AvayaMM 342 USP media module

2  Connect the WAN line to the media module. For more information, see Upgrade and Service
Guide for the Avaya G350 Media Gateway, 555-245-106.

3 Configure the WAN interface on the WAN media module:

— For the MM 340, see Configuring the Avaya MM340 EL/T1 WAN media module on
page 72.

— For the MM 342, see Configuring the Avaya MM 342 USP WAN media module on
page 75.

4 If youwant frame relay encapsulation on the WAN, configure frame relay. See Configuring frame

relay on page 76.

5  Test the WAN configuration. See Verifying the WAN configuration and testing connectivity on
page 78.

6 Usethecopy running-config startup-config command to save the configuration.

Configuring the Avaya MM340 E1/T1 WAN
media module

For alist of G350 default settings, see EL/T1 default settings on page 75, or use the show controllers
command to display the current settings.
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To configure an E1 or T1 port:

1

2

5

6

Usetheshow controllers command to check if the mode of your controller isconfigured asE1 or
TL

Use the ds-mode command to set the mode of the controller to E1 or T1. Changing the line type
requires resetting the module. The default valueis T1.

Usethe controller slot/port command to enter controller context for the port to be configured.
The prompt changes to:

G350-N(controller:s/p)#

where Nisthe media gateway number, s isthe slot number of the media module, and p isthe port
number.

Use the following commands if you want to change the clock source, frame type, linecode, or
cable length parameters from the default settings:

— For T1 mode:

clock source {line|internal} (default isline)

framing {sf|esf} (default is sf)

linecode {ami|b8zs} (default isami)

cablelength {long|short}. (default islong, Gain 26.0 db)
— For E1 mode:

clock source {line|internal} (default isline)

framing {crc4|no-crc4|unframed} (default is crcd)

linecode {amilhdb3} (default is hdb3)

Use the channel-group command to specify the channel group and time slots to be mapped. For
E1 mode, you a so specify the DSO speed. For example:

— For T1 mode:
channel-group 1 timeslots 1,3-5,7

configurestime slots numbered 1, 3-5 and 7 to be mapped in channel-group number 1, and
sets the DSO speed to 64 kbps.

— For E1 mode:
channel-group 1 timeslots 1,3-5,7 speed 64

configures time slots numbered 1, 3-5, and 7 to be mapped in channel-group number 1,
and sets the DSO speed to 64 kbps.

NOTE:
The default DSO speed is 56 kbps.

Type exit to return to general context. The prompt returns to:
G350- N#
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Usetheinterface Serial command to enter the context of theinterface. Specify the slot number of
the media modul e, the port number, the channel group number, and optionally the I P interface
number. For example;

— interface Serial 4/1:1 enters a serial interface on the mediamodule in Slot number 4, on
port number 1, with channel group number 1.

— interface Serial 5/1:2.3 enters a serial interface on the media module in slot number 5, on
port number 1, with channel group number 2, and with IP interface number 3.

You do not need to specify an IP interface number for thefirst serial interface that you define on a
channel group. For each additional serial interface that you define on the channel group, use a
different I P interface number.

NOTE:

If you use the framing unframed command in Step 3 for an E1 port, a channel group is
automatically created on the entire E1 bandwidth. The channel group has the number 0. In
Step 6, use the command interface Serial s/p:0 wheres isthe slot number and p isthe
port number.

NOTE:
After the Serid interfaceis created, its default encapsulation is PPP.

Configure the interface encapsul ation:

— For PPP encapsulation, use theip address command to set the IP address and subnet
mask of the interface.

— For frame relay encapsulation, see Configuring frame relay on page 76.

Type exit to return to general context. The prompt returns to:

G350- N#

If needed, repeat Step 6 through Step 8 to configure additional 1P interfaces on the same channel
group.

If needed, repeat Step 5 through Step 9 to configure additional channel groups on the same E1 or
T1 port.

Test the WAN configuration. See Verifying the WAN configuration and testing connectivity on
page 78.
Use the copy running-config startup-config command to save the configuration.
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E1/T1 default settings

The following table shows the default settings for EL/T1 WAN lines on the G350:

Function Default setting
DS mode T1

E1 framing CRC4

T1 framing SF

E1 linecode HDB3

T1linecode AMI

Clock source Line

T1 cable length Long, Gain 26.0 db
Speed 56 kbps

Configuring the Avaya MM342 USP WAN
media module

For alist of the USP default settings, see USP default settings on page 76.

To configure USP ports:

1 Usetheinterface Serial command to enter the context of the interface. Specify the slot number of
the media modul e, the port number, and optionally the IP interface number. For example:

— interface Serial 4/1 entersa serial interface on the mediamodule in slot number 4, on port
number 1.

— interface Serial 5/1.2 enters a serial interface on the media module in slot number 5, on
port number 1, with IP interface number 2.

You do not need to specify an I Pinterface number for thefirst serial interface that you defineon a
port. For each additional serial interface that you define on the port, use a different IP interface
number.

2  Usethefollowing commands if you want to change the idle characters, transmitter delay,
encoding type, and bandwidth parameters from their default settings:

— idle characters {flags|marks}

— transmitter-delay {number}

NOTE:

The transmitter-delay command is usually used when the DCE equipment that is
connected directly to the G350, or the router on the WAN have areceive buffer that is not
large enough to hold the traffic sent by the G350. In this case, configuretransmitter-delay
on the DCE equipment or the remote router in order to preserve the high performance that
you had when transmitter-delay was configured to 0 on the G350.

— nrzi-encoding
— bandwidth {kilobits}
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3 Configure the interface encapsul ation:

— For PPP encapsulation, use theip address command to set the IP address and subnet
mask of the interface.

— For frame relay encapsulation, see Configuring frame relay on page 76.

4 Typeexit to return to general context. The prompt returns to:
G350- N#
5 Repeat Step 1 to configure additional serial interfaces on the USP port.

6  Test the WAN configuration. See Verifying the WAN configuration and testing connectivity on
page 78.

7  Usethecopy running-config startup-config command to save the configuration.

USP default settings

The following table shows the default settings for USP WAN lines on the G350:

Function Default setting
Encoding NRzZ

Bandwidth 2048 kbps
Line-up indicator signal DCD

Configuring frame relay

To configure frame relay encapsulation on a WAN port:
1 Ensurethat the port is configured on the media module:

— For an EX/T1 port, see Configuring the Avaya MM 340 E1/T1 WAN media module on
page 72.
— For aUSP port, see Configuring the Avaya MM 342 USP WAN media module on page 75.
2  Ensurethat you arein the context of aserial interface that is defined on the port. If you are not in

the context of aserial interface, use the interface Serial command. To view all seria interfaces
that are defined, use the show interfaces Serial command.

3 Usetheencapsulation frame-relay command to change the encapsulation to frame relay.

4 |If needed, use the frame-relay Imi commands to change the Local Management Interface (LMI)
parameters from their default values, or use the frame-relay traffic-shaping command to activate
traffic shaping on the frame relay interface. For more information on traffic shaping, see Traffic
Shaping and Marking on page 80.

5 Typeexit to return to general context.
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Usetheinterface Serial if.fr-sub-if point-to-point command to create aframerelay sub-interface
and enter the context of the interface. For example:

— interface Serial 4/1:2.1 point-to-point
creates frame relay sub-interface number 1 on the EL/T1 mediamodule in slot number 4,
on port number 1, with channel group number 2

— interface Serial 5/1:2.3.2 point-to-point
creates frame relay sub-interface number 2 on the EL/T1 mediamodule in slot number 5,
on port number 1, with channel group number 2, and with IP interface number 3

— interface Serial 4/1.2 point-to-point
creates frame relay sub-interface number 2 on the USP media modulein slot number 4, on
port number 1

— interface Serial 5/1.2.1 point-to-point
creates frame relay sub-interface number 1 on the USP media modulein slot number 5, on
port number 1, with IP interface number 2

NOTE:
Currently only Point-to-Point frame relay sub-interfaces are supported.

Usetheframe-relay interface-dici DLCI-number command to configure a Data Link Connection
Identifier (DLCI) for the frame relay sub-interface.

If required, use the frame-relay priority-dici-group command to configure a Priority DLCI
group. The arguments for this command are the DLCIs you want to assign to high, medium,
normal, and low priority traffic, respectively. For example, the command

frame-relay priority-dlci-group 17 18 19 assigns DLCI 17 to high priority traffic, DLCI 18 to
medium priority traffic, and DLCI 19 to normal and low priority traffic. For more information,
refer to Traffic Shaping and Marking on page 80.

Usetheip address command to configure an | P address and subnet mask for the framerelay sub-
interface.

Type exit to return to general context.

If needed, repeat Step 6 through Step 10 to configure additional frame relay sub-interfaces on the
same serial interface.

If needed, repeat Step 2 through Step 11 to configure frame relay encapsulation for other serial
interfaces on the same WAN port.

Test the WAN configuration. See Verifying the WAN configuration and testing connectivity on
page 78.

Use the copy running-config startup-config command to save the configuration.
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Verifying the WAN configuration and testing connectivity

After configuring the new interface, you can perform the following tests to verify that the new interfaceis
operating correctly.

Use the show controllers command to view the status of the controllers for EL/T1 interfaces.
Usethe show interfaces Serial command to view information about all serial interfaces.

Use the show frame-relay pvc command to view basic information about frame relay
configuration. For more information about frame relay configuration, use the following
commands:

— show frame-relay fragment

— show frame-relay Imi

— show frame-relay map

— show frame-relay traffic

— show map-class frame-relay
Usethe show ip interface command to display information about | P interfaces. To display
information about a specific interface, include the name of the interface as an argument. To

display information about the interface of a specific IP address, include the IP address as an
argument.

Use the show running-config command to display the configuration running on the switch.
Use the show startup-config command to display the configuration loaded at startup.

Use the ping command to send ICMP echo request packets to another node on the network. Each
node is periodically pinged and checked if an answer was received. This checks host reachability
and network connectivity.

Backup interfaces

78

You can configure backup relations between a pair of any Layer 2 serial interfaces. A backup interfaceis
activated when the primary interface fails. The backup interface is deactivated when the primary interface
isrestored. A PPP session, frame relay interface, frame relay sub-interface, or Fast Ethernet interface can
serve as a backup interface to any other serial interface on the same module, including interfaces on
different serial ports.

NOTE:
A frame relay interface in aprimary or backup role overrides the role of its sub-interfaces.

Configurable activation and deactivation delays provide a damping effect on the backup interface pair.
This eliminates primary-to-backup switching in case of fluctuating underlying Layer 2 interfaces. You
can configure the following backup delays:

Failure delay — The time in seconds between the primary interface going down and the backup
interface activation. Default = 0 seconds, maximum = 3600 seconds.

Secondary Disable delay — The time in seconds between the primary interface restoration and
the backup interface deactivation. Default = 0 seconds, maximum = 3600 seconds. Both interfaces
are active during this time to enable a smooth transition for the routing protocols.
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The following rules govern the interface backup relations:
* Each interface can have only one backup interface.
* A backup interface can serve as a backup for only one other interface.

* Only one member of aprimary and backup pair is active at any given time. An interface is
automatically deactivated when configured as backup.

* The backup implementation does not protect against the failure of both interfaces. Therefore, if a
backup interface fails while active, no switch to the primary interface is attempted.

When using Frame Relay encapsulation, the Frame Relay interface is considered down when its primary
DLCI isdown. The switch over back to the main interface occurs when the primary Data Link
Connection Identifier (DLCI) isrestored.

NOTE:
The Backup interfaceis not activated when the Primary interface is Administratively
disabled.

Backup commands

Use the following commands to configure WAN backup:

* Usethebackup delay command to set the time to wait before switching over to the backup
interface, in case of failure. You can also use this command to set adelay before reverting back to
the primary interface. For example, the following command causes the G350 to switch
immediately to the backup interface in the event of primary interface failure, and to delay 60
seconds before reverting back to the primary interface once the primary interface is restored to
service:

@&350- ???(super-if: Fast Et hernet 10/2)# backup delay 0 60

* Usethebackup interface command, followed by the interface type and number, to set a backup
interface. You must use this command from the context of the interface for which you are setting
a backup interface.

Frame relay encapsulation

The Avaya G350 Media Gateway supports the following frame relay encapsulation features:
* Priority DLCI
e Traffic shaping and marking per Virtual Channel (VC)
* Priority queuing
NOTE:

The term Virtual Channel (VC) refersto the unidirectional flow of ATM cells between
connecting (switching or end-user) points that share a common identifier number.

To improve voice quality using RTP, see Configuring RTP header compression on page 66.
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Priority DLCI

To implement new priority mechanisms, I1SPsrely on new classes of service. Traffic types and users are
divided into these classes and treated differently during peak periods. A premium, or first class user or
traffic stream receives higher priority than a general user. Thisrating system ensures that the critical
Internet user maintains peak performance. It also provides a means for | SPs to enhance the cost structure
of network operations.

The G350 supports class-based traffic assignment (Priority DLCI). Priority DLCI is essentially a means
for implementing QoS. The G350 separates traffic with different QoS levelsto up to four different VCs
on the same frame relay sub-interface. This feature enables you to assign unique Permanent VCs (PVC)
for Vol P and non-Vol P traffic. You can set and adjust the priority using policy. For moreinformation, see
Configuring policy on page 153.

Configure Priority DLCI using the frame-relay priority-dici-group command in the serial sub-interface
context. Specify the DLCIsin this command from the highest to lowest priority. If you specify less than
four DLCIs, the last DLCI specified is automatically used for the missing priorities.

When using Priority DLCI, the primary DLCI is used to determine the state of the sub frame relay
interface. When the primary DLCI is up, the sub frame relay interface is up. When the primary DLCI is
down, the sub frame relay interface is down. When using Priority DLCI, it is therefore recommended to
verify that the primary DLCI is set as the High Priority DLCI in the Priority DLCI group.

On the Avaya G350 Media Gateway, OSPF is mapped by default to the High Priority DLCI. For better
network reliability, it is recommended to verify that the same configuration exists on the other side of the
frame relay connection.

If one of the Priority DLClsis down, itstraffic is dropped.

Map the PV C control protocol on the routers at all ends of amulti-V C point-to-point link. Map thisVC to
the highest priority DLCI.

Traffic Shaping and Marking

The policing function estimates the parameters of the incoming traffic and takes action if it measures
traffic exceeding agreed parameters. The action could be to drop the packets or mark them as being high-
drop priority.

The Avaya G350 Media Gateway supports the following traffic shaping parameters per PVC:

¢ Committed Information Rate (CIR) — the amount of committed bandwidth to which the
customer is entitled

¢ Discard Eligible (DE) pre-mark — enables marking certain packets as DE

* Link Fragmentation and Interleaving (LFI) — enables fragmentation of large frame relay frames
per PVC
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You can configure the traffic shaping parameters within map classes. A map class is comprised of the
following parameters:

* CIR — Default 56,000 bps
¢ Committed Burst (BC) size — default 7,000 bps
* ExcessBurst (BE) size— default 0 bps

* DE pre-mark — Specifies the amount of non-high priority (0 to 5) packets over the BC and under
the BE to label as DE. Thisamount is measured in percentage of CIR. The default is 100%,
unconditionally dropping all packets above the BE.

* Fragmentation — Fragment size, in bytes. The default is No Fragmentation.

You can configure up to 128 different map classes using different combinations of traffic shaping
parameters. You then apply these map classes to either the Primary VC or to the Priority DLCI group
VCs.

NOTE:

You must configure the Primary V C before associating a DLCI map class to the Priority
DLCI group VCs. Removing the Primary V C after associating a DLCI map class to the
Priority LCI group VCs, removes their map class configuration.

You can enable traffic shaping on aframe relay interface using the frame-relay traffic-shaping
command. After you enable traffic shaping, a default map classis applied to al currently configured
PVCs. In this default map class, the BE is zero. All traffic above the BC is dropped.

Priority queuing

Priority queuing is designed to give al mission-critical programs higher priority than less critical traffic.
Traffic is queued as high, normal, medium, or low. Using priority queuing, all high-priority trafficis
serviced first, then normal, etc.

The frame relay ingress queuing mechanism functions the same as on PPP interfaces. See QoS
implementation on page 82. The frame relay egress queuing mechanism also functions the same ason
PPP interfaces, serving all PV Cs configured on the interface, with an additional user-configurable DE
buffer. The DE buffer contains all traffic marked as Discard Eligible, and has the lowest priority.

When using VoI P, the G350 enables a distinction within the high-priority queue between priorities 6 and
7. The G350 uses priority 6 for the voice-bearer traffic, and priority 7 for the voice-controller traffic.
These two priorities are served on around-robin basis. Within the high-priority queue, the priority 6
capacity is amaximum of 25% the size of the priority 7 capacity to reduce the delay of voice flow. The
priority 6-7 distinction exists in data mode as well, where the queue is divided equally between both
capacities.
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Incoming packets to the Avaya G350 Media Gateway are classified and queued in one of the two
available Rx queues. Separation is performed on packets to be transmitted on a per-interface basis, with
four queues servicing each serial interface. The general Avaya G350 Media Gateway QoS concept is
shown in the following figure.

Figure 6: Avaya G350 Media Gateway QoS Concept
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Incoming packets are classified into two queues where Weighted Random Early Detection (WRED) is
implemented on the packets. WRED serves as a flow control mechanism, enabling the sending TCP peer
to adjust its transmission rate based on the average ingress queue congestion on the G350.

The usual queuing mechanism begins dropping all packets without warning when the queue becomes
congested. In contrast, the WRED mechanism ensures a gradual increase in the probability of a packet
being dropped based on the queue congestion at any given moment. This gradual increase enables the
TCP Sliding Window mechanism on the sending peer to adjust the window size accordingly, thereby
reducing the transmission rate and ultimately reducing the congestion on the G350 Rx queues.

NOTE:
WRED is an automatic process and is always enabled. WRED does not include any user-
configurable parameters.

Ingress packets exit the queues based on strict priority scheduling. Upon exiting, they are subject to Layer
3 manipulation, such as routing and policy-based modification. The packets are then inserted into one of
the four Tx queues per egress Seria interface based on their 802.1p priority. The WRED implementation
on Tx queuesis similar to the WRED implementation on the Rx queues. On each serial interface, the
packets are transmitted to the line based on strict-priority scheduling between the four queues.
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Since WAN traffic can carry data and voice, a means of setting priorities for different types of trafficis
required. The G350 QoS mechanism on the serial interfaces operates in the following modes:

¢ Datamode — Provides no voice support. Thisis the default mode.

* VolP mode — gives precedence to Vol P traffic, while still processing data traffic on the lower
priorities

You can configure the mode type using the voip-queue command.

For more information on QoS configuration, see QoS implementation on page 82.

Data Mode

In data mode, incoming packets are categorized into the following Rx queues:

* High priority queue — includes all packets entering via a seria interface, and LAN Ethernet
packets with 802.1p priority 4to 7

* Low priority queue — includes all packets entering viaa Fast Ethernet interface, and LAN
Ethernet packets with 802.1p priority 0to 3

You can prioritize traffic entering on Fast Ethernet and VLAN interfaces based on the DSCP value of the
packet. You create a QoS list with a DSCP table that maps the DSCP value of the packet to an 802.1p
priority. You then activate the QoS list on the ingress direction of the Fast Ethernet or VLAN interface.
The priority of the packet is changed according to the DSCP value in the incoming packet | P header.
When using this method, choose the trust of the list to be either DSCP or CoS-DSCP. For more
information, see Configuring policy on page 153.

The G350 automatically sets the size of the four Tx queues based on the interface bandwidth and the
Maximum Transmission Unit (MTU) configured by the user. The default queue size allows a maximum
two second delay. The categorization of datainto the four Tx queuesis based on packet priority. All
gueues implement head-drop to determine which packets to drop when the queue overflows. See Vol P.
Mode on page 84.

NOTE:
Head-drop is an algorithm for dropping packets in an overflowed queue, which drops the
earliest packets from among the low-QoS-value packets.
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VolP Mode

In Vol P mode, incoming packets are categorized into Rx queues asin Data mode. The G350 sets the size
of each of the four Tx queues as follows:

Highest priority queue (VolP) - Set by default to a maximum delay of 20 milliseconds, optimized for a
G.729 voice Codec (without RTP), and implementstail-drop when overflowed. This queueisdivided into
two priorities, six and seven, which are treated differently to improve distinction between the Voice
Bearer (RTP) (priority six) and Voice Control (priority seven) packets. Thetwo prioritiesare servicedin a
Round-Robin one-to-one fashion, where the priority six (RTP) buffer is 25% the size of the priority seven
(Voice Control) buffer to reduce the delay in Vol P flow. The priority six and seven distinction existsin
Data mode as well, where the queue is divided equally between both capacities. The remaining queues
are set using the same methods as in Data mode.

NOTE:
Tail-drop is an algorithm for dropping packetsin an overflowed queue, which drops the
latest packets from among the low-QoS-val ue packets.

The following figure illustrates the queue and overflow concept for Data and Vol P modes.

Figure 7: Queue and Overflow for Data and VolP Modes

Data Mode VolP Mode

| High - 2 sec. delay max. Priority 6, 7 VolP

Priority 4, 5 ‘ Medium - 2 sec. delay max. !

Priority 2, 3 ‘ Low - 2 sec. delay max.

| Medium - 2 sec. delay max.

| Low - 2 sec. delay max.

Priority 0, 1 ’ Best Effort - 2 sec. delay max.
Tail Head
Drop Drop Drop

NOTE:

You can adjust the queue length in both modes for different needs. Queue length should
always be kept as small as possible, while still maintaining a flow. It is recommended to
always use the default queue length, asthisis the optimal calculated length. To adjust the
gueue length in both modes, use the queue-limit command.

| Best Effort - 2 sec. delay max.

wdddd
wdd

NOTE:

By default, Avaya | P phones have the DSCP value configured to 46 and do not tag packet
priority. To enable such packets to reach the Vol P queue, they should be tagged with
802.1p priority six. To achieve this, either set the IP phone to Tagging Mode, or use a
DSCPtablein aQoS list on the G350. For more information, see Chapter 18,
“Configuring policy”.

To improve voice quality using RTP, see Configuring RTP header compression on page 66.
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WAN configuration example

This section contains an example that illustrates a common PPP Vol P configuration between two sites
connected over a WAN.

PPP VoIP configuration

The following figureillustrates a common PPP Vol P configuration between two sites connected over a
WAN:

Figure 8: PPP VoIP configuration over WAN
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1.11.11.0 33.33.33.0

Site A contains four |P phones and a G350 with S8300 and MM 342 media modules. The MM 342 media
modul e connects the G350 to the WAN viaa USP 128K bps V.35 interface. Following are the connection
detailsfor Site A:

* TheIP phones are configured with the following DSCP tagging:
— Voice = DSCP 46
— Voice control = DSCP 34

NOTE:

The policy list in the next configuration is based on the assumption that the Media
Gateway, Media Server, and the IP phones send Vol P control packets with a DSCP value
of 34 and voice with a DSCP value of 46. If any of the components of the topology are
sending control or voice packets with other DSCP values, you must make changesin the

policy list.

¢ Thedefault RTP UDP port range is 2048 to 3028.
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* Network IPs (24 bit subnet masks):
— IPphones- 1.1.1.0 (VLAN 1)
— Data-11.11.11.0 (VLAN 2)
— Serid -222.1
— S8300 - 149.49.54.81
— G350 PMI - 149.49.54.82

Site B contains four I P phones and a G350 with S8300 and MM 340 media modules. The MM 340 media
modul e connects the G350 to the WAN via a two-timeslot (128Kbps) T1 interface. The following are the
connection details for Site B:

¢ |P phone are configured with DSCP tagging:

— Voice = DSCP 46

— Voice control = DSCP 34
¢ Thedefault RTP UDP port range is 2048 to 3028.
* Network IPs (24 bit subnet masks):

— IPphones- 3.3.3.0 (VLAN 1)

— Data- 33.33.33.0 (VLAN 2)

— Serid - 2.2.2.2

— S8300-4.4.4.10

— G350 PMI -4.4.411

Configuration Example for Site A

Thefollowing isthe configuration procedure for the G350, as shown in the figure above. Commands with
footnotes are described at the end of the configuration procedure.

¢ Loopback and PMI interfaces configuration:

G350- 001# interface Loopback 1

G350- 001(i f: Loopback 1)# ip address 149.49.54.82 24

Done!

G350-001(if: Loopback 1)# pmi

The Primary nmanagenent interface has changed. Pl ease copy the running
configuration to the start-up configuration file, and reset the device.
G350- 001(i f: Loopback 1)# exit

G350- 001# copy running-config startup-config

G350-001# reset

* VLAN interface configuration:

&350-001# interface Vian 1

G350-001(if:Vlan 1)# ip address 1.1.1.1 24
Done!

@&350-001(if:Vian 1)# exit

&350- 001# interface Vlan 2

G350-001(if:Vlian 2)# ip address 11.11.11.1 24
Donel!

@&350-001(if:Vian 2)# exit
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¢ Configuration of aPolicy list with the appropriate DSCP-CoS mappings:

G350-001# ip gos-list 401

G350- 001( QS 401) # nane voi ce

Done!

G350- 001( QoS 401)# dscp-table 34

G350- 001( QoS 401/ dscp 34)# operation fwd7 (1)
Donel!

G350- 001( QoS 401/dscp 34)# exit

G350- 001( QoS 401) # dscp-table 46

G350- 001( QoS 401/ dscp 46)# operation fwd6 (2)
Done!

G350- 001( QoS 401/ dscp 46)# exit

&350- 001( QoS 401) # trust-cos-dscp (3)

Donel!

G350-001( QoS 401)# exit

¢ Activating the Policy List onthe VLAN 1 interface:
G350-001# interface Vian 1
G350-001(if:Vian 1)# ip access-group 401 in

Donel!
@&350-001(if:Vian 1)# exit

* Serid interface configuration:
G350-001# interface Serial 5/1

G350-001(if:Serial 5/1)# ip address 2.2.2.1 24
G350- 001(if:Serial 5/1)# mtu 300

NOTE:
Some LAN data applications do not support fragmented packets. In this case, do not
change the MTU from its default of 1500.

G350-001(if:Serial 5/1)# bandw dth 128

* VolIP configuration:
&350-001(if: Serial 5/1)# voi p-queue
&350-001(if:Serial 5/1)# ip rtp header-conpression
G350-001(if:Serial 5/1)# ip rtp conpression-connections 20 (4)
G350-001(if:Serial 5/1)# ip rtp port-range 2048 3028 (5)

G&350-001(if:Serial 5/1:1)# queue-limt 1 12 (6)
&B50-001(if:Serial 5/1)# exit

* Static routes configuration:;

G350-001# i p default-gateway 2.2.2.2
G350-001# ip route 3.3.3.0 24 serial 5/1
G350-001# ip route 33.33.33.0 24 serial 5/1

* Description of footnoted commands (also appliesto identical stagesin configuring Site B):
(2) At this stage you apply Priority 7 to Voice Control traffic.
(2) At this stage you apply Priority 6 to RTP traffic.

(3) At this stage you apply maximum trust between 802.1p priority and DSCP.
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(4) At this stage the number of connections (20) depends on the number of phones.
(5) At this stage you are matching the RTP port range to that of the G350.

(6) At this stage the default queue sizeis 6, and since RTP is enabled you can doubl e the Vol P queue size.

Configuration Example for Site B

The following is the configuration procedure for the G350:
* Loopback and PMI interfaces configuration:

G350-001# interface Loopback 1

G&350- 001(i f: Loopbackl)# ip address 4.4.4.11 32

Donel

G350-001(if: Loopback 1)# pmi

The Primary nanagenent interface has changed. Pl ease copy the running
configuration to the start-up configuration file, and reset the device.
G350-001(if: Loopbackl)# exit

G350- 001# copy running-config startup-config

G350-001# reset

* VLAN interface configuration:

&350-001# interface Vian 1

&350-001(if:Vian 1)# ip address 3.3.3.1 24
@&350-001(if:Vian 1)# exit

&350-001# interface Vlan 2

@&350-001(if:Vian 1:2)# ip address 33.33.33.1 24
G350-001(if:Vian 1:2)# exit

¢ Configuration of aPolicy list with the appropriate DSCP-CoS mappings:

G350-001# ip qos-list 401

G350-001(QoS 401)# name voice

Done!

G350-001(QoS 401)# dscp-table 34

G350-001(QoS 401/dscp 34)# operation fwd7 (1)
Done!

G350-001(QoS 401/dscp 34)# exit

G350-001(QoS 401)# dscp-table 46

G350-001(QoS 401/dscp 46)# operation fwdé (2)
Done!

G350-001(QoS 401/dscp 46)# exit
G350-001(QoS401)#trust trust-cos-dscp (3)
Done!

G350-001(QoS 401)# exi t

¢ Activating the Policy List onthe VLAN interface:
&350-001# interface Vian 1

G350-001(if:Vian 1)# ip access-group 100 in
G350-001(if:Vian 1)# exit
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G&350-001(controller:5/1)# channel -group 1 timeslots 1-2 speed 64
G350-001(controller:5/1)# exit
&350-001# interface Seri al

G350-001(i f
G350-001(i f

: Seri al
: Seri al

NOTE:

5/1:1)# ip address 2.2.2.2 24

5/1:1

5/1:1)# ntu 300

Some LAN data applications do not support fragmented packets. In this case, do not
change the MTU from its default of 1500.

* VolP configuration:

G350- 001(i f:
G350- 001(i f:
G350- 001(i f:
G350- 001(i f:
G350- 001(i f:
G350- 001(i f:

Seri al
Seri al
Seri al
Seri al
Seri al
Seri al

5/1:
5/1:
5/1:
5/1:
5/ 1:
5/1:

1) #
1) #
1) #
1) #
1) #
1) #

* Static routes configuration:

&350-001# ip route 1.1.1.0 24 serial
&350-001# ip route 11.11.11.0 24 serial 5/1:1

voi p- queue

ip rtp header-conpression

ip rtp conpression-connections 20

ip rtp port-range 2048 3028

queue-limt 1 12

exit
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10 Configuring PoE

This chapter provides information about Power over Ethernet (PoE) in the Avaya G350 MM 314 PoE
media module, and contains the following sections:

* PoE overview — an overview of PoE on the MM 314 media module

* PoE configuration CLI commands — alist and descriptions of CLI commands for POE
configuration

¢ PoE configuration examples — examples of POE configurations

PoE overview

This section provides an overview of Power over Ethernet (PoE) on the Avaya G350 MM 314 PoE media
module, and includes the following topics:

* |ntroduction
¢ | oad detection

* Powering devices

Introduction

The Avaya G350 MM 314 PoE media module provides Inline DC power over the signal pairs, in addition
to switched Ethernet, on the existing LAN infrastructure for devices such as | P telephones and Wireless
LAN access points. This allows you to deploy devices in the network that require power without
installing standard power cables in hard-to-access areas. The Avaya G350 MM 314 PoE media module
provides power over standard Category 3 and Category 5 cables.

The Avaya G350 MM 314 PoE mediamodule is designed to comply to the specification of the latest draft
of the IEEE 802.3&f. For updates, see the Avaya Web site, www.avaya.com.

Load detection

The Avaya G350 MM 314 PoE media module periodically checksall ports, powered and hon-powered, to
check their status and the power status of connected devices.

The Avaya G350 MM 314 PoE media module supplies power to a port only after it has detected that a
suitable Powered Device (PD) is connected to the port. To check, the media module looks for a signature
from the device that indicates that the device requires power.

How the G350 detects a powered device

The MM 314 PoE mediamodul e uses specific resistance between the power feed pairs and PD connection
verification to determine whether to supply power to a given port. The following figure shows the
process.
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Figure 9: Powered Device Detection
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The Avaya G350 MM 314 PoE media modul e applies alow voltage to the power feed pairs and measures
the current. A resistance of 19kQ to 26.5kQ is considered valid. If avalid signature is detected, power is
supplied to the port.

Once power is provided to aport, it is checked periodically to seeif aPD is till connected. If aPD is
disconnected from a powered port, then power is denied to the port.

Hot swapping

You can add and remove powered devices without manually reconfiguring the switch, sinceit performs a
periodic automatic load detection scan on non-powered ports.

¢ If apowered device that fits the above criteriais detected on a non-powered port, then power is
applied to the port.

* |If apowered deviceis removed from a port, then power is denied to that port. The disconnected
port is then scanned as well.

In addition, if the POE module is removed and replaced with module of the same type, the port power
configuration of the module is retained.

Powering devices

92

The Avaya G350 MM 314 PoE media modul e has its own power supply. Therefore, afull 210 W of power
isavailable for PDs. Each port can supply up to 15.4 W by default. Since 210 W may not be enough for
driving powered devices on al the ports simultaneously, Avaya has implemented a priority mechanism.

The priority mechanism determines the order in which ports are powered after the switch is booted, and
powered down if the power resources of the switch are exhausted.
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There are three user-configurable priority levels:

e Low
¢ High
* Critical

The default value for all portsisLow.
Power isautomatically restored to PDs according to their priority when the power budget increases. If the

power budget is exceeded, power is not provided to a new PD when you attach it, even if you define its
priority as High or Critical.

PoE configuration CLI commands

Use the following commands to configure POE on an Avaya G350 MM 314 PoE media module;
¢ Usetheset port powerinline command to enable or disable |oad detection on a port.
* Usetheset port powerinline priority to configure the priority level of power over a port.
¢ Usetheshow powerinline command to display Power over Ethernet (PoE) information.

PoE configuration examples

This section provides PoE configuration examples.

The following example enables PoE on a port:

G350- 003(super)# set port powerinline 6/12 enable
Load detection process on port 6/12 is enabl ed.

The following example disables PoE on a port:

G350- 003(super)# set port powerinline 6/12 disable
Load detection process on port 6/12 is disabl ed.

The following example configures PoE priority on a port:

G350-003(super)# set port powerinline priority 6/14 high
Powering priority on port 6/14 was set to High.

The following example displays PoE information:

G350- 003( super) # show powerinline

Por t Inline Poweri ng
Qper at i onal Priority
St at us
6/1 Sear chi ng Low
6/ 2 Sear chi ng Low
6/3 Sear chi ng Low
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11 Configuring the console port

The console port is labeled CON. The console port is an RJ45 socket that functions as a serial port. You
can connect a console device or modem to the console port to access the CLI. For more information, see
Accessing the CLI on page 25.

You can set the console port so that it automatically detects whether a console device or amodem is
connected to it. Use the async mode interactive command to set the console port to use modem mode
every time an Avaya proprietary modem cable is plugged into the console port. If you do not want the
console port to automatically detect when a modem is connected to it, use the async mode terminal
command to disable interactive mode.

NOTE:
By default, async mode is set to terminal.

Use the following commands to configure the console port for use with a modem:
e Usetheasync reset-modem command to reset the connected modem.

¢ Usethespeed command to set the PPP baud rate to be used by the console port when connected
to amodem (in bits per second). Options are 9600, 19200, and 38400.

When you use a console device to access the CLI through the console port, you must configure the serial
connection on the console device to match the configuration of the console port. The console port uses
the following settings:

*  baud — 9600

* databits—8

* parity — none

e gophits—1

¢ flow control — hardware

In addition, you can use the following commands to configure the console port for use with a console
device:

* Usetheasync modem-type command to configure the console port for the modem type you
want to use. By default, the console port is set to work with MultiTech modems. Set this
command to null to use any modem type other than Multi Tech.

* Usetheinterface console command to enter the console interface configuration mode. Use the
no form of this command to set the console parametersto their default values.

¢ Usetheip address command to assign an | P address and mask to the console port. Thisisthe IP
address to which aremote user can connect using telnet. For example, to assign the | P address
192.168.22.33 with mask 255.255.255.0 to the consol e port, use the following command:
G350-001(if: Console)# i p address 192. 168. 22. 33 255. 255. 255.0
The default 1P address of the console port is 10.3.0.1 with the mask 255.255.255.0.
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¢ Usetheppp authentication command to decide the authentication method used when starting a
client session on the PPP server. Use this command with one of the following parameters:

— pap — Password Authentication Protocol. An unencrypted password is sent for
authentication.

— chap — Challenge Handshake Authentication Protocol. An encrypted password is sent
for authentication. To configure this password, use the ppp chap-secret command.

— nhone — no password is sent.
* Usethe shutdown command to disconnect a session.

* Usethetimeout absolute command to set the number of minutes until the system automatically
disconnects an idle PPP incoming session. By default, there is no timeout.
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12 Configuring Emergency Telephone
Relay (ETR)

This chapter provides information about configuring the G350's Emergency Transfer Relay (ETR)
feature and contains the following sections;

* ETR overview — an overview of the G350's ETR feature
* Setting ETR state — instructions on how to set the ETR state
* Viewing ETR state — instructions on how to display the ETR state

ETR overview

The ETR feature provides basic telephone services in the event of system failure, such as a power outage
or afailed connection to Avaya Communication Manager. ETR is activated automatically. When ETR is
activated, the Avaya G350 Media Gateway connects the fixed analog trunk port (7/1) to one of the fixed
analog line ports (7/1). An outside tel ephone exchange can be connected to the trunk port and an analog
telephone can be connected to the line port. All calls are then directed by the analog relay between the
outside line and the analog telephone. A current-loop detection circuit prevents ongoing calls from being
disconnected when normal functioning resumes. If acall isin progress on LINE 1 when the problem
ends, the call continues. The fixed trunk port (7/1) and analog line ports (7/2 and 7/3) do not start to
operate until the call ends.

When ETR is active and the G350 has power, the ETR front panel LED islit.

Setting ETR state

By default, ETR is set to go into effect automatically in the event of power outage or failed connection to
Avaya Communication Manager. Thereisrarely if ever areason to change this setting. You can activate
and deactivate ETR manually.

To activate ETR manually, use the following command. Generally, you should only use this command for
testing since activating ETR shuts down your telephone system except for the connection between the
analog trunk port (7/1) and the first analog line port (7/2).

set etr 7 manual -on
To deactivate ETR manually, use the following command. If the system fails, the trunk and port are

automatically latched. ETR does not become active in the event of link failure unlessyou restore the ETR
setting to auto.

set etr 7 manual -of f
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To restore ETR to automatic activation, use the following command:
set etr 7 auto
NOTE:

When acall isin progress, the gateway does not turn off ETR mode automatically. If you
specify manual - of f , the call terminates.

Viewing ETR state

You can use the show etr command to display ETR information. This information includes the
following:

¢ ETR setting (auto, manual-off, or manual-on)

* Module status (in service, out of service, or out of service waiting for off-hook)
*  Trunk number of the trunk connected to ETR

¢ Line number of theline connected to ETR

* Line status (off hook or on hook)
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13 Configuring SNMP

This chapter provides information about configuring SNMP on the G350 and contains the following
sections:

¢ SNMP configuration overview — an overview of SNMP configuration on G350 devices

* Configuring SNMP traps — instructions on how to configure SNM P traps on G350 devices

¢ Configuring SNMPv1 communities — instructions on how to configure SNMPv1 communities
on G350 devices

* SNMP configuration examples — examples of SNMP configuration

SNMP configuration overview

This section provides an overview to SNMP configuration and contains the following topics:

* Managers and agents

e Communication between managers and agents
¢  SNMPv1 communities

Managers and agents

SNMP uses software entities called managers and agents to manage network devices.

The manager monitors and controls all other SNM P-managed devices or network nodes on the network.
There must be at least one SNMP Manager in amanaged network. The manager isinstalled on a
workstation located on the network.

An agent resides in a managed device or network node. The agent receives instructions from the SNMP
Manager, and al so sends management information back to the SNMP Manager as events occur. The agent

can reside on:
* Routers
* Bridges
* Hubs

¢  Workstations
* Printers
¢ Other network devices

There are many SNM P management applications, but all these applications perform the same basic task.
They allow SNMP managers to communicate with agents to get statistics and receive aerts from the
network devices. You can use any SNM P-compatible network management system to monitor and
control a G350.
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Communication between managers and

agents

There are several ways that the SNM P manager and the agent communicate.

The manager can:

Retrieve a value — a get action.

The SNM P manager requests information from the agent, such as the number of userslogged on
to the agent device or the status of a critical process on that device. The agent gets the value of the
reguested Management Information Base (MIB) variable and sends the value back to the
manager.

Retrieve the value immediately after the variable you name — a get-next action.

The SNMP manager retrieves values from within a MIB. Using the get-next function, you do not
need to know the exact variable name you are looking for. The SNM P manager takes the variable
you name and then uses a sequential search to find the desired variable.

Change a setting on the agent — a set action.
The SNMP manager requests the agent to change the value of the MIB variable. For example, you
can run a script or an application on aremote device with a set action.

An agent can send an unsolicited message to the manager at any timeif a significant,
predetermined event takes place on the agent. This message is called atrap.

When atrap condition occurs, the SNMP agent sends an SNMP trap message to the device
specified as the trap receiver or trap host. The SNMP Administrator configures the trap host,
usually the SNMP management station, to perform the action needed when atrap is detected.

SNMPv1 communities

Each SNMP device or member is part of a community. Using SNMPv1, the community determines the
access rights for SNMP devices.

You supply a name to the community. After that, all SNMP devices that are assigned to that community
as member s have the same access rights. The access rights are:

100

read — allows read-only access to the MIB tree for devices included in this community

read-wr ite — allows both read and write access to the MIB tree for devices included in this
community

trap — allows traps to be sent between devices included in this community
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Configuring SNMP traps

When SNMP traps are enabled on the device, SNMP traps are sent to all IP addresses listed in the trap
receiverstable. You can add and remove addresses from the trap receiverstable. In addition, you can
limit the traps sent to specified receivers. Y ou can also enable and disable link up/down traps on specified
G350 interfaces. Use the following commands to configure the trap receiverstable:

Use the set snmp trap command to add an entry into the SNMP trap receiver table and to enable
or disable the different SNMP traps for a specific receiver. SNMPv1 traps are supported.

Use the clear snmp trap command to clear an entry from the SNMP trap receiver table.
Usethe set port trap command to enable link-up and link-down traps on LAN ports.

Usethe set snmp trap enable auth command to enable authentication failure traps for al
managers.

Usethe set snmp trap enable frame-relay command to enable frame-relay traps for al
managers.

Use the show snmp command to display SNMP information.

Use the snmp trap link-status command to enable Link Up and Link Down traps. You must use
this command from an interface context.

Usethe no snmp trap link-status command to disable Link Up and Link Down traps. You must
use this command from an interface context.

Configuring SNMPv1 communities

SNMPv1 communities enable SNMPv1 users to access the G350. Use the following commands to
configure SNMPv1 communities:

Usethe set snmp community command to set or modify the switch’s SNMP community strings.
Use the show snmp command to display SNMP information.

SNMP configuration examples

This section provides SNMP configuration examples:

The following example enables link up/down traps on an Ethernet interface:

G350- 001(super)# interface FastEthernet 10/2
G350- 001(super-if: FastEthernet 10/2)# snnp trap |ink-status

Done!

The following example adds an SNMP trap receiver:

G350- 001(super)# set snnp trap 192. 36.44. 18
SNVP trap receiver added.
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The following example disables all traps for an SNMP trap receiver:

&350- 001(super)# set snmp trap 192.36.44.18 disable all
SNWP al | traps disabl ed.

The following example enables config traps for an SNMP trap receiver:

G350- 001(super)# set snnmp trap 192. 36.44.18 enable config
SNWP config trap enabl ed.

The following example displays SNMP information:

G350-001(super)# show snnp
Aut hentication trap enabl ed

Conmmuni ty- Access Comunity-String
read-only public
read-wite public

trap public

Tr ap- Rec- Addr ess Traps Enabl ed
192. 36. 44. 18 config

The following example deletes an SNMP trap receiver:

&350- 001(super)# clear snnp trap 192. 36. 44. 18
SNWVP trap receiver del eted.

The following example disables link up/down traps on an Ethernet interface:

G350- 001(super-if: FastEthernet 10/2)# no snnp trap |ink-status
Donel!

The following example sets the SNMP read-only community:

&350- 001(super)# set snmp conmunity read-only read
SNWP read-only conmunity string set.

The following example sets the SNMP read-write community:

G350- 001(super)# set snnmp comunity read-wite wite
SNWP read-write comrunity string set.

The following example sets the SNMP trap community:

G350-001(super)# set snnmp conmunity trap trap
SNVP trap comunity string set

The following example enables link up/down trap on a LAN port (6/1):

. G350-001(super)# set port trap 6/1 enable
Port 6/1 up/down trap enabl ed
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The following example disables link up/down trap on aLAN port:

&350- 001(super)# set port trap 6/1 disable
Port 6/1 up/down trap disabled

The following example enables frame-relay traps on the device to al registered managers:

G350- 001(super)# set snnp trap enable franme-rel ay
franme-relay trap enabl ed

The following example disables frame-relay traps on the device to all registered managers:

&350- 001(super)# set snmp trap disable frane-rel ay
frame-relay trap disabled

The following example enabl es authentication failure traps on the device to all registered managers:

G350- 001(super)# set snmp trap enable auth
Aut hentication trap enabl ed

The following example disables authentication failure traps on the device to all registered managers:

G350- 001(super)# set snnp trap disable auth
Aut hentication trap di sabl ed
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14 Configuring advanced switching

This chapter providesinformation about configuring advanced switching on the switch ports of the Avaya
MM 314 media module and contains the following sections:

Configuring VLANs — instructions on how to configure VLANS

Configuring port redundancy — instructions on how to configure port redundancy

Configuring port mirroring — instructions on how to configure port mirroring

Configuring spanning tree — instructions on how to configure spanning tree

Port classification — instructions on how to configure port classification

Configuring VLANSs

This section contains information about VLAN configuration on the G350's switch ports and includes the
following topics:

VLAN overview — an overview of VLANSs and how they can be used in a network
VLAN tagging — an explanation of VLAN tagging

Multi VLAN binding — an explanation of Multi VLAN binding, also known as Multiple VLANs
per port

G350 VLAN table — an explanation of the G350's VLAN table
Ingress VLAN security — an explanation of the G350's ingress security mechanism
ICC-VLAN — instructions on how to configure the ICC-VLAN

VLAN CL| commands — alist and explanation of the CLI commands used to configure VLANS
in the G350

VLAN configuration examples — examples of how to use CLI commands to configure VLANS
in the G350

VLAN overview

A VLAN is made up of agroup of devices on one or more LANSs that are configured so the devices
operate asif they form an independent LAN. These devices can, in fact, be located on several different
LAN segments. VLANS can be used to group together departments and other logical groups, thereby
reducing network traffic flow and increasing security within the VLAN.

The following figureillustrates how asimple VLAN can connect several endpointsin different locations
and attached to different hubs. In this example, the Management VLAN consists of stations on numerous
floors of the building which are connected to both Device A and Device B.
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Figure 10: VLAN Overview

In virtual topological networks, the network devices can be located in diverse places around the LAN.
These devices can be in different departments, on different floors, or in different buildings. Connectionis
achieved through software. Each network device is connected to a switch, and the network manager uses
management software to assign each device to avirtual topological network. Elements can be combined
intoaVVLAN even if they are connected to different devices.

You can use VLANSs whenever there are one or more groups of network users that you want to separate
from the rest of the network.

In the following figure, the switch has three separate VLANS: Sales, Engineering, and Marketing. Each
VLAN has severd physical ports assigned to it with PCs connected to those ports. When traffic flows
from a PC on the Sales VLAN, for example, that traffic is only forwarded out the other ports assigned to
that VLAN. Thus, the Engineering and Marketing VLANS are not burdened with processing that traffic.
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Figure 11: VLAN Example.
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VLAN tagging

VLAN Tagging is a method of controlling the distribution of information on the network. The ports on
devices supporting VLAN Tagging are configured with the following parameters:

* Port VLANID
¢ Tagging Mode

The Port VLAN ID isthe number of the VLAN to which the port is assigned.

NOTE:
You need to create aVLAN with the set vian command before you can assign it to a port.

Untagged frames and frames tagged with VLAN 0 entering the port are assigned the port’'s VLAN ID.
Tagged frames are unaffected by the port’s VLAN ID.

The Tagging M ode determines the behavior of the port that processes outgoing frames:

* |If Tagging Modeis set to Clear, the port transmits frames that belong to the port's VLAN table.
These frames | eave the device untagged.

e |If Tagging Modeis set to IEEE-802.1Q, all frames keep their tags when they leave the device.
Frames that enter the switch without aVLAN tag are tagged with the VLAN ID of the port they
entered through.

Multi VLAN binding

Multi VLAN binding, also known as Multiple VLANS per port, allows access to shared resources by
stations that belong to different VLANS through the same port. Thisis useful in applications such as
multi-tenant networks, where each user has his or her own VLAN for privacy. The whole building has a
shared high-speed connection to the ISP,
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In order to accomplish this, the G350 enables multiple VLANS per port. The available Port Multi-VLAN
binding modes are:

¢ Bound to Configured - the port supports all the VLANSs configured in the switch. These may be
either PVIDs (Port VLAN IDs) or VLANSs that were manually added to the switch.

e Satically Bound - the port supports VLANs manually configured on it

The following figure shows these binding modes.

Figure 12: Multi VLAN Binding

Static Binding

*  The user manually
specifiesthelist of VLAN
IDs to be bound to the
port, up to eight VLANSs

* Default mode for all ports

* Only VLAN 9, and any
other VLANS statically
: : configured on the port will
Bind to Configured be allowed to access this
* TheVLAN table of the port will support al the Static VLAN port
entries and all the ports' VLAN IDs (PVIDs) present in the
switch

* VLANSs1,3,5,9,10 coming from the bus are allowed access
through this port

¢ All the portsin Bound to Configured mode support the same
list of VLANSs

G350 VLAN table

The G350 VLAN tablelists all VLANS configured on the G350. You can configure up to eight VLANS.
To display alist of VLANS, use the show vian command.

When the VLAN table reaches its maximum capacity, you can not configure any more VLANS. If this
occurs, use the clear vian command, followed by the name or number of the VLAN you want to delete,
tofree spaceinthe VLAN table.

Any new VLANS, either configured by you or learned from incoming traffic, are made known to all the
modulesin the system.

Ingress VLAN security

A port that isassigned to aVLAN only allows packets tagged for that VLAN to enter the through that
port. Ingress VLAN Security therefore allows easy implementation of security.
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ICC-VLAN

When the G350 includes an ICC, the ICC connects to the G350 via an internal switch. By default, the
ICC isconnected on Vlan 1. The VLAN to which the ICC connectsis called the ICC-VLAN.

You can use theicc-vlan command to attach the ICC to a different VLAN. Enter the context of the
VLAN interface to which you want to attach the ICC switch, and type the command theicc-vian
command.

To show the current ICC-VLAN, type the show icc-vlan command from the general context.

The following example sets Vlan 2 asthe ICC-VLAN:

@&350- ???(super)# interface vlan 2
@&350- ???(super-if:Vlian 2)# icc-vlan
Done!

G350-???(super-if:Vian 2)# exit
G350- ???(super)# show icc-vl an

VLAN 2

G350- ???(super) #

VLAN CLI commands

The following commands are used to configure VLANS. For more information about these commands,
see Avaya G350 Media Gateway CLI Reference, 555-245-202.

¢ Usetheclear port static-vlan command to delete VLANSs statically configured on a port.

¢ Usetheclear vlan command to delete an existing VLAN and its interface, and return ports from
this VLAN to the default VLAN #1. When you clear aVLAN, al ports assigned to that VLAN
are assigned to the default VLAN #1.

e Usetheinterface vian command to create aVLAN interface and enter the Interface VLAN
configuration mode.

* Usetheno interface vilan command to delete a VLAN interface.
* Usetheset port static-vlan command to assign static VLANSs to ports.

* Usetheset port vian command to set the port VLAN ID (PVID). If adding anew VLAN, the
VLAN number must be within the range.

¢ Usetheset port vlan-binding-mode command to define the binding method used by ports.

¢ Usetheset trunk command to configure the VLAN tagging mode of a port.

¢ Usetheset vlan command to configure VLANS.

¢ Usetheshow cam vlan command to display all mac entriesin the CAM table for a specific vian.

* Usetheshow interfaces vlan command to display interface configuration and statistics for a
particular VLAN or al VLANS.

* Usetheshow port-vlan-binding command to display port VLAN binding mode information. If
no module number is specified then information for all ports on all modulesis displayed. If no
port number is specified, information for all ports on the specified module is displayed.

¢ Usetheshow trunk command to display VLAN tagging information for the switch.
¢ Usetheshow vlan command to display the VLANSs configured in the switch.
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VLAN configuration examples

This section provides VLAN configuration examples.

The following example deletes a statically bound VLAN from a port:

G350- 001(super)# clear port static-vlan 10/3 34
VLAN 34 is unbound fromport 10/3

The following example deletesa VLAN and its interface:
&350- 001(super)# clear vlian 34

This command will assign all ports on VLAN 34 to their default in the entire
managenent domain —do you want to continue (Y/N)? y

Al'l ports on VLAN-id assigned to default VLAN.
VLAN 34 was del eted successfully.

The following example sets the current VLAN as the ICC-VLAN:
&350- 001(super)# interface VI an 66

G350- 001(super-if:Vian 66)# icc-vlan
Done!

The following example enters configuration mode for aVLAN interface:

&350- 001(super)# interface VI an 66
&350- 001(super-if:Vlan 66)#

The following example deletes a VLAN interface:

G350- 001(super)# no interface vlan 66
Done!

The following example statically bindsa VLAN to a port:

&350- 001(super)# set port static-vlan 10/3 54
VLAN 54 is bound to port 10/3

The following example sets a port’'s VLAN ID:
G350- 001(super)# set port vlan 54 10/ 3

VLAN 54 nodified
VLAN Mod/ Ports

54 10/ 3
The following example sets aport’'s VLAN binding mode:

&350- 001( super)# set port vl an-bindi ng-node 10/ 3 bi nd-to-confi gured
Set Port vlan binding method: 10/ 3
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The following example configures the VLAN tagging mode of a port:

&350- 001(super)# set trunk 10/3 dot 1q
Dot 1Q VLAN taggi ng set on port 10/ 3.

The following example createsa VLAN:

G350- 001(super)# set vlan 2121 nane Traini ng
VLAN id 2121, vlan-nanme Training created.

The following example displays alist of the MAC addresses in the CAM of aVLAN:
&350- 001( super)# show cam vl an 54

Total Matching CAM Entries Displayed = 3
Dest MAC/ Route Dest VLAN Destination Ports

00: 01: 02: dd: 2f : of 54 6/ 13
00: 02: 2d: 47: 00: 6f 54 10/ 2
00: 02: 4b: 5b: 28: 40 54 6/ 13

The following example displaysthe ICC-VLAN:

G350- 001(super)# show i cc-vl an
VLAN 1

The following example displays interface configuration and statisticsfor aVLAN:
&350- 001(super)# show interfaces VMlan 1

VLAN 1 is up, line protocol is up
Physi cal address is 00.04.0d. 29. c6. bd.
MIU 1500 bytes. Bandw dth 100000 kbit.
Reliability 255/255 txLoad 1/255 rxLoad 1/255
Encapsul ati on ARPA, | CC- VLAN
Li nk status trap disabl ed
Ful | - dupl ex, 100Mo/s
ARP type: ARPA, ARP Tinmeout 04:00: 00
Last input never, Last output never
Last clearing of 'show interface' counters never
5 minute input rate O bits/sec, 0 packets/sec
5 mnute output rate 0 bits/sec, 0 packets/sec
0 input drops, O output drops, O unknown protocols
0 packets input, 0 bytes
0 broadcasts received, 0 giants
0 input errors, 0 CRC
0 packets output, O bytes
0 output errors, 0 collisions

The following example displays port VLAN binding information:

G350- 001( super)# show port vl an-bi ndi ng- node 10
port 10/3 is bind to all configured VLANs
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The following example displays VLAN tagging information:
&350- 001( super)# show trunk
Por t Mode Bi ndi ng node Nati ve VLAN

10/3 dot1lg bound to configured VLANs 54
The following example displays the VLANSs configured on the device:
G50- 001(super)# show vl an

VLAN | D VLAN- nane

1 Vi
54 Mar ket i ng
66 V66

2121 Tr ai ni ng
Total nunber of VLANs: 4

Configuring port redundancy

This section contains information about port redundancy configuration on G350 switch ports and
includes the following topics:

¢ Port redundancy overview — an overview of port redundancy on the G350

* Secondary port activation — adescription of how the secondary port is activated

¢ Switchback — adescription of how switchback occurs

¢ Port redundancy CLI commands— alist and description of the CLI commands used to configure
port redundancy

¢ Port redundancy configuration examples — examples of port redundancy configurations

Port redundancy overview

112

Redundancy involves the duplication of devices, services, or connections, so, in the event of afailure, the
redundant duplicate can take over for the one that failed.

Since computer networks are critical for business operations, it is vital to ensure that the network
continues to function even if apiece of equipment fails. Even the most reliable equipment might fail on
occasion, but a redundant component can ensure that the network continues to operate despite such
failure.

To achieve port redundancy, you can define a redundancy rel ationship between any two portsin a switch.
One port is defined as the primary port and the other as the secondary port. If the primary port fails, the
secondary port takes over.

You can configure up to 25 pairs of ports per chassis. Each pair contains a primary and secondary port.
You can configure any type of port to be redundant to any other. You can configure redundant ports from
among the Ethernet ports (1-24) and the Gigabit Ethernet port (51) on the MM 314 Media Module.
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Secondary port activation

The secondary port takes over within one second and is activated when the Primary port link stops
functioning. Subsequent switchovers take place after the minimum time between switchovers has
elapsed. To set the minimum time between switchovers, use the set port redundancy-intervals
command.

Switchback

If switchback is enabled and the Primary port recovers, a switchback takes place. Use the set port
redundancy-intervals command to set the following switchback parameters:

* min-time-between-switchovers — the minimum time that is allowed to elapse before a Primary-
Backup switchover

¢ switchback-interval — the minimum time the Primary port link has to be up before a switchback
to the Primary port takes place. If you set thisto none, thereis no switchback to the Primary port
when it recovers. In this case, switchback to the Primary port only takes place if the Secondary
port fails.

Port redundancy CLI commands

The following commands are used to configure port redundancy. For more information about these
commands, see Avaya G350 Media Gateway CLI Reference, 555-245-202.

¢ Usetheset port redundancy enable/disable command to globally enable or disable the
redundancy pairs you have defined. Using this command will not delete existing redundancy
entries.

* Usetheset port redundancy on/off command to define or remove redundancy pairs. Use the
show port redundancy command to ensure that there is no redundancy scheme already defined
on any of thelinks.

¢ Usetheset port redundancy-intervals command to configure the two time constants that
determine redundancy switchover parameters.

¢ Usetheshow port redundancy command to display information about software port redundancy
schemes defined for the switch.

Port redundancy configuration examples

This section provides port redundancy configuration examples.

The following example creates a port redundancy pair:
&350- 003(super)# set port redundancy 6/3 6/5 on 1

Monitor: Port 6/5 is redundant to port 6/3.
Port redundancy is active - entry is effective imediately

The following example deletes a port redundancy pair:

G350- 003(super)# set port redundancy 6/3 6/5 0
Entry Monitor renoved: Port 6/5 is not redundant to port 6/3.
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The following example enables al configured port redundancies:

G350- 003(super)# set port redundancy enable
Al'l redundancy schenes are now enabl ed

The following example disables all configured port redundancies:

G350- 003( super) # set port redundancy disable
Al'l redundancy schenes are disabled but not renoved

The following example configures the switchback interval for all configured port redundancies:

&350- 003( super)# set port redundancy-intervals 60 30
Done!

The following example displays port redundancy information:
G350- 003( super)# show port redundancy

Redundancy Nane Primary Port Secondary Port St at us
Moni t or 6/3 6/5 primary
M ni mum Ti me bet ween Switchovers: 60

Swi t chback interval: 30

Configuring port mirroring

This section provides information about configuring port mirroring on G350 devices and includes the
following topics:

* Port mirroring overview — an overview of port mirroring on the G350

¢ Port mirroring CLI commands — alist and description of the CLI commands used to configure
port mirroring on the G350

¢ Port mirroring configuration examples — examples of port mirroring configurations

Port mirroring overview

114

Port Mirroring copies all received and transmitted packets (including local traffic) from a source port to a
predefined destination port, in addition to the normal destination port of the packets. Port Mirroring, also
known as “sniffing,” is useful in debugging network problems.

Port mirroring allows you to define a source port and a destination port, regardless of port type. For
example, a 10 Mbps and a 100 Mbps port can form a valid source/destination pair. You cannot, however
define the port mirroring source and destination ports as the same source and destination port.

You can define one source port and one destination port on each G350 chassis for received (Rx),
transmitted (Tx), or transmitted and received (both) traffic.
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Port mirroring constraints

You cannot use the LAN port or the WAN Fast Ethernet port in port mirroring.

Port mirroring CLI commands

The following commands are used to configure port mirroring on the G350. For more information about
these commands, see Avaya G350 Media Gateway CLI Reference, 555-245-202.

* Usetheset port mirror command to define a port mirroring pair in the switch.
¢ Usetheshow port mirror command to display mirroring information for the switch.
* Usetheclear port mirror command to cancel port mirroring.

Port mirroring configuration examples

This section provides port mirroring configuration examples.

The following example creates a port mirroring pair:

G350-003(super)# set port mirror source-port 6/2 mirror-port 6/10 sanpling
al ways direction rx

Mrroring rx packets fromport 6/2 to port 6/10 is enabled

The following example displays port mirroring information:

G350- 003( super)# show port mrror

port mrroring

Mrroring both R« and Tx packets fromport 6/2 to port 6/10 is enabl ed
The following example disables port mirroring:

&350- 003(super)# clear port mrror

Configuring spanning tree

This section provides information about configuring spanning tree on the G350 and contains the
following topics:

* Spanning tree overview — an overview of spanning tree protocol

¢ Spanning tree CLI commands — alist and description of CLI commands used to configure
spanning tree protocol on the G350

¢ Spanning tree configuration examples — examples of spanning tree protocol configurations
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Spanning tree overview

G350 devices support both common Spanning Tree protocol (802.1d) and the enhanced Rapid Spanning
Tree protocol (802.1w). The 802.1w standard is a faster and more sophisticated version of the 802.1d
(STP) standard. Spanning Tree makes it possible to recover connectivity after an outage within aminute
or so. RSTPR, withits “rapid” algorithm, can restore connectivity to a network where a backbone link has
failed in much lesstime.

Spanning tree protocol

The Spanning Tree Algorithm ensures the existence of aloop-free topology in networks that contain
parallel bridges. A loop occurs when there are alternate routes between hosts. If thereisaloopin an
extended network, bridges may forward traffic indefinitely, which can result in increased traffic and
degradation in network performance.

The Spanning Tree Algorithm:

* Producesalogical tree topology out of any arrangement of bridges. The result is asingle path
between any two end stations on an extended network.

* Providesahigh degree of fault tolerance. It allows the network to automatically reconfigure the
spanning tree topology if thereis a bridge or data-path failure.

The Spanning Tree Algorithm requires five values to derive the spanning tree topology. These are:

¢ A multicast address specifying all bridges on the extended network. This addressis
media-dependent and is automatically determined by the software.

* A network-unique identifier for each bridge on the extended network.
* A uniqueidentifier for each bridge/LAN interface (a port).

* Therelative priority of each port.

¢ The cost of each port.

After these values are assigned, bridges multicast and process the formatted frames (called Bridge
Protocol Data Units, or BPDUS) to derive a single, loop-free topology throughout the extended network.
The bridges exchange BPDU frames quickly, minimizing the time that service is unavail able between
hosts.

Spanning tree per port

Spanning tree can take up to 30 seconds to open traffic on a port. This delay can cause problems on ports
carrying time-sensitive traffic. You can therefore enable or disable spanning tree in the G350 on a
per-port basis to minimize this effect.
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Rapid Spanning Tree Protocol (RSTP)

About the 802.1w (RSTP) standard

The enhanced feature set of the 802.1w standard includes:
¢ Bridge Protocol Data Unit (BPDU) type 2
* New port roles: Alternate port, Backup port

¢ Direct handshaking between adjacent bridges regarding a desired topology change (TC). This
eliminates the need to wait for the timer to expire.

* Improvement in the time it takes to propagate TC information. Specifically, TC information does
not have to be propagated all the way back to the Root Bridge (and back) to be changed.

¢ Origination of BPDUs on a port-by-port basis

Port roles

At the center of RSTP—specifically as an improvement over STP (802.1d)—are the roles that are
assigned to the ports. There are four port roles:

* Root port — port closest to the root bridge

¢ Designated port — corresponding port on the remote bridge of the local root port
* Alternate port — an alternate route to the root

¢ Backup port — an alternate route to the network segment

The RSTP agorithm makes it possible to change port roles rapidly through its fast topology change
propagation mechanism. For example, a port in the blocking state can be assigned the role of alternate
port. When the backbone of the network fails the port can rapidly be changed to forwarding.

Whereas the STA passively waited for the network to converge before turning a port into the forwarding
state, RSTP actively confirms that aport can safely transition to forwarding without relying on any
specific, programmed timer configuration.

RSTP provides a means of fast network convergence after atopology change. It does this by assigning
different treatments to different port types. The port types and the treatment they receive follow:

¢ Edge ports — Setting a port to edge-port admin state indicates that this port is connected directly
to end stations that cannot create bridging loops in the network. These ports transition quickly to
forwarding state. However, if BPDUs are received on an Edge port, it's operational state will be
changed to non-edge-port and bridging loops will be avoided by the RSTP agorithm. The default
admin state of al portsis edge-port.

* You must manually configure uplink and backbone ports to be non-edge ports, using the CLI
command set port edge admin state.

¢ Point-to-point Link ports— This port type applies only to ports interconnecting RSTP compliant
switches and is used to define whether the devices are interconnected using shared Ethernet
segment or point-to-point Ethernet link. RSTP convergence is faster when switches are connected
using point-to-point links. The default setting for all ports — automatic detection of point-to-point
link —is sufficient for most networks.
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Spanning tree CLI commands

Use the following commands to configure spanning tree. For more information about these commands,
see Avaya G350 Media Gateway CLI Reference, 555-245-202.

* Usetheset port spantree command to enable or disable the spanning tree mode for specific
switch ports.

* Usetheset spantree default-path-cost command to set the version of the spanning tree default
path cost used by this bridge.

* Usetheset spantree enable/disable command to enable or disable the spanning tree algorithm.

* Usetheset spantree forward-delay command to specify the time used when transferring the
state of a port to the forwarding state.

¢ Usetheset spantree hello-time command to specify the time interval between the generation of
configuration BPDUs by the root.

¢ Usetheset spantree max-age command to specify the time to keep an information message
beforeit is discarded.

* Usetheset spantree priority command to set the bridge priority for STP.

* Usetheset spantree tx-hold-count command to set the value in packets used by the spanning
tree in order to limit the maximum number of BPDUSs transmitted during a hello-time period.

* Usetheset spantree version command to set the version of the spanning tree protocol.
* Usetheshow spantree command to display spanning-tree information.

Spanning tree configuration examples

This section provides spanning tree configuration examples.

The following example enables spanning tree on a port:

G350- 003(super)# set port spantree enable 6/8
port 6/8 was enabl ed on spantree

The following example disables spanning tree on a port:

&350- 003(super)# set port spantree disable 6/8
port 6/8 was disabled on spantree

The following example configures the version of the spanning tree default path cost used by this bridge:

G350- 003(super) # set spantree defaul t-path-cost conmon-spanni ng-tree
Spanning tree default path costs is set to conmmpn spanning tree.

The following example configures the time used when transferring the port to the forwarding state:

&350- 003(super) # set spantree forward-delay 16
bridge forward delay is set to 16.
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The following example configures the time interval between the generation of configuration BPDUs by
theroot:

&350- 003(super)# set spantree hello-time 2
bridge hello time is set to 2.

The following example configures the amount of time an information message is kept before being
discarded:

G350- 003(super) # set spantree nax-age 21
bridge nax age is set to 21.

The following example configures the bridge priority for spanning tree:

&350- 003(super)# set spantree priority 36864
Bridge priority set to 36864

The following example sets the value in packets used by spanning tree in order to limit the maximum
number of BPDUSs transmitted during a hello-time period:

G350- 003( super) # set spantree tx-hold-count 4
tx hold count is set to 4.

The following example configures the version of spanning tree to use on the device:

&350- 003(super)# set spantree version rapid-spanning-tree
Spanning tree version is set to rapid spanning tree.

The following example displays spanning tree information:;
G350- 003( super)# show spantree

Spanning tree state is enabl ed

Desi gnat ed Root: 00-40-0d-92-22-81

Desi gnated Root Priority: 32768

Desi gnat ed Root Cost: 19

Desi gnat ed Root Port: 6/24

Root Max Age: 20 Hello Time: 2

Root Forward Del ay: 15

Bri dge | D MAC ADDR: 00-04-0d- 29-c4-ca

Bridge ID priority: 36864

Bri dge Max Age: 21 Bridge Hello Tinme: 2
Bri dge Forward Delay: 16 Tx Hold Count 4
Spanning Tree Version is rapid spanning tree
Spanning Tree Default Path Costs is according to commopn spanning tree

Por t State Cost Priority
6 /1 not - connect ed 100 128
6 /2 not - connect ed 100 128
6 /3 not - connect ed 100 128
6 /4 not - connect ed 100 128
6 /5 not - connect ed 100 128
6 /6 not - connect ed 100 128
6 /7 not - connect ed 100 128
6 /8 not - connect ed 100 128
6 /9 not - connect ed 100 128
Administration of the Avaya G350 Media Gateway 119

December 2003



Configuring advanced switching

Port classification

/10
/11
/12
/13
/14
/15
/16
117
/18
/19
/20
/21
122
/23
/24
/51

DO OO OO,

not - connect ed 100 128
not - connect ed 100 128
not - connect ed 100 128
For war di ng 19 128
not - connect ed 100 128
not - connect ed 100 128
not - connect ed 100 128
For war di ng 19 128
For war di ng 19 128
not - connect ed 100 128
not - connect ed 100 128
not - connect ed 100 128
For war di ng 19 128
For war di ng 19 128
For war di ng 19 128
not - connect ed 4 128

Port classification

This section provides information on configuring port classification on the G350 and includes the
following topics:

Port classification overview — an overview of port classification on the G350

Port classification CLI commands — alist and description of the CLI commands used to

configure port classification on the G350

Port classification configuration examples — examples of port classification configurations

Port classification overview

With the G350, you can classify any port as either regular or valuable. Classifying a port as valuable
means that alink fault trap is sent in the event of alink failure. The trap is sent even when the port is
disabled.

Thisfeature is particularly useful for the port redundancy application, where you need to be informed
about alink failure on the dormant port.

Port classification CLI commands

Use the following commands to configure port classification. For more information about these
commands, see Avaya G350 Media Gateway CL| Reference, 555-245-202.

120

Usethe set port classification command to set the port classification to either regular or
valuable. Any change in the Spanning Tree state from Forwarding for a valuable port will erase
al learned MAC addressesin the switch.

Usethe show port classification command to display a port’s classification.
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Port classification configuration examples

This section provides port classification configuration examples.

The following example classifies a port as a valuable port:

G350- 003(super)# set port classification 6/4 val uable
Port 6/4 classification has been changed.

The following example displays the port classification of all ports on the device:

G350- 003( super)# show port classification

Por t Port Cl assification
6/1 regul ar
6/ 2 regul ar
6/3 regul ar
6/ 4 val uabl e
6/5 regul ar
6/ 6 regul ar
6/7 regul ar
6/ 8 regul ar
6/9 regul ar
6/ 10 regul ar
6/ 11 regul ar
6/ 12 regul ar
6/ 13 regul ar
6/ 14 regul ar
6/ 15 regul ar
6/ 16 regul ar
6/ 17 regul ar
6/ 18 regul ar
6/ 19 regul ar
6/ 20 regul ar
6/ 21 regul ar
6/ 22 regul ar
6/ 23 regul ar
6/ 24 regul ar
6/ 51 val uabl e
10/ 3 regul ar
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15 Configuring contact closure

This chapter provides information about configuring the G350's contact closure feature and contains the
following sections:

¢ Contact closure overview — an overview of contact closure configuration on the G350

¢ Contact closure hardware configuration — instructions on how to configure the contact closure
hardware

¢ Contact closure software configuration — instructions on how to configure the G350 to use
contact closure

¢ Showing contact closure status — instructions on how to display the contact closure configuration

Contact closure overview

You can use contact closure to control up to two electrical devices remotely. With contact closure, you
can dial feature access codes on a tel ephone to activate electrical devices such as electrical door locks.
You can also activate and deactivate contact closure using CLI commands. You can only use feature
access codes if you configure the Avaya G350 Media Gateway to use a media server with Avaya
Communication Manager software. For more information, see Configuring the Media Gateway
Controller (MGC) on page 45.

Use an Avaya Partner Contact Closure Adjunct™ for contact closure. For more information, see
Overview of the Avaya G350 Media Gateway, 555-245-201. An Avaya Partner Contact Closure Adjunct
contains two relays, one for each electrical device. You can configure each relay in any of the following
ways:
* When you dial acode, therelay activates. When you dial another code, the relay returns to
normal.

*  When you dial acode, therelay activates. After an amount of time that you configure, the relay
returns to normal.

* You can control each contact closure relay manually with CLI commands or with Avaya G350
Manager.

NOTE:

Configuration of the feature access code is performed through the Avaya Communication
Manager. For more information, see Administrator’s Guide for Avaya Communication
Manager, 555-233-506.
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Contact closure hardware configuration

To configure your hardware for contact closure:

1

Connect an Avaya Partner Contact Closure Adjunct to the Contact Closure port on the Avaya
G350 Media Gateway front panel. The Contact Closure port is labeled CC. Use atelephone cable
with standard RJ-11 connectors.

A qualified electrician should connect the electrical devicesto the relays on the Avaya Partner
Contact Closure Adjunct. For information on contact closure specifications, see Overview of the
Avaya G350 Media Gateway, 555-245-201.

Contact closure software configuration

124

You can specify the following contact closure modes:

Mode Description

mgc The MGC controls contact closure. In mgc mode, the user dials
feature access codes to activate and deactivate contact closure.

manual-trigger Activates contact closure for the specified relay.

manual-of f Deactivates contact closure for the specified relay.

To configure the Avaya G350 Media Gateway to activate contact closure when the feature access codeis

dialed:
1

Enter the set contact-closure admin command. In the following example, the command sets
contact closure to work in relay 1 of the Avaya Partner Contact Closure Adjunct when activated
by the call controller.

set contact-closure admn 10/1:1 call-controller

Usethe set contact-closure pulse-duration command to set the length of time for the relay to
return to normal after the call controller triggersit. In the following example, the command sets
relay 2 of the Avaya Partner Contact Closure Adjunct to return to normal 5 seconds after the call
controller triggers contact closure in the relay.

set contact-closure pul se-duration 10/1:2 pul se-duration 5

To enable the user to return the relay to normal by dialing a feature access code, set the pulse
duration to 0.

To activate contact closure manually, use the set contact-closure admin command with the parameter
manual-trigger. In the following exampl e, the command activates contact closurein relay 1 of the Avaya
Partner Contact Closure Adjunct. Contact closure remains active until you deactivate it by using the set
contact-closure admin command with the parameter manual-off or auto.

set contact-closure admn 10/1:1 nmanual -tri gger
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To deactivate contact closure manually, use the set contact-closure admin command with the parameter
manual-off. In the following example, the command deactivates contact closurein relay 2 of the Avaya
Partner Contact Closure Adjunct. Contact closure will not operate, even automatically, until you use the
set contact-closure admin command to change the status of contact closure to mgc or manual-trigger.

set contact-closure adnmin 10/ 1:2 manual - of f

Showing contact closure status

Usethe show contact-closure command to display the status of one or more contact closure relays. The
following example displays the contact closure status of relay 1 of the Avaya Partner Contact Closure
Adjunct box.

&350- 101( super)# show cont act -cl osure

MODULE PORT RELAY ADM N PULSE DURATI ON( secs) STATUS

10 1 1 ngyc 5 secs of f

10 1 2 ngyc 3 secs of f
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16 Configuring monitoring

This chapter provides information on monitoring the G350 and includes the following sections:
* RMON overview — an overview of the RMON network monitoring standard

* RMON CLI commands— alist and description of the CLI commands used to configure RMON
monitoring on the G350

* RMON configuration examples — examples of RMON configurations

RMON overview

RMON, the internationally recognized network monitoring standard, is a network management protocol
that allows network information to be gathered at a single workstation. You can use RMON probes to
monitor and analyze a single segment only. When you deploy a switch on the network, there are
additional componentsin the network that cannot be monitored using RMON. These componentsinclude
the switch fabric, VLAN, and statistics for all ports.

RMON istheinternationally recognized and approved standard for detailed analysis of shared Ethernet
media. It ensures consistency in the monitoring and display of statistics between different vendors.

RMON's advanced remote networking capabilities provide the tools needed to monitor and analyze the
behavior of segments on a network. In conjunction with an RMON agent, RMON gathers details and
logical information about network status, performance and users running applications on the network.

An RMON agent is a probe that collects information about segments, hosts and traffic and sends the
information to a management station. You use specific software tools to view the information collected
by the RMON agent on the management station.

You can configure Remote Monitoring (RMON) for switching on the Avaya G350 Media Gateway. The

G350 uses RMON 1, which analyzesthe MAC layer (Layer 2 in the OS| seven-layer model). You can
also configure a port to raise an SNMP trap whenever the port fails.

RMON CLI commands

Use the following commands to configure RMON. For more information about these commands, see
Avaya G350 Media Gateway CLI Reference, 555-245-202.

* Usethermon alarm command to create an RMON alarm entry.

* Usethermon event command to create an RMON event entry.

¢ Usethermon history command to create an RMON history entry.

¢ Usetheshow rmon alarm command to display all RMON alarm entries.
¢ Usetheshow rmon event command to display RMON event entries.

* Usetheshow rmon history command to display RMON alarm entries.
* Usetheshow rmon statistics command to display RMON statistics.
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This section provides RMON configuration examples.

The following example creates an RMON alarm entry:

&350- 003(super)# rmon alarm1 1.3.6.1.2.1.16.1.1.1.5.16777216 20 delta rising-
t hreshol d 10000 32 falling-threshold 1000 32 risingOFalling root
alarm 1l was created successfully

The following example creates an RMON event entry:

&350- 003(super)# rmon event 32 | og description “Change of device” owner root
event 32 was created successfully

The following example creates an RMON history entry with an index of 80 on port 24 of the modulein
slot 6, recording activity over 60 intervals (buckets) of 20 seconds each.

G350- 003(super)# rnon history 80 6/24 interval 20 buckets 60 owner root
hi story index 80 was created successfully

The following example displays information about an RMON alarm entry:
&350- 003( super)# show rmon alarm 1

al arm

alarm1l is active, owned by root

Monitors ifEntry. 1. 16777216 every 20 seconds
Taking delta sanples, |last value was 0

Ri sing threshold is 10000, assigned to event # 32
Falling threshold is 1000, assigned to event # 32
On startup enable rising or_falling alarmns

The following example displays information about an RMON event entry:
G350- 003( super)# show rmon event 32
event

Event 32 is active, owned by root
Description is Change of device
Event firing causes log,last fired 12:36: 04

The following example displays information about an RMON history entry:
&350- 003( super)# show rrmon history 80
hi story

Entry 80 is active, owned by root

Monitors the port 6/24 every 20 seconds
Requested # of tine intervals, ie buckets, is 60
Granted # of time intervals, ie buckets, is 60
Sanpl e # 2 began neasuring at 0:21:16

Recei ved 4081 octets, 41 packets,

0 broadcast and 10 multicast packets,
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0 undersize and 0 oversize packets,

0 fragnents and O j abbers,

0 CRC alignnment errors and 0 collisions,

# of dropped packet events (due to a | ack of
Network utilization is estimated at 0

The following example displays RMON statistics for a port:

&350- 003( super)# show rrmon statistics 6/24

Statistics for port 6/24 is active, owned by Monitor

Recei ved 6952909 octets, 78136 packets,

26 broadcast and 257 nul ticast packets,

0 undersize and 0 oversize packets,

0 fragnents and O j abbers,

0 CRC alignment errors and 0 collisions,

# of dropped packet events (due to a | ack of
# of packets received of length (in octets):
64: 18965, 65-127:295657, 128-255: 4033,
256-511: 137, 512-1023:156, 1024-1518:0,
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17 Configuring the router

This chapter provides information about configuring the G350 router and contains the following sections:

Overview of the G350 router — alist of features supported on the G350 router, along with
instructions for enabling and disabling the router

Configuring interfaces — instructions on how to configure Fast Ethernet, Loopback, Serial, and
VLAN interfaces on the router

Configuring the routing table — instructions on how to configure the routing table

Configuring DHCP and BOOTP relay — instructions on how to configure DHCP and BOOTP
relays for routing on the G350

Configuring broadcast relay — instructions on how ton configure broadcast relay for routing on
the G350

Configuring the ARP table — instructions on how to configure the ARP table

Enabling proxy ARP — instructions on how to enable proxy ARP on an interface

Configuring ICMP errors — instructions on how to configure whether the router sends ICMP
error messages

Configuring RIP — instructions on how to configure RIP parameters for each interface on the
router

Configuring OSPF — instructions on how to configure OSPF parameters for each interface on the
router

Route redistribution — instructions on how to configure route redistribution among multiple
routing protocols

Configuring VRRP — instructions on how to configure the VRRP protocol so asto support
redundancy of LAN routers and load balancing

Configuring fragmentation — instructions on how ton configure | P fragmentation and reassembly
on the G350 router

Overview of the G350 router

The Avaya G350 Media Gateway has an internal router. You can configure the following routing features
on the router:

Interfaces

Routing table

DHCP and BOOTP relay
Broadcast relay

ARP table

ICMP errors

RIP

OSPF
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¢ Route redistribution
* VRRP

* Fragmentation

To enable or disable the router:
* To enable the router, type the command:
ip routing
¢ To disable the router, type the command:

no ip routing

Configuring interfaces

This section provides information about configuring interfaces on the router and includes the following
topics:

* Router interface concepts — a description of the types of interfaces that you can configure on the
G350 router

¢ |PInterface configuration commands — alist and descriptions of the CLI commands used to
configure interfaces on the G350 router

¢ Interface configuration examples — examples of router interface configurations

Router interface concepts

132

The router in the Avaya G350 Media Gateway includes the following interface categories:
* physica
* Layer 2virtud
e Layer 3routing

Physical router interfaces

The following are the physical interfaces of the G350 router:

¢  WAN Interfaces— When you add a WAN media module to the Avaya G350 Media Gateway,
the media module provides a WAN interface. You can add one of the following types of WAN
media modules:

— The Avaya MM 340 media module provides an EL/T1 WAN interface.
— The Avaya MM 342 media module provides a USP WAN interface.

* Fast Ethernet I nterface— The 10/3 Fast Ethernet port on the front panel of the G350 providesa
Fast Ethernet interface. Thisinterfaceis an autosensing 10/100Mbps Fast Ethernet port. It can be
used to connect to aLAN, an external firewall, an external Virtual Private Network (VPN), or a
DeMilitarized Zone (DMZ).
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¢ Switching Interface — Aninternal 100Mbps connection to the G350 internal switch provides a
switching interface. The switching interface supports VLANS. By default, the switching interface
isassociated with the first VLAN (Vlan 1).

When you configure the Avaya G350 Media Gateway without an external VPN or firewall,

Vlan 1 isused to connect the internal G350 router to the internal G350 switch. If an external
firewall or VPN is connected to the Fast Ethernet port, it isimportant to disable Vlan 1 to prevent
adirect flow of packets from the WAN to the LAN.

Layer 2 virtual interface

* Loopback — The Loopback interface isavirtual Layer 2 interface over which Loopback |P
addresses are configured. The Loopback interface represents the router by an IP address that is
always available, afeature necessary mainly for network troubleshooting.

Since the Loopback interface is not connected to any physical interface, an entry in the routing
table can not have the Loopback interface’s subnet as its next hop.

Layer 2 logical interfaces

* VLAN (on the Switching I nterface) — The G350 switch can have multiple VLANSs defined
within its switching fabric. The G350 router supports up to eight VLANSs that can be configured
over itsinternal switching interface connection.

¢ Serial Interface— A Serial interfaceisavirtual interface that is created over a portion of an E1/
T1 or USP port. Seria interfaces support PPP and Frame Relay encapsul ation protocols. For more
information about configuring serial interfacesfor aWAN, see Initial WAN configuration on page
72.

NOTE:
One or more | P interfaces can be defined over each Serial, Fast Ethernet, Switching, and
L oopback interface.

IP Interface configuration commands

You can configure the following types of IP interfaces on the router:
* Fast Ethernet

* Loopback
e Seid
e VLAN

To configure an interface:

1 Tocreateaninterface, typetheinterface command, followed by the type of interface you want to
create. Some types of interfaces require an identifier as a parameter. Other types of interfaces
reguire the interface’s module and port number as a parameter. For example:

interface vlian 1
interface serial 2/1

2 Usetheip address command, followed by an | P address and subnet mask, to assign an | P address
to the interface. Use the no form of this command to delete the IP interface.

Administration of the Avaya G350 Media Gateway 133
December 2003



Configuring the router
Configuring the routing table

Use the following commands to configure the interface parameters. For more information about these
commands, see Avaya G350 Media Gateway CLI Reference, 555-245-202.

* Usetheip admin-state command to set the administrative state of the | P interface. The default
state is up.

* Usetheip broadcast-address command to update the interface broadcast address.

Interface configuration examples

Use the following commands to configure the fixed router port with 1P address 10.20.30.40 and subnet
mask 255.255.0.0:

G350-001# i nterface FastEthernet 10/2
G&350-001(if: Fast Ethernet 10/2)# ip address 10.20.30.40 255.255.0.0
Done!

Use the following commands to create VLAN 2 on the Switching Interface and configure it with IP
address 10.30.50.70 and subnet mask 255.255.0.0:

G350-001# interface Vlian 2
@&B50-001(if:Vian 2)# ip address 10.30.50.70 255.255.0.0
Done!

Configuring the routing table

This section provides information about configuring the routing table and includes the following topics:

¢ Overview of the routing table — an overview of the routing table and the types of routes you can
configure on the routing table

¢ Viainterface static route — instructions on how to configure a via interface static route

* Permanent static route — instructions on how to configure a permanent static route

¢ Discard route — instructions on how to configure a discard route

¢ Routing table commands — alist and descriptions of CLI commands used to configure the
routing table

Overview of the routing table

When you configure the routing table, you can:
¢ View information about the routing table
* Add entriesto the routing table
¢ Delete entries from the routing table

NOTE:
To change an entry in the routing table, delete it and then add it.

The routes in the routing table are static routes. They are never timed-out, and can only be removed
manually. If you delete the interface, all static routes on the interface are also del eted.
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A static route becomes inactive whenever the underlying Layer 2 interface is down, except for permanent
static routes. You can disable the interface manually using the IP admin-state down command. For more
information, see Permanent static route on page 136. When the underlying Layer 2 interface becomes
active, the static route enters the routing table again.

Static routes can be configured with the following as next-hops:

* Viainterface route — specifies a seria interface as the next-hop, without a specific next-hop IP
address. See Viainterface static route on page 136.

* Next-hop IP address — specifies the |P address of arouter as a next-hop. The next-hop router
must belong to one of the directly attached networks for which the Avaya G350 Media Gateway
has an IP interface.

Two kinds of static routes can be configured:
¢ High Preference static routes — preferred to routes learned from any routing protocol
* Low Preference static routes — used temporarily until the route is learned from arouting
protocol.

By default, a static route has Low Preference

Static routes can be advertised by routing protocols, such as RIP and OSPF. For more information, see
Route redistribution on page 148. Static routes al so support load-balancing similar to OSPF. You can
configure up to three next-hops for each static route in one of the following manners:

¢ Enter all of the next-hops using asingleip route command. To add a new next-hop to an existing
static route, enter the new next-hop individually, asin the following option.

* Enter each next-hop individualy with it's own ip route command.

Using the no ip route command deletes the route including al of its next-hops, whether entered
individually or with a single command. For example, to specify next-hops 149.49.54.1 and 149.49.75.1
as a static route to the network 10.1.1.0, perform one of the following:

¢ Usethesingleip route 10.1.1.0 24 149.49.54.1 149.49.75.1 command specifying all next-hops
together.

Or,
e Usetheindividual ip route 10.1.1.0 24 149.49.54.1 and ip route 10.1.1.0 24 149.49.75.1

commands.

Next-hops can only be added to an existing static route if they have the same preference and metric asthe
currently defined next-hops.

NOTE:
Metrics are used to choose between routes of the same protocol. Preferences are used to
choose between routes of different protocols.

The Avaya G350 Media Gateway supports the following Static Route configurations:

¢ Viainterface static route

* Permanent static route

¢ Discard route
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Via interface static route

PPP and Frame Relay allow for aLayer 3 interface to be established without knowing in advance the
next-hop on the other side of a serial link. In this case you can specify a Serial Layer 2 interface asa
next-hop instead of providing a specific next-hop IP address. Thisis equivalent to specifying the node on
the other side of the Serial link as the next-hop when its | P address is unknown. The viainterface option
is configured by specifying the type and the number of the Serial interface using the ip route command.

NOTE:
The Seria interface used in the via route must have an |P address attached to it.

For example, the command ip route 193.168.10.0 24 serial 2/1:1 creates a static route to the network
193.168.10.0 24 viathe Serial 2/1:1 interface.

A static route can have both viainterface and | P addressed next-hops, with a maximum of three
next-hops. If such a combination is required, separate ip route commands should be used for the via
interface static route and the | P addressed next-hop routes. Also, if more than one viainterface next-hops
are required, each must be configured by separate ip route commands.

Permanent static route

The Avaya G350 Media Gateway enables you to configure a static route as a permanent route.
Configuring this option prevents the static route from becoming inactive when the underlying Layer 2
interface is down. This prevents routing table updates from being sent each time an interface goes up or
down when there is afluctuating Layer 2 interface on the static route. Configure the permanent option
using the ip route command.

For example, the command ip route 193.168.10.0 24 serial 2/1:1 permanent creates a permanent static
route to the network 193.168.10.0 24 via the Serial 2/1:1 interface.

Permanent static routes should not be configured over Serial Layer 2 interfaces that participatein a
Primary-Backup pair. For more information on Backup interfaces, see Backup interfaces on page 78.

Discard route

Discard route enables you to prevent forwarding traffic to specific networks. You can configure a static
route that drops all packets destined to the route. Thisis called adiscard route, indicated by the null0
parameter, and is configured using the ip route <network> <mask> null0 command.

For example: the command ip route 134.66.0.0 16 Null0 configures the network 134.66.0.0 16 as a
discard route.
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Routing table commands

Use the following commands to configure the routing table. For more information about these
commands, see Avaya G350 Media Gateway CLI Reference, 555-245-202.

¢ Usetheclear ip route command to delete all dynamic routing entries from the routing table.

¢ Usetheip default-gateway command to define a default gateway for the router. Use the no form
of thiscommand to remove the default gateway.

e Usetheip route command to establish a static route. Use the no form of this command to remove
a static route.

* Usetheshow ip route command to display information about the |P routing table.

¢ Usetheshow ip route best-match command to display arouting table for a destination address.
¢ Usetheshow ip route static command to display static routes.

¢ Usetheshow ip route summary command to display the number of routes known to the device.

¢ Usethetraceroute command, followed by an IP address, to trace the route an | P packet would
follow to the specified I P address. The G350 traces the route by launching UDP probe packets
with asmall timeto live (TTL), then listening for an ICMP time exceeded reply from a gateway.

Configuring DHCP and BOOTP relay

When you configure Dynamic Host Configuration Protocol (DHCP) and BOOTstrap Protocol (BOOTP)
relay, you can control how the router relays DHCP and BOOTP packets. The router can relay DHCP and
BOOTP client broadcasts to a server on a different segment of the network. The router also relays replies
from the server back to the client.

DHCP

DHCP assigns dynamic | P addresses to devices on a network. With dynamic addressing, a device can
have adifferent | P address whenever the device connectsto the network. In some systems, the device's 1P
address can even change while it is still connected. DHCP also supports a mix of static and dynamic |P
addresses.

Dynamic addressing simplifies network administration because the software keeps track of 1P addresses
rather than requiring an administrator to manage the task. This means you can add a new computer to a
network without the hassle of manually assigning a unique I P address. Many | SPs use dynamic IP
addressing for dial-up users. However, dynamic addressing may not be desirable for a network server.

BOOTP

BOOTP s an Internet protocol that allows a diskless workstation to discover the following:
* Itsown IP address
* ThelP address of a BOOTP server on the network
¢ A fileto beloaded into memory to boot the workstation

BOOTP allows the workstation to boot without requiring a hard disk or diskette drive. It is used when the
user or station location changes frequently. The protocol is defined by RFC 951.
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DHCP/BOOTP relay

The Avaya G350 Media Gateway supportsthe DHCP/BOOTP relay agent function. Thisisan application
that accepts DHCP/BOOTP requests that are broadcast on one VLAN. The application sendsthemto a
DHCP/BOOTP server. That server connects to another VLAN or a server that might be located across
one or more routers that might otherwise not get the broadcast request. The relay agent handles the
DHCP/BOOTP replies aswell. The relay agent transmits the replies to the client directly or as broadcast,
according to aflag in the reply message.

NOTE:
The same DHCP/BOQOTP relay agent serves both the BOOTP and DHCP protocals.

When there is more than one IP interface on a VLAN, the G350 chooses the lowest |P address on this
VLAN when relaying DHCP/BOOTP requests. The DHCP/BOOTP server then uses this address to
decide the network from which to allocate the address. When there are multiple networks configured, the
G350 performs around-robin selection process.

When the DHCP/BOOTP server is configured to allocate addresses only from a single subnetwork
among the different subnetworks defined on the VLAN, you might need to configure the G350 with the
relay address on that subnet so the DHCP/BOOTP server can accept the request.

DHCP/BOOTP Relay in G350 is configurable per VLAN and allows for two DHCP/BOOTP servers to
be specified. In this case, the G350 duplicates each request, and sends it to both servers. This duplication
provides redundancy and prevents the failure of asingle server from blocking hosts from loading. You
can enable or disable DHCP/BOOTP Relay in G350.

DHCP/BOOTP relay commands

Use the following commands to configure DHCP relay and BOOTP relay:

¢ Usetheip bootp-dhcp network command to select the network from which the BOOTP/DHCP
server should allocate an address. This command is required only when there are multiple IP
interfaces over the VLAN. Use the no form of this command to restore the default value. You
must be in interface context to use this command.

¢ Usetheip bootp-dhcp relay command to enable relaying of BOOTP and DHCP requests to the
BOOTP/DHCP server. Use the no form of this command to disable relaying of BOOTP and
DHCP requests. You must be in general context to use this command.

* Usetheip bootp-dhcp server command to add aBOOTP/DHCP server to handle
BOOTP/DHCP requests received by thisinterface. A maximum of two servers can be added to a
single interface. Use the no form of this command to remove a server. You must be in interface
context to use this command.
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Configuring broadcast relay

When you configure broadcast relay, the router forwards broadcast packets across interfaces. You can
configure the following types of broadcast relay:

¢ Directed broadcast forwarding
* NetBIOS rebroadcast
e DHCP and BOOTP client broadcast

For more information about DHCP and BOOTP client broadcast, see Configuring DHCP and BOOTP
relay on page 137.

Directed broadcast forwarding

A directed broadcast is an | P packet whose destination address is the broadcast address of a network or
subnet. A directed broadcast causes every host on the network to respond. You can use directed
broadcasts to obtain alist of al active hosts on the network. A hostile user can exploit directed broadcasts
to launch a denial-of-service attack on the network. For each interface on the Avaya G350 Media
Gateway, you can configure whether the G350 forwards directed broadcast packets to the network
address or subnet mask address of the interface.

Usetheip directed-broadcast command to enable directed broadcast forwarding on an interface. Use
the no form of this command to disable directed broadcast forwarding on an interface.

NetBIOS rebroadcast

Network Basic Input Output System (NetBIOS) is a protocol for sharing resources among desktop
computers on a LAN. You can configure the Avaya G350 Media Gateway to relay NetBIOS UDP
broadcast packets. Thisfeature is used for applications such as WINS that use broadcast but might need
to communicate with stations on other subnetworks or VLANS.

Configuration is performed on a per-interface basis. A NetBIOS broadcast packet arrives from an
interface on which NetBIOS rebroadcast is enabled. The packet is distributed to all other interfaces
configured to rebroadcast NetBI1OS.

If the NetBIOS packet is a net-directed broadcast, for example, 149.49.255.255, the packet is relayed to
all other interfaces on the list, and the | P destination of the packet is replaced by the appropriate interface
broadcast address.

If the NetBIOS broadcast packet is alimited broadcast, for example, 255.255.255.255, it is relayed to all
VLANSs on which there are NetBlOS-enabled interfaces. In that case, the destination IP address remains
the limited broadcast address.

Usetheip netbios-rebroadcast both command to enable NetBIOS rebroadcasts on an interface. Use the
ip netbios-rebroadcast disable command to disable NetBIOS rebroadcasts on an interface.
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Configuring the ARP table

When you configure the ARP table, you can:

¢ View information about the ARP table
e Add entriesto the ARP table
¢ Delete entries from the ARP table
¢ Configure the ARP timeout
NOTE:

To change an entry in the ARP table, delete the entry and add it back with revised
parameters.

Overview of ARP

IPlogical network addresses are independent of physical addresses. The physical address must be used to
convey datain the form of aframe from one device to another. Therefore, a mechanism is required to
acquire a destination device hardware address from its IP address. This mechanism is called ARP
(Address Resolution Protocoal).

The ARP table
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The ARP table stores pairs of 1P and MAC addresses. This storage saves time and communication costs,
since the host looksin the ARP table first when transmitting a packet. If the information is not there, then
the host sends an ARP Request.

There are two types of entriesin the ARP table:
e Static ARPtableentries
¢ Dynamic ARP table entries
Static ARP table entries do not expire. You add static ARP table entries manually with the arp command.

For example, to add a static ARP table entry for station 192.168.7.8 with MAC address
00:40:0d:8c:2a:01, use the following command:

G350- 001# arp 192.168.7.8 00:40:0d: 8c: 2a: 01
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Dynamic ARP table entries are mappings between | P addresses and MAC addresses that the switch used
recently. Dynamic ARP table entries expire after an amount of time that you can configure. The
following figure shows how a switch adds dynamic ARP table entries:

Station 1 sends ARP Request
Broadcast, specifying IP
address of Station 2

Y

Station 2 receives the broadcast
and identifies its IP address

Y

Station 2 sends an ARP Reply
to Station 1 containing Station 2
MAC Address

Y
Station 2 updates its ARP table
with the Station 1 address
mapping

Y

Station 1 receives
the ARP Reply

Y
Station 1 updates its ARP table
with the Station 2 address
mapping

You can remove static and dynamic entries from the ARP table. Use the no arp command. For example,
to remove the ARP table entry for the station 192.168.13.76:

G350-001# no arp 192.168.13.76

ARP table commands

Use the following commands to configure the ARP table. For more information about these commands,
see Avaya G350 Media Gateway CLI Reference, 555-245-202.

* Usethearp command to add a permanent entry to the Address Resolution Protocol (ARP) table.
Usethe no form of this command to remove either a static entry or adynamically learned entry
from the ARP table.

¢ Usethearp timeout command to configure the amount of time, in seconds, that an entry remains
in the ARP table. Entering the arp timeout command without a time parameter will display the
current timeout value. Use the no form of this command to restore the default value (four hours).
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Use the clear arp-cache command to delete all dynamic entries from the ARP table and the IP
route cache.

Usetheip max-arp-entries command to specify the maximum number of ARP table entries
alowed in the ARP table. Use the no form of this command to restore the default value.

Usethe show ip arp command to display alist of the ARP resolved MAC to |P addressesin the
ARP table.

Usethe show ip reverse-arp command to display the | P address of a host, based on a known
MAC address.

Enabling proxy ARP

The G350 supports proxy ARP. Proxy ARP is atechnique by which arouter provides afalse identity
when answering ARP requests intended for another device. By falsifying itsidentify, the router accepts
responsibility for routing packets to their true destination.

Proxy ARP can help devices on a subnet to reach remote subnets without the need to configure routing or
adefault gateway.

To enable proxy ARP on a G350 interface, use the ip proxy-arp command. Use the no form of this
command to disable proxy ARP on an interface.

Configuring ICMP errors

You can control whether the router sends Internet Control Message Protocol (ICMP) error messages. The
router sends an ICMP error message to the source of a packet if the router rejects the packet. Use the
following commands to configure ICMP errors:

Usetheip icmp-errors command to set ICMP error messages to ON. Use the no form of this
command to set ICMP error messages to OFF.

Usethe show ip icmp command to display the status (enabled or disabled) of ICMP error
messages.

Configuring RIP

This section provides information about configuring RI P parameters for router interfaces and containsthe
following topics:
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RIP overview — an overview of the RIP protocol

Preventing routing loopsin RIP — instructions on how to use RIP features to prevent routing

loops
RIP distribution access lists — instructions on how to configure RIP distribution access lists

RIP limitations — a description of the limitations on the use of RIP on the G350
RIP commands — alist and description of CLI commands used to configure RIP
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RIP overview

The Routing Information Protocol (RIP) enables routers to compute the path that an 1P packet should
follow. Routers exchange routing information using RIP to determine routes that other routers are
connected to. OSPF is a newer protocol that serves asimilar purpose. For more information about OSPF,
see Overview of OSPF on page 146.

You can configure route redistribution between OSPF, RIP, and static routes. With route redistribution,
you can configure the G350 to redistribute routes learned from one protocol into the domain of the other
routing protocol. For more information, see Route redistribution on page 148.

RIP is adistance vector protocol. The router decides which path to use on distance or the number of
intermediate hops. In order for this protocol to work correctly, al the routers, and possibly the nodes,
need to gather information on how to reach each destination in the Internet. The very simplicity of RIP
has a disadvantage however. This protocol does not take into account network bandwidth, physical cost,
and data priority. The Avaya G350 Media Gateway supports two versions of RIP;

* RIPvV1
* RIPv2
RIPv1

RIPv1 istheoriginal version of the RIP protocol. The RIPv1 protocol imposes some limitations on the
network design with regard to subnetting. When operating RIPv1, you must not configure variable length
subnetwork masks (VLMS). Each IP network must have a single mask, implying that all subnetworksin
agiven IP network are of the same size. Also, when operating RIPv1, you must not configure supernets.
RIPv1is defined in RFC 1058.

RIPv2

RIPv2 isanewer version of the RIP routing protocol. RIPv2 solves some of the problems associated with
RIPv1. The most important change in RIPv2 is the addition of a subnetwork mask field which allows
RIPv2 to support variable length subnetworks. RIPv2 also includes an authentication mechanism similar
to the one used in OSPF. RIPv2 is defined in RFC 2453. The following table summarizes the differences
between RIP and RIP2:

RIPv1 RIPv2
Broadcast addressing Multicast addressing

Timer-based — updated every 30 seconds Timer-based — updated every 30 seconds

Fixed subnetwork masks VLSM support — subnet information
transmitted
No security Security (authentication)
No provision for external protocols Provision for EGP/BGP (Route tag)
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Preventing routing loops in RIP

You can use the following features in RIP to help avoid routing loops:
¢ Split-horizon
* Poison-reverse

The split-horizon technique prevents information about routes from exiting the router interface through
which the information was received. This prevents small routing loops. Usetheip rip split-horizon
command to enable the split-horizon mechanism. Use the no form of this command to disable the split-
horizon mechanism. By default, split-horizon is enabled.

Poison-reverse updates explicitly indicate that a network or subnet is unreachable. Poison-reverse
updates are sent to defeat large routing loops. Usethe ip rip poison-reverse command to enable
split-horizon with poison-reverse on an interface. Use the no form of this command to disable the
poison-reverse mechanism.

RIP distribution access lists

RIP distribution access lists consist of rules that specify how arouter distributes and accepts RIP routing
information from other routers. Before sending an update, the router consults an access list to determine
if it should include specific routesin the update. When receiving an update, the router first checks a set of
rules which apply to incoming updates to determine if it should insert those routesinto its routing table.
You can assign the rules per interface and per direction.

Up to 99 RIP distribution access lists can be configured on the Avaya G350 Media Gateway.

For example: To configure RIP distribution access list number 10 permitting distribution and learning of
network 10.10.0.0:

1 Enter the command: ip distribution access-list 10 1 permit 10.10.0.0 0.0.255.255

The default action of the access list is deny and can be changed using the ip distribution access-
default-action command.

NOTE:
Whenever at least one permit rule exists, distributing and learning of all the remaining
networksis denied, unless specifically permitted by another rule.

2 Apply thedistribution list created in Step 1 by performing the following procedure within the
router rip context:

— Enter the distribution-list 10 in command to apply list number 10 created in Step 1 on all
updates received on all interfaces.

— Enter the distribution-list 10 in FastEthernet 6/1 command to apply Access List 10 on
updates received on interface ‘ FastEthernet 6/1’.

— Enter the distribution-list 10 out command to apply Access List 10 to all advertised
updates.

— Enter the distribution-list 10 out ospf command to apply Access List 10 to all advertised
updates that were learned from OSPF (redistributed from OSPF into RIP).

If no distribution access list is defined, learning and advertising is allowed for al of the routing
information. Thisis the defaullt.
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RIP limitations

Configuration of RIPv1 and RIPv2 is per IPinterface. Configuration must be homogeneous on all routers
on each subnetwork. That is, RIPv1 and RIPv2 routers should not be configured on the same subnetwork.
However, you can configure different IP interfaces of the G350 with different RIP versions. This
configuration isvalid as long as al routers on the subnet are configured with the same version.

RIPv2 and RIPv1 are considered the same protocol with regard to redistribution to and from OSPF and
static route preferences.

RIP commands

Use the following commands to configure RIP. For more information about these commands, see Avaya
G350 Media Gateway CLI Reference, 555-245-202.

Use the default-metric command to set the interface RIP route metric value. Use the no form of
this command to restore the default value.

Usethedistribution-list command to apply adistribution policy rule for incoming or outgoing
routing information in route updates. Use the no form of this command to deactivate the rule.

Usetheip rip authentication key command to set the authentication string used on the interface.
Use the no form of this command to clear the password.

Usetheip rip authentication mode command to specify the type of authentication used in RIP
Version 2 packets. Use the no form of this command to restore the default value, none.

Usetheip rip default-route-mode command to enable learning of the default route received by
the RIP protocol. The default stateis talk-listen. Use the no form of this command to disable
listening to default routes.

Usetheip rip poison-reverse command to enable split-horizon with poison-reverse on an
interface. Use the no form of this command to disabl e the poison-reverse mechanism.

Usetheip rip rip-version command to specify the RIP version running on the interface.

Usetheip rip send-receive-mode command to set the RIP send and receive modes on an
interface. Use the no form of this command to set the RIP to talk, that is, to send reports.

Usetheip rip split-horizon command to enable the split-horizon mechanism. Use the no form of
this command to disable the split-horizon mechanism. By default split-horizon is enabled.

Use the network command to specify alist of networks on which the RIPis running. Use the no
form of this command to remove an entry from the list of networks.

Use the redistribute command to redistribute routing information from other protocolsinto RIP.
Use the no form of this command to restore the default value, disable redistribution by RIP.

Usetherouter rip command to enable RIP and to enter the router configuration context. Use the
no form of this command to restore the default value, disabling RIP.

Usethetimers basic command to set RIP timers. Use the no form of this command to set the RIP
timersto their default values.
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Configuring OSPF

This section provides information about configuring OSPF parameters for router interfaces and contains
the following topics:

e Overview of OSPF — an overview of OSPF

¢ OSPF dynamic cost — a description of OSPF cost cal culation, with instructions on how to
manually configure the cost of an OSPF interface

* OSPF limitations— a description of the limitations on the use of OSPF on the G350

® OSPF commands — alist and descriptions of CLI commands used to configure OSPF on the
G350

Overview of OSPF

The Open Shortest Path First (OSPF) protocol enables routers to compute the path that an 1P packet
should follow. Routers exchange routing information with OSPF to determine where to send each IP
packet on its next hop. RIPisan older protocol that servesasimilar purpose. For more information about
RIP, see RIP overview on page 143.

OSPF is based on the shortest-path-first or link-state algorithm. It was introduced to overcome the
limitations of RIPin increasingly complex network designs. OSPF uses the cost of a path as the criterion
for comparing paths. In contrast, RI P uses the number of hops as the criterion for comparing paths. Also,
updates are sent when there is atopological change in the network, rather than every 30 seconds as with
RIP.

The advantage of shortest-path-first algorithms is that under stable conditions, there are less frequent
updates (thereby saving bandwidth). They converge quickly, thus preventing such problems as routing
loops and Count-to-Infinity, when routers continuously increment the hop count to a particular network.
These agorithms make a stable network. The disadvantage of shortest-path-first algorithmsis that they
require alot of CPU power and memory.

In OSPF, routers use link-state updates to send routing information to al nodesin a network by
calculating the shortest path to each node. This calculation is based on atopography of the network
constructed by each node. Each router sends that portion of the routing table that describesthe state of its
own links, and it also sends the complete routing structure (topography).

You can configure route redistribution between OSPF, RIP, and static routes. With route redistribution,
you can configure the G350 to redistribute routes learned from one protocol into the domain of the other
routing protocol. For more information, see Route redistribution on page 148.

OSPF dynamic cost
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An OSPF interface on the G350 can dynamically set a Cost. The Cost represents the price assigned to
each interface for purposes of determining the shortest path.

By default the OSPF interface Cost is calculated based on the interface bandwidth, according to the
following formula:

Cost = 100,000/bandwidth (in kbps)
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Theresult is that the higher the bandwidth, the lower the Cost.

To manually configure the Cost of an OSPF interface, use theip ospf cost command from the interface
context. By using this option, dynamic bandwidth updates do not change the Cost. Use the no ip ospf
cost command to return to dynamic cost calculation on an interface.

Use the bandwidth command from the Interface context to manually adjust the interface’'s bandwidth If
Cost is being determined dynamically, this configured bandwidth and not the actual interface bandwidth,
is used to calculate Cost.

OSPF limitations

You can configure the G350 as an OSPF Autonomous System Boundary Router (ASBR) using route
redistribution. The G350 can be installed in the OSPF backbone area (area 0.0.0.0) or in any OSPF area
that is part of amultiple areas network. However, the G350 cannot be configured to be an OSPF area
border router itself.

The G350 supports the ECMP equal-cost multipath (ECMP) feature which allows load balancing by
splitting traffic between several equivalent paths.

While you can activate OSPF with default values for each interface using a single command, you can
configure many of the OSPF parameters.

OSPF commands

Use the following commands to configure OSPF. For more information about these commands, see
Avaya G350 Media Gateway CLI Reference, 555-245-202.

¢ Usethearea command to configure the OSPF areaid of the router. Use the no form of the
command to delete the OSPF areaid.

e Usethedefault-metric command to set the interface OSPF route metric value. Use the no form of
this command to restore the default value.

¢ Usetheip ospf authentication-key command to configure the interface authentication password.
Use the no form of this command to remove the OSPF password.

* Usetheip ospf cost command to configure the interface metric. Use the no form of this
command to set the cost to its default value.

* Usetheip ospf dead-interval command to configure theinterval before declaring the neighbor as
dead. Use the no form of this command to set the dead-interval to its default value.

* Usetheip ospf hello-interval command to specify the time interval between hello packets sent
by the router. Use the no form of this command to set the hello-interval to its default value.

¢ Usetheip ospf network point-to-multipoint command to specify the network type for the
interface. Use the no form of the command to return the interface to the default value.

¢ Usetheip ospf priority command to configure interface priority used in DR election. Usetheno
form of this command to set the OSPF priority to its default value.

¢ Usetheip ospf router-id command to configure the router ID. Use the no form of this command
to return the router ID to its default value.

¢ Usethe network command to enable OSPF in a network. Use the no form of this command to
disable OSPF in a network. The default value is disabled.
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Use the passive-interface command to suppress OSPF routing updates on an interface. Thisis
used to allow interfaces to be flooded into the OSPF domain as OSPF routes rather than external
routes.

NOTE:
You must also use the network command, in conjunction with the passive-interface
command, to make the network passive.

Use the redistribute command to redistribute routing information from other protocols into
OSPF. Use the no form of this command to disable redistribution by OSPF.

Use the router ospf command to enable OSPF protocol on the system and to enter the router
configuration context. Use the no form of this command to restore the default value, disable
OSPF globally.

Usethe show ip ospf command to display general information about OSPF routing.

Usethe show ip ospf database command to display lists of information related to the OSPF
database for a specific router.

Usethe show ip ospf interface command to display the OSPF-related interface information.

Usethe show ip ospf neighbor command to display OSPF neighbor information on a
per-interface basis.

Use the timers spf command to configure the delay between runs of OSPF's (SPF) calculation.
Use the no form of this command to restore the default value.

Route redistribution

Router

edistribution is the interaction of multiple routing protocols. OSPF and RIP can be operated

concurrently in the G350. In this case, you can configure the G350 to redistribute routes|earned from one
protocol into the domain of the other routing protocol. Similarly, static routes can be redistributed to RIP

and OSPF.
NOTE:
Take care when you configure route redistribution. It involves metric changes and might
cause routing loops in the presence of other routes with incompatible schemes for route
redistribution and route preferences.

The G350 scheme for metric trandation in route redistribution is as follows:

Static to RIP metric configurable (default 1)

OSPF internal metric N to RIP metric (default 1)

OSPF external type 1 metric N to RIP metric (default 1)

OSPF external type 2 metric N to RIP metric (default 1)

Static to OSPF external type 2, metric configurable (default 20)
RIP metric N to OSPF external type 2, metric (default 20)
Direct to OSPF external type 2, metric (default 20)

By default, the G350 does not redistribute routes between OSPF and RIP. Redistribution from one
protocol to the other can be configured. Static routes are, by default, redistributed to RIP and OSPF. The
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G350 allows the user to globally disable redistribution of static routes to RIP, and separately to globally
disable redistribution of static routes to OSPF. In addition you can configure, on a per static route basis,
whether the routeis to be redistributed to RIP and OSPF, and what metric to use (in the range of 1-15).
The default state isto allow the route to be redistributed at metric 1. When static routes are redistributed
to OSPF, they are always redistributed as external type 2.

Use the redistribute command in the Router RIP context to configure route redistribution into RIP. Use

theredistribute command in the Router OSPF context to configure route redistribution into OSPF.

Export default metric

The Avaya G350 Media Gateway enables you to configure the metric to be used in updates that are
redistributed from one routing protocol to another.

In RIR, the default is 1 and the maximum value is 16. In OSPF, the default is 20.
Set this value before redistribution using the default-metric command from within the Router RIP or

Router OSPF contexts. Thisvalueis used for all types of redistributed routes, regardless of the protocol
from which the route was learned.

Configuring VRRP

This section provides information about configuring VRRP to provide router redundancy and load
balancing and includes the following topics:

¢ Overview of VRRP — an overview of the VRRP protocol

* VRRP configuration example — an example of a VRRP configuration with one main router and
one backup router

* VRRP commands — alist and descriptions of CLI commands used to configure VRRP

Overview of VRRP

Virtual Router Redundancy Protocol (VRRP) isan IETF protocol designed to support redundancy of
routers on the LAN and load balancing of traffic. VRRP is open to host stations, making it an ideal option
when redundancy, load balancing, and ease of configuration are required.

The concept underlying VRRP is that arouter can backup other routers, in addition to performing its
primary routing functions. This redundancy is achieved by introducing the concept of avirtua router. A
virtual router is arouting entity associated with multiple physical routers. One of the physical routers
with which the virtual router is associated performs the routing functions. This router is known as the
master router. For each virtual router, VRRP selects a master router. If the selected master router fails,
another router is selected as master router.

In VRRP, two or more physical routers can be associated with a virtual router, thus achieving extreme
reliability. In aVRRP environment, host stations interact with the virtual router. The stations are not
aware that thisrouter isavirtual router, and are not affected when a new router takes over the role of
master router. Thus, VRRP is fully interoperable with any host station.
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You can activate VRRP on an interface using a single command while allowing for the necessary fine-
tuning of the many VRRP parameters. For a detailed description of VRRP, see VRRP standards and
published literature.

VRRP configuration example

The following diagram illustrates an example of a VRRP configuration:

Figure 13: VRRP configuration example

Backup Router 2

VRID: 2, IP: 30.30.30.2

Ass. IP: 30.30.30.1

VMAC: 00005E000102 (VRID)
Main Router 1

VRID: 1, IP: 20.20.20.1=Ass. IP
VMAC: 00005SE000101 (VRID)

IP: 30.30.30.10
DG: 30.30.30.1

IP: 20.20.20.20
DG: 20.20.20.1

IP: 20.20.20.10
DG: 20.20.20.1

—
. Backup Router 1
VRID: 1, 1P: 20.20.20.2
Ass, IP: 20.20.201
VMAC: 00005E000101 (VRID)
Main Router 2
VRID: 2, IP: 30.30.30.1=Ass. IP
VMAC: D0005SE000102 (VRID)

There isone main router on IP subnet 20.20.20.0, such as a G350, P333R, C460, or any router that
supports VRRP, and a backup router. You can configure more backup routers.

* The G350 itself must have an interface on the | P subnetwork, for example, 20.20.20.2

¢ Configureal the routers under the same VRID, for example, 1
You must configure the routers per VLAN.

* Anassigned VRID must not be used in the network, even in adifferent VLAN

* When router configuration is complete and the network is up, the main router for each virtua
router is selected according to the following order of preference:

— Thevirtua router |P address is also the router’sinterface | P address.
— It hasthe highest priority (you can configure this parameter).
— It hasthe highest IP address if the previous conditions do not apply.
* Thevirtua router |P address needs to be configured as the default gateway on the stations.

* TheMain router advertises a six-byte Virtual MAC addressin the format 00.00.5E.00.01.02
VRID asaresponseto the stations' ARP requests.

* Theredundant router uses a VRRP polling protocol to check the Main router integrity at one
second intervals (default). Otherwise, itisidle.
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If the Main router fails, the redundant router that does not receive a response from four
consecutive polling requests (default) takes over and starts to advertise the same Virtual MAC for
ARP requests. Therefore the stations will not sense any change either in the configured default
gateway or at the MAC level.

VRRP has no provisions for routing database synchronization among the redundant routers. You
need to perform this manually if needed.

VRRP commands

Use the following commands to configure VRRP. For more information about these commands, see
Avaya G350 Media Gateway CLI Reference, 555-245-202.

Usetheip vrrp command to create avirtual router on an interface. Use the no form of this
command to delete a virtual router.

Usetheip vrrp address command to assign an | P address to a virtua router. Use the no form of
this command to remove an I P address from a virtual router.

Usetheip vrrp auth-key command to set the virtual router simple password authentication key
for the virtual router ID. Use the no form of this command to disable simple password
authentication for the virtual router instance.

Usetheip vrrp override addr owner command to accept packets addressed to the | P addresses
associated with the virtual router, such as ICMP, SNMP, and telnet (if it is not the IP address
owner). Use the no form of this command to discard these packets.

Usetheip vrrp preempt command to configure arouter to preempt alower priority master for the
virtual router ID. Use the no form of this command to disable preemption for avirtual router
instance. By default, preemption is enabled.

Usetheip vrrp primary command to set the primary address used as the source address of VRRP
packets for the virtual router ID. Use the no form of this command to restore the default primary
address for avirtual router instance. By default, the primary addressis selected automatically by

the device.

Usetheip vrrp priority command to set the virtual router priority value used when selecting a
master router. Use the no form of this command to restore the default value.

Usetheip vrrp timer command to set the virtual router advertisement timer value for the virtual
router ID. Usethe no form of this command to restore the default value.

Use therouter vrrp command to enable VRRP routing. Use the no form of this command to
disable VRRP routing.

Usethe show ip vrrp command to display VRRP information.

Configuring fragmentation

This section provides information about configuring fragmentation on the G350 router and contains the
following topics:

Overview of fragmentation — an overview of fragmentation and reassembly on the G350 router

Reassembly parameters — a description of the fragmentation parameters you can configure

Fragmentation commands — alist and descriptions of CLI commands used to configure
fragmentation
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Overview of fragmentation

The G350 supports | P fragmentation and reassembly. The G350 router can fragment and reassemble P
packets according to RFC 791. This feature allows the router to send and receive large |P packets where
the underlying data link protocol constrains the Maximum Transport Unit (MTU).

I P fragmentation involves breaking a datagram into a number of piecesthat can be reassembled later. The
I P source, destination, identification, total length, and fragment offset fields, along with the more
fragment and don’'t fragment flags in the | P header, are used for | P fragmentation and reassembly.
| P fragmentation works as follows:

¢ Each IP packet is divided into fragments.

e Each fragment becomes its own | P packet.

* Each packet has same identifier, source, and destination address.

Fragments are usually not reassembled until final destination. The G350 supports fragmentation of |P
packets according to RFC 791, and reassembly of |1P packets destined only to its interfaces.

Reassembly parameters

Reassembly is associated with the following user-configurable parameters:

*  Fragment Size— The maximum number of concurrently reassembled packets:
Range: 0 to 200. Default: 100.

* Fragment Timeout — The maximum time, in seconds, to wait for a packet to be reassembled:
Range: 5 to 120. Default: 10.

* Fragment Chain — The maximum number of fragments allowed per packet:
Range: 2 to 2048. Default: 64.

Fragmentation commands

152

Use the following commands to configure fragmentation and reassembly. For more information about
these commands, see Avaya G350 Media Gateway CLI Reference, 555-245-202.

¢ Usetheclear fragment command to clear the fragment database and restore its default values.

¢ Usethefragment chain command to set the maximum number of fragments that can comprise a
single IP packet destined to the router. Use the no form of this command to set the fragment chain
to its default value.

¢ Usethefragment size command to set the maximum number of fragmented | P packets destined
to the router to reassemble at any given time. Use the no form of this command to set the
fragment size to its default value.

¢ Usethefragment timeout command to set the maximum number of seconds to reassemble a
fragmented | P packet destined to the router. Use the no form of this command to set the fragment
timeout to its default value.

* Usethefragments command to set the treatment for |P fragmentation packets entering on an
interface.

¢ Usetheshow fragment command to display information regarding fragmented | P packets that
are destined to arouter.
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18 Configuring policy

This chapter provides information about configuring QoS policy on the G350 and contains the following
sections:

* Policy overview — an overview of QoS policy configuration
¢ Defining policy lists — instructions on how to configure policy lists

¢ Attaching policy lists to an interface — instructions on how to attach a policy list to an interface

¢ Device-wide palicy lists — instructions on how to attach a policy list to al interfaces

* Defining rules— instructions on how to configure rules, including an overview of rule criteria

¢ Composite operations — a description of composite operations and instructions on how to
configure composite operations

* DSCP table — adescription of the DSCP table, with examples

¢ Displaying and testing policy lists— instructions on how to view the configuration of policy lists
and test their effects on simulated IP packets

Policy overview

This section provides an overview of policy lists on the G350 and includes the following topics:

¢ Access control lists— adescription of access control lists, which control which packets are
authorized to pass through an interface

* QoS lists— adescription of QoS lists, which can change the value of the QoS field in a packet
¢ Managing policy lists— an overview of how to manage policy lists on the G350

Access control lists

You can use access control lists to control which packets are authorized to pass through an interface.
When a packet matches a rule on the access control list, the rule specifies whether the G350:

¢ Accepts the packet or drops the packet
* Sendsan ICMP error reply if it drops the packet
* Sendsan SNMP trap if it drops the packet

Access lists have the following parts:
* Global rules— a set of rulesthat are executed before the list is evaluated

* Rulelist — alist of filtering rules and actions for the G350 to take when a packet matches the
rule. Match actions on this list are pointers to the composite operation table.

¢ Actions (composite operation table) — atable that describes actions to be performed when a
packet matches arule. The table includes pre-defined actions such as permit and deny. You can
configure more complex rules. See Composite operations on page 164.
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QoS lists

You can use QoS lists to change the DSCP and Ethernet |EEE 802.1p CoS fields in packets. When a
packet matches arule on the QoS list, the G350 sets one or both of the QoS fields in the packet. The
following table shows these QoS fields:

Layer QoS field Allowed values
2 802.1p 0-7
3 DSCP 0-63

Each QoS list also includes a DSCP table. The DSCP table enables you to set one or both of the QoS
fields in a packet based on the previous value of the DSCP field in the packet.

QoS lists have the following parts:

* Rulelist — alist of filtering rules and actions for the G350 to take when a packet matches the
rule. Match actions on this list are pointers to the composite operation table.

e Actions (composite operation table) — atable that describes actions to be performed when a
packet matches arule. The table includes pre-defined actions such as permit and deny. You can
configure more complex rules. See Composite operations on page 164.

¢ DSCP map — atable that contains DSCP code points and match action pairs. Match actions are
pointers to the composite operation table.

Managing policy lists

154

You can manage policy lists on the Avaya G350 Media Gateway with CLI commands. You can also
manage policy lists throughout your network with Avaya QoS Manager. Avaya QoS Manager is part of
Avaya | ntegrated Management. The following diagram illustrates the operation of policy lists on the
Avaya G350 Media Gateway:
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Figure 14: Policy lists
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Defining policy lists

This section provides information on how to define policy lists and includes the following topics:

¢ Creating and editing apolicy list — instructions on how to create or edit apolicy list

¢ Defining list identification attributes — instructions on how to configure the attributes of apolicy
list, such as alist name, owner, and cookie

¢ Default actions — lists the default action the G350 takes when no rule in the policy list matches

the packet

¢ Deleting apolicy list — instructions on how to delete a policy list

Creating and editing a policy list

To create or edit apolicy list, you must enter the context of the list. If the list already exists, you can edit
thelist from the list context. If the list does not exist, entering the list context creates the list.

To create or edit an access control list, typeip access-control-list, followed by alist number in the range
300-399. The G350 includes one pre-configured access control list. The pre-configured access control list
islist number 300. Thus, to create a new access control list, you can type the following command:

i p access-control -list 301

To create or edit a QoS list, typeip qos-list, followed by alist number in the range 400-499. The G350
includes one pre-configured QoS list. The pre-configured QoS list is list number 400. Thus, to create a

new QoS list, you can type the following command:

ip gos-list 401
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Once you have entered the list context, you can perform the following actions:
* Configure rules— see Defining rules on page 159
¢ Configure composite operations - see Composite operations on page 164

* Configure DSCP mapping (Qos lists only) — see DSCP table on page 166

Defining list identification attributes

The following policy list attributes are used by Avaya QoS Manager software to identify policy lists:

* Name
e Owner
e Cookie

To define these attributes:
1  Enter the context of the policy list in which you want to define the attribute.
2  Enter one of the following commands, followed by atext string or integer:
— name — defines alist name (text string). The default value is owner.
— owner — defines alist owner (text string). The default valueislist#<listnumber>.

— cookie — defines alist cookie (integer). The Avaya QoS Manager uses the cookie
attribute internally. Normally, you should not change this attribute.

To set apolicy list attribute to its default setting, use the no form of the appropriate command. For
example, to set alist to its default name, use the command no name.

To view the attributes, use the show list command in the context of thelist.

Default actions

When no rule matches a packet, the G350 applies the default action for the list. The following table
shows the default action for each type of policy list:

List Default action

Access control list Accept all packets
QoS list No change to the priority or DSCP

Deleting a policy list

To delete an access control list, type no ip access-control-list, followed by the number of thelist you
want to delete. To delete a QoS list, type noip qos-list, followed by the number of the list you want to
delete.
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Attaching policy lists to an interface

The following policy lists are attached to each interface on the Avaya G350 Media Gateway:
* Ingress Access Control List
* Ingress QoS List
* Egress Access Control List
* EgressQoSList
When a packet enters the G350 through an interface, the G350 applies the policy listsin the following
order:
1 Apply theIngress Access Control List.
If the Ingress Access Control List does not drop the packet:
2 Apply the Ingress QoS List.
3 The packet enters the G350 through the interface.
When a packet exits the G350 through an interface, the G350 applies the palicy lists in the following
order:
1 Apply the Egress Access Control List.
If the Egress Access Control List does not drop the packet:
2 Apply the Egress QoS List.
3 The packet exits the G350 through the interface.

The following diagram illustrates the order in which the G350 applies policy lists to packets.

Figure 15: Applying Policy Lists to Packets
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You can configure which policy lists are attached to each interface. You choose the Ingress Access
Contral List and the Egress Access Control List from among the access control lists that are configured
on the G350. You choose the Ingress QoS List and the Egress QoS List from among the QoS liststhat are
configured on the G350.

To attach an access control list to an interface asits Ingress Access Control List, enter the interface
context and typeip access-group <list number> in. To attach an access contral list to an interface asits
Egress Access Control List, enter the interface context and typeip access-group <list number> out.
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To attach a QoS list to an interface asits Ingress QoS List, enter the interface context and type
ip gos-group <list number> in. To attach an access control list to an interface asits Egress QoS Ligt,
enter the interface context and typeip qos-group <list number> out.

For example, the following sequence of commands attach policy liststo the VLAN 2 interface. Access
control list 301 becomes the Ingress Access Control List for VLAN 2. QoS list 401 becomes the Egress
QoSList for VLAN 2.

&350- 001# interface Vlan 2
G350-001(if:Vian 2)# ip access-group 301 in
Done!

G&350-001(if:Vian 2)# ip qos-group 401 out
Donel!

To remove alist from an interface, use the no form of the appropriate command. For example, if the
Ingress Access Control List for the VLAN Linterfaceislist number 302, you can remove thelist from the
interface by typing the following commands:

@&350- ???(super)# interface Vlan 1
@&350- ???(super-if:Vlan 1)# no ip access-group in
Done!

NOTE:

You cannot change or delete adefault list. You cannot change or delete any list whenitis
attached to an interface. In order to change or delete alist that is attached to an interface,
you must first remove the list from the interface. You can then change or delete the list.
After changing the list, you can reattach the list to the interface.

Device-wide policy lists

You can attach apolicy list to every interface on the G350 using one command. To do this, attach apolicy
list to the Loopback 1 interface. For more information, see Attaching policy lists to an interface on page
157.

NOTE:
If you attach a policy list to a Loopback interface other than Loopback 1, the policy list
has no effect.

When you attach a policy list to the Loopback 1 interface, thereby creating a device-wide poalicy list, and
you also attach policy liststo specific interfaces, the G350 applies the listsin the following order:

* Incoming packets:
a Apply theingress policy lists that are attached to the interface.
b Apply the device-wide ingress palicy lists.
¢ Qutgoing packets:
a Apply the device-wide egress policy lists.
b Apply the egress policy lists that are attached to the interface.
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Defining global rules

In an access control list, you can define global rules for packets that contain IP fragments and IP options.
These rules apply to all packets. Thisisin contrast to individual rules, which apply to packets that match
certain defined criteria. See Defining rules on page 159.

The G350 applies global rules before applying individual rules.

To define aglobal rule:
1  Enter the context of the access control list in which you want to define the rule.
2  Enter one of the following commands, followed by the name of a composite command:
— ip-fragments-in — applies to incoming packets that contain | P fragments
— ip-fragments-out — appliesto outgoing packets that contain I P fragments
— ip-options-in — applies to incoming packets that contain I P options
— ip-options-out — appliesto outgoing packets that contain I P options
The composite command can be any command defined in the composite operation list. These commands

are case-sensitive. To view the composite operation list for the access control list you are working with,
type the command show composite-operation in the context of the access control list.

The following example defines arulein Access Control List 301 that denies accessto all incoming
packets that contain |P fragments:

@&350- ???(super)# ip access-control -list 301
G350- ???(super/ ACL 301)# i p-fragnents-in Deny
Done!

Defining rules

This section provides information on how to configure rulesin a policy list and contains the following
topics:

* Qverview of rule criteria— an overview of the criteria that can be used in configuring policy
rules

¢ Editing and creating rules— instructions on how to edit or create a policy rule

* Rulecriteria— instructions on how to configure a policy rule's criteria

Overview of rule criteria

You can configure policy rules to match packets based on one or more of the following criteria:
* Source |P address, or arange of addresses
¢ Dedtination IP address or arange of addresses
¢ |Pprotocol, such as TCP, UDP, ICMP, IGMP
¢ Source TCP or UDP port or arange of ports

Administration of the Avaya G350 Media Gateway 159
December 2003



Configuring policy
Defining rules

¢ Dedtination TCP or UDP port or arange of ports
* |ICMPtypeand code

Use IP wildcards to specify arange of source or destination | P addresses. The zero bits in the wildcard
correspond to bitsin the IP address that remain fixed. The one bitsin the wildcard correspond to bitsin
the IP address that can vary. Note that this is the opposite of how bits are used in a subnet mask.

For access control lists, you can require the packet to be part of an established TCP session. If the packet
isarequest for anew TCP session, the packet does not match the rule. You can also specify whether an
access control list accepts packets that have an IP option field.

Editing and creating rules

To create or edit apolicy rule, you must enter the context of the rule. If the rule aready exists, you can
edit the rule from the rule context. If the rule does not exist, entering the rule context creates the rule.
To enter arule context:
1  Enter the context of thelist in which you want to create or edit arule.
2 Typethe command ip-rule, followed by the number of the rule you want to create or edit. For
example, to createrule 1, typeip-rule 1.

To view the existing rulesin alist, enter the list’s context and typeip show-rule. Each list startswith a
default rule. Each new rule has the same default parameters as the default rule. The default rule appears

asfollows:
I ndex Protocol I P W | dcard Por t Operation
Deflt Any Src Any Any Perm t

Dst Any Any

This rule permits all packets.

Rule criteria

This section describes the rule criteria you can define and includes the following topics:
¢ |Pprotocol — instructions on how to define the protocol to which the rule applies

¢ Source and destination | P address — instructions on how to define the source and destination | P
addresses to which the rule applies

¢ Source and destination port range — instructions on how to define the source and destination port
ranges to which the rule applies

* |ICMP type and code — instructions on how to define packet matching by ICMP type or code

¢ TCP Establish hit (access contral lists only) — instructions on how to define packet matching for
TCP packets by whether the ack bit is burned on
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IP protocol

To specify which the I P protocol to which the rule applies, usetheip-protocol command, followed by the
name of an IP protocol. If you want the rule to apply to all protocol, use any with the command. If you
want the rule to apply to all protocols except for one, use the no form of the command, followed by the
name of the protocol to which you do not want the rule to apply.

The following command specifies the UDP protocol for rule 1 in QoS list 401
&350- 001( QoS 401/ rule 1)# ip-protocol udp
The following command specifies any |P protocol except IGMP for rule 3 in access control list 302;

&350- 001( ACL 302/ip rule 3)# no ip-protocol ignp

Source and destination IP address

To specify arange of source and destination | P addresses to which the rule applies, use the commands
source-ip and destination-ip, followed by the IP range criteria. The |IP range criteria can be any of the
following:

* arange— typetwo IP addresses to set arange of | P addresses to which the rule applies

* asingle address — type host, followed by an |P address, to set asingle |P address to which the
rule applies.

¢ wildcard — type host, followed by an | P address using wildcards, to set arange of | P addressesto
which the rule applies

* any — typeany to apply theruleto al IP addresses

Use the no form of the appropriate command to specify that the rule does not apply to the IP address or
addresses defined by the command.

The following command specifies a source IP address of 10.10.10.20 for rule 1 in access control list 301:
G350- 001(ACL 301/ip rule 1)# source-ip host 10.10.10.20

The following command allows any destination |P address for rule 3 in QoS list 404:

G350-001( QoS 404/rule 3)# destination-ip any

The following command specifies a source IP addressin the range 10.10.0.0 through 10.10.255.255 for
rule 1 in access control list 301:

G350- 001(ACL 301/ip rule 1)# source-ip 10.10.0.0 0.0.255. 255

The following command specifies a source | P address outside the range 64.236.24.0 through
64.236.24.255 for rule 7 in access control list 308:

G350- 001(ACL 308/ip rule 7)# no source-ip 64.236.24.0 0.0.0.255

The following command specifies a source |P address in the range 64.<any>.24.<any> for rule 6 in
access control list 350:

G350-001(ACL 350/ip rule 6)# source-ip 64.*.24. *
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Source and destination port range

To specify arange of source and destination ports to which the rule applies, use the following commands,
followed by either port name or port number range criteria:

* tcp source-port — therule appliesto TCP packets from ports that match the defined criteria

* tcp destination-port — the rule applies to TCP packets to ports that match the defined criteria
* udp source-port — therule applies to UDP packets from ports that match the defined criteria

* udp destination-port — the rule applies to UDP packets to ports that match the defined criteria

This command also sets the I P protocol parameter to TCP or UDP,

The port name or number range criteria can be any of the following:

* arange— typerange, followed by two port numbers, to set arange of port numbersto which the
rule applies

* equa — typeeq, followed by a port name or number, to set a port name or port number to which
therule applies

* greater than — type gt, followed by aport name or port number, to apply the rule to all ports with
aname or number greater than the specified name or number

* |essthan — typelt, followed by aport name or port number, to apply the rule to all ports with a
name or number less than the specified name or number

* any — type any to apply the rule to all port names and port numbers

Use the no form of the appropriate command to specify that the rule does not apply to the ports defined
by the command.

The following command specifies a source TCP port named telnet for rule 1 in access control list 301:
G350-001(ACL 301/ip rule 1)# tcp source-port eq tel net
The following command specifies any destination UDP port less than 1024 for rule 3 in QoS list 404:
G350- 001( QoS 404/rule 3)# udp destination-port It 1024

The following command specifies any destination TCP port in the range 5000 through 5010 for rule 1 in
access contral list 301:

G350- 001(ACL 301/ip rule 1)# tcp destination-port range 5000 5010

The following command specifies any source TCP port except a port named http for rule 7 in access
control list 304:

G350-001(ACL 304/ip rule 7)# no tcp source-port eq http

ICMP type and code

To apply the rule to a specific type of ICMP packet, use theicmp command. This command sets the IP
protocol parameter to ICMP, and specifies an ICMP type and code to which the rule applies. You can
specify the ICMP type and code by integer or text string, as shown in the examples below. To apply the
rule to all ICMP packets except the specified type and code, use the no form of this command.
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The following command specifies an ICMP echo reply packet for rule 1in QoS list 401
G350-001( QoS 401/rule 1)# icnp Echo-Reply

The following command specifies any ICMP packet except type 1 code 2 for rule 5 in access control list
321:

G350-001(ACL 321/ip rule 5# no icnmp 1 2

TCP Establish bit (access control lists only)

Usethetcp established command to specify that the rule only applies to packets that are part of an
established TCP session. Use the no form of this command to specify that the rule appliesto all TCP
packets. In either case, the command also sets the | P protocol parameter to TCP.

The following command specifies that rule 6 in access control list 301 only matches packets that are part
of an established TCP session:

G350- 001(ACL 301/ip rule 6)# tcp established

Operation

Usethe operation command, followed by the name of a composite operation, to specify an operation for
the G350 to perform on a packet when the packet matches the rule. For an explanation of composite
operations, see Composite operations on page 164.

The operation field for access control lists has a default value of Permit. See Pre-configured composite
operations for access control lists on page 164.

The operation field for QoS lists has a default value of Trust-DSCP-CoS. See Pre-configured composite
operations for QoS lists on page 165.

The following command specifiesthat rule 4 in access control list 302 drops packets that match the rule,
and causes the G350 to send a trap and reset the connection when the packet is dropped:

G350-001(ACL 304/ip rule 4)# operation Deny-Notify-Rst

NOTE:
Composite operation names are case-sensitive.
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Composite operations

This section describes composite operations and includes the following topics:

Overview of composite operations— an overview of composite operations and how they are used

Pre-configured composite operations for access control lists — alist and descriptions of the

pre-configured composite operations that you can use in access control list rules
Pre-configured composite operations for QoS lists— alist and descriptions of the pre-configured

composite operations that you can use in QOS list rules
Configuring composite operations — instructions on how to configure additional composite

operations
Composite operation example — an example of configuring a composite operation and attaching

ittoarule

Overview of composite operations

A composite operation is a set of operations that the G350 can perform when a rule matches a packet.
Every rulein apolicy list has an operation field that specifies a composite operation. The operation field
determines how the G350 handles a packet when the rule matches the packet.

There are different composite operations for access control list rules and QoS list rules. For each type of
list, the G350 includes a pre-configured list of composite operations. You cannot change or delete
pre-configured composite operations. You can define additional composite operations.

Pre-configured composite operations for
access control lists

164

The following table lists the pre-configured entriesin the composite operation table for rulesin an access

control list:
No Name Access Notify Reset Connection
0 Permit forward no trap no reset
1 Deny deny no trap no reset
2 Deny-Notify deny trap al no reset
3 Deny-Rst deny no trap reset
4 Deny-Notify-Rst deny trap all reset

Each column represents the following:

No — anumber identifying the operation

Name — a name identifying the operation. Use this name to attach the operation to arule.
Access — determines whether the operation forwards (forward) or drops (deny) the packet
Notify — determines whether the operation causes the G350 to send atrap when it drops a packet

Reset Connection — determines whether the operation causes the G350 to reset the connection
when it drops a packet
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The following table lists the pre-configured entries in the composite operation table for rulesin a QoS

list:

No Name CoS DSCP Trust
0 CoS0 cos0 no change No

1 CoS1 cosl no change No

2 CoS2 cos2 no change No

3 CoS3 cos3 no change No

4 Co cos4 no change No

5 CoSs cosb no change No

6 CoS6 cos6 no change No

7 CoS7 cos’ no change No

9 No-Change no change no change No

10 Trust-DSCP - - DSCP
11 Trust-DSCP-CoS - - DSCP and CoS

Each column represents the following:

Configuring composite operations

No — anumber identifying the operation

Name — a name identifying the operation. Use this name to attach the operation to arule.

CoS — the operation sets the Ethernet IEEE 802.1p CoSfield in the packet to the value listed in
this column

DSCP — the operation sets the DSCP field in the packet to the value listed in this column

Trust — determines how to treat packets that have been tagged by the originator or other network
devices. If the composite operation is set to Trust-DSCP, the packet’s CoStag is set to 0 before the
QoS list rules and DSCP map are executed. If the composite operation is set to CoSX, the DSCP
map isignored, but the QoS list rules are executed on the Ethernet |IEEE 802.1p CoS field. (For
example, the composite operation CoS3 changes the CoS field to 3). If the composite operationis
set to Trust-DSCP-CoS, the operation uses the great of the CoS or the DSCP value. If the
composite operation is set to No Change, the operation makes no change to the packet’s QoS tags.

You can configure additional composite operations for QoS lists. You can also edit composite operations
that you configured. You cannot edit pre-configured composite operations.
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Compo

To create or edit a composite operation:
1  Enter the context of a QoS list.

2  Typethecomposite-operation command, followed by an index number. The number must be 12
or higher, since numbers 1 through 11 are assigned to pre-configured lists.

3 Useoneor more of the following commands to set the parameters of the composite operation:

— dscp — determines the value to which the rule resets the packet’s DSCP field. To ignore
the DSCP field, use the argument no change, or use the command no dscp.

— cos — determines the value to which the rule resets the packet's CoSfield. To ignore the
CoSfield, use the argument no change, or use the command no cos.

4 Usethe name command, followed by a text string, to assign a name to the composite operation.
You must assign a name to the composite operation, because when you attach the composite
operation to arule, you use the name, not the index number, to identify the composite operation.

site operation example

The following commands create a new composite operation called dscp5 and assign the new composite
operationto rule 3in QoS list 402. If the packet matches arule, the G350 changes the value of the DSCP
field in the packet to 5.

G350- 001# ip qos-list 402
&350- 001( QoS 402) # conposite-operation 12
&350- 001( QoS 402/ cot 12)# nane dscp5

Donel!

G350- 001( QoS 402/ cot 12)# dscp 5

Done!

G350- 001( QoS 402/ cot 12)# cos no-change
Donel!

G350- 001( QoS 402/ cot 12)# exit

G350-001( QoS 402)# ip-rule 3

G350- 001( QoS 402/rul e 3)# conposite-operation dscp5
Done!

DSCP table

166

Each QoS list includes a DSCP table. A DSCP lists each possible DSCP value, from 0 to 63. For each
value, the list specifies a composite operation. See Pre-configured composite operations for QoS lists on
page 165.

QoS rules on the list take precedence over the DSCP table. If a QoS rule other than the default matches
the packet, the G350 does not apply the DSCP table to the packet. The G350 applies only the operation
specified in the QoSrule.

To change an entry in the DSCP table:
1  Enter the context of a QoS list.

2  Typethe command dscp-table, followed by the number of the DSCP value for which you want to
change its composite operation.

3 Typethe command composite-operation, followed by the name of the composite operation you
want to execute for packets with the specified DSCP value.
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The following commands specify the pre-configured composite operation CoS5 for DSCP table entry 33
in QoS list 401. Every packet with DSCP equal to 33 is assigned CoS priority 5.

G350-001# ip gos-list 401

G350- 001( QoS 401)# dscp-table 33

G350- 001( QoS 401/ dscp 33)# conposite-operation CoS5
Done!

The following commands create a new composite operation called dscp5 and assign the new composite
operation to DSCP table entry 7 in QoS list 402. Every packet with DSCP equal to 7 is assigned a new
DSCP value of 5.

G&350-???(super)# ip qos-list 402
@&350- ???(super/ QS 402) # conposite-operation 12
@&350- ???(super/ QS 402/ CompOp 12)# nane dscpb

Done!

G350- ???(super/ QS 402/ CompOp 12)# dscp 5

Donel!

@&350- ???(super/ QS 402/ CompOp 12)# cos No- Change
Donel!

G350- ???(super/ QS 402/ ConpQp 12)# exit

@&350- ???(super/ QS 402)# dscp-table 7

@&350- ???(super/ QS 402/ dscp 7)# conposite-operati on dscp5
Donel!

Displaying and testing policy lists

To verify access control lists and QoS lists, you can view the configuration of thelists. You can also test
the effect of the lists on simulated | P packets.

Displaying policy lists
To view information about policy lists and their components, use the following commands. Many of
these commands produce different results in different contexts.

* Ingeneral context:

— show ip access-control-list — displays alist of al configured access control lists, with
their list numbers and owners

— show ip access-control-list <list number> detailed — displays all the parameters of the
specified access control list

— show ip qos-list — displays alist of al configured QoS lists, with their list numbers and
owners

— show ip qos-list detailed — displays al the parameters of the specified QoS list
* Inaccess control list context:

— show composite-operation — displays alist of all composite operations configured for
thelist

— show ip-rule — displaysalist of al rules configured for thelist
— show list — displays the parameters of the current list, including itsrules
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* |naccess control list rule context:

— show composite-operation — displays the parameters of the composite operation
assigned to the current rule

— show ip-rule — displays the parameters of the current rule
* InQoSlist context:

— show composite-operation— displays alist of all composite operations configured for
thelist

— show dscp-table — displaysthe current list’s DSCP table

— show ip-rule — displaysalist of al rules configured for thelist

— show list — displays the parameters of the current list, including itsrules
* InQoSlist rule context:

— show composite-operation — displays the parameters of the composite operation
assigned to the current rule

— show dscp-table — displaysthe current list’s DSCP table

— show ip-rule — displays the parameters of the current rule
* InQoSlist DSCP table context:

— show dscp-table — displays the parameters of the current DSCP table entry
* In QoS list composite operation context:

— show composite-operation — displays the parameters of the current composite
operation

Simulating packets

168

Usetheip simulate command in the context of an interface to test a policy list. The command tests the
effect of the policy list on asimulated IP packet in theinterface. You must specify the number of a policy
list, the direction of the packet (in or out), and a source and destination | P address. You may a so specify
other parameters. For afull list of parameters, see Avaya™ G350 Media Gateway CLI Reference,
555-245-202.

The following command simul ates the effect of applying QoS list number 401 to a packet entering the
G350 through interface VLAN 2:

&350-001(if:Vian 2)# ip simulate 401 in CoSl dscp46 10.1.1.1 10.2.2.2
tcp 1182 20
The simulated packet has the following properties:

* CoSpriorityis1

e DSCPis46

¢ sourcelPaddressis 10.1.1.1.

* destination IP addressis 10.2.2.2.

¢ |Pprotocol isTCP

¢ source TCP port is 1182

¢ destination TCP port is 20
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When you run theip simulate command, the G350 displays the effect of the policy rules on the smulated
packet. For example;

@&B50- ???(super-if:Man 2)# ip sinmulate 401 in CoSl dscp46 10.1.1.1 10.2.2.2
tcp 1182 20

Rul e match for sinul ated packet is the default rule

Conposite action for simulated packet is CoS6

New priority value is fwd6

Dscp val ue is not changed
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19 Setting synchronization

If the Avaya G350 Media Gateway containsan MM 710 T1/E1 media module, it is advisable to define the
MM 710 as the primary synchronization source for the G350. In so doing, clock synchronization signals
from the Central Office (CO) are used by the MM 710 to synchronize al operations of the G350. If no
MM710 is present, it is not necessary to set synchronization.

Usethe set sync interface {primary|secondary} {mmID|[portID]} command to define a potential
stratum clock source (TL/E1 MediaModule, ISDN-BRI), where:

¢ mm DistheMediaModule ID of an MM stratum clock source of the form vn, where nisthe MM
dot number.

¢ port | Disthe port number for an ISDN clock source candidate. The port ID consists of the slot
number of the media module and the number of the port. You can set more than one port. For
example: v2 1,3,5-8

NOTE:
The port ID parameter only appliesif the source isa BRI module.

By setting the clock source to primary, normal failover will occur. The identity of the current
synchronization source is not stored in persistent storage. Persistent storage is used to preserve the
parameters set by this command.

NOTE:

Setting the source to secondary overrides normal failover, generates atrap, and asserts a
fault. Thus, it is not recommended to set the clock source to secondary except for testing
purposes.

To determine which reference source is the active source, use the set sync source {primary|secondary}
command. If you choose secondary, the secondary source becomes active, and the primary source goes
on standby. In addition, fallback to the primary source does not occur even when the primary source
becomes available.

If neither primary nor secondary sources are identified, the local clock becomes the active source.

The following example sets the MM 710 media module located in slot 2 of the G350 chassis as the
primary clock synchronization source for the Avaya G350 Media Gateway.

set sync interface primary v2
set sync source prinmary

If the G350 includes a second MM 710 media module, enter the following additional command:

set sync interface secondary v3
set sync source secondary

If, for any reason, the primary MM 710 media module cannot function as the clock synchronization

source, the system uses the MM 710 media modul e located in slot 3 of the G350 chassis as the clock
synchronization source. If neither MM 710 media module can function as the clock synchronization
source, the system defaults to the local clock running on the S8300 Media Server.
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Theyellow ACT LED on the front of the MM 710 media modul e displays the synchronization status of
that module.

¢ |Iftheyellow ACT LED issolidly on or off, it has not been defined as a synchronization source. If
itison, one or more channelsisactive. If itisan ISDN facility, the D-channel counts as an active
channel and causes the yellow ACT LED to be on.

*  Whenthe MM710 is operating as a clock synchronization source, the yellow ACT LED indicates
that the MM 710 is the clock synchronization source by flashing at three second intervals.

— Theyellow ACT LED ison for 2.8 seconds and off for 200 milliseconds if the MM 710
media module has been specified as a clock synchronization source and is receiving a
signal that meets the minimum requirements for the interface.

— Theyellow ACT LED is on for 200 milliseconds and off for 2.8 secondsif the MM 710
media modul e has been specified as a synchronization source and is not receiving asignal,
or isreceiving asignal that does not meet the minimum requirements for the interface.

Displaying synchronization status

Use the show sync timing command to display the status of the primary, secondary, and local clock
sources. The status can be Active, Standby, or Not Configured. The statusis Not Configured when a
source has not been defined, for example, when there are no T1 cards installed.
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A Traps and MIBs

This appendix contains the following sections:
* G350 traps— alist of all G350 traps.

* G350 MIBs— alist of all G350 MIBs.

G350 traps

Traps and MIBs
G350 traps

The following table provides alist of all G350 traps with important information about each trap:

Parameters
(MIB Msg Trap Name/
Name variables) Class  Facility Severity ~ Mnemonic Format Description
coldStart STD Boot Warning coldStart Agent Up with A coldStart trap indicates that
Possible Changes  the entity sending the protocol
(coldStart Trap) isreinitializing itself in such a
enterprise:$E ($e)  way asto potentially cause the
args($H):$* ateration of either the agent’s
configuration or the entity’s
implementation.
warmStart STD Boot Warning warmStart Agent UpwithNo A warmStart trap indicates that
Changes the entity sending the protocol
(warmStart Trap) isreinitializing itself in such a
enterprise:$E ($e)  way as to keep both the agent
args($#):$* configuration and the entity’s
implementation intact.
LinkUp iflndex, STD System Warning LinkUp Agent InterfaceUp A linkUp trap indicates that
ifAdminStatus, (linkUp Trap) the entity sending the protocol
ifOperStatus enterprise:$E ($€)  recognizes that one of the

on interface $1

communication links
represented in the agent’s
configuration has come up.

The data passed with the event
is

1) The name and value of the
ifIndex instance for the
affected interface. The name of
the interface can be retrieved
viaan snmpget of
1.3.6.1.2.1.2.2.1.2.INST,
where INST isthe instance
returned with the trap.

lof 11
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Parameters
(MIB Msg Trap Name/
Name variables) Class  Facility Severity  Mnemonic Format Description
linkDown ifndex, STD System Warning linkDown Agent Interface A linkDown trap indicates that
ifAdminStatus, Down (linkDown  the entity that is sending the
ifOperStatus Trap) enterprise:$E  protocol recognizesafailurein
(%$e) oninterface $1  one of the communication
links represented in the agent’s
configuration.
The data passed with the event
is
1) The name and value of the
ifIndex instance for the
affected interface. The name of
the interface can be retrieved
via an snmpget of
1.3.6.1.2.1.2.2.1.2.INST,
where INST isthe instance
returned with the trap.
SNMP_Authen_ P330 SECURITY Notification authentic Incorrect An authentication failure trap
Failure Failure Community Name indicates that the protocol is
(authentication not properly authenticated.
Failure Trap)
enterprise:$E ($e)
args($#):$*
risingAlarm alarmindex, RMON THRES Warning rising Rising Alarm: $2 ~ The SNMP trap that is
adlarmVariable, HOLD Alarm exceeded threshold  generated when an alarm entry
alarmSample $5; value = $4. crossesitsrising threshold and
Type, (Sampletype = $3; generates an event that is
alarmValue, aarmindex =$1)  configured for sending SNMP
adarmRising traps
Threshold
fallingAlarm alarmindex, RMON THRES Warning falling Falling Alarm: $2  The SNMP trap that is
adlarmVariable, HOLD Alarm fell below threshold generated when an alarm entry
alarmSample $5; value = $4. crossesits faling threshold
Type, (Sampletype=$3; and generates an event that is
alarmValue, alamindex =$1)  configured for sending SNMP
alarmRising traps
Threshold,
alarmFalling
Threshold
deleteSW soft P330 SWITCH Info deleteSWRedun  Software The trap notifies the manager
Redundancy Redundancy FABRIC dancyTrap Redundancy $1 of the deletion of the specified
Trap Status definition deleted  redundant link, which is
identified by the
softRedundancyld. Itis
enabled/disabled by
chLntAgConfigChangeTraps.
20of 11
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Parameters
(MIB Msg Trap Name/
Name variables) Class  Facility Severity ~ Mnemonic Format Description
createSW soft P330 SWITCH Info createSWRedun  Software The trap is generated on the
Redundancy Redundancy FABRIC dancyTrap Redundancy $1 creation of the redundant links
Trap Status definition created  for the specified ports. It gives
the logical name of the
redundant link the
identification of the main and
secondary ports and the status
of thelink. The
softRedundancyld defines the
instances of the above-
mentioned variables. The trap
is enabled/disabled by
chLntAgConfigChangeTraps.
IselntPortCAM  IselntPortCAM  P330 SWITCH Info Isel ntPort CAM Changeat $1 Thistrap reports of the
LastChange LastChange FABRIC CAMLast occurred configuration
Trap Change changes. It is enabled/disabled
Trap by
chLntAgCAM ChangeTraps.
duplicatel P ipNetToMediaP P330 ROUTER  Warning duplicatelPTrap Duplicate IP This trap reportsto the
Trap hysAddress, address $2 Management station on
ipNetToMedia detected; MAC Duplicate | P identification.
NetAddress address $1 CRPidentify thenew IPonthe
network. If it similar to one of
its P interfaces, the CRP will
issuea SNMP trap, containing
the MAC of the intruder.
IntPolicy ipPolicy P330 POLICY Info IntPolicyChange Module $1 - Active Thetrap reports achangein
ChangeEvent Activation Event policy list changed the active list specific for a
EntID, ipPolicy to $2 policy-enabled box or module.
ActivationList,
ipPolicy
Activationif
Index, ipPolicy
ActivationSubC
ontext

3of 11
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Parameters
(MIB Msg Trap Name/
Name variables) Class  Facility Severity ~ Mnemonic Format Description
IntPolicy ipPolicy P330 POLICY Warning IntPolicy IP PolicyAccess This trap reportsto the
AccessControlV  AccessControl Access Control violation, ~ Management station on IP
iolationFIt ViolationEnt Control if-index$9 PolicyAccess Control
1D, ViolationFlt ip-protocol=$4 violation. The trap includesin
ipPolicy src-ip=$2 dst-ip=$3  its varbind information about
AccessControl src-port=$5 the slot where the event
ViolationSrc dst-port=$6 occurred. Theid of therule
Addr, rule-id=$8 that was violated in the current
ipPolicy rule-list=$$9 rules table, and the quintupl et
AccessControl that identifies the faulty
ViolationDst packet. A management
Addr, application would display this
ipPolicy trap and the relevant
AccessControl informationinalogentry. This
Violation trap will not be sent at
Protocol, intervals smaller than one
ipPolicy minute for identical
AccessControl information in the varbinds list
ViolationL4Src variables.
Port,
ipPolicy
AccessControl
ViolationL4Dst
Port,
ipPolicy
AccessControl
Violation
Established,
ipPolicyRulel D
, ipPolicyRule
ListID,
ipPolicy
AccessControl
Violationlf
Index,
ipPolicy
AccessControl
ViolationSub
Cixt,
ipPolicy
AccessControl
ViolationTime
DormantPort genPortSWRdAF  P330 SWITCH Warning Dormant Dormant Port This trap reports the loss of
Fault ault, FABRIC PortFault Connection Lost on  connection on a dormant port.
genPortGroup Module $2 Port $3;
Id,
genPortld
40f 11
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variables)

Msg

Class  Facility

Severity

Trap Name/
Mnemonic

Format

Traps and MIBs
G350 traps

Description

DormantPort
Ok

InlinePwrFIt

InlinePwrFItOK

WanPhysical
AlarmOn

wanPhysical
AlarmOff

wanLocal
AlarmOn

wanLocal
AlarmOff

genPortSWRdF  P330 SWITCH
ault, FABRIC
genPortGroup

Id,

genPortld

genGroup P330 Error
FaultMask,

genGroupld,

genGroup

BUPSACctivity

Status

genGroup P330
FaultMask,
genGroupld,
genGroup
BUPSActivity
Status
ifndex, WAN WAN Critical
ifAdminStatus,

ifOperStatus,

ifName,

ifAlias,

dsx1Line

Status

ifndex, WAN WAN
ifAdminStatus,

ifOperStatus,

ifName,

ifAlias,

dsx1Line

Status

ifndex, WAN WAN Error
ifAdminStatus,

ifOperStatus,

ifName,

ifAlias,

dsxlLine

Status

ifndex, WAN WAN
ifAdminStatus,

ifOperStatus,

ifName,

ifAlias,

dsx1Line

Status

Notification

Notification

Notification

Notification

Dormant
PortOk

InlinePwr
Flt

InlinePwr
FItOK

Wan
Physical
AlarmOn

wan
Physical
AlarmOff

wanL ocal
AlarmOn

wanLocal
AlarmOff

Dormant Port
Connection
Returned to Normal
on Module $2 Port
$3;

Module $2 Inline
Power Supply
failure

Module $2 Inline
Power Supply
failure was cleared

Cable Problem on
port $4

Cable Problem on
port $4 was cleared

Local Alarm on
interface $4

Local Alarm on
interface $4 was
cleared

This trap reports the return of
connection on a dormant port.

This trap reports the failure of
an inline power supply.

Thistrap reportsthe correction
of afailure on an inline power

supply.

An EVT1/Seria cable was
disconnected.

An EVT1/Seria cable was
reconnected.

Local alarms, such as LOS.

Local alarms, such as LOS,
was cleared.

5o0f 11
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(MIB
variables)

Msg

Name Class  Facility Severity

Trap Name/

Mnemonic Format

Description

wanRemote WAN WAN Error

AlarmOn

ifndex,
ifAdminStatus,
ifOperStatus,
ifName,
ifAlias,
dsx1Line
Status

wanRemote WAN WAN

AlarmOff

ifndex,
ifAdminStatus,
ifOperStatus,
ifName,
ifAlias,
dsx1Line
Status

wanMinor WAN WAN

AlarmOn

ifndex,
ifAdminStatus,
ifOperStatus,
ifName,
ifAlias,
dsx1Line
Status

Warning

wanMinorAlar WAN WAN

mOff

ifndex,
ifAdminStatus,
ifOperStatus,
ifName,
ifAlias,
dsxlLine
Status

AVEntFanFIt entPhysical AVAYA- TEMP
Index, ENTIT
entPhysical Y

Descr,

entPhySensorV

alue, avEntPhy

SensorLo

Warning

AVEnNtFanOk entPhysical AVAYA-
Index, ENTIT
entPhysical Y

Descr,

entPhySensorV

alue, avEntPhy

SensorLo

Warning

TEMP

Notification wan

Notification wanMinor

Notification AvEntFanOk

Remote Alarm on
interface $4

wan
Remote
AlarmOn

Remote Alarm on
interface $4 was
cleared

Remote
AlarmOff

Minor Alarm on
interface $4

wanMinor
AlarmOn

Minor Alarm on
interface $4 was
cleared

AlarmOff

AvVEnNtFan
Flt

Fan $2 is Faulty

Fan $2 is OK

Remote alarms, such as AlIS.

Remote alarms, such as AlS,

was cleared.

Low BER.

Normal BER.

This trap reports afaulty fan.

This trap reports the return to
function of afaulty fan.
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Msg

Class  Facility Severity

Traps and MIBs
G350 traps

Trap Name/

Mnemonic Format Description

avEnt48vPwr
Flt

avEnt5vPwrFIt

entPhysical AVAYA- SUPPLY
Index, ENTIT
entPhysical Y
Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

entPhysical AVAYA- SUPPLY
Index, ENTIT
entPhysical Y
Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

avEnt3300mv
PwrFIt

entPhysical
Index,
entPhysical
Descr,

entPhySensorV
alue, avEntPhy

SensorHi
Warning,
avEntPhy
SensorLo
Warningent
Physical
ParentRel Pos

AVAYA- SUPPLY
ENTIT
Y

avEnt48v
PwrHIt

48V power supply  Thistrap reports a problem
Fault with a48V power supply.

avEnt5v
PwrFIt

5V power supply
Fault

This trap reports a problem
with a5V power supply.

avEnt3300mvP 3.3V (3300mv) This trap reports a problem
wrFIt power supply Fault with a3.3V power supply.

7of 11
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Name

Parameters
(MIB Msg
variables) Class  Facility Severity

Format Description

avEnt2500mv
PwrFIt

avEnt1800mv
PwrFIt

avEnt1600mv
PwrFIt

entPhysical AVAYA- SUPPLY
Index, ENTIT
entPhysical Y
Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

entPhysical AVAYA- SUPPLY
Index, ENTIT
entPhysical Y
Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

entPhysical AVAYA- SUPPLY
Index, ENTIT
entPhysical Y
Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

avEnt2500mvP 2.5V (2500mv) This trap reports a problem

power supply Fault  with a2.5V power supply.

avEnt1800mvP 1.8V (1800mv) This trap reports a problem

power supply Fault with a1.8V power supply.

avEnt1600mvP 1.6V (1600mv) This trap reports a problem

power supply Fault with a1.6V power supply.
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Name variables) Class  Facility

Traps and MIBs
G350 traps

Trap Name/

Severity  Mnemonic Format Description

avEnt48vPwr
FItOk

entPhysical AVAYA- SUPPLY
Index, ENTIT
entPhysical Y
Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

avEntSvPwrFIt  entPhysical AVAYA- SUPPLY
Ok Index, ENTIT

entPhysical Y

Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

avEnt3300mv
PwrFItOk

entPhysical AVAYA- SUPPLY
Index, ENTIT
entPhysical Y
Descr,

entPhySensorV

alue, avEntPhy

SensorHi

Warning,

avEntPhy

SensorLo

Warningent

Physical

ParentRel Pos

Notification avEnt48v
PwrFItOk

48V power supply
Fault Cleared

Thistrap reportsthe correction
of aproblem with a48V power

supply.

Notification avEnt5v
PwrFItOk

5V power supply
Fault Cleared

Thistrap reportsthe correction
of aproblem with a5V power

supply.

Notification avEnt3300mvP 3.3V (3300mv)
wrFIt power supply Fault
Ok Cleared

Thistrap reportsthe correction
of aproblem with a3.3V
power supply.
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Name

Parameters
(MIB
variables)

Msg

Class  Facility

Severity

Trap Name/
Mnemonic

Format

Description

avEnt2500mv
PwrFItOk

avEnt1800mv
PwrFItOk

entPhysical
Index,
entPhysical
Descr,
entPhySensorV
alue, avEntPhy
SensorHi
Warning,
avEntPhy
SensorLo
Warningent
Physical
ParentRel Pos

entPhysical
Index,
entPhysical
Descr,
entPhySensorV
alue, avEntPhy
SensorHi
Warning,
avEntPhy
SensorLo
Warningent
Physical
ParentRel Pos

AVAYA- SUPPLY
ENTIT
Y

AVAYA- SUPPLY
ENTIT
Y

Notification

avEnt2500mvP
wrFlt
Ok

2.5V (2500mv)
power supply Fault
Cleared

Notification avEnt1800mvP 1.8V (1800mv)

wrFlt
Ok

power supply Fault
Cleared

Thistrap reportsthe correction
of aproblem with a2.5v
power supply.

Thistrap reportsthe correction
of aproblem with a1.8V
power supply.
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Name

Parameters
(MIB
variables)

Msg
Class

Facility

Trap Name/

Severity  Mnemonic

Format

Traps and MIBs
G350 traps

Description

avEnt1600mv
PwrFItOk

avEntAmbientT
empFIt

avEntAmbientT
empOk

entPhysical
Index,
entPhysical
Descr,
entPhySensorV
alue, avEntPhy
SensorHi
Warning,
avEntPhy
SensorLo
Warningent
Physical
ParentRel Pos

entPhysical
Index,
entPhysical
Descr,
entPhySensorV
alue, avEntPhy
SensorHi
Warning,
entPhysical
ParentRel Pos

entPhysical
Index,
entPhysical
Descr,
entPhySensorV
alue, avEntPhy
SensorHi
Warning,
entPhysical
ParentRel Pos

AVAYA- SUPPLY

ENTIT
Y

AVAYA- TEMP
ENTIT
Y

AVAYA- TEMP
ENTIT
Y

Notification avEnt1600mvP 1.6V (1600mv)

wrFlt
Ok

avEnt
Ambient
TempFlt

Notification avEnt
Ambient
TempOk

power supply Fault

Cleared

Ambient
Temperature fault
($3)

Ambient
Temperature fault
($3) cleared

Thistrap reportsthe correction
of aproblem with al.6V
power supply.

This trap reports that the
ambient temperature in the
deviceis not within the
acceptable temperature range
for the device.

This trap reports that the
ambient temperature in the
device has returned to the
acceptable range for the
device.
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Traps and MIBs

UTILIZATION-MANAGEMENT-MIB.my
ENTITY-SENSOR-MIB.my
RSTP-MIB.my
APPLIC-MIB.MY
DS1-MIB.my
PPP-1P-NCP-MIB.my
RFC1213-MIB.my
AVAYA-ENTITY-MIB.MY
Rnd.MIB
XSWITCH-MIB.MY
CROUTE-MIB.MY
RS-232-MI1B.my
RIPv2-MIB.my

IF-MIB.my
DSOBUNDLE-MIB.my
RFC1406-MI1B.my
DSO-MIB.my
POLICY-MIB.MY
BRIDGE-MIB.my
CONFIG-MIB.MY
G700-MG-MIB.MY
FRAME-RELAY-DTE-MIB.my
IP-MIB.my

G350 MIBs
G350 MIBs
Thefollowing table provides alist of the MIB files and their associated modules that are supported by the
G350:
MIB File MIB Module
Load.MIB LOAD-MIB
RFC1315-MIB.my RFC1315-MIB
Q-BRIDGE-MIB.my Q-BRIDGE-MIB
ENTITY-MIB.my ENTITY-MIB
IP-FORWARD-MIB.my IP-FORWARD-MIB
VRRP-MIB.my VRRP-MIB

UTILIZATION-MANAGEMENT-MIB
ENTITY-SENSOR-MIB
RSTP-MIB
APPLIC-MIB

DS1-MIB
PPP-IP-NCP-MIB
RFC1213-MIB
AVAYA-ENTITY-MIB
RND-MIB
XSWITCH-MIB
CROUTE-MIB
RS-232-MIB
RIPv2-MIB

IF-MIB
DSOBUNDLE-MIB
RFC1406-M1B
DSO-MIB
POLICY-MIB
BRIDGE-MIB
CONFIG-MIB
G700-MG-MIB
FRAME-RELAY-DTE-MIB
IP-MIB
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G350 MIBs
MIB File MIB Module
Load12.MIB LOAD-MIB
PPP-LCP-MIB.my PPP-LCP-MIB
WAN-MIB.MY WAN-MIB
SNMPv2-MIB.my SNMPv2-MIB
OSPF-MIB.my OSPF-MIB
20f2

The following table provides alist of the MIBsin the Load.MIB file that are supported by the G350 and

their OIDs:

Object OID

genOpModuleld 1.36.1.4.1.1751.2.53.1.2.1.1
genOpl ndex 1.36.1.4.1.1751.2.53.1.2.1.2
genOpRunningState 1.36.1.4.1.1751.2.53.1.2.1.3
genOpSourcel ndex 1.3.6.1.4.1.1751.2.53.1.2.1.4
genOpDestIindex 13.6.1.4.1.1751.253.1.2.15
genOpServerlP 1.3.6.1.4.1.1751.2.53.1.2.1.6
genOpUserName 13.6.1.4.1.1751.253.1.2.1.7
genOpPassword 1.3.6.1.4.1.1751.2.53.1.2.1.8
genOpProtocol Type 1.36.1.4.1.1751.2.53.1.2.1.9
genOpFileName 1.3.6.1.4.1.1751.2.53.1.2.1.10
genOpRunningStateDisplay 1.36.1.4.1.1751.253.1.2.1.11
genOpL astFailurelndex 1.3.6.1.4.1.1751.2.53.1.2.1.12
genOplL astFailureDisplay 1.3.6.1.4.1.1751.2.53.1.2.1.13
genOpL astWarningDisplay 13.6.1.4.1.1751.2.53.1.2.1.14
genOpErrorLoglndex 13.6.1.4.1.1751.2.53.1.2.1.15
genOpResetSupported 13.6.1.4.1.1751.2.53.1.2.1.16
genOpEnableReset 1.3.6.1.4.1.1751.2.53.1.2.1.17
genOpNextBootl magel ndex 13.6.1.4.1.1751.2.53.1.2.1.18
genOpL astBootI magel ndex 13.6.1.4.1.1751.2.53.1.2.1.19
genOpFileSystemType 1.3.6.1.4.1.1751.2.53.1.2.1.20
genOpReportSpecificFlags 13.6.1.4.1.1751.253.1.2.1.21
genOpOctetsReceived 13.6.1.4.1.1751.2.53.1.2.1.22
genAppFileld 1.3.6.1.4.1.1751.2.53.2.1.1.1
genAppFileName 1.3.6.1.4.1.1751.2.53.2.1.1.2
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Object

OoIb

genAppFileType
genAppFileDescription
genAppFileSize

genAppFileVersionNumber

genAppFileLocation
genA ppFileDateStamp
genAppFileRowStatus

1.3.6.1.4.1.1751.2.53.2.1.1.3

1.3.6.1.4.1.1751.253.2.1.1.4
13.6.1.4.1.1751.2.53.2.1.1.5
1.3.6.1.4.1.1751.2.53.2.1.1.6
13.6.1.4.1.1751.253.2.1.1.7
1.3.6.1.4.1.1751.2.53.2.1.1.8
1.3.6.1.4.1.1751.253.2.1.1.9

20f 2

The following table provides alist of the MIBsin the RFC1315-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

frDIcmilflndex 1.3.6.1.2.1.10.32.1.1.1
frDIcmi State 1.3.6.1.2.1.10.32.1.1.2
frDIcmiAddress 1.3.6.1.2.1.10.32.1.1.3
frDIcmiAddressLen 1.3.6.1.2.1.10.32.1.1.4
frDIcmiPollinglnterval 1.3.6.1.2.1.10.32.1.1.5
frDIcmiFull Enquirylnterval 1.3.6.1.2.1.10.32.1.1.6
frDIcmiErrorThreshold 1.3.6.1.2.1.10.32.1.1.7
frDIcmiM onitoredEvents 1.3.6.1.2.1.10.32.1.1.8
frDIcmiMaxSupportedV Cs 1.3.6.1.2.1.10.32.1.1.9
frDIcmiMulticast 1.3.6.1.2.1.10.32.1.1.10
frCircuitlflndex 1.3.6.1.2.1.10.32.2.1.1
frCircuitDlci 1.3.6.1.2.1.10.32.2.1.2
frCircuitState 1.3.6.1.2.1.10.32.2.1.3
frCircuitReceivedFECNSs 1.3.6.1.2.1.10.32.2.1.4
frCircuitReceivedBECNs 1.3.6.1.2.1.10.32.2.1.5
frCircuitSentFrames 1.3.6.1.2.1.10.32.2.1.6
frCircuitSentOctets 1.3.6.1.2.1.10.32.2.1.7
frCircuitReceivedFrames 1.3.6.1.2.1.10.32.2.1.8
frCircuitReceivedOctets 1.3.6.1.2.1.10.32.2.1.9
frCircuitCreationTime 1.3.6.1.2.1.10.32.2.1.10
frCircuitLastTimeChange 1.3.6.1.2.1.10.32.2.1.11
frCircuitCommittedBurst 1.3.6.1.2.1.10.32.2.1.12
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Object OID
frCircuitExcessBurst 1.36.1.2.1.10.32.2.1.13
frCircuitThroughput 1.36.1.2.1.10.32.2.1.14
frErrifindex 1361211032311
frErrType 1.3.6.1.2.1.10.32.3.1.2
frErrData 1.3.6.1.2.1.10.32.3.1.3
frErrTime 1.3.6.1.2.1.10.32.3.1.4
frTrapState 1.36.1.2.1.10.324.1
20f2

The following table provides alist of the MIBsin the Q-BRIDGE-MIB.my file that are supported by the

G350 and their OIDs:

Object OID
dot1gVlanVersionNumber 136.1.2.1.17.7.1.1.1
dotlgMaxVlanid 136.1.21.17.71.1.2
dot1gMaxSupportedVlans 136.1.2.1.17.7.1.1.3
dotlgNumVlans 136.1.21.17.71.1.4
dot1gGvrpStatus 1.36.1.2.1.17.7.1.15
dotlgVlanTimeMark 136.1.21.17.71.4.21.1
dot1gVlanindex 136.1.21.17.7.1.42.1.2
dotlgVlanFdbld 136.1.21.17.7.1.42.1.3
dot1gVlanCurrentEgressPorts 136.1.21.17.71.4214
dot1gVlanCurrentUntaggedPorts 1.36.1.2.1.17.7.1.4.2.15
dotlgVlanStatus 1.36.1.21.17.7.1.42.1.6
dot1lgVlanCreationTime 136.1.21.17.7.1.42.1.7
dotlgVlanStaticName 136.1.21.17.71.4311
dot1qgVlanStaticEgressPorts 1.36.1.2.1.17.7.1.43.1.2
dot1qgVlanForbiddenEgressPorts 1.36.1.2.1.17.7.1.4.3.1.3
dot1gVIanStaticUntaggedPorts 1.36.1.2.1.17.7.1.4314
dot1gVlanStaticRowStatus 1.36.1.21.17.7.1.4315
dot1gNextFreel ocalVIanindex 136.1.2.1.17.7.1.44
dotlgPvid 13.6.1.2.1.17.71.451.1
dot1gPortA cceptableFrameTypes 1.36.1.2.1.17.7.1.45.1.2
dot1gPortlngressFiltering 136.1.21.17.71.45.1.3
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Object OID

dot1qPortGvrpStatus 136.1.21.17.71.4514
dot1gPortGvrpFailedRegistrations 1.36.1.2.1.17.7.1.45.15
dot1gPortGvrpLastPduOrigin 1.36.1.2.1.17.7.1.45.1.6

20f 2

The following table provides alist of the MIBsin the ENTITY-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

entPhysicallndex 1.36.1.2.147.1.1.111
entPhysical Descr 1.36.1.2.1.47.1.1.1.1.2
entPhysicalVendorType 136.1.2.1.47.1.1.1.1.3
entPhysical Containedin 136.1.21471.1.1.14
entPhysical Class 13.6.1.2.147.1.1.1.15
entPhysical ParentRel Pos 1.36.1.2.1.47.1.1.1.1.6
entPhysicalName 136.1.2.1.47.1.1.1.1.7
entPhysicalHardwareRev 1.36.1.2.1.47.1.1.1.1.8
entPhysical FirmwareRev 1.36.1.2.1.47.1.1.1.19
entPhysical SoftwareRev 1.36.1.2.1.47.1.1.1.1.10
entPhysical SerialNum 136.1.21471.11.111
entPhysicalMfgName 1.36.1.2.1.47.1.1.1.1.12
entPhysicalModel Name 1.36.1.2.1.47.1.1.1.1.13
entPhysicalAlias 136.1.21.47.1.1.1.1.14
entPhysical Asset|D 1.36.1.21.47.1.1.1.1.15
entPhysicall SFRU 1.36.1.2.1.47.1.1.1.1.16

The following table provides alist of the MIBsin the IP-FORWARD-MIB.my file that are supported by

the G350 and their OIDs:

Object OID
ipCidrRouteNumber 1.36.1.2.1.4.24.3
ipCidrRouteDest 136.1.2.142441.1
ipCidrRouteM ask 13.6.1.2.1.424.4.1.2
ipCidrRouteTos 1.36.1.2.1.4.24.4.1.3
ipCidrRouteNextHop 1.36.1.2.1.4.24.4.1.4
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Object OID
ipCidrRoutel fIndex 13.6.1.2.1.4244.15
ipCidrRouteType 1.3.6.1.2.1.4.24.4.1.6
ipCidrRouteProto 1.36.1.2.1.4.24.4.1.7
ipCidrRouteAge 1.36.1.2.1.4244.1.8
ipCidrRoutelnfo 1.36.1.2.1.4.24.4.19
ipCidrRouteNextHOpAS 1.3.6.1.2.1.4.24.41.10
ipCidrRouteMetricl 1.36.1.2.14.24.4.1.11
ipCidrRouteM etric2 1.3.6.1.2.1.4.24.41.12
ipCidrRouteMetric3 1.36.1.2.1.4.24.41.13
ipCidrRouteMetric4 1361214244114
ipCidrRouteMetrich 1.36.1.2.1.4.24.4.1.15
ipCidrRouteStatus 1.3.6.1.2.1.424.4.1.16
20f2

The following table provides alist of the MIBsin theVRRP-MIB.my file that are supported by the G350

and their OIDs:
Object OID
vrrpNodeVersion 13.6.1.2.1.68.1.1.1
vrrpOperVrid 1.3.6.1.2.1.68.1.1.3.1.1
vrrpOperVirtualMacAddr 13.6.1.2.1.68.1.1.3.1.2
vrrpOperState 1.3.6.1.2.1.68.1.1.3.1.3
vrrpOperAdminState 1.3.6.1.2.1.68.1.1.3.1.4
vrrpOperPriority 1.3.6.1.2.1.68.1.1.3.1.5
vrrpOperl pAddrCount 1.3.6.1.2.1.68.1.1.3.1.6
vrrpOperMasterl pAddr 1.3.6.1.2.1.68.1.1.3.1.7
vrrpOperPrimaryl pAddr 1.3.6.1.2.1.68.1.1.3.1.8
vrrpOperAuthType 1.3.6.1.2.1.68.1.1.3.1.9
vrrpOperAuthKey 1.3.6.1.2.1.68.1.1.3.1.10
vrrpOperAdvertisementinterval 1.3.6.1.2.1.68.1.1.3.1.11
vrrpOperPreemptM ode 1.3.6.1.2.1.68.1.1.3.1.12
vrrpOperVirtualRouterUpTime 1.3.6.1.2.1.68.1.1.3.1.13
vrrpOperProtocol 1.36.1.2.1.68.1.1.3.1.14
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Object OID
vrrpOperRowStatus 1.3.6.1.2.1.68.1.1.3.1.15
vrrpAssol pAddr 1361216811411
vrrpAssol pAddrRowStatus 1.36.1.2.1.68.1.1.4.1.2

20f 2

The following table providesalist of the MIBsintheUTILIZATION-MANAGEMENT-MIB.my file that

are supported by the G350 and their OIDs:

Object OID

genCpul ndex 1.36.1.4.1.6889.2.1.11.1.1.1.1.1
genCpuUtilizationEnableM onitoring 1.3.6.1.4.1.6889.2.1.11.1.1.1.1.2
genCpuUtilizationEnabl eEventGeneration 1.3.6.1.4.1.6889.2.1.11.1.1.1.1.3
genCpuUtilizationHighThreshold 1.3.6.1.4.1.6889.2.1.11.1.11.1.1.4
genCpuAverageUtilization 13.6.1.4.1.6889.2.1.11.1.11.1.1.5
genCpuCurrentUtilization 1.3.6.1.4.1.6889.2.1.11.1.11.1.1.6
genCpuUtilizationHistory Samplel ndex 1.36.1.4.1.6889.2.1.11.1.1.2.1.1
genCpuHistoryUtilization 1.3.6.1.4.1.6889.2.1.11.1.1.2.1.2
genMemUltilizationTotal RAM 1.36.1.4.1.6889.2.1.11.1.2.1
genMemUltilizationOperational | mage 1.3.6.1.4.1.6889.2.1.11.1.2.2
genMemUltilizationDynAllocMemUsed 1.3.6.1.4.1.6889.2.1.11.1.2.3.1
genMemUltilizationDynAllocMemMaxUsed 1.3.6.1.4.1.6889.2.1.11.1.2.3.2
genMemUltilizationDynAllocMemAvailable 1.36.1.4.1.6889.2.1.11.1.2.3.3
genMemUltilizationAllocationFailures 1.3.6.1.4.1.6889.2.1.11.1.2.4
genMemUltilizationl D 1.36.1.4.1.6889.2.1.11.1.26.1.1
genMemUltilizationPhyRam 1.3.6.1.4.1.6889.2.1.11.1.2.6.1.2
genMemUltilizationPercentUsed 1.36.1.4.1.6889.2.1.11.1.2.6.1.3

Thefollowing table provides alist of the MIBsin the ENTITY-SENSOR-MIB.my file that are supported

by the G350 and their OIDs:

Object

OID

entPhySensorType 1.36.1.2.1.99.1.1.1.1
entPhySensorScale 136.1.21.991.1.1.2
entPhySensorPrecision 136.1.2.1.99.1.1.1.3
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Object
entPhySensorValue 13.6.1.2.1.99.1.1.14
entPhySensorOperStatus 1.3.6.1.2.199.1.1.1.5
entPhySensorUnitsDisplay 1.36.1.2.1.99.1.1.1.6
entPhySensorVaueTimeStamp 136.1.2.1.99.1.1.1.7
entPhySensorV aueUpdateRate 136121991118

20f2

The following table provides alist of the MIBsin the RSTP-MIB.my file that are supported by the G350

and their OIDs:

Object OID

dotldStpVersion 1.36.1.2.1.17.2.16
dot1dStpTxHoldCount 1.36.1.2.1.17.2.17
dot1dStpPathCostDefault 1.3.6.1.2.1.17.2.18
dot1dStpPortProtocolMigration 1.36.1.2.1.17.2.19.1.1
dot1dStpPortAdminEdgePort 1.36.1.2.1.17.2.19.1.2
dot1dStpPortOperEdgePort 1.36.1.2.1.17.2.19.1.3
dot1dStpPortAdminPointToPoint 13.6.1.2.1.17.219.14
dot1dStpPortOperPointToPoint 1.36.1.2.1.17.2.19.1.5
dot1dStpPortAdminPathCost 1.3.6.1.2.1.17.2.19.1.6

The following table provides alist of the MIBsin the APPLIC-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

Isel ntPortGroupld 13.6.14.181.1912111
IselntPortld 136.14.181.19121.1.2
Isel ntPortCAM L astChange 136.1.4.1.81.19.1.2.1.1.39
IselntPortM ACAddGroupld 136.14181.1912211.1
IselntPortM ACAddPortld 13.6.14.181.191221.1.2
IselntPortMACAddLAId 136.14.181.191.221.1.3
IselntPortMACAddList 13.6.14.181.191221.14
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The following table provides alist of the MIBsin the DS1-MIB.my file that are supported by the G350

and their OIDs:

Object OID

dsx1Linelndex 1.3.6.1.2.1.10.18.6.1.1
dsx1lfIndex 1.3.6.1.2.1.10.18.6.1.2
dsx1TimeElapsed 1.3.6.1.2.1.10.18.6.1.3
dsx1Validintervals 1.3.6.1.2.1.10.18.6.1.4
dsx1LineType 1.3.6.1.2.1.10.18.6.1.5
dsx1LineCoding 1.3.6.1.2.1.10.18.6.1.6
dsx1SendCode 1.3.6.1.2.1.10.18.6.1.7
dsx1Circuitldentifier 1.3.6.1.2.1.10.18.6.1.8
dsx1L oopbackConfig 1.3.6.1.2.1.10.18.6.1.9
dsx1LineStatus 1.3.6.1.2.1.10.18.6.1.10
dsx1SignaMode 1.36.1.2.1.10.18.6.1.11
dsx1TransmitClockSource 1.3.6.1.2.1.10.18.6.1.12
dsx1Fdl 1.3.6.1.2.1.10.18.6.1.13
dsxlinvalidintervals 1.3.6.1.2.1.10.18.6.1.14
dsx1LinelLength 1.3.6.1.2.1.10.18.6.1.15
dsx1LineStatusL astChange 1.3.6.1.2.1.10.18.6.1.16
dsx1L ineStatusChangeTrapEnable 1.3.6.1.2.1.10.18.6.1.17
dsx1L oopbackStatus 1.3.6.1.2.1.10.18.6.1.18
dsx1Ds1Channel Number 1.3.6.1.2.1.10.18.6.1.19
dsx1Channelization 1.3.6.1.2.1.10.18.6.1.20
dsx1Currentindex 1.3.6.1.2.1.10.18.7.1.1
dsx1CurrentESs 1.3.6.1.2.1.10.18.7.1.2
dsx1CurrentSESs 1.3.6.1.2.1.10.18.7.1.3
dsx1CurrentSEFSs 1.36.1.2.1.10.18.7.1.4
dsx1CurrentUASs 1.3.6.1.2.1.10.18.7.1.5
dsx1CurrentCSSs 1.3.6.1.2.1.10.18.7.1.6
dsx1CurrentPCVs 1.3.6.1.2.1.10.18.7.1.7
dsx1CurrentLESs 1.3.6.1.2.1.10.18.7.1.8
dsx1CurrentBESs 1.3.6.1.2.1.10.18.7.1.9
dsx1CurrentDMs 1.3.6.1.2.1.10.18.7.1.10
dsx1CurrentLCVs 1.36.1.2.1.10.18.7.1.11
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dsx1lntervallndex 1.36.1.2.1.10.18.8.1.1
dsx1IntervalNumber 1.3.6.1.2.1.10.18.8.1.2
dsxlinterval ESs 1.3.6.1.2.1.10.18.8.1.3
dsx1lnterval SESs 1.36.1.2.1.10.18.8.1.4
dsx1interval SEFSs 1.3.6.1.2.1.10.18.8.1.5
dsxlintervalUASs 1.3.6.1.2.1.10.18.8.1.6
dsx1interval CSSs 1.3.6.1.2.1.10.18.8.1.7
dsxlintervalPCVs 1.3.6.1.2.1.10.18.8.1.8
dsxlintervalLESs 1.3.6.1.2.1.10.18.8.1.9
dsxlinterva BESs 1.3.6.1.2.1.10.18.8.1.10
dsxlintervaDMs 1.3.6.1.2.1.10.18.8.1.11
dsxlintervalLCVs 1.3.6.1.2.1.10.18.8.1.12
dsxlintervalValidData 1.3.6.1.2.1.10.18.8.1.13
dsx1Totallndex 1.36.1.2.1.10.189.1.1
dsx1Tota ESs 1.3.6.1.2.1.10.18.9.1.2
dsx1Total SESs 1.36.1.2.1.10.18.9.1.3
dsx1Total SEFSs 1.3.6.1.2.1.10.189.1.4
dsx1Tota UASs 1.3.6.1.2.1.10.18.9.1.5
dsx1Tota CSSs 1.3.6.1.2.1.10.18.9.1.6
dsx1Tota PCVs 1.3.6.1.2.1.10.18.9.1.7
dsx1TotaLESs 1.3.6.1.2.1.10.18.9.1.8
dsx1Total BESs 1.3.6.1.2.1.10.18.9.1.9
dsx1TotalDMs 1.3.6.1.2.1.10.18.9.1.10
dsx1TotalLCVs 1.3.6.1.2.1.10.189.1.11

20f2

Thefollowing table provides alist of the MIBsin the PPP-IP-NCP-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

pppl pOperStatus 1.36.1.2.1.10.23.3.1.1.1
pppl pL ocal ToRemoteCompressionProtocol 1.3.6.1.2.1.10.23.3.1.1.2
ppplpRemoteT oL ocal CompressionProtocol 1.3.6.1.2.1.10.23.3.1.1.3
ppplpRemoteMaxSlotld 1.3.6.1.2.1.10.23.3.1.1.4
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Object

OID

ppplpLocalMaxSlotid
pppl pConfigAdminStatus

pppl pConfigCompression

1.3.6.1.2.1.10.23.3.1.15
1.3.6.1.2.1.10.23.3.2.1.1
1.3.6.1.2.1.10.23.3.2.1.2

20f 2

The following table provides alist of the MIBsin the RFC1213-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

sysDescr 136.1.2111
sysObject!D 1.36.1.2.1.1.2
sysUpTime 13.6.1.21.13
sysContact 136.1.2114
sysName 13.6.1.21.15
sysL ocation 1.36.1.2.1.1.6
sysServices 136.1.2.1.1.7
ifNumber 136.1.21.21
ifIndex 136.1.212211
ifDescr 136.1.2.1.2212
ifType 13.6.1.2.1.22.13
ifMtu 136.1.21.2214
if Speed 1.36.1.2.1.2.2.15
ifPhysAddress 1361212216
ifAdminStatus 136.1.2.1.22.1.7
if OperStatus 1.36.1.2.1.2.2.1.8
ifLastChange 1361212219
ifInOctets 13.6.1.2.1.22.1.10
ifInUcastPkts 1.36.1.21.22111
ifInNUcastPkts 136.1.2.1.221.12
ifiInDiscards 1.3.6.1.2.1.2.2.1.13
ifInErrors 13.6.1.2.1.22.1.14
ifInUnknownProtos 1.3.6.1.2.1.2.2.1.15
ifOutOctets 13.6.1.2.1.22.1.16
ifOutUcastPkts 13.6.1.2.1.22.1.17
ifOutNUcastPkts 13.6.1.2.1.22.1.18
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Object OID
ifOutDiscards 13.6.1.2.1.22.1.19
ifOutErrors 13.6.1.2.1.22.1.20
ifOutQLen 13.6.1.21.22121
if Specific 13.6.1.2.1.22.1.22
ipForwarding 1.36.1.2.14.1
ipDefault TTL 136.1.2.14.2
ipInReceives 1.36.1.2.1.4.3
iplnHdrErrors 1.36.1.2.1.4.4
iplnAddrErrors 1.36.1.2.1.45
ipForwDatagrams 1.36.1.2.1.4.6
iplnUnknownProtos 1.36.1.2.1.4.7
ipInDiscards 1.36.1.2.1.4.8
ipInDelivers 1.36.1.2.1.4.9
ipOutRequests 1.3.6.1.2.1.4.10
ipOutDiscards 136121411
ipOutNoRoutes 136.1.2.14.12
ipReasmTimeout 13.6.1.2.14.13
ipReasmReqds 1.36.1.2.1.4.14
ipReasmOK's 13.6.1.2.1.4.15
ipReasmFails 1.3.6.1.2.1.4.16
ipFragOKs 1.3.6.1.2.1.4.17
ipFragFails 1.36.1.2.1.4.18
ipFragCreates 1.36.1.2.1.4.19
ipAdENntAddr 136.1.2.1420.1.1
ipAdEntIfIndex 13.6.1.2.1.420.1.2
ipAdEntNetMask 1.3.6.1.2.1.4.20.1.3
ipAdEntBcastAddr 13.6.1.2.1.4.20.1.4
ipAdEntReasmMaxSize 1.3.6.1.2.1.420.1.5
ipRouteDest 13612142111
ipRoutelflndex 136.1.21421.1.2
ipRouteMetricl 13.6.1.2.1421.1.3
ipRouteMetric2 13612142114
ipRouteMetric3 13.6.1.2.1421.15
ipRouteMetric4 136.1.2.1421.1.6
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Object OID
ipRouteNextHop 136.121421.17
ipRouteType 1.36.1.2.1.421.1.8
ipRouteProto 136.1.21421.19
ipRouteAge 136.1.2.1.421.1.10
ipRouteM ask 136121421111
ipRouteMetric5 136.1.2.1421.1.12
ipRoutelnfo 136.1.21421.1.13
ipNetToMedial flndex 136.1.214221.1
ipNetToMediaPhysAddress 13.6.1.2.1422.1.2
ipNetToMediaNetAddress 13.6.1.2.1.422.1.3
ipNetToMediaType 1.36.1.2.1.4.22.1.4
ipRoutingDiscards 1.36.1.2.1.4.23
snmpl nPkts 136.1.2.1.11.1
snmpOutPkts 136121112
snmplnBadVersions 1.36.1.2.1.11.3
snmplnBadCommunityNames 136.1.2.1.114
snmplnBadCommunityUses 1.36.1.2.1.115
snmplnASNParseErrs 1.36.1.2.1.11.6
snmplnTooBigs 1.36.1.2.1.11.8
snmplnNoSuchNames 1.36.1.2.1.11.9
snmplnBadValues 1.3.6.1.2.1.11.10
snmplnReadOnlys 136.1.2.1.11.11
snmplnGenErrs 1.36.1.2.1.11.12
snmplnTotalReqVars 1.3.6.1.2.1.11.13
snmplnTotal SetVars 1.36.1.2.1.11.14
snmpl nGetRequests 1.3.6.1.2.1.11.15
snmplnGetNexts 1.36.1.2.1.11.16
snmpl nSetRequests 136.1.2.1.11.17
snmpl nGetResponses 1.36.1.2.1.11.18
snmplnTraps 1.3.6.1.2.1.11.19
snmpOutTooBigs 1.3.6.1.2.1.11.20
snmpOutNoSuchNames 136.1.2.111.21
snmpOutBadV alues 13.6.1.2.1.11.22
snmpOutGenErrs 1.36.1.2.1.11.24
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snmpOutGetRequests 1.36.1.2.1.11.25
snmpOutGetNexts 1.3.6.1.2.1.11.26
snmpOutSetRequests 1.36.1.2.1.11.27
snmpOutGetResponses 1.3.6.1.2.1.11.28
snmpOutTraps 1.3.6.1.2.1.11.29
snmpEnableAuthenTraps 1.36.1.2.1.11.30
4 of 4

The following table provides alist of the MIBsin the AVAYA-ENTITY-MIB.my file that are supported

by the G350 and their OIDs:

Object OID

avEntPhy SensorHi Shutdown 1.3.6.1.4.1.6889.2.1.99.1.1.1
avEntPhySensorHiWarning 1.3.6.1.4.1.6889.2.1.99.1.1.2
avEntPhySensorHiWarningClear 1.3.6.1.4.1.6889.2.1.99.1.1.3
avEntPhySensorL oWarningClear 1.3.6.1.4.1.6889.2.1.99.1.1.4
avEntPhySensorLoWarning 1.3.6.1.4.1.6889.2.1.99.1.1.5
avEntPhySensorL oShutdown 1.3.6.1.4.1.6889.2.1.99.1.1.6
avEntPhy SensorEventSupportM ask 1.3.6.1.4.1.6889.2.1.99.1.1.7

The following table provides a list of the MIBsin the Rnd.MIB file that are supported by the G350 and

their OIDs:
Object OID
genGroupHWVersion 1.3.6.14.181.8.1.1.24
genGroupConfigurationSymbol 1.36.1.4.1.81.8.1.1.21
genGroupHW Status 1.36.1.4.1.81.8.1.1.17

The following table provides alist of the MIBsin the XSWITCH-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

scGenPortGroupld 1.36.1.4.1.81.28.1.4.1.1.1
scGenPortld 136.1.4.1.81.281.4.1.1.2
scGenPortVLAN 1.36.1.4.1.81.28.1.4.1.1.3
scGenPortPriority 13.6.1.4.1.81.2814.1.14
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Object OID
scGenPortSetDefaults 136.14.181.2814.1.15
scGenPortLinkAggregationNumber 1.36.1.4.1.81.28.1.4.1.1.9
scGenPortGenericTrap 1.3.6.14.1.81.28.1.4.1.1.15
scGenPortL agCapability 1.3.6.1.4.1.81.28.1.4.1.1.20
scGenPortCapability 13.6.14.1.81.2814.1.1.21
scGenSwitchld 136.14.181.28151.1.1
scGenSwitchSTA 1.36.14.1.81.28.1.5.1.1.13
scEthPortGroupld 136.14.181.28211.1.1
scEthPortld 13.6.14.1.81.282.1.1.1.2
scEthPortFunctional Status 1.36.1.4.1.81.28.2.1.1.1.27
scEthPortM ode 1.3.6.1.4.1.81.28.2.1.1.1.28
scEthPortSpeed 1.36.1.4.1.81.28.2.1.1.1.29
scEthPortAutoNegotiation 1.3.6.1.4.1.81.28.2.1.1.1.30
scEthPortA utoNegotiationStatus 1.36.14.181.282.1.1.1.31
scEthPortPauseCapabilities 13.6.14.1.81.28.2.1.1.1.44
scEthPortFlowControl 1.3.6.1.4.1.81.28.2.1.1.1.47

20f 2

The following table provides alist of the MIBsin the CROUTE-MIB.my file that are supported by the

G350 and their OIDs:

Object OID
ipGlobalsBOOTPRelayStatus 1361418131111
ipGlobal sl CM PErrM sgEnable 1.3.6.1.4.1.81.31.1.1.2
ipGlobal sARPInactiveTimeout 1.3.6.1.4.1.81.31.1.1.3
ipGlobal sPrimaryM anagementl PAddress 1.36.14181.31.1.14
ipGloba sNextPrimaryManagementl PAddress  1.3.6.1.4.1.81.31.1.1.5
ipInterfaceAddr 1.3.6.1.4.1.81.31.1.21.1
ipInterfaceNetMask 1.3.6.1.4.1.81.31.1.21.2
ipInterfacel owerlfAlias 1.3.6.1.4.1.81.31.1.2.1.3
ipInterfaceType 1.36.1.4.1.81.31.1.21.4
ipInterfaceForwardl pBroadcast 1.36.14.181.31.1.215
ipInterfaceBroadcastAddr 1.36.14.181.31.1.21.6
iplnterfaceProxyArp 1.3.6.1.4.1.81.31.1.21.7
iplnterfaceStatus 136.14.181.31.1.21.8
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iplnterfaceM ainRouterAddr 1.36.1.4.1.81.31.1.2.1.9
iplnterfaceA RPServerStatus 1.36.1.4.181.31.1.2.1.10
ipInterfaceName 13614181.31.1.21.11
iplnterfaceNetbi osRebroadcast 1.36.1.4.1.81.31.1.2.1.12
iplnterfacel cmpRedirects 1.36.1.4.1.81.31.1.2.1.13
iplnterfaceOperStatus 136.14.181.31.1.21.14
ipInterfaceDhcpRelay 1.3.6.1.4.1.81.31.1.2.1.15
ripGlobal sRIPEnable 13614181.31.1.31
ripGl obal sL eak OSPFI ntoRIP 1.36.1.4.1.81.31.1.32
ripGlobal sL eak StaticlntoRIP 1.36.1.4.1.81.31.1.33
ripGl obal sPeriodicUpdateTimer 1.36.1.4.1.81.31.1.34
ripGl obal sPeriodiclnvalidRouteTimer 1.3.6.1.4.1.81.31.1.35
ripGlobalsDefaultExportMetric 1.3.6.1.4.1.81.31.1.3.6
riplnterfaceAddr 1.3614.181.31.1411
riplnterfaceMetric 1.36.1.4.1.81.31.1.4.1.2
riplnterfaceSplitHorizon 1.3.6.1.4.1.81.31.1.4.1.3
ripl nterfaceA cceptDefaultRoute 1.36.1.4.1.81.31.1.4.1.4
ripl nterfaceSendDefaultRoute 1.3.6.1.4.1.81.31.1.4.15
riplnterfaceState 1.3614.181.31.1416
riplnterfaceSendMode 1.36.1.4.1.81.31.1.4.1.7
riplnterfaceVersion 1.36.1.4.1.81.31.1.4.1.8
ospfGlobal sL eakRI PIntoOSPF 136.14.181.31.151
ospfGlobal sl eak Stati clntoOSPF 1.36.1.4.1.81.31.1.52
ospfGlobal sl eakDirectI ntoOSPF 1.36.1.4.1.81.31.1.53
ospf Global sDefaultExportMetric 1.36.1.4.1.81.31.1.54
relayVIIndex 13.6.14.181.31.1611
relayVIPrimaryServerAddr 136.14.181.31.1.6.1.2
relayVISeconderyServerAddr 13.6.14.181.31.1613
relayVIStatus 13614181.31.1614
relayVIRelayAddr 136.14181.31.16.15
ipRedundancy Status 1.36.14.181.31.191
ipRedundancy Timeout 1.3.6.1.4.1.81.31.1.9.2
ipRedundancyPollinglnterval 1.3.6.1.4.1.81.31.1.9.3
ipShortcutARPServerStatus 136.14.181.31.1.10.1
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distributionListRoutingProtocol 1.36.1.4.1.81.31.1.12.1.1
distributionListDirection 1.36.14.181.31.1.12.1.2
distributionListIfIndex 136.14.181.31.1.12.1.3
distributionListRouteProtocol 1.36.1.4.181.31.1.12.1.4
distributionL istProtocol Specificl 1.36.1.4.1.81.31.1.12.1.5
distributionListProtocol Specific2 1.36.1.4.1.81.31.1.12.1.6
distributionL istProtocol Specific3 1.36.1.4.1.81.31.1.12.1.7
distributionListProtocol Specific4 1.36.1.4.1.81.31.1.12.1.8
distributionL istProtocol Specifich 1.36.1.4.1.81.31.1.12.1.9
distributionListAccessListNumber 1.36.1.4.181.31.1.12.1.10
distributionListEntry Status 136.14.181.31.1.12.1.11
ipVRRPAdminStatus 1.36.14.181.31.1.141
iphclflndex 13614181.31.1.151.1.1
iphcControl TcpAdminStatus 1.36.1.4.1.81.31.1.15.1.1.2
iphcTcpSessions 1.36.1.4.1.81.31.1.15.1.1.3
iphcNegotiatedT cpSessions 1.36.1.4.1.81.31.1.15.1.1.4
iphcControl RtpAdminStatus 1.36.1.4.1.81.31.1.15.1.1.5
iphcRtpSessions 13.6.14.181.31.1.15.1.1.6
iphcNegotiatedRtpSessions 1.36.1.4.1.81.31.1.15.1.1.7
iphcControlNonTcpAdminStatus 1.36.1.4.1.81.31.1.15.1.1.8
iphcNonTcpSessions 1.36.1.4.1.81.31.1.15.1.1.9
iphcNegotiatedNonTcpSessions 1.3.6.1.4.1.81.31.1.15.1.1.10
iphcM axPeriod 136.14.181.31.1.151.1.11
iphcMaxTime 13.6.14.181.31.1.15.1.1.12
iphcControRtpMinPortNumber 1.36.1.4.1.81.31.1.15.1.1.13
iphcControRtpM axPortNumber 1.36.1.4.1.81.31.1.15.1.1.14
iphcControl RtpCompressionRatio 1.36.1.4.1.81.31.1.15.1.1.15
iphcControlNonTcpMode 1.36.1.4.1.81.31.1.15.1.1.16
ospfXtndIflpAddress 13614.181.31.1.16.1.1
ospfXtndIfAddressL ess| f 13.6.14.181.31.1.16.1.2
ospfXtndlfPassiveM ode 136.1.4.181.31.1.16.1.3
vlConflndex 136.14181.31.3111
vliConfAlias 1.36.1.4.181.31.3.1.1.2
vlConf Status 13614181.31.3113
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The following table provides alist of the MIBsin the RS-232-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

rs232Number 1.3.6.1.2.1.10.33.1
rs232PortIndex 1.3.6.1.2.1.10.33.2.1.1
rs232PortType 1.3.6.1.2.1.10.33.2.1.2
rs232PortInSigNumber 1.3.6.1.2.1.10.33.2.1.3
rs232PortOutSigNumber 1.36.1.2.1.10.33.2.1.4
rs232PortInSpeed 1.36.1.2.1.10.33.2.15
rs232PortOutSpeed 1.36.1.2.1.10.33.2.1.6
rs232PortInFlowType 1.3.6.1.2.1.10.33.2.1.7
rs232PortOutFlowType 1.3.6.1.2.1.10.33.2.1.8
rs232SyncPortlndex 1.36.1.2.1.10.33.4.1.1
rs232SyncPortClockSource 1.3.6.1.2.1.10.33.4.1.2
rs232SyncPortFrameCheckErrs 1.3.6.1.2.1.10.33.4.1.3
rs232SyncPortTransmitUnderrunErrs 1.3.6.1.2.1.10.334.14
rs232SyncPortReceiveOverrunErrs 1.3.6.1.2.1.10.33.4.1.5
rs232SyncPortInterruptedFrames 1.3.6.1.2.1.10.33.4.1.6
rs232SyncPortAbortedFrames 1.3.6.1.2.1.10.33.4.1.7
rs232SyncPortRole 1.3.6.1.2.1.10.33.4.1.8
rs232SyncPortEncoding 1.3.6.1.2.1.10.33.4.1.9
rs232SyncPortRTSControl 1.3.6.1.2.1.10.33.4.1.10
rs232SyncPortRTSCTSDelay 1.3.6.1.2.1.10.33.4.1.11
rs232SyncPortMode 1.3.6.1.2.1.10.334.1.12
rs232SyncPortldlePattern 1.3.6.1.2.1.10.33.4.1.13
rs232SyncPortMinFlags 1.3.6.1.2.1.10.334.1.14
rs232InSigPortl ndex 1.3.6.1.2.1.10.335.1.1
rs232InSigName 1.3.6.1.2.1.10.33.5.1.2
rs232InSigState 1.36.1.2.1.10.335.1.3
rs232InSigChanges 1.36.1.2.1.10.335.14
rs2320utSigPortIndex 1.3.6.1.2.1.10.33.6.1.1
rs2320utSigName 1.3.6.1.2.1.10.33.6.1.2
rs2320utSigState 1.3.6.1.2.1.10.33.6.1.3
rs2320utSigChanges 1.36.1.2.1.10.33.6.1.4
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Thefollowing table provides alist of the MIBsin the RIPv2-MIB.my file that are supported by the G350

and their OIDs:

Object OID

rip2Global RouteChanges 1361212311
rip2Global Queries 1.36.1.2.1.23.1.2
rip2lfStatAddress 1.36.1.2.1.2321.1
rip2l fStatRcvBadPackets 1.3.6.1.2.1.23.2.1.2
rip2IfStatRcvBadRoutes 1.3.6.1.2.1.23.2.1.3
rip2lfStatSentUpdates 1.36.1.21.232.14
rip2lfStatStatus 1.36.1.2.1.232.15
rip2lfConfAddress 1.3.6.1.2.1.233.1.1
rip2lfConfDomain 13.6.1.2.1.23.3.1.2
rip2IfConfAuthType 1.3.6.1.2.1.23.3.1.3
rip2lfConfAuthKey 1.3.6.1.2.1.23.3.1.4
rip2IfConfSend 1.3.6.1.2.1.23.3.1.5
rip2IfConfReceive 1.3.6.1.2.1.23.3.1.6
rip2IfConfDefaultMetric 1.3.6.1.2.1.23.3.1.7
rip2lfConf Status 1.3.6.1.2.1.23.3.1.8
rip2IfConfSrcAddress 1.3.6.1.2.1.23.3.1.9

Thefollowing table provides alist of the MIBsin the IF-MIB.my file that are supported by the G350 and

their OIDs:
Object OID
ifNumber 13612121
ifIndex 1361212211
ifDescr 1361212212
ifType 1.36.1.2.1.2.2.1.3
ifMtu 13.6.1.21.2214
if Speed 1361212215
ifPhysAddress 1361212216
ifAdminStatus 1361212217
if OperStatus 1361212218
ifLastChange 1361212219
ifInOctets 1.3.6.1.2.1.22.1.10
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ifInUcastPkts 13612122111
ifInNUcastPkts 13612122112
ifInDiscards 1.36.1.2.1.22.1.13
ifInErrors 136.1.21.221.14
ifiInUnknownProtos 1.36.1.21.2.2.1.15
ifOutOctets 1.36.1.21.22.1.16
ifOutUcastPkts 136.1.2.1.221.17
ifOutNUcastPkts 13.6.1.2.1.22.1.18
ifOutDiscards 1.3.6.1.2.1.22.1.19
ifOutErrors 13.6.1.2.1.22.1.20
ifOutQLen 13612122121
if Specific 13.6.1.2.1.221.22
ifName 136121311111
ifInMulticastPkts 136121311112
ifInBroadcastPkts 136121311113
ifOutMulticastPkts 13.6.1.2131.1.1.14
ifOutBroadcastPkts 136121311115
ifHCInOctets 136121311116
ifHCInUcastPkts 136121311117
ifHCInMulticastPkts 136121311118
ifHCInBroadcastPkts 136121311119
ifHCOutOctets 1.36.1.21.31.1.1.1.10
ifHCOutUcastPkts 1361.2131.1.11.11
ifHCOutM ulticastPkts 1361.2131.1.1.1.12
ifHCOutBroadcastPkts 1.36.1.21.31.1.1.1.13
ifLinkUpDownTrapEnable 136.1.2.1.31.1.1.1.14
ifHighSpeed 1.36.1.2.1.31.1.1.1.15
if PromiscuousM ode 136.1.21.31.1.1.1.16
if ConnectorPresent 136.1.2.1.31.1.1.1.17
ifAlias 1.36.1.21.31.1.1.1.18
ifCounterDiscontinuity Time 1.36.1.2.1.31.1.1.1.19
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The following table provides alist of the MIBsin the DSOBUNDLE-MIB.my file that are supported by

the G350 and their OIDs:

Object OID

dsxOBundlelndex 1.3.6.1.2.1.10.82.3.1.1
dsxOBundlelflndex 1.3.6.1.2.1.10.82.3.1.2
dsxOBundleCircuitl dentifier 1.3.6.1.2.1.10.82.3.1.3
dsxO0BundleRowStatus 1.3.6.1.2.1.10.82.3.1.4

The following table provides alist of the MIBs in the RFC1406-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

dsx1Linelndex 1.3.6.1.2.1.10.18.6.1.1
dsx1Iflndex 1.3.6.1.2.1.10.18.6.1.2
dsx1TimeElapsed 1.3.6.1.2.1.10.18.6.1.3
dsx1Vdidintervals 1.3.6.1.2.1.10.18.6.1.4
dsx1LineType 1.3.6.1.2.1.10.18.6.1.5
dsx1LineCoding 1.3.6.1.2.1.10.18.6.1.6
dsx1SendCode 1.36.1.2.1.10.18.6.1.7
dsx1Circuitldentifier 1.3.6.1.2.1.10.18.6.1.8
dsx1LoopbackConfig 1.3.6.1.2.1.10.18.6.1.9
dsx1LineStatus 1.3.6.1.2.1.10.18.6.1.10
dsx1SignaMode 1.36.1.2.1.10.18.6.1.11
dsx1TransmitClockSource 1.3.6.1.2.1.10.18.6.1.12
dsx1Fdl 1.3.6.1.2.1.10.18.6.1.13
dsx1CurrentIndex 1.36.1.2.1.10.18.7.1.1
dsx1CurrentESs 1.3.6.1.2.1.10.18.7.1.2
dsx1CurrentSESs 1.3.6.1.2.1.10.18.7.1.3
dsx1CurrentSEFSs 1.36.1.2.1.10.18.7.1.4
dsx1CurrentUASs 1.3.6.1.2.1.10.18.7.1.5
dsx1CurrentCSSs 1.3.6.1.2.1.10.18.7.1.6
dsx1CurrentPCV's 1.3.6.1.2.1.10.18.7.1.7
dsx1CurrentLESs 1.36.1.2.1.10.18.7.1.8
dsx1CurrentBESs 1.3.6.1.2.1.10.18.7.1.9
dsx1CurrentDMs 1.3.6.1.2.1.10.18.7.1.10
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dsx1CurrentLCVs 1.3.6.1.2.1.10.18.7.1.11
dsx1Intervallndex 1.3.6.1.2.1.10.188.1.1
dsx1Interval Number 1.3.6.1.2.1.10.18.8.1.2
dsxlintervalESs 1.36.1.2.1.10.18.8.1.3
dsx1lnterval SESs 1.3.6.1.2.1.10.18.8.1.4
dsx1lnterval SEFSs 1.36.1.2.1.10.18.8.1.5
dsxlintervalUASs 1.3.6.1.2.1.10.18.8.1.6
dsx1interval CSSs 1.36.1.2.1.10.18.8.1.7
dsxlintervalPCVs 1.3.6.1.2.1.10.18.8.1.8
dsxlintervalLESs 1.36.1.2.1.10.18.8.1.9
dsxlinterva BESs 1.3.6.1.2.1.10.18.8.1.10
dsxlinterva DMs 1.36.1.2.1.10.18.8.1.11
dsxlintervalLCVs 1.3.6.1.2.1.10.18.8.1.12
dsx1Totallndex 1.36.1.2.1.10.189.1.1
dsx1Tota ESs 1.3.6.1.2.1.10.18.9.1.2
dsx1Total SESs 1.36.1.2.1.10.18.9.1.3
dsx1Total SEFSs 1.3.6.1.2.1.10.189.1.4
dsx1Tota UASs 1.3.6.1.2.1.10.18.9.1.5
dsx1Tota CSSs 1.3.6.1.2.1.10.18.9.1.6
dsx1Tota PCVs 1.3.6.1.2.1.10.18.9.1.7
dsx1TotaLESs 1.3.6.1.2.1.10.18.9.1.8
dsx1Total BESs 1.3.6.1.2.1.10.18.9.1.9
dsx1TotalDMs 1.3.6.1.2.1.10.18.9.1.10
dsx1TotalLCVs 1.3.6.1.2.1.10.189.1.11
20f2

The following table provides alist of the MIBsin the DSO-MIB.my file that are supported by the G350

and their OIDs:
Object OID
dsxODsOChannel Number 1.36.1.21.10.81.1.1.1
dsxORobbedBitSignalling 1.36.1.2.1.10.81.1.1.2
dsxOCircuitldentifier 1.3.6.1.2.1.10.81.1.1.3
dsx0ldleCode 136.1.2.1.10.81.1.14
dsx0SeizedCode 1.3.6.1.2.1.10.81.1.1.5
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Object OID

dsxOReceivedCode 1.36.1.2.1.10.81.1.1.6
dsx0TransmitCodesEnable 13.6.1.2.1.10.81.1.1.7
dsx0Ds0BundleM apped| flndex 1.36.1.2.1.10.81.1.1.8
dsxOChanM apped| flndex 1361211081311

20f 2

The following table provides alist of the MIBsin the POLICY-MIB.MY file that are supported by the

G350 and their OIDs:

Object OID

ipPolicyListSlot 1.3.6.14.1.81.36.1.1.1
ipPolicyListID 1.36.1.4.1.81.36.1.1.2
ipPolicyListName 1.3.6.1.4.1.81.36.1.1.3
ipPolicyListVaidityStatus 1.36.14.1.81.36.1.14
ipPolicyListChecksum 1.3.6.1.4.1.81.36.1.1.5
ipPolicyListRowStatus 1.3.6.1.4.1.81.36.1.1.6
ipPolicyListDefaultOperation 1.3.6.1.4.1.81.36.1.1.7
ipPolicyListCookie 1.36.1.4.1.81.36.1.1.8
ipPolicyListTrackChanges 1.3.6.1.4.1.81.36.1.1.9
ipPolicyListOwner 1.3.6.1.4.1.81.36.1.1.10
ipPolicyListErrMsg 1.3.6.1.4.1.81.36.1.1.11
ipPolicyListTrustedFields 1.3.6.1.4.1.81.36.1.1.12
ipPolicyListScope 1.36.1.4.1.81.36.1.1.13
ipPolicyListlpOptionOperation 1.3.6.1.4.1.81.36.1.1.14
ipPolicyListlpFragmentationOperation 1.3.6.1.4.1.81.36.1.1.15
ipPolicyListType 1.36.1.4.1.81.36.1.1.16
ipPolicyListEtherTypeDefaultOperation 1.3.6.1.4.1.81.36.1.1.17
ipPolicyRuleSlot 1.3.6.1.4.1.81.36.2.1.1
ipPolicyRuleListiD 1.36.1.4.1.81.36.2.1.2
ipPolicyRulelD 1.3.6.1.4.1.81.36.2.1.3
ipPolicyRuleSrcAddr 1.36.1.4.1.81.36.2.1.4
ipPolicyRuleSrcAddrwild 1.3.6.1.4.1.81.36.2.1.5
ipPolicyRuleDstAddr 1.3.6.1.4.1.81.36.2.1.6
ipPolicyRuleDstAddrWild 1.3.6.1.4.1.81.36.2.1.7
ipPolicyRuleProtocol 1.3.6.1.4.1.81.36.2.1.8
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Object OID
ipPolicyRuleL4SrcPortMin 1.3.6.1.4.1.81.36.2.1.9
ipPolicyRulel 4SrcPortMax 1.3.6.1.4.1.81.36.2.1.10
ipPolicyRulel4DestPortMin 1.3.6.1.4.1.81.36.2.1.11
ipPolicyRulel 4DestPortM ax 1.3.6.1.4.1.81.36.2.1.12
ipPolicyRuleEstablished 1.3.6.1.4.1.81.36.2.1.13
ipPolicyRuleOperation 1.3.6.1.4.1.81.36.2.1.14
ipPolicyRuleApplicabilityPrecedence 1.3.6.1.4.1.81.36.2.1.15
ipPolicyRuleA pplicabilityStatus 1.3.6.1.4.1.81.36.2.1.16
ipPolicyRuleApplicability Type 1.3.6.1.4.1.81.36.2.1.17
ipPolicyRuleErrMsg 1.3.6.1.4.1.81.36.2.1.18
ipPolicyRuleStatus 1.3.6.1.4.1.81.36.2.1.19
ipPolicyRuleDSCPOperation 1.3.6.1.4.1.81.36.2.1.20
ipPolicyRuleDSCPFilter 1.3.6.1.4.1.81.36.2.1.21
ipPolicyRuleDSCPFilterWild 1.3.6.1.4.1.81.36.2.1.22
ipPolicyRulelcmpTypeCode 1.3.6.1.4.1.81.36.2.1.23
ipPolicyRuleSrcAddrNot 1.3.6.1.4.1.81.36.2.1.24
ipPolicyRuleDstAddrNot 1.3.6.1.4.1.81.36.2.1.25
ipPolicyRuleProtocolNot 1.3.6.1.4.1.81.36.2.1.26
ipPolicyRulel 4SrcPortNot 1.3.6.1.4.1.81.36.2.1.27
ipPolicyRulel 4DestPortNot 1.3.6.1.4.1.81.36.2.1.28
ipPolicyRulelcmpTypeCodeNot 1.3.6.1.4.1.81.36.2.1.29
ipPolicyRuleSrcPolicyUserGroupName 1.3.6.1.4.1.81.36.2.1.30
ipPolicyRuleDstPolicyUserGroupName 1.3.6.1.4.1.81.36.2.1.31
ipPolicyControl Slot 1.3.6.1.4.1.81.36.3.1.1
ipPolicyControl ActiveGeneralList 1.3.6.1.4.1.81.36.3.1.2
ipPolicyControl AllowedPolicyManagers 1.3.6.1.4.1.81.36.3.1.3
ipPolicyControl CurrentChecksum 1.36.1.4.1.81.36.3.1.4
ipPolicyControlMinimalPolicyManagmentVer  1.3.6.1.4.1.81.36.3.1.5
sion
ipPolicyControlMaximalPolicyManagmentVer  1.3.6.1.4.1.81.36.3.1.6
sion
ipPolicyControlMIBversion 1.3.6.1.4.1.81.36.3.1.7
ipPolicyDiffServSlot 1.36.1.4.1.81.36.4.1.1
ipPolicyDiffServDSCP 1.3.6.1.4.1.81.36.4.1.2
ipPolicyDiffServOperation 1.3.6.1.4.1.81.36.4.1.3

20f5

Administration of the Avaya G350 Media Gateway 207



Traps and MIBs

G350 MIBs

208

Object OID

ipPolicyDiff ServName 1361418136414
ipPolicyDiffServAgglndex 1.3.6.1.4.1.81.36.4.1.5
ipPolicyDiff ServApplicabilityPrecedence 1.3.6.1.4.1.81.36.4.1.6
ipPolicyDiffServApplicabilityStatus 1.3.6.1.4.1.81.36.4.1.7
ipPolicyDiffServApplicability Type 1.3.6.1.4.1.81.36.4.1.8
ipPolicyDiffServErrMsg 1.3.6.1.4.1.81.36.4.1.9
ipPolicyQuerySlot 1.3.6.1.4.1.81.36.5.1.1
ipPolicyQueryListID 1.3.6.1.4.1.81.36.5.1.2
ipPolicyQuerySrcAddr 1.3.6.1.4.1.81.36.5.1.3
ipPolicyQueryDstAddr 1.3.6.1.4.1.81.36.5.1.4
ipPolicyQueryProtocol 1.3.6.1.4.1.81.36.5.1.5
ipPolicyQueryL 4SrcPort 1.3.6.1.4.1.81.36.5.1.6
ipPolicyQueryL 4DestPort 1.36.1.4.1.81.36.5.1.7
ipPolicyQueryEstablished 1.3.6.1.4.1.81.36.5.1.8
ipPolicyQueryDSCP 1.3.6.1.4.1.81.36.5.1.9
ipPolicyQueryOperation 1.3.6.1.4.1.81.36.5.1.10
ipPolicyQueryRulelD 1.36.1.4.1.81.36.5.1.11
ipPolicyQueryDSCPOperation 1.3.6.1.4.1.81.36.5.1.12
ipPolicyQueryPriority 1.3.6.1.4.1.81.36.5.1.13
ipPolicyQuerylflndex 1.3.6.1.4.1.81.36.5.1.14
ipPolicyQuerySubContext 1.3.6.1.4.1.81.36.5.1.15
ipPolicyQueryEtherTypeType 1.3.6.1.4.1.81.36.5.1.16
ipPolicyQueryEtherTypeTrafficType 1.3.6.1.4.1.81.36.5.1.17
ipPolicyQuerylcmpTypeCode 1.3.6.1.4.1.81.36.5.1.18
ipPolicyDiff ServControl Slot 1.3.6.1.4.1.81.36.6.1.1
ipPolicyDiff ServControl Checksum 1.3.6.1.4.1.81.36.6.1.2
ipPolicyDiff ServControl TrustedFields 1.3.6.1.4.1.81.36.6.1.3
ipPolicyDiffServControl ValidityStatus 1.3.6.1.4.1.81.36.6.1.4
ipPolicyDiffServControl ErrM sg 1.3.6.1.4.1.81.36.6.1.5
ipPolicyA ccessControl ViolationEntI D 1.36.1.4.1.81.36.7.1.1
ipPolicyA ccessControl ViolationSrcAddr 1.3.6.1.4.1.81.36.7.1.2
ipPolicyA ccessControl ViolationDstAddr 1.3.6.1.4.1.81.36.7.1.3
ipPolicyA ccessControl ViolationProtocol 1.36.1.4.1.81.36.7.1.4
ipPolicyA ccessControl ViolationL 4SrcPort 1.3.6.1.4.1.81.36.7.1.5
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ipPolicyA ccessControl ViolationL4DstPort 1.3.6.1.4.1.81.36.7.1.6
ipPolicyA ccessControl ViolationEstablished 1.3.6.1.4.1.81.36.7.1.7
ipPolicyA ccessControl ViolationDSCP 1.3.6.1.4.1.81.36.7.1.8
ipPolicyA ccessControl Violationl fl ndex 1.3.6.1.4.1.81.36.7.1.9
ipPolicyA ccessControl Viol ationSubCtxt 1.3.6.1.4.1.81.36.7.1.10
ipPolicyAccessControl ViolationTime 1.36.1.4.1.81.36.7.1.11
ipPolicyA ccessControl ViolationRuleType 1.3.6.1.4.1.81.36.7.1.12
ipPolicyCompositeOpEntI D 1.3.6.1.4.1.81.36.8.1.1
ipPolicyCompositeOpListi D 1.3.6.1.4.1.81.36.8.1.2
ipPolicyCompositeOpl D 1.3.6.1.4.1.81.36.8.1.3
ipPolicyCompositeOpName 1.3.6.1.4.1.81.36.8.1.4
ipPolicyCompositeOp802priority 1.3.6.1.4.1.81.36.8.1.5
ipPolicyCompositeOpA ccess 1.3.6.1.4.1.81.36.8.1.6
ipPolicyCompositeOpDscp 1.3.6.1.4.1.81.36.8.1.7
ipPolicyCompositeOpRSGQualityClass 1.3.6.1.4.1.81.36.8.1.8
ipPolicyCompositeOpNotify 1.3.6.1.4.1.81.36.8.1.9
ipPolicyCompositeOpRowStatus 1.3.6.1.4.1.81.36.8.1.10
ipPolicyCompositeOpErrorReply 1.3.6.1.4.1.81.36.8.1.11
ipPolicyCompositeOpK eepsState 1.3.6.1.4.1.81.36.8.1.12
ipPolicyDSCPmapENt|D 1.36.1.4.1.81.36.9.1.1
ipPolicyDSCPmapListID 1.36.1.4.1.81.36.9.1.2
ipPolicyDSCPmapDSCP 1.3.6.1.4.1.81.36.9.1.3
ipPolicyDSCPmapOperation 1.3.6.1.4.1.81.36.9.1.4
ipPolicyDSCPmapName 1.3.6.1.4.1.81.36.9.1.5
ipPolicyDSCPmapA pplicabilityPrecedence 1.3.6.1.4.1.81.36.9.1.6
ipPolicyDSCPmapA pplicabilityStatus 1.3.6.1.4.1.81.36.9.1.7
ipPolicyDSCPmapApplicability Type 1.3.6.1.4.1.81.36.9.1.8
ipPolicyDSCPmapErMsgy 1.3.6.1.4.1.81.36.9.1.9
ipPolicyActivationEntID 1.3.6.1.4.1.81.36.10.1.1
ipPolicyActivationiflndex 1.3.6.1.4.1.81.36.10.1.2
ipPolicyA ctivationSubContext 1.3.6.1.4.1.81.36.10.1.3
ipPolicyA ctivationSubContextName 1.3.6.1.4.1.81.36.10.1.4
ipPolicyActivationList 1.36.1.4.1.81.36.10.1.5
ipPolicyActivationAclList 1.3.6.1.4.1.81.36.10.1.6
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ipPolicyActivationQoSList 1.3.6.1.4.1.81.36.10.1.7
ipPolicyActivationSourceNatL ist 1.3.6.1.4.1.81.36.10.1.8
ipPolicyActivationDestinationNatList 1.3.6.1.4.1.81.36.10.1.9
ipPolicyA ctivationAnti SpoofignList 1.3.6.1.4.1.81.36.10.1.10
ipPolicyVaidListEntID 136.14.181.36.11.1.1.1
ipPolicyValidListlfIndex 136.14.181.36.11.1.1.2
ipPolicyValidListSubContext 1.36.1.4.1.81.36.11.1.1.3
ipPolicyValidListListID 1.36.14.181.36.11.1.1.4
ipPolicyValidListStatus 136.14.181.36.11.1.1.5
ipPolicyValidListErrMsg 1.36.1.4.1.81.36.11.1.1.6
ipPolicyValidListlpOption 1.3.6.1.4.1.81.36.11.1.1.7
ipPolicyV alidListlpFragmentation 1.36.1.4.1.81.36.11.1.1.8
ipPolicyVaidRuleEntID 136.14.181.36.11.21.1
ipPolicyValidRulel fndex 1.36.1.4.1.81.36.11.2.1.2
ipPolicyV alidRuleSubContext 13.6.14.1.81.36.11.2.1.3
ipPolicyValidRuleListID 1.3.6.1.4.1.81.36.11.2.1.4
ipPolicyValidRuleRulel D 13.6.14.1.81.36.11.2.1.5
ipPolicyValidRuleStatus 1.3.6.1.4.1.81.36.11.2.1.6
ipPolicyValidRuleApplicability Type 1.3.6.1.4.1.81.36.11.2.1.7
ipPolicyValidRuleErrMsg 1.3.6.1.4.1.81.36.11.2.1.8
ipPolicyVaidDSCPENtID 1.36.14.181.36.11.3.1.1
ipPolicyV alidDSCPIflndex 1.3.6.1.4.1.81.36.11.3.1.2
ipPolicyV alidDSCPSubContext 136.1.4.1.81.36.11.3.1.3
ipPolicyValidDSCPListID 1.3.6.1.4.1.81.36.11.3.1.4
ipPolicyVaidDSCPvalue 1.3.6.1.4.1.81.36.11.3.1.5
ipPolicyValidDSCPStatus 1.3.6.1.4.1.81.36.11.3.1.6
ipPolicyV alidDSCPApplicability Type 1.3.6.1.4.1.81.36.11.3.1.7
ipPolicyVaidDSCPErrMsg 1.3.6.1.4.1.81.36.11.3.1.8
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The following table provides alist of the MIBsin the BRIDGE-MIB.my file that are supported by the

G350 and their OIDs:

Object OID
dot1dBaseBridgeAddress 136.1.21.1711
dot1dBaseNumPorts 136.1.21.17.1.2
dot1ldBaseType 136.1.2.1.17.1.3
dot1dBasePort 136121171411
dot1dBasePortlfIndex 136.1.2.1.17.141.2
dot1dBasePortCircuit 136121171413
dot1dBasePortDel ayExceededDiscards 136.1.21.17.14.14
dot1dBasePortMtuExceededDiscards 136.1.2.1.17.1.4.15
dot1dStpProtocol Specification 136.1.2.1.17.2.1
dot1dStpPriority 1.36.1.2.1.17.2.2
dot1dStpTimeSinceTopol ogyChange 1.36.1.2.1.17.2.3
dot1dStpTopChanges 1.36.1.2.1.17.2.4
dot1dStpDesignatedRoot 1.36.1.2.1.17.25
dot1dStpRootCost 1.36.1.2.1.17.2.6
dot1dStpRootPort 136.1.2.1.17.2.7
dotldStpMaxAge 1.36.1.2.1.17.2.8
dotldStpHelloTime 1.36.1.2.1.17.2.9
dot1dStpHoldTime 13.6.1.2.1.17.2.10
dot1dStpForwardDelay 1.36.1.2.1.17.2.11
dot1dStpBridgeMaxAge 1.36.1.2.1.17.2.12
dot1dStpBridgeHelloTime 1.36.1.2.1.17.2.13
dot1dStpBridgeForwardDelay 1.36.1.2.1.17.2.14
dot1dStpPort 1.36.1.2.1.17.2151.1
dot1dStpPortPriority 1.36.1.2.1.17.2.15.1.2
dot1ldStpPortState 13.6.1.2.1.17.2.15.1.3
dot1dStpPortEnable 136.1.2.1.17.21514
dot1dStpPortPathCost 1.36.1.2.1.17.2.15.1.5
dot1dStpPortDesignatedRoot 1.36.1.2.1.17.2.15.1.6
dot1dStpPortDesignatedCost 1.36.1.2.1.17.2.15.1.7
dot1dStpPortDesignatedBridge 1.36.1.2.1.17.2.15.1.8
dot1dStpPortDesignatedPort 1.36.1.2.1.17.2.15.1.9
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Object OID
dot1dStpPortForwardTransitions 1.36.1.2.1.17.2.15.1.10
dot1dTpAgingTime 1.36.1.2.1.17.4.2
dot1dTpFdbAddress 136121174311
dot1dTpFdbPort 136121174312
dot1dTpFdbStatus 136121174313

20f 2

The following table provides alist of the MIBsin the CONFIG-MIB.MY file that are supported by the

G350 and their OIDs:

Object OID

chHWType 136.14.181.7.1
chNumberOfSlots 1.3.6.1.4.1.81.7.2
chReset 136.1.4.1.81.7.7
chLntAgMaxNmbOfMngrs 1.3.6.1.4.1.81.7.93.1
chLntAgPermMngrid 13.6.14.181.79.3211
chLntAgPermMngrAddr 1.36.1.4.1.81.7.9.3.2.1.2
chLntAgMngrTraps 13.6.1.4.1.81.7.9.3.21.3
chLntAgTrapsPermMngrid 136.1.4.1.81.79.3.7.1.1
chLntAgTrapsld 1.36.1.4.1.81.7.9.3.7.1.2
chLntAgTrapsEnableFlag 136.1.4.1.81.7.9.3.7.1.3
chLntAgMaxTrapsNumber 1.3.6.1.4.1.81.7.9.3.100
chGroupList 1.36.1.4.1.81.7.18
chLogFileGroupld 1.36.1.4.1.81.7.22.1.1
chLogFilelndex 1.36.1.4.1.81.7.22.1.2
chLogFileName 1.36.1.4.1.81.7.22.1.3
chLogFileAbsoluteTime 1.36.1.4.1.81.7.22.1.4
chLogFileMessage 1.3.6.1.4.1.81.7.22.1.5
chL ogFileEncryptedM essage 1.3.6.1.4.1.81.7.22.1.6
genGroupld 1.36.1.4.1.81.8.1.1.1
genGroupSWVersion 1.36.1.4.1.81.8.1.1.2
genGroupKernel Version 1.36.1.4.1.81.8.1.1.3
genGroupType 136.1.4.1.81.81.14
genGroupDescr 13.6.1.4.1.81.8.1.15
genGroupNumberOf Ports 1.36.1.4.1.81.8.1.1.6
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genGroupNumberOfIntPorts 1.3.6.14.1.81.8.1.1.7
genGroupReset 136.14.181.8.1.1.8
genGroupAutoMan 1.36.14.1.81.8.1.1.9
genGroupFullConfig 1.3.6.1.4.1.81.8.1.1.10
genGroupRedun12 1361418181111
genGroupRedun34 1.36.1.4.1.81.8.1.1.12
genGroupStandAloneMode 1.36.1.4.1.81.8.1.1.14
genGroupl nterProcCommStatus 1.3.6.14.1.81.8.1.1.15
genGroupCommStatus 1.3.6.14.1.81.8.1.1.16
genGroupHW Status 1.36.1.4.1818.1.1.17
genGroupSupplyV oltageFault 1.36.1.4.1.81.8.1.1.18
genGrouplntTemp 1.3.6.14.1.81.8.1.1.19
genGroupSpecificOlD 1.3.6.1.4.1.81.8.1.1.20
genGroupConfigurationSymbol 1.36.1.4.1.81.8.1.1.21
genGroupL astChange 13.6.14.1.81.8.1.1.22
genGroupRedunRecovery 1.3.6.14.1.81.8.1.1.23
genGroupHWVersion 1.3.6.14.181.8.1.1.24
genGroupHeight 1.3.6.1.4.1.81.8.1.1.25
genGroupWidth 1.36.1.4.1.81.8.1.1.26
genGroupl ntrusionControl 1.36.1.4.1.81.8.1.1.27
genGroupT hreshol dStatus 1.36.1.4.1.81.8.1.1.28
genGroupEavesdropping 1.36.1.4.1.81.8.1.1.29
genGroupMainSWVersion 1.3.6.1.4.1.81.8.1.1.30
genGroupM PSActivityStatus 1.36.1.4.1.81.8.1.1.31
genGroupBUPSA ctivity Status 1.36.1.4.1.81.8.1.1.32
genGroupPrepareCounters 1.3.6.14.1.81.8.1.1.33
genGroupPortL astChange 1.36.14.1.81.8.1.1.34
genGroupl ntPortL astChange 1.3.6.14.1.81.8.1.1.35
genGroupFaultMask 1.3.6.1.4.1.81.8.1.1.36
genGroupTypeName 1.3.6.14.1.81.8.1.1.37
genGroupAgentSlot 1.3.6.14.1.81.8.1.1.38
genGroupMngType 1.3.6.14.1.81.8.1.1.39
genGroupNumberOfL ogical Ports 1.3.6.1.4.1.81.8.1.1.40
genGroupNumberOfInterfaces 1.36.1.4.1.81.8.1.1.41
20f4
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genGroupCascadU pStatus 1.3.6.14.1.81.8.1.1.42
genGroupCascadDownStatus 1.3.6.14.1.81.8.1.1.43
genGroupSTARootPortID 1.3.6.14.1.81.8.1.1.44
genGroupCopyPortInstruction 1.3.6.14.1.81.8.1.1.45
genGroupLicenseK ey 1.3.6.1.4.1.81.8.1.1.46
genGroupL ogFileClear 1.36.1.4.1.81.8.1.1.47
genGroupBootVersion 1.3.6.14.1.81.8.1.1.48
genGroupResetL astStamp 1.3.6.14.1.81.8.1.1.49
genGroupSerialNumber 1.3.6.1.4.1.81.8.1.1.50
genGroupShowM odul el nformation 1.36.1.4.1.81.8.1.1.51
genGroupCascadingUpFault 1.3.6.1.4.1.81.8.1.1.52
genGroupCascadingDownFault 1.3.6.1.4.1.81.8.1.1.53
genGroupPortClassificationMask 1.36.1.4.1.81.8.1.1.54
genGroupPSUType 1.3.6.1.4.1.81.8.1.1.55
genGroupPolicyType 1.3.6.1.4.1.81.8.1.1.56
genPortGroupld 136.14.181911.1
genPortld 13.6.14.181.9.1.1.2
genPortFunctionality 136.1.4.1.81.9.1.1.3
genPortType 1.36.1.4.1.81.9.1.1.4
genPortDescr 136.1.4.1.81.9.1.1.5
genPortAdminStatus 1.36.1.4.1.81.9.1.1.10
genPortFaultMask 1361418191114
genPortSWRdFault 1.36.14.1.81.9.1.1.15
genPortVLANMode 1.36.1.4.1.81.9.1.1.19
genPortAdminPermission 1.3.6.1.4.1.81.9.1.1.20
genPortName 1361418191121
genPortClassification 1.36.1.4.1.81.9.1.1.22
genPortVLANBIindingM ode 1.36.1.4.1.81.9.1.1.23
softRedundancyld 1361418111111
softRedundancyName 1.36.1.4.1.81.11.1.1.2
softRedundancyGroupld1 1.36.1.4.1.81.11.1.1.3
softRedundancyPortld1 1361418111114
softRedundancyGroupl d2 1.36.1.4.1.81.11.1.15
softRedundancyPortl d2 1361418111116
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softRedundancy Status 1.36.14.181.11.1.1.7
softRedundancy Global Status 1.36.1.4.1.81.11.2
softRedundancyMinTimeBetweenSwitchOvers  1.3.6.1.4.1.81.11.4
softRedundancy SwitchBackl nterval 1.36.1.4.1.81.11.5

4 of 4

The following table provides alist of the MIBsin the G700-MG-MIB.MY file that are supported by the

G350 and their OIDs:
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Object OID
cmgHWType 1.3.6.1.4.1.6889.2.9.1.1.1
cmgM odel Number 1.3.6.1.4.1.6889.2.9.1.1.2
cmgDescription 1.3.6.1.4.1.6889.2.9.1.1.3
cmgSerial Number 1.3.6.1.4.1.6889.2.9.1.1.4
cmgHWVintage 1.3.6.1.4.1.6889.2.9.1.1.5
cmgHW Suffix 1.3.6.1.4.1.6889.2.9.1.1.6
cmgStackPosition 1.3.6.1.4.1.6889.2.9.1.1.7
cmgModuleL ist 1.3.6.1.4.1.6889.2.9.1.1.8
cmgReset 1.3.6.1.4.1.6889.2.9.1.1.9
cmgHardwareFaultM ask 1.3.6.1.4.1.6889.2.9.1.1.10.12
cmgHardwareStatusM ask 1.3.6.1.4.1.6889.2.9.1.1.10.13
cmgModuleS|ot 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.1
cmgModuleType 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.2
cmgModuleDescription 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.3
cmgModuleName 1.3.6.1.4.1.6889.29.1.1.11.1.1.4
cmgM oduleSerial Number 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.5
cmgModuleHWVintage 1.3.6.1.4.1.6889.29.1.1.11.1.1.6
cmgM oduleHW Suffix 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.7
cmgModuleFWVersion 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.8
cmgM oduleNumberOfPorts 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.9
cmgM odul eFaultMask 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.10
cmgModuleStatusM ask 1.36.1.4.1.6889.2.9.1.1.11.1.1.11
cmgM odul eReset 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.12
cmgM oduleNumberOf Channels 1.3.6.1.4.1.6889.2.9.1.1.11.1.1.13
cmgGatewayNumber 1.3.6.1.4.1.6889.2.9.1.2.1.1
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cmgMACAddress 1.3.6.1.4.1.6889.2.9.1.2.1.2
cmgFWVersion 1.3.6.1.4.1.6889.2.9.1.2.1.3
cmgCurrentlpAddress 1.3.6.1.4.1.6889.2.9.1.2.1.4
cmgMgpFaultMask 1.3.6.1.4.1.6889.2.9.1.2.1.15
cmgQosControl 1.3.6.1.4.1.6889.2.9.1.2.2.1
cmgRemoteSigDscp 1.3.6.1.4.1.6889.2.9.1.2.2.2
cmgRemoteSig802Priority 1.3.6.1.4.1.6889.2.9.1.2.2.3
cmgLocal SigDscp 1.3.6.1.4.1.6889.2.9.1.2.2.4
cmgL ocal Sig802Priority 1.3.6.1.4.1.6889.2.9.1.2.2.5
cmgStatic802VIan 1.3.6.1.4.1.6889.2.9.1.2.2.6
cmgCurrent802V1an 1.3.6.1.4.1.6889.2.9.1.2.2.7
cmgPrimaryClockSource 1.3.6.1.4.1.6889.2.9.1.2.3.1
cmgSecondaryClockSource 1.3.6.1.4.1.6889.2.9.1.2.3.2
cmgActiveClockSource 1.3.6.1.4.1.6889.2.9.1.2.3.3
cmgRegistrationState 1.3.6.1.4.1.6889.2.9.1.3.1
cmgActiveControllerAddress 1.3.6.1.4.1.6889.2.9.1.3.2
cmgH248LinkStatus 1.3.6.1.4.1.6889.2.9.1.3.3
cmgH248LinkErrorCode 1.3.6.1.4.1.6889.2.9.1.3.4
cmgUseDhcpForMgcList 1.3.6.1.4.1.6889.2.9.1.3.5
cmgStaticControllerHosts 1.3.6.1.4.1.6889.2.9.1.3.6
cmgDhcpControllerHosts 1.3.6.1.4.1.6889.2.9.1.3.7
cmgV oi pEngineUseDhcp 1.3.6.1.4.1.6889.2.9.1.4.1
cmgV oi pQosControl 1.3.6.1.4.1.6889.2.9.1.4.2
cmgV oi pRemoteBbeDscp 1.3.6.1.4.1.6889.2.9.1.4.3.1.1
cmgV oi pRemoteEfDscp 1.3.6.1.4.1.6889.2.9.1.4.3.1.2
cmgV oipRemote802Priority 1.3.6.1.4.1.6889.2.9.1.4.3.1.3
cmgV oi pRemoteMinRtpPort 1.3.6.1.4.1.6889.2.9.1.4.3.1.4
cmgV oi pRemoteM axRtpPort 1.3.6.1.4.1.6889.2.9.1.4.3.1.5
cmgV oi pRemoteRtcpEnabled 1.3.6.1.4.1.6889.2.9.1.4.3.2.1
cmgV oi pRemoteRtcpM onitorl pAddress 1.3.6.1.4.1.6889.2.9.1.4.3.2.2
cmgV oi pRemoteRtcpM onitorPort 1.3.6.1.4.1.6889.2.9.1.4.3.2.3
cmgV oi pRemoteRtcpReportPeriod 1.3.6.1.4.1.6889.2.9.1.4.3.2.4
cmgV oi pRemoteRsvpEnabled 1.3.6.1.4.1.6889.2.9.1.4.3.3.1
cmgV oi pRemoteRetryOnFailure 1.3.6.1.4.1.6889.2.9.1.4.3.3.2
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cmgV oi pRemoteRetryDelay 1.3.6.1.4.1.6889.2.9.1.4.3.3.3
cmgV oipRemoteRsvpProfile 1.3.6.1.4.1.6889.2.9.1.4.3.34
cmgV oipLocalBbeDscp 1.3.6.1.4.1.6889.2.9.1.4.4.1.1
cmgVoipLoca EfDscp 1.3.6.1.4.1.6889.2.9.1.4.4.1.2
cmgV oipL ocal802Priority 1.3.6.1.4.1.6889.2.9.1.4.4.1.3
cmgV oipL ocalMinRtpPort 1.3.6.1.4.1.6889.2.9.1.4.4.1.4
cmgV oi pL ocal M axRtpPort 1.3.6.1.4.1.6889.2.9.1.4.4.1.5
cmgV oi pL ocal RtcpEnabled 1.3.6.1.4.1.6889.2.9.1.4.4.2.1
cmgV oi pL ocal RtcpM onitorl pAddress 1.3.6.1.4.1.6889.2.9.1.4.4.2.2
cmgV oi pL ocal RtcpM onitorPort 1.3.6.1.4.1.6889.2.9.1.4.4.2.3
cmgV oi pL ocal RtcpReportPeriod 1.3.6.1.4.1.6889.2.9.1.4.4.2.4
cmgV oipL ocal RsvpEnabled 1.3.6.1.4.1.6889.2.9.1.4.4.3.1
cmgV oipL ocal RetryOnFailure 1.3.6.1.4.1.6889.2.9.1.4.4.3.2
cmgV oipL ocalRetryDelay 1.3.6.1.4.1.6889.2.9.1.4.4.3.3
cmgV oipL ocalRsvpProfile 1.3.6.1.4.1.6889.2.9.1.4.4.34
cmgVoipSlot 1.3.6.1.4.1.6889.29.1.45.1.1
cmgVoipMACAddress 1.3.6.1.4.1.6889.2.9.1.45.1.2
cmgV oipStaticlpAddress 1.3.6.1.4.1.6889.2.9.1.4.5.1.3
cmgV oipCurrentl pAddress 1.3.6.1.4.1.6889.2.9.1.4.5.1.4
cmgVoipditterBufferSize 1.3.6.1.4.1.6889.2.9.1.4.5.1.5
cmgVoipTotal Channels 1.3.6.1.4.1.6889.2.9.1.4.5.1.6
cmgV oipChannelsinUse 1.3.6.1.4.1.6889.2.9.1.4.5.1.7
cmgV oi pAverageOccupancy 1.3.6.1.4.1.6889.2.9.1.45.1.8
cmgV oipHyperactivity 1.3.6.1.4.1.6889.2.9.1.4.5.1.9
cmgV oipAdminState 1.3.6.1.4.1.6889.2.9.1.4.5.1.10
cmgVoipDspFWVersion 1.3.6.1.4.1.6889.2.9.1.4.5.1.11
cmgV oipDspStatus 1.3.6.1.4.1.6889.2.9.1.4.5.1.12
cmgV oi pEngineReset 1.3.6.1.4.1.6889.2.9.1.4.5.1.13
cmgV oipFaultM ask 1.3.6.1.4.1.6889.2.9.1.45.1.14
cmgCcModule 1.3.6.1.4.1.6889.29.1.6.1.1.1
cmgCcPort 1.3.6.1.4.1.6889.2.9.1.6.1.1.2
cmgCcRelay 1.3.6.1.4.1.6889.2.9.1.6.1.1.3
cmgCcAdminState 1.3.6.1.4.1.6889.2.9.1.6.1.1.4
cmgCcPulseDuration 1.3.6.1.4.1.6889.2.9.1.6.1.1.5
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cmgCcStatus 1.3.6.1.4.1.6889.2.9.1.6.1.1.6
cmgEtrModule 1.3.6.1.4.1.6889.29.1.7.1.1.1
cmgEtrAdminState 1.3.6.1.4.1.6889.2.9.1.7.1.1.2
cmgEtrNumberOfPairs 1.3.6.1.4.1.6889.2.9.1.7.1.1.3
cmgEtrStatus 1.3.6.1.4.1.6889.29.1.7.1.1.4
cmgEtrCurrentL oopDetect 1.3.6.1.4.1.6889.2.9.1.7.1.1.5

4 of 4

The following table provides alist of the MIBsin the FRAME-RELAY-DTE-MIB.my file that are
supported by the G350 and their OIDs:

Object OID

frDIcmilflndex 1.3.6.1.2.1.10.32.1.1.1
frDIcmi State 1.3.6.1.2.1.10.32.1.1.2
frDIcmiAddress 1.3.6.1.2.1.10.32.1.1.3
frDIcmiAddressLen 1.3.6.1.2.1.10.32.1.1.4
frDIcmiPollinglnterval 1.3.6.1.2.1.10.32.1.1.5
frDIcmiFull Enquirylnterval 1.3.6.1.2.1.10.32.1.1.6
frDIcmiErrorThreshold 1.3.6.1.2.1.10.32.1.1.7
frDIcmiM onitoredEvents 1.3.6.1.2.1.10.32.1.1.8
frDIcmiMaxSupportedV Cs 1.3.6.1.2.1.10.32.1.1.9
frDIcmiMulticast 1.3.6.1.2.1.10.32.1.1.10
frDIcmi Status 1.3.6.1.2.1.10.32.1.1.11
frDIcmiRowStatus 1.3.6.1.2.1.10.32.1.1.12
frCircuitlflndex 1.3.6.1.2.1.10.32.2.1.1
frCircuitDlci 1.3.6.1.2.1.10.32.2.1.2
frCircuitState 1.3.6.1.2.1.10.32.2.1.3
frCircuitReceivedFECNSs 1.3.6.1.2.1.10.32.2.1.4
frCircuitReceivedBECNs 1.3.6.1.2.1.10.32.2.1.5
frCircuitSentFrames 1.3.6.1.2.1.10.32.2.1.6
frCircuitSentOctets 1.3.6.1.2.1.10.32.2.1.7
frCircuitReceivedFrames 1.3.6.1.2.1.10.32.2.1.8
frCircuitReceivedOctets 1.3.6.1.2.1.10.32.2.1.9
frCircuitCreationTime 1.3.6.1.2.1.10.32.2.1.10
frCircuitLastTimeChange 1.3.6.1.2.1.10.32.2.1.11
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frCircuitCommittedBurst 1.3.6.1.2.1.10.32.2.1.12
frCircuitExcessBurst 1.3.6.1.2.1.10.32.2.1.13
frCircuitThroughput 1.36.1.2.1.10.32.2.1.14
frCircuitMulticast 1.3.6.1.2.1.10.32.2.1.15
frCircuitType 1.3.6.1.2.1.10.32.2.1.16
frCircuitDiscards 1.3.6.1.2.1.10.32.2.1.17
frCircuitReceivedDEs 1.3.6.1.2.1.10.32.2.1.18
frCircuitSentDESs 1.3.6.1.2.1.10.32.2.1.19
frCircuitLogicallflndex 1.3.6.1.2.1.10.32.2.1.20
frCircuitRowStatus 1.36.1.2.1.10.32.2.1.21
frErrifindex 1.36.1.2.1.10.32.3.1.1
frErrType 1.3.6.1.2.1.10.32.3.1.2
frErrData 1.3.6.1.2.1.10.32.3.1.3
frErrTime 1.3.6.1.2.1.10.32.3.1.4
frErrFaults 1.3.6.1.2.1.10.32.3.1.5
frErrFaultTime 1.36.1.2.1.10.32.3.1.6
frTrapState 1.36.1.2.1.10.324.1
frTrapMaxRate 1.3.6.1.2.1.10.32.4.2

20f2

Thefollowing table provides alist of the MIBsin the IP-MIB.my file that are supported by the G350 and

December 2003

their OIDs:

Object OID

ipForwarding 136.1.214.1

ipDefault TTL 13.6.1.2.1.4.2

iplnReceives 1.3.6.1.2.143

iplnHdrErrors 1.3.6.1.2.1.4.4

ipInAddrErrors 1.3.6.1.2.1.45

ipForwDatagrams 1.3.6.1.2.1.4.6

iplnUnknownProtos 13.6.1.2.1.4.7

iplnDiscards 1.3.6.1.2.1.4.8

ipInDelivers 1.3.6.1.2.1.4.9

ipOutReguests 1.3.6.1.2.1.4.10

ipOutDiscards 136.1.214.11
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ipOutNoRoutes 136.1.2.14.12
ipReasmTimeout 13.6.1.2.1.4.13
ipReasmReqds 1.36.1.2.1.4.14
ipReasmOK's 13.6.1.2.1.4.15
ipReasmFails 13.6.1.2.1.4.16
ipFragOKs 1.3.6.1.2.1.4.17
ipFragFails 1.36.1.2.1.4.18
ipFragCreates 1.36.1.2.1.4.19
ipAdENtAddr 136.1.2.1420.1.1
ipAdEntIfIndex 13.6.1.2.1.420.1.2
ipAdENntNetMask 1.3.6.1.2.1.4.20.1.3
ipAdEntBcastAddr 13.6.1.2.1.4.20.1.4
ipAdEntReasmMaxSize 1.3.6.1.2.1.420.1.5
ipNetToMedial fIndex 13.6.1.21422.1.1
ipNetToM ediaPhysAddress 13.6.1.2.1422.1.2
ipNetToMediaNetAddress 136.1.2.1422.1.3
ipNetToMediaType 1.36.1.2.1.4.22.1.4
ipRoutingDiscards 1.36.1.2.1.4.23

20f 2

The following table provides alist of the MIBsin the Load12-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

genOpModuleld 1.36.1.4.1.1751.2.53.1.2.1.1
genOpl ndex 1.3.6.1.4.1.1751.2.53.1.2.1.2
genOpRunningState 1.36.1.4.1.1751.2.53.1.2.1.3
genOpSourcel ndex 1.3.6.1.4.1.1751.2.53.1.2.1.4
genOpDestIndex 13.6.1.4.1.1751.253.1.2.15
genOpServerlP 1.3.6.1.4.1.1751.253.1.2.1.6
genOpUserName 13.6.1.4.1.1751.253.1.2.1.7
genOpPassword 1.3.6.1.4.1.1751.2.53.1.2.1.8
genOpProtocol Type 1.36.1.4.1.1751.2.53.1.2.1.9
genOpFileName 1.3.6.1.4.1.1751.2.53.1.2.1.10
genOpRunningStateDisplay 1.36.1.4.1.1751.253.1.2.1.11
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Object OID

genOpL astFailurel ndex 1.3.6.1.4.1.1751.253.1.2.1.12
genOpL astFailureDisplay 1.3.6.1.4.1.1751.2.53.1.2.1.13
genOpL astWarningDisplay 1.36.1.4.1.1751.2.53.1.2.1.14
genOpErrorLoglndex 1.3.6.14.1.1751.2.53.1.2.1.15
genOpResetSupported 1.3.6.1.4.1.1751.2.53.1.2.1.16
genOpEnabl eReset 1.3.6.1.4.1.1751.253.1.2.1.17
genOpNextBootl magel ndex 1.3.6.14.1.1751.2.53.1.2.1.18
genOpL astBootI magel ndex 1.3.6.1.4.1.1751.2.53.1.2.1.19
genOpFileSystemType 1.3.6.1.4.1.1751.2.53.1.2.1.20
genOpReportSpecificFlags 1.36.1.4.1.1751.2.53.1.2.1.21
genOpOctetsReceived 1.3.6.1.4.1.1751.2.53.1.2.1.22
genAppFileld 136.14.11751.2532111
genAppFileName 1.3.6.1.4.1.1751.253.2.1.1.2
genAppFileType 1.3.6.1.4.1.1751.2.53.2.1.1.3
genAppFileDescription 1.36.1.4.1.1751.253.2.1.1.4
genAppFileSize 1.36.1.4.1.1751.253.2.1.15
genAppFileVersionNumber 1.36.1.4.1.1751.2.53.2.1.1.6
genAppFileLocation 1.36.1.4.1.1751.253.2.1.1.7
genA ppFileDateStamp 1.3.6.1.4.1.1751.2.53.2.1.1.8
genAppFileRowStatus 1.36.1.4.1.1751.253.2.1.19

20f2

The following table provides alist of the MIBs in the PPP-LCP-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

pppLinkStatusPhysical Index 1.36.1.21.10.23.1.1.1.1.1
pppLinkStatusBadAddresses 1.36.1.21.10.23.1.1.1.1.2
pppLinkStatusBadControls 1.3.6.1.2110.23.1.1.1.1.3
pppLinkStatusPacketTool ongs 1.3.6.1.2.1.10.23.1.1.1.1.4
pppLinkStatusBadFCSs 1.36.1.2.1.10.23.1.1.1.1.5
pppLinkStatusl ocalMRU 1.36.1.2.1.10.23.1.1.1.1.6
pppLinkStatusRemoteM RU 1.36.1.2.1.10.23.1.1.1.1.7
pppLinkStatusL ocal ToPeerACCMap 1.3.6.1.2.1.10.23.1.1.1.1.8
pppLinkStatusPeerToLocal ACCMap 1.36.1.2.1.10.23.1.1.1.1.9
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Object OID

pppLinkStatuslL ocal ToRemoteACCompression  1.3.6.1.2.1.10.23.1.1.1.1.12
pppLinkStatusRemoteTolL ocalACCompression  1.3.6.1.2.1.10.23.1.1.1.1.13
pppLinkStatusTransmitFcsSize 1.36.1.2.1.10.23.1.1.1.1.14
pppLinkStatusReceiveFcsSize 1.36.1.2.1.10.23.1.1.1.1.15
pppLinkConfiglnitia MRU 1.36.1.2.1.10.23.1.1.2.1.1
pppLinkConfigReceiveACCMap 1.36.1.2.1.10.23.1.1.2.1.2
pppLinkConfigTransmitACCMap 1.36.1.2.1.10.23.1.1.2.1.3
pppLinkConfigMagicNumber 1.36.1.2.1.10.23.1.1.2.1.4
pppLinkConfigFcsSize 1.36.1.2.1.10.23.1.1.2.1.5

20f 2

Thefollowing table provides alist of the MIBsin the WAN-MIB.MY filethat are supported by the G350

and their OIDs:
Object OID
dsOBundleMemmbersList 1.3.6.1.4.1.6889.2.1.6.1.1.2.1.1
dsOBundleSpeedFactor 1.3.6.1.4.1.6889.2.1.6.1.1.2.1.2
dslDeviceMode 1.3.6.1.4.1.6889.2.1.6.2.1.1
if TableXtndlndex 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.1
if TableXtndPeerAddress 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.2
if TableXtndV ol PQueue 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.3
if TableXtndCablel ength 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.4
ifTableXtndGain 1.36.1.4.1.6889.2.1.6.2.2.1.1.5
if TableXtndDescription 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.6
if TableXtndK eepAlive 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.7
ifTableXtndMtu 1.36.1.4.1.6889.2.1.6.2.2.1.1.8
if TableXtndlnvertTxClock 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.9
if TableXtndDTEL oopback 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.10
if TableXtndlgnoreDCD 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.11
if TableXtndldleChars 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.12
if TableXtndBandwidth 1.36.1.4.1.6889.2.1.6.2.2.1.1.13
if TableXtndEncapsulation 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.14
if TablexXtndOperStatus 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.15
if TableXtndBackupCapabilities 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.16
if TableXtndBackupl f 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.17
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if TableXtndBackupEnableDelay 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.18
if TableXtndBackupDisableDelay 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.19
if TableXtndPrimary!f 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.20
if TableXtndCarrierDelay 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.21
if TableXtndDtrRestartDelay 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.22
if TableXtndDtrPulseTime 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.23
if TableXtndL oadInterval 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.24
if TableXtndInputRate 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.25
if TableXtndOutputRate 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.26
if TableXtndlnputL oad 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.27
if TableXtndOutputL oad 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.28
if TableXtndReliability 1.3.6.1.4.1.6889.2.1.6.2.2.1.1.29
frDlcmiXtndl ndex 1.3.6.1.4.1.6889.2.1.6.24.1.1.1
frDIcmiXtndL MIAutoSense 1.3.6.1.4.1.6889.2.1.6.2.4.1.1.2
frStaticCircuitSubl fIndex 1.3.6.1.4.1.6889.2.1.6.24.21.1
frsStaticCircuitDLCI 1.3.6.1.4.1.6889.2.1.6.2.4.2.1.2
frsStaticCircuitDLClrole 1.3.6.1.4.1.6889.2.1.6.2.4.2.1.3
frStaticCircuitStatus 1.3.6.1.4.1.6889.2.1.6.24.2.1.4
frSublfDIcmilndex 1.3.6.1.4.1.6889.2.1.6.24.3.1.1
frSubl fSubl ndex 1.3.6.1.4.1.6889.2.1.6.2.4.3.1.2
frSublfType 1.3.6.1.4.1.6889.2.1.6.2.4.3.1.3
frSublfStatus 1.3.6.1.4.1.6889.2.1.6.2.4.3.1.4

20f2

The following table provides alist of the MIBsin the SNMPv2-MIB.my file that are supported by the

G350 and their OIDs:

Object OID

sysDescr 13612111
sysObject!D 1.36.1.2.1.1.2
sysUpTime 13.6.1.2.1.13
sysContact 136.1.2114
sysName 13.6.1.21.15
sysL ocation 1.36.1.2.1.1.6
sysServices 136.1.2.1.17
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Object OID

snmpl nPkts 136.1.2.1.11.1
snmplnBadVersions 1.36.1.2.1.11.3
snmplnBadCommunityNames 136.1.2.1.114
snmplnBadCommunityUses 1.36.1.2.1.115
snmplnASNParseErrs 1.36.1.2.1.11.6
snmpEnableAuthenTraps 1.36.1.2.1.11.30
snmpOutPkts 136121112
snmplnTooBigs 1.36.1.2.1.11.8
snmplnNoSuchNames 1.36.1.2.1.11.9
snmplnBadV alues 1.3.6.1.2.1.11.10
snmplnReadOnlys 136.1.2.1.11.11
snmplnGenErrs 1.36.1.21.11.12
snmplnTotalReqVars 1.36.1.2.1.11.13
snmplnTotal SetVars 1.36.1.2.1.11.14
snmpl nGetRequests 1.3.6.1.2.1.11.15
snmplnGetNexts 1.36.1.2.1.11.16
snmpl nSetRequests 136.1.2.1.11.17
snmpl nGetResponses 1.36.1.2.1.11.18
snmplnTraps 1.3.6.1.2.1.11.19
snmpOutTooBigs 1.3.6.1.2.1.11.20
snmpOutNoSuchNames 136.1.2.111.21
snmpOutBadV alues 13.6.1.2.1.11.22
snmpOutGenErrs 1.3.6.1.2.1.11.24
snmpOutGetRequests 1.3.6.1.2.1.11.25
snmpOutGetNexts 1.3.6.1.2.1.11.26
snmpOutSetRequests 1.3.6.1.2.1.11.27
snmpOutGetResponses 1.3.6.1.2.1.11.28
snmpOutTraps 1.3.6.1.2.1.11.29
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The following table provides alist of the MIBsin the OSPF-MIB.my file that are supported by the G350

December 2003

and their OIDs:
Object OID
ospfRouterld 136.1.2.1.14.1.1
ospfAdminStat 1.36.1.2.1.141.2
ospfVersionNumber 136.1.2.1.14.1.3
ospfAreaBdrRtrStatus 1.36.1.2.1.14.1.4
ospfASBdrRtrStatus 136.1.2.1.14.15
ospfExternL saCount 1.36.1.2.1.14.1.6
ospfExternL saCksumSum 13.6.1.2.1.141.7
ospf TOSSupport 1.36.1.2.1.14.1.8
ospfOriginateNewL sas 136.1.2.1.141.9
ospfRxNewL sas 1.3.6.1.2.1.14.1.10
ospfExtLsdbLimit 136.1.2.1.141.11
ospfMulticastExtensions 1.36.1.2.1.14.1.12
ospfExitOverflowlnterval 13.6.1.2.1.14.1.13
ospfDemandExtensions 1.36.1.2.1.14.1.14
ospfAreald 13.6.1.21.14.21.1
ospfAuthType 136.1.2.1.142.1.2
ospflmportAsExtern 136.1.2.1.14.2.1.3
ospf SpfRuns 136.1.21.14214
ospfAreaBdrRtrCount 13.6.1.2.1.14.2.15
ospfAsBdrRtrCount 136.1.2.1.14.2.1.6
ospfAreal saCount 136.1.2.1.14.2.1.7
ospfAreal saCksumSum 1.36.1.2.1.14.2.1.8
ospfAreaSummary 13.6.1.2.1.14.2.1.9
ospfAreaStatus 1.36.1.2.1.14.2.1.10
ospfLsdbAreald 13.6.1.21.1441.1
ospfLsdbType 1.36.1.2.1.14.4.1.2
ospfLsdbLsid 13.6.1.2.1.144.1.3
ospfL sdbRouterld 136.1.2.1.144.1.4
ospfL sdbSequence 1.36.1.2.1.144.15
ospfLsdbAge 1.36.1.2.1.14.4.1.6
ospfL sdbChecksum 13.6.1.2.1.144.1.7
lof3
Administration of the Avaya G350 Media Gateway 225



Traps and MIBs

G350 MIBs

226

Object OID

ospfL sdbA dvertisement 13612114418
ospflflpAddress 13612114711
ospfAddressL esslf 136.1.21.14.7.1.2
ospflfAreald 13.6.1.2.1.14.7.1.3
ospflf Type 1.36.1.2.1.14.7.1.4
ospflfAdminStat 13.6.1.2.1.14.7.15
ospflfRtrPriority 136.1.2.1.14.7.1.6
ospflfTransitDelay 13.6.1.2.1.14.7.1.7
ospfIfRetransinterval 13.6.1.2.1.14.7.1.8
ospflfHellolnterval 13.6.1.2.1.14.7.1.9
ospflfRtrDead| nterval 1.36.1.2.1.14.7.1.10
ospflfPollInterval 136121147111
ospflfState 1.36.1.2.1.14.7.1.12
ospfIfDesignatedRouter 136.1.2.1.14.7.1.13
ospfIfBackupDesignatedRouter 136.1.2.1.14.7.1.14
ospflIfEvents 1.36.1.2.1.14.7.1.15
ospflfAuthK ey 1.36.1.2.1.14.7.1.16
ospfIfStatus 136.1.2.1.14.7.1.17
ospflIfMulticastForwarding 136.1.2.1.14.7.1.18
ospflfDemand 1.3.6.1.2.1.14.7.1.19
ospfIfAuthType 1.3.6.1.2.1.14.7.1.20
ospflfMetriclpAddress 136.1.2.1.148.1.1
ospflfMetricAddressL essIf 136.1.2.1.148.1.2
ospflfMetricTOS 13.6.1.2.1.148.1.3
ospflfMetricValue 13612114814
ospflfMetricStatus 13.6.1.2.1.148.15
ospfNbrlpAddr 1.36.1.2.1.14.10.1.1
ospfNbrAddressL essl ndex 1.36.1.2.1.14.10.1.2
ospfNbrRtrid 1.3.6.1.2.1.14.10.1.3
ospfNbrOptions 1.36.1.2.1.14.10.1.4
ospfNbrPriority 1.3.6.1.2.1.14.10.1.5
ospfNbrState 1.3.6.1.2.1.14.10.1.6
ospfNbrEvents 1.36.1.2.1.14.10.1.7
ospfNbrLsRetransQLen 1.3.6.1.2.1.14.10.1.8
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ospfNbmaNbrStatus 1.3.6.1.2.1.14.10.1.9
ospfNbmaNbrPermanence 1.3.6.1.2.1.14.10.1.10
ospfNbrHelloSuppressed 1.36.1.2.1.14.10.1.11
ospfExtL sdbType 1.36.1.2.1.14.12.1.1
ospfExtLsdbLsid 136.1.2.1.14.12.1.2
ospfExtLsdbRouterld 13.6.1.2.1.1412.1.3
ospfExtL sdbSequence 136.1.21.14.12.14
ospfExtLsdbAge 136.1.2.1.14.12.1.5
ospfExtL sdbChecksum 136.1.2.1.14.12.1.6
ospfExtL sdbA dvertisement 13.6.1.2.1.1412.1.7
3o0f3
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ARP
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dynamic entries, 140
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static entries, 140
ASB button, 51
Auto-negotiation
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Autonomous System Boundary Router, 147
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in media server, 46
System Access Terminal, 48
Avaya G350 Manager
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used to configure G350, 22
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defining name, 45
features, 17
introduction, 17
system backup, 97
viewing status, 48
Avaya Installation Wizard
see Avaya IW
Avaya IW
accessing, 28
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description, 28
laptop configuration for, 28
overview, 22
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Backup interfaces
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overview, 64
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Bandwidth
manual adjustment, 147
reducing via RTP header compression, 66
bandwidth
used to calculate Cost, 146
Bank A, 23, 50
Bank B, 23, 50
Boot banks, 23, 51
Booter file, 53
BOOTP
configuration, 138
description, 137
BOOTstrap Protocol
see BOOTP
BPDU, 116, 117
Bridge Protocol Data Units
see BPDU
Bridges
direct handshaking, 117
loops, 116
Broadcast address
updating, 134
Broadcast relay
description, 139
directed broadcast forwarding, 139
NetBIOS rebroadcast, 139

C

CAM table, 109
Challenge Handshake Authentication Protocol, 95
Channel Groups
creating, 74
illustration, 70
mapping, 73
CHAP, 95
CIR, 80, 81
CLI
accessing, 25
accessing from local network, 26
accessing from remote location, 26
accessing with console device, 27
accessing with modem, 26
contexts, 25
defined, 22
online help, 26
remote access with S8300 Media Server, 27
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clock, 171

Codec, 67, 84

Command Line Interface
see CLI

Commands
area, 147
arp, 140, 141
arp timeout, 141
async mode interactive, 95
async mode terminal, 95
async modem-type, 95
async reset-modem, 95
autoneg, 64
backup delay, 79
backup interface, 79
bandwidth, 75, 147
cablelength, 73
channel-group, 73
clear arp-cache, 141
clear fragment, 152
clear ip route, 137
clear ip rtp header-compression, 66
clear logging file, 57
clear logging server, 56
clear mgc list, 47
clear port mirror, 115
clear port static-vlan, 109
clear snmp trap, 101
clear vlan, 108, 109
clock source, 73
composite-operation, 166
controller slot/port, 73
copy ftp EW_archive, 52
copy ftp module, 52
copy ftp startup-config, 52
copy ftp SW_imageA, 52
copy ftp SW_imageB, 52
copy running-config ftp, 52
copy running-config startup-config, 23, 44, 51, 72,

74,76

copy running-config-tftp, 52
copy startup-config ftp, 52
copy startup-config tftp, 52
copy tftp EW_archive, 52
copy tftp module, 52
copy tftp startup-config, 52
copy tftp SW_imageA, 52
copy tftp SW_imageB, 52
default-metric, 145, 147
destination-ip, 161
dir, 53
distribution list, 144
distribution-list, 145
ds-mode, 73
duplex, 64
encapsulation frame-relay, 76
fragment chain, 152
fragment size, 152
fragment timeout, 152
fragments, 152
frame-relay interface-dlci, 77
frame-relay Imi, 76
frame-relay priority-dici-group, 77, 80

frame-relay traffic-shaping, 76, 81
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Commands, (continued)

framing, 73

help, 26

icc-vlan, 109

icmp, 162

idle characters, 75
interface, 43, 44, 133
interface console, 21, 95
interface FastEthernet, 63
interface Serial, 73, 75, 76
interface vlan, 109

ip access-control-list, 155
ip access-group, 157

ip address, 21, 43, 75, 77, 95, 133
ip admin-state, 134

ip bootp-dhcp network, 138
ip bootp-dhcp relay, 138

ip bootp-dhcp server, 138
ip broadcast-address, 134
ip default-gateway, 45, 137
ip directed-broadcast, 139
ip distribution access-default-action, 144
ip distribution access-list, 144
ip icmp-errors, 142

ip max-arp-entries, 142

ip netbios-rebroadcast, 139
ip ospf cost, 147

ip ospf network point-to-multipoint, 72
ip proxy-arp, 142

ip gos-group, 157

ip gos-list, 155

ip rip, 145

ip rip poison-reverse, 144
ip rip split-horizon, 144

ip route, 135, 136, 137

ip routing, 132

ip rtp compression-connections, 66
ip rtp max-period, 66

ip rtp max-time, 66

ip rtp non-tcp-mode, 66

ip rtp port-range, 66

ip simulate, 168

ip tcp decompression-connections, 66
ip telnet, 42

ip telnet client, 42
ip-fragments-in, 159
ip-fragments-out, 159
ip-options-in, 159
ip-options-out, 159
ip-protocol, 161
linecode, 73

load-interval, 43

network, 145, 147
nrzi-encoding, 75
operation, 163
passive-interface, 147
ping, 78

pmi, 44

ppp authentication, 95

ppp chap-secret, 95
queue-limit, 84

redistribute, 145, 148, 149
reset, 44

rmon alarm, 127
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rmon event, 127
rmon history, 127
router ospf, 148
router rip, 145
router vrrp, 151
sat, 48
session icc, 48
session mgc, 48
set boot bank, 51
set contact-closure admin, 124
set contact-closure pulse-duration, 124
set etr, 97
set icc-monitoring, 48
set logging file, 57
set logging file condition, 59
set logging server, 56
set logging server access-level, 56
set logging server condition, 59
set logging server disable, 56
set logging server enable, 56
set logging server facility, 56
set logging session, 57
set logging session condition, 59
set mgc list, 46
set port, 62
set port auto-negotiation-flowcontrol-
advertisement, 62
set port classification, 120
set port disable, 62
set port duplex, 62
set port edge admin state, 62
set port enable, 62
set port level, 62
set port mirror, 115
set port name, 62
set port negotiation, 62
set port point-to-point admin status, 62
set port powerinline, 93
set port powerinline priority, 93
set port redundancy, 113
set port redundancy-intervals, 113
set port spantree, 118
set port speed, 63
set port static-vlan, 109
set port trap, 101
set port vlan, 109
set port vlan-binding-mode, 109
set qos bearer, 67
set gos control, 67
set qos rsvp, 68
set gos signal, 67
set radius authentication disable, 41
set radius authentication enable, 41
set radius authentication retry-number, 41
set radius authentication retry-time, 41
set radius authentication secret, 41
set radius authentication server, 41
set radius authentication udp-port, 41
set reset-times primary-search, 47
set reset-times total-search, 47
set reset-times transition-point, 47
set snmp community, 101
set snmp trap, 101
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Commands, (continued)

set snmp trap enable auth, 101
set snmp trap enable frame-relay, 101
set spantree, 118

set sync interface, 171

set sync source, 171

set system contact, 45

set system location, 45

set system name, 45

set terminal recovery password, 42
set trunk, 109

set utilization cpu, 49

set vlan, 109

shortest-path-first algorithm, 146
show boot bank, 51

show cam vlan, 109

show composite-operation, 159, 167, 168
show contact-closure, 125

show controllers, 72, 78

show dscp-table, 168

show faults, 48

show fragment, 152

show frame-relay, 78

show icc-vlan, 109

show interfaces, 76

show interfaces vlan, 109

show ip access-control-list, 167
show ip access-control-list detailed, 167
show ip arp, 142

show ip icmp, 142

show ip interface, 78

show ip qos-list, 167

show ip qos-list detailed, 167
show ip reverse-arp, 142

show ip route, 137

show ip route best-match, 137
show ip route static, 137

show ip route summary, 137
show ip rtp header-compression, 67
show ip vrrp, 151

show ip-rule, 167, 168

show list, 156, 167, 168

show logging file content, 57
show logging server condition, 56
show logging session condition, 57
show mg list, 49

show mgc, 46, 48

show mgc list, 47

show mm, 48

show module, 49

show pmi, 44

show port classification, 120
show port mirror, 115

show port redundnacy, 113

show port-vlan-binding, 109
show powerinline, 93

show qos, 67

show gos-rtcp, 68

show radius authentication, 41
show recovery, 47

show restart-log, 49

show rmon alarm, 127

show rmon event, 127

show rmon history, 127
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Commands, (continued)
show rmon statistics, 127
show running-config, 78
show snmp, 101
show spantree, 118
show startup-config, 78
show sync timing, 172
show system, 49
show temp, 49
show trunk, 109
show utilization, 49
show vlan, 109
show voltages, 49
shutdown, 64, 96
snmp trap link-status, 101
source-ip, 161
speed, 64, 95
tcp destination-port, 162
tcp established, 163
tcp source-port, 162
telnet, 27
test led, 49
timeout absolute, 96
timers basic, 145
traceroute, 137
traffic-shape rate, 63
transmitter-delay, 75
udp destination-port, 162
udp source-port, 162
voip-queue, 67
voip-queue-delay, 67

Committed Burst size, 81

Committed Information Rate
see CIR

Computer
connecting to fixed router port, 61

CON port
see Console port

Configuration
backup, 23, 52
configuration file

see Configuration file
overview, 21
restoring, 52
restoring from backup, 23
running, 23, 52
saving changes, 23
settings, 21
startup, 23, 52, 78
using Avaya IW, 28
using CLI, 22
using GIW, 32
using GUI applications, 22

Configuration file
backup, 52
defined, 52
restoring, 52
transferring, 52

Console device
configuring console port for use with, 95
configuring console port to detect, 95

Console interface
default IP address, 21
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Console port
assigning IP address, 95
configuring for modem use, 26
configuring for telnet access, 95
configuring for use with console device, 95
configuring for use with modem, 95
configuring to detect console device, 95
configuring to detect modem, 95
connecting console device, 27
connecting modem, 26
default settings, 95
description, 95
entering interface context, 95
GIW configuration via, 32
setting authentication method, 95
setting PPP baud rate, 95
Contact closure
activating, 124
deactivating, 124
description, 123
displaying status, 125
hardware configuration, 124
software configuration, 124
Contact information, 45
Contacting Avaya, 14
Contexts, 25
Controller
configuring mode, 73
displaying configuration, 73
entering context, 73
CoS
changing field, 154
Cost, 146
CPU usage, 49
CPU utilization measurements, 49
Customer service, 14

D

Data Link Connection Identifier

see DLCI
DE pre-mark, 80, 81
Default gateway

defining, 45, 137

description, 45

removing, 137
DeMilitarized Zone

see DMz
Detecting powered devices, 91
DHCP

configuration, 138

description, 137
DHCP/BOOTP relay, 138
Directed broadcast forwarding, 139
Discard Eligible

see DE pre-mark
Discard routes, 136
Distribution access lists, 144
DLCI

configuring for frame relay sub-interface, 77

OSPF mapping, 80

Priority

see Priority DLCI
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DMZ, 132

DSCP
changing field, 154
default value, 84
map, 154
policy, 166

table, 83, 154, 166

used to prioritize packets, 83
Duplex

configuring duplex type, 62
Dynamic Host Configuration Protocol

see DHCP
Dynamic routes

deleting, 137

redestributing, 148

E

E1/T1 lines
connecting to WAN media module, 69
default settings, 75
EL1/T1 ports, 72
ECC, 46
ECMP, 147
Egress Access Control List, 157
Egress QoS List, 157
Egress QoS list, 157
Emergency Transfer Relay
see ETR
Ethernet ports
configuring duplex type, 62
configuring link negotiation protocol, 62
configuring switch port, 62
connecting devices to, 61
list of, 61
port redundancy, 112
WAN Ethernet port
see WAN Ethernet port
ETR
deactivating, 97
description, 97
displaying status, 98
LED, 97
manual activation, 97
setting state, 97
Excess Burst size, 81
External Call Controllers
see ECC

F

FastEthernet interface, 132

FastEthernet port
auto-negotiation, 64
configuring duplex type, 64
configuring interface, 63
configuring port speed, 64
firewall connected, 133
VPN connected, 133

Faults
viewing status, 48
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Feature access codes, 123
Files
listing, 53
transfering, 50
Firewall, 132, 133
Firmware
banks, 23, 50
changing default bank, 51
defined, 23
loading, 51
redundancy, 23, 50
restoring older version, 23
upgrading, 50
uploading, 51
version control, 23, 50
viewing version number, 49
Fixed analog trunk port, 97
Flowcontrol advertisement, 62
Fragmentation
as map class parameter, 81
configuration, 152
description, 152
reassembly, 152
Frame relay, 69
configuring sub-interfaces, 76
displaying configuration, 78
egress queuing mechanism, 81
enabling traffic shaping, 81
ingress queuing mechanism, 81
Frame relay encapsulation
configuring on WAN port, 76
down status, 79
establishing Layer 3 interface, 136
illustration, 70
supported features, 79
supported on Serial interfaces, 133
supported on serial interfaces, 70
FTP
file transfer via, 50

G

Gatway Installation Wizard
see GIW
General context, 25
Gigabit Ethernet port
port redunancy, 112
Gigabit port
location, 61
GIW
accessing, 32
configuration using, 32
description, 22, 32
installation on laptop, 32

H

Hello packets, 147
High Preference static routes, 135
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ICC
description, 46
monitoring, 48
ICC-VLAN, 109
ICMP
errors, 142, 153
packets, 162
Ingress Access Control List, 157
Ingress QoS List, 157
Installation, 21
Interfaces
adjusting bandwidth, 147
administrative status, 64
applying policy lists, 157
assigning Cost, 146
attaching access control lists, 157
attaching QoS lists, 157
authentication, 145
backup, 64
changing IP address, 21
configuration, 43, 132, 133
configuration examples, 134
console, 21
disabling, 134
displaying information, 78
duplex type, 64
entering context, 21
FastEthernet, 83, 132
frame relay, 76
IP
see IP interfaces
Layer 2, 133, 134
Layer 3, 136
logical, 133
Loopback, 133
management, 21
metrics, 147
network type, 147
physical, 132
policy lists, 157
priority, 147
removing policy lists, 158
Serial, 133
serial
see Serial interfaces
speed, 64
switching, 132, 133
testing configuration, 78
USP WAN, 132
virtual, 70, 133
VLAN
see VLANs
WAN, 132
Internal Call Controllers
see ICC
IP address
assigning as PMI, 44
defining, 21, 43, 133

storing in ARP table, 140
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IP interfaces, 133
configuration, 133
configuration examples, 134
disabling, 134
load calculation interval, 43
setting administrative state, 134
types, 133
updating broadcast address, 134

ip ospf commands, 147

IP telephones, 91

ip vrrp commands, 151

L

LAN, 132
Layer 2 interfaces, 134
Layer 2 logical interfaces, 133
Layer 2 virtual interfaces, 133
Layer 3 interfaces, 136
LEDs
ACT, 171
ETR, 97
testing, 49
Link Fragmentation and Interleaving, 80
Link-state algorithm, 146
LMI parameters, 76
Load balancing
ECMP, 147
VRRP, 149
Load detection, 91
Local Management Interface
see LMI parameters
Local Survivable Processor
see LSP
Location information, 45
Logging
applications, 58
database, 55, 57
default sink status, 55
defining filter for file sink, 59
defining filter for session sink, 59
defining filter for Syslog sink, 59
enabling session, 57
file sink, 55, 57
filters, 57
overview, 55
session sink, 55, 57
severity levels, 57
sinks, 55
Syslog sink, 55
Logical interfaces, 133
Loopback interface, 133
Loops
defined, 116
preventing in RIP, 144
Low Preference static routes, 135
LSP
description, 46
monitoring, 48
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M

MAC addresses
storing in ARP table, 140
viewing, 49

Map classes
applying to all configured Permanent Virtual

Channels, 81

default, 81
number that can be configured, 81
parameters, 80

Media Gateway Controller
see MGC

Media modules
see alsolso MM340 media module, MM342 media

module
MM314, 61, 91
MM340, 72, 132
MM342, 72, 75, 132
MM710, 171
upgrading firmware, 50, 52
USP WAN
see MM342 media module

viewing information, 49
viewing status, 48
WAN, 72

Media servers
see alsoS8300 Media Server
ECC, 46
ICC, 46
LSP, 46
types supported, 46

Memory usage, 49

Metrics, 149

MGC, 21
accessing, 39
accessing via CLI, 48
configuring, 45
displaying, 46
functions, 46
monitoring, 48
monitoring and recovery setup, 47
primary, 46
registering with, 46
removing from MGC list, 47
resetting connection, 47
running Avaya Communication Manager, 39
viewing status, 48

MGC list, 46

MIBs, 184

MM314 media module
Ethernet ports, 61
PoE, 91

MM340 media module
configuring, 72
E1/T1 WAN interface, 132
WAN support, 72

MM342 media module
configuring, 75
USP WAN interface, 132
WAN support, 72
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MM710 media module
ACT LED, 171
as synchronization source, 171
Modem
configuring console port for use with, 95
configuring console port to detect, 95
configuring type on console port, 95
connecting to console port, 26
connecting to S8300 Media Server, 27
connecting via USB modem, 27
Multipoint topology support, 72

N

Name of system, 45
NetBIOS, 139
Network monitoring, 127
Next-hops
adding, 135
configuring, 135
static routes, 135

O

Open Shortest Path First protocol
see OSPF
OSPF
advertising static routes, 135
compared to RIP, 143, 146
configuration, 147
default metric, 149
description, 146
displaying information, 148
DLCI mapping, 80
dynamic Cost, 146
enabling on network, 147
enabling on system, 148
interface authentication password, 147
limitations, 147
metrics, 147
priority, 147
redistributing routing information, 148
suppressing updates, 147
using with RIP, 148
OSPF Autonomous System Boundary Router, 147

P

Password Authentication Protocol, 95
Passwords

changing, 41

overview, 39

recovery password, 42
Permanent routes, 136

Ping, 78
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PMI
active, 44
configuration, 44
defined, 21
description, 44
saving changes to, 44
verifying, 44
PoE
configuration, 93
description, 91
detecting powered devices, 91
priority mechanism, 92
PoE media module
see MM314 media module
Point to Multi-Point topology, 72
Point-to-Point frame relay, 69, 72
Poison-reverse, 144, 145
Policy
access control lists, 153, 155, 157, 164
actions, 153, 154

attaching access control list to interface, 157

attaching device-wide policy lists, 158
attaching QoS list to interface, 157
composite operation example, 166
composite operation list, 159
composite operations, 164
configuring rules, 159
creating policy lists, 155
creating rules, 160
default actions, 156
defining global rules, 159
defining list attributes, 156
deleting policy list, 156
description, 153
destination IP address, 161
destination port range, 162
displaying policy lists, 167
DSCP field, 166
DSCP map, 154
DSCP table, 166
editing policy lists, 155
editing rules, 160
ICMP packet type, 162
IP protocol, 161
managing, 154
operations, 163
QoS lists, 154, 155, 157, 165, 166
removing policy lists from interface, 158
rule criteria, 159, 160
rule list, 154
rules, 153
simulating packets, 168
source IP address, 161
source port range, 162
TCP, 163
testing policy lists, 167, 168

Port mirroring
configuration, 115
configuration examples, 115
description, 114
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Port redundancy
configuration, 113
configuration examples, 113
description, 112
displaying information, 113
enabling, 113
secondary port activation, 113
switchback, 113

Ports
alternate, 117
analog line, 97
assigning static VLANs, 109
auto-negotiation mode, 63
backup, 117
classification, 120
configuring administrative state, 62
configuring E1 port, 72
configuring name, 62
configuring speed, 63
configuring T1 port, 72
configuring VLAN tagging mode, 109
disabling, 62

displaying VLAN binding mode information, 109

enabling, 62
Fast Ethernet
see Fast Ethernet port
FastEthernet
see FastEthernet port
managing connection type, 62
mirroring
see Port mirroring
opening traffic, 116
redundancy
see Port redundancy
roles in RSTP, 117
setting priority level, 62
USP
see USP ports
Power over Ethernet
see PoE
Powered devices
detecting, 91
hot swapping, 92
PoE, 92
PPP
connection, 26
establishing Layer 3 interface, 136
over channeled and fractional E1L/T1, 69
over USP, 69
supported on serial interfaces, 70, 133
Primary Management Interface
see PMI
Priority DLCI
applying map classes, 81
configuring, 77, 80
description, 80
Priority queuing
description, 81
general, 79
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Privilege levels
changing, 41
description, 40
Proxy ARP, 142
PTMP
see Point to Multi-Point topology

Q

QOSs

Weighted Random Early Detection, 82
QoS

see alsoPolicy

configuration, 67

data mode, 83, 84

description, 82

displaying parameters, 67

DSCP table, 83

frame relay queuing mechanisms, 81

policy

see Policy
Priority DLCI
see Priority DLCI

gueue sizes for VolP traffic, 67

VolP, 84
Queues

adjusting length, 84

data mode, 83, 84

packet dropping, 82

queue priority, 84

setting size, 83

Weighted Random Early Detection, 82

R

RADIUS authentication, 39, 41

Rapid Spanning Tree protocol
see RSTP

Recovery password, 42

Reset button, 51

Reset information, 49

RIP
advertising static routes, 135
authentication type, 145
compared to OSPF, 146
configuration, 145
default metric, 149
description, 143
distribution access lists, 144
enabling, 145
learning default route, 145
limitations, 145
poison-reverse, 144
preventing loops, 144
redistributing routing information, 145
setting timers, 145
specifying networks, 145
specifying version, 145
split-horizon, 144
using with OSPF, 148
versions supported, 143
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RIPv1, 143
RIPv2, 143
RMON
configuration, 127
configuration examples, 128
description, 127
Route redistribution, 143
configuration, 149
description, 148
metric translation, 148
metrics, 149
Router
backup, 149
computing path, 146
configuring BOOTP, 137
configuring broadcast relay, 139
configuring DHCP, 137
connecting to fixed router port, 61
defining default gateway, 137
description, 131
determining shortest path, 146
disabling, 132
enabling, 132
enabling RIP, 145
Ethernet port, 61
features, 131
fragmentation
see Fragmentation
hello packets, 147
ID, 147
interfaces, 132
load balancing, 149
OSPF Automomous System Boundary, 147
redundancy, 149
RIP
see RIP
virtual, 149, 151
Router port
connecting to, 61
Routes
see alsoStatic routes, Dynamic routes, 137
displaying, 137
distribution policy rules, 145
metrics, 145
tracing, 137
Routing Information Protocol
see RIP
Routing table
configuration, 137
deleting dynamic entries, 137
deleting static routes, 134
description, 134
dispaying for destination address, 137
displaying information, 137
RSTP
description, 116
fast network convergence, 117
features, 117
role of ports, 117
RSVP, 68
RTCP, 65
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S
RTP Static routes, (continued)
configuring, 65 Low Preference, 135
configuring UDP port range for, 66 permanent, 136
decompression, 66 redistributing to RIP and OSPF, 148
header compression, 66 removing, 137
Running configuration, 23 types, 135
via interface, 136
— Status of system, 48
Switch
S connecting to fixed router port, 61
displaying configuration, 78
S8300 Media Server displaying VLAN tagging information, 109
accessing G350 via, 27 displaying VLANSs, 109
accessing with CLI, 48 interface, 132, 133
as backup controller, 46 Switch ports
clock synchronization source, 171 configuring, 62
connecting modem, 27 T location, 61
ICC mode, 46 o Switchback, 113
LSP mode, 46 Switched Ethernet, 91
remote connection to, 27 Switching
Security o configuring, 105
overview, 39 interface, 132
special features, 42 Switching interface, 133
VLANS, 108 - Synchronization
Serial interfaces, 133 source, 171
configuring encapsulation, 74 status, 171
default encapsulation, 74 Synchronization source, 171
entering context, 73, 75 Synchronization status, 172
Serial number, 49 Syslog servers
setvlan, 107 default settings, 56
show ip ospf commands, 148 defining, 56
Simulating packets, 168 defining filter, 59
SNMP, 153 _ defining output facility, 56
agents, 99 deleting, 56
communities, 100, 101 description, 55
configuration examples, 101 disabling, 56
configuring traps, 101 enabling, 56
displaying information, 101 limiting access to, 56
manager-agent communication, 100 status, 56
managers, 99 T System messages, 55
overview, 99
Software T—
upgrading, 50 T
uploading, 51
Spanning tree
configuration, 118 T1/E1 media module
configuration examples, 118 see MM710 media module
description, 116 TCP
disabling, 116 compression, 66
Split-horizon, 144, 145 Establish bit, 163
Startup configuration, 23 packets, 162
Static routes TCP/IP connection, 26
advertising, 135 Technical assistance, 14
configuring next-hops, 135 Telnet
deleting, 134, 135 accessing console port, 95
description, 134 accessing G350 via, 26
discard route, 136 enabling and disabling access, 42
displaying, 137 Telnet connection, 27
dropping packets to, 136 Temperature, 49
establishing, 137 Testing LEDs, 49
High Preference, 135 TFTP file transfer, 50
inactive, 134 Time slots
IP addressed next-hops, 136 mapping, 73
load-balancing, 135 Traffic marking, 80
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Traffic shaping
activating on frame relay interface, 76
configuring within map classes, 80
description, 80
DLCI, 77
enabling on frame relay interface, 81
parameters, 80
per Virtual Channel, 79
VolP, 84
WAN Ethernet port, 63
Transition point, 47
Traps, 173
configuring, 101
TRK port
see Fixed analog trunk port

U

UDP
packets, 162
probe packets, 137
treating packets like RTP packets, 66
Unframed E1, 69
Upgrading firmware, 50
Upgrading software, 50
Uptime, 49
User authentication, 39
Usernames
configuring, 41
overview, 39
removing, 41
USP ports
configuring, 75
illustration, 71
USP WAN lines, 69
default settings, 76
USP WAN media module
see MM342 media module, 75

\Y,

Version management, 50

via interface static routes, 136

Virtual Channels
applying map classes, 81
assigning by QoS level, 80
described, 79

Virtual interface, 133

Virtual Private Network
see VPN

Virtual router, 149, 151

Virtual Router Redundancy Protocol
see VRRP

Virtual topological networks, 106

Vian 1, 132, 133
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VLANs
assigning to ports, 109
configuration, 109
configuration examples, 110
deleting, 109
description, 105, 133
DHCP/BOOTP requests, 138
displaying configuration and statistics, 109
entering configuration mode, 109
ICC-VLAN, 109
ingress security, 108
multi VLAN binding, 107
multiple interfaces, 138
switching interface, 132, 133
table, 108
tagging, 107
traffic shaping, 83

VLMS, 143

VolP
assigning to unique Virtual Channel, 80
enabling queuing, 67
overivew, 65
PPP configuration example, 85
Qos, 84
queue delay, 67
queue priority, 81, 84
queue size, 67
RSVP protocol, 68
traffic shaping, 84

Voltages, 49

VPN, 132, 133

VRRP
configuration, 151
configuration example, 150
description, 149

W

WAN
backup interfaces, 79
configuration example, 85
features, 69
initial configuration, 72
interfaces, 132
overview, 69
testing configuration, 78
WAN endpoint device
connecting to fixed router port, 61
WAN Ethernet port
backup interfaces, 64
configuring, 63
traffic shaping, 63
Weighted Random Early Detection, 82
Wireless LAN access points, 91
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