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What's new in CallPilot 2.02?

What is CallPilot?

CdlPilot isapowerful unified messaging system that offers asingle
solution for managing many types of information, including

m Vvoice, fax, and e-mail messages

m telephonecadls

s calendars

m directories

m cal logs

CallPilot users can send and receive both voice and fax messages through

display-based phonesets, wirel ess sets, Windows desktop computers, or a
speech recognition interface.

Major changes in CallPilot
m CallPilot administration over the Web
= Enhanced management of the messaging network
m Enhanced mailbox use from a mobile phoneset
m  Enhanced mailbox use from a personal computer
» Enhanced backup and restore capabilities
» Easier delegation of administrative tasks
m Expanded search functionality
m Ease of use with other messaging solutions
» Enhanced addressing capability
= Succession CSE 1000 switch connectivity
= Symposium Voice Services Support

18 CallPilot
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CallPilot administration over the Web

You no longer have to use a particular administrative PC to

s administer aCalPilot server

m generate reports about the CallPilot server

The Web application CallPilot Manager replaces the Windows-based
CallPilot Administration client used in prior versions of CallPilot.

CallPilot Reporter has been converted to a Web application.

You can use any Windows personal computer running

» Internet Explorer 5.0 or later

» Netscape 6.2 or later

Note: Application Builder remains a Windows-based application.
Administrators can use CallPilot Manager to download Application Builder
and the CallPilot Player to apersonal computer.

You use a web browser to

For detailed information, see

Monitor the CallPilot server.

Part 6, “Monitoring the CallPil ot
system”

Generate Operational Measurement
(OM) reports.

“Running system reports’ on page 463

Configure a CdlPilot server.

Part 1 of the CallPilot Installation and
Configuration binder, Chapter 2
“Installing, configuring, and
maintaining CallPilot”

Grant full or specific administrative
privileges to others without defining
access classes.

= “About CallPilot administration” on
page 31

m Chapter 4, “Delegating
administrative tasks’

Administrator’'s Guide
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You use a web browser to

For detailed information, see

Create and maintain a messaging The CallPilot Manager online Help
network. book Creating a messaging network.
Set security options for CallPilot The CallPilot Manager online Help
Manager sessions. topic Getting started 0 *“ Setting

security options for CallPilot Manager
sessions’.

Enhanced management of the messaging network

CallPilot 2.02 provides the CallPilot administrator with the ability to

configure extensive network security enhancements
configure network broadcast capability for mailbox class members

automatically add a permanent remote user and record a spoken name on
the user’s behalf

configure time and date stamps on messages and voice prompts to be
indicated in the user’s time zone, instead of in the time zone of the
CalPilot server

Network security enhancements
Network security enhancements include

encryption of message traffic using transport layer security (TLS)

authentication of desktop messaging users and remote voice mail servers
submitting messages to CallPilot

monitoring of suspect SMTP network activity

For detailed information, refer to the following CallPilot Manager online
Help books:

Creating a messaging network O Encryption
Creating a messaging network 0 SMTP security

20
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Network broadcast capability
If networking or NM Sisinstalled, you can permit selected mailbox owners
to send location broadcasts or network broadcasts.

For detailed information, refer to the following CallPilot Manager online
Help books:

s Creating amessaging network 0 Network and location broadcasts
m Creating amessaging network 0 Message delivery options

Network Message Service in multiple time zones

All switch locations can be located in the same time zone, or in different
time zones from the CallPilot server (local site). If one or more switch
locations are located in a different time zone from the CallPilot server, you
should define the time zone for each location. This resultsin time and date
stamps on messages and voice prompts to be indicated in the user’stime
zone, instead of in the time zone of the CalPilot server.

For detailed information, refer to the following CallPilot Manager online
Help books:

m Creating amessaging network O Switch locations
» Reconfiguring the CallPilot server O Configuring the CallPilot server

Creation of multiple remote mailboxes in a single operation

You can use the Auto Admin feature to create a group of remote mailboxes
in asingle operation. All mailboxes added as a group must be based on the
same user creation template.

For detailed information, refer to the CallPilot Manager online Help book
“ Administering mailboxes at a remote location.”

Names Across the Network

A CallPilot feature that allows the spoken names of message senders to be
reproduced at recipient sites. If asender does not exist at the recipient site as
aremote user, atemporary remote user is added to the site with the sender’s
text name and spoken name.

Administrator’'s Guide 21



CallPilot administration overview Standard 1.0

Names Across the Network eliminates the need for a system administrator
to manually add a permanent remote user and record a spoken hame on the
user’s behalf.

For detailed information, refer to the CallPilot Manager online Help topic
Creating a messaging network 0 Messaging server sites and locations [
“Configuring the local messaging server”

Enhanced mailbox use from a mobile phoneset

If speech activated messaging is installed, selected mailbox owners can use
voice commandsinstead of key commands to use their CallPilot mailboxes.

CallPilot 2.02 speech activated messaging enhancements provide

n the"Goodbye, CallPilot” voice command

m easy switching between voice commands (Speech activated messaging)
and DTMF commands

= access to e-mail messages from a mobile phoneset

Goodbye, CallPilot
Mailbox owners can use the new voice command “ Goodbye, CallPilot” to
easily close their mailboxes when they are using a mobile phoneset.

No specia configuration is required.

Easy switching between voice commands and key commands
Mailbox owners using speech activated messaging can simply pressakey to
switch to DTMF commands and back again. Refer mailbox owners to the
CallPilot Speech Activated Messaging User Guide.

No specia configuration is required.

Access to e-mail messages from a mobile phoneset

If the new keycoded feature E-mail-by-Phone (Text To Speech) isinstalled,
you can provide mailbox class members with the ability to use voice
commands to listen to their e-mail messages over a mobile phoneset in any
of 10 languages.

22
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See “ Permitting mailbox class members to listen to e-mail messages over a
phoneset” on page 347.

Enhanced mailbox use from a personal computer

Desktop messaging enhancements include

mailbox use and management via My CallPilot from any personal
computer running either Internet Explorer 5.0 or later, or Netscape 6.2 or
later

remote text notification of new or urgent messages

My CallPilot
The CallPilot desktop messaging license also permits each desktop
messaging user to access My CallPilot.

My CallPilot is a suite of web-based applications for CallPilot mailbox
owners. It provides a central graphical interface for managing messages,
mailbox and messaging options.

My CallPilot includes

CallPilot Messages (also known asweb messaging): A section in the My
CallPilot application for managing CallPilot and e-mail messages. It lets
mailbox owners access their messages anywhere Internet access is
available.

CallPilot Features. A section in the My CallPilot application that
enables mailbox owners to select and modify mailbox and messaging
options.

Useful Information: A section in the My CallPilot application that
includes reference information and online guides for CallPilot mailbox
owners.

The applications and features in My CallPilot that are available to mailbox
ownersis determined by the software installed on the system and privileges
assigned by the CallPilot administrator.

Administrator’'s Guide 23
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For detailed information, refer to

m  CallPilot Desktop Messaging and My CallPilot Installation Guide
» CallPilot Desktop Messaging and My CallPilot Administration Guide

Remote text notification

Remote text notification of new or urgent messages is provided with the
basic CallPilot product. You can permit selected mailbox ownersto usethis
new unified messaging component.

Note: When a CalPilot 1.07 system is upgraded to CallPilot 2.02, mailbox
owners with remote notification capability are automatically given remote
text notification capability.

For detailed information, see “Message natification options” on page 63.

Enhanced backup and restore capabilities

CallPilot Manager provides enhanced backup and restore capabilities as
well as simplified processes. Both significantly reduce the workload for
CallPilot administrators.

Dynamic archive capability

When you add or delete mailboxes or administrators, you do not have to
manually add or delete them to or from a user archive that has been defined
to store information that includes the new information. Thisis because the
user archive backup process employs CallPilot Manager search functions to
automatically update the archive as you back up information. See “Using
mailbox (user) archives’ on page 215.

24 CallPilot
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Simplified processes
CallPilot 2.02 provides streamlined backup and restore processes.

You can For detailed information, see

Back up the entire CallPilot systemtoa = *“Scheduling backupsto tape or disk”
tape drive or to aremote disk drive on on page 202

your LAN. = “Performing animmediate backup to

tape or disk” on page 207

Use the same process to back up » " Scheduling backupsto tape or disk”
m system configuration information on page 202
» mailbox information = “Performing animmediate backup to

tape or disk” on page 207

custom system prompts

custom applications and services

Use CallPilot Manager to “Monitoring the status of abackup or
= Monitor the status of abackup or ~ 'estore operation” on page 196
restore operation.

m Review the details of a prior backup
or restore operation.

Define a user archive around any of the “Using mailbox (user) archives’ on

user search criteria. page 215
Restore information archived for all “Using mailbox (user) archives’ on
deleted mailboxes only. page 215

Easier delegation of administrative tasks

CallPilot 2.02 administrators need to set up and apply access classes before
they can delegate administrative tasks.
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CallPilot 2.02 administrators can immediately define any or all of the
following types of administrator:

n full administrator without mailbox: A CallPilot Manager user without
mailbox privileges. Typically, an offsite support technician.

m global administrator: A mailbox owner who has been granted accessto
al CalPilot Manager functionality.

m specialized administrator: A mailbox owner who has been granted
access to specified CallPilot Manager functions.

Typically, aspecialized administrator islocated at the customer site and
performs ongoing maintenance such as resetting mailbox passwords and
changing mailbox owner information. For example, you can grant any
mailbox owner the right to reset passwords for other mailbox owners
before you make the system available to your users.

For detailed information, see Chapter 4, “ Delegating administrative tasks.”

Expanded search functionality

Your ability to search for CallPilot mailbox information is expanded so that

m You can use aquick search, an advanced search or a saved search when
you back up to, or restore from, mailbox (user) archives.

= You can base search criteria directly on the data e ements that have been
entered on the CallPilot server.

The Search Criterialist provides data elements (for example, mailbox
number, last name, or first name) on which you can base search criteria. To
facilitate location of the data element you need, the list is organized into
groups that reflect the labels on user and mailbox property sheets, such as:
General, DNs, Fax Options, and Remote Notification.

For detailed information, see Chapter 12, “Finding mailboxes,
administrators, or directory entries,” on page 281.

26
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Ease of use with other messaging solutions

In addition to the default phoneset interface for callers and mailbox owners,
CallPilot provides the following aternate phoneset interfaces:

s CallPilot menu interface;: Commands for mailbox owners and calers
provided by a voice menu defined as a custom application

m CallPilot alternate command interface: Voice prompts used by the
organization’s alternate user interface.

For detailed information, see Chapter 21, “ Configuring CallPilot services”
Section D: “ Configuring Symposium Voice Services support,” on page 415.

Enhanced addressing capabilities

CallPilot 2.02 provides the following addressing enhancements:

= support for mixed area/city codes

= enhanced broadcast capability

m support for pause characters and number signsin DN addresses

Support for mixed area or city codes

In high-density population areas, a call to an area with a different area code
isoften treated as alocal call because new area codes are introduced to
accommodate all the telephone numbers required for arearesidents. You can
use CallPilot Manager to configure the CallPilot server to distinguish
between local and long distance callsin high-density population aress.

Network broadcast capability

If networking or NMSisinstalled, you can permit selected mailbox owners
to send location broadcasts or network broadcasts. See “ Enhanced
management of the messaging network” on page 20.

Support for pause characters and number signs

CallPilot 2.02 allows mailbox owners to use desktop messaging or My
CallPilot to configure timed pauses and authorization or access codes within
DN addresses.
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Note: The phoneset interface does not support this enhancement.

You can use CalPilot Manager to include pause characters and required
number signs in telephone and fax addresses, including the following
special-purpose DNs:

= mailbox revert DN

» default Printing DN (fax-capable mailboxes only)

= remote notification DN

For detailed information, see
» Desktop Messaging and My CallPilot Administration Guide
» My CallPilot User Guide

m CalPilot Manager online Help topics listed when you look up pause
charactersin the index

Succession CSE 1000 switch connectivity

CallPilot 2.02 supports connectivity to the Succession CSE 1000 switch.

For detailed information, see the CallPilot Installation and Configuration
Guide for your server platform.

Symposium Voice Services support

Symposium Voice Services support allows customers who install multiple
keycoded unified messaging components (for example: fax messaging,
desktop messaging and My CalPilot, or E-mail By Phone) to purchase a
CdlPilot system with integrated Symposium Voice Services features.

CadlPilot provides the following functionality:

n full backward compatibility with current Meridian Mail Voice Services

= migration from Meridian Mail of voice prompts, aswell as VR and
ACCESS ports
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= new voice prompt editor

CalPilot Application Builder will reside on the same server as
Symposium Web Client 4.0.

m allocation of up to 95 CallPilot voice channels for Voice Services support
CdlPilot System Administrator needs to maintain two sets of call channels:
m oneset for regular CallPilot standard features

s one set for ACCESS voice item maintenance

For more detailed information, see Chapter 21, “ Configuring CallPilot
services’ Section D: “Configuring Symposium Voice Services support,” on
page 415.
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What's new about the documentation?

The CalPilot 2.02 documentation incorporates the following major
changes.

m The CallPilot I nstallation and Configuration Planner replacesthe

CallPilot Getting Started quick reference.

The new document provides planners and distributors with an end-to-end
view of the CallPilot installation and configuration tasks to make a
CallPilot system functional for a customer. The document is available
both as a printed document and as a PDF file from the CallPilot
Documentation CD. The PDF document contains hyperlinks to the
installation and configuration procedures to which it refers.

CallPilot Manager online Help isthe primary sour ce of procedural
information.

The CallPilot Administrator’s Guide provides more detailed conceptual
information and instructions for locating relevant online Help topics.

ATTENTION  Tpq only procedures detailed in this guide are those not

included in CallPilot Manager online Help.

The CallPilot Monitoring and Security for the Administrator guide has
been integrated into the CallPilot Administrator’s Guide.

The CallPilot Administrator’s Guide provides an end-to-end view of how
to set up and configure a CallPilot system. It is available only in PDF
format and contains only those procedures referenced in the CallPilot
Installation and Configuration Planner. The CallPilot Administrator’s
Guide (thisguide) providesinstructions for locating relevant online Help
topics.
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About CallPilot administration

Introduction

Once your switch isinstalled and provisioned and your CallPilot server is
installed and configured, set up avery basic CallPilot system. After that has
run smoothly over a period of routine maintenance, extend the system
functionality to meet the requirements of your organization and users.

Local or remote administration over an IP connection

Typically, you administer and maintain the CallPilot server over an IP
connection between the server and one or more personal computers. You log
onto the server viaa URL, with auserid (mailbox number) and a password.

You can use either of the following Web browsers to administer CallPilot:

m Internet Explorer 5.0 or later
m Netscape 6.2 or later

You can use Internet Explorer to administer CallPilot either at the local
machine or from a personal computer on the customer LAN. If you want to
use Netscape 6.2 to administer CallPilot, you must use a remote personal
computer

ATTENTION Netscape must not be installed on the CallPilot server.

See also
See “Remote administration over aLAN or dialup connection” on page 32.
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What is CallPilot Manager?

CallPilot Manager is the web-based application used to connect to a
CallPilot server. Once you have connected to the server, you can create and
maintain the information the server uses to provide CallPilot messaging
services to authorized mailbox owners.

This information includes

m Uuser groups and permissions
m System settings

m  Mmessaging service settings

= maintenance and diagnostics

See also
See “Logging on to the CallPilot server with CallPilot Manager” on
page 122.

Remote administration over a LAN or dialup connection

In the event that your IP service is not available, you can use third-party
software to control the CallPilot server over adial-up connection or aLAN
connection.

Thisguideincludesinstructionsfor using the Symantec Corporation product
pcAnywhere for setting up remote administration at an administrator’s site.

Onelicensed copy of pcAnywhere Version 10.5 is provided for the server on
the CallPilot server software CD. pcAnywhere Version 10.5 isalso installed
on the server at the factory.

ATTENTION Toinstall pcAnywhere Version 10.5 on the remote personal

computer, you must purchase a separate license for the
remote personal computer.
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See also
Chapter 5, “Configuring dial-up access to the CallPilot server,” on page 149

Delegation of administrative tasks

CallPilot Manager encompasses diverse functionality. The administrators
who use it can be distributors, support technicians, or regular day-to-day
administrators of customer systems.

When you use CallPilot Manager, you can delegate administrative tasks
among different administrators. For example, you can set up your CalPilot
system so that a user group administrator controls user accessto CalPilot
messaging services while a network administrator controls system
configuration and backups.
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CallPilot Manager administrator shortcuts

The CallPilot Manager home page includes shortcuts for tasks that CallPilot
administrators perform regularly, such as adding a user or resetting a

mailbox password. The shortcuts that appear depend on the CallFilot
Manager functions that you are permitted to use.

A CallPilot Manager - Microsoft Internet Explarer provided by Nortel Networks [_[=]=]
File Edit View Favortes Tools Help ﬁ
- . 0 A Qa3 TR Bl - P
Back Fonward Stop  Refiesh  Home Search  Favorites  History Mail Print Edit Discuss  RealGuide
Address [81 hitp.fsunbirdicpmgudetaultasp =] @60 ||Lnks?
|
NERTEL o CaliPilot Manager
LDAP se v cpiDZ0 | Mailbox Number: 080000
Home User v System v  Maintenance v  Messaging » Tools v  Help v
Location * Home
Welcome to CallPilot Manager
Callpilot
oy 1] @“ Configuration Wizard
v Manager Reset Password
af" Agglication Builder
Add User
@ CallPilot Reporter
[ Copyright ® 2001 Nortel Networs Corporation and s licensors. All fghts resemed.
|
&] Done

[ | @ ntemet

For example, shortcuts to Reset Password and Add User appear only if you
have User Administration rights.

See also
Chapter 4, “Delegating administrative tasks,” on page 133
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About this guide

Introduction

The Administrator’s Guide provides the information you need to

m  Set up user and messaging administration of a CallPilot system
m perform frequent or routine administrative tasks

m extend the functionality of a CallPilot system

= system monitoring and troubleshooting information

See also
“Related information products’ on page 37

Assumptions

This guide assumes that

m the CalPilot server has been correctly installed and is operational

m the switch has been installed and provisioned to support your CallPilot
system

If the CallPilot server has not been installed, then install it before
proceeding. For installation instructions, refer to the CallPilot Installation
and Configuration binder for your server model.
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Skills you need

Switch technology experience or knowledge

Knowledge of, or experience with, one or more of the following productsis
recommended:

s Meridian 1 (M1) PBX equipment, X 11 release 23c and greater
m  Succession CSE 1000 equipment
s Microsoft Windows NT, 95, or 98

PC experience or knowledge

Knowledge of, or experience with, the personal computer used as the
administrative PC is assumed. For more information on these products,
please refer to the documentation provided by the manufacturer.

Other experience or knowledge

Other types of experience or knowledge that can be of use include

= network management
m Client/server systems
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Related information products

Introduction

The following CallPilot technical documents are stored on the CallPilot
documentation CD that you receive with your system. The documents are
also available from the following sources:

n  CalPilot Manager

= My CalPilot

m the Nortel Networks Partner Information Center (PIC) at
http://my.nortelnetwor ks.com

You require auser ID and password to access the PIC. If you do not have
aPIC account, click Register to request an account. It can take up to 72
hours to process your account request.

You can print part or al of aguide, asrequired.
Note: To order the documents that are available in printed format, contact
your Nortel Networks sales representative.

Planning and migration guides

Use these guides before you install CallPilot to help plan your system, or to
plan amigration of data from Meridian Mail to CallPilot:

Document titles NTP number
Planning and Engineering Guide 555-7101-101
Installation and Configuration Planner not applicable

Meridian Mail to CallPilot Migration Utility Guide  555-7101-801
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Installation and configuration guides

The following guides describe how to install the following:

s CdlPilot server hardware and software
m desktop messaging and My CallPilot software

The My CalPilot software contains a Useful Information area that
provides access to the end-user guidesin Acrobat PDF format.

Document titles NTP number

Desktop Messaging and My CallPilot 555-7101-505
Installation Guide

Installation and Configuration Guide for your server Refer to your
model binder for your
Thisis abinder that contains the following five NTP numbers.
documents:

m Part 1: Installation and Maintenance Overview

m Part 2: <Server model> Server Hardware
Installation

s Part 3: <Switch name> and CallPilot Server
Configuration

m Part 4;: Software Installation and Maintenance

s Part 5: <Server model> Server Maintenance and
Diagnostics
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Administration guides

The following guides provide specialized information to help you configure
CdllPilot, administer and maintain it, and use its features:

Document titles NTP number
Administrator’s Guide 555-7101-301
Reporter Guide 555-7101-310
Application Builder Guide 555-7101-325
Desktop Messaging and My CallPilot 555-7101-503

Administration Guide

Networking guides

The following guides describe how to plan, install, set up, and troubleshoot
the CallPilot networking services.

Document titles CallPilot release NTP number
Networking Enhancements Guide 2.02 555-7101-507
Networking Planning Guide 2.02 555-7101-100
NMS Implementation and 2.02 555-7101-302
Administration Guide

AMI S Networking Implementation 2.02 555-7101-303
and Administration Guide

Enter prise Networking 2.02 555-7101-304
Implementation and Administration

Guide

Integrated AMIS Networking 2.02 555-7101-305
Implementation and Administration

Guide
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Document titles CallPilot release NTP number

VPIM Implementation and 1.0 555-7101-306
Administration Guide

Note: The CalPilot 1.0 networking guides remain unchanged since
CallPilot 1.0. For instructions on how to configure the networking services
on CdlPilot, refer to the CallPilot Manager online Help.

End user guides

The following guides are intended for CallPilot mailbox owners:

Document titles

Unified Messaging What's New Card

Unified Messaging Quick Reference Card

Unified Messaging Wallet Card

Menu Interface Quick Reference Card

Alternate Command I nterface Quick Reference Card
Command Comparison Cards

Multimedia Messaging User Guide

Fpeech Activated Messaging User Guide

Desktop Messaging User Guides

My CallPilot User Guide

E-mail Notification User Guide
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Troubleshooting

The CallPilot Troubleshooting Reference describes symptoms that can
appear on al CallPilot server platforms, and describes waysto resolve them.

The CallPilot Troubleshooting Referenceis written for Nortel Networks
distributors and technical support representatives; thereforeiit is not part of
the customer documentation package. It is continualy being updated by
Nortel Networks and is available from the Nortel Networks Partner
Information Center (PIC) at http://my.nortelnetworks.com.

You require auser ID and password to access the PIC. If you do not have a
PIC account, click Register to request an account. It can take up to 72 hours
to process your account reguest.

Note: If you are not a Nortel Networks distributor, then contact your Nortel
Networks technical support representative for assistance.

Using online sources

CallPilot administration online Help
The CallPilot Manager and CallPilot Reporter software contain
administration online Help areas that provide access to

m technical documentation in Acrobat PDF format
= online help topicsin HTML format.

To access online information, use either of the following methods:

m Click the orange Help button at the top of any page to access the
Administration Help area.

m Click the grey Help button on any page to display atopic that relatesto
the contents of the page.

For more information about using these Help systems, access the CallFilot
Manager Help, open the Getting Started book, and click “Navigating
CallPllot Manager help”
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The Application Builder software contains a Windows Help system as well
as context-sensitive help (available by clicking the ? button and then afield
or labdl).

CallPilot online Help for mailbox owners

The My CallPilot software contains a Useful Information areathat provides
access to the end-user guidesin HTML format. Online user guidesin
Acrobat PDF format are also available from the Useful Information online
Help.

To access online Help for the currently selected My CallPFilot tab, click the
Help button on the upper-right corner of the My CallPilot page.

Desktop messaging provides product-specific Windows Help for groupware
clients (Microsoft Outlook, Novell GroupWise, and Lotus Notes). The
stand-alone version of CallPilot Player also provides addressing and
troubleshooting information for Internet mail clients.

Contacting technical support
Contact your distributor’s technical support organization to get help with
troubleshooting your system.

Contacting Nortel Networks

If you have comments or suggestions for improving CallPilot and its
documentation, contact Nortel Networks at the following web site address:

http://www.nortel networks.com/call pilot_feedback
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Chapter 2
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Overview

Introduction

This chapter describes the following key features, services, and capabilities
available with CallPilot 2.02.
» built-in features, services, and capabilities
m Voice messaging and call answering services and features
m outcalling services
» addressing capabilities
= message notification capabilities
= backup and restore features and capabilities
= monitoring and security features
= mailbox administration capabilities
m keycoded features and services
= networking
s fax (multimedia) messaging
m Speech-activated messaging
m desktop messaging and My CallPilot
= E-mail by Phone
= Application Builder services
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Section A: Built-in features and
services

In this section
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Backup and restore capabilities 68
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Overview

Introduction
Built-in CallPilot services do not must be purchased by the customer.

Additional CalPilot servicesinclude

m keycoded features and services
m custom services developed in Application Builder

See also
m  Section D: “Keycoded features and services,” on page 105

m Section E: “ Custom applications (Application Builder services),” on
page 117

Security feature

Since you can control access to some built-in features and services, some
configuration is required to make them available to mailbox owners and
callers.

See also
m “Revert DN feature” on page 51
m “Call sender feature” on page 52
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Voice messaging and call answering
services

Introduction

All CalPilot mailboxes have voice messaging and call answering
capabilities. Whenever callersdial a mailbox owner who does not answer
the call, they reach the CallPilot mailbox and hear the voice prompt
provided by the CallPilot call answering service. Typically, the mailbox
number is the mailbox owner’s primary extension DN.

Call answering service

Call answering service provides the opportunity for acaller to leave a
message for amailbox owner who does not answer acall. Callers are
presented with a greeting and then prompted to |eave a message.

Voice messaging service

Voice messaging services provide all mailbox owners with the capability to
compose, send, retrieve, and manipul ate voice messages from amailbox, by
using commands entered on the phoneset keypad. Whenever callersdial the
voice messaging service DN (SDN), they hear voice prompts.

In addition to playing messages, a Vvoice messaging service enables mailbox
owners and callersto do the following:

m Record greetings and a spoken name.
m Play message header information.

m  Compose and send messages to mailboxes or telephones on or off the
local CallPilot messaging network.

m Configure messagesto be sent at alater time.
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= Reply to amessage (either to the sender or to the sender and all
recipients) or forward it.

» Tag messages as urgent or private.

m Tag messages to request notification when the recipient has received or
played the message.

»  Send the caller to a human attendant (the revert DN feature).

m Call the sender of a message (the call sender feature).

Configuration requirements and options

The primary CDN configured on the switch is added to the SDN Table as
the primary voice messaging service when CalPilot isinstalled. The
installer can add other CDNs to the SDN Table either during installation or
by running the Configuration Wizard at alater time.

Administrators with accessto CallPilot Manager Service Directory Number
functionality can do the following:

= Add additional voice messaging CDNsto the SDN Table as needed.
m Re-alocate channelsto support resource management.

Custom prompts

CalPilot supplies alist of basic prompts for each language installed on the
CdlPilot server. If you install the CallPilot Player, CallPilot Manager
Custom Prompts functionality can listen to the supplied prompts and
customize them to suit your reguirements.

Once a custom prompt is created, the prompts administrator can

» select either the supplied or the customized prompt
m edit the customized prompt as often as necessary
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Controlling costs with dialing restrictions and permissions

To control telecom costs, you can configure different dialing permissionsfor
different groups of mailbox class owners. An administrator with accessto
the CallPilot Manager Mailbox Classes functionality must apply, for each
mailbox class, the appropriate restriction permission list (RPL) to the
following voice messaging features:

m revert DN
s thru-dia
s cal sender

Revert DN feature

The DN to which callers are forwarded when they press 0 during a messaging or call
answering session is referred to asthe revert DN. You might want to permit some
mailbox owners to use the revert DN feature to place domestic or
international long distance calls while restricting others to internal or local
off-switch calls only.

Thru-dial feature

The thru-dial feature enables a mailbox owner, caller, or CallPilot serviceto
transfer to another DN by dialing O followed by the DN.

Custom application developers can use the Application Builder Thru-Dial
block to configure services that require the thru-dial process.

You might want to permit some mailbox owners, callers, or Application
Builder servicesto use the thru-dial feature to place domestic or
international long distance calls and restrict othersto interna or local off-
switch calls only.
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Call sender feature

The call sender feature of the voice messaging service enables a mailbox
owner using the default voice messaging phoneset interface to dial the
sender of avoice message. The mailbox owner can press 9 during message
playback to place acall to the sender. The call isplaced if the calling line ID
(CLID) isknown and if the assigned RPL permits calls to the CLID. You
might want to permit some mailbox ownersto use the call sender feature to
place domestic or international long distance calls and restrict other sto
internal or local off-switch calls only.

Note: Call Sender is available from both the CallPilot telephone interface
and desktop messaging.

Express voice messaging service

The express voice messaging service enables callers to leave a message
directly in a CallPilot mailbox. The call does not ring the mailbox owner’s
phoneset. Whenever callers dial the express voice messaging SDN, they are
prompted to specify the mailbox number, and then to leave a voice message.
An express voi ce messaging service can be configured to automatically send
messages to a specific mailbox.

Express voice messaging service provides the following capabilities:

m |t providesashortcut to callerswho want to |eave a voi ce message to one
or more mailbox owners.

m |t enables callers who reach a human attendant to |eave a message for a
mailbox owner. The attendant conferences in the express voice
messaging SDN and enters the desired mailbox number, and then drops
out of the call.

» |t enablescallers who reach avoice menu to leave amessage directly ina
mailbox.

» |t enables an administrator to set up a guest mailbox without associating
it with aphoneset. A visitor to asite can collect messages without having
a phoneset designated for his or her personal use.
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Configuration requirements

The CDN or phantom DN configured on the switch as the express voice
messaging service can be added to the SDN Table either when CallPilot is
installed or at alater time by an administrator with access to CallPilot
Manager Service Directory Number functionality.

Alternate phoneset interfaces

CallPilot can be configured to permit use of an alternate phoneset interface
that is similar to awidely-used command-based or a widely-used menu-
based phoneset interface. Use of either of these alternate interfaces means
that you do not have to force mailbox owners who are accustomed to a
different interface to learn unfamiliar phoneset commands.

ATTENTION Since an aternative user interface supports only core

messaging functions, the mailbox owner must use the
CdlPilot voice messaging interface, desktop messaging, or
My CallPilot to access advanced fax (multimedia)
messaging and mailbox administration functions.

The mailbox number

All aternate interface users must have mailbox numberswith the configured
number of digitsto allow logon by entering the mailbox and password as a
single string of digits without the usual mailbox terminator (#) required for
standard CallPilot. Although CallPilot mailbox numbers with fewer digits
are accepted if mailbox owners supply the terminator, thisis not
recommended.

ATTENTION L ogons viaan alternate phoneset interface to mailboxes

with more than the defined number of digits fail
because CallPilot assumes that all input received after
the defined number of mailbox digitsis part of the
password.
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Access control

A Session Profile setting in the SDN definition controls whether or not the
SDN interface style overrides the mailbox owner’s preferred style. If this
setting is disabled, calersto the standard Voice Messaging SDN are
presented with the mailbox owner’s preferred phoneset interface (CallPilot
menu interface or CallPilot alternate command interface) following initial
access to the mailbox.

Configuration requirements and options
No special installation or switch configuration is required.

Thefollowing list describes Call Pilot server configuration requirements and
options:

1. Anadministrator with access to CallPilot Manager Service Directory
Number functionality must configure CallPilot to present these new
mailbox owners (following initial logon) with phoneset commands that
are similar to those to which they are accustomed.

2. An administrator with access to CallPilot Manager Messaging
Management functionality must configure the number of digits required
for each mailbox configured to use an alternate phoneset interface.

3. Anadministrator with access to CallPilot Manager Mailbox Classes
functionality must configure mailbox classes to enable mailbox owners
to use either the CallPilot voice messaging interface or an aternate
phoneset interface.

4. Anadministrator with access to CallPilot Manager User Administration
functionality must ensure that the appropriate mailbox classis assigned
to new and existing mailboxes.

See also

= Section C: “Configuring alternate phoneset interfaces,” on page 405
m  “Configuring mailbox classes,” on page 343

m “Changing amailbox owner's mailbox class’ on page 302
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Outcalling services

Introduction

Outcalling services use the connected switch to make calls to tel ephones or
faxphones that are not associated with CallPilot mailboxes.

Outcalling servicesinclude

m delivery to telephone (DTT)

m delivery tofax (DTF)

= remote notification (RN)

ATTENTION Outcalling services can enable mailbox ownersto send

voice or fax messages to external DNs on the public
network. This means that these services can incur toll
charges for the calls they make. You can apply restriction
permission lists (RPLS) to control unauthorized charges.

Availability to customers

Outcalling services are provided with all CallPilot systems. Customers can
use mailbox classes to enable outcalling services for specified mailboxes
only.

Delivery to telephone

Enable delivery to telephone (DTT) for mailbox ownerswho must be ableto
compose and send voice messages to on-switch or off-switch DNs that are
not associated with CallPilot mailboxes. CallPilot calls the number and then
plays the message to the recipient, who has the opportunity to record areply
to the message.
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Delivery to fax

Enable delivery to fax (DTF) for mailbox owners who must be able to print
fax messages or send fax items to on-switch or off-switch DNs that are not
associated with CallPilot mailboxes.

For example, sales staff may must fax product descriptions to customers.

Remote notification

Remote notifications can be sent to pagers or to telephones that are not
associated with a CallPilot mailbox.

Enable remote notification (RN) for mailbox owners who must be informed
of new or urgent CallPilot messages immediately, even when they are away
from their office phonesets.

For example, al technical support staff must be able to be notified
immediately whenever a message arrives at a help desk.

See “Message notification options’ on page 63.
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Addressing capabilities

Introduction

Callers use telephone numbers to address Call Pilot mailboxes. CallPilot
requires dialing information to translate a number into a dialable number
(DN).

Dialing information

Dialing information consists of

m information required to dial out from the local switch and access a
private (ESN) or public network

m information required to distinguish certain area/city codes which are
used for either local calls or long distance calls, depending on the
destination DN

CallPilot uses dialing translation definitions to determine how to treat DNs
with mixed area or city codes. Mixed area or city codes can be either local
or long distance for alocation, depending on the exchange code.

Pause characters
Include a pause character in aDN to insert a 2-second pause between digits.
Pauses are not supported for internal DNs.

You may require pauses in a dialable number

m to accessan external line

= towait for the recipient system to answer acall before entering an access
code or mailbox number

In CallPilot Manager, you can use pause charactersin the revert DN, default
printing DN, or remote notification callback DN.

Note: The phoneset interface does not support entering pause characters.
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Number sign support
Mailbox owners must include the number sign (#) in a dialable number to
terminate entry of access codes or authorization codes that follow the PSTN.

CallPilot does not support the use of number signsin internal DNs.
In CallPilot Manager, you can use the number sign

m inthedefault printing DN
= in combination with pause characters

Configuration requirements
An administrator with accessto CallPilot Manager Messaging Management
functionality must configure dialing information.

See also
m “Specifying off-switch dialing prefixes’ on page 352
m “Handling mixed area or city codes’ on page 355

Addressing messages to non-mailbox numbers

Addressing messages to non-mailbox numbers is referred to as outcalling.

CallPilot outcalling services are
m delivery to telephone (DTT)
m delivery tofax (DTF)

= remote notification (RN)

Delivery to telephone

Delivery to telephone (DTT) isthe CallPilot service that allows mailbox
owners to compose and send voice messages to phonesets, whether or not
they have mailboxes associated with them.

DTT replaces the Meridian Mail Delivery to Non-User (DNU).
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Delivery to fax
Delivery to fax (DTF) isthe CallPilot service that allows users to send faxes
to internal or external faxphones.

Note: Before amailbox owner can send or receive fax messages, fax
capability (akeycoded feature) must be installed and the mailbox owner
must belong to a mailbox class with fax capability enabled.

Configuration requirements

= Anadministrator with access to the CallPilot Manager Outcalling
Administration functionality must configure the addressing prefixes and
dialing codes for delivery to telephone (DTT) and delivery to fax (DTF).

m  Anadministrator with access to the CallPilot Manager Mailbox Classes
functionality must apply the appropriate restriction permission list (RPL)
to each mailbox class.

= Anadministrator with access to the CallPilot Manager User
Administration functionality must ensure that the appropriate mailbox
classis assigned to each mailbox owner.

See also

m “Outcalling services’ on page 55

m “Remote notification of new or urgent messages’ on page 65

m “Monitoring and security features’” on page 75

= “Changing a mailbox owner's mailbox class’ on page 302

m  “Configuring mailbox classes,” on page 343

» “Defining address prefixes for both DTT and DTF” on page 359

Addressing groups
For the purpose of sending a single message to alist of recipients, CallPilot
supports

m personal distribution lists (PDLS)
m shared distribution lists (SDLs)
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m broadcast messages

Personal distribution lists

When mailbox owners create personal distribution lists (PDLS) from their
phonesets, those lists are available only to the creator. Each PDL allowsthe
user to send arecorded message to al the mailboxes contained in the list. A
mailbox owner can create up to 99 personal distribution lists, each
containing a maximum of 200 addresses. An address can be, for example, a
local or remote mailbox, a shared distribution list.

Shared distribution lists

Shared distribution lists (SDLs) are similar to PDLSs, except that they are
created by administrators. Maintaining a comprehensive list of SDLs
optimizes your server’s capacity because it minimizes the need for mailbox
owners to create their own PDLSs.

ATTENTION Each SDL adds one address to a message recipient list,

regardless of the number of addressesin the SDL. Each
PDL addsthe total number of addressesin the PDL to a
message recipient list. For example, an SDL with ten
entries adds one address, whilea PDL with ten entries adds
ten addresses.

Configuration requirements
An administrator with access to CallPilot Manager Mailbox Classes
functionality must set up mailbox classes that permit accessto SDLs.

See also
Chapter 15, “Maintaining shared distribution lists’
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Broadcast addresses

A mailbox owner uses a broadcast address to address a message that is
intended for all recipients at the local server, another location, or in the
entire messaging network.

Broadcast capability

CallPilot supports

= nO broadcast capability
= |ocal broadcast capability only

m both local broadcast and network broadcast (includes location broadcast)
capability, if anetworking solution isinstalled

Local broadcasts
A voice message that is delivered to all of the mailbox owners on the local
systemis called alocal broadcast.

A mailbox owner uses abroadcast mailbox to send a message to all mailbox
owners at the local site. The broadcast mailbox is automatically defined on
CalPilot as 5555. An administrator with accessto CallPilot Manager

M essaging M anagement functionality can change the broadcast mailbox
number

Location broadcasts

A voice message that is sent to al mailbox owners at a specific remote site
or switch location in the messaging network isreferred to as alocation
broadcast.

A mailbox owner specifies the location broadcast number when composing
the message from a mailbox with broadcast capahility.

Network broadcasts

A message that is sent to all mailbox owners at both local and remote sites
(including switch locations) in the messaging network is referred to as a
network broadcast.
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A mailbox owner specifies the network broadcast number when composing
the message from a mailbox with broadcast capability.

Configuration requirements
For local broadcasts:

An administrator with access to CallPilot Manager Messaging
Management functionality must define broadcast message numbers.

An administrator with access to CallPilot Manager Mailbox Classes
functionality must set up mailbox classes that permit local broadcast
capability.

An administrator with access to CallPilot Manager User Administration
functionality must ensure that mailbox owners are assigned a mailbox
classwith local broadcast capability enabled.

For location and network broadcasts:

Networking (a keycoded service) or Network Management Service
(NMS) must be installed on the CallPilot server.

Broadcast message capability must be enabled between the local
CallPilot server and remote messaging servers.

Remote messaging servers must run either Meridian Mail Release 12 or
later, or CallPilot 2.0 or later.

An administrator with access to CallPilot Manager Mailbox Classes
functionality must set up mailbox classes that permit network broadcast
capability.

An administrator with accessto CallPilot Manager User Administration
functionality must ensure that mailbox owners are assigned a mailbox
class with network broadcast capability enabled.

See also

“Networking solutions” on page 107

“Changing a mailbox owner's mailbox class’ on page 302
“Configuring mailbox classes,” on page 343

“Defining the broadcast message numbers’ on page 397
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Message notification options

Introduction

CallPilot provides message notification options to address the following
scenarios:

m The mailbox has a dedicated phoneset and DN.

= An assistant must sometimes use his or her phoneset to answer a
manager’s telephone.

m  Themailbox is associated with one of several DNs associated with a
single phoneset. (Several mailbox owners share a phoneset.)

»  Themailbox has no dedicated phoneset. (It might be aguest mailbox or a
suggestion box It might support a helpdesk staffed by a team of
individuals who take calls on their own phonesets.)

= More than one mailbox is associated with asingle DN. (For example,
thereis a single phoneset extension for several workers on a shop floor.
Workers can use express voice messaging to leave each other messages.

Methods of message notification

CallPilot supports the following types of notification of new messages.
m phoneset/desktop message waiting indication (MWI)

= remote voice message notification to a telephone

m remote text notification to an e-mail device

Note: MWI By DN is an X11 software feature introduced in Release 24. It
allows configuration of phoneset keysto indicate waiting messages for each
mailbox associated with asingle phoneset. MWI DN isauseful option when
mailbox owners have their own extensions but share a phoneset.
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Phoneset and desktop message waiting indication

The message waiting indicator (MWI) is activated whenever the mailbox
receives a message that meets the criteria specified in the message waiting
indication options specified for the mailbox.

The MWI depends on the user interface:

On adigital phoneset, the message waiting indicator lights up.
On an analog phone, the dial tone may be stuttered.

If desktop messaging (a keycoded feature) isinstalled and enabled: On
the desktop, the message waiting indicator is an icon in the form of ared
phone.

The MWI DN isthe extension which indicates that a message is waiting.

Configuration requirements
MWI is configured for each mailbox. The default isto indicate all new
messages.

Before a group of new mailboxes is added to a CallPilot server, an
administrator with access to CallPilot Manager User Administration
functionality can configure the MWI setting (All New, All Urgent and
Unsent, New Urgent, or None) in the user creation template

To change MWI for an existing mailbox, an administrator with access to
CallPilot Manager User Administration functionality must search
CallPilot to display the mailbox properties and then change the setting.

See also
The CallPilot Manager online help topic “ Changing message waiting
indication for a mailbox”
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Remote notification of new or urgent messages

Remote notification isaservice that calls mailbox owners at a specified DN
whenever new messages arrive in their mailboxes. This serviceisintended
for people who must be aware of new messages immediately, such as
doctors, salespeople, or support staff.

CallPilot can send natificationsto other phonesets (ahome or cell phoneset),
or to pagers or paging services.

m If amailbox owner is notified at another phoneset, he or she can use the
same phoneset to log on to his or her mailbox and listen to the messages.

m If amailbox owner is notified at a pager, he or she must log on to
CallPilot to retrieve new messages.

Configuration requirements
RN is configured for each mailbox.It must be enabled in the mailbox class
assigned to the mailbox.

m  Anadministrator with accessto CallPilot Manager Mailbox Classes
functionality must

m Enable remote notification capability.
m  Set default remote notification options for mailbox class members.

m Before agroup of new mailboxesis added to a CallPilot server, an
administrator with access to CallPilot Manager User Administration
functionality can configure remote notification options that are common
to the group, such as a notification retry strategy.

» After agroup of new mailboxesis added to a CallPilot server, an
administrator with access to CallPilot Manager User Administration
functionality can override the options set for the group or configure
individual information, such as the remote notification callback number.

See also

The CallPilot Manager online help topics “ Setting remote notification
options for mailbox class members” and “ Configuring remote notification
for amailbox owner”
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Remote text notification of new or urgent messages

Remote text notification is a service that sends an e-mail notification
message to mailbox owners when new messages arrive in their mailboxes.

This serviceisintended for people who must be aware of new messages
immediately, such as doctors, salespeople, or support staff.

CallPilot can send notification messages to any e-mail device that supports
the SMTP protocol, including desktop e-mail clients, personal digital
assistants (PDAS), and paging devices that support e-mail.

When mailbox owners receive a notification message, they can log on to
CadlPilot to retrieve new messages.

Configuration requirements

1. Anadministrator with accessto CallPilot Manager Messaging
Management functionality must configure a notification device class
with service provider settings for any communications service that
supports the SMTP protocol.

2. An administrator with access to CallPilot Manager User Administration
functionality must configure the e-mail notification options for mailbox
owners.

m Beforeagroup of new mailboxesis added to a CallPilot server, an
administrator with access to CallPilot Manager User Administration
functionality can configure e-mail notification options that are
common to the group, such as enabling Wireless And E-mail MWI
and specifying the notification device class.

m After agroup of new mailboxesis added to a CallPilot server, an
administrator with access to CallPilot Manager User Administration
functionality can override the options set for the group or configure
individual information, such as the e-mail address of the mailbox
owner's e-mail account to be used for CallPilot message waiting
indication
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See also

For information about configuring remote text notification on the CallPilot
server, refer to the following CallPilot Manager online help topic
“Configuring remote text notification (e-mail notification of waiting

messages).”
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Backup and restore capabilities

Introduction

CallPilot Manager provides backup capabilities for full system backups and
archives.

An administrator with access to CallPilot Manager Backup and Restore
functionality can do the following:

= Use both backups and archivesto copy datato tape or to disk.

m Back up and archive files to server tape or to aremote disk drive.
m Schedule backups and archives or perform them immediately.

m Restore archived information.

= Monitor the status of abackup or restore operation.

Full system backups

Perform full system backups frequently and at regular intervals to do the
following:

=  Save and restore acomplete set of system and multimedia datafilesfrom
your CallPilot server, in the event of disk drive failure or corrupted or
lost configuration and messaging data.
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m Protect against dataloss due to theft or damage caused by natural
disasters.

ATTENTION  Nortel Networks recommends that you schedule periodic

backups (even on servers equipped with RAID):

m Backups protect against data loss due to software
problems (for example, file system corruption, registry
corruption, and failed upgrades), undetected disk errors,
double faults, and human error.

m Backups and archives are useful for migration to a
different CallPilot platform.

How IPE and tower and rackmount system backups differ

All IPE systems are shipped with one drive. Tower and rackmount systems
are shipped in either of the two following configurations:

= aserver with only one drive
m aserver with three drives

If your tower and rackmount system has three drives, you can back up the
entire system, or you can back up a specific drive. This option is useful if a
drive will be replaced.

Restoring data from system backups

ATTENTION  your distributor is responsible for using your backups to

return the server to the state it was in when the backup was
created.
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Archives

Archives are copies of multimediafiles from CallPilot. Archives
specifically back up Application Builder applications, personal user data
(such as greeting, messages, and personal distribution list), and customized
voice prompts.

CallPilot supports the following archive types.

m  User archives store all CallPilot configuration information about
mailboxes, mailbox owners, and administrators.

ATTENTION You can select the information to includein asingle

archive by defining search criteria for the archive. You
can also select archived mailbox information to restore.

m  Prompt archives store all custom prompts recorded in a single language.

ATTENTION You cannot selectively restore customized prompts

from aprompt archive.
m  AppBuilder archives store custom applications created using Application
Builder.
How an archive differs from a system backup

Use both backups and archives to copy datato tape or to disk. You can back
up and archive files to server tape or to a remote disk drive. Both can be
either scheduled or performed immediately.

Archives and full system backups differ with respect to purpose, limitations,
and impact on the system.
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Purpose
Archives Full system backups

To support recovery from
inadvertent deletions of auser’'s
messages or mailbox, personal
distribution lists (PDLS),
customized prompts, and custom
applications.

To port custom applications from
another system.

To port mailboxes and
administrators from another
system.

To save acomplete set of system
and multimedia data files from
your CallPilot server in the event
of disk drive failure or corrupted
or lost configuration and
messaging data.

Torestore thesefilesto return the
server to the state it wasin when
the backup was created.

To protect your system against
data loss due to theft or naturd
disasters.
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Limitations

Archives Full system backups

m Archivesdo not save switch-related = You cannot perform or
setup, operational measurement data, schedule a complete system
event logs, alarms, system security backup to alocal disk.
settings, the networking setup, or
gueues of undelivered and time-
delayed messages.

» If you restore one or more messages
from a user archive, they are added to
the messages currently in the
destination mailbox. The mailbox
owner may complain that deleted
messages re-appear in the mailbox.

= You cannot selectively restore
customized prompts from a prompt
archive.

= You cannot selectively restore
datafrom a system backup.

Impact on the system

Archives Full system backups

You can restore data from an archive Since backups compete with

without taking the CallPilot system out  services for system resources,

of service. schedule backups to run during
off-peak hours.

Configuration requirements

Before archives can be scheduled or performed, an administrator with
access to CallPilot Manager Backup and Restore functionality must define
the backup destination. Backup devices for full system backups are
predefined.
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To define a selective user archive, an administrator with access to CallPilot
Manager Backup and Restore functionality must be familiar with

m guidelinesfor defining a set of user archives
= understand how to use the User Administration search functions

See also
m Chapter 8, “Backing up and restoring CallPil ot information”
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Overview

Introduction

To manage system resources effectively, you must be able to monitor server
performance and allocate channels in a multimedia environment.

CallPilot Manager provides the tools to monitor

m Server performance

m call channels and multimedia channels

m CalPilot server disk space

» the CallPilot database

These monitoring tools include
m aams
= events
= reports

Note: CallPilot Reporter provides the tools you must run system status
reports.

See also
» Chapter 22, “Monitoring the CallPilot server and resources’
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Finding information about the CallPilot
server

Introduction

You can use CallPilot Manager to

m View server settings
m monitor server performance

Viewing server settings

You may need Server Settings information when you communicate with
product support personnel.

The Server Settings information includes

m alist of features and servicesinstalled on the CallPilot server
m aresource list showing the capacity of the CallPilot server

m adescription of the switch connected to the CallPilot server
m the seria port settings of the CallPilot server

Performance Monitor

Performance Monitor enables you to view the server’s operating conditions.
You can use the information from this window to determine whether your
system has sufficient processor capacity, memory, or storage space. You can
also use this information to improve the efficiency of your system. For
example, to improve daytime performance, you can reschedul e eventsto run
at night, when the server is not as busy.
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Collecting information for system reports

The CallPilot Reporter feature provides the tools you must run system status
reports.

You can use CalPilot Manager to configure the report data to collect. The
administrator shortcuts on the CallPilot Manager home page provide alink
to the Reporter program.

Running reports

The Reporter utility provides predefined reports to help you monitor service
usage and performance. You can also create your own custom reports.

CallPilot Reporter

ATTENTION  Renorter and CallPilot Manager must be installed on the

same server. For more information, refer to Part 4 of the
CallPilot Installation and Configuration binder.

Reporter isaweb-based application that hel ps you analyze and manage your
CallPilot system. Reporter converts raw statistics from your server into
easy-to-read on-screen reports which you can then

= print on adaily, weekly, or monthly basis
m export to avariety of file formats
m customizefor easier reading

Since CallPilot Reporter isweb-based, no reports or operational
measurement data are stored on a personal computer; they are stored on the
CallPilot server.

Availability to customers
Reporter is packaged with the CallPilot software.

78

CallPilot



May 2003 Understanding CallPilot features and services

How to access Reporter
Access Reporter from any PC using aweb browser.

You can view reports for one CallPilot server at atime in a particular web
browser window. To connect to a second server and view reports for that
server, you must open a second web browser window.

See also
m “Finding information about the CallPilot server” on page 461
= “Running system reports’ on page 463
m CallPilot Reporter Guide
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Monitoring channels

Introduction

If the CallPilot server has trouble processing incoming calls, use Channel
Monitor to view the state of call channels.

Channel Monitor

From Channel Monitor, you can

= monitor the current activity of functioning call channels, and identify
which call channels are not functioning

m identify acall channel’s physical location

You can identify a channel’s physical location by itsicon’s position on the
Channel Monitor page. Channel Monitor also displays a channel's directory
number (DN) and position (Label) in a popup when you move the mouse
cursor over the channel's check box.

Multimedia Monitor

From Multimedia Monitor, you can

= monitor the current activity of functioning call channels, and identify
which call channels are not functioning
m identify acall channel’s physical location

= identify the mediatype associated with a channel (voice, fax, or speech
recognition) and review multimedia resources allocation

An understanding of channel allocation can help you determine if you must
reconfigure the channels or add MPC-8 cards to increase the multimedia
processing capacity of the server.
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You can identify a channel’s physical location by its position on the
Multimedia Monitor page. Multimedia Monitor also displays a channel's
directory number (DN) and position (Label) in a pop-up when you move the
mouse cursor over the channel's check box.

See also
= “Monitoring call channels’ on page 466
= “Monitoring multimedia channels’ on page 468
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Monitoring disk space

Introduction

This section describes the general steps to take to maintain an even
distribution of data on your system hard disk so that it performs efficiently
and to capacity.

The performance of your CallPilot system depends, to some degree, on the
amount of available disk space. Without enough disk space, the server
cannot perform adequately. In some circumstances, the server can stop
functioning.

Nortel Networks systems are engineered to provide adequate space to meet
your data storage and system operation requirements. You must, however,
monitor disk space occasionally to ensure space does not become too
limited.

Disk partitions

The CallPilot server isformatted in the following two disk partitions:

m The MultimediaFile System (MMFS) contains messages and greetings
and other changing CallPilot data.

= The database includes administrative information such as user profiles,
which include user names and directory numbers, and operational
measurements (OMs), which are raw data about the system.
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What monitoring disk space involves

For the most part, monitoring disk space involves watching for alarms. You
can, however, take a more active role by monitoring the following units of
storage:

Nortel directory disk space

You can determine the percentage of free disk space for the fixed disk
containing the Nortel directory using the Server Performance Monitor
(SPM).

For more information on monitoring the Nortel directory disk space, see
“Monitoring Nortel directory disk space” on page 472.

MMFS volumes

The MMFS volumes store all voice and fax messages, and other related
multimediafiles, such as user mailboxes, greetings, voice prompts, and
voice menus.

Of all the disk space on the system, the MMFS volumes are most likely to
fill up first. Monitor them frequently to determine any changes in usage
patterns.

For more information on monitoring MMFS volumes, see “Monitoring
Multimedia File System volumes” on page 473.

The database
The database stores all configuration information and statistics, such asthe
number of calls processed within a certain time period.

For more information on monitoring the database, see “Monitoring the
database using alarms” on page 480.
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Nightly audit

Each night, the CallPilot server performs an audit that cleans up expired
filesin the Multimedia File System and the system database.

In particular, the audit removes user messages from the MMFS that have
passed their expiry date and expired OMs from the system database. You
can configure how long OMs are stored.

See also
= “Monitoring Nortel directory disk space” on page 472
m  “Monitoring Multimedia File System volumes” on page 473
m “General methods to monitor disk space” on page 476
m “Monitoring the database using alarms’ on page 430
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Monitoring the database

Introduction

The database stores user information, system configuration information, and
various statistics that are collected by the system. You cannot monitor the

database disk space directly. However, an alarm is raised if the database
reaches its expected limit.
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Viewing and filtering server events

Introduction

Events are occurrences on the CallPil ot server, such as applications opening
or closing, or errors being reported. These events appear in

» Windows NT Event Viewer on the server
n CalPilot Manager Event Browser and Alarm Monitor

Note: The Alarm Monitor does not report information-level events.

Events are categorized by severity, as described below.

System events

System events, such as Windows NT driver events, appear as event code
40592 in the Event Browser and in the system log in the Windows NT Event
Viewer.

Security events

Security auditing is enabled on the server. Suspicious actions by a user are
logged as event code 40593 in the Event Browser and in the security log in
the Windows NT Event Viewer. Thisis an information event, so it does not
appear in the Alarm Monitor.

See also
m Chapter 23, “Viewing and filtering server events’
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Configuring mailbox security

Introduction

CallPilot Manager provides the tools for you to do the following:

m Define mailbox logon requirements for all system users.

m Enable and configure security options that control external logons and
limit the number of unsuccessful logon attempts.

m  Apply diaing restrictions and permissions both globally and selectively
to avoid unauthorized telecom charges.

Mailbox security issues, recommendations, and guidelines

Chapter 11, “Maintaining restriction permission lists,” on page 257 of this
guide provides detailed recommendations and guidelines for maintaining
mailbox security.

Restriction permission lists

Certain services and custom applications are capabl e of placing calls outside
your system onto the public network. This means they can be used to place
long-distance calls that incur toll charges.

Use of restriction permission lists (RPLs) ensures that your organization can
control toll charges and prevent unauthorized charges.

A restriction permission list (RPL) limits the DNsto which CallPilot
applications can connect.

To adequately secure the CallPilot unified messaging system, RPLs must be
applied to each of the following:

» theentire system (the global RPL)
= amailbox owner group (mailbox class RPLS)
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= anindividual application or service (application-specific RPLS)

See also
m  Chapter 10, “Configuring mailbox security,” on page 243
m Chapter 11, “Maintaining restriction permission lists,” on page 257
m “Recommendations and guidelines’ on page 244
= “Controlling access to mailboxes’ on page 251
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Monitoring suspicious activity

Introduction

If you have noticed suspicious activity on your system, use CallPilot
Security Administration features to monitor CallPilot for certain events that
you suspect are caused by hackers who have gained access to your system.
When the event you are monitoring occurs, an alarm is generated so you can
investigate immediately.

What you can monitor

You can monitor

internal and externa telephone numbers (CLIDs) from which you
suspect hackers are calling

mailboxes to which you suspect hackers have gained access

custom applications that hackers may be using for unauthorized thru-dial
activities

SMTP/VPIM IP addresses, user IDs, and FQDNs

Notification of suspicious activity

You can find out about the alarms generated by

viewing the Alarms Monitor regularly to learn of new alarms

setting up an alarm mailbox so that whenever an alarm is generated, the
system sends a voice message to the mailbox to alert you

enabling remote notification or remote text notification for the alarm
mailbox so you are notified of new aarm messages immediately at a
specified number, such as a pager or cell phone
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See also

Chapter 9, “Monitoring suspicious activities,” on page 225
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Overview

Introduction

To manage system resources effectively, you must be able to control
resource usage for mailbox class members
When you must re-allocate server resources, you can

m determine how much storage a mailbox is using
m override resource usage controls for an individual mailbox owner

User creation templates and mailbox classes are both used to manage
mailbox privileges and properties.

See also
m “Controlling chargesincurred by mailbox class members’” on page 103
= “Contralling resource usage by mailbox owners’ on page 104

User creation templates

Each template provides the default values to be applied to a new group of
mailboxes. These values include mailbox capabilities and personal
information about mailbox owners such asjob title or department.

Once you have used the templ ate to add mailboxes to the CallPilot database,
you can override default values for an individual mailbox.

Any changes made to the template have no effect on mailboxes already
based on the template.
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Mailbox classes

A mailbox class consists of a set of mailbox and messaging privileges that
you can assign to mailbox owners. When you update a mailbox class, you
automatically update the mailbox privileges of all members of that mailbox
class.

See also
m “What mailbox classes govern” on page 102
m “Customizing and configuring mailbox classes’ on page 103

A multi-administrator environment

Since mailbox administration of avery large CallPilot system requires much
administration time, CallPilot supports delegation of administrative tasks.

Administrators who manage mailbox creation and privileges support
administrators who administer mailboxes and mailbox owners.

If you are creating ateam of specialized administrators, consider giving
responsibility for maintaining user creation templates and mailbox classesto
the same administrator.

You can also create administrators to reset passwords only.

See also
m Chapter 1, “CallPilot administration overview,” on page 17
n Chapter 4, “Delegating administrative tasks,” on page 133
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Adding mailboxes

Introduction

Whether you add mailboxes individually or in groups, CallPilot Manager
leads you through the steps required to add a single new mailbox owner to
the CallPilot database.

You can add new mailboxes with only the following information:

m the name of the user creation template

m first and last names of the mailbox owner

m  mailbox number (extension DN)

m optional: any shared distribution lists to which the mailbox isto be added

You can also provide information that is common to the group being added
at the time of mailbox creation or later.

Using templates to add new mailboxes

CallPilot user creation templates provide a method for you to

m create new mailbox owners efficiently

m document the mailbox properties and user information that were applied
to groups of mailbox owners when they were first created

To use this CallPilot feature asit isintended, you must

= Mmaintain aset of user creation templates
m customize the settings for each new group of mailbox owners

You might or might not have to add user creation templates.
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Benefits of using templates

When you configure the settings in a template, those settings appear as
defaults for any new user mailbox that you create with that template. You
can then fill in the user’s name, mailbox number and password, and make
changes to the default feature settings if desired.

The templateis a starting point for creating the user. If you create a mailbox
owner or other user and then reconfigure the template, this does not affect
the settings for the already-created user.

Planning a custom set of templates

CallPilot supplies abasic set of user creation templates. When you first
configure your CallPilot system, decide which of the supplied templates you
need and then customize each to suit your needs.

Adding mailboxes one at a time

If you want to provide all information about a mailbox and its owner at the
time you create the mailbox, you must add the mailbox individualy.

See “ Adding mailboxes, one at atime” on page 293.

Adding alarge number of mailboxes at one time

If you must add alarge number of mailboxes at one time, use the CallPilot
Manager Auto Admin feature. You must use adatainput file to specify
information that is common to the mailboxes being created (such as
language or department). You can update information for an individual
mailbox at alater time.

See " Changing individual mailbox properties’ on page 301.

See also
= Chapter 13, “Adding and removing mailboxes,” on page 291
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» Chapter 14, “Changing mailbox information,” on page 297
m  Chapter 17, “Using templates to create new mailboxes,” on page 329
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Responding to change requests

Introduction

A mailbox owners can request changes to his or her mailbox configuration
under any of the following circumstances.

= The mailbox owner cannot access the mailbox.

m  The mailbox owner requests an upgrade in mailbox capacity or
functionality.

»  The mailbox must be customized to accommodate an atypical scenario.
m  The mailbox owner’s personal information has changed.

Correcting access problems

When amailbox owner cannot access his or her mailbox it might be because
of aforgotten password or because the mailbox has been disabled.

If you supervise ateam of CallPilot administrators, you might also need to
reset CallPilot Manager passwords.
Changing mailbox capabilities

The mailbox class assigned to the user’'s mailbox determines the mailbox
capabilities.

When amailbox owner changes job functions, you might need to assign a
more appropriate mailbox class to that user.

See " Changing individual mailbox properties’ on page 301.
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My CallPilot

Mailbox owners can use My CalPilot to reset passwords and update
mailbox information.

Customizing a mailbox to accommodate an atypical scenario

You may be asked to configure

mailboxes to handle fax deliveries and fax machine overflows
separate mailboxes when the owners share a phoneset
separate mailboxes when the owners share an extension

amailbox for messages for a group with no single phoneset (such asa
help desk)

amailbox for occasional guests
amailbox where callers can |eave suggestions

allowing an assistant to answer a manager’s phoneset when they have
separate mailboxes

See “ Customizing mailboxes for special purposes’ on page 306.

Updating a mailbox owner’s individual information

Mailbox information includes

the personal information associated with the mailbox
mailbox storage capacity

the set of mailbox capabilities (mailbox class)

the E-mail By Phone voice gender

the mailbox language

notification of callers whenever the mailbox owner is using a phoneset
extension

automatic playback of new messages whenever the mailbox is accessed
notification of new or urgent messages to an external (off-switch) DN
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= achange in message waiting indication

= overriding the message blocking defaults set for the associated mailbox
class

See “ Changing individual mailbox properties” on page 301.
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Listing mailboxes that meet specific
criteria

Introduction

You must list mailboxes that meet specific criteria whenever you must
update mailbox information.

CadlPilot provides the following methods for finding mailboxes, mailbox
owners, and speciaized administrators:

m Find a specific user by name or mailbox number.

m Define a set of search criteriathat describes a group of mailboxes,
mailbox owners, or administrators.

m Re-use asaved search.

Quick search

When you must find a specific user by name, mailbox number, or
department, the quick user search is convenient to use.

Advanced search

When you must find a group of usersthat satisfies certain search criteria, an
advanced search is appropriate.

You can specify a set of up to three search criteria. You base search criteria
on information that is stored in the CallPilot database. After you define all
search criteria, you can specify whether the search must meet al criteriaor
any one criterion.

100 CallPilot



May 2003 Understanding CallPilot features and services

Search criteria

The Search Criterialist provides data el ements on which you can base
search criteria. To facilitate location of the data type you need, thelist is
organized into groupsthat are labeled similarly to groups of settingsthat can
be configured for mailboxes and mailbox classes.

See " Examples of search criteria’ on page 289.

Saved searches

Saved searches are available to any administrative user with access to user
search functionality.

For efficient administration, an administrator who is comfortable with
defining criteria can create, test and save user searches. Then they are
available to any specialized administrator with access to user search
functionality.

See also

m Chapter 12, “Finding mailboxes, administrators, or directory entries,” on
page 281
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Managing mailbox privileges

Introduction

A mailbox class consists of a set of mailbox and messaging capabilities that
you can assign only to those mailbox owners who need those capabilities.

When you update a mailbox class, you automatically update the mailbox
privileges of all mailbox class members.

CalPilot includes supplied mailbox classes to provide you with a starting
point to group mailbox owners. You can create custom mailbox classes to
suit special needs.

ATTENTION

Plan mailbox classes carefully before you add mailboxes.
Re-applying mailbox classes to existing mailbox classesis
done individually. It may be more efficient to remove the
mailboxes and then use the Auto Admin feature to add
them with the new mailbox class specified in the datainput
file.

What mailbox classes govern

Use mailbox classes to specify the following for mailbox class members:

mailbox storage capacities and other resource usage controls
call answering options

message delivery options

keycoded features they are permitted to use

diaing restrictions and permissions for CallPilot messaging features and
services that use the thru-dial function
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Customizing and configuring mailbox classes

You might need to customize the supplied mailbox classes before you apply
them to user creation templates or to individual mailboxes.

To customize amailbox class, use either of the following methods as they
suit your organization’s plans.

m Make basic changes to the supplied template.

m Create new specidized templates by copying the modified basic template
and then make specific changes to the speciaized templates.

Controlling charges incurred by mailbox class members

Some features and custom applications can place callsto the public network.
This means they can incur toll charges.

Since you can assigh RPLs to amailbox class, you can apply different
restrictions to different mailbox owner groups. For example, you may allow
salespeople who are assigned to one mailbox classto send DTT messagesto
on-switch and local numbers only, whereas you may alow executivesin
another classto send DTT messages to certain long-distance area codes.

Recommendations
When you plan RPLs and their application to the features that members of
the mailbox class can use, consider

» the cdling requirements of the members
m therestrictions necessary for cost management and security of your
system

When you modify an RPL, the modifications automatically apply to all
features to which the RPL is assigned.

Maintain a change log that identifies each RPL and the features to which it
isapplied. Use it to date and record all changesto the RPL.

Administrator’'s Guide 103



Understanding CallPilot features and services Standard 1.0

Controlling resource usage by mailbox owners

Use mailbox classes and individual mailbox settingsto allocate resourcesto
those mailbox owners who need them most.

When you configure these options, consider the amount of disk space on
your system and the basic requirements of the members of the mailbox
class.

To control the amount of server space required by each mailbox class
member, you can override, for mailbox class members, the following:

m the amount of storage alowed for al messages

= message blocking options

m thelength of time that reviewed messages are retained
m  message archival capability

Examples

= You can alow your executive mailbox owners or sales mailbox owners
to continue to receive messages even if their mailboxes are full.

= You can alow groups of mailbox ownersto keep fax messages aslong as
they keep voice messages, while forcing other groups to delete fax
messages sooner.

See also

Chapter 18, “Using mailbox classes to manage mailbox privileges,” on page
339
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Section D: Keycoded features and
services

In this section

Overview 106
Networking solutions 107
Fax (multimedia) messaging 111
Speech activated messaging 113
Desktop messaging and My CallPilot 114
Email-by-Phone 115
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Overview

Introduction

CadlPilot provides the following keycoded unified messaging components:
m fax messaging
See “Fax (multimedia) messaging” on page 111.

m speech-activated messaging
See * Speech activated messaging” on page 113.

m desktop messaging and My CallPilot
See “ Desktop messaging and My CallPilot” on page 114.

s E-mail By Phone
See “ Email-by-Phone” on page 115.

Use mailbox classes to enable these features for mailboxes.

Availability to customers
CallPilot customers can purchase keycoded unified messaging components:

individually when they purchase CallPilot, or they can upgrade the CallPilot
server to add one or more keycoded components.

Platform availability

All CalPilot platforms support al unified messaging components.
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Networking solutions

Introduction

CallPilot supports the following types of networking solutions:
= VPIM Networking

m Enterprise Networking

»  AMIS Networking

m  Network Message Service (NMS)

Availability to customers

When you purchase CallPilot Networking, all networking solutions, except
for NMS, are available for your site. See “Network Message Service” on
page 108.

During installation of CallPilot, you can select the networking solutions you
want to install.
VPIM Networking

VPIM Networking provides CallPilot with the capability to exchange
multimedia messages over a standard data communications network.
M essages can contain voice, fax, or both.

You can use VPIM Networking to network with other CallPilot systems
(including CdlPilot 150 and BCM), existing Meridian Mail Net Gateway
(MMNG) systems, Norstar, or other third-party VPIM-compliant systems.

Enterprise Networking

Enterprise Networking is Nortel Network’s proprietary analog networking
protocol for voice messages.

Administrator’'s Guide 107



Understanding CallPilot features and services Standard 1.0

You can use Enterprise Networking to network with other CallPilot systems
or existing Meridian Mail systems that support Enterprise Networking.

AMIS-Analog Networking

AMIS-Analog Networking allows users to exchange messages with users of
any voice messaging systems that support the AMIS protocol. This protocol
is an industry-standard protocol for exchanging voice messages over the
telephone line. Its feature set is more limited than those of other networking
solutions.

You can use AMIS-Anaog Networking to network with other CallPilot
systems, existing Meridian Mail systems, Norstar, or other third-party
AMIS-compliant systems.

Network Message Service

For Meridian 1 switches and Succession CSE 1000 systems, Network
Message Service (NMS) permits one CallPilot messaging server to provide
messaging services to users on more than one switch location. In this
configuration, a single server connected to one switch can provide services
to anumber of switches interconnected with the appropriate trunks.

Platform availability

Enterprise, AMIS, and VPIM Networking, and NM S are supported on all
CallPilot platforms.
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Channel requirements
All AMIS and Enterprise networking solutions reguire voice channels.

Networking solutions can also use multimedia and speech recognition
channelsif the resources are available.

VPIM Networking does not require voice channels. Messages are
transmitted over the data network.
Limits within networking

Certain limits exist within networking to restrict the number of sites. The
following table details these limits:

Iltem Limit
Number of private network sites 500
Number of ESN codes 30

Number of CDP steering codes per switch location 500

Number of open VPIM network sites 500
Number of NM S satellite locations 59
See also

Refer to the CallPilot 1.0 Networking Planning Guide for detailed
information on selecting the type of networking appropriate for your site.
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Channel requirements

If amailbox has fax messaging or speech recognition capability, then fax
channels or speech recognition channels are required.

ATTENTION  Exch call that is received by a fax-capable mailbox is

serviced by afax channel (the equivaent of two voice
channels), regardless of whether or not the caller intendsto
leave afax.

Similarly, each call that is received by a speech-capable
mailbox is serviced by a speech recognition channel (the
equivalent of four voice channels).

Limits
When you plan and configure a Call Pilot system with optional unified
messaging components, consider imposing the following limits:
m 99 persona distribution lists (PDL), with 200 entries per PDL
» 150 shared distribution lists (SDL), with up to 999 entries per SDL
= maximum number of mailboxes:

m |PE platform: 8000
m tower and rackmount platforms: 20 000
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Fax (multimedia) messaging

Introduction

A CallPilot mailbox owner can create, send, and receive messages with both
voice and fax items only if the mailbox class that is assigned to the mailbox
has fax capability enabled.

Creation of messages with both voice and fax items

M essages that contain both voice and fax items can be created in either of
the following ways:

= A mailbox owner records a voice annotation for an existing fax message
and then forwards the new message.

= A mailbox owner appends a fax message to a voice message via desktop
messaging or My CallPilot and sends the new message.

Delivery of messages with both voice and fax items

For messages that contain both voice and fax items, CallPilot assumes that
the address is either atelephone number or afax number.

The items delivered depend on the device that receives the message

IF a message is

delivered to a THEN the result is that

Fax machine only the fax item is delivered. The message originator
receives a non-delivery notification for the voice item of
the message.

Answering machine if an answering machine receives the call and initiates a
fax carrier tone at any point during the voice item delivery,
the DTT service transfers the message to the DTF service.
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IF a message is
delivered to a

THEN the result is that

Touch-tone
telephone

depends on whether the DTT service is enabled for the
mailbox owner and is configured to require DTMF
confirmation.

m If DTMF confirmation is configured, when the
recipient indicates DTMF capability (by pressing akey
at any point during the DTT session) he or sheis
prompted to select voice recording or fax delivery, or
both. If the recipient has access to afax machine, he or
she can receive the fax or transfer the call to the fax
DN.

m If DTMF confirmation is not configured, the recipient
hears the voice item. After the messageis delivered
and aresponse isrecorded (if thereis one), the DTT
service transfers the call to the DTF service and
attempts fax delivery. If the telephoneis a faxphone,
the fax item is also delivered. If not, the originator
receives anon-delivery notification for the fax item.

Personal computer

if the computer has a voice mail and fax card, both voice
and fax itemsare delivered. If not, the originator receivesa
non-delivery notification for the fax item.

Channel requirements

If amailbox has fax messaging capability, then fax channels are required.

ATTENTION

Each call that isreceived by a fax-capable mailbox is
serviced by afax channel (the equivaent of two voice
channels), regardless of whether or not the caller intendsto
leave afax.
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Speech activated messaging

Introduction

Speech activated messaging is a voice messaging service that is enabled by
speech recognition technology. It can be used as an aternativeto DTMF
commands.

Speech activated messaging enables mailbox ownersto speak commands
for mailbox navigation, as well as playing, recording, composing and
sending messages.

Itis particularly useful for

» areaswith low DTMF penetration

= mailbox ownerswho are likely to check their e-mail messages with their
hands free (for example, while driving).

Channel requirements

If amailbox has speech recognition capability, then speech recognition
channels are required.

ATTENTION  Eoch call that is received by a speech-capable mailbox is

serviced by a speech recognition channel (the equivalent of
four voice channels).
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Desktop messaging and My CallPilot

Introduction

Desktop messaging and My CallPilot give mailbox owners access to their
CallPilot messages from their PC. Mailbox owners can play back or record
voice messages on the PC if it is equipped with a sound card and
microphone, or they can choose to use the telephone. Mailbox owners can
view fax messages on any PC with a supported Web browser or print them
to afax machine.

Limitations on the number of PCs running the software

Thereisno limit to the number of PCs that can run the desktop messaging
software. Thereis, however, alimit on the number of mailbox users who can
access the Desktop server at one time—a maximum of 1000 concurrent
userson a200i or 201i server, and 5000 concurrent users on a 501t, 702t,
1001rp, or 1002rp server.

LAN requirements
Nortel Networks recommends that you connect the desktop messaging
client to the Customer LAN.

Platform availability

Desktop messaging and My CallPilot are supported on the Windows XP,
Windows M E, Windows 95, Windows 98, Windows 2000, and Windows
NT 4.0 platforms.

See also

For information about engineering Desktop messaging clients, refer to the
CallPilot Desktop Installation Guide (NTP 555-7101-505).
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Email-by-Phone

Introduction

The Email-by-Phone feature enables mailbox ownersto listen to e-mail
messages over atelephone in much the same way as they listen to voice

messages.

See also

“Permitting mailbox class members to listen to e-mail messages over a
phoneset” on page 347 and “ Configuring and troubleshooting
Email-by-Phone” on page 427.
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Section E: Custom applications
(Application Builder
services)

In this section

Application Builder 118
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Application Builder

Introduction

Application Builder is agraphical software program that allows the
administrator to create custom applications with both voice and fax
functionality that callers can access by dialing telephone numbers.

You can run Application Builder while connected to a CallPilot server, or on
its own.

Custom applications

Custom applicationstypically use voice menusto provide optionsto callers.
A caller experiences an application only through its voice recordings.
Callersreceive hard-copy information from an application through fax.

To make an application available to callers, add it to the CallPilot SDN
Table.

Different levels of Application Builder

CallPilot provides two Application Builder options:

m basic Application Builder, to create applications with voice functionality
only

= Application Builder with fax option, to create applications with either or
both voice and fax functionality

Availability to customers

Basic Application Builder software is packaged with the CallPilot software
and isinstalled as part of the CallPilot installation on the CallPilot server.

The customer can purchase Application Builder with fax option.
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Platform availability
Basic and Application Builder with fax option are supported on al CallPilot
platforms.

Channel requirements

Application Builder requires voice channels for voice-supported
applications, such as voice menus and announcements.

If Application Builder with fax option is purchased, fax channels must be
provisioned.

For more information on calculating the number of voice and fax channels
required to support Application Builder, refer to the CallPilot Planning and
Engineering Guide (NTP 555-7101-101).
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Limits within Application Builder

Certain limits exist within Application Builder to restrict the number of
itemsin an application. The following table details these limits:

Item Limit
Number of Application Builder | 200i server 500
services

201i server 500

Note: For the 702t, 100rp, and | 702t, 1001rp, 1002rp servers:
100229 rackmount servers, up to

2500 applications can be saved on Drive D 500
three volumes. Drive E 100
Drive F 100 2500

Levels of servicesimported into an Application Builder service | 20

Number of faxes stored in an Application Builder service 3000

Number of voice promptsin an Application Builder service 3000

You can install and run Application Builder on more than one personal
computer.
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In this chapter

Logging on to the CallPilot server with CallPilot Manager 122
Determining the CallPilot server status 127
Defining servers and locations for logon 128
Setting security options for CallPilot Manager sessions 130
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Logging on to the CallPilot server with
CallPilot Manager

Introduction

You must use aweb browser to log on to and administer the CallPilot 2.02
server.

ATTENTION  Callpilot Manager can be installed on the CallPilot

server or on a stand-alone server. If CallPilot Manager is
installed on a stand-alone server, you must know the
CallPilot Manager server’s host name or IP address, as
well as the CallPilot server’'s host name or |P address.

Logon process

Thelogon processis completed in two stages:

1. Launch the web browser (on the CallPilot server, or on any PC that has
network access to the CallPilot server).

The web browser on the CallPilot server is configured to automatically
connect to the CallPilot Manager web server. If you launch the web
browser on a PC, you must specify the URL for the CallPilot Manager
web server.

The URL syntax is http://<web server host name or IP address>/cpmgr/.

2. Log on to the CallPilot server with an administrator’s mailbox number
and password.

Note: When CallPilot Manager is connected to a CallPilot 2.02 Server

from a client, enter the actual CallPilot server name or IP address in the
Server box to login. If you enter “local host” instead of the actual CallPilot
server name, the administrator cannot connect Application Builder to the
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CallPilot server when starting it from CallPilot Manager Web page and
calls to telset cannot be made to play or record greetings.

See also

Part 4 of the CallPilot Installation and Configuration binder, “Logging on
to the CallPilot server with CallPilot Manager.”
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To point the browser to the CallPilot server and log on to
CallPilot Manager

1 Launch the web browser on a PC or on the CallPilot server.

2 Type the CallPilot Manager web server’s URL in the Address or Location
box of the web browser, and then press Enter.

Example: http://sunbird/cpmgr/

Result: When the connection is established, the CallPilot Manager
Logon page appears.

3 CallPilot Manager - Lagin - Microsoft Internet Explorer provided by Nortel Networks HEIE|
Fle Edit Wiew Favoritss Tools Help ‘
ol 0 D A Q (xd <3 - = B . E
Back Fonyard Stop  Refesh  Home | Search Favories  History Mail Print Edit Discuss  RealGuide
Adeess [] hipjrsunbird jepmarlagin.asp ~] 6o HLmks =
=

User:

Mailbox Number: jpooooo
(78 CallPilot e

P Manager _Login |

Server:

7
r 7 ) Preset server list: |Enter data manually ¥

NEQRTEL

PEDORKE Server: [sunbird security
Location:

Selecting a CallPilot Server:
Select a server and location from the list of preset servers, or enter the server name (or IP acdress)
The location field s required only If the indicated server has Network Message Service [NMS). In this
case enter the name of the location where your mailbox resides

|

@] Dore [ [ 25 Localinvanst

Note: The URL automatically appears as
http://<web server host name or IP address>/cpmgr/login.asp.

3 Type the administration mailbox number and password.

The supplied administrator mailbox number is 000000. The default
password is 124578,
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4 Do one of the following:

If connection information has been preconfigured, you can select a
server or location from the Preset server list box. See “Defining
servers and locations for logon” on page 128.

If Network Message Service (NMS) is not installed on the CallPilot
server that you are connecting to, type the CallPilot server’s host
name or IP address in the Server box.

If Network Message Service (NMS) is installed on the CallPilot server
that you are connecting to, type the CallPilot server’s host name or IP
address in the Server box, and then type the name of the switch
location on which the administration mailbox resides in the Location
box.

If you are using Microsoft Internet Explorer: To reuse information you
entered during a prior session on the same PC, do the following:

a.Clear the contents in the box.
b.Click once inside the box.

c.Choose the item you need from the list that appears.
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5 Click Login.

Result: The main CallPilot Manager page appears.

'3 CallPilot Manager - Home - Microsoft Internet Explorer

File Edit View Favorites Tools Help

= 5 % I3 A A . o4 | iz

S e el B e el L X R S
Back Forward Stop Refresh  Home | Search Favortes History | Mail Print (=i Discuss

=] @60 || Links | Norton Antiv

Address [£1 ./ fsunbird/cpmegr/defauliasp

e CallPilot Manager

ilhoy Number: 000000

LDAP server: sunbird |

Home User v System v  Maintenance ¥  Messaging ¥ Tools ¥  Help v

Lacation =+ Horme:

Home

Welcome to CallPilot Manager

CallPilot

- Reset Password @ Configuration Wizard
Manager sk
1 @ Add User E@' Application Builder

@ Download Player

NERTEL
NETWORKS'

RN 000 Copyright® 2002 Nortel Networks Corporation and its licensors, All rights reserved.

€1 Done | | 8Localintranet
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Determining the CallPilot server status

Introduction

Before you can administer the CallPilot server, it must bein operation.

System Ready Indicator

CallPilot Manager displays a System Ready Indicator (SRI) that shows the
current status of the CallPilot server. Use the SRI to monitor CallPilot server
status at all times and identify problems with CallPilot call processing.

The SRI appearsin the upper right corner of each CallPilot Manager web
page. Theicon indicates the current CallPilot server status. For detailed
information about the server status, click the SRI. The status information
appearsin a separate window.

Ilcon Status

ﬂ Starting - CallPilot server is starting up.
ﬂ Ready - CallPilot server isin full operation.

ﬂ Warning - Calls are being processed but some accompanying
: services are not functioning.

ﬂ Failure - Calls are not being processed.

ﬂ Unknown - Status information about the CallPilot server is
currently unavailable.
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Defining servers and locations for logon

Introduction

If CallPilot administrators are responsible for more than one CallPilot
server, use CallPilot Manager to configure any CallPilot server in your
messaging system. Define the connection settings for the Call Pilot serversin
your messaging system so that administrators can quickly select aserver and
NMS location when they log on to CallPilot Manager. You can add or
remove specific servers as required.

Getting there: Preferences O Preferences page O List of logon shortcuts for
this web server

|53 CallPilot Manager - Add Connection Option - Microsoit Internet Explorer
File Edt View Favortes Tools Help
Back - = - (D [A) & Qoeach [GaFavoies (FHisow [N G - EH R
Aicress [{] hite://cpi0001/cprn/Preterences prefedi asp =] 6o | nks 7|
Ef

EE CailPilot Manager B

LDAF server: epiD001 | Mailbox Number 000000

Home Userv System v Maintenance *  Messaging v Tools v  Help =

Location = Prafarences % Add Connaction Optian

Add Connection Option

Sove | Cancel | Help

Steps to configure a login connection option

1. Specify the computer name or [P address ofthe CallPilot sarver and then click on Verify Connection’

CallPilot Server Verlty Connection
Sove || Cancel | Help

— Copyight © 2001 Nortel Networks Corporation and its licsnsors All rights resamved

|

&] Dore [ | |T% Localintianet
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Looking up procedures in CallPilot Manager online Help

To display arelevant Help topic, click the Help button on the page. Look up
procedures for adding and removing servers and locations by opening the
Delegating administrative tasks book in the Help Contents.
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Setting security options for CallPilot

Manager sessions

Introduction

You can enable Secure Socket Layer (SSL) to encrypt data transmissions
between the CallPilot Manager client and the CallPilot web server. You can
set default security options for servers defined in the CallPilot Manager
Preferences, and specify whether these defaults always apply to other
CallPilot servers you configure with CallPilot Manager.

ATTENTION

SSL requires additional bandwidth. Consider the available

bandwidth and CallPilot Manager traffic in your system
when you decide which SSL option to use.

SSL options

SSL must be enabled both on the web server and in the client web browser

to secure communications

Option

Result

Never

No data transmissions are encrypted.

For the entire session

All datatransmissions are encrypted
until you log out of CallPilot
Manager.

Only for logon and password
changes

Only mailbox and password data
transmissions are encrypted.
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Allowing other administrators to modify security options

You can do either of the following:

= Allow administrators to select security options for undefined servers at
logon

m  Always apply the default security options to pre-defined or manually
specified server.

Getting there: Preferences 0 Preferences page
3

CallPilot Manager - Preferences - Microsolt Intemet Explorer
Eile

Edt Wiew Favoites Tooks Help

GBack - =& - @ 43| @Seach [iiFavoites (Hioy | B~ 20 @3- 5 R

Address [&] bt/ opil001 Aepmar/Preferences/ reflist asp

=] @i ||l >>‘
NERTEL
NETWORKS™

CaliPilot Manager B
LDAF server: cpi0001 | Mailbex Number: 000000

Home  User v

System v  Maintenance v Messaging v  Tools v
o Prritones

Help v
Save | Print| Help

Default security configuration for access to manually defined servers:

SSL Enabled: [never =
SSL Pant: [636
User can madify security setfings for manually
entered CallPilot servers:
List of preset servers {login shortcuts} for this web server:
Add Dl BeleEar Feset
# [ (CalPiot Servert Loostion IDescription ISsL
Add Dl GelEaen Fieset

Save ml Help

Copyright ©2001 Nortel Natwotks Corporation and its lisansors, All ights raserved

&] Done
FAstart] Bpcan..| G el | O] B1calPi.| By Explar.| @200, | Elinbex..| REC

|
|| 5% Localintranet

A Fw: T..| Gty | sq000s. |[Eican. @unite. | [ B 320pu

Looking up procedures in CallPilot Manager online Help

L ook up the procedure for setting security options by opening the Getting
Started book in the Help Contents.
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Delegating administrative tasks

In this chapter

Overview 134
Adding full administrators without mailboxes 136
Adding mailbox owners with some administrative privileges 138
Adding an individual administrator 140
Adding a group of administrators 141
Assigning and suspending administrative privileges 142
Creating specialized administrators 144
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Overview

Introduction

CadlPilot Manager provides the functionality to perform diverse
administrative tasks.

The administrators who use CallPilot Manager can be distributors, support
technicians, or customer staff administrators.

If you are an administrator with all rights, you can

m Create and maintain a set of user creation templates and mailbox classes
to support management of a group of CallPilot administrators.

= Set up support technicians as “ administrators without mailboxes” with
all administration rights.

m Assign specific administrative privileges to mailbox owners to whom
certain tasks can be delegated. These administrators are referred to as
specialized administrators.

= Assign al administrative rights to mailbox owners. These administrators
are referred to as global administrators.

Using templates to add administrators

If you are maintaining a staff of specialized administrators

m Create a set of user creation templates (based on one of the supplied
administrator templates).

m Add agroup of administrators in a single operation.
m Update the administrative staff by adding administrators, one at atime.

Supplied administrator templates
m  Admin Only Template (see “Admin Only Template’ on page 136)
m  Administrator Template (see “Administrator Template’ on page 138)
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See also
= “About CallPilot administration” on page 31
= “Adding full administrators without mailboxes’ on page 136

= “Adding mailbox owners with some administrative privileges’ on
page 138

= “Assigning and suspending administrative privileges’ on page 142
m “Creating specialized administrators’ on page 144
m Chapter 17, “Using templates to create new mailboxes,” on page 329

m Chapter 18, “Using mailbox classes to manage mailbox privileges,” on
page 339
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Adding full administrators without
mailboxes

Introduction
Use the Admin Only Template to add a group of administrators who have

access to all CallPilot Manager administrative functions, but do not have
mailbox privileges.

Admin Only Template

The Admin Only Template has the following defaults defined:

Setting Default value
Administration Type Full User Without Mailbox
Mailbox Class Administrator

DTT DTMF confirmation required Enabled

Auto deletion of invalid PDL addresses Enabled

Information you need

= the name of the user creation template that provides information for the
administrator type (based on the Admin Only Template)

m first and last names of the CallPilot administrators
m If you are adding a group of administrators:

m the name and path of the formatted data input file that contains new
administrator information

m [f theinput datafileis an Excel spreadsheet. the name of the
worksheet on which the data is stored
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See also
= “Overview” on page 134
m “Adding an individual administrator” on page 140
= “Adding agroup of administrators’ on page 141
m Chapter 17, “Using templates to create new mailboxes,” on page 329

m Chapter 18, “Using mailbox classes to manage mailbox privileges,” on
page 339
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Adding mailbox owners with some
administrative privileges

Introduction

Use the Administrator Template to add mailbox owners with the same
access to CallPilot Manager functionality.

Administrator Template

The Administrator Template has the following defaults defined:

Setting Default value

Administration Type Mailbox owner with some
administrative privileges

Mailbox Class Administrator

Block incoming messages Never

DTT DTMF confirmation required Enabled

Auto deletion of invalid PDL addresses Enabled

Information you need

the name of the user creation template that provides information for the
administrator type (based on the Administrator Template)

first and last names of the CallPilot administrator
the set of administrative rights required by the administrator
mailbox number (extension DN)

optional: shared distribution lists to which the administrator must be
added
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= |fyou are adding a group of administrators:

m the name and path of the formatted data input file that contains new
administrator information

m if theinput data file is an Excel spreadsheet: the name of the
worksheet on which the datais stored

See also

= “Overview” on page 134

m “Adding an individual administrator” on page 140

m “Adding agroup of administrators’ on page 141

m “Creating specialized administrators’ on page 144

m Chapter 17, “Using templates to create new mailboxes,” on page 329

» Chapter 18, “Using mailbox classes to manage mailbox privileges,” on
page 339
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Adding an individual administrator

Introduction

To add administrators one at atime, use the same feature that you use to add
mailboxes one at atime: Express User Add. Use atemplate based on either
the supplied Admin Only Template or the Administrator Template.

Getting there: User 0 Add User 0 Express User Add page

/2§ CallPilot Manager - Express User Add - Microsoft Internet Explorer =&l x|

File Edt Wew Favortss Toos  Help |

GBack - = - 3 [ 4| Qoeach [GFavortes Fveda (4| By S

Address [{€] htp://cplabzanaicomar/useradminjUserfuseraddexpr.asp -] P |Lmks =

NEZE‘I’EL - CallPilot Manager ﬂ [

LOAP server: oplab230a | Mailbox Number: 000000

Home User ¥ System v Maintenance ¥  Messaging ¥ Tools ¥ Help ~

Looation = User = Add User * Express User Add

Express User Add
Add | Cancel | Advanced User Add | Help

Express Add

1. Select a user ternplate:

Template Name: |REgu\arU39rTemplale j

2. Enter the user's name.

First Mame™
Initial(s)
Last Name™

3. Enter the user's mailbox number and location.
Mailbox Mumber/Extension DN™
(Far the Remate User Template, Prefix MaiboxiDN with the Network Locstion Code.)

Location Mame: |Untitled x

4. Add the userto a shared distribution list. (Optional)

Shared Distribution List: [Mone ¥

=

[&] Dane [ [ B race ntranet

Looking up procedures in CallPilot Manager online Help
In the CallPilot Manager online Help, locate procedures for adding and
removing administrators by looking up administrator sin the Index.
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Adding a group of administrators

Introduction

To add agroup of administratorsin a single operation, use the same feature
that you use to add a group of mailboxes. Auto Admin feature. Usea

template based on either the supplied Admin Only Template or the
Administrator Template.

Getting there: User O Auto Admin

/j CallPilot Manager - Auto Admin - Microsoft Internet Explorer

=&l
File Edt Wew Favorites Tools  Help |
GBack ~ = - @ 4] A} Qoearch GiFavortes Freda 4| By S
Adiress [{€] hitp:/Jcplab230aicpmar]seradminUserfuseraddbuk. aso ] @e [k >
NORTEL CafiPilot Manager | B
LDAP server: cplab230a | Mailbox Number: 000000

Home  User v System v  Maintenance ¥  Messaging ¥ Tools ¥  Help

Location = User =+ Auto Admin
Auto Admin
Help

Auto Admin

1. Belect a user template.

Ternplate Name: |Regu\arUserTemplale j
2. Select a formatted input file that the user information will be extracted from

File Name: Browse

3. [fthe input file is an Excel spreadsheet then enter the name of the warksheet that contains the user information

Worksheet Name:

4. Click 'Upload File"

Upload File

Help

Looking up procedures in CallPilot Manager online Help

In the CallPilot Manager online Help, locate procedures for adding and
removing administrators by looking up administratorsin the Index.
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Assigning and suspending administrative
privileges

Introduction

You can assign administrative privileges to an existing mailbox owner and
suspend the administrative privileges of an existing administrator.

Assigning administrative privileges

To assign administrative privilegesto an existing mailbox owner, display the
mailbox owner’s user properties and, in the Administrative Rights box, click
“User with some administrative rights.”

After you have determined the tasks to be performed by the mailbox owner,
you can grant only those administrative privileges required to carry out the
required tasks.

Suspending administrative privileges

Once you have assigned administrative privileges to a support technician or
mailbox owner, you can suspend them temporarily if, for example, the
administrator takes a leave of absence and is expected to resume
administrative responsibilities.

See also
m “About CalPilot administration” on page 31
m “Overview” on page 134
» “Creating specialized administrators” on page 144
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Getting there: User O User Search 0 User Properties sheet

/2§ CallPilot Manager - Auto Admin - Microsoft Internet Explorer ; e =lalx|

File Edt Wew Favortes Tooks Help |

GBack ~ = - @ 4] A} Qoearch GiFavortes Freda 4| By S

Adiress [{€] hitp:/Jcplab230aicpmar]seradminUserfuseraddbuk. aso ] @e [k >

Calipilot Manager | B

LDAP server: cplab230a | Mailbax Number: 000000

Home  User v System v  Maintenance ¥  Messaging ¥ Tools ¥  Help

Location = Usar = Auto Admin

Help

Auto Admin

1. Belect a user template.

Ternplate Name: |Regu\arUserTemplale j

2. Select a formatted input file that the user information will be extracted from

File Name: Browse

3. [fthe input file is an Excel spreadsheet then enter the name of the warksheet that contains the user information

Worksheet Name:

4. Click 'Upload File"

Upload File

Help

Looking up procedures in CallPilot Manager online Help
Look up procedures for assigning and suspending administrative privileges
by looking up administrative privileges in the Index.
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Creating specialized administrators

Introduction

If you are administering a Call Pilot system with thousands of mailboxes,
you might delegate some of your tasksto specialized administrators.
Typically, aspecialized administrator is located at the customer site and
performs ongoing maintenance such as resetting mailbox passwords and
changing mailbox owner information.

A specialized administrator isamailbox owner who has been granted access
to specified CallPilot Manager functions.

Information you need
m thetasksthat will be assigned to the mailbox owner
m the set of administrative rights required by the administrator

Limitation

You cannot assign administrative privilegesto a mailbox owner on aremote
Server.

Supporting specialized administrators

If you are maintaining astaff of specialized administrators and support more
than one CallPilot server or location, define all servers and locations to
facilitate logon by administrators. See “ Defining servers and locations for
logon” on page 128.
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Administrator Template

You can set up specialized administrators with any combination of CallPilot
administrative privileges.

 CallPilot Manager - Auto Admin - Microsoft Internet Explorer

=181
File Edt Yiew Favorkes Took Help ‘
wBack + = - @ B @ | Qocarch [EFavorites Prtedia TB| B S
Adtress [&] bt icplab2ana o -] oo ks >

NEGRTEL
N KS

B CaliPilot Manager | B

Home User v System v  Maintenance v  Messaging » Tools v  Help +

Help

Auto Admin

1. Select a user template

Template Name: [Fegular User Template -~

2. Select a formatted input file that the user information will be extracted fram.

File Name: Browse.

3. Ifthe input file is an Excel spreadsheet then enter the name of the worksheet that contains the user information.

“Worksheet Name:

4. Click Upload File'

Upload File

Help

Copyight ©2002 Nortel Nebwodks Corporatian and its licansers. Al rights resenved

- |5

[ [ [BE ocalintranet

Looking up procedures in CallPilot Manager online Help

Look up procedures for assigning and suspending administrative privileges
by looking up administrative privileges in the Index.

Examples of specialized administrators you can create

The examplesin this section are based on thelist of administrative privileges
found in the Administrator Template.
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Example 1: Mailbox maintenance administrator

Mailbox Maintenance administrators can reset mailbox passwords, add
mailbox owners, delete mailbox owners, and update mailbox information.
Classify these administrators as “users with some administration rights”
with any of all of the following:

m  User Administration rights

» Shared Distribution List (SDL) Administration rights

m Backup/Restore Administration rights (to maintain and use user
archives)

m |f desktop messaging and My CallPilot are installed: My CallPilot
Administration rights

Example 2: Mailbox Privileges administrator

Mailbox Privileges administrators maintain mailbox classes to control
access to CallPilot resources. Classify these administrators as * users with
some administration rights” with any or all of the following:

»  Mailbox Class Administration rights only

m  User Administration rights (to enable maintenance of user creation
templates)

m Restriction Permission List Administration rights (to create
specialized RPLS)

Example 3: Mailbox Security administrator
Mailbox Security administrators configure mailbox access controls for all
mailboxes. Classify these administrators as* users with some administration
rights” with

»  Security Administration rights

m  User Administration rights (to confirm use of personal verifications)

m Restriction Permission List Administration rights (to create
specialized RPLS)
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Example 4: Messaging Configuration administrator
Messaging Configuration administrators specify the message delivery rules
for the entire CallPilot system. Classify these administrators as “ users with
some administration rights” with the following:

»  Message Delivery Configuration Administration rights

»  Messaging Administration rights

m Dialing Information Administration rights

= Holidays Administration rights

» |f delivery to non-mailbox DNsis permitted: Outcalling
Administration rights

m Restriction Permission List Administration rights (to create
specialized RPLYS)

Example 5: Mailbox Service administrator
Messaging Service administrators add and configure CallPil ot services such
as fax and fax broadcast services, speech activated messaging services, and
E-mail by Phone service. Classify these administrators as “ users with some
administration rights” with the following:

m  Server Settings Administration rights

m Backup/Restore Administration rights (to maintain and use prompt
archives and application archives)

m  Service Directory Number Administration rights

m  Message Network Configuration Administration rights
m Internet Mail Clients Administration rights

m Externa E-mail Server Administration rights

m |f delivery to non-mailbox DNs is permitted: Outcalling
Administration rights

m Restriction Permission List Administration rights
= System Prompt Customization Administration rights

m Application Builder Administration rights (to set up voice menus and
other custom applications)
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Configuring dial-up access to the
CallPilot server

In this chapter

Overview 150
Section A: Configuring pcAnywhere on a personal computer 153
About pcAnywhere 154

Installing the pcAnywhere client on the remote personal computer 156

Configuring the pcAnywhere client for dial-up to the CallPilot server 157

Section B: Establishing a dial-up connection to the server 161
Dial-Up Networking 162
Creating the Dial-Up Networking connection profile 163
Establishing a connection using Dial-Up Networking 168
Taking remote control of the CallPilot server 173
Optimizing remote host response during a pcAnywhere session 174
Ending a dial-up connection 176
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Overview

Remote control of the server

You can control the CallPilot server asthough you were sitting at a keyboard
connected directly to it from a personal computer that is connected to the
server in either of the following ways:

= over adia-up connection
m over aLAN connection

Remote tasks

Once you have established the pcAnywhere session, you can take direct
control of the CallPilot server to

m (uery the server event logs

m use Windows System Tools to maintain the CallPilot server
= apply PEPs

Requirements
m  The pcAnywhere host must be working on the CallPilot server.

m |f the server is powered off, you cannot establish a connection with the
server. Someone at the server’s|ocation must start the server. The
pcAnywhere host is automatically launched when the server is started.
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Task summary

The tasks you perform depends on whether the remote personal computer is
connected to the CallPilot server over aLAN or adial-up connection.

For a LAN For a dial-up

Task connection?  connection?

1 “Installing the pcAnywhere client on the Yes Yes
remote personal computer” on page 156

2 “Configuring the pcAnywhere client for Yes Yes
dial-up to the CalPilot server” on page 157

3 “Creating the Dial-Up Networking No Yes
connection profile” on page 163

4 “Establishing a connection using Dial-Up No Yes
Networking” on page 168

5 “Taking remote control of the CallPilot Yes Yes
server” on page 173

6 “Optimizing remote host response during a No Yes
pcAnywhere session” on page 174

7 “Ending adial-up connection” on page 176 No Yes

Testing a LAN connection

If the personal computer and the CallPilot server are on the same LAN, you
do not need to establish adia-up connection. A LAN connection may be set

up between the personal computer and the CallPilot server’'s CLAN or

ELAN card.

Totest the LAN connection, ping the | P address of the CLAN or ELAN card

on the server. If the server does not respond, check the cabling and the
remote personal computer’s TCP/IP configuration information.

Administrator’'s Guide
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Section A: Configuring pcAnywhere
on a personal computer

In this section
About pcAnywhere 154
Installing the pcAnywhere client on the remote personal computer 156

Configuring the pcAnywhere client for dial-up to the CallPilot server 157
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About pcAnywhere

Introduction

One licensed copy of the pcAnywhere 10.5 host isinstalled on the CallPilot
server at the factory. This allows the CallPilot server operator to accept
control of the server by an operator at aremote personal computer with the
pcAnywhere 10.5 client installed on it.

Administrators can use pcAnywhere over adial-up, direct cable, or network
connection to

guery server event logs
shut down and restart the server

perform limited file transfers between the personal computer and the
CallPilot server

start CallPilot Manager and use it to monitor the system and perform
administration tasks

use local Windows System Tools to maintain the CallPilot server

Requirement

You must purchase alicense from the vendor for installation of pcAnywhere
on any personal computer used for remote administration of a CallPilot
server.

pcAnywhere security features

a host assessment tool for analyzing the security of your remote access
logging of unauthorized access attempts
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When you start pcAnywhere for the first time

1 Start Symantec pcAnywhere.

Result: The Smart Setup Wizard window appears.
2 Click Next.

Result: The Network Device window appears.

3 Ensure that TCP/IP is selected as the network device and then click
Next.

4 Click Finish.

Change the Host Operation video mode from the default setting to
Compatibility. For instructions, refer to the pcAnywhere online help.
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Installing the pcAnywhere client on the
remote personal computer

Introduction

Nortel Networks does not provide additional licenses for installing
pcAnywhere on remote personal computers. You must purchase a license
from the vendor for installation of pcAnywhere on any personal computer
used for remote administration of a CallPilot server.

Toinstall software on the personal computer, you must be logged on as an
administrator.
Hardware changes and pcAnywhere

If you need to change the video driver on the remote personal computer, you
must first uninstall pcAnywhere.

See also

For specific instructions on installing the pcAnywhere client, refer to the
Symantec pcAnywhere documentation.
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Configuring the pcAnywhere client for
dial-up to the CallPilot server

Introduction

To connect to the CallPilot server, first create a pcAnywhere remote control
connection to the server.

See also

For specific instructions on configuring the pcAnywhere client, refer to the
Symantec pcAnywhere documentation.

Entering the required settings

The following illustrations show you the settings that you must enter to
configure the pcAnywhere connection from the remote personal computer to
the CallPilot server.
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1. Use pcAnywhere Manager to configure the remote properties of the
CallPilot server connection:

JF pcAnywhere Manager [_ O] x|

File Edit WYiew Tools Help
@ ®symantecw

e (o | B

Hosts Remotes Option Sets Packages Exit

2 | ol | & | = | I‘:IIE:\WINNT\ProfiIes\AIIUsers\AppIication Data\Symantec\pc&n}lwherej

S & & &

DIRECT File: Transfer MODEM METWORE,
CABLE, DSL

For Help, press F1 l_ v

2. On the Connection Info page, configure the connection to use TCP/IP:

Connection Info | Settingsl Automated Tasksl Security Dptionsl Frotect Iteml

_‘@'. Flease select a device for this connection iterm.
& Tocustomize the device click Details.

Device lish:

[ U.5. Robotics 336K FAX EXT PriP Details... |

[J com1

[ comz

[J coma

[J com4

[J5Px%

[J NetBIOS
—

[T 150N wia CAPL 2.0

I Launch in File Transfer mode

QK I Cancel Help
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3. On the Settings page, identify the CallPilot server as the host:

pcAnywhere Remote Properties: New Remote E
Connection Info Settings | Automated T asks I Security Options I Fratect [tem I
————— P % Network host PC to control of P address: |1 0.1.1.10

1 Use directony services: I m VI Filter... |

= Phione aumber of host FE te cortral
% [Use disling properties and phone number Dialing Fraperties... |
Area Code; Fhone number: Country Code;

I @ United States of America [1] j
! Wse manually entered prefiz, area code, and phone rumbes:

— Login information

[~ Automatically login to host upon connection

Lagin name: I

Fazsword: I

Wamait: I
— Connection optior:
MNumber of connection attempts: IU 3: Seconds between retries: o =

QK I Cancel | Help |

4. On the Security Options page, select the encryption level:

Connection Infol Settingsl Automated Tasks  Security Options | Frotect Iteml

r— Encryption
Level:

|<N0ne> j

<Mone:

Symmetric
Public key
T

Lertificate common Hame;

Fublic Key Encryption tWizard...

QK I Cancel Help
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5. Click OK to add the new connection icon to the pcAnywhere Manager
window.

6. Name the connection:

JF pcAnywhere Manager [_ O] x|

File Edit WYiew Tools Help
) 4 ®symantecm

Remotes Option Sets Exit

2 | X | & | = | I‘:IIE:\WINNT\ProfiIes\AIIUsers\AppIication Data\Symantec\pc&n}lwherej

S & & & /&

Add Remaote DIRECT File: Transfer MODEM METWORE, Callilat:
CABLE, DSL Server

Hosts Packages

F.or Help, press F1 l_ v

What’s next?

If you are using pcAnywhere on a remote personal computer, continue with
Section B: “Establishing a dial-up connection to the server,” on page 161.

If you are using pcAnywhere on a personal computer that is on the same
LAN asthe CallPilot server, continue with *Taking remote control of the
CallPilot server,” on page 173.
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Section B: Establishing a dial-up
connection to the server

In this section

Dial-Up Networking 162
Creating the Dial-Up Networking connection profile 163
Establishing a connection using Dial-Up Networking 168
Testing a LAN connection 151
Taking remote control of the CallPilot server 173
Optimizing remote host response during a pcAnywhere session 174
Ending a dial-up connection 176
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Dial-Up Networking

Introduction

A dia-up connection enables you to establish a connection between the
CallPilot server and a personal computer over the public switch telephone
network (PSTN).

Onceyou have established adial-up connection, it appears asif the CallPilot
server and the personal computer are on the same LAN.

You can use adial-up connection to

m perform limited file transfers between the personal computer and the
CallPilot server

= point your browser to CallPilot Manager
m use Windows System Tools to maintain the CallPilot server

Required software

To connect to the CallPilot server from apersonal computer that is not to the
same LAN, you must use Windows Dial-Up Networking and Remote
Access Service (RAS) software.

Note: To administer the CallPilot server from a remote personal computer,
you can use pcAnywhere software.

Dial-Up Networking software is usually installed during the installation of
the operating system. If the Dial-Up Networking folder does not appear in
the My Computer window, the software is not installed. Refer to your

Windows documentation for a Dial-Up Networking installation procedure.

Remote Access Service (RAS) and pcAnywhere 10.5 areinstalled on the
CallPilot server at the factory. No on-site configuration is required.
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Creating the Dial-Up Networking
connection profile

Introduction

The Windows Dial-Up Networking software enables you to establish a
connection between the server and the remote personal computer over the
publish switch telephone network (PSTN). Thisis not required for personal
computersthat are on the same LAN as the server.

Note: If the My Computer folder does not contain the Dial-Up Networking
folder, the Dial-Up Networking software has not been installed. Refer to
your Windows documentation for an installation procedure.

When a connection profile is created, an icon representing the connection
profile appears in the Dial-Up Networking folder.

Information you need
If you do not know the following information, contact the system
administrator:

m the server telephone number
m theserver IP address

To create a dial-up connection profile for a CallPilot server

Note: The following illustrations were created on a personal computer
running Windows 2000. When you create a dial-up connection profile on a
computer running a different Windows operating system, the wizard may be
accessed and presented differently.
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1 Log on to the remote personal computer and start the Make New

Connection wizard.

% Network and Dial-up Connections [_ (O] %]

J File Edit View Favorites Tools Advanced Help

J aBack v = - | @Search [ Folders ®History ||:B % | E-

J Address I Metwork and Dial-up Connections

j @Go

> ¥

Incoming

CE

Netw;brk and Dial-
up Connections

Make New Connection

The Metwork Connection wizard
helps you create a new connection
s0 that your computer can have
access bo other computers and
networks,

Connections

=
T 4

Local Area
Connection

|1 object(s) selected | |

Result: The Network Connection Welcome appears.

Welcome to the N%twork
Connection Wizard

=mai, Web browsing, il sharing, and printing.

To continue. chck Next

Using this wizard you can create a cnnection to other
computers and networks, enabling applications such as

< Back I Next » I

Cancel

2 Click Next.
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3 Define the Network Connection Type as Dial-up to private network,

then click Next.

Network Connection Wizard

Metwork Connection Type
*Y'ou can chooge the type of network connection you want to create, based on

your network, configuration and your networking needs.

[

s
Dial-up to private network
Connect using my phone line [madem or ISDM].

Dial-up to the Internet
Connect ta the Intermet uging my phone line [modem or ISDM].

Connect to a pri gh the Int
Create aYirtual Private Metwork [YPM] connection or tunnel’ through the Intermet.

pl g
Let other computers connect ta mine by phone line, the Internet, or direct cable.

th

Connect directly to p
Connect uzsing my senal, parallel, or infrared port.

< Back I Mest > I Cancel |

4 Enter the server telephone number, then click Next.

Network Connection Wizard

Phone Number to Dial

Yo

u must specify the phone number of the computer or network, you want to @

connect ta.

Type the phone number of the computer or network you are connecting to. IF pou want
your computer to determine automatically how to dial from different locations, check Use
dialing rules.

Area code: Fhone numnber:
|45 il EEEE N
Country/region code:

IUnited States of America (1] j

V' Use dialing niles

< Back I Mest > I Cancel
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5 Specify the connection availability (for all users or only for the CallPilot
administrator), then click Next.

Network Connection Wizard

Connection Availability
“r'ou may make the new connection available to all uzers, or just yoursell,

“r'ou may make thiz connection available to all users, or keep it only for vour own uze, &
connection stored in your profile will not be available unless you are logged on.

Create this connection:

& For all users

" Only for myself

%<Back I Mest > I Cancel |

6 When prompted to allow Internet Connection Sharing, click Next.

Network Connection Wizard

Internet Connection Sharing
“Y'ou can let other computers access resources through this dial-up connection.

Internet Connection Sharing allows other computers on your local network to access
external resources through this dial-up connection.

™ Enable Internet Connection Sharing for this connection
with an:demand dialing, when another computer on your lozal netwark attempts to
access external resources, this connection will be disled autamatically.

¥ | Enable on-dermand dialing

< Back I Next% I Cancel
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Result: The following confirmation message appears.

Connection Complete E
1 ‘CallPilat Server' iz how connected.
L

To check the status of thiz connection or dizconnect, right-click
itz icon in the Metwark Connections folder, or click its icon on the
taskbar [if present).

™ Do not display this message again

Click OK.

7 Type the name you want to use for the connection, then click Finish.

Result: The dial-up connection icon for the CallPilot server appears in

the Network and Dial-up Connections window.

% Network and Dial-up Connections [_ (O] %]

J File Edit View Favorites Tools Advanced Help

J aBack v = - | @Search [ Folders ®History ||:B % | E-

JAddress I Metwark and Dial-up Connections j e
=y i
E
= T
B Make New Incoming Local Area
Network and Dial- Connection  Connections  Connection

up Connections

Callrilot Server

Type: Dial-up Connection

Status: Connected

|1 object(s) selected
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Establishing a connection using Dial-Up
Networking

Introduction

To perform remote administration of a CallPilot server from a personal
computer that is not located on the same LAN as the server, you must
establish a Dial-Up Networking connection between the personal computer
and the server.

If the personal computer and the CallPilot server are on the same LAN, the
procedures in this section are not required.

Before you begin

m Ensurethat you have created a server connection profile. See “ Creating
the Dia-Up Networking connection profile” on page 163.

m A user ID and password to log on to the customer’s network. Obtain this
information from the customer.

» |f you are using pcAnywhere, you need the password for a remote access
user account (for example, the NGenDist user account) and pcAnywhere
caller account on the server (for example, the NGenDist caller account).
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To establish a dial-up connection to the CallPilot server

1 Log on to the remote personal computer and start Network and Dial-Up
Connections.

2 Double-click the CallPilot server icon.

Note: If the icon is unavailable, you have not created a server connection
profile. See “Creating the Dial-Up Networking connection profile” on
page 163.

3 If prompted for a user ID and password, enter the use ID and password
to log on to the customer’s network.

pcAnywhere Host Login E
Fleaze enter your login information:
— Cancel |
Uszermname: Icallpllotdlst

Password: I

4 Wait until the connection is established.

To display status details about the CallPilot server

1 Right-click the icon on the toolbar.

Result: A menu appears.

Disconnect 3
ilot Server

Status d: 33.6 Kbps

K K 1 8,697 bytes
Open Metwork and Dial-up Connections ived: 696 bytes
TEET P

tlFup | ToEF e
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2 Click Status.

Result:
CallPilot Server Status EHE
General | Distails |

— Connection
Statusz: Connected
Duratior: 00:07:17
Speed: 336 Kbps

— &ctivity

Sent — T @ —— Received

Butes: 10,614 E3E
Compression: T2k 0%
Errors: 1] 1]
Froperties Dizconnect

Cloze |

3 Click the Details tab.

CallPilot Server Status EHE

General Details |

Froperty | WValue |
Server type FFP

Tranzports TCRAP

Authentication M5 CHaP

Compreszion MPPC

FPP multilink, framing Qff

Server [P address 101110

Client |IP address 10111

Cloze |
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To reconfigure a dial-up connection profile
1 Right-click the icon on the toolbar.

Result: A menu appears.

Disconnect
Status

ilot Server
)

Open Metwork and Dial-up Connections

|I-up...| ToEF e
2 Click Status.

Result:
CallPilot Server Status EHE
General | Detailsl
— Connection
Statusz: Connected
Duratior: 00:07:17
Speed: 336 Kbps
— &ctivity =
Sent — 1 —— Received
L
Butes: 10,614 E3E
Compression: T2k 0%
Errors: 1] 1]
Froperties Dizconnect |
Cloze |

Click Properties.

N

Enter the telephone number of the server if it is not already present or if it
is incorrect. Make any other required changes.

5 Click Configure.

6 Click OK.

7 Click the Server Settings tab.

8 For Dial-Up Server, select PPP.

9 For the network protocols, select only TCP/IP and NETBEUI.
10 Click the TCP/IP settings tab.
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11 Select Specify an IP address, and enter the server IP address.
12 Select Use default gateway on remote network.

13 The remaining fields are optional. Fill them in as required for the
customer’s network.

14 Click OK.

What’s next?

After the connection has been made, you can do the following tasks:
m Start CallPilot Manager. See “Logging on to the CallPilot server with
CallPilot Manager” on page 122.

m Use pcAnywhereto control the server asyou perform administrative
tasks. See “Taking remote control of the CallPilot server,” on page 173.

m Restart the server. Refer to Part 1 of the CallPilot Installation and
Configuration binder, “ Restarting the server.”
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Taking remote control of the CallPilot
server

Introduction

You can use pcAnywhere to operate the server asif you were directly
connected to it.

ATTENTION 55 not schedule intensive remote tasks duri ng peak traffic

hours. This can adversely affect call processing capabilities
of the CallPilot server.

Before you begin

m If the server is not on the same LAN as the remote persona computer,
establish adial-up connection over the PSTN. See “Establishing a
connection using Dial-Up Networking” on page 168.

= Obtain the password for a remote access user account (for example, the
NGenDist user account) and pcAnywhere caller account on the server
(for example, the NGenDist caller account).

Restarting the server using pcAnywhere
If pcAnywhereisinstalled, establish aremote control session and restart the
server using the Windows shutdown operation.

See also

For specific instructions on using the pcAnywhere client to take remote
control of ahogt, refer to the Symantec pcAnywhere documentation.
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Optimizing remote host response during a
pcAnywhere session

Introduction

Operating a remote host over a pcAnywhere connection can be slow
because of public network traffic.
To speed up the response after you have established the connection, you can

» reduce the number of colors displayed during the session
m disable the host desktop

To optimize response of the remote host
1 Right-click the menu bar of the session window.
Result: A menu appears.
2 Click pcAnywhere.

Result: The pcAnywhere options menu appears.

Eiy oo |

AlL+F4

#Aistart| HBMAS Tiacewindow | [2] LOADNOTE. doo - wordP...| BPeriomance Montor | @]CalPiot - Channel Monior..| |\ @ 12.44 P
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3 Click Online Options.
Result: The Online Options window appears.

4 To reduce the number of colors displayed during the session: in the
ColorScale list, click 16 colors.

General |
— Display
™ Screen scaling ™ Reduce host desktop to match remote
V¥ Remote control toolbar ™ Haost active window tracking

V' Remote contral status tray

™
ColorS cale: 256 colors ﬂ
4 colors -

— Host status

286 colars
™ Host keyboard I 65536 colors

16777216 colors
™ Host soreen blanked

4

QK I Cancel | Apply | Help |

5 To disable the host desktop: in the Host Status area, enable Host
Screen Blanked.

General |
— Display
™ Screen scaling ™ Reduce host desktop to match remote
V¥ Remote control toolbar ™ Haost active window tracking

V' Remote contral status tray

™
CalarScale: 16 colors j

— Host statu:
¥ | Host keyboard locked
——— P | ¥ Host soreen blanked

QK I Cancel Apply | % Help |

6 Click OK.
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Ending a dial-up connection

Introduction

When you end a dial-up connection to a CallPilot server, ensure that the
server will be able to accept subsequent calls.

To end a dial-up connection

1 Right-click the icon on the toolbar.

Result: A menu appears.

Disconnect i

ilot Server

Status d: 33.6 Kbps

- ) 1 8,697 bytes

Open Mebwork and Dial-up Connections ived: 606 bytes
0]

||-up...| = TZZ7 P

2 Click Disconnect.

Result: A confirmation box appears.

End Remote Session?

o |

—> ¥ Host Accepts &nother Call

3 Enable Host Accepts Another Call and then click Yes.
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Securing the CallPilot system

In this part

Chapter 6: CallPilot security recommendations 179
Chapter 7: Physically securing your equipment and data 183
Chapter 8: Backing up and restoring CallPilot information 189
Chapter 9: Monitoring suspicious activities 225
Chapter 10: Configuring mailbox security 243
Chapter 11: Maintaining restriction permission lists 257

Administrator’'s Guide 177



Standard 1.0

178 CallPilot



Chapter 6

CallPilot security recommendations

In this chapter

Recommendations and references 180
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Recommendations and references

m Treat CallPilot servers as closed systems.

ATTENTION ¢ you install unauthorized software on any CallPilot

server, you might

m incur security problems

» conflict with CallPilot services

= prevent the CallPilot server from functioning
properly

Ensure that each CallPilot server is physically secured.

Refer to Part 2 of the CallPilot Installation and Configuration binder for
your server model.

Ensure that al CallPilot backup tapes are physically secured.

Ensurethat all Windows NT account passwords are changed from their
default values to strong values known only by the customer. This
includes the gamroot account used for the AR352 RAID card.

Refer to Parts 3 and 5 of the CallPilot Installation and Configuration
binder for your server model.

Always run the CallPilot server with its console in alogged out state.

When you configure aremote disk destination on your LAN, you map
the remote drive onto the CallPilot server.

ATTENTION Do not map a CallPilot server drive onto another server.

This appliesto al connections to the server regardless
of location (across the hall viathe LAN or across the
country on the WAN).

180
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= When you configure aremote disk destination on your LAN, you create
NGenSys as a user on the remote file server.

ATTENTION " bg not add users or shares to a Call Pilot server.

m Ensure that the CallPilot server is connected inside the customer’s LAN
firewal.
Refer to Part 1 of the CallPilot Installation and Configuration binder.

m Install and configure one of the Nortel Network-approved third party
anti-virus solutions according to Nortel recommendations.

ATTENTION 15 ot ingtall third party anti-virus software unless it
has been approved by your I T department.

Refer to the CallPilot General Release Bulletin.

= When you initiate a dialup connection to use a third-party program such
as pcAnywhere to perform remote administration on the CallFil ot server,
you need to enable the remote access modem on the server.

ATTENTION Enabl e the remote access modem on the CallPilot server
only when it is needed to enable a dia up connection for
remote maintenance of the server.

See Chapter 5, “Configuring dial-up access to the CallPilot server” for
more information.
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equipment and data

In this chapter

Overview 184
Securing the premises 185
Securing equipment 186
Disposing of printed information 188
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Overview

Introduction

This chapter describes some of the measures to take to make your work
environment, equipment, and printed data more secure.
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Securing the premises

Introduction

Physical security threats include

m eventsthat can physically damage equipment

= waysin which equipment can be physically accessed to get to
information.

When considering physical security, think not only of network media such
as cabling and servers but also of physical resources and access controls.

Guidelines

Here are some guidelines for increasing the security of your workplace:

= Do not let visitors roam freely.

m If tours of the office are conducted, ensure that employees are aware of
them. Sensitive data must not be left on computer screens or desktops.

= When people claim they are contractors or technicians, ask for
identification. Verify that they are supposed to be there.

» Decide on apolicy for after-hours access to your facilities, and educate
employees. Do not leave it up to employees to decide who can comein
and when.

See also

The “ Site Inspection Checklist” in Part 1 of the CallPilot Installation and
Configuration binder for your server model.
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Securing equipment

Introduction

Set up asecurity policy to identify the measures that are put into placeto
secure equipment.

The equipment room

Try to keep al serversand other critical equipment in aroom (or rooms) that
can be locked. If an equipment room is used for severa purposes, consider
separate rooms. Here are more guidelines for securing equipment rooms.

m  Give access to equipment rooms to authorized personnel only. Security
badges and a badge reader that records the time and identity of each
person entering the room are highly recommended.

m | the equipment room has ceiling tiles, ask your building's maintenance
company to either secure them or extend the wall through the ceiling.

m  Keep track of keys or badges that are used to gain entry. When
employees leave your company, cancel the access privileges they had.

= Install hidden video cameras.

m Ensure the room has adequate ventilation and cooling. An overheated
room can cause mechanical partsto break down. You can also purchase
temperature sensors that page you when the temperature fluctuates a
certain amount.

= Do not alow cleaning staff to enter the room. If thereisatrash caninthe
room, set it outside when it gets full. Make sure the can contains no
sensitive information.
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Cabling and wiring

Cables and wiring present another potential security threat:

m Plan wiring runs, and make them difficult to access.

m Do not leave cabling exposed. Check your premises regularly for loose,
exposed, or insecure cabling. Check for cable dropsthat are inactive, and
disconnect them from your hubs until needed.

= Your building’swiring system can be tapped, and electronic emissions
can be picked up. Any wiring leading from a computer to the building
wiring must be shielded.

Remote personal computers

Remote personal computers can be vulnerable if not properly protected:

= Use power-on passwords that require a user to enter a password before
the system will start. They prevent someone from using aDOS boot disk,
inserted in afloppy drive, to bypass the regular boot process.

m Educate users about using passwords and screen savers properly.

m If you give older workstations away or trade in older equipment, be sure
to wipe the hard drives with specialized tools. Hard drives that contain
sensitive or classified information must be destroyed.
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Disposing of printed information

Introduction

Hackers and criminals search through trash to obtain useful or sensitive
information. Develop apolicy for disposing of information and educate
employees about it.

Guidelines

Keep important information from ending up in your trash by following these

guidelines:

m Ildentify reportsthat contain sensitive information, access codes, or
passwords. Make sure these reports are shredded.

= You must check file foldersthat are being thrown out for papers that
might have been left in them.

m Shred any network diagrams (that can show where routers are, which
ports are blocked, and so on) before throwing them out. While they are
still in use, keep these diagrams locked up.
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Backing up and restoring CallPilot
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In this chapter
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Overview

Introduction

Before you back up or restore CallPilot data, understand how an archive
differs from a system backup. Then, familiarize yourself with the
considerations and guidelines.

This overview discusses
benefits of performing CallPilot server backups and archives
backup schedules

m  backup devices (destinations)
backup speed

Benefits

Perform full system backups frequently and at regular intervalsto prevent
dataloss so that you can

m save and restore a complete set of system and multimediadata filesfrom
your CallPilot server, in the event of disk drivefailure or corrupted or lost
configuration and messaging data

m protect against data loss due to theft or damage caused by natural
disasters

ATTENTION  Nortel Networks recommends that you schedule periodic

backups (even on servers equipped with RAID) because

m Backups protect against data loss due to software
problems (for example, file system corruption, registry
corruption, or failed upgrades), undetected disk errors,
double faults, and human error.

m Backups and archives are useful for migration to a
different CallPilot platform.

190 CallPilot



May 2003 Backing up and restoring CallPilot information

Use archivesto

= Support recovery from inadvertent deletions of a user’s messages or
mailbox, personal distribution lists (PDLS), greetings, personal
verifications, customized prompts, and custom applications.

m Import custom applications from ancther system.
m Import mailboxes from another system.

Note: You can restore data from an archive without taking the CallPilot
system out of service.

Backup schedules

Use the CallPilot Manager System Backup/Restore option to schedule
periodic backups.

When to perform or schedule backups
Perform or schedule backups at the following times:

m before and after major system operations take place, such as an upgrade
or theinstallation of performance enhancement packages (PEPS)

m after you make any major modifications, such as the addition of alarge
number of mailboxes, customized prompts, or custom applications.

m at regular intervals during normal operation, according to the criticality
of your message data

ATTENTION To avoid backup failure, do not schedule backups during

the MMFS audit hour (3:00 am. to 4:00 am., server time)
or during peak traffic hours.

Backup devices (destinations)

You can back up files either to the server tape or to disk space on acomputer
on the customer LAN. If the backup device that you want to specify is not
listed, you must define it as a new backup destination.

Administrator’'s Guide 191



Backing up and restoring CallPilot information Standard 1.0

When you define a backup, you must specify a destination backup device
that islisted in the Backup Browser (Devices view).

ATTENTION  =/1Pilot does not support backups to

m loca disks
= remote disks on computers running Windows 95

Predefined backup device

When the CallPilot server softwareisinstalled, only the system backup tape
is predefined as a backup device. This device appears automatically in the
Backup Browser (Devices view).

Backup speed

The speed with which backups are performed depends on

= system traffic
= whether the backup deviceislocal

See " Total Backup Elapsed Time table” on page 205.
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Guidelines for backing up and restoring
CallPilot data

A well-planned backup/archive strategy minimizes the risk of losing data.
Consider the following:

»  Which datais critical to the organization and should be backed up?
m How often does data change?

= How can impact on the system be minimized?

m  How can the safety of backups be ensured?

Which data is critical to the organization and should be backed
up?
m Perform full system backups frequently and at regular intervals (even on
servers equipped with RAID) to prevent data | oss.
m Update user archives frequently and at regular intervals.

m  Update Application Builder (custom application) archives periodically
and whenever applications are added or updated.

m Update prompt archives whenever voice prompts are added or updated.

How often does data change?
m  Use aweekly or monthly schedule to periodically back up data that
changesinfrequently.
m Useadaily schedule to back up data that changes constantly more often,
especialy if itiscritical to the organization.

= When new applications are created, they are not automatically added to
existing application archives. You must redefine the application archive
in which the new application belongs

Administrator’'s Guide 193



Backing up and restoring CallPilot information Standard 1.0

How can impact on the system be minimized?

Because backups compete with services for system resources, schedule
backups to run during off-peak hours, even though running a backup at
peak hours has a minimal impact on response time. To determine the
peak call processing periods, use Reporter to run areport.

Consult the “Total Backup Elapsed Time table” on page 205.

How can the safety of backups be ensured?

Do not attempt to use third-party backup utilities to back up CallPilot
server information. They might interfere with CallPilot files and stop call
processing.

Do not perform administrative tasks while a backup isin progress. That
work might be lost in the event that the backup is used to restore
CallPilot server information.

You must ensure that the backup was completed with no errors before
you can assume that the backup is usable. Check the log files or the
Alarm Monitor for errors. See * Checking the details of a backup or
restore operation” on page 198.

Store your backup mediain an environment that meets the media
manufacturer’s storage requirements.

Determine both onsite and offsite locations for backup media.
Ensure that only authorized personnel have full access to the sites.

Ensure that those responsible for maintaining backups fully understand
their roles.

Be sure they know how to label backup mediafor easy retrieval.

All backup tapes must be specially formatted for CallPilot server backup
data. When you schedule afull system backup, select “Backup will
overwrite any existing dataon the tape.” The overwrite process formats
the tape for CallPilot server backups.

If you schedule your system backup and your secondary disk backups
(TRP three-drive systems only) at different times, but intend to use the
same tape, append the data. Do not overwrite the existing data.
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Restoring from full system backups

Introduction

Your distributor is responsible for using your system backupsto return the
server to the state it was in when the backup was created.

You can restore information from an archive as you need to.

Restoring your CallPilot system from the base hardware

When you receive your server from the factory, some software, such asthe
operating system and the CallPilot server software, is already installed. The
installation instructions in the I nstallation and Configuration Guide for your
server begin where the factory installation stops.

Refer to Part 4: Installation and Configuration Guide, “ Software Installation
and Maintenance” for the information you need to reinstall a complete
system from scratch.

ATTENTION |nthe case of a complete system failure, contact your

CdlPilot distributor. Your CallPilot distributor and your
system administrator can use a support tool to rebuild your
system from the base hardware up.
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Monitoring the status of a backup or
restore operation

Introduction

When you have successfully started a backup or restore operation, CallPilot
Manager shows the current status of the operation.

ATTENTION ¢ he backup or restore operation was scheduled for a

specific date and time, select Status from the View list.

CallPilot Manager also displays the following information:
= number of records backed up

= number of recordsto be backed up

= and number of errors.
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Theicon indicates the current CallPilot server status.

Icon State of the backup or restore operation

g Operation is running
OR
Cancel request by the administrator is pending

}( Operation was canceled because of fatal errors
OR
Operation was canceled by the administrator

Operation was completed successfully

Operation was partially completed
OR
Operation was completed with errors

Note: If thereisno icon, no backup or restore operation is running.

What to do if there are errors

Whenever there are errors, view the error log that is generated for the
operation.

Administrator’'s Guide 197



Backing up and restoring CallPilot information Standard 1.0

Checking the details of a backup or
restore operation

Introduction

When you need to view the details of a backup or restore operation, you can
use either the CallPilot Manager histories or the logs that are automatically
created on the CallPilot server during a backup or restore operation.

Histories

You can use CallPilot Manager to display histories for

al system backups
m all archive backups and restores

application archive backups and restores
prompt archive backup and restores
m user archive backups and restores

Backup and restore histories provide the following information:

= Name of the operation

m  Completion Status

s Date

» Elapsed Time (HH:MM:SS)
] Type

m Tota Size (KB)

m Device (destination)

s Primary Error

m Extended Error
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If the history does not provide adequate detail, check the log.

ATTENTION' Histories are deleted automatically after 90 days.
Logs

Thelogs are more detailed than the CallPilot Manager histories.

m  The backup log files are located in D:\nortel\data\backup\BackupL ogs
m Therestorelog files are located in D:\nortel\data\backup\Restorel. ogs
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Configuring a new backup destination on
the network

Introduction

The network must be configured to allow backups to be performed to a
remote disk drive on a computer running Windows 98/NT/2000.

ATTENTION =~ ilot does not support backupsto

m local disks
= remote disks on computers running Windows 95

What you need before you can configure a remote disk
destination

m accessto the remotefile server
m the NGenSys password configured on the CallPilot server

Configuring the network to allow backups to a remote disk

There are two stepsto configuring the network to allow backupsto aremote
disk.

1. Ontheremotefile server, create awritable sharethat isaccessible only to
the CallPilot server.

2. Onthe CallPilot server, map adriveto the remote file server.
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Looking up procedures in CallPilot Manager online Help

Find procedures for scheduling and performing backups by looking up
server backups in the Index.

ATTENTION 0 procedure steps in the online Help are high-level and

include examples of how windows are completed. For
specific instructions that apply to the Windows operating
system you are using, refer to your Windows online Help.
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Scheduling backups to tape or disk

Introduction

After the CallPilot server isinstalled and operational, schedul e periodic
server backups. You can also define one-time server backups. Once these
backups are defined, They run automatically at the scheduled time.

ATTENTION To avoid backup failure, do not schedule backups during

the MMFS audit hour (3:00 am. to 4:00 am., server time)
or during peak traffic hours.

Regularly verify that backups are successful. See “ Checking the details of a
backup or restore operation” on page 198.

IPE system backups

All 1PE systems are shipped with one drive.

Table of IPE system backup options
The following table describes your |PE system backup type options:

Backup type Description

Full System Backup Backs up the entire system.

User Archive Backs up all mailbox messages, personal
information, greetings, personal verifications, and
personal distribution lists (PDLS).

Prompt Archive Backs up all custom prompts.

AppBuilder Archive Backs up all custom applications.
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Tower and rackmount system backups

Tower and rackmount systems are shipped in either of the two following
configurations:

m aserver with only one drive
= aserver with three drives

If your TRP system has three drives, you can back up the entire system, or
you can back up a specific drive. Thisoption is useful if adrivewill be
replaced.

Table of tower and rackmount system backup options (one
drive)

The following table outlines your tower and rackmount system backup type
options if your TRP system has only one drive:

Backup type Description

Full System Backup Backs up the entire system.

User Archive Backs up all mailbox messages, personal
information, greetings, personal verifications, and
personal distribution lists (PDLS).

Prompt Archive Backs up all custom prompts.

AppBuilder Archive Backs up all custom applications.
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Table of tower and rackmount system backup options (three
drives)

The following table outlines your tower and rackmount system backup type
optionsif your system has three drives:

Backup type Description

Full System Backup Backs up the entire system.

Backup of D drive  Backs up the contents of D drive.

Backup of E drive  Backs up the contents of E drive.

Backup of Fdrive  Backs up the contents of F drive.

User Archive Backs up all mailbox messages, personal
information, greetings, personal verifications, and
personal distribution lists (PDLS).

Prompt Archive Backs up all custom prompts.

AppBuilder Archive Backs up all custom applications.

Configuring backups to the system backup tape

When you schedul e backups to the system backup tape, you must specify
whether to overwrite the contents of the tape or append the new data to the
contents of the tape.

When to overwrite data and format the tape

All backup tapes must be specially formatted for CallPilot server backup
data. When you schedule afull system backup, select “Backup will
overwrite any existing data on the tape.”

The overwrite process formats the tape for CallPilot server backups.

ATTENTION To ensure the integrity of your full system backups, use a

new tape for each backup.
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When not to overwrite data

If you schedule your system backup and your secondary TRP disk backups
at different times, but intend to use the same tape, select “Backup will be
appended after existing data on the tape.” Thiswill ensure that the new
backup data is appended to the existing contents of the tape.

Determining a time slot for a full system backup

To minimize impact on system performance, schedule backups and large
archives during periods of light traffic.

Use thetable in the following section to help determine, for each platform,
the best times to schedule full system backups.

Total Backup Elapsed Time table

The following table lists the estimated times required to back up all system
and archived data for the largest possible system on each supported
platform.

Estimated time for
Maximum full backup
Platform Tape drive Tape cartridge storage (hours) (hh:mm)

200i SLRS5 SLRS5 200 1:58
201i SLR5 SLR5 350 2:55
702t SLR32 SLR32 1000 1:56
702t SLRS50 SLR32 1000 1:56
702t SLR50 SLR50 1000 1:28
1001rp  SLR32 SLR32 1000 1:56
1001rp  SLRS50 SLR32 1000 1:56
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Estimated time for
Maximum full backup
Platform Tape drive Tape cartridge storage (hours) (hh:mm)

1001rp  SLRS50 SLR50 1000 1:28

1002rp  SLR50 SLR50 2400 1:42

Looking up procedures in CallPilot Manager online Help

m Find procedures for scheduling and performing backups by looking up
server backups in the Index.

m Find procedures for scheduling and performing archives by looking up
archives in the Index.
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Performing an immediate backup to tape
or disk

Introduction

Instead of scheduling a backup to run in the future, you can run an existing
backup to save vital and current dataimmediately.

You must have an existing backup or archive definition in which to save the
data.

When to perform an immediate backup
m Perform immediate server backups
m before and after hardware repairs
m before and after system upgrades

= Perform immediate secondary TRP drive backups before and after disk
drive replacements.

m  Perform immediate backups to Application Builder (custom application)
archives whenever applications are added or updated.

m Perform immediate backups to prompt archives whenever voice prompts
are added or updated.

» Perform immediate backups to user archives whenever large numbers of
mailboxes have been added, deleted, or updated.

Precautions

m To avoid backup failure, do not schedul e backups during the MMFS
audit hour (3:00 a.m. to 4:00 am., server time) or during peak traffic
hours.

»  Regularly verify that backups are successful. See “ Checking the details
of abackup or restore operation” on page 198.
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Before you can perform an immediate full system backup

Ensure thereis a backup listed in the schedule that is defined the way you
need it for the immediate system backup.

When you add a backup to the schedule, use the Commentsfield to indicate
whether the definition is suitable for an immediate backup.

Gettlng there System 0 Backup/Restore

—
5 CaIIPllm Manager Reslure Mll;msufl Internet Explorer provided by Hortel Hetworks

-181x]
JFl\e Edt View Favortes  Tools  Help

J ek - =% - @[] A ‘ Qsearch (Favorites {AHitory ‘%. SE-d98

JAWESS I@ http:ifepi0001 {cpmar fsysadmin/BackupAdmin/BackupRestoreList. aspPview=Backup

| pa HLmks »
5|
NERTEL
NETWORKS"

CaliPilot Manager ﬂ
LDAP server: opi0001 | Mailbox Number: 000000

Home  User v  System v

Maintenance ¥ Messaging ¥  Tools v Help v
Location * System = Badup/Restore

Backup/Restore
View: |Backup =
Add Backup 1

# [~ Mext Scheduled B Staps

Backup Now | View Backup Histany |

Fresuency Type Device Heme NemeiCommerts

A [T | Thursday, August 01, 2002 12.00.00 AM Eastern Time  Monthly App Builder Archive DG Disk — Anna backup bh jgugu jhi jbhj jhihi hiti hibihihj bihj hjh
2 Jay, January 01, 2003 12:00:00 AM Eastern Time [Once  |User Archive DG Disk | All Users
3 [0 | Wednesday, January 01, 2003 12:00-00 AM Eastern Time (Once — Prompt Archive

Add Backug | Delete Selectad

DG Disk  |Prompt Archive

Backup Now ‘iew Backup Histany

Copyright @2001 Nortel Netio ks Corporatian and its licensors. All rights resensed

Looking up procedures in CallPilot Manager online Help

Find procedures for scheduling and performing backups by looking up
server backups in the Index.

Find procedures for scheduling and performing archives by looking up
archives in the Index.
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Changing the backup destination

Introduction
You can back up files either to the system backup tape or to aremote disk.

When you add a backup operation to the schedule, you must specify a
destination device that islisted in the Device Name list in the Backup
Browser (Devices view).

The system backup tape is automatically listed in the Backup Browser
(Devices view) when the CallPilot server softwareisinstalled. If you want
to back up the server to a disk device, that device must be defined as a new
backup destination.

Backups to a remote disk drive

The network must be configured to allow backups to be performed to a
remote disk drive on a Windows 98/NT/2000 remote file server.

ATTENTION  =/1Pilot does not support backups to

m local disks
= remote disks on computers running Windows 95

Information you need to add a disk backup destination
= device name
m path to the destination device:

= remote computer name
= share name
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Path names

When you add a backup device that represents disk space, you must enter
the path.

For remote disk directories, enter the universal naming convention path.

Example

\SERVER1\BACKUPDATA, where

» SERVERL1 isthe computer name
m BACKUPDATA isthe share name

ATTENTION  allPilot does not support backups to

m local disks
m remote disks on computers running Windows 95

Share names

The share name is not the same as the name of the shared folder.

To find the share name:
1. Connect to the remote computer and |ocate the shared folder.
2. Right-click the folder name and click Properties.

3. Click the Sharing tab and view the Share Name.
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Gettlng there System O Backup/Restore [0 Devices
E "

!
3 CallPilot Miniuer BackupRestore - Misrosoft Internet Explorer provided by Hortel Hetworks
File Edt View Favortes Tools  Help

1
(8] x|
Gback v = - (G 2] & | Dsearch GEFavories (FHstory |F- S 0] - H 2 R
Address [&] hgsiiepingot estorelist,asp -l P ““”ks ”‘
NEQRTEL
NETWORKS™

E

LDAF sarver: opi0a1 | hailbox Number: 000000

Home User v System v  Maintenance v

CallPilot Manager ﬂ

Backup/Restore
View: [Devices =

Messaging ~ Tools v  Help ~

AddDevice | Delate Selected |

# [ Mamet Path Type.

1| I DG Disk “ptordlakibackup Disk

2 ™ PrimaryServerTape WATAPED Tape Drive on Server
AddDevice | Delete Selected

Copyight @2001 Nortel Netwaks Corporat

jon and its licensors. All rights reserved

Looking up procedures in CallPilot Manager online Help

Find procedures for changing the Device Name list by looking up server
backups inthe Index.
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Restoring from full system backups

Introduction

Your distributor is responsible for using your backups to return the server to
the state it was in when the backup was created.

Restoring your CallPilot system from the base hardware

When you receive your server from the factory, some software, such asthe
operating system and the CallPilot server software, is already installed. The
installation instructions in the CallPilot Installation and Configuration
binder for your server model begin where the factory installation stops.

ATTENTION |1 the case of a complete system failure, contact your

CdlPilot distributor.

Your CallPilot Installation and Configuration binder also contains the
information you must reinstall a complete system from scratch. Your
CallPilot distributor and your system administrator can use the information
in the CallPilot Installation and Configuration binder to rebuild your
system.
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Using CallPilot archives

Introduction

Archives are copies of multimediafilesfrom CallPilot. Archives specifically
back up Application Builder applications, personal user data (such as
greeting, messages, and persona distribution lists), and customized voice
prompts.

Use archivesto

= Support recovery from inadvertent deletions of a user’s messages or
mailbox, personal distribution lists (PDLSs), greetings, personal
verifications, customized prompts, and custom applications.

= Port custom applications from another system.
m Port mailboxes and administrators from another system.

See also
“Backup and restore capabilities” on page 68.

Types of archives

CallPilot supports the following archive types:

m User archives store all CallPilot configuration information about
mailboxes, mailbox owners, and administrators. You can select the
information to include in asingle archive by defining search criteriafor
the archive.

= Prompt archives store all custom prompts recorded in a single language.

m  AppBuilder archives store custom applications created using Application
Builder.
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Limitations

m Archives do not save switch-related setup, operational measurement
data, event logs, alarms, system security settings, the networking setup,
or queues of undelivered and time-delayed messages.

m |If you restore one or more messages from a user archive, they are added
to the messages that are currently in the destination mailbox. The

mailbox owner may complain that deleted messages re-appear in the
mailbox.

= You cannot selectively restore customized prompts from a prompt
archive.

Getting there: System O Backup/Restore 0 Add Backup

E’ CallPilot Manager - Add Hew Backup Schedule - Microsoft Internet Explorer provided by Hortel Hetworks -8 5‘
File Edt ‘iew Favortes Tools  Help ‘
gack ~ = - @ [ A | @search GFavones (AHstory |- S - H 9 2

Address [&] hetpajiepinont etaistain. a5p =] @so [k >
NERTEL i
RETWORKS CallPilof Managsr
LDAP server: opi0001 | Mailbox Number: 000000
Home User v System v Maintenance v  Messaging = Tools v  Help ~
Lecation ™ System = Backup/Resters™ Add New Backup Schedule
Add New Backup Schedule
Cancel | Help
Main
1. Select a device for backup
Device Mame: | DG Disk -
2. Selact a backup typs
Backup Type: [IPESystemBackup =
S, ckup ]|
3. Addfional Options Prompt At
Retension: AppBuildsr Archive
Autoformat: ™
Overwrite: T
Next

Looking up procedures in CallPilot Manager online Help

Find procedures for backing up to, restoring from, and viewing archives by
looking up archives in the Index.
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Using mailbox (user) archives

Introduction

Most customers define asingle user archive for all mailbox information and
schedule the archive to run daily, during a period of light system traffic. See
“Archive Capacity table” on page 218.

You can use archived mailbox information to import mailboxes from
another CallPilot server.

You can define each user archive to back up only the mailboxes and
administrators that you select.

Dynamic archive capability

When you add or delete mailboxes or administrators, you do not have to
manually add or delete them to or from a user archive that has been defined
to store information that includes the new information. Thisis because the
user archive backup process employs CallPilot Manager search functions to
automatically update the archive as you back up information. See
“Guidelines for defining a set of user archives’ on page 217.

Example

The Information Technology (IT) department employs two co-operative
education students per quarter. When a new quarter begins, the currently
employed students in the department return to university classes and two
different students take their place.

User archives are defined by department, so that mailbox information for all
IT department employees are stored in the 9B2T (IT) archive. The search
criterion that determines the contents of the archive is “ Department
EQUALS9B2T (IT).” Thismeans that each time information is backed up
to the 9B2T archive, the search is regenerated. Information pertaining to the
former co-op studentsis automatically left out and information pertaining to
the new co-op students is automatically added.
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Upgrading from CallPilot 1.07 to CallPilot 2.0

If you are upgrading from CallPilot 1.07 to CallPilot 2.0, you can use your
CallPilot 1.07 user archives to migrate mailbox information to the new
platform.

ATTENTION  \y/hen you are restoring a CallPilot 1.07 user archive to a

CdllPilot 2.0 server, be aware that mailbox owners with
remote notification capability are automatically given
remote text notification capability.

Impact on system performance

Note that performing an archive is a computer-intensive task and should
only be performed during low traffic periods. Most customers experience
no noticeable impact on system performance. If you do notice an impact on
system performance, see the CallPilot Manager online Help
Troubleshooting topic “ Archiving mailbox information slows down the
system.”

Limitations

m Archives do not save switch-related setup, operational measurement
data, event logs, alarms, system security settings, the networking setup,
or queues of undelivered and time-delayed messages.

m |If you restore one or more messages from a user archive, they are added
to the messages that are currently in the destination mailbox. The
mailbox owner may complain that deleted messages re-appear in the
mailbox.
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Defining sets of user archives

If your system has more mailboxes than the number recommended to
archive on the device you have configured (disk or tape), define a set of user
archives where each archive contains no more than the recommended
number.

Example: If your 1002rp system has 12000 mailboxes, you must define at
least three archives and ensure that none has more than 5000 mailboxes
backed up. Allow three Gbytes for each of the three archive segments.

You can define each user archive to back up only the mailboxes and
administrators that you select.

Guidelines for defining a set of user archives
You can define a user archive around any of the user search criteria. For
example, you can
m define a separate archive for administrators
m define adifferent archive for each department or location
m archive mailboxes in numeric segments (for example, mailboxes 7*, 8*,

and so forth)
= archive mailbox owners by last name in alphabetic segments (for
example, a*, b*, ..., z*)
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Determining a time slot for a backup to a user archive

These recommendations are based on the assumption that there is a period
of eight contiguous hours of light system traffic.

To arrive at the calculations shown in the Archive Capacity table, each test
mailbox consisted of

m five voice messages, each 40 secondsin length
m Persona Greetings

m Persona Verification

= no PDL

Archive Capacity table

Maximum number of mailboxes
Maximum | to archive in a single segment |Gbytesrequired

number for each

Platform | of mailboxes On disk On tape segment
200i 8000 2500 2500 2.5
201i 10000 3000 3000 25
702t 20000 4000 4000 3
1001rp 20000 4000 4000 3
1002rp 50000 5000 5000 4

Looking up procedures in CallPilot Manager online Help

Find procedures for backing up to and restoring to user archives by looking
up user archives inthe Index.
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Using prompt archives

Introduction
Define at least one prompt archive for each language installed on your

CadlPilot server. Back up prompt information to these archives each time
prompts are updated.

ATTENTION

When new applications are created, they are not
automatically added to existing application archives. You
must use the procedure in this topic to redefine the
application archive in which the new application belongs.

Limitations

Archives do not save switch-related setup, operational measurement data,

event logs, alarms, system security settings, the networking setup, or queues
of undelivered and time-delayed messages.

ATTENTION You cannot selectively restore customized prompts from a

prompt archive.
Looking up procedures in CallPilot Manager online Help

Find procedures for backing up to and restoring from prompt archives by
looking up prompt archives in the Index.
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Using application archives

Introduction

Define at least one application archive and back up to application archives
weekly.

ATTENTION  \When new applications are created, they are not

automatically added to existing application archives. You
must use the procedure in this topic to redefine the
application archive in which the new application belongs.

Recommendation

Consider defining separate archives for
= voice menus (by language)

» applications for different functions (such as those using the Application
Builder Thru-Dial block)

Limitations

Archives do not save switch-related setup, operational measurement data,
event logs, alarms, system security settings, the networking setup, or queues
of undelivered and time-del ayed messages.

Looking up procedures in CallPilot Manager online Help

Find procedures for backing up from and restoring to application archives
by looking up AppBuilder archives in the Index.
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Restoring from archives

Introduction

You can restore data from an archive without taking the CallPilot system out
of service.

Limitations

m Archives do not save switch-related setup, operational measurement
data, event logs, alarms, system security settings, the networking setup,
or queues of undelivered and time-delayed messages.

= If you restore one or more messages from a user archive, they are added
to the messages currently in the destination mailbox. The mailbox owner
may complain that deleted messages re-appear in the mailbox.

m  Custom commands and personal verifications cannot be restored from a
user archive.

= You cannot selectively restore customized prompts from a prompt
archive.
Choosing from a list of archives

When you restore data from an archive, you choose from alist of the type of
archive you have selected.

Thefollowing illustration shows alist of user archives.
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Getting there System O Backup/Restore [ Restore [ Backup Device [

Retrieve Directory

a CallPilot Manager - Restore User Archive - Microsoft Internet Explorer

| File Edit ¥iew Favoites Tools  Help

S o a 3 5
Back Forard Stop  Refresh  Home Search Favorites  Histor Print
Agdress@ hitp localhostfopmar/sysadmin/Backupd dmin/R estoreD etailsh ain.asp = @60 “Lmks
-
Cancel jEEJ J
Main
1. Select what users are to be displayed in the list.
View [l Archived Users =]
2. Select users to restare
# I |Last Name+ Fir=t Mame Il
1| 7 |T2050 ugosn 8050
2| [ |Ta0s1 Ua051 aos1
3| [ [Ta0s2 1s0s2 B0s2
4 [T 5100005 6100005 6100005
| M |B100001 B100001 6100001
6 [T |5100003 100003 6100003
7| 7 6100008 6100005 6100005
| [T |5100009 51000039 6100009
3 [T 6100010 6100010 6100010
0] [T |5100011 B100011 6100011 |
&1 [ B Losalintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for restoring from archives by looking up archives in the

I ndex.
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Selecting user information to restore

Once you have selected an archive, you can select specific information to
restore.

Thefollowing illustration shows a detail from a user archive.

Getting there System O Backup/Restore [ Restore [ Backup Device [
Retrieve Directory 0 User Restore Details

_J F £ !iew ___ I _EID —— ......
R I B A B - B B

J Back. Fonyard Stop  Refresh  Home Search Favortes  History . Print ,
JAgdress I@ son:selact&restoraspecificationname=user_alchive_EDSDradSE413%20020822%20091E&nodeposition:ﬂj @Go |

User Restore Details
OKI Cancel |

User Restore Details

Select the individual user messages and greetings to restore:

# O [Typet Diezcription

1| T |Greetings

2 [T |Custom Commands

3| [ |Personal Verification
Fersonal Distribution

Lists PDL Temparary file
5 T |Message 22:0153514 Aug 22 2002 U0S0

EI.KJ Cancel I -
of

| |
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Chapter 9

Monitoring suspicious activities
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Monitoring custom application SDNs 240
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What to monitor and when

Introduction

If you have noticed suspicious activity on your system, use CallPilot
Security Administration features to monitor CallPilot for certain events that
you suspect are caused by hackers who have gained access to your system.
When the event you are monitoring occurs, an alarm is generated. This
means you are notified of suspicious activity in real time so you can
investigate immediately.

When to enable monitoring

Generally, you enable activity monitoring only when you suspect hacker
activity on your system.

You might be alerted to suspicious activities by

m  mailbox owners complain of suspicious behavior, such as changed
greetings or obscene messages

m anadertistriggered by Reporter
= areport generated in Reporter indicates unusual traffic or usage patterns

What you can monitor

You can monitor

m internal and external telephone numbers (CLIDs) from which you
suspect hackers are caling

= mailboxes to which you suspect hackers have gained access

= custom applicationsthat hackers may be using for unauthorized thru-dial
activities

. SMTP/VPIM IP addresses, user IDs, and FQDNs
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Notification of suspicious activity

You can find out about the alarms generated by

= Vviewing the Alarms Monitor regularly to learn of new alarms

= Setting up an alarm mailbox so that whenever an alarm is generated, the
system sends a voice message to the mailbox to alert you

= enabling remote notification for the alarm mailbox so you are notified of

new alarm messages immediately at a specified number, such as a pager
or cell phone
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Monitoring mailbox logon and thru-dialing
activities

Introduction

If you suspect abuse of mailbox privileges, you can monitor mailbox logon
and thru-dialing activities.

After you have determined the cause of suspicious activity and have
resolved the problem, remove the corresponding mailboxes from the
monitoring list.

Note: An event code is generated, each time someone logs on to a mailbox
or the thru-dial process transfersacall fromit.
Alarms that can be generated

The following alarms are generated whenever alogon or thru-dial attempt
originates from a monitored mailbox:

Event number Description

55703 Unknown system error occurred while attempting to
transfer a call for an Application Builder application

OR

Unknown system error occurred in the Call Transfer block
of an Application Builder application.

55717 A Thru-Dial block uses name or both name and number
dialing, but no name prefix is defined for the name dialing
service.

55750 Successful login to amailbox from a Directory Number

(DN) monitored by Hacker Monitor.

228 CallPilot



May 2003

Monitoring suspicious activities

Event number Description

55751

55752

55753

55756

55757

55758

55759

55760

55761

55762

55763

Failed login attempt to amailbox from a Directory Number
(DN) monitored by Hacker Monitor.

A Thru-dia attempt was successful from amailbox that is
monitored by Hacker Monitor.

A Thru-dia attempt was unsuccessful from a mailbox that
is monitored by Hacker Monitor.

A login attempt to a mailbox failed while Hacker Monitor
was actively monitoring all mailboxes. The mailbox
number is unknown.

A login attempt to a mailbox failed while Hacker Monitor
was actively monitoring all mailboxes. The mailbox
number and Calling Line ID are unknown.

Successful login to amailbox that is being monitored by
the Hacker Monitor.

Successful login to amailbox that is being monitored by
the Hacker Monitor.

Successful Thru-Dial from amailbox that is being
monitored by the Hacker Monitor.

Successful Thru-Dial from amailbox that is being
monitored by the Hacker Monitor. The calling lineID is
unknown.

A Thru-Dial was attempted but not performed from a
mailbox that is being monitored by the Hacker Monitor.

A Thru-Dial was attempted but not performed from a
mailbox that is being monitored by the Hacker Monitor.

For more info, see Event Code help
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Monitoring options

You can specify individual mailboxes to track suspicious thru-dialing
activities, logon attempts, or both. You can aso specify a monitoring period.

Getting there: Messaging 0 Security Administration 0 Mailboxes settings

7§ CallPilot Manages - Security Administration - Microsoft Intemnet Explorer
Fle Edi View Favoiles Tooks Help || ks > I

CLIDs |

Monitor CLIDs for All Mailbos Loging and all Thru-

Dials on the Systerm: u

Manitoring Period ( Eastern Time )
From 2| bk 00 2]
To: |00 =] hh |00 =] mm

Imema\.,i Al > 1’

Extemal[ | Add 1‘

Mailboxes
Manitor Mailbox: ™ Logins " Thru-dials

Monitoring Period ( Eastem Time ):

Fram: “| hh ~| mm e

To: U2y hh [P0 2] mm
Mailboxes
Al &
Selected:
External ele] l‘
@] Done |78 Local intianet

Note: To display linksto all Security Administration procedures, scroll to
the bottom of the page and click the grey Help button.

Looking up information in CallPilot Manager online Help

Find procedures for adding and removing mailboxes from the list of
mailboxes to be monitored by looking up monitoring in the Index.

230 CallPilot



May 2003

Monitoring suspicious activities

To view the details for a specific event or return code

1 Click the Event in the Event Browser to open the Event Code Help.

2 If the help does not automatically display the desired information:

a.
b.
c.
d.

Click the Index tab in the left pane of this help file.
Type the event or return code as the keyword to find.
Press Enter. The code is located in the index list.

Click the code in the index list. The right pane refreshes to display the
details for the specified event or return code.

Note: For more information, refer to the CallPilot Manager online Help
topic “Event and return code help overview.”
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Monitoring internal and external activity
by calling line ID

Introduction

When acall comesin to the system, CallPilot keeps track of the calling line
ID (CLID), if available. The CLID identifies a caller to the system. If you
have identified certain CL1Ds as suspicious (possibly the number from
which ahacker is calling in to your system), you can use CallPilot Security
Administration to monitor them.

How to identify suspicious CLIDs

You might become suspicious of certain CLIDs under the following
conditions:

= You receive an Excessive After-Hours Logons aert. Thisalert reportsthe
mailbox number and caller DN (the CLID).

= You run the Mailbox Call Session Summary report on mailboxes you
suspect are targets of hackers and notice calls repeatedly originating
from certain caller DNSs.

Notification of access by monitored CLIDs

When thru-dial attempts are monitored, an alarm is generated whenever a
monitored CLID gains access to the system and places an outgoing call. It
does not matter how the call was transferred—whether it was from a
mailbox or a custom application, for example.

All thru-dia activity that originates from the monitored CLID generates an
aarm.

232

CallPilot



May 2003 Monitoring suspicious activities

Alarms that can be generated

The following alarms are generated whenever alogon or thru-dial attempt
originates from amonitored CLID:

Event number Description

55750 Successful login to a mailbox from a Directory Number
(DN) monitored by Hacker Monitor.

55751 Failed login attempt to amailbox from a Directory Number
(DN) monitored by Hacker Monitor.

55752 A Thru-dia attempt was successful from a mailbox that is
monitored by Hacker Monitor.

55753 A Thru-dia attempt was unsuccessful from a mailbox that
is monitored by Hacker Monitor.

55754 A Thru-dia attempt was successful from inside an
Application Builder application.

55755 A Thru-dia attempt was unsuccessful from inside an
Application Builder application.

For more info, see Event Code help

How to respond to alarms

If aspecific mailbox is being targeted, determine if the mailbox isin use.

m If itisbeng used, inform the user and ask him or her to change the
mailbox password immediately.

m |If the mailbox is unused, delete it immediately.
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Monitoring options
You can monitor

m al CLIDsfor suspicious behavior, or you can specify certain CLIDsto
be monitored

m logon or thru-dial attempts, or both
n for the entire day, or for a specified time period

Getting there: Messaging 0 Security Administration 0 CLIDs settings

3 CallPilot Manager - Security Administ icrosoft Intemet Explorer [_[5]x]

Manitor CLIDs for All Mailbox Logins and all Thru-
Dials on the System:
Monitoring Period { Eastern Time )

r

Fram: m hh m mm
To “| hh 2| mm

Internal Addi>>
=
Extemal [ | Al
=

Mailboxes

Monitor Mailbox I” Logins " Thru-dials
Monitaring Periad { Eastern Time )

From:  [00 2] hh [00 2] mm
To: oo = k00 E] lmm
Mailboxes
Al e

Selected:

External ’7 ] ]/
[ Dok

=
&1 Dore

3% Local intranet

Note: To display linksto all Security Administration procedures, scroll to
the bottom of the page and click the Help button.

Looking up procedures in CallPilot Manager online Help

Find procedures for monitoring all CLIDs and for selecting specific CLIDs
to be monitored by looking up monitoring in the Index.

234 CallPilot



May 2003

Monitoring suspicious activities

To view the details for a specific event or return code

1 Click the Event in the Event Browser to open the Event Code Help.

2 If the help does not automatically display the desired information:

a.
b.
c.
d.

Click the Index tab in the left pane of this help file.
Type the event or return code as the keyword to find.
Press Enter. The code is located in the index list.

Click the code in the index list. The right pane refreshes to display the
details for the specified event or return code.

Note: For more information, refer to the CallPilot Manager online Help
topic “Event and return code help overview.”
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Monitoring suspicious SMTP activity

Introduction

You can use one of the following to monitor suspicious SMTP and VPIM
Networking activity:
= the event log (automatic monitoring)

If you choose to use the event log as your monitoring method, no action
isrequired from you to initiate SMTP/VPIM monitoring.

m the Security Administration page in CallPilot Manager (manual
monitoring)

Automatic monitoring

Automatic monitoring alerts you to suspicious SM TP activity, blocks access
to the system, and provides sufficient information for further investigation.
No configuration is required for automatic SMTP/VPIM monitoring.

You can use information collected by monitoring suspicious SMTP and
VPIM Networking activity to

m Investigate the source of the suspicious activity.
m Enable manual hacker monitoring for the user ID, FQDN, or |IP address.
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How it works
When repeated unsuccessful authentication attempts are detected by

CadlPilot (for example, an incorrect password is presented), the following
OCCUrs:

IF the senderisa THEN

local user After the specified number of unsuccessful attempts,
that user’'s mailbox is disabled and an event is
logged. Refer to the online Help topic “ Configuring
the authentication options on the local server.”

Note: If the mailbox is disabled, the user cannot log
in from either a phoneset or by using a desktop or
web messaging client. Messages are no longer
accepted via SMTP from that user, regardless of
whether the user is authenticated or not.

remote server After the specified number of unsuccessful attempts,
message reception from the remote server isdisabled
and an event islogged. Refer to the online Help topic
“Configuring the authentication options on the local
server.”

Note: If the remote server is disabled, messages
from the remote server are no longer accepted.

Note: If the sender is presenting itself as alocal mailbox or aremote server
that does not actualy exist, the system treatment is the same as when the
mailbox or remote server does exist. This prevents the hacker from learning
that the mailbox or server are not defined on the local system.

When the mailbox or server becomes disabled, an event islogged. The event
includes the following information:

m theUser ID (local mailbox number or remote server FQDN) used in the
authentication attempt

m the FQDN and IP address from which the last authentication failure
occurred
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Monitoring activities manually

You can manually monitor activity based on the following:

m FQDN of the remote messaging server or desktop or web messaging
client attempting to connect

m |P address of the remote messaging server or desktop or web messaging
client attempting to connect

m authenticating user ID

You can define up to 100 activities to monitor. Monitoring provides you
with adetailed list of activities received from the |P address, user ID, or
FQDN. Activities that appear in thelist include:

m al connections with successful authentication attempts

m al connections with unsuccessful authentication attempts

» al unauthenticated connections (that is, where authentication was not
attempted)

In addition to the activities list, an alarm message is deposited in the alarm
mailbox, if the alarm mailbox is configured and these events have not been
throttled.

When you have accumulated enough data about the hacker attack, you can
disable monitoring of the offending source to avoid excessive logging. You
can disable monitoring by using one of the following methods:

» Click Delete to remove the monitoring activity from the list.

» Click Disable to disable the monitoring activity.

Thisretains the activity in the list so that you can enable it again, if
required.
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Getting there: Messaging 0 Security Administration 0 SMTP/VPIM settings

4} callrilot Manager - Security Administration - Microsoft Internet Explore; 10l =|

File Edit View Favorites Tools  Help ﬁ
&Back - = - D at | Qhsearch [GelFavorites  GMedia &4 | N S

Address I@ http: f{cplabz30a/cpmar fmsgadmin/security fsecadmin, asp j @Go | Links **

@ | i
Qm Monitaring Activities: [~

Activities to Monitor:

Add.. | | Delete || Enatile | | Disatie |

[

# [T |Activity Status

Add.. | [ Delete || Enahile | | Disatie |

¥ —

3
|@ Done ’_ ’_ ’_ E Local intranet 4

Todisplay linksto all Security Administration procedures, scroll to the
bottom of the page and click the Help button.
Looking up procedures in CallPilot Manager online Help

Find procedures for monitoring SMTP activity by looking up monitoringin
the Index.

Find procedures for configuring authentication options for the CallPilot
server, by looking up SM TP authentication in the Index.
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Monitoring custom application SDNs

Introduction

You can monitor specified custom applications to track suspicious thru-
dialing activities.

Note: An event code is generated each timethereis thru-dialing activity
from a custom application SDN.

After you have determined the cause of suspicious activity and have
resolved the problem, remove the corresponding application’s SDN from the
monitoring list.

Monitoring options

You can monitor

m al applications for suspicious behavior, or you can specify certain
applications to be monitored

m for the entire day, or for a specified time period
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Getting there: Messaging 0 Security Administration 0 Application Builder

settings

4} callrilot Manager - Security Administration - Microsoft Internet

=10l x|

File Edit View Favorites Tools  Help

GBack ~ = - ) at | Qhsearch [GelFavorites  GMedia &4 | BN S

Address I@ http: ficplab230a/cpmgr fmsgadmingsecurity/secadmin, asp

x| @ |Links =

To: IDD 'l hh {00 =} mm

4|

: e !
|@ Done ’_ ’_ ’_ E Local intranet 4

Apﬁiication Builder ) B
fonitor thru-dials for Application
Builder applications with associated [~
SOMs
Monitaring Petiod ( Eastern Time J:
From: IDD 'l hi {00 =} mm il

b

Note: To display linksto all Security Administration procedures, scroll to

the bottom of the page and click the Help button.

Looking up procedures in CallPilot Manager online Help

Find procedures for monitoring thru-dialing activity viacustom applications

by looking up monitoring in the Index.
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Configuring mailbox security

In this chapter

Recommendations and guidelines 244
Controlling access to mailboxes 251
Changing global mailbox password options 252
Ensuring the use of a personal verification 255
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Recommendations and guidelines

Introduction

When you set up your CallPilot system, address the following issues:

»  Unused mailboxes and inadequate mailbox access controls make it easy
for hackers to use your system.

m Mailboxes provide access to features and services using the thru-dial
function. Your organization is charged for some of these serviceson a

per-use basis.
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Issues and recommendations

Issue Recommendations

Hackers often use corporate Apply aglobal RPL to prevent all calls
systemsto pay for pay-per-minute to pay-per-minute services.

services, which are accessed viaa

9xx access code.

Mailbox owners often delay Change the password prefix for new

changing their default passwords, mailboxes regularly.

which makesit is easier for Change the default password prefix

hackers to gain accesstoanew  reqiarly and include the password

mailbox. prefix in data files used to add groups
of mailboxes.
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Issue Recommendations
Hackers look for signsthat a Nortel Networksrecommendsthat you
mailbox is unused. take the following actions:

» Delete unused mailboxes to keep
hackers out of your system.

m Ensure that al mailboxes have
recorded spoken names (personal
verifications).

m Ensurethat al personal
verifications specify the mailbox
owner's name or title, instead of a
message such as “ The person at
extension 8522 is not available to
take your call.”

See the online Help topics
“Confirming the use of a personal
verification” and “Providing a
personalized greeting for a
mailbox.”

m Ensure that aged messages are
automatically deleted from
mailboxes.

= When you create new mailboxes
prior to immediate use, defer
access to the new mailboxes.

Note: Seethe online Help book
“Monitoring suspicious activity.”
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Issue

Recommendations

Mailbox owners often repeat
favorite passwords and choose

passwords that are easy to hack.

Educate mailbox owners about how to
create secure passwords to increase
system security.

Nortel Networks recommendsthat you
take the following actions:

m Specify aminimum password
length of eight characters.

m Force mailbox ownersto change
their passwordsregularly asagood
security practice.

Default: Mailbox owners must
change their passwords every 90
days.

m Play awarning message afew days
before mailbox owners' passwords
expire so that they can change the
password before it expires.

Default: Five days. The warning
message plays once each day until
the password is changed.

m Ensurethat mailbox ownerschange
their passwords to new passwords,
rather than entering the same
passwords.

Default: Mailbox owners must
enter five new passwords before
they can reuse an old password.

Note: If these defaults do not suit the
needs of your organization, see the
online Help topic “Changing global
mailbox password options.”
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Issues and recommendations

Issue

Recommendations

Hackers often use corporate
systemsto pay for pay-per-minute
services, which are accessed viaa
9xx access code.

Apply aglobal RPL to prevent all callsto
pay-per-minute services.

Mailbox owners often delay
changing their default passwords,
which makesit iseasier for hackers
to gain access to a new mailbox.

Change the password prefix for new
mailbox owners regularly.

Change the default password prefix
regularly and include the password prefix in
datafiles used to add groups of mailbox
owners.

Hackers ook for signsthat a
mailbox is unused.

Nortel Networks recommends that you take
the following actions:

m Delete unused mailboxes to keep
hackers out of your system.

m Ensure that all mailboxes have recorded
spoken names (personal verifications).

m Ensurethat all personal verifications
specify the mailbox owner’s name or
title, instead of a message such as“The
person at extension 8522 is not available
to take your call.”

See Confirming the use of a personal
verification and Providing a
personalized greeting for a mailbox.

» Ensure that aged messages are
automatically deleted from mailboxes.

Note: See the online Help book
“Monitoring suspicious activity.”
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Issue

Recommendations

Mailbox owners often repeat
favorite passwords and choose

passwords that are easy to hack.

Educate mailbox owners about how to
create secure passwords to increase system
security.

Nortel Networks recommends that you take
the following actions:

m Specify aminimum password length of
eight characters.

m Force mailbox ownersto change their
passwords regularly as a good security
practice.

Default: Mailbox owners must change
their passwords every 90 days.

m Play awarning message afew days
before mailbox owners' passwords
expire so that they can change the
password before it expires.

Default: Five days. The warning
message plays once each day until the
password is changed.

m Ensurethat mailbox owners changetheir
passwords to new passwords, rather than
entering the same passwords.

Default: Mailbox owners must enter
five new passwords before they can
reuse an old password.

Note: If these defaults do not suit the needs
of your organization, see the online Help
topic “ Changing global mailbox password
options.”
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Guidelines for creating secure mailbox passwords

Mailbox owners are often unaware of password security risks and how to
address them.

Inform mailbox owners about the security risks involved and why these
measures are important.

The following guidelines can help mailbox owners create better passwords.
m Do not use obvious dates, names, and words (such as favorite hobbies,
food, and so on).

m  Use phonetic versions of meaningful words that are easy to remember.
Examples. whyzkrak, phabuluss

m  Usenumbersin place of some letters. These are hard for password-
cracking programs to match. Examples. 4ainbow, 8ookworm, pu22led

m  Use combinations of words that result in non-words. Examples. apecar,
teaflower
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Controlling access to mailboxes

Introduction

Define mailbox logon requirements for all system users. Enable and
configure security options that control external logons and limit the number

of unsuccessful logon attempts.

Mailbox access control default values shipped with CallPilot

Access control

Shipped default value

Number of unsuccessful logon
attempts that can be made on a
mailbox before it is disabled.

Note: The administrator must use
CadllPilot Manager tore-enable the
mailbox before it can be accessed

again.

9

Number of unsuccessful logon
attempts a user can make before a
mailbox session is terminated

3

Note: For userslogging into IMAP
client types (for example, by using
desktop messaging), theinvalid logon
count isincreased by 2.

Looking up procedures in CallPilot Manager online Help

Find procedures for changing mailbox access control default values by
looking up mailbox access in the CallPilot Manager online Help Index.
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Changing global mailbox password
options

Introduction

If the mailbox password defaults shipped with CalPilot do not adequately
address the security needs of your organization, change them.

The default password

The default password consists of the password prefix plus the mailbox
number. It istruncated at 16 characters whenever the mailbox number
exceeds 14 characters.

The default password isin effect whenever

= new mailboxes or administrators are added to the CallPilot database
m after apassword isreset

Preventing administrators from being locked out of CallPilot
Manager

Administrators can be locked out of CallPilot Manager if they (or someone
else) tries to log on with the wrong password too many times. You can
minimize the risk associated with this type of denial of service attack.

To avoid manually resetting passwords whenever this happens, you can
configure CallPilot Manager to automatically re-enable disabled
administrator passwords after the configured length of time.
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Mailbox password default values shipped with CallPilot

Shipped default

Setting value
Password prefix 12
Minimum length of password 6 characters
Maximum days permitted between changes 90 days

Number of days before password expiry that the 5 days
mailbox owner receives awarning

Number of different passwords that mailbox 5 passwords
owners must create before recycling an old
password

See also
= “Issues and recommendations’ on page 245
m “Guidelinesfor creating secure mailbox passwords’ on page 250
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Getting there: Messaging 0 Security Administration [ Passwords settings

/3 CallPilot Manager - Security Administration - Microsoft Intemet Explorer

| Ble Edi View Favoies Took Help

|| Links »
CaffPifot Manager | B

Home User » System » Maintenance ¥  Messaging ¥ Tools ¥ Help +
Location * Messaging = Security Administratian

Security Administration

Save | Cancel | Help

General

Thru-Dial Restriction Permission List Number: ~| Properies

Logon to Mailbox fram Telephones External to .

- |Local
Switch:
Hi Long Distance 1
Passwords Long Distance 2
Unrestricted

Prefix:
Minimum Length: ,E—
Mastimurm Days Permitted Between Changes: IHEI—
Password Expiry Warning Days: ,5—

Minimum Mumber of Change Before Repeats: |5

Maximum Invalid Logon Attempts

Per Mailbox: |3
Per Session: |3

CLIDs

Monitor CLIDs far Al Mailbox Loging and all Thru- -
Dials on the Systam: =l
&] Done

[ (T8 Localintranet

Note: To display linksto all Security Administration procedures, click the
gray Help button.

Looking up procedures in CallPilot Manager online Help

Find procedures for changing mailbox password default values by looking
up mailbox passwordsin the CallPilot Manager online Help Index.
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Ensuring the use of a personal verification

Introduction

Hackerslook for signsthat a mailbox is unused. Nortel Networks
recommends that you ensure that all mailboxes have a personal verification
recorded for it.

To reduce the administrative burden of recording personal verifications, do
at least one of the following:

m Ensure that mailbox owners can record their own.

= Permit another mailbox owner to record personal verifications.

You might need to provide a personalized greeting for amailbox in either of
the following situations:

= You are configuring a special-purpose mailbox.
= You must protect the mailbox from hackers.

See also
= “Issues and recommendations’ on page 248

m The CalPilot Manager online Help topic “ Setting call answering options
for mailbox class members.”
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Getting there: User O User Search 0 User Detail page 0 Greetings

A callPilot Manager - User Details - Microsoft Internet Explorer. —[&]x]
Fle Edt Vew Faverites Toos Help |
GBak - = - @[3 A& | Qoearch GaFavoites Feda B |- S
Address [€] httpi//cplabz30a ~| @ ‘L\nks ”|
L) REARAF g L] LEDA F LR | El
Security
Lagin Status: [Enabled
Time of Last Login: Monday, September 30, 2002 3:02:55 PM Eastern Time
Invalid Login Attempts: 0
Password Last Changed: Monday, September 30, 2002 11:13:52 AM Eastem Time
Resst Mailbox Passward Change Mailbox Passwaord
Status
Storage used; 17 %
Total Available: 10 minutes
Total system resources used: 0.17 minutes
Parsonal Verification: Mot Recorded Pecord Import
Internal Personal Greeting: Mot Recorded  Fecord... | Impart,
External Personal Greating: Mot Recordsd Record Impart
Temporary Absence Greeting: Mot Reoorded  Record.. | Impart
Temporary Absence Greeting Expiry; Not Set
E-Mail
Add. Delete Selected
#| [ [E-mail by Phone Enabled# [E-tail Address User hame | Account ame [MAP Server -
& [ [ [BE Localintranet

Note: To display linksto all User Administration procedures, scroll to the
bottom of the page and click the Help button.

Looking up procedures in CallPilot Manager online Help

Find procedures for confirming and providing mailbox personal
verifications by looking up personal verificationsin the CallPilot Manager
online Help Index.
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Overview

Introduction

Certain services and custom applications are capable of using the thru-dial
process to place calls outside your system onto the public network. This
means they can be used to place long-distance calls that incur toll charges.

Use of restriction permission lists (RPLS) ensures that your organization
does not incur unauthorized toll charges.

Each RPL consists of two lists:

m restriction code list
m permission code list

Restriction permission lists

A restriction permission list (RPL) limits the DNs that can be connected to
by the thru-dial process.

To adequately secure the CallPilot unified messaging system, RPLs must be
applied to each of the following:

m theentire system (the globa RPL)
= amailbox owner group (mailbox class RPLS)
= anindividual application or service (application-specific RPLS)

Restriction codes

Restriction codes specify the beginning of adialed number to which any call
is blocked.

For example, if 21 isarestriction code in the Local RPL, and a number that
begins with 21 (such as 213-3333) is diaed, the call is blocked.
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Permission codes
A permission code is an exception to the corresponding restriction code.

For example, if 21 isarestriction code in the Local RPL, and a number that
beginswith 21 (such as 213-3333) is dialed, the call is blocked. However, if
the Local RPL also includes the permission code 213, acall to 213-3333 is
permitted.

Required RPL maintenance tasks

After aCallPilot system isinstalled, you must
s Customize the On Switch RPL.
m Customizethe Local RPL.

m Customize the Long Distance 1 RPL to permit domestic long distance
calls.

m Customize the Long Distance 2 RPL to permit international long
distance calls.

m Definethe global restrictions and permissions for off-switch dialing.
m  Apply RPLsto thru-dial features used by mailbox class members.
m  Apply acallback handling RPL to any custom applications.

Creating and deleting RPLs

There are four supplied RPLs on newly installed systems. Initially, the
restriction codes for these lists are digits 0-9 so that no off-switch dialing is
permitted.

For some organizations, these four lists are sufficient. Organizations that
have more complex requirements need special -purpose RPLs. CalPilot can
store up to 200 RPLs.

Whenever an RPL that you create becomes obsolete, deleteit.

Note: You cannot delete a supplied RPL.
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Getting there: Messaging 0 Restriction Permission Lists

£ CallPilot Manages - Restriction Permission Lists - Microsoft Internct Explorer

| Fle Edi View Favoites Tooks Help

=
o CallPilot Manager | B

LDAP s e cpIITIY | W3IBS HAMEe 2 I

Home User ¥ System v Maintenance ¥  Messaging ¥ Tools ¥ Help ~
Location * Messaging = Restiiction Permission Lists

Restriction Permission Li

Help

RPLs

Create RPL BEEte BRI

# I |RPL Meme t hum Reestriction Code hlum Permission Codle:
1 Local 10 0

2 [T |Long Distance 1 10 0

3| [T |Long Distance 2 10 0

4 [T |On Switch 10 0

5 [ \Unrestricted o 10

Create RPL Delete BRI

Help

To display the help topic “Maintaining Restriction Permission Lists,” click
the gray Help button.

Looking up procedures in CallPilot Manager online Help
Find procedures for maintaining, creating, and deleting RPL s by looking up

restriction permission lists (RPL s) in the CallPilot Manager online Help
Index.
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Determining the need to customize and
create RPLs

Introduction

The following processes are not CallPilot Manager tasks. They are
administrative processes that help you determine whether you must create
special-purpose RPLs.

Creating and customizing RPLs that govern external Call

Sender

If amailbox is compromised, a hacker can listen to messages and use the
Call Sender feature to place a call to the message sender.

To prevent unwanted charges without unnecessary restriction
of legitimate chargeable calls:

1

Use CallPilot Manager Advanced Search to list the mailbox classes that
allow external Call Sender.

Determine which mailbox classes should permit mailbox owners to place
international long distance calls with no special restriction. Ensure that
the Long Distance 2 RPL is customized appropriately.

Of the remaining mailbox classes, determine which should permit
mailbox owners to thru-dial to domestic long distance DNs with no
special restriction. Ensure that the Long Distance 1 RPL is customized
appropriately.

Of the remaining mailbox classes, determine which should permit
mailbox owners to thru-dial to local off-switch DNs with no special
restriction. Ensure that the Local RPL is customized appropriately.

If there are any mailbox classes left, determine if there are any which
should permit off-switch dialing of any kind.

If so, list each special restrictions required and create one or more RPLs
that block only the restricted calls.
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Creating and customizing RPLs that govern the revert DN

If amailbox is compromised, a hacker can define the number of along
distance carrier as the mailbox owner’s revert DN.

To prevent unwanted charges without unnecessary restriction
of legitimate chargeable calls:

1

Use CallPilot Manager Advanced Search to list the mailbox classes that
allow mailbox class owners to specify an off-switch revert DN.

Determine which mailbox classes, if any, should permit mailbox owners
to specify an international long distance number as the revert DN, with
no special restriction.

Ensure that the Long Distance 2 RPL is customized appropriately.

Of the remaining mailbox classes, determine which should permit
mailbox owners to specify a domestic long distance number as the revert
DN, with no special restriction.

Ensure that the Long Distance 1 RPL is customized appropriately.

Of the remaining mailbox classes, determine which should permit
mailbox owners to specify a local off-switch number as the revert DN,
with no special restriction.

Ensure that the Local RPL is customized appropriately.

If there are any mailbox classes left, determine if there are any which
should permit mailbox class members to specify an off-switch number of
any kind as the revert DN.

If so, list each special restrictions required and create one or more RPLs
that block only the restricted calls.

Creating and customizing AMIS Open Networking RPLs

If the CallPilot system has AMIS Open Networking installed, mailbox
owners can compose and send messages to mailboxes on other messaging
systems on the open (public) network. This openness allows hackers
established on your messaging systems to charge their costs to your system.
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To prevent unwanted charges without unnecessary restriction

of
1

legitimate chargeable calls:

Use CallPilot Manager Advanced Search to list the mailbox classes to
allow mailbox class owners to send messages over the public network.

Determine which mailbox classes, if any, should permit mailbox owners
to send messages to an international long distance number, with no
special restriction. Ensure that the Long Distance 2 RPL is customized
appropriately.

Of the remaining mailbox classes, determine which should permit
mailbox owners to send messages to a domestic long distance number,
with no special restriction. Ensure that the Long Distance 1 RPL is
customized appropriately.

Of the remaining mailbox classes, determine which should permit
mailbox owners to send messages to a local off-switch number, with no
special restriction. Ensure that the Local RPL is customized
appropriately.

If there are any mailbox classes left, determine if there are any which
should permit mailbox class members to send messages to an off-switch
number of any kind.

If so, list each special restrictions required and create one or more RPLs
that block only the restricted calls.

See also

“Creating and using a set of search criteria” on page 286
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Customizing RPLs

Introduction

This topic provides some recommendations for customizing restriction
permission lists (RPLS) to secure the system while thru-dial features are
used.

You can restrict calls by international code, area code, or local exchange
code by overlapping restriction and permission codesin the same RPL.

Example of overlapping restriction and permission codes in an
RPL
A Long Distance RPL must

= prevent mailbox owners from dialing out to a 900 area code
= permit use of thedialing prefix 9, aswell aslocal callsto a 9xx exchange
and on-switch callsto extensions beginning with 9

The RPL must include the following:

m Restriction Code: 91900 (assuming that the caller must dial 1 to accessa
long-distance switch)

m Permission code: 9
Supplied RPLs
For many organizations, the four supplied RPLS, once they are customized

appropriately, can be applied to give each thru-dial feature the appropriate
level of protection for each mailbox class.
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CallPilot supplies

= On Switch RPL

s Loca RPL

m Long Distance 1 RPL
» Long Distance 2 RPL

Customizing supplied RPLs

There are four supplied RPLs on newly installed systems. Initially, the
restriction codes for these lists are digits 0—9, with no permission codes.
This means that each process requiring the thru-dial function fails.

The RPLs page lists, for each RPL, the number of restriction and permission
codes defined. By default, each supplied RPL has 10 restriction codes and
no permission codes. You can use these summations to determine, at a
glance, whether RPL s have been customized.

See also

m “Customizing the On Switch RPL to enable thru-dialing to other on-
switch DNS’ on page 267

Guidelines for customizing the global RPL

The global RPL governs the call answering, express voice messaging, and
thru-dial sessions on the system.

To restrict these features from dialing out to the public network

m Customize the On Switch RPL to prevent off-switch dialing.
m Ensure that the On Switch RPL is specified as the global RPL.
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Guidelines for customizing mailbox class RPLs

Plan mailbox classes and user creation templates, and apply each mailbox
class RPL to block callsthat would result in unwanted charges.
You may need special-purpose RPL s features such as the following:

s externa Call Sender
= automated attendant services
= AMIS Open Networking

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing and applying RPLs by looking up
restriction permission lists (RPL s) in the CallPilot Manager online Help
Index.
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Customizing the On Switch RPL to enable
thru-dialing to other on-switch DNs

Introduction

Customize the On Switch RPL to permit thru-dialing to other on-switch
numbers. Do not permit any off-switch numbers, including local numbers.
Apply this RPL to features when maximum security is required.

ATTENTION  \when you modify an RPL, the modifications

automatically apply to all featuresto which the RPL is
assigned.

Note: For most systems, all restriction codes can be removed.

Default global RPL

The On Switch RPL isthe default global RPL.

ATTENTION ¢ you do not customize the On Switch RPL:

m Mailbox owners cannot successfully thru-dial to any
DN while logged on to their mailboxes.

m Mailbox callers cannot thru-dial to any DN during a
call answering or express voice messaging session.

Getting there Messaging O Restriction Permission Lists 0 On Switch RPL

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing RPLs by looking up restriction
permission lists (RPLs) in the CallPilot Manager online Help Index.
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Customizing the Local RPL to enable off-
switch dialing

ATTENTION When you modify an RPL, the modifications
automatically apply to all featuresto which the RPL is
assigned.

Introduction

Customizethe Loca RPL so that it allows both on-switch and local numbers
to be called, but blocks domestic and international long distance calls. This
RPL provides a degree of security since the only off-switch numbers
allowed arelocal.

ATTENTION The Local RPL isthe default applied to each Voice
Messaging feature in all supplied mailbox classes. If you
do not customize this RPL, thru-dialing will fail, for each
mailbox class member, to the following DNs:

m revert DN
s calback DN
= MWI DN

Getting there Messaging O Restriction Permission Lists 0 Local RPL

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing RPLs by looking up restriction
permission lists (RPLs) in the CallPilot Manager online Help Index.
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Customizing the Long Distance 1 RPL to
enable domestic long distance calls

ATTENTION When you modify an RPL, the modifications
automatically apply to all featuresto which the RPL is
assigned.

Introduction

Customize the Long Distance 1 RPL to permit CallPilot to call domestic
long distance.

ATTENTION e cautious about the diali ng codes you permit, and be
careful about the features to which you apply this less
secure list. This procedure includes a step to prevent thru-
dialing to pay-per-use services.

Getting there Messaging O Restriction Permission Lists 0 Long Distance 1
RPL

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing RPLs by looking up restriction
permission lists (RPLs) in the CallPilot Manager online Help Index.
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Customizing the Long Distance 2 RPL to
enable international long distance calls

ATTENTION When you modify an RPL, the modifications
automatically apply to all featuresto which the RPL is
assigned.

Introduction

Customize the Long Distance 2 RPL to enable CallPilot to call international
numbers.

ATTENTION e cautious about the diali ng codes you permit, and be
careful about the features to which you apply this less
secure list. This procedure includes a step to prevent thru-
dialing to pay-per-use services.

Getting there Messaging O Restriction Permission Lists 0 Long Distance 2
RPL

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing RPLs by looking up restriction
permission lists (RPLs) in the CallPilot Manager online Help Index.
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Applying RPLs

Introduction

RPLs must be applied to each of the following:

m the entire system (the globa RPL)
m amailbox class (amailbox class RPL)
m anindividual application or service (an application-specific RPL)

Note: You can also create special-purpose RPLs. See“ Determining the need
to customize and create RPLS’ on page 261.
Guidelines for selecting the global RPL

The global RPL governs the call answering, express voice messaging, and
mailbox thru-dial sessions of al mailboxes on the system.

Select an RPL (such as the On Switch RPL) that allows mailbox callersto
dial out to internal extensions only.

You can apply less restrictive rules for mailbox owners than for mailbox
calers by applying a different mailbox class RPL to the Outdialing and
Thru-dial feature in each mailbox class.

Guidelines for selecting mailbox Class RPLs

To give different mailbox class members different outdialing permissions
for each outdialing feature, apply RPLsto features in each mailbox class.
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Before you apply mailbox class RPLs to outdialing featuresin a mailbox
class:

1
2

Find the mailbox class members.

Consider the calling requirements of the members and the restrictions
needed for cost management and system security.

Then

3

For each mailbox class, determine which outdialing features are needed
by mailbox owners in that class.

For features mailbox owners do not need, ensure all dialing codes are
restricted (digits 0—9 should be defined as the restriction codes).

Create an RPL that blocks all outdialing by specifying 0 9 as restriction
codes and no permission codes. Give the RPL a meaningful name, such
as “Block all Outdialing.”

For features mailbox owners require, decide on the appropriate dialing
restrictions and permissions for each feature. See Guidelines for creating
and customizing RPLs for voice messaging features.

Move mailbox owners to other mailbox classes as required.

Guidelines for selecting application-specific RPLs

Create special RPLs for any thru-dial feature or for any application that
has Thru-Dial blocks.

For an application that includesthru-dial or fax callback capability, apply
the RPL when you create the Service Directory Number (SDN).

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing and applying RPLs by looking up
restriction permission lists (RPL s) in the CallPilot Manager online Help
Index.
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Defining global restrictions and
permissions for off-switch dialing

Introduction

The global RPL governs the call answering, express voice messaging, and
mailbox thru-dial sessions of all mailbox owners on the system.

ATTENTION By default, the supplied RPLs prevent all services that

use the thru-dial process from connecting to any DN.
Customize the supplied RPLsto meet the requirements of
your system.
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Gettlng there Messaglng O Security Administration

]FME Edit View Favortes Tools Help HLir\ks o

Cafipiiot Manager B

LOAP sener: D1 | Malbor Nymbe . (OO

Home User » System » Maintenance ¥  Messaging ¥ Tools ¥ Help +

Lacatian * Massaging = Saeurity Administratian
Security Administration

Save | Cancel | Help

Thru-Dial Restriction Permission List Number: itch ~| Properies &

On
Lacal

Logon to Mailbox fram Telephones External to
Switch:

Long Distance 1
Passwords Long Distance 2
Unrestricted

Prefix:
Minimum Length: ,E—
Mastimurm Days Permitted Between Changes: IHEI—
Password Expiry Warning Days: ,5—
Minimum Mumber of Change Before Repeats: ,5—

Maximum Invalid Logon Attempts

Per Mailbox: |3
Per Session: |3
CLIDs
Monitor CLIDs far Al Mailbox Loging and all Thru- -

Dials on the Systam:

&] Done [ [ % Localintranet

[

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing and applying RPLs by looking up
restriction permission lists (RPL s) in the CallPilot Manager online Help
Index.
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Applying RPLs to thru-dialing services
used by mailbox class members

Introduction

Before you apply RPLsto thru-dialing services for mailbox class members,
review the guidelines for doing so and plan any additional RPLs you might
need.

By default, the supplied RPLs prevent all governed thru-dialing services
from connecting to any DN. Customize the supplied RPLs to meet the
requirements of your system. Create new RPLSs as circumstances require.

Information you need
» each thru-dialing feature that is available to mailbox class members
m the name of the RPL to be applied to each available feature
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Getting there User 0 Mailbox Classes [0 Mailbox Class Detail page 0 RPLs
settings

- Callrilot Manager - Mailbox Class Details - Microsoft Internet Explorer — 13l x|

File Edit “iew Favortes Tools  Help ﬁ
B | at ‘ Phsearch  [GlFavorkes {hmeda (4 | By S

Address Ig‘l http: ffcplab230afcpmar fuseradmin/mailboxmb:cldetail, asp j @Gn | Links **

-

Extemnal Call Sender: |Local 'I Properties
Outdialing: m Froperties

Revert ON: lm Froperties

Delivery to Telephone and Fax: | Local 'I Properties
AMIS Open Metworking: | Local 'I Froperties
Remote Motification: |Local 'I Propetties

Fax Printing: lm Eroperties

Desktop: lm Eroperties

Savel Cancel |m| He\pl

Copyright & 2002 Hortel Netwotks Corporation and its licensars. All rights resenved

|@ Daone ’_ ’_’_ E Local inkranet: 4

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing and applying RPLs by looking up
restriction permission lists (RPL s) in the CallPilot Manager online Help
Index.

276 CallPilot



May 2003 Maintaining restriction permission lists

Applying a callback handling RPL to a
custom application

When you apply an RPL to each custom application, consider the calling
requirements of the application users and the restrictions needed for cost
management and system security.

Note: Before you apply RPLs to applications, review the guidelines for
doing so and plan any additional RPLs you might need.

ATTENTION By default, the supplied RPLs prevent al governed thru-

dialing features from connecting to any DN. Customize
the supplied RPLs to meet the requirements of your
system. Create new RPLSs as circumstances require.
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Getting there System O Service Directory Number 0 Service Directory
Number page O Callback Handling settings

/i CallPilot Manager - SDN Details - Microsoft Internet Explorer e oy [ |

Fie Edt View Favortes Toos Help |
$eBack ~ = - (@ [ 4| Qoearch GaFavorites @Fveda B | Y- Sb
Auvess [&] reepyjcplabzaos CRYSDNDetals. 557 =] @ca ks |

Brawse -]

Billing DM
Page Transmission Ermor Handling: [Coninue  +
Fax Delivery Options: [Coibac. -

Caver Sheet

Automatic Cover Sheet: |7

Name and Address to Display 5|

‘ s

Caver Page Background: [~

Browse.

Callback Handling
Callback Extension Prompt: [~

Treat Callback Number As: | I=tionsl &
Callback Dialing RPL: |Local E

Save | Cancel | Print| Help

Copyright @ 2002 Nertel Networks Corparation and it lissnsors. Al fights reserved.

Ll

&) pone: [ [ [BE ocalintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing and applying RPLs by looking up
restriction permission lists (RPL s) in the CallPilot Manager online Help
Index.
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Administering mailboxes

In this part

Chapter 12: Finding mailboxes, administrators, or directory entries 281
Chapter 13: Adding and removing mailboxes 291
Chapter 14: Changing mailbox information 297
Chapter 15: Maintaining shared distribution lists 315
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Finding mailboxes, administrators, or
directory entries

In this chapter

Search methods 282

Finding mailbox owners by name or mailbox number 285

Creating and using a set of search criteria 286
281
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Search methods

Introduction

CadlPilot provides the following methods for finding mailboxes, mailbox
owners, and speciaized administrators:

Find a specific user by name or mailbox number.

Define a set of search criteriathat describes a group of mailboxes,
mailbox owners, or administrators.

Re-use a saved search.

After search results are displayed you can

View basic information about the found group of CallPilot mailbox
owners or administrators.

Click the Save Search button to label and save the search criteria.

Click aLast Namelink to display detailed information about a found
CallPilot mailbox owner or administrator.

Click the Delete Selected button to delete the mailbox owners or
administrators indicated by a check mark.

Click the column name box to select or de-select all search results for
deletion.

Click the Add button to add a mailbox owner or administrator that is
missing from the group.

Creating and using a set of search criteria

When you must find a group of users that satisfy certain search criteria, an
advanced search is appropriate.

You can specify a set of up to three search criteria. You can base search
criteriaon information that is stored in the CallPilot database.
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After you create a search that successfully finds a specific group of users,
saveit for re-use.

Using a saved search

Saved searches are avail able to any administrative user with access to user
search functionality.

For efficient administration, an administrator who is comfortable with
defining criteria can create, test and save user searches. Then they are
available to any specialized administrator with access to user search
functionality.

Changing the scope of a search

m |If your search returns alist that istoo long to display, narrow down the
search.

m |If your search does not return all the expected results, broaden the search.
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Getting there: User O User Search
:

2} CallPilot Manager - User Search - Microsoft Internet Explorer provided by Hortel Networks
File Edt View Favortes Tools  Help

S|
Ggack -+ S - D[ & Dseach (hFavories (HHstory |- S0 - 2 R
Acress [] hitpeyjcpin00t comarfuser admin/Userusersearch asp =1 @oo |Jumes >
=
NGRTEL CaliPilot Manager ||
LDAF server: cpi0001 | Mailbex Number: 000000
Home User System v  Maintenance v  Messaging ~ Tools v  Help =
Location * User % User Sesro
Frint | Help
Search
Search Type: |Quick Search  ~

& New search
€ Search within results

Find Search
o
That contain: . "4

 Any words

Vfiew Results: [Messaging Properies =

Print| Help

Copyright ©2001 Nortel Netwotks Corporation and its lisensars. Al rights resenved

=
€] Done || B8 localintranet
[#Rstart H o & 5 =@ H nstal privi.| [Elineox .. |[Ecapi. sarne 1. | Eicarity..| Gyoeat.. | mapw o | @icari. | Erome.. | [ @rd v B2 27

Looking up procedures in CallPilot Manager online Help

Look up procedures for finding mailbox owners by looking up mailbox
ownersin the Index.

284

CallPilot



May 2003

Finding mailboxes, administrators, or directory entries

Finding mailbox owners by name or
mailbox number

Introduction

When you must find a specific user by name, the quick user searchis

appropriateAfter you create a search that successfully finds a specific group
of users, saveit for re-use.

Getting there: User O User Search
3

CallPilot Manager - User Search - Microsoft Internet Explorer provided by Nortel Hetworks:

File Edt View Favortes Tools  Help

Messaging v  Tools v
Location * User # User Search

Help v
Frint | Help
Search

Search Type: |Quick Search [~

& New search
€ Search within results
Find. Search

o
That contain: . "4
 Any words

Vfiew Results: [Messaging Properies =

Print| Help

Capyright ©2001 Nartel Netwots Corporatian an

d its lisensors. Al rights resenved

|&] Done
HRser | 1) @ @y & |

=
[ Local intranet
JM‘ Ecapi. saree 1. | Gy | G | mrw o | Eicari | Srome.. | GO @rd v B RE 2o

Looking up procedures in CallPilot Manager online Help
Look up procedures for finding mailbox owners by looking up mailbox
ownersin the Index.
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Creating and using a set of search criteria

Introduction

When you must find a group of users that satisfy certain search criteria, an
advanced search is appropriate.

Recommendations

m After you create a search that successfully finds a specific group of users,
use the Save button to save it for re-use.

m  Anadministrator who is comfortable with defining criteria can create,
test and save user searches. Then they are available to any full
administrator or specialized administrator.

Search criteria

You can define up to three search criteria based on user and mailbox
properties stored in the CallPilot database.

For each criteria, specify the following:

» the data element on which to base the criterion (for example, mailbox
number)

» the operator that describes the relationship of the data element to the
stored values for that data element (for example, EQUAL TO, NOT
EQUAL TO, GREATER THAN, LESS THAN)

m thevalue or valuesto use for comparison (for example, 3346, 3*, or P)

After you define al search criteria, you can specify whether the search must
meet all criteria or any one criterion.

See “ Examples of search criterid’ on page 289.
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Specifying the data element

The Search Criterialist provides data el ements on which you can base
search criteria. To facilitate location of the data element you need, thelistis
organized into the following groups:

Group label Description

General Information about the mailbox owner or administrator,
such as Last Name.

Mailbox Mailbox information, such as number, language,
mailbox class, volume on which it is stored.

DNs Specified DNs, such as extensions, and personal revert
DN. Also the Auto logon capability.

Setup Configured information such as the conditions under
which messages are blocked and whether the name can
be dialed by external callers.

Greetings Whether or not personal greetings are recorded.

Fax Options All Fax Options settings on the User Properties sheet.

Remote Notification

All Remote Notification settings on the User Properties
sheet.

Remote Text
Notification

Settings related to configuration of remote text
notification for the mailbox.

Mailbox Class
Capabilities

Settings, such as capability to use a specified installed
unified messaging component, in the mailbox class
applied to the mailbox.

Mailbox Class RPLS

The dialing restrictions and permissions assigned to the
services available to the applied mailbox class, such as
AMIS Networking and External Call Sender.
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Specifying the operator

After you select a data element from the Search Criterialist, an appropriate
list of operatorsis generated. Select the operator you want to use from the
Operator list.

Specifying the value or values to use for comparison

Typethe value or values to use for comparison in the Value box. The default

value of asterisk (*) returns all stored values described by the relationship
between the search data type and the operator.

Getting there: User O User Search 0 Advanced Search

|3 CallPilot Manager - User Sex

ch - Microsoft Internet Explorer provided by Hortel Hetworks:
File Edt View Favortes Tools Help

_|a]x]
4mBack v = - (@ At | @search [elFavories (HBtistory | B+ S e e
Adtiress [&] hrrpjiepinont h.asp#SearchResl =] @so [|ks >
CallPilof Manager E| 1l
LDAP server: opi0001 | Mailbox Number: 000000
Home User v System v  Maintenance v  Messaging ¥ Tools ¥  Help v
Location = User  User Search

Print | Help
Search

Search Type: |Advanced Search ¥

& New search

" Search within results

# Search Criteria Operator  Value

ol
Search for users that meet: . ) condiions
At least one condition

View Results: [Messaging Properies =

m‘ Help

Copyright 2001 Nortel Nsbwo ks Corporatian and its icansors. All rights reserusd
&] Done

iR Start H ] & 5@ |J Install rivi..|

[ [ BEocalintranet
[inkox [trbox - Micro:

<ot Outlook ... | EhCiariy..| [Bypoeat.. | sdrw ol Ecari. | Fuarsr. | (o Grdy B2 2mem
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Looking up procedures in CallPilot Manager online Help

Look up procedures for finding mailbox owners by looking up mailbox
ownersin the Index.

Examples of search criteria

Search Criteria Search Results

Mailbox Number EQUAL TO The default full administrator.

000000

Mailbox Number EQUAL TO 8* A list of al mailbox numbers beginning
with 8.

Outcalling Capability EQUAL TO A list of al mailboxeswithDTT or DTF

Enabled capabilities.

RN Active on Sunday A list of al mailboxes with remote
notification scheduled on Sunday.

Last Name LESSTHAN m A list of all mailbox owners and
administrators with last names beginning
A —K.
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Adding and removing mailboxes

In this chapter

Creating new mailboxes or deleting existing ones 292

Adding mailboxes, one at a time 293

Adding a group of mailboxes in a single operation 295
201
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Creating new mailboxes or deleting
existing ones

Creating new mailboxes

Use the following questions to help you find information.

IF you want to... THEN see the following procedure

Create only one or afew mailboxes “Adding mailboxes, one at atime” on
page 293

Port mailboxes from a different “Adding a group of mailboxesin a

CallPilot platform single operation” on page 295

Create mailboxesfor anew CalPilot  “Adding agroup of mailboxesin a
system single operation” on page 295

Deleting existing mailboxes

Whenever a mailbox owner leaves the organization, remove the mailbox to
prevent misuse by hackers.

Before you can remove mailbox owners, you must search for them, to list
them in the Search Results section of the User Administration page.

You can use a Quick Search to find a specific user by name, or you can
create an Advanced Search that locates a particular group of users.
Looking up procedures in CallPilot Manager online Help

Find procedures for searching for and removing mailbox owners by looking
up mailbox ownersin the Index.
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Adding mailboxes, one at a time

Introduction

CallPilot Manager leads you through the steps required to add a single new
mailbox owner to the CallPilot database.

Information you need
m the name of the user creation template
m first and last names of the mailbox owner
m  mailbox number (extension DN)
m optional: any shared distribution lists to which the mailbox isto be added
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Getting there: User 0 Add User 0 Express User Add page

- CallPilot Manager - Express User Add - Microsafk Internet Explorer _|alx]
Fle Edt Yiew Favorkes Took Help

wBack = - @D 3] @ | Docarch [eFavorites PMedia B | B S
Address [&] hitp:ffepizbzana

asp

-] @oo ks >

CaliPiiot Manager B[

System v  Maintenance ~

Location ™ User % Add User % Express Uiser Add

Express User Add
sde| Cancel | Advanced UserAdd | Heln

Express Add

NEGRTEL
NETWORKS

LDAP server: cplab230a | Wi

Home  User = Messaging ~ Tools v  Help ~

1. Selact a user template
Template Name: [Fegular User Template -
2. Enter the user's name

First Name™
Inital(s):
Last Name™

3. Enter the user's mailbox nurber and ocation
Mailbox Number/Extension DN

(For the Remate User Template, Frefix MaibaxDh with the Network Location Code )
Location Marne: | Untitied -

4. Add the user to a shared distribution list. (Optional)

Shared Distribution List: | None ¥

|&] Done

|

[ [ [BECocalintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for searching for and removing mailbox owners by looking
up mailbox ownersin the Index.
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Adding a group of mailboxes in a single
operation

Introduction

CallPilot Manager leads you through the steps required to add a group of
mailbox ownersto the CallPilot database.

Information you need
m theuser creation template that is set up for the new mailbox owners

m the name and path of the formatted datainput file that contains new
mailbox owner information

m If theinput datafileisan Excel spreadsheet: the name of the worksheet
on which the datais stored

The input data file

Theinput file must include all information that is mandatory for creating a
new mailbox.

Required data includes

s first and last names of the mailbox owner
= mailbox number (extension DN)

If you are not automatically distributing new mailboxes across volumes, the
input file must also include the volume ID.

File format

You can use an Excel worksheet or atext file asainput datafile. If you use
an Excel worksheet, you will need the name of the worksheet on which the
datais stored.
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Getting there: User 0 Auto Admin

A CallPilot Manager - Aute Admin - Microsoft Internet Explorer

File Edt View Favorites Toos  Help

Giak - = - @ [ A& | Qoearch Garavones Prede B | By S

Address [€] httpy//cplab230a

18] x]

=] P |unks ?
NORTEL CallPilot Manager | B
Home Userv System v  Maintenance ¥  Messaging v

Tools +  Help +

Help
Auto Admin

1. Select a user template.

Template Name: [Fegular User Template -
2. Select a formatted input file that the user infarmation will be extracted from
File Name Browse

3. Ifthe input file is an Excel spreadshest then enter the name of the worksheet that containg the user information
Warksheet Name:

4. Click 'Upload File'

Upload File
Help
. Gopytiaht @ 2002 Norta! Networks Corparation and it livensors. Al fights reserved.
“ [T [ [ wacalinranet

Looking up procedures in CallPilot Manager online Help

Find the procedure for adding mailbox owners by looking up mailbox
ownersin the Index.
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Changing mailbox information

Standard 1.0

Overview

Introduction

When amailbox owner changes job functions, update his or her mailbox

information as requested.

Looking up procedures in CallPilot Manager online Help

To look up a procedure to

Search the Index for

Change a mailbox owner's personal information.

mailbox owners

Change a mailbox owner's mailbox class.

mailbox owners

Override message blocking for a mailbox. message blocking
Change the voice gender for E-mail By Phone. voice gender
Change amailbox owner’s preferred language. language

Ensure that mailbox callers are notified of a busy busy line

line.

Set messages to play automatically when the
mailbox is accessed.

Voice messages

Configure remote notification for a mailbox owner.

remote notification

Change message waiting indication on a mailbox
owner's phoneset.

message waiting indication

Add an e-mail account.

e-mail account

See also

“Changing individual mailbox properties’ on page 301
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Correcting access problems

Introduction

When amailbox owner cannot access his or her mailbox it might be because
of aforgotten password or because the mailbox has been disabled.

If you supervise ateam of CallPilot administrators, you might also need to
reset CallPilot Manager passwords.

You may also need to enable or disable the ability of a mailbox owner to
automatically log on to his or her mailbox from an extension DN.
Resetting a mailbox password
Whenever a mailbox owner forgets a mailbox password, an administrator
must reset it.
Re-enabling a mailbox

A mailbox is automatically disabled whenever:

m it has been unused for too long
m there have been too many consecutive unsuccessful attempts to log on.

Enabling or disabling Auto Logon to a mailbox

When Auto Logon is enabled by the mailbox owner, it alows acaler to
automatically log on to the mailbox from a DN associated with the mailbox.

For a user to enable or disable Auto Logon to his or her mailbox, the user
must be logged on to the mailbox. If no DNs are Autologon-enabled in the
user’s profile, the user cannot enable Autologon from a phoneset.
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Security feature

To prevent unauthorized access to a mailbox, CallPilot disables Autologon
for al DNswhenever an associated DN is added to the user’s DNs list. The
enabled DNs remain enabled in the user’s profile, but the user must
re-enable Autologon from the phoneset.

Cautions
If auser complains that Autologon is not working when it has been enabled,
check for recent changes to the DN list for that user.

Auto Logon should be enabled for phonesets that are in secure locations
only.
Looking up procedures in CallPilot Manager online Help

L ook up procedures for resetting mailbox or administrator by searching for
passwor dsin the Index.

Look up procedures for re-enabling a mailbox by searching for mailbox
access in the Index.

L ook up procedures for enabling and disabling Auto Logon to a mailbox by
searching for mailbox accessin the Index.
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Changing individual mailbox properties

Introduction

Use the procedures in this book whenever mailbox owners request changes
to their mailbox user properties.

These include

m the personal information associated with the mailbox
m mailbox storage capacity

m the set of mailbox capabilities (mailbox class)

= the E-mail By Phone voice gender

» the mailbox language

= notification of callers whenever the mailbox owner is using a phoneset
extension

= automatic playback of new messages whenever the mailbox is accessed
m notification of new or urgent messages to an external (off-switch) DN
m achangein message waiting indication

m overriding the message blocking defaults set for the associated mailbox
class

Changing a mailbox owner’s personal information

When a mailbox owner changes job functions, you must update the job title
or department.
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Changing a mailbox owner’s mailbox class

The mailbox class assigned to the user’s mailbox determines the mailbox
capabilities.

When a mailbox owner changes job functions, you might need to assign a
more appropriate mailbox class to that user.

Customizing message blocking for a mailbox

The mailbox class assigned to the mailbox owner determines the amount of
server space allocated to each mailbox class member. To control resource
usage, the mailbox class may specify that when a mailbox is full, new
messages are aways blocked from the mailbox. Otherwise, messages may
never be blocked for mailbox class members.

The user creation template can also determine the circumstances under
which messages are blocked for the mailbox owner. When the mailbox
owner was added, the template specified when to block incoming messages
for all new mailbox owners based on that templ ate.

If the mailbox owner requires different message blocking options than those
permitted by the mailbox class, you can override the specification for that
mailbox class member only.

Changing the E-mail By Phone voice gender

If mailbox owners can use E-mail By Phone to play their e-mail messages
over the phoneset, they may request either amale or female voice.

Changing the mailbox owner’s preferred language

As new languages are installed on the system, users might request that they
hear mailbox prompts in a different language.

Note: If the mailbox class specifiesit, the mailbox owner’s preferred
language is also used for call answering prompts from the mailbox.
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Ensuring that mailbox callers are notified of a busy line

If mailbox owners are concerned that callers are informed that the user is
occupied on another extension, they may request that you update their
mailbox properties.

Setting messages to play automatically when the mailbox is
accessed

When a mailbox owner changes job functions, location, or physical
circumstances, he or she might request that you set messages to play
automatically when the mailbox is accessed. New messages are played first,
then old messages.

Configuring remote notification for a mailbox owner

If you want to enable or disable remote notification for an individual
mailbox owner but not for an entire group, you can change the remote
notification settings for an existing mailbox owner only.

Constraint

You cannot configure remote notification for a mailbox owner unless the
mailbox class has remote notification enabled. To find out, |ocate the
Mailbox settings and click Class Details. Ensure that Remote Notification
Capability is enabled for the mailbox class.

Mailbox class remote notification settings
You can also use the Mailbox Class Detail page to set remote notification
options that are common to mailbox class members.
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Whether you enabled remote notification for theindividual or it was enabled
when the mailbox owner was added to the system, you might also need to

specify:
m thetarget DN and device type for notification messages

m the message type (any new, or only urgent messages) that triggers a
notification

»  whether notifications are time-stamped in the CallPilot system’s or the
mailbox owner'stime

Configuring remote notification schedules

If the mailbox owner requires notification outside of the usual nine-to-five
business hours, and the user's mailbox capabilities do not permit scheduling
notifications by using CalPilot phoneset commands, you may need to
change the notification schedul e.

A mailbox owner may also request that you confirm a notification schedule.

Tip

To avoid configuring each mailbox owner’s RN schedule individually,
configure the mailbox class so that mailbox owners can schedule remote
notifications for themselves via phoneset.

Changing message waiting indication on a mailbox owner’s
phoneset

If the mailbox owner’s position alows too little time to respond each time
the message waiting indicator lights up, you can provide support by limiting
the types of messages that trigger message waiting indication.

The default is that all new messages trigger message waiting indication.
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Adding an e-mail account

Mailbox owners who reguire access to their e-mail accounts via

E-mail By Phone or My CallPilot must have their account information
specified in their user properties. For the procedure to define the external e-
mail serversthat mailbox owners must have to access E-mail By Phone or
Web Messaging, see the online Help topic “Managing external e-mail
servers.”

Constraints

= You can associate only one mail folder on the server with a particular
e-mail address.

= You can assign only one e-mail account at atime for access via E-
mail By Phone.
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Customizing mailboxes for special
purposes

Introduction

Mailbox owners might request special-purpose mailboxes or customizations
to their own mailboxes to accommodate special purposes.

Possible requests include

mailboxes to handle fax deliveries and fax machine overflows
separate mailboxes when the owners share a phoneset
separate mailboxes when the owners share an extension

amailbox for messages for a group with no single phoneset (such as a
help desk)

amailbox for occasional guests
amailbox where callers can |eave suggestions
automatic playback of new messages whenever the mailbox is accessed

allowing an assistant to answer a manager’s phoneset when they have
separate mailboxes

Setting up mailboxes to handle fax deliveries and fax machine
overflows

To handle fax deliveriesto owners of mailboxes with no fax capahility,
configure afax general delivery mailbox. To handle the overflow from a
busy or out-of-paper fax machine, set up afax overflow mailbox.

Typically, owners of fax overflow mailboxes are administrators who are
responsible for distributing incoming messages to the individuals they
support. The mailbox owner distributes the messages stored in the fax
general delivery mailbox.
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m If afax recipient has a mailbox with fax capability, the mailbox owner
can forward the message to the recipient’s mailbox.

» |f afax recipient does not have afax-capable mailbox, the mailbox owner
can print the stored fax and distribute the printed copy to the recipient.

Note: Inform fax general delivery mailbox owners that the order that a
mailbox receives faxes might not be reflected in the printing order.

Information you need

m fax general delivery mailbox number

m thefax machine DN (the number published as a group fax number)
» thedefault printing DN (if Autoprinting is enabled)

Task summary

1. Refer to the Switch Configuration Worksheet (see Part 1 of the CallPilot
Installation and Configuration binder for your server model) for the
following information:

m the phantom DN to be published as the fax number for a department
or organization
m the phantom DN to use as the fax genera delivery mailbox number
2. Ensurethe switch is provisioned so that
= All Busy (Hunt) or No Answer calsto the fax machine are forwarded
to the Multimedia Messaging CDN.

m All calsto the Multimedia Messaging CDN are forwarded
unconditionally to the fax machine DN.

» All callsfrom the phantom DN are forwarded unconditionally to the
fax machine.

m  All messages to the published fax mailbox are forwarded
unconditionally to the fax machine designated for the group.

3. Using CallPilot Manager

m Addthefax general delivery mailbox (afax-capable mailbox with the
phantom DN as the mailbox number) to the CallPilot database.
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= Add thefax overflow mailbox (amailbox, without fax capability, with
the fax machine number as the mailbox number) to the CalPilot
database.

4. Optional: Configure remote notification for all fax general delivery
mailbox owners.

Looking up procedures in CallPilot Manager online Help

L ook up proceduresfor configuring special -purpose mailboxesto handle fax
deliveries and fax overflows by searching for fax overflow mailbox in the
Index.

Setting up separate mailboxes for owners who share a
phoneset but have their own extensions

In this scenario, several mailbox owners share a phoneset, but each has a
separate extension and mailbox.

Example

University teaching assistants share an office that is equipped with one
phoneset. Each teaching assistant has his or her own extension on the
phoneset. Each extension is associated with a CallPilot mailbox.

Isabella Simon

DNs on the switch |3300 3300

Mailbox number 3300 4400

First Extension DN | 3300 4400

MWI DN 3300 4400

Callback DN 3300 4400

Note: The MWI By DN feature may be configured on aMeridian 1 or
Succession CSE 1000 switch.
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Message Waiting Indication

If MWI DNs are configured for all mailboxes associated with the phoneset,
the message waiting indicator does not show which mailbox has a new
message. To find out if amessage isfor him or her, the mailbox owner must
log on to the mailbox.

Plan how each mailbox owner who shares the phone will be notified of
waiting messages.
= You can configure remote text notification for mailbox ownerswho share
a phoneset.
= You can assign message waiting indication to each individual by using
the switch MWI By DN feature if both of the following are true:
m Yyou areusing aMeridian 1 or Succession CSE 1000 connectivity
m  X11 software release 24 (or higher) isinstalled on the switch

= You can configure remote notification of messagesif both of the
following are true:

= mailbox owners have remote notification enabled
m  mailbox owners have pagers or cell phones

ATTENTION Success of the MWI DN configuration depends on switch

configuration options that vary from one software version
to another. If the MWI DN options that you configure do
not work, refer to the Installation and Configuration Guide
for your switch.

Switch configuration
Each mailbox owner has the same phoneset DN configured on the switch.

Setting up mailboxes for owners who share a DN

This scenario is often found on a shop floor. Thereis a single phoneset
extension for several workers. Workers can use express voice messaging to
|leave each other messages.
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When no one answers a call to the shared extension, the cal is sent to the
express voice messaging service. The caller can select a mailbox owner
from avoice menu and then record a voice message. When the recipient
listens to the message, he or she can use the Call Sender feature to dial the
message originator. If both the caller and the message recipient share the
phoneset, using the call sender feature will send the call to the expressvoice

messaging SDN.

ATTENTION Plan user groups (mailbox classes and user templates) and

assign RPL s to prevent unwanted charges from call sender
activity.

Example
If Maryse and Niles share a phoneset extension but have different mailbox

numbers, they need the following setup:

Maryse Niles

DNs on the switch |3300 3300
Mailbox number 25 26

First Extension DN | (blank)  (blank)

MWI DN 3300 3300

Callback DN 3300 3300

Constraint

You cannot configure meaningful message waiting indication for the
phoneset.

Information you need
m shared phoneset extension
m each mailbox number
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Switch configuration
Each mailbox owner has only the shared extension DN assigned on the
switch.

Setting up a mailbox for a group (such as a help desk) with no
dedicated phoneset

Where customers call a common phone number for a group (for example, a
help desk), the number does not dial a phoneset where the mailbox number
matchesthefirst extension DN. Instead, the number dials each phoneset that
belongs to a group member.

Example
Pat and Nima both answer calls to the help desk (mailbox 2222).

Pat and Nima also have mailboxes for their personal messages. Pat has
mailbox 2345 and Nima has mailbox 2468.

They need the following setup:

Help desk Pat Nima  Optional
DNs on the switch | 2222 2345 2468
Mailbox number 2222 2345 2468
First Extension DN | 2222 2345 2468
MWI DN (Seenote) 2345 2468 2229
Callback DN 2222 2345 2468

Note: None, or aDN that is configured on the switch to map to an MWI
devicefor Pat and one for Nima.

Constraint
Any constraints regarding the size of the group are dependent on the switch.
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Message Waiting Indication (MWI) issue and workarounds
If MWI DNs are configured for all mailboxes associated with the phoneset,
the message waiting indicator does not show which mailbox has a new

message.

You can assign message waiting indication to each individual by using the
switch MWI By DN feature if both of the following are true:

m you areusing aMeridian 1 or Succession CSE 1000 connectivity

»  X11 software release 24 (or higher) isinstalled on the switch

You can configure remote notification of messages if both of the following
aretrue:

= group members have remote notification enabled

= group members have either a shared wireless device or need to be
notified off-site of help desk messages.

You can configure remote text notification of waiting messages.

Success of the MWI DN configuration depends on switch configuration
options that vary from one software version to another. If the MWI DN
options that you configure do not work, refer to the Installation and
Configuration Guide for your switch.

Switch configuration
The group is defined as a mailbox owner on the switch as well asthe
CallPilot server.

Each member of the group is defined as a mailbox owner on the switch as
well asthe CallPilot server.

Setting up a guest mailbox

In most organizations, short-term contractors and other occasional or one-
time visitors need to be able to collect messages from callers. You can set up
aguest mailbox that is not associated with a phoneset so these guests can
receive and access messages from internal or external calers.
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The preferred option of leaving messagesis to use the express voice
messaging SDN. Messages may also be left using Compose and Send.

Note: If the express voice messaging CDN is not defined, you can use a
department assistant’s extension. For thisinformation, refer to the Switch
Configuration Worksheet (see Part 1 of the CallPilot Installation and
Configuration binder for your server modd!).

What you need to know

m the express voice messaging SDN (or a department assistant’s extension)
m the mailbox number to use

Switch configuration

The express voice messaging CDN is defined both on the switch and in the
CallPilot SDN Table.

Looking up procedures in CallPilot Manager online Help

L ook up procedures for customizing mailboxes by searching for custom
mailboxes in the Index.
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Overview

Introduction

Create and maintain shared distribution lists (SDLs) to

m optimize your CallPilot resources
n facilitate the use of broadcast messages

CallPilot can store up to 150 SDLs, each containing up to 999 mailboxes.

To be ableto use SDLs, amailbox owner must belong to a mailbox class
that provides permission to use shared distribution lists (SDLS).

Benefits of maintaining SDLs

Maintaining a comprehensive list of SDLs optimizes your server’s capacity
because it minimizes the need for mailbox ownersto create their own
personal distribution lists (PDLS).

When mailbox owners create PDL s from their phonesets, those lists are
available only to the creator. Each PDL allows the user to send arecorded
message to all the mailboxes contained in the list. A mailbox owner can
create up to 99 personal distribution lists, each containing a maximum of
200 mailboxes.

Each SDL is one address, regardless of the number of entries on thelist.
However, each entry on aPDL isone address. For example, an SDL with ten
entries is one address, while a PDL with ten entries is ten addresses.

SDLs and multimedia messages

Many mailbox ownerswith SDL privileges can use SDLsto send both voice
and fax messages. You cannot assume that external numbers can receive fax
messages. Create separate SDL s for voice and fax messages.
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Adding or removing SDL members

Valid SDL members

You can include any CallPilot entity in an shared distribution list (SDL) that
has a either a recognizable, unigue name or a mailbox number. These
include:

m |ocal mailbox owners

» directory entries

= permanent remote mailbox owners

Toinclude users at remote sites in a CallPilot network, you must define
them as remote voice users in the local database. To include a remote user

sitein an SDL, you must define the site and location in your messaging
network database.

Constraints
The following types of humbers do not have mailboxes associated with
them, so they cannot be included in an SDL.:

= remote notification (RN) targets
= non-users who require delivery to telephone (DTT)
m SDL addresses
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Getting there: User O Shared Distribution Lists [
Detail page O List contents settings

3 CallPilot Manager - Shared Distribution List Details - Microsoft Intemet Explorer provided by Nortel Networks

Shared Distribution List

=l8lx

File Edt View Favortes Tools Help
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=] @so [|ks >

Greeting

List Title: Mot Recorded

Search Type: | Quick Search [~

& New search
¢ Search within results

Find: [« Search

o
That cantain: - ‘) #ords
€ any wards
Distribution List Contents

Users To Add
000

Abair. Michael - 4ﬂqﬂuim
[
[Emiz]

| Abadzic, Srpko - 4002
Abakah, Matthew - 4006
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Abakah, Stephanie - 4005
Abalos, Lewy - 4007

Abar Watren - 4008
Abay, Oktay - 4009
Abaye, Alireza- 4010

< Saort
Sort->

=

ﬂl Cancel m‘ Help

Copyight ©2001 Nartel Hebwodks Corporatian and its licansors. Al rights reserved

&] Done

iR Start H ] & 5@ |J nstal P..| [Sliko..J[@3can.. sarn..| Ecter..| sarne..| Ecal. | Fusr..| v
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Looking up procedures in CallPilot Manager online Help

Find procedures for adding or removing SDL members by looking up SDL s

in the Index.
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Specifying or changing an SDL address

Restrictions on SDL addresses

The following restrictions are placed on distribution list (SDL) addresses:

m  An SDL cannot be assigned an address between 1 and 99. These are
reserved for mailbox owners personal distribution lists (PDLS).

s Each SDL must have a unique address.

m  An SDL address must not conflict with any dialing plan prefixes or
codes.

m  An SDL address cannot be the same as any mailbox number, including
the broadcast mailbox number. The default broadcast mailbox number is
5555.

m  An SDL address cannot be the same as a directory entry DN. If an SDL
number and a directory entry user number are the same, the SDL number
takes priority when alist is created.
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Getting there: User O Shared Distribution Lists 0 Shared Distribution List
Detail page

!‘ CallPilot Manager - Shared Distribution List Details - Microsoft Internet Explorer provided by Hortel Hetworks ;‘i‘i‘
File Edt View Favortes Tools  Help
Gk -+ S - @D [ & Dseach ChFavories (HHstory |- S0 - 2 R
Address [&] hitpifepinnat ibutienLists/SDLdetall asp B “Lmks »‘
NORTEL Calipjiot Manager B
LDAF server: cpi0001 | Mailbex Number: 000000

Home User v System v Maintenance v  Messaging ~ Tools v  Help v

Location = User * Shared Distribution Lists  Shared Diskribution List Details
Shared Distribution List Details: Team List

Save | Cancel | Print| Help

General
List Name: [Tearmlist |
Comments -
=
List Address
Address™ [7838 :
Greeting
List Tle: ot Recorded_ Pecord.. | import. |
List Contents

Search Type: | Quick Search [~

& New search

" Search within results

. =l
[&] Done [ Local intranet
[#Rstart H o & 5 =@ H nstailP...| [Dlirbo. || &7 can... parn:..| Eoer | sarae | Bcal | #usr. | Some Ld:@nd v 3= anm

Looking up procedures in CallPilot Manager online Help

Find procedures for specifying or changing an SDL address by looking up
SDL s in the Index.
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Adding an SDL

Information you need

Before you can create a shared distribution list, you must know the SDL
address that specifiesthe list.

Getting there: User O Shared Distribution Lists 0 Add

A callpilot Manager - Shared Distribution List Details - Microsoft Internet Explorer - (8] x|
Fle Edt Vew Favortes Took Hep ‘
wpak - = - @ B & | Qoearch GaFavomes Predia | B S
Adress [ ] hitp:ficplab230 tributionLicts/SDLdetal. asp =] oo [unks
NEIRTEL i

o . CallPilot Manager
LDAR server: cplab2ia | Wilbox Humber: 000000
Home User v System v  Maintenance v  Messaging » Tools v  Help +
Location = User % Shared Distibution Lists » $hared Distibution List Details
Shared Distribution ails:
Add | Cancel | Print| Help
General
List Narne™
Comments -
|
List Address

Address™ ||
Greeting

List Title: Mot Recorded
List Contents

Search Type: | Quick Search E
& New search
" Search within results
Find: [~ Search =~
@ [ [ B8 Localintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for adding or removing an SDL by looking up SDL s in the
CalPilot Manager online Help Index.
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Managing mailbox creation
and privileges

In this part

Chapter 16: User creation templates and mailbox classes 325
Chapter 17: Using templates to create new mailboxes 329
Chapter 18: Using mailbox classes to manage mailbox privileges 339
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User creation templates and
mailbox classes

In this chapter

Overview 326

How user creation templates differ from mailbox classes 327
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Overview

Introduction

Administrators who manage mailbox creation and privileges support
administrators who administer mailboxes and mailbox owners.

If you are creating ateam of specialized administrators, consider giving
responsibility for maintaining user creation templates and mailbox classesto
the same administrator.
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How user creation templates differ from
mailbox classes

Introduction

User creation templates and mailbox classes are both used to manage
mailbox privileges and properties.

User creation template

Mailbox class

Functionality

Each template providesthe default
values to be applied to a new
group of mailboxes. These values
include mailbox capabilities and
persona information about
mailbox owners such asjab title
or department.

A mailbox class consists
of a set of mailbox and
messaging privileges that
you can assign to mailbox
owners.

Changes

Once you have used the template
to add mailboxesto the CallPilot
database, you can override default
values for an individua mailbox.

Any changes made to thetemplate
have no effect on mailboxes
aready based on the template.

Updating a mailbox class
automatically updates the
mailbox privileges of all
members of that mailbox
class.
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Using templates to create new mailboxes

In this chapter

Overview 330
Maintaining a set of user creation templates 331
Creating and deleting user creation templates 333
Customizing settings for new mailboxes 334
Choosing a template for customization or duplication 335
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Overview

Introduction

CallPilot user creation templates provide a method for you to

m create new mailbox owners efficiently

m document the mailbox properties and user information that were applied
to groups of mailbox owners when they were first created

To use this CallPilot feature asit isintended, you must

m Mmaintain aset of user creation templates
m customize the settings for each new group of mailbox owners

You might or might not have to add user creation templates.

Looking up procedures in CallPilot Manager online Help

Find procedures for adding, duplicating, customizing, and deleting
templates by looking up user creation templatesin the CallPilot Manager
online Help Index.
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Maintaining a set of user creation
templates

Introduction

When you maintain a set of user creation templates, you must keep records
and del ete obsol ete templates from the system.

As you maintain these templates, configure the common mailbox privileges
required by each group of users. For example, external sales people might
require the E-mail by Phone feature, whereas internal sales people can be
restricted from using the feature to ensure that the required CallPilot
resources are always available to those who need them.

Benefits of using templates

When you configure the settings in atemplate, those settings appear as
defaults for any new user mailbox that you create with that template. You
can then fill in the user’s name, mailbox number and password, and make
changesto the default feature settings if desired.

The templateis a starting point for creating the user. If you create a mailbox
owner or other user and then reconfigure the template, this does not affect
the settings for the already-created user.

Planning a custom set of templates

CallPilot supplies abasic set of user creation templates. When you first
configure your CallPilot system, decide which of the supplied templates you
need and then customize each to suit your needs.
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You might want to create severa versions of a single supplied template. For
example, if your organization has different support personnel for each
language provided, you might need to create an Internal Sales template,
based on the Regular User template, and then use the Internal Sales template
asabasisfor each Interna Sales (Language) template.

Template documentation

Print a hard copy of the following reports for your records:

m the name of the selected template
m alist of namesfor al defined templates
m adetailed list of al properties of each template

Looking up procedures in CallPilot Manager online Help

Find procedures for maintaining templates by looking up user creation
templatesin the CallPilot Manager online Help Index.
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Creating and deleting user creation
templates

Introduction

Create user creation templates to facilitate adding large groups of mailbox
owners with asingle action.

Before you start creating new templates, see “Maintaining a set of user
creation templates’ on page 331.
Duplicating templates

To create anew user creation template quickly and easily, duplicate an
existing template and rename it. The properties of the existing template are
transferred to the new one. You can then customize the settings for a new
group of mailboxes.

Deleting templates

As templates become obsol ete, delete them.

Looking up procedures in CallPilot Manager online Help

Find procedures for adding, duplicating, customizing, and deleting
templates by looking up user creation templatesin the CallPilot Manager
online Help Index.
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Customizing settings for new mailboxes

Introduction

To customize settings for a new user group, modify the user creation
template to be applied to new mailboxes before you create the mailboxes.

ATTENTION Changes to user creation templates do not affect existing

mailboxes.

Template name

Use atemplate name that uniquely identifies the ongoing purpose of the
template. For example, if the template is created to add mailboxes with
promptsin asecondary language, ensure that the languageisincluded in the
template name.

Comments
Use the Comments box to type information about the user groupsto be
created using the default settings you are specifying.

Specify information common to all mailboxes
If you know that settings will be unique for different mailboxes, leave them
blank in the template.

Looking up procedures in CallPilot Manager online Help

Find procedures for adding, duplicating, customizing, and deleting
templates by looking up user creation templatesin the CallPilot Manager
online Help Index.
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Choosing a template for customization or
duplication

Introduction

When you choose a supplied template for customization or duplication,
ensure that it includes all the settings you must use.

CallPilot supplies the following user creation templates.

Regular User Template m Remote User Template

Basic User Template m Directory Entry User Template
Executive User Template m Admin Only Template

Assistant Template m Fax Buffering Mailbox Template

Administrator Template

Different templates have different settings

Some templates have a restricted number of settings. The following tables
show which supplied templates have al possible settings, and which do not.

Templates with all possible settings

The following templates include all possible settings:

Regular User Template

Basic User Template

Executive User Template
Assistant Template
Administrator Template

Fax Buffering Mailbox Template

Administrator’'s Guide 335



Using templates to create new mailboxes Standard 1.0

The following table shows the list of all possible template setting groups.

Setting groups Settings

Genera Template Name
Comments
Title
Department

Admin Administration Type
(functions)

Mailbox Mailbox Class
Language
Location Name
Mailbox File System Volume ID

Note: You cannot change this volume later.
Instead, you must delete the mailbox and

re-create it.

DNs Revert DN

Setup Short Prompts
DTT DTMF confirmation required
Auto play

Play call answering instruction prompt
Auto deletion of invalid PDL addresses
Name dialable by external callers
Callersnotified of busy line

TTS Voice Gender

M essage waiting indication options
Block Incoming Messages

Block Message Call Handling

Fax Options Auto printing
Print first page only
Print separator page
Default printing DN
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Setting groups

Settings

Remote Notification

Remote Notification On
Message Type

Device Type

Callback Number
DaysActive

Time Period

Display Time Values As

Wireless And E-mail

Wireless And E-mail MWI Enabled

Message Waiting Notification Device Class

Indication Unicode Capable Device
Notify For

Security Logon Status

Templates with a limited number of settings

The following templates include only the necessary settings:

= Admin Only Template
m  Remote User Template

m Directory Entry User Template

Looking up procedures in CallPilot Manager online Help

Find procedures for adding, duplicating, customizing, and deleting

templates by looking up user creation templatesin the CallPilot Manager

online Help Index.
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Overview

Introduction

A mailbox class consists of a set of mailbox and messaging capabilities that
you can assign only to those mailbox owners who need those capabilities.

Updating a mailbox class automatically updates the mailbox privileges of all
mailbox class members.

CalPilot includes supplied mailbox classes to provide you with a starting
point to group mailbox owners. You can create custom mailbox classes to
suit special needs.

Examples of special-purpose mailbox classes

You can create the following mailbox classes for asmall office:

m  General provides only those mailbox privileges required by the typical

mailbox owner.

Executive provides extra storage space for messages as well as message
broadcast capability.

Sales provides extra storage space for messages as well as E-mail By
Phone capability (so sales people can check e-mail messages from a cell
or pay phone).

What mailbox classes govern

Use mailbox classes to specify the following for mailbox class members:

mailbox storage capacities and other resource usage controls
call answering options

message delivery options

keycoded features they are permitted to use
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» dialing restrictions and permissions for CallPilot messaging features and
services that use the thru-dial function.

Viewing mailbox privileges for mailbox class members

To view the mailbox privileges configured for a group of mailbox owners,
display the mailbox class assigned to the mailbox owner group.

Printing mailbox class information

You can use the Print button on the Mailbox Class Browser page to print a
time-stamped list of al configured mailbox classes.

Getting there User > Mailbox Classes

x 1

-3} CallPilot Manager - Mailbox Classes - Microsoft Internet Explorer provided by Hortel Hetworks

Fie FEdit ‘“iew Favoites Tools Help

Bk v = - (@D [2) @ | @seach GEFavories (BHstoy | By S0 - H 2 Q

Address [£] httpjcpionn: fcpmar/useradminjmaiboxmbclist asp x| P |Jum<s >>‘

Cafipilot Manager | B

LBAP server. cpidli1 | Mailbox Humber: 000000

A

L]

Home  User v System v  Maintenance v  Messaging ¥ Tools ¥  Help

Lascation = User = Mailbox Classes
Mailbox Classes
Class List
Add... Delete Selected
# [ Clasz Mamet Members Camment
1/ 7 |Regular User 218 Reqular User
2 [T |Basic User o Basic User
3 [T |Executive User uj Executive User
4 [ |Assistant o Agsistant
5| [T |Administrator 4 Administratar
8 T |Fax Buffering o Fax Buffering
7| [ fihghg a
Add... Delete Selected

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring mailbox classes by looking up mailbox
classesin the CallPilot Manager online Help Index.
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Creating and deleting mailbox classes

Introduction
The method you choose to create a new mailbox class depends on whether

you want it to have properties similar to an existing mailbox class, or
whether you want to start with all CallPilot mailbox class defaults.

Constraint

You cannot delete a mailbox classif it has any members.

Getting there User > Mailbox Classes

/3 CallPilot Manager - Mailbox Classes - Microsoft Internet Explorer provided by Nortel Hetworks -1

JFi\E Ecit ‘iew Favorites Tools  Help |

| ¢Bak - =+ - @ &t | Qoearch GFavortes (HHstory | Eh- S 0] - 5 D B

| Address [@] hepjcpioon jepmarjuseradminjmaibos/mbxclist asp -] P Hums ”‘

|
CaliPilot Manager | B

LDAF server. opid001 | Mailbox Number: 000000

Home  User v System v  Maintenance v  Messaging ¥ Tools v  Help ~
Looation = Uiser # Mailbox Classes

Mailbox Classes

Help | Print |

Class List
Adel Delete Selected

# [ (Class Namet Mermbiers Comment
17 |Regular User 218 Regular User
2| [T |Basic User uj Basic User
2 [T |Executive User o Executive User
4 [ |Assistant o Agsistant
5 T |Administrator 4 Adrministrator
& [T |Fax Buffering ] Fax Buffering
7| [ Jihaihy o

Add... Delete Selected
Help | Print

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring mailbox classes by looking up mailbox
classesin the CallPilot Manager online Help Index.
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Configuring mailbox classes

Introduction

A mailbox classis away to define messaging capabilities for a group of
mailbox owners. You can change mailbox privileges for agroup after the
mailbox class has been assigned to mailbox owners. Changes automatically
apply to existing members of the modified mailbox class.

Customizing mailbox classes

You might need to customi ze the supplied mailbox classes before you apply
them to user creation templates or to individual mailboxes.

To customize amailbox class, use either of the following methods as they
suit your organization’s plans.

m Make basic changes to the supplied template.

m Create new specidized templates by copying the modified basic template
and then make specific changes to the speciaized templates.

Note: To help you decide how to apply or customize mailbox classes,
review the default values for each supplied mailbox class. To find a
summary, refer to the CallPilot Manager online Help.

Example of customizing a mailbox class to accommodate a
secondary language

If your CallPilot system is multilingual, you might need to create a custom
copy of each basic mailbox class for each installed language.

For example, after you make changes that apply to all regular users
(regardless of language or other specia considerations) to the Regular User
mailbox class, create a Regular French mailbox class and, in the Call
Answering section of the Mailbox Class Detail page, modify the Language
for Callers setting.
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Configuration tasks

1

o > L DN

ATTENTION

Display the mailbox class properties.

Control the amount of resources used by the mailbox.

Set call answering options.

Set message delivery options.

Permit mailbox class members to use keycoded features:

To receive and print faxesif the Call Pilot system is equipped with fax
capability, and mailbox class members require fax-capable
mai|boxes.

To speak CallPilot phoneset commandsif the system is equipped with
speech activated messaging and the permission justifies the extra
resources required.

To use apersona computer to access and manage messages if there
are enough Desktop Messaging licenses to give the permissions.

To listen to e-mail messages over a phoneset if the E-mail by Phone
feature isinstalled and mailbox owners must screen e-mail messages
at any given time.

Set remote notification privileges for mailbox class membersif mailbox
class members must configure home phones, cell phones, or pagersto
automatically receive message notifications.

Control telecom charges by specifying the dialing permissions and
restrictions for each feature enabled for mailbox class members.

All supplied restriction permission lists (RPLS) prevent
off-switch dialing. They must be customized before
you apply them.

All supplied mailbox classes have features assigned to
the Local RPL. You must manually change the RPL
assignments to let mailbox users send messages to
remote sites.
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Permitting use of optional unified
messaging components

Introduction

Use mailbox classes to limit use of optiona unified messaging components
to those mailbox owners who really need them.

Use the Keycoded Features section of each Mailbox Class Detail page to
enable the following unified messaging components:

m fax messaging

m Speech activated messaging

m desktop and Web messaging

E-mail by Phone

Permitting mailbox class members to receive and print faxes

If fax capahility is not installed on the CallPilot server, the corresponding
check box is not included in your mailbox class options.

Note: Fax messaging requires twice the system resources that voice
messaging requires.

Permitting mailbox class members to speak CallPilot phoneset
commands

If the speech activated messaging capability is not installed on the CallPilot
server, the corresponding check box is not included in your mailbox class
options.

Controlling resource use
Speech activated messaging requires four times the system resources that
VOiCce messaging requires.
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Instruct mailbox owners to use speech activated messaging only when
DTMF input is not possible or difficult, such as when calling from an
external rotary phone or from a cell phone, and not as the normal way to
interact with their mailboxes.

Permitting mailbox class members to use a computer to
manage messages

When you apply mailbox classes that permit use of acomputer or wireless
device to manage messages, consider grouping mailbox owners by their
workstation capabilities.

The CallPilot system must be keycoded to accommodate al desktop
messaging users. The desktop messaging license also permits each desktop
messaging user to access My CallPilot.

Permitting mailbox class members to manage their mailboxes
from the Web

You can control accessto My CallPilot features and configuration options
by applying a mailbox class with the required permissions. When choosing
which permissions to grant, consider the following dependencies:

» Configuration of some featuresis only available from My CallPilot. For
example, mailbox owners can only set preferences for the Remote
Message Waiting Indicator and E-mail by Phone from My CallPilot.

m Some features are easier to usein My CallPilot. For example, you can
assign a name and number to a personal distribution list (PDL) in My
CadlPilot. From the telephone, you can only assign a number to a PDL.

m  Mailbox Manager capability controls the availability of specific settings
on the CallPilot Featurestab in My CallPilot.

»  Message Notification

m Persona Distribution Lists
m Change Password

m Telephone Options
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Examples of Web mailbox management permissions
The table below describes two examples of permissions you can assign in
the mailbox class.

Permitting mailbox class members to listen to e-mail messages
over a phoneset

If the Email-by-Phone capability is not installed on the CallPilot server, the
corresponding check box is not included in your mailbox class options.

SSL protection
If your organization requires SSL protection on e-mail messages from all
IMAP clients, enable Can Set Up SSL for an IMAP Server.

Configuring Email-by-Phone preferences
The Mailbox Manager Web interface is the only way mailbox owners can
configure Email-by-Phone preferences.
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Specifying off-switch dialing prefixes

Introduction

For off-switch calls, CallPilot requires dialing information to trandate a
dialed number into a dialable number.

Dialing information consists of

m information required to dial out from the local switch and access a
private (ESN) or public network

» information required to distinguish certain area or city codes which are
used for either local calls or long distance calls, depending on the
destination DN

How dialing prefixes are used
Dialing information is used primarily to trandate an external DN for
playback to the mailbox owner and the Call Sender feature

How the Call Sender feature uses dialing prefixes

Whenever a mailbox owner presses 9 while playing a message, CallPilot
must generate the DN to connect to the calling number.

Whenever the calling number is off-switch, CallPilot uses the configured
dialing default prefixesto handle normal dialing situations for local,
national, international, and (if they exist) ESN calls.
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Example of how CallPilot handles a call initiated by Call Sender

= When amailbox owner listensto a message delivered by alocal call over
the public network and then invokes Call Sender to return the call,
CallPilot adds the prefix required to place off-switch calls (in North
America, thisistypicaly 9).

»  When amailbox owner listens to a message delivered by acall over ESN
and then invokes Call Sender to return the call, CallPilot adds the prefix
required to place an ESN call (for example, 6).

Dialing translation definitions

CallPilot uses dialing translation definitions to determine how to treat DNs
with mixed area or city codes. Mixed area or city codes may be either local
or long distance for alocation, depending on the exchange code.

Default translations

CallPilot Manager facilitates configuration of dialing translation definitions
by requiring you to specify only the exceptions to the rule. See the examples
starting on page 355.

See also
m “Handling mixed area or city codes’ on page 355
= “Enabling off-switch calls’ on page 366
m CallPilot Manager online Help topic “ Specifying off-switch dialing
prefixes’
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Getting there Messaging O Dialing Information

[ ks >

Location = Meszaging = Dialing Information

gl

Save | Cancel | Prin | Help

Dialing Defaults

Local Prefix:
Long Distance Prefix:

International Prefiv:

ESN Access Code:

Public Telephone Network Information

Local country code:

Local areafcity code:

Unknovn Format Handling

Capture External CLID with Unknown Format:

Default Translation:

Dialing Translations

Add. We[ete Gelecten

National
International
ESN

M one;

‘ # [ |ares Codet Defined Frefic Defaul Prefix

Add. [DElEtesE BrRad

caue | rancal | Brim | Hain |

&

@] Done

Local intraret
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Handling mixed area or city codes

Introduction

Whether an area code indicates alocal or long distance number depends on
the calling location. In low-density population areas, a matching area code
indicatesalocal cal and a different area code indicates along distance call.
In high-density population areas, a call to an areawith a different area code
is often treated asalocal call because new area codes are introduced to
accommodate all the telephone numbers required for area residents.

When to define dialing translations for a mixed area code

When the area codeis not sufficient to identify whether acall islocal or long
distance, the combination of the area code and the local exchangeis used to
make the distinction. If your CallPilot server islocated in a high-density
population area use dialing trand ation definitions to identify the local area
code/local exchange combinations.

How dialing translation definitions are used

Dialing trandlation definitions are used primarily to trand ate an external DN
for playback to the mailbox owner and the Call Sender feature For example,
if an Area Code/Exchange Codelist is defined as long distance, the message
envel ope playback includes the prefix 1.
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Example: Local and long distance calls with the same area code

Andrei’s location

Andrei livesin Uxbridge and works in Markham, just north of Toronto. One
of Andrei’s mgjor customersislocated in Toronto.

Telephone number

Home in Uxbridge

Officein Markham

Customer in Toronto

905-555-3467

905-479-9876

416-957-7340

Among these locations, some callsarelocal callsand some arelong distance
calls, depending on the origin and destination of the call.

Calling number

Origin Destination Charges playback
Toronto customer Markham office Loca 416-957-7340)
416-957-7340 905-479-9876

Markham office  Toronto customer  Local 905-479-9876
905-479-9876 416-957-7340

Toronto customer Uxbridge home Long distance 1-416-957-7340)
416-957-7340 905-555-3467

Uxbridge home  Toronto customer Long distance 1-905-555-3467
905-555-3467 416-957-7340

Markham office  Uxbridge home Long distance 1-905-479-9876
905-479-9876 905-555-3467

Uxbridgehome  Markham office  Long distance 1-905-555-3467

905-555-3467

905-479-9876
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Example: Defining dialing translations on the CallPilot servers

At Andrei’s office in Markham, as well as at the customer’s office in
Toronto, the following is true for area code 905:

m Thereareonly 5 exchanges for which all DNs are long distance
cals: 555, 567, 579, 580, and 597.

m There are 50 exchanges for which all DNs arelocal calls.

If the Defined Prefix is used to indicate Long Distance calls, the
administrator hasto add only 5 exchange codes instead of 50. All callsto an
area code combination of 905 and any other exchange are treated as local
calls, as shown in the following table.

Setting Value

Area Code 905

Defined Prefix Long distance

Default Prefix Local

Exchange Code list 555, 567, 579, 580, 597
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Getting there Messaging O Dialing Information [ Dialing Translations
settings

ft Intemet E splorer

N CaiiPilot Manager | B

LOAR e 08 C<pEID1 | Uaiba HAmbar

Home User~ System v  Maintenance v  Messaging = Tools v  Help ~

Location = Messaging = Dialing Information *Dialing Translation

Dialing Translation:
Save | Cancel | Help

General

Area Code:
Defined Prefix
Default Prefix:

Exchange Codes

Add >>
Delete

Sove | Cancel | Help

LS Copyright @2001 Nomtel Netwo s Corporation and its lisensars. All rights reserved

[-|

@] Done [ [T Local intiaret

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring the dialing translations to handle mixed
areaor city codes by looking up mixed area or city codes in the CallPilot
Manager online Help Index.
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Defining address prefixes for both DTT
and DTF

Introduction

Before you define address prefixes or dialing codes for delivery to telephone
(DTT) or delivery to fax (DTF), check the guidelines.

Guidelines

When you configure DTT or DTF, consider the following requirements and
recommendations:

s DTT and DTF addressing conventions

s DTMF confirmation

= automatically repeating the message

DTT and DTF addressing conventions

When you configure DTT or DTF addressing conventions, consider the
following requirements and recommendations:

diaing prefixes and codes
synchronizing the DTT prefix and the dialing code
prefixes for internal numbers

aDTT prefix for each dialing scenario

Dialing prefixes and codes

To ensure that the DTT/DTF service is activated, you must define one or
more dialing prefixes. Publish these prefixes so users can specify them
during message composition and when entering addresses in distribution
lists.
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Cautions

m For each DTT prefix, you must also define an associated dialing code.
When auser entersaDTT prefix, the system actually replaces the prefix
the user entered with the associated dialing code. The dialing code is the
public network access code that the system needs to place the call.

m DTT prefixes cannot conflict with mailbox numbers. If you have a
coordinated dialing plan (CDP), the prefix can be the same as the initial
number(s) of a CDP steering code, but cannot be the same as the entire
code. For example, if one of your steering codesis 566, 5 or 56 can be
used asa DTT prefix, but 566 cannot be used. For these cases, you need
an arbitrary prefix that does not conflict with other numbers for the
system to remove and replace with a dialing code to create adialable
number.

Synchronizing the DTT prefix and the dialing code

Makethe DTT prefix and dialing code the same wherever possible. This
simplifies message addressing for users because the numbers users enter
when addressing aDTT message are exactly the same as the numbers they
dial when placing an external call.

Example of synchronizing the DTT prefix and the dialing code
If the public network access code is 9, define both the DTT prefix and the
dialing code as 9.

When alocal caller enters 9-555-1212 asthe DTF number, the access code 9
isreplaced by the DTT prefix 9.
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Prefixes for internal numbers

If you want to allow usersto send DTT messages to internal extensions, you
must set up aseparate DTT prefix. This prefix is different, however, from
others because it does not require an associated dialing code. Dialing codes
are for access to the public network, and internal extensions are on your
private network. When sending DTT messages to internal extensions, the
prefix issimply stripped out of the address and the local extension is dialed.
The prefix is needed to inform CallPilot to use the DTT service.

A DTT prefix for each dialing scenario

You need aDTT prefix and associated dialing code for each dialing scenario
that you want to allow. This is because the system requires a different
dialing code to place acall in each of the scenarios. For example, one
dialing code (such as 9) is used to place local calls, whereas another (91) is

used for long distance calls.

Example Corresponding

Dialing scenario prefix dialing code
Internal: For internal extensions 56* none

ESN: For numberson your private ESN network, 6 6

if you have one

Local: For local numbers on the public network 9 9

Long distance: For long distance numbersinthe 91 91

same country code

International: For long distance numberswith 9011 9011

different country codes

Administrator’'s Guide

361



Configuring addressing conventions Standard 1.0

DTMF confirmation

You can specify whether DTMF confirmation is required either on a
user-by-user basis or on a system-wide basis.

m If most userswho receive DTT messages have rotary phonesets, disable
DTMF confirmation for the entire system.

m |f most userswho receive DTT messages have answering machines,
disable DTMF confirmation for the entire system.

m If users must be able to send messagesto adiversity of recipients, such as
in different parts of the world where there might or might not be DTMF
support, enable or disable DTMF confirmation at the user level.

Automatically repeating the message

Some answering machine greetings contain along pause, which might
trigger the playback of the message before the greeting has finished. This
means that the start of the DTT message will not be recorded since the
greeting is still playing. Repeating the message makes it more likely that the
entire message will be successfully recorded.

People who do not have alot of experience with automated delivery of
machine-generated messages might not realize what is happening initially.
Playing the message twice increases the chance that they will be able to
listen to the content of the message.

362 CallPilot



May 2003 Configuring addressing conventions

Getting there Messaging 0 Outcalling Administration [0 Addressing

settings

/3 CallFilot Manager - Dutcalling Administiation - Microsoft Internet Explarer

| Fle Edi View Favoies Took Heln || Links »
Number of recipients required for broadcast: [10 7] =]

Stale Time for Fax Delivery: |36 = hh |00 =] mm
Economy Delivery Start Time: |00 x| hh |00 x| mm
Econamy Delivery Stop Time: |00 x| kh |00 =] mm

Fax Retries

Retry Limit Interval

Busy  [3 =] o0 =] b [05 =] mm
Mo Answer lﬂ lﬁhh 15 = mm
[ &

[ H

00 ={ hh |10 =] mm
00 = hh |05 =] mm

Answered (Mo Confirmation)

Transmit Error

Addressing

BT Addresckd Prefives and Associated dialing codes
Addressing Prefines Dialing codes
|H > |H
I =
I =
I Gl
I =l

Sawve | Cancel | Help

I Copyright ® 2001 Nortel Networks Corporation and its licensors. All rights resenved.

(K1

&] Dane I [ 5% Localintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring the DTT and DTF addressing conventions
by looking up addressing conventionsin the CallPilot Manager online
Help Index.
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Enabling off-switch calls

Introduction

To enable mailbox owners to send messages to DNs that are off the local
switch, you must:

m Specify the dialing prefixes that allow mailbox owners to call and send

messages off the local switch.

Note: This defines the dialing defaults that enable CallPilot features and
custom applications to generate DNs for callbacks outside the local
switch. These dialing defaults include the local prefix, the long distance
prefix, the international prefix, and the ESN prefix.

Specify the public network dialing codes of your loca switch so that
CallPilot can distinguish between private and public network calls.

Note: These dialing codes include the local area code and the local
country code.

ATTENTION ¢ your location must use multiple area codes for local

calls, you must aso define the dialing translations that
enable CallPilot to distinguish between local and long
distance calls for each mixed area code.

Define how CallPilot isto treat a DN whose dialing format is not known.

Note: Typically, when an external caller calls a user at the local system
and leaves a message for the local user, the switch passes to CallPilot
both the caller’s number the type of this number (local, national,
international, or ESN).
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Connectivity restrictions

Only the Meridian 1 switch and the Succession CSE 1000 switch can
capture an external CLID with an unknown format and then trandlate
unknown dialing numbersinto a default DN.

For all other switch types, the controls relating to CLID and the trandation
table are preset and disabled.

Getting there Messaging O Dialing Information 00 Dialing Defaults settings

7§ CallPilot Manager - Dialing Information - Microsalft Intemet Explarer

| Fle Edt View Favotes Tools Help Hunks éd

Losation ® Messaging * Dialing Infarmation ;I
Dialing Information
Sove-encal | Pin| el
Dialing Defaults
U Local Prefix: [9
Long Distance Prefix:
international Prefic: [
ESN Access Code: [
Public Telephane Netwark Infarmatian
Local country eodes [T
Local areaicity code: [416
Unknown Format Handling
Capture Extemal CLID with Unknawn Format:
Default Translation: [Local =]
National
Intemationl
Dialing Translations ENS;:E
Add. We[ete Gelecten
‘ # [ |Ares Codet Defined Prefix Detautt Frefix i
Add. [DElEtesE BrRad
caue | rancal | Brim | Hain | |
@] Done || [Ta Local intiaret

Looking up procedures in CallPilot Manager online Help

Find proceduresfor enabling off-switch calls by looking up external callsin
the CallPilot Manager online Help Index.
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Changing messaging defaults

Introduction

When you initially configure a CallPilot system, you can use the
preconfigured messaging defaults. Asyou administer the system, you might
need to change these defaults to accommodate

= avery large number of mailbox owners

m increased use of system resources

m changesin default billing or revert DNs, or introduction of aname
dialing service

m the need to set up a special-purpose mailbox to store
m faxes addressed to mailboxes that are not fax capable

= if messaging systems are networked: messages relating to network
diagnostics

= Mmessages generated by system alarms

Changing default messaging limits and warnings

To prevent messaging data and traffic from exceeding system capacity,
configure mailbox limits for all mailbox owners.

Use the M essaging Management page to configure the following limits:
m  maximum delay for timed delivery

» storage limits and warnings

= system time-outs

Maximum delay for timed delivery

Set the maximum number of days that message delivery can be delayed.
Default: 31 days

Valid range: 0— 365
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Storage limits and warnings

Setting

Description

Mailbox full warning threshold

The percentage of total messages that
amailbox can contain before the
mailbox owner is given the mailbox
full warning prompt at logon.

Default: 85%

Maximum prompt size

Mailbox storage limits apply to all
CdllPilot voice items. When you
specify the number of minutes and
seconds allowed for user mailboxes,
al so specify the percentage at which
CallPilot generates awarning to the
user to delete voice items.

Default: One minute, 30 seconds

Valid range: 30 seconds — 9 minutes,
59 seconds

Maximum pages per fax item

Maximum number of pages for any
single fax item.

Default: 50
Valid range: 1—99

Minimum length of a Call
Answering Message

The number of milliseconds that must
be recorded in order for acall
answering message to be saved as
such.

Default: 500
Valid range: 0— 10000
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System time-outs

Setting

Description

Command
Entry

The Command Entry time-out is used when the system is
waiting for aresponse from the caller.

Set time parameters that, when exceeded, prompt the
system for aresponse.

Example: To prompt a caller after 2 seconds of non-
response, enter 2000.

Default: 3500 milliseconds
Valid range: 1000 — 5000

Short
Disconnect

The Short Disconnect time-out ends a call when the
Command Entry time-out has been exceeded.
Callersusually have several opportunities to respond
before the short disconnect time-out is used. This time-out
value is used when acaller disconnects from athru-dial
Service or voice menu.

Example: To configure CallPilot to disconnect a caller
after two seconds of non-response, type 2000.

Default: 10000 milliseconds
Valid range: 1000 — 30000

Record

Thistime-out value is used when prompts are recorded for
menus, announcements, and thru-dial services.

The system disconnects the session when, during
recording, the specified length of silenceis recorded.

Example: If the session is to be disconnected after one
minute of silence, enter 60.

Default: 120 seconds
Valid range: 6 —300
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Changing the mailbox number length
CallPilot is shipped with a default mailbox number length of four digits.

To make it easier for usersto remember their mailbox number, set the
mailbox number the same as the extension. For example, if your
organization uses five-digit extensions, change the mailbox number length
to five digits.

Configuring default special-purpose DNs and prefixes

Configure the following special-purpose DNs.

Special-purpose DN Description

Billing DN The DN to accept billing charges if the
caller’smailbox number issomehow lost (if,
for example, the call is dropped).

Number of digits: 1 —30

Revert DN The DN to which callers are forwarded
when they press 0 during a messaging or
call answering session.

Number of digits: 1 —-30
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Special-purpose DN Description

Optional: Prefix for The prefix that must be entered in order to
Name Dialing and dial amailbox owner by name.

Name Addressing

Example: If Joe wants to compose a
message to Jane, but doesn’t know her
mailbox or extension number, he can log on
to his mailbox and

1 Dia 75 to compose the message.

2 Usethe keypad to key the name dialing
prefix (for example 11).

3 Key her last name and then her first name.
Number of digits: Two
Default value: 11

Name dialing and name addressing prefix

The name dialing prefix overrides any dialing optionsthat are configured in
the Thru-Dial block of custom applications and services. To prevent the
override, use the Messaging Management page to disable the name dialing
and name addressing feature.

Note: You can aso disable the name dialing and name addressing feature to
prevent external callers from identifying your system’s users.

ATTENTION  bisahle name dialing and name addressing featuresin
countries where the keypads are not mapped to an
aphabetical sequence that CallPilot recognizes.

See also

CallPilot Application Builder Guide
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Specifying system-wide holiday service times

When you configure CallPilot messaging for your organization, specify the
days and times of day when holiday service takes effect. Thisisreferred to
asthe holiday service schedule.

The holiday schedule affects custom applications only. You can use
Application Builder to configure an application to check every day of the
week against the defined holiday service schedule.

ATTENTION  This holiday schedule has no effect on delivery times

specified on the CallPilot Manager Message Delivery
Configuration page.

Whenever you add a custom application in which the Day Control block
checksfor holidays, confirm the holiday service schedule definition.

n If the holiday isnot listed, add it.

n |If the holiday does exist, ensurethat it is properly defined. If not, change
the holiday.

»  Whenever a holiday becomes obsolete, deleteit.

Information you need

To add or change a holiday, you must know
m the start and end dates of the holiday
= whether to define the holiday for a 24-hour day or for the business day
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Getting there Messaging O Holidays [0 Holiday Properties

7 CallPilot Manages - Holiday - Microsoft Intemet Explorer

Jg\e Edt View Favoites Tools Help

NORTEL CaliPilot Manager ﬂ

LOAR 8 C<pIII1 | U3lbo AT ber. IITEN

Home User~ System v  Maintenance v  Messaging ~ Tools ~  Help ~

Location = Messaging = Holldavs * Holidzy Properties

Holiday Properties
Save | Cancel | Help

Holidays ( Eastern Time )

Hame:
Start Date (ddframyyyy) Start Time
B [N | 00 =] i [00 =] ram:
End Date (dd/mmryyyy) End Time

[22 [+ =[zm02 =] [237=] nh 58 =] mm
Save || Cancel | [Help

— Copyright & 2001 Nortal Netwa ks Corparation and i licensors. All rights ressmed

|

] [ 5% Localintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for changing messaging defaults by looking up messaging
defaultsin the CallPilot Manager online Help Index.
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Configuring special purpose mailboxes

Configuring the default fax general delivery mailbox

A genera fax delivery mailbox provides one way for mailbox owners with
voice-only mailboxes to receive fax messages.

ATTENTION  Thistax general delivery mailbox does not handle fax

overflows. For a procedure that provides fax general
delivery for specific groups that provides for handling fax
overflows, see Setting up mailboxes to handle fax
deliveries and fax machine overflows.

Depositing messages

If acaller diasthe expressfax messaging SDN and enters a mailbox with no
fax capability, avoice message informs the caller that the mailbox cannot
receive faxes and offers the fax general mailbox as a destination. The caller
can either accept the transfer of the fax message or hang up.

To deposit amessage directly into the fax general delivery mailbox, a caller
must dial the express fax messaging SDN from a faxphone.

Accessing messages

Anyone who knows the fax general delivery mailbox password can access
all fax messages sent to it. Typically, an administrative assistant checks the
mailbox periodically and distributes messages to individual recipients.

Note: You can also configure the general fax delivery mailbox to
automatically print messages.

Privacy considerations and recommendation
The fax general delivery mailbox is like a system-wide bulletin board
because all faxes sent to it are available to alarge group of users.
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Use the general fax delivery mailbox only for messages that do not contain
proprietary or other confidential information. Mailbox owners who are
likely to receive confidential information must have fax capability.

Configuring the system AMIS networking loopback mailbox

For information on using the AMI S networking loopback mailbox, refer to
any of the networking administration guides.

Note: For linksto online copies of these guides, open the Help menu at the
top of any CallPilot Manager web page and click CallPilot Administration
Help.

Configuring the system alarm mailbox

Define an dlarm mailbox if you want CallPilot to send a voice message to a
specified mailbox whenever an alarm is generated. The message notifiesyou
that an alarm has been received. The message is tagged as urgent. After
receiving a notification message, look at the Alarm Monitor to get more
details.

Nortel Networks recommends that this mailbox is configured for remote
notification.

Immediate notification of alarm messages

If you want to be notified immediately of new aarms, enable remote
notification for the alarm mailbox.

Note: Remote Notification must be enabled in the mailbox classwhich is
applied to the alarm mailbox.
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Getting there Messaging 0 Messaging Management [ Special Purpose
Mailboxes settings

/3 hitp: //cpi001 /cpmar/msgadmin/messaging/messaging. aspit - Miciosoft Intemet Explorer
| Fle Edi View Favoies Took Heln || Links »

Metwork Broadeast Kumber: I =

Special Purpose Mailhoxes
ax General Delivery Mailbox:

Metworking Loopback Mailbox
Alarm Mailbayx Nurmber:
Severity to Trigger: |Minor |+

Critical

hiajor
System Greetings Ehinor
All

Primary Language: 1mormscored

Record... Impart...
Secandary Language: [0 Sacordad Recard Impart

Marme Dialing

Mame Dialing and Mame Addressing:

Prefix for Mame Dialing and MName Addressing: |1

Special DNs

Billing DM:
Revert Dh:

Sawve | Cancel ml Help

S Copyright® 2001 Nortel Netwstks Corporation and its licensors. All rights reservad

-

&] Dane I [ 5% Localintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring special-purpose mailboxes by looking up
mailboxesin the CallPilot Manager online Help Index.
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Configuring mailboxes for fax deliveries
and fax machine overflows

Introduction

To handle fax deliveriesto owners of mailboxes with no fax capahility,
configure afax general delivery mailbox. To handle the overflow from a
busy or out-of-paper fax machine, set up afax overflow mailbox.

Typically, owners of fax overflow mailboxes are administrators responsible
for distributing incoming messages to the individual s they support. The
mailbox owner distributes the messages stored in the fax general delivery
mailbox.

m If afax recipient has a mailbox with fax capability, the fax overflow
mailbox owner can forward the message to the recipient’s mailbox.

» |f afax recipient does not have afax-capable mailbox, the fax overflow
mailbox owner can print the stored fax and distribute the printed copy to
the recipient.

Note: Inform fax general delivery mailbox owners that the order that a
mailbox receives faxes might not be reflected in the printing order.

Information you need
» fax general delivery mailbox number
m thefax machine DN (the number published as a group fax number)
m thedefault printing DN (if Autoprinting is enabled)
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Task summary

1. On the switch, ensure the following are defined
= aDN to be published as the fax number for a department or
organization
= aphantom DN to use as the fax general delivery mailbox number
2. Ensure the switch is provisioned so that
= All Busy (Hunt) or No Answer callsto the fax machine are forwarded
to the Multimedia Messaging SDN.

m All callsto the Multimedia Messaging SDN are unconditionally
forwarded to the fax machine DN.

m All callsfrom the phantom DN are unconditionally forwarded to the
fax machine.

= All messages to the published fax mailbox are forwarded
unconditionally to the fax machine designated for the group.

3. Using CallPilot Manager
m Addthefax general delivery mailbox (afax-capable mailbox with the
phantom DN as the mailbox number).

m  Addthefax overflow mailbox (amailbox, without fax capability, with
the fax machine number as the mailbox humber).

= Optional: Configure remote notification of all fax general delivery
mailbox owners.
Looking up procedures in CallPilot Manager online Help

Find procedures for configuring fax deliveries and overflows by looking up
fax servicesin the CallPilot Manager online Help Index.
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Customizing system prompts

Introduction

CalPilot supplies alist of basic prompts for each language installed on the
CdlPilot server. If you install the CallPilot Player, you can listen to the
supplied prompts and customize them to suit your CallPilot unified
messaging system.

Once you have customized a system prompt, you can

» select either the supplied or the customized prompt

m edit the customized prompt as often as necessary

Note: To add new prompts, create a new custom application.

See also

CallPilot Application Builder Guide (555-7101-325)

Adding a corporate identity to system greetings

A system greeting is recorded by the administrator and precedes the
personal greeting of al users during a call answering session.

You can customize the content of seven system prompts. You see these
seven prompts in the main window of System Prompts Customization.

Example

“Welcome to RTM Productions, Online Products Division. Hello, thisis
Joanna Parker. I’'m not at my phone right now. Please leave a message, and
I'll return your call as soon as possible.”

Note: The first sentence is the system greeting. The remainder of the
message is the user’s personal greeting.
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Viewing the lists of installed system prompts
CallPilot Manager displays alist of supplied system prompts for each
installed language.

Listening to a system or custom prompt

Before you customize a prompt, listen to both the supplied system prompt
and any customized prompt that has been used to replace the supplied
prompt.

Limitation (Succession CSE 1000 switch)
When using your phoneset to listen to a system prompt, you must answer
the phoneset within two or two-and-one-half ring cycles.

Before you can listen to a prompt, you must download the CallPilot Player.

See also
“Administrator shortcuts’ topic in CallPilot Manager online Help.

Replacing a system prompt with a custom prompt

To replace a supplied system prompt with a custom prompt, you must be
able to provide the customized prompt.

Note: Before you can provide a prompt, you must know the name and
location of a suitable WAV file or have the CallPilot Player downloaded to
your computer.

See also
“Administrator shortcuts’ topic in CallPilot Manager online Help.
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Editing a custom prompt

Before you can edit a prompt, you need either know the name and location
of a suitable WAV file or have the CallPilot Player downloaded to your
computer.

See also
“Administrator shortcuts’ topic in CallPilot Manager online Help.

Getting there Messaging O System Prompt Customization O Prompt

roperties - Microsalt Internet Explorer
i B
NEIRTEL : i
[P ———
Home Userv System v  Maintenance v  Messaging » Tools v  Help +
Location % s Customization + Frompt Froperiss
ts
Save | Cancel | Help
& Syster Prampt

Hello. You have a message from: =]

|

Play
" Customized Prompt

B

|

TEIEer Itglelss
Save | Cancel | Help
L Copyright ® 2001 Nomtel Netwomks Gorparation and its lisensors. All rights reserved
-
@] Dane [ [Ta Local intaret

Looking up procedures in CallPilot Manager online Help

Find procedures for customizing system prompts by looking up system
promptsin the CallPilot Manager online Help Index.
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Configuring delivery to DNs not
associated with CallPilot mailboxes

Introduction

An outbound SDN is required for message delivery to DNs that are not
associated with mailboxes. Typically, this outbound SDN is one of the
default SDNs on the switch and is automatically included in the SDN Table.
You cannot create an outbound SDN in the SDN Table.

Outbound SDNs used for message delivery to non-mailbox DNs are
Delivery to Telephone (DTT) and Delivery to Fax (DTF). In CallPilot
Manager, these services are referred to as outcalling services.

Enable outcalling services for mailbox class members that must be able to
compose and send voice or fax messages to phonesets, whether or not they
have mailboxes associated with them.

Delivery to fax (DTF) versus fax messaging

Fax messaging service and DTF service differ in the following ways:

m Fax Messaging allows transmission of fax messages between CallPilot
mailbox users.

m DTF service allows users to send faxes to external faxphones.

Delivery of messages with both voice and fax components

For messages that contain both voice and fax, CallPilot assumes that the
addressis either atelephone number or afax number. Based on how the call
isanswered, the system sends the voice part, the fax part, or both parts of the
message.
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TheDTT serviceis used to send the voice portion of a multimedia message
addressed to an external recipient. DTT hasits own defined time periods
during which CallPilot is permitted to send DTT messages. In this case,
messages are checked against the intersection of the DTT and DTF time
ranges.

Example

Assume that

m Thedlowed DTT delivery timeis 9:00 am. to 8:00 p.m.

m Thealowed DTF delivery timeis 8:00 am. to 11:00 p.m.

The allowed delivery time for a message containing both voice and fax

componentsis 9:00 a.m. to 8:00 p.m. (the period of time that overlaps the
two alowed delivery time periods).

Multi-delivery to fax service

Configuration of the multi-delivery to fax SDN determines the number of
channelsthat can be allocated to large-scale external fax distributions. You
can configure this service to specify the number of recipientsto which an
external fax message must be addressed before it will be handled by the
multi-delivery to fax service instead of the delivery to fax (DTF) SDN.

The advantages of making this distinction are

m Each SDN can be allocated to different channels to help manage
resources.

= You can temporarily reconfigure your system to increase the CallPilot
resources dedicated to performing alarge-scale fax distribution. By
default, no channels are guaranteed for this service.

See also

m “Example 2: Allocations for large-scale external distributions of fax
messages’ on page 425

m CalPilot Manager online Help topic “ Configuring multi-delivery to fax
service.”
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Task summary for setting up outcalling services

1 For delivery to telephone (DTT): 1 For deliveryto fax (DTF): Definethe
Specify the DTT playback options. number of recipients required for the

Playback can be activated when the delivery to be considered large-scale.
recipient provides DTMF input to Large-scale external fax distributions
confirm playback, or it can be voice- use the multi-delivery to fax SDN
activated. DTT messages can be set instead of the DTF SDN. Each SDN
to play either once or twice. can beallocated to different channels
to help manage resources.

2 Define the number of recipients required for afax delivery to use the multi-
delivery to fax SDN instead of the DTF SDN.

Each SDN can be allocated to different channels to help manage resources.

3 Specify delivery timesfor DTT, DTF, and mixed media messages.

Attention: Local laws might not permit delivery of machine-generated
messages at certain times of the day. You are responsible for determining these
times and ensuring that the allowed delivery time does not overlap with
restricted hours.

4 Define aretry strategy for DTT or DTF.

The conditions that can lead to adelivery failure arelisted in the Delivery to
tel ephone section of the Outcalling Administration page. Define for each
condition how often and how many times the system will try to re-send a
message if adelivery attempt is unsuccessful.

5 Define address prefixes for both DTT and DTF

Define the prefixes that users must enter when addressing messages to non-
mailbox numbers. Define one prefix for each type of call you want to support
(such aslocal and long distance). For each prefix, specify the dialing code
(public network access code) that the switch requiresto place the call. In most
cases, make the prefix and the dialing code identical.

6 Testthe DTT or DTF configuration.
7 Assign RPLsto features.
8 Specify the user’s RN information.
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See also

For information about defining stale times, see the CallPilot Manager online
Help topic “ Specifying the DTT or DTF message delivery options.”

Reports on deliveries to external DNs

You can view the average and maximum times that each service had to wait
to acquire achannel.

Run the following reports to determine if services that deliver messages to
external DNs are able to acquire channels when needed:

m DTT Activity report

» Fax Deliveries Activity report

» Fax on Demand Audit Trail Detail report
» Fax Print Audit Trail Detail report

m RN Activity report

» RN Audit Trail Detail report

See also
CallPilot Manager online Help topic “Running reports”

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring DTT and DTF services by looking up
outcalling servicesin the CallPilot Manager online Help Index.

Find the procedure for configuring the multi-delivery to fax SDN by looking
up fax servicesin the CallPilot Manager online Help Index.

Find procedures for collecting report data and running reports by looking up
reportsin the CallPilot Manager online Help index.

386

CallPilot



Chapter 21

Configuring CallPilot services

In this chapter

Overview 389
Adding inbound SDNs 392
Section A: Configuring messaging services 395
Configuring a session profile for messaging services or Application

Builder services 396
Defining the broadcast message numbers 397
Section B: Configuring Application Builder fax services 399
Configuring an Application Builder fax service 400
Configuring callback handling for a fax service 402
Configuring a custom cover page for a fax service 404
Section C: Configuring alternate phoneset interfaces 405
Overview 406
Availability of CallPilot functions to users of alternate interfaces 407
Configuration tasks 409
Ensuring access to features exclusive to CallPilot 410
Ensuring use of the preferred phoneset interface 411
Making the alternate phoneset interface available to users 413
Section D: Configuring Symposium Voice Services support 415
Overview 416
Configuration tasks 419

Administrator’'s Guide 387



Configuring CallPilot services

Standard 1.0

Section E: Allocating channels to services 421
Dynamic channel allocations 422
Re-allocating channels 424
Section F: Configuring and troubleshooting Email-by-Phone 427
Configuring Email-by-Phone 428
Troubleshooting Email-by-Phone 442
Customizing playback controls 448
Tracing an Email-by-Phone session 450
388 CallPilot



May 2003 Configuring CallPilot services

Overview

Introduction

To make a service or application available to callers, you must add a unique
service directory number (SDN) to the SDN Table and then publish the
number to users of the service. Until you do this, the service or application
existsin the system but callers cannot useit.

Note: Services that require an outbound SDN before they can perform their
functions are automatically added to the SDN Table during software
installation.

SDNs and service behavior

In addition to providing aunique dialable number for each CallPilot service,
the SDN configuration also determines certain aspects of the service's
behavior.

SDNs correspond to numbers that have been configured on the switch. Each
SDN you enter in the SDN Table must correspond to one of the following
numbers on the switch:

m thecontrolled DN of an ACD queue
= the DN of aphantom TN

Multiple SDNs for a single service

Create more than one service directory number (SDN) for a service when
you must configure different session profiles for different user groups.
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Example 1

Whenever ablock in an application must behave differently from other
blocksin the application, create the block as a separate application instead
of asablock within asingle application. Then you can configure the session
profile for each use of the application block. For more information, refer to
the CallPilot Application Builder Guide (555-7101-325)

Example 2

If your CallPilot system supports multiple languages for Fax Item
Maintenance, Voice Item Maintenance, Speech Activated M essaging, or
Paced Speech Messaging, create an SDN for each supported language, for
each service.

Inbound SDNSs

Inbound SDNs are required for dialable services. The SDN is the number
that callers dial to access the service. You must add these SDNs to the
CallPilot Manager SDN Table. After you add an SDN you can change its
default configuration.

Outbound SDNs

Outbound SDNs are added to the SDN Table automatically during
installation. Outbound SDNs are not dialed by callers. They are used by the
system to place outbound calls and to determine the channel resources
alocated to the service. You cannot use CallPilot Manager to create or
modify outbound SDNs.

Typically, default outbound SDNslisted in the SDN table include:

s OUTBOUND11 (Remote Notification)

s OUTBOUNDZ15 (Multi-delivery to Fax)

s OUTBOUND18 (Desktop Telephony Agent)
= OUTBOUNDG (Admin Agent)

s OUTBOUNDY (Delivery to Telephone)

s OUTBOUNDS (Delivery to Fax)
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If the Networking featureis provided, all networking solutions are installed
automatically. These include

s OUTBOUND9 (Enterprise Networking)
» AMIS Networking

If your system was purchased with the appropriate keycode, there might also
be a Multimedia Messaging SDN.

Restrictions on editing outbound SDNs

Outbound Service Directory Numbers (SDNs) are automatically created by
the system during installation. You cannot change the following:

= You cannot create or delete an outbound SDN.
= You cannot rename an outbound SDN.
= You cannot change the actual SDN.
This number is specific to each service and is automatically assigned.
= You cannot modify the session profile or callback handling properties.
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Adding inbound SDNs

Introduction

To make a custom application available to mailbox owners or callers, add
the SDN to the CallPilot SDN Table.

When a custom application becomes obsolete, delete the SDN.

Note: You cannot add or delete an outbound SDN.

Information you need

You must know the controlled DN or phantom TN configured on the switch
for the service you are adding.

Gettlng there System > Service Directory Number
File  Edit “iew Favortes Tools  Help

wback + = - (@[] 4| @sﬁvch [ilFavories bty | BN S 0] - 51 @ B

sadress [B] hiipilfepinont NSDNList.asp =] oo |[umes ”‘

recturyllumh:r List - Microsoft Internet Explorer provided by Hortel Hetworks

CallPilot Minage[ Serui

= CaliPifot vianager |8 7|

LDAF server: epi000H | Mailbox Number: 000000

Home User~ System v  Maintenance ~  Messaging ~ Tools v Help =
Location = System * Service Direclory Humber

Service Directory Number

Senice Directory Number

New| DeleGelecied | Refreshlist | Help |
# I~ Service DN App MName: Media Type Min Channels: Max Channels ‘Comments
4 [0 375 oice Messaging Waice 0 Default Max
2| M a7st Multimedia Messaging Fax o Default Max
o/ M oUTBOUNDID [AMIS Networking aice o Default Max
< I jouTBOUNDIY Remate Notification Vaice o Default Max.
5| I jouTBOUND1S Multi-delivery to Fax Fax o Default Max
= I joutBOUNDIS Desktop Telephany Agent aice o Default Max
7| 1 jouteouNDz3 SCCS VPE Vaice o Default Max.
<[ I jouTBOUNDS Conferencing Outcalling Voice o Default Max
8| [7 |OUTEOUNDE Adrmin Agent Woice o Default Ma.
o] 7 |QUTBOUND? Delivery Ta Telephane Vaice o Default Max.
1 T QUTEOUNDE Delivery To Fax Fax o Default Max
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Looking up procedures in CallPilot Manager online Help

Find procedures for adding SDNs by looking up SDNsin the CallPilot
Manager online Help Index.
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Section A: Configuring messaging
services

In this section

Configuring a session profile for messaging services or Application
Builder services 396

Defining the broadcast message numbers 397
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Configuring a session profile for
messaging services or Application
Builder services

Introduction

You must configure a session profile for

= any custom application voice menu or feature
m  express voice messaging

m express fax messaging

When you configure a session profile, you can

= Limit the session length and number of consecutive invalid password
entries to prevent malicious callers from using up your system’'s
resources.

m  Specify an express voice messaging or express fax messaging mailbox
number.

m Specify alanguage for the session if there is more than one language
installed on the system.
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Defining the broadcast message numbers

Introduction

Use the Messaging Management page to define the numbers that mailbox
owners must specify when they compose broadcast messages.

Broadcast capabilities

Depending on the mailbox class, mailbox owners have one of the following
levels of broadcast capability:

m Nno broadcast capability
m local broadcast capability (includeslocal location broadcast capability)

» both local broadcast and network broadcast (includes network location
broadcast) capability

Local broadcast
A local broadcast is a voice message that is delivered to all of the users on
the local system.

Location broadcast
A location broadcast isamessage that is sent to al users at a specific remote
site or switch location in the messaging network.

Network broadcast
A network broadcast is a message that is sent to all mailboxes at both local
and remote sites (including switch locations) in the messaging network.

Impact on system resources

Extensive use of broadcast messages adds to the messaging traffic over the
CallPilot system.

Administrator’'s Guide 397



Configuring CallPilot services Standard 1.0

To

minimize its use:
Limit broadcast capability to the level that mailbox ownersreally need.

Maintain a comprehensive list of shared distribution lists (SDLs) and
enable SDL addressing for mailbox owners.

Disable the exchange of broadcast messages between the local
messaging server and one or more remote messaging servers

Refer to “When to disable broadcast messages’ in CallPilot Manager
online Help.

Getting there Messaging 0 Messaging Management [0 Broadcast

Information settings

Jg\e Edt View Favortes Tools Help

Locatio

Messaging Management
Save | Cancel | Print | Help

Home Userv System v  Maintenance ¥  Messaging ¥ Tools ¥  Help v

n * Messaging % Messaging Management

General

Minimum length of 3 Call Answering Message: |500 millisecands

Maximum delay fortimed delivery [371 days
Mailho full warming threshold: & [35 =] percent
Maximum prompt size: [1 =] minutes [30 =] secands
Maximum pages per fax fem: [s0
Length of mailbox number: [4

Timeouts

Command Entry: |3500 milliseconds
Shert Disconnect: {10000 millisecands

Record: |120 seconds

Broadcast Information

Mailbox Number [5555
Mailhox Personal Verfication: [0 = oo || Record.. || Import
Netwark Broadeast Nurber

|

@] Done

[ [ |Ta Localinhanct

Looking up procedures in CallPilot Manager online Help

Find procedures for defining broadcast message numbers by looking up
broadcast messages in the CallPilot Manager online Help Index.
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Section B: Configuring Application
Builder fax services

In this section

Configuring an Application Builder fax service 400
Configuring callback handling for a fax service 402
Configuring a custom cover page for a fax service 404
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Configuring an Application Builder fax
service

Introduction

You must configure fax options for a fax feature (for example, express fax
messaging) or custom application.

ATTENTION ¢ you do not specify abilling DN, chargeable calls are

billed to the SDN.

Note: A custom cover page is recommended for each fax service.
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Getting there System O Service Directory Number 0 Service Directory

Number page [0 Fax Settings
m Pttp:/JcpiO0 L jcpma fuseradmin ftemplates/templdetal asp

NERTEL
NETWORKS™

| Continua 7]
Callback |7

|

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring a fax service by looking up fax servicesin
the CallPilot Manager online Help Index.
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Configuring callback handling for a fax
service

Introduction

When planning callback handling options, identify how callback numbers
must be treated for the service you are configuring. Callback numbers must
be in aformat that the system can use to generate a dialable number. This
ensures that the requested fax items can be delivered.

CallPilot needs the correct access code to originate atelephone call from the
switch. The treatment you select determines how callers are prompted to
enter fax callback numbers.

m Ensurethat callers are prompted to enter the necessary dialing codes,
such as country code or area code.

» |dentify the potential calling audience and where the members will be
calling from.

Note: If all boxes are disabled, no further configuration is necessary.
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Getting there System O Service Directory Number O Service Directory
Number page O Callback Handling settings

/i CallPilot Manager - SDN Details - Microsoft Internet Explorer e oy [ |

Fie Edt View Favortes Toos Help |
$eBack ~ = - (@ [ 4| Qoearch GaFavorites @Fveda B | Y- Sb
Auvess [&] reepyjcplabzaos CRYSDNDetals. 557 =] @ca ks |

Brawse -]

Billing DM
Page Transmission Ermor Handling: [Coninue  +
Fax Delivery Options: [Coibac. -

Caver Sheet

Automatic Cover Sheet: |7

Name and Address to Display 5|

‘ s

Caver Page Background: [~

Browse.

Callback Handling

Callback Extension Prompt: [~
Treat Callback Number As: | I=tionsl &
Callback Dialing RPL: |Local E

Save | Cancel | Print| Help

Copyright @ 2002 Nertel Networks Corparation and it lissnsors. Al fights reserved.

Ll

&) pone: [ [ [BE ocalintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring a fax callback handling by looking up fax
servicesin the CallPilot Manager online Help Index.
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Configuring a custom cover page for a fax
service

Introduction

A custom cover page is recommended for each fax service.

Getting there System O Service Directory Number O Service Directory
Number Details page O Fax Settlngs O Cover Sheet

/A callilot Manager - SDN Details - Microsoft Internet Explorer

File Edt view Favotites  Tools  Help
SaBack ~ = - @ [z Q‘@SEGFEI’V GilFavorites EiMeda of | B &
Address [€] httpi//cplabz30a AYSDNDztal ] P | unks
| Browse,
Billing DN
Page Transmission Eror Handling: [Continue  ~
Fax Delivery Options: [Callback -
Cover Sheet
Automatic Cover Sheet: 7

Name and Address to Display =

. B

L]

: o

Cover Page Background: [~

Browse

Callback Handling
Callback Extension Prampt: [~
Treat Callback Number As: [Faionsl =]
Callback Dialing RPL. [Locel ]

Save | Cancel | Print| Help

L Copyright @ 2002 Nertel Netwerks Carparation and its lisensors. All fights reszrved.

(K1}

&) pone: [ [ [BE ocalintranet

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring a custom fax cover page by looking up fax
servicesin the CallPilot Manager online Help Index.
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Section C: Configuring alternate
phoneset interfaces

In this section

Overview 416
Availability of CallPilot functions to users of alternate interfaces 407
Configuration tasks 409
Ensuring access to features exclusive to CallPilot 410
Ensuring use of the preferred phoneset interface 411
Making the alternate phoneset interface available to users 413
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Overview

Introduction

Configure alternate phoneset interfaces to support new CallPilot mailbox
owners who are accustomed to using another messaging system.
CallPilot supports use of two alternate phoneset interfaces:

m onesimilar to awidely-used command-based interface
m onesimilar to awidely used menu-based interface

Once all required configuration tasks are performed, mailbox owners can
access amailbox by using either the CallPilot Voice Messaging SDN, or the
SDN configured for the alternate interface.

ATTENTION Ag you add new mailbox ownersthat prefer an alternate

phoneset interface, use an input datafile that specifiesthe
appropriate new mailbox class.

Educating mailbox owners

Refer mailbox ownersto My CallPilot Useful Information for quick
reference cards and command comparison cards for the alternate interfaces.

Automating the choice of phoneset interface for mailbox
owners and callers

A Session Profile setting in the SDN definition controls whether or not the
SDN interface style will override the mailbox owner’s preferred phoneset
interface style. If this setting is disabled, callers to the standard Voice
Messaging SDN are presented with the mailbox owner’s preferred phoneset
interface style (following initial access to the mailbox).
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Availability of CallPilot functions to users
of alternate interfaces

Introduction

Because an alternative phoneset interface supports only core messaging
functions, the mailbox owner must use the CallPilot interface or aweb
interface to access advanced multimedia messaging and mailbox
administration functions.

Service access

CallPilot Messaging uses the called service directory number (SDN) to
determine which application or service isto be offered. Individual services
may then use the call record information to offer different options. For
example, the logon service uses the call record information to determine
whether to prompt for mailbox number or password.

Each alternative logon and call answering application incorporates a service
menu.

The service menu lets the caller leave a message in amailbox, dia an
extension, or log on to amailbox.

The user interface style for Call Answering is controlled by a mailbox class
setting (Phoneset interface for mailbox callers).
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Limitations

Alternate phoneset interfaces do not provide the following prompts and
commands:

m the extended message header
Alternate phoneset interfaces provide the short message header option
only.

m the“on the phone” notification prompt

m the administrative prompts such as those for recording the system
greeting or another mailbox owner's personal verification.

= the commands to create or print fax messages

m remote notification or remote text notification administration prompts
and commands

Mailbox owners with these capabilities must use the CallPilot Ul to
configure notification settings.

= prompts or commands for maintenance of persona distribution
lists (PDLS)
Invalid PDL entries are not auto-del eted.

s DTMF Confirmation Required for DTT prompt
» the CallPilot economy delivery option

Speech activated messaging provides only CallPilot prompts and
commands. Users may find speech activated messaging to be unfamiliar
in organization.

Alternate phoneset interfaces provide prompts and commands for

autoprinting fax messages and for printing afax separator page, but not
for administering those functions.

Callers who access a mailbox via name dialing do not receive prompts
provided by alternate phoneset interfaces.

There are several prompt terminology differences among the phoneset
interfaces. For example, “press number sign” instead of “ press the pound
key” may be confusing to alternate phoneset interface users.

The revert DN works only if the caller presses zero before the end of the
mailbox owner's recorded greeting.
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Configuration tasks

Task summary

This configuration allows mailbox ownersto be transitioned to the CallPilot
phoneset interface without requiring new logon DNs.

1

Ensure that the mailbox class setting determines the phoneset interface
for al mailbox callers. See “Ensuring use of the preferred phoneset
interface” on page 411.

Create a CallPilot Voice Messaging SDN that ensures that the use of the
selected alternate interface overrides the phoneset interface specified in
the mailbox class. See “Making the alternate phoneset interface
available to users’ on page 413.

Create mailbox classes for the aternative interface users and configure
them with the mailbox owner's preferred phoneset interface. To ensure
you have all required mailbox classes, you can duplicate each existing
mailbox class and then configure the call answering options to use the
preferred phoneset interface. See * Creating and deleting mailbox
classes’ on page 342 and “ Configuring mailbox classes’ on page 343.

Apply the appropriate new mailbox classto each existing mailbox owner
who prefers the aternate phoneset interface. See “ Changing a mailbox
owner's mailbox class” on page 302.

See also

For specific instructions, refer to the CallPilot Manager online Help book
“Allowing use of an alternate phoneset interface.”

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring alternate phoneset interfaces by looking up
alternate phoneset interfaces in the CallPilot Manager online Help Index.
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Ensuring access to features exclusive to
CallPilot

Introduction

Because an aternative user interface supports only core messaging
functions, the mailbox owner must use the CallPilot voice messaging
interface, desktop messaging, or My CallPilot to access advanced
multimedia messaging and mailbox administration functions.

ATTENTION To ensure that all mailbox owners can access CallPilot

features not supported by alternate phoneset interfaces,
configure a second Voice Messaging SDN with the SDN
override enabled.

Storage management

The alternate phoneset interfaces use the automatic deletion strategy
configured for CallPilot. Expiry periods for saved messages are configured
in the mailbox class resource usage controls.

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring alternate phoneset interfaces by looking up
alternate phoneset interfaces in the CallPilot Manager online Help Index.
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Ensuring use of the preferred phoneset
interface

Introduction

By default, the mailbox class determines the set of phoneset commands
presented to the mailbox owner following logon to the mailbox.

If many CallPilot mailbox owners are accustomed to using another voice
messaging system, you might want to configure an aternate phoneset
interface and corresponding mailbox classes.

SDN override

Leave the SDN override disabled if you want to configure some mailboxes
to present an alternate phoneset interface, or to alow mailbox ownersto
determine which phoneset interface will be presented.
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Getting there System O Service Directory Number 0 Service Directory
Number page [ Session Profile

i CallPilot Manager - User Template Details - Microsoft Internet Explorer provided by Hortel Hetworks

CallPflot Manager

H/SDNDetall

EnglishiAmerican) =}

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring alternate phoneset interfaces by looking up
alternate phoneset interfaces in the CallPilot Manager online Help Index.
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Making the alternate phoneset interface
available to users

Introduction

To make an alternate phoneset interface avail able to mailbox owners or
callers, you must add a voice messaging SDN to the CallPilot SDN Table.

ATTENTION

To ensure the mailbox owner is presented with the alternate
phoneset commands following logon to the mailbox,
configure the SDN so that the phoneset interface associated

with the SDN overrides the phoneset interface specified in
the mailbox class.

Information you need
The controlled DN or phantom TN configured on the switch for this service

Getting there System O Service Directory Number 0 Service Directory
Number Details page 0 General

H’ CallPilot Manager - 5DH Details - Microsoft Internet Explorer provided by Hortel Hetworks 18] x|
File Edt View Favortes Tools  Help

wback v S - (D2 & DSeach GEFavorkes BHstoy |EN- S0 - 2 R

Audvss [] hitpsfjcgionos N/SDhDetal: =l @G |uris |
NGRTEL CailPilot Manager | B

Home User v System ~ Maintenance v  Messaging ~ Tools v  Help ~
Location * System = Semice Ditecion liumbey + SO Detalls

SDN Details:

Save | Cancel ml Help

Service DN

Application Name: |AMIS Networking
AMIE Networking
AU AStle
AU 5-Etle
Minimum Channels: [0 550
Enterprise Networking
Maximum Channels: |Express Fax Messaging
Express Yoice Messaging
Fax tem Maintenance
Comments: |Interactive Yoice Response
Multimedia Messaging
Paced Speech Activated Messaging x|

Media Type

|
[SHET

Session Profile

Eo I -
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Looking up procedures in CallPilot Manager online Help

Find procedures for configuring alternate phoneset interfaces by looking up
alternate phoneset interfaces in the CallPilot Manager online Help Index.
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Section D: Configuring Symposium
Voice Services support

In this section

Overview 416

Configuration tasks 419
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Overview

Introduction

Symposium Voice Services support

= provides unified messaging to Symposium Call Center personnel

m alowsuse of asingle server to provide both messaging and voice
services

m alows customers who install multiple keycoded unified messaging
components (for example: fax messaging, desktop messaging and My
CallPilot, or E-mail By Phone) to purchase a CallPilot system with
integrated Symposium Voice Services features

» isfully backward compatible with current Meridian Mail Voice Services
support

A maximum of 96 CallPilot voice channels can be allocated for Symposium
Voice Services support.

Voice Services call flow

1. The switch informs the Symposium Call Center server that acall has
arrived at the [IVR CDN.

2. The Symposium Call Center server routes the call to the ACCESS CDN.

3. The switch sendsthe call to a CallPilot ACCESS channel. The Meridian
Link TSP aderts CallPilot and CallPilot informs the Symposium Call
Center server of the call coming in over the ACCESS link.

4. The Symposium Call Center server controls playing of voice segments
and collection of digits over the ACCESS link.

Feature architecture

m  Onthe CallPilot server, channels are all ocated to either messaging
services or Symposium Voice Services.
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»  The Symposium Call Center server acquires voice port TNs from the
switch viathe AML and voice port channels from CallPilot via the
ACCESS link.

m  Custom applications (created and maintained in Application Builder) are
used to administer voice prompts. Voice prompts can be edited using
third party applications.

m The CdlPilot database stores the following information:
m the Symposium Call Center server |P address on the customer LAN
m the TNsof all ACCESS and IVR ports
m thekey O and key 1 DNsof al ACCESS and IVR channels
m thechannelsthat arereserved for ACCESS or IVR
m The CalPilot server registry stores the ACCESS link port number.

m  Resources acquired by the Symposium Call Center server are associated
with its Application Module Link (AML) connection.

ATTENTION AML allows resources to be associated with one AML

connection only. This means that CallPilot's AML
connection with the switch cannot be used to control
voice channels already acquired by Symposium.

m The switch communicates with CallPilot viathe Symposium Call Center
server and the Meridian Link Services Module (MLSM).

m ACCESS and IVR channels support voice media only and each channel
uses one DSP. CallPilot ACCESS class IDs identify ACCESS channels.
If you are migrating from Meridian Mail to CallPilot 2.02, note the
following architecture changes:

m The TCP/IP (ELAN) ACCESS link between the CallPilot server and the
Symposium Call Center server replacesthe serial ACCESS link between
Meridian Mail and the Symposium Call Center server.

» CallPilot does not support the communication link (CSL) used between
Meridian Mail and the switch.
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System requirements

m  Symposium Call Center Services (SCCS) release 4.2 on aPVI platform
with the NS040206CPSUQ7S performance enhancement

m CdlPilot 2.0 or later

= Depending on the switch, either of the following:
m Meridian 1 X11 software Release 24.24 or later
m  Succession CSE 1000 Release 1.1 or later

Voice port requirements

Voice port configuration must be consistent across the switch, the
Symposium Call Center server, and the CallPilot server. This means that the
following:

» Each voice port TN configured on the switch and the Symposium Call
Center server are aso be configured on the CallPilot server.

= The CDN configured on the switch for ACCESS channelsis configured
as the Symposium Voice Services CDN in the CallPilot SDN table.

s TheCDN for IVR channelsis configured as an Application Builder voice
menu or announcement in the CallPilot SDN table.

m the Class ID matches those configured on the Symposium Call Center
server and the switch.

See also

m Part 3 of the CallPilot Installation and Configuration binder for your
server platform

m CallPilot Application Builder Guide (NTP 555-7101-325)
m  Meridian Mail to CallPilot Migration Utility Guide (NTP 555-7101-801)

m  Symposium 4.2 Meridian 1/Symposium CSE 1000 Voice Processing
Guide
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Configuration tasks

Task summary
1. On the switch:

m Configure separate embedded LAN (ELAN) and value added server
(VAS) IDs for Symposium Call Center and CallPilot.

= Inaddition to the CDNs configured for CallPilot messaging agents,
configure a CDN for the ACCESS agent and a CDN for the IVR
agent.

= Configure each ACCESS and IVR port.

2. Onthe CdlPilot server:

m Usethe Configuration Wizard to enter the Symposium Call Center
server |P address on the customer LAN, the terminal numbers for the
IVR and ACCESS channels, and the IVR and ACCESS channel
alocations.

ATTENTION T channel number assigned to the ACCESS port

on the Symposium Call Center server must match
the Class ID that is configured in CallPilot’'s
channel allocation.

» Use CalPilot Manager to add service DNs for Symposium Voice
Services (the ACCESS CDN) and the Application Builder
announcement or voice menu (the IVR agent CDN).

See also

For Configuration Wizard procedures, refer to the CallPilot Manager online
Help book “ Reconfiguring the system.”

For the procedure to add the SDNs, refer to the CallPilot Manager online
Help book * Configuring Symposium Voice Services support.”
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For help with troubleshooting, see “ Troubleshooting Symposium Voice
Services support” on page 530.

Looking up procedures in CallPilot Manager online Help

Find procedures for configuring alternate phoneset interfaces by looking up
Symposium Voice Services support in the CallPilot Manager online Help
Index.
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Section E: Allocating channels to
services

In this section

Dynamic channel allocations 422

Re-allocating channels 424
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Dynamic channel allocations

Introduction

By default, CallPilot allocates channels to services dynamically, based on
available channel resources. For most systems, this default configuration
works very efficiently.

ATTENTION  The total number of channels available for any CallPilot

system is keycode-controlled. If you need more channels,
upgrade your CallPilot server.

The default minimum

The minimum number of channels allocated to each service is zero. This
means that services are not guaranteed access to any channels. Other
services are allowed to use al of the channels of a particular type (such as
fax), leaving no available channels.

How the default minimum channel allocation for a service works

= When aFax on Demand service is configured with the default minimum
channel allocation of zero (0), no channels are dedicated to this service.

»  Whenever al fax channels on the system become busy due to traffic
generated by other fax services, acall into the Fax on Demand serviceis
queued until afax channel becomesidle.

The default maximum

By default, the maximum number of channels that a service can use at any
onetimeisall channels of the required type.

How the default maximum channel allocation for a service works

m Four fax channels are on your system. A Fax on Demand serviceis
configured with the default maximum channel allocation. This means
that no fax channels are reserved for other fax services.
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m  Whenever aburst of traffic isdirected at the Fax on Demand service, this
serviceis alowed to use all available fax channels simultaneoudly,
leaving no channels available to other fax services.

Allocations for applications with fax callback

If the session profile for an application allows fax callback delivery, the
channel alocations assigned to the service’s SDN are not used. Instead, the
channel alocations assigned to the Delivery to Fax SDN are used, because
the Delivery to Fax service delivers faxes on a callback.

Allocations for speech recognition services

Speech recognition channels use four times the processing power of
multimedia channels.

Monitoring service demand

Run the Reporter System Traffic Summary report to identify how much
particular services are used. For example, you can identify the percentage of
total traffic generated by a service. This gives you an idea of whether the
current channel allocations for that service are adequate.

Estimating service requirements

Use the guidelines in the CallPilot Planning and Engineering

Guide (555-7101-101) to estimate the number of channels a service needs.
Then use Reporter to monitor actual service usage to seeif you must adjust
the channel allocations.
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Re-allocating channels

Introduction

You can change the minimum number of channels guaranteed for a service.
Thisis useful whenever traffic generated by the serviceis greater than
originally anticipated or for temporary high demand on a service.

The way you allocate channel s during times of normal operation dependson
factors such as

= how much traffic you expect the service to generate
= theimportance of the service.

ATTENTION  Nortel Networks strongly recommends that you do not re-

alocate channels to services unless you experience
problems making an essential service available to users.
Verifying a new allocation scheme for al services can be
time-consuming. See “Re-alocating channels’ on page
424,

Examples

This section provides several examples of how channels might be re-
allocated temporarily to accommodate atypical demand on a service.
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Example 1: A new voice menu application is put into service

This menu informs company employees of the new benefits plan, and is
expected to generate heavy traffic during the first month it is used.

Your system has 18 voice channels. For the first month of service, you
alocate a minimum of two channels and a maximum of four channels to the
voice menu.

After one month, when the amount of traffic generated by the service
decreases, you reduce the minimum number of channels to zero and the
maximum to two.

= A minimum setting of zero means that the service is not guaranteed any
channels. If all voice channels are busy, the service cannot obtain a
channel until thereisan idle channel.

= A maximum setting of two means that the service cannot use more than
two of the 18 voice channels simultaneously. Sixteen channels are
reserved for use by other voice services.

Example 2: Allocations for large-scale external distributions of
fax messages

You can temporarily reconfigure your system to increase the Call Pil ot
resources dedicated to performing alarge-scale fax distribution. By default,
no channels are guaranteed for this service.

Requirements and recommendations

Before you can allocate additional resources to alarge-scale external fax
distribution, you must configure the threshold that determines the meaning
of “large-scale.”
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Nortel Networks strongly recommends that you use the altered channel
alocation on atemporary basis only, and during off-peak hours.

ATTENTION Mailbox owners who are responsible for large-scale

external fax distributions must time delivery of the fax
messages to coincide with the temporary channel re-
alocation.

Configuring the threshold

The number of channels that can be simultaneously allocated to deliver fax
broadcast messagesis determined by the configuration of the multi-delivery
to fax SDN. The delivery to fax (DTF) SDN handles external deliveries of
fax messages that are addressed to alower number of recipientsthan is
configured for the multi-delivery to fax service.

See also
m “Multi-delivery to fax service” on page 384
= “Dynamic channel allocations’ on page 422
m “Re-allocating channels’ on page 424

m For configuring the maximum delay for timed delivery: “Changing
messaging defaults’ on page 368

Getting there System O Service Directory Number [ SDN Details

Looking up procedures in CallPilot Manager online Help

For procedures to re-allocate channel resources, refer to CallPilot Manager
online Help. Open the “ Configuring CallPilot services” book, and then open
the “ Allocating channelsto services’ book. You can also look up channel
allocationsin the Index.
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Section F: Configuring and
troubleshooting
Email-by-Phone

In this section

Configuring Email-by-Phone 428
Troubleshooting Email-by-Phone 442
Customizing playback controls 448
Tracing an Email-by-Phone session 450
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Configuring Email-by-Phone

Configuring Email-by-Phone using CallPilot Manager

This section provides the procedures for configuring the Email-by-Phone
feature using CallPilot Manager. Before starting these procedures, ensure
that al the required CallPilot server performance enhancement

packages (PEP) have been applied. The PEPs specific to the
Email-by-Phone feature are as follows:

s CP20126G053S
s CP20126G059S

Note: These PEPs require that the CallPilot server be installed with, or
updated to, service update 1 (SU-01).

Procedure summary

The procedures for configuring the Email-by-Phone feature are as follows:
m To configure the external e-mail server
m To configure the user’s class of service
m To configure the user’s e-mail account

To be able to execute the configuration procedures, you must belogged in to
CalPilot Manager.
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To configure the external e-mail server

1 In CallPilot Manager, choose Messaging L1 External E-mail Servers.

TR CalPbt Manger - Edbemal Emal Sereers - Ficrosnlt et Expinre mowiced by Morte e baoris.

e Ed v Fypoam Jooh  Hews -
da Bk = 2 A A kSeech jFasares Helay | 4= LF i L
BT (18] b bancp 281 fopragee padeunt males sarve £ e uE S art acp x| B Lnks

Catiot varager B

LEAF sirvni bemeigh] | M e Ml i SOERD

Hame  User = System = Maintenams: v Mesaging v Tosls = Help =
T -

Extuinal Email Swnars

“me ] canc | ]

E-mail by Plang ssttings

Waxirune fed body sze 2 By
Stacimarm nurber ol enad mersager {o downdgad 100
Felmamum bafch maec {7

Ereadl Pasewaid Maotar Erorpglion Koy Rt

Craama Emel Barsar

A7 WA A2 L

C teodlce ey sirlel com 4711220139 3
C lsnddts 47.11.220. 740 a3
Cram Emesl Sarn |
Snlnct F mall &y Phenn | sngusgns
JET
o] Dora

{E Lozal ntearmt

2 Type an appropriate number in the Maximum text body size: text box.
This is the size in kilobytes of the messages that the users are allowed to
download and read. If the size of an e-mail message exceeds the
maximum text body size, the e-mail message is truncated when
downloaded to disk.

3 Type an appropriate number in the Maximum number of e-mail
messages to download: text box. This is the number of e-mail messages
that the user is allowed to download to disk.

Note: An e-mail message is downloaded only when a user presses the

DTMF key “2” to play the message or the DTMF key “7-7” to print the
message.

4 Select a number from the Maximum batch size: drop-down list. This is
the maximum number of e-mail headers that the mailbox owner can
retrieve once from the external e-mail server for review.
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5 Click Create Email Server.

Result: The External Email Server Properties page is displayed.
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Type the fully qualified domain name (FQDN) of the e-mail server in
the FQDN Name: text box; for example, ptordOcc.ca.nortel.com.

Type the internet protocol (IP) address of the e-mail server in the IP
Address: text box.

Choose the type of e-mail server from the Server Type: drop-down list;
for example, Microsoft Exchange, Novell GroupWise or Lotus Notes.

Type 143 in the Port; text box. The port number for the Email-by-Phone
feature must be 143.

10 Type a name in the Descriptive Name: text box. The mailbox users

identify the e-mail server with this name. You can type a maximum
of 255 characters in this text box.

11 Type 993 in the TLS Port: text box. The TLS port number for the
Email-by-Phone feature must be 993.
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12 Choose IMAP from the Protocol: drop-down list. The IMAP protocol must
be selected for the Email-by-Phone feature.

13 Click Save.

Result: The Email-by-Phone settings page is displayed.
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14 Click Reset to reset the e-mail password master encryption key.

a

Note: You can also reset the encryption key from a DOS window with the
following command:

D:\ nortel \ npcx\ bi n\ nncrypt _updt key. exe.
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15 Scroll down to the Select E-mail by Phone Languages page and select

the check boxes corresponding to the languages that you want to be
supported on the CallPilot server.

Note: You must select at least one language to enable the
Email-by-Phone feature.
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16 Click Save.
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To configure the user’s class of service

1 In CallPilot Manager, choose Messaging [1 User [1 Mailbox Classes.

2 Double-click the mailbox class for which you want to enable the
Email-by-phone feature.

Result: The Mailbox Call Details page is displayed.

A CallPilot Manager - Mailbox Class Details - Microsoft Internet Explorer provided by Nort... B [=] 3

File Edi Miew Favoiier Took Halp “
4 Back ~ D 2] ot | Dyseach GjFavedtes CFHisow | Fhe Sh =] 2
Agdiess &1 kip:4/47.11.220 251 fepregriuseadinindm albox/mbucldetsi asp =] @Go | |Links
Eusy. ID _l |UU_| nanJ_l mim ;I
Mo Answer: Iﬂ 00 =} bt 0% | mm

Answered: |1 x o 'I hh |05 =] rmm

Retry Limit Eefore RM Stopped: IE =

Keycoded Features

Magimum Fax Resolution: |Fine =

<]

Fax Capability:

<

Speach Activated Messaging:

<

E-mail-by-Fhone Capability: Can Set Up SEL for an IMAP Serer W

Deskiap Playback: | Festict none =l J

<

Desktop and Yveb Massaging:

ky CallPilot
Mailbox Manager, =

-
| | v

& Dons D Intemnet

3 Select the Fax Capability: check box if you want to enable the printing of
e-mail messages.

4 Click Save.
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To configure the user’s e-mail account

Before you begin

The administrator can enter the account information in CallPilot Manager,
except the password. The users can enter their account information in My
CallPilot using avalid password.

1 In CallPilot Manager, choose Messaging [1 User [1 User Search.

2 Double-click the name of the user for whom the account information is
displayed.

Result: The User Details page is displayed.
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3 Scroll to the bottom of the User Details page.
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4 Click Add to create an e-mail account.

Result: The Email Account Detalil page is displayed.
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5 Type the user’s e-mail address in the E-mail Address: text box. You can
type a maximum of 255 characters in this text box.

Tip: The server name in the e-mail address must be the e-mail server
name selected in the IMAP Server: drop-down list.

6 Type the name of the mailbox owner in the User Name: text box. This is
the name associated with the e-mail address and appears in the From:
field of the e-mail messages received from the mailbox owner. You can
type a maximum of 160 characters in this text box.

7 Type the user name in the E-mail Account Name: text box. This is the
name that the mailbox owner uses to log in to the e-mail server. You can
enter a maximum of 80 characters in this text box.

8 The password required to log in to the e-mail server must be entered in
the Account Password: text box. The password can contain a maximum
of 80 characters. Enter information in this text box as follows:
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a. Type the user’s password if you know it.
b. Type an x if you do not know the user’s password.

Note: After the e-mail account is configured, the mailbox owner must
enter a valid e-mail account password in My CallPilot to be able to
access the Email-by-Phone feature.

9 Type in the Mailbox Folder Name: text box the name of the e-mail server
folder accessible when the mailbox owner uses Email-by-Phone. The
folder must already exist on the e-mail server. The folder name can
contain a maximum of 80 characters.

Example: These are examples of common folder names: Inbox, Sent
items and Drafts.

10 Select the Enable E-mail by Phone check box to enable the
Email-by-Phone feature for the user’s account.

11 Type in the Web Access Folder Name: text box the name of the folder
that is accessible when the mailbox owner uses Web Messaging. The
folder name can contain up to 50 characters.

Example: These are examples of common folder names: Inbox, Sent
items and Drafts.

12 Select the server associated with the e-mail account in the IMAP Server:
drop-down list.

13 Specify the security options for the e-mail account in the Connection
Security Configuration section:

a. Select an encryption protocol for data transmission from the
Transport Layer Security: drop-down list. Select the None option if
you want to disable the encryption for the e-mail account.

b. Select and authentication method for logging in to the e-mail server
from the Authentication: drop-down list. Select the None option if you
want to disable the authentication for the e-mail account.

Note: The e-mail server associated with the e-mail account must support
the selected security options.

14 Click OK.
Result: The User Details page is displayed.
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15 Click Save. If you do not click Save, all the information entered for the
user account is lost.

Note: If a valid e-mail account password was entered in step 8 and all
the information has been provisioned correctly, the mailbox user is able
to retrieve e-mail messages after the completion of this procedure.

Configuring Email-by-Phone using My CallPilot

Once the administrator provisioned the e-mail server using CallPilot
Manager, the mailbox owner can configure the Email-by-Phone feature
using My CallPilot. The My CallPilot server establishes its own connection
with the configured e-mail servers when sending and receiving e-mail

messages.

The CallPilot server provides the Email-by-Phone functionality. The
mailbox owner uses My CallPilot to choose an e-mail account to set up asan
Email-by-Phone account.

To configure an e-mail account

Before you begin

To be able to execute the procedures you must be logged in to My CallPilot.
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1 In My CallPilot, click the CallPilot Features tab.
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2 Click Email-by-Phone.

Result: The Email-by-Phone page is displayed.
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3 Click Configure New Mailbox Link.

Result: The Configure New Mailbox Link page is displayed.
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Select the appropriate e-mail server for your e-mail account from the
Mailbox server: drop-down list; for example, ztcfdO3m.

Type in the E-mail By Phone Folder (e.g. INBOX): text box the name of
the e-mail folder for which you want to use the Email-by-Phone feature.

Type your e-mail address in the E-mail address: text box; for example,
cpilotsl@ptordOcc.ca.nortel.com.

Type your e-mail user name in the Mailbox user name: text box; for
example, cpilotsl. The e-mail user name is the ID that you use to log in
to the e-mail server.

Enter the e-mail account password in the Mailbox password: text box.
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9 Click Save.

Result: The Email-by-Phone page is displayed again.
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10 Click OK.

Result: You can now log in to the CallPilot mailbox, press the DTMF
keys “8-9” and start an Email-by-Phone session.
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Troubleshooting Email-by-Phone

General

This section isintended to assist technical support personnel in
troubleshooting Email-by-Phone issues. The following list presents the
Email-by-Phoneissues in the order of their importance and frequency:

» the configuration of the e-mail server and of the user e-mail account is
incorrect

= the Email-by-Phone feature cannot connect to the external e-mail server
m the known Email-by-Phone feature limitationsin CallPFilot 2.0

Configuration issues

Configuration issues can cause various types of problems, such asthe
following:

m the user cannot log in to the e-mail server for an Email-by-Phone session
m the user cannot play a particular e-mail message
m the user reports that the e-mail message list is always empty

The first step when troubleshooting any Email-by-Phone issue is to check
the configuration settingsin CallPilot Manager. Go through the procedures
given in " Configuring Email-by-Phone” on page 428 and make sure that all
the information is known and properly entered. If the configuration is
correct and the Email-by-Phone feature still does not function properly,
proceed with the next troubleshooting action that is likely to solve the
problem.
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User cannot connect to the external e-mail server

To troubleshoot this Email-by-Phone issue, proceed as follows:
1 Ensure that the Email-by-Phone configuration is correct.

2 Verify the connection to the external e-mail server. To do this, ping from
the CallPilot server the external e-mail server to which the user tried to
connect. At the DOS command line, type pi ng <external e-nail
server nane>; for example, pi ng zt cf d03, as shown in the
following illustration.

Hinimum = Bmz, Maxinum = 2Bms,. Au

CrwWINNT >

The ping command does not show any points of failure between the
CallPilot server and the external e-mail server, but indicates if a
connection between the CallPilot server and the e-mail server exists
through the network.

3 Depending on the result of the ping command, proceed as follows:

a. If the ping command shows that a connection is present between the
CallPilot server and the external e-mail server, try to log in to the
IMAP port of the external e-mail server. In a DOS command window,
typetel net <external e-nmail server nanme> 143; for
example, t el net ztcfd03 143, where zt cf dO3 is the external
e-mail server name. If a connection between the CallPilot server and
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the e-mail server exists, a Telnet window indicating that the e-mail
server is ready appears on the screen.
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= 0K HicroxofFt Exchange [MAPGFeu] sereer gersion S.5.265%.37 (rtoé UUU‘-UGqIIUI'lElﬂ
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| 1w beanage: - [[ ] Tetnet - ztctdiam BN 335FM

If a window indicating that the server is not ready appears on the
screen, then a network issue affects the connection to the e-mail
server.

b. If the ping command indicated no connection between the CallPilot
server and the external e-mail server, go to step 6.

4 If the Telnet window indicates that the e-mail server is ready, try to log in
to this server by typing the following command:
001 |l ogi n <user |D> <user password>. The following message
indicates that the attempt to log in to the e-mail server was successful:
001 OK Login conpl et ed.

Note: If the previous message does not appear, then the user ID or the
password is not correct.

5 Log out from the e-mail server by typing 002 | ogout .

6 |If the ping command indicated no connection between the CallPilot
server and the external e-mail server, use the trace route command to
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detect subnet type issues. In the DOS command window on the CallPilot
<external e-mail server name>.

server, type t racert

mmand Prompt

soft Windows 2088 [Uesp:

opyright 1785—ZH0BH Hic
(CeWIHNT *>tracert stcfdB3m

Tracing route to ztcfdd@im.c
over & maxinua of 38 hops =
s
nx
nE
n=
ns

Trace conmplete.

(G2 ~WIHNT >

nortel.com [47.16.32.262]

ms
ms
ma
m=
m3

thuwprad.ca.nortel.com [47.11.182.31
thuowrdl _ca.nortel com [47.11.174.11
thy -nortel.com [47.%9.1.2811

47,
ztefdB3m.ca.nortel.com [47.108.32.2821

Thetracert <external e-mmil server name>command traces
the route to the external e-mail server and identifies any points of failure.

Known Email-by-Phone feature limitations in CallPilot 2.0

The Email-by-Phone feature can be used only if the external e-mail server
supportsthe IMAP r4 protocol. The Email-by-Phone feature has been tested
with the following e-mail servers:

= Microsoft Exchange 5.5

m Novell GroupWise 5.5 and 6.0

s Lotus Notes Domino

The following are the Email-by-Phone feature limitations in CallPilot 2.0:

» The E-mail-by-Phone feature supports only server-based folders.

m Thee-mail folder that the user accesses by way of Email-by-Phone
must reside on the e-mail server.

= The E-mail-by-Phone feature cannot access e-mail messages storedin
a shared directory on anetwork or on apersona computer.

= The E-mail-by-Phone feature supports only the text body of the e-mail
messages, not the attachments.
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m The E-mail-by-Phone feature does not support the following commands:
s Compose
» Reply
= Reply All
s Forward

User cannot play a particular e-mail message

If auser reports that a particular e-mail message cannot be played using the
Email-by-Phone features, follow these steps.

Ensure that all required CallPilot PEPs have been applied. The PEP
CP20126G053S is specific to the Email-by-Phone feature. This PEP
requires that the CallPilot server be updated to SU-01. Go to the Meridian
PEP library (MPL) Web site to find the most recent updates.

Make sure that all 10 supported languages are selected on the Select
E-mail by Phone Languages page, as indicated in “To configure the external
e-mail server” on page 429, if the user cannot play messages in one
particular language.

Check the source of the e-mail message in Outlook Express and verify if the
message is encoded with atext encoding standard that the Email-by-Phone
feature supports:

m  |SO-8859-1—the Email-by-Phone feature supports the playing of e-mail
messages in the following languages. English, French, German, Spanish,
Italian, and Dutch.

m  UTF-8—the Email-by-Phone feature supports the playing of e-mail
messages in the following languages: English, French, German, Spanish,
Italian, Dutch, Russian, Korean, and Japanese.

To check the source of an e-mail message in Outlook Express, proceed as
follows:
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1 Open the e-mail message that failed to play.
2 Choose File [J Properties.
Result: The Properties window is displayed.
Click the Details tab.
4 Click Message Source.

Result: The Message Source window appears.

i Message Source -EI Fas

From: "Thompson, Dean [E¥WH:9B31:EXCH]" <dthompEamer *|
To: "Thompson, Dean [BVH:9B31:EXCH]" <dthomp@americ
Subject: Email 1
Date: Tue, 17 Sep 2002 20:54:29 -0400
MIME-Version: 1.0 24
Content-Type: multipart/falternative;

boundary="---- = HextPart 001 01C25EAD.C7A30C

This message is in MIME format. Since your mail res
thiz format, some or @all of this mMeESSadge Ay hot ke

—————— - = NextPast 001 01C25EAD.CTAIGCED

Content-Type: textfplain:
charset="iso0-8859-1"

"Mary Had 4 Little Lamb™ -
4 | A

5 Verify if the character set of the e-mail message is supported by the
Email-by-Phone feature. In this example, the line that provides
information about the character set is char set =i so- 8859- 1".

Empty e-mail message list

If auser reports that the e-mail message list is empty, verify if the e-mail
folder that the user tries to access resides on the e-mail server. Asindicated
in “Known Email-by-Phone feature limitations in CallPilot 2.0” on page
445, the e-mail message folder that the user can access by way of the
Email-by-Phone feature must reside on the e-mail server and not on the
user’s PC. Also make sure that the name of the folder that the user tries to
access is correct.
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Customizing playback controls

To adjust TTS settings

You must use the text-to-speech (TTS) engine setting tool to make playback
adjustments to each of the languages that the Email-by-Phone feature

supports.

1 Choose Start [ Programs [ CallPilot [ System Utilities 1 TTS
Engine Settings.

Result: The Voice settings for CallPilot Text-To-Speech window opens.

[}

Sa004112

S0

[

fImz112

3004111

4 Voice zeltings for CallPilot Text-To-Spesch

Sellings
Languags Engina

outch

Sience bebween senbences Ihigher]  [faster]

Miremum confidence: for g
P

language delaclion

- -
ich Fabe

Cancal |

[lcasd=i]
-1 -

mycpConlig

i Stant | MEMS Tia.| yuwinntdd, | ) Expioing | @@ nmsvs, | B Supot . | es SLEE Tu.. | [E]CaFial . |[% vaice . [E B 102740
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2 Select from the Language Engine drop-down list the language for which
you want to adjust the playback settings.

3 Select a convenient duration for the silence periods between sentences
from the Silence between sentences drop-down list. The available
silence duration options range from 0 msec through 1800 msec.

4 Adjust the pitch of the sound of the user-defined speaker using the Pitch
slider.

5 Adjust the speed at which the message is read using the Rate slider.

6 Adjust the volume of the user-defined speaker as desired using the
Volume slider.

Note: The Minimum confidence for language detection setting is not
used at this time. Nortel Networks software performs the language
detection.
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Tracing an Email-by-Phone session

A CallPilot support tool has been developed to obtain detailed tracing of an
Email-by-Phone session. Follow this procedure to trace an Email-by-Phone
session.

To trace an Email-by-Phone session

1 Choose CallPilot support tools [1 9 (Call Processing Utilities) [] 3
(Trace Viewer).

Result: The Trace Control window appears.

& BYWCP251 - peanywhers

IR EENEREEEE

Campotent Mame ] Tracing Slatus
W LD&PChent 355 Mat Tiacing
W |MAR_Sarve X5 Mot Tracing
2| W b _dl 362 Mot Tiacing
W LDePCient_352 Mot T lacing
W MakfS erver 362 Mot Tracing
= | B rrovmmapliied] 293 Mot Tracikg
W b dl 393 Mot Tracing
W NORTEL_LLS_Z26 Mol Tlacing
W rrovmndl_ 202 Mot Tracing
W LOWPChent_392 Mot Tiacing
B rrovmupdat=dl_343 Mot Tracing
W NM5SAYS_CPUMGA_353 Mol Tracing
W MMGSAYS TARHL 393 Mot Thacing
r‘ Ernail Wiew_393 Trazing On
W ekl dil1ES Mot Tracing
| |

B rbaps 165 Mot Tracing
W 2ML_Tizce B42 Mat Tiacing
W bl dil 598 Mot Tracing
W r_dil_3ER Mol Tiacing
M LDAPClent 360 Mot Tracing

W riéldI_B3B Mat Tiacing -
1] R

S1art racing Stop tracing I Refrezh | Cancel

i stare| BB has Tracewi.| 5 Expioing-Co.. | BD:wINNTISy. | B CaIPt Hana. | 8 Supcon Took [ Viewer - Un... [BIE 520PH
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2 Double-click the session with the highest process
number (EmailView_393 in this example) in the Component Name
column.
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3 Start an Email-by-Phone session.

Result: Trace text similar to the following appears in your window.

Nov 28, 2001
Nov 28, 2001
Nov 28, 2001
Nov 28, 2001

Nov 28, 2001
request queue

Nov 28, 2001

Nov 28, 2001
of typel

Nov 28, 2001
Entering

Nov 28, 2001

11:57:37:297
11:57:37:307
11:57:37:307
11:57:37:307
11:57:37:317

11:57:37:317
11:57:37:317

11:57:37:317

11:57:38:328

18150
18150
18150
18150
18150

18150
18150

18150

18150

About to login to IMAP server

8

0 0 o0 o

(o]

3
3
3
3

N/A
N/A
N/A
N/A
N/A

N/A
N/A

N/A

N/A

Nov 28,2001 11:57:38:328 18150 8 3 N/A

StartSession: Entering
AddRequest: Entering
AddReguest: Exiting OK
StartSession: Exiting OK
RunThread: Event in

ProcessRequest: Entering
ProcessRequest: Request

PerformStartupL DAP:

PerformStartupL DAP:

Email Login:FQ Domain

Name:ptordOcc.ca.nortel.comlP Address:47.11.8.14 Account Name: cpilotsl
Password: PrivateSSL: NoPort

Nov 28,2001 11:57:38:328 18150 8 3 N/A

About to call IMAP Logon

Nov 28,2001 11:57:38:629 18150 8 3 N/A

IMAP Logon succeeded

Nov 28,2001 11:57:38:649 18150 8 3 N/A

PerformStartupL DAP:

PerformStartupL DAP:

PerformStartupL DAP:
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About to open user’s folder

Nov 28,2001 11:57:38:709 18150 8 3 N/A PerformStartupL DAP:
About to call DownloadHeader

Nov 28,2001 11:57:38:709 18150 8 3 N/A PerformStartupLDAP:
Invoking callback with tReply.iStatus=59422

Nov 28,2001 11:57:38:709 18150 8 3 N/A PerformStartupLDAP:
Exiting OK

Note: The Nortel Networks support team can interpret the trace information.
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Part 6

Monitoring the CallPilot
system

In this part
Chapter 22: Monitoring the CallPilot server and resources 457
Chapter 23: Viewing and filtering server events 483
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Chapter 22

Monitoring the CallPilot server and
resources

In this chapter

Section A: Monitoring the CallPilot server performance 459
Viewing the performance of CallPilot server 460
Finding information about the CallPilot server 461
Running system reports 463
Section B: Monitoring channels 465
Monitoring call channels 466
Monitoring multimedia channels 468
Section C: Monitoring disk space 471
Monitoring Nortel directory disk space 472
Monitoring Multimedia File System volumes 473
General methods to monitor disk space 476
Section D: Monitoring the database 479
Monitoring the database using alarms 480
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Section A: Monitoring the CallPilot
server performance

In this section

Viewing the performance of CallPilot server 460
Finding information about the CallPilot server 461
Running system reports 463
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Viewing the performance of CallPilot
server

Introduction

To view the performance of CallPilot server, in the System menu, click
Performance Monitor.

Performance Monitor updates the following information about the CallPilot
server every 10 seconds.

Column Description

Time and Date The time and date on the server when server
performance was sampl ed.

% Processor Usage The percentage of processor capacity being used.
Thisfigure fluctuates according to the number and
type of eventsthat are running on the server.

Free RAM (Bytes) Theamount of memory that is available on the server,
in bytes.

% Free Disk Space The percentage of free disk space on each of the
CallPilot server’'s fixed disks.
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Finding information about the CallPilot
server

Introduction

You may need Server Settings information when you communicate with
product support personnel.

The Server Settings information includes

m list of features and services installed on the CallPilot server
m resource list showing the capacity of the CallPilot server

m description of the switch connected to the CallPilot server
m seria port settings of the CallPilot server

Viewing server settings

To view CallPilot server settings, in the System menu, click Server Settings.

Determining the capacity of the CallPilot server

Use the Server Settings page to find information such as

m the server version, switch type, and platform type
m channel alocations

= maximum number of mailboxes, and the maximum number that can be
allocated to voice, fax or speech recognition functionality

= System prompt, e-mail by phone, and speech recognition languages
= maximum number of mailbox storage hours the system can support

= maximum number of NM S locations, networking sites, and DSPs the
system can support
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Listing the applications and services installed on the CallPilot
server

If you are not sure whether a particular application or serviceisinstalled on
aCdlPilot server, use the Server Settings page to display alist.

Finding information about the connected switch

Use the Server Settings page to display switch information such as

» the switch type (for example Meridian 1 or Succession CSE 1000) and
sub-type (for example, Option 11C)

= the softwarerelease
s thelP address

Determining the CallPilot server serial port settings

Use the Server Settings page to display serial port configuration information
such as

m port type
= baudrate
s databits

= parity

m stop bits

= flow control
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Running system reports

Introduction

The CallPilot Reporter feature provides the tools you need to run system
status reports.

Use CallPilot Manager to configure the report data to collect. The
administrator shortcuts on the CallPilot Manager home page provide alink
to the Reporter program.

Collecting report data

Operational measurements (OM) datais used for reporting system activity
and usage. Many activities within a CallPilot system generate operational
measurements that you can review, monitor, and evaluate with CallPilot
Reporter.

CadlPilot collects OM data on the OM server in one hour intervals. Reporter
then retrieves the data and stores it in the Reporter database.

To generate reports, OM data collection must be enabled. You can turn OM
datacollection on or off in CallPilot Manager and store collected data on the
OM server for up to 10 days.

The storage period for the Reporter database is configured in Reporter.
Refer to the Reporter online Help for more information.
Running reports

The Reporter utility provides predefined reports to help you monitor service
usage and performance.
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System status reports
These reports include data such as the number of callers who waited for a
channel and the number of callers who abandoned their calls.

Run the following reports to view statistics for each channel type.
= Service Quality Summary report

= Service Quality Detail report

s Channel Usage report

Traffic reports

Run the System Traffic Summary report to identify how much particular
services are used. For example, you can identify the percentage of total
traffic generated by a service. This gives you an idea of whether the current
channel alocations for that service are adequate.

Reports on deliveries to external DNs
You can view the average and maximum times that each service had to wait
to acquire achannel.

Run the following reports to determine if services that deliver messages to
external DNs are able to acquire channels when needed.

m DTT Activity report

m Fax Deliveries Activity report

» Fax on Demand Audit Trail Detail report
» Fax Print Audit Trail Detail report

= RN Activity report

» RN Audit Trail Detail report

Networking reports

If the AMIS or VPIM Networking services are installed, you can run the
Open Networking Activity report. A high number of blocked sessions
means that the service cannot acquire channels to complete calls.
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Section B: Monitoring channels

In this section

Monitoring call channels 466

Monitoring multimedia channels 468
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Monitoring call channels

Introduction

If the CallPilot server has trouble processing incoming calls, use Channel
Monitor to view the state of call channels.

From Channel Monitor, you can:

= monitor the current activity of functioning call channels, and identify
which call channels are not functioning

m identify acall channel’s physical location

You can identify a channel’s physical location by itsicon’s position on the
Channel Monitor page. Channel Monitor also displays a channel's directory
number (DN) and position (Label) in a popup when you move the mouse
cursor over the channel's check box.

Changing the Channel Monitor refresh rate

By default, the Channel Monitor refreshes the display every five seconds
with updated channel status information. Increasing the frequency of
updates increases the load on the server.

Starting call channels

Starting an Off Duty call channel putsit into Idle state. Typically, you start
call channels after the system has been powered up following major
upgrades or installations. If a call channel is off duty for any other reason,
use Channel Monitor to help you isolate the cause of the problem and take
appropriate action to fix it. For example, you can run diagnostics on the call
channel to check whether there is a problem with the call channel.
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Call channel states

ATTENTION After completing call processing, achannel remainsin

the active state in anticipation of receiving future calls. If
it does not receive another call after 30 seconds, an active
channel will changeto an idle state.

The icon that appears for each channel indicates the channel status.

i Active B Off Duty

1. Disabled é Power Off

¢ Ide # Remote (Yellow) Alarm
i InTest B Remote Off Duty

7] Loading B Shutting Down

¢ Loca (Red) Alarm ? Uninitialized

[ NoResources | ACCESS channel

o Not Configured IVR channel

Looking up procedures in CallPilot Manager online Help

Find procedures for monitoring, starting, stopping, and troubleshooting call
channels by looking up channelsin the online Help Index.
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Monitoring multimedia channels

Introduction

If the server experiences trouble processing incoming calls, you can view
the state of voice, fax, and speech recognition channelsin Multimedia
Monitor.

From Multimedia Monitor, you can:

= monitor the current activity of functioning call channels, and identify
which call channels are not functioning

m identify acall channel’s physical location

m identify the mediatype associated with a channel (voice, fax, or speech
recognition) and review multimedia resources allocation

An understanding of channel allocation can help you determine if you must
reconfigure the channels or add MPC-8 cards to increase the multimedia
processing capacity of the server.

You can identify a channel’s physical location by its position on the
Multimedia Monitor page. Multimedia Monitor also displays a channel's
directory number (DN) and position (Label) in apop-up when you movethe
mouse cursor over the channel's check box.

Changing the Multimedia Monitor refresh rate

By default, the Multimedia Monitor refreshes the display every five seconds
with updated channel status information. Increasing the frequency of
updates increases the load on the server.
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Stopping multimedia channels

You can courtesy stop or stop channels to put them into Off Duty status. In
Off Duty state, multimedia channels cannot carry any voice, fax, or speech
recognition data.

ATTENTION you take multimedia channels off duty, you must

manually start them in order to put them back on duty.
Channels that have been manually taken off duty do not
automatically start when the CallPilot server is restarted
or powered up.

Starting off-duty multimedia channels
Starting an Off Duty channel putsit into the Idle state.

Typically, you start multimedia channels after the system has been powered
up following major upgrades or installations.

If amultimedia channel is Off Duty for any other reason, you must isolate
the cause of the problem and take appropriate action to fix it. For example,
you can run diagnostics on the multimedia channel to determineif thereisa
problem with it.

Note: The Maintenance page appearsonly if it ispossible to run diagnostics
on the selected hardware.
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Multimedia channel states

ATTENTION After completing call processing, achannel remainsin

the active state in anticipation of receiving future calls. If
it does not receive another call after 30 seconds, an active
channel will changeto an idle state.

Theicon that appears for each channel indicates the channel status.

@ Active ' Not Configured
1, Disabled iy Off Duty
|| Idle 4 Power Off
B In Test B Shutting Down
§ Loading 3 Uninitialized

[ NoResources

Looking up procedures in CallPilot Manager online Help

Find procedures for monitoring, starting, stopping, and troubleshooting
multimedia channels by looking up channelsin the online Help Index.
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Section C: Monitoring disk space

In this section

Monitoring Nortel directory disk space 472
Monitoring Multimedia File System volumes 473
General methods to monitor disk space 476
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Monitoring Nortel directory disk space

Introduction

To monitor the disk space available for the Nortel directory, you must wait
for alarms to be raised. You can, however, determine how much free space
exists on this disk using the Server Performance Monitor (SPM).

For information on how to use the Server Performance Monitor, see Section
A: “Monitoring the CallPilot server performance,” on page 459.

Alarms

Although you can use the SPM to monitor the Nortel directory disk space,
alarms areraised if logical disk space becomes limited. Different dlarms are
raised depending on how much disk space isleft on thelogical drives.

Alarm Amount of space left
Magjor less than 10%
Critica less than 5%
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Monitoring Multimedia File System
volumes

Introduction

The MMFS volumes store all voice and fax messages and other related
multimediafiles, such as user mailboxes, greetings, voice prompts, and
voice menus. The server can have more than one volume, depending on the
overall capacity of the system to process calls. When an MMFS volumeis
full, no new files can be created on that volume.

If an MMFS volume has less than 10 percent of disk space left, you must
free up enough space to clear the alarms.

Note: When you lower the retention period for user messages you do not
affect the database. You must be clear about which parts of the hard disk
(either the database or the MMFS) are approaching a point where they are
nearly full.

What monitoring MMFS volumes involves

Monitoring MMFS volumes involves waiting for alarms to be raised as
available disk space becomes limited. You can, however, display or print
reports on MMFS volume disk usage using Reporter. These reports indicate
disk space usage patterns, which can help you to plan a strategy to deal with
limited disk space.
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Alarms
Although you can use Reporter to monitor MMFS volumes, alarms are
raised as MMFS volumesfill up. Different alarms are raised, depending on
how much disk space is|eft for the MMFS volume.

Alarm Amount of space left
Major less than 10%
Critica less than 5%

When alarms are raised, awarning box appears indicating the volume ID
and the percentage full.

Clearing alarms

Alarms are cleared when less than 88 percent of MMFS volume disk space
isbeing used. To clear darms, you must free up space on the MM FS volume
for which the alarm was raised.

m If one MMFS volumeisfull while other volumes are empty, you can
move users mailboxes from the full volume to another one.

m Disk space usage patterns on voice mail systems fluctuate, because voice
messages are constantly created and deleted. If all volumes arefilling up,
you can do the following actions to reduce the size of mailboxes:

Send a broadcast message asking users to del ete unneeded messages.
Look at user usage reports to determine which users are using alot of
space, and talk to them about it.

Delete unneeded mailboxes that might be filling up with broadcast
messages.

Reduce the maximum space allowed for some or al mailboxes so the
system tells users their mailboxes are full.

Reduce the read message retention time on some or all mailboxes so
that the automatic message deletion cleans up more messages sooner.
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= Inan application using automatic read message deletion, disk usage
typically increases from Monday to Friday. Disk usage decreases over
the weekend as read messages are deleted and few new ones are created.
When you understand these patterns you can better plan a strategy to deal
with disk space problems.

m |If the system ischronically low on space, consider purchasing additional
storage from Nortel Networks, particularly if you must add new usersto
the system.
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General methods to monitor disk space

Introduction
You have several ways to monitor how much disk space is available on your
system.

Disk Usage window

In the Disk Usage window, available from the System window, you can view
the current status of your hard disk to verify how much disk spaceis
available.

Server Performance Monitor

The Server Performance Monitor (SPM) provides detailed information on
the disk space available on the system.

Refer to Section A: “Monitoring the Call Pilot server performance,” on page
459.

Reporter

In Reporter, you can view reports about system performance after you
perform a download of OMs from the server to your administrative PC.

The Multimedia File System Usage report helps you determine if the level
of user messages is getting too high. The Disk Usage Report provides
information on the usage of al disk drives on the server.

For more information, refer to the CallPilot Reporter Guide
(NTP 555-7101-310).
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Administrative actions

You can perform certain actions to reduce the amount of used disk space.

Message retention
Decrease the amount of time that the system retains messages before they
expireif you discover that the MMFS is getting full.

Storage space

Reduce the amount of storage space that is allocated to users. You can
change this requirement only after the fact (for example, in case a user
already has many messages stored in his or her mailbox).

OM retention

The system database collects OMs on the hard disk depending on the type of
specified OMs and for a specified amount of time. If the database is getting
full, reduce the amount of time for which those OMs are collected and
retained on the hard disk.

ATTENTION B ise the hard disk is partitioned, reducing the

message retention time affects only the MMFS. Reducing
the OM retention time affects only the database storage
levels.

See also

For more information on message retention and storage space allocation,
refer to the CallPilot Manager online Help topics “ Changing resource usage
controls for mailbox class members’ and “ Controlling resource usage by
mailbox owners.”

For more information on OM retention

m  See “Collecting report data’ on page 463.
» Refer to the CallPilot Reporter Guide (NTP 555-7101-310).
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Section D: Monitoring the database

In this section

Monitoring the database using alarms 480
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Monitoring the database using alarms

Introduction

The database stores user information, system configuration information, and
various statistics that are collected by the system. You cannot monitor the
database disk space directly. However, an alarm is raised if the database
reaches its expected limit.

Database limits

The database is created during installation. It is designed to be large enough
to store the full amount of anticipated system data. Under normal operation,
the database should never fill up.

In some systems, particularly new ones for which usage patterns have yet to
be established, the database can approach its expected limit. If this happens,
you must determine the cause and provide a solution.

ATTENTION Asaprecaution against disk failure, the database expands

slightly to accommodate data beyond the anticipated
limit. However, thisis a safety feature. The underlying
problem must be addressed as soon as possible.
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Causes and solutions

System and user information use only small amounts of database disk space
and will not fill up the database. The following are likely reasons why the
database reaches its anticipated limit:

OMs are too detailed or stored for too long

OMs are statistics collected by the system. Based on the level of detail and
the length of time for which these statistics are stored in the database, more
or less disk spaceis used.

To reduce the amount of OM data that is collected, you must reduce the
retention period or change the level of detail for which the system collects
statistics. Refer to

m the CallPilot Manager online Help topic “Collecting report data”
m Reporter online Help

Note: When you lower the retention period for OMs you do not affect the
MMFS. Similarly, lowering the retention period for user messages has no
impact on the database. You must be clear about which parts of the hard disk
(either the database or the MMFS) are approaching a point where they are
nearly full.

The system is under-engineered

Systems are shipped with a database large enough to accommodate the
initia requirements of customers. If your estimated usage patterns change or
if your number of users grow, you might need to purchase additional disk
space. Contact your distributor for details.
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Viewing and filtering server events

In this chapter

About CallPilot server events 484
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Administrator’'s Guide 483



Viewing and filtering server events Standard 1.0

About CallPilot server events

Introduction

This chapter describes how to view and filter events that are generated by
the CallPilot server.

Events

Events are occurrences on the CallPil ot server, such as applications opening
or closing, or errors being reported. These events appear in

»  Windows NT Event Viewer on the server
m CallPilot Manager Event Browser and Alarm Monitor

Note: The Alarm Monitor does not report information-level events.

Event severity

Events are categorized by severity, as described below.

Critical

These events indicate that a service-affecting condition has occurred and an
immediate corrective action is required. Critical events are reported when a
component is completely out of service and you must take immediate action
to restore it. For example, an event can indicate that the file system has
crashed.

Major

These events indicate that a service-affecting condition has devel oped and
an urgent corrective action isrequired. The event condition can cause severe
degradation in server performance, and you must restore full capacity. For
example, the event can indicate that the file system is 100 percent full.

484
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Minor

These eventsindicate that a non-service-affecting fault condition exists, and
that you must take corrective action to prevent a more serious fault. For
example, an event can indicate that the file system is 90 percent full.

Information

These events indicate that something noteworthy has happened on the
system, but do not mean that there is a problem. For example, an
information-level event can indicate that a service has started or stopped.
These events are displayed in the Event Browser but not in the Alarm
Monitor.

System events

System events, such as Windows NT driver events, appear as event code
40592 in the Event Browser and in the system log in the Windows NT Event
Viewer.

Security events

Security auditing is enabled on the server. Suspicious actions by a user are
logged as event code 40593 in the Event Browser and in the security log in
the Windows NT Event Viewer. Thisis an information event, so it does not
appear in the Alarm Monitor.
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Using the Event Browser versus the Alarm
Monitor

Introduction

The Event Browser and Alarm Monitor both show events that occur on the
server. These programs provide many common features for viewing events.
The table below lists each feature and the program that offers the feature.

The main advantage for the Event Browser is that you can perform detailed
filtering by several categories, including severity and event code range. You
can also specify anumber of |atest eventsto view, so that you see only
recent events.

The main advantage for the Alarm Monitor isthat it shows (and therefore
focuses on) Minor, Major, and Critical events, and ignores Information
events. This enables you to focus on problems that require correction. In
addition, when an event occurs repeatedly, it isreported only onetimein the
Alarm Monitor to avoid cluttering the Alarm Monitor display. You can also
define SNM P parameters through the Alarm Monitor.

Event Browser versus Alarm Monitor feature matrix

Feature in Event Browser in Alarm Monitor
view events Yes Yes

view online Help for an Yes Yes

event

save alist of events Yes No

print alist of events Yes No

486 CallPilot



May 2003 Viewing and filtering server events
Feature in Event Browser in Alarm Monitor
view minor, major, critical |Yes Yes
events
view information events | Yes No
filter events by code, type, | Yes No
severity, latest events
customize event properties | Yes No?

(severity and throttling

parameters)

clear an event No Yes
define SNMP filtering No Yes
criteria

a.Events can be customized in the Event Browser. However, these changes

also affect the generated alarms.
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Changing the event log size

Introduction

The event log resides on the server and stores a record of all events that
occur on the server. You must log on to the server to change the event log
size.

CAUTION
& Risk of affecting server performance

Only qualified Nortel Networks technicians should make changes
to thelog settings. If you change the size settings, the results affect
the performance of the server and the number of eventsthat can be
stored.

Event log wraparound

The event log sizeisfixed. It does not increase in size as new events are
added to the log. When the log is full and a new event is generated, the
server removes the oldest event report in the log and replaces that record
with the newest one.

CAUTION
& Risk of affecting server performance

Do not change the event log wrapping mechanism and size.
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Impact of log size changes

If you reduce the size of the event log, then the server can store fewer events.
If you increase the event log size, you reduce the amount of available disk
space on the server and might slow the response times for retrieving events
from the Event Browser.

Application events such as Call Pilot events are stored in the Application log.
If you change the Application log size, you also change the number of
CallPilot events that are stored.

Default event log size

If you change the log size for the CallPilot server, do not use the Default
button. The settings for this button correspond to the Windows NT default
settings. During a CallPilot installation, the log settings are set to the
following defaults:

Log name Size Event log wrapping
Application log 8 Mbytes Overwrite events as needed.
System log 512 kbytes Overwrite events as needed.
Security log 512 kbytes Overwrite events as needed.
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To change the event log size

1 Log on to the server as Administrator.

2 Click Start 0 Programs 0 Administrative Tools (Common) O Event
Viewer.

Result: The Event Viewer appears.

i Event Yiewer - Spstem Log on \WICCMMGEMG [_|C
Log “iew QOptionz Help
Date

Time

Computer

© 1277798 1071627 AM  BROWSER MNaone U1 N/A ICCMMGENE

@ 12/7/98 10:16:27 Al BROWSER Mane a011 MNFA, ICCMMNGEMNE
@12/7/98 10:04:27 A BROWSER MNane 801 P& ICCMNGENE
@12/7/98 10:04:27 A BROWSER MNane 801 P& ICCMNGENE
@12/7/98 10:04:27 A BROWSER Mane 8011 MHfA ICCMNGENE
@12/7/98 3:52:26 A BROWSER Mane 8011 MHfA ICCMNGENE
@12/7/98 3:52:26 Ad BROWSER MNane 8011 MHfA ICCMMNGENE
@12/7/98 9:52:26 AM BROWSER Mane g011 R ICCMMNGENE
@12/7/98 9:40:25 AM BROWSER Mane g011 R ICCMMNGENE
@12/7/98 9:40:25 AM BROWSER Mane g011 MHfA ICCMMNGENE
@12/7/98 3:40:25 AM BROWSER Mane a011 R ICCMMNGENE
@12/7/98 3:26:25 AM BROWSER Mane a011 R ICCMMNGENE
@ 12/7/98 9:28:25 AM BROWSER Mane a011 MNFA, ICCMMNGEMNE
@12/7/98 9:28:25 AM BROWSER MNane 801 P& ICCMNGENE
@12/7/98 9:16:24 AM BROWSER MNane 801 P& ICCMNGENE
@12/7/98 91624 A BROWSER Mane 8011 MHfA ICCMNGENE
@12/7/98 91624 A BROWSER Mane 8011 MHfA ICCMNGENE
@12/7/98 3:04:24 Ab BROWSER MNane 8011 MHfA ICCMMNGENE
@12/7/98 3:04:24 A BROWSER Mane g011 R ICCMMNGENE
@12/7/98 3:04:24 AM BROWSER Mane g011 MHfA ICCMMNGENE
[ 12/7/98 05224 A BROWSER Mane a011 [iA [CCMMNGENE
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3 Click Log O Log Settings.
Result: The Log Settings dialog box appears.

Event Log Settings

Ok

LChange Settings for

Cancel

Iarimum Log Size: I q12 E Filobytes [B4K. Increments) Default
Event Log “Wrapping

Help

difil].

" Overwite Events as Needed

& (venite Events Dlder than I 7 E Days

" Do Mot Ovenvwite Events [Clear Log Marually)

4 Change the size of each log in the dialog box.

Note: CallPilot events are stored in the Application log. Change the
Application log size to change the number of CallPilot events that are
stored.

5 Click OK to accept the changes.
6 Click File O Close.
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Using the Windows NT Event Viewer

Introduction

The Windows NT Event Viewer on the CallPilot server provides event and
log information. Maost information provided by the Event Viewer on the
server can aso be viewed through the Event Browser in CallPilot Manager.

When to use

Use the Windows NT Event Viewer on the server to view information that
you cannot view through the Event Browser in CallPilot Manager. This
information includes

m database events (from the application log)
m server debug events (from the application log)
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To open the Windows NT Event Viewer

1 Log on to the server as Administrator.

2 Click Start 0 Programs 0 Administrative Tools (Common) O Event
Viewer.

Result: The Event Viewer appears.

i Event Yiewer - Spstem Log on \WICCMMGEMG _[O
Log “iew QOptionz Help
Date

Time

] u. 1o, o ] . 3
@12/7/98 TITEZ7 A BROWSER ICCMMNGENE
@ 12/7/98 10:16:27 Al BROWSER a011 MNFA, ICCMMNGEMNE
@12/7/98 10:04:27 A BROWSER 801 P& ICCMNGENE
@12/7/98 10:04:27 A BROWSER 801 P& ICCMNGENE
@12/7/98 10:04:27 A BROWSER 8011 MHfA ICCMNGENE
@12/7/98 3:52:26 A BROWSER 8011 MHfA ICCMNGENE
@12/7/98 3:52:26 Ad BROWSER 8011 MHfA ICCMMNGENE
@12/7/98 9:52:26 AM BROWSER g011 R ICCMMNGENE
@12/7/98 9:40:25 AM BROWSER g011 R ICCMMNGENE
@12/7/98 9:40:25 AM BROWSER g011 MHfA ICCMMNGENE
@12/7/98 3:40:25 AM BROWSER a011 R ICCMMNGENE
@12/7/98 3:26:25 AM BROWSER a011 R ICCMMNGENE
@ 12/7/98 9:28:25 AM BROWSER a011 MNFA, ICCMMNGEMNE
@12/7/98 9:28:25 AM BROWSER 801 P& ICCMNGENE
@12/7/98 9:16:24 AM BROWSER 801 P& ICCMNGENE
@12/7/98 91624 A BROWSER 8011 MHfA ICCMNGENE
@12/7/98 91624 A BROWSER 8011 MHfA ICCMNGENE
@12/7/98 3:04:24 Ab BROWSER 8011 MHfA ICCMMNGENE
@12/7/98 3:04:24 A BROWSER g011 R ICCMMNGENE
@12/7/98 3:04:24 AM BROWSER g011 MHfA ICCMMNGENE
[ 12/7/98 05224 A BROWSER a011 [iA [CCMMNGENE

3 From the Log menu, select one of the following options:

m Click Application to view application, database, and server debug
events. This log includes CallPilot application events.

m Click Security to view security events.

m Click System to view system events.
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Section A: Using the Event Browser

In this section

Viewing events in the Event Browser 496

Filtering events in the Event Browser 497

Saving and printing a list of events from the Event Browser 499
495

Administrator’'s Guide



Viewing and filtering server events Standard 1.0

Viewing events in the Event Browser

Introduction

The Event Browser shows events that occur on the server.

Default filtering

By default, only the latest 100 critical events are displayed in the Event
Browser. You can change thefilter to view all events. For more information,
see “Filtering events in the Event Browser” on page 497.

To access the Event Browser

In CallPilot Manager, click System O Event Browser to view the Event
Browser page.

To view help for event codes

The online Help contains more information about each entry, including a
recovery path to correct or further investigate the problem. To view
additional details on an event, click the event code.
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Filtering events in the Event Browser

Introduction

To reduce the number of events shown in the Event Browser at onetime, you
can define filter settingsto display only those events that match your
criteria

The default filter setting shows the latest 100 critical events.

Filter options
Thefilter combines the filter settings from each category.

You can set the filter to display

m aspecific number of latest eventsor al eventsthat are retrieved from the
server

m eventsof acertain severity (critical, major, minor, information)
= aspecific event code range, or all event codes

m aspecific type of alarm (adlarm set, alarm cleared, or message)
= eventsthat occurred during a specific date and time interval

Example

At BestAir (an imaginary company name used in examples only), system
engineer Jane Oliver istesting anew server component. Before she performs
the tests, she changes the filtering criteriato display all events, including
information events. These eventstell her whether system components are
starting up or not. When Jane finishes her tests, she changes the filtering
criteria back to the default setting.
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Looking up procedures in the CallPilot Manager online Help

To find proceduresin the online Help, look up Event Browser and eventsin
the online Help index.
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Saving and printing a list of events from
the Event Browser

Introduction

You can save or print the eventslisted in the Event Browser. All eventslisted
in the Event Browser are saved or printed. If you have a problem with your
system the log can help technical support representatives conduct athorough
analysis of your system.

Looking up procedures in the CallPilot Manager online Help

To find proceduresin the online Help, look up Event Browser and eventsin
the online Help index.
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Section B: Using the Alarm Monitor

In this section

Viewing alarms in the Alarm Monitor 502

Filtering SNMP traps 504

Clearing active alarms 505
501
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Viewing alarms in the Alarm Monitor

Introduction
The Alarm Monitor displays alist of CallPilot server alarms.

Alarms are warnings generated by events. Alarms communicate the same
information as events. However, alarms are reported in the Alarm Monitor
instead of the Event Browser, and are managed differently than events:

» Alarms appear in the Alarm Monitor only for Minor, Major, and Critical
events (not Information events). All events can be reported in the Event
Browser (depending on filtering criteria defined in the Event Browser)

m Thefirst time an event occurs, it generates an alarm that appears in the
Alarm Monitor. If the same event continues to occur, a new alarm is not
generated. Instead, the time and date assigned to the original generated
alarm is updated.

m If you filter eventsin the Event Browser, this does not affect the Alarm
Monitor. The Alarm Monitor displays all Minor, Magjor, and Critical
alarmsin the Alarm Monitor.

m |If you customize eventsin the Event Browser, those changes do affect the
Alarm Monitor. For example, if an event’s severity is changed from
Minor to Information, the event does not generate an alarm. Also, if an
event’s severity is changed from Minor to Mgjor, the severity of the
generated alarm will be Mgor.

= Alarms can be cleared from the Alarm Monitor, but the event that
generated the alarm is not cleared from the event log or the Event
Browser.

To access the Alarm Monitor

In CallPilot Manager, select System O Alarm Monitor to view the Alarm
Monitor page.
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To view help for event codes

The Alarm Monitor lists details about the alarms, including the event code
that generated the alarm.

The online Help contains more information about events, including a
recovery path to correct or further investigate the problem. To view
additional details on an event, click the event code.
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Filtering SNMP traps

Introduction

You can access the SNMP Settings page from the Alarm Monitor to
determine which SNMP traps, based on severity, are sent out from CallPilot.
For more information on SNMP, see Section D: “Configuring CallPilot to
send SNMP traps to a Network Management System,” on page 513.

Looking up procedures in the CallPilot Manager online Help

To find the online Help procedure, look up SNM P in the online Help index.
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Clearing active alarms

When to use

You can clear alarms from the Alarm Monitor in one of two ways:

m The CdlPilot server automaticaly clears alarms when the alarm
condition changes.

= You can clear dlarms manually.

When you clear an alarm you remove the selected aarm (but not the event
that raised it) from the list shown in the Alarm Monitor. The event that
generated the alarm can till be viewed in the Event Browser. If the event
occurs again, however, the alarm reappears in the Alarm Monitor.

Example

At BestAir, an alarm appears with the description “Disk is 90% full.” Mark
Brown, the system administrator, checks the system disk space, removes
temporary files, and considers ordering alarger hard drive. Only after he has
resolved the problem does he clear the aarm from the Alarm Monitor.

Getting there callPilot Manager 0 System [0 Alarm Monitor

Looking up procedures in the CallPilot Manager online Help

To find the online Help procedure for clearing an alarm, look up alarmsin
the online Help index.
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Section C: Throttling and
customizing events

In this section

Throttling events (reducing the frequency of events) 508

Filtering by changing event properties 510
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Throttling events (reducing the frequency
of events)

Introduction

Event throttling lets you control the frequency with which the same event is
recorded by the event log and appearsin the Event Browser, Alarm Monitor,
and Windows NT Event Viewer. This prevents these windows and the event
log from becoming overcrowded. If too many instances of each event are
recorded, there might not be enough space in the event log to record more
important events. Also, viewing too many instances of each event can
overwhelm users, causing them to overlook important events.

To set throttling on only specific event codes
To set throttling on specific event codes, see the CallPilot Manager online
Help topic “ Throttling events (reducing the frequency of events).”
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Getting there callPilot Manager 0 System [0 Event Browser

icrosoft Internet Explorer
Fie Edt View Favoites Took Help |J|_inks >>|n

CallPilot Manager

LBAP e e - T | Walbo W umber: COEETTD

Home User * System v  Maintenance ¥ Messaging ¥ Tools ¥ Help ~

Location # System * Event Bronser

Event Browser - | All Fitered Events -

Change Filter Criteria | Sawve EventLog | Refresh List | Print | Help
#[Time Stamp® [Evert Code[Evert Type [Severity  [Objsct D Instance  [Descrigtion
Man Apr 22 Fault |
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
1%3&” U2EDT 40892 |g, [Crifical g"j:ff;mem MELOG] |5 INNTVSy stem32iL agF lesWWISVE 1\exT20423.lag. The data is the error. .
Fri &pr 18 Fault
Alarm . Event fram [] , Event: ID=3, Description: 115 Logging was unable to create the file
JROAINEDT A2 oo (Critical Management  [ISLOG] |ry Sy stem32\L ogF les W3S C\ex20420 log. The data is the eror
2002 Service
Fri Apr19 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
JROTADEDT 0592 g (Crtical  Management  ISLOGT |y sy stemaziLogFilesWISVC 14120420 log. The data is the error. .
2002 Service
Fri &pr 18 Fault
Alarm . Event fram [] , Event: ID=3, Description: 115 Logging was unable to create the file
GO9I EDT AO8E2 oo (Critical Management [ISLOG] |ry Sy stem32\L ogF les W3S C\ex20420 log. The data is th eror
2002 Service
Fri Apr19 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
5%&”; U2EDT 40892 |g, [Critical g"j:ff;mem MELOG] |5 INNTVSy stem32iL ogF lesWWISVE 1\exD20420. lag. The data is the error. .
Fri Apr18 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
a%gUUZU JNEDT AOES2 g, (Crifical g"j:ff;mem MELOG] |5 INNTVSy stem32iL ogF lesWWISVE 1\exD20420. lag. The data is the error. .
Fri &pr 18 Fault
Alarm . Event fram [] , Event: ID=3, Description: 115 Logging was unable to create the file
7200001 BDT 40862 g (Critical  Management [ISLOG] |ry vy stem32\L ogF les W3S C\ex20420 log. The data is the eror
2002 Service
Thu Apr 18 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
SR0O0IDEDT 0592 g (Crtical  Management  ISLOG] | yunmisystemaziLogFilesWISVC 14120419 log, The data is the error. .
2002 Service
Thu #pr 15 Y- Fault B i mn o e e ' |
£ [ [ %% Local iniranet

Looking up procedures in the CallPilot Manager online Help

Tofind the online Help procedure for throttling events, look up eventsin the
online Help index.
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Filtering by changing event properties

Introduction

You might want to override the default severity or throttling parameters of
any event code for the following reasons.

» toincrease the severity of an event (for example, from information to
minor) so that the event is displayed in the Alarm Monitor when it occurs

= to reduce the severity of arecurring alarm to information so that the
event does not appear in the Alarm Monitor

» to set the throttling parameters to reduce the frequency an event is
generated

Previous occurrences of the event are not affected. You can revert to the
default event definition at any time by deleting the customized version of the
event.

Example

At BestAir, CallPilot server is generating a critical alarm because of a
database error. The system engineer, Jane Oliver, has ordered a replacement
for the malfunctioning disk drive that is causing the problem. Since sheis
aware of the problem, Jane does not want to see an alarm in the Alarm
Monitor every time the error occurs.

Jane can customize this event to reduce the severity of the error from critical
to information. After the new disk isinstalled, she can delete the event
preference to restore the severity to critical.

510
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Getting there callPilot Manager 0 System [0 Event Browser

icrosoft Internet Explorer
Fie Edt View Favoites Took Help |J|_inks >>|n

CallPilot Manager

LBAP e e - T | Walbo W umber: COEETTD

Home User * System v  Maintenance ¥ Messaging ¥ Tools ¥ Help ~

Location # System * Event Bronser

Event Browser - | All Fitered Events -

Change Filter Criteria | Sawve EventLog | Refresh List | Print | Help
#[Time Stamp® [Evert Code[Evert Type [Severity  [Objsct D Instance  [Descrigtion
Man Apr 22 Fault |
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
1%3&” U2EDT 40892 |g, [Crifical g"j:ff;mem MELOG] |5 INNTVSy stem32iL agF lesWWISVE 1\exT20423.lag. The data is the error. .
Fri &pr 18 Fault
Alarm . Event fram [] , Event: ID=3, Description: 115 Logging was unable to create the file
JROAINEDT A2 oo (Critical Management  [ISLOG] |ry Sy stem32\L ogF les W3S C\ex20420 log. The data is the eror
2002 Service
Fri Apr19 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
JROTADEDT 0592 g (Crtical  Management  ISLOGT |y sy stemaziLogFilesWISVC 14120420 log. The data is the error. .
2002 Service
Fri &pr 18 Fault
Alarm . Event fram [] , Event: ID=3, Description: 115 Logging was unable to create the file
GO9I EDT AO8E2 oo (Critical Management [ISLOG] |ry Sy stem32\L ogF les W3S C\ex20420 log. The data is th eror
2002 Service
Fri Apr19 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
5%&”; U2EDT 40892 |g, [Critical g"j:ff;mem MELOG] |5 INNTVSy stem32iL ogF lesWWISVE 1\exD20420. lag. The data is the error. .
Fri Apr18 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
a%gUUZU JNEDT AOES2 g, (Crifical g"j:ff;mem MELOG] |5 INNTVSy stem32iL ogF lesWWISVE 1\exD20420. lag. The data is the error. .
Fri &pr 18 Fault
Alarm . Event fram [] , Event: ID=3, Description: 115 Logging was unable to create the file
7200001 BDT 40862 g (Critical  Management [ISLOG] |ry vy stem32\L ogF les W3S C\ex20420 log. The data is the eror
2002 Service
Thu Apr 18 Fault
Alarm Ewent frarm [], Event: 1D=3, Description: IS Logging was unable to create the file
SR0O0IDEDT 0592 g (Crtical  Management  ISLOG] | yunmisystemaziLogFilesWISVC 14120419 log, The data is the error. .
2002 Service
Thu #pr 15 Y- Fault B i mn o e e ' |
£ [ [ %% Local iniranet

Looking up procedures in the CallPilot Manager online Help

Tofind the online Help procedure for throttling events, look up eventsin the
online Help index.
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Section D: Configuring CallPilot to
send SNMP traps to a
Network Management
System

In this section

Overview 514
Configuring SNMPs on the CallPilot server 515
Configuring an NMS to receive CallPilot traps 518
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Overview

Introduction

This section describes how to configure the CallPilot server to send Simple
Network Management Protocol (SNMP) traps to a Network Management
System (NMS). When this service is configured you can work with server
aarmsonan NMS.

Two examples of NM S clients that you can configure to use this service are
the OTM Alarm Notification and the HP Openview tools. The procedurein
this section usesthe OTM Alarm Notification tool as one example of how to
configure an NMS.

The configuration has two parts:

m configuring SNMP on the CallPil ot server so that the traps are directed to
an NMS

m configuring the NM S so that it can receive the CallPilot SNMP traps
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Configuring SNMPs on the CallPilot server

Introduction

Windows NT provides a Simple Network Management Protocol (SNMP) v2
agent that runs as a service on the CallPilot server. This service can be
configured so that the SNMP traps generated by the CallPilot server are
directed to a Network Management System (NMS) that resides on your site
network.

In the following procedure, you stop the SNMP service, configure SNMP,
and then restart the SNMP service.

To configure SNMP to forward traps to an NMS

1 On the CallPilot server, select Start 0 Settings 0 Control Panel.
Double-click Services.

Result: The Services window appears.
2 Inthe Services list, select SNMP.
3 Click Stop.
Result: The SNMP service stops.
4 Click Close.
Result: The Services window closes.
5 From the Control Panel, double-click Network.
Result: The Network window appears.

6 Select the Services tab.
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7 In the list of Network Services, select SNMP Service. Click Properties.
Result: The Microsoft SNMP Properties window appears.
Microsoft SNMP Properties EHE
Agent  Traps | Secuiy |

The SMMP Service provides network. management over TCP/AP
and IF=/SFx protocols, IF raps are required, one or more
community names must be specified, Trap destinations may be host
names, IP addresses, or IFX addresses.

— Community Mame:

=l Rl |
Remove |

Trap Destinations:

85.46.700.5

add.. | Edt. | Remove |

0k I Cahcel | Al |

8 Select the Traps tab.

9 If no community name is defined in the Community Name field, type
public. Click Add.

10 To add a trap IP destination, go to the bottom of the Trap Destinations
list box and click Add.

Result: The Service Configuration window appears.
11 Type in the trap IP address of the NMS you want to use. Click Add.
Result: The IP address is added.

12 Repeat steps 10 and 11 to add all the NMS clients that you want to
receive the traps.

516 CallPilot



May 2003 Viewing and filtering server events

13 Click OK.
Result: The Microsoft SNMP Properties window closes.
14 Click Close.
Result: The Network window closes.
15 From the Control Panel, double-click Services.
Result: The Services window appears.
16 In the Services list, select SNMP.
17 Click Start.
Result: The SNMP service starts.
18 Click Close.

Result: The Services window closes.
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Configuring an NMS to receive CallPilot
traps

Introduction

Oncethe CallPilot server is configured to send trapsto an NM S, then you
configure the Network Management System (NMS) to receive these traps.

The following procedure uses the OTM Alarm Notification tool as an
example of how to configure an NMS.

Network Management Systems

There are anumber of NM S systems that you can use to receive and
interpret traps. Each one requires a different setup.

This chapter coversthe OTM Alarm Notification NM S only. However, by
using the CallPilot Management Information Base (MIB) filesit should be
possible to set up other NM S systems to interpret CallPilot traps.

Management Information Base files

The CalPilot SNMP MIB files describe the CallPilot trap format. The
network administrator might want to look at these files when configuring an
NMSto receive CallPilot SNMP traps.

The MIB files are nbflt.mib and nt-ref.mib. They are SNMP v2 MIB files
and can be used on an NM S system.

The MIB files are available

= onthe CalPilot Server CD, in the directory platform\default\nortel\datal
m onthe CalPilot server in the directory D:\Nortel\data\
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Alarms

The CallPilot server generates alarms. Alarms with the following severity
levels are sent out as SNMP traps to the NMS:;

m O undefined

m 1 critical

= 2maor

= 3 minor

To configure OTM Alarm Notification to receive CallPilot SNMP
traps

1 From the OTM Alarm Notification window, select Configuration O
Run Options.

Result: The Alarm Notification Run Options Property Sheet appears.

2 Select the Control Files tab. The Control Files tab lists three files:
Devices.txt, Config.txt, and Scripts.txt. You must modify each of these
files.

Alarm Notification Run Options b x|
General Control Files | Notificationl

These filez contain the notification scripts and configuration
infarmation. Click the browse button to open and edit
individual files. Pleaze zee help for more information.

Mote: Changes to the control files will not take effect until the
next start or restart.

Scripts

Cript. tN Browse... I
LConfiguration
IE:\NorteI\Eommon D ataalarm Moatificatio Browse... |
Devices

IE:\NorteI\Eommon D ataaAlarm Matificatio Browse... |

0K I Cancel Apply | Help |
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3 To modify Devices.txt, click Browse beside the file name.

Result: The Open dialog box appears with the file name selected.
open 2]
Loak in: |*_:] Control Files j = =5 EB-

Config. bxt
=| Devices.bxt

12| sample_an_script, kxt
% sample_wizard_script,bxt

File name:

ey Open I
Files of bype: IDevice Filess [ tst] j Cancel |
2

Note: The above dialog box example shows the default files that are
provided when OTM is installed. The remainder of this procedure refers
to the default file names.

4 Click Open.

Result: The file opens in an editor where you can modify the file.
5 In the Devices.txt file, add the following line:

CALL_PI LOT | P_ADDRESS OF SERVER

where:

CALL_PI LOT is the name displayed under Device Type in the OTM
Alarm Notification window. It can be any value.

| P_ADDRESS OF SERVERis the actual IP address of the server that
sends the traps to this NMS client.

Example: CALL_PILOT 47.235.12.85
6 To modify Config.txt, click Browse beside the file name.

Result: The Open dialog box appears with the file name selected.
7 Click Open.

Result: The file opens in an editor where you can modify the file.

8 In the Config.txt file, add the following block of text:
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device CALL_PILOT 6.1 6.2 6.3 6.4 {

1.3.6.1.4.1.562.3.8.2.5.2.1.2.0 string
$nbFl t Al ar nili mreSt anp " Event Ti me"

1.3.6.1.4.1.562.3.8.2.5.2.1.3.0 integer
$nbFl t Al ar ntEvent Code "Error Code"

1.3.6.1.4.1.562.3.8.2.5.2.1.4.0 integer
$nbFl t Al ar nEvent Type "Al arm Type"

1.3.6.1.4.1.562.3.8.2.5.2.1.5.0 integer
$nbFl t Al ar nEvent Severity "Severity"

1.3.6.1.4.1.562.3.8.2.5.2.1.8.0 string
$nbFl t Al ar nOri gi nat or " Conponent Nane"

1.3.6.1.4.1.562.3.8.2.5.2.1.9.0 string
$nbFl t Al ar nDescri ption "Operator Data"

}

where:

CALL_PILOT is the same name that is defined in the Devices.txt file.
9 To modify sample_an_script.txt, click Browse beside the file name.

Result: The Open dialog box appears with the file name selected.
10 Click Open.

Result: The file opens in an editor where you can modify the file.

11 In the sample_an_script.txt file, add the following blocks of text:

/* This is a sample definition for using a log file. All events sent to this
notification are appended to the filename defined below. Note that
Windows “long” file names are not supported. */

notification file CALLPILOT file {

filenane:="c:\Nortel\callpilot_|og.txt";
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/* This is a sample definition for using a numeric pager */
notification npager CALLPILOT_ NumericPager {
phone: ="9, 378- 6388";

/* if pager has PIN number insert */
/* pin:="101565"; */
}

where:

CALLPI LOT_Nuneri cPager is any name (it is used in the script code
below)

"9, 378- 6388" is the pager number

/* Scripts for CALLPILOT Traps */

/* Add the following lines */
script CALLPILOTScript {
/* This rule looks for all CallPilot events and remaps them to the
OTM event format */

rule check critical {

if ($CurrentTrapDevi ce="CALL_PI LOT") {
[* Prints event to OTM Alarm Notification console - optional*/
send(con, "CALLPILOT alarm ",

$nbFl t Al ar nili neSt anp, " - "
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$nbFl t Al ar nEvent Code, " - " ,
$nbFl t Al ar nEvent Type, " - " ,
$nbFl t Al ar nEvent Severity," - ",
$nbFl t Al arnOrigi nator," - ",
$nbFl t Al ar nDescri ption);

/* Appends event to log file - optional*/

send( CALLPI LOT file,"NGEN alarm ",

$nbFl t Al ar nili neSt anp, " - "
$nbFI t Al ar nEvent Code, " - " ,
$nbFl t Al ar nEvent Type, " - " ,
$nbFl t Al ar nEvent Severity," - ",
$nbFl t Al arnOrigi nator," - ",
$nbFl t Al ar nDescri ption);

/* Sends message to numeric pager - optional */
send( NGEN_Nurer i cPager, $nbFl t Al ar nEvent Code) ;

Note: By default, these three files are located in C:\Norte\Common
Data\Alarm Notification\Control Files, but this is user selectable on
installation of OTM.

12 After modifying the files, click OK.

Result: The Alarm Notification Run Options Property Sheet closes.
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13 In the OTM Alarm Notification window, select Maintenance O Start.

Result: CallPilot traps appear in the OTM Alarm Notification window list
view as they are generated by the CallPilot server.

E% 0TM Alarm Notification

File Edit “iew Maintenance Configuration Help

alp| =l 1[5 slol|

V &l W Citical  Major W Minor M Info W Others ”

Device Mame |y Time

1 .1

, Critical 41530 A7 23810241 12A7/9909.49.28 B The System Manager does not exis
Minor 40303 CALL_PILOT 4723510241 12A17/9909:46:53 61 Thiz service key did not exist in the
1 | |
Console:
Eom_piling file 'C:\MortelCommon Datatalarm Motification\Control Fileshsample_an_script tat' -

Beginning execution at Fri Dec 17 09:42:24 1939

End of execution at Fri Dec 17 09:42:37 1993

Compiling file 'C:4\Mortel\Common D atatalarm Motification’\Control Fileshzample_an_script.bat'
Beginning execution at Fri Dec 17 09:43:01 1939

End of execution at Fri Dec 17 09:43:04 1933

Compiling file 'C:4\Mortel\Common D atatalarm Motification’\Control Fileshzample_an_script.bat'

Beginning execution at Fri Dec 17 09:44:35 1939 -
| | »
For Help, Press F1 |Running since 12417799 03:44:35 i
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Troubleshooting

In this part
Chapter 24: Troubleshooting a CallPilot server 527
Chapter 25: Preventing unnecessary maintenance 533
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Troubleshooting a CallPilot server

In this chapter

Overview 528

Troubleshooting backup and restore operations 529

Troubleshooting Symposium Voice Services support 530
527
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Overview

Introduction

CallPilot Manager provides the following tools to help you monitor and
troubleshoot the CallPilot server.

Use the Event Browser to interpret error messages and find information
to troubleshoot the CallPilot server.

Use the Alarm Monitor stay informed of server operation problems.
Use the Maintenance page to run diagnostic tests on the server.

Use Reporter to isolate information about the server and document
changes that result from troubleshooting activities.

Refer to the CallPilot Desktop Messaging Administration and
Maintenance Guide for troubleshooting information for administrators of
desktop messaging and My CallPilot users.

You can also check the following sourcesto help you identify the source of a
problem:

the Event log on the computer running CallPilot Manager.

the Event log on the CallPilot server.

error messages displayed on the computer running CallPilot Manager
Internet Services Manager

Windows Services interface

release information for your web browser, web server, and CallPilot

See also

Refer to specific online Help Troubleshooting topicsfor solutionsto specific
problems (such as mailbox configuration problems) that may occur.

528
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Troubleshooting backup and restore
operations

Introduction

Whenever you back up or restore CallPilot information, monitor the
operation and, if there are errors, view the log file that was generated for the
operation.

m The backup log files are located in D:\nortel\data\backup\BackupL ogs
m Therestore log files are located in D:\nortel\data\backup\Restorel ogs

See also

See Chapter 8, “Backing up and restoring CallPilot information.”

Refer to the CallPilot Manager online Help book “ Troubleshooting backup
and restore operations.”
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Troubleshooting Symposium Voice
Services support

Introduction

If you need to troubleshoot Symposium Voice Services support, the
following might happen:

m The Event Browser will display aMeridian Link TSP or ACCESS link
event.

= Mailbox ownerswill notice that calls are not answered.

Meridian Link TSP events

System event codes in between 43000 and 43299 identify Meridian Link
TSP events.

These include

m 43000 (Meridian Link is not operating)
m 43002 (Meridian Link is operating)
m 43004 (The TSP has started)

ACCESS link events

Application event codes between 60900 and 60999 identify ACCESS link
events.

These include;

m 60920 (ACCESS link is not operating)
m 60921 (ACCESSIink is operating)
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Problem diagnosis configuration checklist
Is voice port configuration consistent across all subsystems?
On the CallPilot server:

See also

Isthe Symposium Call Center server (SCCS) | P address properly
configured?

Isthe CDN for ACCESS channels configured as the Symposium
Voice Services SDN?

Isthe CDN for 1VR channels configured as the Symposium Voice
Services support announcement or voice menu SDN?

Doesthe Class ID configured via Configuration Wizard equal the

ACCESS port channel configured on the Symposium Call Center
server?

On the Symposium Call Center server:

Isthe CallPilot ELAN IP address properly configured?

Does the ACCESS voice port channel equal the Class ID on the
CdlPilot server?

Isthe port number configured as 100087

On the switch:

Isthe CDN for ACCESS channels configured so that IVR=YES and
ALOG=YES?

Isthe CDN for IVR channels configured so that IVR=Y ES and
ALOG=YES?

Arethe ACCESS and I VR channels configured so that AST=0, 1 and
CLS=MMA, FLXA?

Areadll CallPilot server ELAN VAS IDs configured so that
SECU=YES?

= See Section D: “Configuring Symposium Voice Services support,” on
page 415.

m For information on specific event codes, refer to the CallPilot Manager
Event Browser.
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» For help with troubleshooting, see the CallPilot Manager online Help
Troubleshooting topic “ Calls are not answered.”
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Preventing unnecessary maintenance

In this chapter

CallPilot preventive maintenance guidelines 534
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CallPilot preventive maintenance
guidelines

Maintain a Log Book.

Maintain a logbook with the system where any maintenance activity
performed should be recorded diligently. This can be extremely useful in
diagnosing problems. Thislogbook should contain a description of the
activity, who performed it, and when it was performed. Items to include are
activities such as:

m system operations on the CallPilot server or the PBX such asan
installations, upgrades, or PEP installations

» hardware replacement

m administrative updates such as
= user additions, deletions, or modifications
m System parameter changes

= problem investigation

Allow only Qualified Technicians.

It isimportant that only CallPilot qualified technicians are allowed to
administer or maintain the CallPilot server. All activities performed on the
CallPilot should have a name associated with the activity recorded in the
logbook as mentioned in item 1 above.
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3 Back up information regularly.

A regular backup schedule of the CallPilot server is probably the most
important risk mitigation measure you can perform. CallPilot provides
several backup options such as backup to tape, and backup to remote hard
disk.

Refer to

m Chapter 8, “Backing up and restoring CallPilot information”

m Product Bulletin 2001-037 “ Call Pilot Remote Disk Backup Update”

For CallPilot server’s equipped with RAID, the RAID split procedure may
also be useful. Refer to the document “702t and 1001rp Installation and
Configuration update — Splitting the RAID drives’.

4  Check the Backup Logs.
Regularly verify that the backup was successful by looking at the backup
logsin the directory: d:\Nortel\data\backup.

5 View the Alarm Monitor regularly.

A trained and experienced CallPilot technician is the best person to monitor
the alarms on aregular basis. The CallPilot server is constantly generating
alarms and events, which indicates normal operation. However, any unusual
alarms or events, changes in alarm patterns, or inordinate alarm volumes
should be investigated.

Refer to Chapter 23, “Viewing and filtering server events.”

6 Use CallPilot Reporter.

Reporter is another excellent tool to understand the usage of CallPilot. It will
be useful in understanding the heavy users, the heavy usage times and other
patterns.

Refer to the CallPilot Reporter Guide.
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10

Monitor RAID Events

For RAID systems, ensure that RAID monitoring tools are installed. For
DAC960 RAID cardsthisis DacMonitor. For AR352, thisis Global Array
Manager. Verify through the RAID monitoring tool s that no drives have been
marked dead or out of synch by the RAID card.

Also, this can be monitored through the event logs. Any events raised by
'DAC or '"AR352 should be investigated as possible RAID problems.

Refer to “ CallPilot Documentation Addendum”, April 2001 or the General
Release Bulletin GR-134, Appendix-H.
Monitor MMFS volumes.

Verify using CallPilot Reporter that the MMFS usage is below 90% on all
MMFS volumes. If any volume is above 90% then the mailboxes may have
to be rebalanced to other volumes.

Refer to
= “Monitoring Multimedia File System volumes’” on page 473
m CallPilot Reporter Guide.

Remove unused or “dead” mailboxes.

Use CallPilot Reporter to search for mailboxes that are no longer in use.
Mailboxes that exist in the system but are not in use can take up valuable
MM FS space as broadcast messages build up. Also, mailboxesthat belong to
former employees that are on the CallPilot system can cause a potential
security concern.

Refer to the CallPilot Reporter Guide.

Monitor DS30 and DSP ports.

Regularly monitor DS30 and DSP ports using CallPilot Manager to make
sure that none of the ports are Off Duty.

“Monitoring multimedia channels’ on page 468.
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11 Use Hacker Monitor sparingly.

Use Hacker Monitor only for necessary monitoring. Hacker monitor can fill
up the Event Log and make it difficult to diagnose problems.

Refer to Chapter 9, “M onitoring suspicious activities.”
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ACCESS link events 530
addressing capabilities 27
Admin 136
Admin Only Template 134, 136
administering aremote site 122
administration guides 39
administration over an | P connection 31
administration over the Web 19
administrative privileges 134

assigning and suspending 142

assigning to mailbox owners 138
administrator shortcuts 34
Administrator Template 134, 138, 145
administrator templates 134
administrator with all rights 134
administrators 134

adding 141

adding a group of 141

facilitating logons for 128
administrators, description 33
administrators, specialized 144
Alarm Monitor 86, 485, 486, 508

clearing active alarms 505

correcting recurring alarms 505

recurring alarms 505

viewing events 502

alarms 228
clearing 505
clearing active 505
correcting recurring 505
MMFS volumes 474
clearing 474
Nortel directory disk space 472
notification of 89, 227
alternate phoneset interfaces 406
configuring 405
making available 413
preferred 411
alternate user interfaces (AUIS)
description 53
alternative phoneset interfaces
availability of CalPilot functions 407
AMIS Networking 107, 108
AMIS Open Networking 262
RPLs 262
analog networking 108
AppBuilder archives 70, 213
Application Builde 118
Application Builder 118
archives 70, 213
Application Builder applications 372, 373
Application Builder fax service
configuring 400
Application log 489
applications
applying RPLsto 277
dialing restrictions and permissions 272
application-specific RPLs 272
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archives CallPilot
compared to system backups 68 description 18

description 213

finding procedural help 208
limitations 221

restoring from 221

types of 213

B

backup and restore operations
troubleshooting 529
backups
changing the destination 209
compared with archives 68
finding procedural help 208
restoring from 69, 212
billing DN
configuring default 371
broadcast addresses 61
broadcast capabilities 397
broadcast capability 61
broadcast message numbers
defining 397

C

cabling, security guidelines 187
call answering

dialing restrictions and permissions 271
call answering service

description 49
Call Sender 261
call sender feature

description 52
callback DN 268
callback handling

configuring for afax service 402
callback handling RPL 277

installation and configuration 30
security administration features 89, 226
CdllPilot aternate command interface
27
CallPilot Documentation CD 30
CallPilot documentation CD 37
CallPilot Features 23
CallPilot information
protecting 188
CallPilot Installation and Configuration
Planner 30
CallPilot Manager 33
administrator shortcuts 34
delegation of administrative tasks 33
description 32
online Help 30
CdllPilot menu interface 27
CallPilot Messages 23
CallPilot Monitoring and Security for the
Administrator guide 30
CdllPilot server
defining for logon 128
logon 124
monitoring the status 127
physical security 183, 186
remote administration of 32, 150
security recommendations 180
CallPilot server software CD 32
channel allocations 422
channel requirements
for Application Builder 119
for Multimedia messaging 110, 112, 113
for Networking 109
channels
re-allocating 424
clearing alarms 505
CLIDs
monitoring 232
corporate identity
adding to system greetings 380

540

CallPilot



May 2003

Index

corporate security guidelines
equipment 186
information 188
premises 185
cover page
configuring 404
critical (event severity level) 484
custom applications and services 372, 373
custom cover page
configuring 404
custom prompts 381
editing 382
customizing
event logs 497
severity filters 497
using filters 497

D

database
monitoring 83, 85
database (disk space)
exceeded limits, causes and solutions 481
monitoring 83
limits 480
day-to-day administrators of customer
systems 33
default fax general delivery mailbox
configuring 375
delegation of administrative tasks 33
delivery to fax 56
delivery to fax (DTF)
versus fax messaging 383
delivery to telephone 55, 58
desktop Messaging 114
Desktop Messaging client
LAN requirements 114
dial-up connection 162
establishing for remote administration 169
dial-up connection profile
creating for remote administration 163

Dia-Up Networking 162
disk partitions 82
disk space
monitoring 82, 83
database 83
Disk Usage window 476
MMFS volumes 83, 473
Nortel directory 83, 472
Reporter 476
Server Performance Monitor 476
nightly audit 84
reducing used space 477
message retention 477
OM retention 477
storage 477
why you should monitor 82
Disk Usage window 476
distributors 33, 134
documentation
feedback 42
printed 37
related information products 37
domestic long distance calls
enabling 269
DTF 56
DTMF confirmation 112
DTT 55, 58
dynamic archive capability 24, 215
dynamic channel allocation 422

E

Email-by-Phone
configuration 428
description 22, 115
limitations 445
playback controls 448
session tracing 450
troubleshooting 442

Enterprise Networking 107
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Event Browser 486, 489, 508
critical events 496
description 496
event codes 86, 485
filtering events 497
purpose 496

event codes 86, 485
override default parameters 510

event logs
definition 488
filtersfor 497
impact of changes 488
severity filters 497
Size 488

changing 488
default 489

event severity levels
critical 484
information 485
major 484
minor 485

event types
clear 484
information 484
Set 484

events
printing all 497
throttling 508

express voice messaging
dialing restrictions and permissions 271

EXpress voi ce messaging service
description 52

F

fax machine overflows 378
features 45
limits to use of 106
feedback for documentation 42
file transfers between a personal computer
and the CallPilot server 162

filters

for event logs 497

settings 497

severity 497
full administrator without mailbox 26, 136
full system backups 68

G

Getting Started quick reference 30
global administrator 26
global administrators 134
global RPL 265, 273

default 267

guidelines for selecting 271
greetings 380
guest mailbox 52

H

hackers

protecting from 225
Help

online 496, 503
holiday service times

specifying 373

implementing

remote site 122
inbound SDN's 390

adding 392
information

printed, security guidelines 188
information (event severity level) 485
installation and configuration guides 38
installation and configuration procedures 30
international long distance calls

enabling 270
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L

limitations
backups and archives 70
limits
personal distribution lists (PDLS) 110
shared distribution lists (SDLs) 110
use of unified messaging features and
components 106
local broadcast 397
local broadcasts 61
Local RPL
customizing 268
location broadcast 397
location broadcasts 61
logon 122, 124
defining serversfor 128
Long Distance 1 RPL
customizing 269
Long Distance 2 RPL
customizing 270

M

mailbox (user) archives 24, 215
mailbox Class RPLs 271
mailbox class RPLs 266, 275
mailbox classes 102
restriction permission lists (RPLS) 265
supplied 102
mailbox logon and thru-dialing activities
monitoring 228
Mailbox maintenance administration 146
mailbox number length 371
mailbox owners
searching for 284
mailbox passwords 252
mailbox privileges
managing 102
Mailbox privileges administration 146

mailbox security

configuring 87, 243

recommendations and guidelines 244
Mailbox security administration 146
Mailbox service administration 147
mailbox thru-dial sessions

dialing restrictions and permissions 271
mailboxes

configuring security for 87, 243

controlling access to 251

ensuring use of personal verifications 255

maximum number of 110

monitoring activities 228
major (event severity level) 484
Management Information Base 518
MAT

see OTM 518
Meridian Link TSP events 530
message delivery to non-mailbox DNs 383
message notification methods 63
message notification options 63
message waiting indication 63, 64
message waiting indicator 64
messages with both voice and fax

components 383

M essaging configuration administration 147
messaging defaults

changing 368
messaging limits and warnings 368
messaging services

configuring 395
MIB. See Management Information Base
migration guides 37
minor (event severity level) 485
mixed area or city codes 27
MMFS 82, 84
MMFS volumes 83

alarms 474

clearing 474
monitoring disk space 83, 473

Administrator’'s Guide

543



Index

Standard 1.0

monitoring
database (disk space)
limits 480
disk space 83
database 83
Disk Usage window 476
MMFS volumes 83, 473
Nortel directory 83, 472
Reporter 476
Server Performance Monitor 476
exceeded database (disk space) limits,
causes and solutions 481
when to enable 226
monitoring option 230
monitoring options 234, 240
multi-delivery to fax
configuring 426
Multimedia File System 82, 84
MWI 63, 64
MWI By DN 63
MW!I DN 268
My CallPilot 23, 114, 146, 406

N

name dialing and name addressing
prefix 372

Names Across the Network 21

network broadcast 397

network broadcast capability 21

network broadcasts 61

Network Management System 514

Network Management System
(NMS) 515, 518

Network Message Service (NMS) 107, 108

Network Message Service (NMS)
Networking 108

Network Message Service in multiple time
zones 21
network security enhancements 20
networking guides 39
networking limits 109
networking loopback mailbox
configuring 376
nightly audit, disk space 84
NMS 108
NMS. See Network Management System
Nortel directory
alarms 472
monitoring disk space 83, 472
Nortel NetworksPartner Information Center
(PIC) 37
number signs 27

O

off-switch cals
enabling 366
off-switch dialing
controlling 273
enabling 269
On Switch RPL
customizing 267
online guides 41
online Help 496, 503
CallPilot Manager 30
online Help, accessing 41
operational measurements 82, 84
OTM Alarm Natification tool 518
outbound SDNSs 383, 390
outcalling services 55, 383
configuring 385
overlapping restriction and permission
codesinan RPL 264
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P

partitions, disk 82
Partner Information Center (PIC) 37
pause characters 27
pay-per-use services
preventing unauthorized use of 269
pcAnywhere 32, 154, 162
installing on aPC 156
requirements 154
security features 154
starting for the first time 155
using for remote administration 173
pcAnywhere client 156, 157
PDLs 60
permission codes 259
personal distribution lists 60
personal distribution lists (PDLS)
limits 110
personal verifications
ensuring the use of 255
planning guides 37
printed documentation
ordering 37
printing
all events 497
prompt archives 70, 213

Q

quick user search 100, 285

R

RAS 162
recommendations
for archiving mailbox information 218
regular day-to-day administrators of
customer systems 134

related information products 37
Remote Access Service (RAS) 162
remote administration 31, 32, 150
dial-up connection profile 163
how to work remotely 122
over aLAN connection 151
using pcAnywhere 173
remote notification 56, 65
remote text notification 24, 63, 66
Reporter 78, 118
reports
using event logs 497
requirements
pcAnywhere 154
restriction codes 258
restriction permission lists 258
supplied 264
restriction permission lists (RPLS)
AMIS Open Networking 262
applying 271
applying to applications 272
applying to custom applications 277
call answering sessions 271
creating and deleting 259
customize or create? 261
customizing 264
EXPress voice messaging sessions 271
finding procedural help 260
mailbox classes 265
mailbox thru-dia sessions 271
maintaining 257
maintenance tasks 87, 258
revert DN 262
supplied 259, 264
revert DN 262, 268
configuring default 371
dialing restrictions and permissions 262
RPLs 262
RN 56, 65
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RPLs
AMIS Open Networking 262
applying 271
applying to applications 272
applying to custom applications 277
creating and deleting 259
customize or create? 261
customizing 264
finding procedural help 260
mailbox classes 265
maintaining 257
mai ntenance tasks 87, 258
revert DN 262
supplied 259, 264

S

saved searches 101, 283
creating 286
SDLs 60
SDN override 410, 411
SDNs
adding 392
SDNs and service behavior 389
search criteria 101
creating 282, 286
search functionality 26
searches
creating and using a set of search
criteria 282
finding procedural help 284
saved 101, 283
scope 283
searches creating for re-use 286

security
cabling and wiring guidelines 187
CallPilot server 186
equipment room guidelines 186
log 86, 485
maximizing 267
monitoring and alarms 89, 226
premises guidelines 185
printed information guidelines 188
remote personal computers 187
security features
pcAnywhere 154
server backups 208
Server Performance Monitor 83, 476
service demand
monitoring 423
service DNs
adding 392
service requirements
estimating 423
services
configuring 387
session profile
configuring 396
severity levels
critical 484
information 485
major 484
minor 485
shared distribution list (SDLS)
limits 110
shared distribution lists 60

shortcuts to administrative functions 34

Simple Network Management
Protocol 514, 515
SMTP
monitoring suspicious activity 236
SMTP/VPIM monitoring 236

SNMP. See Simple Network Management

Protocol
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monitoring 83 for creating administrators 134
database 83 Text To Speech 22

Disk Usage window 476
MMFS volumes 83, 473
Nortel directory 83, 472
Reporter 476
Server Performance Monitor 476
nightly audit 84
reducing used space 477
message retention 477
OM retention 477
storage 477
why you should monitor 82
specialized administrator 26
specialized administrators 144
speech-activated messaging 113
SRI 127
stand-alone server 122
Succession CSE 1000 switch
connectivity 28
supplied RPLs 264
support for mixed area or city codes 27
support technicians 33, 134
suspicious activities
monitoring 225
notification of 89, 227
suspicious CLIDs 232
switch types
supported 36
Symposium Voice Services support 28, 416
configuring 415
troubleshooting 530
system
security
guidelines 186
system prompts
customizing 380
System Ready Indicator (SRI) 127

T

technical support 42

thru-dialing services
applying RPLs 275
timed delivery of messages 368
time-outs
configuring 370
tower and rackmount systems 69
troubleshooting
backup and restore operations 529
reference documentation 41
Symposium Voice Services support 530
technical support 42

U

unwanted charges
preventing 261

unwanted telephone charges
preventing 262

used space, reducing on disk 477
message retention 477
OM retention 477
storage 477

Useful Information 23

user archives 24, 70, 213, 215
guidelines 217
segmenting 217

user creation templates 134, 331
creating and deleting 333
for creating administrators 134
supplied 333

user guides 40

V

voice messaging service
description 49
VPIM Networking 107
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W Windows NT 515
default settings for event log 489
web messaging 23 Event Viewer 86, 485

Windows NT Event Viewer 508
wiring, security guidelines 187
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