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What's new in this guide

These are the new features for CallPilot 1.07:

= You now handle maintenance, monitoring, and security tasks through two
new interfaces on the administrative PC:

» the CallPilot Administration Client Explorer, which replaces the MAT
Navigator

» the CallPilot Administration Client window, which replaces the SMI
window

m  There is a new Add CallPilot System wizard for connecting your clients to
your servers. The Add System wizard is accessed from the new CallPilot
Administration Client Explorer.

»  The Backup and Restore procedure is updated for this release.

m  There is a new feature that lets you configure the CallPilot server to send
Simple Network Management Protocols (SNMP) traps to a Network
Management System (NMS). When this service is configured you can work
with server alarms on an NMS.

m  There are new interfaces for managing your call channels and multimedia
channels. You can monitor individual call channels through the Channel
Monitor and individual multimedia channels through the Multimedia
Monitor.

16 CallPilot
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Overview

Introduction

Monitoring and Security for the Administratprovides the information and
instructions required to maintain a CallPilot system, and to troubleshoot any
problems that arise.

For information on how to replace a CallPilot server hardware component, refer
to the installation guide appropriate to your server type.

Who should read this guide

This guide is developed for system administrators who are responsible for the
maintenance, monitoring, and security of the CallPilot system.

Monitoring tools available to you

There are many ways that you can monitor the system:

= Use Reporter to monitor traffic and usage patterns and system resource
usage.

= Use CallPilot tools to monitor hardware component problems, CPU, disk
space, and server performance levels.

= Use Windows NT server tools.
s Use SNMP traps to work with server alarms on an NMS.

Security tools available to you

There are a number of security tools that you can use to make your system safe:

= monitoring and auditing system activity using alarms and reports
= securing your equipment and data

m  securing users’ mailboxes

= using Hacker Monitoring

Monitoring and Security for the Administrator 17
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Skills you need

Switch technology knowledge

Knowledge of, or experience with, one or more of the following products is
recommended:

= Meridian 1 PBX equipment, X11 release 23c and greater
= SL-100

= Lucent equipment

= Mitel equipment

= Rolm equipment

= Matra equipment

PC experience or knowledge

Knowledge of, or experience with, the following PC products is of assistance:

»  Microsoft Windows 95

= Microsoft Windows 98

= Microsoft Windows NT

= Microsoft Windows 2000 Professional
m pcANYWHERE32

= TCP/IP protocols

Other experience or knowledge

Other types of experience or knowledge that might be of use include the
following:

= network management
= client-server systems
n  flowcharting
troubleshooting

18

CallPilot



April 2000 About this guide

Multi-administrator access

Introduction

You can create multiple administrator accounts to make administering CallPilot
easier and more efficient. Multiple accounts enable administration
responsibilities to be distributed among a number of people. Therefore, certain
administrators can specialize in certain tasks, such as maintaining users,
performing backups, analyzing reports, or creating multimedia services.

For more detailed information, see theéministrator’'s Guide

Access classes

For security reasons, administrators should be given access only to those parts of
the system that relate to their role. For example, an administrator who is
responsible only for creating multimedia services should have access only to
Application Builder and the Service Directory Number Table.

Each administrator account is assigned an access class. An access class is a list
of system parts and the level of access allowed for each part. The access levels

are

= create/delete (enables an administrator to delete objects such as users and
services)

s edit

= create/delete/edit

= view

= none

For example, an administrator might be able to create or delete objects in
Application Builder but only view User Templates.

Simultaneous access

Multiple administrators can log on to CallPilot at the same time without
overwriting other work.

Monitoring and Security for the Administrator 19
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If you are the first to log on to a particular resource, such as a specific mailbox
class or user profile, and another administrator tries to access the same resource,
a dialog box appears to inform you of the other administrator. At this point, you
can do one of the following actions:

n  Keep editing.
m  Save your changes, and release the resource to the other administrator.
m  Cancel your changes, and release the resource to the other administrator.

If you do not respond to this prompt within two minutes—because you are away
from the terminal, for example—the system releases the resource so that others
can access it. If this happens, all your unsaved changes are lost.

An administrator who accesses a resource that is currently being edited sees a
read-only view of the property sheet in which all boxes are dimmed. This
indicates that the resource is currently locked. The administrator is not notified
when the resource is released, but must try to access the property sheet again to
see whether its status has changed.

If a user tries to log on to a mailbox while an administrator is changing the
profile, the user is unable to log on and receives a message that says the mailbox
is in use.

Refreshing screens

Because multiple administrators can access the same database at the same time,
a Refresh command is available from the View menu to ensure that the view you
are seeing is the most recent.

For example, if you are viewing a list of users when another administrator
deletes a user, the only way to see the change is to refresh the screen. Therefore,
refresh the screen regularly.

20
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Related information products

Introduction

The following list of CallPilot technical documents are stored on the CD-ROM
that you receive with your system. You can search the entire suite of
documentation online, or you can print part or all of a guide.

Planning and engineering guides

Use these guides before you install CallPilot to help plan your system, and to
plan a migration of data from Meridian Mail to CallPilot.

Document Title

Planning and Engineering Guide

Meridian Mail to CallPilot Migration Utility Guide

Installation and configuration guides

These guides describe how to install hardware and software for the CallPilot
server, client, and desktop messaging. Instructions for configuring the switch are
also provided.

Document Title

200i Installation and Configuration Guide
702t Installation and Configuration Guide
1001rp Installation and Configuration Guide

Desktop Messaging Software Installation and Maintenance Guide

Monitoring and Security for the Administrator 21
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Administration guides

These guides provide specialized information to help you configure CallPilot,
administer and maintain it, and use its features.

Document Title

Getting Started Quick Reference Card
Administrator's Guide

Reporter Guide

Application Builder Guide

Monitoring and Security for the Administrator

Networking guides

These guides describe how to plan, install, set up, and troubleshoot networking
services.

Document Title

Network Planning Guide

AMIS Implementation and Administration Guide
Integrated AMIS Implementation and Administration Guide
NMS Implementation and Administration Guide

Enterprise Implementation and Administration Guide

VPIM Implementation and Administration Guide

22 CallPilot
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End user guides

These guides are intended for end users of CallPilot, such as phoneset users and
desktop messaging users.

Document Title

Multimedia Messaging User Guide
Speech Activated Messaging User Guide

Desktop Messaging Quick Reference Guide

Trouble-shooting reference

This reference provides step-by-step troubleshooting procedures for CallPilot.

Document Title

CallPilot Troubleshooting Reference

Using the online Help, guides, and tutorials

CallPilot contains three online sources for information:

= Online Help provides brief answers to the questions “What'’s this?” and
“How do I...?"

= Online guides provide detailed conceptual information, as well as
information on how to perform detailed tasks.

= Online tutorials provide a complete product overview, as well as specific
information on how to use Application Builder.

You can access all information using either the Help menu or Help buttons.

Contacting Technical Support

Contact your distributor’s technical support organization to get help with
troubleshooting your system.

Monitoring and Security for the Administrator 23
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Contacting Nortel Networks

If you have comments or suggestions for improving CallPilot and its
documentation, contact Nortel Networks at the following web site address:

http://www.nortelnetworks.com/callpilot_feedback

24 CallPilot
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Overview

Introduction

This chapter provides general CallPilot procedures that you should be familiar
with before you begin server software maintenance.

28 CallPilot
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Logging on to Windows NT on the server

Introduction

When logging on to Windows NT on the server, ensure that the CAPS key is not
on. The password is case-sensitive.

Follow the procedure in this section to log on to Windows NT with administrator
privileges.
To log on as Administrator

1  Start the server. The Windows NT logon prompt appears.

% Press Chl + Alt + Delete ta log an

&P

2 Press Ctrl+Alt+Del.
Result: The logon dialog box appears.

Logon Information

Enter a uzer name and password that iz walid for this
spstem.

Uszer name: |p‘.\dministrator

Password: |

Ok, I Cancel | Help | Shut Down...

Type Administrator as the user ID.
4 Type the password.

Note: The default password is abc123, but the installer is instructed to
change this password during the server installation on-site, so a new

Monitoring and Security for the Administrator 29
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password should be in place at this point. If you do not know the password,
check with the administrator.

5 Click OK.
Result: The Windows NT desktop appears.

30 CallPilot
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Accessing Windows NT Administrative Tools

To access a Windows NT administrative tool

1
2

Log on to the server as Administrator.

Choose Start > Programs > Administrative Tools (Common), and select the
tool you want to run.

List of Administrative Tools

The following are among the tools available from the Windows NT
Administrative Tools menu:

Backup

Disk Administrator

Event Viewer
Performance Monitor
User Profile Editor

User Manager

Server Manager
Windows NT Diagnostics

For more information, consult your Windows NT documentation.

Monitoring and Security for the Administrator 31
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Shutting down or restarting the server

Introduction

Follow the procedures in this section to shut down the CallPilot server properly.

CAUTION

AN

Risk of file corruption

Do not press the power button on the front of the server to shut
down your system. This can result in file corruption. If possible,
perform the system shutdown described in this section instead.

To shut down or restart the CallPilot server

1

Click Start > Shutdown.

Result: The Shut Down Windows dialog box appears.

Shut Down Windows

@ Are pou sure you wank bo:

" Shut down the computer?

" Close 4l programs and log on as a diferent user?

If you need to turn off the server, select Shut down. If you want to restart the

server, select Restart. Then click Yes.

Result: You might be informed that an SQLAnywhere service is running
with connections, and asked if you want to end it.

Click Yes.

Result: You might also be asked if you want to save ACD proxy changes.

32
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4  Click No.

Result: If you are shutting down the server, the CallPilot server shuts down
and powers off. If you are restarting the server, it shuts down and then
begins starting up.

5 If you are going to work on the inside of the server, follow proper safety
precautions as described in the Installation and Configuration Guide for
your hardware platform.

Monitoring and Security for the Administrator 33



Getting started Standard 1.0

Creating boot disks

Introduction

If the system does not start from the hard disk, you need to start it from a boot
disk. Follow the procedures in this section to make any disk bootable.

Choosing a procedure

If you have access to a computer that is running properly, use the first procedure
in this section. If not, create a boot disk by following the second procedure.

To create a boot disk using the hard disk
1 Start MS-DOS.
2 Insert the disk that you want to make bootable into the disk drive (drive A).
3  Type sys a: and press Enter.
4 Type copy c:\dos\himem.sys a:\\ and press Enter.
5

Create a config.sys file on the disk that contains the following lines:
device=himem.sys
dos=high

Note: Refer to MS-DOS documentation for more information on creating
boot floppies.

To create a boot disk using the MS-DOS disk

Note: Use this procedure if you do not have access to a PC that is running
properly. For this procedure, you are asked to switch the disks between disk
drives A and B. Disk drives A and B are the same drive. Therefore, you have to
switch the disks for this one drive.

1 Insert the MS-DOS installation disk into the disk drive, and restart the
system.

Result: The MS-DOS Setup screen appears.
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2 Press F3 twice to exit.
Result: The system displays the a:\ prompt.
3 Typesysh:
Result: The system asks you to insert a disk into drive B.
4  Place the target disk in the disk drive and press Enter.
Result: The system asks you to insert a disk into drive A.
5 Remove the target disk from the disk drive.
6  Place the source disk back into the disk drive and press Enter.
Result: The system asks you to insert a disk into drive B.
7  Reinsert the target disk into the disk drive and press Enter.
8 Continue to remove and insert the target and source disks as prompted
until the following message appears: System transferred
9 Reinsert the source disk and press Enter.
Result: The system returns to the a:\ prompt.
10 Type expand himem.sy_ b:\himem.sys
11 Reinsert the target disk.
Result: The system responds with this message:
himem.sy_ --> b:himem.sys
12 Insert the source disk and press Enter.
Result: The system responds with this message:
1 file expanded
13 Once the system returns to the a:\ prompt, restart the computer. If you want

to test the boot disk, restart the computer with the target disk in the disk
drive.

Monitoring and Security for the Administrator
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Changing the date and time

Introduction

The CallPilot server makes adjustments in the date and time to stay
synchronized with the Meridian 1 switch. If you attempt to change the date and
time on the server, the server automatically readjusts the time to stay
synchronized with the M1 switch. To achieve a proper time change, the switch
administrator must change the date and time at the switch.

Note: For the server's capability to synchronize date and time with non-M1
switches, refer to documentation for your specific switch.

Example: Change from daylight saving time to standard time

During a time change from daylight saving time to standard time, the following
events occur:

= Windows NT on the server automatically adjusts the time.

= Within ten minutes, the server changes the time back to ensure that it is
synchronized with the Meridian 1 switch time.

Note: Some system components might be restarted automatically to recover
from the automatic time change.
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Viewing the server date and time from the
administrative PC

Introduction

The system time is shown in a box in the bottom right corner of the CallPilot
Administration Client window on the administrative PC.

To view the system date, time, and time zone

1 Select Start > Programs > Nortel Networks CallPilot Administration Client.
Result: The CallPilot Administration Client Explorer appears.

2 Double-click a system and log on.
Result: The CallPilot Administration Client appears.

3 From the CallPilot Administration Client window, double-click the time
located at the bottom right corner of the window.

Result: The System Date & Time property page appears.

System Date & Time - BestAir - Toronto [ 7] ]

Syztem [Date and Time ;

Date:
[Manday, March OB, 2000
Timne;

[33829PM

Time Zone:
|Eastern Time [GMT-05:00)

4 Click Close to return to the CallPilot Administration Client window.
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Overview

Introduction

This chapter explains operational measurements and how you can collect and
interpret them to improve system performance.
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What are operational measurements?

Introduction

Operational measurements (OMs) are statistics that provide valuable
information about the way your CallPilot system is used. Some OMs provide
detailed information about phone calls processed by the system. Other OMs
provide general information about system resources, such as disk space and
channel usage.

Programs and tools such as Reporter use OMs to help improve CallPilot system
efficiency. Use the data OMs provide to help you

= monitor system performance

= improve system security

m track message delivery

= troubleshoot hardware and software problems

Programs and tools that use OMs

The following programs and tools use OMs:

Program or tool Description

Reporter Generates reports based on raw OM data.

Generates alerts warning users of hardware or software
problems.

Uses Audit Trail to provide detailed information about
message delivery to external users. The audit trail includes
Remote Notification (RN) messages, Delivery to
Telephone (DTT) messages, and Delivery to Fax (DTF)
messages. You can determine whether the system tried and
failed to deliver messages.

Can summarize the information collected by Hacker
Monitoring and Session Trace.
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Program or tool

Description

Hacker Monitoring

Session Trace

Allows you to track suspicious activities on mailboxes or
specific telephone numbers.

Gathers basic information for each call session of a
mailbox.

You can troubleshoot why messages were lost, delayed, or
not delivered.
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How to use OMs

Introduction

Before CallPilot programs or tools can use OM data, you must configure the
CallPilot server to collect and store OM data.

Collect and store OM data

To collect OM data from the server, you must specify

m the type of data you want to collect
= the interval at which data will be collected
= the length of time data will be stored on the server

Specify the type of OM data

The CallPilot server can collect three types of OM data: trace, billing, and
traffic. Each type of data provides different information on how your system is
used.

For more information, seédypes of OM dataon page 44

Specify the interval for data collection

The CallPilot server can collect OM data 24 hours a day, or once a day during a
specified period. You might want to collect OMs 24 hours a day if your company
receives faxes or phone calls from international locations, or if you are
concerned about hacker activities during nonbusiness hours.

If you do not want to collect OMs 24 hours a day, you must decide on an
appropriate interval for data collection. If your business is open from 9:00 a.m.
to 5:00 p.m., for example, you might want to collect OM data only during those
hours.

Specify how long OMs are stored on the server

The CallPilot server automatically stores OM data for seven days. If you want to
keep data on the server for a different length of time, you can specify a storage
period of one to ten days.
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Types of OM data

Introduction

The CallPilot server can collect three types of OM data:

= Billing
s Traffic
s Trace

Each type of data provides different information on how your system is being
used.

Billing OMs

Billing OMs provide information about each phone call handled by your
CallPilot system. When a call is processed, billing OMs record the

= name of the service the user accessed
= number the user dialed

= duration of the call

= number of logon attempts

Reports generated from billing OMs can help ensure that company expenses are
allocated correctly. For example, you can use billing OMs to determine which
users have made long distance phone calls. Then you can bill either the user or
the user’s department for the expense.

Note: If you set your server to collect billing OMs, it automatically collects
traffic OMs as well.

Traffic OMs

Traffic OMs provide information about how CallPilot services are being used.
Unlike billing OMs, which record detailed information about every call handled
by the system, traffic OMs summarize information related to calling activity.
This information includes
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= how many incoming and outgoing calls the system processes
= how often services such as networking and outcalling are accessed

Reports generated from traffic OMs can help you to assess the overall efficiency
of your system. For example, if traffic OMs indicate that channels 1 and 2
handled 100 calls in an hour, but channel 3 did not handle any, channel 3 might
have failed and needs to be replaced.

Trace OMs

Trace OMs provide information about the Speech Activated Messaging service
(SAM). Trace OMs record information such as

= the caller DN
= the mailbox
= the total number of successful logon attempts

The information provided by trace OMs is specialized and is used to generate
only one report. The SAM report can help you to assess the overall efficiency of
your SAM service. For example, if trace OMs indicate that there is a low number
of successful logon attempts you can give users additional training on SAM.

Note: If you set your server to collect trace OMs, it automatically collects traffic
and billing OMs as well.
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How Reporter uses OMs

Introduction

Reporter converts the OMs collected by your CallPilot server into easy-to-read
reports. These reports can help you to

= establish a pattern of normal system behavior
®  monitor system usage

®  monitor system security

m  detect potential system problems

m  assess your system’s overall efficiency

= bill users for service usage

= track administrator-level actions

= predict future resource requirements

For detailed information about how different types of OM data determine what
kinds of reports you can generate, seeRbporter Guide.

For more information on how OM data and reports are used in the monitoring of
your system, se&Reports on page 257
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Collecting OM data

Introduction

Before the server can start gathering OM data, you must specify the type of data
you want to collect, the interval at which the data will be collected, and the
length of time the data will be stored on the server.

Note: By default, the server collects Billing OMs 24 hours a day and stores this
data for seven days.

Type of data
The type of OM data you collect determines which reports you can generate.

If you do not want your server to collect OM data, you can specify None when
setting your collection parameters. This prevents OMs from taking up valuable
space on the server. Choose None only if you do not want to generate reports.

Data storage

The server automatically stores OM data for seven days. If you want to keep data
for a different length of time, specify a storage period of one to ten days.

Note: Storing OM data affects the amount of disk space available on your server.
If your free disk space is below 20 percent, storing OMs for ten days can reduce
server performance. You might notice a slow response from the server or, if too
much disk space is used, an alarm might be generated.

Getting there cCallPilot System > System Administration > System Performance
Monitoring > Operational Measurements
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To collect OMs

1 From the Data Collection Type list, select the type of data you want to
collect.

Operational Measurements Configuration - CallPilot_._ & E3

Data collection |

Drata Collection Type: Traffic And Biling

Data Collection Haour
' 24 Howrs a Day

 Time Interval

Eramm I g ;00 AM 3:
T I 8 ;00 AmM 3:

Keep data on server I? 3: day(s].

Save I Cancel | Help |

2 If you want to collect data 24 hours a day, click 24 Hours a Day.

3 If you want to collect data for part of the day, click Time Interval. Then, in
the From box, select the start time for data collection. In the To box, select
the end time for data collection.

4 In the Keep data on server box, select the number of days for which data is
stored, or accept the default.

Note: You can store data for one to ten days.
5  Click Save to return to the CallPilot Administration Client window.
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Adding systems and sites to the
client

In this chapter

_Overview

Adding a system

Grouping systems into a site

2B
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Overview

Introduction

This chapter describes how to add a system to CallPilot, and how to group your
systems into sites.
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Adding a system

Introduction

Use the Add CallPilot System wizard to add a system to the site.

Getting there  Start > Programs > Nortel Networks CallPilot Administration Client

To add a system to the site
1 Double-click Add System.

Result: The first screen of the Add CallPilot System wizard appears.

Add CallPilot System E

The CallPilot System regides on a specific server.

@ ) Select the twpe of connection to the server;

s Dial up connection uzing Point-to-Point Protacol
[FPF

Connect with Dialup Metworking:

| i

i [ | Eroperties. . |

< Back I Mest » I Cancel | Help |

2 A system resides on a specific server. Select the type of connection to the
server (Local Area Network or Dial up connection).

If the administrative PC is on the same local network as the server, choose
Local Area Network (LAN); otherwise, choose Dial up connection.

Note: For instructions on configuring a dial-up connection, refer to the
Windows operating system documentation. When the dial-up connection is
configured, continue with the next step in this procedure.
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3

Click Next.
Result: The second screen of the Add CallPilot System wizard appears.

Add CallPilot System
The CallPilat System resides on a specific server.

Specify the computer name of IP address
of the server:

Icallpilot

If connected:

Yerify address | I

Details retriewved from the zerver:

LContact name:; I

Location: I

< Back I Mest » I Cancel | Help |

Enter the computer name or the Customer LAN (CLAN) IP address of the
server that you want to add to CallPilot.

Note: If, at this point, you are not connected to any servers, CallPilot will
locate the server when you connect at a future time.

Click Verify Address to verify that the administrative PC can connect to the
server.

If you use the computer name to identify the server, then this step inserts
the CLAN IP address for the server. Also, if the server has a Contact Name
and Location defined, this information is inserted into the Add System
wizard.

Note: This step tests your connection to the server (system). If you get an
error message, make sure that your IP address or computer name is
correct. If you are not connected to the server or the server is offline, when
you click Verify address you get an error message. However, CallPilot finds
the server when you connect the client to the server at a future time.
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6  Click Next.

Result: The last screen of the Add CallPilot System wizard appears.

Add CallPilot System E3

Swstemn name: Icallpilot

& =
=
Optionally, you can specify some additional notes for

thiz spstem. These notes can be edited at a later ime
by zelecting Svstem Properties in the context menu.

Comments:

- |

b

[ |

{ Back | Firizh | Cancel |

7  If necessary, change the name of the system. The system name must
follow standard Windows operating system file naming rules (for example,
no symbols).

In Comments, enter any notes or comments about the system that you
require.

8 Click Finish.

Result: The system name is displayed in the right pane of the CallPilot
Administration Client Explorer.
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Grouping systems into a site

Introduction

You can group systems logically by placing them into folders with meaningful
names.

The site folders appear in the left pane of the CallPilot Administration Client
Explorer window.

To group systems into a site

1 Create a subfolder in the CallPilot Administration Client Explorer folder.
2 Name the subfolder with the site name.

3 Click and drag the systems into the new site folder.
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Maintaining existing users

In this chapter

Overview

Section A: About managing users

Basic user maintenance tasks

Individual user requests

Section B: Searching for users

_Overview

What is a user search?

Specifying search criteria

Broadening a user search

Restricting a user search

Modifying and reusing your latest user search

Saving a user search

Running a saved user search

Deleting a saved user search

Section C: Managing user mailboxes

Changing a user’s personal information

Adding/changing/canceling an administrator’'s access capability

Temporarily preventing administrators from accessing the desktop

Restoring a user’s administrative desktop access

Resetting a user’s administrative password

Changing a user’s mailbox properties

Deleting a user from the system
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Printing user account details 92
Section D: Frequently performed tasks 93
Reenabling a disabled mailbox 94
Resetting a user’s mailbox password 95
Increasing a user’s mailbox storage space 96
Enabling or disabling Autologon 97
Checking how much storage space a user has left 98
Checking if a user has recorded greetings 99
Checking when a user last used a mailbox 101
Checking invalid logon attempts to a mailbox 102
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Overview

Introduction

This chapter provides information and procedures for the common tasks that
maintain users on the system. Once you have added users to the system, you
might need to search for them, change their properties, print details, or delete
those users who have left your company.

This chapter also covers the tasks necessary to maintain and update your
configured system. The tasks include performing regular administrative tasks
and monitoring mailboxes.

You access your administrative tasks from the CallPilot Administration Client as
shown below:

[El CallPilot Adminizstration Client - 47.152.171.131 - C:\CallPilot Administration Client

File “iew Utlties ‘windows Help

=- @ UserAdmlnlstratlon

------ ] User Creation Templates
e B Users

@ Saved User Searches
[0] Aceess Classes

: 0] Maibox Classes
E=- @ System Administration
& System Configuration

% Server Backup
£31 Alams & Events
{& Systern Performance Moritoring
53 Maintenance Admiristration
-- Service Administration
I'_—'I@ Messaging Administration

29 Metworking

! Internet b ail Clients
g Archive & Restore
[A Meszaging Administration
@ Outcaling Administration
be Systern Prompts Customnization

=2 Security ddminiztration
----- @ Restriction Permizsion Lists

For Help, press F1 ENEETT
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Section A: About managing users

In this section

Basic user maintenance tasks

Individual user requests

& 13
w 1O
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Basic user maintenance tasks

Introduction

With the Users program, you can

= search through the list of currently defined users; sorting and filtering the
list to create subsets of the list

m  delete users from the system
= modify the details that define a user’s access attributes
= view and manage user’s mailbox capabilities

Note: You can also add users to the system using the User Creation Templates.

Getting there cCallPilot System > User Administration > Users
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The Users dialog box

The Users dialog box appears.

£ Users - 47.152.171.131 - C:\CallPilot Administration Client - Untitled
File “iew Help
‘Ql&l él@l Xll El @Ik’?l IMessaging Users j
4 Last Name |First Mame |Mailh0:-c runmber ICaIIback D IMaiIbo:-: class |User lype |VOIume [In] |ﬂ
\Ackers Deh 2211 B3432211 Termparary Rermate... 1 =l
admin admin 1]
&5l Darren 520 7520 20m5d Local User 1
&5l Drarren 1]
IBLDERRMAM LORA 2146844295 B12146844295 Temporary Femate... 1
1t leong David 78 Frat] 20mAd Local User 1
A lgonguin 203 Directory Entry User 1
nLLEM SoamMUEL 5230 5230 Temporary Remate... 1
[llen Kot 1]
ILLISON DALE 2414 BERE2414 Termparary Rermate... 1
Wlvarez Dravid 4440487 E4440487 Permanent Remote... 1
A0 AMA AMY 2595 BEH52595 Temparamy Remate. .. 1
lArchibald Ron 370 B3433770 Temparam Remate... 1
ILSHEY LM 4456403 E4456403 Tempoararm Remate... 1
Ather Adel Fa70 7a70 20mb5d Local User 1
Pwdio Lab Audio Lab 815 515 20m5d Local User 1
LA ey Erik. 36304 36304 Termparary Remate... 1
B aetoniu Catalin 7E79 7E79 20m5d Laocal User 1
B actoniu Catalin 1]
B actoniu Catalin 1]
BAII-IALL RISHI 7732 773z 20m5d Local User 1 | Iﬂ
A 3
For Help, press F1 E11 Ikem(s] MUM 2

Note: For the sake of simplicity, a step is skipped here. The Users window
displays a list of users only if you first conduct a search for users. The list of
users that appears in the Users window is the result of such a search. For
information on how to perform a search, Seetion B: ‘Searching for users

on page 65

Information associated with a user

User information is divided into
= general information

= administrative capabilities
= messaging capabilities
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When you view a list of users in the Users window or a user’s details in the User
property sheet, you can toggle between views to see both types of information.
To open the User Properties window in addition to the Users window, either
right-click the desired user’s name and then click Properties on the pop-up
menu, or select the user and then click the Properties icon on the Users window
toolbar.

General information

General information refers to a user’s personal information: first name, last
name, title, department, and comments about the user.

Administrative capabilities

Administrative capabilities refer to the access a user has to system
administration functions. Most users do not require administrative capabilities.
Those who do can have different access to the various programs in CallPilot,
depending on the tasks they need to perform. For each program, an
administrative user can have Create/Edit/Delete privileges, Create/Delete
privileges, Edit privileges, View only privileges, or no privileges. This
configuration of privileges is determined by the settings in the administrative
user’s access class.

Most users should not have administrative access unless they have a job
responsibility to directly maintain the system.

Messaging capabilities

Mailbox capabilities refer to a user’s mailbox and its associated messaging
capabilities. You can change almost all of the options for an individual user who
has mailbox capabilities, including the mailbox number and mailbox greetings.

Example of common changes to a user

If a user within your company moves to another job, takes on new tasks, or
transfers to a new department, you might want to update his or her general
information, administrative capabilities, and mailbox capabilities.

Similarly, if the role of an entire group of users changes (for example, all senior
managers receive full system access), you might need to update their
administrative capabilities. Likewise, policy changes or abuse of the outcalling
feature might require changing the abilities of an entire mailbox class.
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Individual user requests

Introduction

Administrators are often asked to change or enhance a user’s mailbox

capabilities, or to help users who are having problems or have been locked out of
their mailboxes.

Types of user problems

Common user problems include

= forgotten passwords

= expired passwords

= mailbox lockout after too many failed logon attempts

m  preference that the administrator configure certain features that can be
configured through the phoneset interface on the user’s phone

Types of requested enhancements

Common mailbox enhancement requests include

= increased mailbox storage capacity

= Remote Notification capacity

= assignment to a mailbox class with greater messaging options

Where to find common tasks
Look atSection C: Managing user mailboxg€son page 8landSection D:

“Frequently performed task®n page 93They provide specific tasks to resolve
the types of problems mentioned above.
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Check user status

You often need to check aspects of a user’s status, including the number of failed
logon attempts to check for possible hacker attack, or the amount of remaining
storage space in the user’s mailbox.

See “Setting up mailbox security” in thaministrator's Guiddor more
information on how to monitor mailboxes that you suspect are being hacked.
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Section B: Searching for users

In this section

_Overview

What is a user search?

Specifying search criteria

Broadening a user search

Restricting a user search

Modifying and reusing your latest user search

Saving a user search

Running a saved user search
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Deleting a saved user search
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Overview

Introduction

To change any aspect of a user account, you first need to search for and find the
user:

s how to search for users

Start from a list of all users on your system. Reduce the list to a manageable
size by filtering out unwanted records, then sort the rest. You end up with a
sublist that contains only those records that are similar (and ordered) in a
way that meets your needs. Use the Search Users function to create this
sublist.

s when to search for users

Every time you use the Search Users function, you either conduct a search
or call up a previously saved search.

Once you have isolated the user or group of users you need, you can
perform any number of maintenance tasks.

m  Search Users dialog box

The Search Users dialog box automatically appears when you start the
Users program. Double-click the Users icon in the CallPilot System
program tree.

66 CallPilot



April 2000 Maintaining existing users

What is a user search?

Introduction

A user search is something you can perform. It is also something you can create,
save, and delete to save time in subsequent searches:
= something you perform

Perform a user search by first supplying the user search function with a set
of conditions (using the Search Users dialog box), then activating the
function.

= something you create, save, and delete

A user search is the set of conditions the search function processes to
produce a sublist. You give a search a name that reflects the characteristics
of the sublist the program generates.

m define the search conditions
Set search conditions by specifying three pieces of information:
= the user field on which to base the search (for example, First Name)
= the value to search for (for example, Marc)

= alogical statement connecting the two. For example, connect them as
equals or not equals (Is, or Is Not)

m Example: First Name - Is - Marc
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Search Criteria

Value

The Search Criteria field is common to all user records. A search through user
records examines only the contents of the chosen field(s) for each user. The list
of possible criteria is provided with the search function.

Search Users - Untitled EE
Search for uzers that meet: " All conditions
At least ohe condition = oo Now
Conditions —
Search Criteria Operatar W alue Clear Search |

1 ILast Mame j IW 'l Ix j' Cancel |

2 [ 2 i 0 e |

3 | Il I | I~

Select View: IMessaging Users j

Note: Based on the programs installed on your system, additional search criteria
might be available.

For a list of all the possible searchable fields in CallPilot, see the “Available
search criteria” in the online Help.

The field Value refers to the contents of the Search Criteria field. For example, if
you are interested in all users with the last name Smith, then the Search criteria
is Last Name and the Value statement is Smith.

Alphanumeric criteria require alphanumeric values. Numeric criteria require
numeric values.

Note: The Value statement is not case-sensitive.

Wildcards

The term “wildcard” refers to a special character that represents a string of any
characters. The CallPilot wildcard character is the asterisk (*). If you include an
asterisk in your value statement, the search function might find many more
matching records than without the asterisk.
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Use wildcards in the value statement when your search requirements are more
general. For example, if you are interested in all users with last names beginning
with the letter S, select Last Name from the Search Criteria list and type S* in
the Value box.

Use wildcards in the value statement when you are searching for user last names
you are not sure how to spell. Your value statement should contain as much of
the last name as you know, with an asterisk to represent the part you are unsure
of. For example, if you know the user’s last name begins with Sm, then type Sm*
in the value box. The search produces a sublist of users with last names that
begin with Sm (for example, Smilla, Smith, Smothers, Smythe).

Placeholder

A placeholder is a special character that represents any single character. The
CallPilot placeholder character is the question mark (?). If you include a
guestion mark in your value statement, the search function might find more
matching records than without the question mark. For example, if you type
“J??n” in the value box with the search criteria set to First Name, the search
produces a sublist of users with the first names John and Joan. However, it does
not include Johann, because this name has too many letters.

Operator

The Operator specifies the relationship linking the Search Criteria field and
Value statement. Records that meet the value of the criterion are either selected
or ignored, based on the operator.

Four possible operators can be used in a user search when the criterion and value
are numeric:

m is(39)

= isnot(<>)

= greater than (>)

m  lessthan (<)

Two possible operators can be used in a user search when the criterion and value
are alphanumeric:

[ Is
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[ ] Is Not

Common user searches

The following are examples of common searches:

Search criteria Result
Last Name is Smith Retrieves a sublist of all users named Smith
Last Name is Sm* Retrieves a sublist of all users with last names

beginning with Sm

Title is Manager Retrieves a sublist of all users who are managers
Title is NOT Manager Retrieves a sublist of all users who are not
managers

Department is Human Retrieves a sublist of all users who are members

Resources of the Human Resources department

Invalid logon attempts greateRetrieves a sublist of all users who entered an

than 1 incorrect user ID and password more than once
See also

s “Overview on page 66

s “Specifying search criterian page 71

m  Foralist of all the possible search criteria, see “Available search criteria” in
the online Help.
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Specifying search criteria

Introduction

You can search for a user by using most fields in the user templates.

Getting there cCallPilot System > User Administration > Users

To retrieve a list of all users in the system

1
2

Do not change the default settings in the Search Users dialog box.
Click Search Now.

To perform a specific search

1

Beside Search for users that meet, click a button to choose the type of
search.

= All conditions means that only users who meet all the conditions set in
your search will be included in the search results.

m At least one condition means that a user only needs to meet one of the
conditions set in your search to be included in the search results.

From the Search Criteria list, select the search criteria.
From the Operator list, select an appropriate operator.
From the Values list, enter or select an appropriate value.

Note: Depending on the search criteria you select, you can enter a value in
the Value box or select from a list of values generated by the Value box.

From the Select View list, select an appropriate view.

Note: The view determines how users are presented when a user search
is completed. The General view shows general information about the user
(for example, his or her title, department, and name). The Administrative
view shows the user’s administrative capabilities (for example, his or her
password retry count and access class). The Messaging view shows the
user’s mailbox capabilities (for example, mailbox class or the Target
Number for a paging device).
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6

See also
| ]
| ]

Click Search Now.

Result: The Users window appears, showing the results of the user search.

“Broadening a user seafan page 73
“Restricting a user seafchn page 75

For a list of all the possible search criteria, see “Available search criteria” in
the online Help.
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Broadening a user search

Introduction

If you cannot find the user(s) you are looking for, you can widen the scope of
your search. A wider search increases the number of matches your search
produces.

Example
In your system, some users are Shift Managers while others are Department
Managers. You know that your target user is one or the other.

To view a list that contains both types of managers, search for User Title = Shift
Manager OR User Title = Department Manager.

Before you begin

You must have already specified at least one set of search conditions and run one
search. If you have not, s€&pecifying search criterfaon page 71

Getting there CallPilot System > User Administration > Users

To perform a broadened user search

1 Click At least one condition. This means that a user only needs to meet one
of the conditions set in your search to be included in the search results.

2  From the Search Criteria list in the Condition2 row, select the additional
criteria with which you want to search.

From the Operator list in the Condition2 row, select an appropriate operator.
4 Inthe Value list in the Condition2 row, type an appropriate value.

If desired, fill in the Search Criteria, Operator, and Value to add a third
condition (Condition3) for your search.

6  From the Select View list, select an appropriate view.

Note: The view determines how users are presented when a user search
is completed. The General view shows general information about the user
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(for example, his or her title, department, and name). The Administrative
view shows the user’'s administrative capabilities (for example, his or her
password retry count and access class). The Messaging view shows the
user’s mailbox capabilities (for example, mailbox class or the Target
Number for a paging device).

7 Click Search Now.

Result: The Users window appears, showing the results of the user search.

See also
m  “Specifying search criterian page 71
m  “Restricting a user seafchn page 75
= “Modifying and reusing your latest user sedrmh page 77

74 CallPilot



April 2000 Maintaining existing users

Restricting a user search

Introduction

Your first search might be too general to be of use. To reduce the number of
matches found in a search, reduce the scope of your search.

Example

There are 30 users named Smith in your system. The Smith you need to find is a
manager.

To find the manager named Smith, search for Last Name is Smith AND Title is
manager.

Before you begin

You must have already specified at least one set of search conditions and run one
search. If you have not, s€&pecifying search criterfaon page 71

Getting there CallPilot System > User Administration > Users

To restrict a user search

1  Click All conditions. This means that only users who meet all the conditions
set in your search will be included in the search results.

2  From the Search Criteria list in the Condition2 row, select the additional
criteria with which you want to search.

From the Operator list in the Condition2 row, select an appropriate operator.
4 Inthe Value list in the Condition2 row, type an appropriate value.

If desired, fill in the Search Criteria, Operator, and Value to add third
condition (Condition3) for your search.

6  From the Select View list, select an appropriate view.

Note: The view determines how users are presented when a user search
is completed. The General view shows general information about the user
(for example, his or her title, department, and name). The Administrative
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view shows the user’'s administrative capabilities (for example, his or her
password retry count and access class). The Messaging view shows the
user’'s mailbox capabilities (for example, mailbox class or the Target
Number for a paging device).

7 Click Search Now.

Result: The Users window appears, showing the results of the user search.

See also
s “Specifying search criterian page 71
s “Broadening a user seafain page 73
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Modifying and reusing your latest user search

Introduction

If you want to modify the search (for example, widen or narrow the scope), you
can retrieve your most recent search criteria settings using the Open Search
menu command.

Before you begin

You must have already specified at least one set of search conditions and run one
search. If you have not, s€&pecifying search criterfaon page 71

Getting there CallPilot System > User Administration > Users

To retrieve your latest user search

1  On the File menu, click Open Search.

Result: The Search Users dialog box appears with the same conditions
you set the last time you used it.

2 Change the search settings as desired.
3  Click Search Now.

m  “Saving a user searthn page 78

= “Running a saved user sedrolm page 79

s “Deleting a saved user sedrom page 80
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Saving a user search

Introduction

If you search for a specific group of users regularly, you can save the search
criteria for this search. When you save a user search, you bypass resetting all the
search criteria and settings each time you want to perform this search. The saved
search is added to the Saved User Searches window.

Getting there CallPilot System > User Administration > Users

To save a user search

1  After you have performed the search you want to save, select File > Save
Search.

Result: The Save Query dialog box appears.
2 Inthe Enter Query Name box, type a name for the search.
3  Click OK.

Note: If you save a user search while the Saved User Searches window is open,
refresh this screen to see your newly saved search added to the list.

See also

s “Modifying and reusing your latest user seam page 77
= “Running a saved user sedron page 79

s “Deleting a saved user sedrcim page 80
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Running a saved user search

Introduction

When you run a saved user search, you bypass the process of resetting the search
criteria and settings each time you perform a particular search.

Tip
If the saved search you want to run is not listed in the Saved User Searches

window, try clicking Refresh. This updates your display to show any recently
saved searches.

Getting there cCallPilot System > User Administration > Saved User Searches

To run a saved user search

Double-click the name of the saved search you want to run.

Result: The Users window appears, displaying the results of your search.

See also
m  “Saving a user searthn page 78

s “Deleting a saved user sedrcim page 80
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Deleting a saved user search

Introduction

If the criteria specified in the saved search becomes obsolete, you can remove
the search from the system.

Getting there CallPilot System > User Administration > Saved User Searches

To delete a saved user search
1 Click the saved search you want to delete.
2 On the File menu, click Delete.

Result: A confirmation dialog box appears, asking you to confirm the
deletion.

3 Click Yes.

Result: The Saved User Searches dialog box reappears with the updated
list of user searches.
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Section C. Managing user mailboxes

In this section

Changqing a user’s personal information

Adding/changing/canceling an administrator’'s access capability

Temporarily preventing administrators from accessing the desktop

Restoring a user’s administrative desktop access

Resetting a user’s administrative password

Changing a user’s mailbox properties

Deleting a user from the system

R IK KRB R
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Printing user account details
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Changing a user’s personal information

Introduction

If a user changes his or her name or position within your company, you can
change some or all of his or her personal user information.

Use the General Information tab to change a user’s first name, last name, initials,
title, and department. You can also modify any comments you have recorded
about the user.

Before you begin

Run a search to locate the record for the user! Seerview on page 66

Getting there CallPilot System > User Administration > Users

To change a user’s personal information
1  Click the user whose information you want to change.
2 Onthe File menu, click Properties.
Result: The user’s property sheet appears.
Click the General tab if it is not already selected.

4  Type new entries into any box whose value you need to change for this
user. From this tab you can change

m First Name

= [nitials

m Last Name

m  Comments

m Title

m Department
5  Click Save.
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Adding/changing/canceling an administrator’s
access capability

Introduction

If a user who is also an administrator changes his or her position within your
company, you can modify his or her access class. You can also grant or cancel
administrative access for an existing user through this procedure.

Example

One of your managers changed departments and is no longer responsible for
managing users in the system. Instead, he or she is responsible for system
maintenance. To ensure that the manager has access to the necessary
maintenance-related programs, you must assign him or her to an access class
that gives access to the appropriate functions.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To give administrative capability to a user
1  Click the user to whom you want to give administrative capability.
2 Onthe File menu, click Properties.
Result: The user’s property sheet appears.

3 Onthe left side of the sheet, click the check box beside Admin Capability in
the file tree.

4  Click the Admin tab.
5 From the Access Class list, select the user’s administrative access class.
6 Click Save.

Result: The Users window reappears with the updated user list.
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To change a user’'s administrative access class
1 Click the user whose access class you want to change.
2 Onthe File menu, click Properties.
Result: The user’s property sheet appears.
3  Click the Admin tab.
4 From the Access Class list, select the new access class.
5  Click Save.

Result: The Users window reappears with the updated user list.

To cancel administrative capability for a user

1 Click the user whose administrative capability you want to cancel.
2 On the File menu, click Properties.
Result: The user’s property sheet appears.

3 Onthe left side of the sheet, clear the check box beside Admin Capability in
the file tree.

4 Click Save.

Result: The Users window reappears with the updated user list.

See also

m  “Temporarily preventing administrators from accessing the dé'sktop
page 85
m  “Restoring a user’'s administrative desktop acomspage 87

s “Resetting a user’'s administrative passwan page 89
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Temporarily preventing administrators from
accessing the desktop

Introduction

If you require sole access to the system or to parts of the system, you can
temporarily prevent other administrative users from accessing the CallPilot
Administration Client window.

Example

You need to run diagnostics on maintenance-related objects within the system.
To prevent users from accessing these objects while they are in use, you can
temporarily lock out any users who have access to the CallPilot Administration
Client window.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To prevent a user from accessing the desktop
1 Click the user you want to prevent from accessing the desktop.
2 Onthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Admin tab.
4  Click Lock Out.
Result: The Lock Out label changes to Restore.
5  Click Save.

Result: The Users window reappears with the updated user list.
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See also

= “Adding/changing/canceling an administrator’'s access capdlalitpage

83

m  “Restoring a user's administrative desktop acomspage 87
= “Resetting a user's administrative passwaml page 89
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Restoring a user’s administrative desktop
access

Introduction

If a user who is an administrator fails three times to enter the correct user ID and
password, he or she is locked out of the CallPilot Administration Client window.
Only a user with the correct administrative permissions can restore access to a
user who has been locked out.

Also, if a user has been locked out by an administrator, you might need to restore
his or her access to the CallPilot Administration Client window.

Note: This procedure deals with users whose administrative access has been
locked out temporarily. For information on granting administrative access to a
user who did not have it before, séelding/changing/canceling an
administrator’s access capabilitgn page 83

Before you begin

You must run a search to locate the selected uset.B&sview on page 66

Getting there cCallPilot System > User Administration > Users

To restore a user’s desktop access
1  Click the user for whom you want to restore desktop access.
2 Onthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Admin tab.
4  Click Restore.

Result: The Restore label changes to Lock Out.
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5

See also

Click Save.

Result: The Users window reappears with the updated user list.

“Adding/changing/canceling an administrator’s access capdttitpage
83.

“Temporarily preventing administrators from accessing the dé'sttop
page 85
“Resetting a user’s administrative passwana page 89
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Resetting a user’s administrative password

Introduction

If a user forgets his or her system password, you can reset it to the default
password.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To reset a user’s password
1  Click the user whose password you want to reset.
2 Onthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Admin tab.
4  Click Reset Password.

Result: A confirmation dialog box appears, displaying the new password
and asking you to confirm the reset.

Click Yes.
6 Click Save.

Result: The Users window reappears with the updated user list.

See also
s “Adding/changing/canceling an administrator’s access capdlhfitypage
83.
= “Temporarily preventing administrators from accessing the de'séiop
page 85

s “Restoring a user’s administrative desktop acoaspage 87
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Changing a user’s mailbox properties

Introduction
You can change any existing user mailbox properties, with the exception of
required fields and the Volume ID.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To change a local user’s mailbox properties
1  Select the user whose mailbox properties you want to change.
2 Onthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Mailbox tab.
4  Change the mailbox settings as required.

When you have finished modifying the desired settings, click Save.

See also

See “Setting up user templates” in gwdministrator’s Guiddor more
information on user mailbox settings.
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Deleting a user from the system

Introduction

If a user has left your company, remove the user from your system for security
reasons. If you do not delete these users, your system is vulnerable to hacking.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To delete a user

1  Click the user you want to delete.
2 On the File menu, click Delete.

Result: A dialog box appears, asking you to confirm the deletion.
3  Click Yes.

Result: The Users window reappears with the updated user list.

See also
= “Printing user account detdilsn page 92
s  “Checking when a user last used a maillmxpage 101
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Printing user account details

Introduction

If you require a printed copy for your records, you can print a report listing user
account details for one user or a group of users.

Before you begin

Run a search to locate the selected user or usersOSesriew on page 66

Getting there CallPilot System > User Administration > Users

To print a list of all users listed in the Users window
1  On the File menu, click Print.
Result: The Print dialog box appears.
2 Click All for the print range.
3 Click OK.

Result: The list prints on your default printer.

To print detailed information about selected users
1  Select the user(s) for whom you want to print information.
2 Onthe File menu, select Print.
Result: The Print dialog box appears.
Click Selection for the print range.
4  Click OK.

Result: The list prints on your default printer.
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Section D: Frequently performed tasks

In this section

Reenabling a disabled mailbox 94
Resetting a user’s mailbox password 95
Increasing a user’s mailbox storage space 96
Enabling or disabling Autologon 97
Checking how much storage space a user has left 98
Checking if a user has recorded greetings 99
Checking when a user last used a mailbox 101
Checking invalid logon attempts to a mailbox 102
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Reenabling a disabled mailbox

Introduction

Reenable a disabled mailbox that might have been temporarily unused or was
disabled after too many invalid logon attempts.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To reenable a user mailbox

1  Select the user whose mailbox you want to reenable.

2 Onthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Security tab.

4  To reenable a user mailbox, select Enabled from the Logon status box.
Click Save.
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Resetting a user’s mailbox password

Introduction

Reset a user’s mailbox password if the user has forgotten the password.

Before you begin

Run a search to locate the selected user: Seerview on page 66

Getting there cCallPilot System > User Administration > Users

To reset the password for a user mailbox

1
2

Select the user whose password you want to reset.

On the File menu, click Properties.

Result: The selected user’s property sheet appears.

Click the Security tab.

Click Set password.

In the Set password box, type the password for the user's mailbox.

Note: Remember that a mailbox password is expressed as a number. The
user can remember it in alphabetic terms, but you must enter it here as a
number. For example, “PASSWORD” = 72779673.

In the Confirm password box, type the password again.
Click OK.

Click Save on the User Properties property sheet and return to the Users
list.
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Increasing a user’s mailbox storage space

Introduction

Increase the amount of storage space for a user’'s mailbox if the user needs to
retain a greater volume of messages. To do this, reassign the user to a mailbox
class that allocates more message storage space.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there cCallPilot System > User Administration > Users

To reassign a user’s mailbox class to one that provides more mailbox
storage

1  Select the user whose mailbox class you want to change.
2 Onthe File menu, click Properties.

Result: The selected user’s property sheet appears.
3 Click the Mailbox tab.

4  Inthe Mailbox class list, select another mailbox class that provides the
desired amount of storage space.

5  To confirm that the new mailbox class provides more mailbox storage, click
Details to view the settings for the mailbox class you chose.

6  Click Save in the User Properties property sheet.

See also

For more detailed information about mailbox classes, see “Configuring mailbox
capabilities for a user group” in tA&ministrator's Guide
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Enabling or disabling Autologon

Introduction

Enable or disable a user’s ability to access their mailbox without having to log
on or enter a password.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To enable or disable Autologon for a user mailbox

1  Select the user for whom you want to enable or disable Autologon.
2 Onthe File menu, click Properties.

Result: The selected user’s property sheet appears.

Click the DNs tab.

4  To enable Autologon for an Extension DN, check the Autologon allowed
check box beside that DN.

5 To disable Autologon for an Extension DN, clear the Autologon allowed
check box beside that DN.

6 Click Save.

Note: To use the Autologon feature, users must be logged on to their
mailbox and press 80 for mailbox options, and then 4 for Autologon. Users
can then toggle Autologon on (press 1) or off (press 2).
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Checking how much storage space a user has
left

Introduction

Check the amount of remaining storage space a user has to determine if he or she
needs more total storage. You might need to reassign the user to another mailbox
class that provides greater storage space.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there cCallPilot System > User Administration > Users

To view the status of a user mailbox

1  Select the user whose mailbox status you want to check.
2 Inthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Status tab.

4 Inthe Storage used box, confirm the storage space used in the user
mailbox.

5 Inthe Total available box, confirm the message storage space that remains
in the user mailbox.

6 Inthe Total system resources box, confirm the storage space that is
available to the user mailbox, which includes messages and all other
individual greetings and personal distribution lists.

See also

For more information about changing a mailbox class to increase storage space,
see “Configuring mailbox capabilities for a user group” inAldeninistrator’s
Guide
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Checking if a user has recorded greetings

Introduction

Check if the user has recorded personal greetings. If not, you can record one on
behalf of the user.

Before you begin

Run a search to locate the selected user: Qeerview on page 66

Getting there CallPilot System > User Administration > Users

To view a user’s greeting status

1 Select the user whose greeting status you want to check.
2 Inthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Status tab.

4 Inthe Personal verification box, check if a spoken name is associated with
the user mailbox.

5 Inthe Internal personal greeting box, check if there is a mailbox greeting
that other local users hear.

6 Inthe External personal greeting box, check if there is a mailbox greeting
that external callers hear.

7 Inthe Temporary absence greeting box, check if there is a temporary
greeting for the user mailbox while the user is away from work. Most
mailboxes only occasionally require Temporary absence greetings.

8 Inthe Temporary absence greeting expiry box, confirm when the temporary
mailbox greeting, if there is one, will stop playing to callers and revert to the
regular mailbox greeting.
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See also

For more information about recording a greeting on the user’s behalf, see
“Adding and deleting users and directory entries” inAldeninistrator's Guide
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Checking when a user last used a mailbox

Introduction

Check when a mailbox was last used to determine if it has been inactive long
enough to warrant being deleted. Unused mailboxes are a security risk because
hackers can use them without being noticed for a long time.

Note: CallPilot does not update the last logon time of a mailbox when a user
logs on from a desktop client. This can cause an Administrator to delete a
mailbox that looks inactive but is actually being used from a desktop client.
Check to see if the mailbox is being used from a desktop client before deleting
it.

Getting there CallPilot System > User Administration > Users

Before you begin

Run a search to locate the selected user: Seerview on page 66

To check the last mailbox access
1  Select the user whose most recent mailbox access you want to check.
2 Inthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Security tab.
4  Check the Time of last login box.

See also

For more information on deleting a user mailbox, “d@eleting a user from the
systenti on page 91
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Checking invalid logon attempts to a mailbox

Introduction

Check how many failed logon attempts have been made on a mailbox to
determine whether to monitor the mailbox for suspicious activity. You might
also want to take further security measures to protect the system. Frequent
invalid logon attempts often indicate that a hacker is trying to get into the
mailbox by testing passwords.

Getting there CallPilot System > User Administration > Users

Before you begin

Run a search to locate the selected user: Seerview on page 66

To check the number of invalid logon attempts
1  Select the user whose mailbox logon attempts you want to check.
2 Inthe File menu, click Properties.
Result: The selected user’s property sheet appears.
Click the Security tab.

4 Check the Invalid logon attempts box. You can disable the mailbox, or you
can monitor it using Hacker Monitoring.
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Creating and maintaining shared
distribution lists
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Overview

Introduction

This chapter explains shared distribution lists (SDLs), how to set them up, and
the ways in which users can use them. In addition, this chapter suggests how to
make SDLs available to other administrators or users.

You access your shared distribution lists tools from the CallPilot Administration
Client as shown below.

[El CallPilot Administration Client - 47.152.171.131 - C:\CallPilot Administration Client

File iew Utilites ‘Windows Help

| 8 o]
(B CalPilat Systern
EI@ User Administration
- User Creation Templates
2 Users
@ Saved User Searches
0] Access Classes
2 Autoddd
b} S hared Distribution Li
“of] Mailbox Classes
=- @ Systemn Adminiztration
+ % Syztemn Configuration

Server Backup
al Alarms & Events
@ Systemn Performance Monitoring
3] Maintenance Administration
el Service Administration
M essaging Administration
+.-2d Metworking

Internet Mail Clisnts
g Archive & Restore
A Meszaging Administration
@ Outcalling Administration
Syztem Prompts Customization
Security Administration
@ Restriction Permission Lists

For Help, press F1 ’E ZI/PM 2
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Section A: About distribution lists

In this section

What is a distribution list? 108
Shared distribution lists versus personal distribution lists 110
What kinds of users can be included in shared distribution lists? 111
Guidelines for creating shared distribution lists 112
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What is a distribution list?

Definition

A distribution list is a mailing list that allows you to send the same message to a
group of people. After you create and save a distribution list, you can reuse it
whenever you need to send messages to the same group of people.

Creation of a distribution list involves assigning a unique number and title to the
list and specifying the mailbox numbers you want to include in the list.
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How messages are sent to a distribution list

When you compose a message, you specify the distribution list number as you
would any mailbox number. Then, when you send your message, it is deposited
in every mailbox or sent to every phone number in the list.

The following diagram shows how messages are sent to a distribution list.

0» -
N
-

G100904
A user composes a message.
The user selects an SDL.

The SDL sends the voice message to one or more mailboxes.

P w0 N PF

The SDL also sends voice messages to various external phone numbers.
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Shared distribution lists versus personal
distribution lists

Two types of lists

There are two types of distribution lists: shared distribution lists (SDLs) and
personal distribution lists (PDLs). This chapter deals with SDLs.

Shared distribution list

As an administrator, you add an SDL through the Shared Distribution Lists
program. Create an SDL so that users can send messages to all of the addresses
in the SDL. A user must belong to a mailbox class that provides permission to
use SDLs.

You can add up to 150 SDLs, each containing up to 999 mailboxes.

Personal distribution list

CallPilot users create PDLs from their phonesets. A PDL is available only to the
user who created it. The PDL allows the user to send a recorded message to all
the mailboxes contained in the list.

A user can create up to 99 personal distribution lists, each containing up to 200
mailboxes.

Restrictions on personal distribution lists

Each SDL is one address, regardless of the number of entries on the list.
However, each entry on a PDL is one address. Therefore, an SDL with ten
entries is one address, while a PDL with ten entries is ten addresses.

There are some limitations on the total number of addresses to which an
outgoing message can be sent using PDLs. If a user tries to send a message to a
number of distribution lists, he or she may get the following message if the
maximum address size of the message is exceeded: “Your command cannot be
completed at this time. Please try again, or contact your administrator.” The
message is deleted, and the user is positioned at the next message in the mailbox
(or at the end of the mailbox) and can use other commands normally.
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What kinds of users can be included in shared
distribution lists?

Kinds of users

You can include the following kinds of users in an SDL because each one has a
recognizable and unique name and mailbox on the system:

= local users
= directory entries on the local site
= remote users

Impact of Networking on SDLs

To include a remote user site in an SDL, you must define the site and location in
your messaging network and have Networking installed.

To include users at remote sites in a CallPilot network, you must define them as
remote voice users in the local database. The following types of numbers do not
have mailboxes associated with them, so they cannot be included in an SDL:

= remote notification (RN) targets
= nonusers who require Delivery to Telephone (DTT)
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Guidelines for creating shared distribution
lists

Introduction

SDLs allow users to send messages to a group of numbers. There are some
storage capacity restrictions based on the number of members on the list and the
size of the distributed message.

Restrictions on distribution lists

The following restrictions are placed on distribution list numbers:

= An SDL cannot be assigned a number between 1 and 99. These numbers
are reserved for PDLs.

s Each SDL must have a unigue distribution list number.
= An SDL number must not conflict with any dialing plan prefixes or codes.

= An SDL number cannot be the same as any mailbox number, including the
broadcast mailbox number. The default broadcast mailbox number is 5555.

= An SDL number cannot be the same as a directory entry user’s DN. If an
SDL number and a directory entry user number are the same, the SDL
number takes priority when a list is created.

= An SDL cannot be nested inside another SDL.

Message number and size

The number of addresses to which a user can successfully send a message
simultaneously depends on the size of the message, as shown in the following
table.

Note: Each SDL is one address, regardless of the number of entries on the list.
Each entry on a PDL is one address. Therefore, an SDL with ten entries is one
address, while a PDL with ten entries is ten addresses.
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Length of message and number of addresses

A message and its address list have limited storage space. Therefore, the longer
the message is, the fewer addresses can be contained in the SDL.

Length of message Number of addresses
90 minutes 290
60 minutes 350
10 minutes 425
1 minute 440

Dealing with multimedia messages

Users can send multimedia messages with an SDL. Users can assume that
internal numbers all have voice and fax-receiving capabilities.

However, you cannot assume that external numbers can receive multimedia
messages. Create an SDL of external phone numbers for voice messages and a
second SDL of external fax numbers.
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Section B: Setting up shared

distribution lists

In this section

Opening Shared Distribution Lists 116
Setting up a shared distribution list 117
Creating and labeling the shared distribution list 119
Recording a name for the shared distribution list 120
Choosing the type of user to add to the shared distribution list 121
Using the Search Users tool to collect users for an SDL 122
Adding a single user to the shared distribution list 123
Adding all users to the shared distribution list 124
Adding a user with a known Callback DN or mailbox number 125
Creating a remote user for the shared distribution list 126
Defining the mailbox settings for a remote user 127
Recording a spoken name for a remote user 129
Importing a WAV file for the remote user’s name 130
Creating a directory entry for the shared distribution list 131
Defining the settings for a directory entry 132
Recording a spoken name for a directory entry 133
Importing a WAV file for a directory entry 134
Viewing a shared distribution list 135
Viewing or changing a shared distribution list 136
Deleting a user from a shared distribution list 137
Deleting a shared distribution list 138
Printing shared distribution lists 139
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Opening Shared Distribution Lists

Introduction

Open Shared Distribution Lists to create a new SDL or maintain an existing one.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To open Shared Distribution Lists

Double-click Shared Distribution Lists.

Result: The Shared Distribution Lists window appears.

¥ Shared Distribution Lists - 47.152.171.131 - C:ACallPilot Administration Client
File “iew Help

2| 8la| »|| 5| o
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14th Flaar Dccupants 424 Mo

9762 Mezzaging Support 4962 Yex

ALCD Support Members 4223 ez
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Setting up a shared distribution list

Introduction

Create an SDL so that users can send a common message to a group of CallPilot
users.

The following procedure is a compilation of all of the smaller procedures
involved in creating an SDL.

To set up an SDL

1 To create and label the new SDL, follow these procedures.

a. “Creating and labeling the shared distribution list” on page 119.

b. “Recording a name for the shared distribution list” on page 120.

2 Some SDLs contain users who have a particular user mailbox field entry in
common (for example, an SDL for all users whose Department is Sales). To
generate a list of users based on a search for user field entries, follow this
procedure.

m  “Using the Search Users tool to collect users for an SDL” on page 122.

3  To add local users to the SDL, choose from one of the following methods:

m “Adding a single user to the shared distribution list” on page 123.

m “Adding all users to the shared distribution list” on page 124.

m “Adding a user with a known Callback DN or mailbox number” on page
125

4  To add a remote user to the SDL, follow these procedures:

a. “Creating a remote user for the shared distribution list” on page 126.

b. “Defining the mailbox settings for a remote user” on page 127.

c. “Recording a spoken name for a remote user” on page 129 or
“Importing a WAV file for the remote user’'s name” on page 130.

5 Toadd a directory entry user to the distribution list, follow these procedures:

a. “Creating a directory entry for the shared distribution list” on page 131.

b. “Defining the settings for a directory entry” on page 132.
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c. “Recording a spoken name for a directory entry” on page 133 or
“Importing a WAV file for a directory entry” on page 134.
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Creating and labeling the shared distribution

list

Introduction

Define the name, number, and comments to identify a distribution list.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To create and label the SDL

1

See also

From the File menu, select New.
Result: The New SDL Properties property sheet appears.
In the List Name box, type a unique name for the SDL.

In the Address box, type the unique access number users dial to send
messages to members of the SDL.

In the Comments box, type an optional description of the SDL.
Click Save.

For more detailed information on SDLs, $&idelines for creating shared
distribution list§ on page 112
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Recording a name for the shared distribution
list

Introduction

Record a name that identifies the list when its number is entered during message
composition.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To record a name for the SDL
1  Select the SDL for which you want to record a name.
2 Inthe File menu, click Properties.
Result: The SDL Properties property sheet appears.
3  Click Record.
Result: The Specify Phoneset dialog box appears.

4 Inthe Enter a phone number box, type the phone number of the telephone
you want to use for recording.

5  Answer the telephone when it rings.

Result: The Voice Recorder dialog box appears.

Click Record.

Speak an appropriate name for the distribution list into the phoneset.

Click Stop to stop the recording.

© 00 ~N O

To review the recorded title, click Play.

10 Click Done to save the recording and return to the SDL Properties property
sheet.
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Choosing the type of user to add to the shared
distribution list

Introduction

Select both a type of user to add and a way to add the user to your SDL by
referring to the appropriate procedure in this section.

To choose the type of user to add to the SDL

To See

add a single local user to the list “Adding a single user to the shared
distribution list on page 123

add all the users from the Users list “Adding all users to the shared distribution
list” on page 124

add a local user with a known Callback “Adding a user with a known Callback DN or
DN or mailbox number mailbox numb€&ron page 125

search for user on the system based ori'Using the Search Users tool to collect users

criteria you define for an SDI” on page 122

create a remote user if your system is “Creating a remote user for the shared
networked distribution list on page 126

create a directory entry user “Creating a directory entry for the shared

distribution list on page 131
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Using the Search Users tool to collect users
for an SDL

Introduction

Use Search Users to find and collect users based on specific criteria. Then select
users from the search to include in an SDL.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To generate a list of users for the SDL
1  Select the SDL for which you want to generate a list of users.
2 Inthe File menu, click Properties.
Result: The SDL Properties property sheet appears.
3  Click Search Users. The Search Users dialog box appears.

Note: For detailed information on how to use the Search Users dialog box
to isolate particular users or groups of users, see “What is a user search?”

on page 67.
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Adding a single user to the shared distribution
list

Introduction

Select a user from the list of available users, and add him or her to the SDL.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To add a local user mailbox to the SDL

1  Select the SDL to which you want to add a local user.
2 Inthe File menu, click Properties.
Result: The SDL Properties property sheet appears.

Note: In the SDL Properties property sheet, if you select a user mailbox, it
appears in list on the right side. It no longer appears in the list of available
user mailboxes on the left side.

3 Use the Search Users feature to isolate one user or a group of users. For
more information, see “Using the Search Users tool to collect users for an
SDL” on page 122.

Note: You do not need to isolate only the user(s) that you intend to add to
the SDL. The purpose of the user search is to narrow the list so that you
can easily find the user(s) you want.

Select the desired user in the Users box.
Click Add to include the user in the SDL.

Repeat steps 4 and 5 until you have added all the users you want to add.

N o o1 b~

Click Save to save your SDL.
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Adding all users to the shared distribution list

Introduction

You can add all or most of the users found in the user search to the distribution
list in one step. The list can contain local users, remote users, and directory entry
users.

Tip: If you want to add most but not all users in the Users list, add all of them
and then remove the selected few you do not want to include in the SDL. For
instructions on removing users from the SDL,‘deeleting a user from a shared
distribution list on page 137

Before you begin

Select the SDL to which you want to add users, open its SDL Properties property
sheet, and run a User Search to isolate the desired users on the screen.

For more information, sedJsing the Search Users tool to collect users for an
SDL” on page 122

Getting there CallPilot System > User Administration > Shared Distribution Lists

To add all the users from the generated list to the SDL

1 Click Add all >> to include all the users in the User to add box in the SDL.

2  Click Save to save the SDL and return to the main window.
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Adding a user with a known Callback DN or
mailbox number

Introduction

You can add a user who is not in the list of users to the SDL if you know that
user’s mailbox number or callback DN. This option is useful if you generate a
list of users with the search mechanism, and you then wish to include a few more
users who were not included in the generated list but who should be in the SDL.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet.

Getting there cCallPilot System > User Administration > Shared Distribution Lists

To add a local user to the SDL whose Callback DN or mailbox number
is already known

1 Click Add user.
Result: The Add a user to distribution list dialog box appears.

2 If you know the user’s mailbox number, click the Mailbox number button,
and type the number into the box beside it.

3 If you know the user’s Callback DN, click the Callback DN button, and type
the DN into the box beside it.

4  Click Save to add the user, and return to the Properties tab.

Monitoring and Security for the Administrator 125



Creating and maintaining shared distribution lists Standard 1.0

Creating a remote user for the shared
distribution list

Introduction

If you want to add a user at another networking location to the SDL, but that user
has not yet been added to the database as a remote user, you can do both at the
same time.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To create a remote user for the SDL

1 Click the New remote user button for the selected user to appear in the
Distribution list contents box.

In the First name box, type a first name for the user.
In the Initial(s) box, type a middle initial for the user.

In the Last name box, type a last name for the user.

ga b~ W DN

To include extra information to identify the remote user more easily when
administering the system, in the Comments box, type the information.

In the Title box, type the user’s business title.
7 Inthe Department box, type the name of the user’s department.

8  To configure the mailbox settings for this remote user, follow the procedure
in “Defining the mailbox settings for a remote user” on page 127.
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Defining the mailbox settings for a remote
user

Introduction

Set up the remote user’s mailbox number and its associated settings.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet. You must also follow the procedur&Cireating a remote user
for the shared distribution lison page 126

Getting there cCallPilot System > User Administration > Shared Distribution Lists >
File > Properties (New remote user button) > Add Remote User >
Settings tab

To define the settings for a remote user

1 Inthe Mailbox number box, type the directory number local users require to
dial the remote user.

2 Inthe first Extension DN box, type the primary telephone number of the
user’s mailbox.

Note: If the mailbox has no more extension numbers associated with it, go
to step 4.

3 To specify other extension humbers that the user has, in the other
Extension DN boxes, type the extension numbers.

4 To define the number Call Sender uses to call back this user, in the
Callback DN box, type a DN

Note: The default is the primary extension DN.

5 To let external callers call the remote user by spelling his or her name,
make sure the Name dialable by external callers check box is checked.
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6  To have the system delete the remote user if he or she is no longer

frequently accessed or sent messages, make sure the Temporary user
check box is checked.

7  To record a personal verification for this remote user, follow the procedure
in “Recording a spoken name for a remote user” on page 129.

128 CallPilot



April 2000 Creating and maintaining shared distribution lists

Recording a spoken name for a remote user

Introduction

Record a personal verification for the remote user that identifies the user when
someone is sending a message or composing a distribution list.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet. You must also follow the proceduré€ieating a remote user
for the shared distribution lisbn page 12@nd"Defining the mailbox settings
for a remote uséon page 127

Getting there CallPilot System > User Administration > Shared Distribution Lists >
File > Properties (New remote user button) > Add Remote Users >
Settings tab

To record a name

1 Click Record.
Result: The Specify Phoneset dialog box appears.

2 Inthe Enter a phone number box, type the phone number of the phoneset
you want to use for recording.

3 Answer the phoneset when it rings.

Result: The Voice Recorder dialog box appears.

Click Record.

Speak the name for the remote user into the phoneset.
Click Stop.

To review the recorded name, click Play.

If you are happy with the recording, click Done to return to the Settings tab.
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If you are unhappy with the recording, repeat steps 4 through 6.
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Importing a WAV file for the remote user’s
name

Introduction

Import a WAV file for the Personal Verification that identifies a remote user.
Callers and message senders hear this personal verification during call
answering and various messaging sessions.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet. You must also follow the proceduré€ieating a remote user
for the shared distribution lisbn page 12@&nd"Defining the mailbox settings
for a remote uséon page 127

Getting there cCallPilot System > User Administration > Shared Distribution Lists >
File > Properties (New remote user button) > Add Remote User >
Settings tab

To import a WAV file for the remote user’s spoken name
1 Toimporta WAV file, click Import.
2  Select the file that contains a recording of the user’s spoken name.
3  Click Open.
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Creating a directory entry for the shared
distribution list

Introduction

If you want to add a directory entry user to the SDL, but that user has not yet
been added to the database, you can do both at the same time.

Note: Although a directory entry has no mailbox, it receives a message from the
shared distribution list in the same way as the Delivery to Telephone message is
received by phone numbers that are not on the system.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet.

Getting there cCallPilot System > User Administration > Shared Distribution Lists >
File > Properties

To create a new directory entry user and add it to the SDL
1 Click New directory entry user.
2 Inthe First name box, type a first name for the user.
3 Inthe Initial(s) box, type a middle initial for the user.
4

In the Last name box, type a last name for the phoneset that easily
identifies its users or its location.

5 To include any extra information to identify the directory entry more easily
when administering the system, in the Comments box, type the information.

6 Inthe Title box, type the user’s business title.
7 Inthe Department box, type the name of the user’s department.

8  To configure the settings for the new directory entry user, follow the
procedure in “Defining the settings for a directory entry” on page 132.
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Defining the settings for a directory entry

Introduction

Set up the directory entry’s extension DNs and its associated settings.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet. You must also follow the procedur&ireating a directory
entry for the shared distribution lisin page 131

Getting there cCallPilot System > User Administration > Shared Distribution Lists >
File > Properties (New directory entry user button) > Add Directory
Entry User > Settings tab

To define the settings for a directory entry

1 Inthe first Extension DN box, type the primary number associated with the
user.

Note: If the user has no more extension numbers, go to step 3.

2 To specify other extension numbers that the user also has, in the following
Extension DN boxes, type the extension numbers.

3 To define the number Call Sender uses to call back this user, in the
Callback DN box, type a DN (the default is the primary extension DN).

4  To let external callers call the directory entry by spelling its name, make
sure the Name dialable by external caller check box is checked.

5 To record a spoken name for this directory entry’s Personal verification,
follow the procedure in "Recording a spoken name for a directory entry” on

page 133.
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Recording a spoken name for a directory entry

Introduction

Record a unique name for the directory entry that identifies the phone when
someone is sending a message or composing a distribution list.

Before you begin

Select the SDL to which you want to add users and open its SDL Properties
property sheet. You must also follow the proceduré€ieating a directory
entry for the shared distribution ligin page 13%nd"Defining the settings for
a directory entr{yon page 132

Getting there CallPilot System > User Administration > Shared Distribution Lists >
File > Properties (New directory entry user button) > Add Directory
Entry User > Settings tab

To record a name for a directory entry

1 Torecord a name on behalf of the directory entry, click Record.
Result: The Specify Phoneset dialog box appears.

2 Inthe Enter a phone number in dialable format box, type the phone number
of the phoneset you want to use for recording.

3 Answer the phoneset when it rings.

Result: The Voice Recorder dialog box appears.

Click Record.

Speak a name for the directory entry user into the phoneset.
Click Stop.

To review the recorded name, click Play.

If you are happy with the recording, click Done to return to the Settings tab.
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If you are unhappy with the recording, repeat steps 4 through 6.
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Importing a WAV file for a directory entry

Introduction

Import a file that contains the name identifying a directory entry. Callers and
message senders hear the spoken name during call answering and various
messaging sessions.

Before you begin

Select the SDL to which you want to add users and opened its SDL Properties
property sheet. You must also follow the proceduré€irating a directory

entry for the shared distribution lisin page 13%&nd"Defining the settings for

a directory entryyon page 132

Getting there CallPilot System > User Administration > Shared Distribution Lists >
File > Properties (New directory entry user button) > Add Directory
Entry User > Settings tab

To import a WAV file
1 Toimport a WAV file, click Import.

2 Select the file that contains a recording of the directory entry’s name.
3  Click Open.
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Viewing a shared distribution list

Introduction

View the contents of an SDL to confirm the users assigned to the list and other
settings for the list.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To view a distribution list
1 Select a distribution list.
2 On the File menu, select Properties.

Result: The SDL Properties window appears.
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Viewing or changing a shared distribution list

Introduction

View or change the users and property settings of an SDL.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To view or change an SDL
1  Select a distribution list.
2 On the File menu, select Properties.
Result: The SDL Properties window appears.

3  Follow, as required, the procedures in “Setting up a shared distribution list”
on page 117.

136 CallPilot



April 2000 Creating and maintaining shared distribution lists

Deleting a user from a shared distribution list

Introduction

Delete a user that you no longer want to include in an SDL.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To delete a user from an SDL

1  Select the SDL from which you want to delete a user.
2 On the File menu, select Properties.
Result: The SDL Properties window appears.

3  To delete a user from the current distribution list, click the user in the
Distribution list contents box.

4 Click Remove to delete the user from the list.
Click Save.
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Deleting a shared distribution list

Introduction

Delete an SDL that you no longer need.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To delete a shared distribution list
1 Selectan SDL.
2 On the File menu, select Delete.
Result: A dialog box appears, asking you to confirm the deletion.
3  Click Yes to delete the list.
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Printing shared distribution lists

Introduction

Print the contents of an SDL when you want a hard copy of all the settings. You
can also print a list of all the SDLs on the system.

Getting there CallPilot System > User Administration > Shared Distribution Lists

To print the contents of a shared distribution list
1 Selectan SDL.

2 On the File menu, select Properties.
3 Click Print.

To print a list of all SDLs

1 On the File menu, select Print.

2  Click OK when the printer settings are correct.
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Overview

Introduction

This chapter provides information on how to schedule server backups to prevent
data loss, and how to restore the CallPilot server after a failure.

Section A: About performing server backupsn page 143describes the
types of predefined backups that are available.

Section B: tWorking with backup devicgson page 149describes the
backup devices that are provided and recommended, and how to define new
backup devices.

Section C: Scheduling server backupsn page 159describes how to
schedule a predefined backup. It also provides information on how to
modify or delete a scheduled entry, and how to monitor or cancel a running
backup.

Section D: ‘Setting up remote disk backypen page 175describes how
backups can be performed to a remote disk.

Section E: Restoring your CallPilot systeifon page 20,/describes how
to locate the procedures for restoring the CallPilot server from the base
hardware.
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Section A: About performing server
backups

In this section

H
N
~

About backing up server data
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About backing up server data

Introduction

A server backup lets you save and restore a complete set of system and
multimedia data files from your CallPilot server in the event of disk drive failure
or corrupted or lost configuration and messaging data. Backups also protect
against data loss due to theft or damage caused by natural disasters.

A complete server backup consists of a single backup for each logical disk drive
installed on your server. If you want to do a specific backup of user archives,
prompt archives, or Application Builder archives, Séapter 7, Archiving and
restoring data from archivés

You can back up files to server tape or to another specified device. Backups are
scheduled from the CallPilot Administration Client. They can also be performed
immediately using the Tool Launcher on the server.

Perform server backups frequently and at regular intervals to prevent data loss.

Restoring from backups

ATTENTION  your distributor is responsible for restoring server backups

to return the server to the state it was in when the backup
was created.

Procedures for reinstalling the CallPilot system and restoring your data are
located in Part 5 of thimstallation and Configuration Guidr your platform.

RAID systems

Backups protect against data loss due to software problems (for example, file
system corruption, registry corruption, and failed upgrades), undetected disk
errors, double faults, and human error. In addition, backups are useful for
migration to a different CallPilot platform. For these reasons, Nortel Networks
recommends that periodic backups be done even on servers with RAID. Store
the backup tapes separately from the CallPilot server.
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Required security level and password

Security
Log on to the CallPilot Administration Client with an administrator user ID.

Password

The CallPilot Backup and Restore service requires the same password as the
password used for NGenSys.

If you have changed the Windows NT user account password for NGenSys, see
“To change the CallPilot Backup and Restore service password to match
NGenSys on page 426

Requirements

To perform a complete server backup, schedule predefined backups to
correspond to the number of drives on your server. Before you schedule a
predefined backup, ensure that the destination device is listed in the Backup
Devices table.

Predefined server backups

When you install CallPilot, two types of predefined server backups are installed
on the server—the system backup and the secondary disk backup. These
backups are not scheduled to run automatically. You must schedule them using
the Backup Scheduler.

To schedule a predefined backup, Seetion C: Scheduling server backups
on page 159

A complete set of server backups consists of

= asystem backup
= one secondary disk backup for each additional disk drive on your server
(for example E, F)

You can schedule the backups separately; however, you must have a backup of
all disks to do a complete restore of the CallPilot server.
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System backup

The system backup saves all your data on drives C and D. Schedule a system
backup to copy the following items to the specified backup device:

= the database

m  Windows NT registry

»  Multimedia File System (MMFS) volume 1

= Nortel Networks dynamic data files

Secondary disk backups
The secondary disk backup saves all your data stored on the additional disks on
the server. Each disk represents one volume.

Note: On a RAID system, you back up a partition on a mirrored disk pair where
two disks represent one volume. For example, if you have four disks, they equal
two volumes; therefore, you do two secondary disk backups for the two
volumes.

Schedule secondary disk backups to copy the following items to the specified
backup device:

m recorded user messages

= greetings

=  customized prompts

= Application Builder prompts and applications

Excluded data

Server backups do not save the following software. If a catastrophic failure
occurs, you must reinstall this software as part of the complete CallPilot system
restore procedure:

= Windows NT 4.0

m  CallPilot server software

m  CallPilot client software

= Any PEPs applicable to your system
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Thelnstallation and Configuration Guid®r your server describes the complete
restore procedures. Your distributor is responsible for data restore procedures

from backup for your system.

Backup speed

The speed with which backups are performed depends on the current load on the

system and whether the backup device is local.

The following table illustrates the total elapsed time required to perform a

backup for various system types and sizes. The Total Backup Elapsed Time (in
minutes) includes the time to back up system and user data. For example, the
time to back up a 200i system with a 4 Gbyte tape drive, no load, 30 hours of

user data, and the system data is 29 minutes.

Total Backup Elapsed Time (in minutes)

30 100 200 600 1000
Platform hour | hour | hour | hour hour
200i 4 Gbyte tape drive, no load 29 6( 10
4 Gbyte tape drive, with 40 71 114
100% channels busy
702t 16 Ghyte tape drive, no 11 18 28 69 110
load
16 Gbyte tape drive, 75% 16 23 33 74 115
channels busy
1001rp 16 Gbyte tape drive, no 11 18 28 69 110
load
16 Gbyte tape drive, 75% 16 23 33 74 115
channels busy
Restore times are comparable to no-load backup times.
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Formulating a backup strategy

A well-planned backup strategy minimizes the risk of losing data. When you
formulate your strategy, consider the following points:

Which data is critical to the organization and should be backed up?
How often does data change?

Periodically, you can back up data that changes infrequently. Back up data
that changes constantly more often, especially if it is critical to the
organization.

Who will maintain the backups and do they fully understand their roles? Be
sure they know how to label backup media for easy retrieval.

Determine on-site and off-site locations for backup media. Ensure that only
authorized personnel have full access to the sites. Store your backup media
in an environment that meets the media manufacturer’s storage
requirements.
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Section B: Working with backup devices

In this section

About backup devices 150
Adding backup devices to the Backup Devices window 154
Modifying or deleting backup devices 156
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About backup devices

Introduction

When you schedule a predefined backup, you must specify a destination backup

device that is listed in the Backup Devices window.

Some devices are predefined and automatically listed in the Backup Devices
window when the CallPilot server software is installed. If the device for the
backup that you want to schedule is not listed, add it to the Backup Devices

window.

Getting there cCallPilot System > System Administration > Server Backup > Backup

Devices

The Backup Devices window

The Backup Devices window lists all destination devices for which you can

schedule a backup.

& Backup Devices - 47.152.171.131 - C:\CallPilot Administration Client

File “iew Help
| Sl x| = 2
Device Mame Type Server Name Server Addiess Protacol

PrimaryServerT ape W ATAPED Tape diive on server

Far Help. press F1 MUM 2
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To add a backup device to the Backup Devices window,Asgding backup
devices to the Backup Devices windown page 154

Predefined devices

The following devices are predefined by the server software. These devices
automatically appear in the Backup Devices window if the server is configured
to list them.

Note: The PrimaryServerDisk device is no longer available as a backup device.
The PrimaryServerDisk represents local disk space that must not be used for
server backups because the backed-up data is lost if the disk fails.

PrimaryServerTape

The PrimaryServerTape represents a tape drive located on the server. The
PrimaryServerTape is the most common device for backups.

The PrimaryServerTape is always listed in the Backup Devices window. Before
scheduling a backup to the PrimaryServerTape, make sure that a tape drive is
installed on your CallPilot server.

ATTENTION 55 ot change the directory path to the backup device.

Changing the path will cause the backup to fail.

Remote disk backups

You can configure the CallPilot server to allow backups to be performed to a
remote file server, such as a Windows 95/98 workstation or Windows NT server,
rather than a tape drive.

For more information on setting up remote disk backups, see “About remote disk
backups” on page 176.

Tape devices

All backup tapes must be specially formatted for server data. When you
schedule a backup, you can select Autoformat to format the tape, if necessary,
immediately before the scheduled backup runs. This process destroys existing
data on the tape.
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Overwriting existing data

When you schedule a backup, select Overwrite to replace the contents of the
tape with the new backup. If you do not select Overwrite, the new backup is
appended to existing server backup data on the tape.

Note: If you schedule your system backup and your secondary disk backups to
run one after the other and intend to use the same tape, select Overwrite only on
the first backup. If you select Overwrite on the subsequent backups, you
overwrite the data from the earlier one.

Recommended devices
You can perform backups on remote hard disks, or with the following tape
drives:

s Tandberg SLR32 QIC
s Tandberg SLR5

s Tandberg SLR50

= MLR1

Verify that backups are successful

Nortel Networks recommends that you periodically verify that your scheduled
backups are completed successfully, with no items skipped. Skipped items on
server backups indicate a problem—such backups might not provide sufficient
data to restore your system completely in the event of a catastrophic failure.

You can determine the completion status of your most recent backups using the
Event Browser on the Administrative Client (see “Using the Event Browser” on
page 271). You can filter on event codes 41800 through 41899 to view all recent
initiations and completions of backups and restores, as well as other significant
backup/restore events.

To see a more extensive history of backup completion status, open the Backup
Scheduler on the Administrative Client. This dialog box automatically pops up a
scrollable dialog box showing the completion status of all backups performed in
the last 90 days. See “Opening the Backup Scheduler” on page 163 for details.
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A detailed diagnostic log for each backup completed in the last 90 days is
available in the server directory D:\Nortel\Data\Backup\BackupLogs. The
logfiles are named for the backup that was done (for exa@p#emBackyp
followed by the date and time the backup was started, with the file extension

log).

Note: Some messages in this diagnostic log, which appear to be error messages,
are in fact normal events that are handled by the Backup/Restore service, and do
not necessarily indicate a problem. Your primary indication of backup problems
is that the overall completion status is other thiaccessfulvith no items

skipped.

Storage and maintenance

Rotate backup tapes regularly and store at least one set of server backups off-
site. Do not keep a tape in the tape drive for an extended period of time for the
following reasons:

m If the same tape is used for several consecutive backups and the tape
becomes damaged, no other backup is available to restore lost data.

m  Consistent reuse of the same tape accelerates wear on the tape. You might
need to replace tapes earlier than their normal life span.

To prolong the life of your tape heads and ensure the quality of backups,
purchase and use head-cleaning kits. Clean tape drives based on the frequency of
use. Recommended guidelines for cleaning are provided with most cleaning kits.
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Adding backup devices to the Backup Devices
window

Introduction

You can only schedule a backup on those devices listed in the Backup Devices
window. If the device is not listed, add it to the window before you schedule a
backup.

Predefined devices

When the CallPilot server is installed, predefined devices are listed. For more
information on these devices, sédout backup devicéon page 150

Getting there cCallPilot System > System Administration > Server Backup > Backup
Devices

To add a backup device

1 Inthe Backup Devices window, click File > New.
Result: The New Backup Device Properties window appears.

Mew Backup Device Properties

General ]

Marme: ||

Path: |

Type: | [Unspecified) ﬂ

FRemote Tape

Server Name: | J

Server Address: |

Protocal: |

Save | Cancel Help
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2  Specify a name for the device.
Note: The limit is 240 characters.

3 Based on whether the device is local or remote disk space, enter the path
of a disk directory as follows:

m  For local disk directories, enter the absolute pathname (for example,
EATEMP).

ATTENTION If you define a local disk device, do not use it for server

backups. A local disk device does not provide adequate
protection against disasters. Also, the local disk device can
quickly become full and might cause unrecoverable data
corruption.

m For remote disk directories, enter the universal naming convention path
(for example, \SERVER1\BACKUPDATA).

4  Specify the type of backup device.
5 Click Save.
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Modifying or deleting backup devices

Introduction

This section describes how to

= modify a backup device
= view details about a backup device
m  delete a backup device from the Backup Devices window

Getting there cCallPilot System > System Administration > Server Backup > Backup
Devices

To modify a backup device
1 Inthe Backup Devices window, click File > Properties.

Result: The Backup Device Properties window appears.

PrimaryServerT ape - Backup Device Properties HE

General | Details |

Mame:

Bath: [saTaPED
Tupe: ITape j

Femote Tape
Server Name: I ﬂ
Server Address: I

Praotocol: |

Save I Cancel | Help

2 Modify any of the following fields:
= Name
= Path
= Type
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3  Select Save to save changes to the Backup Device properties.

To view details for a backup device

1 Inthe Backup Devices window, click File > Properties.

Result: The Backup Device Properties window appears.
2 Click the Detalils tab.

Result: The Details page appears.

PrimaryServerT ape - Backup Device Properties EE

General Details |

Click the Fill Data button to retrieve information.
Thig operation may take some time bo complete,

Capacity (KE} {1k

Media Type: |[Unknown]

Media 10: I[Unknown]

Save Cancel Help

To delete a backup device

1 Inthe Backup Devices window, select the backup device that you want to
delete.

2 Click X in the Backup Devices window toolbar.
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Section C: Scheduling server backups

In this section

About scheduling server backups 160
Opening the Backup Scheduler 163
Scheduling server backups 165
Modifying and deleting scheduled backups 170
Monitoring or canceling backups 171

Monitoring and Security for the Administrator 159



Performing server backups Standard 1.0

About scheduling server backups

Introduction

After the CallPilot server is installed and operational, schedule the appropriate
server backups to run using the Backup Scheduler.

Log on to the CallPilot Administration Client as an administrator.

The Backup Scheduler

When you schedule a backup, it appears in the Backup Scheduler.

7= Backup Scheduler - 47.152.171.131 - C:\CallPilot Administration Client

File “iew Help

Definition | Device Hame [escription

FulBackup_E PrimaryS erverT ape

For Help, press F1 NUM 2

When backups should run

Schedule backups to run at the following times:

m  before and after major system operations take place, such as an upgrade or
the application of PEPs

=m  after you make any major modifications, such as the addition of a large
number of users or customized prompts
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= atregular intervals during normal operation, according to the criticality of
your message data

Even though running a backup at peak hours has only a minimal impact on
response time, try to run backups at off-peak hours whenever possible.

Note: If you do administrative tasks while a backup is in progress, that work
might be lost if the backup is used to do a restore.

What scheduling involves

To schedule a backup, open the Backup Scheduler to gain access to the Event
Properties window. In this window, name the backup and select the destination
device and the type of backup. You must also do the following steps:

Specify the dates and times of the backup
Schedule a backup to run once on a specific day and time, or at regular intervals
(daily, weekly, monthly, yearly).

Specify a maximum wait interval (optional)

The maximum wait interval is the period of time during which a scheduled
backup attempts to run if it cannot start on time. Specify the maximum wait
interval to reduce the risk of missing a backup due to conflicts between the
backup and other events, such as the MMFS audit.

Notes:

= Set the maximum wait interval so that if the backup must wait the
maximum time, it still completes within the off-peak period.

m If a backup cannot start at the specified time, an Information Event is
generated. If the backup cannot start within the specified maximum wait
interval, a minor alarm is generated. See Part 2, “Monitoring the CallPilot
system,” for information on how to interpret alarms.

ATTENTION Y54 must check to ensure that the backup was completed with

no errors before you can assume that the backup is usable.
Check the Alarm Monitor for errors.
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ATTENTION  vou can schedule backups to run online while calls are being

serviced. (Restores are performed offline.) However, because
backups compete with services for system resources, schedule
backups to run during off-peak hours. To determine the peak
call processing periods, s€hapter 2, Configuring

operational measuremeritfor more information.

Do not schedule backups during the MMFS audit hour (3:00
a.m. to 4:00 a.m., server time); they will not start while the
MMFS audit is in progress.
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Opening the Backup Scheduler

Introduction

View the schedule for a description of a scheduled backup from the Backup
Scheduler. This window also lets you access the Event Properties window in
which you schedule predefined backups.

Administrative privileges required
Log on as an administrator.

Getting there callPilot System > System Administration > Server Backup > Backup
Scheduler

To open the Backup Scheduler

1  From Server Backup, double-click Backup Scheduler.
Result: The Backup History dialog box appears.

Backup History

Marme of Backup | Completion Status | Diate & Time | Total Elapzed Time [HH:MM:5¢
SystemBackup Successiul Monday, &pril 10, 2000, 05:50:57 Pk 001002
FullBackup_F Successhul Tuesday, April 04, 2000, 07:29:57 PM 000110
FullBackup_E Successhul Tuesday, April 04, 2000, 07:28:23 PM 00013
SyztemBackup Successiul Tuezdap, April 04, 2000, 07:15:35 P 00:03:49

| | i

2 Use the left and right scroll bars to display additional columns showing
m total size of the backup in kilobytes
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= the name of the destination device
= the Primary (CallPilot) error code
= the Extended (Windows) error code

(See the CallPilot Maintenance and Diagnostic Guide for a complete list of
CallPilot and Windows error codes.)

The table below gives brief descriptions of the more common error codes.

Secondary

Primary error  error Explanation

41807 1112 There is no tape in the tape drive.

41808 19 The tape in the drive is write-protected.

41825 or 0 The tape is blank or in a foreign format — use

41829 AutoFormat.

41827 1 The incorrect tape driver is installed, or the
tape medium is not compatible with the tape
drive.

41827 23 Received a CRC error reading or writing —
clean the drive or use a fresh tape.

41828 1100 The backup did not fit onto the tape — use a

fresh tape or specify overwrite.

3  Click OK to close the Backup History dialog box.
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Scheduling server backups

Introduction

When you schedule a backup, it appears in the Backup Scheduler. To schedule
a backup, open the Backup Scheduler to gain access to the Event Properties
window.

ATTENTION Backups compete with services for system resources.

Schedule backups to run during off-peak periods and
outside MMFS audit hours (3:00 a.m. to 4:00 a.m., server
time).

Before you begin

Ensure that the destination device to which the backup is performed is listed in
the Backup Devices window. S&&dding backup devices to the Backup
Devices windowon page 154

Types of backups
The following server backup types are available:
Backup type Description
SystemBackup performs a backup of the system drives
Cand D
FullBackup_E performs a backup of the secondary
drive E
FullBackup_F performs a backup of the secondary
drive F
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Autoformatting tapes

All backup tapes must be specially formatted for CallPilot server backup data.
When you schedule a backup, select Autoformat to format the tape immediately
before the scheduled backup runs. This process destroys existing data on the
tape the first time you autoformat for CallPilot.

The system can detect when a tape is already formatted for CallPilot, and it does
not autoformat again.

Overwriting existing data

When you schedule a backup, select Overwrite to replace the contents of the
tape with the new backup. If you do not select Overwrite, the new backup
appends to existing backup data on the tape.

Note: If you schedule your system backup and your secondary disk backups at
different times, but intend to use the same tape, do not select Overwrite on the
second backup, or you overwrite the data from your first backup.

Getting there cCallPilot System > System Administration > Server Backup > Backup

Scheduler
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To schedule a backup
1  From the Backup Scheduler, click File > New Schedule.
Result: The Event Properties window appears.

Ewent Properhies [ 2]

General IScheduIel Dthersl

Evvent [D: Huost Marne:
|CPInom
— Ownership —Main
Ve Device Name
IBackup_NGen IF'rimar_l,JSewerTape j
Owner:
Isysadmin Backup Definition
Customer 1D: I Fullbackup_E j
|1
—Submigzion—————  ~Addtional options
Diate:
[February 22, 2000 I Autoformat
Vot ™ Ovenwrite
[10:45:13 FM

Save I Cancel | Help |

2  Select the destination device in the Device Name box.
Select the type of backup in the Backup Definition box.

4  Select Autoformat to format the tape for CallPilot automatically before the
scheduled backup runs.

Note: You cannot perform a successful backup on an unformatted tape.

5  Select Overwrite if you want the backup to overwrite existing data on the
device.

Note: If you are scheduling backups to run one after the other, and you
intend to use the same tape, select Overwrite only on the first backup. If you
select Overwrite on the subsequent backup, you overwrite the data from the
first one.
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6  Click the Schedule tab.
Result: The Schedule tab appears.

Event Properties K E
General  Schedule IDthelsl
Specific datefz)
Start:

Jdaruany j] RIERRES | &:37 PM =
[February 12 14 26 : .
Iharch 2 w15 Oz Eﬁx&nﬁm waail Hime;
1A 14 16 []28 : -
CIMay s 17 [0z | 00 : 15 =
(vl Jure 16 118 []30
[duly 17 119 K
[ JAaugust (E] []20
[]15eptember (E] A
[]0ctober 110 22
M ovember 111 23
[ December 112 124

Clear | Clear |

I et | Inwvert |

Save I Cancel | Help |

7  Select the day or dates on which the backup is going to run.

Tip: Click the drop-down arrow to access daily, weekly, monthly, yearly, or
specific dates schedule selections.

8  Select the time for the backup to run.

9  Select the maximum wait time.
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10 Click the Others tab.
Result: The Others tab appears.

Event Properties [ 7]

Generall Schedule Others |

Diescription:

I =
Execution Command:

nbbkpstart "FullBackup_E" "callpilot” -append -autoformat -zched w15 ;I

Save I Cancel | Help

11 Enter any explanatory details about the backup.
12 Click Save.

Result: The system schedules the backup and adds it to the
Backup Scheduler.
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Modifying and deleting scheduled backups

Introduction

Modify details of a scheduled backup using the Event Properties window. You
can also delete backups from this window.

Getting there CallPilot System > System Administration > Server Backup > Backup
Scheduler

To modify a scheduled backup
1 Double-click the backup to be modified in the Backup Scheduler.
Result: The Event Properties window appears.
Modify details in the General tab.
Click Schedule.
Modify details in the Schedule tab.
Click Other.
Modify details in the Others tab.
Click Save.

N o oA WDN

Result: The system modifies the backup and the changes appear in
Backup Scheduler.

To delete a scheduled backup

1 From Backup Scheduler, select the scheduled backup you want to delete.

2 From the File menu, select Delete.
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Monitoring or canceling backups

Introduction

Monitor the status of a running backup using the Backup Status window. This
window appears on-screen when a scheduled backup runs.

Current status

View the current status to see if any files were skipped or copied in error during
the backup.

If any files did not copy successfully, a minor alarm is generated. Obtain the
Event ID from the alarm in the Alarms Monitor for information.

If an error occurred during the backup, you might not be able to restore data
from that backup medium. Repeat the backup until it has no errors.

Getting there CallPilot Administration Client > System Administration > Server
Backup > Backup Manager
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To view the current status

1  Onthe Backup Manager dialog box, click the current backup to highlight it,

and then click View > View Backup Status.

e Backup Manager - lucent1 - C:ACallPilot Administration Client

File “iew Help

| S5 Xl =l = S

Mext Bun Time

Description
avrl 11,2000 .S c dat. LUCEMT1 FullE: i a tirne

W EIne

Far Help. press F1

i

Result: The Backup Status dialog box appears.

Backup Status [ 2]

Status and Progress I

r— Current Status
Idle

— Last Status/Mezsage

— Progress [0%)

[Earze] |

Help |
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To cancel a running backup
Click Cancel on the Backup Status window to stop a running backup.

Any data that is successfully written to the backup device before the backup is
canceled is unusable.

= The unusable data from the previous backup remains on the tape, and the
data for the new backup is recorded following the unusable data.

m If a subsequent backup is appended to this tape, it is written to the tape
following the unusable data.
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Section D: Setting up remote disk
backups

In this section

About remote disk backups 176
Planning the configuration 177
Creating a writable share on the remote file server 179
Reconfiguring the backup and restore on the CallPilot server 199
Verifying the network configuration 204
Creating a disk device on the CallPilot server 206
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About remote disk backups

Introduction

You can configure the network to allow backups to be performed to a remote
disk, such as a Windows 95/98 workstation or Windows NT server, rather than a
tape drive.

To set up remote disk backup to other server types, contact the appropriate
network administrator for assistance.

Steps required

Complete the following steps to set up and perform remote disk backups to a
suitable workstation or server:

1. Plan the configuration (on pa@é?).
2. Create a writable share on the remote file server (onl¥e

3. Reconfigure the Backup/Restore service on the CallPilot Server (on page
199.

4. \Verify the Network Configuration (on pagé4.
5. Create a Disk Device on the CallPilot Server (on &g
6. Schedule a backup or archive to the Remote Disk Device (orip8ge

176 CallPilot



April 2000 Performing server backups

Planning the configuration

Introduction

Before you can configure the network to allow backups to be performed to a
remote disk, plan the configuration.

As part of the initial planning you must

= identify an appropriate workstation or file server to store your CallPilot
backup

= ensure there is sufficient disk space on the target server to hold the planned
backups

»  determine the mode of security access and user verification that is required
for the Backup and Restore service to access the remote disk backup
directory

Supported workstation or file server

The target workstation or file server for the remote disk backup must support
long file names. Windows NT, Windows 95/98, and other servers that support
file storage from a Windows PC are all acceptable.

Required disk space

The target workstation or file server must have sufficient disk space available for
the types of backups that are to be placed on the remote backup server.

To back up the entire system requires approximately 250 Mbytes, plus 10
Mbytes for each hour of storage on the system. For example, a 30-hour system
requires 550 Mbytes of disk space to accommodate a backup of the entire
system, while a 1000-hour system requires 10.25 Gbytes.

CallPilot selective archives can vary widely, depending on the number of items
selected for the archive, but usually require much less disk space than a full set
of system backups.

Monitoring and Security for the Administrator 177



Performing server backups Standard 1.0

Security and user verification

You must configure the target workstation or server so that the Backup/Restore
service is granted access to the remote disk backup directory. The access control
method you choose is determined by the configuration of the remote disk
backup server and by the security requirements of your location.

There are two types of control methods, as follows:

m Share-level access control Allows access for all users. The backup
directory is not password-protected.

m User-level access control  Access is restricted to specific users. You must
configure the backup/restore service as a user in
the domain of the remote disk backup server.

If your remote disk backup directory is on a Windows 95/98 workstation, you
can choose either share-level or user-level access control. On Windows NT
remote disk backup servers, you must use user-level access control.

If your remote backup directory is on a FAT patrtition, you control access to the
network share, since you cannot assign access permissions to the directory itself.

If your remote backup directory is on an NTFS partition, there is no need to
control access to the network share. You can apply the permissions directly to
the backup directory. This is preferable since it controls both local and remote
access.
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Creating a writable share on the remote file
server

Introduction

Create a shared directory on the server that stores the CallPilot backup data. Do
not use this directory for any other purpose. Regularly back up data to removable
media using the site backup procedures in use at your location.

Based on the selected target network drive, set up the writable share as outlined
in the appropriate procedure:

s For Windows 95/98, s€do create a writable share on the Windows 95/98
remote file servéron page 180

s  For Windows NT, se&To create a writable share on a Windows NT remote
file servel on page 188

Note: For Windows 95/98 workstations, ensure that the share you create is
writable andhot password-protected.
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To create a writable share on the Windows 95/98 remote file server

1
2

Select Start > Settings > Control Panel.
Double-click Network to display the Network window.

On the Configuration tab, click File and Print Sharing... near the bottom of
the window.

Hetwork 2]

Configuration l Idenlificalion] Access Eontrol]

The following network. components are inztalled:

Ei', Client for Microgaft Metworks

18 3Cam Fast EtherLink L 10/100Mb Ethernet Adapter
& MetBEUI

§ TCRAP

U File and prirter sharing for Microsoft etwarks

wo | | |

Primary Metwork Logon:
Client for Microsoft Metworks ﬂ

File and Print Sharing... |

Dezcription

Qg | Cancel |

In the File and Print Sharing window, check the box labeled | want to be
able to give others access to my files. This configures the computer to
permit file sharing.

File and Print Sharing HE

W i want to be able to give others access bo my files:

™ | want to be able to allow others ta prink to my printer(s)

(1]4 I Cancel |

Click OK to exit the File and Print Sharing dialog box.
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6  Select the Identification tab and note the Computer name assigned to this
computer. You need this information when you set up the CallPilot server.

Metwork H

Configuration  |dentification IAccess Eontroll

Windows uzes the following information to identify your
computer on the network, Please type a name for this
computer, the workgroup it will appear in, and a short
description of the computer.

Computer name: | gRITSIRESE

Wworkgroup: IWINNT

Computer

Desurintion: IDELL OptiPlex GxPro

Qg I Cancel |

7  Determine the level of access to be assigned to the writable share, and
proceed with the appropriate step, as outlined below:

m For Share-level access control, continue with step 8.

m For User-level access control, continue with step 15.
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For Share-level access control:
8 Select Share-level access control on the Access Control tab.

Note: Although Share-level access control is easier to set up, it is less
secure than User-level access control.

Metwork K E

Eonfigurationl |dentification  Access Control |

— Control access to shared resources using——————————————

Enables vou to supply a password for each shared
IEF0LICE.
" Userlevel access control

Enables vou to specify users and groups wha have
acoess to each shared resource.

[0 Btafr |ish ot Lsens atd groups e

Ok, I Cancel

9 Click OK to exit the Network window.
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10 If you have made changes, you are prompted to restart the computer. If you
enabled file sharing, the system might require you to insert your Windows
95/98 CD so that some files can be copied to your system.

System Settings Change 2]
@ ou must reztart your computer before the new settings will take effect,

[ro pou weant bo restart your computer now?

11 Click Yes to restart the computer and put the new setting into effect.
12 Create a shared directory for the remote disk backups, as follows:

a. Open Windows Explorer and navigate to the drive you have chosen for
remote disk backups. Highlight the drive name.

b. Select File > New > Folder to create a new folder on that drive (for
example, D:\CallPilot Backups).

c. Right-click the new folder and select the Sharing tab on the Properties
dialog box.
CallPilot Properties K E3

General Sharing |

" Mot Shared
(% Shared Az

Share Mame: ID’B«LLPILD T

Comnent: IEaIIPiIDt Remote B ackup

Aocess Type:
" Bead-Only
&' Full
" Depends on Pazsword

Passwords:

Head:Unly Eassrmond; I
Full fizcess Password: I

Web Sharing... |

Ok I Cancel Lpply
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d. Click Shared As, and type in a Share Name and optional comment. The
share name must be 1 to 12 characters in length, using letters, digits,
and underscore only. If you want to make this share invisible to
workstation browsers, use a dollar sign as the last character.

e. Click Full from the Access Type group to assign full access permission
to the remote backup directory. Do not type in a password.

13 Click OK to set the access permissions and create the share.

14 Refer to “What's next?” after step 23 to continue with the setup of the
remote backup server.

For User-level access control:

15 Select User-level access control on the Access Control tab. Make a note
of the Windows NT domain from which you can obtain a list of users
and groups.

Network K E3

Configurationl Identifization Access Control |

— Control access to shared resources using:

" Share-level access control

Enables pou to supply a password for each shared
TEEOMICE,

Enables pou to specify ugers and groups who have
access bo each shared resounce,

Obtain Jist of users and groups fron:
WwAMMT

ak. I Cancel

16 Click OK to exit the Network window.
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17

18
19

20

If you have made changes, you are prompted to restart the computer. If you
enabled file sharing, the system might require you to insert your Windows
95/98 CD so that some files can be copied to your system.
System Settings Change

@ “r'ou must restart your computer before the new settings will take effect.

Do you want to restart your computer now?

ﬂol

Click Yes to restart the computer and put the new setting into effect.

Have the network administrator create a user ID (for example, CP_Backup)
on the domain where your workstation is obtaining its list of users and
groups. Use this user ID for remote disk backups only. Ensure this user ID
is set up with the right to “access this computer from the network.” No other
rights are required.

Create a shared directory for the remote disk backups, as follows:

a. Open Windows Explorer and navigate to the drive you have chosen for
remote disk backups. Highlight the drive name.

b. Select File > New > Folder to create a new folder on that drive (for
example, D:\CallPilot Backups).

c. Right-click the new folder and select the Sharing tab on the Properties
dialog box.
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d. On the Properties dialog box, select Shared As, and type in a Share
Name and optional comment. The share name must be 1 to 12
characters in length, using letters, digits, and underscore only. If you
want to make this share invisible to workstation browsers, use a dollar
sign as the last character.

CallPilot Backup Properties K E
General Sharing |
" Mot Shared
—(* Shared Az

Share Mame: IE.-’-\LLF'ILDT BA
Comment: IEaIIPiIDt Remate Backups

M ame: Aoceszs Rights:

Add... Eemove Edit...

(u]. I Cancel | Apply |

21 Assign user-level access permissions to the remote backup directory, as
follows:

a. Click Add... on the Properties window to display the Add Users dialog
box.

b. Select the user ID that you created in step 19 from the list on the left
side.
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c. Click Full Access to move this user into the middle list on the right side.

Add Users [ 7]
Mame: Obtair list from:
|4004 WINNT

Read Only -» | ;I

|-

& 2004 =

| -]

Custorn -» | ;I

[~

0 | Cancel |

22 Click OK on the Add Users dialog box to set the access permissions.

23 Click OK on the Properties dialog box to create the share.

What's next?

See"Reconfiguring the backup and restore on the CallPilot Seowepage 199
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To create a writable share on a Windows NT remote file server

1  Onyour remote file server, create a local user to be used for remote disk
backups only. This user ID (for example, CP_Backup) must have the right to
“access this computer from the network.” No other rights are required.

2  Create a shared directory for the remote disk backups, as follows:

a. Open Windows Explorer and navigate to the drive you have chosen for
remote disk backups. Highlight the drive name.

b. Select File > New > Folder to create a new folder on the selected drive
(for example, D:\CallPilot Backups).

c. Right-click the new folder and open the Properties window. Select the
Sharing tab.
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d. On the Sharing tab, click Shared As, type a name in the Share Name
box, and enter a comment in the optional Comment box. The share
name must be 1 to 12 characters in length, using letters, digits, and
underscore only. If you want to make this share invisible to workstation
browsers, use a dollar sign as the last character.

CallPilot Backups Properties

Generall Internet Sharing |Sec:urity|

" Mot Shared
—i% Shared As:

Share Name: ICP_EEACKUPi

Camment: I

User Limit:

& paximum Allowed

Ao I 3: Users

Eermissions... |

(] I Cancel Apply
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3  Determine whether the remote directory is on a FAT partition or NTFS
partition, and proceed with the appropriate step, as outlined below:

= For FAT partitions, continue with step 4.
m  For NTFS partitions, continue with step 5.

4 For FAT partitions, assign access permissions to the remote backup
directory share, as follows:

a. On the Sharing tab, click Permissions to assign access permissions to
this share.
CallPilot Backups Properties ﬂ
Generall Interngt Sharing |Security|

' Mot Shared
—{* Shared As:

Share Name:  |CP_BACKUP

Comment; I

User Limit:

* Maximum Allowed

O Allow I 3: Users

¢ Permissions... I

(0] 8 Cancel Apply
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b. On the Access Through Share Permissions dialog box, select
Everyone and click Remove.

Access Through Share Permiszsions
Access Through Share: CallPilot Backup
Owrer:
Mame:

Erone Full Cantral

Tupe of Access: I Full Cantral j

Cahcel | Add... | Eemovel Help |

c. Click Add to display the Add Users and Groups dialog box to add
specific permissions.
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d. Onthe Add Users and Groups dialog box, click Show Users, and select

the user ID you created in step 1 from the Names list.

Add Users and Groups E

List Mames From: I@.WWNT j
Marmes:
ﬁ armouc [Chris Armaour] Documentation U ser ;I
€ assii [agit Aasi] ICCM -
ﬁ atamar [Alexender Tamarchak]  ICCM member
ﬁ athera [Adel Ather) DISABLED
ﬁ atlee [Anthony Lee] MPE. ClearCase Adminllzer (zee Sid Poll
ﬁ atria [For ClearCase albd service] Maintenance Account
ﬁ attars [Suzan Attars) D'ocumentation
ﬁ auep [Philip Awue] DISABLED LI
Add St dsers Hembiers... Search... |
Add Mames:
wINN T cp_backup =
Type of Access: |Full Contral j
Cancel | Help |

e. Click Add to move this user into the Add Names text box.

f.  Select Full Control from the Type of Access combo box at the bottom of
the window, and click OK.
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g. Onthe Access Through Share Permissions dialog box, verify that the
new user ID appears with Full Control, and then click OK.

Accezs Through Share Permissions
Access Through Share: CF_BACKLUR
Cwener:
MName:

F MTORIZE8\cp_backup Full Contral

Type of Access: IFuII Caontral LI

(0];% I Cancel | Add... | Bemove Help |

h. Click OK on the Properties dialog box to create the share. If the name
is longer than eight characters, you might get a warning about
accessibility from MS-DOS workstations. You can ignore this warning.
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5  Assign access permissions to the remote backup directory NTFS partition,

as follows:

a. On the CallPilot Backups Properties window, select the Sharing tab
and click Permissions.

CallPilot Backups Properties ﬂ
General] Internet  Sharing lSecurity]
" Mot Shared
+ Shared As:
Share Name:  [CP_BACKUP
Comment; |
User Limit:
* Maximum Allowed
" Allow EI: Users
oK Cancel Apply
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b. Onthe Access Through Share Permissions dialog box, ensure the
permissions are set to the default Everyone - Full Control.

Access Through Share Permissions E3
Access Through Share: CallFilat Backup
Dwner:
Marme:
& Everyore

Full Cantral

Tvpe of Access: I Full Cartral j

Cancel | Add... | Eemovel Help |
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c. On the CallPilot Backups Properties window, select the Security tab.

CallPilot Backups Properties

d. Click Permissions to display the Directory Permissions dialog box. On
the Directory Permissions dialog box, the default permissions are
inherited from the parent directory.
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e. Select each item in the Name list box, and click Remove until the list
box is empty.

Directory Permissions

Diirecton: [:ACallPilot Backups
Dwner: Administrators

™ Replace Permissions on Subdirectories
¥ Fieplace Pemizssions on Existing Files
Mame:

& Everyone Full Contral [21] (A1)

Tvpe of Access: IFuII Cantral j

Caticel | Add.. | Eemovel Help |

f.  Click Add to display the Add Users and Groups dialog box to add
specific permissions.

Add Users and Groups 1]

Lizt Mames From: I@\MNNT j
Mames:
ﬁ armouc [Chris Armaour] Documnentation User ;I
€ assij [lagit Assi) ICCM L
ﬁ atamar [Alexender Tamarchak]  [CCM member
Q athera [Adel Ather) DISABLED
ﬁ atlee [Anthony Lee] MPFE. ClearCase Adminl zer [zee Sid Poll
ﬁ atria [For ClearCase albd service] Maintenance Account
ﬁ attars [Sugan Attars) Documentation
ﬁ auep (Philip &wue] DISABLED ;I
Lol Shovllzers fembers.. Search... |
Add Mamesz:
WfINNThcp_backup =
Tvpe of Access: |Full Contral ﬂ
Cancel | Help |
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What's next?

On the Add Users and Groups dialog box, click Show Users, and select
the user ID you created in step 1 from the Names list.

Click Add to move this user into the Add Names text box.

Select Full Control from the combo box at the bottom of the dialog box,
and click OK.

On the Directory Permissions dialog box, verify that the user ID
appears with Full Control beside it, and then click OK.

Click OK on the CallPilot Backups Properties window to create the
share. If the name is longer than eight characters, you might get a
warning about accessibility from MS-DOS workstations. You can ignore
this warning.

See"Reconfiguring the backup and restore on the CallPilot Seovepage 199
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Reconfiguring the backup and restore on the
CallPilot server

Introduction
Once you have set up the shared directory on the remote backup server and

assigned the appropriate network access permissions, configure the CallPilot
server to access that shared directory.

ATTENTION

This procedure is not required for backups that are being
performed on a Windows 95/98 workstation using share-level
access control. For those configurations, continue with the
next procedure;To verify the network configuratiGron

page 204

To reconfigure the backup and restore on the CallPilot server

1 Log on to the CallPilot server using a user ID with administrative access.

2 From the Start menu, select Programs > Administrative Tools (Common) >
User Manager for Domains.

Monitoring and Security for the Administrator 199



Performing server backups Standard 1.0

3 In User Manager, select the Administrator user ID from the list.

i User Manager - \ANTORIG7D M=l E
Uszer “iew Policies QOptions Help

Username Full Name
.3
£ Guest Built-in account for guest access to the co
|
Groups Description
i Acministrators Members can fully administer the computer/domain
& Backup Operatars Members can bypass file security to back up files
3 Guests Users granted guest access to the computer/domain
e Power Users Members can share directories and printers
& Replicator Suppons file replication in a domain
@ Lsers Ordinary users

4  Select User > Copy from the menu bar. The Copy of Administrator dialog
box appears.

Copy of Administrator E2
Uzername: ICalIF’ilol_Eackup Add
Full Harne: ICaIIF'iIot Remate Backup Cancel |
Description: || Help |
Pazsword: I
LConfirmn
Password: I

[~ User Must Change Password at Next Logon
™ Uger Cannat Change Passward

¥ Password Mever E spires

™ Account Disabled

e [ & [ >

Groups Prafile Dialiry
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5 Onthe Copy of Administrator dialog box, in the Username field, enter the
user name you created on the remote network domain for performing
remote backups. Enter the Full Name and Description, using any
characters that you want.

6  Enter the password for the user that you created for the remote network
domain into the Password and Confirm Password fields. Verify that the
settings for the following fields in the middle of the dialog box are correct:

m User Must Change Password at Next Logon - Unchecked
m User Cannot Change Password - Unchecked

m Password Never Expires - Checked

= Account Disabled - Unchecked

7  Onthe Copy of Administrator dialog box, click Groups, and verify that the
new user is a member of the Administrators group.

Group Memberships 1]

User.  CalPilat_Backup Ok

Cancel

Help

[ ox |
=
|

Member of: Mot member af:

Adrninistrators

Guests

<-Add |
Power Users
Eemoye-: | Replicator

Users
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8  Onthe Copy of Administrator dialog box, click Dialin, and verify that the new
user does not have dial-in access.

Dialin Information

Uszer:  CallPilot_Backup ok

Cancel

dild],

[ Grant dislin permission to user Help

Call Back

% Mo Call Back
= Set By Caller

" Preset To:

9  Click OK to return to the Copy of Administrator window.
10 Click Add to add the new user. The name now appears in the main list.
11 Exit the User Manager.

12 From the Start Menu, select Settings > Control Panel, and launch the
Services applet.

Services
Service Statug Startup
Alerter Started Automatic |-
ClipBook Server b arwaal Start |
Computer Browser danual
CTHS Server Started Automatic Stap |
DHCP Clignt Dizabled
Directory Replicator b arwaal &l
EventLog Started Automatic CariE |
Licenze Logging Service Started Automatic —
‘MaS Backup/Restore Started Autormatic Startup |
M&S Configuration Manager Started Aatomatic ;I _
Hwé Profiles. . |
Startup Parameters:
! T

13 Select the Backup/Restore service and click Start.
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14 Inthe Log On As frame, select This Account.

Service: MAS Backup/Restore

— Startup Type
" Manual Cancel |
" Dizabled Help |
—Log On A

" System Account

[~ Allow Service to Interact with Desktop

& Thiz Account: INGenS_l,ls J

Password:

Canfirm
Pazzword:

15 Type in the user ID and password for the user you just created, and then
click OK.

16 Stop, and then Start the Backup/Restore service on the Services window
so that the new user ID and password settings take effect.

17 Close the Services applet and the Control Panel.

What's next?

Verify the network configuration.
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Verifying the network configuration

Introduction

Verify the network access from the CallPilot server to the remote backup server

to ensure that the remote access has been established correctly.

To verify the network configuration

1 Log on to the CallPilot server, using the user ID that you created in the
previous procedure, “Reconfiguring the backup and restore on the CallPilot

server” on page 199.

Note: If you are performing backups to a Windows 95/98 workstation using
share-level access control, log on as Administrator or any other server

account known to you.

2 Open Windows Explorer and select Tools > Map Network Drive to display

the Map Network Drive combo box.

Map Network Drive

Dirive: I =3 F

Ok

Path: I\\SEHVEH\CF‘_BAEKUH

Cancel

[
=

LConnect As: I

¥ Beconnect at Logon

Shared Directories:

= D4EPTORY

= agcz00|
= gR3EEwWaRI0S
T CANADA

* = HOMO_AMALOG

2l

adl

Help

¥ Expand by Default

| of

3  Select an unused drive letter in the Drive combo box.
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In the path combo box, type in the path to the remote backup directory. Use
\SERVER\CP_BACKUP, where SERVER is the computer name of the
remote backup server, and CP_BACKUP is the share name of the directory
you created.

Leave the Connect As text box blank, uncheck the Reconnect at Logon
check box, and then click OK.

Note: If you get an error message, verify that the computer name matches
the remote file server’s computer name exactly. Also, verify that the share
name matches the remote file server’s share name (not the directory name)
exactly.

Try to copy a file into the root directory of the newly mapped drive.

Verify that the file has been created correctly, and that you can
subsequently delete the file. If this cannot be done, verify the following
information:

m  The user ID and password on the CallPilot server exactly match the user
ID and password on the remote backup server’'s domain.

m Full access permissions for the user ID have been assigned to the
remote share or directory.

Select Tools > Disconnect Network Drive to delete the drive mapping you
created.

Log off the CallPilot Server.

What's next?

Create a disk device on the CallPilot server.
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Creating a disk device on the CallPilot server

Introduction

Create a backup device that can be used to direct backups to the remote disk
directory.

Getting there CallPilot System > System Administration > Server Backup > Backup
Devices

To create a disk device on the CallPilot Server

1  From the Backup Devices window, select File > New from the menu bar to
create a new backup device.

Result: The New Backup Device Properties window appears.
2 Inthe Name field, enter a descriptive name.

3 Inthe Path field, enter the network path to the remote backup directory. For
example, \SERVER\CP_BACKUP, where SERVER is the computer name
of the remote backup server and CP_BACKUP is the share name (not the
directory name) of the shared directory that you created.

The name of the new backup device that was created in this step will
appear in the dialog boxes that specify the name of the target device to
which the backup or archive is directed.

Note: Do not use mapped drive letters to specify the path to the remote
backup directory. These drive mappings are in effect only if a real user is
logged on to the CallPilot server. If no user is logged on to the server, the
drive mappings do not exist.

4  Click Save.

The CallPilot Administration Client can now be used to schedule backups or
selective archives to the remote disk directory. Segtion C: Scheduling

server backup$on page 159or information on scheduling system backups or
archives.
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Section E: Restoring your CallPilot
system

In this section

N
0

Restoring your CallPilot system from the base hardware
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Restoring your CallPilot system from the base
hardware

Introduction

In the case of a complete system failure, you might need to rebuild your
CallPilot system from the base hardware up.

When you receive your server from the factory, some software, such as the
operating system and the CallPilot server software, is already installed. The
installation instructions in thimstallation and Configuration Guidgpecific to
your server begin where the factory installation stops.

However, in the case of a complete system failure, call your CallPilot distributor.
Your Installation and Configuration Guidalso contains the information you

need to reinstall a complete system from scratch. Your CallPilot distributor and
your system administrator can use the information inrtsllation and
Configuration Guiddo rebuild your system.

208

CallPilot



Chapter 7

Archiving and restoring data from
archives

In this chapter

Overview 211
Section A: About archives 213
What are archives? 214
Kinds of archive 216
Why restore data from archives 217
Section B: Performing archives 219
Opening Archive Manager 220
Setting up an Application Builder archive 221
Updating an Application Builder archive 222
Removing applications from an Application Builder archive 223
Setting up a User archive 224
Updating a User archive 225
Removing users from a User archive 227
Setting up a Prompt archive 228
Setting a schedule for an archive 229
Performing an immediate archive 231
Section C: Restoring data from archives 233
Opening Restore Manager 234
Changing the archive device 236
Restoring Application Builder applications from an archive 237
Restoring user data 239
Monitoring and Security for the Administrator 209



Archiving and restoring data from archives Standard 1.0

Selecting the languages of prompts to be restored 241
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Overview

Introduction

This chapter explains how to create archives so that you can save frequently

changing CallPilot information while online. It also explains how to restore

selected information from earlier archives.

You access your Archive and Restore tools from the CallPilot Administration

Client, as shown below.

[El CallPilot Administration Client - 47.152.171.131 - C:\CallPilot Administration Client

File “iew Utlties ‘windows Help

B

B CallPiot System

=@ User ddmiistration

O User Creation Templates
5 Users

@ Saved User Searches
[0] Access Classes

H Autoddd

Shared Distribution Lists
[0 Mailbox Classes

[—:I--@ System Administration

% Systern Configuration

-- Server Backup
@ Alarms & Events
@ System Performance kMonitaring

3] Maintenance Administration
Service Administration
Mezzaging Administration
A= Metworking

Internet b ail Clients

g Archive & Restore
=B rchive Manager
B Restore b anager
[A Meszaging Administration
@ Outcaling Administration
Systemn Prompts Customization

For Help, presz F1

[= [349PM 4
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Section A: About archives

In this section

What are archives?

214
Kinds of archive 216
Why restore data from archives 217
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What are archives?

Introduction

Archives are copies of multimedia files from CallPilot. Archives specifically
back up Application Builder applications, personal user data (such as greeting,
messages, and personal distribution list), and customized voice prompts.

You can immediately save archives or schedule them while your system is still
online. If you want to recover the data and restore it to the system, you can select
the specific information you want to restore.

How an archive differs from a system backup

Both backup and archive copy data to tape or to disk. This stored data is not used
unless it must be restored.

Archives

You can selectively restore data from an archive without taking the CallPilot
system out of service. If you restore one or more messages from an archive, they
are added to the messages currently in the user’s mailbox. Any user custom
commands or the user’s personal verification cannot be restored from an archive.
Archive does not save switch-related setup, operational measurement data, event
logs, alarms, system security settings, the networking setup, or queues of
undelivered and time-delayed messages.

Archive and selective restore lets you

= support recovery from inadvertent deletions of a user’s messages or
mailbox, personal distribution lists (PDLs), customized prompts, and
Application Builder applications

= port Application Builder applications from another system
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System backups

After any necessary hardware repairs, your distributor uses the backup data to
restore a complete set of system and multimedia data files (server only) in the
event of disk drive failure or corrupted or lost configuration and messaging data.
Backups also protect your system against data loss due to theft or natural
disasters.

You can back up files to server tape or to another specified device. Backups can
be scheduled or performed immediately from the CallPilot Administration
Client.

You can restore these files to return the server to the state it was in when the
backup was created. You cannot selectively restore data using backup.

Perform system backups frequently and at regular intervals to prevent data loss.

Frequency

As the administrator, you must evaluate whether to create archives or to do
system backups and how frequently you do so, based on the value of the
different kinds of data to your business.
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Kinds of archive

Introduction

Archive Manager enables you to archive constantly changing information on
your system while you are online. There are three kinds of archive:

= user archives

= prompt archives

= Application Builder archives

User archives

User archives let you select the users you want to save. The user data that is
saved includes

= voice and fax messages

= user mailbox greetings (external, internal, and temporary)
m PDLs

m the actual configuration of a user

Note: This release of CallPilot does not support archiving of user-defined
speech-recognition commands. If a user’s mailbox is lost and recovered from an
archive, the user must redefine his or her custom speech-recognition commands.

Prompt archives

Prompt archives include any customized prompts (which are default system
prompts that were substituted by the customer in System Prompt
Customization). You must save all the customized prompts. The default system
prompts are saved when you perform system backups.

Application Builder applications archives

Application Builder archives enable you to select and save any applications
created using Application Builder, whether the application is in service or not.
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Why restore data from archives

Introduction

Restore Manager lets you quickly restore data that is accidentally deleted by a
mailbox user or an administrator.

Users

Users sometimes accidentally delete user messages, PDLs, and user greetings.

The user archive lets you save the data belonging to users, and then choose the

data you want to restore. For instance, you can restore a specific voice message.

Prompts

If you delete a customized prompt, the system automatically returns to the
default system prompt. To recover the customized prompt, restore it from a
prompt archive. You must restore prompts in each language on your system.

Application Builder applications
Application Builder applications are easy to restore from an archive.

You can also copy complex applications from one site to another. Install the
applications by “restoring” them at another site. The second site must be running
the same or a newer version of the CallPilot server and CallPilot software as the
archiving site.
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Section B: Performing archives
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Opening Archive Manager

Introduction

Use Archive Manager to back up your Application Builder applications,
personal data files, and customized voice prompts.

Getting there cCallPilot System > Messaging Administration > Archive & Restore

To open Archive Manager

Double-click Archive Manager.

B Archive Manager - 47.152.171.131 - C:ACallFilot Administration Client

File  “iew Help
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Setting up an Application Builder archive

Introduction

Set up an archive to back up the Application Builder applications of your choice.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Archive Manager

To set up an Application Builder applications archive
1 Onthe File menu, select New, and then select Application Builder Archive.
Result: The New Application Builder Archive dialog box appears.

2 Inthe Archive Name box, type a name for the applications you are
archiving.

3 Inthe Comments box, type additional information about the archive.

4 Inthe Applications List box, click the application you want to include in the
archive.

Hold down Ctrl or Shift to select multiple applications.
5 Click Add.

6  Click Set Schedule to define when the system performs the archive. Follow
the procedure in “Setting a schedule for an archive” on page 229.

7  After completing the schedule, click Save.
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Updating an Application Builder archive

Introduction

Update an Application Builder archive to include new applications that you
created since the archive was defined.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Archive Manager

To update an Application Builder application archive

1  Find the AppBuilder archive in the list of scheduled archives, and double-
click it.

Result: Result: The Application Builder Archive window appears

On the left side, the Applications List contains all the applications that are
defined on your server that are not included in the archive.

2 Inthe Applications List, click the application you want to add to the archive.
Hold Ctrl or Shift to select multiple applications.

4  Click Add to add the selected applications to the archive, or click Add All to
add all the applications in the Application List to the archive.

5 Click Save to save the updated archive.

At this point, you may get an Errors dialog containing a list of applications
that were originally included in the archive, but that have been deleted from
the server. You should remove these applications from the archive by
switching back to the Application Builder Archive dialog and removing the
non-existent users from the archive.

Tip: Double-clicking on a message in the Errors Dialog will scroll the
Application to be backed up list in the Application Builder Archive dialog to a
point at or near the application that needs to be removed from the archive.

6  When all non-existent applications have been removed from the archive,
close the Errors dialog, and press Save again.
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Removing applications from an Application
Builder archive

Introduction

Remove any Application Builder applications from the list of applications in the
archive.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Archive Manager > Application Builder Archive

To remove applications from an Application Builder archive

1 Inthe Applications to be backed up list, hold down Ctrl and select the
applications you want to remove from the archive.

2 Click Remove.
3  Click Save.
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Setting up a User archive

Introduction

Set up an archive to back up only the users that you select.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >

Archive Manager

To set up a User archive

1

On the File menu, select New, and then select User Archive.

Result: The New User Archive window appears.

In the Archive Name box, type a name for the user data you are archiving.
In the Comments box, type additional information about the archive.

Click Filter Users to generate a list of mailboxes for the Mailbox Users list.

Select users from the generated list to include in the User archive. If you do
not specify search criteria for users, the default user list shows all the users
in the system.

Tip: You can perform multiple searches in case you need to specify
different search criteria.

In the Mailbox Users list, click the user you want to include in the archive.
Hold down Ctrl or Shift to select multiple users.
Click Add.

Click Set Schedule. Follow the procedure in “Setting a schedule for an
archive” on page 229.

After completing the schedule, click Save.
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Updating a User archive

Introduction

Update a User archive to include new users you created since the archive was
defined.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Archive Manager

To update a User archive

1  Find the User archive in the list of scheduled archives, and double-click it.
Result: The User Archive window appears.
2 Click Filter Users to generate a list of mailboxes for the Mailbox Users list.

The generated list will not include any users that are already included in the
archive. This step may take some time, depending on how many users
there are on your server.

3  Select users from the generated Mailbox Users list to be added to the
archive.

Note: If you do not specify search criteria for users, the default user list
shows all the users in the system that are currently not included in the
archive.

Tip: You can perform multiples searches if you need to specify different
search criteria.

4  Inthe Mailbox Users list, click the user you want to add to the archive.
Hold Ctrl or Shift to select multiple users.

6 Click Add to add the selected users to the archive, or click Add All to add all
the users in the Mailbox Users list to the archive.

7  Click Save to save the updated archive.

Note: At this point, you may get an Errors dialog box containing a list of
users that were originally included in the archive, but that have been
deleted from the server.
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8 Remove these users from the archive by switching back to the User Archive
dialog and removing the deleted users from the archive.

Tip: Double-clicking on a message in the Errors dialog box will scroll the
Archive Contents list in the Archive Users dialog box to a point at or near
the user that must be removed from the archive.

9  When all deleted users have been removed from the archive, close the
Errors dialog box, and press Save again.
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Removing users from a User archive

Introduction

Remove users that you no longer want to include in a User archive.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Archive Manager > New User Archive

To remove users from a User archive

1 Inthe Archive contents list, select the users you want to remove. Hold down
Ctrl or Shift to select multiple users.

2 Click Remove.
3  Click Save.
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Setting up a Prompt archive

Introduction

Set up an archive to back up only the customized system prompts created in
System Prompt Customization.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Archive Manager

To set up a Prompt archive
1  On the File menu, select New, and then select Prompt Archive.
Result: The New Prompt Archive window appears.
2 Inthe Archive Name box, type a name for the prompts you are archiving.
In the Comments box, type additional information to describe the archive.

4  Click Set Schedule. Follow the procedure in “Setting a schedule for an
archive” on page 229.

5  After completing the schedule, click Save.

See also

For more detailed information about customized prompts, see “Configuring
Basic Messaging Options” in tt@&allPilot Administrator's Guide.
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Setting a schedule for an archive

Introduction

Set the frequency and specific times for the system to perform the selective
archive that you have chosen.

Note: An archive does not necessarily require a schedule. You can create an
archive to use for immediate archiving.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Archive Manager

To set a schedule for an archive

1 Double-click the name of the archive that you want to schedule.
Result: The User Archive window appears.

2 Click Set Schedule.
Result: The Set Archive Schedule dialog box appears.

3 From the Frequency list, select how often the system creates selective
archives. Your selection determines which other scheduling boxes can be
configured.

From the Month list, select a month.
From the Date Of Month list, select a date.
From the Day Of Week list, select the day.

From the Start Time list, select the time.

o N o o b~

To define the maximum amount of time the system waits to perform an
archive if the backup device is busy, from the Maximum extension period
list, select a length of time.

9  To define the device to which the archive is saved, from the unlabeled
Device list, select the device.

10 If the archive saves to disk, go to step 12.
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11 If the archive saves to tape, choose one of the following actions:

Action make sure the

To erase the previous archive data @verwrite check box is checked.
the tape

To format the tape Auto format check box is checked.

12 Click OK.

Note: The schedule is saved only when you save the archive itself.
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Performing an immediate archive

Introduction

Instead of scheduling an archive to run in the future, you can run an existing
archive to save vital and current data immediately.

Before you begin

You must have an existing archive in which to save the data.

Getting there callPilot System > Messaging Administration > Archive & Restore >
Archive Manager

To perform an immediate archive

1 Select an archive.

2 On the File menu, select Archive Now.
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Section C: Restoring data from archives
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Opening Restore Manager

Introduction

Use Restore Manager to restore your archived data.

Getting there CallPilot System > Messaging Administration > Archive & Restore

To open Restore Manager

1 Double-click Restore Manager.

Result: The Restore Device dialog box and the Restore Manager window
appear.

2 Inthe Restore Device dialog box, select the device name that contains your
archive.
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3 Click OK.

Result: The Restore Device dialog box closes and you can work with the
Restore Manager.

B Restore Manager - 47.152.171.131 - C:\CallPilot Administration Client

File “iew Help
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Changing the archive device

Introduction

Select the device on which an archive is saved. You must select from a list of
devices that are defined in the Backup and Restore program.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Restore Manager

To change the archive device
1 Inthe File menu, select Change Device.

2 From the list of archive devices, select the device that contains your
archive.

3  Click Open.

Result: The device containing your archive appears.
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Restoring Application Builder applications
from an archive

Introduction

Restore selected Application Builder applications from an archive back onto
your system.

ATTENTION it there is a working version of the application you want to

restore on your system, you must put the working version out
of service. Then open and save the restored application in
Application Builder and put the restored application into
service.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Restore Manager

Before you begin

Select the archive device that contains the archive you want to restore.

To restore Application Builder applications

1 If the Restore Device dialog box opens, select the archive device that
contains the Application Builder archive you want to restore.

2 In Restore Manager, click the Application Builder archive you want to
restore in part or in its entirety.

3 Onthe File menu, click Open.
Result: The Restore Application Builder dialog box appears.

4 Inthe tree view of Application Builder applications in the archive, make sure
only those applications that you want to restore are checked.
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10

To stop the restoration of applications that have the same name or ID as
applications currently on your system, make sure Do not restore is
selected.

To restore applications that have the same name or ID as applications
currently on your system, and to erase the application on the system, make
sure Overwrite with archive copy is selected.

To restore applications that have the same name and ID as applications
currently on your system and to rename the applications that are being
restored, make sure Restore with new name and ID is selected.

To restore the applications to the same volume on the server on which they
were previously located, make sure Restore to original volumes is selected.

To specify which volume applications are restored, make sure Restore to is
selected, and select the volume number from the list.

Click Restore.
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Restoring user data

Introduction

Select the user data, such as user messages, greetings, or PDLs, from an archive
to restore on your system.

Getting there cCallPilot System > Messaging Administration > Archive & Restore >
Restore Manager

Before you begin

Select the archive device that contains the archives you want to restore.

To restore user data

1 If the Restore Device dialog box opens, select the archive device that
contains the User Archive you want to restore.

Note: If you are restoring files from the current archive, avoid this dialog
box by making sure the Always open with the selected device check box is
checked.

2 In Restore Manager, select a User Archive.
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3 Onthe File menu, click Open.

Result: The Restore Users dialog box appears.

Restore - Roland DelUserD603 HE

Select the type of infarmation to be restored:

" {zer greetings, messages, and/or PDLs for existing users;

Entire user prafile for people who have been deleted since
the backup

&[] (80 Users

Restore | Cancel | Help I

4  Select the type of information that you want to restore. Choose from one of
the following options:

a. User greetings, messages, and/or PDLs for existing users
b. Entire user profile for people who have been deleted since the backup

5  For existing users, in the tree view, make sure only the user data that you
want to restore is checked.

6  For users in the list of deleted users, check the user whose entire profile
you want to restore.

7  Click Restore.
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Selecting the languages of prompts to be
restored

Introduction

Select the language of the customized system prompts to restore on your system.

Getting there callPilot System > Messaging Administration > Archive & Restore >
Restore Manager

Before you begin

Select the archive device that contains the archives you want to restore.

To select the language of the customized prompts that are restored

1 If the Restore Device dialog box opens, select the archive device that
contains the Prompt archive you want to restore.

Note: If you are restoring files from the current archive, avoid this dialog
box by making sure the Always open with this archive device check box is
checked.

2 In Restore Manager, select a prompt archive.
3 Onthe File menu, click Open.
Result: The Restore Prompts dialog box appears.

4 Inthe list of prompt languages, make sure only the languages that you want
to restore are checked.

5 Click Restore.
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Alarms and events

What are events and alarms

Event

An event is a significant occurrence in the system that requires user notification.
Some events warn users of serious problems, such as hardware failure or
software errors. Other events inform users of normal occurrences, such as
password expiry messages and logon notifications. Events are recorded by the
server log as they are generated. They can be viewed or printed at a later time.

Alarm

An alarm is a system notification that lets you know a potential or real problem
has occurred. An alarm is automatically generated whenever an event with a
default severity of Critical, Major, or Minor has occurred.

Working with events and alarms

Three programs let you work with events and alarms:

m  The Event Preferences window lets you customize events by changing their
default severity or by throttling.

= The Event Browser lets you view or print a list of events that have been
stored in the server log.

= The Alarm Monitor lets you view or print a list of alarms generated by the
system.

Event Preferences

You might want to customize an event to prevent it from generating an alarm or
to limit the number of times it generates an alarm during a specific time interval.
You can also customize an event to prevent it from flooding the server log.

m  Changing an event's default severity
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Events that have a default severity of Critical, Major, or Minor
automatically generate alarms. To stop an event from generating an alarm,
you can change its default severity from Critical, Major, or Minor to
Information. If other users are responsible for monitoring events, notify
them before changing the default severity.

= Throttling an event

Event throttling lets you control the frequency with which events are
recorded by the server log. To throttle an event, specify the interval at which
the event is logged and the number of instances that is recorded during that

time period.

Event Browser

The Event Browser lets you view events that have been recorded in the server
log. You might want to view events if you suspect that there is a problem with
system hardware or software, or if system performance has deteriorated. You
might also want to view events on a regular basis to ensure that your system is
working properly. Use the Event Browser to view the time an event occurred, the
object that generated the event, and the cause of the event.

»  Eventfiltering

To reduce the number of events shown in the Event Browser at one time,
you can set up a filter that screens the log for events that meet your
specifications. Events can be filtered according to their code, type, severity,
or interval.

m  Filtering and throttling

Filtering and throttling are easily confused. Filtering is a utility run from
the Event Browser that lets you view a list of events that have been stored in
the server log. Throttling is controlled from the Event Preferences window

and lets you determine how often events are recorded in the server log.

Alarm Monitor

The Alarm Monitor window is used to view the details of alarms. From this
window, you can view the details of an alarm, such as the code and severity of
the event that raised the alarm, the time at which the event was logged, the
program that generated the event, and the cause of the event.
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The first time that a Critical, Major, or Minor event triggers an alarm, an entry is
created in the Alarm Monitor list. Each time the event occurs, the Alarm

Monitor updates the time and date assigned to the alarm. Only one instance of an
alarm appears at any time in the Alarm Monitor.

When you have investigated an alarm and decided on an appropriate course of
action, you can clear the alarm from the Alarm Monitor.

248

CallPilot



April 2000 Introduction to monitoring CallPilot

Disk space usage

Introduction

The performance of your CallPilot system depends, to some degree, on the
amount of available disk space. Without enough disk space, the server cannot
perform adequately. In some circumstances, the server can stop functioning.

What monitoring disk space involves

For the most part, monitoring disk space involves watching for alarms. You can,
however, take a more active role by monitoring

m disk usage
= Nortel directory disk space

= MMFS volumes (which store voice and fax messages and other related
multimedia files such as user mailboxes, greetings, voice prompts, and
voice menus)

m the database that stores all user information and system statistics, such as
the number of calls processed within a certain period of time

Disk usage

The Disk Usage Report in Reporter provides information on the disk usage for
all the disk drives on the server.

To conserve server disk space, logfiles older than 90 days are automatically
removed at the start of each new backup or restore.

Monitoring the Nortel directory disk space

This involves waiting for alarms to be raised. You can, however, determine how
much free space exists on this disk using the Server Performance Monitor
(SPM).
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Monitoring MMFS volumes

This involves waiting for alarms to be raised as available disk space becomes
limited. You can, however, display or print reports on MMFS volume disk usage
using Reporter. These reports indicate disk space usage patterns, which can help
you plan a strategy to deal with limited disk space.

Monitoring the database
You cannot monitor the database disk space directly. However, an alarm is raised
if the database reaches its expected limit.

The database is created during installation and is designed to be large enough to
store the full amount of anticipated system data. Under normal operation, the
database should never fill up.

In some systems, particularly new ones for which usage patterns have yet to be
established, the database might approach its expected limit. If this happens, you
must determine the cause and provide a solution.

How disk usage is monitored

The following tools are available for monitoring disk usage:

s Disk Usage window

This window is used to view the current status of your hard disk to verify
how much disk space is available.

s  Server Performance Monitor

The SPM provides detailed information on the disk space available on the
system.

= Reporter

In Reporter, you can view reports about system performance after you
perform a download of OMs from the server to your client personal
computer.

You can also do the following actions to reduce the amount of used disk space:

m  Decrease the amount of time that the system retains messages before they
expire if you discover that the MMFS is getting full.
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= Reduce the amount of storage space that is allocated to users. You can
change this requirement only after the fact (for example, in case a user
already has many messages stored in his or her mailbox).

s Reduce the amount of time for which OMs are collected and retained on the
hard disk.
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Server performance

Introduction

Server performance data provides valuable information about your server’s
resources. Knowledge of server performance data can help you to

= monitor overall resource usage

= identify periods of abnormal system activity

= predict system resource usage

m  determine whether system resources are adequate

How server performance is monitored

Monitor server performance by using the SPM to review information about
processor usage, available memory, and available storage space.

You might want to view server performance daily to ensure that the server is
working properly. You might also want to view data if your server’s performance
has deteriorated.
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Hardware problems

Detecting hardware problems using fault management

Fault management is a term that describes how the CallPilot server detects and
notifies you of potential or real hardware problems (faults).

The following is an overview of how CallPilot monitors hardware problems. For
more hardware monitoring and troubleshooting information, seastedlation
and Configuration Guidéor your server type.

Event processing

The CallPilot server processes events to detect hardware problems and raises
alarms to notify you when these problems occur.

All events are reported to the Fault Management Server, an invisible subsystem
within the server operating system. The Fault Management Server enables the
CallPilot server to listen and respond to its clients.

Alarm notification

When an alarm appears in the Alarm Monitor, you must investigate the problem,
isolate it, and fix the cause of the problem. This last step clears the alarm from
the Alarm Monitor.

Detecting hardware problems

You become aware of a hardware problem when an alarm is raised. All hardware
faults produce an alarm (or series of alarms, depending on the problem) in the
Alarm Monitor.

Other indications of a hardware-related problem include

= user complaints

= call processing difficulties, such as busy signals, static, dropped calls,
trouble connecting, cross talk (hearing other conversations)
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m  system administrator log on difficulties
m the appearance of an icon on the Maintenance window

Isolating hardware problems

The following elements can be used to isolate hardware problems:

= the Alarm Monitor to investigate one or more raised alarms

m the Event Browser to investigate a series of events that occurred around the
time an alarm was raised

» the Maintenance window if you suspect or discover a problem with a
particular hardware component

With this window, you can view a component’s state to determine whether
the component is disabled or off duty.

You can also run diagnostic tests and view their results. Diagnostic test
results can help you determine if a piece of hardware needs to be replaced.

You might also want to do the following tasks:

m  Check the CallPilot configuration.

If CallPilot is not configured properly, you might get errors such as calls not
being answered. If there are complaints about system performance, and you
cannot detect a hardware problem, then check the CallPilot configuration.

m  Check the switch configuration.

If the switch is not configured properly, it affects the call flow from the
switch to the server.

s Check the Service DN table configuration.

If calls are not answered (ringing but no answer), check that the Service DN
table is configured properly and that the caller is dialing the correct DN. If a

caller is dialing a DN that is not listed in the Service DN table, then the call

is not answered.
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Introduction

Channels carry digital voice, fax, and speech recognition data from the switch to
the server. When the data reaches the server, multimedia channels process the
data accordingly, depending on the type of transmission (voice, fax, or speech
recognition).

Channel state

If the server has difficulty processing incoming calls, view the state of all
channels simultaneously on the client. The following states indicate the current
activity or status of each channel. How frequently and when these states change
depends on

= which channels are installed and properly configured

= whether a channel is busy transporting data or waiting for a call to be made
»  whether a channel has been stopped

m  whether a channel is out of service (Off Duty)

How channel states are shown
Each channel is represented by a marker in the Channels window. These markers
change color to indicate the current state.

The colors or characters are interpreted by viewing the State Legend and Count
at the bottom of the Channels window.

Multimedia channel states

Multimedia channels are configured to process different types of incoming call
data; voice, fax, or speech recognition. Each channel is represented by a marker
in the Multimedia Channels window. Each marker contains a character that
represents the type of media the channel is configured to process.

Stopping and starting channels

Stop channels to take healthy channels out of service before performing
diagnostics, upgrades, or installations.
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Start channels to put channels back into service following diagnostics, upgrades,
or installations. Also, if the problem with an unhealthy channel has been
resolved and the channel is ready to be operational, you must start the channel to
put it back in service.

Channel distribution

If users are complaining that lines are busy, the distribution of calls over the
existing channels might not be balanced. This can occur if the system does not
have the optimum distribution of voice, fax, and speech recognition channels.
For example, if the system is not receiving many fax calls, there might be some
idle fax channels. At the same time, the voice channels might be overloaded. Fax
or speech recognition channels can be reassigned to another function to relieve a
temporary imbalance in the distribution of calls.
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Reports

Introduction

Reporter is a software program that helps you analyze and manage your
CallPilot system. Reporter converts raw statistics (Operational Measurements)
from your server into easy-to-read reports. These reports can help you to

=  establish a baseline pattern of normal system behavior
= monitor system usage

m  assess your system’s overall efficiency

m  detect potential system problems

= monitor system security

= bill users for service usage

= track your administrator-level actions

= plan for future enhancements

Reporter provides reports on the performance of your CallPilot system. You can
also configure alerts to warn you when system activity is unsatisfactory or when
dangerous performance levels have been reached.

For more information and instructions on how to use Reporter, refer to the
Reporter Guide

Establish a baseline

Generate reports on a regular basis to establish a pattern of normal behavior, or
“baseline,” for your system. A baseline lets you differentiate between normal
system activities and unusual or suspicious activities. Once you have established
a baseline, you can use reports to identify potential problems.
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Evaluate system usage and efficiency

Study reports to help you assess the overall efficiency of your system and decide
whether changes are necessary. Among other things, reports can show you

= how long callers wait before their calls are handled
= how many callers abandon their calls

= how often callers access each service or feature

= how many calls are processed by each channel

= how much free disk space is available

Detect potential system problems

Analyze the information in reports to identify potential system problems, such as
hardware failures or inadequate resources.

Some of the potential problems that can be detected through reports are

= hardware failures

= inadequate resources

m inefficient usage

Monitor system security

If you are concerned about the security of your system, reports can help you
detect potential hacker activity.

Bill service usage

Reports can also help to simplify your billing process. Bill-back reports monitor
how often users access services that have a fee associated with them (for
example, long distance).
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Track administrator actions

Reporter can retrieve and display administrator activities. The Administration
Journal provides detailed information about administrator-level actions. It
records information on

= user administration, such as changes to users, shared distribution lists, and
mailbox classes

®  messaging administration, such as changes to message delivery
configuration, internet mail clients, security administration properties, and
restricted permission lists

=  system administration, such as changes to Application Builder

If you need to trace administrator actions, you can create an administration
report and customize it using the filtering and sorting options.
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About server events

Introduction

Events

This chapter describes how to view and filter events that are generated on the
server.

Events are occurrences on the CallPilot server, such as applications opening or
closing, or errors being reported. Some events are for information only. Events
are categorized by severity. These events appear in the CallPilot System window
on the administrative PC in the Event Browser and Alarm Monitor, and in the
Windows NT Event Viewer on the server. The Alarm Monitor does not report
information-level events.

Event severity

Events are assigned a default severity, as described below.

Critical

These events indicate that a service-affecting condition has occurred and an
immediate corrective action is required. Critical events are reported when a
component is completely out of service and you must take immediate action to
restore it. For example, an event can indicate that the file system has crashed.

Major

These events indicate that a service-affecting condition has developed and an
urgent corrective action is required. The event condition can cause severe
degradation in server performance, and you must restore full capacity. For
example, the event can indicate that the file system is 100 percent full.

Minor

These events indicate that a non-service-affecting fault condition exists, and that
you must take corrective action to prevent a more serious fault. For example, an
event can indicate that the file system is 90 percent full.
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Information

These events indicate that something noteworthy has happened on the system,
but do not mean that there is a problem. For example, an information-level event
can indicate that a service has started or stopped. These events are displayed in
the Event Browser but not in the Alarm Monitor.

System events

System events such as Windows NT driver events appear as event code 40592 in
the Event Browser and in the system log in the Windows NT Event Viewer.

Security events

Security auditing is enabled on the server. Suspicious actions by a user are
logged as event code 40593 in the Event Browser and in the security log in the
Windows NT Event Viewer. This is an information event, so it does not appear in
the Alarm Monitor.
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Using the Event Browser versus the Alarm
Monitor

Introduction

The Event Browser and Alarm Monitor both show events that occur on the
server. These programs provide many common features for viewing events. The
table below lists each feature and the program that offers the feature.

The main advantage for the Event Browser is that you can perform detailed
filtering by several categories, including severity and event code range. You can
also specify a number of latest events to view, so that you see only recent events.

The main advantage for the Alarm Monitor is that it automatically appears in the
foreground of the desktop when an event occurs. This immediately alerts you to
a problem. You can specify whether the Alarm Monitor is displayed in the
foreground for only critical events, major and critical events, all events, or if it
stays in the background.

Event Browser versus Alarm Monitor feature matrix

Feature in Event Browser in Alarm Monitor
view events Yes Yes

view online Help for an |Yes Yes

event

sort events by category Yes Yes

save a list of events Yes No

print a list of events Yes Yes

view minor, major, critical|l Yes Yes

events

view information events Yes No
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Feature in Event Browser in Alarm Monitor

filter events by code, typg,Yes No
severity, latest events

filter events using Event |Yes Yes
Preferences window

automatically show the |No Yes
window in the foreground
when an event occurs

clear an event No Yes
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Changing the event log size

Introduction

The event log resides on the server and stores a record of all events that occur on
the server. You must log on to the server to change the event log size.

CAUTION
& Risk of affecting server performance

Only qualified Nortel Networks technicians should make changes
to the log settings. If you change the size settings, the results affect
the performance of the server and the number of events that can be
stored.

Event wraparound

The event log size is fixed. It does not increase in size as new events are added to
the log. When the log is full and a new event is generated, the server removes the
oldestevent report in the log and replaces that record with the newest one.

CAUTION
& Risk of affecting server performance

Do not change the event log wrapping mechanism and size.

Impact of log size changes

If you reduce the size of the event log, then the server can store fewer events. If
you increase the event log size, you reduce the amount of available disk space on
the server and might slow the response times for retrieving events from the
Event Browser.

Application events such as CallPilot events are stored in the Application log. If
you change the Application log size, you also change the number of CallPilot
events that are stored.
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Default event log size

If you change the log size for the CallPilot server, do not use the Default button.
The settings for this button correspond to the Windows NT default settings.
During a CallPilot installation, the log settings are set to the following defaults:

Log name Size Event log wrapping

Application log 8 Mbytes Overwrite events as needed.

System log 512 kbytes Overwrite events as needed.
Security log 512 kbytes Overwrite events as needed.

To change the event log size

1 Log on to the server as Administrator.

2 Choose Start > Programs > Administrative Tools (Common) > Event
Viewer.

Result: The Event Viewer appears.

1 Event Viewer - Spstem Log on \AICCMNGEMNG Hi=] E3

Log “iew Optionz Help
Date Time Source Category Ewvent User Computer

L 0 2 ou o | e ]
@12/7/98 T10:16:27 Ak BROWYSER MNone 8011 A |ICCMMGEMNG
@12/7/98 T10:16:27 Ak BROWSER MNone 8011 A ICCMMNGEMNG
@ 12/7/98 10:04:27 Ak BROWSER MNone 8011 A ICCMMNGEMG
@12/7/98 10:04:27 A BROWSER MNone 8011 INZA ICCMMNGEMG
&12/7/98 10:04:27 A BROWSER MNone 8011 INZA ICCMMNGEMG
&12/7/98 9R226 AM BROWSER MNone 8011 INZA ICCMMNGEMG
&12/7/98 9E2:26 AM BROW'SER MNone 8011 INJA ICCMMNGEMG
&12/7/98 9E2:26 A BROWSER MNane 8011 INJA ICCMMNGEMG
&12/7/98 3:40:25 Ak BROWSER MNone 8011 [ ICCMMNGENE
@ 12/7/98 9:40:25 Abd BROWYSER MNone 8011 INA |ICCMMGERNG
@ 12/7/98 9:40:25 Abd BROMWYSER MNone 8011 [N A |ICCMMGERNG
@ 12/7/98 9:28:25 A BROWYSER MNone 8011 A |ICCMMGERNG
@12/7/98 9:28:25 A BROWYSER MNone 8011 A |ICCMMGEMNG
@12/7/98 9:28:25 A BROWYSER MNone 8011 A |ICCMMGEMNG
@12/7/98 91624 A BROWSER MNone 8011 A ICCMMNGEMNG
@ 12/7/98 F16:24 A BROWSER MNone 8011 A ICCMMNGEMG
@12/7/98 1624 A BROWSER MNone 8011 INZA ICCMMNGEMG
&12/7/98 9:04:24 A BROWSER MNone 8011 INZA ICCMMNGEMG
&12/7/98 9:04:24 A BROWSER MNone 8011 INZA ICCMMNGEMG
&12/7/98 9:04:24 A BROW'SER MNone 8011 INJA ICCMMNGEMG
1 12/7/98 80224 A BREOWSER INone 8011 [iA, |CCMMNGEMNE I
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3  Choose Log > Log Settings.
Result: The Log Settings dialog box appears.

Ewent Log Selttings

Change Settings for |3 (] 4

Cancel

Mawirmurm Log Size: I 512 E Kilobytes [B4K Increments) Default
Event Log YWiapping

aiilg].

Help
' Ovenwrnite Events as Needed

& Ovenwrite Events Older than I 7 E Days

¢ Do Mat Ovenarite Events [Clear Log Manually)

4  Change the size of each log in the dialog box.

Note: CallPilot events are stored in the Application log. Change the
Application log size to change the number of CallPilot events that are

stored.
5 Click OK to accept the changes.

Choose File > Close.
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Using the Windows NT Event Viewer

Introduction

The Windows NT Event Viewer on the CallPilot computer provides event and
log information. Most information provided by the Event Viewer on the server

can also be viewed through the Event Browser on the client on the administrative
PC.

When to use
Use the Windows NT Event Viewer on the server to view information that you
cannot view through the Event Browser on the client. This information includes

m  database events (from the application log)
= server debug events (from the application log)
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To open the Windows NT Event Viewer

1 Log on to the server as Administrator.
2 Choose Start > Programs > Administrative Tools (Common) > Event
Viewer.
Result: The Event Viewer appears.
: Event Viewer - Spstem Log on \\ICCMNGENG A=l E3
Log Miew Options Help
Date Time Source User Computer
U i~ 1] ] = L S Mb

127788 10:16:27 AM BROWSER /A ICCMNGENE
12785 10:16:27 AM BROWSER /A ICCMNGENE
©12/7/98  10:04:27 AM BROWSER YA ICCMNGENE
12798 10:04:27 AM BROWSER YA ICCMNGENE
©12/7/93  10:04:27 AM BROWSER YA ICCMNGENS
©12/7/95 95226 AM BROWSER YA ICCMMNGENE
©12/7/95 95226 AM BROWSER YA ICCMMNGENE
©12/7/95 95226 AM BROWSER MiA ICCMMNGENE
©12/7/95  240:25 AM BROWSER MiA ICCMMNGENE
©12/7/98  940:25 AM BROWSER MiA ICCMMNGENE
©12/7/98  940:25 AM BROWSER MiA ICCMMNGEMNE
©12/7/98 92626 AM BROWSER MiA ICCMMNGEMNE
©12/7/95 92526 AM BROWSER MAA ICCMMGENE
@12/7/95 92525 AM BROWSER NAA ICCMMNGENE
©12/7/95 21624 AM BROWSER NAA ICCMMNGENE
12785 21624 AM BROWSER /A ICCMNGENE
©12/7/98  T1624AM BROWSER YA ICCMNGENE
©12/7/98 20424 AM BROWSER YA ICCMNGENE
©12/7/95 30424 AM BROWSER YA ICCMNGENS
©12/7/95 20424 AM BROWSER YA ICCMMNGENE
[ 12/7/98 85274 Ab BEOWSEE: MiA ICCMNGENE =

3 From the Log menu, select one of the following options:

a. Click Application to view application, database, and server debug
events.

b. Click Security to view security events.

c. Click System to view system events.
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Section A: Using the Event Browser

In this section

Viewing events in the Event Browser 272
Filtering events in the Event Browser 275
Saving and printing a list of events from the Event Browser 278
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Viewing events in the Event Browser

Introduction

The Event Browser shows events that occur on the server.

Default filtering

By default, only the latest 1@itical events are displayed in the Event Browser.
You can change the filter to view all events. For more informatior,Skering
events in the Event Browsesn page 275

Getting there cCallPilot System > System Administration > Alarms & Events > Event
Browser
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To open the Event Browser

1 Select Alarms & Events > Event Browser.

Result: The Event Browser window appears.

_L__’ Event Browser - NTORI164 - Toronto Lab =] E3
File  iew Help
&|[& ﬂ 32| [16 listed event(s] @ &3 (n2
1 Time Stamp Ewvent Code Event Type Object [D Ihstance | Description
T g , 0 Alam Set Ciitical op g
honday, August 24, 1938 12:00:... 40552 Alarm Set Critical Fault: NT Log Ma... 0 Ewent from MT Swster
Thursday, August 20, 1938 11:15. 40892 Alarm Set Critical Faul: HT Log Mo... 0 Ewent from MT Suster
Thursday, August 20, 1938 11:15,,. 40592 Alarm Set Critical Fault: MT Log Mo... 0 Ewvent from MT Suster
Thursday, August 20, 1338 11:13... 40532 Alarm Set Critical Fault: NT Log Mo... 0 Ewent from MT Swster
Thursday, August 20, 1995 11:13. 40892 Alarm Set Critical Fault: MT Lag Ma... 0 Ewent from MT Supster
Monday, August 17, 1998 1:40:3.., 40592 Alarm Set Critical Fault; MT Log Mo... 0 Ewvent from MT Spster
Friday, August 07, 1338 4:13:05 ... 41550 Alarm Set Critical Sz Manager Libr.. 0 The S5k could nat stz
Friday, August 07, 1998 4:08:31 ... 40592 Alarm Set Critical Fault: T Log Ma... 0 Evwent from NT Spster
4] |
For mare infarmation about an Event Code, double-click on the item in the list. MNLUM

2 If you must adjust the column widths, place the cursor on the bar between
the column heading names and scroll to the left or right.

Sorting events

To sort the list of events in the Event Browser, click the header of the column by

which you want to sort. For example, to sort the events by type, click the Event
Type header.

Default order
The default order lists the latest event first.
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To view help for event codes
The online Help contains more information about each entry, including a
recovery path to correct or further investigate the problem.
1 Double-click the event in the Event Browser.
Result: The Event Details dialog box appeatrs.
2  Click Help on Event.

Result: Online Help appears for the event. The following is an example.

Bl Server Event & Return Code Reference M=l E3
Help Topics Back Optionz

Event Code: 44517

Severity Critical

Description Call Channel Resource Package Service Provider start up ervar. Errar reported is related to the
reported AP,

Impact Call Processing functionality not available.

Recovery Action Reboot. Call Customer Support Service Representative if problem persist.
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Filtering events in the Event Browser

Introduction

If you want to reduce the number of events shown in the Event Browser at one
time, you can screen the event log to view a specific number of the most recently
filtered events.

Filter settings

You can set the filter to display

a specific number of latest events, or all events that are retrieved from the
server

events of a certain severity (critical, major, minor, information)
a specific event code range, or all event codes

a specific type of alarm (alarm set, alarm cleared, or message)
events that occurred during a specific date and time interval

Note: The filter combines the filter settings from each category.

Default filter

The default filter setting shows the latest 100 critical events.

Example

At BestAir (an imaginary company name used in examples only), system
engineer Jane Oliver is testing a new server component. Before she performs the
tests, she changes the filtering criteria to display all events, including

information events. These events tell her whether system components are
starting up or not. When Jane finishes her tests, she changes the filtering criteria
back to the default setting.
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Getting there cCallPilot System > System Administration > Alarms & Events > Event
Browser

To view all events

1  From the Event Browser, select File > Change filter criteria.

Result: The Set Event Filter Properties window appears. The Report and
Severity page appears first.

Set Event Filter Properties - NMTORI164 - Toronto Lab HE

Fepoart and Severity l Code and Type ] Interval I

Report Severity
— ¥ Critical
= event(s]
[~ Major
Al gverts [ Minor

[~ Information

0k | Cancel Help

2  Click All Events.
Click all the Severity levels.
4  Click the Code and Type tab.
Result: The Code and Type page appears.

Set Event Filter Properties - NTORI164 - Toronto Lab HE

Report and Severty  Code and Type l Intewal]

Type

= AllCodes
" Code Range
W Alarm Cleared

W Meszage

WV Alarm Set

Ok | Cancel Help

5 Click All Codes.
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6  Click each box in the Type column.
7  Click the Interval tab.

Result: The Interval page appears.

Set Event Filter Properties - NTORI164 - Toronto Lab EE
Report and Severity | Code and Type  Interval |
Start On EndOn
i & Last Event
" Start time ¢ End Time
Tiimme: I S ::ll Tiime: I H ::ll
[ates Iﬁ_ﬁ [ate; ﬁ

(1] I Cancel | Help |

8 To view all events, ensure that the date and time boxes are blank.
9 Click OK to change the filter.

Result: The Event Browser window is updated and the new and changed
event information appears.

To filter events to show a subset of all events

To view a subset of events, follow the steps in “Getting there” on page 276,
except specify the criteria (for example, events occurring on a specific day) that
you are looking for. Events that match the criteria on all tabs in the Set Event
Filter Properties sheet are listed in the Event Browser.
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Saving and printing a list of events from the
Event Browser

Introduction

You can save or print any relevant sections of the event log. If you have a
problem with your system the log can help technical support representatives
conduct a thorough analysis of your system.

Getting there cCallPilot System > System Administration > Alarms & Events > Event
Browser

To save a list of events into a file
1 Select Alarms & Events > Event Browser.

Result: The Event Browser appears.

_L__. Event Browser - NTORI164 - Toronto Lab M=l E3
File  iew Help

&l ﬂ E [16 listed event(s] @ &2

} Tirne Stamp Ewvent Code Event Type Severity Ihstahice | Description
Le : 1. Alarm Set nitica s - Desklop zer force logout

M onday, August 24, 19958 12:00:... 40552 Alarm Set Critical Fault: NT LogMa... 0 Ewent frarm MT Syster
Thursday, August 20, 1938 11:15.,. 40592 Alarm Set Critical Fault: NT Log Mo... 0 Ewvent from MT Spster
Thursday, August 20, 1338 11:15..40532 Alarm Set Critizal Fault: NT Log Mo... 0 Ewvent fram NT Syster
Thursday, August 20, 1998 11:13... 40532 Alarm Set Critical Fault: NT Log ta... 0 Ewent frar MT Syster
Thursday, August 20, 1998 11:13. 40832 filarm Set Critical Faul: NT Log ko, 0 Ewvent fram MT Spster
Monday, August 17, 1998 1;40:3.., 40592 Alarm Set Critical Fault: MT Log bo... 0 Event from MT Sygter
Friday, August 07, 1933 4:13:05 ... 41580 Alam Set Critical Sys Manager Libr... O The SM could nat stz
Friday, August 07, 1992 4:08:31 .. 40892 Alam Set Critical Faul: HT Log Mo... 0 Ewent from MT Syster
q o
For more information about an Event Code, double-click on the item in the list. LIk
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If you want to save only some of the events, then highlight the events you
want to save.

Choose File > Save Event Log.
Result: The Save As dialog box appears.

Select All events (to save a list of all events) or select Selected event(s) to
save only the highlighted events.

Note: Ensure that you have selected the specific events you want to save
first.

Click OK.

Result: A dialog box appears for you to provide a filename and select a
location.

Enter a recognizable filename and location.

Result: The events are saved in the file you specified.

To print a list of events from the Event Browser

Note: The Print Preview option allows you to preview the print job, and then
print your selection.
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1  From the CallPilot System, select System Administration > Alarms &
Events > Event Browser.

Result: The Event Browser appears.

¥® Event Browser - NTORI164 - Toronto Lab [_ [O]x]
File “iew Help

% (& J ﬁ [16 listed event(s] @ &(n2

Event Code Event Type Seventy

Monday, August 24, 1398 12.00... 40592 alam el Crtical  Faul NT Log Mo...0 Evert iom NT Syster
Thursday, August 20, 1538 11:15...40532 Alarm Set Critical Fault NT Log Mo... 0 Ewvent from MT Syster
Thursday, August 20, 1938 11:15..40832 Alarm Set Critic.al Fault NT Log ka... 0 Ewvent fram MT Syster
Thursday, August 20, 1998 11:13...40532 Alarm Set Critical Fault: NT Log Mo... 0 Ewvent from MT Spster
Thursday, &ugust 20, 1338 11:13...40632 Alarm Set Critical Fault WT Log to... 0 Ewvent from NT Syster
Monday, August 17, 1995 1:40:3.. 40592 Alarm Set Critical Fault: MT LoagMa... 0 Ewent frar MT Syster
Friday, August OF, 1998 41305 ... 41550 Alarm Set Critical Sy Manager Libr.,. 0 The 5 could not ste
Friday, August 07, 1338 4:03:31 .. 40532 Alarm Set Critical Fault: MT Log Mo... 0 Event fram MT Syster
4] i
For mare infarmation about an Event Code, double-click on the item in the list. ML

2 If you want to print only some events, then press Ctrl and select the events
you want to print.

3  Choose File > Print.

Result: The Print dialog box appears.
4  Click All to print all events or Selection to print only the highlighted events.
5 Click OK.

Result: The report prints.
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Section B: Using the Alarm Monitor

In this section

Viewing events in the Alarm Monitor

282
Specifying when the Alarm Monitor appears in the foreground 284
Showing the Alarm Monitor in the background 285
Clearing active alarms 286
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Viewing events in the Alarm Monitor

Getting there CallPilot System > System Administration > Alarms & Events > Alarm
Monitor

To open the Alarm Monitor

By default, the Alarm Monitor appears in the foreground when an event occurs.
If you cannot see the Alarm Monitor or if it has been closed, follow the steps in
this procedure.

1 Select Alarms & Events > Alarm Monitor.

Result: The Alarm Monitor window appears.

L" Alarm Monitor - NTORI164 - Toronto Lab

File “iew Help

Sl ¥ @& &

} Time Stamp |Event Code | Severity Object 1D Instance Description
Tuesday, August 25, 1998 340134 40752 I ajaor Cotfiguration Magmt ... 0 Failed to communizate with
Monday, August 24, 1993 126337 PM - 44346 I ajor Maintenance Server 0 Time aut trying to build insta
fMonday, Sugust 24, 1993120324 P 41504 I ajor System Manager Ser.. 0 Internal emor in service nbbk
fMonday, August 24, 1993 1200:43 PM - 40592 Critical Fault: NT Log Monitor 0 Event fram MT System Log[
4| | o
For mare information about an Event Code, double-click on the item in the list. Active dlarms: Critical= 1 b ajor=3 Minor=0 LIk

Tip: If you must adjust the column widths, click the cursor on the bar
between the column heading names and drag the cursor to the left or right.
To refresh the Alarm Monitor

Choose View > Refresh to update the Alarm Monitor window with current
information.
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It is possible for the Alarm Monitor to show fewer alarms after refreshing the
screen if alarms are cleared by other processes.

Sorting events

To sort the list of events in the Alarm Monitor, click the header of the column by
which you want to sort. For example, to sort the events by type, click the Event
Type header.

Default order
The default order lists the most recent event first.

To view help for event codes
The online Help contains more information about each entry, including a
recovery path to correct or further investigate the problem.
1 Double-click the event in the Alarm Monitor.
Result: The Event Details dialog box appears.
2  Click Help on Event.

Result: Online Help appears for the event. The following is an example.

Bl Server Event & Return Code Reference M=l E3
Help Topics Bachk Options

Event Code: 44535

Severity Minor

Description Call Channel Resource DS30 Service Provider Maintenance failed. Error reported is related to
the reported API. Ohiect Instance iz not svailable.

Impact Mairtenance operation not performed.

Recovery Action Call Customer Support Service Representative if problem persist.
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Specifying when the Alarm Monitor appears in
the foreground

Introduction

By default, the Alarm Monitor appears in the foreground of your display when
any event occurs. However, you can specify the severity of alarm that determines
when the Alarm Monitor appears in the foreground.

To specify when the Alarm Monitor appears in the foreground

From the CallPilot Administration Client, select the Utilities menu. Click one of
the following options:

m Alert All Alarms - This option shows the Alarm Monitor window every
time an alarm is registered or updated.

= Alert Major and Critical Only - This option shows the Alarm Monitor
window every time a Major or Critical alarm is registered or updated.

m Alert Critical Only - This option shows the Alarm Monitor window every
time a Critical alarm is registered or updated.
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Showing the Alarm Monitor in the background

When to use

If you do not want to see the Alarm Monitor every time it receives and updates a
new alarm, you can set it to appear in the background of your display.

To set the Alarm Monitor to appear in the background

From the CallPilot Administration Client, select the Utilities menu. Click Alerting
Off.

Result: The Alarm Monitor is moved to the background. When a critical
alarm is registered, the Alarm Monitor window taskbar flashes until the
Alarm Monitor window is brought to the foreground.

Note: If you select Alerting Off and then minimize the Alarm Monitor, the
minimized Alarm Monitor flashes when a critical alarm is registered until the
Alarm Monitor window is restored.
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Clearing active alarms

When to use

You can clear alarms from the Alarm Monitor in one of two ways:

m  The CallPilot server automatically clears alarms when the alarm condition
changes.

= You can clear alarms manually.

When you clear an alarm you remove the selected alarm (but not the event that
raised it) from the active alarm list. You also remove the selected alarm from the
list shown in the Alarm Monitor. If the event occurs again, however, the alarm
reappears in the Alarm Monitor.

Example

At BestAir, an alarm appears with the description “Disk is 90% full.” Mark
Brown, the system administrator, checks the system disk space, removes
temporary files, and considers ordering a larger hard drive. Only after he has
resolved the problem does he clear the alarm from the Alarm Monitor.

Getting there cCallPilot System > System Administration > Alarms & Events > Alarm

Monitor
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To clear an alarm

1 Select Alarms & Events > Alarm Monitor.

Result: The Alarm Monitor window opens.

£ Alarm Monitor - NTORI164 - Toronto Lab

File “iew Help
Sl =] =& o

L Time Stamp |Event Code |Severit_l,l |Dbiect 1D |Instance |Description

Tuesday, August 25,1998 34013 4M 40752 ke ajor Configuration Mgmt ... 0 Failed to communicate with
Fonday, August 24, 1938125937 PM 44346 b ajor Maintenance Server 0 Time out trping to build insta
fonday, August 24, 1993120324 P 41504 b ajor Syztem Manager Ser.. 0 Internal emor in service nbbk
fonday, August 24, 1993 120043 P 40592 Critical Fault: MT Log Monitor 0 Evwent from NT Syztem Log|
< | i
For mare information about an Event Code, double-click an the item i the list. Active Alarmz: Critical= 1 Majar=3 Minar=0 MM

2  Select the alarm you want to clear.

3  Choose File > Clear Alarm.

Result: A dialog box asks you to confirm that you would like to clear the
selected alarm.

Clear Alarm

/"f' Alarm Code <41248> is selected to be CLEARED.
. Are pou sure’?

4  Click Yes.

Result: The alarm entry is removed from the Alarm Monitor.
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Section C: Filtering events using the
Event Preferences
program

In this section

Throttling events (reducing the frequency of events)

290
Filtering by changing event properties 292
Adding, changing, and deleting event preferences 293
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Throttling events (reducing the frequency of
events)

Introduction

Event throttling lets you control the frequency with which the same event is
recorded by the event log and appears in the Event Browser, Alarm Monitor, and
Windows NT Event Viewer. This prevents these windows and the event log from
becoming overcrowded. If too many instances of each event are recorded, there
might not be enough space in the event log to record more important events.
Also, viewing too many instances of each event can overwhelm users, causing
them to overlook important events.

To set throttling on only specific event codes
To set throttling on specific event codes, $&dding, changing, and deleting
event preferencésn page 293

Getting there callPilot System > System Administration > Alarms & Events > Event
Preferences
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To define throttling parameters for all events

1 Select Alarms & Events > Event Preferences.

Result: The Event Preferences window appears.

$# Event Preferences - NTORI164 - Toronto Lab

File  iew Help

4l sk x|&] = x|

$Event Code Seventy | Interval | Threshold D ezcription

Critical 5 PC uzer force logout notification.

4] 2

For Help, press F1 MUK

2 Choose File > Default Throttling.

Result: The Set Default Throttling Properties window appears.

Set Default Throttling Properties - NTORI164 - Tor___ & E3

General l

¥ En

Interval: |30 = minutels]

Mumber: |10 _:I event(s]

Save | Cancel Help

3 Select Enable.

4  Type avalue in the Interval and Number boxes. This determines the
number of times the same event (Number box) can be recorded in the
Event Log in a period of time (Interval box).

5 Click Save to apply the throttling properties and to return to the Event
Preferences window.
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Filtering by changing event properties

Introduction

You might want to override the default severity or throttling parameters of any
event code for the following reasons:

= to increase the severity of an event (for example, from information to
minor) so that the event is displayed in the Alarm Monitor when it occurs

= to reduce the severity of a recurring alarm to information so that the event
does not appear in the Alarm Monitor

= to set the throttling parameters to reduce the frequency an event is
generated

Previous occurrences of the event are not affected. You can revert to the default
event definition at any time by deleting the event preference for that event code.

Adding an event preference to change the properties of an event

The Event Preferences program enables you to add an event preference for an
event code. In the event preference, you can specify the severity and throttling
parameters for a specific event code. ‘@e#tling, changing, and deleting event
preferencéson page 293

Example

At BestAir, CallPilot server is generating a critical alarm because of a database
error. The system engineer, Jane Oliver, has ordered a replacement for the
malfunctioning disk drive that is causing the problem. Since she is aware of the
problem, Jane does not want to see an alarm on her console every time the error
occurs.

Jane can add an event preference for this event code to reduce the severity of the
error from critical to information. After the new disk is installed, she can delete
the event preference to restore the severity to critical.
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Adding, changing, and deleting event
preferences

Introduction

When you add an event preference, you can change the default severity or
throttling parameters for a specific event code. For examples and more
explanation, segFiltering by changing event propertiem page 292

Getting there cCallPilot System > System Administration > Alarms & Events > Event
Preferences

To add an event preference

1  From System Administration, select Alarms & Events > Event Preferences.

Result: The Event Preferences window appears.

1 Event Preferences - NTORI164 - Toronto Lab

File “iew Help
| Slrxe| = 2|

Event Code Severity | Interval | Threshold [Descripti

& logout notification.

KN | i

Faor Help, press F1 UM
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2

Choose File > New.

Result: The New Event Preferences Properties sheet appears.

Mew Event Preference Properties - MTORI164 - Toront.. JE [E3

General |
Code: IE Sevatity: IEritic:aI 'I
Throttling

Interval: |3U E mirte(s]
Mumber: |1D _l; event(z)

Save I Cancel | Help |

In the Code box, type the event code for which you want to change the
default severity or throttling parameters.

Note: The CallPilot server does not accept unrecognized event codes. For
a complete list of valid event codes, go to the Event Browser and select
Event Code Reference from the Help menu.

From the Severity drop-down list box, select the severity you want to assign
to the event.

Fill in the Interval and Number boxes. These boxes enable you to limit the
number of times (Number box) the event can be recorded in the Event Log
in a period of time (Interval box).

Example: In 30 minutes (the interval), allow the event to be logged a
maximum of 10 times (the number).

Click Save to apply the event preference.

Result: The event preference is added to the Event Preferences window.

294

CallPilot



April 2000 Viewing and filtering server events

To change an event preference

1  From the CallPilot System, select System Administration > Alarms &
Events > Event Preferences.

Result: The Event Preferences window appears.

1 Event Preferences - NTORI164 - Toronto Lab

File “iew Help

3l slnx|= = ok

fEvent Code Seventy | Interval | Threghold Degcription

40820 Critical ] PC usger force logout notification.

4] )|

Far Help, press F1 MUK

2 Double-click the event preference you want to change.

Result: The Edit Event Preference Properties sheet appears.

Edit Event Preference Properties - NTORI164 - Toront...

General ]
Code: Severity: | Critical =
Throttling
Interval: |3 _|::| mirnutels]
Mumber: (10 j event(s]

Save | Cancel | Help

3 Modify the settings as required.
4  Click Save apply the changes.
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To delete an event preference

1  From the CallPilot System, select System Administration > Alarms &
Events > Event Preferences.

Result: The Event Preferences window appears.

{# Event Preferences - NTORI164 - Toronto Lab

File “iew Help
3| SR x| & |
Event Code Severty |Interval | Threshold D escription

Critical 5

4] | i

Far Help, press F1 MUM

2  Select the event preference you want to delete.
Result: The event preference is highlighted.
3 Choose File > Delete.

Result: A dialog box appears asking you to confirm that you want to delete
the entry.

4  Click Yes to confirm the deletion.
Result: The entry is deleted from the window.

5 To return to the CallPilot Administration Client, choose File > Exit.
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Section D: Configuring CallPilot to send
SNMP traps to an NMS

In this section

Overview

298
Configuring SNMPs on the CallPilot server 299
Configuring an NMS to receive CallPilot traps 302
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Overview

Introduction

This section describes how to configure the CallPilot server to send Simple
Network Management Protocols (SNMP) traps to a Network Management
System (NMS). When this service is configured you can work with server
alarms on an NMS.

Two examples of NMS clients that you can configure to use this service are the
MAT Alarm Notification and the HP Openview tools. The procedure in this
section uses the MAT Alarm Notification tool as one example of how to
configure an NMS.

The configuration has two parts:

= configuring SNMP on the CallPilot server so that the traps are directed to
an NMS

= configuring the NMS so that it can receive the CallPilot SNMP traps
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Configuring SNMPs on the CallPilot server

Introduction

Windows NT provides a Simple Network Management Protocol (SNMP) v1
agent that runs as a service on the CallPilot server. This service can be
configured so that the SNMP traps generated by the CallPilot server are directed
to a Network Management System (NMS) that resides on your site network.

In the following procedure, you stop the SNMP service, configure SNMP, and
then restart the SNMP service.

To configure SNMP to forward traps to an NMS

1 Onthe CallPilot server, select Start > Settings > Control Panel. Double-click
Services.

Result: The Services window appears.
2 Inthe Services list, select SNMP.
3  Click Stop.
Result: The SNMP service stops.
4  Click Close.
Result: The Services window closes.
5  From the Control Panel, double-click Network.
Result: The Network window appears.

6  Select the Services tab.
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7

10

11

12

13

In the list of Network Services, select SNMP Service. Click Properties.

Result: The Microsoft SNMP Properties window appears.

Microsoft SNMP Properties [ 2] ]
Agent  Traps ]Security]

The SMMP Service provides netwark. management over TCPAP
and IF#/SF protocols. IF traps are required, one or more
community names must be specified. Trap destinations may be host
names, |P addrezzes, or [P addresses.

LCommunity M anne:

=]
Remove

Trap Destinations:

85.46.100.5

Add. | Edit.. | Remave |

ak. | Cancel | |

Select the Traps tab.

If no community name is defined in the Community Name field, type public .
Click Add.

To add a trap IP destination, go to the bottom of the Trap Destinations list
box and click Add.

Result: The Service Configuration window appears.
Type in the trap IP address of the NMS you want to use. Click Add.
Result: The IP address is added.

Repeat steps 10 and 11 to add all the NMS clients that you want to receive
the traps.

Click OK.

Result: The Microsoft SNMP Properties window closes.
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14

15

16
17

18

Click Close.

Result: The Network window closes.

From the Control Panel, double-click Services.
Result: The Services window appears.

In the Services list, select SNMP.

Click Start.

Result: The SNMP service starts.

Click Close.

Result: The Services window closes.

Monitoring and Security for the Administrator 301



Viewing and filtering server events Standard 1.0

Configuring an NMS to receive CallPilot traps

Introduction

Once the CallPilot server is configured to send traps to an NMS, then you
configure the Network Management System (NMS) to receive these traps.

The following procedure uses the MAT Alarm Notification tool as an example of
how to configure an NMS.

Network Management Systems

There are a number of NMS systems that you can use to receive and interpret
traps. Each one requires a different setup.

This chapter covers the MAT Alarm Notification NMS only. However, by using
the CallPilot Management Information Base (MIB) files it should be possible to
set up other NMS systems to interpret CallPilot traps.

Management Information Base files

The CallPilot SNMP MIB files describe the CallPilot trap format. The network
administrator might want to look at these files when configuring an NMS to
receive CallPilot SNMP traps.

The MIB files are nbflt. mib and nt-ref.mib. They are SNMP v1 MIB files and
can be used on an NMS system.

The MIB files are available

= on the CallPilot Server CD, in the directory platform\default\nortel\data\
= on the CallPilot server in the directory D:\Nortel\data\
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Alarms

The CallPilot server generates alarms. Alarms with the following severity levels
are sent out as SNMP traps to the NMS:

s O undefined

s 1 critical
= 2 major
= 3 minor

To configure MAT Alarm Notification to receive CallPilot SNMP traps

1 From the MAT Alarm Notification window, select Configuration > Run
Options.

Result: The Alarm Notification Run Options Property Sheet appears.

2  Select the Control Files tab. The Control Files tab lists three files:
Devices.txt, Config.txt, and Scripts.txt. You must modify each of these files.

Alarm MNotification Bun Options
General Control Files ] Notification]

These files contain the notification scripts and configuration
information. Click the browse button to open and edit
individual flles. Pleaze see help for more information.

Maote: Changes to the control filez will not take effect until the
next start or restart,

Scrpts

Browse...

darmn M otificationsContral Fil

LConfiguration

|E:\mat'\C0mm0n D ataalarm Notification’, Browse...

Devices

|C:\mat\Common D ataAlarm Motification’, Browse...

Ok | Cancel | | Help |
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3

To modify Devices.txt, click Browse beside the file name.

Result: The Open dialog box appears with the file name selected.

Lok jn: Iacontml Files j gl

E Config. tat
=] Devices.tut
=] Scripts.tat

File name: Open

Files of type: IScript Files [~ kat] j Cancel |

Click Open.

Result: The file opens in an editor where you can modify the file.
Modify the file as follows:

m  FILE: Devices.txt

In this file, add the following line:

CALL_PILOT IP_ADDRESS_OF_SERVER

where:

CALL_PILOT is the name displayed under Device Type in the MAT Alarm
Notification window. It can be any value.

IP_ADDRESS OF_SERVER the actual IP address of the server that sends
the traps to this NMS client.

Example: CALL_PILOT 47.235.12.85

To modify Config.txt, click Browse beside the file name.

Result: The Open dialog box appears with the file name selected.
Click Open and Modify the file as follows:

m  FILE: Config.txt

In this file, add the following block of text:
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device CALL_PILOT 6.1 6.2 6.3 6.4 {

1.3.6.1.4.1.562.3.8.1.5.2.1.2.0 string
$nbFItAlarmTimeStamp "Event Time"

1.3.6.1.4.1.562.3.8.1.5.2.1.3.0 integer
$nbFItAlarmEventCode "Error Code"

1.3.6.1.4.1.562.3.8.1.5.2.1.4.0 integer
$nbFltAlarmEventType "Alarm Type"

1.3.6.1.4.1.562.3.8.1.5.2.1.5.0 integer
$nbFltAlarmEventSeverity "Severity"

1.3.6.1.4.1.562.3.8.1.5.2.1.8.0 string
$nbFltAlarmOriginator "Component Name"

1.3.6.1.4.1.562.3.8.1.5.2.1.9.0 string
$nbFltAlarmDescription "Operator Data"

}

where:

CALL_PILOT is the same name that is defined in the Devices.txt file.
8 To modify Scripts.txt, click Browse beside the file name.

Result: The Open dialog box appears with the file name selected.
9  Click Open and modify the file as follows:

m  FILE: Scripts.txt

In this file, add the following blocks of text:

/* This is a sample definition for using a log file. All events sent to this
notification are appended to the filename defined below. Note that Windows
"long" file names are not supported. */

notification file CALLPILOT _file {

filename:="c:\Nortel\callpilot_log.txt";

/* This is a sample definition for using a numeric pager */

Monitoring and Security for the Administrator 305



Viewing and filtering server events Standard 1.0

notification npager CALLPILOT_NumericPager {

phone:="9,378-6388";

/* if pager has PIN number insert */
/* pin:="101565"; */
}

where:

CALLPILOT_NumericPager is any name (it is used in the script code
below)

"9,378-6388 " is the pager number

/*******************************/

/* Scripts for CALLPILOT Traps */

/*******************************/

/* Add the following lines */
script CALLPILOTScript {

/* This rule looks for all CallPilot events and remaps them to the

MAT event format */

rule check_critical {

if ($CurrentTrapDevice="CALL_PILOT") {
/* Prints event to MAT Alarm Notification console - optional*/

send(con,"CALLPILOT alarm: ",

$nbFltAlarmTimeStamp," - ",
$nbFItAlarmEventCode," - ",
$nbFltAlarmEventType," - ",
$nbFltAlarmEventSeverity," - ",
$nbFltAlarmOriginator,” - ",
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$nbFltAlarmDescription);
[* Appends event to log file - optional*/
send(CALLPILOT _file,"NGEN alarm: ",
$nbFltAlarmTimeStamp,"” - ",
$nbFItAlarmEventCode," - ",
$nbFItAlarmEventType," - ",
$nbFItAlarmEventSeverity," - ",
$nbFItAlarmQOriginator,” - ",
$nbFItAlarmDescription);
[* Sends message to numeric pager - optional */

send(NGEN_NumericPager,$nbFItAlarmEventCode);

Note: These three files are located in [MAT)\Common Data\Alarm Notification\
Control Files where [MAT] is usually C:\MAT.

10 After modifying the files, click OK.

Result: The Alarm Noatification Run Options Property Sheet closes.
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11 In the MAT Alarm Notification window, select Maintenance > Start.

Result: CallPilot traps appear in the MAT Alarm Notification window list
view as they are generated by the CallPilot server.

thT Alarm Notification

File Edit “iew Mantenance Configuration Help
SR | 1[8| o

M &l W Citical M Major W Minor M Info W Others

IS[= E3

Severty | Emor Code | Device Type | Device Mame | Time
Major 41555 Call_PILOT 241 .

@ Critical 41530 CALL_PILOT 4723510241 12/17/3309:4328 BA1
Minor 40303 CaLL_PILOT 4723510241 12/17/93 09:46:53 B

Trap Type | Operator Data

Cannat open pi

The Supstem Manager does not exiz
Thiz zervice key did not exist in the

|

| |

Console:

Compiling file 'C:4rathCommon D atahAlarm Naotificationt Contral Fileshsoripts. tat! -
Beginning execution at Fri Dec 17 093:42:24 1939

End of execution at Fri Dec 17 09:42:37 1333

Compiling file 'C:4rathCommon D atahAlarm Naotificationt Contral Fileshsoripts. tat!

Beginning execution at Fri Dec 17 093:43:01 1999

End of execution at Fri Dec 17 09:43:04 1333

Compiling file 'C:4rathCommon D atahAlarm Naotificationt Contral Fileshsoripts. tat!

Beginning execution at Fri Dec 17 09:44:35 1999

For Help, Press F1 Running since 12417./39 09:44:35
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Viewing and filtering client PC events
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Overview

Introduction

This chapter describes how to view and filter events that are generated on the
client PC.
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Viewing client PC events

Default filtering

By default, all client PC events are shown in the PC Events browser. You can
change the filter to view all events. For more information,’s@e&ering events
in the PC Events browseon page 312

Getting there CallPilot Administration Client Explorer > Utilities > PC Events

To open the PC Events browser
1 Double-click PC Events.
Result: The PC Events browser window opens.

2 If you need to adjust the column widths, place the cursor on the bar
between the column heading names and scroll to the left or right.

Sorting events

To sort the list of events in the PC Events browser, click the header of the
column by which you want to sort. For example, to sort the events by User, click
the User header.

Refreshing the window

The window is automatically updated every five seconds. To update the window
immediately with the latest events, click ViewRefresh.
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Filtering events in the PC Events browser

Introduction

Filtering is a process that enables you to select the types of events you want to
view. Filter events if you do not want to see all events, or if you want to see only

specific types of events.

When you open the PC Events browser, all events are shown regardless of any
filter you have defined. Before you can view only filtered events, you must
create the filter using the Change Filter Criteria option, and then apply the filter.

You can filter events according to severity, code, user ID, site, and system. The
filter criteria that you define for each category are combined to create one filter.
If you are not satisfied with the filter, you can make changes or clear filter
settings.

Getting there CallPilot Administration Client Explorer > Utilities > PC Events
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To create a filter or to change the filter criteria

ATTENTION

The filter does not take effect until you click Apply Filter in
the Change Filter Criteria window. You have to apply the filter
each time you open the PC Events browser in order for the
filter to take effect. The filter does not automatically stay in
effect.

1 Inthe PC Events browser window, on the File menu, click Change Filter

Criteria.

Result: The Change Filter property sheet appears. This property sheet
includes tabs for the different categories of possible filter criteria: Severity,
Code, User, Site, System.

Change Filter

Severity IEode I Uzer I Site I Systeml

Available ltems: Selected for filker:

I ajor
Miror

Infarmation

[ 7]

4 Eemoye

[

Constiucted Filter:

]

[Elear Filter |
AnnlmEter |
;I Help |

2 Click the Severity tab.

3 Click the criteria in the Available Items list that you want to include and then
click Add to include them in the Selected for filter list.
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4  Repeat steps 2 and 3 for each tab that contains criteria you want to include
in the filter.

Result: The combined filter that includes all the filter criteria from each tab
is shown in the Constructed Filter field.

Note: You can use the Clear button to clear filter criteria from the current
tab. You can use the Clear Filter button to clear filter criteria from all tabs.

5 If you want to apply the filter, click Apply Filter.

6  When you are satisfied with the filter, click Close to save and exit.
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Section A: Viewing switch configuration
and server settings

In this section

About switch configuration and server settings 318
Viewing the switch settings 319
Viewing the server settings 320
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About switch configuration and server
settings

Introduction

This section describes how to view information about the current switch settings
and CallPilot server settings on your system. You might need this information
when you communicate with product support personnel.

Switch configuration is performed during the installation of the CallPilot
application. You cannot reconfigure the switch from the client. For more
information on configuring the switch, see thetallation and Configuration
Guidespecific to your server.
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Viewing the switch settings

Introduction

Use the Switch Resource window to view the current switch settings.

Getting there cCallPilot System > System Administration > System Configuration >

Switch Resource

Switch Resource - HMTORI164 - Toronto Lab HE
Switch Configuration I
Switch Type: IM‘I j
i~ Switch Infarmation
Customer
MNumber: rE
M ame: |M1
IP Address: |4?-25-25-25
Subtype: IDption 51C j
Releasze: I j
Drescription:
Cloze I Help |
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Viewing the server settings

Introduction

The Server Settings window on the administrative PC shows information about
your CallPilot system, including the following elements:

= system name

m  software version (release) number
= serial number

m  keycode

n  feature information

Getting there cCallPilot System > System Administration > System Configuration >
Server Settings
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To view server settings

1  From System Administration, select System Configuration > Server

Settings.

Result: The Server Settings window appears.

Note: Based on the type of switch that you have and the features included
in your keycode, the content of your window might vary from the example

below.
£ Server Settings - 47.152.171.131 - C:\CallPilot Administration Client
File “iew Help
sz ol
58 Caifio CallPilot -

CallPilot Yersion:
Max. Client PC Sessions:

Resource Limits:

Information about this limit could not be found in the local database.

02.01.01
100

Limit Description:
Maximum ports

The following untr ted information was retrieved:
Limit ID: 3

Limit Name: MAX_PORTS

Limit Value: 24

=
Faor Help, press F1 W 4
2 Inthe left pane, click on CallPilot to see information about the CallPilot
server system.
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3

i Server Settings - 47.152.171.131 - C:ACallPilot Administration Client
File “iew Help

In the left pane, click on a feature to see information about that feature.

a3 ol¥|

(43 Caliot

AMIS Metworking

lication Builder

Application Builder Pra

Desktop Messaging

Enterprize

Fax Messaging

MNMS

= SMTF Metworking

= Speech Recognition Meszaging

ipplication Builder
ipplication Builder is a graphical tool that allows the creation of

accessed by internal and external callers.

applications such as voice menus and auto attendants which can be

|

322

I
Faor Help, press F1 W 4
4  Choose File > Close to exit from the Server Settings window.
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Section B: Monitoring disk space
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Overview

Introduction

This section describes the general steps to take to maintain an even distribution
of data on your system hard disk so that it performs efficiently and to capacity.

The performance of your CallPilot system depends, to some degree, on the
amount of available disk space. Without enough disk space, the server cannot
perform adequately. In some circumstances, the server can stop functioning.

Nortel Networks systems are engineered to provide adequate space to meet your
data storage and system operation requirements. You must, however, monitor
disk space occasionally to ensure space does not become too limited.

Disk partitions

Disk partitions refers to two partitions of the disk:
m  The Multimedia File System (MMFS) contains messages and greetings and
other changing CallPilot data.

»  The database includes administrative information such as user profiles,
which include user names and directory numbers, and operational
measurements (OMs), which are raw data about the system.

What monitoring disk space involves

For the most part, monitoring disk space involves watching for alarms. You can,
however, take a more active role by monitoring the following units of storage:

Nortel directory disk space

You can determine the percentage of free disk space for the fixed disk containing
the Nortel directory using the Server Performance Monitor (SPM).

For more information on monitoring the Nortel directory disk space, see
“Monitoring Nortel directory disk spaten page 326
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MMES volumes

The MMFS volumes store all voice and fax messages and other related
multimedia files, such as user mailboxes, greetings, voice prompts, and voice
menus.

Of all the disk space on the system, the MMFS volumes are most likely to fill up
first. Monitor them frequently to determine any changes in usage patterns.

For more information on monitoring MMFS volumes, SEmnitoring
Multimedia File System volumé&sn page 327

The database
The database stores all user information and system statistics, such as the
number of calls processed within a certain time period.

For more information on monitoring the database, dénitoring the
databaseon page 333

Nightly audit deletes expired files

Each night, the CallPilot server performs an audit that cleans up expired files in
the Multimedia File System and the system database.

In particular, the audit removes user messages from the MMFS that have passed
their expiry date and expired OMs from the system database.
See also

For more information on the hard disk and the MMFS, seititallation and
Configuration Guiddor your server type.
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Monitoring Nortel directory disk space

Introduction

To monitor the disk space available for the Nortel directory, you must wait for
alarms to be raised. You can, however, determine how much free space exists on
this disk using the Server Performance Monitor (SPM).

For information on how to use the Server Performance Monito6&et@n D:
“Monitoring server performanceon page 337

Alarms

Although you can use the SPM to monitor the Nortel directory disk space,
alarms are raised if logical disk space becomes limited. Different alarms are
raised depending on how much disk space is left on the logical drives.

Alarm Amount of space left
Major less than 10%
Critical less than 5%
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Monitoring Multimedia File System volumes

Introduction

The MMFS volumes store all voice and fax messages and other related
multimedia files, such as user mailboxes, greetings, voice prompts, and voice
menus. The server can have more than one volume, depending on the overall
capacity of the system to process calls. When an MMFS volume is full, no new
files can be created on that volume.

If an MMFS volume has less than 10 percent of disk space left, you must free up
enough space to clear the alarms.

Note: When you lower the retention period for user messages you do not affect
the database. You must be clear about which parts of the hard disk (either the
database or the MMFS) are approaching a point where they are nearly full.

What monitoring MMFS volumes involves

Monitoring MMFS volumes involves waiting for alarms to be raised as available
disk space becomes limited. You can, however, display or print reports on
MMFS volume disk usage using Reporter. These reports indicate disk space
usage patterns, which can help you to plan a strategy to deal with limited disk
space.
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Alarms

Although you can use Reporter to monitor MMFS volumes, alarms are raised as
MMFS volumes fill up. Different alarms are raised, depending on how much
disk space is left for the MMFS volume.

Alarm Amount of space left
Major less than 10%
Critical less than 5%

When alarms are raised, a warning box appears indicating the volume ID and the
percentage full. To clear an alarm, you must free up disk space on the MMFS
volume for which the alarm was raised.

Clearing alarms

Alarms are cleared when less than 88 percent of MMFS volume disk space is
being used. To clear alarms, you must free up space on the MMFS volume for
which the alarm was raised.

= If one MMFS volume is full while other volumes are empty, you can move
users’ mailboxes from the full volume to another one.

m  Disk space usage patterns on voice mail systems fluctuate, because voice
messages are constantly created and deleted. If all volumes are filling up,
you can do the following actions to reduce the size of mailboxes:

» Send a broadcast message asking users to delete unneeded messages.

m Look at user usage reports to determine which users are using a lot of
space, and talk to them about it.

m Delete unneeded mailboxes that might be filling up with broadcast
messages.

= Reduce the maximum space allowed for some or all mailboxes so the
system tells users their mailboxes are full.

= Reduce the read message retention time on some or all mailboxes so that
the automatic message deletion cleans up more messages sooner.

= In an application using automatic read message deletion, disk usage
typically increases from Monday to Friday. Disk usage decreases over the
weekend as read messages are deleted and few new ones are created. When
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you understand these patterns you can better plan a strategy to deal with
disk space problems.

m If the system is chronically low on space, consider purchasing additional
storage from Nortel Networks, particularly if you need to add new users to
the system.
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General methods to monitor disk space

Introduction

You have several ways to monitor how much disk space is available on your
system.

Disk Usage window

In the Disk Usage window, available from the System window, you can view the
current status of your hard disk to verify how much disk space is available.

Server Performance Monitor

The Server Performance Monitor (SPM) provides detailed information on the
disk space available on the system.

Refer toSection D: Monitoring server performan¢eon page 337

Reporter

In Reporter, you can view reports about system performance after you perform a
download of OMs from the server to your administrative PC.

The Multimedia File System Usage report helps you determine if the level of
user messages is getting too high. The Disk Usage Report provides information
on the usage of all disk drives on the server.

For more information, refer to tiReporter Guide

Administrative actions

You can perform certain actions to reduce the amount of used disk space.

Message retention

Decrease the amount of time that the system retains messages before they expire
if you discover that the MMFS is getting full.

330 CallPilot



April 2000 Monitoring the server

Storage space

Reduce the amount of storage space that is allocated to users. You can change
this requirement only after the fact (for example, in case a user already has many
messages stored in his or her mailbox).

OM retention

The system database collects OMs on the hard disk depending on the type of
specified OMs and for a specified amount of time. If the database is getting full,
reduce the amount of time for which those OMs are collected and retained on the

hard disk.

ATTENTION  gocause the hard disk is partitioned, reducing the message
retention time affects only the MMFS. Reducing the OM
retention time affects only the database storage levels.

See also

For more information on message retention and storage space allocation, refer to
“Setting up mailbox classes” in taministrator's Guide

For more information on OM retention, referGbapter 2, Configuring
operational measuremerits
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Section C: Monitoring the database

In this section

[08]
W
~

Monitoring the database using alarms
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Monitoring the database using alarms

Introduction

The database stores user information, system configuration information, and
various statistics that are collected by the system. You cannot monitor the
database disk space directly. However, an alarm is raised if the database reaches
its expected limit.

Database limits

The database is created during installation. It is designed to be large enough to
store the full amount of anticipated system data. Under normal operation, the
database should never fill up.

In some systems, particularly new ones for which usage patterns have yet to be
established, the database can approach its expected limit. If this happens, you
must determine the cause and provide a solution.

ATTENTION  Aga precaution against disk failure, the database expands

slightly to accommodate data beyond the anticipated limit.
However, this is a safety feature. The underlying problem must
be addressed as soon as possible.

Causes and solutions

System and user information use only small amounts of database disk space and
will not fill up the database. The following are likely reasons why the database
reaches its anticipated limit:

OMs are too detailed or stored for too long

OMs are statistics collected by the system. Based on the level of detail and the
length of time for which these statistics are stored in the database, more or less
disk space is used.
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To reduce the amount of OM data that is collected, you must reduce the retention
period or change the level of detail for which the system collects statistics. See
Chapter 2, Configuring operational measuremeénts

Note: When you lower the retention period for OMs you do not affect the

MMFS. Similarly, lowering the retention period for user messages has no impact
on the database. You must be clear about which parts of the hard disk (either the
database or the MMFS) are approaching a point where they are nearly full.

The system is under-engineered

Systems are shipped with a database large enough to accommodate the initial
requirements of customers. If your estimated usage patterns change or if your
number of users grow, you might need to purchase additional disk space.
Contact your distributor for details.
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Section D: Monitoring server
performance

In this section

About the Server Performance Monitor 338
Viewing server performance data 339
Printing server performance data 341
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About the Server Performance Monitor

Introduction

This chapter describes how you can monitor the day-to-day hardware and
software operations of your system.

The Server Performance Monitor (SPM) lets you keep track of the day-to-day
hardware and software operations of your system. The window includes
information about processor usage, available memory, and available storage
space. You might want to view server performance daily to ensure that the server
is working properly. You might also want to view data if your server’s
performance has deteriorated.

Server performance data
Server performance data provides valuable information about your server’s
resources. This data lets you

= monitor overall resource usage

= identify periods of abnormal system activity

= predict system resource usage

m  determine whether system resources are adequate

Note: Server performance data is updated every ten seconds.
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Viewing server performance data

Introduction

You can view server performance data daily to ensure that the server is working
properly. You can also view data if your server’'s performance has deteriorated.

Getting there cCallPilot System > System Administration > System Performance
Monitoring > Server Performance Monitor

=& Server Performance Monitor - Lismer - Toronto Lab

File “iew Help
S| @\
£ Time and Date % Proceszor Usage Free Rk [Eptes) | % Free Dizk Space
Tuesdap, September 07, 1998 367 46PM  9.395 2B963968 28
Tuesday, September 01,1938 25736 PM 11,261 26300416 28
Tuesday, September 07, 1338 3:57:26 P B.7EE 26316800 28
Tuesday, September 01,1938 35716PM  10.643 26218496 28
Tuesday, September 07,1338 35706 PM 9716 26394624 28
Ready MUK

The Server Performance Monitor window

The SPM window displays a list of server performance data. Each row
represents a snapshot of the state of the server at a particular point in time.
Details of each event are displayed in columns under appropriate headings.
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When to contact technical support

When using the SPM, consider contacting technical support in the following
situations:

If CPU usage (% Processor Usage) remains near 100 percent

If CPU usage occasionally peaks to 100 percent, but generally remains below 80
percent, there is no need for concern. If CPU usage consistently peaks at 100
percent, system limits might have been reached. You might need to upgrade to a
platform with a higher CPU capacity.

ATTENTION High CPU usage can result in lost calls and a slow system

response time.

If free disk space is consistently below 15 percent
If free disk space is consistently below 15 percent, you might require more disk
space. You might also need to clean up the current disk or database.

If memory usage is consistently near 100 percent

If memory usage is consistently near 100 percent, you might require more
memory. High memory usage can also indicate that system processes are
consuming memory without releasing it when they are finished.

ATTENTION High memory usage causes frequent disk swapping and

severely degrades system performance.
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Printing server performance data

Introduction

You might want to print system performance data if system performance has
started to deteriorate and you want to track its progress.

Getting there cCallPilot System > System Administration > System Performance
Monitoring > Server Performance Monitor

To print selected data
1 Click the server performance data that you want to print.
2 On the File menu, click Print.
Result: The Print dialog box appears.
Click Selection for the Print Range.
4  Click OK.

Result: A copy of your report prints on your default printer.

To print all data
1  On the File Menu, click Print.
Result: The Print dialog box appears.
2 Click All for the Print Range.
3  Click OK.

Result: A copy of your report prints on your default printer.
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Managing channels
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Section A: Managing call channels

In this section

Overview 346
About call channels and their states 347
Viewing call channel states 352
Starting and stopping call channels 355
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Overview

Introduction

Call channels carry digital voice, fax, and speech recognition data from the
switch to the server. When the data reaches the server, the multimedia channels
process the data according to the type of transmission.

You can monitor individual call channels through the Channel Monitor window

to ensure that the distribution of calls is as balanced as possible, and to view the
state of all channels. As required, call channels can also be removed from
service to perform diagnostics, upgrades, or installations. When the maintenance
or diagnostics are complete, the call channels are restarted and put back into
service, as outlined itStarting and stopping call chanrietg page 355

ATTENTION In this release of CallPilot, there are limitations on starting

and stopping call channels on Rolm, Lucent and Mitel
switches.

See “Stopping call channels” on page 357 for complete
information and procedures.
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About call channels and their states

Introduction

Call channels run on links between the switch and server to carry digital voice
data. The state of each call channel configured on the system is monitored
through the Channel Monitor window.

By default, the Channel Monitor window refreshes every five seconds to display
any changes in the state of a call channel. You can change the refresh rate to one
or two seconds. For detailed instructions, ‘SEechange the refresh raten

page 354

Channel Monitor window

The Channel Monitor window displays the state of all call channels configured
on the system.

[# Channel Monitor - 47.152.171_131 - C:\CallPilot Administration Client

File “iew Help

ol

D530xChannels |01[02]03]04]0s]08 |07 Joafoa1af11]

? psani trrrTRPRERYYY

e D302

| Active ?Idle [ Test T Loading | No Resources g Mot Configured fﬂemote [ellow] Alarm

L OfDuty g RemoteOff Duty b Disabled [ ShuttingDown & PowerOF % Local [Red) Alam

Ready

s
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The Channel legend that appears near the bottom of the window interprets the
channel indicator icons to indicate whether a channel is active, idle, off duty, and
so on. For an explanation of the call channel states, ref@hannel statéson

page 349

The status bar at the bottom of the Channel Monitor window displays status
information for a selected channel, including

m the configured location of a selected call channel and its state (for example,
(1,4) Idle) where:
1is the number of the card
4 is the number of the selected channel
Idle is the current state of the selected channel
= the icon showing the operational status of the switch

= the directory number (DN) for the selected call channel (for example,
3236104)

= the icon showing the operational status of the server

= the icon showing the operational status of the Simplified Message Desk
Interface (SMDI) link

Ready P itide o wmI4 &

Note: If an icon is marked with an X, the associated switch or server is not
operational.

Call channel coordinates

You can identify a call channel’'s physical location by viewing its location in the
Channel Monitor window. Click any call channel and its coordinates are
displayed in the status bar at the bottom of the Channel Monitor window. For
example, if you select the first call channel on the second card, the status bar
displays the coordinates (2,1) for the second card, first call channel (Card 2,
Port 1).

348
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The coordinates and status of each call channel can also be identified by holding
the cursor over the selected call channel. The coordinates for the call channel
and its current state are displayed. For example, call channel 3 on link #2 might
appear as

(2,3) Idle

Channel states

The channel state, or current activity, for each call channel on the system is
displayed on the Channel Monitor window. The reason and frequency that these
states change depends on whether the channels are

= installed and properly configured
= busy transporting data or waiting for incoming data
= stopped or out of service (Off Duty)

A legend explaining the meaning of the color and position for each channel
marker is displayed at the bottom of the Channel Monitor window. The
following table lists the available channel states, and provides a brief description
of the meaning of each state.

Channel state Description

Active The call channel is working and currently transporting
call data from the switch to the server.

Idle The call channel is working but not currently
transporting call data from the switch to the server.

In Test The call channel is undergoing diagnostic testing.

Loading The call channel has been started, which takes it out of

the Off Duty state. This state occurs quickly and is
immediately followed by the Idle state.

No Resources The hardware required for call channels to operate is
not installed or not operating properly.
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Channel state

Description

Not Configured

Remote (Yellow)
Alarm

Off Duty

Remote Off Duty

Disabled

Shutting Down

Power Off

Local (Red) Alarm

The hardware has been installed, but the call channel
has not been properly configured.

A yellow alarm is sent by the receiving T-1 device to
the transmitter device. It indicates to the transmitter
device that a red alarm condition exists at the receiver
device. The yellow alarm is sent for as long as the red
alarm condition exists at the receiver device.

The call channel has been stopped.

The channel might have stopped as the result of a
problem with the channel, a problem with a parent
component, or someone taking the channel off duty.

The call channel was taken out of service at the
switch.

The call channel has been disabled, perhaps as the
result of a failed diagnostic or hardware failure.

The call channel has been stopped. This state occurs
quickly and is immediately followed by the Off Duty
state.

The electrical current has been turned off to the
selected card.

A red alarm condition occurs when Receive Loss of
Synchronization (RLOS) has existed for 2.5 seconds
(default) on incoming data. This condition exists until
the synchronization has been recovered and remains
recovered for 12 seconds (default).
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Disabled channels

A call channel can be put into a Disabled state as a result of a failed diagnostic
test or hardware failure on the call channel card.

If a call channel fails a diagnostic test, it is put into a Disabled state. The call
channel must pass the same diagnostic test before it is put into the Off Duty
state. Once the channel is in Off Duty state you can return it to the Idle state.
Refer to the diagnostic test results for instructions on how to fix the call channel.
You can view the diagnostic test results through the Diagnostic pane of the
Maintenance program.

If a call channel is placed in a Disabled state as the result of a hardware problem,
the hardware problem must be corrected before the call channel is put back into
the Off Duty state. Once the channel is in Off Duty state you can return it to the
Idle state. Run diagnostic tests on the call channel from the Maintenance
program to determine the cause of the problem. After the problem is corrected,
rerun diagnostics to ensure that the call channel is operational.

Once the problem has been corrected, the channel must be restarted, as outlined
in “To start off-duty channél®n page 356
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Viewing call channel states

Introduction

Use the Channel Monitor window to view the state of all call channels
simultaneously in the Channel Monitor window on the client to determine
whether channels are Active, Idle, Off Duty, or Disabled.

If channels are Off Duty, Remote (Yellow) Alarm, or Local (Red) Alarm, use the
Hardware maintenance utility to diagnose the problem.

Getting there CallPilot System > System Administration > Maintenance
Administration > Channel Monitor
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To view call channel states

1 Double-click Channel Monitor.

Result: The Channel Monitor window appears, showing the state of all call

channels on the system. For an explanation of the channel states, refer to
“Channel states” on page 349.

[ Channel Monitor - 47.152.171.131 - C:\CallPilot Administration Client

File “iew Help
&l @)
D530xChannels |01[02]03]04]0s]08 |07 Joafoa1af11]
Posmi_ [TPPPRETeOLY
® Ds30 2
|‘ Active ?Idle [ Test T Loading [ MoResources g Mat Configured fﬂemote [ellow] Alarm
& OF Doty @ Remote OFf Dty W Dizabled J“Shutting [rowin L Power O %Local [Red) &larm
| &,
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Refresh rate

By default, the Channel Monitor window refreshes every five seconds. Any
changes in the state of a call channel display when the window updates.

You can change the rate at which the Channel Monitor window refreshes to one
second or two seconds if you require more frequent updates.

Note: Increasing the refresh rate increases the load on the server because this
increases the traffic between the server and the client.

To change the refresh rate
1  Inthe Channel Monitor window, click View > Refresh Rate.
2  Select one of the following:

= 1sec.

m 2 sec.

m 5sec.
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Starting and stopping call channels

Introduction

The following procedures are performed from the Channel Monitor.

Getting there  CallPilot System > System Administration > Maintenance
Administration > Channel Monitor

Starting call channels

Introduction

After diagnostics, upgrades, or installations have been completed, or problems
with an unhealthy channel have been resolved, you must start the channel to put
it back into service.

When a channel is started, the state of the channel is changed from Off Duty to
Idle to wait for data to transport from the switch to the server.

You can start an individual call channel, more than one call channel, or all call
channels in the Channel Monitor window. Only Off Duty channels can be
started.

Note: You can also start individual call channels from the Maintenance tab of
the Maintenance window.

When to start channels
Start call channels after the system has been powered up following an upgrade or
installation, or after a diagnostic has been completed.

If a call channel is Off Duty for any other reason (such as Disabled status), you
must isolate the cause of the problem and take appropriate action to fix it. For
example, you can run diagnostics on the call channel from the Maintenance tab
of the Maintenance program to check if there is a problem with the call channel.
Off Duty channels start up as soon as they are operational.
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To start off-duty channels

1  From the Channel Monitor window, select the individual channel or range of
channels that you wish to start, as follows:

m To select all call channels in the system, click the Channels type
heading on the top left corner of the call channels columns.

m To select all call channels for a particular card, click the card button in
the left column.

m To select a specific number call channel, click the call channel number
heading (for example, 04).

2 Select File > Start, or click Start on the toolbar to start the selected
channels.

[# Channel Monitor - 47 152.171.131 - C:\CallPilot Administration Client

File “iew Help

il

D530:Channels |01]02|03]04 |05 )08 |07 Joafos|10f11]

? psand teererreRPPYRY

@ DS302
| Active ?Idle [ InTest ﬂq Loading | No Resources g Mot Configured fﬂemote[‘(ellow]ﬁlarm
L OffDuty g RemoteDFFDuty & Disabled L ShuttingDown § PowerOF % Local [Red) Alam
Ready

s

3 Wait a few seconds for the channel state to be updated.

4  Verify that the selected call channels have changed status to Idle (or
Active).
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Stopping call channels

Introduction

Call channels are stopped to take healthy channels out of service before
performing diagnostics, upgrades, or installations, or if there is a problem with a
channel or the system. When a channel is stopped, it is placed on Off Duty
status. While in this state, the call channel cannot carry any voice, fax, or speech
recognition data from the switch to the server.

You can stop an individual call channel, more than one call channel, or all call
channels in the Channel Monitor window. Only active or idle call channels can
be stopped.

CAUTION For CallPilot servers connected to a Lucent, Mitel, or Rolm

switch, if you stop an individual call channel, the corresponding
port on the switch side is not automatically disabled. As a result,
calls can continue to land on the stopped channel resulting in a
Ring-No-Answer (RNA).

If you need to stop an individual channel, you have two options:

m Busy-out the port on the switch side. This must be done
manually by the switch administrator.

m Courtesy stop the entire hunt group that contains the call
channel or courtesy stop all call channels in the system.

This caution does not apply to stopping DSP ports.
Once the problem with an unhealthy channel has been resolved and the channel

is ready to be operational, you must start the channel to put it back in service, as
outlined in“To start off-duty channél®n page 356

Note: You can also start and stop individual call channels from the Maintenance
tab of the Maintenance window.

Methods of stopping
There are two methods that can be used to stop a channel: stop or courtesy stop.

s Stop
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A stop puts an active or idle call channel into Off Duty state immediately,
even if it is busy transporting call data. All calls using these channels are
disconnected. Use a stop only when severe problems occur that are
affecting a large number of calls or if your organization determines a
special need for it.

n  Courtesy stop

A courtesy stop waits until the channel has finished transporting call data
before putting it into Off Duty status. No calls using these channels are
interrupted.

When to stop channels
Typically, you courtesy stop call channels before performing diagnostics,
upgrades, or installations.

To stop channels

1  From the Channel Monitor window, select the individual channel or range of
channels that you wish to stop, as follows:

m To select all call channels in the system, click the Channels type
heading on the top left corner of the call channels columns.

m To select all call channels for a particular card, click the card name in the
left column.

m To select a specific number call channel, click the call channel number
heading (for example, 04).

2  Determine whether you want to perform a courtesy stop or stop. Refer to
“Methods of stopping” on page 357 for an explanation of the difference.

3  Select File > Courtesy Stop or File > Stop, or click Courtesy Stop or Stop
on the toolbar to stop the selected channels.

4  Wait a few seconds for the channel state to be updated.

Verify that the selected call channels have changed status to Off Duty.
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Section B: Managing multimedia
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Overview

Introduction

Call channels carry digital voice, fax and speech-recognition data from the
switch to the server. When the data reaches the server, the multimedia channels
process the data according to the type of transmission.

You can monitor individual multimedia channels or entire MPC-8 cards through
the Multimedia Monitor window to ensure that the distribution of calls is as
balanced as possible, and to view the state of all channels. As required, channels
can also be removed from service to perform diagnostics, upgrades, or
installations. When the maintenance or diagnostics are complete, the multimedia
channels are restarted and put back into service, as outlihBdwrering

multimedia channels on and 'bffin page 371

This chapter fully describes the procedures required to monitor, stop, and start
multimedia channels. Instructions to power the multimedia channels on and off
are also included.
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About multimedia channels

Introduction

As voice, fax, and speech recognition data reaches the server from the switch,
the timeswitch on the MPB-16 board routes the data to multimedia channels. Up
to 96 multimedia channels provide processing services to the incoming call data,
depending on the system.

The state of each multimedia channel and the associated MPC-8 card configured
on the system is monitored through the Multimedia Monitor window.

By default, the Multimedia Monitor window is refreshed every five seconds to
display any changes in the state of a channel. The refresh rate can be modified to
one or two seconds, if required. Refet To change the refresh réaien page

354 for detailed instructions.

Number of available multimedia channels

Multimedia channels are provided in two forms. Two MPC-8 cards are
embedded on an MPB-16 board, and up to four additional removable MPC-8
cards can be inserted into slots on the MPB-16 board.

Each MPC-8 card (embedded or removable) supports up to eight

multimedia channels. A fully loaded MPB-16 board contains two embedded
MPC-8 cards (2 X 8 channels = 16 channels) and four removable MPC-8 cards
(4 X 8 channels = 32 channels) for a total of 48 channels per board. A maximum
of two MPB-16 boards can be loaded on the system, which provides a maximum
of 96 channels per system.
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Multimedia Monitor window

The Multimedia Monitor window displays the state of all multimedia channels
configured on the system.

[ Multimedia Monitor - CP10005 - TorMAC
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The Channel legend that appears near the bottom of the window interprets the
channel indicator icons to indicate whether a channel is active, idle, off duty, and
so on. For an explanation, refer‘tohannel statéon page 364

The status bar at the bottom of the Multimedia Monitor window displays status
information for a selected channel, including

= the configured location of a selected multimedia channel and its state (for
example(2,2) Voice, Idle where

2 is the number of the MPC-8 card

2 is the number of the selected channel

Voice is the configured allocation for this channel
Idle is the current state of the selected channel)

= the icon showing the operational status of the server

Note: If the icon is marked with an X, the associated server is not operational.
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Media types

Multimedia channels are configured to process different types of incoming call
data: voice, fax, or speech recognition.

The number of multimedia channels required to process an incoming call
depends on the type of data that is being processed. Voice requires one channel,
fax requires two channels, and speech recognition requires four channels to
process the incoming data. To best use the resources of the system, these
channels can be reconfigured as required, based on time of day, day of the week,
or other parameters.

Each multimedia channel is represented by a special icon in the Multimedia
Monitor window. Each icon represents the type of media the channel is
configured to process, as illustrated on the following table:

Icon Channel media type Number of Channels required

E \oice 1
E Fax 2

% Speech recognition 4

By monitoring the type and activity of multimedia channels, you can determine
whether channels are configured as voice, fax, or speech recognition. This
information can help you to determine if you need to reconfigure the channels or
add MPC-8 cards to increase the multimedia processing capacity of the server.
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Multimedia channel coordinates

You can identify a multimedia channel’'s physical location by viewing its
location in the Multimedia Monitor window.

Click any multimedia channel to display the coordinates, media type, and status
of the selected channel in the status bar at the bottom of the Multimedia Monitor
window. For example, if you select the first multimedia channel on the second
card, the status bar displays the coordinates (2,1) for the second card, first
multimedia channel (Card 2, Port 1).

The coordinates and status of each multimedia channel can also be identified by
holding the cursor over the selected multimedia channel. The coordinates for the
multimedia channel and its current state are displayed. For example, fax channel
3 on link #2 might appear as

(2,3) Fax, Idle

Channel states

The channel state, or current activity, for each multimedia channel and MPC-8
card on the system is displayed on the Multimedia Monitor window. The reason
and frequency that these states change depends on whether the channels or cards
are

= installed and properly configured
= busy transporting data or waiting for incoming data
m  stopped or out of service (Off Duty)
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A legend explaining each channel icon is displayed at the bottom of the
Multimedia Monitor window. The following table lists the available states and
provides a brief description of each one.

State Description

Active The multimedia channel is working and currently processing
call data, or has completed call processing in the last 30
seconds.
The channel remains active for 30 seconds after completing
processing in anticipation of receiving future calls.

Idle The multimedia channel is working and available but not
currently processing call data.

In Test The channel is undergoing diagnostic testing.

Loading The channel has been started, which takes it out of the Off

No Resources

Not Configured

Off Duty

Disabled

Shutting Down

Power Off

Duty state. This state occurs quickly and is immediately
followed by the Idle state.

The hardware required for the multimedia channel to operate
is not installed or not operating properly.

The hardware has been installed, but the channel has not been
properly configured.
The multimedia channel has been stopped.

The channel might have stopped as the result of a problem
with the channel, a problem with a parent component, or
someone taking the channel off duty.

The multimedia channel has been disabled, perhaps as the
result of a failed diagnostic or hardware failure.

The multimedia channel has been stopped. This state occurs
quickly and is immediately followed by Off Duty.

The electrical current has been turned off to the selected card.
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Disabled channels

A multimedia channel or card can be put into a Disabled state as a result of a
failed diagnostic test or hardware failure on the multimedia channel card.

If a channel fails a diagnostic test, it is put into a Disabled state. The channel
must pass the same diagnostic test before it is put into the Off Duty state. Once
the channel is in Off Duty state you can return it to the Idle state. Refer to the
diagnostic test results for instructions on how to fix the channel. You can view
the diagnostic test results through the Diagnostic pane of the Maintenance
program.

If a channel is placed in a Disabled state as the result of a hardware problem, the
hardware problem must be corrected before the channel is put into the Off Duty
state. Once the channel is in Off Duty state you can return it to the Idle state.
Run diagnostic tests on the channel from the Maintenance program to determine
the cause of the problem. After the problem is corrected, rerun diagnostics to
ensure that the channel is operational.

Once the problem has been corrected, the channel must be restarted, as outlined
in “To start multimedia channélen page 374
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Viewing multimedia channel states

Introduction

You can view the state of all multimedia channels using the Multimedia
Channels window. From this window, you can monitor the current activity of
functioning channels.

If the server experiences trouble with processing incoming calls, you can view
the state of all multimedia channels simultaneously in the Multimedia Monitor
window on the client to determine whether

m channels are out of service or disabled

= there is an imbalance in the distribution of calls being received (for
example, voice channels might be busy while fax and speech recognition
channels remain idle)

If channels are Off Duty, use the Hardware maintenance utility to diagnose the
problem.

If users are complaining that lines are busy, the distribution of calls over the
existing channels might not be balanced. This imbalance can occur if the system
does not have the optimum distribution of voice, fax, and speech recognition
channels. For example, if the system is not receiving many fax calls, there might
be some idle fax channels. At the same time, the voice channels might be
overloaded. Fax or speech recognition channels can be reassigned to another
function to temporarily relieve an imbalance in the distribution of calls.

Getting there callPilot System > System Administration > Maintenance
Administration > Multimedia Monitor
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To view multimedia channels

1

Double-click Multimedia Monitor.

Result: The Multimedia Monitor window appears showing the state of all

multimedia channels.

2 Multimedia Monitor - CP10005 - TorMAC
File “iew Help

el #lE]| @
DSPsiChanrels | 01 | 02 | 03 [ o4 [ o5 | o5 | o7 [ 08 |

$ DsP fa &
? ose2 i

L DpsP3 ba La La Lo La La Lo la

|‘ Active ?Idle [J Ih Test T Loading [ Mo Resources .NotEonfigured

& ofDwy | Disabled L ShutingDown & Power Off

Ready ? |[2, 2] Vaice Idie |E Y

368

CallPilot



April 2000 Managing channels

Refresh rate

By default, the Multimedia Monitor window refreshes every five seconds. Any
changes in the state of a multimedia channel are shown.

You can change the rate at which the Multimedia Monitor window is refreshed
to one second or two seconds if you require more frequent updates.

Note: When you increase the refresh rate, you increase the load on the server,
because this increases the traffic between the server and the client.

To change the refresh rate
1  Inthe Multimedia Monitor window, click View > Refresh Rate.
2  Select one of the following:

= 1sec.

m 2 sec.

m 5sec.
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Viewing multimedia channel media types

Introduction

Getting there

You can view the media type of all multimedia channels on the Multimedia
Monitor window. From this window, you can see whether channels are

configured as voice, fax, or speech recognition. This can help you determine
whether you need to reconfigure the channels or add MPC-8 cards to increase

the multimedia processing capacity of the server.

Administration > Multimedia Monitor

To view multimedia channel media types

1 Double-click Multimedia Monitor.

CallPilot System > System Administration > Maintenance

Result: The Multimedia Monitor window appears showing the media types

of all multimedia channels.
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Powering multimedia channels on and off

Introduction

If it is necessary to replace or install a new MPC-8 card or MPB-16 board, you
must power down the channels for the associated card through the Multimedia
Monitor window.

Once the new hardware has been installed, or the diagnostics have been
completed, you must power up, then restart the channels.

Note: The on-screen power buttons are not currently available on some servers.

Powering down the multimedia channel

If you need to take a channel or card out of service to perform an upgrade or
maintenance, you must first stop the channels and remove power.

1 Highlight the channels or cards that are to be removed from service on the
Multimedia Monitor window.

2 Perform a Courtesy Stop or Stop to take those channels out of service, as
outlined in “Stopping multimedia channels” on page 375.

3 Click Power Down on the toolbar to stop the electrical current from reaching
the selected card(s).

4  Remove the MPB-16 board to perform the necessary maintenance or
upgrade.
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Powering up the multimedia channel

Once the required maintenance has been completed, or the new hardware has
been installed, you must power up the associated board and restart the channels.

1  Highlight the board that was removed from service.

2  Click Power Up on the toolbar to allow the electrical current to reach the
selected card(s).

3 Select File > Start Channels, or click Start on the toolbar to start the
selected channels.

4  Wait a few seconds for the channel state to be updated.

5  Verify that the selected multimedia channels have changed status to Idle (or
Active).
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Starting and stopping multimedia channels

Introduction

The following procedures are performed from the Multimedia Monitor.

Getting there  CallPilot System > System Administration > Maintenance
Administration > Multimedia Monitor

Starting multimedia channels

Introduction

After diagnostics, upgrades, or installations have been completed, or problems
with an unhealthy channel have been resolved, you must start the channel to put
it back into service.

When a channel is started, the state of the channel is changed from Off Duty to
Idle to wait for voice, fax, or speech recognition data to transport from the
switch to the server.

You can stop and start an individual multimedia channel, more than one
multimedia channel, or all multimedia channels in the Start/Stop Channels
window. Only Off Duty channels can be started.

Note: You can also start and stop individual multimedia channels from the
Maintenance tab of the Hardware Maintenance window.

When to start channels

Typically, you start multimedia channels after the system has been powered up
following an upgrade or installation, or after a diagnostic has been completed.
You should also start Off Duty channels as soon as they are ready to be
operational again. This enables the channels to process call data again.
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To start multimedia channels

1  From the Multimedia Monitor window, select the individual channel or range
of channels that you wish to start, as follows:

m To select all channels in the system, click the Channels type heading on
the top left corner of the channels chart.

m To select all channels for a particular card, click the card button in the

left column.

m To select a specific number channel, click the multimedia channel
number heading (for example, 04).

2  Select File > Start Channels, or click Start on the toolbar to start the
selected channels.
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3 Wait a few seconds for the channel state to be updated.

4  Verify that the selected multimedia channels have changed status to Idle (or

Active).
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Stopping multimedia channels

Introduction

Stop multimedia channels to take healthy channels and cards out of service
before performing diagnostics, upgrades, or installations, or if there is a problem
with a channel or the system. When you stop a channel, it is placed on Off Duty
status. While in this state, the multimedia channel cannot carry any voice, fax, or
speech recognition data from the switch to the server.

You can stop and start an individual multimedia channel, more than one
multimedia channel, or all multimedia channels in the Start/Stop Channels
window. Only Active or Idle multimedia channels can be stopped.

Note: You can also start and stop individual multimedia channels from the
Maintenance tab of the Hardware Maintenance window.

Methods of stopping
There are two methods that can be used to stop a channel: stop or courtesy stop.

s Stop

A stop puts an Active or Idle multimedia channel or card into Off Duty
status immediately, even if it is busy processing call data. All calls using
these channels are disconnected. Use a stop only when severe problems
occur that are affecting a large number of calls or if your organization
determines a special need for it.

= Courtesy stop

A courtesy stop waits until all call data has been processed before putting
active or idle channels into Off Duty status. No calls using these channels
are interrupted.

Typically, you courtesy stop multimedia channels before performing
diagnostics, upgrades, or installations.

To stop multimedia channels

1  From the Multimedia Monitor window, select the individual channel, card, or
range of channels that you wish to stop, as follows:

m To select all channels in the system, click the Channels type heading on
the top left corner of the channels chart.
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2

3

4
5

m To select all channels for a particular card, click the card name in the left

column.

= To select a specific channel number, click the multimedia channel

number heading (for example, 04).

Determine whether you want to perform a courtesy stop or stop. Refer to
“Methods of stopping” on page 357 for an explanation of the difference.

Select File > Courtesy Stop or File > Stop, or click Courtesy Stop or Stop

on the toolbar to stop the selected channels.
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Wait a few seconds for the channel state to be updated.

Verify that the selected multimedia channels have changed status to Off

Duty.
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Overview

Introduction

This chapter contains information and suggestions on troubleshooting call
service and system operation problems.

For hardware troubleshooting information, seeltis¢allation and
Configuration Guideapplicable to your server.
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Section A: Outcalling services

In this section

Types of problems users might encounter 380
Events generated by Outcalling services 385
Using Reporter to monitor and troubleshoot Outcalling services 388
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Types of problems users might encounter

Introduction

This section describes how to troubleshoot problems in Remote Notification,
Delivery to Telephone, and Delivery to Fax once these services have been put
into service.

The types of problems that can occur when using Outcalling services include

= being unable to use the Outcalling service because channels are not
available

= experiencing a high rate of failures because of incorrect configuration or the
retry limits are exceeded

Unable to place outcalls

Symptoms
Outcalling services are not able to obtain channels to place outgoing outcalls.

Causes

The channel allocation might not be spread evenly, or channels might be out of
service or faulty.

What to do

m  Check channel allocations.

= View channel states.

m  Generate and review reports.

Check the channel allocation

A setting of 0 for the minimum number of channels means that no channels are
guaranteed to the service. If the system is very busy and there is a request for an
outcall, there might not be sufficient channel resources to handle the call.
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To manage channel usage, the maximum number of channels puts a limit on how
many channels a service can use at any one time. The default of a two-channel
maximum is sufficient for average use. However, if one or more of your
Outcalling services is heavily used, consider increasing the minimum and
maximum channel allocations.

To check the channel allocation, see

m  “Accessing the Service Directory Number Table” in f@ministrator's
Guide

= “Configuring an outbound Service DN” in tR@ministrator's Guide

Check the status of channels
The states in the following table indicate the current activity or status of each
call or multimedia channel.

Channel state Description

Active The channel is working and currently transporting call
data from the switch to the server.

Idle The channel is working but not currently transporting
call data from the switch to the server.

In Test The channel is undergoing diagnostic testing.

Loading The channel has been started, which takes it out of the

Off Duty state. This state occurs quickly and is
immediately followed by the Idle state.

No Resources The hardware required for channels to operate is not
installed or not operating properly.

Not Configured The hardware has been installed, but the channel has
not been properly configured.
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Channel state

Description

Remote (Yellow)
Alarm

Off Duty

Remote Off Duty

Disabled

Shutting Down

Power Off

Local (Red) Alarm

(Call channels only) A yellow alarm is sent by the
receiving T-1 device to the transmitter device. It
indicates to the transmitter device that a red alarm
condition exists at the receiver device. The yellow
alarm is sent for as long as the red alarm condition
exists at the receiver device.

The channel has been stopped.

The channel might have stopped as the result of a
problem with the channel, a problem with a parent
component, or someone taking the channel off duty.

(Call channels only) The channel was taken out of
service at the switch.

The channel has been disabled, perhaps as the result
of a failed diagnostic or hardware failure.

The channel has been stopped. This state occurs
quickly and is immediately followed by the Off Duty
state.

The electrical current has been turned off to the
selected card.

(Call channels only) A red alarm condition occurs
when Receive Loss of Synchronization (RLOS) has
existed for 2.5 seconds (default) on incoming data.
This condition exists until the synchronization has
been recovered and remains recovered for 12 seconds
(default).

To view channel status, see

s “Viewing call channel statésn page 352

s “Viewing multimedia channel statesn page 367
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Generate and review reports

Outcalling reports are useful in determining how much particular services are
being used and whether outcalling services are able to acquire the needed
channel resources.

The following reports might also prove useful:
= Service Quality Summary report

= Service Quality Detail report

m  Channel Usage report

m  System Traffic Summary

For information about these reports, seeRkeorter Guide

DTT or DTF delivery failures

Symptom
There is a high rate of delivery failures.

Causes

The following conditions might prevent a DTT or DTF message from being
successfully delivered:

= busy
= no answer

m answered, but no DTMF confirmation was provided or the call was
terminated before delivery can take place

Check the retry strategy

The retry strategy consists of a retry interval and a retry limit for each of the
three conditions. When a delivery attempt is unsuccessful, the retry strategy is
checked to see how often retries should be attempted (the interval) and up to how
many times (the limit). The first attempt is not counted, since it is not a retry.

For instructions, see

m  “Configuring Delivery to Telephone and Delivery to Fax for a user group”
in the Administrator's Guide
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Generate and review reports
The following reports might be useful in detecting problems:

m  DTT Activity report
m  Fax Deliveries Activity report

Remote notification failures

Symptoms
There is a high number of failed Remote Notification requests or other failures,
or both.

Causes

These are some possible causes:

m  The users’ Remote Notification target DNs are restricted.
= User pager setups might not be correctly configured.

= Retry limits were exceeded.

Check and review report
Run the RN Activity Report to help detect the problem. For instructions on
running the report and performing troubleshooting, se®#porter Guide
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Events generated by Outcalling services

Introduction

This topic identifies the events that are generated when problems are
experienced by Outcalling services. While investigating these events, review
previous events to determine the cause of the error. If you are not able to
determine the cause of the problem, contact your support organization.

Common events

The following events are common to Remote Notification, Delivery to
Telephone, and Delivery to Fax problems:

Event code  Description

59500 System Error in the Outcalling Application.

59501 Invalid Application ID for Outcalling.

59532 Unable to Access Profile Information for Remote Notification
Session.

Delivery to Telephone and Delivery to Fax events

The following events are generated for both Delivery to Telephone and Delivery
to Fax problems:

Event code  Description

59512 Internal Error. Unable to Find Message for Delivery in MTA
Mailbox.

59513 Internal Error. Sender Address missing in MTA Message for
Delivery.

59514 Unable to Register with Message Transfer Agent.
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Event code Description

59515 Unable to Deregister with Message Transfer Agent.

59516 Unable to Send Connection Info to Message Transfer Agent.

Remote Notification events

The following events are generated for Remote Notification problems:

Event code  Description

59529 Unable to record Outcalling Parameters in WinNT Registry.

59530 Unable to record Outcalling Parameters in WinNT Registry.

59531 Unable to Deregister with Notification Server.

59533 Unable to Access Mailbox Information for Remote Notification
Session.

59534 Unable to Access Message Information for Remote Natification
Session.

59535 Unable to Lock Profile Information for Remote Notification
Session.

59536 Unable to Update Profile Information for Remote Natification
Session.

Remote Notification server events

The following events are generated for Remote Notification server problems:

Event code  Description

55076 The remote natification outgoing agent failed to send out a
remote notification to a user.
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Event code

Description

55077

55078

55079

55081

55082

Remote Notification Outgoing Agent failed to register within
the timeout limit.

Remote Notification Agent failed to deregister within the
timeout limit.

User RN data retrieval error. This is likely due to database not
ready to accept request yet.

Failed to add a recovery record to the database. This is likely
due to database not ready to accept request yet.

Failed to delete a recovery record from the database. This is
likely due to database not ready to accept request yet.
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Using Reporter to monitor and troubleshoot
Outcalling services

Introduction

You can generate a number of reports in Reporter to help you analyze Outcalling
usage and to troubleshoot problems with Outcalling services.

The reports

The following table identifies the Outcalling reports you can generate:

Report name Description

RN Activity Report Provides information about Remote Notification
activity during a specified time period. It is
helpful for determining RN busy times.

RN Audit Trail Summary  Helps you determine which RN attempts are
Report responsible for the high number of failures
detected by the RN Activity Report.

RN Audit Trail Detail Report Provides details of each request submitted to the
RN service. This report is typically run after the
RN Audit Trail Summary Report.

Fax Deliveries Activity Monitors Delivery to Fax and fax printing

Report activity over a specified time period. This report
helps you to determine how much the services
are being used, whether the DTF service is able
to acquire channels when needed, and whether
the DTF retry settings are adequate.
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Report name

Description

Fax on Demand Audit Tralil
Summary Report

Fax on Demand Audit Tralil
Detail Report

Fax Print Audit Trail
Summary Report

Fax Print Audit Trail Detail
Report

Provides summary information about DTF calls
placed by Application builder services with fax
callback capability. This report is used to
troubleshoot problems with an Application
Builder service or particular fax device, and the
cause of lengthy fax delivery sessions.

Helps you to determine why a specific fax
delivery attempt has failed by enabling you to
trace the fax delivery process from the outcall
request to the final outcome.

Provides summary information about fax
printing. Use this report to troubleshoot
problems with fax machines and associated
mailboxes that have high retry counts and
failures.

Helps you determine why a specific fax print
delivery attempt failed. Use it to trace the fax
delivery process from the print request to the
final outcome.

Generating the reports

1

To generate reports

Report generation consists of the following major steps. These steps are
explained in more detail in tHeeporter Guide

Collect and download Traffic OMs from the CallPilot server.

For instructions, see the “Setting up Operational Measurements (OMs) for
Reporter” chapter in the Reporter Guide.
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Add the reports you need to Reporter.

For instructions, see the “Generating reports” section in the Reporter
Guide.

Note: For instructions on customizing the reports, see the “Customizing the
data displayed in reports” section in the Reporter Guide.

Print and export the report.

For instructions, see the “Printing and exporting reports” section in the
Reporter Guide.

Review the reports.

For troubleshooting instructions, refer to the description for each report in
the Reporter Guide.

390

CallPilot



April 2000 Troubleshooting

Section B: System operation problems

In this section

Overview 392
Troubleshooting checklist 393
Troubleshooting examples 396
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Overview

Introduction

This section provides solutions for operation problems you might encounter
with your CallPilot system.

Problems you might encounter with a specific feature of CallPilot (for example,
Application Builder, Reporter, Desktop Messaging, or Networking) are not
provided in this section. Refer to the specific guide for help with troubleshooting
these types of problems.
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Troubleshooting checklist

Introduction

This section lists some problems that can occur on your system, and the
appropriate troubleshooting steps.

Alarms occurring despite no apparent system problem

If the system shows no apparent system problem but alarms are occurring, check
if someone has recently run diagnostics on the system. A diagnostic test can
generate an alarm as part of its test even if the system is fine.

Performance problems

Calls not being answered

= If CallPilot is improperly configured, you can get errors such as calls not
being answered. If you receive complaints about system performance, and
you fail to detect a hardware problem, check the CallPilot configuration.

m If calls are unanswered (ringing but no answer), check that the Service DN
table is configured properly. Also check that the caller is dialing the correct
DN. If a caller is dialing a DN that is not listed in the Service DN table,
then the call is not answered.

If the Service DN is configured correctly and the caller is dialing the correct
DN, then you must check the Alarm monitor, the Multimedia Channels
window, and possibly the Maintenance Window to look for the cause of the
problem. Refer td Troubleshooting examplésn page 396or an example

of this scenario.

Call flow from the switch is impaired
If the switch is improperly configured, this affects the call flow from the switch
to the server and can result in a performance problem.

Call answered, but no prompts are heard
If the system answers calls but does not supply any prompts, then pursue the
following possibilities:
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System

m  Check if there is an error in the application that supports the requested
service. If an error exists, it might be preventing the prompts from playing.

m  Observe the Multimedia channels and DSO channels windows to see if the
channels are going from idle to active as a call comes in. If DSO channels
are remaining idle, then the problem is with the DSO channels. If all DSO
channels on a single DS30x link are remaining idle as calls come in, then
the cable link might be disconnected, or connected to the wrong connector.

Refer to the Troubleshooting examplésn page 396or an example of this
scenario.

System is not working after a change in IP address
If the IP address of a CallPilot server is changed while the system is up and
running, the system will not work until you restart the switch.

If you want to change the IP address of the CallPilot server, use the following
procedure.

To change the IP address

1  Shut down the telephony service.

2  Change the IP address. The change becomes effective on the switch
immediately.

3 Restart the CallPilot server server to bring the system back to normal
service. This starts the telephony service and the CallPilot applications.

monitor shows a blue screen

If the system monitor suddenly shows a blue screen with just white text on it, a
system error has occurred. Write down all the events that took place prior to the
blue screen appearing. Then write down any text that appears on the blue screen
and contact customer support for assistance.

The text on the blue screen usually begins with “*** STOP:”. The relevant
information that might appear is explained in the following subsections.
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STOP code section

The stop code section contains an eight hexadecimal digit STOP code, four eight
hexadecimal digit STOP code parameters, and a single line of text (the second
line) identifying the device driver and/or address that caused the system error.

For example:

** STOP: 0x0000000A (0x00000000, 0x00000002,
0x00000000, 0XFCE10796)

IRQL_NOT_LESS OR_EQUAL*** Address fce1l0796 has base at
fce10000 - NTbus.sys

Stack trace section

The stack trace section contains a list of function calls on the stack that preceded
the system error.

Only the right-most column of the stack trace is important; it identifies the
device drivers that were being called at the time of the error.

For example:
Address dword dump Build [1314] - Name

f416d18 fcel0796 fcel0796 ff4f9c10 1304018
801862e3 00000246 - NTbus.sys

ffA73902 fc483650 fc538353 ff62f827 e8836502
8386502d 03850h59 - ntoskrnl.exe

Recovery instructions section

Every time a blue screen is generated, a dump of physical memory is written to
the d:\Winnt\MEMORY.DMP file. The recovery text on the blue screen indicates
when this writing operation has completed and therefore, when it is safe to
restart the system.

For example:

Beginning dump of physical memory.
Physical memory dump complete. Contact your system
administrator or technical support group.

Note: Do not restart until the recovery section indicates that the physical
memory dump is complete.
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Troubleshooting examples

Introduction

This section provides examples of what troubleshooting steps you can take to
solve system problems.

This section focuses on two example problems and the steps to solve these
problems.

Call unanswered

The scenario

A user calls a DN assigned to a particular service. There is ringing, but the call is
not answered. The user lets the phone ring long enough to be directed to
whatever service is in place (for example, an auto attendant), but the phone
continues to ring with no answer.

To troubleshoot

1 Check that the Service DN table is configured properly and that the caller is
dialing the correct DN.

Example: If a caller is dialing a Service DN from a phone but the Service
DN has been configured for fax, then the call is not answered. A Fax
Service DN accepts calls only from fax machines.

If the Service DN is configured correctly and the caller is dialing the correct
DN, you need to do additional troubleshooting. See steps 2 to 9.

2 Check the Alarm Monitor window for any alarms with event ID 38007. This
Event ID is for DSP or channel alarms. These alarms can be related to the
current problem. Double click on the alarm to obtain the online Help
information for the alarm. If this does not lead to a solution, continue with
the next step.

3 Check for alarms indicating that a service is not running. If this type of
alarm is found, check that the service that is being requested on CallPilot is
operational and in service. If the requested service is in service, then
continue with the next step.
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Open the Multimedia Monitor window on the CallPilot Administration Client
window.

Observe the state of the multimedia channels. Then do one of the following
substeps:

a. If all multimedia channels on an MPC-8 card are Off Duty, go to step 6.
b. If all multimedia channels are in service (Idle or Active), go to step 6.

c. If only some multimedia channels on an MPC-8 card are Off Duty,
attempt to Start those channels. If the channels do not start, go to step
6.

Open the Maintenance Window.
Do one of the following substeps:
a. If the MPC-8 cards are in service, check the switch configuration.

b. If an MPC-8 card is Off Duty, start the MPC-8 card. If the MPC-8 card
and its multimedia channels do not start, then run diagnostics on the
MPC-8 card. After running diagnostics, attempt to start the MPC-8 card
again.

If the problem persists, restart the server if possible.

If the problem persists, call customer support.

Call answered, but no prompts are heard

The scenario

A user calls a DN assigned to a particular service. The call is answered, but no

prompts are heard.

To troubleshoot

1

Check if there is an error in the application that supports the requested
service. If an error exists, it might be preventing the prompts from playing. If
the application is working properly, continue with the next step.

Open the Multimedia Monitor window and the Channels Monitor window on
the CallPilot Administration Client.

Make several calls into the system to try to make each DSO channel go
active.
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4 Observe the states of the multimedia and DSO channels as you make each
call.

5 If a multimedia channel goes active as you make a call but the DSO
channel remains idle, then the problem is with the DSO channel. Do one of
the following substeps:

a. Ifall DSO channels on a DS30x link remain idle as you put in calls to
the system, the link might be broken between the switch and the server.
Check that the DS30x link cable is connected to the appropriate
connectors on the switch and the server. If the cable is connected
properly and the problem persists, go to step 6.

b. If only some of the DSO channels are not responding to the calls
(remaining idle as the call comes in), then stop and then start those
channels. If the problem persists, then go to step 6.

6  If the problem persists, restart the server if possible.
7  If the problem still persists, restart the switch if possible.

8 If steps 6 or 7 do not fix the problem, contact customer support.
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Overview

Introduction

This chapter describes the types of security threats to CallPilot, both intentional
and unintentional, and the methods that are used to get into messaging systems.
The other chapters in this part explain how to protect your system against these
threats.

Many consequences result from a lack of good security policies and measures.
Some possible consequences include nuisances such as hackers leaving users
obscene messages. More serious breaches include service interruptions, deleted
files, viruses, stolen passwords and information, and costly telephone bills due

to unauthorized long-distance calls.

Types of security threats

Threats to voice and data security fall into the following broad categories:

m  Lack of physical security of equipment. This includes not keeping
equipment safe from intentional and unintentional damage.

m  Theft of information. This includes sensitive information, access codes, and
passwords.

= Unauthorized use of services. For example, unauthorized system users
might place long-distance calls and incur toll charges against your switch.

= Information leaks. Employees can unknowingly provide information or
access to equipment or services to people posing as other employees or
technicians.

Intentional and unintentional security breaches

Security breaches can be intentional or unintentional. The emphasis is usually on
criminal activity. However, a security policy should also consider how

equipment or data can be unintentionally damaged or how information can
accidentally get into the wrong hands.
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Anything that presents a danger to your network, such as a hard drive failure or a
fire, is a security threat. To prevent unintentional security breaches, you should
educate your employees about the risks and how to deal with them and having
disaster recovery plans in place for problems that cannot be prevented.

Legal responsibility

Normally, the courts consider companies that use devices such as Private Branch
Exchanges (PBXs) and messaging systems that are connected to the public
switched telephone network (PSTN) responsible for calls that originate from

their telephone systems. This means that courts consider companies responsible
for the security of their systems.
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Security strategies

Introduction

CallPilot is a sophisticated messaging system. Its many features can greatly
enhance and facilitate communications in your organization. Since CallPilot is
essentially a computer that resides on a network, it can become the target of
abuse just like any other computer.

No single answer works for all businesses. The chapters in this part help you to
find the security answers that are right for your organization. To decide on an
appropriate security solution, you must complete the following actions.

Familiarize yourself with the risks and threats

Read the chapters in this part to better understand the security risks to messaging
systems.

Read books and magazines and visit security-related web sites to keep up to date
on the latest techniques that hackers are using. For example, Microsoft has an
excellent site with informative articles about Windows NT security issues.

Develop a security policy

Call together the appropriate people in your organization to discuss a security
policy. People who are experts in your business and its priorities and security
experts need to work together to strike a balance among security and cost,
business needs, and convenience.

Layer security measures throughout your network

Use all of the security features in CallPilot, the server, and the switch to

maximize the security of your system. Protect your network with whatever
hardware and software solutions you consider necessary. This can include
implementing firewalls, using Windows NT security features, securing remote
access modems, or whatever additional security measures are needed to meet the
level of security required by your business.
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Monitor your system regularly

One of the main causes of security breaches is that system activity is not
monitored regularly. Therefore, establish a baseline of activity for your system
so that you can identify what is normal. Only then can you notice abnormal
activity and be able to act quickly.
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Common hacker techniques

Introduction

Familiarize yourself with the methods used to break into messaging systems to
help you understand how to maximize CallPilot security.

How hackers log on to messaging systems

To gain access to a system, a hacker has to identify a number of access codes:
the telephone number that gives an external caller access to the messaging
system, a valid mailbox number, and the password for a mailbox.

A valid access code can be obtained manually, using a telephone. The hacker
dials number after number until he or she finds a valid access code. However, a
program called a demon dialer or war dialer does the dialing much more rapidly.
War dialers can be set up to dial numbers randomly, sequentially, or by using an
algorithm.

How hackers get information about your company

Rather than trying to guess valid access numbers, hackers might try to obtain
actual numbers and passwords. They use the following techniques to gather
information.

Dumpster diving

Hackers go through a company’s garbage looking for printouts and records that
contain system information such as phone numbers, mailbox numbers, and
passwords.

Ensure that this type of information is properly disposed of. Shred all printouts
containing this kind of information before throwing them out. While printouts
containing this information are in use, keep them locked up.

Social engineering
Social engineering is the practice of getting a corporation’s information by
pretending to be an authorized technician, supplier, or employee.
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Make it a policy for employees to ask for identification whenever a strange or
suspicious person is seen in the building, or when someone calls and asks for
company information.
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Security threats to messaging systems

Toll fraud: Unauthorized long distance calls

Telephone systems such as switches and messaging systems are vulnerable to
toll fraud if not properly secured. Toll fraud occurs when someone gains
unauthorized access to a telephone system and uses it to place long distance or
international calls free of charge. Since these calls originate from your switch,
charges are billed to your company. Access to thru-dialing capabilities is one of
the main reasons hackers attack messaging systems.

Several CallPilot features provide thru-dialing and outcalling capability. It is
important to apply the appropriate dialing restrictions to these features.

lllicit mailboxes

Hackers who gain access to messaging systems sometimes set up their own
mailboxes. They use these mailboxes to exchange information or to gain regular
access to features. Hackers try to find unused mailboxes to take them over. This
is why it is so important to find and delete all unused mailboxes.

Changed greetings and obscene messages

Hackers sometimes carry out pranks. For example, they might leave humorous
or obscene messages for users. Or, they might change mailbox users’ personal
greetings (such as personal verifications).

It is more serious when hackers gain access to administrative features that allow
them to change system greetings or greetings used in Application Builder
services. Thus it is crucial to make administrators’ accounts even more secure.
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Fax callback services

Hackers can gain access to a service that provides fax callback service. With this
type of service, callers dial a number and are given an option to have a fax
transmitted to a callback number entered by the caller.

If long distance callback numbers are allowed, hackers might request long faxes
to be sent to numbers that are really pay-per-call numbers.
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How to protect CallPilot

Introduction

The rest of the chapters in this part describe in detail what you can do to make
CallPilot as secure as possible. Here is a summary of the most important actions
you can take and references to the relevant chapters.

Built-in security features

A few security features are automatically enabled and do not require any setup.

m  Password suppression

This feature prevents the passwords that users enter on their telephone
keypads from displaying. Instead of displaying the numbers, a series of
asterisks is displayed. This makes it difficult for shoulder surfers to identify
passwords. Note that the availability of this feature depends on the release
of X11 software you are running.

m  Trivial passwords

This feature prevents users from defining very obvious mailbox passwords,
such as 0000 or 1234. Users are prompted to enter a different password
when they try to define a trivial password.

Secure administrators’ accounts

Administrators have access to parts of the CallPilot system so that they can
administer it. For example, anyone who needs to create services in Application
Builder or to modify users must be added to the system as a user with
administrative capabilities.

Since administrators can modify the system configuration, decide who has
access to which parts of the system. Access classes allow you to define access
rights (read only, read and write, and so on) for each object in the system
management interface. Once access classes are defined, assign each
administrative user to a particular class to control what each administrator can
and cannot do.
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See also
For more information about creating access classes, see “Setting up access
classes for administrative users” in théministrator’s Guide

Protect services that dial out

Several CallPilot services are capable of dialing out to the public network. If you
do not put dialing restrictions on these services, hackers might use them to place
long distance calls. Features in CallPilot and on the switch are used to restrict
the numbers that can be called:

m  restriction/permission lists (CallPilot)

m  Trunk Group Access Restrictions (TGARs), Class of Service (CLS), and
Network Class of Service (NCOS) on the switch

Default settings provide maximum security

By default, on any newly installed system, all CallPilot services that can dial out
of the system are completely restricted. This means that these services will not
work until you define restriction/permission lists and assign them to services.
This ensures that you consider each feature and implement a policy about the
numbers you want to restrict and permit for each.

See also

For more information on defining restriction/permission lists and applying them
to features, see “Setting up restriction/permission lists” irAdrainistrator’s

Guide

For more information on using switch features such as TGAR, CLS, and NCOS,
seeChapter 20, Security features on the Meridian 1 switch

Secure users’ mailboxes

Hackers try to find mailboxes that they can log on to. Mailbox passwords that
are hard to guess make your system more secure. If a hacker cannot guess a
password, he or she cannot get into a mailbox.

Hackers look for unused mailboxes that are still active on the system (for
example, mailboxes of employees who have left the company but have not been
deleted from the system). Be sure to delete mailboxes as soon as employees
leave your company. Check for unused mailboxes regularly.
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See also
For more information on how to make mailboxes and passwords as secure as
possible, se&Secure users’ mailboxesn page 439

Change default greetings and prompts

When a hacker gets through to a messaging service, the first thing he or she
hears is a system greeting that either identifies the type of messaging system or
the organization.

By default, the CallPilot system greeting is “CallPilot.” For security reasons, it is
recommended that you change this greeting and use it to identify your
organization. If the greeting identifies the type of messaging system, hackers
immediately know which system they are dealing with. They can get instructions
on how to use the system from other hackers.

Several prompts identify the system type as CallPilot in the default version of
the prompt.

See also
For more information about customizing system prompts and greetings, see
“Customizing prompts, greetings, and faxes” inAldeninistrator’'s Guide

Secure your LAN

CallPilot resides on your corporate LAN. In addition to protecting your system
from the security threats common to messaging systems, you must protect it

from the threats of networked systems, especially if you are connected to the
Internet. Consult a network security expert to discuss possible problems and

appropriate solutions.

Monitor your system regularly

Generate and analyze Reporter reports regularly. These reports allow you to
view and analyze useful OMs that tell you how your system is being used. You
first need to establish a baseline of normal activity for your system. Monitor
relevant reports regularly so that you notice unusual patterns as soon as possible.
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See also
For more information on monitoring, s€hapter 9, Viewing and filtering
server events

Use Hacker Monitor to track suspicious activity

If you suspect that hackers have gained access to your system, enable Hacker
Monitor. You can monitor your system for accesses to and thru-dials from
suspected mailboxes. Or, you can monitor calls made by specific caller line IDs
(CLIDs) that you suspect hackers are calling from. You can also monitor thru-
dials made by services you have created with Application Builder.

You are notified of monitored events in real time, as they occur. This is because
alarms and events are generated that can be viewed in Event Browser or Alarms
Monitor. To receive automatic notification of these events, you can set up an
alarm mailbox so that the system sends you a message as soon as an event is
triggered by Hacker Monitor.

See also
For more information, se@hapter 19, tUysing Hacker Monitoring

Secure your Web Messaging system

For information on security for the CallPilot Web Messaging system, see the
Desktop Messaging Installation and Maintenance Guide
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Overview

Introduction

This chapter describes some of the measures to take to make your work
environment, equipment, and printed data more secure.
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Securing the premises

Introduction

Physical security threats include things that can physically damage equipment,
as well as ways in which equipment can be physically accessed to get to
information. When considering physical security, think not only of network
media such as cabling and servers but also of clients and laptops.

Guidelines

Here are some guidelines for increasing the security of your workplace:

m Do not let visitors roam freely.

m  If tours of the office are conducted, make sure employees are aware of
them. Sensitive data must not be left on computer screens or desktops.

= When people claim they are contractors or technicians, ask for
identification. Verify that they are supposed to be there.

m  Decide on a policy for after-hours access to your facilities, and educate
employees. Do not leave it up to employees to decide who can come in and
when.
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Securing equipment

Introduction

Set up a security policy to identify the measures that are put into place to secure
equipment.

The equipment room

Try to keep all servers and other critical equipment in a room (or rooms) that can
be locked. If an equipment room is used for several purposes, consider separate
rooms. Here are more guidelines for securing equipment rooms:

Give only authorized personnel access to equipment rooms. Security
badges and a badge reader that records the time and identity of each person
entering the room are highly recommended.

If the equipment room has ceiling tiles, ask your building’s maintenance
company to secure them or extend the wall through the ceiling.

Keep track of keys or badges that are used to gain entry. When employees
leave your company, cancel the access privileges they had.

Install hidden video cameras.

Ensure the room has adequate ventilation and cooling. An overheated room
can cause mechanical parts to break down. You can also purchase
temperature sensors that page you when the temperature fluctuates a certain
amount.

Do not allow cleaning staff to enter the room. If there is a trash can in the
room, set it outside when it gets full. Make sure the can contains no
sensitive information.
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Cabling and wiring

Cables and wiring present another potential security threat:

Plan wiring runs, and make them difficult to access.

Do not leave cabling exposed. Check your premises regularly for loose,
exposed, or insecure cabling. Check for cable drops that are inactive, and
disconnect them from your hubs until needed.

Your building’s wiring system can be tapped, and electronic emissions can
be picked up. Any wiring leading from a computer to the building wiring
must be shielded.

Clients and workstations

Client machines and workstations can be vulnerable if not properly protected:

Use power-on passwords that require a user to enter a password before the
system will start. They prevent someone from using a DOS boot disk,
inserted in a floppy drive, to bypass the regular boot process.

Educate users about using passwords and screen savers properly.

If you give older workstations away or trade in older equipment, be sure to
wipe the hard drives with specialized tools. Hard drives that contain
sensitive or classified information must be destroyed.
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Disposing of printed information

Introduction

Hackers and criminals search through trash (dumpster diving) to obtain useful or
sensitive information. Develop a policy for disposing of information and educate
employees about it.

Guidelines

Keep important information from ending up in your trash by following these
guidelines:

= Identify reports that contain sensitive information, access codes, or
passwords. Make sure these reports are shredded.

= You must check file folders that are being thrown out for papers that might
have been left in them.

= Shred any network diagrams (that can show where routers are, which ports
are blocked, and so on) before throwing them out. While they are still in
use, keep these diagrams locked up.
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Overview

Introduction
To maintain system security, change your server passwords regularly.

For the initial set up of passwords during the installation process, see the
Installation and Configuration Guidi®r your server type.
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Changing Nortel Networks user account
passwords

Introduction

To maintain system security, change passwords regularly and store them in a
secure location.

Default accounts and passwords

The following Windows NT accounts are created on the server during the
installation procedures at the factory.

Create your own passwords for the Administrator, NGenDist, and NGenDesign
accounts (NGenDist and NGenDesign are Remote Access accounts). For the
NGenSys account, it is up to your discretion whether to change the default

password.
Account Default password Intended use
Administrator abc123 This account has administrative
privileges and can be used for
configuring the server.
NGenSys not disclosed for security reasons  An alternate Administrator account

NGenDist not disclosed for security reasons  Distributor support

NGenDesign not disclosed for security reasons  Nortel Networks technical support
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For more information about these accounts and their passwords, refer to the
Installation and Configuration Guidi®r your server type.

ATTENTION The on-site installer is instructed to change all default

passwords as part of the on-site installation procedures.

You can change all passwords by using the procedures in
this section. Make sure you change all passwords regularly
to maintain system security.

If server software is reinstalled, the default accounts and
passwords are recreated and passwords must be changed.

When to change passwords
Change passwords at the following times:
= during the initial system setup
= at regular intervals for maximum security
= if you experience trouble logging on to the CallPilot server

n if server software is reinstalled (the default accounts and passwords are
recreated, so passwords must be changed)

Note: If you require support from Nortel Networks or your distributor, you must
tell them the new passwords.

Password guidelines

Write down any new passwords and store them in a secure place for future
reference. Passwords are case-sensitive.

New passwords should be
= unique
= alphanumeric (they should contain at least one number)

m a minimum of six characters
= not nouns
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Example
xyd45fst

To change the Administrator password
1 Log on to the server as Administrator.
2 Press Ctrl-Alt-Del.
Result: The Windows NT Security dialog box appears.
3  Click Change Password.

Result: The Change Password dialog box appears.

Change Password E
Uszer narme: I.ﬁ.dministratol
Damain: IFITIF'E'I j

0ld Password: ||

MHew Password: I

LConfirm MNew Paszword: I

Ok | Cancel | Help |

4 Inthe Old Password box, enter the current password.
5 Inthe New Password box, enter the new password.

Note: Ensure the password meets the requirements described in
“Password guidelines” on page 424.

6 Inthe Confirm New Password box, enter the new password again.
7  Click OK.

Result: A dialog box appears indicating that the password has been
successfully changed.

8 Click OK.
Result: You return to the Windows NT Security dialog box.
9  Click Cancel to close the Windows NT Security dialog box.

10 Record the password and store it in a safe, secure place away from the
server.
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To change the NGenDist and NGenDesign passwords

© 00 N O

Note: You are not required to change the NGenSys password. If you
change the NGenSys password, you must apply the same password
change to the CallPilot Backup/Restore service.

Log on to the server as Administrator.

Click Start > Programs > Administrative Tools (Common) > User Manager
for Domains.

Result: The User Manager window displays a list of available user
accounts, including NGenDist and NGenDesign.

Double-click the NGenDist icon.
Result: The User Properties window appears.
In the Password field, type the new password.

Note: Ensure that you use a password that contains a combination of
numbers and letters (see “Password guidelines” on page 424).

In the Confirm Password field, type the same password entered in the
Password field.

Click OK to close the User Properties window.
Repeat steps 3 to 6 for NGenDesign.
Select Exit to save changes.

Record these passwords and store them in a secure place away from the
server.

Note: If you have changed the NGenSys password, continue with the
following procedure.

To change the CallPilot Backup and Restore service password to
match NGenSys

1

Note: This procedure is required only if you change the Windows NT user
account password for NGenSys.

Click Start > Settings > Control Panel.
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2 Double-click Services.

Result: The Services dialog box appears.

Services 1]

Semvice Status Startup
Alerter Started Automatic |~

ClipBoak Server F anual Start |
Computer Browser Autornatic

CTHS Server Started Autarnatic Stop |
DHCF Client Dizabled

Directory Replicator [GEGDE] &l
EventLog Started Automatic Cariie |
Licenze Logging Service Started Automatic —

‘MAS Backup/Restore Started Autormatic Startup |
MAS Configuration M anager Started Autarnatic ;I i

Hw Profiles. .. |

Startup Parameters:

| Help |

3 Scroll to MAS Backup/Restore service and select it.
4  Click Startup.
Result: The Service dialog box appears.

Service 1]

Service: MAS Backup/FRestore

— Startup Type

 dutomatic

' Marual Cancel |

" Disabled Help |
—Log On Az

= System Account

[T Allow Service to Interact with Desktop

@ Thiz Account: INGenS_I,Js |
e Ixx:exxxxxxxxxxx
Lanfirm e ——
Passwaord:
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5 Inthe Log On As section, fill in the Password and Confirm Password boxes
with the current NGenSys password.

Note: Use the same password you assigned to NGenSys in “To change the
NGenDist and NGenDesign passwords” on page 426.
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Changing pcANYWHERE32 passwords

Introduction

During the installation and configuration of pcANYWHERE32, you specify
logon passwords. To maintain security, you can change these passwords
periodically.

Note: To simplify the remote logon process, Nortel Networks recommends that
you match the pcANYWHERES32 caller passwords for NGenDist and
NGenDesign to the Nortel Networks user account passwords for NGenDist and
NGenDesign. Change the pcANYWHERE32 passwords when you change the
Nortel Networks user account passwords for NGenDist and NGenDesign.

To change passwords

1

© 00 N o O

11
12

Choose Start > Programs > pcANYWHERE32 > pcANYWHERE.
Result: pcANYWHERE32 starts.

Select Be a Host PC.

Click Network.

Note: Do not double-click the icon or you begin a pcANYWHERE32
session.

Choose File > Properties.

Result: The Network Properties sheet appears.

Click the Callers tab.

Click Specify individual caller privileges.

Right-click the NGenDist icon, and then choose Properties.

Click the Settings tab.

In the Password field, type a new NGenDist password.

In the Confirm Password field, type the NGenDist password again.
Click Apply.

Click OK.
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13 Click the NGenDesign icon.

14 Repeat steps 8 to 12 to create a new password for NGenDesign.
15 Click OK to return to the main pcANYWHERE32 window.

16 Exit p)cANYWHERE32.
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Overview

Introduction

This chapter summarizes the security features available in CallPilot. Detailed
setup instructions are given elsewhere (in “Setting up administration” in the
Administrator's Guidg as setup is part of the initial system provisioning. Use

this chapter as a checklist to make sure you have considered and implemented all
CallPilot security features.

CallPilot provides several features that can greatly enhance the security of your
system. Make sure you have considered these features in your security policy
and that you have configured them to meet your organization’s security
requirements.

Security checklist

Use this list to review and double-check your system setup and make sure you
have not missed anything.

Security feature Default

Access classes

Access classes have been defined n/a

Appropriate access classes are selected in usern/a
templates

Restriction/permission lists (RPLS)

Restriction/permission lists have been defined 0 - 9 for all RPLs. This
restrictsall phone
numbers.
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Security feature Default

RPLs have been applied to the following featureomswitch RPL
each mailbox class:

= external Call Sender

Mailbox Thru-Dialing
s Custom Revert

Delivery to Telephone/Delivery to Fax
AMIS Open Networking
= Remote Notification

m Fax Printing

A system-wide RPL has been applied to Call |on-switch RPL
Answering/Express Voice Messaging thru-dial.

An appropriate RPL has been assigned to each| on-switch RPL
Application Builder service that has a thru-dial
block.

An appropriate RPL has been assigned to the SBhtswitch RPL
of each Application Builder service that allows
callback fax delivery.

Mailbox security

Call Answering/Express Voice Messaging thru-diah-switch
restriction/permission list

Password prefix blank
Minimum password length 4
Maximum days permitted between password |90 days
changes

Password expiry warning 5 days
Minimum number of changes before repeats 5
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Security feature Default
External logon Enabled
Maximum invalid logon attempts per mailbox 9
Maximum invalid logon attempts per session 3

See also

Configure the settings listed in the checklist after system installation. Detailed
information and procedures are in the following chapters il\tmainistrator’'s

Guide

m  “Setting up restriction/permission lists”
= “Setting up mailbox security”

m  “Setting up access classes for administrative users”
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Restrict administrators’ access to the system

Introduction

You might need to distribute the administration of the CallPilot system among
several people. However, for security reasons, give administrators access to only
those parts of the system they need to do their jobs.

For example, some administrators might only need to add and modify users, and
others might only need to create Application Builder services.

How to restrict access to the system

Assigning appropriate access rights to different administrators involves

1. setting up access classes

2. assigning the appropriate access class to administrators

Setting up access classes

Access classes are accessed from User Administration. Access classes specify
the objects to which an administrator has access. Objects are parts of the system,
such as Application Builder and Mailbox classes, as well as system resources.

Access levels

In each access class, you must specify the level of access for each listed system
object. For example, in one access class you might give read-only access to
Application Builder. In another you might provide full access so that the
administrator can create and modify applications.

See also

For more information, see “Setting up mailbox classes” irAthainistrator’s
Guide
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Assigning access classes

To add an administrative user, you must do the following actions:

1. Create a user template in which administrative capabilities are enabled and
the appropriate access class is selected.

2. Create the user from the template.

This means that you either have to create one user template for each type of
administrator, or you have to make sure you have selected the appropriate access
class in the template before you add an administrative user.

See also
For information about creating user templates, seAdnainistrator's Guide

For information about adding users, seeAldeninistrator’'s Guide
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Place dialing restrictions on features

Introduction

A number of CallPilot features use the switch to place calls outside your private
network (on the public telephone network). This means that these features can
incur long distance charges. For example, they can potentially be used to make
long-distance calls. Examples of such services include Delivery to Telephone
and Mailbox Thru-Dialing.

How to protect these services

To apply dialing restrictions to these features, follow a two-step process:
1. Create restriction/permission lists (RPLS).

2. Apply the appropriate restriction/permission list to services.

Create restriction/permission lists

You can define up to 200 different restriction/permission lists. This involves
defining up to 30 permission codes and up to 30 restriction codes for each list.
The restriction codes specify the numbers to which calls cannot be made. The
permission codes specify the exceptions to the restricted codes.

Do not simply create one RPL for all services. Assign an appropriate list to each
service. This might mean creating a custom RPL for each service if needed, or
creating RPLs that can apply to several services that share the same
requirements for dialing privileges.

Example

You need to create an RPL that restricts all long distance dialing except to the
area code 514, which is where your branch office is located. You enter 91 as a
restriction code (to restrict all long distance dialing), and 91514 as a permission
code to allow calls to this long distance area code only.
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See also
For more information, see “Setting up restriction/permission lists” in the
Administrator’s Guide

Apply restriction/permission lists

Once you define your restriction/permission lists, you need to apply them to
services. This table summarizes the features to which you can apply restriction/
permission lists:

Service Where RPLs are applied

External Call Sender User Administration, Mailbox classes, on the RPLs
tab in “Setting up mailbox classes” in the

Mailbox Thru-Dialing o )
Administrator’'s Guide

Custom Revert

Delivery to Telephone/Delivery to
Fax

AMIS Open Networking
Remote Notification
Fax Printing

Call Answering/Express Voice  CallPilot, Security, on the General tab in “Setting up
Messaging thru-dial mailbox security” in théddministrator's Guide

Application Builder services with In the application itself; see tigplication Builder
thru-dial Guide

with callback fax delivery In the SDN Table, Session profile tab in “Assigning
SDNs to services” in th&dministrator's Guide
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Secure users’ mailboxes

Introduction

User mailboxes are common targets of hackers on messaging systems. CallPilot
provides several ways to maximize the security of users’ mailboxes.

Passwords

Use the following features to force users to create passwords that are difficult for
hackers to guess. Secure passwords increase the overall security of your system:

m  password prefix

= minimum password length

= maximum days permitted between password changes
= password expiry warning

= minimum number of password changes required before repeats of
passwords are allowed

Invalid logon attempts

It is also important to limit the number of invalid logon attempts that can be
made on a mailbox. An invalid logon attempt means that an incorrect password
has been entered when trying to log on. A series of incorrect passwords is
usually a sign that someone is trying to gain access to a mailbox by guessing the
password. If you do not limit the number of invalid attempts, it is much easier

for hackers to access mailboxes on your system.

External logon

External logon refers to the ability to log on to a mailbox from an external
phone. Normally, this function is enabled (by default) so that users can call in to
CallPilot and retrieve their messages when they are away from the office.
However, external logon can be temporarily disabled in case of an emergency,
such as a hacker attack.
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See also

For information on how to configure these security features, see the
Administrator’s Guide
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Overview

Introduction

This chapter describes the tools and methods available for monitoring your
system’s security. Once you have installed CallPilot and implemented a security
policy, regularly monitor your system for unusual activity that might indicate a
security problem.

Hackers can gain access to many secured systems because these systems are not
properly or regularly monitored. This chapter describes the tools available to
monitor traffic patterns, usage patterns, and system performance, all of which

can be valuable indicators of security problems.

Establish a baseline

To recognize unusual system behavior, you need to establish a baseline. A
baseline is simply a pattern that represents what is normal for your system. The
only way to recognize something unusual is to know what is normal. Start using
the tools described in this chapter as soon as your system is installed to get to
know the normal usage patterns and performance levels for your system.

Look for unusual patterns

Once you have established a baseline, monitor your system regularly so that you
can recognize potential security problems as soon as possible. You might be able
to catch a problem before much damage is done.

Available tools

There are four ways to monitor your system:

m  Use Reporter to generate and analyze reports on traffic patterns and feature
usage that can alert you to possible security problems.

m  Use CallPilot server tools to look for suspicious events and to monitor
server performance levels.

s Use Windows NT Server tools.
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m  Use Hacker Monitoring if you suspect hackers have gained access or are
trying to gain access to your system.

Use Reporter to monitor your system

The CallPilot server collects operational measurements (OMs). OMs provide
statistics about how the system is being used, traffic and usage patterns, and
system resource usage.

= Reports

Reporter allows you to regularly download OMs from the server.
Downloaded OMs are then used to populate reports that you have
customized so that you can view the information that is important to you.
Reports can also be printed according to a print schedule to make regular
monitoring easier.

Use these reports to identify the normal usage and traffic patterns for your
system. Continue to use Reporter to monitor and analyze data for
significant differences from your normal patterns.

m  Alerts
Alerts are triggered whenever a preset threshold is reached. There are a

number of security alerts. For example, the Excessive After-Hour Logons
alert can call attention to suspicious activity.

Use CallPilot server tools
You can use a number of tools on the CallPilot server as part of your regular
monitoring routine:

m  Event Browser and Alarms Monitor notify you of the events and alarms
generated by CallPilot. Look for events that indicate security problems.

m  Performance Monitor allows you to monitor server performance levels. In
some cases, deterioration in performance can be the result of a system
attack.

Use Windows NT Server tools

Use the Windows NT Performance Monitor to monitor other types of server
activity not captured by CallPilot server tools. This tool gives more detailed
information about resource usage.

For more information, see your Windows NT documentation.
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Use Hacker Monitoring

If you suspect hacker activity because of events, alerts, reports, or user
complaints, use Hacker Monitoring to notify of further actions in real time. You
can monitor logon attempts and thru-dials from suspected calling line IDs
(CLIDs) or mailboxes. You can also monitor thru-dials from Application Builder
services that have thru-dial capabilities.

For more information about Hacker Monitoring, $8®apter 19, Using Hacker
Monitoring.”
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Section A: Reporter alerts and reports

In this section
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What are alerts and reports?

Alerts

Reports

Alerts warn you of potential problems with the system’s hardware, software, and
security. Three alerts warn you of possible hacker activity.

Alerts are not based on real time. They analyze the previous day’s operational
measurement (OM) data for problems with the system. Alerts are typically
calculated each day and are a convenient way of checking for any conditions that
require further attention.

How alerts work

You define a threshold for each alert. This threshold is the number of OMs that
must be generated for an alert to be triggered. The information created by
triggered alerts is displayed in alert reports.

Example
If the threshold value of the Excessive After-Hours Logons Alert is set to 25, and
26 or more after-hour logon attempts occur, the alert is triggered.

Warning signals that indicate alerts exist
If an alert is generated, you are notified in one of two ways. Whenever you
notice one of these signals, check the alert report in Reporter:

m  The Communicator icon flashes on and off.
m  The alert appears red in the Reporter window.

You can generate reports regularly to obtain information about how your system
is being used. Unlike alerts, reports are not triggered by thresholds, but are
generated regularly based on the schedule you have set up.

Regular monitoring is crucial to noticing unusual patterns that may represent
hacker activity. Generate and analyze the reports described in this chapter
regularly to increase system security.
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See also

This chapter describes the reports that are relevant to monitoring your system’s
security. For detailed information on setting up Reporter and interpreting
reports see theReporter Guide
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Security alerts

Introduction

For security alerts, define appropriate thresholds that determine when they are
triggered. If you suspect hacker activity, you can set these thresholds lower so
that you are notified sooner and more often.

Excessive incomplete messaging accesses

This alert notifies you of unsuccessful logon attempts. A high number of
unsuccessful logon attempts can indicate a hacker attack. Hackers trying to find
mailboxes to access enter passwords until they find one that works. Many of
their attempted logons will, therefore, be unsuccessful.

Note: This alert is available only with the advanced version of the Reporter
program.

Actions
If this alert is triggered, do the following actions:

1. Use the Search Users tool to search for all users with a certain number of
invalid logon attempts on their mailboxes. For example, find all users who
have six or more invalid logon attempts logged. This gives you a list of
mailboxes that may be the targets of hackers.

For more information about using the Search Users tool, see “Maintaining
existing users” in th&dministrator's Guide

2. Check suspicious mailboxes by generating the Mailbox Call Session
Summary report to analyze mailbox activity. Also use this report to identify
the DNs of callers who have been calling in to mailboxes.

3. Enable Hacker Monitoring to monitor either

= logon attempts to and thru-dials from suspected mailboxes

m suspected CLIDs (the caller DNs identified in the Mailbox Call Session
Summary report)
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Excessive after-hours logon attempts

This alert can indicate that hackers are accessing mailboxes after hours when
they are less likely to be noticed. This alert lists the mailboxes that have too
many after-hours logon attempts and the caller DNs from which the logon
attempts originated.

Actions
If this alert is triggered, enable Hacker Monitoring to monitor either

m the mailboxes that have excessive after-hours logon attempts

m the CLIDs (caller DNs reported by the alert) you have identified as the
sources of after-hour logon attempts

Excessive thru-dialer accesses

A number of CallPilot features allow thru-dialing to the public network. This
alert can indicate that hackers have gained access to your system and are placing
long distance calls using thru-dial capabilities.

Actions

If this alert is triggered, find out if thru-dials are being placed from within
mailboxes or from Application Builder services. You can do the following
actions to investigate further:

1. Generate the Building Block Summary report to see if too many thru-dials
are being placed from services created with Application Builder. Make sure
the report includes information about the thru-dial block.

2. Enable Hacker Monitoring to monitor
» thru-dials from specific mailboxes (or all mailboxes if you cannot
identify the mailboxes being used)

» thru-dials from specific Application Builder services (or all services if
you cannot identify particular services as suspect)

For more information, se@hapter 19, Ysing Hacker Monitoring

3. If a particular Application Builder service’s thru-dialing capability is being
abused, check the restriction/permission list that is assigned to the service.
You might have to restrict all long distance dialing for the service.
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For more information, see tiAgplication Builder Guide
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Reports

Introduction

You can generate the following types of reports to obtain information about how
your system is being used.

Messaging reports

Generate and analyze the following messaging reports regularly:

Inactive User report

Generate this report to find inactive mailboxes. This report informs you of
the number of unread messages in the mailbox and the last time the mailbox
was accessed.

Actions

Follow up with users to see if these mailboxes are no longer needed. Delete
mailboxes from the system if they are unused. For mailboxes that are still
being used, find out why they appear to be inactive. Check whether the
users need some training. A mailbox that appears to be inactive can be a
target of hackers.

Mailbox Call Session Summary report

If you suspect a hacker is trying to get into a particular mailbox, generate
and analyze this report to see the usage pattern over a certain period of time.
This report collects information about the type of call session (Call
Answering, Express Voice Messaging), the session length, the date and
time, and the DN of the caller who called in to the mailbox.

Actions

If the activity looks suspicious, enable Hacker Monitoring for the mailbox
so that you are notified of logon attempts to and/or thru-dials from the
mailbox in real time. You can also monitor mailbox logon attempts from
suspicious CLIDs (called Caller DNs in this report).
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Voice Messaging Activity report

This report collects summary data about messaging activity on your system.

It reports on the number of Call Answering and Express Voice Messaging
sessions, the number of logon sessions, the average session length, and the
longest session length.

Signs of possible hacker activity

When analyzing this report, add the number of logon sessions and the
number of Call Answering or Express Voice Messaging sessions. If the
total does not equal the total number of messaging calls on your system,
there is a system problem or possible hacker activity.

Actions

If you suspect hacker activity, examine the Excessive Incomplete
Messaging Accesses alert.

Traffic reports

Generate the System Traffic Summary report to get an idea of the typical traffic
patterns for your services. You will notice unusual traffic patterns more quickly.
If you notice a potential problem in this report, follow up with more detailed
reports on suspected services.

You can use this report to establish baseline traffic statistics for various services.
For security purposes, focus on services that are vulnerable to unauthorized use.

Monitoring Call Answering

Unusually high Call Answering activity can indicate an attack on your
system to gain entry through mailboxes.

Application Builder services

Services created with Application Builder that allow thru-dialing or
callback fax delivery are vulnerable since they provide outdialing
capabilities.

If traffic patterns change unexpectedly for a particular service, do the
following actions

»  Generate a Building Block Summary report to check how many times
the Fax Select or Thru-Dial block was accessed.
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n If there are too many thru-dial accesses, enable Hacker Monitoring to
monitor thru-dials from specific Application Builder services in real
time.

Multimedia reports

It is important to monitor Application Builder services that provide thru-dial and
fax callback capability. The Thru-Dial block allows callers to enter O followed
by another number. Fax Select blocks that allow callback delivery allow callers
to specify a fax number to which faxes should be delivered.

m  Building Block Summary report
This report produces data about how your multimedia applications (created
with Application Builder) are used. Use the report to monitor services that
allow thru-dialing and/or fax callback. Look at the number of times the
Thru-Dial block and Fax Select block have been accessed.

After a service has been put into service, monitor it for normal patterns.
Keep looking for unusually high numbers of accesses.
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Section B: CallPilot server tools

In this section

Alarms and events

456
Server Performance Monitor 457
Windows NT Performance Monitor 458
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Alarms and events

Event Browser and Alarm Monitor

The Event Browser and Alarms Monitor are important tools you can use to
monitor your system and identify the cause of security breaches.

Monitor alarms and events regularly. Most hackers are able to gain access to
systems because the systems are not properly or regularly monitored.
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Server Performance Monitor

Introduction

Performance that is deteriorating can be caused by many things, including
hacker activity on your system. Some types of attacks are meant to affect a
system’s performance.

For example, in a denial-of-service attack, a system is bombarded with traffic on
a certain port or group of ports so that the services using those ports cannot
respond to users’ requests. Significant drops in performance can indicate this
kind of attack.

Investigating service deterioration

If you notice deteriorations in performance, look at the Server Performance
Monitor on the CallPilot Administration Client to see if you can identify the area
of the system responsible for the problem. Is it CPU, disk, or memory usage?

See also

For more information about using the Server Performance MonitoGtssggter
9, “Viewing and filtering server events
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Windows NT Performance Monitor

Introduction

The Windows NT Performance Monitor provides detailed server information
and can be used to identify certain security-related problems.

For example, if you notice that the Remote Procedure Call (RPC) processes
(Rpcss.exe) use 90 percent or more of your CPU time consistently, you can
suspect a denial-of-service attack.

Consult your Windows NT documentation for details.
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Overview

Introduction

If you have noticed suspicious activity on your system, enable and set up Hacker
Monitoring to track and notify you of suspicious activity in real-time. This
chapter describes how to set up Hacker Monitoring to track different types of
activity and how to make sure you receive notification of specific events

immediately.
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Section A: About Hacker Monitoring

In this section

_Overview

462
Calling line ID monitoring 464
Mailbox monitoring 466
Application Builder services monitoring 468
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Overview

Introduction

Hacker Monitoring is a feature that, using a combination of CallPilot tools,
allows you to monitor CallPilot for certain events that you suspect are caused by
hackers who have gained access to your system. When the event you are
monitoring occurs, an alarm is generated. This means you are notified of
suspicious activity in real time so you can investigate immediately.

When to use Hacker Monitoring

Generally, you use Hacker Monitoring only when you suspect hacker activity on
your system. You are alerted to this activity in several ways.

m  Users complain of suspicious behavior in their mailboxes, such as changed
greetings or obscene messages.

= An alert is triggered by Reporter.
= Areport generated in Reporter indicates unusual traffic or usage patterns.

What you can monitor

What you monitor depends on the type of suspicious behavior you have noticed.
You can use Hacker Monitoring to monitor

= internal and external telephone numbers (CLIDs) from which you suspect
hackers are calling

= mailboxes to which you suspect hackers have gained access

= Application Builder services you suspect hackers are using to place thru-
dials

Receiving notification of alarms

If, for example, you enable Hacker Monitoring for a particular mailbox, all
logon attempts to that mailbox cause an alarm to be generated. You can find out
about the alarms generated by Hacker Monitoring by
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= viewing the Alarms Monitor regularly to learn of new alarms

= setting up an alarm mailbox so that whenever an alarm is generated, the
system sends a voice message to the mailbox to alert you

= enabling Remote Noaotification for the alarm mailbox so you are notified of
new alarm messages immediately at a specified number, such as a pager or
cell phone
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Calling line ID monitoring

Introduction

When a call comes in to the system, CallPilot keeps track of the calling line ID
(CLID), if available. The CLID identifies a caller to the system. If you have
identified certain CLIDs as suspicious (possibly the number from which a
hacker is calling in to your system), you can monitor them with Hacker
Monitoring.

How to identify suspicious CLIDs

You might become suspicious of certain CLIDs under the following conditions:

= You receive an Excessive After-Hours Logons alert. This alert reports the
mailbox number and caller DN (the CLID).

= You run the Mailbox Call Session Summary report on mailboxes you
suspect are targets of hackers and notice calls repeatedly originating from
certain caller DNs.

Logon attempts and thru-dials

For CLIDs, you can monitor thru-dials or logon attempts, or both.

When thru-dials are monitored, an alarm is generated whenever a monitored
CLID gains access to the system and places a thru-dial. It does not matter how
the caller thru-dialed—whether it was from a mailbox or an Application Builder
service, for example. All thru-dials originated from the monitored CLID
generate an alarm.

Internal and external CLIDs

You can monitor both internal CLIDs (extensions) and external CLIDs. You
might suspect that certain users are using features in an unauthorized way and
decide to track specific internal numbers. Monitor external CLIDs when you
suspect hackers are accessing your system from the outside.
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Generated alarms

The following alarms are generated whenever a logon or thru-dial originates
from a monitored CLID:

Event number  Description

55750 Successful login from Hacker Monitored DN.

55751 Failed login from Hacker Monitored DN.

55752 Thru-dial in mailbox from Hacker Monitored DN.

55753 Thru-dial attempt in mailbox from Hacker Monitored DN.
55754 Thru-dial in Application Builder application from Hacker

Monitored DN.

55755 Thru-dial attempt in Application Builder application from
Hacker Monitored DN.

Actions

If a specific mailbox is being targeted, find out if the mailbox is in use. If itis
being used, inform the user and ask him or her to change the mailbox password
immediately.

If the mailbox is unused, delete it immediately.
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Mailbox monitoring

Introduction

If you suspect that hackers are trying to gain access or have gained access to
certain mailboxes, enable Hacker Monitoring to monitor specific mailboxes.

If you suspect a major attack on your system, you might need to monitor all
mailboxes for some time until you can deal with the problem.

Thru-dials and logon attempts
You can monitor mailboxes for all logon attempts or thru-dials, or both.

If you suspect that hackers have set up mailboxes on the system and are using
them for their own purposes, monitor logons.

If you suspect that hackers are using mailboxes to access thru-dial capabilities,
monitor the thru-dials made from suspect mailboxes.

Generated alarms

The following alarms are generated whenever there is a logon to or a thru-dial
from a monitored mailbox:

Event number  Description

55756 Failed login attempt to Hacker Monitored mailbox.
55757 Failed login attempt to Hacker Monitored mailbox.
55758 Successful login to Hacker Monitored mailbox.
55759 Successful login to Hacker Monitored mailbox.
55760 Successful thru-dial from Hacker Monitored mailbox.
55761 Successful thru-dial from Hacker Monitored mailbox.
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Event number  Description

55762 Thru-dial attempt from Hacker Monitored mailbox.

55763 Thru-dial attempt from Hacker Monitored mailbox.

Actions

If Hacker Monitoring reveals that a mailbox has been compromised, follow up to
identify its status.

Access the user’s profile from User Administration. On the Security tab, check
the time of the last logon and when the password was last changed. If the
mailbox has not been accessed for a while, the mailbox might no longer be used.
Contact the user or find out if the user has left your organization.

IF THEN

the user has left your organization andelete the mailbox immediately.
the mailbox is no longer needed

the user is on vacation or absent for ayou need to decide whether to

long time = disable the mailbox until the user
gets back.

= change the password.

the user is present and the mailbox isask the user if he or she has noticed
needed any strange behavior.

The user might need training on how
to use the mailbox. Ask the user to
change the password to a secure
password immediately.
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Application Builder services monitoring

Introduction

Application Builder services can become targets of hackers if they include a
Thru-Dial block that allows callers to make calls to the public switched
telephone network (PSTN).

Building Block Summary report

You will most likely be alerted to security problems in Application Builder
services by running and analyzing the Building Block Summary report. Look at
Thru-Dial block accesses to see if there is an unusually high number.

To follow up, enable Hacker Monitoring to monitor selected Application Builder
services or all Application Builder services. Any time there is a thru-dial from
the monitored service, an alarm is generated.

Generated alarms

The following alarms are generated whenever a thru-dial is originated from a
monitored Application Builder service:

Event number  Description

55764 Thru-dial from Hacker Monitored Application Builder
application DN.

55765 Thru-dial from Hacker Monitored Application Builder
application DN.

55766 Thru-dial attempt from Hacker Monitored Application
Builder application DN.

55767 Thru-dial attempt from Hacker Monitored Application
Builder application DN.
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Actions

If Hacker Monitoring confirms that a certain service is being used to thru-dial in
an unauthorized way, check the design of your service.

Restriction/permission lists

Check the restriction/permission list that has been assigned to the service. Can
you assign a more restrictive list without a significant impact on users of the
service?

Password blocks

Use password blocks if possible. For example, if you want only some users to be
able to place long distance thru-dials, you can create two Thru-Dial blocks and
assign a different restriction/permission list to each one. In front of the Thru-
Dial block that allows long distance dialing, insert a Password Check block that
requires users to enter a password before accessing that part of the service.

See also

For more information on blocks in Application Builder, seeAbelication
Builder Guide
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Opening Security Administration

Introduction

To perform the procedures in this section, you must open the Security

Administration program.

Getting there CallPilot System > Messaging Administration > Security Administration

To access Security Administration

1  Double-click Security Administration.

[El CallPilot Administration Client - 47.152.171.131 - C:\CallPilot Administration Client

File Miew Utlities “Windows Help

EEN

_E_I CallPilot Spztem
-] User Administration
EI@ Systemn Administration

-] Swstem Configuration
% Server Backup
-3 Alarms & Events
-] System Performance Maritaring
= @;I b aintenance Administration
qg? Maintenance
-[#3] Muliimedia Monitar
-[#3] Channel Maonitar

fEl Service Administration

EI@ M ezzaging Administration
[ Networking
----- Intermet Mail Clisnts
Eg archive & Restare
o e[z Archive Manager
B Restare Manager
B4 Messaging &dministration
@ Outcaling Administration
e System Prompts Customization

e w Adminiztration
@ Restr

ction Permission Lists

Far Help, press F1 IENESTET

Result: The Security Administration Properties window appears.
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Monitoring CLIDs for logon attempts and thru-
dials

Introduction

Monitor specified calling line IDs (CLIDs) either on or outside your system to
track suspicious thru-dial activities and logon attempts. Every time a logon or a
thru-dial is made by the monitored CLID, an event code is generated.

Getting there CallPilot System > Messaging Administration > Security Administration
> CLIDs tab

To monitor CLIDs for suspicious behavior

1  To monitor CLIDs, make sure the Monitor CLIDs for all mailbox logon
attempts and thru-dials on the system check box is checked.

2 To set up a monitoring period for CLIDs, in the Monitoring period from list,
type or select the time to start monitoring in hours and minutes in a 24-hour
format.

3 In the Monitoring period to list, type or select the time to stop monitoring in
hours and minutes in a 24-hour format.

4 To monitor a CLID that is on the local switch, type the DN in the Internal
box.

5 Click Add to include the CLID in the list of internal CLIDs.

6  To monitor a CLID that is external to the switch, type the DN in the External

box.
7 Click Add to include the CLID in the list of external CLIDs.
8 Click Save.
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Removing a CLID from the monitoring list

Introduction

Remove a CLID from the list of CLIDs that the system is monitoring when you
have determined the cause of suspicious activity and have resolved the problem.

Getting there CallPilot System > Messaging Administration > Security Administration

> CLIDs tab

To remove a CLID from monitoring

1

2
3
4
5

In the Internal CLIDs list, select the CLID you want to remove.
Click Delete.

In the External CLIDs list, select the CLID you want to remove.
Click Delete.

Click Save.
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Monitoring mailboxes for logon attempts and
thru-dials

Introduction

Monitor specific mailboxes on your system to track suspicious thru-dial
activities and logon attempts. Every time someone logs on to a mailbox or places
a thru-dial call from it, an event code is generated.

Getting there CallPilot System > Messaging Administration > Security Administration
> Mailboxes tab

To monitor mailboxes for suspicious behavior

1  To monitor logon attempts to specified mailboxes, make sure the Logins
check box is checked.

2 To monitor thru-dials made from specified mailboxes (during either
Messaging or Call Answering sessions), make sure the Thru-dials check
box is checked.

3  To set the monitoring period, in the Monitoring period from list, type or
select the start time in 24-hour format.

4  To end the monitoring period, in the Monitoring period to list, type or select
the end time in 24-hour format.

5  To monitor every mailbox on the system, make sure the All check box is
checked.

6  To monitor only the mailboxes that you include in the list, make sure the
Selected check box is checked.

7  Ifyou enabled Selected to include a mailbox, type the mailbox nhumber in
the mailbox DN box (the unmarked box on the left).

8 Click Add.
9 Repeat steps 7 to 8 for each additional mailbox you want to monitor.
10 Click Save.
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Removing a mailbox from the monitoring list

Introduction

Remove a mailbox DN from the monitoring list when you have determined the
cause of suspicious activity and have resolved the problem.

Getting there CallPilot System > Messaging Administration > Security Administration
> Mailboxes tab

To remove a mailbox from monitoring
1 Inthe list of mailbox DNs, select the mailbox you want to stop monitoring.
2  Click Delete.
3  Click Save.
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Monitoring Application Builder applications
for thru-dials

Introduction

Monitor specified Application Builder applications to track suspicious thru-dial
activities. Every time a thru-dial is made from the application (specified by its
SDN), an event code is generated.

Getting there CallPilot System > Messaging Administration > Security Administration
> AppBuilder tab

To monitor Application Builder services for suspicious behavior

1  To monitor thru-dials made from specific Application Builder applications,
make sure the Monitor thru-dials for AppBuilder entries in the SDN table
check box is checked.

2 To set the monitoring period, in the Monitoring period from list, type or
select the start time in 24-hour format.

3 To end the monitoring period, in the Monitoring period to list, type or select
the end time in 24-hour format.

4 To monitor every Application Builder application in the SDN Table, make
sure the All check box is checked.

5  To monitor only specific applications, make sure the Selected check box is
checked.

6 If you enabled Selected to include an SDN, type the DN associated with the
Application Builder application in the Application DN box (the unmarked box

on the left).
7  Click Add.
8 Click Save.
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Removing an Application Builder application
from the monitoring list

Introduction
Remove an application’s SDN from the monitoring list when you have
determined the cause of suspicious activity and have resolved the problem.

Getting there CallPilot System > Messaging Administration > Security Administration
> AppBuilder tab

To remove an Application Builder application from monitoring

1 Inthe list of monitored application DNs, select the SDN you want to

remove.
2 Click Delete.
3  Click Save.
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Setting up an alarm mailbox

Introduction

Define an alarm mailbox if you want CallPilot to send you (or another
administrator) a voice message when an alarm is generated. The message
notifies you that an alarm has been received. The message is tagged as urgent.
After receiving a notification message, look at the Alarms Monitor to get more
details.

Immediate notification of alarm messages

If you want to be notified immediately of new alarms generated by Hacker
Monitoring, enable Remote Notification (RN) for the alarm mailbox. If you are
away from the phone and cannot see that the Message Waiting Indicator (MW]I)
has been turned on, the RN service sends a message at the number you have
defined. This can be a pager or another phone, such as a cell phone.

Note: Remote Notification must be enabled in the mailbox class to which the
alarm mailbox is assigned.

Getting there callPilot System > Messaging Administration > Messaging
Administration

To set up an alarm mailbox

1 Double-click Messaging Administration.
2 Click the Mailboxes tab.

3  Inthe Alarm mailbox number box, enter the number of the mailbox to which
you want alarm notification messages to be sent.

Note: If you want remote notification of alarm messages, make sure this
mailbox belongs to a mailbox class in which RN is enabled.

4 Inthe Severity to trigger box, specify whether you want critical, major, or
minor alarms to cause a message to be sent to the alarm mailbox.

Note: To disable the alarm mailbox, select none.
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5 Click Save.

To enable Remote Notification for the alarm mailbox

1  Make sure the alarm mailbox is assigned to a mailbox class in which
Remote Notification is enabled.

2  Create a notification schedule.
For more information on verifying or changing the mailbox class assignment, as

well as information on setting up a remote notification scheduleClsapter 4,
“Maintaining existing users
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Viewing alarms

Introduction

To obtain information about an alarm generated within the system, use the Event
Browser and Alarm Monitor.

Event Browser

The Event Browser lets you view events that have been recorded in the server
log. Use the Event Browser to view the time an event occurred, the object that
generated the event, and the cause of the event.

To reduce the number of events shown in the Event Browser at one time, you can
set up a filter that screens the log for events that meet your specifications. Events
can be filtered according to their code, type, severity, or interval.

For instructions on using the Event Browser, Seetion A: ‘Using the Event
Browser” on page 271

Alarm Monitor

Once an alarm has been raised, it is displayed in the Alarm Monitor window.
From this window, you can view the details of an alarm, such as the code and
severity of the event that raised the alarm, the time at which the event was
logged, the program that generated the event, and the cause of the event.

For instructions on using the Alarm Monitor, $ection B: Using the Alarm
Monitor,” on page 281
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Overview

Introduction

This chapter describes Meridian 1 switch features that affect the security of your
CallPilot system. These features interact with features in CallPilot, and should
be considered when designing and implementing a security policy.

Note: This chapter describes features on the Meridian 1 switch only. If your
system is connected to a different switch, refer to your switch documentation for
security features.

A number of CallPilot services can call out of your private Meridian 1 switch
and onto the public switched telephone network (PSTN). These include

»  Thru-dialing from mailboxes, Call Answering sessions, and Express Voice
Messaging sessions

m  External Call Sender
m  user-defined revert DNs (Custom Revert)

= outcalling services (Delivery to Telephone, Delivery to Fax, Remote
Notification)

= services created with Application Builder that allow users to enter a fax
callback number

= AMIS Open Networking

Implications

These services are susceptible to toll fraud. Take the necessary precautions to
ensure that they are not abused. The calls these features place originate from
your Meridian 1 and are, therefore, charged to your company.

Restriction/permission lists (RPLS)

In CallPilot, you can create up to 200 restriction/permission lists (RPLs). You
can then assign a list to each CallPilot service that can make outgoing calls.
RPLs determine the numbers that CallPilot services can and cannot call.
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By default on a newly installed system, all codes (from 0 to 9) are defined as
restriction codes in all lists. This means that all of the listed services are
completely restricted from placing calls and will not work until you modify the
RPLs. This forces you to consider the numbers you want to allow and deny for
each service.

Example

Generally, you want to prevent Delivery to Telephone from placing international
calls. However, you have branch offices in Paris and Osaka to which users send
messages. In the RPL for Delivery to Telephone, you enter the international
network access code (9011, for example) as a restriction code to block
international dialing. However, you enter 9011331 and 9011816 as permission
codes to allow calls to Paris and Osaka.

Multiple layers of defense

RPLs are a good first line of defense. However, they should not be your only
defence. Errors in RPL setup or oversights can lead to a security hole. Use the
features on the Meridian 1 together with RPLs to create multiple security
checkpoints.

Restrictions you can place on agents

CallPilot uses ACD agents on the Meridian 1 to accept incoming calls and to
place outgoing calls. Whereas RPLs are applied to specific CallPilot services, on
the Meridian 1, restrictions are placed on agents to control access rights to
trunks and dialing privileges.

The following Meridian 1 features should be used in addition to restriction/
permission lists. CallPilot agents are configured as digital sets (type 2008) in
Overlay 11:

m  Trunk Group Access Restrictions (TGARS/TARGS)
m  Class of Service (CLS)
m  Network Class of Service (NCOS)
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See also

See your Meridian 1 documentation for detailed information about switch
security. There are many features that you can use to greatly increase the level of
security.

This information can be found in the Meridian 1 swistem Security Guide
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Understanding dialing restrictions

Dialing privileges for ACD agents

CallPilot services that can place outgoing calls use ACD agents on the Meridian
1 to do so. The dialing privileges given to these agents must allow CallPilot
services to dial out to the required numbers (local and long distance). However,
do not make dialing privileges more permissive than they need to be. When
assigning dialing privileges, balance security and convenience.

Features that restrict outbound calls

Some features in CallPilot and on the Meridian 1 can be used together to provide
CallPilot agents with the appropriate dialing privileges. Use these features
together to layer security checkpoints, rather than relying on just one feature.

Feature Description

In CallPilot

Restriction/ permissiorRPLs are your first line of defense. You must assign an RPL to
lists (RPLS) each service that can outdial. The RPL identifies which dialing
codes are restricted and which are allowed.

For more information, see “Setting up restriction/permission
lists” in theAdministrator’s Guide

On the Meridian 1

Network Class of NCOS is a BARS/NARS feature that determines the numbers
Service (NCOS) that can and cannot be called by CallPilot agents.

Trunk Group Access TGAR controls which direct access trunks CallPilot agents can
Restrictions (TGARSs) use. Nortel Networks recommend that agents not be allowed
direct access to trunks.

Class of Service (CLS) CLS controls dialing privileges (local calls only, long distance,
and so on) on the direct access trunks that CallPilot agents are
allowed to use.
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What determines whether a call is allowed

When a CallPilot service tries to place an outgoing call to a certain telephone
number, several factors determine whether the call is allowed. Here is what
happens:

1.

A CallPilot service tries to place an outbound call.

Example: A user tries to thru-dial to an international number
(901133142950247) from a mailbox.

The system checks the assigned restriction/permission list (RPL).

Example: The system checks the user’'s mailbox class to see if the RPL
assigned to the Mailbox Thru-Dial feature allows calls to the dialed
number.

» If any of the starting digits in the dialed number are restricted (such as
9011), then the call is blocked.

n If the starting digits are not defined as a restricted code or are defined as
a permitted code, then the Meridian 1 switch settings are checked.

The NCOS assigned to the agent is checked to see if the dialed number is
restricted.
= |f the number is restricted, the call is blocked.

n If the number is not restricted, and Trunk Group Access Restrictions
(TGAR) is also implemented, the TGAR setting is checked. (If TGAR is
not implemented, the call is made at this point.)

The TGAR assigned to the agent is checked and compared to the Trunk
Access Restriction Groups (TARGS) assigned to the trunk route the service
is trying to use.

= If the TGAR matches one of the TARGS, then the call is blocked.

n If there is no match, then the Class of Service (CLS) is checked.

The CLS assigned to the agent is checked to determine the calling
privileges. If the CLS allows international calls, then the call is placed.
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Implications

In CallPilot, restrictions are assigned on a feature-by-feature basis. For example,
you can assign one RPL (that allows on-switch and local calls) to Delivery to
Telephone and another RPL (that allows on-switch calls only) to Call
Answering/Express Voice Messaging thru-dial.

On the Meridian 1, however, restrictions are assigned per agent. Since all ACD
agents that service CallPilot are put into one ACD queue, you cannot control
which agent is used by which service. Therefore, restrictions assigned to agents
must allow CallPilot services to place calls to the numbers required by your
business.

However, agents should not be left completely unrestricted. If an RPL is not set
up properly, or the incorrect RPL is assigned to a feature, the restrictions placed
on agents can be a secondary defense that blocks calls from getting through to
destinations that should be restricted.
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Network Class of Service

Introduction

When a user or a CallPilot service dials a humber that begins with a network
access code (such as 9 to dial out and place a local call) followed by the desired
number, the BARS/NARS software processes and routes the call. Based on the
dialed number, the Meridian 1 reads a digit translation table. The translation
determines which list of alternate routes the system uses to process the call. This
listis called a route list index and contains alternate outgoing routes (trunk
groups) for call completion.

Definition

Network Class of Service (NCOS) is a BARS/NARS feature. An NCOS
designation is a group of calling privileges you can assign to a station, TIE trunk,
DISA DN, or authorization code. In CallPilot, you assign the ACD agents that
service CallPilot to an NCOS that determines the appropriate privileges. Nortel
Networks recommends that a special NCOS be set up for CallPilot agents.

Facility Restriction Levels

When you set up an NCOS group, you assign it a Facility Restriction Level
(FRL). There are eight FRLs (0 to 7). When a service tries to place an outgoing
call, the FRL of the agent’s NCOS is compared to the minimum FRL
requirement assigned to each entry in a route list.

The entries in the route list are trunk routes that can place calls to certain country
codes, area codes, or special numbers. The routes are listed in the order the
system searches them when trying to complete an external call. Agents are
allowed to complete a call on an entry in the route list when their FRL is equal
to, or higher than, the entry’s FRL level.
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Example
1. Auserdials 9-1-417-555-9090.
2. The 9 triggers Meridian 1 to use BARS/NARS data.
3. The Meridian 1 searches the translation table for 1417.
Calls to 1417 use Route List Index 2.
4. Route List Index 2 is searched for an idle available trunk.
The first choice is a WATS route.
5. The NCOS/FRL assigned to the first choice (2) is compared to the NCOS/
FRL (2) of the station.
The station’s NCOS/FRL (2) is equal to or greater than the WATS NCOS/
FRL (2), so the call is allowed for this choice.
6. If all WATS trunks are busy, then the second choice (CO trunks) is checked.
7. The NCOS/FRL of the CO trunks (3) is compared to the NCOS/FRL of the

station (2).

The station’s NCOS/FRL (2) is lower than the CO trunks’ NCOS/FRL (3),
so the call cannot be completed over CO trunks.

See the following illustration.
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What about TGARS?

The BARS/NARS database can be configured to ignore Trunk Group Access
Restrictions or to use them. When TGARs are ignored, the BARS/NARS
software assesses the Class of Service and the FRL to determine which call
facilities are eligible for a particular call. This configuration allows flexibility in
using a given trunk group while forcing users to place calls through BARS/
NARS. You can base trunk access for each call on the FRL requirements for the
number dialed rather than basing access on the TGAR.

You can also configure the BARS/NARS database to assess TGAR assignments
in determining how the system can route a call. In this case, the BARS/NARS
software uses the CLS, TGAR, and FRL to determine which call facilities are
eligible to process a particular call.

In either case, the most restrictive setting is used to determine whether a call can
be completed.

Recommendations

Here are some recommendations and considerations for setting up NCOS for
your CallPilot agents:

1. Putall CallPilot agents into one NCOS group. That way, if you need to
make a change, you modify only one NCOS group.

2. When selecting an FRL for the NCOS, keep the following aspects in mind:

= The FRL must allow CallPilot services to place calls to the necessary
numbers.

= However, the FRL should not be more permissive than necessary.

3. Since most long distance fraud calls are destined for certain specific
country codes and area codes, consider not defining these codes in your
translation tables if your business does not require that users call these
locations. If your business requires calls to destinations associated with toll
fraud, consider assigning unique route list indexes to each of these
destinations. This scheme provides the capability to assess normal call
volumes and to detect variations.
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Trunk Group Access Restriction and Class of
Service

Trunk Group Access Restriction

Trunk Group Access Restriction (TGAR) is used to allow or deny stations, or
CallPilot agents in our case, the ability to dial trunks directly. Direct trunk access
means that a network access code, such as 9 to dial out for local calls, is not
needed. Instead, a special direct access code is needed.

Nortel Networks recommends that CallPilot agents not be able to access trunks
directly.

How TGAR works

Each trunk route is configured with a list of Trunk Access Restriction Groups
(TARGS) ranging from 0 to 31.

Each CallPilot agent is assigned a Trunk Group Access Restriction (TGAR).
When a CallPilot service attempts to access a trunk route using an agent, the
Meridian 1 compares the agent’s TGAR assignment against the list of denied
Trunk Access Restrictions Groups (TARGS) associated with the trunk route the
service is trying to access.

TARGs and TGARs provide a way to assign values to trunk routes and agents so
that they can be compared when trunk access is requested. When the agent’s
TGAR matches a TARG, the call is denied. If there is no match, the Class of
Service (CLS) assigned to the agent is checked.

Class of Service

If the agent’s TGAR permits access to the trunk route, the Meridian 1 then
checks the agent’s CLS assignment to determine call eligibility. The system
always uses the most restrictive assignment (CLS or TGAR) to determine call
eligibility when a service is trying to access trunk facilities directly. For
example, if the agent's TGAR allows access to long distance trunk routes, but
the CLS does not, the CLS setting is used and long distance calls are blocked.
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There are many different CLS options, ranging from Unrestricted Service
(UNR) to Fully Restricted Service (such as FRE and FR1).

How TGAR and CLS work together

The following illustration shows the interaction between the CLS assignment
and TGARs.
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completed.
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In this illustration, the following events occur:

A user dials the access code for the CO trunk group, followed by 555-6100.

The Meridian 1 checks the TARG assigned to the user’s station to see if the
user has access to CO trunks. The user does.

The Meridian 1 checks the CLS (SRE) to see if the user can make a local
call. The user cannot make a local call.

Recommendations

When you assign a CLS to CallPilot agents, consider the following aspects:

Conditionally Toll Denied (CTD) is the default class and is recommended
for most systems.

CTD allows agents to receive calls from the exchange network. Agents are
restricted from placing toll calls through direct access trunks, but are
unrestricted for toll calls placed through Basic/Network Alternate Route
Selection (BARS/NARS). This CLS forces agents’ calls over BARS/NARS
translations, allowing control over dialing privileges using NCOS.

Unrestricted Service (UNR) is not recommended.

Any oversights in your restriction/permission list settings and assignments,
or any modifications to these lists that run counter to your security policy,
create a security hole. Outbound calls that should not get through might end
up getting through with UNR.

If you want to make sure that no CallPilot service is able to place long
distance calls, you can choose a more restrictive Class of Service.
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Coordinating Meridian 1 and CallPilot dialing
privileges

All agents must have the same privileges

All CallPilot agents are placed in one ACD queue and cannot be dedicated to
particular services. This means that there is no way of knowing which agent is
used by a particular service. Therefore, all ACD agents that are used by CallPilot
must have the same dialing privileges.

Implications

This means you must identify which service needs the most permissive dialing
privileges and then configure all CallPilot agents with the required privileges.
You do your fine-tuning in CallPilot using restriction/permission lists. Since you
can create up to 200 of these lists, you can assign a different list to each service
based on the dialing privileges needed by that service.

Example

Your policy is that no CallPilot services are allowed to place international calls.
However, long distance dialing in the same country code is required by certain
services.

This means that all agents used by CallPilot must be allowed to make long
distance calls (in the same country code), but that they should all be blocked
from making international calls.

In CallPilot, you assign more limited RPLs to services you do not want to allow
to make long distance calls (or even local off-switch calls).

Summary of steps to take

Do the following actions to make sure dialing restrictions in CallPilot and on the
Meridian 1 work together to provide the needed level of dialing privileges:
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Determine the dialing privileges required for each of the following
CallPilot services:
= Call Answering/Express Voice Messaging thru-dial

= services created with Application Builder that include a thru-dial and/or
fax callback block

Note that, for the following services, the RPL is assigned in mailbox
classes. This means you can assign a different RPL to the same feature in
different mailbox classes (based on user requirements):

= Mailbox Thru-Dial

s External Call Sender

m  Custom Revert

n Delivery to Telephone/Delivery to Fax
= Remote Notification

= AMIS Open Networking

m Fax Printing

Identify which services need the most permissive dialing privileges.

Example: Several of your services need to be able to place long distance
calls in the same country code. International dialing is not needed by any
service.

Set the dialing privileges (NCOS, TGAR, CLS) for all CallPilot agents to
the most permissive setting required (as identified in Atepo not make
privileges more permissive than is necessary. Create enough restriction/
permission lists to cover all the dialing privileges your services require.

Create restriction/permission lists in CallPilot.

Note: Do not simply create one restriction/permission list and then assign it
to all services. This can open your system to attacks. If each service
requires different dialing privileges, it is better to create multiple lists and
customize them for each service. Most likely, certain services share the
same dialing privileges, so you can assign the same restriction/permission
list to several services.

Assign the appropriate restriction/permission list to each service.
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Meridian Mail Trunk Access Restriction

What is Meridian Mail Trunk Access Restriction?

Meridian Mail Trunk Access Restriction (MTAR) is a Meridian 1 feature that
restricts the ability of a person on an internal extension from transferring or
conferencing external callers within the switch.

External calls are defined as incoming/outgoing trunk calls that originate or
terminate outside a private network. This definition applies to all types of trunks,
except TIE trunk calls.

Why use MTAR?

MTAR prevents system abuse by distinguishing between internal and external
calls directed to CallPilot. MTAR prevents completion of any Call Transfer,
Conference, No Hold Conference, or Call Join attempts on incoming/outgoing
external calls to CallPilot.

Example

If Anna calls David from a trunk that has an MTAR restriction, David cannot
transfer the call to CallPilot. Similarly, David cannot conference Anna to
CallPilot.
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Precautions for modems

Introduction

CallPilot uses a modem to give technical support and service personnel remote
access to the system. Modems are a common target of hackers and must be
secured.

Hackers use “smart” modems to get into PBXs. Hackers take advantage of
systems whose 2500 dataports are programmed with unnecessary features.

What you can do

Identify modem phones and remove the transfer feature if possible. The default
on 2500 sets is “deny.” Whenever possible, ensure the CLS, TGAR, and NCOS
do not allow long distance calling.

The modem port usually has calling privileges assigned that are not needed for
the modem to function. Often, a 2500-set template is used that is also used for
single-line phones. The administrator might be unaware that the 2500 port is
used for data.
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