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I ntroduction

This chapter contains resources and notices that are pertinent to the DEFINITY Network
Management (DNM) products.

The DEFINITY Network Management CD-ROM s section lists the contents of the
product CD-ROMs that are delivered to customers.

The Avaya Resour ces section describes the services that are available from the Sales and
Design Support Center (SDSC), Lucent Worldwide Services (LWS), and Technical
Services Center (TSC).

The References section contains Avaya contact information, including web sites, phone
numbers, and email addresses. The section also contains contact information for
third-party vendors.

The System Security section defines the precautions that customers must take to maintain
the security of their networks and systems. The section also contains information on toll
fraud security.
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Avaya Resour ces

Avaya provides customers with avariety of planning, consulting, and technical services.

The client executives are the customers’ primary source to obtain information and exf
custom options to meet their specific business needs.

Note: DNM and DPA aresoftware-only offers. Thereforegustomers are solely
responsible for the purchase and maintenance of all third-party hardware an
software that are required to run these products.

The DEFINITY Solutions web site contains the system requirements and other
provisioning and connectivity information for the DNM products. ReféAt@aya
References" on page 1&r the web address.

The sections below briefly describe the resources and services that are available tc
customers.
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Sales and Design Support Center (SDSC)

The Sales and Design Support Center (SDSC) works with customers and client teams to
develop detailed solutions for connectivity to DEFINITY and other supported systems.
The SDSC also designs network configurations to support DNM and DPA.

L ucent Worldwide Services (LWS)

Lucent Worldwide Services (LWS) is available to work with customers to design and
build aturn-key network management system.

Lucent Worldwide Services offers the consulting services listed below:

Plan and design a custom network system

Purchase and configure Caldera-certified hardware and external devices for the
DEFINITY Proxy Agent

Install and set up the UnixWare Operating System on the DEFINITY Proxy Age
platform

Connect and administer all devices, ports, and cards

Install and integrate the DEFINITY Network Management products on the Winc
NT PC

Train users on the operation and management of the products
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Technical Services Center (TSC)

Timeand
materials charges

The Technical Services Center (TSC) provides support for DNM and DPA to client teams,
field technicians, and customers.

The TSC works with the customer and the Avaya field technicians to perform the tasks
below and to ensure that the products are properly installed and working:

« Platform Acceptance Test from the DPA computer

« Installation support for the DEFINITY Network Management products

¢ Technician Verification checklist

e Customer Acceptance checklist

The Technical Services Center (TSC) Will customers for support on a time and
materials basis if the following conditions exist:

e Customers do not have a current maintenance agreement

e Customers do not procure and install the required systems and software as def
the Project Provisioning Package

e Customers request support that is outside of the purchase agreement

The Technical Services Center (TSC) doessupport hardware or software that
customers purchase from third-party vendors.
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References

This section contains references to web sites, phone numbers, and email addresses for
Avaya and third-party vendors.

The contact information islisted in the sections below:
« "Avaya References" on page 15
« "Vendor References" on page 18

Customers can access web sites thabvatsde the Avaya fire wall.

Note: The owners of the web sites may change the universal resource location (URL
specific web site addresgthout notice. The reference information will be
updated with each new release of the DEFINITY Network Management proc
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Avaya References

The table below contains Avaya web sites, phone numbers, and email addresses for
various sources. Some of the web sites are inside the fire wall and are not accessible to
customers.

Table 1. Avayaresource sites

Source Web Sites

DEFINITY Enterprise DEFINITY Proxy Agent internal web site:
Management Support http: //aem-support.dr.avaya.com
DEFINITY Solutions Systems Management site;

http://toolsa.bcs.avaya.com/~sysmgmt/

Documentation and Training | DNM 4.0 project website:
Information Development http: /pubnet.avaya.convProjects DNM/

IntraWorks Catalog DEFINITY Network Management User Document Set:
http: //prodpubs.avaya.com/repubdoc.htm

L ucent Worldwide Services Email: dnmconsulting@lucent.com
(LWS) Consulting offer:

https: //mww.esi ght.com/cgi-bin/gx.cgi/AppLogic+dns.h
ome

Project Provisioning Package | http://aem-support.dr.avaya.com

(1of2)
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Table 1. Avayaresource sites

Source Web Sites
Sales and Design Support Phone: 1-888-29704700, prompt 6
Center (SDSC)

Main web site (requires a password)
http://sdsc.avaya.com

Technical Services Center Technical Support: 1-800-242-2121, ext. 4-1080 or
(TSC) 720-444-1080

Fax for PAOO1 form: 1-303-804-3367

Connectivity Guide:
http://associate2.avaya.com/tech_info/tso/

Tier IV Support Registry International Customers only:
Fax for PA0O1 form: (U.S. code) 303-538-5506
Toll Fraud Intervention 1-800-643-2353

(20f2)




DEFINITY Proxy Agent Release 4.0 Installation and Administration

Resources and Notices December 2001
Avaya References Page 17
Table 2. Avayaresource sitesINSIDE Firewall

Source Web Sites

Documentation and Training | DNM 4.0 project web site:

Information Development http://pubnet.avaya.com/Projects/DNM/

DEFINITY Enterprise http://faem-support.dr.avaya.com/

Management Support

Project Provisioning Package | http://faem-support.dr.avaya.com/

Sales and Design Support Phone: 1-888-297-4700, prompt 6

Center (SDSC) Main site (requires a password):

http://sdsc.avaya.com
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Vendor References
The table below contains the web sites for third-party vendors.

Table 3. Vendor web sites

Vendor Web Sites
AlX AlX patches: 8

http://techsupport.ser vices.ibm.com/r s6000/support
Computone /O cards Main site: http://www.computone.com
Equinox Main site: http://Mmww.equinox.com
Hewlett Packard Main site: http://mwww.hp.com

OpenView site: http://www.openview.hp.com
IBM Main site: http://mwww.ibm.com
Microport Main site: http://www.microport.com
Microsoft Main site: http://mwww.microsoft.com
Remedy ARS Main site: http://mww.remedy.com
Calderalnternational Main site: http://mwww.sco.com
(Caldera)Release UnixWare certified hardware:

http: //wdb1.sco.com/chwp/owa/hch_search/form
Upgrade patch: ftp://ftp.sco.com/UW21

(1of 2)
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Table 3. Vendor web sites

Vendor Web Sites

Sun Microsystems, Inc. Main site: http://mww.sun.com
Solutions site; http://sunsolve.sun.com

Telamon TelAlert Main site: http://mwww.telamon.com

Tivoli Main site: http://mwww.tivoli.com

Versant Main site:http: //www.ver sant.com

(20f2)
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System Security Notices

Customers are solely responsible for the security of their system, network, and access to
hardware and software.

The sections below define the precautions that all customers should take to maintain the
security of their systems.

Network Security

The DEFINITY Network Management products use the standard security features on the
UNIX, UNIX stand-alone, and NT operating systems.

Avaya strongly recommends that customers use passwords to prohibit access to their
systems and to routinely change those passwords to maintain security.

Avaya also strongly recommends that customers assign the “browse” login to manag
systems and disable the “password-aging” feature. SNMP set enabled on the proxy
requires Maintenance and Administrator permissions when SNMP is used to set sy
time and/or to do busy-out/release.

A SECURITY ALERT:

Customer s should always change passwor ds immediately after external vendors
have completed installation, maintenance, troubleshooting, or other tasks on their
system.
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Toll Fraud Security

Although the DEFINITY Network Management products are generally not at risk for toll
fraud, customers are solely responsible for the security of their entire telecommunications
systems.

Toll Fraud is the unauthorized use of a company’s telecommunications system by
unauthorized parties. Unauthorized parties are persons other than the company’s
employees, agents, subcontractors, or persons working on behalf of the company.

Note: Toll fraud can result in substantial additional charges for the company’s
telecommunications services.

The company’s system manager is responsible for the security of the company’s sy
which includes programming and configuring the equipment to prevent unauthorize

AvayaDisclaimer  Avaya doeshot warrant that this product is immune from or will prevent unauthorized
of common-carrier telecommunications services or facilities accessed through or
connected to it. Avaya witiot be responsible for any charges that result from such
unauthorized use.

Avaya Fraud If customers suspect that they are a victims of toll fraud and need technical assistal
Intervention customers should refer to thévaya References" on page fd the Toll Fraud
Intervention phone number.
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DEFINITY Network Management (DNM) and DEFINITY Proxy Agent (DPA) provide a
complete solution to manage network resources from a central point of entry.

These products provide users with a snapshot of the health and performance of their
network systems. DNM and DPA work together as an integrated application.

Software-only DNM and DPA are software-only offers. Avaya is solely responsible for the support and
offer maintenance of the product software.

Customers are solely responsible for the purchase, support, and maintenance of
third-party hardware and software products that are required for this offer.
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Product Description

DPA isaprotocol conversion resource. It resides on a stand-alone personal computer and
operates on the UnixWare Operating System.

DPA uses serial or TCP/IP ports to collect configuration and management data from
supported systems. It converts the datainto the Simple Network Management Protocol
(SNMP). In addition, it generates SNM P traps when supported systems generate alarms
and system errors.

DPA then transmits the SNMP datato DNM, which resides on the Network Management
System (NMS). The NMS can be either aUNIX system or aWindows NT system.

Management Information Base (M1B)
The Management Information Base (M1B) allows DPA to access management data from
the supported systems through the Simple Network Management Protocol (SNMP).
The MIB view consists of three groups:
« MIB-Il group contains the standard SNMP MIB

« DEFINITY G3-MIB defines the management data that DPA collects and conver
from the Operations Support System Interface (OSSI) protocol to the SNMP

¢ CONVERSANT, AUDIX, Intuity, Intuity Interchange, and CMS MIB

DPA places the data extracted from the system into the appropriate MIB group. The
management application uses SNMP to access the information.
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To find the ansl format MIB definition files, use the UNIX path /usr/g3-ma/appl_
fls/agent.

Cache mechanism

Cacheobjects

The cache mechanism speeds up data access to management information. Due to the
nature of the interface to the system data, DPA cannot directly extract the data for each
SNMP GetRequest or GetNext Request message. Therefore, DPA placesthe system datain
a cache file and uses the cache data to respond to requests from the network manager for
MIB data.

For example, DPA will cache data from a system form that contains atable. A series of
GetNextRequests that are used to parse the table will initiate a single request for that form.
DPA provides the cached datain a set of objectsfor each cached group. This allows the
network manager to make use of the cached datain the DNM applications.

DPA creates the cache file when the user establishes the first connection to the supported
system. In addition, DPA will retrieve any missing cache data when re-connections are
established.

DPA automatically refreshes cache data. Users can manually execute the “refresh”
command from the DNM product.
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DPA adds these objects to the cache files for each group that uses caching:

« Aread-only object that specifies the time since the data in the cache was extra
from the system.

« A read-write object that specifies the time interval for which cached data is
considered valid. DPA uses this value and the age value to determine if the sys
data needs to be refreshed.

A read-only object that contains the amount of time that DPA used to extract th
system data.

« A read-write object that indicates the cache contains refreshed data.

A read-only object that identifies the groups that contain table data and indicate
number entries in the table.

If DPA encounters system command errors during the refresh process, then the ca
will containnull data. The empty cache file will still exist, but it will only contain the
objects for all the system releases. However, if an attempt to refresh a cached obje
because of command contention on the system, then the existing cache will not be
disturbed.
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Alarm-to-Trap Conversion

Enterprisetraps

User-defined
script

DPA receives alarm notifications from each supported system that is administered on the
MANAGED NODES screen on DPA.

To receive alarm notifications, users must also administer the alarm source fields on the
ALARM DEVICES screen in DPA. Users must aso administer the supported systemsto
send their alarm notifications to DPA's alarm receiver.

DPA also receives alarm dispatches and close notifications from the Initialization ar
Administration System (INADS).

DPA encapsulates the information contained in the alarm in an Enterprise-specific t
and sends the trap to the set of administered network managers. The format of the
traps match the trap definitions in the MIB files for each of the supported systems. -
ASN.1 MIB files are included with DPA and reside in #ppl_flsagent directory.

When sending DEFINITY alarm traps, DPA refreshes health, alarm, error, and rest:
data. This refresh process allows the data to be current when the NMS requests th
traps.

DPA also calls a user-defined script, located in /usr/g3-ma/agent, that is based on t
supported systems. The arguments that are passed to the script also match the arc
that are currently sent to corresponding scripts on the NMS. The scripts that are inc
in DPA arenot set up. Users must modify the scripts to meet their needs.
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Script directories  The following sample scripts are located in the /usr/g3-ma/agent directory.

The bin directory contains the following sample scripts:
e DEFINITY_ARS
« AUDIX_ARS
« CMS_ARS
« CONVERSANT_ARS
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DEFINITY_ARS Script

Alarm System administrators can use the pager or email features or edit the scripts to enable
notification thrid-party products.
options

The NMSI looks for the DEFINITY _ARS script when one of the following events occur:
* NMSI receives an alarm trap from the managed nodes listed below:
— DEFINITY
- MCU
— IP600
— DEFINITY One
* NMSI receives an exception event from the DNM application for these manage
nodes

Then the NMSI calls the script and passes the values listed below to the alarm notif
program. If a value inot defined, then the NMSI assigns the alarm the string "NULL_
FIELD."
Alarm notification values:

1 System name

2 Error description

3 New status severity

4 Old status severity

5 Product ID

6 Alarm sequence number
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7 Alarming Port

8 Maintenance abject name

9 On board fault

10 Type of darm

11 Alternate name for the device
12 Describes the external device
13 Product Identifier of external device
14 Building location of external device
15 Address of external device
16 Restart date time

17 Restart level

18 Restart carrier

19 Restart craft demand

20 Restart escalated

21 Restart interchange

22 Restart unavailable

23 Restart cause

24 Restart speA release

25 Restart speB release

26 Restart speA update

27 Restart speB update
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AUDIX_ARS Script

The NMSI looks for the AUDIX_ARS script when one of the following events occur:
* NMSI receives an alarm trap from the managed nodes listed below:
— DEFINITY AUDIX
— Intuity AUDIX
— Intuity Interchange

* NMSI receives an exception event from the DNM application for these manage
nodes

Then the NMSI calls the script and passes the values listed below to the alarm notif
program. If a value isot defined, then the NMSI assigns the alarm the string "NULL_
FIELD."
Alarm notification values:
1 System name
2 Product ID
3 Alarm sequence number
4 Source of the alarm:
* DEFINITY (for DEFINITY AUDIX)
* Intuity Interchange
5 Error description
6 New status severity
7 Old status severity
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8 Alarmlocation
9 Alarm date

10 Alarmtime
11 Resource

12 Fault code

13 Module ID

14 Event number
15 Count number
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CMS_ARS Script
The NMSI looks for the CMS_ARS script when one of the following events occur:
* NMSI receives an alarm trap from the Call Management System (CMS)
* NMSI receives an exception event from the DNM application for the CMS

Then the NMSI calls the script and passes the values listed below to the alarm notif
program. If a value inot defined, then the NMSI assigns the alarm the string "NULL_
FIELD."
Alarm notification values:
1 System name
2 Product ID
3 Alarm sequence
4 Error description
5 New status severity
Old status severity
Product type
Version
ID value
10 Number
11 Name

© 00 N O
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CONVERSANT_ARS Script

The NMSI looks for the CONVERSANT_ARS script when one of the following events
occur:
* NMSI receives an alarm trap from the CONVERSANT system

« NMSI receives an exception event from the DNM application for the
CONVERSANT system

Then the NMSI calls the script and passes the values listed below to the alarm notif
program. If a value inot defined, then the NMSI assigns the alarm the string "NULL_
FIELD."
Alarm notification values:

1 System name

2 Product ID

3 alarm number

4 Error description

5 New status severity
6 Old status severity
7 Location
8 Date
9 Time
10 Resource
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11 Fault code
12 Module ID

13 Event number
14 Count number
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Alarm Forwarding

Users can administer the ALARM DEVICES screen on DPA to forward alarms to
INADS. When the supported system generates an alarm, DPA adds an additional field that
contains a sequence number to the end of the alarm stream. DPA stores the sequence
number in the alarm logs.

DPA uses the sequence number for tracking purposes. DPA forwards the alarms and the
sequence number to INADS and includes the number as part of the alarm traps and alarm
script arguments.

The Technical Services Center (TSC) uses the sequence number to trace alarms and verify
that the alarms received by DPA are successfully delivered to the TSC, INADS, and the
NMS.

Administration Users must activate the alarm forwarding feature on the ALARM DEVICES screen. Users
must also administer the supported systems as managed nodes on the MANAGED
NODES screen. The screen also allows users to administer alarm forwarding on a
node-by-node basis.
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DPA aso provides an alarm filtering feature that allows usersto block the forwarding of
certain alarmsto INADS. Users can create sets of filtering criteriaon the FILTER SET
screen and then apply the filter setsto all or individual systems onthe MANAGED
NODES screen.

When amanaged node generates an alarm, DPA checks the filter set and compares each
set of criteriafor amatch against the alarm. If DPA finds a match for any criteria, then
DPA does not forward the alarm to INADS. If no match isfound, DPA forwardsthe alarm
to INADS.

DPA reports any problems when trying to forward alarms to INADS. Alarm forwarding
includes SNMP traps and the execution of the user-defined alarm scripts.

DPA creates two types of problem reports:

* Receipt of a negative acknowledgement (NAK) from INADS. This usually mear
that the product ID for the managed node has not been administered in INADS

« Receipt of an invalid acknowledgment from INADS. This usually occurs if INAD
drops the connection too soon, and DPA receives only part of the acknowledge
(ACK) needed to complete the “handshake” between the two systems.
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SNM P Access

During the installation of DPA, installers have the option to enable or disable the SNMP
accessto DEFINITY management data. For DPA to work properly with the DNM
applications, installers should enable SNMP polling.

However, installers can select other options to meet their specific business requirements.
Theinstallation script contains three prompts to enable or disable SNMP Polling, SNMP
Traps, and SNMP Set Capabilities. These options are explained in the following sections:

To change settings for SNM P access after DPA isinstalled, installers must reinstall DPA
and select the appropriate options for SNMP access at the installation prompts.

SNMP Polling For DPA to poll the supported systems and create Enterprise-specific traps, installers
should enable SNMP Polling. The installation script automatically enables SNMP Traps,
since both options are required for SNMP polling.

Installers can choose to disable SNMP polling if DPA isused only as an alarm notification
device and the DEFINITY Network Management product is not used.
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SNMP Traps If SNMP Polling is disabled, then the installation script displays the prompt to enable or
disable SNMP Traps.

Installers should enable SNMP Trapsiif they want to receive traps from alarge number of
supported systems. In thisrelease, if SNMP Polling is disabled and SNMP Traps are
enabled, then DPA allowsinstallersto administer up to 600 managed nodes for each Proxy
Agent. This option reduces the load on DPA and requires a less powerful computer to
manage alarger number of supported systems.

Installers also have the option to disable SNMP Traps if the SNMP Proxy Agent is only
used for alarming.

SNMP Set During DPA installation, installers can also enable or disable the SNMP Set Capability.

Capabilit . .
apabiity This feature allows users on the NM S server to managed the following tasks from the

DEFINITY Network Management product:
« Busy-out and release boards, ports, trunk groups and trunks
¢ Set system date and time

A SECURITY ALERT:
Dueto security limitationsin the SNMP, installers should only enable the SNMP Set
Capability if DPA isbehind afirewall.
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Enhanced Cut-Through

DPA provides enhanced cut-through features to the user interface on the DEFINITY G3
and ECS systems. The enhancements include color screen displays and pop-up windows
that display help and error messages.

The user of a Network Management System (NMS) can access the DEFINITY
administration and management screens. From the NMSS, the user telnets to DPA
computer, logsin, and initiates the emulation application to cut-through to the DEFINITY
system.

In addition, users can manually connect to one or two managed nodes to conduct an
emulation session from DPA using the Communication Manager.
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DEFINITY Network Management

DNM provides users with graphical and tabular tools to monitor the status and
performance of anetwork of supported systems and external devices.

DNM collects configuration, fault, and performance datafrom a DEFINITY Proxy Agent
via Simple Network Management Protocol (SNMP) and displays the datain text, tables,
and graphic formats.

The primary features of DNM include;

e Graphical User Interface (GUI) -- The DNM main window contains a navigation
tree that lists all the supported systems and displays a colored alert symbol tha
indicates highest exception level. You can expand the list to view all of the
configuration components and specific alert symbols for each component.

e Configuration -- You can view the configuration and administered properties of
supported systems (managed nodes) in both a graphic view and a table view.

¢ Administration -- You define the system-wide parameters for the following feat

— Data callection -- You define the parameters for the data to be collected fror
each system, including the type of data, the schedule for collecting data, at
length of time to store the data.

— Exception logging -- You define the conditions to log exceptions for
performance thresholds, faults, and system errors.

— Exception alerting -- You specify the alert levels for exceptions from each
supported system. Alert levels may include exceptions that are critical, maj
minor, or warning. The alert level and location of the exception appear in th
main window as long as the exception exists.
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* Report Manager -- You can define the parameters for individual reports for all o
selected systems. The report options include:

Performance
— Configuration
Exceptions
Trunk group

You can immediately view the reports on screen in both the table and chart forr
direct the output of reports to a printer or an HTML file.

¢ Scheduled Reports -- You can schedule reports to run on a daily, weekly, or mon
basis, and can edit and delete schedules as needed.

DNM runs on the network server platforms that are required for the current release:
e Sun Solaris or HP-UX, with or without HP OpenView
« AlX, with or without Tivoli TME 10 NetView
¢ Windows NT platform
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New Features

New features, improvements, and changes to DPA Release 4.0 include:

Support for SNMP V2 get and set requests and SNMP V1 alarm traps from the
DEFINITY Release 9.x

Support for alarm traps from Intuity AUDIX Release 5.1

DEFINITY One and IP600 can be added as managed nodes on the MANAGEL
NODES screen, providing IP connectivity to DPA.

The ALARM DEVICES screen replaces the Alarm Path screen and allows the u
enter up to 15 devices for receiving alarms and sending alarms to INADS. Alarn
be sent over IP.

IP connectivity can be used with the DEFINITY systems via the CLAN card in tl
DEFINITY.

Support for DPA to run on UnixWare Release 7.1.x
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Connectivity Scenarios

The following figureillustrates one possible configuration of a DEFINITY system, the
DPAcomputer, and an NM S network server.
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1 DEFINITY system 5 Internet TCP/IP connection (LAN or WAN)

2 Netcon channel or systemaccess ports between DPA computer and the NMS server
on the DEFINITY system 6 Network server (UNIX or NT) where DNM

3 Dial-up connection between resides. The server can be:
DEFINITY system and the DPA ¢ Sun Solaris or HP-UX, with or without
modem OpenView

4 DPA stand-alone computer and DPA e AIX with or without NetView

e Windows NT system

Figure 1. Network configuration
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The following figure shows an example of the network configuration over |P between a
DEFINITY system and an NM S network server.

cynmpal5 LJK 080701
R

1 DEFINITY systemwith CLAN 4 UNIX Network server where the DEFINITY
circuit pack Network Management (DNM) product
2 Internet connection (LAN or resides. The server can run:
WAN) e OpenView on Sun Solaris or HP-UX
3 DEFINITY Proxy Agent ¢ NetView on AlX
stand-alone computer and « HP-UX or AIX stand-alone

DEFINITY Proxy Agent product

Figure 2. Network over |P configuration
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System Security
DPA supports both DEFINITY login sessions and the Access Security Gateway (ASG)
interface.

For non-DEFINITY managed nodes, DPA provides a simple terminal emulation interface
to access these systems.

Login Security

To safeguard access to the supported systems, Avaya strongly recommends that system
administrators only grant the minimal permissions that DPA needs to collect management
data.

During installation, users should only enable SNMP Set Capability if DPA isbehind a
securefirewall.

Default Login The DEFAULT LOGIN screen allows users to enter a system-wide default login and

screen password or Access Security Gateway (ASG) key for DEFINITY systems. The system
automatically displays the login and allows the user to modify the password on page F of
the MANAGED NODES screen. Refer to Chapter 10, "Default Login Administration".

This feature reduces the time required to administer large numbers of new DEFINITY son
DPA. With thisfeature, users do not have to manually connect to each DEFINITY system
and save the login data.
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ASG login For DEFINITY systemsthat are protected by the Access Security Gateway (ASG) system,

DPA automatically generates aresponse to a challenge if the login and ASG key have
already been administered when users administer new DEFINITY s on DPA.

The procedure to "Connect to DEFINITY Systems with ASG" on page 272 contain the
steps to manually enter the response and challenge to login to an ASG-protected
DEFINITY system.

SNMP Authentication

DPA provides minimal SNM P authentication through the community strings and node
names that users administer on the NETWORK MANAGERS screen and the MANAGED
NODES screen.

The SNMP provides minimal authentication based on avalid community string in the
SNMP messages. The SNM P uses the same mechanism to authorize NM S access to the
MIB.

Proxy Agent Security

DPA uses the standard UnixWare login controls and permissions to authorize user login to
DPA applications.
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PAOOL1 Request Form

The CD-ROM for the DEFINITY Proxy Agent Release 4.0 contains the PAOO1
Administration Request form, entitled:

¢ PAOO1 Administration Request form

The Technical Services Center (TSC) requires customers to complete the PA0O1 fc
order to register their systems with these organizations.

Customers should also submit an updated PA0O1 form whenever they add new ma
nodes to DPA or make changes to their hardware, software, and network systems.

Customers can print the PAQ01 forms directly from DPA CD-ROM.
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Supported Systems

DPA Release 4.0 product supports both SNMP V2 get and set requests and SNMP V1
alarm traps for the following systems:

e DEFINITY G3 Release 4.0 and DEFINITY ECS Releases 5.0 through 9.x
¢ Survivable Remote Processors (SRPs)
* MultiPoint Conferencing Unit (MCU) Release 5.0 through 6.0.

DPA treats SRPs and MCUs as DEFINITY systems.

DPA Release 4.0 suppously SNMP alarm traps from the following systems:
* DEFINITY AUDIX Releases 3.1 through 4.0
Intuity AUDIX Release 4.3 or later (with or without the remote maintenance boe
Intuity Interchange Release 5.1 through 5.3
Call Management System (CMS) R3V6 through R3V8
CONVERSANT Release 7.0
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System Requirements

The following sections outline the hardware and software products that are required for
DPA Release 4.0.

Customers should work with their Avaya client team to determine the hardware
requirements that meet their business and performance specifications. The Avaya client
team helps recommend the hardware requirements for the DPA stand-alone computer.

Hardware Certification
Avayarequiresthat DPA hardware must be certified by Caldera International.

Caldera maintains web sites where customers can find general information,
UnixWare-certified hardware, and patches to upgrade the UnixWare.

Seealso Refer to "Vendor References' on page 18.

A CAUTION:
Customers are solely responsible for the purchase, support, and maintenance of third-party
hardware and software products that are required for this offer

The DEFINITY Solutions web site contains a list of recommended communications
devices and |/O serial cards that are known to work with DPA.

Seealso Refer to "Avaya References’ on page 15.
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Softwar e Requirements

DPA Release 4.0 operates on the UnixWare Operating System Release 2.1.3 (5-user
version) or 7.1.x.

DPA Release 4.0 supports DNM Release 4.0 for UNIX systems, UNIX stand-alone
systems, and Windows NT systems.

Note: Earlier releases of DNM must be upgraded to Release 4.0 in order to work with
Release 4.0 of DPA.

Only these products should reside on the DPA stand-al one compulter:
« UnixWare Operating System Release 2.1.3 (5-user version) or 7.1.x
* DPA Release 4.0

Note: Caldera no longer supports the UnixWare Operating System Release 2.1.3.
Customers must obtain support and maintenance services from authorized
third-party vendors. Microport is the authorized provider for Unixware 2.1.3.
Refer to the Caldera main web site listed in"Wendor References" on page 18
for more information.

Customers must remove all other software products from the DPA computer. Other
products may interfere with the operation of DPA and communication devices.

A CAUTION:
You must run DNM Release 4.0 UNIX or NT Version with DPA Release 4.0. The rel
numbers for the products must match.
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DEFINITY Network Management CD-ROMs

Avaya delivers the product software and documentation to customers on two separate
CD-ROMSs, which are entitled:

* DEFINITY Network Management

* DEFINITY Proxy Agent

The DPA CD-ROM contains the following software and user documentation:
« DEFINITY Proxy Agent Release 4.0 software
* DEFINITY Proxy Agent Release 4.0 | nstallation and Administration book
¢ PAOO1 Administration Request form

Users should print the documentation and PA001 forms directly from the CD4efohd
they install DPA.

DNM for UNIX, stand-alone, or NT version also contains the product software and
documentation for each respective version.
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I ntroduction

Customers are solely responsible for completing the following pre-installation tasks:
1 Plan the Connectivity, with help from the Design Specification
2 Complete the PAOO1 Form, with help from the Design Specification
3 Install the UnixWare Operating System
4 Administer the Communication Devices
5 Administer Security Options
6 Change the DIP Switch Settings
7 Set the Interface for 7400A Modules
8 Execute the Platform Acceptance Test, with support from the Technical Services

Center (TSC)
Customers must complete all of the pre-installation tasks prior to the installation of DPA.

Note: Thisis asoftware-only offer. Avaya is solely responsible for the support and
maintenance of the product software. Customer s are solely responsible for the
purchase, support, and maintenance of third-party hardware and software products
that are required for this offer.
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Plan the Connectivity

The customer and the project team work together to plan the Proxy Agent connectivity
between the DEFINITY system and the Network Management System (NMS).

The figuresin this section show the basic configurations designs and required hardware:
« "Connectivity overview" on page 54
« "Hardware for communication devices" on page 59
« "Cable connections for local analog modems" on page 61
e "Cable connections for remote analog modems" on page 62
e "Cable connections for digital data modules" on page 63
« "Cable connections for an ADU with a moss adaptor" on page 64

Seealso For more detailed configurations, visit the web site for the Sales and Design Suppo
Center (SDSC). Refer té\vaya References" on page.15
Connectivity Overview

The following figure shows a high-level view of the Proxy Agent connectivity betwe:
DEFINITY systems and the Network Management System (NMS):
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1 DEFINITY systems
2 Netcon channels or system ports

3 Externa or internal INADS modem
connected to the DEFINITY systems

4 Proxy Agent computer
5 Proxy Agent alarm receiver modem

6 Proxy Agent sender modem to forward
alarmsto INADS

Figure 3. Connectivity overview
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7 Static or Dynamic dial-up device to poll the
system. The device can be an analog modem,
digital data module, ADU, or adirect
connection.

8 Local Area Network (LAN)

9 Network management station (NMS) where
the DEFINITY Network Management
products reside
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Alarm stream

Dial-up
connections

Analog dial-up
connections

In Figure 3, the alarm stream between the DEFINITY system and the Proxy Agent
contains two dedicated analog modems:

* The INADS modem on the DEFINITY system (callout 3) is usually an internal
modem that is integrated on a circuit pack. The Prologix system requires an ex
INADS modem.

¢ The Proxy Agent modem thedceives the alarm from the DEFINITY system (callot
5)

The alarm stream can also contain a Proxy Agent modersetidgtalarms to the INADS
or a Trouble Tracker modem. This option is not showrigure 3

Figure 3only shows a permanent dial-up connection between the DEFINITY systen
the Proxy Agent (callout 7). You can also add a temporary dial-up connection to
cut-through from the Network Management Station (NMS) to the Proxy Agent comy
in order to administer the DEFINITY system.

Dial-up connections may use the public network to connect the Proxy Agent compu
the DEFINITY system.

Analog dial-up connections to the DEFINITY system require modem pooling on the
system.
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Multiple dial-up
connections

Seealso

Page 56

Multiple dial-up connections allow simultaneous connections to the DEFINITY system
for administration. Administration terminals can be the Proxy Agent computer or any
other type of administration terminals.

TheDEFINITY G3r systems allow up to 8 simultaneous administration logins o
the system. Only 5 administration commands can be used at one time.

TheDEFINITY G3i V4 systems allow up to 3 simultaneous administration logir

TheDEFINITY G3i V5 systems allow up to 5 simultaneous administration logir
Only 1 administration command can be used at a time.

I P600 systems allow up to 10 simultaneous administration logins. Only 1
add/change/remove command can be used at a time.

DEFINITY One allows up to 10 simultaneous administration logins. Only 1
add/change/remove command can be used at a time.

Refer to the DEFINITY product documentation for more information about multiple
dial-up connections and administration of the system.
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Data Communication Hardware

Customers must use only communication hardware that is certified by Avaya. Customers
must also follow the Avaya certified diagrams to configure the hardware connections.

Circuit Packs The following table matches the communi cation device and the line type to appropriate
the circuit pack.

Note: The TN numbersfor the circuit packs are for usein the U.S.A. Other users can refer
tothe DEFINITY ECS System Description or check with their Avaya
representative for more information about the correct circuit pack.

Table 4. Circuit pack selection

Communicate Device Connection Type Circuit Pack

Any supported modem Analog TN746 and TN742
Data modules 7400B and 7400B+ Digital TN754

Data module 8400B+ Digital TN2181 or TN2224
ADU Data TN726B

CLAN Network TN799
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Hardware The connections between the DEFINITY system and the Proxy Agent computer require
requirements the following types of hardware:

e Communication devices including:
— Analog modems
Digital data modules (7400A, 7400B, 7400B+, or 8400B+),
Asynchronous Data Units (ADUSs)
Direct connections
TCP/IP connections
* House wiring and cables for the LAN
« Gender changers between the connections

The following table lists hardware requirements for a public or private network.

Table 5. Hardware requirements for network connections

Networ k Communication | Distance from Har dwar e Requirements

Type Device DEFINITY system

Public Any supported | Unlimited Modem pooling on the
modem DEFINITY system

Private Digital data Within 5000 feet A port on a digital board
module (TN754 in the U.S.A)
ADU Within 2000 feet A port on a dataline board

(TN726E in the U.S.A.)
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Note: If you are connecting to aDEFINITY One or 1P600 system, no additioanl hardware
isrequired. The DEFINITY Proxy Agent will telnet directly into your system.

Figure The following figure shows hardware for communication devices.
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1 DEFINITY system with circuit packs: 4 Serial 1/0 modular adapter and cable that
TN754C, TN2181, and TN2224 connects the device to a seria port on the
2 Site-specific network connection Proxy Agent computer
3 Communication device that is either an 5 Proxy Agent computer
analog modem, a digital data module, or an
ADU with a moss adapter

Figure 4. Hardware for communication devices
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Cablesfor Communication Devices

The figuresin this section illustrate the cable connections for the various communication
devices, including:

« "Cable connections for local analog modems" on page 61

e "Cable connections for remote analog modems" on page 62

e "Cable connections for digital data modules" on page 63

« "Cable connections for an ADU with a moss adaptor" on page 64

The type of DEFINITY system do@®$OT affect the cabling for communication device:

See also Refer to the documentation from the vendor to:
« Install the correct cables to connect a modem to the computer
« Install the port card hardware and software on the computer
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Figure The following figure shows the cable connections for local analog modems:
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1 DEFINITY system with modem pooling 6 RJ11 cableto the analog modem
2 Analog line circuit pack on the DEFINITY 7 Analog modem

system 8 Serial 1/0 modular adapter and cable that
3 B25A cable with connectors connects the device to a seria port on the

Proxy Agent computer
9 Proxy Agent computer

4 Cross-connection at main distribution frame
5 103A or wall jack
Figure 5. Cable connections for local analog modems
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Figure

The following figure shows the cable connections for remote analog modems:
@
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1 103A or wall jack 4 Seria 1/0 modular adapter and cable that
2 RJ11 cable to the modem connect the device to a serial port on the
Proxy Agent computer

5 Proxy Agent computer
6 Analog public or private network

3 Analog modem

Figure 6. Cable connections for remote analog modems
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Figure The following figure shows the cable connections for digital data modules and maximum
distance between systems:
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1 DEFINITY system 7 Digital datamodule

2 Digital line circuit pack on the DEFINITY 8 Serial 1/0O modular adapter and cable that
system connects the device to a serial port on the

3 B25A cable with connectors Proxy Agent computer

4 Cross-connection at main distribution frame 9 Proxy Agent computer

5 103A or wall jack 10 Maximum of 5000 feet between the

DEFINITY system and the data module

11 Maximum of 50 feet between the data
module and the Proxy Agent computer

6 D82-87 cableto the digital data module

Figure 7. Cable connections for digital data modules
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Figure The following figure shows the cable connections for an ADU with moss adaptor and
maximum distance between systems:
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DEFINITY system 8 Moss adaptor
Digital line circuit pack on the DEFINITY 9 Serial 1/0 modular adapter and cable that
B25A cable with connectors connects the device to aserial port on the

Proxy Agent computer
10 Proxy Agent computer

11 Maximum of 2000 feet between the
DEFINITY system and the data module

12 Maximum of 50 feet between the data
module and the Proxy Agent computer

Cross-connection at main distribution frame
103A or wall jack

D82-87 cable to the digital data module
ADU

~N o o~ WON PP

Figure 8. Cable connections for an ADU with a moss adaptor
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The following figure shows an example of the network configuration over |P between a
DEFINITY system and an NM S network server.

(S -

3 UNIX Network server where the DEFINITY

1 DEFINITY systemwith
Network Management (DNM) product

CLAN circuit pack
2 Internet connection (LAN or resides. The server can run:
WAN) e OpenView on Sun Solaris or HP-UX;

¢ NetView on AlX
¢ HP-UX or AIX stand-alone

Figure 9. Network over IP configuration



DEFINITY Proxy Agent Release 4.0 Installation and Administration

2 Customer Pre-Installation Tasks December 2001

Complete the PAOOL Form Page 66

Complete the PAOOL Form

International
customers

Updatesto the
PA0O1 form

The Technical Services Center (TSC) requiresall U.S.A. and Canadian customers to
register their systemswith the TSC. Customers must complete the PAOO1 Administration
Request and fax the form to the TSC.

International customers must work with their local service organizationsto plan and install
their systems and software.

International customers must complete the PAOO1 Administration Request and fax the
form to the Tier IV Registry. Instructions are on the Fax Cover Sheet.

Thelocal service organization should also fax the completed PAOOL form to ITAC.

Customers only need to complete the portions of the form that pertain to the upgrades or
changes to their systems and fax those pages to the TSC.
Customers must update the PA0O1 form whenever they:
¢ Upgrade the system hardware and software
* Change or upgrade the network and Network Management System (NMS) plat
« Add, delete, or change data for the managed nodes or communication devices

Customers can print tleeirrent version of the PA001 form directly from the Proxy Age
CD-ROM for this release.
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| nstall the UnixWare Operating System
Customers are solely responsible for the following requirements:
¢ Procure and set up the UnixWare-certified hardware for the Proxy Agent compt
« Install and configure the UnixWare operating system.

A CAUTION:
Avaya doesot install, support, or maintain the UnixWare operating system or other
vendor hardware and software products.

UnixWar e Upgrade Patches

Users must verify which release of UnixWare is installed on the Proxy Agent compt
Refer to CHANGE HARDWARE screen.

Then executene of the following options:

« If UnixWare 7.0 is installed, install the UnixWare 7.1.1 upgrade patch from the
Caldera web site. Refer t¥endor References" on page fi8 the web address.

« If UnixWare 2.1.0 or later is installed, install UnixWare 2.1.3.

« If a release of UnixWare prior to release 2.1.0 is currently installed, then you m
complete a Destructive installation of the UnixWare 2.1.3 or the 7.1.x operating
systems. Non-destructive upgrades of the UnixWare 2.0.x and earlier versions
been error-prone.
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UnixWare I nstallation Tasks
Customers must complete the following tasks to install the UnixWare operating system:
1 Set up the UnixWare-certified Proxy Agent computer hardware;
« Install the network interface card
« Install the host bus adapter
« Install the serial I/O port cards
2 Ingtall the UnixWare Release 2.1.3 or 7.1.x on the Proxy Agent computer.
3 Add the following packages to UnixWare Release 2.1.3:
* bsdcompat -- BSD compatibility
¢ bkrs-- Extended backup and restore
¢ cCs -- Optimizing C compilation system
e cmds -- Advanced commands
« 0oam -- Operations, administration & maintenance
 terminf -- Terminfo utilities
¢ manpages -- Traditional manual pages
4 Delete the following packages from UnixWare Release 2.1.3:
e nwnet -- NetWare Networking
¢ nuc -- NetWare UNIX Client
e nwsup -- NetWare Integration Kit
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UNIX backup

5 Disable the plug-n-play cards for all add-on interface cards installed on the Proxy
Agent computer. Unixware 2.1.3 and 7.1.1 do not support plug and play hardware.
Some plug-n-play cards use interrupts or 1/O addresses that have been previously
assigned to other hardware devices and drivers. Unless you disable the plug-n-play,
you may experience installation difficulties.

There are no additional packagestoinstall or delete for UnixWare 7.1.1. for use with
DEFINITY Proxy Agent. For any updates to this information, please consult the Project
Provisioning Package for DEFINITY Network Management and DEFINITY Proxy
Agent.

Avaya strongly recommends that users backup the UNIX system at least twice amonth.
 For tape drive backups, perform a full system backup and then reboot the UND
system.
¢ For backups on floppy diskettes, backup/tiee/g3-ma directory and then reboot th
UNIX system.
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Administer the Communication Devices
Customers must complete the following tasks to connect the communication devices:

1 Administer the TCP/IP connections:
« Configure the Ethernet/Token Ring interface
e Set up the IP address in tHests file
 Test the TCP/IP connection

2 Verify that the routing table contains the default router command

3 Configure Dial-In access to the DEFINITY system for system management acc

This may entail Data Modules, Modem Pools, and/or System Port/ Netcon Cha
and Hunt Groups.

« On DEFINITY G3r systems, thg/stem port is an administered resource and
requires alata board andpdata board. You execute the following commands t
administer the system port:

— Execute thedd data-module command to assign the system port to an
extension.

— Execute thadd hunt-group command to add the system port extension ¢
member of a hunt group.

« On DEFINITY G3i systems, theetcon port is an internal channel that you ca
assign as a port. You execute the following commands to administer the ne
port:

— Execute thedd data-module command to assign the netcon port to an
extension.

— Execute thadd hunt-group command to add the netcon port extension &
member of a hunt group.
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4 Execute the add station command to administer the following devices:
e Analog line
« Digital voice and data module
« Digital data-only module (may require modem pooling)
« ADU

5 To forward alarms to INADS or to the Proxy Agent for DEFINITY G3 systems,
execute the commarathange system-parameters maintenance and enter the phone
number in thedSS Telephone Number field 1 or 2.

6 The DEFINITY ECS systems are set up to forward alarms to INADS. To also s
the Proxy Agent to receive and forward alarms, then
« Enter the phone numbers for both the INADS and Proxy Agent on the form
entittedM aintenance-Related System Parameters.
« Execute the commarahange system-parameters maintenance, then enter the
telephone number for the Proxy Agent in one of®i$S Telephone Number
fields.

7 To set up the Proxy Agent to receive alarms from other types of supported syst
enter the phone number for the Proxy Agent alarm receiver devices on the sysi
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Administer Security Options
Customers must complete the following tasks to administer the security options:
1 For DEFINITY systems, execute the following commands:

e add login [name]

¢ change permissions[login name], then
— EnterY in the fields entitledDisplay Admin and Maint Data andSystem

Measurements.

— Set the permissions tbr'owse only” or “non-superuser read-only”
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ange permissions s

COMMAND PERMISQION CATEGORIES
Login Name: snmp
COMMON COMMANDS

Display Admin, and Maint, Data?»
System Measurements? E

ADMINISTRATION COMMANDS

Administer Trunks? Administer Permissions?

Administer Stations? Administer Features? E
Additional Restrictions?

MAINTENANCE COMMANDS

Maintain Trunks? Maintain Process Circuit Packs?

Maintain Stations? Maintain Switch Circuit Packs? E
Maintain System?

Cirl-1 to select function

Figure 10. Browser Change Permissions SNMP
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— Disable the password-aging” feature
— All other fields on the form should be setNo
* Fields for basic DPA use no SNMP Sets:
— Display Admin and Maintenance Data =y
— System Measurements =y
* Busy/Release use of DPA w/snmp sets and above plus:
— Maintain Stations =y
Maintain Trunks =y
Maintain System =y
Maintain Switch Circuit packs =y
— Maintain Process circuit packs =y

2 For other types of supported systems, access the appropriate forms and admini
following security options:

« Set the permissions tdr'owse only,” unless the users wants to be able to do
busy-outs/releases and set DEFINITY time via SNMP. SNMP sets requires
Maintenance and Administrator permissions.

« Disable the password-aging” feature
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Change the DIP Switch Settings
Customers may need to change the dip switch settings for each communication device that
is connected to the Proxy Agent.

The tables in this section contain the dip switch settings for the following data
communi cations devices:

o AT&T 2224CEO analog modem
* 7400B/B+ data module

e Port data module (PDM)

« MPDM

Settingsfor AT& T 2224CEO Modems

For the AT&T 2224 CEO analog modem, change the dip switches on the front panel
modem:

1 Set dip switch#1 to theup position
2 Set dip switch#6 to theup position
3 All other dip switches must be in tidewn position

Note: The AT&T 2224CEO modem igot certified for Proxy Agent modems theend
alarmsto INADS or a Trouble Tracker.
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Settingsfor 7400B/B+ Data Modules

For 7400B/B+ data modules, change the dip switches to match the settings in the
following table.

Table 6. Dip switch settings for 7400B/B+ modules

Data M odule Dip Switch Setting
Stand alone, data-only: * Change th&W 1 dip switch to theon
« 7400B position
o 7400B+ « All other dip switches should be in{
theoff position
Voice-and-data: All dip switches should be in traff
« 7400B position. This module requires a
. 7400B+ connection to a digital phone and is rajely

used with the Proxy Agent.
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Settingsfor PDMs
For PDMs, change the dip switches to match the settings in the following table.

Note: For 9600 baud, the dip switch must be set to the ON position.
Table 7. Dip switch settings for PDMs

Dip Switch Setting Dip Switch Setting
LOwW OFF PRTY OFF
300 OFF I/OD OFF
1200 OFF DMLL OFF
2400 OFF MKBY OFF
4800 OFF SPARE (none)
9600 ON SIGLS ON
19.2 OFF AANS ON
SPARE (none) DL-HI OFF
SPARE (none) CN25 OFF
SPARE (none) CN18 OFF
HDX OFF RL21 OFF
SYNC OFF Cl12 OFF
(10of 2)
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Table 7. Dip switch settings for PDMs

Dip Switch Setting Dip Switch Setting
INT OFF PRTY OFF
DISC OFF I/OD OFF
KYBD ON DMLL OFF

(20f 2)

December 2001
Page 78
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Settingsfor MPDMs
For MPDMs, change the dip switches to match the settings in the following table.

Note: For 9600 baud, the dip switch must be set to the ON position.
Table 8. Dip switch settings for MPDMs

Dip Switch Setting Dip Switch Setting
LOwW OFF SYNC ASYN
300 OFF INT EXT
1200 OFF DISC OFF
2400 OFF KYBD OFF
4800 OFF PRTY OFF
9600 ON I/OD OEN
19.2 OFF DMLL OFF
56K OFF MKBY OFF
64K OFF SPARE (none)
TRDK OFF SIGLS OFF
HDX FDX AANS OFF
LOW OFF SYNC ASYN
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Set the Interface for 7400A Modules

For the 7400A data modules, customers must set the interface on the device before you
connect the device to the DPA compulter.
1 Onthefront panel of the module, set the interface control:
* PresdNext/No until the system displays the prom@ET | NTERFACE?
* PressEnter/Yes
If the SET | NTERFACE? prompt doeNOT display, then
¢ Continuously preshlext/Yes until the system displays ti8£T | NTERFACE?
prompt
e PressEnter/Yes
Result: The system displays the prompNT = AT COMWP
2 PressEnter/Yesto exit.

Result: The data module resets the interface and performs a self test.
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Execute the Platfor m Acceptance Test

The customer and a TSC engineer work together to execute the Platform Acceptance Test.
Use the Platform Acceptance Test to:

« Verify that the Network Management Station (NMS) is functioning
« Verify that the correct version of the UnixWare operating system is installed
« Verify that the modem connection is functioning

Required Customers need the following materials and information:
materials « Root login and password
* PAQO1 form

Procedure Complete the following procedure to execute the Platform Acceptance Test.

1 The user calls the TSC to set up the test. For the TSC Technical Support phon
number, refer t6Avaya References" on page.15

2 To begin the test, ping the NMS from the Proxy Agent computer.
At the UNIX prompt:

e Type /usr/shin/ping [nms_name]
¢ PresENTER

Result: The system displays the messagerd_nanme] is alive
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3 Verify the release number for the UnixWare software.
At the UNIX prompt:
e Type uname -v
* PresENTER
Result: The system displays the UnixWare release nunibek. 3 or7. 1. x
depending on the configuration of your system.

4 Hook-up a modem to a serial card port on the Proxy Agent. For the UNIX devic
name, refer to thBevices section on the PA0O1 form. In UNIX, the correct device
name must be entered.

At the UNIX prompt, connect the device:
e Type cu -s 9600 -l /dev/[device name]
* PresENTER

Result: The system displays the messag&nnect ed
5 Identify the port for the device:

» Type#echo “Direct ttylal,M - Any direct_modem”>> /etc/uucp/Devices
wherettylal isthe correct port for the device you hooked up in the previous step.
This could be another port or even a different format depending on the type of
I/O card you are using.

* PresENTER

6 At the UNIX prompt, verify the connection:
e Type at&f
* PresENTER
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Result: The system displays the message: OK
7 At the UNIX prompt, disconnect the modem:
e Type ~.
¢ PresENTER
Example: Type: tilde~) period () with no space between them.

Result: The system displays the messa@essconnect ed

8 At the completion of the test, go to tReoxy Agent section of the PAOO1 form and
complete the following field:

Platform Acceptance Test completed by:

« In theName field, enter the name customer’s employee who completed the
with the TSC

* In theDate field, enter the date of the test

9 Complete the fields on the Fax Cover Sheet. TherthiEmxompleted PAOO1 form tc
TSC at the telephone number on cover sheet.
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December 2001

I ntroduction

Pre-installation
tasks

Post installation
options

User
documentation

This chapter contains the proceduresto install or upgrade DEFINITY Proxy Agent
(DPA) Release 4.0.

Customers must complete al of the pre-installation tasks before you install or upgrade
DPA. Refer to chapter 2, "Customer Pre-Installation Tasks" on page 52.

The system administrator (root user) can execute the maintenance options listed below
after the Proxy Agent has been installed:

« "Add New Devices" on page 319
* "Change Settings for SNMP Access" on page 320

The installation script for this release automatically copies the DPA documentation
avayadoc directory.

Users can access the documentation only from the UnixWare Desktop. Refer to the
procedure tdAccess the User Documentation” on page.139
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| nstallation Checklists

Theinstallation checklists contain the tasks that installation technicians must complete to
install the new Proxy Agent 4.0 or upgrade to the Proxy Agent 4.0.

Installation Checklist

Installers must execute the installation tasks listed below in the order presented.

1 Verify that al tasksin Chapter 2, "Customer Pre-Installation Tasks' have been
completed.

2 Call the Technical Services Center (TSC) to verify that the procedure to "Execute the
Platform Acceptance Test" on page 81 has been completed.

3 Assemble the required materials and information, including:

Root login and password

Defaultlogin I D andpassword or ASG secret key for new DEFINITY systems
New password for thg3maadm login

Completed PA0O1 form

CD-ROMs DEFINITY Network Management Proxy Agent Release 4.0

Printed copy of the DNM 4.0 Proxy Agent User Documentation for Installat
and Administration (this book)

Technical Services Center (TSC) numte800-242-2121, ext.8-6767
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4 Execute one of the installation procedures (a, b, or c) listed below:
a "Installing DPA" on page 97.
b "Upgrading from DPA 3.0 and Later" on page 107
¢ "Upgrading from DPA 2.0.2 and Earlier" on page 117
5 Complete the procedure to "Administer the Network Managers" on page 163.
6 Complete the procedure to "Administer the Default Location” on page 174.
7 Complete the procedure to "Administer the Alarm Device" on page 181.
8 Complete the procedure to "Administer the Filter Sets' on page 202.
9 Complete the procedure to "Administer the Default Login" on page 218
10 Complete the procedure to "Administer the Managed Nodes" on page 248
11 Complete the tasks on the "Technical Verification Checklist" on page 87.
12 Complete the tasks on the "Customer Acceptance Checklist" on page 88.
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Technical Verification Checklist

Theinstallation technician and the engineer at the Technical Services Center (TSC) must
complete the post installation tasks bel ow to insure that DPA is properly administered and
functioning.

1 Verify that the customer completed and faxed PA0OL form to the TSC.

2 Verify that the TSC has updated the System Management database with the current
data from the PAOO1 form.

3 Verify that al of the tasks on the "Installation Checklist" on page 85 have been
completed.

4 Verify that the Proxy Agent is connected to each managed node.

5 If “alarm forwarding” is active, then check the ALARM DEVICES screen to valid
that “alarm forwarding” is properly functioning:

« Verify that the Proxy Agent careceive alarms from each managed node and
forward alarms to INADS

« Verify that INADSreceived each alarm that was sent to them
« Verify that INADScreated a TSC-SS ticket for each alarm
Refer to"Administer the Alarm Device" on page 181

6 If the DEFINITY system is set up to send alarms, verify that both INADS and th
Proxy Agent receive them.

7 Verify that the TSC login and password foot2 andncsc have been administered.
Avaya uses these logins to conduct maintenance tasks.
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Customer Acceptance Checklist

The engineer at the TSC and the customer must compl ete the post instal lation tasks below
to insure the that customer can operate DPA and accepts the installation as “compl

1 Verify that the customer can log in to the Proxy Agent from both the UNIX shell
the UnixWare Desktop. Refer to the procedures below:

¢ "Log in from the UNIX Shell" on page 132
« "Log in from the Desktop" on page 134

2 Verify that the customer can view the Proxy Agent User Documentation from th
UnixWare Desktop. Refer tAccess the User Documentation” on page.139

3 Verify that the customer can start the Proxy Agent, display the STATUS screen,
stop the Proxy Agent. Refer to the procedures below:

« "Start the Proxy Agent" on page 149
« "Display of the Status Screen" on page 150
« "Stop the Proxy Agent" on page 156

4 Review the Proxy Agent application screens with the customer. Refer to chapte
through 14.

5 Verify that the customer has changed itbet andg3maadm logins.
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Under standing the I nstallation Prompts

Theinstallation script for this release has been revised in order to simplify the process and
to make the installation of DPA more automatic.

PAOQO1 form The completed PA0O01 Administration Request form contains most of the information
that is specific to the customer’s system. Installers must refer to the various sections
PAOO1 form in order to enter the information that is requested at the installation pro

Default options ~ The sections below describe the prompts in the order presented in the installation s
Avayastrongly recommends that installers select the default options where appropri
The default options allow users to maintain consistency when upgrading to new rels
The installation script overwrites previous settings during the installation process.

Directory Prompt

The directory prompt requests the installer to define the directory where the Proxy
software will reside on the system.
Installers can entamne of the options below:

a Accept the defaultusr/g3-ma directory (recommended)

b Enter a different directory path (not recommended)
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RAM M egabytes Prompt

The RAM megabytes prompt requests the installer to enter the megabytes of RAM on the
Proxy Agent stand-alone computer. If the number is more than 128 megabytes, the
installation script makes modifications to the kernel boot file.

The PA0O1 form contains the system information in the Proxy Agent section.

SNMP Palling Prompt
For the Proxy Agent to poll the supported systems and create Enterprise-specific traps

installers should enable SNMP Poalling. The installation script automatically enables
SNMP Traps, since both options are required for SNMP polling.

Installers can choose to disable SNMP polling if the Proxy Agent isused only asan alarm
notification device and the DEFINITY Network Management product is not used.

SNMP Traps Prompt

If SNMP Polling is disabled, then the installation script displays the prompt to enable or
disable SNMP Traps.

Installers should enable SNMP Trapsiif they want to receive SNMP traps only. In this
release, if SNMP Polling is disabled and SNMP Traps are enabled, then the Proxy Agent
allowsinstallersto administer up to 600 managed nodes for each Proxy Agent. Thisoption
reduces the load on the Proxy Agent and requires aless powerful computer to manage a
larger number of supported systems.

Installers also have the option to disable SNMP Traps if the Proxy Agent isonly used for
alarm processing.
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SNMP Set Capability Prompt
During the Proxy Agent installation, installers can also enable or disable the SNMP Set
Capability.
This feature allows users on the NM S server to managed the tasks listed below from the
DEFINITY Network Management product:
* Busy Out/Release boards, ports, trunk groups, and trunks
¢ Set DEFINITY system date and time

A SECURITY ALERT:
Dueto security limitationsin SNMP, installer s should enable the SNM P Set
Capability only if the Proxy Agent isbehind afirewall.

Password Prompts

For new installations only, the password prompts require the installer to enter the
g3maadm login password to allow access to the Proxy Agent user interface.

Function Prompt

The customer may administer four types of communication devices eerthld/O
subsystem to perform the four functions required by the Proxy Agent:

* Remote maintenance access
¢ Product access

¢ Receive alarms

¢ Send alarms
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I P-based devices do not need to be configured. They are automatically configured by the
DEFINITY Proxy Agent installation software.

Refer to the "Serial 1/0 Subsystem" on page 95 for examples of naming formats for the
different types of the subsystems.

If the customer administers additional devices, then the PA0O1 form also should contain
the information for those devices.

Theinstallation script runs the Modem Setup program and displays the UNIX device
name (/dev/ttyxxx) for all devices administered on the serial 1/0 subsystem and displays
the prompt to select the function for that device.
The following is an example of the device name (/dev/ttysal) and function prompt:

UNI X devi ce name: /dev/ttysal:

Sel ect the function for this device:

[M Maintenance Renpte Access (TSC | TAC)

[P] Product Access (default)

[R] Receive Alarns

[S] Send Al arns

O, select one of the options bel ow

[Nl Next Device (skip this one)
[X] Exit Modem Setup and continue the installation

Enter the device function or another option [default=P]:
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Installers must execute the appropriate option for each device detected by the installation
script. Installers can exit the Modem Setup program only from the function prompt.

Device Type Prompt

Theinstallation script then displays the second prompt for the device type of the device
name (/dev/ttysal) shown in the previous prompt. The device type prompt refers to the
make and model of the device.

Theinstallation script displays different lists in the device type prompt that are based on
the function that the installer selected for this device.

The following is an example of the device type prompt for the remote maintenance
function:
UNI X devi ce name: /dev/ttysal:

Sel ect the device type for the maintenance renote access
function:

[1] 3710 AT&T Dat aport

[2] 3715 AT&T Dataport Express

[3] US Robotics Sportster 33.6 Kbps
[4] O her (nmanually)

O select the option bel ow

[Nl Next Device (skip this one)

Enter the device type or another option[default=1]:
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Installers must execute the appropriate option for each device assigned to the Proxy
Agent.

If the devicetypeisnot on thelist, then theinstaller should enter the number for Other (4)
at the prompt. The system administrator must manually administer a different type of
modem in the Devicesfile after the installation is compl ete.

Theinstallation script continues to display the next device name and function prompt for
all devices ontheserial 1/0 subsystem. When all the devices on the PAOO1 form have been
administered, then the installer exits the Modem Setup program from the function prompt.

Reboot Prompt

The reboot prompt is the last prompt in the installation script. Installations must enter the
shutdown command to reboot the system before they execute the procedures to administer
the Proxy Agent.
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Serial 1/0 Subsystem

Subsystem
numbering
format

Generally, the devices are connected to serial input/output (1/0) subsystems, such asthe
ones listed below:

* Equinox XP

« Equinox SST

e Computone RackPort 3

¢ Specialix SIO

e Standard COM Ports /dev/tty00 - /dev/tty03

The UNIX device name (/dev/ttyxxx) is based on the different numbering formats us
each subsystem (ttyxxx) as described below.

A subsystem usually consists of several “bricks” linked together through a plug-in
module. Each port on the brick has a different port number (ttyxxx). In addition, eact
of subsystem has a different numbering format for the ports on each brick.

The table below shows the numbering format for the serial /O subsystems listed al
The number of “bricks” supported by each subsystem will vary.
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Table 9. Serial 1/0 Subsystems
Brick Number | Port Number Equinox XP Equinox SST Computone Specialix SIO
RackPort 3
Portl ttysal ttylal ttyS01 ttyAl
Brick 1 Port2 ttysa2 ttyla2 ttyS02 ttyA2
Port[n] * ttysan] ttyla[n] ttyS0[n] ttyA[n]
Portl ttysbl ttylbl ttyS016 ttyB1l
Brick 2 Port2 ttysh2 tty1b2 ttyS017 ttyB2
Port[n] ttysb[n] ttylb[n] ttySO[n] ttyB[n]
Portl ttyscl ttylcl ttyS031 ttyC1l
Brick 3 Port2 ttysc2 ttylc2 ttyS032 ttyC2
Port[n] ttysc[n] ttylc[n] ttySO[n] ttyC[n]
Portl n/a ttyldl ttyS046 ttyD1
Brick 4 Port2 n/a tty1d2 ttyS047 ttyD2
Port[n] n/a ttyld[n] ttySO[n] ttyD[n]

* [n] represents the next port number on the brick
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Installing DPA

This section contains the proceduresto install DPA Release 4.0 product on the Proxy
Agent stand-alone compuiter.

Beforeinstallers begin the installation procedures, verify the completion of the taskslisted
below:

 Verify that all tasks irChapter 2, "Customer Pre-Installation TashaVe been
completed.

* Review the'lnstallation Checklist" on page &hd complete the tasks in the order
listed in the checklist.

« Read the entire section entitlddnderstanding the Installation Prompts" on page
This section explains how to respond to the prompts in the installation script.

Required Installers need the materials and information listed below:
materials « Root login and password

* New password for thg3maadm login

e Completed PAOO1 Administration Request form

¢ CD-ROM entitled DEFINITY Network Management Proxy Agent Release 4.0
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New installation ~ Complete the procedure below to install DPA Release 4.0.
procedure
1 Execute the tasks below:

* Request all users to log off the system.
« Close all open windows and applications.
2 At the UNIXlogin prompt, login as the root user:
e Type Jroot login]
¢ PresENTER
3 At thePassword prompt,
e Type [oot password]
* PresENTER
4 At the Display Desktop? y/n prompt,
e Type N (no)
¢ PresENTER
Result: The system displays the UNIX prompt.
5 At the UNIX prompt (#), start the installation process:
e Type pkgadd -d cdroml DG3PA
* PresENTER

Result: The system displays the name of the package and the prompt:

Insert CDinto CD-Rom Drive. Type [go] when ready
or [q] to quit (default=go):
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6 Insert the CD-ROM entitled DEFINITY Network Management Proxy Agent
Release 4.0, into the CD-ROM drive.

At the UNIX prompt,
* Type go
* PresENTER
Result: The system displays the prom$t:r i ke ENTER when ready or ESC
to stop.
7 At the UNIX prompt, presENTER

Result: The system installs the program, which takes a few moments.
8 RAM Megabytes Prompt. The system displays the prompt:

How nuch RAM does the Proxy Agent serve have init? If
it is nore than 128 Megabytes, then a nodifications
nmust be made to the kernel boot file.

How many negabytes of RAW?

On the PA0O1 form, go to theroxy Agent section, then refer to tHRandom Access
Memory (RAM) field for the number of megabytes of RAM (MB).

At the UNIX prompt,
« Type the humber] of megabytes of RAM
¢ PresENTER

Result: The system modifies the kernel boot file.
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9 SNMP Polling Prompt. The system displays an explanation of the reasonsto enable
(default) or disable SNMP Polling. Then, the system displays the current setting and
the prompt:

The current setting is SNMP polling ENABLED.
Shoul d SNMP Pol I i ng be DI SABLED? [n] vy:
At the prompt, execute one of the options (a or b) below:
a To enable SNMP polling (default),
— Pres€ENTER.
— Go to stedl
b To disable SNMP polling,
— Type Y (yes)
— Pres€ENTER
— Go to sted 0
10 SNMP Traps Prompt. If usersdisabled SNMP polling in stef®, then the system

displays an explanation of the reasons to enable (default) or disable SNMP trap

prompt will not display if usergnabled the SNMP Polling because SNMP Traps ¢
required for SNMP Polling.

Then, the system displays the current setting and the prompt:
The current setting is SNMP Traps are ENABLED.
Shoul d SNMP Traps be DI SABLED? [n] vy:
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At the prompt, execute one of the options (aor b) below:
a To enable SNMP traps (default),
— Pres€ENTER
— Goto sted1
b Todisable SNMP traps,
— Type Y (yes)
— Pres€ENTER
— Goto sted 2

11 SNMP Set Capability Prompt. If usersenabled SNMP Polling in step, then the
system displays an explanation of the reasons to disable (default) or enable SNI
Capability. The SNMP Set Capability allows network managers on the NMS to
execute the tasks below from the DEFINITY Network Management product.

« Busy-out and release alarms
¢ Set the system date and time
Then the system displays a warning and the prompt:

WARNING. | f you are not behind a secure firewall,
it is strongly suggested that this option be
di sabl ed!

The current setting is SNMP Set Capability is
Dl SABLED.

Shoul d SNMP Set Capability be ENABLED? [n]/y:



DEFINITY Proxy Agent Release 4.0 Installation and Administration

3 Installing or Upgrading DPA December 2001
Installing DPA Page 102

At the prompt, execute one of the options (aor b) below:

a To disable SNMP set capability (default), if the Proxy Agent is not behind a
secure firewall,

— Pres€ENTER
— Goto sted 2
b Toenable SNMP set capability, if the Proxy Agent is behind a secure fire we
— Type Y (yes)
— Pres€ENTER
— Goto sted 2

Result: The system updates the SNMP access files.

12 Password Prompt. Then the system displays the password fields fog3h@adm
login. Type a nevg3maadm password in the fields below. PréS¢TER after each
entry:

New password: xxxxxx
Re- ent er new passwor d: Xxxxxx

Result: The system administers th8maadm login and the TSC Maintenance
accounts, then displays the message:
TSC Mai nt enance accounts successful |y adm ni stered.
13 Function Prompt. After this message, the installation script executeMtigem
Setup program. The Modem Setup program displayslevices detected on the seri
I/O subsystem. Refer to thevices section of the PA001 form arslip all devices
that are not listed on the form.
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The system displays the first device name from the seria 1/0 subsystem and the
device function prompt for that device:

UNI X devi ce name: /dev/ttyxxx:

Sel ect the function for this device:

[M Maintenance Renpte Access (TSC | TAC)

[P] Product Access (default)

[R] Receive Alarns

[S] Send Al arns

O, select one of the options bel ow

[Nl Next Device (skip this one)

[X] Exit Modem Setup and continue the installation

Enter the letter for the device function or another
option [defaul t=P]:
Refer to the Devices section on the PA0OO1 form and check the fields, Device Name
and Device Function, for this device.
At the prompt, execute one of the options (a or b) below:
a If the device nameis on the PAQOL form, then
— Type the [etter] that matches thiunction for this device
— Pres€ENTER
— Goto sted4
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b If the device nameis not on the PAOOL form, then skip this device,
— Type N (Next)
— Pres€ENTER

— The system displays the device name and function prompt for the next
device in the I/0O subsystem. Repeat this step to skip every deviceribat
on the PA0O1 form.

14 Device Type Prompt. The system displays tldevice type prompt. The prompt below
is anexample of the maintenance function. The list varies by the function selecte
the previous prompt.

UNI X devi ce name: /dev/ttyxxx:

Sel ect the device type for the mmintenance renote
access function:

[1] 3710 AT&T Dat aport

[2] 3715 AT&T Dataport Express

[3] US Robotics Sportster 33.6 Kbps
[4] O her (nmanually)

O select the option bel ow

[Nl Next Device (skip this one)

Enter the nunber for the device type or another
option[defaul t=1]:
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Refer to the Devices section on the PAOO1 form and check the Device Type field for
this device. At the prompt, execute one of the options (aor b) below:

a If the device nameis on the PAOOL form, then
— Type the fhumber] that matches thdevice type
— Pres€ENTER
b If the device name is not listed in the prompt, then skip the prompt,
— Type N (Next)
— Pres€ENTER

Result: The system displays thievice name and thedevice function prompt for the
next device in the I/O subsystem.

Note: Repeat step$3 and14to set umll of the of the devices on the PAOOL form. The
go to stepl5to exit the Modem Setup program.
15 Exit Modem Setup. To exit theModem Setup program at aevice function prompt,
e Type X (Exit)
¢ PresENTER
Result: The system exits thdodem Setup program and displays the message:
Done setting up Devices.
Result: Next, the system continues the installation, lists a series of messages, v
takes several minutes. Then, the system displays another message:

Installation of Avaya DEFI NI TY Proxy Agent (DG3PA)
was successful .
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16 Reboot Prompt. Finally, the system displays the reboot prompt:
Reboot the machine by executing ‘cd /; shutdown -i6
-90 -y’
At the UNIX prompt,
¢ Type the shutdown commandd /; shutdown -i6 -g0 -y
* PresENTER
Result: The system reboots the computer, which takes several minutes. Then, t
system displays the UNI}ogin prompt.

17 Refer to thé'lnstallation Checklists" on page &hd complete each procedure in tt
order listed on the checklist.
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Upgrading from DPA 3.0 and L ater

This section contains the procedures to upgrade from DPA 3.0 and later to DPA Release
4.0.

UnixWare Your system must be running UnixWare Operating System Release 2.1.3 or 7.1.x.

de patch
HPArace PN 1o download the latest patch for the UnixWare Operating System Release 7.1.x, refer to

the "Vendor References' on page 18 for the Calderaweb address.

A CAUTION:

The customer is solely responsible for the installation and maintenance of third-party
products. For technical support of these products, the customer must call the vendor.
Avaya does not provide support for third-party hardware or software products.

Installation script - The Devices section of the PA001 form should contain all of the device names that are
assigned to the Proxy Agent.

For upgrades, the installation script only searches for devices that are not currently
detected on the 1/0O subsystem. If the script detects any undefined devices, then the script
displays the prompts for those devices.

Please read the entire section entitled "Understanding the Installation Prompts’ on page
89. This section explains how to respond to the prompts in the installation script.
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Required Installers need the following materials and information:

materials

* Root login and password
¢ Completed PA0O1 form
¢ CD-ROM entitled DEFINITY Network Management Proxy Agent Release 4.0

Upgrade Complete the procedure belowupgrade DPA 3.0 and later to DPA Release 4.0.
procedure 1 Execute the tasks below:
* Request all users to log off the system, if necessary.
* Close all open windows and applications.
« Stop the Proxy Agent if running. Refer'tetop the Proxy Agent" on page 156
¢ Log off the system.
2 At the UNIXlogin prompt, login to the root (/) directory:
* Type [root login]
* PresENTER
3 At the Password prompt,
e Type [root password]
¢ PresENTER
4 At the Display Desktop? y/n prompt,
e Type N (no)
* PresENTER
Result: The system displays the UNIX prompt.
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5 At the UNIX prompt (#), start the installation process:
e Type pkgadd -d cdroml DG3PA
* PresENTER

Result: The system displays the name of the package and the prompt:
Insert CDinto CD-Rom Drive. Type [go] when ready
or [q] to quit (default=go):

6 Insert the CD-ROM entitle®EFINITY Network Management Proxy Agent

Release 4.0, into the CD-ROM drive.

At the UNIX prompt,

* Type go
¢ PresENTER

Result: The system displays the prom$t:r i ke ENTER when ready or ESC
to stop.

7 At the UNIX prompt, presENTER

Result: The system installs the program, which takes a few moments.
8 RAM Megabytes Prompt. The system displays the prompt:

How much RAM does the Proxy Agent serve have in it?
If it is nore than 128 Megabytes, then a

nodi fications nust be nmade to the kernel boot file.
How many negabytes of RAM?

On the PA0O1 form, go to theroxy Agent section, then refer to tHRandom Access
Memory (RAM) field for the number of megabytes of RAM (MB).
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At the UNIX prompt,
* Type the pumber] of RAM megabytes
* PresENTER

Result: The system modifies the kernel boot file.

9 SNMP Palling Prompt. The system displays an explanation of the reasons to er
(default) or disable SNMP polling. Then, the system displays the current setting
the prompt:

The current setting is SNVP pol ling ENABLED.
Shoul d SNWP Pol I i ng be DI SABLED? [n] vy:
At the prompt, executene of the options (a or b) below:
a To enable SNMP polling (default),
— Pres€ENTER.
— Goto step 11
b To disable SNMP polling,
— Type Y (yes)
— Pres€ENTER
— Goto step 10

10 SNMP Traps Prompt. If usersdisabled SNMP polling in stef®, then the system
displays an explanation of the reasons to enable (default) or disable SNMP trap
prompt will not display if usergnabled the SNMP Polling because SNMP Traps ¢
required for SNMP Polling.
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Then, the system displays the current setting and the prompt:
The current setting is SNMP Traps are ENABLED.
Shoul d SNMP Traps be DI SABLED? [n] v:
At the prompt, execute one of the options (a or b) below:
a To enable SNMP traps (default),
— Pres€ENTER
— Go to stedl
b To disable SNMP traps,
— Type Y (yes)
— Pres€ENTER
— Go to sted?2

11 SNMP Set Capability Prompt. If usersenabled SNMP Polling in stef9, then the
system displays an explanation of the reasons to disable (default) or enable SN
Capability. The SNMP Set Capability allows network managers on the NMS to
execute the tasks below from the DEFINITY Network Management product.

« Busy Out/Release boards, ports, trunk groups and trunks
« Set the DEFINITY system date and time
Then the system displays a warning and the prompt:

WARNI NG | f you are not behind a secure firewall,
it is strongly suggested that this option be
di sabl ed!

The current setting is SNVP Set Capability is
DI SABLED.
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Shoul d SNMP Set Capability be ENABLED? [n]/y:
At the prompt, execute one of the options (a or b) below:
a To disable SNMP set capability (default), if the Proxy Agentisnot behind a
secure fire wall,
— Pres€ENTER
— Go to sted?2
b Toenable SNMP set capability, if the Proxy Agent is behind a secure fire we
— Type Y (yes)
— Pres€ENTER
— Go to sted?2
Result: The system updates the SNMP access files and executdsdbae Sctup

program.
12 Function Prompt. The Modem Setup program displays a listlbidevices on the

serial /0 subsystem that were defined during a previous installation. The funct
prompt contains the information listed below:

* Name of the I/O subsystem

« Alist of previously defined devices

¢ The function prompt for the first device namethe 1/0O subsystem that has nc

been defined
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The system displays the first function prompt as show in the example below:
Equi nox SST Device Driver Detected
Devi ce /dev/ttylal previously defined
Devi ce /dev/ttyla2 previously defined
Devi ce /dev/ttyla3 previously defined

UNI X devi ce name: /dev/ttyla4:

Sel ect the function for this device:

[M WMaintenance Renpte Access (TSC | TAC

[P] Product Access (default)

[R] Receive Al arns

[S] Send Al arns

O, select one of the options bel ow.

[N Next Device (skip this one)

[X] Exit Mbodem Setup and continue the installation

Enter the letter for the device function or another
option [defaul t=P]:
Compare the list of previously defined devices on the screen to the device names and
functions in the Devices section of the PA0O1 form.

At the prompt, execute one of the options (a, b, or c) below:
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a If thelist of previously defined devices on the screen contains the device names
on the PA0O1 form, then exit the Modem Setup program. Go to step 14.

b To define new devices from the PAOOL form,
— Type the [etter] that matches thiunction for this device
— Pres€ENTER
— Go to sted3
¢ To skip device names that aret on the PA0O1 form,
— Type N (Next) to skip this device
— Pres€ENTER

— The system displays the device name and function prompt for the next
device in the I/O subsystem. Repeat this step to skip every devicernbat
on the PA0O1 form.

13 Device Type Prompt. The system displays tlolevice type prompt. The prompt below
is anexample of the maintenance function. The list varies by the function selects
the previous prompt.

UNI X devi ce name: /dev/ttyla4:

Sel ect the device type for the nmaintenance renpote
access function:

[1] 3710 AT&T Dat aport

[2] 3715 AT&T Dataport Express

[3] US Robotics Sportster 33.6 Kbps
[4] O her (nmanually)
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O select the option bel ow
[N Next Device (skip this one)

Enter the nunmber for the device type or another
option[defaul t=1]:

Refer to the Devices section on the PAOO1 form and check the Device Type field for
this device.

At the prompt, execute one of the options (a or b) below:
a If the device name is on the PAOOL form, then
— Type the humber] that matches the device type
— Pres€ENTER
b If the device name is not listed in the prompt, then skip the prompt,
— Type N (Next)
— Pres€ENTER

Result: The system displays the nedavice name and thedevice function prompt for
the next device.

Note: Repeat steps 12 and 13 to seslipf the of the devices on the PAOOL form. The
go to step 18 to exit the Modem Setup program.



DEFINITY Proxy Agent Release 4.0 Installation and Administration

3 Installing or Upgrading DPA December 2001
Upgrading from DPA 3.0 and Later Page 116

14 Exit Modem Setup. To exit the Modem Setup program at a device function prompt,
e Type X (Exit)
* PresENTER
Result: The system exits thdodem Setup program and displays the message:
Done setting up Devices.
Result: Next, the system continues the installation, lists a series of messages, v
takes several minutes. Then, the system displays another message:

Installation of Avaya DEFIN TY Proxy Agent (DG3PA)
was successful .

15 Reboot Prompt. Finally, the system displays the reboot prompt:
Reboot the machine by executing ‘cd /; shutdown -i6
-90 -y’
At the UNIX prompt,
* Type the shutdown commandd /; shutdown -i6 -gO -y
* PresENTER
Result: The system reboots the computer, which takes several minutes. Then, t
system displays the UNIXogin prompt.

16 Refer to the'Installation Checklists" on page &®md complete each procedure in tt
order listed on the checklist.
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Upgrading from DPA 2.0.2 and Earlier

Only the system administrator should upgrade from DPA Releases 2.0.2 and earlier to
DPA Release 4.0.

A CAUTION:

Ugrades from DPA Releases 2.0.2 and earlier are destructive upgrades. Old DNM releases
must be removed, and all historical dataiislost. Upgrades from Proxy Agent Releases
2.0.2 and earlier also require an upgrade to the UnixWare Operating System Release 2.1.3
or to Release 7.1.x.

The customer is solely responsible for the installation and maintenance of third-party
products. For technical support of these products, the customer must call the vendor.
Avaya does not provide support for third-party hardware or software.
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Installation tasks  The system administrator must execute the installation tasks listed below to upgrade
UnixWare 2.1.3 and DPA.

1 Upgrade or install UnixWare Release 2.1.3.
Execute the appropriate option below:
« If UnixWare 2.0 through 2.0.2 are currently installed, execute a destructive
installation of UnixWare. Install UnixWare 2.1.3 as a new product.
For UnixWare installation procedures, refeS@O UnixWare Enterprise Computing
Products I nstallation Handbook

2 Complete the Customer Pre-Installation Task$nstall the UnixWare Operating
System" on page 6 this book.

3 Remove the Proxy Agent Releases 2.0.2 and earlier.
Refer to"Removing DPA" on page 119

4 Install the DEFINITY Proxy Agent 4.0 as a new product.
Refer to"Installing DPA" on page 97
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Removing DPA

This section contains the procedure to remove DPA. Only the system administrator
should execute the removal procedure as required for upgrading an earlier version of the
Proxy Agent or for other business reasons.

The removal procedure only contains the basis steps. For more information on the UNIX
package removal (pkgrm) command, refer to the UNIX system documentation.

Procedure Compl ete the procedure below to remove DPA from the stand-alone computer.
1 Execute the tasks below:
* Request all users to log off the system, if necessary.
« Stop the Proxy Agent if running. Refer'tetop the Proxy Agent" on page 156
* Close all open windows and applications.
¢ Log off the system.
2 At the UNIXlogin prompt, login as the root user:
e Type Jroot login]
* PresENTER
3 At thePassword prompt,
e Type [root password]
* PresENTER
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4 At the Display Desktop? y/n prompt,
e Type N (no)
* PresENTER
Result: The system displays the UNIX prompt.
5 At the UNIX prompt,
« Type the remove commang:pkgrm DG3PA
¢ PresENTER
Result: The system confirms that the package is currently installed. Then, the s
displays the prompt:
Do you want to renove this package? [yes, no, ?,
quit] vy
6 To select “yes” to remove the package, pEISSER.

The system executes the remove command, which may take several minut
Then, the system displays the reboot prompt:

Reboot the machine by executing ‘cd /; shutdown -i6
-90 -y’
At the UNIX prompt,
¢ Type the shutdown commandd /; shutdown -i6 -g0 -y
* PresENTER

Result: The system reboots the computer, which takes several minutes. Then, t
system displays the UNI}ogin prompt.
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I ntroduction

The information in this chapter primarily targets new users who are unfamiliar with the
Proxy Agent software.

The Proxy Agent application contains two types of help windows that users can access
from any menu or application screen. The commands to access the help windows include
the following:

¢ Thelist command Ctrl-L) displays @&unctions window that contains the available
commands for the current Proxy Agent menu or application screen.

e Thehelp command Ctrl-Y) displays éelp window for the current Proxy Agent
menu or individual field on an application screen. Help windows can be lists of
options for a specific field or instructions that explain the type of information to i
in a field.

Note: Users need only type enough of each command to make it unique. For exam|
the proxy main menu, instead of typing “proxy-admin”, you can type just “p”.

The Format Conventions section contains a table that describes the conventions us
this guide.
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Functions Window

The figure below is an example of a Functions window with associated hotkeys.

Users can access the Functions window (Ctrl-L) from any menu or application screenin
the Proxy Agent.

Most commands have hotkeys, which are keyboard short cuts. Hotkeys allow usersto
execute a command without accessing the Functions window.

Functions
Clear Field ctrl-kf
Help ctrl-y
Online Guide ctrl-gg
Page Down ctrl-d
Page Left ctrl-p
Page Right ctrl-n
Page Select
Page Up ctrl-u
Refresh
Submit ctrl-e

sdnmlist LJK 040898

Figure 11. Functions window
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Commands and Hotkeys

The table below contains the description for the commands and the hotkeys that are
available on the Proxy Agent.

Table 10. Commands and Hotkeys
Command Description

List command Displays the Functions window that contains all of the available
Ctrl-L commands and associated hotkeys for the current screen.

To select an option from the Functions window,
e Pres<trl-L to display the Functions window:

¢ Use the arrow keys or tH&B key to move the cursor to ah
option on the screen.

* Pres€ENTER to execute the command.

(10f 4)
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Table 10. Commands and Hotkeys
Command Description
Help Displays a help window for afield or amenu, as described below:
Ctrl-Y « Field help window contains a list of options for the field.

* Main Menu help window contains explanations of the
applications on the menu.

¢ Submenu help window contains available commands.
To access a help list for a specific field,

* Move the cursor to the field

e Pres<Ctrl-Y to display the help window

« Move the cursor to an option on the list

¢ Pres€ENTER to execute the option
To exit a help windowvithout selecting an option, preEsC.

Submit Saves changes made in the fields on an application sameden
Ctrl-E exits the screen.

Cancel Exits a screemithout saving changes.

Ctrl-X

Clear Field Deletes thelata in the field where the cursor is located.
Ctrl-K F Users can also delete data in a field by pressingRREE BAR.

(2 of 4)
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Table 10. Commands and Hotkeys
Command Description
Online Guide Displays a message with directions to access the Proxy Agent
Ctrl-G G Installation Guide and User Guide from the Documentation
folder on the UnixWare Desktop.
The Online Guide has been removed from the Proxy Agent.
Page Down Displays the next numbered page in a multiple-page application.
Ctrl-D Example: The MANAGED NODES application contains 10
pages. Press Ctrl-D to page down to the next page (2, 3, 4, etc.).
Page Up Displays the previous numbered page in a multiple-page
Ctrl-U application.

Example: Inthe MANAGED NODES application, press Ctrl-U to
page up to the previous page (4, 3, 2, 1).

Page Right Displays the next subpage that isto the right of the current page.

Ctrl-N Example: The MANAGED NODES application issimilar to a
spreadsheet with columns and rows on 5 subpages (a through €)
for each numbered page.

Press Ctrl-N to access the next subpage (b, ¢, d, €) within a
spreadsheet application.

(30f 4)
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Table 10. Commands and Hotkeys
Command Description
Page Left Displays the previous subpage that is to the left of the current
Ctrl-P Page.

Press Ctr-P to access the previous subpage (d, ¢, b, a) withina
spreadsheet application.

Page Select Displays awindow that contains all available page options within
(no hotkey) amultiple-page application.
The options may include any or all of the page commands listed
above.
Refresh Updates the screen with the current information.

(no hotkey)

(4 of 4)
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Format Conventions
The format conventions used in the Proxy Agent User Documentation are visual cuesto
help usersidentify the type of actions they should execute in the procedures.

UNIX systems have very specific rules for entering data at the UNIX prompt. The
procedures in the guides show the text to be entered in 9 point bold font.

Users should type the text exactly as shown in the step. The steps include the conventions
below:

« UPPER and lower case, symbols (periods, slashes, hyphens, underscores, etc
spaces within the command or path.

« If a command line wraps to the next line, this indicates that users should press th
SPACE BAR before they type the data on the next line.

« If aweb address (URL) wraps to the next line, do NOT insert a space.

¢ The procedures in the guides contain some data that are enclosed in brackets
[password]. The brackets indicate that users should type the requestediithetat
the brackets.

A CAUTION:

Always check the typed dabefore pressing th&NTER or RETURN key. Notice the
difference between the capital lett€™and the number zer®". The only error messagg
the UNIX system may display iaot found.

The format conventions described in the table below appear in the procedures and
Result paragraph that follow most steps.
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Table 11. Format Conventions

Convention Description

Bold text Indicates that users should type the bold text exactly as shown.
Example: Type display status

[Bold text in Indicates that users should type data that is specific to their

brackets]| system, without the brackets.

Text enclosed within brackets contain either the data that may be
different on your system or instructions to enter specific data for
your system:
« Drive name [d:] which may be different on each system.
Example: Type d:] install
« System data from the PAOO1 form. Example: Type ithe [
address] as shown on the PAOO1 form
« Options from a Help list. Example: Select theahaged node
name] from the Help list
« Description of requested data. Example: Type dledde
name] in the field as shown on the PAOO1 forfdev/ttyxxx

(10f3)
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Table 11. Format Conventions

Convention

Description

Result paragraph

Describes the result of an action taken in a step, as described in the)
following example:

Result: The system displaysthe MAIN MENU.

A Result paragraph may also contain a message or aprompt that is
displayedintheconst ant wi dt h font.

A prompt sets up the action to be taken in the next step.

Result: The system displays the command window that
contains the prompt: Do you wi sh to
continue? y/n

Series of Menu
Options
File> Save

The greater than (>) symbol indicates that users should select an
option from a series of menus.

For example, Click File > Save means that users should:
« Click on the option on the menu bar (File).

« Then click on the second option (Save) from the drop-dg\
menu.

The termselect is used in place aflick if:
» A program does not accept mouse commands or
¢ Users need to choose an option from a Help list.

(20f 3)




DEFINITY Proxy Agent Release 4.0 Installation and Administration

4 Help Screens and Commands December 2001
Format Conventions Page 130

Table 11. Format Conventions

Convention Description

Execution keys Appear in bold capital letters and indicate that users should press
that key on the keyboard to execute a specific action.

Examples: Press ENTER (also refers to the RETURN key)

Combination keys | The hyphen (-) between afunction key (Ctrl, Alt, Shift) and a
Ctrl-L letter indicates that users should execute the actions described in
the exampl es below:

Ctrl-K F
Example: Press Ctrl-L (list command)
¢ Press and hold the Ctrl (Control) key
e Press the letter (L) key
* Then release both keys
Example: Presstrl-K F (clear field command)
¢ Press and hold the Ctrl (Control) key
* Press théirst letter (K) key
* Releasdoth keys

« Then press thsecond letter (F) key

Repeated keys Indicates that users should press the satmédecy
Example: PresBSC (closes a Help window)

(30f 3)
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I ntroduction

This chapter contains screen descriptions and procedures to log in to the Proxy Agent
from the UnixWare Desktop and UNIX prompt and procedures to access the various
Proxy Agent menus and application screens.
This chapter also contains the procedures to:

« "Start the Proxy Agent" on page 149

« "Display of the Status Screen" on page 150

« "Stop the Proxy Agent" on page 156

The information in this chapter primarily targeew users who are unfamiliar with the
Proxy Agent software.
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Login tothe Proxy Agent
Users can log in to the Proxy Agent from either the UNIX or the UnixWare Desktop. This
section contains both procedures.

Users must use the Desktop procedures to access the Proxy Agent User Documentation.
Refer to "Access the User Documentation” on page 139.

Login from the UNIX Shell

When logging from the UNIX shell, users can access all applications from the Proxy
Agent MAIN MENU, except the Proxy Agent User Documentation.

Procedure Complete the following procedure to log in to the Proxy Agent MAIN MENU from the
UNIX shell.

1 At the UNIX login prompt,
¢ Type the §3maadm login]
* PresENTER
Result: The system displays tiassword prompt.
2 At the Password prompt,
¢ Type the g3maadnpéssword]
* PresENTER

Result: The system displays the prompk:spl ay Desktop? y/n



DEFINITY Proxy Agent Release 4.0 Installation and Administration

5 Access Procedures December 2001
Log in from the UNIX Shell Page 133

3 At the prompt,
» Type N (no)
e Pres€ENTER
Result: The system displays the UNIX prompt.
4 At the UNIX prompt,
* Type proxy
* PresENTER
Result: The system displays the Proxy Agent MAIN MENU.

(PROXY AGENT)

MAIN MENU

Please select one of the following Proxy Agent applications:

communication exit proxy-admin
configuration online-guide unix-shell
emulation

To access documentation, type 'online-guide’. To exit Proxy Agent, type ’exit’.
Throughout Proxy Agent, to select functions, press Ctrl-L.

enter application name:>

ednmmain | 1K NAN7a8
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5 At the command line, enter an application name. For example:
e Typeproxy-admin
* PresENTER

Result: The system displays the selected application screen.

Log in from the Desktop
When logging in to the UnixWare Desktop, the system displays the following two sc
before it displays the Proxy Agent MAIN MENU:

* The UnixWare Desktop contains the DEFINITY_Proxy icon that opens the
DEFINITY_Proxy folder.

« The DEFINITY_Proxy folder contains the following executable icons or folders:

— Proxy_Agent icon opens the MAIN MENU that lists the commands to access
Proxy Agent applications.

— Documentation icon opens a PDF menu to access the Proxy Agent User
Documentation and PAQO1 forms.

— 10_Setup folder contains the icons to access the Dialers file and the Device:
Users need root password to edit these files.

Note: The examples in this section show typical UnixWare Desktop screens. Your de
may look somewhat different depending on the configuration of your system

Users execute most of the daily operation tasks in the PROXY ADMIN menu. Chap
through 8 contain field definitions and procedures to execute various tasks on the
administration screens.
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Procedure Complete the following procedure to log in to the UnixWare Desktop and access the Proxy

Agent MAIN MENU.

Note: Accessing the UnixWare Desktop can only be done from the Proxy Agent Console.
1 At the UNIX login prompt,
¢ Type the §3maadm login]
¢ PresENTER
Result: The system displays thiassword prompt.
2 At the Password prompt,
» Type your password]
* PresENTER
Result: The system displays the prompk:spl ay Desktop? y/n
3 At the prompt,

e Type Y (yes)
e Pres€ENTER

Result: The system displays the UnixWabesktop.
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rm UnixWare Desktop - g3maadm

Besl (%88 DD R e B3

Admin_Tools Applications DEFINITY_ Disks_etc Games

Proxy
= @
M ailbox Preferences Folder_Map Help_Desk Shutdown
L, |

sdnmdtop KLC 03

4 Double-click the DEFINITY_Proxy icon to open the folder.
Result: The system displays the contents of the DEFINITY_Proxy folder.
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[ [v] Folder: DEFINITY_Proxy 1

adl [zed Dyl (O] |En||le| |E]

)

10_Setup Documentation Proxy_Agent

L, ]
sdnmprox LIK 092299

5 Double-click the Proxy_Agent icon to access the Proxy Agent MAIN MENU.
Result: The system displays the Proxy Agent MAIN MENU.
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(PROXY AGENT)

MAIN MENU

Please select one of the following Proxy Agent applications:

communication exit proxy-admin
configuration online-guide unix-shell
emulation

To access documentation, type 'online-guide’. To exit Proxy Agent, type ‘exit’.
Throughout Proxy Agent, to select functions, press Citrl-L.

enter application name:>

sdnmmain LIK 040798
6 At the command line, enter an application name. For example:
* Typeproxy-admin
* PresEENTER

Result: The system displays the selected application screen.
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Accessthe User Documentation

Inthisrelease, the Proxy Agent User Documentation for Installation and Administrationis
delivered on the product CD-ROM entitled: DEFINITY Network Management Proxy
Agent Release 4.0.

During the installation of the Proxy Agent, the installation script copies the User
Documentation and PAOO1 forms to the avayadoc directory. Users can only access the
User Documentation from the UnixWare Desktop.

Users also have the option of printing the guides directly from the DEFINITY Network
Management Proxy Agent CD-ROM.

PDF viewer The Proxy Agent User Documentation are PDF files. Users can access any chapter in the
book by using the built-in linksin the table of contents, index, and chapters. Users can also
use the search feature to find specific information.

The PDF viewer is public domain software. Users can learn more about the PDF viewer
from the UNIX manual page entitled: XPDF. To access the manual page, enter the man
xpdf command at a UNIX prompt.

Online_guide The Proxy Agent User Documentation replaces the Online Guide. The online_guide
command command is still visible on the Proxy Agent MAIN MENU and Functions screen.

If users execute the command, the system displays awindow with instructionsfor viewing
the documentation on the UnixWare Desktop.

Procedure Complete the following procedure to access the Proxy Agent Installation Guide and the
User Guide from the Documentation folder on the Desktop.
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1 Loginas g3maadm and access the UnixWare Desktop.

Result: The system displays the Desktop.
2 Click the DEFINITY_Proxy icon.

Result: The system displays the DEFINITY_Proxy folder.

[ V] Folder: DEFINITY_Proxy
File Edit View GoTo Help
oae] [eeel Oy (O || 2 E]
] ]
] = =]
10_Setup Documentation Proxy_Agent
L |

sdnmprox LIJK 092299
3 Click the Documentation icon.
Result: The system displays the main menu for the PDF viewer.
4 Select an option from the main menu to access the documentation.

5 To exit the PDF viewer from the Menu Bar, select File > Exit.
The system displays the DEFINITY _Proxy folder.
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Review of the Main Menu

The Proxy Agent MAIN MENU contains the commands to access the Proxy Agent
application screens, as show in the following figure.

(PROXY AGENT)

MAIN MENU

Please select one of the following Proxy Agent applications:

communication exit proxy-admin
configuration online-guide unix-shell
emulation

To access documentation, type 'online-guide’. To exit Proxy Agent, type ’exit’.
Throughout Proxy Agent, to select functions, press Ctrl-L.

enter application name:>

sdnmmain LJK 040798

Figure 12. Proxy Agent MAIN MENU

The following table contains the descriptions of the commands on the Proxy Agent MAIN
MENU.
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Table 12. Proxy Agent MAIN MENU
Command Description

communication Accesses the Communication application and displays the
COMMUNICATION MANAGER screen. Users can manually
connect and disconnect a Proxy Agent to and from managed nodes
for real-time administration.

Refer to Chapter 12, "Communication Application”

emulation Accesses the Emulation application. The Emulation screen
provides direct communication with amanaged node for real-time
administration.

Refer to Chapter 13, "Emulation Application”

configuration Accesses the Configuration application. This application
contains two commands to edit either of the configuration screens]

¢ change hardware to edit the CHANGE HARDWARE scree

« change user-interface to edit of the CHANGE USER _
INTERFACE screens (4 pages)

Refer toChapter 14, "Configuration Application"”

-

(Lof 3)
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Table 12. Proxy Agent MAIN MENU

Command

Description

proxy-admin

Accesses the PROXY ADMIN menu. This menu contains the
following commands:

« Thechange anddisplay commands allow users to adminis
or view the application following screens:

Alarm Devices
Filter Set

Default Location

— Managed Nodes
Network Managers
Default Login

¢ Theadd andremove commands allow users to access thed
FILTER SET screen and create or delete filter sets

¢ Thestart andstop commands allow users to turn on or tugn
off the Proxy Agent

¢ Thequit command allows users to exit the PROXY ADMII
menu

¢ Thestatus command allows users to view the STATUS
screen. The STATUS screen is for display only.

~—+

Refer to"Review of the Proxy Admin Menu" on page 145

(2 0of 3)
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Table 12. Proxy Agent MAIN MENU

Command Description

exit Closes the Proxy Agent MAIN MENU.

online-guide Displays awindow with instructions to access the UnixWare
Desktop in order to view the Proxy Agent Installation Guide and
the User Guide.

The Online Guide has been removed from the Proxy Agent.
Refer to "Access the User Documentation” on page 139

unix-shell Accesses the UNIX prompt.

(30f3)
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Review of the Proxy Admin Menu

The PROXY ADMIN menu contains the commands to access the Proxy Agent

administration screens and to start and stop the Proxy Agent. The following figure shows
the commands on the PROXY ADMIN screen.

(PROXY ADMIN)

Please select from the following:

add remove stop
change start quit
display

Enter 'quit' to exit the program

enter command:> [J

Figure 13. PROXY ADMIN screen
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The following table describes the commands on the PROXY ADMIN screen. Users must
have a g3maadm login to execute the commands and administer the Proxy Agent.

Table 13. PROXY ADMIN screen

Command

Description

add

Accesses the FILTER SET screen in the “add” mode. Users
the alarm filtering criteria for a new filter set with this commagn

Note: Users must STOP the Proxy Agémefore executing the
add command.

Refer toChapter 9, "Filter Set Administration"

remove

Accesses the FILTER SET screen in the “remove” mode. Us
can delete existing alarm filters with this command.

Note: Users must STOP the Proxy Agémefore executing the
remove command.

The Proxy Agent executes one of the following options:

« Deletes the filter séf it is not assigned to any manade
node

« Replaces the filter set with thiefault filter if the filter ig
assigned to managed nodes

Refer toChapter 9, "Filter Set Administration"

(10f3)
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Table 13. PROXY ADMIN screen
Command Description
change Accesses the administr ation following screens. The change

command allows users to edit the selected screen.

Note: Users must STOP the Proxy Agent before executing the
change command.

¢ change network-managers
Refer toChapter 6, "Review the Network Managers Screge
¢ change default-location
Refer toChapter 7, "Review of the Default Location Scre
¢ change alarm-devices
Refer toChapter 8, "Review of the ALARM DEVICES
Screen”
e changefilter-set
Refer toChapter 9, "Review of the Filter Set Screen"
¢ change managed-nodes
Refer toChapter 11, "Review of the Managed Nodes Scife
« change default login
Refer toChapter 10, "Review of the Default Login Screef’

D

(2 of 3)
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Table 13. PROXY ADMIN screen

Command

Description

display

Shows the administration screens and the STATUS screen in the
view-only mode. The display command does not allow usersto
change the screens.

Note: Users do not have to STOP the Proxy Agent before
executing the display command.
« display alarm-devices
display filter-set
display default-location
display default-login
« display managed-nodes

« display status-- Refer to'Display the Status Screen" on pg«
155

start

Initiates a Proxy Agenbnnection to the managed nodes.
Refer to"Start the Proxy Agent” on page 149

stop

Drops the Proxy Ageobnnection to the managed nodes.
Refer to"Stop the Proxy Agent" on page 156

quit

Closes the PROXY ADMIN screen and displays the Proxy A
MAIN MENU.

l{e)

(30f3)
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Sart the Proxy Agent

The PROXY ADMIN screen contains the command to start the Proxy Agent System
connection to the administered managed nodes.

Each time users start the Proxy Agent, they should also display the STATUS screen to
verify that the Proxy Agent is active.

Procedure Compl ete the following procedure to start the Proxy Agent connection.
1 Accessthe PROXY ADMIN screen. In the command line,
* Typestart proxy-agent
* PresENTER
Result: The system displays the command window that contains the prdpopt:
you wi sh to continue? Yes No
2 To selectyes, presENTER.
Result: The system starts the Proxy Agent. Then, the system displays the PRO
ADMIN screen with the confirmation message:
Command conpl et ed successful ly.
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Display of the Status Screen

The STATUS screen is aview-only screen that contains the following information:
« Proxy Agent state and connection type
» Alarm forwarding state
* Node name and state

« Connection statisticsnly for the ECS, G3, MCU, IP600, and DEFINITY One
managed nodes

« Status of the Proxy Agent

The STATUS screen doest display any connection statistics for the following manag
nodes:

« DEFINITY AUDIX

* Intuity AUDIX

« Intuity Interchange

¢ Call Management System (CMS)
¢ CONVERSANT

The Proxy Agenbnly supports alarm handling for these products.
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Figure The following figure shows an example of a STATUS screen (view-only).
display status (PROXY ADMIN) Page 1
STATUS
Proxy Agent State: active Alarm Forwarding: ok

Node Name State Last Connection Attempts  Requests Errors

Con Type Timeout Last Used Connects Responses Counters Reset

ecsl up 12/01/99 14:37:48 1 85 0

static 12/01/99 15:08:51 1 85

g3 idle 0 0 0

dynamic 60 0 0 12/05/99 11:03:55

Command successfully completed, select Cancel to return to the menu

sdnmdst LIK 092299

Figure 14. STATUS screen
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Review of the Status Screen Fields
The following table contains the description for each column on the STATUS screen.

Severa of the columns contain two types of datain the column.

Table 14. STATUS screen
Column Description

Proxy Agent State | Identifies the current activity status of the Proxy Agent:
active -- The Proxy Agent has been started
not active -- The Proxy Agent has been stopped

Alarm Forwarding | ldentifies the current state of the alarm forwarding feature.

The alarm forwarding feature is active only if the user has
administered the ALARM DEVICES screen. Users can turn-off
alarm forwarding for individual managed nodes from the
MANAGED NODES screen.
The states include:
ok -- Alarm forwarding is active and functioning
failed -- Alarm forwarding is active, but is not functioning
other -- Identifies one of the following conditions:
* Proxy Agent isot active
¢ Alarm forwarding feature iact turned on

(10f3)
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Table 14. STATUS screen

Column

Description

Node Name

| dentifies the name of the managed node that is associated with
the Proxy Agent.

Con Type

Identifies the type of Proxy Agent connection that users
administer for ECS, G3, MCU, IP600, and DEFINITY One
systems. A connection can be one of the following types:

« static (continuous connection)
¢ dynamic (temporary connection on an as-needed basis)l

State

Thextate field identifies the current status of the Proxy Agenl
connection to a managed node. The states include:

init (initiate) -- A connection attempt is in progress
up -- The connection is established

down -- The connection attempt has failed

off -- The connection has been turned off

idle -- A dynamic connection isiot connected in standby
mode

other -- The connection has failed and the state is unkngv

Timeout

Contains the number wiinutes a dynamic connection will
remain up without receiving data transmission.

(2 of 3)
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Table 14. STATUS screen

Column Description

Last Connection The date and time of the last successful connection.

Last Used The date and time of the last successful data retrieval.

Attempts Thenumber of connection attempts since the counter was reset to
Zero.

Connects The number of successful connections since the counter was
reset to zero.

Data Requests The number of requests for data since the counter was reset to
ZEro.

Data Responses The number of successful responses to data requests since the
counter was reset to zero.

Errors Thenumber of errorsthat occurred during data requests since the
counter was reset to zero.

Counters Reset The date and time the counter was reset to zero.

(30f 3)
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Display the Status Screen

Procedure

Users should display the STATUS screen each time they start the Proxy Agent so that they
can review the following information:

« Verify that the Proxy Agent connection is active
« View the status of the Alarm Forwarding feature
 View the connection statistics for the G3, ECS, and MCU managed nodes

Complete the following procedure to display the STATUS screen.
1 Access the PROXY ADMIN menu. In the command line,
* Typedisplay status
* PresENTER

Result: The system displays the STATUS screen.

2 Check the STATUS screen to verify the current state of the Proxy Agent conne«
and statistics.

3 PressCtrl-X to exit the screen.

Result: The system closes the STATUS screen and displays the PROXY ADMII
screen.
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Stop the Proxy Agent

The PROXY ADMIN screen contains the command to stop a Proxy Agent connection to
the administered managed nodes.

Users must stop the Proxy Agent before they can enter a change command to edit an
administration screen.

A CAUTION:
When you stop the Proxy Agent, the nodes connected to the Proxy Agent are dropped.

Users do not have to stop the Proxy Agent entering a display command. Users can view
an administration screen while the Proxy Agent is running.
Complete the following procedures to stop the Proxy Agent connection.
1 Accessthe PROXY ADMIN screen. In the command line,
* Typestop proxy-agent
¢ PresENTER
Result: The system displays the command window that contains the prbmgtou
wi sh to continue? Yes No
2 To selectyes, presEENTER.
Result: The system stops the Proxy Agent. Then, displays the PROXY ADMIN

screen with the confirmation messa@ermand conpl et ed
successful ly.
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I ntroduction

The NETWORK MANAGERS screen provides the Network Management System (NMS)
with access to the SNM P data collected from the managed nodes. The NM S applications
use the SNMP data to populate the tables and graphical displaysin the appropriate
DEFINITY Network Management (DNM) screens.

The purpose of the NETWORK MANAGERS screen is to administer the communication
link between the Proxy Agent and the Network Management System (NMS).
see also:

— Management Information Base (MIBhapter 1, "Management Information
Base (MIB)"

Cache Mechanisi@hapter 1, "Cache mechanism"
SNMP TrapsChapter 1, "SNMP Access"

The sections below describe interactions between the network managers and the F
Agent.
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Review the Network Managers Screen
The figure below shows the fields on the NETWORK MANAGERS screen.

i AGENT1

ge network-managers {PROXY ADMIN) Page 1 of 1
NETWORK MANAGERS

Get Community String: MTSISE Set Community String: RN

TYPE OF ACCESS IP ADDRESS
135.9.142.57
135.9,142.5/
135.9,142.56
135.9.142.06
135.9.142.55

(Lo Bl Wor I d RN LI
A A

Ctrl-1 to select function Ctrl-r to repeat Help

Figure 15. Network Managers screen
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The table below contains the field descriptions for the NETWORK MANAGERS screen.

Table 15. Network Managers Screen

Field Description

Get Community String Identifies the Proxy Agent's SNMP Get Community
String. The NMS network manager usesdbe
community string to validate SNMR)et requests.

Valid options for this field are:
¢ public (default)
« Any name that identifies a private network

A CAUTION:

Users must administer timame of the get community
string (public or private) in the comparable fields on the
NMS screens. The name musitch on both systems,
otherwise theet request will fail.

Required field.
Field size: 15 characters

(10f 4)
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Table 15. Network Managers Screen
Field Description
Set Community String Identifies the Proxy Agent's Get Community String. The

NMS network manager uses tbet community string to
validate SNMPset requests.

The default for this field isg3pa

A CAUTION:

Users must administer tig8pa as the name of the set
community string in the comparable fields on the NM
screens. The name munsatch on both systems, otherw
theset request will fail.

0 o7

Required field.
Field size: 15 characters

(2 of 4)
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Table 15. Network Managers Screen

Field

Description

TYPE OF ACCESS

Identifies the type of access a network manager hasto the
Proxy Agent.
The HELP list (Ctrl-Y) contains the valid options for this
field:

READ/WRITE ACCESSTO MIB

READ ACCESSTO MIB

RECEIVE TRAPS

* Read/Writeaccessto MIB -- allows the NMS to redc
and write data to the MIB. The network manager
complete access to the MIB. The DNM applicatio
require read/write access.

* Read accessto MIB -- allows the NMS tmnly read
data in the MIB. The NMS cannot change MIB
objects that are set with the SNMP SET comman

* Receive Traps -- allows the NMS to receive SNMH
traps from the Proxy Agent.

[ R

j®N

Note: DNM Applications also require SNMP trap
reception.

Default: READ/WRITE ACCESSTO MIB in line 1

(30f 4)
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Table 15. Network Managers Screen
Field Description
IP ADDRESS Identifies the Internet Protocol (1P) address of the NMS
network manager.

Thevalid options for thisfield:

 Asterisk {) -- default in line 1. The asterisk allows
access tall NMS network managers. The asterisif
not valid for RECEIVE TRAPS access.

or
* |P address of the NMS in dot format.
Example: 126.1.205.86

A SECURITY ALERT:

Users should enter the I P address for each network
manager to limit accessto the MIB.

Required field.

Field size: 15 characters

(4of 4)
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Administer the Network Managers

The NETWORK MANAGERS screen contains the fields to administer the
communication link between the Proxy Agent and Network Management System (NMS).

Users administer each NM S as a network manager and assign the type of access each
network manager has to the Proxy Agent Management Information Base (MIB)

Required access  Users must administer three types of access for each network manager:
* Read/Write Access to MIB
* Read only Access to MIB
« Receive Traps

Users assign each type of access on a separate line in the NETWORK MANAGER
screen.

PAQO1 form The data that users enter in the fields on the NETWORK MANAGERS screen must
match the data on the PAOO1 form in the Proxy Agent section.
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Procedure Complete the procedure below to add new network managers or to change data for

existing network managers.
1 At the Proxy Agent MAIN MENU,
* Typeproxy-admin
¢ PresENTER
Result: The system displays the PROXY ADMIN menu.
2 In the command line,
» Typechange network-managers
* PresENTER
Result: The system displays the NETWORK MANAGERS screen.
3 Compare the data on the PA001 form to the fields on the NETWORK MANAGE
screen:
Get Conmmunity String: public
Set Conmunity String: g3pa
If the data doemot match, then change the fields to match the data on the PAOO
form.
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4 For each network manager, complete the fields below to add the READ/WRITE
ACCESS TO MIB permission:

¢ In theTYPE OF ACCESS column, move the cursor to a blank line number.
— Pres<Ctrl-Y to display the Help list
— SelecREAD/WRITE ACCESSTO MIB
— Pres€ENTER to display the select