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Notice

Every effort was made to ensure that the information in this
document was complete and accurate at the time of release.
However, information is subject to change.

Warranty

Avaya Inc. provides a limited warranty on this product. Refer
to your sales agreement to establish the terms of the limited
warranty. In addition, Avaya’s standard warranty language as
well as information regarding support for this product, while
under warranty, is available through the following website:
http://www.avaya.com/support

Preventing Toll Fraud

“Toll fraud” is the unauthorized use of your
telecommunications system by an unauthorized party (for
example, a person who is not a corporate employee, agent,
subcontractor, or is not working on your company's behalf).
Be aware that there may be a risk of toll fraud associated with
your system and that, if toll fraud occurs, it can result in
substantial additional charges for your telecommunications
services.

Avaya Fraud Intervention

If you suspect that you are being victimized by toll fraud and
you need technical assistance or support, in the United
States and Canada, call the Technical Service Center's Toll
Fraud Intervention Hotline at 1-800-643-2353.

Disclaimer

Avaya is not responsible for any modifications, additions or
deletions to the original published version of this
documentation unless such modifications, additions or
deletions were performed by Avaya. Customer and/or End
User agree to indemnify and hold harmless Avaya. Avaya’s
agents, servants and employees against all claims, lawsuits,
demands and judgements arising out of, or in connection
with, subsequent modifications, additions or deletions to this
documentation to the extent made by the Customer or End
User.

How to Get Help

For additional support telephone numbers, go to the Avaya
Web site: http://www.avaya.com/support/. If you are:

« Within the United States, click Escalation Management
link. Then click the appropriate link for the type of support
you need.

« Outside the United States, click Escalation Management
link. Then click International Services link that includes
telephone numbers for the International Centers of
Excellence.

Providing Telecommunications Security

Telecommunications security (of voice, data, and/or video
communications) is the prevention of any type of intrusion to
(that is, either unauthorized or malicious access to or use of)
your company's telecommunications equipment by some

party.

Your company's “telecommunications equipment” includes
both this Avaya product and any other voice/data/video
equipment that could be accessed via this Avaya product
(that is, “networked equipment”).

An “outside party” is anyone who is not a corporate
employee, agent, subcontractor, or is not working on your
company's behalf. Whereas, a “malicious party” is anyone
(including someone who may be otherwise authorized) who
accesses your telecommunications equipment with either
malicious or mischievous intent.

Such intrusions may be either to/through synchronous (time-
multiplexed and/or circuit-based) or asynchronous
(character-, message-, or packet-based) equipment or
interfaces for reasons of:

« Utilization (of capabilities special to the accessed
equipment)
Theft (such as, of intellectual property, financial assets, or
toll-facility access)
Eavesdropping (privacy invasions to humans)
Mischief (troubling, but apparently innocuous, tampering)
Harm (such as harmful tampering, data loss or alteration,
regardless of motive or intent)

Be aware that there may be a risk of unauthorized intrusions
associated with your system and/or its networked equipment.
Also realize that, if such an intrusion should occur, it could
result in a variety of losses to your company (including but
not limited to, human/data privacy, intellectual property,
material assets, financial resources, labor costs, and/or legal
costs).

Responsibility for Your Company’s Telecommunications
Security

The final responsibility for securing both this system and its
networked equipment rests with you - Avaya’s customer
system administrator, your telecommunications peers, and
your managers. Base the fulfillment of your responsibility on
acquired knowledge and resources from a variety of sources
including but not limited to:

* Installation documents

» System administration documents

» Security documents

» Hardware-/software-based security tools

» Shared information between you and your peers

» Telecommunications security experts


http://www.avaya.com/support/
http://www.avaya.com/support

To prevent intrusions to your telecommunications equipment,
you and your peers should carefully program and configure:
* Your Avaya-provided telecommunications systems and
their interfaces
« Your Avaya-provided software applications, as well as
their underlying hardware/software platforms and
interfaces
« Any other equipment networked to your Avaya products.

TCP/IP Facilities

Customers may experience differences in product
performance, reliability and security depending upon network
configurations/design and topologies, even when the product
performs as warranted.

Standards Compliance

Avaya Inc. is not responsible for any radio or television
interference caused by unauthorized modifications of this
equipment or the substitution or attachment of connecting
cables and equipment other than those specified by Avaya
Inc. The correction of interference caused by such
unauthorized modifications, substitution or attachment will be
the responsibility of the user. Pursuant to Part 15 of the
Federal Communications Commission (FCC) Rules, the user
is cautioned that changes or modifications not expressly
approved by Avaya Inc. could void the user’s authority to
operate this equipment.

Product Safety Standards

This product complies with and conforms to the following
international Product Safety standards as applicable:

Safety of Information Technology Equipment, IEC 60950,

3rd Edition including all relevant national deviations as

listed in Compliance with IEC for Electrical Equipment

(IECEE) CB-96A.

Safety of Information Technology Equipment, CAN/CSA-

C22.2 No. 60950-00 / UL 60950, 3rd Edition

« Safety Requirements for Customer Equipment, ACA
Technical Standard (TS) 001 - 1997

» One or more of the following Mexican national standards,

as applicable: NOM 001 SCFI 1993, NOM SCFI 016

1993, NOM 019 SCFI 1998

Electromagnetic Compatibility (EMC) Standards

This product complies with and conforms to the following
international EMC standards and all relevant national
deviations:

Limits and Methods of Measurement of Radio Interference of
Information Technology Equipment, CISPR 22:1997 and
EN55022:1998.

Information Technology Equipment — Immunity
Characteristics — Limits and Methods of Measurement,
CISPR 24:1997 and EN55024:1998, including:

Electrostatic Discharge (ESD) IEC 61000-4-2
Radiated Immunity IEC 61000-4-3

Electrical Fast Transient IEC 61000-4-4
Lightning Effects IEC 61000-4-5

Conducted Immunity IEC 61000-4-6

Mains Frequency Magnetic Field IEC 61000-4-8
Voltage Dips and Variations IEC 61000-4-11
Powerline Harmonics IEC 61000-3-2

Voltage Fluctuations and Flicker IEC 61000-3-3

Federal Communications Commission Statement
Part 15:

Note: This equipment has been tested and found to comply
with the limits for a Class A digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the
equipment is operated in a commercial environment. This
equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio
communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the
user will be required to correct the interference at his own

expense.

Canadian Department of Communications (DOC)
Interference Information

This Class A digital apparatus complies with Canadian ICES-
003.

Cet appareil numérigue de la classe A est conforme a la
norme NMB-003 du Canada.

This equipment meets the applicable Industry Canada
Terminal Equipment Technical Specifications. This is
confirmed by the registration number. The abbreviation, IC,
before the registration number signifies that registration was
performed based on a Declaration of Conformity indicating
that Industry Canada technical specifications were met. It
does not imply that Industry Canada approved the
equipment.

DECLARATIONS OF CONFORMITY

United States FCC Part 68 Supplier’s Declaration of
Conformity (SDoC)

Avaya Inc. in the United States of America hereby certifies
that the equipment described in this document and bearing a
TIA TSB-168 label identification number complies with the
FCC's Rules and Regulations 47 CFR Part 68, and the
Administrative Council on Terminal Attachments (ACTA)
adopted technical criteria.



Avaya further asserts that Avaya handset-equipped terminal
equipment described in this document complies with
Paragraph 68.316 of the FCC Rules and Regulations
defining Hearing Aid Compatibility and is deemed compatible
with hearing aids.

Copies of SDoCs signed by the Responsible Party in the U.
S. can be obtained by contacting your local sales
representative and are available on the following Web site:
http://www.avaya.com/support

All Avaya media servers and media gateways are compliant
with FCC Part 68, but many have been registered with the
FCC before the SDoC process was available. A list of all
Avaya registered products may be found at:
http://www.part68.org/

by conducting a search using “Avaya” as manufacturer.

European Union Declarations of Conformity

€S

Avaya Inc. declares that the equipment specified in this
document bearing the “CE” (Conformité Europeénne) mark
conforms to the European Union Radio and
Telecommunications Terminal Equipment Directive (1999/5/
EC), including the Electromagnetic Compatibility Directive
(89/336/EEC) and Low Voltage Directive (73/23/EEC). This
equipment has been certified to meet CTR3 Basic Rate
Interface (BRI) and CTR4 Primary Rate Interface (PRI) and
subsets thereof in CTR12 and CTR13, as applicable.

Copies of these Declarations of Conformity (DoCs) can be
obtained by contacting your local sales representative and
are available on the following Web site:
http://www.avaya.com/support

Japan

This is a Class A product based on the standard of the
Voluntary Control Council for Interference by Information
Technology Equipment (VCCI). If this equipment is used in a
domestic environment, radio disturbance may occur, in which
case, the user may be required to take corrective actions.

ZOEET, FRAREESENEED TS (VCC 1) ok
ZHSC 2 T AN EREREEE T, JOBELFERETHERT S LB
WERG &R IT LRSS, COBSICIEERAEIHE A AT
HEIERENAZZEBHY £,

China
BMSI (Chinese Warning Label)
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Hardware, including technical data, is subject to U.S. export
control laws, including the U.S. Export Administration Act and
its associated regulations, and may be subject to export or
import regulations in other countries. Customer agrees to
comply strictly with all such regulations and acknowledges
that it has the responsibility to obtain licenses to export, re-
export, or import hardware.

Environmental Health and Safety:

AWARNING:

Risk of explosion if battery is replaced by an incorrect type.
Dispose of used batteries according to Avaya Environmental
Health and Safety guidelines.

Documentation:

For the most current versions of documentation, go to the
Avaya support Web site: http://www.avaya.com/support/
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http://avaya.com/support
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About thisguide

This guide provides configuration and administration information for the
Avaya SG5, SG5x, SG200, SG203, and SG208 Security Gateways and
Avaya VSU® devices that are upgraded to VPNos® 4.4.

The term security gateway is used generically throughout this guide to
refer to the Avaya security gateway platform supported by the VPNos 4.4
software version.

The screen captures throughout this manual indicate a model SG208
security gateway, however, the actual security gateway model number is
displayed dynamically. This is true of messages produced by the security
gateway as well.

How this guide is organized

Chapter 1, "Introduction: Managing a security gateway locally", explains
how to use the VPNos Web interface. In addition the chapter describes
how to create and change administrative passwords.

Chapter 2, "Configuring interfaces, NAT and static routes" explains how
to use the Network tab to change the default configuration, how to
configure multiple interfaces, NAT and static route.

Chapter 3, "Configuring and managing users" explains how to use the
Users tab to configure and mange security gateway users and remote
users.

Chapter 4, "Using the device tab" explains how to configure the day and
time, reboot the security gateway and, for SG5 and SG5X security
gateways, how to do a hardware reset.

About this guide
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Chapter 5, "Establishing security" explains how to configure the security
functions, including VPN setup, Services, Network Objects, Firewall
Rules, Denial of Service, Dynamic Policy, and Voice of IP.

Chapter 6, "Using advanced features" explains the advanced feature
options of the security gateway including DNS relay, Failover, adding new
licenses, SNMP, and QoS.

Chapter 7, "Monitoring the security gateway" explains how to view the
Inspect and Monitor functions as well as use the Text Interface function
for high-level debugging and the text interface tab to inport or export
security gateway configurations.

Chapter 8, "Upgrading the VPNos software" explains how to upgrade the
security gateway to a new VPNos release.

Appendix A, "Preconfigured firewall rules”, explains the preconfigured
firewall rules that can be applied to the secuirty gateway.

Appendix B, "Error messages", explains common configuration error
messages and the appropriate correction actions.

Appendix C, "Command line interface", explains the CLI architecture and
conventions. This appendix also provides instructions for accessing the
security gateways for limited configuration and monitoring purposes.

Contacting technical support

Technical support is available to support contract holders of security
gateway products.

Domestic support

* Toll free telephone support: (866) 462-8292 (24x7)
e Email: vpnsupport@avaya.com

* Web: http://support.avaya.com

International support

* Forregional support telephone numbers, go to:
http://www.avayanetwork.com/site/GSO/default.htm/

10
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Related documentation

VPN administrators can also see the VPNmanager Configuration Guide,
670-100-600, for more configuration information, when central
management is used.

The following hardware installation guides are available

e Forthe SG203 and SG208; documentation number 670-100-101
e Forthe SG5, SG5X and SG200; documentation number 670-100-102

About this guide 11
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Chapter 1 Introduction: Managing a security
gateway locally

This chapter explains how to use the Web interface to configure the
Avaya security gateways. You use the security gateway’s Web interface
for local and remote configuration and management.

This chapter also describes how to:

* Create and change administrative password
* Access the Web interface

¢ Use the Web interface functions

Using the Web interface

The Web interface of the security gateway consists of the following five
major elements. These elements are available from the main Web page.
Figure 1 shows these functional elements on the main Web page.

e A vertical column of main functions

* A set of horizontal tabs that displays the subfunctions within a main
function

* A list of properties for each subfunction
* Adisplay area for detailed information about the selected property

* A screen tips area at the bottom of the window for context-sensitive
Help about the currently selected item

Introduction: Managing a security gateway locally 13



Avaya Security Gateway Configuration Guide

Figure 1 VPNos Web interface main page

Main Properties within Subfunction Current logged
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Refresh |

|+ Screen Tips
This screen is used to sel the SG208's media interfaces configuration,

Screen tips area Property
details display

Local or central administration

By default, you can configure and manage the security gateway remotely
from a central location with the Avaya VPNmanager® application. If you
are going to use VPNmanager to configure the security gateway, see the
VPNmanager Configuration Guide.

If only the Web interface should be used to access the security gateway,
centralized management can be disabled from the Configure>Security>
Management screen.

14 Introduction: Managing a security gateway locally
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When the security gateway is managed through the Web interface, the
configuration exists independently of the VPNmanager and its security
gateway database, therefore you can have limited access to some remote
VPNs and services.

Avaya recommends that you record your security gateway configuration
parameters for backup protection as permitted by your company’s
security policy. You can use the Text Interface>Export function to save
your configuration.

When management is performed through both the VPNmanager
application and the Web interface, the active security gateway
configuration is the most recently changed set of properties, regardless of
whether it was changed through the Web interface or through
VPNmanager.

Administrative users

Within a security gateway, the following users can configure and monitor
the security gateway:

e The root user has read and write privileges. This is the default
administrator and is configured at the factory with a default password.
When the administrator logs in to the security gateway for the first
time, the administrator is prompted to change the default password.
The root user name cannot be modified or deleted.

The root user has full privileges on the security gateway to configure
and maintain the security gateway network and user configuration,
device security, and VolP gatekeeper configuration.

e The monitor user has read-only permissions. The monitor user name
cannot be modified or deleted. Only the password can be changed.
When the monitor user logs in to the security gateway for the first time,
the monitor user is prompted to change the default password.

The monitor user can view the following properties: Inspect, Web
Interface Access, and Monitor.

The Inspect property includes interfaces, software, and general
security gateway information.

The Web Interface Access property is located under the
Configure>Security>Management property and includes web
management and centralized management.

The Monitor property includes VPN, network, and log information.

Introduction: Managing a security gateway locally 15
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* The superuser is enabled for centralized management from the Web
interface Configure>Security>Management property. The user ID and
password is entered from the VPNmanager console for authentication
before VPNmanager is used to make configuration changes on the
security gateway. VPNmanager has full read and write privileges to the
security gateway, once it is authenticated by the security gateway.

The root user or monitor user can access the Web interface remotely
when the Permit Web Interface access via public zone box is selected.
When this box is selected, you can access the Web interface through the
public port. When this box is not selected, you can access the Web
interface of the security gateway only from the private side.

When the Permit Web Interface access via public zone box is enabled,
the remote administrator directs his or her browser to the IP address of
the public port. When a connection with the security gateway is
established, the login screen is displayed.

In addition to remote administrator access, this can be used for technical
support.

The root user and the monitor user can use the Password function on the
Web interface main page to change their passwords. The password can
be from 6 to 31 alphanumeric characters.

Figure 2 Configure security management screen

Firewall Rules Setup
WP Setup

Senices

Metwork Ohject

Dynamic Policy
Management

superuserth
[~ |
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Web interface access
All users log in using the Web interface. To log into the Web interface:

1. From a workstation, open the browser and type one of the following
addresses in the address field.

e |f DHCP domain is not the default, enter https://sg.<domainname>
* If Private port address is the default, enter https://192.168.1.1

* If private port address is not the default, enter https://
<dhcpserveraddress>

The system displays the security gateway Login screen (Figure 3).

Figure 3 Security gateway login screen

SG208 Log In

W Log in using default VPN

2. Type your user name and your password, and click Log In.

NOTE: New users whose authentication credentials reside only on a
remote security gateway or authentication server on the VPN, log in
through the default VPN user account. If the user authentication
credentials reside on a central security gateway (or associated
authentication server) on the VPN, Logon user default VPN is
selected.

The system displays the main security gateway Web interface Inspect
function screen.

Introduction: Managing a security gateway locally 17
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NOTE: Once the user logs into the security gateway, an inactivity timer
begins. As a security measure, if no Web interface operations are
performed for 15 minutes, the session is automatically ended. The
user logs in again to resume the session. This timer resets whenever
the Web interface is used to send a request to the security gateway.

Logout

Use Log Out to close the security gateway Web interface. Before you log
out, you must save any changes that you made during the session.

Working with the main functions

The main Web interface includes eight functions for configuration, access
and monitoring the security gateway. Following is a brief description of
each.

To select a main function, click the function name, it is highlighted. When
a main function is selected, the appropriate subfunction tabs are
displayed. To select a subfunction, click on the tab and select an
individual property of that subfunction. The property details area
populates with data about that particular property.

Within the property details display area, various action buttons appear,
such as Refresh, Save and Cancel.

On some of the screens a Summary button is displayed. When you click
this button, a text file shows the current details about the data listed in the
table. You can select and copy this information to any text editor.

To save any changes click Save.

Use Log Out to quit the Web interface. Clicking the close button in the
upper right-hand corner of the Web page is the same as clicking Cancel.
The Web interface closes and changes that were not saved are lost.

Inspect function

Use the Inspect function to view current security gateway interfaces,
software version, and general system information such as the date and
time, system uptime, and CPU use.

18
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Configure function

Use the Configure function to configure the security gateway through the
Web interface, when the Permit Web Interface access via public port
facility is enabled. You can select from the following tabs to configure
different functions of the security gateway.

Select the Network tab to configure the security gateway within your
network environment. You can set interface operating parameters,
Network Address Translation (NAT), and Static Routes.

Select the Users tab to configure and manage the security gateway
users, including remote users.

Select the Devices tab to set the date and time, perform a soft reboot,
and to set which configuration parameters are deleted following a
hardware reset. The Reboot and hard reset functions are for the SG5
and SG5X only.

Select the Security tab to configure extended functionality of the
security gateway, including firewall rules, VPN setup, services,
network object, Voice of IP, Denial of Service (DoS), dynamic policy,
and management.

Select the Advanced tab to configure extended functionally of the
security gateway, including DNS relay configuration, failover, license,
SNMP, QoS policies, and QoS mapping.

Monitor function

Use the Monitor function for routine observation of your connection
activity and network traffic. You also can determine if any security attacks
or compromises have occurred. You can select any one of the following
tabs:

Select the VPNSs tab to monitor the connections and traffic on the
VPNSs. The three VPN properties monitored are IPSec security
associations, IKE security associations, and VPN statistics.

Select the Network tab to monitor the connections and the traffic on
the network. The five properties monitored are traffic statistics, proxy
ping, trace route, ARP table, and VPN packets.

Select the Logs tab to view the event log, IKE log, Web interface log
and firewall log. Note that these logs are maintained in circular buffers
of fixed size. When a buffer is filled, wraparound occurs.

Introduction: Managing a security gateway locally 19
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Quick Setup function

Use the Quick Setup function to initially establish the public zone IP
address, the date, the time, and the superuser password for centralized
management with Avaya VPNmanager.

Upgrade function

Use the Upgrade function to perform an upgrade of the current system
image that is executing in the security gateway.

Preferences function

Use the Preferences function to set the refresh mode or interval for the
data on an active screen and to set warning options that appear before
you save or delete.

Text Interface function

Use the Text Interface function for low level debugging of the security

gateway from the Debug tab. You can also perform configuration export
and import operations from the Text Interface tab, Export and import can
be used for archiving and applying configuration for selected operations.

Password function
Users logged into the Web interface can change their password.
Help

Use Help to get quick information about what a specific function or
properties is used for.

Introduction: Managing a security gateway locally



Chapter 2

Configuring interfaces, NAT and
static routes

When the security gateway is installed, interfaces and Network Address
Translation (NAT) are preconfigured with default settings. This chapter
describes how to use the Network tab to change this default configuration
for your specific network environment. This chapter includes the following
sections:

* Configuring multiple interfaces
* Configuring NAT

* Configuring static route

Configuring network interfaces

Depending on the model, a security gateway has up to six interfaces.
These interfaces support Ethernet, and optionally, other media types. The
Ethernet media is based on IEEE 802.3 and uses twisted-pair cabling at
the physical layer.

When you select Configure>Network>Interfaces, the Network property
display screen (Figure 4) displays the available media interfaces, with a
summary of their configuration and current status.

Configuring interfaces, NAT and static routes 21
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Figure 4 Network interface property display screen

e 5 Summary...
Static Routes Madify.. Release Reyertio Fuklic
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The Network Interfaces property display screen shows the following
information. Scroll to see all the information.

* The name of the media interface
e The zone that is assigned to the media interface
* The IP configuration mode

* The status. Status identifies if the physical link is up or down, and if the
interface is being used by network applications

e The IP address
¢ The mask
¢ The default route, if relevant

¢ The MAC address

22
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Configuring network zones

Interfaces can be assigned to one of six different network uses, called
zones. The number of zones that can be configured depends on the
security gateway model (Table 1). EthernetO and Ethernetl are present in
all models and are assigned to the public and the private zones. The
media interfaces that remain are unused and can be configured as

required.

Table 1 Network zones

Media and SG200 SG203 SG208
SG5X
Ethernet0 | Public Public Private Private
Ethernetl | Private Private Public Public
Ethernet2 | NA e Unused e Unused e Unused
* Public * Public * Public
backup backup backup
* Semiprivate | * Private * Private
e DMZ * Semiprivate | * Semiprivate
e Management | ¢ DMZ * DMZ
* Management | « Management
Ethernet3 | NA NA e Unused e Unused
}EothernetS * Public e Public
backup backup
e Private e Private
* Semiprivate | * Semiprivate
DMz DMz
e Management | * Management

Configuring interfaces, NAT and static routes
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Types of network zones
The following section describes the six network zones.

Public. The public network interface provides connection to the Internet,
usually by way of a wide area network (WAN). By default, DHCP Client is
used to configure the public IP address. Only one public zone can be
configured on the security gateway.

Public-backup. The public-backup network interface is used in
conjunction with the Advanced>Failover function on some security
gateway models, see "Using advanced features" chapter, Failover to
configure failover. If a public-backup network interface is configured, and
the public primary network interface cannot reach the Internet, the failover
module deactivates the public primary interface, activates the public-
backup interface, and then redirects all encrypted traffic to this link. When
the public primary interface is again available, you can click Revert to
Public on the Configure>Network>Interfaces screen to revert back to the
public primary interface.

NOTE: If the public zone and the public-backup zone are both configured,
only one zone can operate at a given time.

To have the interface automatically revert to public, you can configure the
Timer Settings. When you enable the idle timer, if no VPN or other traffic
flows through the public-backup in the configured amount of time, the
public primary interface is automatically reestablished. If the idle timer is
enabled, select Ignore Non-VPN Traffic if you do not want non-VPN
traffic to reset the idle timer. Only one public-backup zone can be
configured on the security gateway.

To set the amount of time delay to switch from a secondary interface to
the primary interface once the primary link has been detected, configure
the Hold Down Timer. This delay provides the necessary time for the
primary interface to stabilize. The Hold Down Timer applies to failover
conditions occurring due to a link-level failure on the public primary
interface only.

The Hold Down Time value is expressed in seconds. The value range is 0
to 3600 seconds. The default value is 60 seconds.
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NOTE: There is a scenario in which the switchover from the public
backup interface to the public interface will occur before the hold down
timer has expired. If the idle timer is set to a value less than that of the
hold down timer, and the public primary interface link becomes available
while at roughly the same time traffic ceases to flow through the public
backup interface, the switchover will occur when the idle time expires
rather than when the hold down timer expires.

Private. The private network interface usually provides connection to
your private local area network (LAN) or your corporate LAN. By default,
the private network interface is configured with DHCP Server.

Semi-private. The semi-private network interface provides connection to
a network whose equipment can be made physically secure, but whose
medium is vulnerable to attack, such as a wireless network used within a
corporation’s private network infrastructure). Traffic on the semi-private
interface is usually encrypted. Only one semi-private zone can be
configured on the security gateway.

DMZ. The demilitarized zone (DMZ) network interface is usually used to
provide Internet users with access to some corporate services without
compromising the private network where sensitive information is stored. A
DMZ network contains resources such as Web servers, FTP servers, and
SMTP (e-mail) servers. Because DMZ networks are vulnerable to attack
(that is denial of service), corporations usually add additional security
devices such as intrusion detection systems, virus scanners, and so on.
Only one DMZ zone can be configured on the device.

Management. The management interface connection can be configured
to simplify network deployments, to eliminate enterprise network
dependencies on switches or routers. The management network interface
is usually used as an access point for a dedicated VPNmanager
management station or as a dedicated interface for dumping log
messages to a syslog server.

Options for IP addressing for interface zones

You can configure each zone with different addressing options and the
private port can be configured as a DHCP server or DHCP relay used to
obtain IP addresses from the DHCP server. (Table 2). This section
explains the options in detail.
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Table 2 Type of IP addressing available by zone

Public | Private E;EIESF-) Sﬁ?{;e DMZ mgﬂf‘ge'
Address assigned
H.323 X X X X
Static X X X X X X
DHCP X X* X
Client
PPPoE X X
Server modes
None X X X X X X
DHCP X X X
Server
DHCP X X X
Relay
H.323 X X X X

* The DHCP Client for the Private zone is for SG5/5X/200 and VSU 5/5X/
500 bootcode only.

Static addressing

Use static addressing if a dedicated IP address should be assigned to the
public interface of the security gateway. To configure static addressing,
complete the following information:

Field

Description

IP Address

The public IP address that is assigned to the
security gateway

Network Mask

The subnet mask

Route

DHCP addressing

The IP address of the gateway router to the
Internet

Use DHCP addressing if the gateway obtains its IP address dynamically
from the internet service provider (ISP). DHCP is the default

configuration.
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When DHCP Client is configured, the Release/Renew button on the
Network>Interfaces property screen is active. This button can help you to
resolve some problems with the network connection without the need to
reboot the security gateway. Click Release to end an established DHCP
Client session. Click Renew to create a new DHCP Client session.

Point-to-Point Protocol Over Ethernet (PPPoE) Client

Use PPPoE Client addressing as a convenient way to connect the public
interface of the security gateway to the Internet, if your ISP supports
PPPoE addressing. PPoE Client addressing requires user authentication.
To configure PPPoE addressing, complete the following information

Field Description

PPPoOE User ID Account user hame which your ISP assigns

Password Account password

When PPPOE is configured, the Connect button on the Network>
Interfaces property screen is active. This button can help you to resolve
some problems with the network connection without the need to reboot
the security gateway. Click to terminate an already established PPPoE
session and Renew to create a new session.

Note: Avoid resetting the security gateway by power cycling the unit when
PPPoE is configured, as this method requires a proper shutdown in order
to avoid a lockout condition during reconnection. This lockout period can
last for a few minutes (time varies from ISP to ISP).

Local DHCP Server

The local DHCP server private port configuration is the default
configuration to support the IP devices that are connected to your LAN. In
the local DHCP server mode, the protected devices are automatically
provided with an IP address, a default route, a domain name (the security
gateway), and primary and secondary WINS.
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To configure the local DHCP server, complete the following information:

Field

Description

IP Address

The IP address assigned. The default IP
address is 192.168.1.1 for the private interface.
If multiple interfaces on a security gateway
have DHCP server configured, their IP
addresses must be unique.

IP Range From/
To

The range of IP addresses that the DHCP
server that runs on the interface assigns to
DHCP clients. The default DHCP address
range for the private interface is 192.168.1.32
t0 192.168.1.127. Each security gateway on
the VPN requires a uniqgue DHCP range. In
addition, if multiple interfaces on a security
gateway have DHCP server configured, the
DHCP range on each also must be unique.

Domain Name

The domain assigned to the interface. This is
only applicable to the private interface. The
default for domain name is “private.”

Primary WINS

This is optional. Configure primary WINS when
delivering network configuration information to
DHCP clients. The security gateway will deliver
the primary WINS server information before the
secondary WINS server information. This order
of delivery will ensure that DHCP clients will
use the WINS servers in the specified
configuration order.

Secondary
WINS

This is optional. Configure secondary WINS
when delivering network configuration
information to DHCP clients. The security
gateway will deliver the secondary WINS server
information after the primary WINS server
information. This order of delivery will ensure
that DHCP clients will use the WINS servers in
the specified configuration order.

IP Device
Configuration

This is configured to add support for additional
IP devices to the virtual DHCP Server.

IP Telephony
Settings

This is optional. Configure IP Telephony when
IP telephones are connected to the security
gateway. See IP Telephony Configuration
below.

When DHCP server is configured, you can configure the IP Device and
the IP Telephony settings. Click IP Devices to display a list of all IP
devices that the DHCP server currently supports. The MAC address and
IP address are listed, along with information that relates to IP telephony

devices
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Note: When changing the DHCP IP address range, execute an ipconfig
release and renew command, then either reopen your browser and/or
enter into the location field the domain name or address that was
specified or changed. For example https://sg.domainname or https://
newipaddress.

Changing the DHCP Server IP address can result in losing current
connectivity with the security gateway. Also all active DHCP clients can
require “renewal” through an OS utility (e.g., using winipcfg or ipconfig in
Windows), or rebooting.

IP telephone configuration If you are using the security gateway with
the Avaya Definity® series of IP Telephones, you must configure the
TFTP server IP, the TFTP file path, the Definity Clan IP and the Definity
Clan port (See the Definity documentation for further information). Non-
Avaya IP telephones require at a minimum, the TFTP server IP address.

The following IP telephone DHCP options are supported:

e Option 150. Proprietary to Avaya IP telephones. This option is for the
TFTP server IP address.

e Option 176. Proprietary to Avaya IP telephones. Definity Clan IP
address and port along with optional TFTP server IP address (all four
fields in the IP Telephony Configuration section must contain entries).

* Option 66. The standard DHCP option for TFTP server.

NOTE: When you add an IP device, you must also modify the Device
Account User. For more information on the Device Account User, see the
"Configuring and managing users" chapter, To modify a user profile.

DHCP Relay

When you select DHCP relay, the DHCP relay agent binds to the private
interface and forwards only DHCP requests from the network behind the
device to a DHCP server on the public side of the network. This server is
usually a corporate DHCP server. The corporate DHCP server is usually
within the private network of the corporation, so the DHCP requests and
responses are tunneled (i.e. IPSec) between the security gateway and
the corporate network.
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Note: DHCP relay and DHCP server services are mutually exclusive.
When the security gateway acts as a DHCP relay, the security gateway
cannot also be a DHCP server at the same time.

When the DHCP relay agent receives DHCP client requests from the
private port, the DHCP server(s) creates new DHCP messages and
forwards the messages to the DHCP server(s) on the public network.
THE DHCP servers on the public network send DHCP offer messages
that contain the IP addresses to the DCHP relay agent. The agent
broadcasts the DHCP offer messages to the DHCP clients.

For the DHCP relay process to begin, the IP address of the remote DHCP
server(s) and the private port of the security gateway must be part of the
VPN.

None

When you select None, the security gateway is configured with a static IP
address and Mask. IP devices on the network that are connected by this
interface must assign their IP address, Mask, Default route, DNS servers,
WINS servers, and domain name manually or use an external DHCP
server.

Changing network interfaces

From the Network Interfaces property display screen, you can modify the
media settings, change the IP information, add an IP device, and
configure IP telephony settings.

To change the media interface configuration:

1. Click the Configure>Network>Interfaces property. Select the media
interface that you want to modify. Click Modify. The Media Interface
Configuration dialog is displayed.(Figure 5)
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Figure 5 Media interface configuration dialog
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Note: The fields displayed in the screen are based on the type of zone

selected.

2. Inthe IP Configuration area, make the required changes.

* From the Zone list, select the zone. Only the zones that apply to
that media interface are displayed.

* From the IP Config Mode list, select the IP addressing mode.
Depending on your selection, complete the required information.

* If public-backup is selected, complete the Hold Down Timer and

Idle Timer Settings configuration if failover is enabled.

3. Click Save when you finish.
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To add an IP device to the security gateway:

1. Click the Configure>Network>Interfaces property, select the media
interface that is configured with private, DHCP Server. Click Modify.
The Media Interface Configuration dialog is displayed.

2. Click IP Devices. The IP Device Configuration dialog is displayed.

Figure 6 IP devices configuration screen
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3. Enter the following information

* The MAC address of the IP device. If the device is an Avaya IP
telephone, the MAC address is on the back of the telephone.

e The IP address. This IP address must be within the same subnet
as the DHCP server. Avaya recommends that you use an IP
address for the device that falls into the DHCP subnet but not in the
DHCP range.

4. Click Add, and then click OK.

5. (Optional) If you are setting up the IP Telephony configuration, click IP
Telephony. The IP Telephony Settings dialog is displayed.
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Figure 7 IP telephony configuration screen
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6. Enter the following information

* TFTP Server IP address. This is the server on which the latest
version of the IP telephone firmware is maintained for upgrade
purposes.

* TFTP File Path. The TFTP file path is used when the file path is
other than the default path.

¢ Definity CLAN IP. The IP address of the Definity Clan server.

¢ Definity CLAN Port. The port number for the Definity server. The
default port is 1719. The port range is 0 to 65535.

7. Click OK, and then click Save.

NOTE: When you configure an IP telephone, secure tunnels are created
for TFTP and Definity Clan. However, if only VPN users are connected,
the secure tunnels are created on demand. That is, the secure tunnels
are created only when traffic exists on the associated tunnel.
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To change media settings

1. Click the Configure>Network>Interfaces property. Select the media
interface that you want to modify. Click Modify. The Media Interface
Configuration dialog is displayed.

Figure 8 Media settings screen
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2. To change the media settings, click Media Settings. The Media
Settings dialog is displayed. The media option choices depend on the
media type selected and the capabilities of the underlying device
hardware and driver.QoS Bandwidth is used by the QoS module to
restrict the bandwidth of the interface to the upstream limit of the
network. For example, to allow QoS to regulate maximum bandwidth
of a 100 mbps to 25 mbps, enter 25 mbps.

3. Click OK, and then click Save.

Note: Under most circumstances Reboot is not necessary. Reboot the
security gateway if the Web interface recommends that you reboot or if
the device does not work properly after you reconfigure the media
settings.
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Setting up NAT

Network Address Translation (NAT) is an Internet standard that allows
private (nonroutable) networks to connect to public (routable) networks.
To connect private networks and public networks, address mapping is
performed on a security gateway that is located between the private
network and the public network.

You can set up three types of NAT mapping on the security gateway:

Static NAT. With static NAT, addresses from one network are
permanently mapped to addresses on another network. One private IP
address can be translated to one public IP address. Static NAT is
bidirectional, that is, for outgoing packets, static NAT translates the
source IP address of the packets. For incoming packets, static NAT
translates the destination address of the packets. You must specify
both the original address and the translated address to configure static
NAT.

Port NAT. With port NAT, addresses from internal, nonroutable
networks are translated to one routable address in port NAT. Port
numbers, in the case of TCP/UDP packets and sequence numbers
and IDs in the case of ICMP packets, are used to create unique
channels. Port NAT is unidirectional. That is, port NAT translates only
outgoing packets and not incoming, but it does translate the replies.
On the way out, the source address of the packet is translated. For the
replies, the destination address is translated back. You can choose
from predefined network objects or user-defined network objects, or
you can specify the IP address and the Mask for the original address.
You must specify the IP address and the port ranges for the translated
address. The port ranges must be in a range from 5000 to 65535.

Port Redirection. With port redirection, addresses from a specific
address and a specific port are redirected to another address and port.
Port redirection translates the destination address of an incoming
packet and the source address of the reply. You must specify the from
address, the to address, and the port number.

By default, NAT is enabled, and the Share public address to reach the
internet feature is selected. NAT affects only clear traffic.

Note: If your network contains any nonroutable addresses, Avaya
recommends that you enable the Share public address to reach the
internet feature.

Any firewall rules that are in use can block translated traffic.
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Priority of NAT types

NAT is a rule-based policy, where the priority is based on the NAT type
and than the order in which the NAT types appear in the NAT list. NAT
types have the following priority:

1. Redirection
2. Static NAT
3. Port NAT

Configuring NAT

Note: You should have a good understanding about how NAT works
before trying to configure NAT for VPNos. This guide does not explain
how NAT works.

When you select the NAT property, the Configure>NAT property display
screen (Figure 9) displays the NAT rules that are configured.

Figure 9 NAT property detail screen
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The NAT property detail screen displays the following information for each
rule. Scroll to see all the information.

The type of rule. The types are static, port, or redirection.
The zone to which the NAT rule applies.

The status of the rule. Status is enabled or not enabled.
The protocol. Protocols are TCP, UDP, TCP/UDP, or ANY.
The Original/From IP address/mask.

The Translation/To IP address.

The Start/From port.

The End/To port.

You can add, modify, and delete NAT rules. You can construct a series of
rules, and enable or disable each rule as necessary.

A rule can be moved up or down to change the priority. See “Priority of
NAT types” on page 36.

To add a pubic or private NAT rule:

1.

Select the Configure>Network>NAT property. Click Add. The Add
NAT Rule dialog is displayed (Figure 10).

Figure 10 Add public or private NAT rule dialog
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2. Select the zone for the NAT rule. The Media Interface field displays the
media that corresponds to the zone that you select.

3. From the Type list, select either static, port, or redirection. See “Setting
up NAT” on page 35.

Note: The screen displays only the fields that must be configured
according to the zone and the translation type that you select.

4. Inthe Original area, complete the available or active areas:

Option. Select from the list of predefined network objects and user
defined network objects or select Specified.

IP Address. Type the original/from address
Mask. Type the mask

Port. Type the from TCP/UDP port number. This port number can
be from 1 to 65535.

5. Inthe Translation area, complete the areas that are not grayed out

Option. Select from the list.
IP Address, Type the translated/to address

Start Port. Type in the Start port. This port number can be from
5000 to 65535

End Port. Type in the End port. This port number can be from 5000
to 65535

Port. Type in the To port. This port number can be from 1 to 65535

6. To enable this NAT rule, select Enable Rule.

7. Click OK, and then click Save.

Tunnel NAT rules

Tunnel NAT rules are applied to VPN traffic before encapsulation and
encryption.

During VPN setup, tunnel NAT rules are applied. Select the Download
Client IP Pool Address and Apply Tunnel NAT check box when the
security gateway is configured in the user VPN mode.
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Note: When the Download Client IP Pool Address and Apply Tunnel NAT
check box is selected, all other NAT rules will be ignored.

Selecting this check box enables the head-end security gateway to
download the client IP address pool to the remote device, and apply a
port NAT rule on the tunnel zone. The original IP address translates to the
private zone subnet and the tunnel NAT address translates to the client IP
address.

The Download Client IP Pool Address and Apply Tunnel NAT check box is
not applicable is the security gateway is configured in VPN gateway
mode.

Note: The client IP pool address is only downloaded during the first VPN
user or VPN default user login. The client IP pool address is not
downloaded again for another VPN user or VPN default user login. the
client IP pool address is released when all VPN users or VPN default
users have logged out and the device user account is disabled.

To add a tunnel NAT rule:

1. Select the Configure>Network>NAT property. Click Add. The Add
NAT Rule dialog is displayed (Figure 11).

Figure 11 Add tunnel NAT rule dialog
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6.

Select the tunnel zone for the NAT rule. The Media Interface field
displays the media that corresponds to the zone that you select.

From the Type list, select either static or port. See “Setting up NAT” on
page 35.

Note: Redirection NAT rule cannot be applied to the tunnel zone.

In the Original area, complete the available or active areas:

* Option. From the list, select a pair of configured VPN local
members IP address and subnet mask.

Note: If the security gateway is configured in VPN gateway mode, it
must have VPNSs configured in order to populate the list of configured
VPN local members ip addresses and subnet masks. If the security
gateway is configured in user VPN mode, only the private zone subnet
is displayed in the available list.

In the Translation area, complete the areas that are not grayed out:
* Option. Select from the list.

* |P Address, Type the translated/to address

Note: If Static NAT is selected, the subnet mask is automatically
populated and is the same as the original subnet mask.

Click OK, and then click Save.

To modify a NAT rule

1.

2.

3.

Select the Configure>Network>NAT property. Select the rule that you
want to modify. Click Modify. The Modify NAT Rule dialog displays.

Change the information as required.

Click OK, and then click Save.

To delete a NAT rule

1.

2.

Select the Configure>Network>NAT property. Select the rule that you
want to delete. Click Delete. An information box appears to verify the
deletion.

Click OK, and then click Save.
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Setting static route

Static routes are specified when more than one router exists on a network
to which the security gateway must forward either VPN traffic or non-VPN
traffic. You can build a static route table with up to 32 network address/
mask pairs.

Figure 12 Static route property detail screen
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The Static Route property detail screen shows the static routes, including
the IP address of the hop, and the IP address and network mask pairs for
this hop. You can add, modify and delete routes.

To build a static routes table:

1. Select the Configure>Network>Static Route property. Click Add.
The Add Static Route dialog displays.

2. Enter the hop address, the IP address, and the network mask.
3. Click Add.

4. Add additional IP addresses and network masks, as required. Click
Add after each IP address and mask that you add.
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5.

6.

Click OK, when you finish. The property detail screen is displayed.

Click Save, to save the changes that you made to static routes.

To modify a static route to delete an IP addresses/mask pair

1.

2.

3.

4.

Select the Configure>Network>Static Route property. Selected the
hop route that you want to change. Click Modify

Select the specific address to delete. Click Delete.
Click OK.The property detail screen is displayed.

Click Save, to delete the configuration and update the static routes.

To delete a specific static route from the property detail screen

1.

Select the Configure>Network>Static Route property. Selected the
route you want to delete. Click Delete. The route is removed from the
list.

Click Save, to delete the route and update the static routes.

42

Configuring interfaces, NAT and static routes



Chapter 3 Configuring and managing users

This chapter explains how to configure and manage the following users:

Security gateway users

Remote users

Note: The VPNos Web interface can be used to quickly create a small
number of users, or to change individual user configurations on a security
gateway. To easily configure and maintain a large number of users in a
VPN, use VPNmanager.

Configuring and managing security gateway users

Three default users are configured on the security gateway.

Monitor (Monitor User). The monitor user is an admin type of user
who is configured with permissions to use the Web interface to monitor
the security gateway. You cannot modify or delete the monitor user
profile. Only the password can be changed. See the "Introduction:
Managing a security gateway locally” chapter, Administrative users.

Device Account User. You can configure the Device Account user to
act as a proxy VPN user for all configured IP devices. You cannot
delete the device account user.

Default VPN User. The Default VPN user is the default SG5X CCD
user when the security gateway is in User VPN mode or Dynamic VPN
mode. If a default user is configured, the SG5X users can login to the
VPN using the profile of the Default VPN user.
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The authentication credentials of the users reside only on a remote
security gateway or an authentication server in the VPN, log in through
the default VPN user account. Thus administrative efforts to manage
users is reduced.

Default VPN user is not a login name. Users must enter a login name
and a password. Default VPN users must also select the Log in using
default VPN when the users log in.

Note: VPN users must exist on the central authenticating security
gateway in order for logins to succeed.

Configuring new users

You can add individual users, modify user profiles, and delete individual
users of the VPN. You can also configure individual users authentication
profiles for users that do not need to use the default VPN when they log
in.

Note: Once users are created, a Web interface session must be activated
to allow VPN traffic to occur. This is also true following a reboot of the
security gateway.

Figure 13 Configure users property screen
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Before you can add a new user, you must determine
* The user name
* A default password for the first time that a new user logs in

* A VPN authentication profile that includes
* Address of the security gateway or domain name
* Backup security gateway address or domain name

* Type of authenticating to use

Standard (CHAP). When you select Standard (CHAP) as the
authentication mechanism, users are not presented with a
rechallenge screen before logging in.

Rechallenge (PAP). When you select rechallenge (PAP) as the
authentication mechanism, the user is presented with a challenge
screen to return the required login information to the SecurlD
server. The first time that the user tries to log in, a setup screen
appears to establish the user PIN. From that point on, the users
use a passcode to log in, which consists of both the PIN and the
current number on the token.

Figure 14 Add new security gateway user screen
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To add a new user

1. Select the Configure>User>SGxxx property. Click Add. The Add
New User dialog is displayed (Figure 14).

2. Enter the user name.

3. Complete the VPN Authentication Profile area.

VSU/SG Address. Enter the device address.

(Optional) Backup VSU/SG Address. Enter a backup device
address to be used.

Port. Enter the number of the port to use. The default is 1443.

(Optional) VPNmanager Suffix. Enter the VPNmanager suffix for
the security gateway that authenticates this user (optional). This
suffix is used when two users on a VPN have the same user name
(in different trees) and the authentication source is an LDAP server.

Authentication. Select the authentication type to use, either
Standard (CHAP) or Rechallenge (PAP).

Timeout (minutes). Enter the number of minutes that this user can
remain active before the VPN session is stopped. The default is 0,
that is, the session does not time out.

4. Click Save, to complete the configuration.

To modify a user profile

The following table shows the type of information that you can modify for
the various types of users.

User type Name Password XE{\lhentication
Monitor X

Default VPN X

Device Account | X X X

User

VPN User X
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To modify a user profile:

1. Select the Configure>User>SGxxx property. Select the user profile
that you want to modify.

2. Click Modify, to display the Modify User dialog.

3. Enter the required user credentials and VPN authentication
information.

4. Click Save.

To delete a VPN User
You can delete only individual VPN users.

1. Select the Configure>User>Security Gateway Users property.
Select one or more users to delete.

2. Click Delete. A message is displayed that warns that you are deleting
users.

3. Click OK, to delete the users credentials and authentication profiles
from the security gateway.

Configuring and managing VPNremote Client users

VPNremote Client users who log in to the VPN through the security
gateway must have their user authentication configured on that security
gateway.

As a minimum, you must configure the user name and the password for
each remote user. User names can be up to 128 characters long and can
contain any character except a comma (,). Note that once you add a user
name, you cannot change the name.

You can configure a remote user as a default user. When a remote user is
configured as default user, the user password is not required to log in.

You can also change the default Internet Key Exchange (IKE) identity, the
split tunneling option and the security option. Table 3 describes these
settings.
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Table 3 VPNRemote Client user advanced configuration

Setting Description

IKE Identity Internet Key Exchange (IKE) is a protocol by
which a secure tunnel is established between
the security gateway and the remote user. You
can define the type of IKE identifier that is
associated with the user. Four types of
identifiers can exist in the certificate generated
for the remote users: IP address, DNS name,
directory name, email ID.

Split Tunneling By default, split tunneling is allowed. You
can disable split tunneling to prevent
remote users from browsing the Internet
while the users are connected to the VPN.

Security Security is the option to storing the VPN
configuration in the VPN remote workstation.
The default is to always authenticate. When the
default is in effect, the authentication policy is
downloaded to the user automatically. When
the remote user disconnects, the policy is
removed from the client.

You can change the security option to either
“Authenticate only to receive latest
configuration,” when this option is in effect, and
a remote user connects.

or

“Secure Dyna-Policy with a user-defined key
(password),” When this option is in effect, and a
remote user connects, the user’s dyna-policy is
downloaded to the user automatically. The
policy is permanently stored in the VPNremote
Client, and the user is automatically prompted
to create a password to protect the dyna-policy.

Configuring remote users

From the security gateway, you can add, modify and delete remote users.
From Advanced settings, you can make changes to the default IKE
identity, the split tunneling option, and the security option.

To add aremote user

1. Selectthe Configure>Users>Remote Users property. Click Add. The
Add Remote User screen is displayed.
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Figure 15 Add remote user screen
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2. Enter the user name and password.

The user name can be up to 255 characters long and can contain any
character except a comma (,).

3. (Optional) To change the default settings for IKE, split tunneling, or
security, click Advanced. The Remote User Advanced Settings dialog
is displayed.
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Figure 16 Remote user advanced settings
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4. Change the advanced settings as required, including:

* From the list select either IP address, DNS name, directory name, or e-
mail ID

* Note that Enable Split Tunneling is checked.

* Select a security option.

5. Click OK to close the Advanced Settings screen and return to Add
Remote User.

6. Click Save to add the remote user.
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To modify a remote user

The type of information that you can change for a remote user depends
on the original configuration of the user. You cannot change any fields
that are unavailable.

1. Select the Configure>Users>Remote Users property. Select the
name that you want to modify. Click Modify. The Modify Remote User
screen is displayed.

2. Make the required changes, including any advanced setting changes.

3. Click Save, to modify the user configuration.
To delete a remote user

1. Select the Configure>Users>Remote Users property. select one or
more user profiles to delete.

2. Click Delete. A message box is displayed, warning that you are
deleting users.

3. Click OK to delete the remote user from the security gateway.

Configuring and managing authentication source

Prior to VPNos 4.3, the only source of authentication for remote users in
the VPN was local authentication on the security gateway. The user
credentials are stored in the security gateway local database.

RADIUS Authentication

In VPNos 4.3, RADIUS authentication, an external authentication source,
has been incorporated. RADIUS authentication involves using an external
RADIUS server for remote user authentication. The user credentials are
stored in the RADIUS server’s database.

A RADIUS client has been implemented in the security gateway that
sends authentication requests to the external RADIUS server(s) on behalf
of the remote users. Upon authentication success, the client notifies the
security gateway’s client configuration download (CCD) server to provide
the VPN policy and user configuration to the remote user.
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The only source of VPN policy configuration for remote users is the
security gateway local database. The VPN policy and user configuration
is stored in the security gateway.

When the RADIUS Authentication property is selected, the two options for
remote client configuration (CCD) are:

* by the security gateway, select Local Authentication

The security gateway authenticates remote users in the VPN from the
local configuration database.The security gateway authentication
supports local authentication with local configuration.

* by the RADIUS server, select RADIUS Authentication

The RADIUS server authenticates remote users whose credentials are
stored in its local database. The RADIUS server authentication
supports RADIUS authentication with local configuration.

RADIUS server IP address assignment

The RADIUS server supports configuration and storage of a user IP
address. This IP address is stored with the user credentials in the server’s
database. Upon successful user authentication, the server sends the IP
address to the security gateway’s RADIUS client that provides the IP
address to the CCD server. This IP address is assigned to the user during
CCD.

Configuring RADIUS authentication source

From the security gateway, you can add, modify and delete RADIUS
authentication source. From RADIUS Configuration, you can make
changes to the RADIUS options.

To configure RADIUS configuration:
1. Select the Configure>Users>Authentication Source property. Click

RADIUS Configuration. The RADIUS Configuration screen is
displayed.
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Figure 17 RADIUS Configuration Settings
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2. Click Add to add a RADUIS server.
Figure 18 Add RADIUS Server Settings

Add RADIUS Server

Java Applet Window

Configuring and managing users



Avaya Security Gateway Configuration Guide

Enter the following settings:

* RADIUS server IP address
* UDP Port

* Password

e Confirm Password

. Click OK and confirm default RADIUS configuration settings.

. Click OK to close the RADIUS configuration settings screen and return

to Authentication Source.
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Using the device tab

This chapter explains the Configure > Device subfunction, From the
Device tab, you can:

* Configure day and time for the security gateway
* Perform a software reboot of the security gateway

* Set which configuration parameters are deleted after a hardware reset
for the SG5 and SG5X.

Figure 19 Configure device date and time details

User: root

Date Time

Rehoot
Selective Reset m m
SSHTelnet

Pacific Time(US & Canada) -

Using the device tab
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Date and time

Reboot

Selective reset

Use the Date Time property to set the internal clock and calendar of the
security gateway.

The date and time settings are primarily used to ensure accurate
timestamps when events are logged. A 24-hour clock is used to set the
time. For example, 13:00:00 is equivalent to 1:00 p.m.

Use the Reboot property to do a soft reset of the security gateway. The
system displays a Reboot button when you select the Reboot property.

When you click Reboot, the system displays a warning message before
the security gateway is reset. The applet is then closed, and a new login
screen appears. Any unsaved changes are lost when you click Reboot.

Note: All active VPN user sessions are ended when you click Reboot.

Use the Configure >Device >Selective Reset property to select options
to be reset and deleted when you must use a hard reset to shut down the
security gateway.

Note: Only the SG5 and SG5X security gateways can be reset at this
time.

The actions that can occur following a hardware reset are to
* Reset the root user password

¢ Delete all certificates, except manufacturing certificates

* Delete all users, except the root user

e Delete all VPNs.

Figure 20 shows the Hard Reset dialog box. The Hard Reset dialog is
available only to the root administrator.

Two different types of hard reset are selective reset and connectivity
reset.
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To reset the SG5 and the SG5X, push the Reset button through the
pinhole on the security gateway.

Selective reset

When the Reset button is pressed briefly (less than five seconds) and
released, the action enabled as determined by the Hard Reset property
window occur.

Note: After this type of hard reset, you must reconfigure any item that is
selected on this page.

Figure 20 Configure device selective reset

Metwark Security Ces User: root
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SSH/Telnet

Connectivity reset

The second type of reset, a “connectivity reset” occurs when the Reset
button is pressed and held in for more then five seconds. This type of
reset is useful when a configuration error results in the loss of connection
to the security gateway. Actions that occur include:

* Public IP address, the private DHCP address are removed
¢ All firewall rules are removed
¢ All VPN definitions are removed

* Root user password is reset to its default value.

Important: When either type of reset is performed, you must reboot the
security gateway. Go to Configure>Device>Reboot.

Note: To recover from an accidental reset, immediately power the
security gateway off, then back on to prevent the reset actions from being
saved to flash.

SSH (Secure Shell) and Telnet can be used to access the security
gateway'’s CLI. If you use SSH to transfer data, the entire log in session,
including transmission of the password, is encrypted. If you use Telnet to
communicate with the security gateway, data transfer is not encrypted.

You can turn on both SSH and Telnet, and specify the port to use and the
allowed IP addresses that can access the security gateway. The default is
the following:

* SSHis enabled for Any host on the private zone, all other zones are
disabled.

Only the root and the monitor users can use SSH/Telnet to access the
security gateway.

* Telnet is disabled on all zones.
Hosts in a designated zone must access the security gateway through
the designated zone’s IP address.

Be advised that Telnet transfers data in the clear. Telnet data is not
encrypted.
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Use the Configure>Device>SSH/Telnet property to change the defaults
and to configure or change the security gateway SSH/Telnet feature.

When you log in to the security gateway using either SSH or Telnet, the
security gateway’s CLI interface is displayed. You can then use the CLI
commands to troubleshoot the security gateway.

To use SSH/Telnet in the VPN zone, the following must be configured:
1. Enable the zone to access the security gateway.

2. Configure the security gateway IP address as part of the VPN.

To set up SSH or Telnet

1. From the Configure>Devices>SSH/Telnet property, select Enable for
SSH or Telnet.

User: root

2. Specify the port number.
3. Click Zones to configure the Blocked and Allowed network zones.

4. Click Network to configure the Network Objects and the IP Address
and Mask.

5. Click Add to include the IP Address and Mask in the designated list.
Click OK.

6. Click Save to save the configuration.

Using the device tab
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Syslog

Security gateways have a syslog messaging facility for logging system

error messages. The messages can be automatically sent to a destination

running a Syslog server.

When the Enable Syslog box is checked, syslog reporting to the target

hosts in the list occurs.

Host Name/IP Address — The domain name or IP address of the target

logging archive machine.

UDP Port — The port number of the Syslog host.

To enable the Syslog server:

1. From the Configure>Devices>Syslog property, select Enable
Syslog.

2. Click Add. The Add Syslog dialog appears.

x

Java dpplet Window

3. In the Host Name/IP Address field, enter the host name or the host IP
address of the Syslog server.

4. Inthe UDP Port field, confirm the port number. The default is 514.

5. Select the Enable Server checkbox to enable Syslog message
logging to the specified server.

6. Click OK.

7. Click Save.
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Chapter 5

Establishing security

VPN setup

This chapter explains the functions used to establish a secure
gateway.The Configure Security subfunction is used to configure
extended functionality of the security gateway, including Firewall rules,
VPN setup, Services, Network Objects, Denial of Service, Dynamic
Policy, Voice over IP, and Management.

The VPN Setup property provides additional information about the
security gateway. You can also use this property to add VPNs or extranet
in which participation is desired.

To construct a VPN for the security gateway, you must configure the
following:

* A unique name that identifies the VPN. One VPN can be configured as
the default VPN.

* An authentication method. This is the means by which a remote user
is authenticated.

* Local IP groups. Used for a site-to-site and/or user VPN setup.

* Remote tunnel endpoints. Used for a site-to-site and/or user VPN
setup.

e |P groups
¢ Remote users

* Security, IKE security, and IPSecurity Protocol (IPSec) security. When
you set up an IKE-based VPN object, you use IPSec to encrypt and
decrypt VPN traffic. IKE VPNs always operate in tunnel mode. In

Establishing security
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tunnel mode, the entire original packet is encrypted and inserted in the
payload of the IPSec packet before the IPSec packet goes out to the
public networks.

Figure 21 Configure security VPN property

Firewall Rules Setup VPN Mode. .
WP Setup

Metwork Object Remote TEPs

Dynamic Policy
Management

Tunnel Fersistence...

VPN mode

When you setup the VPN, you can configure the VPN mode. The VPN
mode specifies what type of VPN policies the security gateway applies.
The two types of VPN modes are static and dynamic.

Three types of VPN policies are supported for the security gateway:

» Static VPN policy is for site-to-site VPNs. This VPN policy can be
applied in Static VPN mode only.

* Remote Users VPN policy is for remote VPN users. This VPN policy
can be applied in both VPN modes.

¢ Dynamic VPN policy is dynamically downloaded by the security
gateway for the VPN user, the default VPN user, and the Device
Account user. This VPN policy is applied in Dynamic VPN mode only.

For the SG5, SG5X and the SG200 security gateways, the default is
Dynamic. You can switch the VPN mode to Static.
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For the SG203 and SG208 security gateways, the default is Static.You
cannot switch the VPN mode to Dynamic.

Static VPN mode is also called VPN gateway mode. The following VPN
policies are applied in this VPN mode: remote users VPN policy and
Static VPN policy. VPN users are not allowed to log in from the private
zone.

Dynamic VPN mode is also called User VPN mode. The following VPN
policies are applied in this VPN mode: Remote Users VPN policy and
Dynamic VPN policy. Site-to-site VPNs are not applied in this VPN mode.

Note: When Failover with the public-backup zone is configured and the
security gateway is using the public-backup zone, the VPN mode is
automatically changed to dynamic.

VPN wizard

Use the VPN wizard to help you set up the VPN. The wizard helps you to
enter the necessary configuration parameters to define a new VPN or
extranet.

Note: Some VPNs are created dynamically by remote users who have
logged in and you cannot modify or delete these VPNSs.

To add a VPN

1. Select the Configure>Security>VPN Setup property. Click Add. The
VPN Wizard is launched.

Establishing security
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Figure 22 VPN wizard screen 1
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2. Inthe VPN Name area,

* Enter a unique name that identifies the VPN. This name can be up
to 31 characters long.

* If you want this VPN to be the default, select the Default VPN
checkbox.
When selecting the Default VPN checkbox, the remote user should
be a member of this VPN. Remote user who are not configured on
the security gateway can login to the VPN using the default remote
user profile.

3. Inthe Authentication Method area, the Preshared Secret is enabled.

Only this choice is available for this release. Both the local and the
remote security gateway must have the identical preshared secret text,
or a secure tunnel cannot be established between them.

* Inthe Secret Text field, enter the secret text, up to 64 characters.

¢ Inthe View As field, select ASCII or Hexadecimal.
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4.

Inthe Local IP Groups area, enter the IP Address. Click Add to move
the information into the Member IP group(s) window.

This window lists the IP addresses of the IP groups on the private side
of the security gateway that belong to this VPN.

Note: Be sure that the local IP Groups cover the private address of the
security gateway. Member Groups are the Local IP Groups on the
remote security gateway.

To designate remote user access to a specific VPN, create the VPN
with specific IP address for remote users only. The remote users must
be included in the local IP group configured for the specific VPN.

Click Next, when you finish. The second VPN Wizard dialog is
displayed.

Figure 23 VPN wizard screen 2
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6. In this dialog, configure the following:

* Remote Tunnel Endpoints area. In the Remote VSU IP field, enter
the IP address of the remote security gateway that belongs to the
new VPN. Click Add.

* |IP Groups For: area. In the IP Address field, enter the IP group
address (behind the remote security gateway) that belongs to this
VPN. Click Add.

7. Click Next, when you finish building the remote security gateway and
IP group membership. The last VPN wizard dialog is displayed.

Figure 24 VPN wizard screen 3
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8. From the Available Users list, select the remote users that belong to
the new VPN. Click the right arrows to move the user names to the
Member Users list. Click Next.

Note: You can add only one default remote user to the member user
list.
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The dialog that is displayed is used to configure IKE and IPSec
security.

Figure 25 VPN wizard screen 4
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9.

In the IKE Security area set up the key-exchange parameters that you
want used for the VPN. Complete the following fields:

Field

Description

Encryption

Select one of the following types:

e DES. A common encryption algorithm that is not
subject to export regulations.

e 3DES. A robust encryption algorithm. 3DES is
subject to government regulation. Contact Avaya
for a current list of controlled and uncontrolled
application and territories.

* Any. Accepts any encryption proposal that is
made by the device on the other side.

IKE VPNs use ESP to encrypt IP packets as defined
in RFC2406. You can choose either DES-CBC or
3DES-CBC (Domestic U.S./Canada only)
encryption.

Authentication

Select one of the following types:

« MD5 (RFC1321)
« SHA1

¢ Any. Accepts any authentication proposal that is
made by the device on the other side.

IKE VPNs use either an ESP trailer as defined in
RFC2406, or AH as defined in RFC2402 to
authenticate IP packets.
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Field Description

Lifetime Payload key lifetime defines the extent to which a
single set of cryptographic keys is used when
applying VPN services to IP packets. Lifetimes are
either time based or based on throughput. Time-
based lifetimes are based on the amount of time that
the keys are used without a key change.
Throughput-based lifetimes are defined by the
amount of data that is acted on by a set of keys. The
more often a key is changed, the “more secure” the
system. However, frequent key changes can affect
system performance.

Enter a numerical value and select a unit of measure
for both time-based and throughput lifetimes.
Whichever occurs first triggers the new key.

Note: For time-based lifetime, the following are the
minimum values in each category: Day = 1, Minutes
=1, and Seconds = 60.
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Field Description

DH Group Diffie-Hellman groups define the cryptographic key

(Glefle-)HeIIman strengths used during IKE negotiations. The level of
roup

security increases as the DH group number
increases. Using a higher level DH group results in
longer key exchange times.

Group 1

Key strength: 768 bit

Platform support: SG5, SG5x, SG200, SG203,
and SG208

Group 2

Key strength: 1024 bit

Platform support: SG5, SG5X, SG200, SG203,
and SG208

Group 5

Key strength: 1536 bit

Platform support: SG5, SG5X, SG200, SG203,
and SG208

Group 14
Key strength: 2048 bit
Platform support: SG203 and SG208

See RFC2409 for more information on Diffie-
Hellman Groups.

10. In the IPSec Security area (parameters relating to the payload) set up
the IPSec protocol information that you want the VPN to use.

Complete the following fields:

Field

‘ Description

AH/ESP

Select either AH (Authentication Header) or ESP
(Encapsulation Security Payload) to use either an
ESP trailer as defined in RFC2406, or AH as defined
in RFC2402 to authenticate IP packets.
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Field Description

Perfect Select Yes or No

Forward

Secrecy This field defines a parameter in which disclosure of
long-term secret keying material does not
compromise the secrecy of the exchanged keys from
previous communications. Enabling Perfect Forward
Secrecy is “more secure” but involves more
overhead. Avaya recommends that you use this
option if your VPN encryption algorithm is DES.
See RFC2409 for more information on Perfect
Forward Secrecy.
When you select (Yes) to enable Perfect Forward
Secrecy, you must also select, a Diffie-Hellman
Group number.

DH Group Diffie-Hellman groups define the cryptographic key

(Diffie strengths used during IPSEC negotiations. The level

gfgﬂ‘p"’)‘” of security increases as the DH group number

increases. Using a higher level DH group results in
longer key exchange times.

e Groupl
Key strength: 768 bit
Platform support: SG5, SG5x, SG200, SG203,
and SG208

e Group?2
Key strength: 1024 bit
Platform support: SG5, SG5X, SG200, SG203,
and SG208

e Group5
Key strength: 1536 bit
Platform support: SG5, SG5X, SG200, SG203,
and SG208

¢ Group 14
Key strength: 2048 bit
Platform support: SG203 and SG208

See RFC2409 for more information on Diffie-
Hellman Groups.
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11. The IPSec Proposals area displays a list of all currently defined
proposals ranked by priority of negotiation. You can use up to four

proposals.

For an example, you might have several proposals for an extranet.
When you use several choices, you increase the possibility that both
sides can find a mutually common proposal. Also, when international
security gateways (DES only) and domestic security gateways (DES
or 3DES) are part of the VPN, having a DES proposal establishes a
common ground for two security gateways to communicate.

Complete the following fields:

Field Description

Encryption Select one of the following types:

DES. A common encryption algorithm not subject
to export regulation.

3DES. A robust encryption algorithm.

AES-128. The advanced encryption standard that
uses a 128 bit block to help resist large attacks.

Any. Accepts any encryption proposal made by
the device on the other side.

Authentication | Select one of the following types:

Any. Accepts any authentication proposal that is
made by the device on the other side.

None
HMAC-MD5
HMAC-SHA
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Field Description

Compression Select one of the following types:
* None
e LZS

The security gateway supports IP payload

compression using IPCOMP. Use of the LZS
parameter improves usage of bandwidth and
throughput. This is the default configuration.

This parameter applies to VPN traffic only.

Lifetime Payload key lifetime defines the extent to which a
single set of cryptographic keys is used when
applying VPN services to IP packets. Lifetimes are
either time based or based on throughput. Time-
based lifetimes are based on the amount of time that
the keys are used without a key change.
Throughput-based lifetimes are defined by the
amount of data that is acted on by a set of keys.

Enter a numerical value and select a unit of measure
for both time-based and throughput lifetimes.
Whichever occurs first triggers the new key.

Note: For time-based lifetime, the following are the
minimum values in each category: Day = 1, Minutes
=1, and Seconds = 60.
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12. Click Add to complete security configuration.

The IPSec proposals are ranked by order of negotiation with the
device on the other side. The first proposal in the list is attempted first,
and so on. To change the order of negotiation, use Move Up and Move
Down.

13. Click Finish. The VPN set up is complete.

Tunnel persistence
Two types of tunnel persistence are supported for the security gateway:

¢ Maintain VPN tunnels on device update
* Rebuild all VPN tunnels on device update

In a multiple VPN structure with tunnel persistence set to Maintain VPN
tunnels on device update, traffic is interrupted within the modified VPN
only. In a multiple VPN structure with tunnel persistence set to Rebuild All
VPN tunnels on device update, all VPNs related to the security gateway
being updated are interrupted until the configuration update is complete.

Figure 26, illustrates tunnel persistence between SGs. If Maintain VPN
tunnel is enabled, the addition of SGp to VPN, interrupts and re-
establishes tunnel persistence in VPN, only. Because modifications were
not made in VPN, (SG, and SGg), or VPN3 (SGg and SGp) tunnels
remain persistent.
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Figure 26 Security Gateway Tunnel Persistence

VPN1

VPN1=SGp&SGg  VPN2=SGp,SGg,S6p  VPN3=SGg&SGp

Figure 27, illustrates tunnel persistence between SGs and remote users
(RUser). The addition of SGp to VPN, (SGp, SGc, SGp, and Remote
User) interrupts tunnel persistence in VPN,, thus breaking the remote
connection. Once the configuration update is complete, the remote
connection will be restored. Because modifications were not made in
VPN, (SG, and SGg) and VPN3 (SGg and SGp), tunnels remain
persistent.

If a change in configuration is made to the IKE policy, the remote
connection is broken. Once the configuration update is complete, the
remote connection will not be restored. To restore the remote connection,
the remote user must log out of the security gateway and login to the
security gateway again.
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Figure 27 Remote User Tunnel Persistence

VPN1=5G4&SGg  VPN2=5Ga,SGc,SGp,RUser  VPN3=SGg&SGp

Services
The Services property provides a list of predefined traffic types and user-
defined traffic types that enhance the firewall and Quality of Service
(QoS) rules. For instance, you can add a user-defined service for use in
firewall rules that allows or blocks a specific type of traffic.
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Figure 28 Configure security services property
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Predefined services are read only. You can view the set up, but you
cannot modify or delete any of the predefined services.

You can add, modify, or delete user defined services.
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To add a new service

1. Select the Configure>Security>Service property. Click Add, the Add
Service dialog is displayed.

Figure 29 Add services screen

Add Service x|

Warning: Applet Window

2. Enter a descriptive name for the service.

3. Inthe IP Traffic Types area, select the IP protocol.
* TCP defines TCP traffic for specified source and destination ports.
* UDP defines UDP traffic for specified source and destination ports.
* ICMP defines types and codes for ICMP messages.

* |P defines IP traffic for a specified Protocol ID.

4. Depending on the IP traffic type, continue to complete the fields in the
dialog.

5. Click OK, and then click Save.
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Network Objects

Use the Network Objects to configure the network objects of the security
gateway. Double click a network object entry to view the details about the
object.

Figure 30 Configure security network objects screen
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mnonetobiect 126.32.14.4/255,265.255.0, 128,32.14.5/255.265.255.0
wenetobject 126.32.14.2/255,265.255.0, 128,32.14.3/255.255.255.0

To add network objects

1.

Select the Configure>Security>Network Object property. Click Add,
the Add Service dialog is displayed.

Enter the network object name, the IP address, and the network mask.
Click Add.

Add additional network objects, IP addresses and network masks, as
required. Click Add after each IP address and mask that you add.

Click OK, when you finish. The property detail screen is displayed.

Click Save, to save the network objects.
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To modify a network object IP addresses/mask pair

1. Select the Configure>Security>Network Object property. Selected
the network object that you want to change. Click Modify.

2. Change the information for the IP address. You can add new
addresses or delete addressees for the network object.

3. Click Add (or Delete) and then OK. The property detail screen is
displayed.

4. Click Save.
To delete a network object from the property detail screen

1. Select the Configure>Security>Network Object property. Selected
the network object you want to delete. Click Delete. The network
object is removed from the list.

2. Click Save, to delete the route and update the static routes.

Firewall rules setup

Use the Firewall Rules Setup property to manage the firewall rules that
the security gateway uses. The security gateway operating system
contains a powerful stateful multi-layer inspection engine to provide
extensive inspection capabilities, essential when you have a full-time
connection to the Internet.

The security gateway uses a rules-based method of packet inspection,
where the priority of each rule is determined by its position in the list
(highest is top priority). The first match determines the fate of the packet:
permit or deny. If no matching rule is found, the default action is to permit
the packet.

For convenience, you can select from three predefined sets of general
firewall rules or templates. Which set of rules you select depends on the
interface zones that are configured and your general network
requirements. If you select Add or Modify, the Firewall Wizard is launched
to assist in setting up more specific rules.
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Figure 31 Configure advanced firewall rules setup screen
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Note: When you finish the firewall rules setup, Avaya recommends that
your corporate network administrator review the rules for compliance with
the corporate security policy. The Enable Firewall check box is selected
by default. If you clear Enable Firewall, the firewall rules and DoS rules
are automatically disabled.

Predefined Rules

For each of the multi-interface zones, except public-backup which is
configured with the same rules as public, three levels of firewall rules
templates are available: low security, medium security, and high security.
When you select one of the levels, the security gateway immediately
populates the Firewall Rules table with a suite of firewall rules that are
based on the selection. You can then change these rules as needed to
meet your specific security needs.

Note: You can set predefined rules for zones that are not yet
configured. After a zone is configured, the predefined rules take effect
immediately.
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The most recently configured firewall rules replace any existing rules,
regardless of whether the existing rules were configured locally or
remotely. In other words, the most recent rules established are the current
rules.

See Appendix A, "Preconfigured firewall rules" for tables that define the
rules within each level, and describe the functions of the rules on each
interface.

Setting predefined rules

You can set predefined rules for configured zones or for all zones at once.

Figure 32 Firewall rules option screen
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Warning: Applet Window

1. To set predefined rules, select the Configure>Security>Firewall
Rules Setup property. Click Predefined Rules.

The Predefined Firewall Rules dialog displays the existing firewall
security level for the zones that are selected. Predefined rules are
always created for all the configured zones.
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2. From the Security Level list, select the level of firewall security.

* Select Low or Medium when the interface zone of the security
gateway is connected to a router.

* Select High when the interface zone of the security gateway is
connected directly to a cable modem or DSL, and is not protected
by a router.

3. Inthe Add options area, select Replace existing rules or Add to
existing rules, depending on whether you want to replace the existing
rules or add to the existing rules. If you select Add to existing rules,
you must also select where you want to place the rules in the existing
rules file.

4. Click Apply, and then click Save.

To make changes to individual rules or their order, use the Add, Modify,
Delete, Move Up, or Move Down buttons as needed.

To add a new rule

Use the Firewall wizard to set up new firewall rules.

1. Select the Configure>Security>Firewall Rule Setup property. Click
Add. The Firewall Wizard is launched.

Establishing security

83



Avaya Security Gateway Configuration Guide

Figure 33 Firewall wizard screen 1
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. In the Name box, enter a unique name that identifies the rule.

. By default, the Status is Enabled and the Action is Permit. Change

these if this is not the correct settings.

. From the Zone list, select the zone to which you want to apply this

rule. For maximum flexibility and capability, the firewall rules for the
security gateway can be specified on each zone. The packets are
checked against the firewall rules at the interface where they are
defined.

. inthe Direction list, select In or Out. The direction is in respect to the

security gateway.

. If you want this rule to be logged. select Enable Log. If you do not

select Enable Log, this rule does not appear in the Monitor>Firewall
Log display.

. If the filter rule set for the intended traffic is also to be applied to the

reply packets, select Keep State. This function can be applied to TCP,
UDP, and ICMP packets.
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If you want to change the default timeout settings for the TCP state,
UDP state, or ICMP state, click Advanced.

Note: Keep State sets up a state table, with each entry set up by the
sending side. Reply packets pass through a matching filter that is
based on the respective state table entry. A state entry is not created
for packets that are denied.

Although UDP is connectionless, if a packet is first sent out from a
given port, a reply is expected in the reverse direction on the same
port. Keep State “remembers” the port and ensures that the replying
packet enters in the same port.

8. Click Next, to display the Source Network Objects dialog. Select the

source network objects for this rule.

Figure 34 Firewall wizard source network objects screen
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Warning: Applet Window

9. Click Next to display the Destination Network Objects dialog. Select
the destination network objects for this rule.

10. Click Next to display the Services dialog. Select the services for this
rule.
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Figure 35 Firewall wizard services screen
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11. Click Finish, to complete the set up of the firewall rules set. Click
Save.

Setting up Firewall Rules when NAT is set up

When packets pass through zones that have both Firewall rules and NAT
rules set up, NAT rules are applied before the firewall rules are applied.
Depending on the type of NAT rule: static, port NAT, or redirection, either
the source IP address or the destination IP address of packets are
changed. When you set up your firewall rules, you need to consider the
type of NAT configured, as you must create the firewall rule to filter on the
translated IP address and ports not on the original address and ports.

Setting up firewall rules for FTP

All FTP protocols cannot be set up in one firewall rule. FTP protocol
creates two channels, FTP control and FTP data. In addition, FTP data
includes passive mode and active mode data connection. Do not add
active FTP service rules that filter to the FTP control and/or passive FTP
rules.

86

Establishing security



Avaya Security Gateway Configuration Guide

To add a new firewall rule for FTP-control or passive FTP

1.

5.

Complete step 1 through step 7, for adding a new rule. Enter the
required firewall information in the wizard.

Note: Be sure to define the firewall rule at the interfaces and directions
that the FTP server opens a data connection to the client. For
example, if the FTP client is on the private side of the security gateway
and the FTP server is on the public side of the security gateway, define
the interface and direction as Public/In or Private/Out.

Click Next, to display the Source Network Objects dialog. Select FTP
Client.

Click Next to display the Destination Network Objects dialog. Select
the FTP Server.

Click Next to display the Services dialog. Select FTP Control and
select Passive FTP.

Click Finish, to complete the set up of the firewall rules. Click Save.

To add a new firewall rule for active FTP

Complete step 1 through step 7, for adding a new rule. Enter the
required firewall information in the wizard.

Click Next, to display the Source Network Objects dialog. Select FTP
Server.

Click Next to display the Destination Network Objects dialog. Select
the FTP Client.

Click Next to display the Services dialog. Select Active FTP.

Click Finish, to complete the set up of the firewall rules . Click Save.
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Denial of Service (DOS)

Use the Denial of Service property to protect the security gateway from
attacks by hackers.

Figure 36 Security denial of service screen
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You can enable protection for the following seven areas of attack:

Ping of Death. The ping of death sends packets with invalid lengths.
When the receiving system attempts to rebuild the packets, the system
crashes because the packet length exhausts the memory.

IP Spoofing. This attack sends an IP packet with an invalid IP address. If
the system accepts this IP address, the attacker appears to reside on the
private side of the security gateway. The attacker is actually on the public
side, and bypasses the firewall rules of the private side.

Smurf Attack. This attack floods the system with broadcast IP packet
pings. If the flood is large enough and long enough, the attacked host is
unable to receive or distinguish between real traffic.

Tear Drop. This attack sends IP fragments to the system that the
receiving system cannot reassemble and the system can crash.
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Dynamic policy

Flood Attack. This attack floods the system with TCP connection
requests, which exhausts the memory and the processing resources of
the firewall. Flood attacks also attack the UDP ports. This attack attempts
to flood the network by exhausting the available network bandwidth.

Note: When you enable Flood Attack, you must also enable the Keep
State feature in the Firewall Rules Setup in the Security tab.

WinNuke Attack. This attack attempts to completely disable networking
on computers that are running Windows 95 or Windows NT. This attack
can be swift and crippling because it uses common Microsoft NetBIOS
services. WinNuke attacks ports 135 to port 139 on platforms that are
based on Windows 95 and Windows NT.

Buffer Overflow. This attack overflows the internal buffers of the
application by sending more traffic than the buffers can process. This
attack can contain a program at the end of a packet which can run and
attack the system.

To select or deselect DOS categories

1. To set DOS rules, select the Configure>Security>DOS property.
Select the rules that should be enabled and select to log details about
attack attempts, if the log function is available.

2. Click Save.

Use the Dynamic Policy property to configure the security gateway’s
dynamic policy for VPNRemote Client users. The dynamic policy
establishes the following:

e The port number.

e The number of times a user can enter an incorrect password before
log on fails. The default is 3.

e The number of minutes that a user is locked out after the password
fails. The default is 5 minutes.

* The domain name suffix, including the organizational unit and the
organization.
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In addition, dynamic policy is used to configure the address pool for the
security gateway and the legal message displayed.

Figure 37 Security dynamic policy property screen
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Client IP Address Pool Configuration The security gateway can be
configured with multiple pools. When selecting a list of source addresses
to pool, choose ranges that are not used by the destination network. The
IP addresses or IP address range used for the IP address pool must be
unique with regard to the destination network. If not, the destination
network cannot route responses back to the security gateway.

90

Establishing security



Avaya Security Gateway Configuration Guide

Figure 38 Dynamic policy client IP address pool configuration
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WINS. When remote users log on, the WINS address is downloaded for
host name resolution.

IP Address Pool. You can configure a range of source IP addresses in
the security gateway. When an inbound packet from a VPNremote Client
is received, the security gateway swaps the source address with one from
the pool.

When the security gateway recognizes an outbound packet as a pooled
address, the security gateway changes the destination address to the
remote client's address.

DNS. The DNS address entered here is downloaded by remote users for
their DNS IP address.

Client Legal Message Configuration. You can configure a message
that remote users see every time they log in. This message can be a legal
message about company policy for using the network or any other type of
message to communicate information when remote users log in. This
message can be configured so that remote users are required to accept
the message before the log in is complete.
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Client Legal Message Configuration ﬂ

Warning: Applet Window

Brand Names. You can specifying the brand name used for VPNRemote
Client. The brand name is the name that the VPNRemote Client is
licensed under. For example, a service provide can specify that their
name be displayed instead of Avaya when a user uses the VPNRemote
Client application. The administrator can allow any brand name or restrict
access by specifying a brand name. Note that this brand name must be
specified in the VPNmanager and in the Avaya VPNRemote Client for this
feature to work properly. The default is allow any brand name.

To configure Dynamic Policy

1. Select the Configure>Security>Dynamic Policy property. The
dynamic policy displayed is the security gateway default configuration
for port, number of retires allowed, blocking interval in minutes and the
domain suffix. Make any changes as required for your company
dynamic policy
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2. Click Address Pool. The Client IP Address Pool Configuration dialog

is displayed. Configure the following

a. Inthe IP Address Pool area enter the range of IP addresses on
the security gateway that can be substituted for addresses
received from a VPNremote Client .

b. Inthe DNS area enter the IP addresses of the DNS servers for
your network.

3. Click OK. The Dynamic Policy screen is displayed. If you are
configuring a legal message, click Legal Message, otherwise, click
Save.

4. (Optional) If you configure a legal message, select Enable Client
Legal Message on the Client Legal Message dialog.

Figure 39 Client legal message dialog
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5. For Acceptance Required, select Yes to require the remote user to
accept the message before log on is authenticated. Select No, if the
message is displayed, but the remote user is not required to accept
the message to authenticate to the security gateway. The default is
No.

Establishing security

93



Avaya Security Gateway Configuration Guide

Voice over IP

. In the message box, type the message that should be displayed. The

message can be up to 1024 characters long.

. Inthe Brand Names area, if specific brand names should be allowed,

select From the following list. Enter the brand hame and click Add.

. Click OK and then Save.

Use the VolP property to enable or disable Voice over IP (VolP) and to
configure the gatekeeper properties. You can add, modify, or delete
gatekeeper configurations.

When you add a gatekeeper, you include the gatekeeper name or IP
address, the location of the gatekeeper with respect to the firewall, the
registration, authentication, status protocol port, and timeout.

Figure 40 Configure security VolP property screen
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To enable VoIP and add gatekeeper settings

1. From the Configure>Security>VolP property, select Enable VoIP.

2. Click Add. The Add Gatekeeper Settings dialog is displayed.
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Figure 41 Add gatekeeper setting for VolP
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3. In the Name field, enter a descriptive, unique name to identify the
gatekeeper. Once the name is saved, the name cannot be changed.

4. Inthe Location with respect to firewall field, specify the location of
the gatekeeper with respect to the firewall.Select Internal if the
gatekeeper is behind the firewall. Select External if the gatekeeper is
outside the firewall.

5. Inthe RAS IP Address field, specify the registration, authentication,
and status IP address. The RAS IP address is also the IP address of
the gatekeeper, for the phones to register to and send the H.225/RAS
messages to.

6. Inthe RAS Port field, specify the H.225/RAS protocol port. The default
is 1719.

7. In the Timeout (seconds) field, specify the idle timeout for the
connection. Timeout is the number of seconds that the security
gateway allows for inactivity on the connection. If the inactivity
continues beyond the specified timeout, the connection is closed. The
default is 90 seconds.

8. Click OK and then click Save.
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H.323 Voice over IP Trunking

This feature enhances the VPNet security gateway with the capability to
NAT or filter the H.323 VolIP packets transparently. The security gateway
accepts the H.323 protocol, translates the IP addresses of H.323 VolP
packets, opens the appropriate port, routes the packet to the correct IP
address on the network, and closes the port upon completion of the VolP
call.

The security gateway does not open a range of ports when a H.323 VolP
packet is received. When the security gateway receives an H.323 VolP
packet, the security gateway opens only the necessary port to allow the
packet to pass through the firewall and routed to the destination security
gateway. In order for the H.323 VolIP packet to be routed and received
successfully, the security gateways at each end must have the Enable
VolP property selected and the Call Model configured as IP Trunking.

Note: Firewall openings for any other vender-specific packets will not be
affected. For example, trunk endpoints running Avaya MV1.2 that send
pings to the endpoint at the other end of trunk to determine the status of
the CLAN. If the ping response do not come back, the sig group and trunk
group are taken out of service. In this case, confirm that appropriate rules
are setup so vendor-specific packets are not blocked by the firewall. Such
rules can be configured easily on the security gateway using the firewall
wizard on web interface or VPNManager.

Beginning with VPNos Feature Pack 4.3, use the VolIP property to
configure the IP trunking properties. You can add, modify, or delete IP
trunking configuration.

When adding IP trunking, include the IP Trunk name, call model selection,
service port, timeout connection in seconds, source zone, and destination
zone.

Note: Global VolP capability can be enabled or disabled by selecting the
Enable VoIP checkbox.

To enable VoIP and add IP Trunking:
1. From the Configure>Security>VolP property, select Enable VolIP.
2. Click Add. The Add VolP Rule settings dialog appears.

3. In the Name field, enter a descriptive, uniqgue name to identify the IP
trunk.
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In the Call Model field, select IP Trunking from the drop-down menu.

In the Service Port field, enter the specific H.323 protocol port. The
default is 1720.

In the Timeout field, specify the idle timeout for the connection.
Timeout is the number of seconds that the security gateway allows for
inactivity on the connection. If the inactivity continues beyond the
specified timeout, the connection is closed. The default is 90 seconds.
Click Next. The source endpoints dialog appears.

Source trunk: In H.323 VolIP trunking the source is called a trunk.
Zone: Enter the zone that the trunks are associated with.

Network objects:

Note: The source trunk zone rule and the destination trunk zone rule
must be configured separately.

8.

10.

11.

12.

13.

14.

15.

16.

17.

18.

In the Zone field, specify the location of the zone. Select public if the
trunk is outside the firewall. Select private if the trunk is behind the
firewall.

In the Media Interface field, specify the interface port.
In the Network Objects field, specify the Source Trunk Network Object.
Click Next. The Destination Trunk dialog appears.

In the Zone field, specify the location of the zone. Select public if the
trunk is outside the firewall. Select private if the trunk is behind the
firewall.

In the Media Interface field, specify the interface port.

Click Add. The Add Destination Endpoint dialog appears.

In the IP field, specify the IP address.

In the Proxy IP field, specify the public IP address that is being shared.

In the Proxy Port field, specify the public port of the IP address that is
being shared.

Click Finish.
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Chapter 6

Using advanced features

This chapter explains about the advanced function for the security
gateway. The following can be configured for the security gateway.

* DNS relay configuration. Defines where the domain name service
(DNS) name resolution questions are forwarded.

* Failover. Configure failover settings.

* License. The license information is displayed and License
Management can be used to add new licenses.

*  SNMP. View and change the Simple Network Management Protocol
(SNMP) settings.

* QoS Policies. Create quality of service (QoS) policies.

* QoS Mapping. Configure the quality of service required for specific
zones.

* NAT Traversal. Configure the NAT traversal properties to successfully
pass VPN traffic from one device to another.

DNS relay configuration

Use the DNS Relay Configuration property to define where DNS name
resolution requests from the IP devices on the private side of the security
gateway are forwarded.

The security gateway includes a DNS name server, and accepts DNS
gueries from devices on the private side. DHCP devices on the private
side receive access to the DNS service automatically. Non-DHCP devices
must be manually configured to identify the security gateway as their DNS
server. The security gateway server maintains a DNS database on alll
DHCP clients on the private interface. Non-DHCP clients have no DNS
identity.
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Note: The security gateway performs DNS relay functionality only for the
private zone.

Figure 42 Configure advanced DNS relay property screen
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To resolve DNS queries, the security gateway first consults its own
database. If this is unsuccessful, the query is forwarded through the
public interface. If DNS Relay Configuration domain entries exist, the
security gateway tries to find the match of the DNS request domain with
the entries’ domains. If a match is found, the security gateway only
forwards the query to name servers associated with that domain. If no
match occurs, the security gateway sequentially forwards the query to the
specified static DNS servers. If no static DNS servers exist, queries go to
Internet name servers. Note that once static DNS servers are added,
Internet root name servers are no longer referenced.

When a DNS server is selected to send the DNS query, and no response
is received within a short time, another DNS server is selected by
continuing the process as described in the previous paragraph. But if the
previous server replies to the DNS query, another DNS server is not
selected, regardless of whether response is positive or negative.
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By default, when a DHCP client in the private zone sends requests for an
IP address and the private zone DHCP server is being used, the DHCP
server on the private zone sends it's interface IP address as the DNS
server in the DHCP response. In this way, all of the DNS queries are
automatically forwarded to the security gateway.

Configuring DNS

Use the DNS Relay Configuration property to set up DNS Relay
Configuration and the static DNS servers. The maximum number of DNS
relay rules is 100. You cannot configure Dynamic DNS Servers.

Note: the Delete, Move Up and Move Down buttons in the DNS Relay
Configuration area apply to the IP Address that is currently highlighted.

To add a DNS Relay

1. Select the Configure>Advanced>DNS Relay Configuration
property. Click Add. The DNS Relay Configuration dialog is displayed.

2. Enter the Domain name and the Primary IP address of the DNS
server. The secondary IP address is optional.

Figure 43 Add DNS relay configuration
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3. Click OK.
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To set up a static DNS server

1. Select the Configure>Advanced>DNS Relay Configuration
property. In the Static DNS Servers area, click Add. Enter the IP
address of the DNS server and enable the back-up link, if required.

The backup link is the DNS server that is used when backup ethernet
is in use. Only one of the interfaces, either public or public-backup can
be in use at the same time.

2. Click OK.

The maximum number of Static DNS servers is four.

Failover

Use the Failover property to configure up to five IP addresses for tunnel
endpoints (TEP) and to configure failover reconnection. These IP
addresses are used for failover locations in the case of VPN or clear
traffic failure.

Figure 44 Advanced failover property screen
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When Failover is configured, a security gateway periodically checks
connectivity to designated devices to evaluate the availability of the
network path to the central-site resources. These devices can be within
the VPN, such as the corporate e-mail server at the central site. These
devices can also be outside the VPN, such as a public DNS server.

When a network path fails, the remote security gateway tries to establish
a network path through an alternate central-site. If the remote security
gateway cannot use that second central-site TEP to establish a network
path, the remote security gateway continues through the list of configured
TEPSs, and tries to establish a usable network path to the central-site
resources. If none of the configured tunnels can establish a network path,
and the remote security gateway is configured with a public-backup
interface, the remote device tries to establish a path through this alternate
link.

When the public-backup interface is in use, the security gateway does not
perform failover connectivity checks to the designated hosts. When the
idle timer is enabled, and as long as there is traffic, this alternate network
link is used. If the configured idle time elapses, the public-backup
interface is taken down. The security gateway then tries to reestablish the
network connectivity through the primary network path.

If the security gateway is using the public-backup interface, it can be
returned to the public interface from the Configure>Network>Interfaces
property. Click the Revert to Public button.

Note: If the public-backup interface idle timer is disabled, the security
gateway continues to use the alternate network interface.

Network path failure is defined as the configured number of consecutive
connectivity checks without a response from the number of hosts that
need to fail. The following is an example of a network path failure criteria.

The configuration is as follows:

e The number of consecutive “no” responses is five.

e The idle time between each connectivity check is 10 seconds.
* The number of hosts to monitor is three.

¢ The number of hosts that must fail to respond, out of the hosts
configured is two.
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Table 4 shows which hosts respond (Y) and which hosts do not respond
(N) during the 10-second interval connectivity check.

Table 4 Failover connectivity checks in 10-second intervals

10 | 20 | 30 | 40 | 50 | 60 | 70 | 80 | 90 | 100 | 110 | 120 | 130
Host
1 Y Y Y N N N Y Y Y Y Y Y Y
2 Y Y Y Y N N N N N N N N N
3 N N N N N Y Y Y N N N N N

The network path failure criteria are met only when both hosts 2 and 3
concurrently fail to respond five times (at the 130 second mark to the
connectivity checks. Host 3 failed to respond five consecutive times
(between the 10-second interval and the 50-second interval). Host 2
failed to respond five consecutive times (between the 50-second interval
and the 90 second interval). But only host 2 and host 3 both fail to
respond to the same five consecutive security checks are the failure
criteria met.

To configure failover:

1. Select the Configure>Advanced>Failover property, and complete
the following:

a. Select Enable to provide an alternate network path to re-establish
access to the central-site resources.

b. Select Get IP List for DN so when a DNS query is made, the
security gateway keeps all the IP addresses that are returned in the
cache. The security gateway attempts to respond to the queries in
the same order that the queries were received.

If this parameter is not selected and a DNS query is made, the
security gateway uses the first IP address of the DNS response
that is returned.

c. Inthe VPN Name field, enter the name of the VPN that you want to
monitor. This field is optional, if Set VPN Mode is set to dynamic.
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In the Hosts field, enter the network host or hosts you want to
monitor connectivity. You can define up to five DNS names or IP
addresses. These hosts can be either within the VPN or outside the
VPN. If the host is within the VPN, the host information is
encapsulated in the associated VPN policy. If the host is outside
the VPN, the host information is sent in the clear.

In the Number of Failed Hosts field, enter the number of
configured hosts that can fail before network path failover criteria is
reached. If multiple hosts are configured and all hosts are critical,
enter 1. If any one of the configured hosts failed to respond,
network path failover occurs.

In the Consecutive “No” Responses field, enter the number of
consecutive connectivity checks without a response that you want
to allow. The default is 10.

In the Monitor Check Interval field, Enter the number of seconds
that you want to allow between connectivity checks to the
configured host or hosts. The interval is also used to define the
response time of the host. Monitor checks are made at the same
time to each host. The default is 10 seconds.

In the Remote TEP field, enter the tunnel endpoints (TEP) for the
central site that the remote VPN device establishes a network
connection. If the network path failure criteria is met while the
remote security gateway is trying to establish a network
connection, the remote VPN tries to alternate TEPs until a network
connection is made.

2. Click Save.

Failover reconnect

When failover is configured on the security gateway, the security gateway
is enabled to detect connectivity failures to the configured TEPs. If
failover is detected, the security gateway will attempt to connect to an
alternate TEP.

In some network configurations, alternate TEPs are considered
temporary, and the expected behavior is that a system reboot would
revert to the original TEP. However, the security gateway remains
connected to the alternate TEP until the administrator switches the
connection back to the original TEP.
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Beginning in release VPNos 4.4, failover reconnect option can be set
using the failover advanced settings. The failover advanced settings
include preserve current remote tunnel end point (RTEP) and restore
primary remote tunnel end point (RTEP).

If a system reboot occurs, the failover proxy inspects the failover
reconnect value. If the value is set to preserve current RTEP, the failover
proxy remains at the current value allowing the security gateway to
remain connected to the RTEP in use prior to the system reboot. If the
value is set to restore primary RTEP, the failover proxy retrieves the
information for the original RTEP and restores the RTEP to the original
values.

To set up failover reconnect:

1. Selectthe Configure>Advanced>Failover property. Click Advanced.

2. Select the appropriate failover reconnect option.

* Preserve current RTEP
In the event of tunnel failover, leave the current remote tunnel
endpoint in effect following a system reboot.

In previous releases of VPNos 4.x, a system reboot would not
restore the original RTEP.

* Restore primary RTEP
In the event of tunnel failover, restore the original, primary remote
tunnel endpoint in effect following a system reboot.

Beginning with VPNos 4.4, restore primary RTEP is the default
setting.

If restore primary RTEP is configured and the system reboots, failover
reconnect will attempt to connect to the first entry of the failover RTEP list.

3. Confirm that the RTEP and TEP in IP address format and are the
same and that they are first in the list. Click OK.
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License

The security gateway license controls the number of site to site
connections and remote user.

Go to the Configure>Advanced>License property to view general
information about the license (Figure 45), including the serial number,
security gateway platform, software release it is associated with and the
number of licenses for site to site and remote users.

Figure 45 Configure advanced license property

General
License 3chema Version: 1.0
Serial Mumber: 035903¥01557
Platform Type: 36200
Software Release: 4.3
Expiration: 0l/01/9999
sidmid: 1122 - 3355

Site to Site:
Femote Users:

Table 5 shows the default number and the maximum number of licenses
for each security gateway. When usage increases, you can purchase
additional licenses. The License property display includes a license
management feature so that you can uploaded new licenses to the
security gateway.
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Table 5 Number of security gateway licenses allowed

Model  Number of Site-to-Site Licenses Number of Remote User Licenses
SG5 Default = 5, Maximum =5 Default = 0, Maximum =5

SG5HX Default = 5, Maximum =5 Default = 0, Maximum =5

SG200 Default = 25, Maximum = 150 Default = 50, Maximum = 500
SG203  Default = 50, Maximum = 300 Default = 100, Maximum = 3000
SG208 Default = 100, Maximum = 1000 Default = 100, Maximum = 8000

When you click License Management, the License Management screen
shows the encrypted license information for the security gateway.

Figure 46 License management screen

5G200 License Management ﬂ

SG200 License

---- BEGIN LICENSE (De

vice Serial # 038803X01557) -—-—- -

<license walue="_lt_;license-info_gt_;_lt_;category id_eq_;_
gt_;general gt ; gt ; 1t :licenae-attr type_edq_;_dt_;string
gt_; wvalue_eq ; gt ;1.0_gt ; id eq_;_gt_;schema-version gr_:
f_gt_; 1t :license-attr type_edq_;_dt_;atring gt ; wvalue_eq_:
_gt_;038903X01557_gt_; id eq ;_gt ;serial-number gt ;7 gt ;
lt_;license-attr type_eq ; gt _;string gt_; wvalue_eq ;_gt_;¥3
US00_gt_; id eq ;_gt splatform-type gt ;/_gt_;_lt_:license-a
ttr type_eq ;_dt ;string gqt_; walue_eq ; gt ;4.2 gt_; id_eq
:_qt._:soft,ware—release_qt._:f_gt_:_lt_?ﬁicense—attr type_edq_;
gt _satring gt_; wvalue_eq ;_gt ;0170179999 gt ; id eq ; gt ;
gt walue_eq ;_ot ;01/01/9999 ot ; id edq ; gt _;expiration o
t_:/_gt ; 1t :licenae-attr type_eq_;_gt_;string gt ; value e
q_;_dgt_ ;4.2 gt ; id eq_;_gt_;software-releasze_gt ;/_gt_;_lt
;fcategory_gt ;_lt ;category id eq ; gt VPN _gt_; gt_;_lt_:l
icense-attr type_ed_;_dt_;number-range dqr_; start-value eq ;
gt ;10 gt ; id eq ;_gt ;sitetosite_gt ;/_gt_;_lt :license-a
ttr type_eq ;_dt ;nuwber-range gt ; start-value_eq ; gt ;20_
gt_; id eq_;_grt_;remoteusers_gt ;/_gt_;_lt ;/category_gt_;_l

t_:/licensze-info_gt ;"><aignature value="hEZ2906933d576f%53a
27e9302dcll52ae230edl5126c9620d757500110d7e6515E2e4bda340383

Refresh Clear

Applylicense Revert to Default Close |

|Warning: Applet Window

Adding licenses

When you purchase additional licenses, you receive a file with the
encrypted information. This file is created based on the serial number of
the security gateway and the number of licenses that are available on that
security gateway. This file cannot be applied to another security gateway.
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To install the additional licenses:

1. Save the license file to a directory on the computer. Open the file and
copy the contents.

2. Select the Configure>Advanced>License property. Click License
Management, the existing license is displayed.

3. Click Clear, to clear the screen of the existing license.

4. Paste the contents of the security gateway license file into the text
area. Click Apply License to apply the new license. The new license
is immediately available.

Note: Revert to Default allows you to reapply the original license settings
at any time.

SNMP

Use the SNMP property to configure the SNMP target devices or SNMP

destination devices to which all security gateways report their status and
alarm information. In larger enterprises, the security gateways might also
report to a network monitoring application, such as HP Openview.

The security gateway includes an SNMP agent that supports MIB-Il and a
proprietary MIB. This agent is read-only and cannot be used to configure
the security gateway. The agent can also send traps to a list of trap
targets.

SNMPv1, SNMPv2c, or SNMPV3 can be configured. You configure the
trap and monitor strings and trap targets for SNMPv1 and SNMPv2c. You
configure the trap targets and the SNMP user for SNMPv3.

If you select None, SNMP is disabled on the security gateway.
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Figure 47 Configure advanced SNMP property

Metwork Users Device Security User: root

-

e

To configure SNMP

1. Select the Configure>Advanced>SNMP property. In the Version
area, select the type of SNMP to use.

The SNMP version must match the version number that the monitoring
tool is using.

Select None to disable the SNMP agent on the security gateway.

2. If SNMPv1 or SNMPv2c are selected, in the Options area, configure
the Trap Community and Monitor Community. Select whether Filter
Statistics, Active VPN Session, and Event Log should be enabled.

* Filter Statistics - Statistics for this filter are reported via SNMP.

* Active VPN Session - Ability to monitor the active VPN sessions
on the security gateway. Active VPN sessions are monitored using
SNMP protocol. The monitored information is logged in the VPNET
MIB and displays the following information: user name or RTEP,
original IP address, VPN IP address, length of time connected, and
packets sent and received.
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* Event Log - The security gateway sends syslog messages to the
event log.

* Inthe Trap Target area, enter the IP address and port.

3. If SNMPv3 is selected, configure the SNMPv3 User information. Click
SNMP User at the bottom of the Trap Targets area. The SNMP User
Configuration dialog is displayed.

SNMpUser

Authentication, Privacy

DES_CBC x

4. The default user name is snmpuser. You cannot change the name. To
complete the configuration, enter

e Security Level. Choose either Authentication, Privacy or
Authentication, No Privacy. Based on the selection, the privacy
settings are enabled or disabled.

* Privacy Protocol. Only DES_CBC is available.
* Privacy Password. Enter the privacy password of the SNMPuser.

¢ Authentication Protocol. Choose either HMAC-SHA1 or HMAC-
MD5.

* Authentication Password. Enter authentication password.

5. Click OK, and then click Save.
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QoS policy and QoS mapping

The Quality of Service (QoS) function allows the administrator to classify
and prioritize traffic based on DSCP values and/or TCP/IP services and
networks. The bandwidth available to a class of traffic can be restricted or
rate-limited to a specific percentage of the total upstream bandwidth. This
restriction or rate-limiting of bandwidth is only applicable to upstream or
outgoing traffic on the interface.

A QoS policy can be created with up to four classes, highest, high,
medium, and low. Attributes that can be assigned to these classes are
percentage of bandwidth allocation, type of services, network objects,
DSCP, and burst.

QoS policies can be mapped to public, public-backup, and semi-private
zones. By default, QoS is enabled and VolIP is given the highest priority
and there is no restriction of bandwidth or rate-limiting. In the default
configuration, VolIP is identified solely by IP precedence values of three
and five. This corresponds to the following DSCP values: 24-31 and 40-
47.

If QoS is disabled, all traffic receives the same priority. VoIP is treated the
same as data traffic.

QoS Policy

This property allows you to add, modify and delete QoS policies. Each
policy can include up to four configurable classes, highest, high, medium
and low.

You can configure each class according to how network traffic should be
prioritized. Each class can contain data, voice or both. Within each class
the following is configured:

e Bandwidth allocation. Percentage of bandwidth to be allocated to the
class. The sum of all allocations for a QoS policy should be 1 to
98%.The remaining 2% is internally allocated by default to ICMP,
IGMP, and RSVP. The excess bandwidth not specified in the sum of
allocations of the policy is reserved for all other traffic not defined in
the classes. Therefore, it is not necessary to create a class for all other
traffic. If 0% is allocated, the class is removed from the existing
configuration.
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Note: When the media interface is configured, the total upstream
bandwidth can be specified in Media Settings and this setting is
partitioned to the specified classes.

Whether Burst is enabled. For each class, the burst capability value
can be set to Yes or No. The default is No. If bursting is configured for
a class, when this class becomes over-limit, it tries to borrow from the
unused bandwidth of other classes. If no unused bandwidth is

available, the packets are dropped when the class becomes over-limit.

Caution: Allowing bursting in classes that do not contain voice traffic
can affect the availability of bandwidth to voice traffic.

DSCP values are assigned. The valid range of values is 0-63. The
default value is 0. This indicates that DSCP is not used for
classification. Non-zero DSCP values must be unique among all the
classes for one zone because the DSCP value is the only
distinguishing factor once a packet is encrypted and sent of the VPN.
For example, if DSCP value 10 is assigned to the High class for media
interface Ethernet0, DSCP value 10 cannot be assigned to Highest,
Medium or Low for Ethernetl. It can be assigned to the High class for
Ethernet 1.

When DSCP value of 0 is specified during configuration, the security
gateway generates an internal non-zero DSCP value within the range
of 1-63. The non-zero DSCP value generated by the security gateway
cannot be used in other classes.

Source Network Objects. Traffic originating from specific networks/
hosts can be selected from existing Network Objects. See Network
Objects in Chapter 5, "Establishing security". The source network
object specifies the source IP address of the IP packets in this class.

Destination Network Objects. Traffic destined to specific networks/
hosts can be selected from existing network objects. The destination
network object specifies the destination IP address of the IP packets in
this class.

Service. Traffic can be specified by predefined or user-configured
services. A service specifies the IP protocol, TCP/UDP source and
destination ports to describe the traffic in this class. See Services in
Chapter 5, "Establishing security".

Note: ESP or IKE cannot be assigned with a class as these encrypted
packets are assigned to all the classes based on the DSCP value of
the packet.
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It is not recommended that a user creates a class with DSCP=,
Services=ANY, and Networks=ANY because it is an ambiguous
configuration. All traffic not assigned to classes is treated as default
traffic. Hence it is not necessary to create such a class.

It is not recommended to assign similar traffic in different classes.
Example: One class containing any FTP and another class containing
“ANY TCP”. This would be ambiguous because “ANT+YTCP” would
include FTP also. Similar cases might cause ambiguity in
classification.

It is not recommended to use Services containing ICMP or port-
ranges. QoS does not support port-ranges.

When the Configure>Advanced>QoS Policies property is selected, the
screen displays the QoS policies that have been created and their
configuration.

Figure 48 Configure advanced QoS policy property

DNG et Contaurat

0 policy
AT Traversal policy®

To add a QOS policy

1. Select the Configure>Advanced>QoS policy. Click Add. The QoS
Policy Configuration dialog is displayed.
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Figure 49 QoS policy configuration screen

QoS Policy Configuration

openallocation

HIGH
MEDILIM
Lo

Warning: Applet Window

2. Inthe QoS Policy Name text box, enter a unique QoS policy name.

3. Next configure each class setting with associated values. Click the
row for the type to be configured. The Class Based Queuing dialog
appears.

Figure 50 Modify QoS bandwidth, burst, and DSCP value screen

SG208 Class Based Queuing x|

Warning: Applet Window
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8.

9.

Configure bandwidth, burst and DSCP values.
* Enter the percentage of bandwidth to be allocated for this type.

When classes are configured, it is recommended that the sum total
allocation of all the classes be less than 98% and allow bursting to
take advantage of the unused bandwidth. 2% is always internally
allocated to control traffic.

* Burstis set to No. Change to Yes if bursting should be allowed.

If bursting is configured, when this class becomes over-limit, it tries
to borrow from the unused bandwidth. If there is no unused
bandwidth, then the packets are dropped when the class becomes
over-limit.

* The same DSCP value cannot be assigned in multiple classes for
one interface. Do not specify the same DSCP-Services-Network
combination in multiple classes.

If DSCP will not be specified as a criteria in a class, leave the DSCP
default value of 0. In this case, it is recommended to assign unique
services/networks to this class. Do not assign ANY service and ANY
network objects.

Click Next. The Source Network Objects dialog appears. Select the
network object from the Available source and move it to the Members
column.

Click Next. The Destination Networks Objects dialog appears. Select
the network object from the Available destinations and move it to the
Members column.

Click Next. The Services dialog is displayed listing the predefined and
user defined traffic types. Select the services from the Available
column and move to the Members column.

Do not assign ESP or IKE as a service within a class as these
encrypted packets are assigned to all the classes based on the DSCP
field on the packet.

Click Finish.

Complete the configuration of each of the classes from step 3.

10. When the classes have been configured, click OK and then click Save.

116

Using advanced features



Avaya Security Gateway Configuration Guide

QoS mapping

QoS Mapping is the mapping of a QoS policy to a zone. A zone can map
to only one QoS policy, but a QoS policy can be applied to multiple zones.

Figure 51 Configure advanced QoS mapping

DNE Relay Configuratin

Failover

Q2of Policy Name

When you map QoS policies consider the following:

* If QoS is configured over multiple interfaces, the DSCP values
belonging to a class for a particular zones should not belong to a
different class for other zones.

*  When QoS is applied over multiple zones, the QoS policies should be
identical in definition of classes, DSCP, and service-networks
attributes. The only difference in these QoS policies should be in the
bandwidth allocation percentage.

Mapping QoS policies

After the QoS policies are created, they can be mapped to either public,
public-backup or a semi-private zone.

1. Select the Configure>Advanced>QoS Mapping property. Click Add.
The QoS Configuration dialog is displayed.

2. From this dialog select the Zone to be configured and the Media
Interface used for that zone.
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NAT traversal

3. Select the policy from the Available column and move it to the
Member Policy column.

4. Click OK and then click Save.

NAT Traversal

Network address translation (NAT) traversal is available for VPNos 4.3
feature pack and later releases. When a NAT device exists in a network
path between security gateways that are part of a VPN, NAT traversal
allows the VPN traffic to successfully pass from one device to another.
The default is NAT traversal enabled.

From the device Configure>Advanced>NAT Traversal property, you can
do the following:

Disable NAT traversal

Avaya suggests that you do not disable this feature even when a NAT
device does not exist in the network path between the VPN peers
devices.

Set the value for KeepAlive

The time configured is used when the security gateway is in the private
network of a NAT device. The security gateway behind the NAT device
sends a keep alive packet to reserve the dynamic source port in the NAT
device when VPN traffic is not flowing. The default is 20 seconds.

Because NAT devices can clear port assignments after a period of
inactivity, a still open VPN session may be broken. When a new packet
arrives after a certain period of inactivity, a NAT device can assign a new
dynamic source port for the packet that causes the VPN connection to
fail. To avoid this problem, keep alive packets are sent from the peer
which is behind the NAT device.

VPNos Feature Pack 4.3, and later releases, use the UDP source port
2070 during IKE negotiation when configured as User VPN mode or
dynamic VPN mode. The following information states the functionality and
the expected VPNos 4.3 and later releases behavior.
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Table 6 Encapsulation Behaviors

Functionality VPNos Behavior
UDP listening ports for IKE Ports 500, 2070, 4500
Ports used for UDP encapsulation | Ports 500, 2070, 4500
UDP source port used when act- ¢ Port 2070 when VPNos 4.x is
ing as IKE initiator and UDP configured as User VPN
encapsulation mode or dynamic VPN mode.

This is done to avoid issues
with NAT devices with IPsec
pass through in the case
where a remote VPN peer
device dose not support port
floating.

¢ Port 500 when VPNos 4.x is
configured as VPN Gateway
Mode, static VPN mode, or
NAT traversal is disabled.
This option is not
configurable.

Port floating Float the port from 500 or 2070 to
4500 if new IKE draft is
supported.

UDP source port is kept as 500 in VPNos 4.3 and later releases in VPN
gateway mode or static VPN mode as VPNos 3.2 does not support UDP
source port other than 500 during IKE negotiation for site-to-site VPNSs.
When creating a site-to-site VPN with VPNos 3.2 VSUs with a remote
security gateway or VSU behind the NAT device, apply static NAT
mapping in the NAT device to avoid changing the UDP source port, port
500, during IKE negotiation. Also make sure that NAT device should not
perform IPsec pass through.

In the case of a remote VPN peer running VPNos 3.2, only one VPNos
4.3 or later release security gateway configured in VPN gateway mode
can be placed behind a NAT device.
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Figure 52 NAT Traversal

DMNE Relay Configuratin
Failover

License
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Chapter 7 Monitoring the security gateway

This chapter explains how to view the security gateway configuration
information with the following Web interface functions:

* Inspect
* Monitor

* Text Interface
Inspecting the security gateway
Use the Inspect function to view the current settings of the security

gateway. Inspect is a read-only function. To change any of the settings
use the Configure function.
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Figure 53 Inspect interfaces property

Media Interface | Zone IP Config Mode | Status IP Address
ethernetl private DHCP Server InUse 192168131
ethernet] public Static InUse E7.117.71.58
ethernet2 unused Mone Link. Diown

ethernet3 unuzed Mone Link Up

The following properties can be viewed from Inspect:

* Interfaces. Select Interfaces to view the media interface configuration
for the security gateway, including the zones that are configured, the
IP configuration mode, and addressing.

* Software. Select Software to view the security gateway model, the
serial number, and the VPNos software version on the security
gateway.

* General. Select General to view the configured date, time, and time
zone. This screen also shows the number of days, hours, and minutes
that the security gateway has been running, the memory that the
security gateway used, and the CPU use.

Monitoring the security gateway

Use the Monitor function for routine observation of your connection
activity and network traffic. Monitoring and logging functions can be
configured to help ensure the integrity of your network security. With the
Monitor function, you can determine when security attacks or
compromises occur.
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The following subfunctions can be monitored:

* VPNs
¢ Network

* Logs

Remate TEP

Local Prosy

Fiemote Froxy State: Exp | Auth State

E7.117.71.66
E7.117.71.58
E7.117.71.66
E7.117.71.58

Monitoring VPNs

100.100.100.0
100.100.100.0
100.100.100.0
100.100.100.0

17216.13.0
17216.13.0
17216.13.0
17216.13.0

Use the Monitor>VPNs subfunction to view the connections and traffic on
your VPNs. Three VPN properties are monitored: IPSec Security
Assaociations, IKE Security Associations, and VPN Statistics.

IPSec SA

The Monitor>VPNs>IPsecSA property displays IPSec Security
Association (SA) information. Each security association provides live
information for a secure connection. When VPN Setup was used to set up
the VPN, IPSec was configured. See VPN setup in Chapter 5,

"Establishing security".
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IKE SA

The Monitor>VPNs>IKE SA property displays a list of IKE Security
Associations information. Each security association provides live
information for a secure connection. When VPN Setup was used to set up
the VPN, IKE was configured. See VPN setup in Chapter 5, "Establishing
security".

Figure 54 Monitor VPNs IKE SA property

‘wieb Interface Log

Refresh

VPN Statistics

The Monitor>VPNs>IKE SA property displays a list of the VPN packets
sent and received by this security gateway.

Monitoring the Network

Use the Monitor>Network subfunction to monitor the connections and the
traffic on your network. Five properties are monitored: Traffic Statistics,
Proxy Ping, Trace Route, ARP Table, and VPN Packets. Proxy Ping is
provided as a convenience to verify that the security gateway is
connected to target IP addresses.
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Traffic Statistics

The Monitor>Network>Traffic Statistics displays a list of traffic statistics on

the security gateway’s public and private ports of the security gateway.

These statistics are collected in real time.

Figure 55 Monitor network traffic statistics screen

Proxy Ping

Trace Route
ARP Table
WPM Packets

User: root

Total Frames Received | Frames Transmitted Collisions Frames Dropped

3455343 4173525 233343 0
4244434 3519526 0 0
0 0 0 0

The Monitor>Network>Proxy Ping property allows you to perform a
connectivity check from the security gateway to a specified address.

Packet size and count can be specified for the ping. Results are displayed
in the Proxy Ping Results window.
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Figure 56 Monitor network proxy ping screen

| Traffic Statistics

Trace Route
ARP Table
WPM Packets

Trace Route

The Monitor>Network>Trace Route property is used to capture and
display information about the route through which UDP probe packets
pass from source to destination. Enter the destination IP address in the
Address field to start the trace. Use the Hops field to set the upper limit on
the maximum time-to-live of the probe packets from source to destination.

Figure 57 Monitor network trace route screen

Traffic Statistics
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Use the trace route property when you need more information than the
Ping function provides. The Trace Route Results list displays the hop
count, IP address, and the time that is required for the packet to reach the
address.

ARP Table

The Monitor>Network>ARP Table property displays data from ARP table
of the security gateway. This data includes port, network address, and
physical address.

Figure 58 Monitor network ARP table screen

Metwork Address Physical Address
E7.117.71.57 00:40:0d:af:b1:0b
E7.117.71.61 00:04:5a:8fd7:5c
192.168.13.33 00:50:04:29:45:08
192.168.13.34 00:10:5a:5fd5:9a
192.168.13.200 00:50:80: fe:f4:c0
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VPN Packets

The Monitor>Network>VPN Packets property displays the VPN packet
header information for tunnel traffic before encryption and after
decryption.

Figure 59 Monitor network VPN packets screen

Traffic Statistics

Prosy Fing
Trace Route Dretailz
B Table Feh 05 12:10:45. 459600 [authentic. confidentiall: SPI 0x0aB5f55a: 128.32.14.2 > 128.32.14.
Feb 05 12:12:22. 461256 [authentic.confidential): SPI Dx0a53035c: 128.32.14.4 > 1283214,
Feb 05 12:14:54. 479023 [authentic.confidential): SPI Dx0ad3d63d: 128.32.14.113 > 128.32
Feb 05 12:30:34. 481357 [authentic.confidential): SPI Dx0a6555a: 128.32.14.2 > 128.32.14.7
Feb 05 12:32:42. 486137 [authentic.confidential): SPI 0x0aB1£35a 126.32.14.221 > 128.32.1

Logs

Use the Monitor>Logs subfunction to display the four categories of logs
that are maintained in the security gateway: Event, IKE, Firewall, and
Web interface. These logs are maintained in circular buffers of a fixed
size. When a buffer is filled, wraparound occurs.

Event log

The Monitor>Logs>Event Log property displays a list of security gateway
events from the security gateway Event Log. The log displays the date,
the time, and details of the event. The Event Log buffer holds about 150
messages.
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Figure 60 Monitor event log screen

‘wieb Interface Log

IKE log

Time

16:20:07
16:18:06
16:16:04
16:14:34
16:14:01
16:14:00
16:13:54
16:13:54
16:12:46
16:12:46
16:12:45

configd[31694]; [COMP_CFGD] Em: 0, [MIF] public zone
configd[31694]; [COMP_CFGD] Em: 0, [MIF] public zone
configd[31694]; [COMP_CFGD] Em: 0, [MIF] public zone
dhcpd: Abandoning IP address 192.168.1.33 for 28800
dhcpd: Abandoning IP address 192.168.1.32 for 28800
configd[31694]; [COMP_PF] Erm: -2005, Public Zone nol
configd[31694]: [COMP_CFGD] Em: 0, Config daemon i
/bzd: altg: emulate 256000000Hz cpu clock

configd[31694]; [COMP_CFGD] Em: 0, Config loaded su
configd[31694]; [COMP_CFGD] Em: 0, Config release 47

Monitord[17100]: Err sending sadump request to isakipl;I
3

The Monitor>Logs>IKE Log property displays the IKE data from the

security gateway IKE Log. The log displays the date, the time, and the

details of the event. The IKE Log buffer holds 150 messages before

wraparound occurs.

Note that you must select Enable Logging for IKE logging to occur.

Important: Activation of this logging facility can reduce the performance
of the security gateway. Avaya recommends that you activate IKE logging

only when needed.
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Figure 61 Monitor IKE log screen

Metwork

‘wieb Interface Log

Firewall Log

The Monitor>Logs>Firewall Log property displays a list of any attempt to
break into your protected devices from the public side of the security
gateway. This screen displays a list of all firewall rule hits that have the
logging option enabled.

Important: You must enable the logging option for each firewall rule that
you want to monitor. Logging is enabled through the Configure/Security/
Firewall rules setup wizard.
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Debug

Figure 62 Monitor firewall log screen

D etails

Feb 05 12:10:45. 901873 rule 5/0[match]: block in on encl: 128.32.1.2 > 192.167.1.4: icmp:
Feb 05 12:10:45. 099227 rule 5/0[match]: block in on encl: 128.32.1.4 » 192.167.1.4: icmp:
Feb 05 12:10:45. 333193 rule 5/0[match]: block in on encl: 128.32.1.4 > 192.167.1.4: icmp:

Web interface log

The Monitor>Logs>Web Interface Log property displays a list of current
events from the security gateway Web interface Log. The log displays the
date, the time, the operation performed, and the result of that operation.
The Web interface Log buffer holds approximately 500 messages.

Note that you must select Enable Logging for Web interface logging to
occur. The default is for logging to be off.

Debug is a subfunction of Text Interface. The Text Interface>Debug
subfunction provides convenient access to several facilities that you can
use to troubleshoot common configuration problems. This subfunction is
available to the root user only.
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Figure 63 Debug screen

Debug Text Interface

- BG208 Debug Operations
Select Operation Show Routing Table -

; Showe Firewall State -
Operation Result =
i Showe Firewall Timers
Fouting tahles |Show Process Tahle
Shore P'r
Internet: i
Destination = Mtu  Inte:
default Show System State 5 - eml
67.117.71.56/259 |Show Security Processaor Statistics b [1] - enl
67.117.71.57 O:40:d:af:bl:b THL 1 o - eml
67.117.71.61 0:4:5a:5£:d7: 5¢ THL 1 953 - eml
100.100.100/24 192.1658.13. 200 UGS 0 4165722 - el
12748 1z7.0.0.1 TGRS o 0 33224 lal
1z7.0.0.1 1z7.0.0.1 TH 1 6 33224 lal
192.168.13/24 link#l uc o o - el
192.168.13.33 O:50:4:e9:45:5 THL 4 1615 - el
192.168.13. 34 link#l THL 1 14 - el
192.1658.13. 200 O:50:80:fe:f4:c0 THL 1 o - el
4 | |0
Refresh | Clear
. Operation Tips
This operation shows infarmation about how the netwaork traffic flows within the network
interfaces on this device.

The following operations show internal network-related information for the
security gateway. These operations are provided to help you diagnose
configuration problems and network problems.

Routing Table shows information about how the network traffic flows
within the network interfaces in the security gateway.

Flow Table shows secure traffic packet flow information for the VPN.

SA Table shows secure traffic security association information for the
VPN.

Interface Table shows MAC address information for all network
interfaces in the security gateway.

Public Port shows IP address information for the public port of the
security gateway.

Private Port shows IP address information for the private port of the
security gateway.
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Socket Table shows the active connection (UDP and TCP) state table of
the security gateway. Each entry contains IP address and port information
for the connection.

Network Memory shows network memory usage information, and any
errors that occur in network memory allocation.

System Memory shows the memory table for the kernel processes that
are running in the security gateway.

Interrupt Stats shows the interrupt counters that the security gateway
handles.

Firewall State shows information about each firewall rule configured in
the security gateway.

Firewall Timers shows firewall timer information for the various IP
protocols.

File Table shows file table information in the security gateway.

Process Table shows information about all user processes that are
currently running in the security gateway.

Protocol Stats shows information about the network traffic that the
security gateway handles. Information is presented according to the type
of protocol.

Route Stats shows network routing table statistics.
System Stats shows statistics about system resources.
System State shows a snapshot of all system resources.

Flush Configuration deletes existing Firewall, VPN, QoS, Failover,
SNMP, DNS Relay, NAT, VolP, Remote Access, and Static Routes
configurations on the security gateway. The settings are returned to the
factory default. Caution! Use this operation only as a last resort to recover
lost administrator connectivity with the security gateway.

Restore to Factory Defaults deletes all existing configurations except
the license. All configuration parameters are returned to the factory
default configuration except for the license parameter. Unless the security
gateway device is in an inconsistent state (that is, if the configd process is
not running) the license parameter is also returned to the factory default
setting. Caution! Use this operation only as a last resort to recover lost
administrator connectivity with the security gateway.
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Text interface

The Text Interface function uses a text file as a convenient way to export
and import the configuration of a security gateway. Use the Text Interface
to copy the configuration of one security gateway and duplicate the
configuration on another security gateway of the same model.

You can use Text Interface to import and export the following operations:
VPN configuration, firewall configuration, DNS relay configuration, and
security gateway configuration.

Figure 64 Text interface screen

_icix

Debug Text Interface

" Text Interface for SG208 canfiguration

Select Operation S5G208 VPN Configuration

DD CEE irewall Configuration
<vpn vpn-types='s(5G208 DNS Relay Configuration |
<vpndefn secret={5G208 Configuration lt-wpn="H0">
<phasel timelife="31" timeunits="MIN" encalg="3DE3" dhgrp="1" auth="TFEE
<phaseZ compunode="NOLZ53" pfs="N0" espah="E3P">

<ipsecproposalss

<prop timeunits="MIN" authalg="HMAC_ SHA" datalife="0" encalg="3DE3" dat
< /ipsecproposalss

< /phasel>

<localmembers>

<mem mask="255.2Z55.255.0" addr="100.100.100.0" />

</localmemberss

<remotemembers

<tep addr="67.117.71.66">

<mem mask="Z255.255.255.0" addr="17Z.16.13.0"/>

</ teps

< /remotenenbersx

4

Refresh |

. Operation Tips
Text interface for exportfimport of SG208 VPN configuration.

Warning: Applet Window
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To

1.

To

1.

export configuration data:

From the Text Inteface>Text Interface tab, select the operation that
you want to export.

From the Configuration Data area, select all of the text for the
configuration.

Press Control+C, to copy the text.
Open a text editor program.

Press Control+V, to paste the copied configuration into a text editor
file.

Save the text editor file that contains the copied configuration on a
diskette, or other form of storage media.

Import configuration data

From the Text Inteface>Text Interface tab, select the operation for
which you want to import a new configuration.

Click Clear, to delete the configuration in the Configuration Data area.

Open the text file that contains the configuration that you want to
import and select the content. Press Control+C, to copy the text.

Go back to the Text Interface tab screen, press Control+V, to paste
the copied configuration into the Configuration Data area.

Click Save and then OK.
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Chapter 8

Upgrading the VPNos software

Use the Upgrade function to perform an upgrade of the current system
image executing in the security gateway. Upgrade is a stand-alone utility
that uses a CGI process to download a new firmware image from a host
computer into the FLASH memory of the security gateway.

Preparing to upgrade

To perform the upgrade, you must first obtain a copy of the latest security
gateway firmware image from the Avaya download site
http://www.support.avaya.com. This software requires you to have an
active service agreement, and is password protected. You must send an
e-mail to VPNsupport@avaya.com to request a password before you
begin the download. Include your company name and telephone number,
the serial number of the security gateway, and the name and product
number of the release that you want to download.

You can download the file to any computer that can connect to the target
security gateway through either the public port or private port on the
security gateway.

Only administrators with root privileges can upgrade the security
gateway'’s firmware.
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Upgrading the security gateway

When you have your password, go to the Avaya Support Technical
Database Web page at http://support.avaya.com to get the upgrade.

1. Click VPN and Security and select the appropriate security gateway
type to download.

2. Click Software Downloads and follow the links. To begin the
download, click the link that matches the type of security gateway you
want to upgrade.

3. Select Save to save this file on the computer.

4. Browse to find the directory where you want to save the VPNos
download. Click Save.

5. Double-click the downloaded zip file to begin extracting the VPNos
upgrade files. The password screen appears.

6. Enter the password that you received from Avaya technical support.

Note: If “Authentication to the device fails,” the password was not
recognized. Reenter the password. If any other error appears, contact
your customer support center for help.

7. Navigate to the directory where you saved the extracted VPNos
upgrade files and select the subdirectory where the security gateway
firmware is stored.

8. Click Upgrade Now. The security gateway factory default access to
the public port is enabled.

When the new image is downloaded and saved to FLASH memory, a
message is displayed indicating the upgrade was successful.

9. From the Web interface, click Configure>Device>Reboot to reboot
the security gateway. The security gateway is upgraded to the new
release.
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Preconfigured firewall rules

General

The security gateway contains a powerful multi-layer inspection engine to
provide extensive filtering capabilities, essential for a full-time connection
to the Internet. You can configure your own rules, but, as a convenience
in setting up the Firewall on the security gateway, predefined general
firewall rules (templates) can be selected to protect the public, private,
semi-private, DMZ, and maintenance zones.

These predefined firewall rules are grouped into security levels of high,
medium, and low. One firewall security level is applied to the security
gateway, and the rules for each zone are enforced according to the type
of zone being protected. How the template rules are applied to a zone are
described in this appendix.

The Firewall engine uses a rule-based method of packet filtering, where
the priority of the rule is determined by its position in the list (highest is
first priority).

Note: The common services referred to in this appendix include all of the
following:

* Ping

* FTP control, Passive Data FTP
e SSH, TELNET

e HTTP, HTTPS

+ POPS, IMAP, SMTP, and NNTP

Preconfigured firewall rules
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High Security. Selecting high security enforces a set of rules that try to
protect the security gateway itself and the internal network zones. For
high security the following policy is defined:

* Private networks and management networks are considered internal
networks, and can initiate connections to access common services on
the Internet.

* Except for access to the DMZ zone, traffic initiated from the Internet is
denied.

* VPN outgoing and incoming traffic is allowed.

¢ DMZ common services can be accessed from all interfaces. The DMZ
network cannot initiate any traffic.

* The semi-private zone is not considered completely trusted. Access
from semi-private to private zones is allowed only if it is VPN traffic. All
other incoming traffic is blocked.

Medium Security. Selecting medium security enforces the same security
policy as high security for all zones except the semi-private zone. The
semi-private zone with medium security is trusted the same as the private
zone. That is, the same security policy that is enforced on the private
zone is enforced on the semi-private zone. In medium security, semi-
private zone can also access all the resources in the private zone.

Low Security. Selecting low security enforces the same security policy
as specified for medium and the access from the internal network to the
Internet is not limited to only the common services. Access to all TCP and
UDP services are allowed.

The details about rules and what type of traffic is allowed and denied for
each level and zone are in the tables that follow.
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Public zone firewall templates

The public network interface provides connection to the Internet and the
security gateway functions as the firewall/VPN gateway.

Usually the public interface has the strongest firewall policy. Few
incoming packets are allowed and outgoing packets are allowed only for
commonly used services.

The public high security rules are enforced for both incoming and
outgoing packets as follows.

Incoming traffic to the public zone allowed include:
* VPN packets from private, DMZ, Management or Semi-private zones
* ICMP unreachable packets

* Publicly accessible DMZ services allowed include ping, FTP, SSH,
Telnet, HTTP, HTTPS, POP3, IMAP, SMTP, NNTP and DNS.

All other incoming traffic is blocked.

Outgoing traffic from the public zone allowed include:
* Outgoing VPN traffic

* |CMP unreachable

* Ping from any IP to any

* DNS from any IP to any

* Common services originating from all internal networks, private, DMZ,
management and semi-private.

All other outgoing traffic is blocked.

The medium security policy for the public zone is the same as that of the
high security policy.

The low security policy allows all the traffic allowed for medium security. In
addition, all TCP, UDP packets from all networks are allowed to go out.
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Table 7 Public high and medium security firewall rules

Desti-

Direc-

Keep

Rule Name Action [Source nation Service tion Zone State Description
InBoundPublicA|Permit |Any PubliclP |IKE_IN In Public |no Permit incoming
AH/ESP packet
ICMPDestUnreach
InBoundPublicto| Permit |Any DMZNet |ICMPEchoReq(PING)|In Public |Yes Permit incoming
DMZAccess FTP-Ctrl/PassiveF TP traffic to DM2
SSH/TELNET
HTTP/HTTPS
DNS-TCP/DNS-UDP
POP3/IMAP/SMTP
NNTP
InBoundPublicB|Deny  |Any Any Any In Public |No Deny the rest of
lockAll traffic
OutBoundPublic|Permit |PubliclP |Any IKE_OUT Out Public |no Permit outgoing
Access IPSEC_NAT_T_OUT VPN traffic
AH/ESP
ICMPDestUnreach
OutBoundPublic|Permit |Any Any ICMPEchoReq(PING)|Out Public |Yes Permit traffic with
GeneralAccess FTP-Ctrl/PassiveF TP the services to go.
SSH/TELNET come from any
HTTP/HTTPS network.
DNS-TCP/DNS-UDP
POP3/IMAP/SMTP
NNTP
OutBoundPublic|Deny  |Any Any Any Out Public |[No Deny the rest of

BlockAll

traffic
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Table 8 Public low security firewall rules

Rule Name

Action

Source

Destination|

Service

Direc-
tion

Interface

Keep
State

InBoundPublicAccess

Permit

Any

PubliclP

IKE_IN
IPSEC_NAT_T_IN
AH/ESP

ICMPDestUnreach

Public

no

InBoundPublictoDMZAc
cess

Permit

Any

DMZNet

ICMPEchoReq(PING)
FTP-Ctrl/PassiveFTP
SSH/TELNET
HTTP/HTTPS
DNS-TCP/DNS-UDP
POP3/IMAP/SMTP
NNTP

Public

Yes

InBoundPublicBlockAll

Deny

Any

Any

Any

Public

No

OutBoundPublicAccess

Permit

PubliclP

Any

IKE_OUT
IPSEC_NAT _T_OUT
AH/ESP
ICMPDestUnreach

Out

Public

no

OutBoundPublicGeneral
Access

Permit

Any

Any

ICMPEchoRequest(PING)
ALL TCP
ALL UDP

Out

Public

Yes

OutBoundPublicBlockAll

Deny

Any

Any

Any

Out

Public

No

Private zone firewall templates

The private network interface provides connection to the private/corporate
LAN. Private zones are considered trusted networks and because of this
most traffic is allowed.

The private high security rules are enforced for both incoming and

outgoing packets as follows.

Any incoming traffic from the private zone is allowed except traffic that is
destined to the management zone.

For outgoing traffic to the private zone, traffic initiated from DMZ is strictly
denied. All other traffic is allowed.

Preconfigured firewall rules

143



Avaya Security Gateway Configuration Guide

The private medium security rules and the low security rules are the same

as the private high security rules.

Table 9 Private high security firewall rules

. Destina- . Direc- Keep -
Rule Name Action Source tion Service tion Zone State Description
InBoundPrivateToMg |Deny Any Managem |Any In Private |No Traffic to
mtDenyAccess entNet ManagementNetis
denied.
InBoundPrivatePermit Permit Any Any Any In Private |Yes Permit VIIVMGR
All and VP, clear
traffic to PUBLIC
OutBoundPrivateDMZ Deny DMZNet |Any Any Out Private |No Deny traffic from
SemiPriDenyAccess DMZNet and
SemiPrivateNet
OutBoundPrivatePer |Permit Any Any Any Out Private |Yes Permit incoming
mitAll VPN
Table 10 Private medium security firewall
. Destina- . Direc- Keep oo
Rule Name Action |Source tion Service tion Zone State Description
InBoundPrivateDeny |Deny Any Managem|Any In Private  [No Traffic to
Access entNet ManagementNet
is denied.
InBoundPrivatePermit| Permit Any Any Any In Private |Yes Permit WI/
All VMGR and VPN,
clear traffic to
PUBLIC
OutBoundPrivateDen | Deny DMZNet |Any Any Out Private  [No Deny traffic from
yAccess and
SemiPrivateNet
OutBoundPrivatePer |Permit Any Any Any Out Private |Yes Permit incoming
mitAll VPN
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Table 11 Private low security firewall rules

Rule Name |Action |[Source |Destination Service|Direction|Zone Keep State [Description
InBoundPrivat| Deny ManagementNet| Any In Private No Traffic to
eDenyAccess ManagementNet
is denied.
InBoundPrivat| Permit Any Any In Private Yes Permit WI/VMGR
ePermitAll and VPN, clear
traffic to PUBLIC
OutBoundPriv|Deny |DMZNet|Any Any Out Private No Deny traffic from
ateDenyAcce and
SS SemiPrivateNet
OutBoundPriv|Permit Any Any Out Private Yes Permit incoming
ateDenyAll VPN

Semi-private zone firewall templates

A semi-private network interface provides connection to a network whose
equipment can be made physically secure, but whose medium is
vulnerable to attack (such as a Wireless network used within a
corporation’s Private network infrastructure).

Because wireless connections cannot be easily controlled, strict firewall
policy should be enforced on the semi-private interface to limit the access
from the semi-private zone to VPN traffic. Clear traffic to Private and
Management zones is not allowed. Common services to DMZ are allowed
and clear traffic to Public is allowed.

The semi-private high security rules are enforced for both incoming and
outgoing packets as follows.

Incoming traffic to the semi-private zone allowed includes:

* VPN traffic. The VPN tunnel endpoints could be semi-private IP or
Public IP.

* Ping, DNS

¢ ICMP unreachable packets

Preconfigured firewall rules
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The following clear traffic is allowed

* The source is semi-private and the destination is DMZ servers, with
the following common services: PING, FTP control, Passive Data FTP,
SSH, Telnet, HTTP, HTTPs, POP3, IMAP, SMTP, and NNTP.

¢ The destination is Public and the services are FTP, SSH, Telnet, HTTP,
HTTPS, POP3, IMAP, or ICMPechorequest.

All other incoming traffic is blocked.

Outgoing traffic to the semi-private zone that is allowed includes

* Any allowed traffic from other zones

¢ VPN traffic

Table 12 Semi-private high security firewall rules

Destina-

Direc-

Keep

Rule Name |Action |Source tion Service tion Zone State Keep State
InBoundSe |Permit |Any SemiPriva|IKE_IN In SemiPri |No Permit incoming
miPrivateVP telP vate VPN and ICMP
NAccess PubliclP IPSEC_NAT_T_IN unreachable
AH/ESP
ICMPDestUnreach
InBoundSe |Permit |Any SemiPriva|ICMPEchoReq(PING) In SemiPri | Yes Permit incoming
miPrivatePin telP vate PING
gAccess PublicIP
InBoundSe |Permit [Any DMZNet |ICMPEchoReq(PING) In SemiPri|Yes Permit incoming
miPrivatetoD| . vate services to
MZACCess FTP-Ctrl/PassiveFTP DMZNet
SSH/TELNET
HTTP/HTTPS
DNS-TCP/DNS-UDP
POP3/IMAP/SMTP
NNTP
InBoundSe |(Deny |Any DMZNet |Any In SemiPri |No Deny traffic to
miPrivateDe : vate PrivateNet,
nyAccess PrivateNet ManagementNet
and DMZNet
Managem
entNet
SemiPriva
telP
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Table 12 Semi-private high security firewall rules (Continued)

Destina-

Direc-

Keep

Rule Name |Action |[Source tion Service tion Zone State Keep State
InBoundSe |Permit [Any Any ICMPEchoReq(PING) In SemiPri | Yes Permit clear
miPrivatetoP ; vate traffic to Public
ublicAccess FTP-Ctri/PassiveFTP network/VPN
SSH/TELNET traffic with Public
HTTP/HTTPS IP as tunnel
endpoint
DNS-TCP/DNS-UDP
POP3/IMAP/SMTP
NNTP
InBoundSe [Deny |Any Any Any In SemiPri |No Deny the rest of
miPrivateBlo vate traffic
ckAll
OutBoundSe|Permit | SemiPriva|Any IKE_OUT Out SemiPri |No Permit outgoing
m/lalfcré\éztseVP telP . IPSEC_NAT_T_OUT vate VPN traffic.
PubliclP AH
ESP
ICMPDestUnreach
OutBoundSe Permit |Any Any Any Out SemiPri | Yes Permit
miPrivatePe vate everything with
mitAll Keep state. (For
any traffic
initiated from
Private/
ManagementNE
T
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Table 13 Semi-private medium security firewall rules

Rule Name |Action Source Destination |Service Direction Zone Keep State |Description
InBoundSe |Deny Any Managemen Any In SemiPrivate|No Traffic to
miPrivateDe tNet Managemen
nyAccess tNet is
denied.
InBoundSe |Permit Any SemiPrivate|IKE_IN In SemiPrivateno Permit
miPrivateVP IP incoming
NAccess PubliclP IstlE,\?—NAT VPN traffic
- = and ICMP
AH/ESP unreachable
ICMPDestU packet
nreach
InBoundSe |Permit Any Any Any In SemiPrivate|Yes Permit WI/
miPrivatePe VMGR and
rmitAll VPN, clear
traffic to
PUBLIC
OutBoundS |Deny DMZNet Any Any Out SemiPrivate|No Deny traffic
emiPrivateD from
enyAccess DMZNet
OutBoundS |Permit SemiPrivate| Any IKE_OUT |Out SemiPrivate|no Permit
emiPrivateV outgoing
IPSEC_NAT, '
PNAccess PubliclP T oUT VPN traffic
AH/ESP
ICMPDestU
nreach
OutBoundS |Permit Any Any Any Out SemiPrivate|Yes Permit
emiPrivateD incoming
enyAll VPN
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Table 14 Semi-private low security firewall rules

Rule Name |Action/Source |Destination Service Direction|Zone |Keep State|Description
InBoundSemi |Deny |Any ManagementNet| Any In Semi [No Traffic to
PrivateDenyA Private Management
ccess Net is denied.
InBoundSemi |Permit| Any SemiPrivatelP |[IKE_IN In Semi [no Permit
PrivateVPNAC ; Private incoming VPN
cess PubliclP IPSEC_NAT_T_IN traffic and
AH/ESP ICMP
ICMPDestUnreach unreachable
packet
InBoundSemi |Permit|Any Any Any In Semi |Yes Permit WI/
PrivatePermit Private VMGR and
All VPN, clear
traffic to
PUBLIC
OutBoundSe |(Deny |DMZNet |Any Any Out Semi [No Deny traffic
miPrivateDen Private from DMZNet
yAccess
OutBoundSe |Permit|SemiPrival Any IKE_OUT Out Semi |no Permit
miPrivate VPN telP Private outgoing VPN
IPSEC_NAT_T_O )
Access PubliclP uT traffic
AH/ESP
ICMPDestUnreach
OutBoundSe |Permit|Any Any Any Out Semi |Yes Permit
miPrivateDen Private incoming VPN
yAll
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DMZ zone firewall templates

The Demilitarized Zone (DMZ) network interface is typically used to allow
Internet users access to some corporate services without compromising
the private network where sensitive information is stored. For all the
services setup in the DMZ, access is allowed from any network, including
Public, Private, Management and Semi-private. Because the DMZ is not a
trusted network, all outgoing traffic is blocked.

The same security rules are enforced for high security, medium security,
and low security. The DMZ high security rules are enforced for both
incoming and outgoing packets as follows.

Incoming traffic from the DMZ zone are denied.
Outgoing traffic to the DMZ zone allowed includes

* Packets from the following networks: private, management, semi-
private, and the destination is the servers with the common services.

Table 15 DMZ high, medium, and low security firewall rules

Destina- Direc- Keep

Rule Name |Action |Source tion Service tion Zone State Description
InBoundDM (Deny  |Any Any Any In DMZ No Deny the rest of
ZBlockAll traffic
OutBoundD |Permit |Any DMZNet |ICMPEchoReq(PING) Out DMZ Yes Permit outgoing
MZAccess : traffic with the
FTP-Ctrl/PassiveFTP services
SSH/TELNET
HTTP/HTTPS
DNS-TCP/DNS-UDP
POP3/IMAP/SMTP
NNTP
OutBoundD [Deny |Any Any Any Out DMZ No Deny the rest of the
MZBlockAll traffic
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Management zone security

Management interface connection can be configured to simplify network
deployments to eliminate enterprise network dependencies on switches
or routers.

The Management zone is a trusted network similar to the Private zone.
Outgoing traffic is allowed, but incoming traffic is restricted. Only traffic
initiated by the security gateway is allowed.

High, medium and low security rules are the same.

Incoming

All traffic is allowed to come in from the management network.
Outgoing

Only packets from the Management IP to the Management zone are
allowed.

Table 16 Management high, medium, and low security firewall rules

. .. . _|Direc- Keep
Rule Name Action Source Destination Serwcetion Zone State
InBoundManagementinterface [Permit  [Any ManagementIP| Any In Management|No
PermitAccess
InBoundManagementPermitAll | Permit Any Any Any In Management| Yes
OutBoundManagementinterfac|Permit ManagementIP|Any Any Out ManagementNo
eAccess
OutBoundManagementBlockAl| Deny Any Any Any Out ManagementNo
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Appendix B Error messages

Table 17 describes the most common error messages.

Table 17 Error messages

Message

Meaning

Action

Authentication Failed: no such user

A username is not configured

Verify the username and retry to log in

again.

Authentication Failed: incorrect
password

The password is invalid for
the username.

Verify the username and retry to log in

again.

Required information missing.
Configure this user.”

A user tried to log in as
default VPN user, and a
default user is not configured.

Configure the user as part of the
default VPN.

Invalid VSU IP Address/DNS
Name”

During a secure VPN
configuration download
process, the IP address or
the DNS name of the remote
security gateway was invalid.

Confirm your configuration for the
correct address or the DNS name.

Unable to connect to VSU

During a secure VPN
configuration download
process, the connection to
the remote security gateway
failed.

Check configuration and network
connectivity.

VSU connection has been timed out

During the creation of a
secure VPN connection, the
connection timed out.

Restart the connection and log in
again.

validateVPN: VPN: {VPN name}
Option RC5 not supported for
Phase2 Encryption

RC5 encryption is not
supported for IPSec.

Review the type of encryption that is
configured in the IPSec proposal for
the VPN.

validateVPN: VPN: {VPN name}
Option NULL not supported for
Phase2 Encryption

NULL encryption is not
supported for IPSec.

Review the type of encryption that is
configured in the IPSec proposal for
the VPN.

Error messages
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Appendix C

Command line interface

Security levels

Conventions used

This appendix describes the Avaya security gateway command line
interface (CLI) architecture and conventions, and describes how to
access the security gateway to perform limited configuration and
monitoring procedures. The configuration procedure involves establishing
a serial connection to access the CLI of the security gateway.

The Avaya security gateway CLI has two security access levels,
administrator (Root) and monitor.

* Use the admin (Root) level to configure and monitor the operation of
the security gateway.

* Use the monitor level to view the configuration and monitor the
operation of the security gateway.

The following conventions are used in this chapter to convey instructions
and information:

* Mandatory keywords are in bold type.

* Variables that you supply are in angle brackets <>.

* Optional keywords are in square brackets [ ].

* Alternative but mandatory keywords are in braces { } and separated by
a vertical bar |.

* If you enter an alphanumeric string of two words or more, enclose the
string in inverted commas, * .

* Information displayed on screen is displayed in t ext font.

Command line interface
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Keyboard shortcuts and environment

The CLI contains a simple text editor. Table 18 lists the functions of the
editor, and the keyboard commands to perform the functions.

Table 18 Keyboard shortcuts

Keyboard

Functions

Ctrl-L

Clear the screen leaving the current line at the top

Ctrl-A

Move the cursor to the start of the current line

Ctrl-E

Move the cursor to the end of the current line

Ctrl-B or the Left
Arrow key

Move the cursor one character to the left

Ctrl-F or the Right
Arrow key

Move the cursor one character to the right

Esc-F

Move the cursor forward to the end of the next word

Esc-B

Move the cursor back to the start for the current or
previous word

Ctrl-P or the Up
Arrow key

Fetch the previous command from the history list

Ctrl-N or the Down
Arrow key

Fetch the next command from the history list

Ctrl-H or the
Backspace key

Delete the character to the left of the cursor

Ctrl-D

Delete the character at the cursor

Ctrl-X

Delete all characters on the current line

Ctrl-K

Delete all text from the cursor to the end of the line

Ctrl-U

Delete all text from the cursor to the start of the line
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Command syntax

Table 19 Environment

Environment Description

color Enable or disable the colored display. Default setting is
ON. Not all terminals support this feature.

context-prompt Enable or disable context prompt

context-switch Enable or disable automatic context switching

show Disable the current settings of CLI environment

timeout <3..3600> | Sets CLI inactivity timeout to a specified value in
seconds. A zero value disables the timeout. The default
value is 3600.

Commands are case sensitive. You must enter uppercase characters and
lowercase characters exactly as they appear.

The general format of a command is: <command-name><parameters>

Where <command-name> is a keyword or a sequence of keywords
separated that are by spaces, and <parameters> is a parameter or a
sequence of parameters.

Each parameter is defined in either of the following forms: <name>,
<value>, or <name><value> where <name> is a keyboard preceded by
a hyphen (-) symbol (without intervening spaces).

Each parameter <name> in the command syntax must be unique.

The <value> specifies the following:

Command line prompt

When a CLI client logs in to the security gateway, the CLI application
displays the following screen:

Wl cone to S&08
Logi n: yyy
Password: xxxxx
Password accept ed.
SG (super)[ 1] #>

Command line interface
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CLI commands

Five factors determine the appearance of the command line prompt:

Host name of the CLI entity. The host name is used as the prefix of
the command prompt.

Login user name. The login user name is either the root user or
monitor user.

Context level. A context level is shown in a parentheses (), and only
on a local context level.

Command number. Each time a command is entered, an entry is
created in the history buffer. The command number is the index into
the history buffer for the current command. The command number is
shown in square brackets [].

The prompt sign #.

General

The following commands are associated with CLI operations rather than
system configurations.

Command Description

I<num> Execute the specified ‘number’ of
the command in the history
buffer.

I Execute the previous command
in the history buffer.

exit Exit from CLI.

quit Quit from CLI.

history Display the command history.

? Display commands and
command trees.

top Go to the top level of CLI.

up Go up one level from current
level.

version Display the version and time of
the system build.

help Same as ?.
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Command Description
help -all Display all commands the current
CLI supports.
help <keyword> Display the usage and
description of a given command.
help -editing Display the command line editing

keys.

quicksetup <staticip|dhcp|pppoe|show>
[-ip<ip address>] [-mask<netmask>]
[-gateway <gateway>]

[-user<user-name>] [-password<password>]
[-superuser<superuser-name>]
[-superpassword<superuser-password>]
[-date "<newdate>"]

Perform Quick Install from the
security gateway.

The superuser account is used
for VPNmanager’s centralized
management.

The new date string must be in
one of the forms: “mm/dd/yyyy
hh:mm:ss”, “mm/dd/yyyy.”, or
“hh:mm:ss” for the 24-hour clock.

For option staticip, IP-address,
mask, and gateway mandatory
parameters.

For option dhcp, there are no
mandatory parameters.

For option PPPoE, the user and
password are mandatory
parameters.

ping [-c<count>] [-s<packet-size>] [-
ip<ipaddress>]

Ping a host or gateway.

Command line interface
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System commands

Command

Description

system date [-s "<newdate>"] | [-u]

Shows or sets the system
date and time.

Option:

-s set the date andor time of
this system to <newdate>
string.

The newdate string must be
in one of the forms: "mm/dd/
yyyy hh:mm:ss”, "mm/dd/
yyy”, or "hh:mm:ss” for the
24 hour clock.

-u show the time and date in
Coordinated Universal Time
(also known as Greenwich
Mean Time) instead of in the
local time.

system show -info

Displays general system
information. Without options,
it will show the basic system
and network configuration.

-info shows basic system
information.

system reboot

Reboots the system.

system shutdown

Shuts down the system.
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Configure commands

Command

Description

configure arp show

Display the system ARP table.

configure show log

Display the current event log
messages.

configure ike <on | off>

Enable or disable IKE logging.

configure ike show log

Display IKE log

configure firewall show <log | rules | statistics>

Display firewall log messages,
rules, or statistics.

configure interface set <public | private>
[-mode <ipstatic | ipdhcp | ipppoe>] ipdhcp-
relay | ip none>]
[-ip<IPaddress>] [-mask <netmask>] [-
gateway <gateway>] [-user <username>] [-
password <password>]

[-serverip <DHCP relay serverlP>]

Set interface parameters for
public or private port.

Options:

public — Set the interface
parameters for public port.
Mandatory parameters for this
option are:

modec<ipstatic |ipdhcp|
ipppoe>.

<ipstatic> -ip <ipaddress> -
mask <netmask> - gateway
<gateway>

<ipdhcp>
<ipppoe> -user <username> -
password <password>

private —- Set the interface
parameters for the private
port. Mandatory parameters
for this option are:

-mode <ipdhcp-relay | ipnone>

-ip <ipaddress> - mask
<netmask>

-serverip <dhcp relay server
P>

Note: setting up the private
port will cause the local DHCP
server to be turned off.

Command line interface
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Command

Description

configure interface show <traffic | public | public-
backup | private | semi-private | dmz |
management.>

Displays interface statistics.
Shows the basic interface
statistics without any options.
Options:

-traffic Show the interface
traffic statistics

-public Show the public port
statistics

-public-backup Show the
public-backup port statistics

-private Show the private port
statistics

-semi-private Show the semi-
private port statistics

-dmz Show the dmz port
statistics

-management Show the
management port statistics.

configure route add
<IPaddress><netmask><gateway IP>

Add a route entry.

configure route delete <IPaddress><netmask>

Delete a route entry.

configure vpn show <ipsesa | ikesa | packets |
statistics | <vpnname>>

Display one of the VPN
options.

configure ccdservd show <addrmap>

Display CCD client IP address
mapping.

configure ccdservd addrpool <release_all>

Release all chached CCD
client IP addresses.
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Aggressive mode
An IKE mechanism used in the first phase of establishing a security association.
Aggressive mode accomplishes the same authentication negotiating goal
between clients as Main mode but faster (three packets versus six).

AH/ESP
In an IPSec packet, the Authentication Header (AH) and Encapsulation Security
Payload (ESP) header. IKE VPNs authenticate IP packets using either an ESP
header as defined in draft-ietf-ipsec-esp-v2-03.txt, or AH as defined in IETF
draft-ietf-ipsec-auth-header-04.txt.

Alarms
When a security gateway in the VPN reports an alarm condition, details about
the alarm including type, timestamp, and the originating security gateway can
be found in the VPNmanager main screen Alarm pane.

Authentication

Generic

The process of ensuring that the data received is the same data that was sent
from the source.

Local

Local Authentication is used in non-dynamic VPNs (VPNs not using RADIUS or
a directory server (LDAP) as the authentication database). Here, the user is
authenticated from the database stored in the security gateway’s flash memory.
RADIUS

RADIUS Authentication uses an external RADIUS server and database for user
authentication.

LDAP

LDAP Authentication uses the designated directory server database for user
authentication.

Glossary
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Brute Force Attack
A hack attack that attempts to recover a cryptographic key by trying all
reasonable possibilities.

CCD
Client Configuration Download. The protocol used to download the VPN
session parameter configuration file from the security gateway to the remote
client as part of a successful authentication when the security gateway is
configured for Local Authentication.

Certificate Authority
A trusted company or organization that serves as a repository of digital
certificates. Once a CA accepts your public key (with some other proof of
identity), others can then request verification of your public key.

Certificates

Issuer

Issuer Certificates also reside in the security gateway and are used to
authenticate the other side. For example, if the VPNmanager server presents a
certificate for an SSL session, the security gateway must have an Issuer
Certificate that can verify the VPNmanager's certificate is valid. Devices wishing
to use IKE must be validated with an Issuer Certificate. All Issuer certificates are
public.

My Certificates

My Certificates is a list of nine (0 through 8) certificates that exist inside the
security gateway and are used to identify the security gateway to an opposite
endpoint. Requires generation of a public/private key pair where the private key
never leaves the security gateway.

Signing

Similar to the security gateways Issuer Certificates necessary to verify the
VPNmanager Certificate, the Signing Certificates are for the VPNmanager
Console to verify the security gateway Certificate.

Certificate Revocation List (CRL), checking
Certificate Revocation List checking looks to a directory server (maintained by
CAs) to validate a new certificate by searching a list of no longer valid digital
certificates.

DCI
Direct Configuration Interface is a VPNet Technologies, Inc. proprietary protocol
developed to facilitate passing setup and configuration data between the
VPNmanager console and the security gateway. DCI traffic can pass in the
clear if the LAN on which they both reside is behind a firewall, or over SSL if not.
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DES
Data Encryption Standard (DES) is a block-cipher algorithm created by IBM
used to rapidly encrypt large amounts of data at one time. The technique uses a
56-bit key and operates on blocks of 64 bits. SeeTriple DES.

Diffie-Hellman
A popular mechanism used to define the mathematical parameters used during
IKE negotiations. Group 1 specifies use of a 768 bit modulus, Group 2 a
1024 bit modulus (Group 2 is “more secure”).

Digital Certificate
An electronic document used to establish a company’s identity by verifying its
public key. Digital Certificates are issued by a certificate authority.

Domain Name Service (DNS)
The network service that converts text-based names into numeric IP addresses
and vice-versa.

Domains, VPN
A VPN Domain is a collection of Virtual Private Network devices that compose a
Virtual Private Network.

Dynamic VPNs
Dynamic VPNs are VPNs that can be readily scaled as dictated by business
demands. As the remote client user population grows, the authentication and
session configuration information for each new user must necessarily also
grow. By maintaining this information not in the security gateway’s flash
memory but on a dedicated network host device, the number of users becomes
unlimited. Two techniques of achieving this functionality normally used are
LDAP or RADIUS.

Dyna Policy
An Avaya VPN term relating to a dynamic configuration download of VPN
session security parameters to the remote client computer upon connection to a
security gateway. This technique assures maximum security in a VPN session.

Encapsulation
The process of placing the contents of one packet into that of payload of
another packet.

Extranet security gateway
It is possible to create a Group associated with a VSU that is not managed by
your company’s VPNmanager. This happens when creating “extranets,” or
VPNSs between partner corporations. In an extranet, each corporate network
uses VPN components that are managed separately by each company’s
system administrator.

Glossary 165



Avaya Security Gateway Configuration Guide

Firewall
A network device acting as a filter to restrict access to private network
resources from the public. Filtering typically is based on the types of packets
exchanged between two devices on the network.

Heartbeat
A special VPN packet broadcast by a primary security gateway used to facilitate
the resilient tunnel function.

IKE (Internet Key Exchange)
A key-management protocol, IKE defines procedures and packet formats to
establish, negotiate, modify and delete Security Associations (SAs) and defines
payloads for exchanging key generation and authentication data. These formats
provide a consistent framework for transferring key and authentication data
which is independent of the key generation technique, encryption algorithm and
authentication mechanism. Now combined with Oakley to form IKE.

IP Groups
IP Groups are a convenient means of managing your VPN resources. IP
Groups are collections of IP network mask pairs associated with security
gateways, hosts, and workstations located behind the security gateway.

IPSec
The network cryptographic protocols for protecting IP packets.

ISAKMP
The key-management protocol used in conjunction with IPSec.

Issuer Certificates
See Certificates, Issuer

LAN
Local Area Network

LDAP
Lightweight Directory Access Protocol is a simplified version of the standard
X.500 distributed directory model standard. LDAP specifies how a client
accesses a directory server. LDAP has emerged as a favored protocol since it
also handles key management with key and certificate storage.
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Lifetime, Key
Payload key lifetime defines the extent to which a single set of cryptographic
keys is used when applying VPN services to IP packets. Key lifetimes can be
defined by either the amount of data acted on by this single set of cryptographic
keys or the amount of time these keys are used before a key change. The more
often a key is changed, the “more secure” the system, although performance
may be affected by frequent key changes.

LZS
Lempel-Ziv-Stac, a compression algorithm.

Mask Pairs
A network address and network mask. Two 4-byte pairs. For example, 1.1.1.0
and 255.255.255.0.

MIB - Enterprise
The enterprise-specific Management Information Base in the VPNet
Technologies, Inc. security gateways. The Enterprise MIB information allows
the administrator to obtain basic monitoring information such as the network
table, packet counter, and general information regarding the security gateway
using third party software.

MIB-II (Non-Enterprise)
The non-enterprise specific Management Information Base in the VPNet
Technologies, Inc. security gateways. The MIB-II allows the administrator to
obtain basic monitoring information such as device ethernet information, routing
and ARP tables, SNMP traps, packet statistics, and other general information
regarding the security gateway using third party software.

Migration
A utility by which an existing VPNmanager database is converted into an LDAP
database for compatibility with VPNmanager 3.0 or later.

My Certificates
See Certificates, My Certificates

NAT
Network Address Translation (NAT) is a mechanism that allows private (non-
routable) networks to connect to public (routable) networks.

Not My security gateway
If you are creating an extranet, choose “Not My VSU” as the Group’s associated
VSU. Doing this enables the “IP Address of Extranet VSU” entry field. Enter the
IP address of the your partner company’s VSU. This is required if any VPNs
serviced by a VSU-1100, VSU-1010 or VSU-10 are in tunnel mode.

Glossary
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Oakley
A key exchange protocol used in IPSec as part of the Internet Key Exchange
protocol.

Packet Filter
Hardware or software mechanism used in firewalls to discards packets based
on the contents of the packet headers.

Perfect Forward Secrecy
Perfect Forward Secrecy defines a parameter of ISAKMP in which disclosure of
long-term secret keying material does not compromise the secrecy of the
exchanged keys from previous communications. Enabling Perfect Forward
Secrecy is “more secure”. See the |IETF draft-ietf-ipsec-oakley-02.txt for more
information on Perfect Forward Secrecy.

PKI
Public Key Infrastructure is the organization of certificate issuers and certificate
management processes.

Preshared Secret
Preshared Secret is the simplest key management method used to construct a
VPN. Authentication key exchanges between security gateways in the VPN are
based on a single pre-shared secret known to all security gateways.

Public Key Certificate
A special block of data used to identify the owner of a particular public key. It
describes the value of a public key, the key’s owner, and the digital signature of
the issuing authority.

RADIUS
Remote Authentication Dial In User Service is a client/server remote user
authentication protocol in widespread use.

Resilient Tunnel
A mechanism of providing automatic backup of a secure tunnel between two
endpoints. In practical application, a primary security gateway sends a
“heartbeat” packets to a secondary security gateway every few seconds
(configurable). Should the primary security gateway fail, the secondary security
gateway will stop receiving the heartbeat packets. When this happens, the
secondary security gateway switches over and takes on the role of primary
security gateway.
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SA
Security Association is an IPSec agreement between to communicating devices
on which authentication and encryption algorithms (including key lifetimes) are
used.

Session Key
A cryptographic key that has a finite life expectancy, typically for a single
session.

Signing Certificates
See Certificates, Signing

SKIP
Simple Key-Management for Internet Protocol — SKIP differs from ISAKMP
in the area of negotiation. In SKIP, all of the security parameters are identified
within each SKIP secured packet in the form of a SKIP header. The
cryptographic algorithms defining the VPN services in a SKIP VPN are
predefined, instead of negotiated dynamically as in ISAKMP.

Smart Card
A special type of credit-card like authentication device (assigned to an individual
user) that offers a greater degree of private network access security.

Split Tunneling
Split tunneling allows the remote client to simultaneously maintain both a VPN
(secure) connection and a clear connection. This function is active by default,
however, disabling Split Tunneling turns it off allowing only secure VPN traffic
from the remote client’'s computer. Control of Split Tunneling is normally set
when the Dyna-Policy configuration download to the remote client's computer
occurs.

SSL
Secure Sockets Layer is a protocol that provides authentication for servers and
browsers as well as secure communications between a web server and
browser. Used by the VPNmanager Console to communication with the security
gateways and the VPNmanager Server.

Syslog
Syslog enables each security gateway in the VPN to provide logging data to a
specified destination for historical purposes.

Triple DES
A cryptographic algorithm based on DES that encrypts a block of data three
times with different keys.

Glossary
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U
User Groups
User Groups are logical groups in which individual VPN user members reside.
User Groups have a single-level hierarchy. Users can belong to more than one
User Group.
\%
VPN
Virtual Private Network. A VPN allows the sending of sensitive, secured data
through an unsecure network like the Internet by using dynamically created
connections between member of the VPN.
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