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Abstract

This Technical Report (TR) provides a general definition of end-to-end service availability for application to a service
supported by a telecommunications network. This TR is intended as a framework and guide in the development of service-
specific definitions of this concept. Service-specific definitions of this concept will be provided in separate forthcoming TRs.
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End-to-End Service Availability: General Definition

1 PURPOSE

End-to-end service availability has become the major metric for the reliability of a communications
network. Service providers are using this metric as a basis for network design and for Service Level
Agreements (SLAs). However, there is no industry-standard definition for a metric that describes the
availability of a service over a given network taken as a whole.

This Technical Report (TR) provides a general definition of end-to-end service availability for application to a
service supported by a telecommunications network. This TR is intended as a framework and guide in the
development of service-specific definitions of this concept. Service-specific definitions of this concept will be
provided in separate forthcoming TRs.

2 ScOPE

This definition of network availability encompasses several concepts that have not been addressed in
the past. It weights the various point-to-point access pairs across the network in estimating an overall
network availability. It allows for network growth in the time period in which network availability is
measured or estimated. It allows for the estimation not only of the mean network availability, but also
the variability of network availability measures and estimates.

3 APPLICATION

This work has application to SLAs and other statements made concerning network availability.
Currently, the lack of a standard definition for network availability makes any statements of network
availability open to wide and diverse interpretation, potentially leading to serious misunderstandings.

This TR provides a high-level definition of network availability. It assumes perfect knowledge of
service outages and their effects on a network’s customer base. Obtaining such information to such a
perfect degree would undoubtedly require resources far beyond the levels achievable at this time by
service providers. As such, the definition should be viewed as a goal to reach toward. It should be used
as a guide in directing the efforts of service providers to measure and estimate the availability of
service across their networks. It is unlikely that service providers would be able to reach this goal, but
they are encouraged to try to attain it as closely as their resources permit, and understand the
limitations and uncertainties that remain in their measurement of network availability.

The definition is applicable to the design of networks, as well as to the monitoring of existing networks.
The definition allows a network designer to estimate overall network availability for various network

1
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design options. This capability allows the designer to consider not only the expected availability, but
also the variability in availability observed. For example, it is possible that one Network Architecture A
has a higher expected availability than Network Architecture B, but the variability of the availability
measure in B is lower than A. (This can happen when an architecture has greater dependency on one
part of the network that has generally high reliability, but when it fails, impacts the availability
greatly.) The definition described here allows for considering this aspect of network availability. For
example, it is possible to design the network to achieve the best possible result for the 10% quantile
rather than the mean expected availability (i.e., guaranteeing that network availability is no lower than
x 10% of the time.)

4 ReLATED WORK

Work related to this topic has been and continues to be performed by various standards bodies
including ITU-T and ATIS. This section cites examples of such work.

T1.TR.78-2003, Access Availability of Routers in IP-Based Networks.!

T1.513-2003 (R2008), Frame Relay Data Communication Service - Access, User Information Transfer,
Disengagement, and Availability Performance Parameters.!

ITU-T Recommendation Y.1540, IP Packet Transfer & Availability Performance Parameters, December
2002.2

ITU-T Recommendation Y.1540 Amendment 1, Background on IP Service Availability, August 2003.

ATIS Contribution PRQC-2008-004R2, Draft Standard - Availability Metric for IP-Based Networks and
Services (G. Choudhury, Y. Kogan, A. Morton, E. Rojek, & P. Tarapore; February 2008, work in
progress).

5 GENERAL DEFINITION OF END-TO-END SERVICE AVAILABILITY

A communications network is an entity that connects users who access the network through ingress and
egress points. The network is composed of various network elements and links that connect them.
However, to define end-to-end service availability at the highest conceptual level, the network can be
treated as a single entity with ingress and egress points that allow access to the network by its users.
Service availability is the fraction of time that a service is considered available as supported by a system.
In the case of end-to-end service availability for a network, the system is a communications network
and the definition must be extended to represent all access points to the network.

End-to-end service availability for a communications network is the fraction of time that service is
available between an arbitrarily-specified ingress point and arbitrarily-specified egress point to the
communications network. Typically, an access point is expected to be an edge network element;

1 This document is available from the Alliance for Telecommunications Industry Solutions (ATIS), 1200 G Street N.W., Suite
500, Washington, DC 20005. < https:/ /www.atis.org/docstore/default.aspx >

2 This document is available from the International Telecommunications Union. < http:/ /www.itw.int/ITU-T/ >
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however, the level of granularity can be adjusted as needed. For example, an access point could be an
access port if the calculation or data demands that level of granularity.

Given a network with a set of access (ingress and egress) points, a specified service, and a specified
time window, the definition of end-to-end service availability for the network supporting that service
over the duration of the time window is:

ZLZLWU f
ZLZLWU

End-to-End Service Availability =

where fj is the fraction of time that service is available between ingress i and egress j (see 4.3) and N is
the number of access points to the network.

Note that the distinction between f; and f; allows for the possible difference in originating and
terminating service. The wj weights are needed when the access points are different sizes (e.g.,
different numbers of users, different communication bandwidths) and/or have been in-service for
different periods of time. The inclusion of separate wj and wj weights allows for differences in the
direction of service; for example, if service goes from i to j but not j to i, then wj > wj = 0.

The following sections describe the key elements of the definition:

1. Specifying the communications network and its access points.
2. Specifying the wj weights for access point pairs.

3. Specifying service availability f; between access points.

5.1 The Communications Network

In order to define end-to-end service availability, the network must be clearly defined. The limits of
the network (i.e., demarcation points) as defined by the access points must be clearly understood. It is
recognized that services over IP networks (e.g., VoIP services) may span several provider network
domains. In such cases, the assignment of availability for individual providers becomes an issue that
must be dealt with. It is proposed that initial work should focus on assessing availability over a single
provider’s network, and that later efforts can concentrate on tying together end-to-end availability over
several network domains.

The definition of a service outage needs to be agreed upon. Specifically, when is a service considered
to be unavailable? This depends on the type of service.

In general, it is simplest and most practical to define outage as a binary phenomenon -- i.e., the service
is either “up” or “down” based on a specific defined threshold. However, it may be desirable, in a
particular evaluation, to consider the possibility of a “partial outage” - e.g., an outage that permits
limited service delivery due to inadequate bandwidth or network resources. In such cases, agreement
needs to be reached on how to define the f; fractions in the availability definition above. These
fractions could be “pro-rated” according to the degree of partial availability, if reasonable estimates of
such pro-rations are available. Alternately, the fractions could be assigned binary values:
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¢ 1, if X% of traffic is estimated to be conveyed between the end points where the value X = 50, for
example.

¢ 0 otherwise.

The definition of service outage and partial outage for each service is beyond the scope of this
document. However, any calculation of end-to-end service availability should include a description of
the definition of service outage used, as well as how partial outage was estimated if the concept was
used.

5.2 Weights for Access Point Pairs

Access point weights wj should be defined based on the sizes of the access points and the time that
both access points were in service. One possible method for defining the weight for service between
access points i and j is:

Wij = S §j Dij

where s; (s)) is the size of access point i (j) and Dj is the duration of time the network has supported
access points i and j in the time period [Ts, Tg]. For example, consider a wireline circuit network for
voice service where the time window of interest is the year 2004 (i.e.. [Ts, Tg] = [January 1, 2004,
December 31, 2004]). Two access points could be local switches A and B with 30,000 access lines for A
and 20,000 access lines for B. Switch A was in-service for all of 2004 while Switch B was in service for
the last 100 days of 2004. In calculating the end-to-end service availability for voice service in this
network in 2004, the weight for service availability between switches A and B is:

was = 30,000 x 20,000 x 100 = 60,000,000,000.

Access point size may depend on the type of access element, type of network, and/or type of service.
This weight definition requires that access points use the same unit dimensions in defining size. This
may require conversions for access points with different unit dimensions.

Other definitions for weighting can be considered in the discussions. For instance, in IP networks, port
bandwidths can be added together to represent the weight between the two port end points.

5.3 Service Availability Between Two Access Points

The service availability f; is the fraction of time that service was available between the ingress point i
and the egress point j; the ingress point i is the point at which service was initiated and the egress
point j is the point to which ingress point i desires communication. This fraction encompasses any
impacts on service, including impacts from loss of point-to-point connectivity or any failure in the
network that affects the user’s ability to communicate. Given the time period of interest was between
times Ts and T and given M periods of service outage from ingress point i to egress point j were
identified with durations Oy, Oy, Os,...,0Ou, then the service availability f;; is :

4
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fij=1fOI'M=OOI'

M
0]
>

=l Tty M >0
ij

ij

The definition of service outage period between two access points varies from service to service. These
definitions will be addressed separately in each service-specific document. In general, a service outage
includes inability to initiate a service attempt, inability to terminate a service attempt, unsatisfactory
quality for service in progress, and interruption of service in progress. By varying the definition of
service outage, end-to-end service availability at different grades of service can be estimated.

The definitions should consider failure modes to be addressed; the metric could encompass any service
outage, including those resulting from hardware failures, software failures, physical damage (e.g., fiber
cuts), procedural errors, database errors, maintenance, and traffic congestion.

5.4 Example Calculation of End-to-End Service Availability

Consider a small network of N=5 access points with the following sizes in terms of thousands of lines:

Access Node Size
i Si

10

20

1
2
3 30
4
5

40
50

We wish to calculate the end-to-end service availability for this network over the past year. All access
nodes except Access Node 1 were in-service for the full year; Access Node 1 was in-service only for the
last six months. The in-service time Dj; for all access point combinations is shown in the following table
in months:

D Access Access Access Access Access

(months) Node 1 Node 2 Node 3 Node 4 Node 5
Access Node 1 6 6 6 6 6
Access Node 2 6 12 12 12 12
Access Node 3 6 12 12 12 12
Access Node 4 6 12 12 12 12
Access Node 5 6 12 12 12 12
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The weights wj; = s; s; Dj; for the calculation are:

Access Access Access Access Access

Wij Node 1 Node 2 Node 3 Node 4 Node 5
Access Node 1 600 1200 1800 2400 3000
Access Node 2 1200 4800 7200 9600 12000
Access Node 3 1800 7200 10800 14400 18000
Access Node 4 2400 9600 14400 19200 24000
Access Node 5 3000 12000 18000 24000 30000

The sum of the weights in the table is ZLZLWU = 252600.

The availability f; of service between access point pairs, using empirical data as measured over the year
under consideration, is shown in the following table:

Access Access Access Access Access

fi; Node 1 Node 2 Node 3 Node 4 Node 5
Access Node 1 0.99999 0.99990 0.99995 0.99999 0.99999
Access Node 2 0.99991 0.99999 0.99999 0.99999 0.99999
Access Node 3 0.99995 0.99999 0.99999 0.99998 0.99999
Access Node 4 0.99999 0.99999 0.99998 0.99999 0.99997
Access Node 5 0.99999 0.99999 0.99999 0.99997 0.99999

The following table shows the products of availability and weight for each access point pair (wj f;):

Access Access Access Access Access
wi; fij Node 1 Node 2 Node 3 Node 4 Node 5

Access Node 1 599.994 1199.880 1799.910 2399.976 2999.970
Access Node 2 1199.892 4799.952 7199.928 9599.904 11999.880
Access Node 3 1799.910 7199.928 10799.892 14399.712 17999.820
Access Node 4 2399.976 9599.904 14399.712 19199.808 23999.280
Access Node 5 2999.970 | 11999.880 17999.820 23999.280 29999.700

The sum of the values in this table is ZLZLWU f; = 252595.878.
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The end-to-end service availability for this network over the year considered is:

S Wity 252600

= =0.99998368.
ZN ZN W. 252595.878
i=14mdj=1""1

6 EQUIVALENT DEFINITION OF END-TO-END SERVICE AVAILABILITY

6.1 Definition in Terms of Weighted Downtime

The definition of end-to-end service availability is given in terms of a summation over access point
pairs. This is useful conceptually as it defines the end-to-end service availability for the network as a
weighted average of the service availability of access point pairs. At times, it can be useful to apply the
definition in terms of weighted downtime:

Zi,\ilzlj\l:lwij fij _1 M
ZiNzlzlj\l:lWii Z:\;Z’J\L Wij

End-to-End Service Availability =

where M service outages with durations O, Oz, O3,...,Om, occurred in the network during the time
period [Ts, Tg]. Each outage duration has a corresponding weight Sn reflecting the number of access
point pairs affected by the outage and the sizes of the access points affected:

Sp = ZLZL'iijiSJ‘

where [jm = 1 if service from access point i to access point j was unavailable from outage m and 0
otherwise.

6.2 Example of Prediction of End-to-End Service Availability

The above definition of end-to-end service availability as the weighted sum of outage durations is
useful as the basis for prediction. Consider a communications network with N = 50,000 access points
each serving 1,000 users. The network also consists of 200 distribution network elements which
provide the access points with an interface to a core backbone IP network. Modeling of the network
predicts an average of 3302.2 service outages per year as a result of failures in the network. The table
below describes the service outages resulting from these failures:
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Access Point
Failure Outages Duration (mins) Pairs Affected | Product
Access Point 3000 90 99999 26999730000
Distribution Facility 300 300 99999 8999910000
Distribution Element 2 180 24937500 8977500000
Core 0.2 180 250000000 9000000000
SUM= 53977140000

The first line indicates that modeling predicts an average of 3000 service outages per year, each having
a duration of 90 minutes on average; each outage affects 99,999 access point pairs (50,000 pairs
originating from the failed access point and 49,999 terminating to the access point, thus eliminating
double counting of the failed access point). The other lines of the table are calculated in a similar
fashion. The final column is the product of the other three columns. Dividing the sum of this column
by the number of access point pair minutes in a year:

Access point pair minutes in a year = 50,0002 x 365 x 24 x 60 = 1314000000000000

and subtracting the result from 1 gives a predicted end-to-end service availability of 99.9959%.

NOTE - To simplify the calculation of the example, the access point size of 1,000 users has been ignored; this can be
done here since all access points are assumed to have the same size.

Assuming Poisson distributions for the numbers of outages per year and exponential distributions for
outage durations, a distribution of end-to-end service availability for this network over a year of service
can be estimated using Monte Carlo simulation. The table below shows key quantiles for the
distribution of availability in the example:

Quantile .005 .025 .05 5 .95 975 .995

99.9806 | 99.9891 | 99.9915 | 99.9966 | 99.9973 | 99.9973 | 99.9974

Availability (%)

The distribution shows that in about half of the years, end-to-end service availability is slightly better
than the average of 99.9959%. However, it also shows that a significant chance exists for this
availability to be much lower than the average. The skewed nature of this distribution should be
considered when setting SLAs for the network.

7 ESTIMATION OF END-TO-END SERVICE AVAILABILITY

Exact measurement of end-to-end service availability for a network over a specified time period would
require continual monitoring of the service capability for each pair of access points in the network. In

8
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ases, such a measurement process would be a prohibitively difficult endeavor. In such cases,

sufficient results can be achieved through sampling service capability over the user base and time. It
may be possible to estimate end-to-end service availability based on user experience (e.g., user calls
blocked, packets lost from user attempts), but such results may require statistical adjustment for bias.

8 CONCLUSION

It is recognized that end-to-end service availability is a complex issue and will require careful and
extensive deliberations. Itis proposed that the work should be progressed in the following manner:

¢ Availability Definitions: Reach agreement on desired end-to-end service availability

It is pr

definitions/metrics, for a variety of services, over a range of different network types. All
assumptions and limitations must be recognized and recorded. Given the range of possible
services, it is proposed that PRQC start with the known problem of traditional voice PSTN
service and then apply the metric towards Voice over IP (VoIP) services. With the experiences
gained, other packet-based services such as Virtual Private Network (VPN) services can be
addressed later.

Outage Measurement Methodology and Practical Limitations: The ability to measure service outages
and establish their correlation with network element failures must be clearly examined in
thorough detail for a variety of network/element types. The pros and cons of all capabilities
such as sampling, packet probes, element-based reporting, customer-driven trouble ticket
reporting, etc., must be carefully examined. Limitations on short-term outages (e.g., < 1 minute
outage durations) and the eventual impact on service availability must be clearly understood.
The ability to accurately measure the impact of “partial outages” (see 5.1) must be studied in
detail. The goal is to understand the practical limitations of carrying out the various
measurements in support of the availability metric definitions agreed to as part of the first step.

oposed that the full range of work may require several documents. Given the complexity of this

topic, that may be the best way forward. It is suggested that, initially, PRQC should produce these
documents in the form of TRs. When greater understanding of the topic has been achieved, the reports

can be

considered for formal standardization.

9 ABBREVIATIONS AND ACRONYMS

ANSI
ATIS
ATM
IETF
1P

American National Standards Institute

Alliance for Telecommunications Industry Solutions
Asynchronous Transfer Mode

Internet Engineering Task Force

Internet Protocol

ITU-T International Telecommunications Union - Telecommunications Standardization Sector

PRQC | Network Performance, Reliability, and Quality of Service Committee
PSTN | Public Switched Telephone Network
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QoS Quality of Service

SLA Service Level Agreement
VolIP Voice over IP

VPN Virtual Private Network
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