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American National Standard for Telecommunications —

Reliablility-related Metrics and Terminology for
Network Elements in Evolving Communications Networks

1 INTRODUCTION

1.1 Scope

This standard defines Functional Element (FE) and Network Element (NE) reliability-related
terminology, metrics, and features for evolving communications networks. The term reliability-related
refers to “reliability, availability, maintainability and survivability.” The standard is applicable to any
layer 1 to 8 FE and NE.

1.2 Purpose

The purpose of this standard is to define a modernized and expanded set of reliability-related
terminology, metrics, and feature definitions to facilitate the setting of clear, consistent and complete
objectives. The intent is to have a standard that is non-implementation specific. The nomenclature and
methodology defined is technology agnostic and not implementation specific.

This standard:

1. Specifies reliability-related objectives: Service Providers may use this standard to set reliability-
related requirements and Vendors may use this standard as input to product planning and
design.

2. Compare objectives, predictions and actual reliability-related metric values for different Solutions: This
standard may be used to characterize, compare and contrast reliability Solutions in a consistent
way.

3. Facilitates risk management of critical reliability-related feature development: The design parameters
of critical reliability-related features can be reported to the Service Provider by reporting
outputs from the development process such as predictions and test results.

4. Facilitates tracking reliability-related in-service field performance: Vendors and Service Providers can
track actual performance and compare them against objectives to drive corrective and
preventive action plans.

1.3 Rationale

Many existing reliability-related terminology, metrics, and features have been exhaustively described
in several documents (see clause 1.4). Many of the metrics were defined to support traditional voice-
based public telephone networks and services where nodal failure mode objectives were set largely
independently of how the NE was configured in the network. This standard builds on this body of
knowledge by adapting existing definitions to suit network elements as the network is transformed to a
converged multi-service packet-based network. Thus, this standard offers the convenience of
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consolidating the necessary set of reliability-related metrics and definitions, including expanding the
metrics and features to reflect networking-related attributes.

By providing a consistent set of metrics and feature definitions, this standard will enable the
comparison of various Solutions. The metrics incorporate both nodal and network reliability-related
attributes for a more comprehensive set of reliability-related objectives. Lastly, since the document
differentiates between external and internal reliability-related metrics, it provides vendors more
flexibility to innovate to meet reliability-related objectives.

1.4 Normative References

The following standard contains provisions which, through reference in this text, constitute provisions
of this American National Standard. At the time of publication, the edition indicated was valid. All
standards are subject to revision, and the parties to agreements based on this American National
Standard are encouraged to investigate the possibility of applying the most recent edition of the
standard indicated below.

T1.TR.70-2001, A Reliability/Availability Framework for IP-Based Networks and Services.!

T1.TR.78-2003, Access Availability of Routers in IP-Based Networks.!

GR-512, LSSGR-Reliability.2

GR-929, ROMS-Wireline.2

GR-1110, BSSGR-ATM.2

GR-63, NEBS.2

1.5 Document Definitions

1.5.1 Entity: Refers to any of: Network Service, Solution, Functional Element, Network Element, NE
Feature, Hardware module, Software module, hardware component, etc.

1.5.2 Feature: A functional capability of a network element.

1.5.3 Functional Element: A logical system that fulfills a network function. It can be implemented by
one or more network elements

1.5.4 Network Element: A physical unit of a Solution that is interconnected (wireline or wireless) to
other network elements. Routers, switches, and gateways are examples of network elements.

1.5.5 Solution: One or more functional elements that operate together as a system to provide one or
more Services to end-users or end devices.

1.6 Abbreviations, Acronyms, and Symbols

ANSI American National Standards Institute

ATIS Alliance for Telecommunications Industry Solutions

1 This document is available from the Alliance for Telecommunications Industry Solutions (ATIS), 1200 G Street N.W., Suite
500, Washington, DC 20005. <http://www.atis.org>

2 Telcordia documents are available from Industry Direct Sales, Telcordia, 8 Corporate Place, PYA 3A-184, Piscataway, NJ,
08854-4156, or: < http:/ /telecom-info.telcordia.com >.

2
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EMI Electromagnetic Interference
ESD Electrostatic Discharge

FE Functional Element

FRU Field Replaceable Unit

1/0 Input/Ouput

NGN Next Generation Network
NE Network Element

OAM& Operations, Administration, Maintenance, and Provisioning

PSTN Public Switched Telephone Network

1.7 Key Concepts

¢ Anatomy of a Reliability-related measurement or objective.

Figure 1 illustrates the key attributes of a reliability-related metric that are required for
completeness and unambiguous measurement. (Note the 30 second outage threshold is used for
illustrative purposes.)

i Metric ~ Metric Unit of
Entity Type Value Measure
A A
r A /_H (_L\ 4 N
Internet Access Downtime =5.3 minutes per year

where an outage is unacceptable perf- Metric
ormance lasting longer than 30 seconds

Criteria
a. All useful-life equipment failures
b. All procedural errors Compliance
c. Does not include ‘Acts of God’ Scope

d. 24x7

Figure 1 - Example of Reliability-related Metric

The Entity describes what is being measured: a service, a network element, etc. The metric type
signifies which reliability-related attribute is being specified, predicted or measured. The metric
value is the actual specified, predicted or measured amount®. The metric criterion defines the
threshold that determines if a failure event contributes to the metric value. Lastly, the
compliance conditions define the failure events and time period under which the metric applies.
To be complete and unambiguous, all reliability-related metrics must incorporate all these
attributes

¢ Satisfying customer expectations requires addressing reliability-related aspects across the
complete lifecycle of products and solutions, where reliability-related metrics are used to
quantify the requirements, design, test results, and field performance.

0 Customer expectations are translated into measurable objectives.

3 In measured cases, statistical confidence parameters should be defined.

3
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0 System design is analyzed and modeled to ensure the design is inherently capable of
meeting objectives.

0 Detail designs are analyzed, modeled, and tested to ensure the design implementation
meets the objectives.

0 Field tracking is done and measured values are compared to drive reliability corrective
and preventive action plans. Population sizes and measurement period duration must be
considered to determine the statistical significance of departures of measured values
from objectives.

¢ A NE incorporates capabilities to ensure it is reliable, robust, and maintainable.

Good network design starts with reliable, robust, and maintainable network elements.
Equipment reliability requires good design practices to ensure low hardware and software
failure rates and robustness to environmental, external power, and traffic load extremes. It
requires good human factors design to minimize procedural error, and it requires the right
security features to prevent service outages or degradation due to denial of service attacks.
Equipment maintainability requires packaging strategies and diagnostic features to ensure good
fault isolation for minimal repair times and minimal spares inventory costs.

¢ NEs incorporate network protection and restoration features that must interwork for
successful recovery from network failures.

Reliable and maintainable network elements are not sufficient to design networks that provide
reliable and available services. Network elements require network protection and restoration
features that communicate fault information with each other for successful failure detection,
recovery and repair.

¢ Functional Element reliability-related performance can be achieved via a number of fault-
tolerant design options by using one or more NE's.

A functional element (FE) is a logical system that fulfills a network function. It can be
implemented by one or more network elements. There are two types of fault-tolerant design
strategies: 1. intra-NE (internal to a NE), such as redundant control processors; and 2. inter-NE
(between NE’s), such as dual-homed network elements. A reliability-related objective -- such as
total system downtime -- when applied to a network element, specifies only intra-NE fault-
tolerant design strategy. This design is not always the most optimal in providing reliability. In
some network scenarios, redundant network elements without internal redundancy can
provide equivalent or higher levels of service reliability. For the next generation network - a
multi-service packet-based network - design flexibility is a necessity to satisfy the broad range
of service reliability expectations. For this reason, reliability-related objectives should be applied
to functional elements as well.

The following is an example to illustrate the application functional elements to define different
fault-tolerant design options. Let us assume that there are two NE types that the network
designer can use to implement the functional element: 1. the FFT NE (fully fault-tolerant
network element), which has a total system downtime of 2 minutes per year; and 2. the PFT NE
(partially fault-tolerant network element), which has a total system downtime of 10 minutes per
year.

As Figure 2 illustrates, Option A uses two independent PFT NEs networked together to achieve a total
FE downtime of less than 0.001 minutes per year. This option has the benefit of protecting the
customer’s service from site outages. Option B uses one FFT NE to achieve a FE downtime of 2 minutes

4
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per year. And Option C employs one PFT NE to achieve a FE downtime of 10 minutes per year. The
latter option is applicable where the service is considered non-critical.

NOTE - For successful failure recovery in Option A, the network recovery mechanism requires signaling between the
network elements so that they can co-operate in the recovery.

Configuration Network Elements
| an = =)
,&:ﬁ; , Core .
25 Fully fault tolerant Partially fault tolerant
] network element network element
Cereversrsereseserertsrerirrrrasase® 4 (2 min/yr) (10 mln/yr)
Option A: Option B: Option C:
Dual Access using two Single Access using Single Access using one
partially fault tolerant one fully fault tolerant partially fault tolerant
network elements network element network element

FE Total System Downtime FE Total System Downtime FE Total System Downtime
=< 0.001 minutes per year =< 2 minute per year =< 10 minutes per year

Figure 2 - Redundancy Options using Functional Elements

1.8 Document Organization

The standard is organized into four sections: a section on reliability-related terminology definitions
followed by three sections aligned to the levels of requirement types (see Figure 3), each dependent on
the next underlying level.

Reliability-related
External Metrics

Reliability-related
Internal Features and
Metrics

Reliability-related
Development Process
Outputs

Reliability-related
Terminology

Figure 3 - Standard Structure
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The Reliability-related External Metrics section defines the FE’s external reliability-related attributes that
are observable, measurable, in-service metrics. They include service downtime, mean-time-to-repair,
and maintenance actions. These metrics may be used by Service Providers to specify their reliability-
related requirements, to set contractual agreements, or to monitor actual field performance.

The Reliability-related Internal Features and Metrics section defines the FE’s internal reliability-related
capabilities and the metrics that are required to meet the external metrics” objectives. An example is the
provision of network element redundancy where a key internal metric is fault coverage that is required
to meet a specific value such that the external reliability metric - downtime - is met. Internal metrics
may be defined to demonstrate how the solution satisfies the Service Provider’s requirements for
external metrics.

The Reliability-related Development Process Outputs section defines the subset of the Solution Vendor’s
development process outputs required by the Service Provider to help manage product introduction
risk.

The Reliability-related Terminology section defines generic terminology to support consistent use of
reliability-related language.

2 RELIABILITY-RELATED EXTERNAL METRICS

2.1 Setting Objectives

The following metrics provide a means for establishing reliability performance objectives. After the
establishment of objectives, field performance data may be used to quantify the degree to which
specific solutions meet the objectives. And finally, the objectives may be used for field tracking of
actual performance to drive corrective and preventive actions.

NOTE: Reliability-related budgets for Vendor-attributed and Provider-attributed contributions can be set by Service
Providers; however, equipment-related budgets such as hardware and software which are implementation-specific
should be set by the Solution Vendor.

The document’s terminology uses shall throughout, though it is the responsibility of the person or
persons who set the objectives to decide which metric objectives should be mandatory.

2.2 Reliability-related Requirements

1. Predicted and/or field measured values shall be provided for the following reliability-related
metrics for the functional element as configured in target network configurations.

2. Reliability-related budgets shall be defined and divided between vendor- and provider-
attributed contributions for each of the service-affecting reliability-related metrics.

3. A description of the methodology, measured conditions such as time period and population,
and assumptions used to compute or measure the metric values shall be provided.

4. A functional element’s single points of equipment failure that require manual repair to restore
service shall not impact the service for more than n simultaneous service-users*.

4 The Service Provider should define n for each service or customer type.

6
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5. External metric objectives for a specified set of failure events including all or some of the
following shall be met:

a. Useful-life software and hardware failures.

b. Normal OAM&P activities assuming an average upgrade frequency of m upgrades per
NE per unit of time, where m is based on the Service Provider’s upgrade policy.

c. Procedural errors (some or all of vendor-attributed, service provider-attributed, service
customer-attributed).

Cable cuts and facility failures.
Disasters.
Physical and cyber attacks.

w " e oo

Traffic overloads less than x times the rated load, where x is a specified factor greater
than the functional limit for adequate performance.

h. For unattended offices assuming a travel time of z hours, where z is the average time to
select a replacement spare and travel to the site to initiate the repair action.

6. External metric objectives shall be met either for a 24 x 7 operating period, or for a time period
that excludes planned maintenance windows.

7. The early life period for hardware reliability shall not last longer than I months at which time
the Field Replaceable Unit (FRU) return rate shall be within specified objectives for statistically
significant populations.

8. The external reliability-related metrics are defined as follows:

¢

Customer Service Downtime: The FE shall ensure that the service performance, as experienced
by the Service Customer, shall not degrade below a service availability performance
threshold or a duration longer than to seconds for a long term average of > z minutes unit of
time during a set measurement period, where to is the criterion for service
outage/unavailability.

Customer Service Failure Frequency: The FE shall ensure that the service failure rate, as
experienced by the Service Customer, shall not average greater than ‘f,” occurrences per unit
of time where a service failure results in the end-user or end-device having to re-try to
establish service or to re-try a service transaction.

Total FE Outage downtime: The entire FE bandwidth shall not be completely out of service or
degrade below a service availability performance threshold for durations longer than to
seconds for a long term average of > z minutes unit of time of a set measurement period,
where to is the criterion for service outage/unavailability.

Total FE Outage Frequency: The average frequency of occurrence of the entire FE’s bandwidth
degrading below a service availability performance threshold for durations longer than to
seconds shall not exceed ‘f,” occurrences per unit of time.

Partial FE Outage Downtime: No more than p% of FE bandwidth shall be out of service or
degrade below a service availability performance threshold for a duration longer than to
seconds for a long term average > u minutes of a set measurement period, where to is the
criterion for service outage/unavailability.

Partial FE Outage Frequency: The average frequency occurrence of p% of FE’s bandwidth
degrading below a service availability performance threshold for durations longer than to
seconds shall not exceed “f,," occurrences per unit of time.

FE Management Control Downtime: The FE's management control functionality shall not be
unavailable for durations longer than t. seconds for a long term average > w minutes per

7
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unit of time of any measurement period, where t. is the criterion for FE management control
outage.

Weighted Bandwidth Unavailability: The ratio of total bandwidth-weighted unavailable
seconds of FE ports by total bandwidth-weighted available seconds during a set
measurement period (hour, day, month, etc.) shall be less than b%, where unavailability of a
port means that the port is out of service or below a service performance threshold for
durations longer than t, seconds.

FRU Total Mean-time-to Repair: FRUs shall be less than » minutes measured from the time of
FRU failure to when a replacement unit has been successfully placed back into service. This
metric includes travel and administrative time.

FRU Intrinsic Mean-time-to Repair: FRUs shall average over a specified period less than r
minutes measured from the start of the repair action to when a replacement unit has been
successfully placed back into service. This metric excludes travel time, administrative time,
and the assumption that spares are available. This metric measures the effectiveness of the
NE’s diagnostics. Objectives should be set based on type or criticality of the FRU.

FE Maintenance Actions: The frequency of FE maintenance actions per unit of time. This
attribute can also be normalized to such metrics as the number of service-users, the number
of ports, the amount of bandwidth, etc. The objectives must be set for a defined
configuration, size and engineered values.

Total FE FRU Return Rate: The frequency of FRU returns per unit of time. This attribute can
also be normalized to such metrics as the number of service-users, the number of ports, the
amount of bandwidth, etc. The objectives must be set for a defined configuration, size, and
engineered values.

Individual FRU Return Rate: The NE shall package the hardware into FRUs at a size and
return rate that minimizes repair and inventory costs without adversely degrading system
complexity and cost. The objective average FRU return rate shall be less than v% per year.

3 RELIABILITY-RELATED INTERNAL FEATURES AND METRICS

The following is a list of basic reliability-related features and capabilities required to achieve the FE
Reliability-related external metrics objectives. They are grouped into the following categories:

¢
¢

Hardening: To prevent the occurrence of a failure event.

Fault Tolerance: A design’s capability to prevent or reduce the impact of failure events on service
or OAM&P functionality.

Fault Management: To facilitate the containment of a failure and effective repair back to the
network system’s normal operating state.

3.1 Hardening Features

The Solution shall be capable of preventing the following external failure events from causing a
functional or equipment failure of the FE as follows:

1. NE Functional Integrity: The NE shall not experience a functional failure or equipment failure

within the specified limits of the Service Provider’s operating environment: climate, operational
vibration, earthquake, EMI/ESD, and supplied power.

8
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Traffic Robustness: Service Customer traffic and control message overloads of x times the
specified level shall not cause a service outage.

OAMG&P Robustness: There shall be no impact on established service from non-service-affecting
management commands and queries. All potentially service-affecting OAM&P activities shall
require command confirmation to minimize accidental service outage.

Human Interface Design Integrity: The physical design and customer operational documentation
shall minimize craft person error.

The Solution Vendor shall provide test or field data for the Solution to demonstrate that the preceding
hardening capabilities are met.

3.2

Fault Tolerance Features

The Solution Vendor shall provide both the design specification and the test results for the applicable
fault-tolerant features used by the Solution to meet the external reliability-related metric objectives.
These features mask or mitigate the impact on service due to specified failure events by using internal
and/or network fault tolerance features. They are:

¢

Network Protection/Restoration: When configured in a network solution, the NE shall meet the
network solution’s network protection/restoration features inter-NE signaling specifications for
the complete detection-recovery-repair cycle. Recovery of network services should recover in < T,
seconds to a predetermined recovery state where the Network Solution is meeting functional and
performance requirements. The total recovery time (T, ) is the sum of the times to detect, to
notify for recovery, and to recover to a pre-determined recovery state.

T: = ta + t, where:
ta = Fault detection time
t: = Sum of the time interval for processing and transmitting a fault detection signal

AND {the time to recover to the original state in case of a transient failure OR the
time to recover to a state where the functional requirements are met}.

Hardware Fault Tolerance: The FE shall automatically detect and recover from ¢ % of the hardware
failure rate that impact greater than x % of the customer ports in < t;, seconds. The detection
time should be < t4n seconds.

Software Fault Tolerance: The NE shall automatically detect and recover from ¢ % of the system
software failure rate to at least a minimal operating configuration of non-failed hardware and a
non-corrupted copy of system software in < ts seconds for a specified reference configuration.

External Power Protection: The NE shall have the capability to automatically recover from external
power outages and survive for a duration > x hours without impact on customer service.

Internal Power Supply Protection: The NE shall recover from any single internal power supply or
power distribution failure without impact on service.

Manual Recovery: The NE shall have the ability for on-site and remote manual recovery from total
outage to at least a minimal operating configuration of non-failed hardware and a non-corrupted
copy of system software in less than x minutes for a specified reference configuration.

In-service Software Upgrades: The FE shall be capable of downloading software upgrades without
impacting service and installing the software image where the FE’s service interruption time
shall be less than x seconds for a specified reference configuration.
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In-service Software Upgrade Resiliency: The NE shall have the capability to automatically recover
from failed software upgrades and patch applications. It shall recover in less than x seconds for a
specified reference configuration.

In-service FRU Upgrades: FRU replacements shall not require the powering down of the NE.

Management Control Fault Tolerance: The NE shall automatically detect and recover from
management control hardware failures in less than x1 seconds and shall automatically detect and
recover from management control software failures in less than x2 seconds for a specified
reference configuration. Recovery shall not impact customer services.

Multiple Control Plane Separation: When the NE supports multiple control planes, failure of one
shall not impact the other control plane(s).

I/O Port Duplication: The NE shall provide I/O port protection based on service criticality, that
automatically detects and recovers from > x % port hardware and link failures in < ti1 seconds.
The detection time should < tq seconds.

3.3 Fault Management Features

The Solution Vendor’s NE shall provide the following fault management features which are used to
contain, isolate, and record failed equipment (locally and remotely) for effective repair and field
tracking.

¢

Equipment Fault Recording: For all equipment failures, the NE shall record module identification
(software and hardware), time of the event, and time of return to service.

Link Fault Recording: For all link failures, the NE shall record link identification, time of the event,
and time of return to service.

Overload Fault Recording: For all service-affecting traffic overload events, the NE should record
ports impacted, level of the overload, time of the event, and time of return to service.

Fault Record Storage: The NE shall be capable of storing all equipment, link, and overload records
for ‘n’ hours or ‘m’ records.

Fault Record Communication: The NE shall be capable of sending the Fault Records to a remote
location either automatically or on request.

NE Local Diagnostics: A set of system diagnostics shall be available to meet the intrinsic mean-
time-to repair objectives by being able to isolate NE’s failures to the FRU for > x% of the NE's
equipment hardware failure rates.

NE Remote Diagnostics: A set of remote diagnostics shall be available to meet the total mean-time-
to repair objective by isolating faults to the node or link for > y% of the NE’s or link’s failure rate.

System Reset: NE shall provide capability to have its system level and shelf level control software
individually reset locally or remotely through software commands.

The Solution Vendor shall provide reliability-related metric predictions, test results, or field results to
demonstrate compliance.
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4 RELIABILITY PROGRAM RESULTS

The following are the key outputs from the Vendor’s reliability program required by Service Providers
to help manage the FE reliability, availability, maintainability, and survivability risk across the NE’s
lifecycle. The Vendor shall be required to produce all of these outputs unless specifically notified to the
contrary by a Service Provider.

1.

The Vendor shall provide an up-to-date list of non-compliant reliability-related items and a plan
for full compliance.

The Vendor shall provide to the Service Provider documentation concerning key internal
development and support processes and practices including hardware and software design and
engineering policies for reliability. This documentation should include descriptions of how the
Vendor monitors and controls each of these key internal processes.

The Vendor shall provide reliability-related predictions for planning maintenance and sparing
inventory programs.

The Vendor shall track and report the actual field performance of the external reliability-related
metrics and compare with objectives.

The Vendor shall do root cause analysis on non-compliant external reliability-related metrics
and report effectiveness to the Service Provider of corrective and preventive action plans.

5 RELIABILITY-RELATED TERMINOLOGY DEFINITIONS

This section defines basic reliability-related terms:

L

Awvailability is the proportion of the operating time in which an entity meets its in-service
functional and performance requirements in its intended environment.

Failure is the occurrence of an event in which an entity does not meet its in-service functional and
performance requirements or expectations.

Failure Frequency is the rate of occurrence of failure (in time or in number of operations) of an
entity to meet its in-service functional and performance requirements in its intended
environment.

Failure Recovery Coverage is the fraction of the recoverable failure rate of fault-tolerant equipment
that is successfully detected and recovered.

Failure Isolation Coverage is the fraction of the failure rate of an FRU that can be isolated to the
failed FRU by the NE’s diagnostics.

Fault Tolerance is the ability of a functional entity to mask or mitigate the impact of faults on its
specified operation.

Maintainability is the ability of an entity to facilitate its diagnosis and repair.

Intrinsic Mean-time-to Repair is the average time to field repair a failed FRU starting from the
initiation of the repair activity to when the replacement FRU is returned to service. This metric
excludes travel time, assumes spares are available, and represents the effectiveness of the NE's
diagnostics.

Total Mean-time-to Repair is the average time to field-repair a failed FRU starting from the time of
the failure to when the replacement FRU is returned to service. This metric includes all travel and
administrative time, such as that required to identify and retrieve the required spare.
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Mean-time-to Restore Service is the average time to restore service measured from when the service
has failed to when it meets its in-service functional and performance requirements or
expectations.

Network Recovery Cycle is the steps, initiated by a failure event, that a system of Network
Elements executes to detect, recover, and notify for repair, in order to return the network to its
original normal operating state. Referring to Figure 4, the successful network recovery from the
normal state to the recovered states (initial and optimized) requires that network element
involved in the recovery communicate.
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Figure 4 - Network Recovery Cycle

Reliability is the probability that an entity will complete its intended mission as required over a
specified period of time in its intended environment.

Reliability-related Prediction is the computation of reliability-related metrics from design
parameters and piece-part failure rate models that have been calibrated from field or life-test
data.

Reliability-related Estimation is the computation of reliability-related metrics from development
process verification and validation parameter results.

Service Performance Threshold is the level of service performance below which the customer service
is considered unacceptable. Performance may be considered with respect to packet delay, packet
jitter, packet integrity and other pertinent parameters.

Survivability is the ability of an entity to continue to meet its functional requirements during
network events such as cyber-attacks, physical attacks, natural disasters, and traffic overloads.

12


kconn
(R2013)


