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FOREWORD

The information contained in this Foreword is not part of this American National Standard (ANS) and has not been processed
in accordance with ANSI’s requirements for an ANS. As such, this Foreword may contain material that has not been subjected
to public review or a consensus process. In addition, it does not contain requirements necessary for conformance to the
Standard.

The Alliance for Telecommunication Industry Solutions (ATIS) serves the public through improved understanding between
carriers, customers, and manufacturers. The Packet Technologies and Systems Committee (PTSC) -- formerly T1S1 -- develops
and recommends standards and technical reports related to services, architectures, and signaling, in addition to related
subjects under consideration in other North American and international standards bodies. PTSC coordinates and develops
standards and technical reports relevant to telecommunications networks in the U.S., reviews and prepares contributions on
such matters for submission to U.S. ITU-T and U.S. ITU-R Study Groups or other standards organizations, and reviews for
acceptability or per contra the positions of other countries in related standards development and takes or recommends
appropriate actions.

ANSI guidelines specify two categories of requirements: mandatory and recommendation. The mandatory requirements are
designated by the word shall and recommendations by the word should. Where both a mandatory requirement and a
recommendation are specified for the same criterion, the recommendation represents a goal currently identifiable as having
distinct compatibility or performance advantages.

This document specifies Voice over Packet and Multimedia signaling and control plane security requirements for evolving
networks. This standard is part of a suite of signaling and control security documents as shown in Figure 1. This standard
provides security requirements for VoP and Multimedia signaling and control services that cross the Network to Network
Interfaces (NNI).

This standard is in alignment with ITU-T Recommendation X.805 [X.805].
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Suggestions for improvement of this document are welcome. They should be sent to the Alliance for Telecommunications
Industry Solutions, PTSC Secretariat, 1200 G Street NW, Suite 500, Washington, DC 20005.
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American National Standard for Telecommunications —

Network to Network Interface (NNI) Standard
for Signaling and Control Security
for Evolving VoP Multimedia Networks

1 INTRODUCTION/EXECUTIVE SUMMARY

Many security threats exist to the signaling and control plane of telecommunications networks. In
addition, new security threats to the signaling and control plane are being introduced as the network
evolves. The purpose of this standard is to provide network to network interface (NNI) signaling and
control plane security requirements for Voice and Multimedia over packet in evolving
telecommunications networks.

In some telecommunications networks, signaling and control traffic is transmitted on a separate
network from that carrying the service provider's end-user traffic. In these networks, security threats
to the signaling and control plane are isolated from any malicious activity on the end-user plane.
However, with the evolving telecommunications networks, signaling and control traffic is often
combined with end-user traffic on a single network. Combining traffic in this manner minimizes costs
by requiring only a single integrated network infrastructure; however, new security challenges are
introduced. Threats in the end-user plane now become threats to the signaling and control plane since
the signaling and control plane becomes more accessible to the multitude of end-users.

Connections between carrier VoIP networks have been made via TDM or analogue mechanisms. Using
TDM or analogue techniques isolates VoIP networks from each other and circumvents many
interoperability issues, but it also adds unnecessary service limitations, cost, and complexity. It also
degrades VoIP quality, as multiple TDM to IP transcoding hops increase latency and can add
distortion. These undesirable effects undermine service quality and the potential to deliver voice,
video, and other real-time communication services over a cost-effective converged infrastructure. To
realize the full benefits of VoIP, networks must be able to be connected directly at the IP level without
converting to TDM.

To enable direct IP connection between carrier networks, stringent security mechanisms must be in
place at the network to network interface to ensure the networks are not vulnerable to attack. These
security mechanisms help allow desired IP telephony traffic to enter the network while blocking
intruders and attacks in a controlled manner to protect internal network resources.

To ensure a secure network to network interface, a concept that is useful is that of a Border Security
Function (BSF). The BSF is a set of security functions to enables secure communication to occur across
the network to network interface. The security functions included in the BSF may be distributed into
various network elements such as Call Servers or Soft Switches, or the security functions may be
included in stand alone network elements such as a Session Border Controller (SBC). Implementation
topology recommendations for the BSF are beyond the scope of this document. Other non-security
related functions may also included at the NNI such as signaling translation and QoS policy
enforcement; however, such non-security related functions are beyond the scope of this document.

1
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A diagram of two interconnected networks is given below in Figure 2. The BSF security functions may
include, but are not limited to:

L

Access control mechanisms to allow only desired peer networks to access a network across the
NNI.

Authentication mechanisms to ensure the identity of signaling plane peer entities
communicating across the NNI, and data origin authentication of signaling messages being sent
across the NNL

Non-repudiation services for signaling messages being sent across the NNI.

Data confidentiality services for signaling plane information being sent across the NNI to
ensure it cannot be viewed by unauthorized parties.

Security of communication across the NNI interface.

Data integrity services for signaling plane information being sent across the NNI to ensure that
it cannot be modified by unauthorized parties.

Security services to enhance availability; for example to protect networks from denial of service
attacks at the NNI.

Security services, to ensure privacy of sensitive data and internal network topologies.

In Figure 2, an IP Transport Network is shown for completeness between different VoIP/Multimedia
Networks. IP Transport Networks may or may not implement their own Border Security Function
depending on particular IP Transport Network security policy. For simplicity, subsequent diagrams in
this document do not show the IP transport network.

M HI HHI
Border e ey Border
o IPhAuUlti rnedi= Security : i I!B::.n"rh IF Transport ::.:Ellr' [ 2| security Wio [P Adulti rnedia
Netvork A Funection I fuchn Metwor k ¢ Furchan | F unction Netveork B

Figure 2 - Architectural Diagram of Interconnected VoIP/Multimedia Networks

2 ScCOPE, PURPOSE, & RELATED DOCUMENTS

2.1 Scope

This document addresses VoP/Multimedia signaling and control plane security requirements of
evolving telecommunications networks. Evolving telecommunications networks often combine legacy
telecommunication facilities with new technologies such as Wireless (air interface), ATM, and Internet
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Protocol transport mechanisms. The security requirements given in this document apply to service
provider networks and may also be applicable to individual company corporate enterprise networks.

The scope of this document is specifically security requirements for the Network to Network Interface
(NNI) between similar or dissimilar VoP/Multimedia networks.

As illustrated in Figure 3, this document is part of a series of related signaling and control plane
security standards.

i Ty

PTSC Signaling and
Control Plane

Security Roadmap "1

. A
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Control Plane
Security
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N B
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(587) — 857 Metwork Interface (UINI) Interface (TN
and NI Standard for standard for
Interconnection Signalimg and Controel Signaling and Contrnl
Security Security Security
Reqguirements and Req wirements for Reguirements for
Guidelines. _/, Evolring Networks 1 _/ .\N_ Evolring MNetworks
N
s L
Scope of this
standard

Figure 3 - Signaling and Control Plane Security Document Series

“1_Proposed

This document aligns with the organization and framework provided by ITU-T Recommendation
X.805, Security Architecture for Systems Providing End-to-End Communications. [X.805], and existing
security standards are referenced and specified as appropriate.

NOTE -- Endpoints for example user terminal to user terminal peer to peer signaling across the NNI is not within the
scope of this document.
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2.2. Purpose

This document provides baseline security requirements to address security for VoP/Multimedia
applications using H.323 and SIP.

The purpose of this document is to specify security requirements for the VoP/Multimedia signaling
and control plane functions of evolving telecommunications networks, to allow secure interoperability
of equipment from multiple vendors by providing signaling and control plane security requirements to
carriers and vendors.

2.3 Related Documents

The related signaling and control plane security standards are:
¢ ATIS-1000007.2006, Generic Signaling and Control Plane Security Requirements for Evolving
Networks.

3 NORMATIVE REFERENCES

[Generic] ATIS-1000007.2006, Generic Signaling and Control Plane Security Requirements for Evolving
Networks.!

[SIP NNI] ATIS-1000009.2006, IP Network-to-Network Interface (NNI) Standard for VoIP.1

[H.225] ITU-T Recommendation H.225, Call Signalling Protocols and Media Stream Packetization for Packet
Based Multimedia Communications Systems.2

[H.235.0] ITU-T Recommendation H.235.0, H.323 security: Framework for security in H-series (H.323 and
other H.245-based) multimedia systems.2

[H.245] ITU-T Recommendation H.245, Control Protocol for Multimedia Communication.2
[H.323] ITU-T Recommendation H.323, Packet Based Multimedia Communications Systems.2

[X.805] ITU-T Recommendation X.805, Security Architecture for Systems Providing End-to-End
Communications.?

[RFC 3261] IETF RFC 3261, SIP: Session Initiation Protocol, Internet Engineering Task Force.?
[RFC 3323] IETF RFC 3323, A Privacy Mechanism for the Session Initiation Protocol (SIP).
[REC 4301] IETF RFC 4301, Security Architecture for the Internet Protocol.

[RFC 4346] IETF RFC 4346, The Transport Layer Security (TLS) Protocol, Version 1.1.

1 This document is available from the Alliance for Telecommunications Industry Solutions (ATIS), 1200 G Street N.W., Suite
500, Washington, DC 20005. < https:/ /www.atis.org/docstore/default.aspx >

2 This document is available from the International Telecommunications Union. < http:/ /www.itu.int/ITU-T/ >

3 This document is available from the Internet Engineering Task Force (IETF). < http:/ /www.ietf.org >

4
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4 DEFINITIONS & ABBREVIATIONS

4.1 Definitions

Common definitions used in this specification are given in [Generic].
41.1 Network Edge Entity: The optional combination of communication party and network element
where the NNI is implemented.

4.1.2 Border Security Function: A set of security functions to enables secure communication to occur
across the network to network interface.

4.2 Abbreviations
Common abbreviations used in this specification are given in [Generic].

ACL Access Control List

BSF Border Security Function

DoS Denial of Service

NAT Network Address Translation
NNI Network to Network Interface
RAS Registration, Admission, Status

5 REFERENCE SIGNALING & CONTROL NETWORK MODEL

As discussed in [Generic], this document uses the framework and architecture proposed in ITU-T
Recommendation X.805. The Security Architectural Model presented in [X.805] consists of three
architectural components:

1. Security Planes (End User Plane, Signaling and Control Plane, and Management Plane);

2. Security Layers (Applications Security, Network Services Security and Infrastructure Security);
and

3. Security Dimensions (Access Control, Authentication, Non-repudiation/Audit Logging, Data
Confidentiality and Privacy, Data Integrity, Availability).

This standard is related to the ITU-T Recommendation X.805 model in the following manner:

1. Security Planes Addressed: Signaling and Control Plane Only.
2. Security Layers Addressed: Applications Security only (H.323 and SIP).
3. Security Dimensions Addressed: All.
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6 H.323 SECURITY
[H.323]is the ITU Recommendation for the setup and control of packet telephony and multimedia.

The following requirements address the NNI security for general areas of H.323 Voice over IP
applications including:
¢ Connection Establishment (Registration, Admission, Status)

¢ Signaling/Call Control

Within [H.323], other signaling and control standards are referenced:

¢ ITU-T Recommendation H.225, Call Signalling Protocols and Media Stream Packetization for
Packet Based Multimedia Communications Systems.

0 H.225 includes the Registration, Admission, Status (RAS) channel for
communications between endpoints and the gatekeeper.

¢ ITU-T Recommendation H.245, Control Protocol for Multimedia Communication.

The H.323 network architectural model is shown in Figure 4. See Reference [H.323] for more
information on the H.323 architecture, including H.323 definitions. Figure 5 illustrates the H.323
network to H.323 network interface. Figure 6 illustrates the SIP network to H.323 network interface.

ateway Endpoint

Gatekeeper

Figure 4 - H.323 Architectural Model

NOTE -- Solid Line Indicates Signaling Relationship.
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NNI
Gatekeepar grmmmm———m—" "' E grmmmmmm— ‘ & fheman
A ! E B
: Border : Border
i Secority s 1 Security :
i Function & § Function §
Gateway | _ : @ ateswiay
A : : B
Endpoint H323  § Hazm Endpoint
A : B
Figure 5 - H.323 Network to H.323 Network Interface
NOTE 1 -- Solid Line Indicates Signaling Relationship.
NOTE 2 -- The Border Security Function is not an H.323 defined entity.
NHNI
G atekeeper
Border : : Border :
i Securty j———i—— Securty —— Gateway
. Functio : i Function \
SP i H3m Bzl

Figure 6 - SIP Network to H.323 Network Interface

NOTE 1 -- Solid Line Indicates Signaling Relationship.
NOTE 2 -- The Border Security Function is not an H.323 or SIP defined entity.
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6.1 General Requirements

REQ-SEC-NNI-00100

Mechanisms for authentication and confidentiality based on IPsec
and/or TLS shall be provided at a minimum for all Connection
Establishment and Signaling/Call Control exchanges between network
peer entities across the NNI. If NAT is implemented across the NNI
and IPsec is used, said IPsec mechanisms must work in the presence
of NAT.

NOTE -- See [H.235] for information on H.323 IPsec and TLS security profiles. Reference [ITU-T H.235]. Refer to
[Generic] for IPsec and TLS Protocol Requirements.

6.2 Access Control Security Dimension

REQ-SEC-NNI-00200

Some means shall be used to restrict/grant access to specific network
entities across the NNI interface.

NOTE -- Access Control Lists (ACLs) may be used to provide access control.

REQ-SEC-NNI-00300

Some means shall be used to allow or reject specific types of
information entering a network across the NNI.

NOTE -- Firewall mechanisms may be used to allow or reject specific information entering a network across the NNI.
For example, firewall mechanisms may be used to reject all but SIP and/or H.323 signaling and media plane and
other desired information from entering a network across the NNI.

REQ-SEC-NNI-00400

Means to detect and log unauthorized access attempts to the network
at the NNI shall be supported and used.

NOTE -- A system configurable threshold may be set for the number of unauthorized access attempts beyond which
a system alarm will be generated, logged, and reported to a management system.
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6.3 Authentication Security Dimension

REQ-SEC-NNI-00500

There shall be a secure (mutually authenticated) mode of
communication established between network entities implementing the
border security function (BSF) across the NNI before they exchange
call connection messages with either:

¢ TLS; or
¢ |Psec.

REQ-SEC-NNI-00600

Mutual authentication mechanisms across the NNI shall include at
least one of the following:

1. Non-clear-text passwords.

2. Digital authenticators.

3. Digital signatures.

REQ-SEC-NNI-00700

Signaling traffic must include an element in the signaling data or
message that enables the receiving network to verify the authenticity of
the message. For example, authentication mechanisms within the
IPsec and/or TLS protocols may be used for data or message
authentication across the NNI.

REQ-SEC-NNI-00800

It shall be possible to independently assign an authentication
mechanism or algorithm (as specified in the H.245 OpenLogical
Channel message) to each independent media channel.

6.4 Non-Repudiation Security Dimension

REQ-SEC-NNI-00900

The capability for unauthorized access attempts at the NNI to be
logged and reported to a management system shall be provided.

NOTE -- A system configurable threshold may be set for the number of unauthorized access attempts beyond which
a system alarm will be generated, logged, and reported to a management system.
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REQ-SEC-NNI-01000 The capability to identify unauthorized H.323 signaling packets at the
NNI and to log and report these to a management system shall be
provided.

NOTE -- A system configurable threshold may be set for the number of unauthorized H.323 signaling packets beyond
which a system alarm will be generated, logged, and reported to a management system.

6.5 Data Confidentiality Security Dimension

REQ-SEC-NNI-01100 The negotiated security mechanism (see requirement REQ-SEC-NNI-
00100) across the NNI shall be supported to provide confidentiality of
signaling data (e.g., H.323 aliases, phone numbers, network
addresses, and call accounting information) to protect the signaling
data from unauthorized access or observation.

6.6. Communication Security Dimension

No additional requirements to address the Communication Security dimension have been identified
beyond those specified in the Authentication Security (see 6.3) and Data Integrity (see 6.7) dimensions.

6.7 Data Integrity Security Dimension

REQ-SEC-NNI-01200 The negotiated security mechanism (see requirement REQ-SEC-NNI-
00100) across the NNI shall be used to provide signaling data integrity.

6.8 Availability Security Dimension

As a best practice guideline, interconnected networks should implement mechanisms to detect and
mitigate H.323 DoS attacks directed both from the host to the foreign networks and in the opposite
direction (i.e., attacks across the NNI). For example, network entities implementing the BSF should
support capabilities to detect and prevent DoS attack. Mechanisms may differ depending on the attack
direction. Both application layer flooding attacks and malformed packet attacks should be mitigated
by the DoS protection mechanisms.

6.9 Privacy Security Dimension

It is necessary to be able to hide internal network addresses and topology from viewing and discovery
from the NNI in order to enhance security. For example, attackers accessing a network from the NNI
should not be able see internal IP addresses of call servers and other VolIP/Multimedia network
elements.
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REQ-SEC-NNI-01300 Network edge entities shall be capable of supporting network address
translation (NAT) functions in order to hide internal network topology, if
internal network resources use private IP addressing schemes.

7 SIP SECURITY

Session Initiation Protocol (SIP) is a control protocol for multimedia over packet networks including
telephony, conferencing, and instant messaging. The SIP protocol initiates call/session setup,
authentication and other call features within an IP domain. The SIP protocol is specified in IETF RFC-
3261.

The following requirements address the security for the following two general areas of SIP Voice over
IP applications across the NNI interface:
¢ Session Establishment; and

¢ Signaling/Call Control.

Figure 7 shows the SIP network to SIP network interface. More information on SIP network
architecture, including SIP definitions, can be found in [RFC 3261]. ATIS-1000009.2006 specifies the IP
Network-to-Network Interface (NNI) for VoIP between carriers using SIP. [SIP NNI]J.

NNI
: Location
.. : Server B
! Border : Border
i Security ——=—— Security —— S:LE[;{EEI
! Function : : :Function :
SIP & SIP Client B

Figure 7 - SIP Network to SIP Network Interface

NOTE -- Solid Line IndicatesSignaling Relationship
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7.1 General Requirements

REQ-SEC-NNI-01400

Mechanisms for authentication and confidentiality based on IPsec
and/or TLS shall be provided at a minimum for all Connection
Establishment and Signaling/Call Control exchanges between network
peer entities across the NNI. If NAT is implemented across the NNI
and IPsec is used, said IPsec mechanisms must work in the presence
of NAT.

Refer to ATIS-1000007.2006 for IPsec and TLS Protocol Requirements.

7.2 Access Control Security Dimension

REQ-SEC-NNI-01500

Some means shall be used to restrict/grant access to specific network
entities across the NNI interface.

NOTE -- Access Control Lists (ACLs) may be used to provide SIP Authorization/Access Control.

REQ-SEC-NNI-01600

Some means shall be used to allow or reject specific types of
information entering a network across the NNI.

NOTE -- Firewall mechanisms may be used to allow or reject specific information entering a network across the NNI.
For example, firewall mechanisms may be used to reject all but SIP and/or H.323 signaling and media plane and
other desired information from entering a network across the NNI.

REQ-SEC-NNI-01700

Means to detect and log unauthorized access attempts to the network
at the NNI shall be supported and used.

NOTE -- A system configurable threshold may be set for the number of unauthorized access attempts beyond which
a system alarm will be generated, logged, and reported to a management system.

12
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7.3 Authentication Security Dimension

REQ-SEC-NNI-01800

There shall be a secure (mutually authenticated) mode of
communication established between network entities implementing the
BSF across the NNI before they exchange call connection messages
with either:

¢ TLS; or
¢ |Psec.

REQ-SEC-NNI-01900

Mutual authentication mechanisms across the NNI shall include at
least one of the following:

1. Non-clear-text passwords.

2. Digital authenticators.

3. Digital signatures.

REQ-SEC-NNI-02000

Signaling traffic must include an element in the signaling data or
message that enables the receiving network to verify the authenticity of
the message. For example, authentication mechanisms within the
IPsec and/or TLS protocols may be used for data or message
authentication across the NNI.

7.4 Non-Repudiation Security Dimension

REQ-SEC-NNI-02100

The capability for unauthorized access attempts at the NNI to be
logged and reported to a management system shall be provided.

NOTE -- A system configurable threshold may be set for the number of unauthorized access attempts beyond which
a system alarm will be generated, logged, and reported to a management system.

REQ-SEC-NNI-02200

The capability to identify unauthorized SIP signaling packets at the NNI
and to log and report these to a management system shall be
provided.

NOTE -- A system configurable threshold may be set for the number of unauthorized SIP signaling packets beyond
which a system alarm will be generated, logged, and reported to a management system.

13
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7.5 Data Confidentiality Security Dimension

REQ-SEC-NNI-02300

The negotiated security mechanism (see requirement REQ-SEC-NNI-
01400) across the NNI shall be supported to provide confidentiality of
signaling data (e.g., phone numbers, network addresses, and call
accounting information) to protect the signaling data from unauthorized
access or observation.

7.6 Communication Security Dimension

No additional requirements to address the Communication Security dimension have been identified
beyond those specified in the Authentication Security (see 7.3) and Data Integrity (see 7.7) dimensions.

7.7 Data Integrity Security Dimension

REQ-SEC-NNI-02400

The negotiated security mechanism (see requirement REQ-SEC-NNI-
01400) across the NNI shall be used to provide signaling data integrity.

7.8 Availability Security Dimension

As a best practice guideline, interconnected networks should implement mechanisms to detect and
mitigate SIP DoS attacks directed both from the host to the foreign networks and in the opposite
direction (i.e., attacks across the NNI). For example, network entities implementing the BSF should
support capabilities to detect and prevent DoS attacks. Mechanisms may differ depending on the
attack direction. Both application layer flooding attacks and malformed packet attacks should be
mitigated by the DoS protection mechanisms.
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7.9 Privacy Security Dimension

7.9.1 Privacy of Personal Data

Endpoints and communication parties can obscure some personal data in signaling packets or use
network service, as described in IETF RFC-3323.

REQ-SEC-NNI-02500

Network edge entity shall be able to support processing and delivery
over NNI of the signaling packets which have the following data
obscured as per reference [RFC 3323]:

¢ ldentity of the communication party.

+ Exact location of the communication party.

NOTE -- Compliance with this requirement should not stop a network edge entity from having a policy in place that
would prevent endpoints from being anonymous or using anonymity services in the host network.

7.9.2 Topology Hiding

It is necessary to hide internal network addresses and topology from viewing and discovery from the
NNI in order to enhance security. For example, attackers accessing a network from the NNI should not
be able see internal I addresses of call servers and other VolPP/Multimedia network elements.

REQ-SEC-NNI-02600

Network edge entities shall be capable of supporting network address
translation (NAT) functions to hide internal network topology, if internal
network resources use private IP addressing schemes.

7.9.3 Spam Protection

This document does not include any requirements to counter spam -- e.g., VoIP call spam, instant
messaging spam, and presence spam. This subject is for further study.
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A ANNEX — H.323 BACKGROUND

A.1 H.323 Signaling and Control Channels Background

A.1.1 H.323 Overview

H.323 is a international protocol, published by the ITU, that supports interoperability between differing
vendor implementations of telephony and multimedia products across IP-based networks. H.323
entities provide real-time audio, video, and/or data communications. Support for audio is mandatory,
while support for data and video is optional.

A.1.2 Media Gateways

The primary components of an H.323 network include: endpoints, gateways, gatekeepers, and MCUs
(Multipoint Control Units). Endpoints (telephones, softphones, IVRs, voicemail, video cameras, etc.) are
the devices typically used by end-users in the normal use of the system. Gateways (gateways and
controllers) handle signaling and media transport, and typically serve as the interface to other types of
networks such as ISDN, PSTN, and or other H.323 systems. Gateways which focus primarily on
converting between IP and other forms of media (such as PSTN) are termed Media Gateways. Gatekeepers
are the logical entity with which endpoints register and are administered. They also manage call setup,
teardown, and status and can assist in address resolution. MCUs are designed to support multi-party
conferencing.

Endpaoint
A,
Different Netwaork \
fe.g. SIP, PSTH) — Gateway Gatekeeper
Endpaoint
=i

Figure 8 - H.323 Architecture

NOTE -- Solid Line Indicates Signaling Relationship.
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A.1.3 H.323 Signaling Protocols

H.323 allows dissimilar communication devices to communicate with each other by using a
standardized communication protocol. H.323 defines a common set of call setup and negotiating
procedures and basic data-transport methods -- the most common in VoIP applications being H.225.0,
H.235, H.245, H.248, and the Q.900 signaling series. In addition, for VoIP communications H.323
specifies a group of audio codecs -- the G.700 series. The following is an overview of these major
protocols.

¢ H.225 describes standards for Call Signaling Protocols (CSPs) and Media Stream Packetization.
H.225/Q.931 call signaling is used to initiate connections between H.323 endpoints, over which
the real-time data can be transported. H.225 messages are in binary ASN.1 PER (Packed
Encoding Rules) format. The signaling channel is opened between an endpoint-gateway, a
gateway-gateway, or gateway-gatekeeper prior to the establishment of any other channels.
Although the H.225.0 signaling channel may be implemented on top of UDP, all entities must
support signaling over TCP port 1720. H.225 also defines messages used for endpoint-
gatekeeper and gatekeeper-gatekeeper communication -- this part of H.225 is known as "RAS"
(Registration, Admission, Status), and, unlike CSPs, runs over UDP.

¢ Q.931 is originally a Layer 3 protocol of ISDN. A subset of this standard is used in H.323 in the
primary call signaling channel. It carries PER-encoded H.225 call signaling messages as a
payload.

¢ H.235 recommends an assortment of messages, procedures, structures and algorithms for
securing signaling, control, and multimedia communications under the H.323 architecture.

¢ H.245 describes a set of call control protocols. After a connection has been set up via the call
signaling procedure, H.245 messages (there are many of these) are used to resolve the call
media type, to exchange terminal capabilities, and to establish the media flow before the call can
be established. H.245 messages also manage call parameters after call establishment. H.245
messages are encoded in ASN.1 PER syntax. The messages carried include notification of
terminal capabilities, and commands to open and close logical channels. The H.245 control
channel is permanently open, unlike the media channels.

¢ H.248 is the international standard for media gateway control. H.248 addresses the relationship
between the Media Gateway (MG), which converts circuit-switched voice to packet-based voice
(the MG handles the media), and the Media Gateway Controller (or softswitch), which dictates
the service logic of that traffic -- that is, it manages call signaling and other non-media-related
functions

¢ Other protocols are also defined within the H.323 standard. These include, but are not limited
to: the H.260 series, the H.450-series, the H.460 series, the T.120 series, T.140, and the H.320
series.

Abstract Syntax Notation One (ASN.1) is commonly misunderstood. It is not a programming language,
but it is a flexible notation that allows one to define a variety of data types. ASN.1 encoding rules are
sets of rules used to transform data specified in the ASN.1 language into a standard format that can be
decoded on any system that has a decoder based on the same set of rules. The H.323 protocol family is
compiled into a wire-line protocol using Packed Encoding Rules (PER). PER is a compact binary
encoding that is used on limited-bandwidth networks. It is designed to optimize the use of bandwidth,
but the tradeoff is complexity: decoding PER PDUs (protocol data units) has lead to problems due to a
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number of factors including issues with octet alignment, integer precision, and unconstrained character
strings.

A.2 H.323 Messaging sequence

H.323 signaling exchanges typically are routed via the gatekeeper or directly between the participants
as chosen by the gatekeeper. Media exchanges are normally directly routed between the participants of
a call.

Normally, the first message components used to initiate an H.323 exchange are Gatekeeper Discovery
packets. Establishing a call between two endpoints requires two TCP connections between the
endpoints: one for call setup (Q.931/H.225 messages), and one for capabilities exchange and call
control (H.245 messages). First, an endpoint initiates an H.225/Q931 exchange on a TCP well-known
port (TCP 1720) with another endpoint. Successful completion of the "call" results in an end-to-end
reliable channel supporting H.245 messaging.

H.245 negotiations usually take place on a separate channel from the one used for H.225 exchanges, but
newer applications support tunneling of H.245 PDUs in the H.225 signaling channel. There is no well-
known port for H.245. The H.245 transport address is always passed in a call-signaling message. The
media channels (those used to transport voice and video) are similarly dynamically-allocated. As an
aside, this use of dynamic ports makes it difficult to implement security policy on firewalls, NAT, and
traffic shaping.

H.323 data communications utilizes both TCP and UDP. TCP ensures reliable transport for control
signals and data, because these signals must be received in proper order and cannot be lost. UDP is
used for audio and video streams, which are time-sensitive but are not as sensitive to an occasional
dropped packet. Consequently, the H.225 call signaling channel and the H.245 control channel typically
run over TCP, while audio, video, and RAS channel exchanges rely on UDP for transport.

A.3 H Series Video Codecs

H series video codec standards, such as H.263 (and H.263s successor H.264), support video
compression (coding) for video-conferencing and video-telephony applications. A number of video
coding standards exist, each of which is designed for a particular type of application -- for example,
JPEG for still images, MPEG?2 for digital television and H.261 for ISDN video conferencing. H.263 and
H.264 are aimed particularly at video coding for low bit rates (typically 20-30kbps). The H.263 and
H.264 standards specify the requirements for video encoders and decoders, and the format and content
of the encoded stream.

H.263 and H.264 are part of the SERIES H Audiovisual and Multimedia Systems specifications. H.263
utilizes ITU-T Recommendation H.245 Control protocol as does H.323. As such, the signaling and
control channel security requirements are identical to those specified for H.323.

A.4 H.235 Security Profiles

H.235 describes various security profiles for H.323 networks. H.235 allows many different options
including the use of TLS and IPsec for security. Profiles are defined in H.235 as follows:
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¢ H.235.1 - Shared secrets and keyed hashes.
¢ H.235.2 - Digital signatures on every message.

¢ H.235.3 - Digital signatures and shared secret establishment on first handshake, afterwards
keyed hash.

A.5 H.235.1 - Baseline Security Profile

The Baseline Security Profile relies on symmetric techniques. Shared secrets are used to provide
authentication and/or message integrity. The supported scenarios for this profile are endpoint to
gatekeeper, gatekeeper to gatekeeper, and endpoint to endpoint. For the profile, the gatekeeper-routed
signaling (hop-by-hop security) is favored. Using it for the direct call model is generally possible but
limited, due to the fact that a shared secret has to be established between the parties that want to
communicate before the actual communication takes place. This might be possible in smaller
environments but will lead to huge administrative effort in larger environments.

A.6 H.235.2 - Sighature Security Profile

The Signature Security Profile relies on asymmetric techniques. Certificates and digital signatures are
used to provide authentication and message integrity. The signature security profile mandates the
gatekeeper-routed model. Other call models are for further study. Since this profile relies on a public
key infrastructure rather than on pre-established shared secrets it scales for larger, global
environments. In addition to the Baseline Security Profile, it provides non-repudiation.

A.7 H.235.3 - Hybrid Security Profile

The Hybrid Security Profile relies on asymmetric and symmetric techniques. It can be seen as a
combination of the Baseline and the Signature Security Profile. Certificates and digital signatures are
used to provide authentication and message integrity (as in the Signature Security Profile) for the first
handshake between two entities. During this handshake a shared secret is established that will be used
further on in the same way described for the Baseline Security Profile. The hybrid security profile
mandates the gatekeeper-routed model. Other call models are open for further study. Since this profile
relies on a public key infrastructure rather than on pre-established shared secrets it scales for larger,
global environments.

Other potentially applicable H.235-based security procedures for NNI security are specified in ITU-T
Recommendations H.235.4, H.235.5, H.235.6, H.235.7, H.235.8 and H.235.9.
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