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Announcing the Standard for

GOVERNMENT NETWORK MANAGEMENT PROFILE (GNMP)

Fxjerd tnforrnaticm Proceaslng Standards Pubhcatmrw (FIPS PUBS) are kaued by tha NatmrW Irdkrte of Standards end Technol-

ogy (NIST) aflw approwi by the Secretary of Commerce pursuartf to aacbcm 111 (d) of the Federal Property and Afimrnkatratnm
Servicee Ad of 1949eaamended by the Compuier Securtfy Act of 19S7, Public bw 100235.

1, Name of Standard. Government Network Management Profile (GNMP) (FIPS PUB 179).

2. Category of Standard. Hardware and Software Standards, Computer Network Protocols

3, Explanation. This Federal Information Processing Standard adopts the Version 1.0 GNMP. The

Government Network Management Profile (GNMP) specifies the common management information ex-
change protocol and services, specific management functions and services, and the syntax and semantics
of t)-re management information required to SUppOrt monitoring and control of the network and system

components and their resources.
The GNMP builds on FIPS 14&l, Government Open Systems Interconnection Profile {GOSIP), and

irmiudes the GOSIP Versmn 2,0 by reference The GOSIP specifies lower layers protocols and three
applications that support general network management operations, Future versions of the GNMP will add

.- network management functions and services for GOSIP-compiiant end systwns and intermediate systems.
The GNMP and GOSIP are interrelated and will cross-reference each other as required.

The primary source of specifications in the Version 1.0 GNMP is part 18 of the OIW Stabte impiemem
tation Agreements, June 1992, developed by the Open Systems Environment Implementors Workshop
(WV) sponsored by NIST and IEEE Computer Society. This source provides implementation specifica-
tions for network management based on the setvice and protocol standards issued by the international
Organization for Standardizatmn (ISO)

4. Approving Authority. Secretary of Commerce.

5. Maintenance Agency. U. S. Depatiment of Commerce, National Institute of Standards and Technol-
ogy, Computer Systems Laborato~.

& Cross index.
a, NIST Special Publication 500-202, Stable Implementation Agreements for Open Systems lnter-

Connti!on Protocols, Version 5, Edition 1, NIST Workshop tir Implementors of Open Systems Erwiron-
ment, June 1992,

b. FIPS PUB 146-1, Government Open Systems interconnection Profile {GOSiP).

7. Related Documents. Related documents are ifsted in the Reference Section of the GNMP
document.

3 Objectives. The primary objectwes of thfs standard are,

– to achieve intercunr7ectmn and (nteroperabliity of computers and systems that are acqutred h(jrr)

different manufacturers in an open systems environment;
- to reduce the costs of computer network systems by increasing alternative soijrces of WJppiy,
- to kmiii!ate the use of sdvanced technology by thie Federal Government,

- to st~mutate the deveiopmeni of commercial cwxtucts compatible. with ODen Systems tnlerconnec-
hon (0 S!! standarcts
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10. Applicability, GNMF’ shall be used by federal Governrnerrt agencies when acqulrlng network
}i~,anagernent functions and services for computer and communications systems and networks.

11. Implementation. This standard is effective June 14, 1993 Until December 14, 1994, agencies are
permitted to acquire alternative network management functions and services which provide equivalent
functionality to this standard, Agencies are encouraged to use this standard for solicitations and contracts
for new network management functions and services to be acquired after June 14, 1993. This standard is
compulsory and binding for use in all solicitations and contracts for new network management functions
and services to be acquired after December 14, 1994. Additional managemen! suppd functions will be
added to GNMP as implementation specifications for these functions are developed by the Workshop for
Implementors of Open Systems Environment, For a period of 18 months after these new functions are
kmfuded in GNMP, agencies are permitted to acquire aftemative functions and services which provide
equivalent functionality. After the 18-month period, the new functions and services should be cited in solic-
itations and ~ontr~tis when systems to be acquired provide equivalent functionality to the protocm!s defined
ITTthe GNMP dot:ument.

12. Waivers. Under certain exceptional circumstances, the heads of Federal departments and agencies
may approve waivers to Federal Information Processing Standards (FIPS). The head of such agency may
redelegate such authoritj only to a senior official designated pursuant to section 3506(b) of TMe 44, U,S.
Code. Waivers shall be granted onty when:

a. Compliance with a standard would adversely affect the accomplishment of the mission of an
operator of a Federal computer system, or

b. Cause a major adverse financial Impact on the operator which IS not offset by GovernmentWide
savings.

Agency heads may act upon a written waiver request containing the information detai~ed above.
Agency heads may atso act without a written waiver request when they determine that conditions for meet-
ing the standard cannot be met. Agency heads may approve waivers onfy by a written decision which
explains the basis on which the agency head made the required finding(s). A copy of each such decision,
with procurement sensitive or classified portions clearly identified, shall be sent to: Director, National
Institute of Standards and Technology; AllN: FIPS Waiver Decisions, Technology Building, Room B-1 54;
Gaithersburg, MD 20899,

In addition, notice of each wawer granted and each delegation of authority to approve waivers shall be
sent promptly to the Committee on Government Operahons of the House of Representatives and the Com-
mittee on Governmental Affairs of the Senate and shall be published promptly in the Federa/ Register.

When the determination on a waiver applies to the procurement of equipment andlor services, a notice
of the v:aiver determination must be published in the Commerce Business Dailyas a partof the notice of
solicitation for offers of an acqulsrtton or, If the waiver determination is made after that notice is publwhed,
by amendment to such nohce

A copy of the waiver request, any supporting documents, the document approving the waiver and any
supporting and accompanying documents, with such deletions as the agency is authorized and decides
to make under 5 U.S,C, Sec. 552(b), shall be part of the procurement documentation and retained by the
agency,

13. Special Information. The GNMP is being developed m phases Version 1.0 GNMP specifies the
initial phase of the GNMP, Addltlonal management capabilit~es and managed objects WIII be included in
subsequent releases o! the profile. Eventually, as the NM standards ali reach technical matur!ty the GNMP
will embrace the full sel of management functionality,

14. Where to Obtain Copies. Copies of this publication are for sale by the National Technical informa-
tion Service (NTIS), US, Department of Commerce, Springfield, VA 22161, When ordering, refer to Federal
Information Processing Standards Publication 179 (FIPSPUBt 79), and title. Specify microfiche if desired
Pavment may be made by check, money order, or NTIS deposl[ account
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Preface

This is Version 1 of the. Government Network Management Profile (GNMP), Section 1 contains
introductory material, the purpose and scope of the profile, and the sources of the specifications
contained m the profile. Semen 2 describes how to use this profike. Section 3 provides a brief
tutorial overwew of the 0S1 management standards ~nclude.d in this profile. Section 4 specifies

conformance requirements to this network management profile, while Section 5 contans testing
requirements for GNMP-wmpliant implementations,

TtI LSprofile will change with improvements in technology and with the evolution of network
,managemer\: srandards. Appendix A specifies future work iterns planned for $ub~uent
versions, Appendix El provides informahon on where GNMP-related documents can be
obtaind, Appendix C provides definitions for the acronyms used in thts document. Appendix
D contins a glossary ot” the Ierms frequently used in this document.



1. Introduction

To provide background information on network management (NM), this section discusses the
urgent need for integrated NM tools and examines the status of NM standards and of Implemen-
tation Agreements (IAs). Next, ~he purpose and scope of the GNMP and IQ applicability to
federal government procurement are described. Lastly, the approach taken for the development

of the GNMP is presented, the sources of specifications are iisted, and the relationship of the
GNMP to the GcweTmment Open Systems Interconnection Profile (GOSIP) and to the
Indust.ry/Govermmm--r! Open Systems Specification (IGOSS) is explained.

1.1. Need for integrated Took on Network Management

Network management is vital to the practical operation of large networks. Usage of network
services is affected bv the availability and effectiveness of network management capabilities.
Presently, network control and monitoring activities, when available, are accomplished primarily
through the use of proprietary tools and/or software in a piecemeal, non-integrated manner.
Network operations managers Calegonze their problems in one of two ways. In one situation,
NM tools come Fronl different vendors and function in proprietary methods; however. these tcmls
do not interoperdte in an integrated manner. This increases cost and inefficiency m managing
networks. In the other situahon, NM tools come from a single vendor and, consequently, operate
m an integrated manner. Thus, the network owner, in order to obtain this integration, may not
be abie to procure management products from other vendors, even when such products might
be less costly or more desirable technically. The need for products to manage components of’
multl-vendor networks in an integrated manner is quite real, well-documented, and urgent; and
the need is increasing. The U.S. Government, with its multiplicity of compurer systems and
mmmunicatlons networks, requires Integrated NM tcmls from multiple vendors

1.2” Status of’ 0S1 Network Management Standards, Implementors Agreements, and
Specifications

The open Systems Interconnection (0S1) management standards are maturing rapidly. These
are being developed collaboratively by the International Organization for StandmiizaLion-
/ln[ematlonal Electrotechnical Committee tISO/IEC) and the International Telegraph and

‘(’telephone Consultative Commi[tee (CCITT) in the X,700 series of documents. The ultlmate

{’cM]O! [hew standards Is if~enable the development of ]rl~eroprable, multi-vendor produc(s for*
the management 0( cornpu[cr and communlca[ions systems and ne[works. Key areas of manage
rrl(:ni s[andard~zatgon are architecture, protocols, systems rnanagemen[ functions, and (he
~:iljc+,(lre of n~anagrmeut in f(-}rma[ion, The Common hlanagement lnforrnatlon Services and
[’r(~!vcm (Ctvl IS/P) s[andard~ (C fLflS] (CMIP] and some sv$terns managemen[ functions are now
Inlcrnatlon<ll Standards (1Ss’1 Klani other needed rnana~eme,nt s:andards are still either being
f~,l;~ud ;ind proJ3~3’~!, (Jr ,irc ;{; Ih,: ))r-,~fiIn[:’mitiona! S:andard (DJ.S) rf~~ils. ~o’~e’.c:. !how
lYi \lrrl’17tl, ;{ .<?1131)Ic c{~lnprlv.’ a s(lhsrl 0( nl:inagernt’n: YI:indards thal ]nak: it po;~iblc for

I



vendors to build useful systems to meet some immediate network management requirements.
This set of standards is included in GNMP. Those standards that are being developd by the

CCITT and ISO/IEC, such as the Software Management Function and the Time Management
Function, as they mature, will be considered for inclusion in later versions of this profile.

Another important aspect of network management standards activity is the development of
Implementation Agreements (IAs). The Network Management Special Interest Group (NMSIG)
of the Open Systems Environment (OSE) Implementors’ Workshop (OIW) (sponsortxl by NIST
and the t_EEE Computer Society) is developing IAs based on the emerging NM standards. These
agreements are being developed in phases that align with the ISO/IEC standards as they progress
from DiS to IS. Version 1 GNMP is based on the June 1992 stable IAs (STABLE].

An international partnership of government and industry, vendors and users, the Open
Management Road map, initiated and managed by the Network Management Forum (NMF), is
an endeavor to coordinate all the related network management activities of developing standards
and defining specifications to produce interoperable network management products. Currently,
the partnership includes: Her Majesty’s Treasury, U.K. (CCTA), European Community Testing
Service for Network Management (CTS3/NM), National Institute of Standards and Technology
(NET), Network Management Forum (NMF), X/OPEN, Object Management Group (OMG),
the Open Software Foundation (OSF), Corporation for Open Systems (COS), Interoperability
Technology Association for Information Processing (INTAP), Standards Promotion and
Application Group (SPAG), UI (UNIX International), and the User Advisory Council (UAC).
Standards organizations and regional workshops, such as the OIW, are source orgtitions in
the Road map activity. The Roadmap defines a number of Open Management lnteropembility
Points (OMNIPoirUS) which are snapshots of standards, specifications, and agreements for NM
to which the vendor partners agree to develop products and for which the user partners expect
to purchase products. The first OMNIPoZru specification, OMNIPoinJ i, is scheduled for release
in August, 1992. Version 1 GNMP will be an integral part of OMITIF’oirU 1.

Recently the U.S. DOD has proposed a military standard for network management. The
standard is an output of the Defense Computer Protocol Standards (DCPS) Technical
Management Panel (Dl?vlPJ working group on network management. Called the Network

Management Specification for DOD Communications (MIL-STD-2045-38000), this specification
builds on Version 1 GNMP and augments GNMP with military unique requirements for network
management, Version 1 GNMP ~d t~e miiitary standard are companion documents to be taken
in concert when specifying military needs for network management.

1.3. Purpose

Within the government, systems and network management can best be accomplished

a single profile to specify ali the standards to which NM products must comply. In the
a! present, of a complete set of mature standards for NM, a set of initial NM specifications tha[
contains a useful subset of the planned systems and network management functionality provides

by using
absence,



an intenm solution to meet some high priority requirements. NIST is, therefore, prornuigaung,

this Federal Information Processing Standard (FIRS) for network management.

1.4. scope

The GNMP is scoped in terms of 0S1 systems management. Version 1 GNMP specifies a
common management information exchange protocol and services, systems management
functmns and se~ices, and the syntax and semantics of the management information required
to support monitoring and control of network and system components and their resources.

In particular, Version 1 GNMP specifies: 1) the Common Management Information Services and
Protocol (CMWP); 2) management information definitions (referenced in section 4 of the
GNMP); 3) the following seven systems management functions (SMFS):

9 Object Management Function,
@ State Management Function,
● Attributes for Representing Relationships,
e Aiarm Reporting Function,
s Event Report Management Function,
* Log Control Function,
o Security Alarm Reporting Function;

and 4) for security, two optional peer entity authentication modes.

1,5. AppIicabilit y

The GNMP is the standard reference for allFederal Government agencies to use when acquiring
Network Management (NM) functions and serviees for computer and communication systems

and networks.

1,6, Approach

The GNMP IS being developed in phases resulting in several planned versions of the document.
This IS the Initial version of the GNMP, ,4dditional management capabilities and managed

ob~ecl.s will be included in subsequent releases of the profile. Eventually, as [he NM standards
al! [exh techntcai maturity, the GNMP will embrace the fuli se[ of managemen[ functionality



For the development of the initial version, a thres-step approach was taken:

(A) analysis of NM requirements,
(2) comparison of requirements with emerging standards and implementors’

agreements, and
(3) propcds to resolve any essentiaI, unmet needs/requirements.

The purpose of the requirements analysis was to assure that the GNMP addresses real needs.
Network management requirements were collected from a survey, conducted by NIST in the
summer of [990, of federal agencies, Survey results indicated that management of local area
networks (LANs), as well as the bridges that interconnect them, represents a key requirement
Furthermore, access control to NM information was considerd to have the highest priority
among all the net work management security requirements,

The NM requirements identified from the sumey were compared with the emerging NM
standards and lAs. An obvious need recognized by he comparison study was the requirement

for management information definitions. Al&hough some support management information (MI)
has been defined by the International Organization for Standardization/Internatind
Electrokchnical Committee (ISO/IEC) NM working group and although they have specified a
set of guidelines and templates for defining Ml, the working group has not spexified the defini-
tions of particular MI to be monitored and controlled. Using the standard definition templates
that ISOIIEC has developed, various standards-making groups and implementors forums are
currently developing definitions of MI pertinent to their specific areas of expertise and
standardization.

In the GNMP, management information has been divided into three categories corresponding to
[he three planned versions of the G.NMP. The focus of each \’ersion has been determined In
accordance with [he prioritized NM requirements obtained from the survev. Version 1 GNh~P
focuses on definitions of management information pertaining to implementations that perforrh
layer 1 and 2 functions of the 0S1 reference model [BRM], Management information for layer
3 and 4 func[.]onaiitm are also included since they are international standards and are highly
needed by the users as the survey Indicated

Defining management information not only requires in-depth knowledge of the specific subject
areas to which the management information belongs, but also requires understanding of the
management information model and the standard [emplates. Cons~uently, it takes extendd
development time [o define specific management information. For various LAN technologies,
Version 1 GNMP Includes those hlJ definitions tha[ have reached interna[iona] or national

standard sta(us. Additional MI dcfinlt~ons for layer 1 and 2 funct]ons arc expecled 10 be

Included In iater vers[ons of GNMP as they reach stable standard status.

—



1,7. %mrces of Specifications

The primary source of specifications irr the Version 1 GIVMP is part 18 of the OfW Stable
Implementation Agreements (SIAS), June 1992 [STABLE]. This source provides implementation
specifications for network management based on the serwce and protocol standards Msued by
the ISO/IEC.

Since the OIW IAs continue to evolve and the NM IAs are still incomplete, additional sources
of speciflc~ticms are included in Version 1 GNMP in order to meet the mmimum requirements
of Version 1 GNMP, Additional sources of spmifieatiorrs for Version 1 GNMP include those
standards committees and vendors/users cmnsorua which have developed definitions of needed
management [formation:

● IEEE 802.18 Local and Metropolitan Area N?tworks Management [L/M AN_j,
● IEEE 802.3 Repeater management [HUB],
9 ANSI X3T9.5 FDDI Station Management [FDDI],
● CCI-IT Study Group W Generrc Network Information Model [CCITT’1, and
e ISO!IEC JTC1/SC6 Transport and Netwoik Layer Management [1S1S], [NW],

[XPORT].
● Network Management Forum [NM FMIL].

1.8, GMWP and GOSIP

GNMP and GOSIP Version 2 are both government procurement specifications of open systems
GOSJP 1s cited in the GNhfP t.o specify the protocol stack upon which management informat.ron
can be conveyed. GOSIP also specifies services, such as File Transfer, Access and Manage,men[
{FTAM ), h!essage Handl!ng System i hlHS),and Virtual Terminal (VT), that can be used [o

support network management applica~lons Versicm 3 GOSIP w{i) cite the GNMP to specify the

management protocols, services, and information needed to facihtate mteroperabie multi-vendor
management of GOSW-compliant systems. As both GNMP and GC)SIP mature, it LSexpected

tha[ they will continue to cross-reference the latest versions of each other.

[.9. GNMP, GOSfP, and IGOSS

The industry/Govemmen[ Open Systems Specification (lGOSS) is an 0S1 procurement

specification that the federal government plans to issue jmntly with the Manufacturing
.A(l(~)n];at]onProtocol [NIAI’), the Technical and Office f)ro[ocols (TOP), and [he F,lec[ric Power
ln~t~ls[r} s l.ln]frcd Cc)fl;r?)(inlcatlc)~~sArchitecture (UC A). Version ~<of GOSIP WIII prlmarll
he a rcfcrcncc to IGOS.$. Tht GOSIP wtll also include a s!atement of applJcab IIIt) for federa’

I ~~vernmen[ hLJ[not joln!ly,L:t-~rl~\~iwr~ aIId will ln(:ludc an) protocols required bv the federal.
,i:r~,~’(1/1) i))e ](; ().S.S p;irtic)pallng cr:anlmlionf. All l;~aicrlal relating to network management
.’.;11IX ,:)::;]i:)c:! ill !ht IGOSS either d]recti~ or by reterc-nce [() the GNh4P



1.”!(). GNMP and OMNIPoiru 1

‘1lj~ developmen,( of the GNMP was the impetus for the Network Management Forum to initiate
I.iw Open Management Road map activity. From the outset of that activity, NIST has been a
pm.ner in this international partnership of government and industry groups who were interested
11)interoperab~e network mariagemen[. The Roadmap partnership agreed to a plan for defining

a number of Open Management Interoperability Points (OMNIPoinrs) which are snapshots of
standards, specifications, and agreements for network management. As a result of ITIST
participation, the OMMPoint 1 specifications will include the GNMP as an example
procurement dwmment whose requirements may be met hy OMNIPoirU 1 products. Continued
col]abomtion and participar.lon in the Open Management Rwdmap is expected as the GlTh4P
evolves and additional OMNIPoinrs are defined,

.



?-. How to Understand and Use the GNMP

Businesses and governments continue deployment of voice and data communication networks at
an increasirlg pace. The deployment of :hese networking devices is generating intense pressure
for suppliers to provide network management products as well. Suppliers are responding with
capable, but incompatible, network managers. The result in most large organizations today is

a loose confederation of multi-vendor svs[erns managed by a variety of network management
products. The situation m a typical company is illustrated in Figure 2.1. In the example, five
different terminals are required to manage all the network assets, and nowhere is an integrated
view availah!e

The solution to this dilemma depends upon an integrated network management system. For the
company illustrated in Figure 2, 1, a solution such as that shown in Figure ‘2.2 might be feasible.
All five network managers (the two LAN managers, the wide-area network (WAN) manager,
the telecommunications manager, and the PBX manager) remain in place, using proprietary
means to manage specific resources. Four network management integrators have been added:
one integrates the LAN managers, one integrates the telecommunications managers, one
integrates the WAN manager and the LAN integrator, and one integrates the telecommunications
and data cornmunlcaticms Integrators. implementation of such a hierarchical network
management system requires a standard for network management information exchange between..
integrators, and between integrators and managers. In Figure 2.2, interfaces requiring such a
standard are shown with broken lines connecting the label “GNMF’. ”

The Government Network Management Profile (GNMP) specifies a standard for the exchange
of management lnforn~ation between integrators and between integrators and managers. l’he
G NMP spe.cificatlon can also be used between managers and network elements. should the
network elelments possess sufficient computing capability. The scope of the GNMP encompasses
a set of protocols fCJr multi-vendor communications, a set of general-purpose management
functions, and a standard set of managed object definitions. This scope addresses only [he
exchange of management information in a standard way in order to achieve integration of
management systems and components made independently by a variety of suppliers.

Other ]mportant issues are outside the scope of the GNMP. Consider, for example, the andysls
of management information. For any operational network management system, raw management
data must be collected, stored, calculated, and correlated to provide useful outputs for ne~work
p!anning, fault predlctlon, and billing. Requlrernents in these areas are outside the scope of [IIe
GNfvl P and must conlinue to be specified directly by the Acquisition Authority Human-machine

lnierF~ce (Hh41~ is also outside the scope of the GNMP. The Acquisltlon Au[horlty m~!s~
continue +.(Jspecify an} requirements regard]ng presentation and r~st of use The usual issue.s.,
(Jt confi~(lra[lon and s17,rng of ne[wor-k management components are also oulslde the scope of

[IIC GN~lY Tht Acql~i\l!itm All(ll~~rit} nltis( con[inue to plan [he dcplovrnenl and s)z.Ing of
spi’cl fl[.’ !nlcgrator,s and manfigcrs in ticcordanct’ wilt} operational rcqulrerments. ‘Thc (-iN hl P,
~jlcj., , ,., ~\t (ifcssc’~ ;1 \lrig!L , ~l;nI~I’:J!Il: nLJIV.IOFk man~gcm:’nt Inteprailon pr~lhiem l!ll{yro~rahil)ty

tx’lucc::n~!w~~rk n],{na~cll]rl]l ((~rllp(}ncnts.
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Version 1 GNMP includes the international standard Common Management Information Protocol

(CMIP] and seven general management support functions. More management support functions
will be included in future versions as these functions become available. Version 1 GhTMP
incorporates managed object definitions for network interfaces, including both data and \’oice
communication network components. Additional managed objects are planned in future versions
as stated in Appendix A. 1. The eventual scow of the GNMP will be extended to include system
management objects for applications, services, operating systems, and database systems.
Version 1 GNMP includes optional methods of authentication. These optiomd authentication
methods art provided for interim use in the absence of standard approaches to network
management Secwlty. Regarding access control, the GNMP assumes that a prorperly
authent~caud user should have access to any management information available. Future versions
of the GNMP will provide finer-grained access control as appropriate standards are agreed.

The GNMP builds on the Government Open Systems Interconnection Profile (GOSIP). In fact,
[he GNMP includes the GOSIP Version 2, by reference, The GOSIP specifies protwol layers
1 through 6 to provide basic interoperability in support of CMIP. In addition, the GOSIp
Version 2 provides three applications that might be useful in a general puqmse network
management solution. The File Transfer, Access, and Management (FTAM) application
facilitates the transfer of bulk information, such as routing tables, billing records, audit trails,
and configuration data. The Virtual Terminal (VT) application enables remote login to network
management systems, thus, allowing a network o~rator to execute propne~ network
management tmls and diagnostics. The Message Handling System (MI-IS) permits network
operators to exchartge messages with each other while attempting to diagnose or correct network
problems. MHS can also be employed to alert users about network status changes. Future
versions of the GNMP will include additional managed object definitions for layers three through
seven for GOSIP-complian[ end systems and for layer three for GOSIP-compliant intermediate
svstems. Thus, the GNMp and the GOSIp are lled intimately, cross-referencing each other as

requ]red.

Wi[h the foregoing background information, an Acquisition Authority can understand how to use
[he GNMP to specify interoperable network management ~nterfaces for components In a ndtwork
management system. First, the Acquisition ,4uthority must develop a plan for partitioning
network management responsibilities among network managers and for interconnecting the
managers through network integrators. The specific number, location, scope, and size of the
managers and integrators will depend on the operational requirements of the Acquisition
Authority. Second, the Acquisition Authority must decide whether or not authentication is
rcqulred. and If so, which specific option IS needed. Third, the Acquisition Authorit) must
determine which opt~onai GOSIP applications, if any, are required for each manager and
Intc:rator. Fourth. \he Acquisition Authori[v must selec[ the managed objec(s required to b:

supported for each manager and Integrator. For ach selected managed ob!ect, the Acquisition
,Au{htlrltv m~]s[ tlc[rrn~]nc if ;iny of the optional attributes and condi[lonal packages are rcqulred

l{) hu $~lpporlcd. }~,r ~~les~]~~[~d m:lna~cd ohjec!s, [he Acqlll\ltion Authority must dccldc (he
1,,111!(:t)llldl Il~:, W’111(’il (ir-’![Jl L’ tt)C rC)ii[lollSIIl[)$ i)C~hCL’?l lll~[iil](i” ()[ l!),ll’i. !~(’{i (I!J(UL[> I;’CCGCL; l\)

l!,



support the operational mquiremen&s Having made these decisions, the Acquisition Authority

can use the GNMP to specify protocol requirements for =ch manager and integrator, so that
interchange of management information can be achieved. NET LSdeveloping a Users’ Guide

to Version 1 GNMP. This guide will address the issues related to preparation of a Request for
Woposal (RFP) for network management. Beyond the GNMP, the Acxpusition Aut!!onty must
spxxfy Hurnan-niachine Interface requirements, management data analysis requirements, system
and componen! capacity and ,performance requirements, and any other requirements.

j.n mmrnary, the GNMP is a useful tool to spify interfaus between managers and integrators
to er~abk exchange of management data and execution of magement functions when tie
managers and integrators mi.gi~t be provided by a variety of suppliers. The GNMP permits

slgmficant flexibility regarding many engineering issues, and can be tailored to some degree for
specific reqnrernents. This initial version of the GNMP is simply a beginning; future
enhancements, as outlined in Appendix A, are already foreseen.



3. Description of Network Management Standards

This wxtion provides an overview of the 0S1 management standards. First, the organization and
interrelationships of these standards are explained; then each standard is briefly described, The
information in this section is intended to be tutorial. The standards included in this profile are
specified in section 4, GNMP conformance requirements.

The international standards for the management of networks are rapidly approaching maturity.
The= standards jointly provide a foundation for the development of interoperable NM products.
The ~rirnary goal for developing interoperable NM products IS to allow network managers to
remotely monitor and control network resources residing on network components developed by
different vendors. In order to accomplish this, there must be a common method for transferring
the management commands and management information; and there must be a common view of
management information. To exchange management commands and information, 0S1
management defines a standard management protocol, known as the Common Management
Information Protocol (C MIP). To provide a standard representation of management information,
a se( of standards, called the Structure of Management Information (SMI), has been developed.
ln addition to CMIP and SMI, a set of standards, known as the Systems Management Functions
(SMFS), is also being developd to define specific services and protocols to support network
management. These services satisfy the requirements of the Spxific Management Functional
Areas (SMFA) [FRMWK] including configuration, fault, security, performance, and accounting
management.

As specified in the Systems Management Overview
are subdivlcied Into four groups:

(1)

(2)

(3)

(SMO) [SMO], 0S1 management standards

and organizu[lon qf0S1 Munagerwru - This

group of standards includes the Management Framework [FRMWK] and the
Systems Management Overview [SMO]. Presently, the Management Framework
and ~he Systems Managernen[ Overv~ew are both international standards (1Ss).

Standards .br A2 communication of managemcru injonnarion - This group of
standards includes the Common Management Information Services (CMIS)

[CMIS) and the Common Management Information Protocol (CMIP) [CMIP].
These two standards specify how the exchange of management information
between two open systems is accomplished. (’MIS and CMIP are 1Ss.

Subsection 3.1 describes the Chf[S and Ch41P standards.

SIuruiurds rcluiinx ICII})(I~rrltc[urc (~f rnanilgcmcn[ infi)rmurion (SMI) - The

standards In (his group spec[f~ the svntax 01 lnformat]on which is transferred for
man:igemenl p~lrposes. The standards [hat support the specification of
!l}:{rl~;~(ll(,r!~ ll;fnrm~tl(>n ~T~. (!l~ h~~n;][lt’ll)~~n[lnformall(~n hfo(iel [Aflhf], the -

lk’bui(;or; (): h!a;)i~gc]ncn! lnl(}rl~]:]!]oc [1)111], :]n{]~i:)ldc!inc~ for [hc Dt:finlllon



(4)

of Managed Objects [G DMO]. These standards have reached E status.

Subsection 3.2 briefly describes each of these standards. Additionally, there are
two emerging standards related to management information. They are Generic
Management information (GMT) [GMQ and Requirements and Guidelines for
Implementation Conformance Statement Proformas Associated with Management
Information (MOCS) [MOCS] These standards are Draft International Standards
(DEs).

Wzndardsfor systems managemerujmcticm.s CWfFs) - The standards in this group
define the services and, if appropriate, the functional unifi and generic definitions
of managed objects required for each specific systems management function. The
SMF standards are at various stages of development, ranging from working
proposals to CDS, DISS and 1Ss. The Object Management Function [OMFl, the
State Management Function [STMF], Attributes for Representing Relationships
[ARR], the Alarm Reporting Function [AR F], the Event Rqort Management
Function [E’RhfF], the Log Control Function [LCF] and the Security Alarm

Reporting Functions [S.4RF] are 1Ss. Other SMFS (such as the Workload
Monitoring Function, the Summarization Function, and Objects and Attributes for
Access Control ) are at various stages of development as international standards.
Subsection 3..3 describes the seven SMFS included in Version 1 GNMP.

Smndards ~elated to network management sczunty are currently being developed by various
standards groups, Section 3.4 describes the security options included in Version 1 GNMP.

l’aken together, these NM standards define a~pects of NM that must be implemented in a
standard way to allou Interoperable, rnultI -vtmdor management. Figure “3.\ illustrates how these
management standards fil In the appl)callon layer wruc[ure in an open system. For a detailed
ciescr]p[lon of [he archl[ecture of the applica[lon layer, see the international standard, Application
Layer Structure [ALS]. ‘Those non-standardized, bu( generally required, NM elements, such as
human-machine interface, are also Included in the illustration and me designataf as
recommended elements. Application layer standards, such as FTAM, that may be used by
network management applications are Included in the figure as well; these are designated as
optional elements.

3.1, Managemen( Communications
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makeup of the managenmt messages, whlie CMIS specifies the service interface to management
~nformation service users. Although not stated in these particular standards, normally in any

example of management communication, the management entity on one end of the association
assumes a manager role, while the peer management entity on the other end of the association
assumes the agen( role.

3.1.1. Common Management Information FrotocoJ (CMfP)

{.;MIp provides a ~omm~n]y underst~ format for the transfer of management information and
~ommands belween the peer managemtxt entitles. Typxaliy, one of the peers acts in a manager
role and one acts in an agent roie during rnanagemen~ communications. CMIP specifies the
genenc transfer mechanism needed by the systems management functions (e. g., OMF, STMF).
The types of management information and commands that are exchanged using CMIF’ take the
general form of event notifications, information or action requests, and responses, containing
either the requested information or some indication as to why the request Failed.

3,1.2. Common Management Information Services (CMK)

CMIS provides a full range of services by means of a small number of basic senice prim~t.ives.
The major ones are: 1) M-GET, a read operation to retrieve attribute values of managed objects;
2) M-SET, a write operation to permit the setting of managed object attribute values; 3)
M-EVENT -REPORT, an operation to transmit relevant information concerning significant
predefine occurrences on one system (e. g., an agent) which are to be reported to another
system (e g, its manager); and 4) M-ACTION, an operation intended to remotely Invoke a
predefine management acflvity on a managed object located on the target system. The ability
to establish new management informa~ion object Instances, or to remove no ionger nexxied
management information object instances, M supported by the CMIS service primitives,
M-CREATE and M-DELETE, respectively. The M-CANCEL-GET service primitive allows
cancellatlcm of a previously requeshd and currendy outstanding invocation of the M-GET
service.

The mten; of the CMIS service primitives is to aIiow the management service user: 1) to specify

the management operation (command) being transmitted; 2) to pass appropriate support
informa[lon, ‘3) to pass result or erTor information; 4) to identify the part~cular managed
object/ attribute/action/event to be operated upon, either by directly narnlng the $peciflc objet:
Instance or hv specifying criter~a by which an appropriate se[ of objects can be selected (i. e ,
[t]rough (I-lc use 0[ “scoping,” to select potential objec~ targe~s, and “filtering, ” to select the
actual targets which satisfy a spec~fied set of conditions); 5) to idtin[ify the par~icuiar tns(ancc
of manap,ement comml.)nlcation; 6) to pass access control in forrna[ion; and 7) to ~pecif) when
operatl(lns and even~s occurred.



CkllS capablli~ies are part~[~oned into functional units which can be negotiated between peer
management applications communicating over a given association. The resulting negotiated
agreement limits the range of management communication allowed on that association. The
kernel functional unit of CMIS includes al) the basic service primitives mentioned above. This
kernel functiontii[y w be augmented by negotiating functional units which make available
services ~’ithin CMIS mul[iple object selection (scoping), multiple reply and filtering in order
to select sets of ob;ects 10 be operated on and to aiiow multiple replies in such cases. An
additional functional unit makes available the extended r.rseof presentation layer services.

3>2, Management information

To provide interoperability among network management systems, each system must have a
common “view” of management information. This involves first assuring that the abstract
conceptual view of management information is consistent. Within this consistent management
information model, then, management information must be defhed in a consistent way. Finally,
a registration methodology and a repository for management information definitions are required,
so thal genera} access is provided to these definitions.

Several international standards exist to facilitate a common view of management information.
These standards provide: 1) an overview and model of management information, 2) a generic
approach to and format for defining management information, and 3) certain specific definitions
of managed objects to support network management functions. The following three subsections
expand upon each of these documents. The fourth subsection to follow discusses issues related
(o the aclual definitions of managemen~ information (managed objects).

3.2.1. hlnnagerwnt Information Nloclel (filIhl)

I’he fvlanagemel]~ information Model [MIM] describes an object-oriented model of managemen{
[nforma~lon. ‘Ttrl\ model divides management information into managed Objecls. their attributes,
the management opera [ions t}]at can be performed upon them, and the notlficat)ons that they can
emit, The set of managed objects in an open system, together wi~h their attributes, constitute tha~
open system’s management information base. Using object-oriented principles, the management
Information model ckfines key concepts such as Inheritance, allomorphism, con~inment and
n:inllnf+, as [hey relate to managed objects.



common, detailed descriptions for defining managed object classes, name bindings, attributes,
actions and notifications.

3.2,3. Definition of Management Information ~~

The Definition of Management Information ~MI] defines often used mana.gd object classes,

packdges, attribute types, specific attributes, act~on types, parameter types, and notification
types. I)MI aiso specifies compliamx requirements placed on other standards that make use of
the definitions.

DMI provides generic definitions that support systems management functions and can thus be
incorporated in other management mformat.ion defirutions. These definitions may also be used
In other standards to specify objects, attributes, notifications and action types.

3.2.4. hlanagement [nforrnation Definitions

The GNMP includes the OIW Management Information Library (MIL). The OIW MIL contains
management mforrnaticm definitions which were aligned with that of the Network Management
Forum (NMF). Recall that the fwus of Version 1 GNMP is on layers 1 and 2. Unfortunate y,
the managed objects m the OIW MIL are insufficient to enable management of LANs and other
devices which provide layer 1 and 2 functionality. Additional management information
definitions are required. In order to augment the ON MTL definitions and to provide the
necessary tnanaged object definitions to support management of layer 1 and 2 functionality,
addl~lonal managed object definitions are included in Version 1 GNT4P These additional
def~nitlons lncludc management information be~ng developed by IEEE 802 (for L,4Ns and
Repeaiers), ANSI X3T9.5 (for FDDI), CC17T SG IV (for telecommunication networks),
ISO/IF.C Joln~ Technical Committee 1 (.JTC1) / Subcommittee 6 (SC6) (for Transport and
Network Layer protocols), and Network Management Forum.

3.3, Systems Management Functions

To develop functions for the support of systems management, ISO/IEC has partitioned systems
management activit~es Into five Specific Management Functional Areas (SMFAS): configuration
management. fau][ management, performance management, security management, and
accodn[]ng manage men[ Withir) each of these SMFAS, ISO/lEC groups are developing
s[:inllarcis for !unct)ons (Including requirements, models, and services] for the management of
nctw(}rks, Becallse ()[’ overlap among requirements of the SMFAS, rnana~ernent functions
drvciopcd to sa(~sfy thu needs of onc SMFA can often be used in support of other SMFAS The
IuucI\{.ms ckvclopt% hy [he SMF,A groups of lSO/lI?C are known as Systems Marra~emenl
l-!,]]~i:t~]t (ShlrSJ. Sc’icn of (IIC><CSN?FS arc incl IIded in Vemlon 1 GNMP” Ob]ec! Management
11.,~i~!::; ~I”JhlJ!, $!,iir hf:i~]~:t>incn[ !;un:tion (S [hf F), Ai[rih~i[es for Representing Relat!on$hlps

—>



(ARR), Alarm Reporting Function (ARF), Event Report Management Function (ERMF), Log
Con[rol Function (LCF), and Security Alarm Reprting Function (SARF). The following SMFS
are under development by ISO/IEC, but are not included in this version of GNMP: Security
Audit Trail Function, Objects and Attributes for Access Control, Accounting Metering Function,
Workload Monitoring Function, Test Management Function, Changeover Function, General
Relationship Model Function, Management Domain Function, Management Knowledge
Management Function, Response Time Monitoring Function, Scheduling Function, Time
Management Function, and Summarization Function. The intention of the standards community
is to develop additional SMFS as needs are identified. As additional SMFS r=ch maturity and
become stdnckird]?ed, they
‘dnef summaries of each O(
subsections that follow.

will be cons~dered for inclusion in futu~e versions of the GNMP,
the sevsn SM Fs [ncluded in Version 1 GNMP are presented in the

3.3.1. Object Management Function (OMF)

Managed objects provide a view of system resources that may be managed using 0S1
management protocols. The OMF enables a management user to create, delete, examine or
modify characteristics of managed objects. The OMF describes the following services:
reporting of the creation and deletion of managed objects and reporting of changes of attribute
values of managed objects. The OMF alSO describes, so called, “pass-through” services which
map directly to CMIS. These include: crating and deleting managed objects, performing
actions upon managed objects, changing attribute values, reading attribute values, and reporting
events. For details on each of these services see the Object Management Function Standard
[OMF].

3,3.2. State I)lanagement Function (STMF)

T’he State Management Function defines three attributes whose values are used [o indicate or
.ontrol :hc state of a resource represented by a managed object. These attributes are

Opera[lonal state, usage state, and adminjstratlve s’dte. The value of the operational slaic
attribute indicates whether or not the resource is physically installed andlor working. The value
of the usage state attribute indicates whether the resource is active, and if it is, whe!her the
resource has spare capacity for additional users. The value of the administration state attribule
Indicates whether the use of a resource is permitted or prohibited. The value of the
adminls!rative state may be set through the use of management sen’ices. The STMF defines
:enenc attributes and operations that can be part of anY managed object de flniticm in order IC~
prokide a s~ndardlzed OS1 managemen[ [echrrlque for’ dealin~ with ‘management states. The
STMF prov]des the mana.gemerr! user the abilio [o examine s[ates, to be notified of changes in

s[a[e [u Inon}[tlr [}verali opcrabillt~ an~! usage of resources in a cor)sis(cn[ manner, and 10 control
lhc gcrlcral avail abillt}’ of specific resources. For de~ills on the fiictors affcctlng the s(a!es of

;I maIla\!ed ol)Iec[ ancl”lhe WI of al(rlbules and notifications (descri!md in Sect]on 3.3.5) related
!() S[:llc Illi:n;!gcmc’ll! Src [ht’ Slandai(! /,SThlFj,



3.3,3. Attributes for Repremoting Relationships (AR-R)

According to the Attributes for Representing Relationships (ARR) standard [ARR], managed
objects may be related in one of the following three categories of relationships: containment
relationships, reciprocal relationships, and one- way relationships. Containment relationships are
defird in the Management lnfor-mation Model (MIM) standard [MIM]. Reciprocal and one-way
relationships are defined in AR.R. The ARR standard provides a model for specifying
relationships an~ong managed objects and indicates which attributes, defined in the Definition
of Management information (DMI) standard [DMI], are to be included m managed object
definitions for the purpose of representing these relationships. Relationships are used to provide
a set of rules governing how one part of an open system may affect other parts of the system.

IrI addition to describing the nature and ty-pes of managed object relationships and how they are
represented, ARR describes the monitoring and controlling of these relationships. Beyond the
basic management capabilities of reading and setting attribute values which represent these
relationships, ARR defines a service which specifies how notifications (described in section
3.3 .5) of relationship changes are to be reported. A description of the different types of
relationships and the generic re.latlonship attributes is provided m the ARR standard.

3.3.4. AIarrn Reporting Function (ARF)

The ARF specifies particular categories of alarms as well as a mechanism for communicating
these alarms between peer management users. The ARF [ARF] specifies the following five
basic categories of alarms along with their parameters and semmtics: communications, quality
of serwce, processing failure, equipment, and environmental. Included within the description
of these alarm types are parameters and semantics. Some examples of alarm causes are queue
size exceeded, retransmission rate excessive, and out of memory.

The alarms discusstxl in the ,4RF are paxticulti types of notifications (described in section 3.3.5)
which convey information about detected faults and abnormal conditions. The ARF, therefore,

suppwts the network management capability of detecting faults, or those abnormal conditions
generally leadlng to faults, as early as possible, and preferably before problems are noticed by
the network users. For details on each of these categories of alarms sw the ARF standard.

3.3,s. Event Report Martngernent Function (ERMF)

jh!~nagernen[ events indicate that some measurable actlvlty has occurred in a network

management s~’slem. When an event has occurTed wlthln a managed object, a no(lficatlon IS
emltlecl bv the ohlect. Notlfica[irms are passed through dlscrlnllnators, which spec]fv Condl[l(Jns
(Ilal m(tst be s:~tls{;e(l prior to generating an even[ report, ?-he Ek M F standa;d [ERN! F]
:!’<.11s$:’.s (ll\cr! !lll:l:{!ors! ;~nd pro\ldes Ihc mona:emm! ~]sr’ the follnwlng capahlli!if’~’ !tlr
.~cllllltloll [)f ,1 fl~\I[)]v c\,L,!l: r(’p(-)rl~(lIl(ro] $~’~i~~, the Sp[’L.IfIC<i[IOII [)!-dcsllnaiior, $ ((}which

i .;



event reports are to be sent, the specification of a mechanism to control forwarding of event
reports, the ability for an external managing system to modify conditions used in the reporting
of events, and the ability to designate a backup location to which event reports can be sent if the
primary location is not available. For details on each of these capabilities see the ERMF
standard [ERMF].

3.3.6. Log Control Function (LCF)

The 1.og Control Furrc~ion (I,CF) specitles a particular management function and services which
allow logging of infer mation about event reports, notifi~tions and operations performed by and
on various objects. The event reports are presented directly to be processed for logging. The
notifications are pre-processed to form potential log reports. Both the log records to be stored,
and the logs in which they are stored, are modelld as managed objects. The LCF provides the
semices to initiate, terminate, suspend, or resume the activity of logging through the
manipulation of the log object. The LCF suppts retrieving log attributes values, notification
of log attribute value changes, log record retrieval, and log record deletion. For details on the
selection of information to be logged, see the LCF standard [LCF].

3.3.7. Security Alarm Reporting Function (SARF)

While alarm notifications of a general type are considered to be under the scope of the ARF,
certain types of alarm notifications need different handling. The smurity Alarm Reporting
Function (SARF) specifies a particular form for notifications of security related events. The
SARF standard defines five tym of security alarms and eighteen registered security alarm
causes. The standard also defines three parameters used to identify the cause of security
breaches. For details on these parameters, each of the a!arm types, and the causes which are
assigned to individual alarm ty~s, see the SARF standard [SARF].

3.4. Management Security

3.4.1. Services

The GOSIP identifies the primary services required for security in an open system These

s~(lices are:

● au[hen[ication (verifies the identity of commu[l~f:atln~ peer entl~les),

● access control (allows only authorized comml.]n]caticm and system access),
* da~ confidentiality (protects data against unauthorized access),
o data integrity (protec~s data against una~~(horlzed modlficatlor,. lnsertlon, and

deletion), and
* n(lrl-rt’pll~l:i!i{~rl (Proi’l(it’f proof n{’ tilt’ orl:71n 07 rc(’t’lpl of dat~l.



The OIW Network Mmigement Special Interest Group @MSIG)has identifd the following
security services, as qualified below, as the primary requirements for network management
security:

● authentication - peer entity and data origin authentication,
● access con trol,
● confidentiality - connectiordess confidentiality, and
o Integrity - connection less integrity.

S~nce not ali systems wiil require all the security services, and not all these serwces will be
avalable in the immediate future, the NMSIG has prioritized these services with regard to thei~
general usefulness and urgency, Highest priority has &n given to access controi. In addibon,

because access control is so close] y related to and dependent upon authentication, authentication
was also given a high priority (i. e., it must be verified that a person or process is in fact, who
lt claims to be, before granting it access to a protected system or object).

3,4.2. Authentication

Vwious sw,ndafds bodes are developing specifications for incorporating security services within
<)SI protwois. A,s appropriate specifications emerge they will be applied to network management

and other applicahon layer protocols. To accommodate current security needs prior to standards
reaching full maturity, Version 1 GNMP specifies two modes of authentication between which
4cqulsltion 4uthorititx may choose Specification of security requirements is optional in a
Request for Proposal (RFP). If required, the Acquisition Authority shall select only one of the
IWO mmks of authentication. Version 1 GNMP strongly recommends that the Acqulsitlon
4uthoritles requiring optional authentication service specify Mode 2.

Both modes use simple credentials, as defined in the Directory Authentication standard [DDEF],
(o authenticate an entity requesting the establishment of a management association. The simple

credentmls structure comprises the foilowing llelds: usemarne, password, optional time-stamp,
and opt]onal random number. The time-stamp fields and random number fields may be used to
pro[e.ct against replay attacks. A detailed ctescriptlon of each of the two authentication modes
follows.

Mode I Mode 1 authenticahon requires use of the username and password fields of the

simple credentials, ‘This method uses the extensions to the Association Control
Sm-v]ce Element (A C’SE) service and pro[ocol standards [ACSESJ [ACSEP] which
detlne a new functional unit (authentication) In which this informal.~on IS
ccmvcycd. An authen[lcailng ent~ty must compare the usernarne and password
agains[ an “authorized user$” IIS! to verify the user’s Identity. If the lden[ity IS
con firmtxi. the assoclatior) IS accepmd. o!herwlse, it IS rejected, The username
ond pns~w[~rd are fhr nllnim~lm amml~~ of ~nf”ownat}on rhat nl(]sr I-r prnvlded for
h~(xl~ I ,ii/i))Cl][iC~tio[], I tl(’ p;]~swo:(~ IS trai~smlttcd [n [ht :lc~F, II()[ ~i~Cr~Pt(’d

I.,



m any way. Distribution method for the usemames and passwords is dependent
upon prior agreements between communicating peer entities. and is, therefore,
kx~yond the scope of the GNMP.

Mode ‘2: In addition to providing all aspects of Mode 1 authentication, Mode 2
authentication provides additional security by using a hash function applied to the
authentication information (e. g., the password). A time-stamp may be included
In the authentication information, to which the hash function is applied, m provide
a greater measure of security (i. e., by adding the time-stamp, the password will

hzsh to a diffe[ent value ach time). For Mode 2 authentication, the Secure Hash
A[gorlthm (SHAJ spxifkl in [SHA] must be supported for govemrne~~t use.
Other hash algmthrns may also be supported (e.g., the MD5 algorithm specified
in part 12, clause 7.2.3 of the June 1992 SIAS [STABLE]. ) An authenticating
entity receives the hashed output in the password field of the simple credentials
structure, and then processes the password “known” locally to correspond to the
received usemame (along with the other authentication information as the
requesting entity did) using the hash function to produce a test value. This test
value and the password field are then checked for equality. If the user identity 1s

authenticated, the association is accepted; otherwise, it is rejected. The

distribution of the password used as input for hashing is dependent upon prior
agreements between communicating peer entities, and is, therefore, beyond the
scope of the GNMP.

3.4.3. Access Control

For Version 1 GNMP, the access control policy is as follows: once authenticated on an
association, an entity shall have access to all management information availabie through that
association. If an entity is no~ authenticated, It will not be granted an association.

4.s work progresses on acces~ ccmtrol in the standards community, access control mechanisms
WII1be added &ofuture ve(s~ons of the GNMP.

3.4.4. Remaining Services

Foi Version 1 GNMP, data origin authentication, integrity, and confidentiality are not specified.
As work progresses on these services In the. standards community, they wil; be added to fl]ture
versions of the GNMP,



4. GNMP Conformance Requirements

Implementations may be conforrnant to the Government Network Management Profile (GNMP)
in any of three area:

management communications,
management information, and
systems management functions.

An impl~lneot~tion may be conformar,t to one or more of these areas. When purchasing
lrnplementatlons, Acquislhon Authorities shall specify the areas to which conformance is
required If management security is required, an implementation shall be conformant to one
of the two peer-entity authentication modes as described in Section 3.4.2 of this document.
Inclusion of security features in an IWP is optional.

When procuring a complete Network Management System (NMS), the Acquisition Authority
should take additional steps, as recommended in section 2 of the GNMP, to ensure an adequate
specificahcm for the intended use of the NMS. For example, considerable attention should be
given to the human-rnachlne interface (HMI) and the analysis needs, since such functionality is
usually “requiled .

4.1. Management Communications Confornmnce Requirements

To be conformant with the GNMP in the area of management communmations, an
implementation shall satisfy the requirements for management communications as stated in part

18, clause 8.3. ) of the June 1992 SIAS [STABLE] An implementation shall, also, prowde the
ACSE services and protocol as specified In GOSIP Version 2, section 4.2.7. i, as modified by
the NMSIG Agreements (part 18 of CNW HAs), clause 6.5. In addition, an implemenmti~fl
shall provide the ROSE services and protocol as specified m the Remote Operations Part 1:
Model, Notation and Service Definition [ROSES], and the Remote Operations Part 2: Protmol
Specification [ROSEP], and as modifki by the NMSIG Agreements clause 6.5. Agreements
relating to (he presentation and session layers shall also be supported as specified in the Upper
Layer Agreements, part 5, clause 13.7 of the June 1992 OIW Stabie IAs, [STABLE]. The
particular combination of allowable layer 1-6 services and protocols selected to support CMIS/P

protocolsioptlons shall be dictated by the intended network management applications and by the
target network(s).

?lotc- If VT functionality !s required, VT should be specified as stated (n the G(>SIP
Version 2 section 4.2,7.4 [GOSIP].

If F~.AM functionality is required, FTAM should be specifid as stated in the
c;(jSIP Version 2 sections 4.2.7,2 and 5,3. i ~CiC)SIPj.



If MHS functionality is required, MHS should be specified as statrd in the GOSIP
Version 2 sections 4.2.7.3, and 5.3.2 [GOSIP].

~.~. Management Information Conformance Requirements

To be conformant v.ith the GNMP in the area of management information, an implementation
shall include at least one managed object (hIO). Where applicable, managed objects shall be
selected from tire MO definitions in the
agreements.

The standards documents include:

● Definition of Management

following standards documents and implementation

Information ~MI]
● IEEE 802. lB LAN/MAN Management WMANI
● IEEE 802,3 Repeater Management [HUB]
● ANSI X3T9.5 FDDI Station Management [FDDI]
e CCITT Generic Network Information Model [CCITTJ
● ISO/IEC JTC 1/SC6 Management Information Related to 0S1 Network Layer

Standards [IW~
● ISO/IEC .TTC1/SC6 Management Information Relatcxl to Intermediate System to

Intermediate System Intra-Domain Routing Information Exchange Protocol [1S1S]
● lSO/IEC JTC 1/SC6 Management Information Related to 0S1 Transport Layer

Standards [XPORT]

The implementation agreements include:

● Annexes A and B of part 18 (NM IASJ of ON+’ Stable IAs, June ~99~ [STABLE]
* The Network Management Forum Management Information Library [NMFMIL]

Whet-r speclfy~ng Mos in an RFP for NM products, the Acqu]s]t~on Authority shall take care to

specify: 1) from which document the MOS are selectai, since MO names need only be unique
within a particular defining document and may, therefore, be similar or identical to names of
different objects in other documents; 2) whether, and which, optional attributes and/or
~~nditiona) package(s) are mandatory for the procurement; and 3) at l~s[ one name b]nding for

each of the MOS selected.

In those cafes Where appl)cablc I’vlos cannot be to(lnd in lhr ii’hflve !isled documents for
managing par-licula; network component or svstemts), additional, more appropriate managed
{>b~ccts may need !(1 hr de finmi, Ttl~ (le!illit~cms of such manapecj ol>~ec[s shall wtlsi’! [hc
rcq~~ircrtlcnts fur n)anagcrncllt IIlf[)rlna[)orl as slated in parl 1s, Clause 8.3.3 of [hc Olt!’ SIA5,

J[lne 1992, [S’I’AB1.EJ. ‘1’he tcclllliques and lclnj)l;i(es speclficd IT: [hc Guidc]lncs f~~r the
!~ci-inj[!~~il01’h!i~]~<lgc~i(jl)~ccIs ~C)Dl\t(jj /[; DMCj] s\); Lli k used Iii dllfiillllg III USC hl(}~. \~’llCi

(~(’l)lllil:’ hl( l’). :’A(.’,$,1~’p(it]f)lll[! 1)~’(~li,~-l;r(: :!:\[>il!L’(11:1:L!)(’I]}:ill ;{:c’il’!c’ l)! 1{11’i~rllji{:l(~{:Il(iw’l’. l.~’pl



as lean and coherent as possibie, “First, the management information documents listed above,
plus those SMFS stated in Section 3, should be thoroughly searched to assure that an appropriate
M() has not already been defined for the desired purpose. Then, these same documents should
be searched for an already defined MO which, although not entirely satisfactory, may be
sufficiently close to the desired MO so that it could serve as a super class from which this new
object class could be denvd. Elements of MOS (e.g., attributes or notifications) should be

handled in the same manner to prevent redundant definition of similar or identical management
inforrnaUon elements. All MO definitions must have registerd object identifiers and must be
publicly available.

The initml issue of the management reformation catalogue ~CATl jointly publish~ by ~ST,
the OIW NMSIG and the NMF is a referervx document intended to enable individuals or
organizations to quickly and easily identify information related to their network management
activities. The catdogue makes easily visible the full repertoire of management information
defined and available at a given point in time. This catdogue may be used to assist Acquisition
Authontles m Identifying additional applicable managed object definitions.

4.3, Systems Management Fmwtions Co~r(mmance Requirements

To be conformant with the GNMP in the area of systems management functions, an
Implementation shall satisfy the requirements for systems management functions as stattxl in part
18, clause 8.3.2 of the OIW Stable IAs, June 1992 [STABLE].

The Acquisition Authority, when specifying systems managemen[ functions (SMF) in an RFP
for Nhf products, shall take care to select the applicable SMF categories as specified in part 18,
clause 8 3.2 of the June 1992 Of W Stable IAs [STABLE]. The SMF categories include:

General Managemen~ Capabilibes,
Alarm Reporting and State Management Capabilities,
Akrm Reporting Capabihties,
General Event Report Management Capabilities, and
General Log Control Capabilities.

The Acquisition Authority, when specifying the selected SMF categories in the RFP, shall
specify the selected functional units and shali specify whether conformance to the agent role, the
m.ariager role, or both, is required.

1,4. Peer-entity Authentication Conformance Requirements



shall be accomplished using ACSE extensions [ACSES] and [ACSEP]. These extensions define
a new ftmctional unit and the associated ASN. 1 definition of an “authentication” parameter to
support authentication. If any mode of authentication is selected for use by the Acquisition
Authority, the implementor shall implement the two ACSE extensions [ACSES][ACSEP]. In
addition, the implementation shall use Simple Credentials as defined in the Directory
Authentication Framework Part 3 [DDEF], for use in the authentication field of the protocol data
unit as specified in [ACSEP]. The implementation shall follow the method of simple
authentication as defined in the Directory Authentication Framework Part 8, Section 2
[DA UTH]. Since the Directory is not mandatory, the authentication functionality (e.g., checking
of password for equaiity) shall be perfimned by the ~uthentimting entity. In both authentication
modes, password usage shall ccmfonn to FIPS 112, Password Usage [PASS]. In both modes,
the distribution of the usemames and passwords is dependent upon prior agreements between
authenticating peer entities and is, therefore, beyond the scope of the GNMP.



5 Testing of GNNfP-compliant lrnplementatkms

5,1. Conformance Testing

Systems Management is expected to be added to the GOSIP testing program; therefore,
derrmnstratlon of conformance to GNMP WI]]be possible. ‘To demonstrate conformance implies
product testing in an accredi~ed testing labomtory, and registration in the Conformance Tested
C;(ISIP Product Register. The mtlng prog~~l(~ will identify and register abstract test suites, and
w(I1 assess and qualify hfeans of Testing.

5.2. Lnteroperability Testing

Interoperabiiity testing for the GNh4P should be strongly considered. Possibilities for such
testing include the use of commercially availabIe interoperability testing seMces, or on-site
multi-vendor testing to assure interopembility, The list of recognized interoperability services
will be available [n the ln!ero~mbility Test and Registration Service Register of the GOSIP
Register Database, and minimum rquired interoperability test suites will be identified and
registered by the U.S. GOSIP Testing Program,

)



Appendices

A. Advanced Requirements

This appendix provides a forward pmnter to additional work planned for subsequent versions of
the GNMP.

A.]> Management information

For the definitions of management information, Version 1 GNMP focuses primarily on
identifying the information required for managing implementations incorporating the functionality
specified for layers 1-2 of the 0S1 Reference Nlodel [BRM].

The second Version of the GNMP, planned to be released approximately eighteen months after
Version i GNMP is promulgated, will mainly add the information required for managing
implementations of the functions specifirxl for layers 3-7 of the 0S1 reference model. Version
3 will s~ify the m~agement reformation (MI) required for the management of computer
applications and services that are outside of the 7-layer communications stack, such as computer
operating systems and database management systen:s.

A.2. Systems Management Functions

The lnc]uslon of the Sys~ems Managernen[ Flunct]ons (Shf Fs) for suhsequt:n: versl(lnj of [he
GNhf P IS [o be in accordance with the SM[USof [he managemer)! standards and of [he 1;3s: [hilt
is, as the SMFS mature and implementors agreements are reached on the SMFS, they wi!l be
considered for inc]uslon in the GhTM”P For example. standards are now under development t~

specIfj how managing and managed svstem are to shar? management knowledge needed dnd
used in common, These specifications w]]] be referenced in the GNMP as [hey become aifallable
as international smndards.

A.3. Mnn2gement Securitj



A>4. The Simple Net work Managemad Protocol iSMVW)

The Simple Network Management Protocol (SNMP) is widely implemented and is likely to be
deployed to manage routers. In such deployments, SNMP can be viewed, analogous y to
proprietary network management protocols, as an internetwork management protocol (i .e,, for
managing sets of routers). Thus, the SNMP can be fitted into a network management
architecture that also includes the GN?vW protocols. Providing such a capability (i.e., to
integrate the GNMP and the SNMP into a single network management system) is a future work
itern for the GNMP.

A.5. NM Ensembk

A recently developed concept related to the selection of managed objects (MOS) and system
management functions (SMFS) that solves a particular management problem is the concept of
“ensembles.” Currently, an ensemble is defined as a coherent unit that speatles: 1) the
particular problem to be solved, the requirements associated with the problem and a solution to
the problem; and 2) the smndards and MOS making up the solution. This concept was deveioped

by the Architecture Team of the Network Management Forum @JNfF). ‘The Object Team of the
NMF is developing specific ensembles (e.g., the 0S1 Intenvorking Ensemble and the
Reconfigurable Circu~t Serwce: Configuration Management (RCS) Ensemble). While more work
needs to be done, the concept appears to have great merit and offers potentd for assisting in
the preparation of RFPs for NM products. As the ensembks concept and the definitions of the
ensembles mature and stabihz~, consideration will be made on whether or not to include
ensemble$ iu later versions of the GNMP



B, W’here to get Documents

The techmcal speafirdtion of V. 1 GNMP is available both on-line and in hardcopy.

hardcopv: National Technical Information Service (NTIS)
U. S, Department of Commerce
5285 Port Royal Road
Springfield, VA 22161.
(703;) 4R 74650

on-llne. available from osi. ncsl. nlst. gov via anonymous ftp (129.6.48. 100) or
anonymous ftam: type “ftamosi”

.Ipublgnmptgnmp .asc --- ascii

./pub/gnmp/gnmp.ps --- Postscript

./publgnmp/gnmp. w51 --- Worciperfect 5.1

Note: PostScript figures are in the files in the same subdirectory as
figN.ps where N = 1, 2, 3.

The Stable Implementation Agreements (SIA) for Open Systems Interconnection Protocols (NIST

Special Publication 500-202) is also available both on-line and in hardcopy.

hardcopy: National Technical Information Service (NTIS)
U. S. Department of Commerce
5285 Port Royal Road

Springfield, VA 22161.
(7{)3) 487-4650.

?i-m document may also be purchased from the IEEE Comp~j~e~ SWlety.
Order Department, Phone: 1-800-272-6657.

on-llne: available from osi. ncsl. ni.st. gov via anonymous ftp (129.6.48. 100) or
anonymous ftam: type “ftamos. i”

./pub/oiw/agreemen ts/XS-91 i2. asc --- ascii

./pubioiw/a~rmn~ell~s/Xs -91 i 2.~5 1 --- W’ordperfcct 5.1



The aMresses and telephone nurni>,m that may be used to obtmo additional GNMP-re~atd
documents are listed below,

IEEE Computer Society Press
Order Department

10662 Los Vaqueros Circie
LOS Alam~tos, Ca 90720
1-800-2’72-6657

Network Managernwt Forwin
40 Morristown Rd
Bernardsville, NJ 0’7924
‘TEL: (908) -l’66- 1544
FAX:(908)-V66-5741

American National Standards Institute
11 W. 42rd St.
NY., N Y, 100’M
“1”EL:(212)6-42 -4900
FAX:(2 L2)30’2-1286

international Organization for Standardization
Central Secretariat
Case postaie 56-CH-1211

Geneve 20, Switzerland
J“EL.41 2274901 1I
FAX:41 227333430 ,

National Technical information Service (NTIS)
IJ. S. ~epartment of Commerce

5285 Port Royal Road
Springfield, VA 22161.
(703) 487-4650.

Ccrn-
International Telecommunications Umon
Place des Nations
CH 121!
~“ieneve 20 SW! TZF.RLANL1



c~. Acronyms

A(:SE
ANSI
ARF
ARR
ASE
ccJTr
CMIP
(;M.lS
1>1S
DMI
ERF
FDDI
FIPS
FTA4M
GDMO
GNMP
GOSIP
HM1
IA
IEEE
IGOSS
Is
Iso/’IEc

LAN
LC F
MAP
MHS
hlIL
MIM
NIST
NM
NMS
NMSIG
Olw
OMF

OSE
0s1
k}]’
SLRF
$ATI;

Assoeiaticm Control Service Element
American National Standards Institute
Alarm Reporting Function
Attributes for Representing Reiationshlps
.4pp1ication Service Element
International Telegraph and Telephone Consultative Committee
Common Management Information Protocol
Common Management Information Services
Draft [ntematmnal Standard
Defin~t~on of Management Information
Event Report Function
Fiber Distributed Data Interface
Federal Information Processing Standard
File Transfer, Access, and Managemem
Guidelines for the Definition of Managed Objects
Government Network Management Profile
Government Open Systems Interconnection Profile
Human Machine Interface
Implementor’s Agreement
Institute of Electrical and Electronic Engineers
Industry/Government Open Systems Specification
International Standard
International Organization for Standardization/International Electrotechnical

Committee
Local Area Network
bg Control Function

Manufactunng Automation Protocol
Message Handling Systems

Management Inforrnatlon L~brary
Management information Model
National Institute of Standards and Technology
Network Management
Network Management System
Network Management Special Interest Group
OSE Implementors Workshop

Object Managemen( FunCtl@n

OpeTi Systems Environment
Open Systems Interconnectlcm
Request FC)Tl>ropos:it
SccurIl> .Ali?rn] i<cportln~ I-’unctlon
Scc~/rl/\ A\]di: Tra)) Funcl)on

.-.



.jpo.~aj Interest Group

Systems Management Functions
Specific Management Functional Areas
Structure of Management Information
.Systems M.anagernent Overview
Siin pie Network hfanagemerrt Probcol
State Management Function
‘rechnlcal and Office Protocols TMF
Vifl ual Terminal
Wic& Arm Network

.,



il. Gksary

The terms defined below are used frequently throughout this profile and are defined here to aid
the reader. The 0S1 Basic Reference Model, [BIZM], may be referenced for other terms
appearing in this document.

Acquisition Authority

.4gent Role

Allomorphism

Containment

inheritance

Managed Object (MO)

An individual or team who, under Federal ia~ and

acquisition regulations, has the authority to enter into,
arirninlster, arid/or terminate a government contract.

A management information services user making use of
systems management sen’ices, which, for a particular
exchange of systems management information, has taken an
agent role.

A managemen~ Information services user mahng use of
systems management sen’ices, taking an agent role :s
capable of performing management o~rat]ons on managed
objects and of emitting notifications cm behalf of managed
objects.

The ability of a managed object tha? is an instance of’ a
given class to be managed as an instance of one or more

other managed object classes.

A relationship between managed ol>jecl instances (no!
between managed ob!ect classe$l used for namln: man:~ged
objects.

The conceptual mechanism by
notifications, operatlcms and beha~ lor
subclass from its superclass.

,.4



Manager Rok

0S1 Management

Pmt Ocol

Requests For Proposals
(RFP’~

A management information services user making use of
systems management services, which, for a particular
exchange of systems management information, has taken a
manager role.

A management information services user ma!ang use of
systems management services, taking the manager role is
capable of issuing management operations and of receiving
notifications,

Information emitkx! by a managed object relating to an
event that has occurred within the managti object.

The facilities to control, coordinate and monitor the
resources which allow communicatmns to take place in the
0S1 environrnen[.

ln the Open System Interconnection Reference Model, the
communxation functions are partitioned into seven layers.
“Each layer, N, provides a service to the iayer above, N +1,
by carrying on a conversation with layer N on another
processor. The rules and conventions of that N-layer
conversation are called a protocol.

Requests For Proposals are documents issued by the
govemmen[ to request bids for products or services
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