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Fault management

This NN10233-911 CICM Fault Management document provides the
fault management strategy and procedures for the Centrex IP Client
Manager Series 6.12.

Overview
This section provides the Fault Management strategy and procedures

for CICM fault troubleshooting and correction.
The main topics included in this section are:
* Fault management strategy
* User interfaces
* Alarms
* Fault management procedures

— General troubleshooting

— Fault correction

Refer also to the Appendix of this document for a list of error codes.

Fault management strategy

The Centrex IP Client Manager component accomplishes Fault
Management by providing alarm surveillance, correlation and
reporting, event log collection and reporting, troubleshooting
procedures and fault correction procedures.

Although the design goal of the CICM is to able to minimize the
customer service impact for any single point of failure, a set of specific
failures may cause a degradation in the service provided.

Architectural resilience

The CICM node is partitioned into two identical independent physical
nodes: Node A and Node B. The CICM uses a SAM 16 hardware
platform with dual cPCI backplane.
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Towards the GWC, the two cards present themselves as a single
network entity (one CPU is the master, the other is a warm-standby
slave). The terminals are configured with the address of both CPUs.
The terminal will failover between them when a failure occurs.

The resulting flexibility allows the CICM to react promptly by adjusting
itself to operation in failure conditions, thus ensuring the overall impact
on the service provided is kept to a minimum.

Software resilience

Only the core components of the operating system are used, for which
reliability has been tested and proved definitively. No graphical user
interface is provided, thus reducing the number and complexity of the
components running on the system and therefore the likelihood of
unexpected failure conditions.

Third party components (drivers and applications) were chosen with
care and limited to those required to manage the resource cards and
chassis. Both are strictly controlled and thoroughly tested in the OS
configuration. This provides a highly stable platform for the CICM
software.

In addition, the CICM software is programmed to constantly perform
sanity checks on software operations for unexpected or rare conditions.
Failures generate “informational,” “warning,” or “error” logs, which
provide assistance in resolving any problem.

User Interfaces

There are four basic user interfaces used in fault management. These
four user interfaces are:

* Web-based Element Manager interface
* MS Windows Terminal Services Client
* Telnet

* MS Windows Event Viewer

Web-based Element Manager interface
This interface uses a Web browser to access the Element Manager
Web pages. This interface is used in Fault Management to monitor the
status of the CICMs and components, and to change configuration as
required.

Refer to the Element Manager Web pages procedures in the CICM
Security and Administration document.
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MS Windows Terminal Services Client

Telnet

The Terminal Services Client is used for remote control of a CICM EM
desktop for troubleshooting and fault correction. Refer also to the
Terminal Services Client procedures in the CICM Security and
Administration document.

The Telnet utility is used to copy debug logs from a CICM node to the
Element Manager to facilitate troubleshooting by Nortel Networks
Support personnel, to verify the connection of a terminal on the client
LAN, and for other troubleshooting activities. Refer also to the Telnet
procedures in the CICM Security and Administration document.

MS Windows Event Viewer

The Windows 2000 and NT Event Viewer can be used to view event
logs that are produced by the CICM. Logs can be viewed remotely by
running the Windows Event Viewer from a PC on the Admin LAN. Event
Viewer has the capability to filter logs, which allows users to view only
logs specific to one type of activity.

There are three types of logs in Windows 2000 and NT: Application,
System, and Security logs. All CICM related event logs are filed as
Application logs.

There are five types of CICM events (CICM event logs -- viewed as
Windows Application logs):
» Error logs

Error logs indicate a critical event, when the CICM is in a critical
condition, such as failure to initialize the hardware or out of memory.

* Warning logs

Warning logs indicate a non-critical event, and are usually
generated after a logic error has been detected in the software and
recovery action has been taken.

* Information logs
Informational logs provide information about CICM status.
* Success audit logs
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Success audit logs provide information about successful events,
such as successful user logins and successful firmware upgrades.

Failure audit logs

Failure audit logs provide details of failed user logins attempts. A
failure audit log is generated for the following examples:

— a user has provided incorrect login information

— a user has exceeded the maximum number of failed login
attempts

— a user has attempted to log in to a currently running session
— auser’s terminal is not in service

Refer to the Appendix in this document for a list of error codes and
messages displayed in the event logs.

Alarms

Alarm changes for CICM 6.1

The alarms of CICM 6.1 behave as those in CICM 2.5. However, the
following are the alarms most significant to the dual-node functionality
of the 6.1 CICM:

The 2.5 alarm behavior of the VLCM applies to the 6.1 VGM. A card
fault is raised if the VMG is out of service, and the CPU card’s alarm
light glows red when in this state.

A chassis alarm is raised as Major if a single VMG is out of service,
and Critical if the VMGs on both nodes are out of service.

The loss of a node’s critical link hosting the H.248 and Unistim
interfaces is raised as a card fault and a major chassis alarm. The
loss of both critical adapters results in a critical chassis alarm.

Alarms overview
Fault alarms are indicated on the physical CICM chassis through a
series of lights (LEDs) on the front panel (the CICM alarm panel). This
physical alarm panel is reproduced on the Element Manager web
pages as a virtual alarm panel for remote monitoring of alarms.

During runtime, the CICM alarm panel is directly updated from the
software controlling each CompactPCI card. Any status changes which
occur in the physical hardware state (for example, loss of E1 system
clocking) is reported as a fault alarm above the corresponding
CompactPCI card.
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This alarm panel displays an active, maintenance, and fault status.
Once a card is initialized, the alarm panel displays an active status
unless all activity on that card stops.

Domain control
Domain A controls the system and Telco chassis LEDs. Only Domain A
has the ability to access the alarm panel LED settings and to update
both the chassis and system alarm status for both domains. Domain A,
as the controlling domain, shows the state of both itself and Domain B.
Domain B does not have the ability to update any system of chassis
alarms on its own.

If Domain A is unable to determine the state of Domain B, it will make
a pessimistic assumption and show a Domain B failure. In this case, the
Component out of Service LED will be illuminated along with a Major
Telecom alarm LED.

Since Domain A controls the alarm panel, when Domain A is down
there are no alarms available on the chassis. However, the EM virtual
alarm panel is still correctly updated.

The Fault, Active and Maintenance LEDs above each of the slots are
controlled by the Hot Swap Controller and CPU card for the domain on
which the slot lies.

Telco alarm LEDs
The Telco alarm LEDs are used to signify faults on the CICM cards and
components. Minor, major and critical alarms are consistent with
CS2000 alarms, and are defined as:

* Minor chassis alarm LED

A minor chassis alarm is an occurrence when one, but not both,
domains are reporting a minor alarm.

* Major chassis alarm LED

A major chassis alarm is defined as an occurrence when both
domains are reporting a minor alarm, or one (but not both) domains
are reporting a major alarm.

e Critical chassis alarm LED

A critical chassis alarm is defined as an occurrence when a critical
alarm is raised on either or both domains, or when both domains are
reporting a major alarm.

R ——————
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System Status LEDs
The System Status LEDs signify:

» System In Service LED

No alarms are raised on the CICM.
 Component Out of Service LED

One or more minor or major chassis alarms have been reported.
* System Out of Service LED

One or more critical alarms have been reported.

Fan and chassis alarm monitoring
In Series 6.1, the chassis control software dynamically controls fan
speed. Chassis status, including card status, fan speed, and CPU
temperature, is shown on the Element Manager CICM status web
pages.

For fan replacement in the CICM chassis, refer to the Motorola
documentation and procedures on www.motorola.com/computer.

For the CICM EM Chassis, refer to the CPX1200SA/IH1 CompactPCI
CPX1200 Series System Installation and Reference Guide.

For the CICM Gateway Chassis, refer to the CPX8216A/IH4 CPX8000
Series CPX8216 and CPX8216T CompactPCI System Installation and
Use.

The following table provides the fan speed settings for different chassis
error conditions.

Chassis Condition Fan Speed
Normal LOW
Loss of any fans HIGH

CPU temperature exceeds 50C HIGH

General Cooling System fault  HIGH
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Fault management procedures

Procedures for fault management are provided in the following two
section: General Troubleshooting Procedures and Fault Correction
Procedures.

Note: Procedures are arranged in alphabetic order for easy
reference.

General troubleshooting procedures

This section contains general procedures that are useful in fault
troubleshooting and correction. They are arranged in alphabetic order
for easy reference.

Backup and restore procedures

The backup and restore procedures included in this section are:

» Backup a registry (manual backup with reg backup command)
» Backup the registries (schedule automatic backup)

* View the backup sets and backup logs

* Restore the registries
Use this procedure to restore the CICM registries from backup files.
This restoration process applies to registries backed up manually or
by scheduled automatic backup.

Procedure 1 Backup aregistry (reg backup command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Backup the registry to a file by typing:
reg backup “hklm\software\nortel networks\centrexip
international gateway\6.1” <backupfilename>.mib
then press Enter.

Where <backupfilename>.mib
is a name determined by the user for the backup file,
for example: backupl.mib

Response: Verification of the backup action is displayed with the
backup file name and location.

Note: The backup includes backup of all keys and
information underneath that key.
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3 This procedure is complete.

Procedure 2 Backup the CICM registries (schedule automatic
backup)

At a PC on the Administration LAN

1 Use Terminal Services Client to access the Element Manager
desktop.

At the Element Manager Windows 2000 desktop

2 Select
Start > Programs > Accessories > System Tools >
Scheduled tasks

Response: The Scheduled Tasks window opens

i1 Scheduled Tasks

File Edt View Go ;
fewy o mle
Back Up Cut Copp  Paste Undo |
Adiess | 3] Schedued Tasks |
Name | Schedule | Newt Run Time | Last Run Time
3 4dd Schedued Task

A10:36 AM everpd..  10:36:004M .. 10:36:004AM .
At 350 AM everyda., SE00AM 5. 95800AM 5.

3 Double click on the Add Scheduled Task item.
Response: The Scheduled Task Wizard opens.
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Scheduled Task Wizard E

This wizard helps you schedule a task for Windows
ta perfaorm.

‘fou select the program you want Windows to n,
and then schedule it for a convenient fime.

Clhick Next to contirue,

¢ Back Next » Cancel

4 Click Next
Response:

scheduled Task Wizaid

LChick the program you want Windows to mun.
To see more programs, click Browse.

Application Version |=]
fWoladaptec CI0 Management ... | 4,0, 1 —
(3 Address Baok 500231413
2 Administrative Wizards 400
& aral 21,3.2941
gﬁmay Manager Console 152340
Array Manager Service Mana., 152
EA--? [¥] -n-f- I Remisnrmb =Ml ﬂ

Browse... I

[ <Back | ! | cancel |
5 Click on Browse
then open the CentrexIP folder.
Response:
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Scheduled Task Wizard X|
Select Program to Schedule
Loak in: |H CentrexP :] El gl
] Backups %] CentrexlpProny. dil =
firprivare 3 deomperm, exe E
Wiy H]em_2.4_registy.req =
IS backdrop. em_iis.vbs #
| %] CentrexlPEKEnts. dil ﬂem_startup.exe E
centrexipmib.ene ‘gwbackup, bat =
4] | |
Filename:  [owbackup bat Open
Files of type: |Prl:|-grams ﬂ Cancel
< Back | et s | Cancel

6 Choose the gwbackup.bat program for backing up registry MIB
files, then click on open.

Response:

Scheduled Task Wizard

Type a name for this task. The task name can be
the same name as the program name.

Perform this task:

& Daily

" Weekly

" Monthly

" One time only

€ when my computer starts
" ‘Whenl logon

<Back [ New> |  Concal |

7 Type a name for the task,
then select the radio button to indicate how frequently to perform
the task (daily, weekly, etc.),
then click Next.

Response:
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cheduled Task Wizard E3

Select the time and day you want this task to star,
Stait time:

| Bsor =

Perform this task:

& Every Day

" Weekdays

L E\'GI’}' l :__] s

Start date:

| %/22/02 'l

¢Back [ New> |  Concel |

8 Select the time and day to start the task, then click Next.
Note: Backup scheduling recommendations:
* Schedule backup during off-peak hours.

* Do not schedule automatic backup to run at exactly the
same time on both the primary and backup element
managers, in order to reduce the load on the CICMs.

Response: A confirmation of the scheduled task is displayed. At
the scheduled time, the regqistry files will be backed up from all
the nodes registered with the Element Manager. These files can
be viewed on the Element Manager in the directory path
C:|CentrexIP\Backups\<node _name>

Scheduled Task Wizard [ x|

You have successfully scheduled the following task:
test

‘Windows will perform this task:
At 1:23 PM every day, starting 5/23/02

r {pen advanced properties for this task when | click;
Finish, i

Chick Finish to add this task to your Windows schedule.

<Back [ Finish |  Cancel |

9 This procedure is complete.
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Procedure 3 View backup files and logs

On the CICM EM

1 The backup files backed up automatically can be viewed on the
Element Manager in the following directory path:
C:\CentrexIP\Backups\<gateway_node> where
<gatewaynode> is the name of the CICM node.

Note: The backup files backed up manually can be viewed on
the Element Manager in the directory path chosen in the
Backup aregistry (reg backup command) procedure
above.

2 Within each CICM node folder the six most recent backups are
saved as backupx.mib, where x is a number from 0 to 5. The
files are timestamped to identify the most recent backup.

3 The backup log can be viewed on the Element Manager in the
following directory path:
C:\centrexIP\backups\backupx.log

4 To view a list of the execution time of backups and the results of
the backups, do:

a Onthe CICM home page, select the CICM from the
drop-down menu in the show the backup sets available for
menu option on the right,

b then click on show the backup sets available for text

Response: The <cicm_name> backup sets on
<cicm-em_name> page opens and displays the backup sets
and backup results.

cxip220 backup sets on centrexip-pem

configuration
terminals

Backup Execution Time Results

HEELS p cicm home

maintenance

CICM-EM
status

-

I E

ACM-EM Yersionf5.12.125

5 This procedure is complete.
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Procedure 4 Restore the CICM registries

At the CICM home page of the Element Manager web pages

1 Stop the CICM node as described in the Stop the CICM service
procedure in the CICM Security and Administration document.

2 Disconnect the CICM from the Element Manager.

a On the CICM home page on the Element Manager web
pages

b Click change the list of CICMs stored on the element
manager on the right menu

¢ Click on the trash can icon next to the CICM name to
disconnect.

d Click confirm deletion

At a PC on the administration LAN

3 Telnet to each node of the CICM. Refer to the Telnet to a CICM
node procedure.

Response: Two Telnet windows will now be open, one for each
node of the CICM.

Note: The only connection to the CICM should be the Telnet
connection to each node. If any other connection exists, the restore
procedure cannot take effect.

At the Telnet command line interface

4 Identify whether the backup will be restored from an automatic
backup or manual backup.

If Do
You are restoring the Locate the backup file and
registries after a manual CD to the directory. Sklg step
backup 5 and proceed to step
You are restoring the . Proceed to the next step.
registries from an automatic
backup

5 Determine the most recent node backup file by:

Note: Skip this step for manual backup, since the file will
already be on the CICM.

a typing in the first Telnet window
Dir <\\<Element_Manager>\backups\<node_name>>
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then press Enter.
Where

<Element_Manager>
is the IP address or machine name of the Element
Manager, and

<node_name>
is the name of the CICM node with the Telnet
connection.

Response: A list of backup files is displayed (backupl.mib,
backup2.mib, etc.)

le lcome to Mic it Hdmainistration Gonsole
H 1ix

Uolume in deive

Uolume Serial Munhe

Divectory of “~47.73.248.176centrexipsback

211782 B :3Ha (DR
12/ 730 ¢DIR?

L;rhupﬁ.uih

-Controlfet_Control ComputerHams .ni

92 CurrentControliet_Control_TimeFonelnforna

! CurrentControlbet_Services _E1HHHL Faramet

-ﬁﬂllﬁd 1,192 CurrentControlSet _Sepvices F1BAR? Paramet
JjGQ?JUa 1,192 CurventControliet Bervices MetHT _fdapters
o urrentContro 15et_Services SHHP_Parameter

HE:Jba

15 File{s)

b Check the timestamps on the files to determine the most
recent file.

6 In the Telnet window, copy the latest backup file from the
Element Manager to the CICM node by typing

copy \\<Element_Manager>\backups\<node _
name>\backupX.mib
where
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backupX.mib
is the most recent backup.

Note: Skip this step for manual backup, since the file will
already be on the CICM.

Response: The backup file is now stored on the CICM node,
ready to be restored to the node registries.

7 Repeat steps 4, 5, and 6 for the second node.

WARNING

This step will delete all current configuration
information

In the Telnet window on each node, delete the corrupt CICM
configuration registries by typing

reg delete “HKLM\Software\Nortel Networks\CentrexIP
International Gateway\6.1”
Where

HKLM
refers to HKEY local machine, and is the part of the
registry where the CICM configuration files are stored.

and

6.1
is the (corrupted) CICM version to be deleted.

Response: the corrupt configuration information is deleted.
9 Notify the system that you are going to restore part of the registry
by typing in the Telnet window on each node, at the prompt:

reg add “HKLM\Software\Nortel Networks\CentrexIP
International Gateway\6.1”

Note: There are spaces in this command line after reg, after
add, after Nortel, after CentrexIP, and after International.

10 In the Telnet window on each node, restore the backed up
configuration by typing
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reg restore backupX.mib “HKLM\Software\Nortel
Networks\CentrexIP International Gateway\6.1”
Where

backupX.mib
is the latest backup file identified above. This backup file
must be in 8.3 MS DOS format.

11 Repeat steps 8, 9, and 10 for the second node.

12 Disconnect from the Telnet sessions: in each Telnet Window,
select Connect, then select Disconnect.

At the Element Manager web pages

13 Reconfigure the SNMP parameters for the CICM. Refer to
SNMP configuration on the CICMs procedure in the CICM
Configuration document.

14 Add the CICM to the Element Manager as follows:

a From the CICMs home page of the Element Manager web
pages

b Click on Change thelist of CICMs stored on the CICM-EM.
¢ Click on Add new CICM
d Type the name of the CICM, then click Save new CICM.

15 Restart the CICM. Refer to the Start the CICM service procedure
in the CICM Security and Administration document.

16 This procedure is complete.

Copy files from one machine to another

Use this procedure to copy files from one machine to another. For
example, copy debug logs from the Element Manager to another server
that is accessible to the Nortel Networks Support Personnel for
troubleshooting purposes.

Series 6.1 CXIP is configured with a folder named Support on the root
directory of the FTP server on the Element Manager. This is the
recommended location for event logs and related information since it is
accessible by Nortel Networks Support/GnPS. Other locations are
acceptable if they are accessible by Nortel Networks Support/GnPS to
upload the files to the GnPS server.
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Procedure 5 Copy files from one machine to another

At a PC on the administration LAN

1 Telnet to the CICM node that contains the logs. Refer to the
Telnet to a CICM node procedure.

At the command line interface

2 Go to the directory where the logs are filed.
Example
D:\debuglog

3 Type

copy *.log \\<destination>\<target file>
then press Enter.
Where

destination
is the IP address of the destination machine, and

target file
is the name of the file to place the copied files in.

Example
copy *.log \\47.160.43.10\support.

Note: The recommended location for event logs and related
information (to make them accessible by GnPS/Nortel
Support) is the folder named Support on the root directory of
the FTP server on the Element Manager.

4 This procedure is complete.
Manual shutdown of a node

A node may be shutdown or restarted using the EM’s Maintenance
page. Three scenarios may exist:

* Both nodes are running; the operator stops the slave

» Both nodes are running; the operator stops the master

* Only the master is running; the operator stops the master

These three scenarios are treated as failures of the respective nodes.
No special processing is done to automatically initiate a SWACT, even
though such an action may be desirable. It is the responsibility of the

operator to ensure that the node is in the correct state before initiating
any nodal shutdown.
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Initiating the shutdown from the CICM EM (as is recommended) will
result in the operator being presented with an appropriate warning
message and recommended courses of action in order to minimize any
impact on service.

Node failures
In the case where a node is running in standalone mode and it
subsequently fails, there is no redundant node to fall back on.

In the case where both master and slave nodes are running, and one
or the other node fails (the master or the slave), then there is a
redundant node to fall back on.

a node failure may have a number of possible causes. The term “node
failure” applies to both hardware failures of the physical CPU card
running the CICM load, or to a critical software error for which no
recovery action is possible. Some possible node failures include:

* When any of the software components that make up the CICM load
experiences a software exception (i.e. trap), then the monitoring
software automatically initiates an immediate restart of the node.

* ageneral failure of the CPU card

From the remaining node perspective, these two cases are identical in
that its mate suddenly stops providing heartbeats. The remaining node
takes appropriate action, as described in the scenarios below.

All but LAN adapter failures are treated equally by the dual-node
redundancy functionality. When physically possible, any critical failure
will result in the node automatically restarting a preset number of times
(the default is 3; this variable can be configured by the operator).
Following the last restart, the boot controller will not start the CICM
software load.

Scenario 1: Master fails When the master node experiences an
unexpected failure, the slave hot standby component detects it and
automatically SWACTSs to assume the role of the master. This occurs
transparently to the GWC as the new master node binds H.248
address. Some inbound messages from the GWC may be lost during
the takeover, but the retransmission algorithm built in to H.248 ensures
that they are eventually delivered.

Terminals hosted off of the new master node (previously the slave
before the failure) do not lose connectivity to the CICM and these
sessions are maintained. However, during the SWACT, only stable calls
are guaranteed to survive. Unstable calls may or may not survive.
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Terminals hosted off of the node that fails (previously the master) do
lose connectivity to the CICM as the south-side operates in a
load-sharing mode and does not support hot hand-over in SN06.1.
These terminals eventually reboot and begin searching to connect to
the mate node. If the terminal is on a call (stable or unstable), the call
is lost.

Scenario 2: Slave fails When the slave node experiences an
unexpected failure, the master hot standby component detects it, but
does nothing except make note of the failure. No SWACT occurs and
so no H.248 messages from the GWC are lost.

Terminals hosted off of the master node will not experience any degree
of loss of service. All stable and unstable calls survive the failure on this
node.

Terminals hosted off the failed node (previously the slave) again lose
connectivity to the CICM. These terminals eventually reboot and begin
searching to connect to the master node. If the terminal is on a call
(stable or unstable), the call is lost.

Network adapter failures

LAN adapter failures on the CPU cards are treated differently from
other types of failures. There are four cases that call for special
consideration:

* Master looses adapter hosting H.248 interface
When the master node detects that it has lost layer-2 connectivity
(typically representing a physical loss of a network adapter) on the
physical adapter hosting the H.248 interface, the master initiates an
automatic SWACT. This is done to conserve connectivity to the
GWC, thus maintaining call processing.

However, the physical adapter hosting the H.248 interface usually
also hosts the client LAN interface. As such, this failure scenario
results in all terminals hosted on the master lose communication
with the node. They then reboot, attempting to connect to the mate.

Terminals hosted on the new master node (previously slave) remain
connected to their node, but unstable calls may experience
problems due to the SWACT.

* Master looses both adapters
If the master node detects layer-2 loss of connectivity on both its
physical adapters, it determines that it is at fault, and demotes itself
to the slave state. The original slave determines that the master has
failed, and promotes itself to master.
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When either of the isolated node’s adapters becomes available, the
node looks for its mate. If found, the node restarts itself in order to
refresh itself as the slave and ensure that all its MIB data is
synchronized with the master node.

If, upon regaining either physical adapter, the node does not find a
mate, it re-promotes itself to the master state. Appropriate
monitoring software ensures that only one node is ever master at
any given time.

In these cases, terminals hosted on this node lose their connection
when the adapters are first lost. Communication to the terminals,
and possibly to the GWC (if the node resumes its role as master)
can only be re-established if the adapter hosting the client and
H.248 interfaces is regained.

» Slave loses adapter acting as backup H.248 interface
Should the slave node lose layer-2 connectivity on the physical
adapter that would normally host the H.248 interface were it the
master, the slave simply updates its own local state and advises the
master node of this change. This is necessary in order to ensure
that a SWACT is not inadvertently initiated either manually or
autonomously. No SWACT occurs.

Similarly to the master losing its H.248 adapter, terminals hosted on
the slave node will likely lose communication with the node and will
reboot, attempting to connect to the mate.

» Slave loses both adapters
If the slave detects layer-2 loss of connectivity on both its physical
adapters, it acts almost exactly as in the above-described scenario:
Master looses both adapters. The only difference is that the node
does not need to demote itself. It is already the slave.

Terminals hosted off this node lose their connection to the node
when both adapters are first lost. Communication to the terminals
can only be re-established if the adapter hosting the Client LAN
interface becomes available.

Powerdown/powerup the node (hard reboot)

Use this procedure to power the mate node up and down.
Powerdown/powerup is comparable to turning a PC off then on.
Powerdown does not do a graceful shutdown.
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Procedure 6 Powerdown/powerup the node (hard reboot)

WARNING

Loss of all service

Completing this procedure will power off the
node and result in loss of all CentrexIP service
on that node.

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 To powerdown, type powerdown
then press Enter.
Response:

The CPU is in domain X

Continuing will power off domain Y processor
resulting in loss of all CentrexlP service on
t hat node.

Press ENTER to continue, Crl-C to abort

3 To continue, press Enter.
Response:
Power down conpl et ed

4 To powerup the mate node, type powerup
then press Enter.
Response:

This CPU is in domain X
Powering on domain Y processor

Power up conpl et ed.
5 This procedure is complete.

Query aregistry key
Use this procedure to query a particular key in the registry.
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Procedure 7 Query aregistry key (reg query command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type
reg query <registry key><path>
then press Enter.

Example
reg query “hklm\software\nortel networks\centrexip
international gateway\6.1”

Note: Using the /s option allows all subkeys to be displayed.

Example
reg query “hklm\software\nortel networks\centrexip
international gateway\6.1” /s

Response: Information about the registry key is displayed.
3 This procedure is complete.

Query the state of a service
User this procedure to query the state of a service on the CICM node.

Procedure 8 Query the state of a service (sc query command)

At a PC on the administration LAN
1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.
At the command line interface
2 Type
Sc query <service name>
then press Enter.
Response: The details of the state of the service is displayed.

3 This procedure is complete.
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Restart (soft reboot) the node

Use this procedure to reboot the current node. It is a soft reboot
comparable to the following PC procedure:

Start > Shutdown > Restart.

Procedure 9 Restart (soft reboot) the node

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type shutdown /r /I /t:0 Iy
then press Enter.
Where

r
is reboot,

|
is local machine

t:0
is Time = 0O (to reboot now), and

y
is yes (to confirm)

Response: The node shuts down and automatically restarts.
3 This procedure is complete.

Restore the CICM registries
Refer to the Backup and Restore section above for the following
procedures:

» Backup a registry (manual backup with the reg backup command)
» Backup the registries (schedule automatic backup)

* View the backup files and logs

* Restore the CICM registries

Start a service running on a node manually

Use either of the following two procedures to manually start a service

running on a node. The service can be started by the net start service
command or the sc start service command.

Procedure 10 Start a service running on a node manually (net
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start service command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type net start <service name>
then press Enter.
Response: A status message appears confirming that the
service was started successftully.

Note: To find the service name, use the net start command.
A list of services will display. See the View the services
running on a node procedure.

3 This procedure is complete.

Procedure 11 Startaservicerunning on anode manually (sc start
service command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type sc start <service name>
then press Enter.
Response: A status message appears confirming that the
service was started successftully.

Note: To find the service name, use the net start command.
A list of services will display. See the View the services
running on a node procedure.

3 This procedure is complete.
Stop a service running on a node manually
Use either of the following two procedures to manually stop a service

running on a node. The service can be stopped by the net stop service
command or the sc stop service command.

Procedure 12 Stop a service running on a node manually (net
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stop command)

At a PC on the administration LAN
1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.
At the command line interface
2 Type net stop <service name>
then press Enter.
Response: A status message appears confirming that the
service was stopped successftully.
Note: To find the service name, use the net start command.
See the View the services running on a node procedure.
3 This procedure is complete.

Procedure 13 Stop aservicerunning on anode manually (sc stop
command)

At a PC on the administration LAN
1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.
At the command line interface
2 Type sc stop <service name>
then press Enter.
Response: A status message appears confirming that the
service was stopped successftully.
Note: To find the service name, use the net start command.
See the View the services running on a node procedure.
3 This procedure is complete.
Trace aroute
Use this procedure to display the route taken from your machine to the

machine you want to connect to. If there are any routers between you
and the machine, they will reply as a hop.

Procedure 14 Trace aroute (traceroute command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.
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At the command line interface

2 Type
tracert <IP address>

then press Enter.
Where

IP address
is the IP address of the machine to route the connection to.

Example
tracert 47.160.168.173

Response: Verification of the route tracing is displayed, with the
number of hops and their IP addresses.

Example

Tracing route to REMBA [47.160. 168. 173
over a maxi mum of 30 hops:

1 <10ns 10ns <10ns t ndhr d06. eur ope. nortel . com
[47.160. 42. 1]

2 <10ms 10ns <10ns t ndhr dO6. eur ope. nortel . com
[47.160. 249. 33]

3 <10ns 10ns <10ns t ndhr dO6. eur ope. nortel . com
[47.160. 168. 173]

Trace conpl ete.
3 This procedure is complete.

Use aremote machine

Use this procedure to give the current machine permission to use a
remote machine. For example, when you want to copy files into or from
a remote machine.

Procedure 15 Use aremote machine (net use command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the DOS command prompt

2 Type

net use \\<sremote IP_address> /user.<admin_name>
<admin_password>
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Or
net use \\<node_name> /user:<admin_name>
<admin_password>

then press Enter.

Example
net use \\47.165.169.85 /user:administrator
centrexpassword

Note: There are spaces after “use”, before “/user:” and after
<admin_name>

3 Verify that you receive the response:

The command conpl et ed successfully.
4 This procedure is complete.
Verify connectivity

Use this procedure to verify connectivity with a particular IP address or
node name.

Note: Ping and tracert are the only commands that have any effect
on the client LAN. No other commands are installed on the CICM.

Procedure 16 Verify connectivity (ping command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type
ping <IP address or name>

then press Enter.
Where

IP address
is the IP address of the machine to check connectivity to,
and
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node name
is the name of the CICM node to check connectivity to.

Example

ping 47.160.168.173

Example

ping cxip170b
Response: Verification of ping reply is displayed if connection is
active.

3 To see the connection over a longer period of time, add -t to the
end of the command. This will permanently ping until you use
Crtl+c to stop.

Example
ping 47.165.168.173 -t

4 If you know the IP address of the machine you want to ping, but
need to know the name, add -a before the address.

Example
ping -a 47.165.168.173

Response: Verification of ping and reply includes the node
name.

5 This procedure is complete.

View details of a service

Use this procedure to view the details about a service on the CICM.
This includes information on the dependencies a service has in order
for the service to start.

Procedure 17 View details of a service (sc gc command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type
Sc (c <service name>
then press Enter.

Response: The details about the service is displayed, including
a list of dependencies.
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3 This procedure is complete.

View CS2K logs

Use this procedure to view CS2K logs, using the LOGUTIL command.
Logs associated with the CICM are identical to the logs that the CS2K
normally generates for RLCMs/IRLCMs.

Procedure 18 View CS2K logs (LOGUTIL)

At the LMM interface
1 Type LOGUTIL
then press Enter.
2 Type open PM
to view the last Peripheral Module (PM) log generated.
Or type open PM <log number>
to view a specific PM log.
Then press Enter.
Response: Logutil output will display the latest log created.

3 To view earlier logs, type back n
then press Enter.
Where

n
is the number of earlier logs to view.

4 This procedure is complete.

View error message detail
Use this procedure to view the details of an error message.

Procedure 19 View error message details (net helpmsg
command)

At a PC on the administration LAN
1 Open a Telnet session to one of the CICM nodes.

At the command line
2 Type net helpmsg <error code>
then press Enter.
Response: The error message definition is displayed.
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3 This procedure is complete.

View executables running on a node

Use either of the following two procedures to view a list of executables
running on a node. Both commands produce the same list of
executables, but the pulist command includes the username that the
executable runs with.

Procedure 20 View executables running on a node (pulist
command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type
pulist
then press Enter.
Response: The list of executables running on the node is
displayed with the usernames.

3 This procedure is complete.

Procedure 21 View executables running on a node (tlist
command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type
tlist
then press Enter.
Response: The list of executables running on the node is
displayed.

3 This procedure is complete.

View IP configuration
Use either of the next two procedures to view the IP configuration for all
adapters on the node. The procedures will display the two public
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administration addresses, the private administration address and the
client address.

Use procedure 22 to view IP configuration using the EM web interface,
or use procedure 23 to view IP configuration by using a Telnet session.

Procedure 22 View IP configuration (EM web interface)

At the CICM Home Web page
1 Select diagnostics from the left menu.
Response: The diagnostics home page opens.
2 From the network status check on a CICM option on the right

menu, select the CICM from the drop-down menu, then click on
the network status check on a CICM text.

Response: The network status from <cicm_name> page
opens and displays the IP addresses for the configuration.

Note: The IP addresses for each element are hyperlinked.
Click on the “...” after the IP address to open a Telnet session
to that node.
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MNETRTEL

NETWORKS

CICM network status from cxip220a
status
configuration Element Description Device IP address Active ) refresh status on
terminals 1 Mo &, Adapter 1 E10082 4715169110 . Yes |c:xip220a -]
Users

A2 Mode A &dapter 2 ianzhiniportd 47165169111 .. Yes

maintenance
Ethernet Mode & to

CICM.EM A Switch ¥ ves
status
— Ay Ethn?rnet Mode & to es

synchronization Swvitch v

B1 Mode B, Sdapter 1 471B5 169112 .. es
profiles
audio B2 Mode B, Sdapter 2 47 1B5 169113 .. Yes
enterprige B Eth?trnhetHNode Bto ves
language WL
netwark &R Eth?trnhetYNode Bto Y
user Rl
feature 4 Ethernet Switch ¥ Yes

y 3 Ethernet Switch X to

diagnostics Led Swith YWes
diagnostics

A Ethernet Switch v Yes

Hetwork Configuration

Mode & Private Admin LAN Address 1002201

Mode B Private Admin LAN Address 1000.220.2

Private Admin LARN Subnet mask 255000

Mode & Client address fianstdininot 3 47 1B5. 76220

3 This procedure is complete.

Procedure 23 View IP configuration (ipconfig /all command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

2 At the command line interface, type ipconfig /all
then press Enter.
Response: The IP configuration for all adapters on the node is
displayed.

3 This procedure is complete.

View members of a group
Use this command to view the list of members of a particular group.
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Procedure 24 View members of a group (net localgroup
command)

At a PC on the administration LAN

1 Telnet to the CICM node. Refer to the Telnet to a CICM node
procedure.

At the command line interface

2 Type net localgroup <group name>
then press Enter.
Where

<group name>
is the name of the group you want to view.

Example
net localgroup administrators

Response: The list of members of the group is displayed.
3 This procedure is complete.

View network configuration
Use the net config workstation command to view the network
configuration of a user’s workstation.

Procedure 25 View network configuration (net config workstation
command)

At a PC on the administration LAN

1 Telnet to the CICM node you want to view. Refer to the Telnet to
a CICM node procedure.

At the command line interface

2 Type net config workstation
then press Enter.
Response: The network configuration information for the
workstation displays.

3 This procedure is complete.

View servers in a network
Use this command to view a list of servers in a network.
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Procedure 26 View servers in a network (net view command)

At a PC on the administration LAN
1 Telnet to the CICM node.

At the command line interface
2 Type net view, then press Enter.
Response: A list of servers on the network is displayed.

3 This procedure is complete.

View services running on a node
Use this procedure to view the services running on a node. This is a
good indicator of the health of the node.

Procedure 27 View services running on a node (net start
command)

At a PC on the administration LAN
1 Telnet to the CICM node.

At the command line interface
2 Type net start , then press Enter .
Response: Displays a list of the services running on the node.

3 This procedure is complete.

Fault correction procedures
Card fault and recovery guidelines
Prior to attempting any fault recovery, use the Event Viewer procedures
in the Security and Administration document to retrieve the event and
debug logs from both nodes of the CICM. This helps Nortel Support
personnel to identify the source of a failure.

Following is a table listing the effects of a specific card failure and the
relevant recovery process to apply.
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Table 1 Card fault and recovery guidelines

Fault Type

Effect

Recovery

Loss of CPU LAN
connection to
Client/Port A

Loss of CPU LAN
connection to
OSS/Port B

Loss of both CPU LAN
connections on one
node.

Loss of CPU card

Clients connected to the affected
node will reboot and connect to
the mate node.

All active calls using this node will
be dropped.

A failure alarm will be triggered.

Connectivity to the EM for this
node will be lost, preventing status
updates being relayed to the EM.

A failure alarm will be triggered.

Clients connected to the affected
node will reboot and connect to
the mate node.

All active calls using this node are
dropped.

Connectivity to the EM for this
node is lost, preventing status
updates being relayed to the EM.

A failure alarm is triggered.

Clients connected to the affected
node will reboot and connect to
the mate node.

Connectivity to the EM for this
node is lost, preventing status
updates from being relayed to the
EM.

The CS2K indicates that VMGs
with units on this node are OOS.
Calls for this CICM will be routed
via the mate node.

All active calls using this node are
dropped.

A failure alarm is triggered.

On a node with multiple CPU
cards, when one CPU card is out
of service, the CICM continues to
function, but with a reduced call
capacity. This is due to the
reduced capability for load
sharing.

Recover the LAN connection.
Resolution of the LAN failure will
allow the client to reconnect with
this node.

Recover the LAN connection.
Resolution of the LAN failure will
allow connectivity to be restored to
the EM.

Recover the LAN connection.
After the resolution of the LAN
failure, the affected node will
determine that it is out of sync with
its mate node and reboot.

* Telnet to the CPU card and
issue the shutdown command.
Refer to the Start a service
running on a node manually (net
start service command)
procedure in this Fault
Management document.

e If the shutdown cannot be
achieved, Telnet to the mate
node and perform the
Powerdown/powerup the node
(hard reboot) procedure in this
Fault Management document.

» Ifthe nodereboots successfully,
the VMGs will be brought into
service, allowing calls to be
made over the node.

If the node does not come into
service, additional
troubleshooting will be required
to determine whether the CPU
card has failed or the
associated hard disk is faulty.
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CPU card troubleshooting
Use this procedure for troubleshooting CPU card faults. See also the
Card Fault and Recovery Guidelines.

Procedure 28 CPU card troubleshooting

At CPU node

1

Verify the LAN connectivity to the CICM.
If LAN connectivity is not the cause of the fault, continue.

Connect a PC monitor and keyboard to the faulty CPU card. Use
either front or rear connectors.

If the card has failed to access the hard disk, it is likely that the
BIOS has issued an error on the screen. This may require
replacement of the CPU card or the hard disk. The node
associated with the failure will be out of service until the faulty
unit is replaced.

If the screen shows a complete blank, the node may be powered
down or the CPU card may have suffered a hardware failure.

a First, Telnet to the mate node and attempt a powerup
command as described in Procedure 6, Powerdown/powerup
a node (hard reboot), above.

b If the powerup command does not restart the card, replace
the CPU card. Refer to the Card replacement procedure
below.

If the screen is blue and has typical NT crash information
displayed, do the following:

a Perform the Powerdown/powerup a node (hard reboot)
procedure to check if the same thing happens on reboot

b If the display is the same blue with NT crash information, it
may be an indication of a corrupt hard disk or a CPU
hardware fault.

c Attempt to re-image the node (reinstall the software).
If the crash repeats, itis likely that a disk or CPU replacement
is required.

If the screen is blue with NT boot information displayed, the OS
has booted successfully.

a If you have just re-imaged the node, verify that the install IP
address is not active by pinging 10.28.5.69. If you can ping
this address, Telnet to it and complete the software
configuration procedures as described in the Configuration
Management section of this document.
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b If you have not just re-imaged the node, it is possible that the
wrong ethernet ports have been enabled on the CPU card. If
the ethernet cables are connected to the front, try moving the
cables to the TM card at the back. If they are connected to
the back TM card, try moving them to the front.

c Ifthere is no response to any of the expected IP addresses,
a CPU card hardware failure could be indicated. Before
replacing the CPU card or hard disk, busy the VMG from the
CS2K console to ensure that the VMGs are taken out of
service correctly. Refer to the Card Replacement procedure
in this document.

7 This procedure is complete.

Card replacement

Use this procedure to replace the faulty card from the CICM chassis
with minimal service interruption. It applies to the replacement of CPU,
Hot Swap Cards (HSC), and transition modules (TMs).

When a CICM service is interrupted due to a hardware failure, the faulty
card component of the gateway needs to be replaced.

Note: Testing of faulty card shall be performed by Nortel Networks
Support only.

Before using this procedure, the faulty card should already be identified
and a replacement card and its TM ordered and received. Before
replacing the faulty component, make sure the replacement card has
the same PEC code as the faulty card being replaced, and make note
of the correct slot, as indicated in the following table.

Table 2 Nortel PEC codes and slots for chassis cards

Nortel PEC Name Slot
333 MHZ CPV 5370 CPU Card Front -- Slot 7 & 9
Transition module

NTEA3300 Hot Swap Controller Card Front -- Slot 8 & 10

It is recommended to replace the Transition Module for each CPU card
that is replaced. The CPUs card and TMs can be ordered separately.

For additional information about the CPX8216T CompactPCI system
installation, components and troubleshooting, refer to the CPX8000
Series CPX8216 and CPX8216T Compact PCI System Installation and
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Use document available on the Motorola website:
http://www.motorola.com/

Procedure 29 Card Replacement (CPU, TM or HSC)

STOP

CICM Gateway Hardware Warranty

This procedure only describes how to replace a CICM hardware
component. Do not attempt to open or disassemble any CICM
hardware modules. Failure to comply with this requirement may
damage the hardware and void the hardware warranty.

CAUTION

System Damage

Do not attempt to insert any hardware module that is not included
in the original design of the CICM. Extra modules may confuse the
system and degrade the CICM service, or damage the system.

WARNING

Static Electricity Damage

An electrostatic discharge (ESD) grounding wristband must be
worn and connected to the CICM cabinet at all times during this
procedure. This protects the hardware against damage caused by
static electricity.

At the LMM interface
1 (OPTIONAL)

Note: This step is not essential, because the VMGs will come
into service automatically. However, it may speed up the
process of bringing the VMGs into service after the card
replacement.

Busy the VMG units on the CS2K, using standard CS2K
procedures.

At the CICM EM web pages

2 Perform a terminal handover to transfer service from the node
containing the card to be replaced. Do the Perform Terminal
Handover procedure in this document through step 6, Verify the
terminal service has stopped.
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3 Stop the CICM service on the node to be powered down (i.e. the
node containing the card to be replaced), as follows:

Example

If the faulty card is on node B, you will stop the CICM service

on node B.

a After the terminal handover is complete, from the
<cicm_name> CICM status page of the Element Manager

web pages:

cxip220 cicm status

CXIP220 - Status - Critical

St [ 2o o s o e ol [ 12 i3 e 5 s

= LT[R

Hode A, cxip220a

Hode B, cxip220b

chassis components for cxip220

Card Status

Siot ® @ U Siot ype CWY  Card

Type Hame
01 Mon-System
0z Mon-System
03 Mon-System
04 Mon-Syvstem

Service = running
Statuz = Online
Mode State = slave
Fault code=0

Ma faults detected

Service = running
Status = Online
Mode State = mastet
Fault code=0

Mo fauits detected

Card PEC Code

Model  Front

-

Refresh 19:50:36
P summary

’ perform maintenance
on crip220

b view status of chassis
components

’ performance
monitoring

ICunnecﬂuns 'I

} view the statug of

Ic:xipEZD 'I

e |

PEC Code
Rear

b Select the node with the faulty card from the view status of
node drop-down menu on the right.

Response: The node modification on <cicm_name>
section of the <cicm_name> CICM status page displays the

selected node information.
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cxip110 cicm status

CXIP110 - Status - Active Refresh 17:17:25

p summary

st o1 o2 3 o4 oo o7 oo oo [ 12 [ s

Sl il

Hode &, cripi10a Service = running
Status = Offline } view status of viemn
Fautt code=0 -
Mo faults detected |D><Irﬂ 10 ]'
Hode B, cxip110b Service = running
Status = Offline
';?"‘2 C?de:Dt ot p view status of tdm
o faults detects
ITDMD-EI vl
- - - } view status of dsp
node modification on cxip110 :I [05Po0 3]
Hode B (7]
’ view status of chassis
Software Yersion 25 components
¢ Scroll down the node modification on <cicm_name>

section to the Stop Service button, and press this button.

Response: The CICM service is stopped on the node with the
faulty card.

4 Shut down the node where the faulty card is seated, as follows:

a

Open a Telnet session to the CICM node (in our example,
node B), and type the following on the command line:

C:\>shutdown /I /t:0
Then press Enter
Response: A request for confirmation is displayed.

To confirm the shutdown of the node, type
y
then press Enter

Response: A confirmation of the shutdown completion is
displayed.

5 Power down the node where the faulty card is seated, as follows:

Note: CAUTION
It is critical to power down only the node of the CICM with the
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faulty card. The mate node of the CICM will take over the
workload in order to maintain services to all customers hosted
on the CICM.

If both nodes are powered down, it will result in total loss
of CICM power and service.

a Open a Telnet session to the CICM mate node, and type the
following on the command line:

C:\>powerdown
Then press Enter

Example
If the faulty card is on node B, you will Telnet to node A.

Response: This CPU is in domain A

Continuing will power off domain B processor
resulting in the loss of all CentrexlP
service on that node.

Press ENTER to continue, Crl-C to abort.

b To continue to powerdown the node, press Enter

Response: Power i ng down donmai n B processor
Power down conpl et e.

6 Verify that the faulty node is powered down by checking on the
LED indicator panel (on the physical device) that all LEDs on the
CPU card are off, including the PWR LED.

Example
If the faulty card is on node B, check the physical LED panel
for node B.

7 Disconnect all cables from the faulty card. Make a note on which
port the cables are connected to.

8 Remove the faulty card from the chassis as illustrated in the
following figure.

Note: For each CPU card removed, remove the main card
first, and then its associated TM.
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a Loosen the holding screws of the card with a screwdriver.

b Press the two ejector levers outwards. This action will unseat
the card from the back plane connectors.

c After the card is unseated, pull the card out of the chassis.

d Repeat this step for all cards that need to be replaced. For
each CPU card, remove the associated Transition Module
from the back of the chassis as well.

9 If a CPU card is being replaced, connect a suitable PC monitor
and keyboard to the card or TM prior to inserting.

IF THEN

If a CPU card is being replaced The CPU card will boot as soon

and the powerdown commandin as it is inserted into the chassis

step 5 did not succeed in this step. Be prepared to enter
the BIOS settings before the
CPU card is allowed to boot fully.
Refer to the Check the BIOS of a
new CPU card procedure below.

If the powerdown command in Proceed with this procedure
step 5 did succeed through step 13, then check the
BIOS settings as directed.
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10 Insert the new card into the CICM chassis, as illustrated in the
following figure.

Note 1: For each CPM card, insert the TM first, and then the
main card.

Note 2: Each HSC is paired with a CPU card and does not

have an associated TM. The CPU card in slot 7 is paired with
the HSC in slot 10, and the CPU card in slot 9 is paired with

the HSC in slot 8.

l‘
%—f 2 TREF
e
1
|3 S —
(4) (B) ©

a Holding the ejector levers outwards, carefully insert the new
card into the designated slot of the CICM.

b Afterthe cardis inserted, push the ejector lever towards each
other. The card will be seated onto the back plane
connectors by performing this action.

c Tighten the screws to secure the card to the designated slot.

Repeat this step for all cards that need to be replaced. For
each CPU card, replace the associated Transition Module
into the back of the chassis as well.

11 Reconnect all the cables for the replaced card to the same ports
that they were previously connected to.

12 If the node was successfully powered down from the mate node
in step 5, issue the powerup command from the mate node now
as follows:

a Establish a Telnet session to the CICM mate node.

Example
If the faulty and replaced card was on node B, Telnet to
node A.
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b Onthe command line of the mate node, type the following:
C:\>powerup
Then press Enter
Response:
Power up: Power up the other domain processor.

This CPUis in domain A
Powering up on donmain B processor
Power up conpl et ed.

Note: The service of the node will be recovered in a few

minutes.
13
IF DO
An HSC was replaced Continue with the next step and
complete this procedure.
A CPU card was replaced Skip the remainder of this

procedure and immediately
check the BIOS settings. Refer
to the following procedure,
Check the BIOS of a CPU card.

14 (REQUIRED ONLY IF STEP 1 WAS COMPLETED)

If the VMG unit was busied in step 1, return the VMG unit to
service as soon as the <cicm_name> cicm status page shows
the service is running on the upgraded node.

15 Verify that the service has started correctly.
On the <cicm_name> CICM status page of the Element
Manager web pages, scroll down the node modification on
<cicm_name> section to the Service State field, and verify that
it is in the running state.

16 This procedure is complete.
Check the BIOS of a new CPU card

Perform this procedure as soon as a CPU card has been replaced (from
step 13 of the Card Replacement procedure above).
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Procedure 30 Check the BIOS of a new CPU card

At the node of the replaced CPU card

1 If the BIOS boot screen is not shown on the monitor connected
to the new CPU card (for example, if the blue NT OS boot screen
is shown instead), perform a hardware reset on the new CPU
card by pressing the Reset button on the front of the card, using
a suitable non-conductive implement.

Note: A PC keyboard and monitor were connected to the new
CPU card prior to inserting it into the chassis, for the purpose
of checking the BIOS in this procedure.

2 Change the BIOS configuration as follows:

a Press the [F2] key on the keyboard to enter the BIOS Setup
main menu.

b Inthe Setup main menu, select and open the Advanced
menu.

¢ Using the arrow keys on the keyboard, move the curser to
highlight PCI configurations, then press the Enter key to
enter this sub-menu.

d Inthe PCI configurations menu, scroll down the menu with
the arrow keys on the keyboard to locate Domain A and
Domain B.

e Verify the PCI configuration as follows:

IF THEN

The new CPU is in Ensure PCI for Domain A is

Domain A setto Enabled and Domain
B is set to Disabled.

The new CPU is in Ensure PCI for Domain B is

Domain B setto Enabled and Domain

A is set to Disabled.

f Verify the Ethernet ports configuration by checking that both
Ethernet ports are configured to use the Front option, or both
configured to use the Rear option, whichever is preferred.

g Save the BIOS configuration by pressing the [F10] key on the
keyboard. This will exit the Setup menu.

3 Power down the node as follows:
a Establish a Telnet session to the CICM mate node,
b Onthe command line of the mate node, type the following:
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C:\>powerdown
Then press Enter
Power up the node as follows:
a Inthe Telnet session to the CICM mate node,
b Onthe command line of the mate node, type the following:
C:\>powerup
Then press Enter

Response: A powerup status window is displayed and the
powerup completion confirmed.

Note: The service of the node will be recovered in 15-20
minutes.
(REQUIRED ONLY IF THE VMG UNIT WAS BUSIED.)

If the VMG unit was busied, return the VMG unit to service as
soon as the <cicm_name> cicm status page shows the service
is running on the node that was out of service.

Verify that the CICM is booted up. If the CICM is not able to boot
up, contact the Nortel Support Team for assistance.

This procedure is complete.

Node is stopped fault correction

Procedure 31 Node is stopped fault correction

CAUTION
Loss of service

Under no circumstances should the Restart
button be used without Nortel Support
direction.

This procedure shall only be performed
under Nortel Support direction.

R ——————
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On a PC connected to the Administration LAN

1 Open a Telnet session and attempt to connect to the stopped
node.
IF THEN

You are able to access the  You have confirmed that
node the node is functioning.
This procedure is complete.

You are not able to access Proceed to the next step to
the node check if the node is
powered on.

At the CICM home page

2 From the CICM home page, select maintenance from the left
menu.

Response: The cicm maintenance page opens.

Icucm cicm maintenance
status

E:Dnﬁguratiun & Perform status changes anthe gatewsay service B

terminals o Syitch activity of & CICM running in dusl node P perform maintenance on
* iew the maintenance releasze level ona CICK. I cxipl 10 v|

users ® Check the upgrade status of the CICKW

maintenance ® [Download and apply & maintenance release to the CICM in one stomic action

CICM-EM

etatiz

3 Select the CICM from the drop-down menu in the perform
maintenance on option in the right menu.

Response: The maintenance status <cicm_name> page
opens.
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NORTEL
MNETWORKS

CICh maintenance status (cxip120)
status
caonfiguration
_g Hode A (cxip120a) apphly maintenance release
terminals :
Users Mode status master Mode I Node A (cxipl120a) j
g Mairtenance -

maintenance i i I l

Service Status runming Reloase Mo files found =
CICM-EM Mode hisintenance status Sy il

[eurrent reboct count: 00
status
) transfer terminals

synchranization Wersion 612130

Terminal Service started Mode |Fr0m node Ato node B j

profiles Terminal
p—— Mumber of lagged in users 0 itatal lagins=00 Shuteosnem |'|[| mins v|
. ) Tirmeaout
enterprise Active Terminals 1
language Active Callx 0 rtotal callz=0)
network node A service control
uszer ’
Hode B (cxip120b) Action IStGp 'I
feature
Mode status slave
diagnostics . .
: : Service Status runniing node B service control
diagnostics
Mo Maintenance status Sy el (RETE I StDp jv

(eurrent reboct count: 00

Wersion 612130
Terminal Service started switch activity
4 View the Service Status field for the node and check that the

node is powered on.

IF

DO

Service state is
stopped

Service state is running

Select Restart from the drop-down
menu in the node A service control
or node B service control menu
option on the right menu (whichever
node is applicable)

Note: Perform this step only under
Nortel Networks Support supervision.

This procedure is complete.

5 If the Restart option was chosen, check that the Service State
field has changed to the running state on the maintenance
status <cicm_name> page

6 This procedure is complete.
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Node not connected fault correction

Procedure 32 Node not connected fault correction

CAUTION
Loss of service

Under no circumstances should the Restart
button be used without Nortel Support
direction.

This procedure shall only be performed
under Nortel Support direction.

On a PC connected to the Administration LAN

1 Open a Telnet session and attempt to connect to the
disconnected node.

IF THEN

You are able to access the  You have confirmed that
node the node is functioning.
This procedure is complete.

You are not able to access Proceed to the next step to
the node check if the node is
powered on.

At the CICM home page

2 From the CICM home page, select maintenance from the left
menu.

Response: The cicm maintenance page opens.

Icucm cicm maintenance
status

CDnﬁguratiDn Perform status changes onthe gateway setvice

L
i inal o Syitch activity of & CICM running in dusl node P perform maintenance on
SIS * iew the maintenance releasze level ona CICK. I cxipl 10 v|
users ® Check the upgrade status of the CICKW
maintenance ® [Download and apply & maintenance release to the CICM in one stomic action
CICM-EM
atatine
3 Select the CICM from the drop-down menu in the perform

maintenance on option in the right menu.
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Response: The maintenance status <cicm_name> page

opens.

NORTEL
MNETWORKS

caonfiguration
tertninals
Users
maintenance

CICM-EM
status
synchronization

profiles
audio
enterprise
language
network
user
feature

diagnostics
diagnostics
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maintenance status (cxip120)

Hode A (cxip120a)
Mode status
Service Status

Mode Maintenance status

Wersion

Terminal Service

Mumber of logged in users
Active Termingls

Active Calls

Hode B (cxip120b)

Mode status

Service Status

Mo Maintenance status

master
running

ystem idle
[eurrent reboct count: 00

612130

started

0 rtotal logins=0)
1

0 rtotal calls=0)

slave
running

ystem idle
(eurrent reboct count: 00

apphly maintenance release
Mode [Node A (exip120a) =]
Mairtenance

Reloase IND files found 'l

transfer terminals

Mode |Fr0m node Atonode B j

Terminal

Shutcosnen Im

Timeaut

node A service control

Action I Stop 'I

node B service control

Action | Stop v|

Wersion 612130
Terminal Service started switch activity
4 View the Service Status field for the node and check that the

node is powered on.

IF

DO

Service state is
stopped

Service state is running

Select Restart from the drop-down
menu in the node A service control
or node B service control menu
option on the right menu (whichever
node is applicable)

Note: Perform this step only under
Nortel Networks Support supervision.

This procedure is complete.

5 If the Restart option was chosen, check that the Service State
field has changed to the running state on the maintenance

status <cicm_name> page.
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status
configuration
terminals
USErs
maintenance

CICM-EM
status
synchranization

profiles
audio
enterprise
language
netwark
user
feature

diagnostics
diagnostics

6 This procedure is complete.

VMG faults
Use the following procedure to view if a VMG service state is out of
service, and restart the service.

If the <cicm_name> CICM Status page indicates that the VMG is
stopped, it is likely due to a node being stopped. Go to the Node is
stopped fault correction procedure to correct the fault.

Procedure 33 VMG out of service fault correction

At the CICM home web page

1 View the service state of the VMG.
From the cicm home page, select the CICM to view from the
drop-down menu in the view the status on the following CICM
option on the right menu.

Response: The <cicm_name> cicm Status page opens.

cxip220 cicm status

-

CXIP220 - Status - Active Refresh 23:13:08 }

St ot o203 o4 Jos foe [o7 [os [os [10]f11]12 f13 14 156

= TR

} view status of chassis

summary

Hode A, cxip220a Service = running components
Status = Offline
Mode State = master b T
Fault cote=0 performance monitoring
No fauits detected I Connections v|

Hode B, cxip220b Service = running
Status = Offline

Mode State = slave

Fault coce=0 } view the status of

Na fauits detected ;I IW
virtual media gateways
VMG instance Hode A Hode B
CHIP220 In Service Hiot Standby
network
2 If the <cicm_name> CICM Status page indicates that the VMG

is stopped, it is likely due to a node being stopped.
To restart the node:
Select maintenance from the left menu.
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Response: The cicm maintenance page opens.

CICM cicm maintenance

status

E:Dnﬁguratiun & Perform status changes anthe gatewsay service B
i inal o Syitch activity of & CICM running in dusl node P perform maintenance on
SIS * iew the maintenance releasze level ona CICK. I cxipl 10 v|
users ® Check the upgrade status of the CICKW
-

maintenance Download and apply & maintenance relesse to the CICM in one stomic action

CICM-EM

etatiz

3 Select the CICM from the drop-down menu in the perform
maintenance on option in the right menu.

Response: The maintenance status <cicm_name> page

opens.

RTEL
MNETWORKS

configuration

maintenance status (cxip120)

Hode A& (cxip120a)

apply maintenance release

terminals
Users Mode status master Mode I Mode A (cxipl20a) j
A hdzir :
maintenance Service Status FLIARInG R::eaesréance ING files found 'l
CICM-EM Mode Maintenance status SEEMER
(current reboct count: 07
status
p transfer terminals

synchranization Wersion 612130

Termiral Service started Mode IFrum node Ato node B j

profiles Terminzl
— Mumber of logged in users 0 itotal logins=071 Shutelonen |‘|[| mins v|
. . Titneout
entarprise Active Terminals 1
language Active Calls 0 (total calls=0)
network node A service control
user :
Hode B (cxip120b} Action | Stap 'I
feature
Moce status slave
diagnostics i i
- - Service Statls Funming node B service control
diagnostics
Moce Maintenance status SEEMER (R I StDp jv
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“ersion

Terminal Service

(current reboct count: 07
612130

started

switch activity
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4 View the Service Status field for the nodes and check that the
nodes are powered on.

IF DO

Service state is running This procedure is complete.
for both nodes

Service state is Select Restart from the drop-down

stopped menu in the node A service control
or node B service control menu
option on the right menu (whichever
node is applicable)

Note: Perform this step only under
Nortel Networks Support supervision.

5 If the Restart option was chosen, check that the Service State
field has changed to the running state on the maintenance
status <cicm_name> page for each node and the VMG.

6 This procedure is complete.
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