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STORM Security and Administration

The following security and administration-related tasks apply to the
STORage Management (STORM) units:

Changing the timezone on the STORM server both 2
Modifying STORM user passwords both 3
STORM reboot STORM SAM-XTS 6
STORM halt STORM SAM-XTS 8
STORM Lock STORM cPCl 10
STORM Unlock STORM cPCI 11
Retrieve card history STORM cPCI 12

STORM Security and Administration
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Changing the timezone on the STORM server

Use this procedure to change the timezone setting for the STORM unit.

At the STORM Manager client workstation
1 Click on the Admin panel tab.

Preside _cmmunication Server 2000
NQRTEI-O KS Storage Manager
NETWS Profile Help About Logout

User D root

=

System Connectivity Storage

5 | 1w |
Home Alarms Systerm Connectivity Storage Services stomer Logs

This page does not update automatically!
STORM datestamp of last update: Thursday May 23rd 2002 03:07:39 PM EDT

|Timezone Setting ‘

| IAmerica,-"New_York j Submit |

| Copyright @ 2001 Mortel Metworks Corporation and all its licensers. All rights reserved.

The STORM Admin panel displays. The display for the STORM
SAM-XTS platform is similar.

2 Left click on the down arrow in the field under the Timezone
Setting category.

3 Then drag the scroll bar down and release it when the cursor is
positioned over the name of the desired timezone.

4 Click the Submit button to enter the new timezone value.

5 This procedure is complete.

e ——————
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Modifying STORM user passwords

Use this procedure to modify STORM user passwords.

Note: If a root password is lost or inadvertently deleted, contact
Nortel Networks support personnel for assistance.

At the STORM Manager client workstation
1 Click on the Profile link in the STORM banner.

<} STORM Administration - Microsoft Internet Explorer provided by Nortel Networks

J File Edit “iew Favorites Tools  Help

_ Ol x|
J GBack - = - (D it | @l search  [GE]Favorites  CHistory | B S - [}

| Address |@ https: 47,131,125, 239 {admin php?PHPSE S5ID=a3c086 3f dédecSh3344304eEb2ddda 1d

| P |JLinks ®

NERTEL STORM Manager
NETWORKS™

elp About Logout
User 1D ront

Home Alarms System Connectivity Storage Services Admin

This page does not update automatically!
STORM datestamp of last update: Tuesday April 22nd 2003 09:16:26 AM EDT

Customer Logs

The STORM Root Password Change panel displays.

2} STORM Praofile - Microsoft Internet Explorer provided by Nortel Networ

=10l x|

Root Password Change

MNew Password: I
Repeat New Password: I
Confirm Old Password: I

Change Password | Feset |

Enter the same new user password in the New Password and
Repeat New Password fields.

= - |
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3 In the Confirm Old Password field, enter the password being
replaced.
3 STORM Profile - Microsoft Internet Explorer provided by Nortel Nek - |EI|£|
Root Password Change
MNew Password:l
Eepeat New Password:l
Confirm Old Password:l
Change Password | Reseat |
4 To enter the new value, click the Change Password button. Or to

clear any entries, click the Reset button.
5 This procedure is complete.

Limitations and restrictions

Profile information for the STORM card includes the following
limitations and restrictions:

* Only a user with root privileges, such as an administrator, is
permitted to make password modifications using the Profile panel.

* The STORM unit does not support password aging or password
strength checking.

* The new password cannot match the password being replaced.
¢ The new password cannot match the user ID.

* Do not use the Profile panel to add or delete user IDs.

* Only the first eight characters of the password are significant.

* Passwords are case sensitive. For example, “mypass” and
“MyPass” are two different passwords.

NN10176-611 (I)SNO7 Standard 04.02 December, 2004
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Panel messages
The following system and error messages can appear during use of the

Profile panel:
STORM ERROR: did not enter correct password.
The root user did enter the current STORM password correctly.

STORM ERROR: did not enter old password.
The root user neglected to enter the current STORM password.

STORM ERROR: did not enter userid to change.
The root user did not enter a userid.

STORM ERROR: must enter new password twice.

The root user did not enter the new password twice, which is
required in both the New Password and Repeat New Password
fields.

STORM ERROR: new password cannot be the same as the
current password.

The root user entered a new password that is identical to the
password being replaced.

STORM ERROR: new password was not entered the same

twice.

The root user entered the new password twice, but the entries do
not match.

STORM ERROR: password and userid cannot be the same.
The root user entered a password that matches the user ID.
Passwords and user IDs cannot be the same.

STORM ERROR: password could not be changed.

The STORM card could not process the password change request.
Contact Nortel Networks support for assistance.
STORM Info: password changed successfully.

The root user successfully completed the password change
procedure.

STORM Security and Administration
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STORM reboot

NN10176-611

Nortel Networks expects a reboot of the STORM SAM-XTS to take less
than 3 minutes.

CAUTION

Possible service interruption

Perform this procedure at the direction of Nortel
Networks support personnel. Any client machines not
prepared for the STORM reboot may stop providing
service.

At the STORM Manager client workstation
1 Click on the Admin panel tab.
2 Scroll to the bottom of the page and click the Reboot button.

3 STORM Administration - Microsoft Internet Explorer provided by Nortel Networks ;lglﬂ

J File Edit Wew Favorites Tools Help ﬁ

J = Back - = - @ ﬁ| @Search (5] Favorites @History | %v = E - ]

| Address [@] https:/47.131.125.239/admin. pho?PHPSESSID=a3c086 3dE0ecEha344304eabaddde 1d = Pe |Junks B
-

NEORTEL STORM Manager
NETWORES Profile Help About Logout

User 1D root
Home Alarms System Connectivity Storage Semcez.e Admin } Customer Logs
This page does not update automaticallyl

STORM datestamp of last update: Tuesday April 22nd 2003 09:16:26 AM EDT

Timezone Setting

‘ |Canada,#Eastem x| SetTimezone

[Bootload Management

\ Bootload | Maintenance
\ 4000304171111 | Default Bootload
|Software Upgrade
| Protocol \ LoginID | Password | IPaddress | File | Action
| Bl || || || [ Uegrade |

[Server Maintenance P—

‘ ' Feboot I ’ ‘ ﬂl
4 | _>|_I
%

& ’_ E | Internet

A warning dialog window opens.
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3 Confirm the warning dialog.

Microsoft Internet Explorer x|

Are ywou sure wou wish to rebook?
This will cause a service oukage of several minutes to any clients currently using this server,

lick QK ko confirm server reboot or cancel ko abork

(a4 I Cancel |

Wait for the unit to reset and log in to the STORM Manager
again.

4 This procedure is complete.

Additional information
If the upgrade CD-ROM is left in the CD-ROM tray after an upgrade, the
STORM unit will boot from the CD-ROM, but not reinstall the software
load. However, the STORM unit will load the software on the CD-ROM
and use that software load rather than the software load installed on the
hard disks.

e ——————
NN10176-611 (I)SNO7 Standard 04.02 December, 2004
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CAUTION
Possible service interruption

prepared for the STORM halt may
service.

Perform this procedure at the direction of Nortel
Networks support personnel. Any client machines not

stop providing

At the STORM Manager client workstation
1 Click on the Admin panel tab.
2

Scroll to the bottom of the page and click the Halt button.

/3 STORM Administration - Microsoft Internet Explorer provided by Nortel Networks

J File Edit Wew Favorites Tools Help

e
=

J {Back - = - @ ﬁ| @Search (5] Favorites @History | %v = E - @ v ]
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This page does not update automatically
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|
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STORM Manager

Profile Help About Logout

Timezone Setting

‘ I Canada/Eastern

~|  SetTimezone

[Bootload Management

4

\ Bootload | Maintenance
\ 4.00.0304171111 | Default Boatinad
|Soﬁware Upgrade
| Protocol | Login ID |  Password | IPaddress | File [ Action
| il |I |I || [ st |
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A warning dialog window opens.
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3 Confirm the warning dialog.

Microsoft Internet Explorer x|

Are wou sure wou wish to halk?
This will cause an extended service outage to any clients currently using this server,

Click. 2K to confirm server halt or cancel to abart

0] I Zancel

The unit shuts down and requires personnel to access the frame
to start it again.

4 This procedure is complete.

NN10176-611 (1)SNO7 Standard 04.02 December, 2004
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STORM Lock

This procedure stops all execution on the card and prepares the card
for a restart. To restart the card, perform this procedure and Unlock.

At the CS 2000 SAM21 Manager client workstation
1 Right-click on the Shelf View and click on Lock.

Card Wiew. .

Assign Service...

LInassign Service

2 Wait for the lock icon to appear on the card.
3 This procedure is complete.

NN10176-611 (I)SNO7 Standard 04.02 December, 2004
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STORM Unlock

This procedure begins the booting process on the card.

At the CS 2000 SAM21 Manager client workstation
1 Right-click on the Shelf View and click on Lock.

Card Wiew. .

Asgsign Service...

LInassign Service

Lok

2 Wait for the lock icon to disappear from the card.
3 This procedure is complete.

STORM Security and Administration
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Retrieve card history

At the CS 2000 SAM21 Manager client workstation
1 Right-click on the card and click on Card View.

o
o
—_
=
=]
L
=
&
=
L1

Acsign Service...

2 Click the States tab from the Card View window.

SAMZ2T-—2 Slot 5 CardView
s | Sites | D | Provisbring |

— 05l

Administrative: |[Unlocked

Operational: Enabled Lock Unlock

Availability:  Mone

— History

Eeginning network oot

lssuing boot recjuest

Client |P address received
Eeginning boct image ool csd
Eoot image download complete
Booted successfully

3 This procedure is complete.

NN10176-611 (I)SNO7 Standard 04.02 December, 2004
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Viewing status of the fiber channel link and remote hosts

Use this procedure to view the status of the fiber channel link and the
remote hosts.

Refer to section “Panel descriptions” in the STORM Connectivity panel
module for descriptive information.

Viewing the status of the fiber channel link and remote hosts

At your workstation or PC
1 From the STORM GUI display, click on the “Connectivity” link.
The STORM Connectivity panel displays.

Preside Communication Server 2000
NQRTEI.O KS Storage Manager
NETWE Profile Help About Logout

User 1D raot
System Connectivity Storage
ome Alarms Systern Connectivity Storage Senvices Adrmin Custormer Logs

This page does not update automatically!
STORM datestamp of last update: Friday February 15th 2002 06:03:54 PM

Fibre Channel Status

Link Status Disk Status
Up

Remote Host Information

Mo hosts currently manitared.
The farm below may be used to add new hosts to monitar.

Add Remote Host Monitor

Host: Ping Interval: I1 noooo Ping Timeoui:l1 00ooo
ﬂl Feset
| Copyright @ 2001 Naortel Metworks Corporation and all its licensers. All rights reserved.
2 Continue to one of the following procedures, as needed, to make

modifications to the STORM Connectivity panel:
* Adding or starting a remote host monitor

* Deleting or stopping a remote host monitor
* Modifying remote host monitor parameters

STORM Security and Administration
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