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Upgrading the Gateway Controller

What’s new for SN0O7

The following features or changes affect GWC upgrades for the SNO7
release:

New software load delivery and installation procedure (using
CD-ROM).

New software load delivery and installation procedure (using
Electronic Software Delivery)

New step in the overall upgrade procedure for identifying patches.

New requirement to set the call agent identifier (ID) for each
CS 2000 in your network using the CS 2000 GWC Manager.

Introduction of the next generation CS 2000 Core Manager: Core
and Billing Manager (CBM).

Restructured the overview section:

— Added a new module, Preparing to upgrade the Gateway
Controller on page 16.
— Moved important pre-upgrade items from the existing overview

section to the new module and created a check list for these
items.

— Removed any overview content that was duplicated in other
upgrades documentation.

— Updated the overview section to include managing firmware on
GWOC cards.
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* PVG naming - The table below lists the names used for certain
gateways in Carrier VolP documentation prior to SNO7 and provides
the new brand names starting in SNO7.

Pre-SNO7 name Brand name starting in SNO7

Passport Packet Voice Gateway Media Gateway 7400 or 15000
(PVG)

PVG 7400 or PVG 7K Media Gateway 7400
PVG 15000 or PVG 15K Media Gateway 15000

Note: The CS 2000 GWC Manager does not reflect these branding
changes in SNO7. As a result, the GWC customer documentation
does not reflect these changes, as well. This table is being provided
to map the names used in GWC documentation to other Carrier
VoIP documentation.

Upgrade strategy

NN10196-461

There are no direct software upgrades for the GWC. Instead GWC
software upgrades are supplied to the GWC image loaded on the
CS 2000 Management Tools server.

Upgrading the GWC occurs when a new software load image is
delivered to the customer site. Read the entire GWC upgrades
Overview section of this NTP thoroughly to learn the different types of
upgrades and conditions applied to each upgrade.

The actual GWC software upgrade process is not an automated
process, but is instead a set of manual actions you must carry out in a
specific sequence on several Carrier VolP network components.

Additionally, GWC software updates may be incrementally delivered
through GWC software patches. Gateway Controller patches are
applied according to the release specifications for the patch. GWC
software patches are released and applied to the GWC image files
using the Network Patch Manager (NPM), an application in the

CS 2000 Management Tools suite. The release specifications can be
found by running a patch list report using the NPM Tasks|Reports
menu. Some patches are applied only after other patches have been
removed. Other patches are applied only under special circumstances.
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Patches can be applied during an upgrade or on their own as corrective
content.

Note: Currently, GWC cards are upgraded one at a time. Parallel
upgrades of GWC cards is not supported.

Software delivery methods

Upgrade loads are delivered using one of the following delivery
methods:

e CD-DROM
* Electronic Software Delivery (ESD)

Delivered load are installed on the CS 2000 Core Manager (SDM) or
Core and Billing Manager. Any patch files delivered along with the
upgrade load are delivered on CD-ROM and installed on the NPM
server. Patches may be included in the load image.

To view any patches that are available with the load image, refer to
procedure View the contents of a load file image on page 38. If you
want to see what patches are inside the load file, you still must retrieve
patch files so that NPM will have the ability to remove the imaged
patches.

Note: Starting in SNO6, Network Patch Manager implements new
login authorization policies. Refer to the CS 2000 Management Tools
section in the ATM/IP Solution-level Configuration Management NTP,
NN10409-500, to ensure that NPM is properly configured so that you
can log onto the NPM GUI or CLUI to perform patching activities.

Software patches can also be delivered using electronic software
delivery (ESD). For more information on delivering patches, refer to
section Patch file acquisition on page 9.

Necessary procedures or checklists used to complete this process are
found in “Succession patching” section of the Solution Upgrades NTP,
NN10261-450 (ATM) or NN10344-450 (IP).

Your existing Regional Customer Service Team has knowledge of your
ESD implementation methodology. You can also contact the technical
assistance support (TAS) hotline after hours for any urgent issues
related to ESD.

For more information about how your site’s ESD is implemented,
contact your site network administrator. Also, refer to the Solutions
Upgrades NTP, NN10261-450 (ATM) or NN10344-450 (IP) and the
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document Electronic Software Delivery Customer Implementation
Guide.

Tools and utilities

A GWC software upgrade requires the CS 2000 SAM21 Manager client
interface. If GWC software requires patching, the Network Patch
Manager (NPM) interface is used to install a patch into GWC software.
NPM is an application in the CS 2000 Management Tools suite. This
patched load image is optionally saved back to the software load
location on the CS 2000 Core Manager or CBM and is available to other
GWCs when they reboot. A patched load is saved through the CS 2000
GWC Manager interface. For more information about configuring NPM,
refer to the CS 2000 Management Tools section in the ATM/IP
Solution-level Configuration Management NTP, NN10409-500. For
more information about using NPM, refer to the “Succession patching”
section in the Solutions Upgrades NTP, NN10261-450 (for ATM) or
NN10344-450 (for IP).

Integrated Element Management System

Many FCAPS activities may now be performed using the Integrated
Element Management System (EMS). In addition, access to the

CS 2000 GWC Manager and the CS 2000 SAM21 Manager, is how
provided using the Integrated EMS. For more information, refer to the
Integrated EMS Basics NTP, NN10329-111.

To launch the CS 2000 GWC Manager or the CS 2000 SAM21
Manager, refer to the following procedures in the Integrated EMS
Basics NTP, NN10329-111:

e “Launching GWC Manager”
e “Launching SAM21 Manager”

Overall GWC upgrade procedure

NN10196-461

The following procedures describe how to upgrade the GWC software
and apply patches as part of the same process.

Note: Starting in SNO7, the call agent identifier (ID) must be set for
the CS 2000. This should typically be done prior to upgrading your
GWC cards. For details, refer to section “CS 2000 call agent identifier
required in SNO7” in the Solutions Upgrades NTP, NN10261-450
(ATM) or NN10344-450 (IP).

1. If necessary, complete the following sub-steps using one of the
tools available at www.nortelnetworks.com, under Support ->
Software Downloads -> Succession -> Succession Communication
Server 2000 -> Tools. For instructions on how to use each tool, refer
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to the Readme file that can be found under each corresponding
link.

a. ldentify patches that have been released against your
CD-ROM after it has been shipped - use the Pre Upgrade
Patch Calculator tool. Download these patches (if any) to site
and retrieve the patch files for the NPM to process using the
NPM CLUI getpatch command.

b. Perform site-specific audit to identify any missing patches - use
the Patch Audit for Inform List tool.

2. If necessary, backup your existing software load file sets using
procedure Create a backup of the GWC load file on page 36.
3. Install the new load using one of the following procedures:
e Deliver and install GWC package using Electronic Software
Delivery on page 28

* Install GWC package onto the CS 2000 Core Manager or CBM
from CD-ROM on page 23

4. See if any patches are contained within the load image by referring
to procedure View the contents of a load file image on page 38.

5. Upgrade software on a seed GWC unit that is inactive using
procedure Upgrade a standby GWC card software load on
page 42.

6. If a day or more has passed between completing step 1a and
performing the upgrade, repeat step 1b, then continue the
procedure.

7. Patch the same seed GWC unit using the following procedures:
a. Audit the GWC unit for necessary patch activity using

procedure Perform a device audit using the NPM on page 84.

b. Transfer patches to the Network Patch Manager (NPM)
database using procedure Transfer patches to the NPM
database manually on page 89.

c. You may also define reports fora GWC using procedure Define
reports using the NPM on page 94.

d. Apply patches using procedure Apply patches using the NPM
on page 101.

e. Activate patches using procedure Activate patches using the
NPM on page 110.

Upgrading the Gateway Controller



Copyright © 2004, Nortel Networks 6 Nortel Networks Confidential

f. Deactivate any obsolete patches using procedure Deactivate
patches using the NPM on page 121.

g. Remove any obsolete patches using procedure Remove
patches using the NPM on page 132.

8. Complete procedure Take a manual GWC software image on
page 141.

9. Perform a warm SwAct on the GWC units in the node.
Refer to the Gateway Controller Security and Administration NTP,
NN10213-611, for a procedure to perform a warm SwAct.

Note: Instructions for steps 9, 10 and 11 in this procedure are
also available within the procedure Upgrade a standby GWC
card software load on page 42 in this NTP.

10. Perform the following steps on the new standby GWC unit.
Refer to the Gateway Controller Security and Administration NTP,
NN10213-611, for procedures to perform each of the following
tasks.

a. Busy the new standby unit.
b. Lock the new standby unit.

c. Update the new standby unit with the patched GWC load using
the CS 2000 SAM21 Manager. Refer to the appropriate steps

in the procedure Upgrade a standby GWC card software load
on page 42.

d. Unlock the new standby unit.

11. Access the next GWC node and perform the following steps.
Refer to the Gateway Controller Security and Administration NTP,
NN10213-611, for procedures to perform each of the following
tasks.

a. Busy the standby unit.
b. Lock the standby unit.

c. Update the standby unit with the patched GWC load using the
CS 2000 SAM21 Manager. Refer to the appropriate steps in

the procedure Upgrade a standby GWC card software load on
page 42.

Unlock the standby unit.
SwAct the GWC units in the node.
Busy the new standby unit.

@ ~ o o

Lock the new standby unit.
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h. Update the new standby unit with the patched GWC load using
the CS 2000 SAM21 Manager. Refer to the appropriate steps
in the procedure Upgrade a standby GWC card software load

on page 42
i. Unlock the new standby unit.

12.Repeat step 11 for each GWC node until all units in each node are
rebooted from the new image.

Note: Nortel recommends that you apply all Released (R) and
Propagated (P) status patches, take the image, and then apply
Verification (V) status patches. It is best not to have V status patches
in a saved image since these patches are normally applied to only
one GWC.

Overall GWC downgrade procedure

The reversion or downgrade procedures describe how to roll back a
software upgrade and how to remove patch files.

Note 1: If your system contains shared network address translators
(NATs) that have been manually assigned a middlebox ID, you must
delete all instances of these NATs before downgrading to a software
load earlier than SNO7. Refer to procedure “Delete a NAT device” in
the Gateway Controller Configuration Management NTP,
NN10205-511.

Note 2: If you suspect that the call agent ID for your CS 2000 has
ever been changed, contact Nortel customer support before
attempting to roll back to a software load earlier than SNO7.

1. Rollback the software load on the standby GWC in a node using

procedure Rollback a software upgrade on a standby GWC on
page 57.

2. If necessary, patch the earlier software load on a seed GWC unit
using the following procedures:

Note: The image file of the earlier software load should already
contain the required patches. These steps to patch the load may
not be required.

a. Audit the GWC unit for necessary patch activity using
procedure Perform a device audit using the NPM on page 84.

b. You may also define reports for a GWC using procedure Define
reports using the NPM on page 94.

c. Apply patches using procedure Apply patches using the NPM
on page 101.
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3.

4.

6.

d. Activate patches using procedure Activate patches using the
NPM on page 110.

e. Deactivate any obsolete patches using procedure Deactivate
patches using the NPM on page 121.

f. Remove any obsolete patches using procedure Remove
patches using the NPM on page 132.

Complete procedure Take a manual GWC software image on
page 141
Perform a warm SwAct on the GWC units in the node.

Refer to the Gateway Controller Security and Administration NTP,
NN10213-611, for a procedure to perform a warm SwAct.

Note: Instructions for steps 4, 5 and 6 in this procedure are also
available within the procedure Rollback a software upgrade on a

standby GWC on page 57 in this NTP.

Perform the following steps on the new standby GWC unit.
Refer to the Gateway Controller Security and Administration NTP,
NN10213-611, for procedures to busy, lock and unlock a GWC unit.

a. Busy the new standby unit.
b. Lock the new standby unit.

c. Update the new standby unit with the earlier GWC software
load using the CS 2000 SAM21 Manager. Refer to the
appropriate steps in the procedure Rollback a software
upgrade on a standby GWC on page 57.

d. Unlock the new standby unit.

Access the next GWC node and perform the following steps.
Refer to the Gateway Controller Security and Administration NTP,
NN10213-611, for procedures to busy, lock, unlock and SwAct
GWC units.

a. Busy the standby unit.
b. Lock the standby unit.

c. Update the standby unit with the earlier GWC software load
using the CS 2000 SAM21 Manager. Refer to the appropriate

steps in the procedure Rollback a software upgrade on a
standby GWC on page 57.

d. Unlock the standby unit.
e. SwAct the GWC units in the node.
f. Busy the new standby unit.
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g. Lock the new standby unit.

h. Update the new standby unit with the earlier GWC software
load using the CS 2000 SAM21 Manager. Refer to the
appropriate steps in the procedure Rollback a software
upgrade on a standby GWC on page 57.

i. Unlock the new standby unit.

7. Repeat step 6 for each GWC node until all units in each node are
rebooted from the new image.

Troubleshooting upgrade problems

Should any problems occur during upgrade, or rollback (downgrade)

activities, refer to procedure Troubleshoot GWC upgrades on page 162
for assistance.

Patching procedures

Patching activities occur when new patches become available and
need to be installed and activated. They also occur when an older patch
becomes obsolete and must be deactivated and/or removed. For more
information about patching activities refer to the “Succession patching”
section in the Solutions Upgrades NTP, NN10261-450 (ATM) or
NN10344-450 (IP).

Although most patch files apply to any Nortel customer site, some patch
files are created for a particular customer’s site-specific GWC changes.
Not all patches made available will apply to all customer sites. Apply all
patches to the Gateway Controller (GWC), including activatable (ACT)
patches that apply to your site. Contact Nortel customer support to
determine which activatable patches are to be activated in your site. Do
not activate any other GWC ACT category patches unless advised to
do so by Nortel customer support.

Patch file acquisition

Patch files can be released either at upgrade time or in between
upgrades. When patch files are made available during upgrade activity,
they are sent on a separate CD-ROM delivered with the new software
load. When patch files become available in between upgrade periods,
they are delivered by way of Electronic Software Delivery (ESD) to the
server supporting your CS 2000 Management Tools software using one
of the following methods.

e Drop box - patch files are pushed from Nortel Networks to an
external drop box location. The drop box can exist on Nortel
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Networks’ Customer Access Network (CAN), or the customer’s wide
area network (WAN).

Web distribution - patches are pulled through the Internet from a
secure Nortel Networks web page and stored on a
customer-provided server. Web distribution is done through
www.nortelnetworks.com. Patches are located under Support ->
Software Downloads -> Succession -> Succession Communication
Server 2000 -> Software.

Note: Use the filter criteria to only display a selected set of patches.

Also, to facilitate patch management, the following two tools are
available under Support -> Software Downloads -> Succession ->
Succession Communication Server 2000 -> Tools:

Pre Upgrade Patch Calculator - use it to identify patches that have
been released against your CD-ROM after it has been shipped.

Patch Audit for Inform List - use it to perform site-specific audit to
identify any missing patches.

Note: For instructions on how to use each of these tools, refer to the
Readme file that can be found under each corresponding link.

Patch activation
Once a patch has been received into the NPM database, a patch can
be activated if:

the patch is not on hold

the patch has a category of ACT

the patch has been applied to a GWC card
the device is not on hold

Patch deactivation
A patch can be deactivated from the NPM if:

the patch has been activated previously
the patch is not on hold

the device is not on hold

the patch has a category of ACT

Patch replacement
If an ACT patch happens to become obsolete, a new patch file with the
same patchid containing a category of OBS (obsolete) or OBE
(obsolete emergency) is sent to the office.

NN10196-461 (I)SNO7 Standard 05.02 December 2004



Copyright © 2004, Nortel Networks 11 Nortel Networks Confidential

The new obsolete patch will replace the original patch file in the NPM
database once the following activities occur in the following order:

* first, the ACT patch has been deactivated and removed from all
devices

* next, the patch has been retrieved using the NPM getpatch
command.

Once the OBS or OBE category patch has replaced the original ACT
category patch; the patch can NO longer be activated.

The NPM currently sets a major alarm for OBS category patches that
are applied and a critical alarm for OBE patches that are applied.

Note: This feature does not change the overall principle of how
patch file replacement occurs in the NPM, except that if the patch is
activated it must first be deactivated. A patch file can only be replaced
while the patch is applied and/or activated if the code section of the
patch has not changed.

Patch removal

To use the patch removal command ensure that a patch has been
deactivated before attempting to remove it from the patched device.
The patch will remain in the NPM database.

NPM CLUI User authentication for patching activities
Starting in SN06 NPM CLUI authentication is implemented by a new
login method which prompts for a user ID and password, then interacts
with the SSPFS servlet application on the CS 2000 Management Tools
server for authentication. For more information about user
authentication and the NPM CLUI, refer to the CS 2000 Management
Tools section in the ATM/IP Solution-level Security and Administration
NTP, NN10402-600.

GWC software imaging
An image of a GWC software load, including all patches, can be taken
from a GWC device and saved on the CS 2000 Core Manager or CBM
to act as a load file. When they are rebooted, GWC devices managed
by the CS 2000 Core Manager or CBM will receive the load file, if they
are provisioned to do so.
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There are two ways to take an image of a GWC software load:

* You can take a manual image of a load. For this procedure, refer to
Take a manual GWC software image on page 141

* You can enable the CS 2000 GWC Manager to automatically save
a new image of a software load on the CS 2000 Core Manager or
CBM once daily, if required. For this procedure, refer to Enable or
disable GWC software auto-imaging on page 159

Note: You may also receive a load image, with or without patches,
from Nortel.

Nortel recommends that you apply all Released (R) and Propagated (P)
status patches, take the image, and then apply Verification (V) status
patches. It is best not to have V status patches in a saved image since
these patches are normally applied to only one GWC.

When enabled, auto-imaging executes once daily at 2:00 AM. You
cannot schedule auto-imaging to occur at a different frequency or at a
different time.

Auto-imaging - patch criteria

When auto-imaging is enabled, the CS 2000 GWC Manager (GWC
Manager) uses information from the NPM to determine if it needs to
take an image of a software load. The GWC Manager then determines
which GWC devices would be good candidates.

All GWC devices running a particular software load are examined. A
device is considered a candidate for imaging if it has the following
characteristics:

* |t contains a software load with the highest application level. Load
application level is considered first.

* |t contains a software load with the highest activation level. Load
activation level is considered after application level.

* |tis not on hold. (When a device is on hold, no patching or
auto-imaging can occur.)

If two or more GWC devices contain the highest application level of the
same software load, the devices that contain the highest patch
activation level are sent to the GWC Manager as candidates for
imaging. If the activation levels are equal among all devices, then all
devices are sent to the GWC Manager as candidates.
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The following tables show an example of how the application and
activation levels are used to determine which GWC devices can be sent
to the GWC Manager as candidates for imaging.

All GWC devices available for two software loads and their status

Software load Device AppLevel ActlLevel On hold?
A
GWC 1 5 0 N
GWC 2 5 1 N
GWC 3 6 0 N
B
GWC 4 3 3 N
GWC 5 3 3 N
GWC 6 3 2 N
GWC7 5 0 Y
GWC 8 3 3 N

Candidate devices for each load

Candidate
Software load devices
A
GWC 3
B
GWC 4
GWC 5
GWC 8

Compare the table listing the candidate devices for each load with the
table showing all GWC devices available.
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Software load A contains only one GWC candidate device, GWC 3.
This device is chosen because it has the highest application level.
Although GWC 2 has a patch that has been activated, it is not chosen
because its application level is not as high as GWC 3.

Software load B contains three candidate devices, GWC 4, GWC 5 and
GWOC 8. Although GWC 7 contains the highest patch activation level, it
has been manually placed on hold. Although GWC 6 has an application
level of 3, the activation level of this device is lower then the activation
levels of GWC 4, GWC 5 and GWC 8.

Auto-imaging - CS 2000 GWC Manager criteria

When the list of candidate loads is provided by the NPM, the CS 2000
GWC Manager (GWC Manager) uses its own criteria to determine
which device to image. This criteria is based on the activity state of
each device in the candidate list for a software load. The GWC Manager
takes an image of the first inactive or locked device in the candidate list
for a load. If all devices in the candidate list are active, the GWC
Manager selects the first device in the list.

The following table illustrates the criteria that the GWC Manager uses
to choose a device for to image from the candidate list.

Devices selected for imaging by the CS 2000 GWC Manager

Software load Device selected (*) Active?
A

*GWC 3 Y
B

*GWC 4

GWC 5 Y

GWC 8

For software load A, although GWC 3 is active, it is the only device in
the candidate list using that load.Therefore, the GWC Manager takes
an image of GWC 3.

For software load B, the GWC 4 is the first inactive device in the list.
Therefore, the GWC Manager takes an image of GWC 4.
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Considerations for using auto-imaging

Auto-imaging is an effective tool when you want to be certain that a new
image of a GWC device is saved to the CS 2000 Core Manager or CBM
after the device is patched. It is useful in an office where you apply and
activate the same patches to all GWCs with the same load.

Auto-imaging is not designed for an office in which different patches
are applied to GWCs using the same software load.

If you take a manual image, there is no guarantee that a load has
been patched and that taking a new image is necessary. Also, after
the load file has been manually replaced on the CS 2000 Core
Manager or CBM, there is no way of knowing if it is the original load
file or the newly imaged load file. The name of the load file does not
change.

If you take only manual images you risk losing a patch application if
you neglect to take an image after patching a software load. If you
have auto-imaging enabled, you may still need to take manual
images to execute upgrade procedures in this NTP.

You can use both auto-imaging and manual-imaging. You can keep
auto-imaging enabled and take manual images, as well.

Managing firmware on GWC cards
The following procedures allow you to ensure that you have the latest
firmware version for GWC cards in your system and that any problems
with your GWC firmware are resolved:

To upgrade the version of firmware on GWC cards in your system,
refer to procedure Firmware flash a GWC card on page 145.

To resolve problems with the firmware on a GWC card, refer to
procedure Force a firmware flash of a GWC card on page 151.
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Preparing to upgrade the Gateway Controller

This section provides details on specific items that personnel need to
be aware of prior to upgrading GWC nodes in a CS 2000.

Ensure that you research each item in the GWC upgrade preparation

list in the following table:

GWC upgrade preparation list

Item

Details

Upgrade paths supported

Depends on your solution.

See the supported upgrade paths in your
solution’s upgrade NTP, NN10344-450 or
NN10261-450.

Upgrade order for all GWC card
types

Applicable to all solutions.

See section Upgrade order for all GWC card
types on page 17.

Upgrade and downgrade call
service impact

Applicable to all solutions.

See Upgrade and downgrade call service
impact on page 19.

PVG trunk GWC upgrades and
downgrades

Applicable to IP and AAL2 solutions.

See PVG trunk GWC upgrades and
downgrades on page 20.

Ensure compliant characters in
RMGC application domain name

Applicable to IP solutions
(Integrated Access Wireline, Cable, IP).

See Ensuring compliant characters in RMGC
application domain name on page 21.

Allocate time for a GWC upgrade

Applicable to all solutions.

See Allocating time for a GWC upgrade on
page 22.

Impact of an upgrade on GWC
configuration

Applicable to all solutions.

See Impact of an upgrade on GWC
configuration on page 22.
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Upgrade order for all GWC card types

All GWC cards of the same type must be upgraded before moving on
to the next group. For example, all audio controller GWC cards must be
upgraded before upgrading the next GWC card-type present in your

system.

The order presented includes all GWC card types, even though some
of the card types indicated cannot co-exist in the same installation. For
the GWC card type order specific to your solution, refer to the Solutions
Upgrades NTP, NN10261-450 (ATM) or NN10344-450 (IP).

Upgrade GWC card pairs from SN05, SN0O6, SN06.2, or SNO7 to SNO7
in the following order of card type:

Note: For definitions of the terminology in the list, refer to the
Glossary of terms in the Gateway Controller Basics NTP,
NN10189-111.

GWC card type upgrade order

Order

GWC card type

1

AC

BICC - UA-AAL1 solutions only

VRDN

Session Server - SNO7 to SNO7 upgrades only; see Note 1

SIP-T/APG/RA - see Note 2

APG/RA - see Note 2

SIP-T/APG

APG

©| O] N| O O] ] WO N

SIP-T

-
o

Trunk

—
—

H.323 - controls Real time protocol Media proxy (RTP MP)

-
\e}

V5.2 trunk

-
w

Lines - includes CICM
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Note 1: The Session Server (SS) is a new component in SNO7. It
can replace the Virtual Routing Destination Node (VRDN) GWC as a
SIP-T interface. The following office configurations are supported in
SNO7: SS only, VRDN SIP-T only, or VRDN SIP-T and SS co-existing
in the same office. For the upgrade order specific to your solution,
refer to the Solutions Upgrades NTP, NN10261-450 (ATM) or
NN10344-450 (IP).

Note 2: Offices can only have one GWC with an RA. Therefore, an
office will either have a SIP-T/APG/RA GWC or an APG/RA GWC but
not both. In addition, some non-AAL1 solutions will support
provisioning a combination of DPT and APG endpoints on the same
GWC. This allows endpoints of different GWC types to coexist on the
same GWC card. Referred to as a “combo profile”, the GWC is
limited to 1008 APG ports, while the APG standalone is limited to
3024 APG ports. The RA server can be included or excluded on the
same GWC under both APG capacity variants.

Note 3: Parallel upgrades are not supported. While it is possible to
save time by loading all GWC card pairs of a given GWC type and
performing all the SwActs at the same time, this is not recommended
or supported for a live office upgrade as this would cause an out of
service condition for all GWC nodes.

Note 4: Starting in SNO6, the Redirecting media gateway controller
(RMGC) application migrates from the CS 2000 Management Tools
server to the GWC platform. RMGC service cannot be provided
between upgrading the CS 2000 Management Tools server and
commissioning the GWC-based RMGC service. Refer to the
Solutions Upgrades NTP, NN10261-450 (ATM) or NN10344-450 (IP)
for a complete migration strategy for this feature.

It is assumed that an existing Audio Controller GWC will be used to
host the RMGC application. If commissioning a new GWC for RMGC
in SNO7, refer to appropriate procedures in the Gateway Controller
Configuration Management NTP, NN10205-511.
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Upgrade and downgrade call service impact

The following matrix shows expected service impact for the GWC card
types over the supported GWC load change scenarios.

Note: Contact Nortel customer support for information on call
service impact regarding any upgrade involving SN06.1.

Upgrade and downgrade call service impact

functionality after the
swact.

For unstable dialing,
ringing, clearing or
multi-party calls the
behavior is unpredictable.

Possible limited
functionality
after the swact.

For unstable
dialing, ringing,
clearing or
multi-party calls
the behavior is
unpredictable.

Billing records
might not be
produced when

calls go on-hook.

H.323
gateway-based
calls will not
survive.

SNO7 -> SNO7 SNO7 ->
SNO05/06/6.2 -> SNO7 Maintenance SNO06.2/06 SNO07 -> SN05

GWC type | Upgrade (Patching) Downgrade Downgrade

AUDCNTL | Stableannouncementand | Stable Stable Stable
conference calls survive. announcement announcement announcement

and conference | and conference | and conference

calls survive. calls survive. calls not using
SNO7 features
survive.

VRDN All stable calls survive. ALL calls ALL calls Calls not using
Transient calls (ringing, survive. survive. SNO7 features
dialing, clearing) are not survive.
guaranteed to survive.

SIP-T All stable calls survive. ALL calls NO calls survive. | NO calls survive.
Transient calls (ringing, survive.
dialing, clearing) are not
guaranteed to survive.

PVG Trunk | All stable calls survive. ALL calls NO calls survive. | NO calls survive.
Transient calls (ringing, survive.
dialing, clearing) are not
guaranteed to survive.

APG All stable calls survive. ALL calls SIP-T calls using | SIP-T calls using
Transient calls (ringing, survive. an APG do not an APG do not
dialing, clearing) are not survive. survive.
guaranteed to survive.

Line or Stable 2-party calls Stable 2-party SOME calls may | SOME calls may

H.323 survive. Possible limited calls survive. survive. survive.

Billing records
might not be
produced when
calls go on-hook.

H.323
gateway-based
calls will not
survive.
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PVG trunk GWC upgrades and downgrades

NN10196-461

SNO5 to SNO7 upgrades and SNO7 to SNO5 downgrades to PVG TDM
trunk GWCs are impacted by changes in the IP IW SPM and the

CS 2000 software loads. This item applies to IP and AAL2 solutions.
These changes involve how echo cancellation (ECAN) is managed to
accommodate the IP IW SPM. In an SNO5 to SNO7 upgrade, the GWC
is upgraded before the CS 2000. Once the PVG GWC is upgraded to
software release GC07/GT07, it will manage ECAN control for PVGs
differently. This change also has an impact on upgrade rollbacks. The
details of this change are as follows.

Prior to SNOG6, if a trunk GWC-based ISUP or PRI trunk group was
datafilled in table TRKSGRP with field ECSTAT set to EXTERNAL, the
GWC would send a command to activate the echo canceller integrated
in the TDM gateway for that trunk group. This would occur unless ISUP
or PRI messaging indicated that echo cancellation was already being
performed between the echo cancellation and the source of the echo.
If the ECSTAT field was not set to EXTERNAL for an ISUP or PRI trunk
(that is, it was set to NONE), the echo canceller in the gateway would
not be activated by the GWC under any circumstances.

In SNO6 and any subsequent releases, this behavior is essentially
reversed such that the echo canceller in the gateway will be activated
automatically if the ECSTAT field is set to INTERNAL on GWC-based
ISUP or PRI trunk types. If the ECSTAT field is set to EXTERNAL, it is
assumed that an external echo canceller exists on the TDM trunk
connected to the TDM gateway and that the external echo canceller has
cancelled the echo. Therefore, if the TRKSGRP ECSTAT field is set to
EXTERNAL, the echo canceller in the gateway will not be activated.

The new interpretation of the ECSTAT field will take effect upon
activation of the GC07/GT07 GWC software load, after the upgraded
trunk GWC card is rebooted. The only valid values for TRKSGRP field
ECSTAT for GWC PRI and ISUP trunks in SNO7 will be EXTERNAL or
INTERNAL.

On upgrade from SNO5 to SNO7, GWC ISUP trunks datafilled as
EXTERNAL will be reformatted to INTERNAL. GWC PRI trunks will be
reformatted to INTERNAL. GWC ISUP and PRI trunks will always
indicate to upstream or downstream switches that echo cancellation
has been applied on the TDM interface (either externally or internally).
During a GWC upgrade from SNO5 to SNO7, the following occurs:

* When the inactive side of the GWC is loaded with the GC07/GT07
load or later, the trunk sub group data in the GWC will change
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ECSTAT from NONE to EXTERNAL and from EXTERNAL to
INTERNAL.

* When the Core is upgraded to SNO7, the same table changes will
occur for GWC based trunk groups only.

If a GWC is rolled back (downgraded) from SNO7 to SNO5, then all the
trunks on that GWC have to be BSY/RTS so that they receive the right
ECSTAT datafill. However, the rollback must occur before the Core is
upgraded for the BSY/RTS of the GWC to have the correct effect. If the
Core is already upgraded and rolled back, the TRKSGRP data is not
reverted and a subsequent rollback of the GWC to SNO5 will result in
incorrect ECAN behavior on all GWC based ISUP and PRI trunk
groups.

Ensuring compliant characters in RMGC application domain name

If you are upgrading to SNO7 and intend to use the Redirecting Media
Gateway Controller (RMGC) application, you need to be aware that
using invalid or non-RFC 1034 compliant characters (such as the
underscore character) for the GWC domain name in the GWC
database could render the RMGC application unusable. Check the
cmshortCLLIname in the XA-Core table OFCENG before the upgrade
begins to determine if it uses any characters that are not compliant with
RFC 1034. Correct this value before the upgrades are started on the
XA-Core. Refer to your applicable Office Parameter Reference Manual,
NTP 297-8001-855 or NTP 297-9051-855, to perform this task.

Consult your site system administrator for assistance in determining the
domain name for your site. If you are commissioning a new GWC for
RMGC in SNO7, refer to procedures in the GWC Configuration
Management NTP, NN10205-511.
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Allocating time for a GWC upgrade

The time required for an average upgrade is 24 minutes for each GWC
node (card pair) for the GWC software. Under a moderately loaded
10BaseT network, the load takes about 2 minutes to transfer. Transfer
time can increase over a heavily loaded network.

The following time factors apply to tasks in the GWC upgrade activity.

* Total upgrade time for each GWC pair is 24 minutes (12 minutes for
each card)

* Time needed to apply GWC fileset to CS 2000 Core Manager or
CBM is 5 minutes

e Time to perform a GWC node warm SWACT is 1 minute

* Time to post upgrade call processing check for each GWC node is
2 minutes

Impact of an upgrade on GWC configuration

Once the CS 2000 Core Manager or CBM is upgraded, you cannot
provision Gateway Controllers until the CS 2000 Management software
package is upgraded and configured on the CS 2000 Management
Tools server.
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Install GWC package onto the CS 2000 Core Manager or CBM from

CD-ROM

Purpose of this procedure

This procedure describes how to install GWC software loads onto the
CS 2000 Core Manager (SDM) or Core and Billing Manager (CBM)
from CD-ROM. The software load is installed in the /swd/gwc directory
on the CS 2000 Core Manager or CBM.

Note: Forinformation on how to deliver and install GWC load using
the Electronic Software Delivery (ESD) method, refer to procedure

Deliver and install GWC package using Electronic Software Delivery
on page 28

When to use this procedure

Use this procedure to install a Maintenance Non-Computing Load
(MNCL) or a standard software release (NCL) GWC load.

Prerequisites

Action

This procedure has no prerequisites.

Atthe CS 2000 Management Tools frame (Sun Microsystems t1400
or 240)

1 Insert the CD-ROM into the CD-ROM tray.

At the CS 2000 Management Tools terminal
2 Log in and then use the su command to gain root privilege.

//;rying <hostname>. ... i\\

Connected to <hostname>.

AT

Escape character is

Authorized use only, activities logged.

login: username

Password: <password>

Last login: Fri Jan 30 12:48:10 from <otherhost>
prompt:>

prompt:> su - root

Password: <root_password>

N

.
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3 Execute the installation script by typing

# /opt/nortel/sspfs/Scripts/platform load_
install.sh

and pressing the Enter key.
Example response:

//' Welcome to the Platform Installation Tool Version 3.3 <\\

1) Install RPM from CDROM 2) Install RPM from Disk
3) Uninstall RPM 4) Query all RPMs

TAR INSTALLATION/REMOVAL

5) Install SC load from Tape 6) Install SC load from cdrom
7) Install SC load from Disk 8) Remove a SC Load
9) Install 3PC Load from Tape 10) Install 3PC Load from Disk

L) Install SOS/MS/PMLOADS D) Install SOS/MS/PMLOADS from disk
C) Change Rotation Parameters P) View Rotation Parameters
V) Platform Version Installed X) Exit

Please choose one of the following: 1

- /

4 Install the software by typing
> 1
and pressing the Enter key.
The system displays the contents of the .rpm package.
Example response:

/,> Verifying CDROM is mounted <\\
/cdrom/cdrom on /vol/dev/disk/c0t0d0/cdrom read
only/mosuid/mapl-case/noglobal/rr/traildot/dev=16c0001
on Sat Mar 27 16:34:13 2004

CDROM is mounted.

Listing file names in the rpm on the cd.

/swd/gwc/gn070be. imag

Do you want to continue (y/n)? ¥

\_ )
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Note: If the system displays the following message: There
is no c¢d in the CDROM drive, please check
drive, ensure that the CD-ROM is inserted in the tray for this
unit.

5 Confirm that you want to proceed with the installation by typing
> Y
and pressing the Enter key.

The software is extracted from the .rpm package. The .rpm
package is transferred to the CS 2000 Core Manager or CBM.

Example response:

Extracting files from the rpm archive on the cd.

Installing RPM package gn070be_plat-1.0-041304.moarch.rpm
Sun Microsystems Inc. Sun 5.8 Generic Patch December 2002
gn070be_plat-1.0-041304.noarch.rpm 100% 11MB 750.4KB 00:14
root@47.135.214.127's password: <enter root password>

6 Enter the root password for the CS 2000 Core Manager or the
CBM.

The system installs the software on the CS 2000 Core Manager
or CBM. If CBM is used, the .rpm package is then copied to the
inactive CBM unit and another prompt for the root password is
displayed. If this happens, enter the root password again and
press the Enter key.

After the load file is installed on the CS 2000 Core Manager or
CBM, the transferred .rpm package is deleted from the CS 2000
Core Manager or CBM.

Example response:

/,> Extracting files from the rpm archive on the cd. <\\

Installing RPM package gn070be_plat-1.0--41304.moarch.rpm
Sun Microsystem Inc. SunOs 5.8 Generic Patch December 2002
gn070be_plat-1.0-041304.noarch.rpm 100% 11MB 8.2MB/s 00:40
root@47.135.214.127's password: <enter root password>

Mate IP is 47.135.214.129

Sun Microsystem Inc. SunOs 5.8 Generic Patch December 2002
root@47.135.214.129's password: <enter root password>

\\» ********pPlease hit ENTER key to continue*******‘//
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7

Exit the installation program by typing

# X

and pressing the Enter key.

Use the following table to determine your next step.

If the GWC load is being installed on the Do
CS 2000 Core Manager gotostep 9
CBM go to step 15

At the CS 2000 Core Manager console or terminal window

9

10

11

12

13

14

Log in to the CS 2000 Core Manager as the root user.

AIX Version 4

(C) Copyrights by IBM and by others 1982, 1996.
login: root

root’s Password: <password>

Access the gwc directory by typing

# cd /swd/gwc

and pressing the Enter key.

Execute the GwcConfig.sh script by typing
# ./GwcConfig.sh

and pressing the Enter key.

Note: The script checks if the appropriate configuration data
is present in the gwc directory. If the data is not present, the
system prompts you to enter the hostname and the IP address
of the SAM21 EM server.

If prompted, enter the hostname of the SAM21 EM server and
press the Enter key. Otherwise, continue with step 14.

If prompted, enter the IP address of the SAM21 EM server and
press the Enter key. Otherwise, continue with step 14.

Log out of the CS 2000 Core Manager by typing
# exit

and pressing the Enter key.
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At the CS 2000 Management Tools terminal
15 Eject the CD-ROM from the CD-ROM tray by typing
# eject cdrom
and pressing the Enter key.
16 Log out of the CS 2000 Management Tools server.
17 This procedure is complete.

T
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Deliver and install GWC package using Electronic Software Delivery

Purpose of this procedure

This procedure describes how to transfer Gateway Controller (GWC)
software loads from Nortel Networks to a customer drop box using the
Electronic Software Delivery (ESD) method, and how to install the
transferred load onto the CS 2000 Core Manager or Core and Billing
Manager (CBM).

Note: For information on how to install GWC load from CD-ROM,
refer to procedure Install GWC package onto the CS 2000 Core
Manager or CBM from CD-ROM on page 23.

When to use this procedure

Use this procedure after receiving electronic notification for the
following software loads:

e GWCCO0070.n.V.NCL.NAP.VAULT.nn.D.tar.gz - for standard NCL
release

e GWCWO0070.n.V.NCL.NAP.VAULT.nn.D.tar.gz - for standard
International NCL release

e GWCOMO070.n.V.NCL.NAP.VAULT.nn.D.tar.gz - for maintenance
(MNCL) release

where

n
is an integer value such as 7 and is part of the product order code

vault
is a string that identifies the Nortel Networks software vault that
holds the software

nn
is an integer value that indicates the repository version of the
software

Prerequisites

NN10196-461

Your operating company must have an ESD agreement with Nortel
Networks. When the agreement was established, the operating
company furnished Nortel Networks with the location of an electronic
drop box and a user name and password pair for delivering software
loads. When Nortel Networks delivers a software load to the drop box,
an electronic mail notification is sent to the e-mail address specified by
the telephone operating company when the ESD agreement was
established.
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Action

At a CS 2000 Management Tools server terminal

1

Make a temporary directory to store the ESD software by typing
$ mkdir /data/iso_esd

and pressing the Enter key.

Change directory to the newly created location by typing

$ cd /data/iso_esd

and pressing the Enter key.

Ensure that enough disk space is available for the ESD software
(500 MByte is recommended) by typing

$ df -k /data
and pressing the Enter key.

The free space on the device that /data is mounted is printed.
The value for “avail” is the number of free kilobytes. Divide that
number by 1000 to determine the number of free megabytes.

s df -k /data

Filesystem
/dev/md/dsk/d20

-

kbytes used avail ‘yapacity Mounted on
3082223 144125\ 2876454 5% /data

2876454 / 1000 = 2876 MB free

/

Transfer the ESD software files from the drop box on the
repository server by typing

$ ftp <repository server>
and pressing the Enter key.
where

<repository_server>
is the machine owned by the telephone operating company
that was selected to be the destination for the ESD
software files

Log in and change directory to the drop box location on the
repository server.
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5

Change the transfer mode to binary by typing
ftp> bin

and pressing the Enter key.

Retrieve the ESD software load by typing
ftp> get <esd filename>.tar.gz
and pressing the Enter key.

where

<esd_filename>
is the ESD filename for the GWC software load

Example
ftp> get GWCCO0070.70.V.NCL.NAP.VAULT.8.D.tar.gz

Note: Determine the actual ESD filename from the Nortel
Networks notification, or by listing the contents of the drop box
with the Is command.

Repeat step 6 for all ESD software loads recorded in the
notification from Nortel Networks.

End the FTP session by typing

ftp> bye

and pressing the Enter key.

Extract the ESD software load from the tape archive format by
typing

$ gtar xvzf <esd_filename>.tar.gz

and pressing the Enter key.

where

<esd_filename>
is the ESD filename for the GWC software load

Example
$ gtar xvzf GWCC0070.70.V.NCL.NAP.VAULT.8.D.tar.gz

The ESD software load is uncompressed, and a new directory
named after the ESD software filename is created. The directory
name is the name of the ESD filename without the .tar.gz suffix.
The contents of the ESD software load are placed in this new
directory.
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10 Access the newly created directory by typing
$ cd <esd_filename_ directory>
and pressing the Enter key.
where

<esd_filename_directory>
is the new directory created to store the extracted software
load

Example
$ cd GWCCO0070.70.V.NCL.NAP.VAULT.8.D

11 Become the root user by typing
$ su - root
and pressing the Enter key.
12 When prompted, enter the root password.

13 The ESD software is formatted as an 1ISO 9660 image. Mount
the 1ISO 9660 image (using the mount_iso.ksh script) by typing

# /opt/nortel/sspfs/Scripts/mount_ iso.ksh mount
/data/iso_esd/<esd directory>/<iso_image>.img.
tape

and pressing the Enter key.
where

<esd_directory>
is the directory created in step 9

<iso_image>
is the name of the iso image

Note: A space is required after the word mount and before
the word /data.

Example

# mount_iso.ksh mount
/data/iso_esd/GWCC0070.70.V.NCL.NAP.VAULT.8D/
GNO70_load.iso.tape
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A response is printed to the terminal. Use following table to
determine if the command was successful.

mount_iso.ksh command responses

Response

Meaning and action

Is is very important for the
user of this command to know
that if you mount an iso image.
It is a MUST that you umount an
image before removing the
image file. If the file is
deleted while the 0S has it
mounted, it can be harmful to
the runtime applications on
this unit

Provided full path to ISO image
does not exist

ISO Image Already Mounted

Error creating the image
device location

ERROR MOUNTING <ESD_filename>

This response indicates success.

Verify the location and name of the
ISO 9660 image, such us
/data/iso_esd/GWCCO007.../...img.tape,
and retry.

Enter mount_iso.ksh umount to
unmount whatever ISO 9660 image is
currently mounted, and retry.

This response indicates an operating
system error with the loopback file driver.
Retry the command, and if it fails a
second time, contact Nortel Networks
support personnel.

This response indicates that either the
ISO 9660 file is corrupt, or the
/tmpmnt/noarch directory has been
deleted.

The contents of the ESD software file are available in directory

/tmpmnt /noarch.

14 Use the following table to determine your next step.

If you want to install the software Do

later

now

go to step 15
go to step 16

NN10196-461
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15

16

Copy the contents to a location on the CS 2000 Management
Tools server by typing

# cp /tmpmnt/noarch/*.* <directory name>
and pressing the Enter key.
where

<directory_name>
is a directory on the CS 2000 Management Tools server,
for example /data/iso_esd

Note: Ensure that you have write permission to this directory,
and that the same file permissions are set at the old and
copied locations.

When installing the software at the later date, complete step 16,
but in sub-step e, specify the new location of the software
instead of typing /tmpmnt/noarch.

Continue with step 23.

Complete the following steps to install the software on the
CS 2000 Core Manager or CBM.

a List the contents of the /tmpmnt/noarch directory by typing
# 1ls /tmpmnt/noarch
and pressing the Enter key.
Record the name of the .rpm file.
b Execute the installation script by typing
# platform load_install.sh
and pressing the Enter key.

¢ When prompted, select the option “Install RPM from Disk" by
typing
> 2
and pressing the Enter key.

d When prompted, enter the .rpm filename and press the Enter
key.
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e When prompted, enter the location of the .rpm file by typing
# /tmpmnt/noarch
and pressing the Enter key.

The system installs the software on the CS 2000 Core
Manager or CBM.

After the load file is installed on the CS 2000 Core Manager
or CBM, the transferred .rom package is deleted from the
CS 2000 Core Manager or CBM.

f Exit the installation program by typing
# X
and pressing the Enter key.

If your office is configured with a Do
CS 2000 Core Manager go to step 17
CBM go to step 23

At the CS 2000 Core Manager console or terminal window
17 Log in to the CS 2000 Core Manager as the root user.

AIX Version 4

(C) Copyrights by IBM and by others 1982, 1996.
login: root

root’s Password: <password>

18 Access the gwc directory by typing
# cd /swd/gwc
and pressing the Enter key.
19 Execute the GwcConfig.sh script by typing
# ./GwcConfig.sh
and pressing the Enter key.

Note: The script checks if the appropriate configuration data
is present in the gwc directory. If the data is not present, the
system prompts you to enter the hostname and the IP address
of the SAM21 EM server.

20 If prompted, enter the hostname of the SAM21 EM server and
press the Enter key. Otherwise, continue with step 22.

21 If prompted, enter the IP address of the SAM21 EM server and
press the Enter key. Otherwise, continue with step 22.
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22 Log out of the CS 2000 Core Manager by typing
# exit

and pressing the Enter key.

At a CS 2000 Management Tools server terminal
23 Unmount the ESD file by typing

# mount_iso.ksh umount

and pressing the Enter key.
24 This procedure is complete.

T
Upgrading the Gateway Controller



Copyright © 2004, Nortel Networks 36 Nortel Networks Confidential

Create a backup of the GWC load file

Purpose of this procedure

This procedure is used to log onto the CS 2000 Core Manager (SDM)
or Core and Billing Manager (CBM) and manually make a copy of one
or more existing GWC load images stored on the CS 2000 Core
Manager or CBM.

When to use this procedure

Use this procedure prior to saving an image of a GWC load if you wish
to save a backup of the original GWC load stored on the CS 2000 Core
Manager or CBM.

Note: If a backup is not created, then the process of taking a GWC
load image will overwrite the existing image stored on the CS 2000
Core Manager or CBM.

Prerequisites
There are no prerequisites to this procedure.

Action

At the CS 2000 Core Manager or CBM console
1 Log in to the CS 2000 Core Manager or CBM as the root user.

AIX Version 4

(C) Copyrights by IBM and by others 1982, 1996.
login: root

root’s Password: <password>

2 Change directory to the GWC software directory by typing
# cd /swd/gwc
and pressing the Enter key.

3 Type Is and press the Enter key to list the contents of the
directory.

4 Locate the load file name that corresponds to the load you wish
to back up.

Note: There will likely be multiple load file names. Ensure that
you select the correct load filename. If you are saving the load
file of a specific GWC card or node, refer to procedure “View
the operational status of a GWC” found in the Gateway
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7

Controller Configuration Management NTP, NN10205-511, to
locate the load filename associated with a specific GWC card.

CAUTION

Be sure to use the command cp in this step.

Failure to use the cp command can cause
problems with the general upgrade process.

Make a copy of the existing GWC software load file by typing
# cp <load_filename>.imag <load_filename>.imag.bak
and pressing the Enter key.

where

<load_filename>
is the GWC load filename that you want to copy

Note: You can use any name for the backup file name. You
can also include the date in this filename, for example:
<load_filename>.imag.031201

Change the permissions for the image file by typing
# chmod 755 <load_filename>.imag.bak

and pressing the Enter key.

where

<load_ filename>
is the GWC load filename

The procedure is complete.

Note: To return to the Overall GWC upgrade procedure, refer to
Overall GWC upgrade procedure on page 4.
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View the contents of a load file image

Purpose of this procedure
This procedure allows you to view the content of the current load file
located on the CS 2000 Core Manager (SDM) or Core and Billing
Manager (CBM). You can view the list of patches that have been
applied and activated on the load file image. A load file is created by
taking an image of a software load present on a GWC device. You may
take an image manually or automatically.

Note: Perform this procedure on the CS 2000 Management Tools
server since the gwclfinfo command is a SESM script, and the
/swd/gwc load directory is NFS-mounted on the CS 2000
Management Tools server as /var/opt/nortel/gwc directory.

When to use this procedure

Use this procedure to confirm the contents of a load file image on the
CS 2000 Core Manager or CBM before rebooting GWC devices from
the file.

Use this procedure to determine if delivered load contains patches.

Prerequisites
This procedure has no prerequisites.

Action
Use the following table to determine your first step.
If your office has Do
a CS 2000 Core Manager installed go to step 1
a CBM installed gotostep 5

At the CS 2000 Management Tools server

1 Access the directory where the GWC load file information is
located by typing

# cd /var/opt/nortel/gwc
and pressing the Enter key.
2 List all the GWC load names by typing
# 1ls
and pressing the Enter key.
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3

4

Select the new GWC software load from the list and display its
content by typing

# /opt/nortel/NTsesm/tools/gwc_tools/gwclfinfo
/var/opt/nortel/gwc/<gwc_load_£file>

and pressing the Enter key.
where

<gwc_load_file>
is the name of the selected GWC load image file, for
example pgc09bl_patched_03_04.imag

Example response:
Load information from pgc09bl_patched_03_04.imag

Load name: PGCO9BL Image created: Fri Mar 5
7:0:21 2004

Patch-ID Status Activation
XBN63GZ9 Applied NonAct
XED41GZ9 Applied NonAct
XQA89GZ9 Applied NonAct

This procedure is complete.

Note: To return to the Overall GWC upgrade procedure, refer to
Overall GWC upgrade procedure on page 4.

At the CS 2000 Management Tools terminal

5

Access the temporary directory by typing
# cd /tmp

and pressing the Enter key.

Access the CBM server by typing

# ftp <CBM_IP_ address>

and pressing the Enter key.

where

<CBM_IP address>
is the IP address of the CBM server
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7

10

1

When prompted, enter the user name by typing
Name: gwcload

and pressing the Enter key.

When prompted, enter the password by typing
Password: gwcload

and pressing the Enter key.

Set up the ftp transfer process to binary by typing
ftp> bin

and pressing the Enter key.

Transfer the GWC image load file by typing
ftp> get <gwc_image name>

and pressing the Enter key.

where

<gwc_image_name>
is the name of the GWC load image file stored on the CBM
server

Example response:

200 PORT command successful.

150 Opening data connection for pgt93ax.imag (binary
mode) (10294018).

226 Transfer complete.

local: pgt93ax.imag remote: pgt93ax.imag

10294018 bytes received in 5.3 seconds (1908.92 Kbytes/s)

Return to the /tmp directory on the CS 2000 Management Tools
server by typing

ftp> quit
and pressing the Enter key.
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12

13

14

Display the content of the GWC software load image by typing

# /opt/nortel/NTsesm/tools/gwc_tools/gwclfinfo
/tmp/<gwc_image name>

and pressing the Enter key.
where

<gwc_image_name>
is the name of the transferred GWC load image file

Example response:
Load information from pgt93ax.imag

Load name: PGT93AX Image created: Fri Mar 5
7:0:21 2004

Patch-ID Status Activation
XBN63GZ9 Applied NonAct
XED41GZ9 Applied NonAct
XQA89GZ9 Applied NonAct

When you are finished reviewing the content of the file, remove
the GWC load image from the /tmp directory by typing

# rm /tmp/<gwc_image name>
and pressing the Enter key.
where

<gwc_image_name>
is the name of the transferred GWC load image file

This procedure is complete.

Note: To return to the Overall GWC upgrade procedure, refer to

Overall GWC upgrade procedure on page 4.

T
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Upgrade a standby GWC card software load

Purpose of this procedure

This procedure describes how to upgrade the software load that GWC
cards boot from, located on the CS 2000 Core Manager (SDM) or Core
and Billing Manager (CBM).

When to use this procedure

Use this procedure after installing a newer version of the GWC software
load onto the CS 2000 Core Manager (SDM) or CBM. This procedure
must be applied to each node installed in the SAM21 shelf that is being
upgraded.

Prerequisites and guidelines

CAUTION

No provisioning activity can occur on the system
while the GWC software upgrade is in progress.

The GWC software load filesets must be installed on the CS 2000 Core

Manager (SDM) or CBM. Refer to one of the following procedures:

* Install GWC package onto the CS 2000 Core Manager or CBM from
CD-ROM on page 23

e Deliver andinstall GWC package using Electronic Software Deliver
on page 28

While upgrading the software on a GWC card, the port on the LAN
router connected to the GWC card must be set to the Ethernet
parameter of “auto-negotiate”. This action must be performed after the
card is locked and before the card is unlocked. Refer to step 9 in this
procedure.

If the Communications Server LAN (CS LAN) is provided by Nortel
Networks Passport 8000 series router switches, refer to Re-provision

Passport port to auto-negotiate on page 55 for a procedure to
reconfigure the port on the CS LAN router to “auto-negotiate”.
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Action

At the CS 2000 GWC Manager client

1

~Contents of, GatewayController——

GatewayContrallers:

At the CS 2000 Management Tools window, click on the
Gateway Controller folder from the Device Types directory tree
in the far left frame.

&2 (52000 Management Tools - 131.147.241.72 {C™M CLLI: FREDGEN

File Fault Configuration Maintenance Windows Help

_4 Device Types

Mletwark Configuration_

MHetwark Codec Profile

From the Contents of: Gateway Controller frame, select the
GWC node that you wish to busy for an upgrade.

Type a GWC node number here
. yp

or

Select a GWC node from the list

GWWC-100 _— of provisioned GWC nodes
GYYC-101 -
GIWC-103
GIWC-105

Ak A NE
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3 Busy the standby GWC card in the node to upgrade by clicking
the Busy (Disable) button. Confirm this action at the prompt.

GWC-101 Unit0: 47.165.172.30
Unit1: 4716517231

Maintenance | Pravisioning

GWIC-101-UNIT-0

Administrative state: |un|acked(1)

Lsage state: |id|e(1)

Operational state: Ienabled(1)

Stand by state: IhUtStandb\,rU)
Arctivity state: |51andb\;(2) 4— Sweact state: |manuaISwAcﬁNarm(1)

|solation state: |nut|sa|ated(2)

Alarm state: |00 00 00 00

Ayailahle state: IDD 00 00 00

Fault state: Innne(D)

Loadnarme; [POTOSAX

Save Imange ‘ Busy (Disable) b ETE (Enable) Card Wiew:

N —”

GYWC-101-LIMIT-1

Administrative state: |un|acked(1) Lsage state: |id|e(1)

Operational state: |enabled(1) Stand by state: |providing89wice(3)

Activity state: [active(T)

Swact state; |manuaISwAchNarm(1)

|solation state: |nut|sa|ated(2) Alarm state: |maj0r(2) , alarmOutstanding(4)

Available state: IDD 00 0o oo

Fault state: |none(o)

Loadnarme: |PGTOAAWS

Save Imange Eusy imizabler | ETE (Enable) | Card Wigw |

[~ Force Warm Swact | Cold Swact |

4 From the Contents of: Gateway Controller record the GWC node

number for the GWC card you just busied. You will need this
information later in this procedure.

~Contents of: GatewsayController———
[Diectany]| Find|
| _como |
GatewayContrallats: Record the GWC node r_1umber (_)f
L— the GWC card that you just busied.
GWC-1DD/
SWC-101
EWC-103
GWC-105
FWC-106
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5

Use the following table to determine your next step.

If Do

you need to re-provision the port on the go to step 6
Passport switch to “auto-negotiate” (the

CS LAN is provided by Nortel Networks

Passport 8000 series router switches)

otherwise gotostep 7

At the CLI for the Passport

6 Determine the slot and port on the Passport that connects to the
device by typing
> show ip arp info <ip_address>
and pressing the Enter key.
ip_address
is the physical IP address of the GWC card.
The slot and port are reported. Record the slot and port number.
You will need this information later in this procedure.
Example response:
g_"ompt:cpu> show ip arp info 172.30.242.25 \
"""""""""""""""""""""""""" o acp
I appRESS MAC ADDRESS VLay PORT  TYPE  TTL

172.30.242.25

N

00:90:69:1a:d4:fc 200 DYNAMIC 272

Note: If the response indicates MLT instead of the slot and
port, perform this operation from the mate Passport unit. If the
response indicates that no arp entry is found, ping the IP
address from the CLI, and retry the command.

S —— e}
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At the CS 2000 GWC Manager client

7 Click the Card View button for the card you busied in step 3. This
action opens the CS 2000 SAM21 Manager.

GWWC-101 Unit0: 47 165.172.30
Unit1: 471685.172.31

Maintenance | Pravisioning

GWC-101-UNIT-0

Administrative state: Iunlucked(1) Usage state: Iidle(1)
Operational state: Idisabled(?) Stand by state: IthStandb\,r(ﬂ
Activity state: Istandby(E) Swact state: ImanualSwActWarm(‘l)
Isolation state: Inutlsulated(z) Alarm state: IDD oo oooo
Auailable state: |00 00 00 00 Fault state: [nane()

Loadname: |PGTO3AX

Save Image | EBusy (Di=able) | RTE (Enakle) ‘i Card Wiew ”
N —————————————————

At the CS 2000 SAM21 Manager client

8 In the card view, select the States tab and then click the Lock
button to lock the card.

File ‘“Wiew

CS2K1 SAM21-1 : Slot 3

Aamms | Equiiags | Prowizianing |

05l

— Administrative: IUnIocked
Operational: IEnabIed ) Unlock |

Availahility:  |Mone

~ Histany

GyyiC-1 01 -LUNIT-0

= |
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9 Observe the History display to confirm that the card has been
locked. Look for the text “Application locked successfully”. Also,
notice the lock icon on the card graphic at the left of the screen
and the Administrative state “Locked”.

Note: If the CS LAN is provided by Nortel Networks
Passport 8000 series router switches, re-provision the port on
the Passport switch to “auto-negotiate”. Refer to Re-provision

Passport port to auto-negotiate on page 55.

File ‘iew

CS2K1 SAM21-1 : Slot 3

.Ptlarrnsl Equip  States | Diagsl Fmvisioningl
05l

= Administrative: QLDcked )

Opetational; |Disab|ed Lack Unlock

Availability.  [Mone

~ History

Lock request =submitted. Confirmation in progress. ;I
Lock zaquest submivted. Confirmation in prograss.

Leock request =ubmitted. Confirmation in progress.

Element Manager initiated Lock request receiwed

pplication locked succes=fully

quEI ] CAMIC-1 01 -LINIT-0
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10  Select the Provisioning tab and click the Modify button to make
changes to the load file name.

ke FiFlash Enable

Lancel Lretalls...
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11

CAUTION

The Path: field must be set to /swd/gwc.

Other processes are tied to this directory. For
example, the GWC load delivery software
places the load in the /swd/gwc directory. Also,
GWC auto-imaging is a network file system
(NFS) mount of the /swd/gwc directory.

Type the new load file name in the Load: field.

Note: Ensure that the FW Flash Enable check box is
selected.

12 Use the following table to determine your next step.

If Do

field GWC Number: is blank orthe  go to step 13
current value of the field does not
match the number recorded in

step 4
otherwise go to step 14

13  Type the GWC number in the GWC Number: field that you
recorded in step 4. Refer to the following figure to locate these
fields.

Note: Beginning in SNO5 and going forward, there is a
requirement to enter the GWC number into this field which is
used to label the GWC in the CS 2000 SAM21 Manager shelf
view panel. This number is manually assigned and no error
checking is performed to ensure it matches with the number in
the CS 2000 GWC Manager. A number from 0 to 255 can be
assigned for each GWC pair in the node.

For example, if GWC cards in shelf slots 1 and 2 are paired
together as a node, then during provisioning of these cards,
the number 0 could be entered for each of these cards to
identify that cards in slots 1 and 2 belong to GWC 0. Ensure
that the GWC number entered at the CS 2000 SAM21
Manager matches the value given the cards in the CS 2000
GWC Manager as described in step 4.

(DSNO7 Standard 05.02 December 2004



Copyright © 2004, Nortel Networks 50 Nortel Networks Confidential

14 Click the Save button.

Note: If the load name or path name are incorrect, you will be
prompted with a “Load Validation Failure” message. You can
choose to force the change or return to the provisioning panel
to correct the error.

File “iews

Sam21-2 : Slot12

Mamsz | Equip | States | Diags FProwisioning I

~ General

IP: [47.104.41.55 | Gateway IP: [47.104.41.1 |
Subnet Mask [255.255.255.128 | P version: =104 |
MAC Address: [0001AF07AGAD | ((owe Number: |5 )
- GYWC-EM

HostIP: [47.104.41.4 |

~ Load Info

Server [P 47.104.41.3 |
Path: /swd/gwe |
(Lnad: |pgu:DElar.imag | )
W Fyy Flash Enable

P EIEI CACB-LINIT-1

~ Domain Servers

Primary, (0.0.0.0 | 1stAlt |0.0.0.0

2nd At [0.0.0.0 |

il @elify (i Save |> Clear | Cancel | Details... |

= T
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15 Click the States tab to display the status of the GWC card.

Aams I EquiDiags I Pronvizioning |

~ D5l
Adrministrative: |anked
Operational: IDiSabIed Lock | Unlock h
S ——
Availability:  [Mone
~ Histary
El ement Manager initiated Lock request receiwed ;I
gpplication locked =ucce=z=fullwy
Save | Clear |
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16 Click the Unlock button to unLock the “Inactive” GWC card. This
causes the card to reset and load from the new load image. The
inactive unit should automatically return to service (RTS).

17 Observe the History display until the screen message
“Bootloaded successfully” appears.

Note: If the card status does not display “Application
unlocked successfully”, then click the Lock button in the card
view and wait for the “Application locked successfully”
message. Then, click the Unlock button again.

If you are still unable to successfully unlock a GWC card,
contact your next level of support.

ﬁlarrns] Bquip  States ] Diags] Frmrisiu:-ning]
oSl

Adrministrative: |Un|ncked

Operational: |Enah|ed Lock

Availability  [None

History

Element Manager initiated Unlock regquest receiwved ﬂ
Resetting board
Reset complets

GC-1 071 -LINIT-0

Initialising netwmork dewice
Het initial ised
Booting cached load wia the backplane

Bootloaded successfully

Lex}

Applicavion unlecked successfullwyr

Save | Clear ‘

T
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At the CS 2000 GWC Manager
18 Determine the next action to take.

If patching Do

is needed but has not been perform the following

completed procedures in the order
listed, then continue with
step 15:

Transfer patches to the NPM
database manually on
page 89,

Apply patches using the
NPM on page 101,

Activate patches using the
NPM on page 110

Take a manual GWC
software image on page 141;

has been completed continue with step 19

is not needed continue with step 19

19  Verify that the inactive GWC has an Operational State of
“enabled” and a standby state of “hotstandby”.

If the inactive GWC does not come into an Operational State of
“enabled” and a Standby state of “hotstandby”, then refer to the
section “GWC does not RTS” in the procedure Troubleshoot
GWC upgrades on page 162 in this NTP. If error recovery fails,
stop this procedure and contact your next level of support.

GWC-101-UNIT-0

Administrative state: |unlucked(1) lsage state: |id|e(1)
Dperational state: |enab|ed(1) <4+— Stand by state: |h0t8tandh\;(1) <4+—
Activity state: |standb\;(2) Swwact state: |manuaISwAct'u‘\Iarm(1)
|solation state: |nnt|su|ated(2) Alarm state: |DD aooooo
Available state: [00 00 00 0O Fault state: [none(0)

Loadname: IIGIEITDEIN

]|
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At the CS 2000 GWC Manager
20 Perform a Warm SwAct by clicking the Warm Swact button.

Note: If the SwAct fails or the inactive unit does not RTS in
1 minute, then refer to the section “Warm SwAct Failed” in the

procedure Troubleshoot GWC upgrades on page 162 in this
NTP.

If the GWC card does not successfully execute a warm SwAct
using the Troubleshooting procedure, then perform the

procedure Rollback a software upgrade on a standby GWC on
page 57 in this NTP.

Maintenance Provisioningl

GWC-101-UNIT-0

Adrninistrative state: [unlacked(1) Usage state: [idleqty
Operational state: |enab|ed(1) Stand by state: |prn\ridingSentice(3)
Activity state: [activect) Swract state: |10 SwactD)
|=olation state: Inutlsulated(?) Alarm state: Imajur(?) L alarmOutstanding(4)
#vailable state: [00 00 00 00 Fault state: [none(n)

Loadname: |G|U?UEN

Save Image Busy (Disable) | RIS (Enakle) Card View
GUWS-101-UMNIT-1
Adrninistrative state: [unlacked(1) Usage state: [idleqt)
Cperational state: Ienabled(1) Stand by state: IthStandby(‘l)
Activity state: [standbyi2) Swact state: |noSwact(D)
|Isolation state: |n0tlsn|ated(2) Alarm state: |DE| a0 00 0o
#yailable state: 00 00 00 00 Fault state: [none(n)
Loadname: |PGTOSAL

Save Image Busy (Disahle) | RETS ([Enahle) | Card\flew

[~ Force ‘ Warm Swact i! Cold Swact |

]|
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21 Determine your next action:

If you need to upgrade Do

the mate GWC card (now the step 3 and complete this
new standby GWC card) in procedure
the same node

cards in another GWC node  step 2 and complete this
procedure

Note: Otherwise, proceed to the next step. You only need to
perform this procedure once for each card in a GWC node.

22 The procedure is complete.

Note: To return to the Overall GWC upgrade procedure, refer to
Overall GWC upgrade procedure on page 4.

Re-provision Passport port to auto-negotiate

To enable auto-negotiation of the Ethernet port speed and duplex state,
perform the following steps at the command line interface to the
Passport router switch.

Note: Make sure you use READ/WRITE/ALL (RWA) login and/or
password privileges when performing this procedure. For more
information about RWA privileges, refer to the Passport 8600 Routing
Switch documentation and choose Getting Started.

At the CLI for the Passport

1 Use the numbers recorded in step 6 and set the slot and port to
auto-negotiate by typing

> config ethernet <slot>/<port> auto-negotiate enable
and pressing the Enter key.

The slot and port are reconfigured to auto-negotiate and the
prompt returns.

prompt:cpu> config ethernet 1/2 auto-negotiate enable
prompt:cpu>

T
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2 Verify the port configuration by typing
> show ports info config <slot>/<port>
and pressing the Enter key.
The slot and port configuration is displayed.

PORT
NUM

1/2

prompt:cpu> show ports config info 1/2

FFD ADMIN OPERATE DIFF-SERV QOS MLT
TYPE DUPLX SPD DUPLX SPD EN TYPE LVL ID
100BaseTX false half 100 full 100 fals core 1 0

3 Commit the change by typing
> save config

and pressing the Enter key.

4 Go to step 10 to continue with the procedure “Upgrade a standby
GWOC card software load”.
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Rollback a software upgrade on a standby GWC

Purpose of this procedure

This procedure describes how to roll back a software upgrade and
revert to a previous software load.

When to use this procedure
Use this procedure when a software upgrade fails.

CAUTION

Downgrades are only supported as part of backing
out of the upgrade of an individual GWC type. Call
survivability, as specified in the service impact matrix
in section Upgrade and downgrade call service
impact on page 19, is not supported for downgrades
once further non-GWC network components have
been upgraded or further GWC types have been
upgraded. This is especially problematic if the call
server or gateways have already been upgraded. Call
survivability support during downgrades is limited
only to backing out of all instances of the last GWC
card type that was being upgraded.

Prerequisites

A GWC software load file from a previous release or a backup image
file must be available on the CS 2000 Core Manager (SDM) or Core
and Billing Manager (CBM).

CAUTION

Active calls on the GWC node affected may be
dropped during a software rollback. Ensure that all
steps in this procedure are followed to minimize the
risk of calls being dropped.
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CAUTION

No provisioning activity can occur on the system
while the GWC software downgrade is in progress.

Action

At the CS 2000 GWC Manager client

1

2

At the CS 2000 Management Tools window, click on the
Gateway Controller folder from the Device Types directory tree
in the far left frame.

£7 CS2000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN
File Fault Configuration Maintenance Windows Help

MHetwork Configuration__

mletwark Codec Profile

From the Contents of: Gateway Controller frame, select the
appropriate GWC node you wish to roll back.

.—CDHTEHTS of: Gatewsay Cantroller——
Directory | Find |

—  Type a GWC node number here
| ml or

Select a GWC node from the list
Gateway Controllers: o " of provisioned GWC nodes.

|GWC-1

NN10196-461 (I)SNO7 Standard 05.02 December 2004




Copyright © 2004, Nortel Networks 59 Nortel Networks Confidential

3 Rollbacks can only occur on a standby GWC card. Select the
Maintenance tab and locate the standby card. Busy the standby
GWC card by clicking the Busy (Disable) button and confirm
this action at the prompt.

GYWC-6 Unit0: 47.104.41.54
Unit1: 47.104.41.55

‘ Maintenance Dﬂrg\risiuning

GWC-B-LINIT-0
Administrative state: |unIDcked(1) Usage state: |id|e(1)
Operational state; |enabled(1) Stand by state: IprovidingSeNice(S)
Activity state: |active(1) Swiact state: InDSWAct(U)
\solation state: |notisolated(Z) Alatrn state: |00 00 00 DO
Awailable state: |DD a0 0o oo Fault state: Innne(D)

Loadname: IGIIJ?EIEIN

Save Image Eusy (Disable) | ETE (Enakle) CardVlew
GYWIC-B-LIMIT-1
Administrative state; |un|ncked(1) Usage state: |id|e(1)
Operational state: |enab|ed(1) Stand by state: |w|dStandb\,r(2)
( Activity state: istandby(E)) Swact state: noSwAct(D)
Isolation state: |nntlso|ated(2) Alarm state: |minur(3) L alarmoutstanding(4)
Available state: |degraded(6) Fault state: |n0ne(D)
Loadname: IGID?DBN
Save Image ‘l Busy (Disahle) “ R (Enable) | Card View |
D 4
[~ Farce WA S E ol | Cold Swact |
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4 When the Operational state of the standby card is disabled, click
the Card View button to access the card view. This action opens

the CS 2000 SAM21 Manager.

G- B-LINIT-1

Administrative state: [lncked(2) Usage state: fidle(1)

< Operational state: Idisabled(?) ’ Stand hy state: IcoldStandb\;(Q)
Activity state: Istandby(‘z) Swact state: |nnSwAct(D}|

lzalation state: |nnt|sn|ated(2)

Alarm state: |minnr(3) ,alarmoOutstanding(4)

Awailable state: |00 00 00 00 Fault state: [rone(0)

Loadnarne: IGIEITEIEEN

)

Save Imane | Busy iDisable) | RTS(EnabIe)G Card View

At the CS 2000 SAM21 Manager client
5 Select the States tab in the card view.

File “iewy

Samz1-2 : Slot12

Aams I EquiDiagSI Fn:-xrisi-:-ningl

— Summary
Critical | hdajor | iror |
0 o g |
~ Details
Ecjulipy. | 1T | Titne | Type | Sever'rtyl Reazon

a
=
e
5
12
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6 Click the Lock button to lock the card. Wait for the message in
the History window indicating that the card is locked. Also, notice
the lock icon on the card graphic at the left of the screen and the

Administrative state “Locked”.

File Miew
Sam21-2 : Slot12
ﬁlarrnsl Equip  States I Diagsl Frmrisiu:-ningl
~ 05l
Administrative: |Un|ncked
Dperational: |Enah|ed Lock ’ Inlock: |
Availability.  [None
~ History
-
= =
=
et
i
12
ﬁlarrnsl Equip States I Diagsl Fn:-xrisiu:-ningl
~ 05l
Administrative: ‘!anked ,
Operational: IDisahIed Lack Linlock
Availability.  [Mane
~ Higtary

% Lock request submitted. Confirmation in progress. ;I

E Element Manager initiated Lock request receiwved

g Application locked successfullwr

i
——

12
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7 If the CS LAN is provided by Nortel Networks Passport 8000
series router switches and you are downgrading to the SNO5
load, reprovision the port on the Passport switch to disable

auto-negotiate. Refer to Reprovision Passport port to disable
auto-negotiate on page 67.

Otherwise, continue with step 8.
8 Select the Provisioning tab in the card view.

File ‘“iew

Sam21-2 : Slot12

ﬁlarrnsl Equipl Statesl Diag

~ General
IP: [47.104.41.55 | Gateway IP; 47104 47 1 |
Subret Mask: [255.255.255.128 | Py Wersion: <105 |
MAC Address: [0001AFOTAGAD | GWC Mumber; 5 |
- NTP
i Primary MTP:  f7225151 |
§ Secandary MTP:  f7225151 |
§ -~ GWC-EM
&l HostIP: |47.104.41.4 |
iz Port: |16z |
~ Load Info

Server|P: [47.104.41.3 |
Path:  fswiligwe |
Load: |gid7Obn.imag |

[~ Fii Flash Enakle

— Domain Servers

Primary;  [0.0.0.0 | 1stat [0.0.0.0

2nd Alt (0.0.0.0 |

’ Save | Zlear | Zancel | Details... |
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9

10

11

12

Click the Modify button to make changes to the provisioning
datafill.

Telnet to the CS 2000 Core Manager or CBM and log in as the
root user.

Note: Telnet to the CS 2000 Core Manager or CBM, or
access the CS 2000 Core Manager or CBM console and log
in as the root user.

List the GWC load files in the /swd/gwc directory.

Example
# Is /Iswd/gwc

Example of system response:

pgc09au. imag
pgc09av. imag
pgc09aw. imag

CAUTION

In this step, the Path: field must be set to /swd/gwc.

Other processes are tied to this directory. For
example, the GWC load delivery software places the
load in the /swd/gwc directory. Also, GWC
auto-imaging is a network file system (NFS) mount of
the /swd/gwc directory.

Enter the load file name to revert to from the list you displayed
during step 11 and then click the Save button.

Note: Leave the F/W (firmware) Flash Enable checkbox
unselected.
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47.104.41.1

47.104.41.4

gy b n.imag
r

47.104.41.3
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13 Select the States tab in the card view.

Sam21-2 : Slot 12

’ Diags ] Prowigioning ]

05|

Adrninistrative: |L|:u:ked

LInlock ,

——

™

Operational: |Diaahled

Availability  [None

History

Lock request submitted. Confirmation in progress=. ﬂ
Element Manager initiated Lock request receiwed

gpplication locked succes=zfully

P EIEI AN B-LIMIT-1

14 Click the Unlock button to load the software you selected
previously. Observe the History window display to confirm the
the software reload was successful.

ﬁlarrns] Bquip 91395] Diags] Frmrisil:-ning]
a5l

] Addministrative: ‘Unlncked

Operational; ‘Enahled Lack | |

Availability.  [Mone

History

Element Manager initiated Tnlock request receiwed ﬂ
Resetting board
Beset complete

GWWC-B-LIMIT -1

Initial izing netwark dewice
Het initialized

Eooting cached load wia the backplane

L Bootloaded successfullwy

12 Application unlocked successfully
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At the CS 2000 GWC Manager client

15 Observe the Standby state field on the inactive GWC card in the
Maintenance panel. Wait for the Standby state to transition from
“coldStandby” to “hotStandby”.

16 Apply a warm swact (switch of active cards) by clicking the
Warm Swact button at the bottom of the screen.

GWC-B Unit 0: 47.104.41.54
Unit1: 47.104.41.55

Maintenance | Provisioning

GWC-6-UMIT-0
Administrative state: Iunlucked(‘l) sage state: Iidle(1)
Cperational state: |enab|ed(1) Stand hy state: |pra\ridingSer\rice(3)
Activity state: |astive(1) Swact state: [noSwiAst(D)
Isolation state: Inntlsnlated(?) Alarm state: |E|D Q0 oo oo
Awvailable state: |00 00 0O 0D Fault state: [none)

Loadnarne: |G|EI?DBN

Save Image Busy (isahble) | RS (Enakle) Carg View
G C-G-UIMIT-1
Administrative state: Iunlucked(']) Llsage state: |id|e(1)
Operational state: [enabled(1) Stand by state: |hotStandy(1)
Activity state: |standby(2) Swact state: |noSwhet(D)
Isolation state: |notisolated(2) Alarm state: 00 00 00 0D
Available state: |00 DO DO 0O Fault state: [none0)
Loadname: [PGCOgAY
Save lmage Busy (Disable) | RTS (Enakle) | CardVlew
I_ Faorce ( Warm Swact D Cold Swact |
———

17 Return to step 3 and repeat the procedure for the mate GWC
card in this node.

18 This procedure is complete.

Note: To return to the Overall GWC downgrade procedure, refer to
Overall GWC downgrade procedure on page 7.
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Reprovision Passport port to disable auto-negotiate

To disable auto-negotiation of the Ethernet port speed and duplex state,
perform the following steps at the command line interface to the
Passport router switch.

Note: Make sure you use READ/WRITE/ALL (RWA) login and/or
password privileges when performing this procedure. For more
information about RWA privileges, refer to the Passport 8600 Routing
Switch documentation and choose Getting Started.

At the CLI for the Passport

1 Determine the slot and port on the Passport that connects to the
device by typing

> show ip arp info <ip_address>
and pressing the Enter key.

ip_address
is the physical IP address of the GWC card.

The slot and port are reported.

/prompt:cpu> show ip arp info 172.30.242.25

IP_ADDRESS MAC_ADDRESS VLAN PORT TYPE TTL

172.30.242.25 00:90:69:1a:d4:fc 200 DYNAMIC 272

o

Note: If the response indicates MLT instead of the slot and
port, perform this operation from the mate Passport unit. If the
response indicates that no arp entry is found, ping the IP
address from the CLI, and retry the command.

T
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2 Disable auto-negotiation and reconfigure the slot and port by
typing:
> config ethernet <slot>/<port> auto-negotiate disable
> config ethernet <slot>/<port> speed 100
> config ethernet <slot>/<port> duplex half
and pressing the Enter key.
The slot and port are reconfigured and the prompt returns.

prompt:cpu> config ethernet 1/2 auto-negotiate disable
prompt : cpu>

3 Verify the port configuration by typing
> show ports info config <slot>/<port>
and pressing the Enter key.
The slot and port configuration is displayed.

prompt:cpu> show ports config info 1/2

PORT AUTO SFFD ADMIN OPERATE DIFF-SERV QOS MLT |
NUM TYPE NEG. DUPLX SPD DUPLX SPD EN TYPE LVL ID
1/2 100BaseTX false false half 100 half 100 fals core 1 0

4 Commit the change by typing
> save config
and pressing the Enter key.

5 Go to step 8 to continue with the procedure “Rollback a software
upgrade on a standby GWC”.
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Launch CS 2000 Management Tools client applications

Application

Use this procedure to launch any one of the following client
applications:

Trunk Maintenance Manager (TMM)

CS2000 Management Tools

Line Maintenance Manager (LMM)

Succession SAM21 Element Manager

Batch Configuration Monitor

Network Patch Manager (NPM), when installed and enabled on the
same server as the CS 2000 Management Tools

Note: The NPM also has a command line user interface (CLUI).

Refer to procedure Access the Network Patch Manager CLUI on
page 82 in this document.

This procedure provides the following four methods to launch a
CS 2000 Management Tools client application:

Launching applications from a web browser on page 71. You must
use this method when launching an application for the first time.

Launching applications from the JWS Application Manager on
page 74.

Note: You cannot use this method to launch the Trunk
Maintenance Manager (TMM) or the Batch Configuration Monitor.

Launching applications from a desktop icon or Start menu
Windows only) on page 77.

Note: You cannot use this method to launch the Trunk
Maintenance Manager (TMM) or the Batch Configuration Monitor.

Launching specific applications using a URL on page 80.

Note: You can also launch applications from the Integrated Element
Management System (EMS) when the Integrated EMS is present in
the office. Refer to the Integrated EMS Basics document,
NN10329-111.
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Prerequisites

NN10196-461

Ensure the client workstation meets the minimum requirements. Refer
to section “Client workstation requirements” under “CS 2000
Management Tools” in the Basics document, NN10320-100 (ATM
solution) or NN10300-100 (IP solution).

ATTENTION
If you have an ATl Raedon 7000 series graphics card installed on
your desktop computer, or an ATl Mobility graphics chip installed in
your laptop computer, you may experience the “blue screen of
death” in your Windows environment. You can obtain information
on this issue at the following URL:
http://developer.java.sun.com/developer/bugParade/bugs/471300
3.html. A workaround for this issue is to download the latest ATI
graphics driver from the following web site
http://mirror.ati.com/support/driver.html. Contact your IT support
team if you need assistance.

You need the IP address or host name of the server where the CS 2000
Management Tools are installed, and a valid user name and password
to launch an application.

Note: Users of the CS 2000 Management Tools client applications
must belong to the primary user group “succssn” for login access,
and to one or more secondary user groups, which specify the
operations a user is authorized to perform. If required, refer to
procedure “Setting up local user accounts on a Sun server” in the
ATM/IP Security and Administration document, NN10402-600.

You must have Java™ 2 Runtime Environment (JRE) version 1.4.1_02
and Java™ Web Start (JWS) version 1.2.0_02 installed to launch the
following applications:

e (CS2000 Management Tools
* Line Maintenance Manager
 (CS2000 SAM21 Manager

* Network Patch Manager

Note: JWS 1.2.0 02 is included as part of JRE 1.4.1_02.
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Action

Launching applications from a web browser

At your workstation

1 Launch your web browser.

2 Access the CS 2000 Management Tools server by typing
>http://<host>
where

<host>
is the name or IP address of the CS 2000 Management
Tools server where the CS2M software package is
installed

The “Application Launch Point” page appears.

2} Succession DAMEP Applications - Microsoft Internet Explorer provided by Nortel Networks =10l =]
J File Edt \Miew Favorites Tools  Help - ﬁ
J {2 Back - = - @ i | @Search [3e] Favorites @Histur‘f | %- =N ¥ D

| Address @ hitkp: 47, 142.59.70 x| Pao |JLinks »

s

NCORTEL
NETWORKS"

Application Launch Point

YWeb based applications available on this server require that Java ™ 2
Runtime Environment version 1.4.1_02 and Java ™ YWeb Start version
1.2.0 02 beinstalled on each client System Java e Inatallanon packagea
and instructions can be found in the prare Install Guide.

FPlease Click here to start Appl

@] || 4 Internet

S| K
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3 Refer to the following table to determine your next step.
If Do
you have JRE 1.4.1 02 and step 9
JWS 1.2.0_02 installed
you do not have JRE step 4
1.4.1 02 and JWS 1.2.0_02
installed
you do not know which step 4
version of JRE and JWS you
have

Click Client Software Install Guide and follow the instructions
under “How to check version” to verify your client setup.

If Do

you have JRE 1.4.1 02 and step 8
JWS 1.2.0_02 installed

you do not have JRE step 5
1.4.1 02 and JWS 1.2.0_02
installed

Click Java 2 Runtime Environment Install Guide under
“Microsoft Windows” or “Sun Solaris” for system requirements
and installation instructions.

Once you have read through the “Java 2 Runtime Environment
Install Guide”, click the Back button to return to the “Client
Software Installation” page.

Click Java 2 Runtime Environment Software Download
under “Microsoft Windows” or “Sun Solaris” to download and
install the software.

Note: You must have administrative privileges to install the
software on the workstation.

Click the Back button to return to the “Application Launch Point”.
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9 Click Application Launcher.
The Login window appears.

x

NLRTEL
NETWORKS"

Login Hame:
Password:

Status:

Log In Cancel Help

10 Enter your user name and password, then click Log In.
The Application Launch Point, similar to following, appears.

ﬁ% Application Launch Point - 47.142.89.70 = ]

NCORTEL
NETWORKS"

Application Launch Point
Weh based applications availabhle on this server { 47.142.89.70 )

- SUCCcession AMA1

|Applet running...
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11 Click on the link for the application you want to launch.
The interface for the application you launched, is displayed.

Note: If you delay clicking on an application link by 5 minutes
or more after you log in, the login window will appear requiring
you to log in again.

12 You have completed this procedure.

Launching applications from the JWS Application Manager

ATTENTION
You can use this method to launch the CS2000 Management
Tools, Line Maintenance Manager (LMM), Network Patch
Manager (NPM), and CS2000 SAM21 Manager client
applications, but not the Trunk Maintenance Manager (TMM) or
Batch Configuration Monitor.

At your workstation
1 Launch the Java Web Start Application Manager.

& Java Web Start Application Manager -10] x|
File Application Yiew Help

Applications: Downloaded Applications

Q Application Launch P... Q Application Launch P...

Q Application Launch P... Q Application Launch P...

| Less Detail 2

Made By:  Nortel Hetworks, Inc.
Home Page: hitp:id7.142.130.70dauncher.jnlp
Description: Morel Launcher

D a
- |

Note: If you do not see the downloaded applications as
shown in the example above, on the View menu, click
Downloaded Applications.
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2 Double click on the Application Launch Point you want to
access, or select the Application Launch Point and click Start.

The Login window appears.
3 Enter your user name and password, then click Log In.

x

NLRTEL
NETWORKS"

Login Name:
Password:

Status:

Log In Cancel Help

The Application Launch Point, similar to following, appears.

Upgrading the Gateway Controller



Copyright © 2004, Nortel Networks 76 Nortel Networks Confidential

& Application Launch Point - 47.142.89.70 g = ] 1

NCORTEL
NETWORKS"

Application Launch Point

Weh based applications available on this server ( 47.142.89.70 )

.
. )
.
.
- Batch Configuration Monito
\Applet running... | |
4 Click on the link for the application you want to launch.
The interface for the application you launched, is displayed.
5 You have completed this procedure.
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Launching applications from a desktop icon or Start menu
(Windows only)

ATTENTION
You can use this method to launch the CS2000 Management
Tools, Line Maintenance Manager (LMM), Network Patch
Manager (NPM), and CS2000 SAM21 Manager client
applications, but not the Trunk Maintenance Manager (TMM) or
Batch Configuration Monitor.

At your workstation

1 Perform step a to launch an application from a desktop icon, or
b to launch an application from the Start menu.

a To launch a CS 2000 Management Tools client application
from a desktop icon, locate the short-cut icon on your
desktop, and double click on it to start the application.

Note: For short-cut icons to be present on your desktop,
you must have the right settings under the Shortcut
Options tab, which is accessed through
File->Preferences in the JWS Application Manager.

The Login window appears.
Proceed to step 2.
OR
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b To launch a CS 2000 Management Tools client application
from the Start menu, click Start->Programs, then click on
the CS 2000 Management Tools client application you want
to launch.

1 RealPlayer Enterprise

E Application Launch Poink - rskqylzu.us,norkel. com

E Programs
Favarites
@ Docurnenks
@ Settings
% Search L
@ Help

ﬂ Rurn...

Shut Dawr,.
[fstare || () @ BT 7|
The Login window appears.

v v v i

2 Enter your user name and password, then click Log In.
|

NERTEL
NETWORKS"

Login Hame:
Password:

Status:

Log In Cancel Help

The Application Launch Point, similar to following, appears.
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g& Application Launch Point - 47.142.89.70 = ] 1

NCORTEL
NETWORKS"

Application Launch Point

Weh hased applications available on this server { 47.142.89.70 )

Bat; ranfinoratinn Manitn
- patch L.onngquration WMonicor

|Applet running... |

3 Click on the link for the application you want to launch.
The interface for the application you launched, is displayed.
4 You have completed this procedure.

== R
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Launching specific applications using a URL

ATTENTION

You must have Java™ 2 Runtime Environment (JRE) version
1.4.1 02 and Java™ Web Start (JWS) version 1.2.0_02 installed
to launch the applications. If this is the first time you are launching
an application, use the first method provided in this procedure

Launching applications from a web browser on page 71.

At your workstation

1 Launch your web browser.
2 In the Address field, enter one of the following URLSs for the
application you want to launch:
Application URL
CS2000 http://<host>/:8080/launch/servlet/Launch?
Management app=sesm
Tools
Line http://<host>/:8080/launch/servlet/Launch?
Maintenance app=Imm
Manager
Trunk http://<host>/sesm/tmm.html
Maintenance
Manager
Batch http://<host>/sesm/bpt.html
Configuration
Monitor
CS2000 SAM21  http://[<host>/:8080/launch/servlet/Launch?
Manager app=sam2lem
Network Patch http://<host>/:8080/launch/servlet/Launch?
Manager app=npm
Where
host

is the host name or IP address of the server where the
application resides

The Login window appears.
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3 Enter your user name and password, then click Log In.

x

NLRTEL
NETWORKS"

Login Hame:
Password:

Status:

Log In Cancel Help

The interface for the application you launched, is displayed.
4 You have completed this procedure.

Additional information
The GUI-based client applications (CS2000 Management Tools, Line
Maintenance Manager, Network Patch Manager, and Succession
SAM21 Element Manager) connect to their corresponding server-side
application through a Socks proxy.

Note: The Trunk Maintenance Manager (TMM) and Batch
Configuration Monitor do not use a Socks proxy.

If, when you launch a client application that connects through a Socks
proxy, you receive an error message indicating that the Socks
connection to the server has failed, the server is down and needs to be
rebooted. Once the server has rebooted, you can re-launch the client
application.

T
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Access the Network Patch Manager CLUI

Application
Use this procedure to access the Network Patch Manager (NPM)
command line user interface (CLUI).

Note 1: You can also access the NPM CLUI from the Integrated
Element Management System (EMS) when the Integrated EMS is
present in the office. Refer to the Integrated EMS Basics document,
NN10329-111.

Note 2: The Network Patch Manager also has a graphical user
interface (GUI). Refer to procedure Launch CS 2000 Management

Tools client applications on page 69 in this document.

Prerequisites

You must have a valid user ID and password to access the NPM
interface. In addition, you must be assigned to user group “emsadm” to
perform patching activities using the NPM. If required, refer to
procedure “Setting up local user accounts on a Sun server” in the
Solutions Upgrades NTP NN10261-450 (ATM) or NN10344-450 (IP).

Action
Perform the following steps to complete this procedure.

At your workstation

1 Telnet to the Sun server by typing
> telnet <server>
and pressing the Enter key.
where

server
is the IP address or host name of the Sun server where
NPM resides

2 When prompted, enter your user ID and password.
3 Start the NPM CLUI by typing

$ npm

and pressing the Enter key.
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4 When prompted, enter your user ID and password.
Example response:

Entering shell mode: Enter ‘npm’ commands, help
or quit to exit.

npm>

5 You have completed this procedure.
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Perform a device audit using the NPM

Application

Use this procedure to perform a device audit using the Network Patch
Manager (NPM). You can perform a device audit using one of the
following two NPM interfaces:

e Using the NPM CLUI on page 84
* Using the NPM GUI on page 85

It is recommended that you perform an audit on devices prior to
patching.

An audit determines whether the NPM database has accurate device
patch information. If the patch category or patch status fields are blank
for any patches, complete procedure Transfer patches to the NPM

database manually on page 89 if required.

Prerequisites

Action

You must be assigned to user group “emsadm?” to perform patching
activities using the NPM. If required, refer to procedure “Setting up local
user accounts on a Sun server” in the Solutions Upgrades NTP
NN10261-450 (ATM) or NN10344-450 (IP).

Perform the steps under Using the NPM CLUI or Using the NPM GUI to
complete this procedure.

Using the NPM CLUI

At your workstation

1 Access the NPM CLUI. Refer to procedure Access the Network
Patch Manager CLUI on page 82 if required.
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At the NPM CLUI

2 Audit the device by typing
npm> auditd <devices>
and pressing the Enter key.
where

devices
is a list of one or more device |IDs for which you want to run
the audit - the syntax is

<deviceid> [<deviceid>...<deviceid>]
or

SET <predefined set definition>

Example
npm> auditd GWC-8-UNIT-1

3 You have completed this procedure.
Using the NPM GUI

At your workstation

1 Access the NPM GUI. Refer to procedure Launch CS 2000
Management Tools client applications on page 69 if required.

At the NPM GUI
2 On the Tasks menu, click Maintenance....

File Edit Eiew|Iask5|§ystem Window  Help
¥= Maintenance...
NN ||
Set Field Values...
Reports...

The Maintenance window is displayed.
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3 In the Task list, click Audit.

Maintenance Task | Task Listl

Task [Apply 'I

Aty
Al rove

I Activate Eg

=—|Deactivate
& ]
&) Restart

Cg|smartimage

4 In the Device Selection list, select the devices or device sets
you want to audit, or click Filter to configure a filtering criteria in
the Device Selection Filter dialog box.

— Device Selection

I Filter —IL|
. i = Select Al
BIBLC
1 AUTOREZTARTDEYI
I VEDENIEES Deselect Al
| MGARDEYICES
1 CAMDEWICES Peset
MGAKMIDTIER_OF _ap
@ MGAKMIDTIER_OF _ap
1=l —| enend

Device Selection Filter il

— Filter Criteria
Field Cperatar Value Andior
DEVICE.DEYICEID =l =l jrer =] | Add
=
Done Cancel
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5 Click the Execute button to begin the audit process.

Save |

FesetAll |

Executetg Close

The results of the PreAudit phase are displayed.

EgaPrEAudit Results ;lil

Patch I Device I Resuit I Reazon I Detail
: |GAC-0-LIMIT-0 |Pass  |Passed [Device GWC-0-UNIT-0 passed predudit.

Kl | 0

Continue [Dsnlay Details | Save | Cancel |

6 Review the PreAudit Results, then click Continue to proceed.

Note: The Patch field in the Results Table will indicate an
asterisk (*) for each operation since only the device is related
to the operation.
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= R

The Audit Results window is displayed with results added as
each action is completed. Failures from the PreAudit phase are
also included in the results.

f23 Audit Results B =] x]
Patch I Device I Resuft I Feason I Detail
" |GAC-0-UMIT-0 Pasz  |Passed [t pazsed successtully in device GYWC-0-
Kl | i
101 Completed Details Ahart | Save | Close |

7 Click Save to save the results to a file, or click Close.

Note: If the audit does not successfully complete, abort the
audit procedure and contact your next level of support.

8 You have completed this procedure.
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Transfer patches to the NPM database manually

Application

Use this procedure to manually transfer patches to the Network Patch
Manager (NPM) database and retrieve them for processing. Patches
can be delivered either on a CD or electronically.

Note: You can enable automatic patch file delivery to the NPM
database, including patch retrieval for processing, by enabling the
Patch File Receipt System (PFRS). Refer to procedure “Configuring
NPM for automatic patch file delivery” in the ATM/IP Solution-level
Configuration Management document, NN10409-500, to enable
PFRS or determine if it is already enabled.

Also use this procedure when you are attempting to audit or apply
patches that have a blank patch category or patch status field.

Prerequisites

Action

You must be assigned to user group “emsadm” to perform patching
activities using the NPM. If required, refer to procedure “Setting up local
user accounts on a Sun server” in the Solutions Upgrades NTP
NN10261-450 (ATM) or NN10344-450 (IP).

ATTENTION
In a two-server configuration, perform this procedure on the
Active server.

At the Sun server
1 Use the following table to determine how to proceed.

If patches were delivered Do

on CD step 2
electronically step 3
2 Insert the CD that contains the patches into the CD drive of the

Sun server where NPM resides.
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At your workstation

3

10

11

12

Telnet to the Sun server by typing
> telnet <server>

and pressing the Enter key.
where

server
is the IP address or host name of the Sun server where
NPM resides

When prompted, enter your user ID and password.
Change to the root user by typing

$ su - root

and pressing the Enter key.

When prompted, enter the root password.

Use the following table to determine your next step.

If patches were delivered Do

on CD step 8

electronically step 13

Make a temporary directory for the patchlist file by typing

# mkdir /data/npm/tmp

and pressing the Enter key.

Change the permissions on the temporary directory by typing
# chmod 777 /data/npm/tmp

and pressing the Enter key.

Create the “.patchlist” file for all the patches that are on the CD,
in the temporary directory by typing

# find /cdrom -name “*.patch” >
/data/npm/tmp/current .patchlist

and pressing the Enter key.

Access the directory you just created by typing
# cd /data/npm/tmp

and pressing the Enter key.

Proceed to step 23.
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13 Make a directory for the patch files you want to install by typing
# mkdir /data/npm/patch_upgrade
and pressing the Enter key.
14 Change the permissions on the newly created directory by
typing
# chmod 777 /data/npm/patch_upgrade
and pressing the Enter key.
15 Access the newly created directory by typing
# cd /data/npm/patch_ upgrade
and pressing the Enter key.
16 FTP to the ESD server by typing
# ftp <ESD_server>
and pressing the Enter key.
where

ESD_server
is the IP address of the ESD server

17 When prompted, enter your user ID and password for the ESD
server.

18 Set the transfer mode to binary by typing
ftp> bin
and pressing the Enter key.

19 Transfer all the patches from the ESD server to the NPM by
typing
ftp> mget *.patch
and pressing the Enter key.

Note: To transfer individual patch files, enter the following
command:

ftp> get <patch_filename>
20 Exit FTP by typing
ftp> quit
and pressing the Enter key.
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21 Verify the patches are in the temporary directory on the Sun
server by typing

# 1s
and pressing the Enter key.
22 Change permissions for the patch files in the directory by typing
# chmod 777 *
and pressing the Enter key.
23 Verify the NPM server application is running by typing
# servquery -status -group NPM
and pressing the Enter key.

If the NPM server

application is Do

not running step 24
running step 25

24 Start the NPM server application by typing
# servstart NPM
and pressing the Enter key.
25 Access the NPM command line user interface (CLUI) by typing
# npm
and pressing the Enter key.
26 When prompted, enter your user ID and password.
Note: Do not change directory.
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27

28

29

30

31

Retrieve the patch files for the NPM to process as follows

If Type

You wanttoretrieve the patch npm> getpatch
files copied from the CD current.patchlist

You wanttoretrieve the patch npm> getpatch
files copied from the <patch_filename>
electronic service delivery

system (ESD)

and press the Enter key.
where

patch_filename
is either the name of the file that contains names of the
patch files to retrieve (must end with “.patchlist”), or an
actual patch file

Exit the NPM CLUI by typing
npm> quit

and pressing the Enter key.
Change directory by typing
# cd

and pressing the Enter key.

Note: You must change directory from the cdrom directory
using the “cd” command for the “eject cdrom” command to
execute successfully.

Eject the CD from the drive by typing
# eject cdrom

and pressing the Enter key.

If you have Do

other patch CDs insert the next CD and go to
step 10

no other patch CDs close the cdrom tray

You have completed this procedure.
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Define reports using the NPM

Application

Use this procedure to create a user-defined report and generate it using
the Network Patch Manager (NPM). You can define reports using one
of the following two NPM interfaces:

* Using the NPM CLUI on page 95
e Using the NPM GUI on page 96

The reporting feature of the Network Patch Manager (NPM) allows you
to select information from the database and display it. Report criteria
determines what is displayed. In addition to the predefined reports for
the NPM, users can create and save their own reports according to their
application-specific criteria.

The NPM is initially configured with the following defined reports:

e ACTLIST - RPS activation patch information

e CALCLIST - RPS patch calculation report

* DEVICE - Information about a specific device (prompt report)

e DEVICELIST - Information about patchable devices on the system
* DISABLEDAPPLIED - patches that are applied but disabled

* DISABLEDREMOVED -patches that are disabled and removed

* ENABLEDAPPLIED - patches that are applied and enabled

e ENABLEDREMOVED - patches that are applied but removed

e FULLDEVICELIST - Information about every device on the system
* LOADLIST - RPS device load report

e PATCH - Information about a specific patch (prompt report)

e PATCHES_SINCE - Patch activity since a specific date (prompt
report)

e PATCHINFO - Full information about a specific patch (prompt
report)

e PATCHLIST - Information about patches and their relationships on
the system

e DEVICE_ACTIVITY -Displays all devices and their activity states

 DEVICE_ACTLEVEL - Displays the number of patches activated in
each device
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e DEVICE_APPLEVEL - Displays the number of patches applied to
each device

e INVALID_LOADNAME - Displays devices with invalid loads. An

audit is required (see procedure Perform a device audit using the
NPM on page 84 in this document if required).

Prerequisites

You must be assigned to user group “emsadm” to perform patching
activities using the NPM. If required, refer to procedure “Setting up local
user accounts on a Sun server” in the Solutions Upgrades NTP
NN10261-450 (ATM) or NN10344-450 (IP).

Action

Perform the steps under Using the NPM CLUI or Using the NPM GUI to
complete this procedure.

Using the NPM CLUI

At your workstation

1 Access the NPM CLUI. Refer to procedure Access the Network
Patch Manager CLUI on page 82 in this document, if required.

At the NPM CLUI
1 Define the report by typing

npm> newset REPORT <report_name> <report_desc>
<report fields> where <report criteria>

and pressing the Enter key.
where

report_name
the name of the report to be created

report_desc
is a short description of the report

report_fields
is the name of one or more fields, separated by a space, to
be included in the report
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report_criteria
is the SQL statement that identifies the criteria by which to
search the NPM database

Example

npm> newset REPORT DEVHOLDFALSE “All devices
with HOLD=FALSE” “DEVICE.DEVICEID DEVICE.HOLD
where DEVICE.HOLD='FALSE’"”

2 Generate the report by typing
npm> query <report_ name>
and pressing the Enter key.
where

report_name
the name of the report you previously created

3 You have completed this procedure.
Using the NPM GUI

At your workstation

1 Access the NPM GUI. Refer to procedure Launch CS 2000

Management Tools client applications on page 69 in this
document, if required.

At the NPM GUI
1 On the Tasks menu, click Reports....

File Edit “iew |Iasks|§ystem Window:  Help

| E: | Maintenance... | |

Set Field Values...

Reports..
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2 Specify the fields to be included in the new report as follows:

Note: You can also edit an existing report listed under the
Report List tab, that contains similar criteria to the report you
want to create, and save it under a new name.

a Inthe Available Fields list, click a field of your choice.

— Qutput Fields

— Available Fields
Add =
DEYVICE.DEVICEID ;l =
—
DEYICE HOLD Ll
DEVICE.LOADMNAME i
DEYICE.PAREMTHODE = Reset

b Click Add to add the field to the Selected Fields list.

¢ Repeat Steps 2a and 2b for each field, then proceed to
step 3.

3 In the Report Criteria area, specify the criteria for the report
using substep a or b

a Type the criteria for the report in the text box.

Note: Parenthesis “()” may be inserted to define precedence
for multiple criteria statements.

|t e e =l | |

DEVICE.HOLD = 'FALSE1

OR
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b Specify the report criteria as follows:

In the Field list, click the field of your choice.

DEVICE.DEVICEID

CEYICEHOLD
DEVICE.LOADMAME
DEVICE.PARENTHODE

DEYICE.REGISTERED
LRECORD.LOADMNAME
PATCH.ACTDATE
FATCHACTINDEX -

|
nl

— Report Criteria
Field Cperator
DEVICE.DEVICEID ;| |:

In the Operator list, click the operator of your choice.

Qperator Yalu

T

=
LIKE
— [MOT LIKE

The table below lists the supported operators and their

meaning.
Operator Meaning
= Equal
<> Not equal
> Greater than
>= Greater than or equal
< Less than
<= Less than or equal
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Operator Meaning
LIKE Matches string with wildcard (%)
NOT LIKE Does not match string with wildcard (%)

iii In the Value list, select the value of your choice

Note: The data type in the Value list will change
depending on the data type selected in the Field list. For
alphanumeric data, type the value. For boolean data,
select the value.

Walue Andy

To combine multiple criteria statements, click AND or OR
in the And/Or list.

T
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4 Click Execute to generate the report.
The system displays the Report Results window.

Note: The time required to generate the report depends on
the number of patches and devices in the database and the
complexity of the search criteria.

k23 Report Results ' =10l =]
DEVICETYPE | HOLD | DEWICED |
GWC FALSE [GWC-1-UNIT-O
GWC FALSE [GWC-1-UNIT-1
GWC FALSE [GWC-2-UNIT-0
GWC FALSE [GWC-2-UNIT-1
GWC FALSE [GWC-3-UNIT-0
GWC FALSE [GWC-3-UNIT-1
GWC FALSE [GWC-0-UNIT-0
GWC FALSE |GWC-0-UNIT-1
Save Close
5 You have completed this procedure.
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Apply patches using the NPM

Application
Use this procedure to apply patches using the Network Patch Manager

(NPM). You can apply patches using one of the following two NPM
interfaces:

e Using the NPM CLUI
e Using the NPM GUI

Prerequisites

The patches must have already been transferred to the NPM database.
Contact your network administrator to determine if this has already
been done. If required, refer to procedure Transfer patches to the NPM
database manually on page 89 to transfer the patches to the NPM
database.

You must be assigned to user group “emsadm” to perform patching
activities using the NPM. If required, refer to procedure “Setting up
users on a Sun server’ in the ATM/IP Administration and Security
document, NN10402-600.

It is recommended that you perform an audit on the devices prior to
patching. Refer to procedure Perform a device audit using the NPM on

page 84 if required.

Action

Perform the steps under Using the NPM CLUI or Using the NPM GUI to
complete this procedure.

Using the NPM CLUI

At your workstation

1 Access the NPM CLUI. Refer to procedure Access the Network
Patch Manager CLUI on page 82 if required.
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At the NPM CLUI

2 Apply one or more patches to one or more devices by typing
npm> apply <patches> [in <devices>]
and pressing the Enter key.
where

patches
is a list of one or more patch IDs you want to apply - the
syntax is

<patchid> [<patchid>...<patchid>]
or

SET <predefined set definition>

devices
is a list of one or more device IDs to which you want to
apply the patches (if you do not specify one or more device
IDs, the NPM determines to which devices the patches are
applicable, and applies them) - the syntax is

<deviceid> [<deviceid>...<deviceid>]
or

SET <predefined set definition>

Note: Enclose the <deviceid> for GWC devices in single
quotes ().

Example
npm> apply ACT02GAX in ‘gwc3 Unit 1 47.142.108.39’

3 When prompted, press the Enter key.

4 Generate a device query report to verify the patches are applied
by typing
npm> q device

5 Enter the device name in the format ‘<deviceid>’ that you input
in step 2.

Note: The GWC <device id> must be enclosed in single
quotes (‘) only when the GWC device id has spaces, dashes
or periods as part of its name.

A device report of known patch activity for the particular device
associated with the <device id> is returned.
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6 Verify from the report that the desired patches are applied
(status =A).

Note: If the patches do not successfully apply, abort the
patching procedure and contact your next level of support.

7 You have completed this procedure.

If you applied patches to any of the following devices, you need
to restart the device in order to enable the patches on the device:

* Integrated Element Management System (EMS)

* Integrated EMS security component

e Patching Server Element (PSE)

e (CS 2000 SAM21 Manager

e Succession Element Sub-network Manager (SESM)
* QoS Collector Application (QCA)

* Media Gateway (MG) 9000 Manager

* Network Patch Manager (NPM)

To restart a device, refer to procedure “Restarting a device using
the NPM” in the Solutions Upgrades NTP NN10261-450 (ATM)
or NN10344-450 (IP).
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Using the NPM GUI

At your workstation

1 Access the NPM GUI. Refer to procedure Launch CS 2000
Management Tools client applications on page 69 if required.

At the NPM GUI

2 On the Tasks menu, click Maintenance....

File Edit Eiew|135k5|§ystem Window Help

B | E: | Maintenance... | |

SetField Walues...

Repors...

The Maintenance window is displayed.

3 In the Task list, click Apply.

Maintenance Task | Taszk Listl

Task Iﬁ.pply *I

L =y &

Audit —
I_Activate L
Deactivate -
j B efrt —I Select All
C3|Smartimage Deselect All
hAF1 1 0007
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4 In the Patch Selection list, select the patch files or patch sets
you want to apply, or click Filter to configure a filtering criteria in
the Patch Selection Filter dialog box.

— Patch Selection

| Filter —
CAALLPATCHES 4| Selact All

3 AUTOAPPLY

3 NOSPAPP Deselect Al
KEPOOUZA

KEPO1UZA Reset

Patch Selection Filter il

~ Filter Criteria
Field Ciperator Walue Andicr
ACTRELATIONSHIP ACTSTATUS  ~| |= et = = Add |
Dane Cancel
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5 In the Device Selection list, select the devices or device sets to
which you want to apply the patches, or click Filter to configure
a filtering criteria in the Device Selection Filter dialog box.

— Device Selection

Filter

=

[T MGIKMIDTIER_O7 _ap

eV Es FS
Select All
] AUTORESTARTDEWIC
] GVCDEVICES Deselect Al
4 MGAKDEVICES
23 OAMDEVICES Eeset

] MGAKMIDTIER_O7 _ap
=l

—| enend

Device Selection Filter

 Filter Criteria
Field Operator value Andfor
DEYICE.DEYICEID ! |= =l |w“«CT =l | [ Add
=
-
Cone Cancel
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6 Click Execute to begin the patching process.

The results of the PreApply phase are displayed.

PreApply Results
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7 Review the PreApply Results, then click Continue to proceed.

Note: If the SpApp field is checked for any patch, the Special
Application instructions for each patch must be displayed
before the system will allow the request to continue. If the
patch is listed in multiple operations, the SpApp need only be
viewed once.

The Apply Results window is displayed with results added as
each action is completed. Failures from the PreApply phase are
also included in the results.

f£3 Apply Results ==
Patch | Device | Resut | Resson | Detail
CAMCOZGOT  IGWIC-0-LKIT-0 lPas=  |Pas=zed |Patch GWCD2G0T has been applied in GiC-
4 | i3
1071 Completed Details b | Save | Clase |
NENENNENNENENNEN|
8 Click Save to save the results to a file, or click Close.

Note: If the patches do not successfully apply, abort the
patching procedure and contact your next level of support.

]|
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9 You have completed this procedure.

If you applied patches to any of the following devices, you need
to restart the device in order to enable the patches on the device:

* Integrated Element Management System (EMS)

* Integrated EMS security component

* Patching Server Element (PSE)

e (CS 2000 SAM21 Manager

e Succession Element Sub-network Manager (SESM)
* QoS Collector Application (QCA)

e Media Gateway (MG) 9000 Manager

* Network Patch Manager (NPM)

To restart a device, refer to procedure “Restarting a device using
the NPM” in the Solutions Upgrades NTP NN10261-450 (ATM)
or NN10344-450 (IP).
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Activate patches using the NPM

Application
Use this procedure to activate patches, which are deemed activatable
by the ACT category, using the Network Patch Manager (NPM). You
can activate patches using one of the following two NPM interfaces:

e Using the NPM CLUI on page 111
* Using the NPM GUI on page 112

Note: Currently, only GWC can have ACT category patches.

ATTENTION
Certain GWC patches may be ACT category patches that may
require activation. It is important to note that not all ACT category
patches require activating. The patches to be activated would
depend on the requirements for the GWC load. Prior to activating
the ACT category patches, it is important that you read and
understand the administration section of the patch and make sure
the ACT patch enables the functionality you require. If you are
unsure about the impact of activating an ACT patch in your office,
contact your next level of support to determine if the patches can
be activated.

Prerequisites
You can activate a patch if all of the following criteria have been fulfilled:

* the patch has been identified by your support team and Nortel as
being applicable and necessary for your site

¢ the patch is not on hold
* the patch has a category of ACT
¢ the patch has been applied

CAUTION

Do not activate patches for your components that
have not been identified as needing activation without
first consulting with your network administrator and
your Nortel customer support representative. Failure
to do so can result in partial loss of service.
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Action

You must be assigned to user group “emsadm” to perform patching
activities using the NPM. If required, refer to procedure “Setting up local
user accounts on a Sun server” in the Solutions Upgrades NTP
NN10261-450 (ATM) or NN10344-450 (IP).

Perform the steps under Using the NPM CLUI or Using the NPM GUI to
complete this procedure.

Using the NPM CLUI

At your workstation

1 Access the NPM CLUI. Refer to procedure Access the Network
Patch Manager CLUI on page 82 in this document, if required.

At the NPM CLUI
2 Query the NPM for a list of patches that can be activated by
typing

npm> q actlist

The NPM responds by displaying a list of patches and their
status in the following order: patchid, deviceid, actstatus,
acttime. If no patches are in the actlist, then the NPM responds
with the message “Empty Results”.

3 Activate one or more patches for one or more devices by typing
npm> activate <patches> [in <devices>]
and pressing the Enter key.
where
patches
is a list of one or more patch IDs you want to activate - the
syntax is
<patchid> [<patchid>...<patchid>]
or

SET <predefined set definition>
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devices
is a list of one or more device IDs for which you want to
activate the patches (if you do not specify one or more
device IDs, the NPM determines to which devices the
patches are applicable, and activates them) - the syntax is

<deviceid> [<deviceid>...<deviceid>]
or

SET <predefined set definition>

Example
npm> activate ACT02GAX in GWC-8-UNIT-1

4 When prompted, press the Enter key.
5 Query the NPM to verify the patches are activated by typing
npm> q actlist

The NPM responds by displaying a list of patches and their
status in the following order: patchid, deviceid, actstatus,
acttime.

6 Verify from the list that the desired patches are activated.

Note: If the patches do not successfully activate, abort the
patching procedure and contact your next level of support.

7 You have completed this procedure.
Using the NPM GUI

At your workstation

1 Access the NPM GUI. Refer to procedure Launch CS 2000

Management Tools client applications on page 69 in this
document, if required.
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At the NPM GUI
2 On the Tasks menu, click Reports....

File Edit “iew |Iasks|§ystem Window:  Help

B | ¥ - | Maintenance... | |

0= :
Set Field ¥alues...

Reports...

The Reports window is displayed.
3 Click the Report List tab.

t1 Reports ™ E

Repor( | Report List |

— Qutput Fields
Ayailable Fields Selected Fields
Add
ACTRELATIONSHIP ACTSTATUS [« £de ;l
=i
ACTRELATIONSHIP ACTTIME < Remove
DEVICE DEVICEID =
DEVICE DEVICETYPE — Reset -
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4 Click the ACTLIST entry in the Report field, then click Execute.

k=4 Reports ™ E

Report  ReportList |

114

Report

Cescription

ACTLIST

FFPS activation patch information.

CALCLIST

RPS Patch Calculation Report.

DEVICE

Infarmation ahout a specific Device (prampt.

DEVICELIST

Infarmation ahout patchable Device(s) on the system.

DISABLEDAPFLIED

FPatches that are applied and disabled,

DISABLEDREMOVED

Patches that are removed and disabled.

EMNABLEDAFPPLIED

Patches that are applied and enabled.

ENABLEDREMOVED

Patches that are removed and enahled.

FULLDEVICELIST

Information about every Device(s) on the system.

LOADLIST

|RPS Device Load Repart.

PATCH

Infarmation ahout a specific patch (prompty.

PATCHES_SINCE

Patch Activity since a specific date (prompt.

PATCHINFO

Full information about a specific patch {arompt).

PATCHLIST

Information about patchs and their relationships on the system.

Edit Delste
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5 Review the list of patches displayed, and note which are
activated and which are deactivated. Consult with your Nortel
customer support representative to determine which patch files
are applicable to your site configuration and should be activated.

Note: If there are no patches to activate, the system returns
a dialog box indicating that the report has “empty results”.

f23 Report Results 1 10| =|

PATCHD | DEWICED | AcTSTATUS| ACTTIME |

GV 007 |GWC-0-UNIT-1 |DEACT 2004-06-09 03:16:19.146

GV 007 |GWIC-1-UNIT-1 |DEACT 2004-06-03 031619217

GV 007 |GWIC-1-UNIT-0 |DEACT 2004-06-09 09:16:19.249

GV 007 |GWC-0-UNIT-0 |DEACT 2004-06-09 09:16:19.285

GVO2007 |GWC-0-UNIT-1 |DEACT 2004-06-03 09:16:28.051

GVO2007 |GWC-1-UNIT-1 |DEACT 2004-06-09 09:16: 26 082

GVO2007 |GWC-1-UNIT-0 |DEACT 2004-06-03 03.16:26.116

GVO2007 |GWC-0-UNIT-0 |DEACT 2004-06-09 09:16:26.149

T

6 If necessary, save a copy of the report to a text file as follows:
a Click Save.
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b Type a file name in the File name: box, and click Save.

Look in: =1 EN

1 Dell

|1 Documents and Settings
1 Dacumentum

1 Global web Prefs

1 logfiles

Cms =

File name:  |Untitied i
Files of type: ITextf*.t}{t) ;I Zancel |

7 Click Close to close the Reports window.
F'ATCHINF_O |FuII infarmation about a specific patch (prompt).
PATCHLIST [Information about patchs and their relatianships on the system.
Edit Delete
Execute l Close l ,

8 On the Tasks menu, click Maintenance....

| [ = | Maintenance... | |
Set Field Values... :

Repons...

The Maintenance window is displayed.
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9 In the Task list, click Activate.

Task |Apply 'I

Aty
Femaove
Audit e

'_M Fier
= Dearctivate ﬂ

JRESTEH Select All
Ca|Smarimage
MF11 0007

P e B |

10 In the Patch Selection list, select the patch files or patch sets
you want to activate, or click Filter to configure a filtering criteria
in the Patch Selection Filter dialog box.

— Patc

Deselect All

Note: The patches must have a category of ACT.

— Patch Selection

Filter T

CaALLPATCHES 4] Selpct Al
3 AUTOAPPLY

3 NOSPAPP Deselect Al
KBPDOUZA,

KBPO1UZA Reset
WMBOOGOT

YiMB01 GO7

ViMBO2GO7

Patch Selection Filter il

 Filter Criteria
Field Ciperatar Walue AndiCr
ACTRELATIONSHIP ACTSTATUS | |= =l jeer =] =l Add
Daone Cancel
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= R

11 In the Device Selection list, select the devices or device sets
that have the applied patches you want to activate, or
click Filter to configure a filtering criteria in the Device
Selection Filter dialog box.

— Device Selection
Filter L]
Select All
| AUTORESTARTDEW I
I iSERENIEES Deselact Al
| MGAKDEVICES
| DAMDEYICES Feset
MGAKMIDTIER _O7 _apm
@ MGAKMIDTIER _O7 _apm
MGIKOME_07 _apesx- [Lﬂgﬂﬂd
[&] ok O N7 anew. -

Device Selection Filter X

 Filter Criteria

Field Qperatar Walue Andidr

DEVICE.DEVIGEID ~lE =] |=eTRING= I I—

DEVICE.DEVICEID = '=8TRING="

Daone | Cancel |

12 Click Execute to begin the patch activation process.

Save |

Reset All |

Executetg Close

The results of the Pre-activate phase are displayed.
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f&3PreActivate Results =1
Sp:r.ﬂ-.p:il Patch | Dievice | ‘Result | Reaszon |
[T lewCo2cor  IGwWC-0-UMT-0 lPazz  |Pazzed | ctivate pre-conditions satisfied,
4 | i3
Cartinue EEpEay Dretails | Save Cancel |

13 Review the PreActivate Results, then click Continue to proceed.

Note: If the SpApp field is checked for any patch, the Special
Application instructions for each patch must be displayed
before the system will allow the request to continue. If the
patch is listed in multiple operations, the SpApp need only be
viewed once.

The Activate Results window is displayed with results added as
each action is completed. Failures from the PreActivate phase
are also included in the results.

T EE———
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E"ganctivate Results ___ ;[ﬂ
Patch | Device | Resut |  Reason | Detai
GWCO2GO7  EWC-0-UMIT-0 Pasz  |Passed [Patch GWCO2E07 has heen activated in G
1 | i3
1 of1 Completed Dietails Ahart | Save | Cloge |
HIENNENNENENNEER]

14 Click Save to save the results to a file, or click Close.

Note: If the patches do not successfully activate, abort the
patching procedure and contact your next level of support.

15 You have completed this procedure.
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Deactivate patches using the NPM

Application

Use this procedure to deactivate one or more ACT category patches
using the Network Patch Manager (NPM). You can deactivate patches
using one of the following two NPM interfaces:

» Using the NPM CLUI on page 122
» Using the NPM GUI on page 123

Note: Currently, only GWC can have ACT category patches.

Prerequisites
You can deactivate a patch if the following criteria apply:

» the patch to be deactivated has been identified by your support
team and Nortel as being applicable for your site and be
recommended for deactivation

* the patch has been activated
* the patch is not on hold

CAUTION

Do not deactivate patches for your components that
have not been identified as needing deactivation
without first consulting with your network
administrator and your Nortel customer support
representative. Failure to do so can result in partial
loss of service.

You must be assigned to user group “emsadm” to perform patching
activities using the NPM. If required, refer to procedure “Setting up local
user accounts on a Sun server” in the Solutions Upgrades NTP
NN10261-450 (ATM) or NN10344-450 (IP).
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Action

NN10196-461

Perform the steps under Using the NPM CLUI or Using the NPM GUI
to complete this procedure.

Using the NPM CLUI

At your workstation

1 Access the NPM CLUI. Refer to procedure Access the Network
Patch Manager CLUI on page 82 in this document, if required.

At the NPM CLUI

2 Query the NPM for a list of patches that are activated by typing

npm> q actlist

The NPM responds by displaying a list of patches and their
status in the following order: patchid, deviceid, actstatus,
acttime. If no patches are in the actlist, then the NPM responds
with the message “Empty Results”.

3 Deactivate one or more patches for one or more devices by
typing
npm> deactivate <patches> [in <devices>]
and pressing the Enter key.
where

patches
is a list of one or more patch IDs you want to deactivate -
the syntax is
<patchid> [<patchid>...<patchid>]
or

SET <predefined set definition>
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devices
is a list of one or more device IDs for which you want to
deactivate the patches (if you do not specify one or more
device IDs, the NPM determines to which devices the
patches are applicable, and deactivates them) - the syntax
is

<deviceid> [<deviceid>...<deviceid>]
or

SET <predefined set definition>

Example
npm> deactivate ACT02GAX in GWC-8-UNIT-1

4 When prompted, press the Enter key.
5 Query the NPM to verify the patches are deactivated by typing
npm> q actlist

The NPM responds by displaying a list of patches and their
status in the following order: patchid, deviceid, actstatus,
acttime.

6 Verify from the list that the desired patches are deactivated.

Note: If the patches do not successfully deactivate, abort the
patching procedure and contact your next level of support.

7 You have completed this procedure.
Using the NPM GUI

At your workstation

1 Access the NPM GUI. Refer to procedure Launch CS 2000

Management Tools client applications on page 69 in this
document, if required.
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At the NPM GUI
2 On the Tasks menu, click Reports....

File Edit Miew |Iasks|§y'stem Window Help

B | E: | Maintenance... | |

Set Field Walues...
Repons...

The Reports window is displayed.
3 Click the Report List tab.

t1 Reports ™ E

Repor( | Report List |

Cutput Fields

Auailable Fields
’:ﬂ«CTRELATIONBHIP_ACTSTATUS il

AT AT R AT T A T TR

Selected Fields
s | ﬂ 4
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Click the ACTLIST entry in the Report field, then click Execute.

k=4 Reports ™ E

Report  ReportList |

125
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Repart Description

ACTLIST FFPS activation patch information.
CALCLIST RPS Patch Calculation Report.
DEVICE Information ahout a specific Device (prampf).
DEVICELIST Information ahout patchable Devica(s) on the system.
DISABLEDAPPLIED FPatches that are applied and disabled,
CISABLEDREMOVED Patches that are removed and disabled.
EMABLEDAPPLIED Patches that are applied and enabled.
EMABLEDREMOVED Patches that are removed and enahled.
FULLDEVICELIST Information about every Device(s) on the system.
LOADLIST |RPS Device Load Repart.
PATCH Information ahout a specific pateh {prompt).
PATCHES_SINCE Patch Activity since a specific date {praompt).
PATCHINFO Full information about a specific patch {arompt).
PATCHLIST Information about patchs and their relationships on the system.

Edit Delete

1 Execute |} Cloge |

5 Review the list of patches displayed and note which are
activated and which are deactivated. Consult with your Nortel
customer support representative to determine which patch files
are applicable to your site configuration and should be
deactivated.

Note: If there are no patches to deactivate, the system
returns a dialog box indicating that the report has “empty
results”.
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f£3 Report Results ] i ] 1
PATCHD | DEWICED | ACTSTATUS| ACTTIME |
G007 |GWC-O0-UNIT-1 |[DEACT 2004-06-09 09:16:19.145
GWHIM 007 |GWC-T-UNIT-1 |[DEACT 2004-06-09 091619.217
GV 007 |GWC-T-UNIT-0 |[DEACT 2004-06-09 09:16:19.243
GV 007 |GWC-0-UNIT-0 |[DEACT 2004-06-09 09:16:19 285
GWNI2007 |GWC-O-UNIT-1 |[DEACT 2004-06-09 09:16: 25 051
GWII2007 |GWC-T-UNIT-1 |[DEACT 2004-06-09 09:16: 25 082
GWNI2007 |GWC-1-UNIT-0 |[DEACT 2004-06-09 09:16:25.116
GWHI2007 |GWC-O0-UNIT-0 |[DEACT 2004-06-09 09:16:25.149

i
6 If necessary, save a copy of the report to a text file as follows:

a Click Save.
b Type a file name in the File name: box, and click Save.

Look in: = EX

1 Dell o
] Dacuments and Settings

] Dacumentum

] Global Web Prefs

1 logfiles

Clms =

File name:  [Untitied
Files of type: ITE}{tE*.t}{l} LI Cancel |
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7 Click Close to close the Reports window.
F'ATCHINF_O |FuII infarmation about a specific patch (prompt).
PATCHLIST [Information about patchs and their relatianships on the system.
Edit Delete
Execute I Close l )

8 On the Tasks menu, click Maintenance....

File Edit Eiew|Iask5|§y5tem Window Help

B | E: | Maintenance... | |

SetField Values...
Repors...

The Maintenance window is displayed.
9 In the Task list, click Deactivate.

Maintenance Task | Tazk Listl

Task [Applhy 'I

APy
Remove
Audit =

I_Actiﬁ.fate Filter

;I Select All

— Patc

3 Restart
CalSmartimage

Deselect All

OF110007 Bhac
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10 In the Patch Selection list, select the patch files or patch sets
you want to deactivate, or click Filter to configure a filtering
criteria in the Patch Selection Filter dialog box.

— Patch Selection

Filter N

CaALLPATCHES 4] Selpct Al
3 AUTOAPPLY

3 MOSPAPP Deselect Al
KBPOOUZA

KEPO1UZA Reset
\WMBOOGOT

VMBI GO7

Patch Selection Filter X

~ Filter Criteria
Field Cperatar Walue Andicr
ACTRELATIOMSHIPACTSTATUS  ~| |= et =) = Add |
Daone Cancel
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= - R

11 In the Device Selection list, select the devices or device sets for
which you are deactivating the patches, or click Filter to
configure a filtering criteria in the Device Selection Filter dialog

box.
— Device Selection
Filter T
Select All
] AUTORESTARTDEYI
W SOEDEVIGES Deselect All
] MGAKDEYICES
I CAMDEYICES Boiat
MGIRMIDTIER_O7 _apn
[&] MGIHMIDTIER _D7 _ap
MGOKOME_07_apex- rLegend—l

Device Selection Filter il

. Filter Criteria
Field Operator Walue Andior
DEVICE DEYICEID =l | =l jaer =l = Add
[
Dane | Cancel |

12 Click Execute to begin the patch deactivation process.

Save |

Reset All |
E}{El:utEC\JS Close

The results of the Pre-deactivate phase are displayed.

= = T
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PreDeactivate Results

e-condtions satisfiss

13 Review the PreDeactivate Results, then click Continue to
proceed.
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The Deactivate Results window is displayed with results added
as each action is completed. Failures from the PreDeactivate
phase are also included in the results.

Zix

Patch | Device I Resutt | Reazon | Dretail
GWCI2G07 !@gﬁ{ﬂ_—Q-UNIT-D |F‘ass |F'assed |F‘atn:h GWCORG0T has been deactivated in G
Rl | i

1071 Completed Details Ak | Save | Close |

14 Click Save to save the results to a file, or click Close.

Note: If the patches do not successfully deactivate, abort the
patching procedure and contact your next level of support.

15 You have completed this procedure.
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Remove patches using the NPM

Application
Use this procedure to remove patches using the Network Patch
Manager (NPM). You can remove patches using one of the following
two NPM interfaces:

e Using the NPM CLUI on page 132
* Using the NPM GUI on page 135

Prerequisites
Before you remove ACT category patches, you must first deactivate the

patches. Refer to procedure Deactivate patches using the NPM on
page 121 if required.

Ensure the patch is not on hold.

You must be assigned to user group “emsadm” to perform patching
activities using the NPM. If required, refer to procedure “Setting up local
user accounts on a Sun server” in the Solutions Upgrades NTP
NN10261-450 (ATM) or NN10344-450 (IP).

Action

Perform the steps under Using the NPM CLUI or Using the NPM GUI to
complete this procedure.

Using the NPM CLUI

At your workstation

1 Access the NPM CLUI. Refer to procedure Access the Network
Patch Manager CLUI on page 82 if required.
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At the NPM CLUI
2 Remove one or more patches from one or more devices by
typing

npm> remove <patches> [in <devices>]
and pressing the Enter key.
where

patches
is a list of one or more patch IDs you want to remove - the
syntax is

<patchid> [<patchid>...<patchid>]
or

SET <predefined set definition>

devices
is a list of one or more device IDs from which you want to
remove the patches (if you do not specify one or more
device IDs, the NPM determines to which devices the
patches are applicable, and removes them) - the syntax is

<deviceid> [<deviceid>...<deviceid>]
or

SET <predefined set definition>

Example
npm> remove ACT02GAX in GWC-8-UNIT-1

3 When prompted, press the Enter key.

4 Generate a device query report to verify the patches are
removed by typing

npm> g device

T
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NN10196-461

5

Enter the device name in the format <deviceid> that you input
in step 2.

A device report of known patch activity for the particular device
associated with the <device id> is returned.

Verify from the report that the desired patches are removed.

Note: If the patches do not successfully remove, abort the
patching procedure and contact your next level of support.

You have completed this procedure.

If you removed patches from any of the following devices, you
need to restart the device in order to disable the patches on the
device:

e |ntegrated Element Management System (EMS)

* Integrated EMS security component

* Patching Server Element (PSE)

e (CS 2000 SAM21 Manager

e Succession Element Sub-network Manager (SESM)
* QoS Collector Application (QCA)

e Media Gateway (MG) 9000 Manager

* Network Patch Manager (NPM)

To restart a device, refer to procedure “Restarting a device using
the NPM” in the Solutions Upgrades NTP NN10261-450 (ATM)
or NN10344-450 (IP).
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Using the NPM GUI

At your workstation

1 Access the NPM GUI. Refer to procedure Launch CS 2000
Management Tools client applications on page 69 if required.

At the NPM GUI

2 On the Tasks menu, click Maintenance....

File Edit Eiew|135k5|§y5tem Window Help

® | B

Maintenance. ..
=

Set Field Walues. ..

Repons...

The Maintenance window is displayed.
3 In the Task list, click Remove.

Maintenance Task | Taszk Listl

Task |Apply *I

Apply
Auclit

I_Activate L
Deactivate -

j s —I Select All

C3|Smartimage Deselect All

MF11 0007
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4 In the Patch Selection list, select the patch files or patch sets
you want to remove from the Patch Selection list, or click Filter
to configure a filtering criteria in the Patch Selection Filter

dialog box.
— Patch Selection
| Filter  ——
CaALLPATCHES 4] Select Al
L ALTOAPPLY
I NOSPARPP Deselect All
KBPOOLIZA
KBPO1IUZA Reset
WiiB01 GOT
x
 Filter Criteria
Field Qperatar Walue Andior
ACTRELATIOMSHIP ACTSTATUS - |= et = = Add
A
Cone Cancel

= e — |
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5 In the Device Selection list, select the devices or device sets
from which the patches will be removed, or click Filter to
configure a filtering criteria in the Device Selection Filter dialog

box.
— Device Selection
Filter oy
Select All
I GUNEDEVICES Deselect Al
[ MGAKDEVICES
(3 OAMDEWICES Basat
MGEKMIDTIER_O7_apm
[&] MGIKMIDTIER_07 _apn
MGIKOME_07_apesx- F-Egend
[ MGAKOMC 07 apes- .

Device Selection Filter il

i~ Filter Criteria
Field Dperator Value Andior
DEVICE. DEYICEID =l | =l st =] = Add
[
-
Dione Cancel

= T EE——————————
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6 Click Execute to begin the patch removal process.

The results of the PreRemove phase are displayed.

PreRemove Results
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7 Review the PreRemove Results, then Continue to proceed.

Note: If the SpApp field is checked for any patch, the Special
Application instructions for each patch must be displayed
before the system will allow the request to continue. If the
patch is listed in multiple operations, the SpApp need only be

viewed once.

The Remove Results window is displayed with results added as
each action is completed. Failures from the PreRemove phase

are also included in the results.

=ix

Patch I Device | Re=ult | Reszon | Dietail
CVWCO2GOT  [GVC-0-UNIT-0 |F'ass iF‘assed iF‘atu:h GWIZ02G0Y has been remaoved from G
4 | 2
1 of 1 Completed Diatailz £ bt | Save | Close |
AERNNNNNRNEENNEE
8 Click Save to save the results to a file, or click Close.

Note: If the patches do not successfully remove, abort the
patching procedure and contact your next level of support.
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9 You have completed this procedure.

If you removed patches from any of the following devices, you
need to restart the device in order to disable the patches on the
device:

* |ntegrated Element Management System (EMS)

* Integrated EMS security component

e Patching Server Element (PSE)

e (CS 2000 SAM21 Manager

e Succession Element Sub-network Manager (SESM)
* QoS Collector Application (QCA)

e Media Gateway (MG) 9000 Manager

* Network Patch Manager (NPM)

To restart a device, refer to procedure “Restarting a device using
the NPM” in the Solutions Upgrades NTP NN10261-450 (ATM)
or NN10344-450 (IP).
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Take a manual GWC software image

Purpose of this procedure

This procedure describes how to save a software image to the CS 2000
Core Manager (SDM) or Core and Billing Manager (CBM).

Note: A procedure also exists to enable the auto-imaging of a GWC
software load once daily. Refer to Enable or disable GWC software

auto-imaging on page 159 found in this NTP.

When to use this procedure

Use this procedure as a part of upgrading GWC software for an office
or as a part of maintenance activity.

Take an image after all patches have been applied to GWC software.
Refer to your site operating procedures for information about soak time
and how many patches to apply before taking an image. In the absence
of this information, Nortel Networks recommends taking an image
immediately after applying R or P status patches.

CAUTION

Do not invoke the Save Image function during
patching activities. Doing so can cause an invalid or
incomplete image to be taken.

Prerequisites
This procedure has no prerequisites.

Action

At the CS 2000 Core Manager or CBM console
1 Log in to the CS 2000 Core Manager or CBM as the root user.
2 Change directory to the GWC software directory.

Example
# cd /swd/gwc

3 Copy the existing GWC software load file to a backup.

Example
# cp pgc06as.imag pgc06as.imag.bak

Note: You can use any name for the backup file name.
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At the CS 2000 GWC Manager client

4

5

6

At the CS 2000 Management Tools window, click on the
Gateway Controller folder from the Device Types directory tree
in the far left frame.

£ (52000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN

File Fault Configuration Maintenance Windows Help

_4 Device Types

Metwork Configuration_

MHetwark Caodec Profile

From the Contents of: Gateway Controller frame, select the
appropriate GWC node from which you wish to take an image.

;Cnntents of. Gateway Cantroller——

Directary I Findl Type a GWC node number here,

| - GoTo | or

| Select a GWC node from the list

Cateway Controllers: of provisioned GWC nodes.
Y-

Select the Maintenance tab to view the Maintenance panel.

NN10196-461 (I)SNO7 Standard 05.02 December 2004



Copyright © 2004, Nortel Networks 143 Nortel Networks Confidential

7 In the Maintenance panel, identify the GWC card in the node that
has an upgraded load already installed.

a Click the Save Image button for that card to save the
software image back to the CS 2000 Core Manager or CBM.

GWWC-3-LINIT-1
Administrative state: |un|ncked(1) lsage state: |id|e(1)
Operational state: |enab|ed(1}| Stand by state: |hotstandby(1)
Artivity state: |standb\;(2) Swwact state: |manua|8wﬁcﬁf\farm(1)
Isolation state: |nntlso|ated(2) Alarm state: |IZ|E| 0o oo oo
Available state: |00 00 00 00 Fault state: [none(D)

Loadname: |GIBOPYG

< Save Image i’ Busy (Disable) | RS (Enakle) | Card View |
>

[ Farce Wifarm Swact | Cold Swact |

b At the following warning message, click OK to continue with
saving the GWC card’s software image on the CS 2000 Core
Manager. To stop the operation, click Cancel.

& This action will save an image containing all
afthe patches applied to this GWIC unit.

Note: The Save Image command overwrites the existing
GWOC software load file on the CS 2000 Core Manager or
CBM. If the load file name is a link on the file system, the

link is replaced with a file of the same name. Nortel
Networks does not support using links to load files.

CAUTION

Do not invoke the Save Image function during
patching activities. Doing so can cause an invalid or
or corrupt image to be saved.

Upgrading the Gateway Controller



Copyright © 2004, Nortel Networks 144 Nortel Networks Confidential

8 This procedure is complete.

Note 1: To return to the Overall GWC upgrade procedure, refer to
Overall GWC upgrade procedure on page 4.

Note 2: To return to the Overall GWC downgrade procedure, refer to
Overall GWC downgrade procedure on page 7.

Troubleshooting
The /swd/gwc directory needs to have privileges set to read, write,

execute for world access.
At the CS 2000 Core Manager or CBM console
1 Log in to the CS 2000 Core Manager or CBM as the root user.
2 Change directory to the /swd directory by typing
# cd /swd
and pressing the Enter key.

3 Change the permissions for the gwc directory and its file
contents by typing

# chmod 777 gwc/*
and pressing the Enter key.
4 This procedure is complete.

]|
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Firmware fI_ash a GWC card

Purpose of this procedure

Use this procedure to flash the firmware of a GWC card when the
version of firmware on the CS 2000 Core Manager (SDM) or Core and
Billing Manager (CBM) is different from the firmware version on one or
more GWC cards.

When to use this procedure

Use this procedure when a new GWC firmware load has been delivered
on the shelf controller tape (see release notes for the SAM21 shelf
controller) and loaded on to the CS 2000 Core Manager or CBM. At this
point, the firmware version on the GWC card needs to be upgraded.

Note: This procedure flashes the firmware on the GWC card only if
the version of the firmware on the CS 2000 Core Manager or CBM is
different from the firmware version on the card. If you need to flash
the firmware on a card that contains the same version of the firmware
as the CS 2000 Core Manager or CBM, then refer to Force a
firmware flash of a GWC card on page 151 in this NTP.

Prerequisites

The GWC card you wish to flash must first be locked. Refer to the
procedure "Lock a GWC card" in the Gateway Controller Security and
Administration NTP, NN10213-611.

Locate the new firmware load for the GWC card that was delivered with
the shelf controller software.
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Action

At the CS 2000 SAM21 Manager client

1 From the Shelf View window, right-click on the GWC card
scheduled for flashing and select Card View from the pop-up

menu.
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2 Select the Provisioning tab in the Card View.

Note: The lock icon should be displayed on the card graphic
at the left of the screen. This indicates that the card is locked.

File “iewy

Samz1-2 : Slot12

Mamsz I Equip I States I Diags }

~ General
IP: [47.104.41.55 | Gateway (P 4710447 1 |
SubnetMask: [255.255.255.128 | P Version: |04 |
MAC Address: [0001AF0TARAD | GWC Mumber: 5 |
- NTP
i} Frirnary MTP: (7225151 |
5 Secondary MTP: 722515 1 |
w
g ~ GWC-EM
= HostIF: [47.104.41.4 |
Port: [162 |
12
~ Load Info

ServerIP: [47.104.41.3 |
Fath: Fawdrsamm |
Load: |pgu:DElar.imag |

( [~ FiiFlash Enakle )

— Damain Servers

Primary; |1.0.0.0 | dstak |0.0.0.0
2nd Alt |0.0.0.0 |
hdoclify SraEe Clear Cancel Details...
3 If the “FW Flash Enable” checkbox is already selected and a new

firmware version is available, the process has already been
started. Skip to step 7.

If the Firmware Flash Enable checkbox is not selected,
continue with step 4.
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4 Click the Modify button at the bottom of the screen.

Diamain Semners

Prirnary; 0000 | 1stalt [0.0.0.0

2nd Al 0.0.0.0 |

(o )Bave | ciear | cancer | Details.. |
v

5 Select the “FW Flash Enable” checkbox.

File ‘Wiew
Samz21-2 : Slot12
Mams | Byuip | States | Diags l:'"‘3'"-fiSi'i'l"il"!ElI
~ General
IP: |47.104.41.55 | Gateway IP: [47.104.41.1

Subnet Mask: [255.255.255.128 | Py Wersion: 004
MAC Address: [0001AF07ARAD | GWC Number: &
- NTFP

g Fritnary MTR: 7225151 |

5 Secandary MTP: 17225151 |

w

% - GWC-EM

@ HostIP: |47.104.41.4 |

= Port [162 |
~ Load Info

Server IP: |47.104.41.3 |
Fath: hswdigwc |
Load: |pgu:[l§ar.imag |

( ¥ Fyy Flash Enahle)

~ Domain Semvers

Prirmary: |0.0.0.0 | dstalt 0.0.0.0

2nd At 0.0.0.0 |

Il @elify (l Save Clear | Cancel | Details... |
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6 Click the Save button at the bottom of the screen.

Firmware flashing will begin immediately if a new GWC firmware
load is available.

7 Select the States tab in the card view.

Observe that the firmware flash icon appears on the GWC card
graphic at the left of the screen during the firmware flash. Also
observe the card state transition from "locked-disabled-none" to
"locked-disabled-off duty". Observe the various firmware flash
progress messages in the History window. (Your messages may
vary from the graphic below.)

File ‘“iew

Sam21-2 : Slot12

ﬁlarrns] Equip  States ] Diags] Pn:-xrisic-ning]

History

05l

Administrative:  |Locked

Operational:  |Disabled

Availability. |0 Duty

-} .

ﬂﬁ JC-6-UNIT-1

Firmware Flash
in Progress

FizmmareFlas=sh :

FizmwareFlash :

FirmmareFlas=h :
FizmmareFlash :
FirmmarzFlaszh :
FirmmareFlash :
FizmwareFlash :
FirmmareFlas=h :
FizmmareFlas=sh :
FizmwareFlash :
FirmmareFlas=h :
FizmmareFlash :

FirmmarzFlaszh :

T

Configuring enwvironment parameters
Taiting for beard to connect ...

pplicarion prowvisioning complats

started

establ ishing connection...

fw dewml cading startad
setting NIOT(TITF) parameters
dowmlcading firmware
clearing NIOT[FTF)] parameters=
fizmmare downloaded

fw walidating =tartad
firmmware walidated

fw backup started

detecting backup bark

backup firmmware

fw flashing =tarted

Save | Clear
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8 The firmware flash icon disappears once firmware flashing is
complete. Verify that the firmware flash completed without errors
by reviewing the text in the History window. Click the Unlock

button to unlock the card.

File  “iew

Samz21-2 : Slot 12

ﬁlarrns] Equip  States ] Diags] Fmvisioning]
(o]=]]

Administrative: |Un|ncked

Operational: |Enah|ed

Availability  [None

Histony

v

= 2l

% FirmwareFlash : fw downloading =tarted

o FirmmareFlash : setting NIOT(TFIP) parcameters

g FirmwareTlash : dewnloading ficmware

0] FirmwareFlash : clearing NIOT(FTF] parameters
FirmmareFlash : firmwarz dewnloaded
FirmwareTlash : fw walidating started
FirmwareFlash : firmware walidated

12

Connected

FirmmareFlash :
FirmwareFlash :
FirmwareFlash :
FirmmareFlash :
FirmwareFlash :

FirmwareFlash :

fw backup start=d
detecting backup bank
backup firmmwars

fw flashing started

fw par updating started

reprovisioning firmware

Establ ishing contrel

g—

Configquring nethboot paramsters

Configquring enwironment parameters

i i i, i lete
FirmwareFlash : succesd
ock request received

Resetting board

Reret compl ate

Initialising network dewice

Het inirvialized

Eooting cached load wia the backplans
Eootloaded successfullwy

Applicarion unlocked =ucce=sfully

Clear
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9 Return to step 1 and repeat this procedure for other GWC cards

requiring a firmware upgrade.
10 The procedure is complete.

(DSNO7 Standard 05.02 December 2004




Copyright © 2004, Nortel Networks 151 Nortel Networks Confidential

Force a firmware flash of a GWC card

Purpose of this procedure
This procedure forces firmware flashing of a GWC card without any
dependency on the firmware version on the card, or the firmware
version on the CS 2000 Core Manager (SDM) or Core and Billing
Manager (CBM). This procedure forces firmware flashing of a GWC
card even when the CS 2000 Core Manager or CBM and the card have
the same firmware version.

Note: If you use the procedure Firmware flash a GWC card on
page 145 in this NTP, you will not be able to flash a GWC card’s
firmware if it has the same firmware version as the CS 2000 Core
Manager or CBM.

When to use this procedure
Use this procedure when the firmware on a GWC card is corrupt, or
when you suspect a problem with the firmware on a card. This
procedure allows you to solve these problems by flashing the same
version of the firmware on the CS 2000 Core Manager or CBM.

Prerequisites
The GWC card you wish to flash must first be locked. Refer to the
procedure "Lock a GWC card" in the Gateway Controller Security and
Administration NTP, NN10213-611.

T
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Action

At the CS 2000 SAM21 Manager client

1 From the Shelf View window, confirm that the GWC card you
want to flash is locked. The lock icon should appear at the
bottom of the card.

Note: If you have just locked the card using the Card View,
click on the View menu and select Shelf View.

]

2 From the Shelf View window, right-click on the GWC card
scheduled for flashing and determine your next action.

If Do

If the “Firmware Flash” option  skip to step step 8
is available

If the “Firmware Flash” option go to step 3
is not available (the text is
faded in the pop-up menu)
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3 From the Shelf View window, right-click the GWC card
scheduled for flashing and select Card View.

FIrmyware Blash
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4 In the Card View, select the Provisioning tab.

In the Provisioning panel, notice that the FW Flash Enable
check box is selected. You cannot force a firmware flash if this

option is selected.

File  Wiew
Sam21-2 : Slot12
ﬁlarrnsl Equipl Statesl Diags
~ General
IP: |47.104.41.55 | Gateway IP; [47.104.41 1

Subret Mask: [255.255.255.128 | P ersion: =004
MAC Address: [01001AFO7AGAD | GWC Number: |5
-~ NTP

= Frirnary MTR: 7225151 |

5 Secondary MNTP: 17225151 |

w

= - GYWC-EM

(@] HostIP: [47.104.41.4

12
~ Load Info

ServerP: [47.104.41.3 |
Fath: Fawdisamm |

Load: [|pgcO9ariman

R+ Fil Flash Enakble

~ Domain Servers

Primary 0000 | 1stAat |0.0.00
2nd Alt. [0.0.0.0 |
o ifiy | Save | Clear | Cancel | Details... |
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5 In the Provisioning panel, click the Modify button.

Cormain Servers

Prirnary;  [0.0.0.0 | 1staf [0.0.0.0

2nd At [0.0.0.0 |

‘ Modify ’Save | Clear | Cancel | Cietails... |

N ——

6 In the Provisioning panel, de-select the “FW Flash Enable”
check box.

File “Wiew

Sam21-2 : Slot 12

ﬁlarrnsl Equipl Statesl Diags Provisioning I

~ General
IP: 47.104.41.55 | Gateway IP: [47.104.41.1 |
Subnet Mask: 255.255.255.128 | FW Version: |04 |
MAC Address: [0001AF07ABAD | GWC Mumber & |
- NTP
i Primary MTP:  [1722515 1 |
§ Secondary NTP: (7225151 |
§ - GVWC-EM
&l HostIP: 47.104.41.4 |
12
~ Load Info

Server IP: |47.104.41.3 |
Fath: hswdfsamﬂ |
Load: |poc0darimag |

(™ rwiFiash Enale )

— Damain Servers

Primary; |0.0.0.0 | 1stAlt [0.0.0.0

2nd Alt [0.0.0.0 |

Mndiﬁf! Save I’Clear | Cancel | Letails... |
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47.104.41.3

swilsami
pocl9ariman

r

7 Click the Save button at the bottom of the screen to save the
provisioning change.

8 From the Shelf View window, right-click the GWC card
scheduled for flashing and select Firmware Flash from the
pop-up menu.

ASSION SERICE. ..

-
Lok

Firmmmware Flash
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9 Select the States tab in the card view.

Observe that the firmware flash icon appears on the GWC card
graphic at the left of the screen during the firmware flash. Also
observe the card state transition from "locked-disabled-none" to
"locked-disabled-off duty". Observe the various firmware flash
progress messages in the History window. (Your messages may
vary from the graphic below.)

File ‘“iew

Sam21-2 : Slot 12

Harrns] Bquip  States l Diags] F‘rwisioning]

History

(01=]]

Administrative:  |Locked

Operational: |Disab|ed

Availability  |Off Duty

= =

-6-LIMIT-1

=l Gle

FirmmaraeFlash

Firmware Flash
in Progress

FirmmareFlash :
FirmwarzFlaszh :
FirmmareFlash :
FirmwareFlash :
FirmwaraFlas=zh :
FirmmareFlash :

FirmwarzFlaszh :

FirmwareFlash :
FirmwaraFlas=zh :
FirmmareFlash :
FirmwareFlash :

FirmwaraFlas=zh :

T

Configuring enwvironment paramesters
Waiting for beard to comnect ...

dpplication provisisning complate

=tarted

establizhing connection. ..

fw dewnloading started
setting HIOT(TITF)] paramsters
dowmlcading firmmars
clearing WIOT(FTF) paramsters

firmmare dowmloaded

: fm walidating =tarted

fizmware wal idated

fw backup =tartsd
detecting backup bank
backup fizmware

fw flashing =tartad

Save | Clear
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10 The firmware flash icon disappears once firmware flashing is
complete. Verify that the firmware flash completed without errors
by reviewing the text in the History window. Click the Unlock
button to unlock the card.

File iews

Samz21-2 : Slot 12

Harrns] Equip States ] Diags] F‘m\risioning]
oSl

— Adrministrative: |Un|0cked

Operational:  [Enabled Lock

Auailability  [Mone

History
-
s =l
% FirmwareFlash : fw downleoading started
,._6 FirmwareFlash : =setting NIOT(TFTF) parameters
g‘ FirmwaraFlash : dewnloading firmware
i FirmwareFlash : clearing NIOT(FTP)] parametscs
FirmwareFlash : firmware downloaded
FirmwaraeFlash : fw walidating =tarted
— FirmwareFlash : ficmware wal idated
12

FirmwareFlash

Connactad

FirmwareFlash :
FirmwareFlash :

FirmwareFlash :

FirmwareFlash :

FirmwareFlash :

fw backup started
detecting backup bank

backup firmware

: fw fla=zhing =tarted

fw par updating started

reprowvisioning firmware

E=ztabli=zhing control

Configuring netboot paramsters
Configquring environment parameters
ﬂ-\.n'l-i St dorn mroarde=d oD

late

S

FirmwareFlash :

succeed

ock request receiwved

Re=zatting board

FRezet complete

Initializing network dewvice

Het initialigaed

EBooting cached load wia the backplane
Footloaded succes=fully

application unlecked =uccessfully

Clear

11 Return to step 1 and repeat this procedure for any other GWC
cards that require a firmware flash.

12 The procedure is complete.
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Enable or disable GWC software auto-imaging

Purpose of this procedure
Use this procedure to enable or disable the auto-imaging of a GWC
software load. Auto-imaging provides a mechanism to automatically
save up-to-date images of GWC software loads once daily on the CS
2000 Core Manager (SDM) or Core and Billing Manager (CBM). For
more information on GWC software imaging, refer to section GWC

software imaging on page 11 in this NTP.

Note: A procedure also exists for taking a manual GWC software
image. Refer to Take a manual GWC software image on page 141 in
this NTP.

When to use this procedure
Use this procedure when you want to be certain that a new image of a
GWOC device is saved to the CS 2000 Core Manager or CBM after the
device is patched. Auto-imaging is useful in an office where you apply
and activate the same patches to all GWCs with the same load.

Note: Auto-imaging is not designed for an office in which different
patches are applied to GWCs using the same load.

Prerequisites
This procedure has no prerequisites.

Action

At the CS 2000 GWC Manager client
1 Select Gateway Controller from the Device Types menu.

£ CS2000 Management Tools - 131.147.241.72 (CM CLLI: FREDGEN

File Fault Configuration Maintenance Windows Help

_4 Device Types

..... _| APS i
N Bl Gteuray Controler Metwoark Configuration_
sl | LIAS Metwork Codec Profile

Look at the current status of Auto Imaging in the General
Network Settings area at the bottom of the screen.
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The default setting is “disabled”.

General Metwork Settings

GWIC default dormain name; =not configureds=
Call Agent id; =not configured=

(Autn Irnaging; disabled ) Change. . )

See the following procedures for information on the configuring
the other network settings:

*  GWC Domain Name - Refer to procedure “Add/change the
RMGC default domain” in the Gateway Controller
Configuration Management NTP, NN10205-511.

» (Call Agent Identifier - Refer to procedure “Set the call agent
identifier” in the following locations:

— Gateway Controller Configuration Management NTP,
NN10205-511

— Solutions Upgrades NTP, NN10261-450 (ATM) or
NN10344-450 (IP)

S —— e}
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2 Click the Change button to change the status of auto imaging.
The Change General Network Settings dialog box is displayed.

£ Change General Network Settings El

— EWC Domain Mame

[T Enable GWEC domain narme::

— Zall Agent ldentifier

Call Agent Id: =not configured=

— Auto lmaaing

™ Enable Auto Imaging

(0] 4 Cancel

3 Select the Enable Auto Imaging checkbox and click OK. An Auto
Imaging Enabled message is displayed. Click OK to confirm the
change.

Auto Imaging Enabled =]

@ Auto Imaging will execute the next time it is scheduled.

4 If necessary, you can disable auto-imaging by clicking the
Change button. At the Change Maintenance Settings dialog
box, de-select the “Auto Image Enabled” checkbox and click OK.

Click OK at the message to confirm the change.
5 The procedure is complete.

= T
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Troubleshoot GWC upgrades

Purpose of this procedure

This set of procedures is used to troubleshoot failures with GWC
upgrades.

When to use these procedures
Use these procedure when:

* the GWC does not RTS

e awarm SwAct has failed

* animage does not load

e you cannot busy an inactive GWC

» callp testing has failed

* imaging of the GWC has failed

e you need to verify a functional BOOTP Service.

Prerequisites

Refer to the individual procedures for any applicable specific
prerequisites.

GWC does not RTS

At the CS 2000 SAM21 Manager client

1 If an RTS failure occurs on the inactive GWC unit and the active
GWC unit is not “Unlocked” and “Enabled”, then wait for it to
become so. If it does not become “Unlocked” and “Enabled”,
then lock the active GWC unit from the CS 2000 SAM21
Manager. Locking the Active GWC unit will force a SwAct to the
inactive GWC unit.

If the RTS fails after a warm SwAct, go to the troubleshooting
procedure Warm SwAct failed on page 165.
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2 If the RTS has failed after unlocking the card using CS 2000
SAM21 Manager, review the history log for the unit in the States
Pane of the GWC card view. If the history log does not show
“Boot image download complete”, then go to troubleshooting

procedure Image does not load on page 166.

File “iewy

C32K1 SAM21-1 : Slot2

ﬁlarrnsl Eqs"p States I éagsl Frmrisiu:-ningl

~ 05l

Administrative: |Un|ncked

Dperational: |Enah|ed Lock Inlock:

Availability.  [Mone

‘- HiStu:n"g.fJl

S 00-LIMIT-1

)

Save | Clear |
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3 From CS 2000 SAM21 Manager provisioning view, verify that
the Host IP address in GWC-EM correctly points to the CS 2000
Management Tools Server. If it is not correct, enter the correct
value, then retry locking and unlocking the unit.

File “iew

Sam21-2 : Slot12

ﬁlarrnsl Equipl Statesl Diags Prowisioning |

~ General

IP: |47.104.41.55 | Gateway [P |47.104.41.1 |
SubretMask: [255.255.256.128 | Fv Warsion: |04 |
MAC Address: [0001AFO7AGAD | GWC Number: B |

- NTF

Frimary NTP:  [72.2515.1 |
Secondary MTP: 17225151 |

GYVC-Ehd

HostIF: |[47.104.41.4 |

i EIEI B LMIT-1

~ Load Info

ServerIP: |47.104.41.3 |
Fath: hswdfsamﬂ |
Load: pgc09arimag |

V¥ Fw Flash Enakle

~ Damain Servers

Primary, |0.0.0.0 | 1stAl 0.0.0.0

2nd Alt: |0.0.0.0 |

fl @ity | Save | Clear | Cancel | Details... |

4 If you are able to successfully RTS the card, then exit the
troubleshooting procedure.

If the GWC does not RTS after 5 minutes, abort further
troubleshooting activities and call Nortel for support.
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Warm SwAct failed

At the CS 2000 SAM21 Manager client

1 From the CS 2000 SAM21 Manager verify that the inactive unit
has properly loaded and RTS’d. If not, retry loading the GWC
using troubleshooting procedure GWC does not RTS on
page 162.

If the inactive GWC properly loaded and RTS’d, go to the next
step.

At the CS 2000 GWC Manager client

2 At the CS 2000 GWC Manger provisioning panel, click the
Warm Swact button with the Force box checked.

If that fails, go to the next step.

At the CS 2000 SAM21 Manager client

3 At CS 2000 SAM21 Manager, lock the active GWC Unit. This will
force a SwAct to the inactive unit.

S —— e}
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Image does not load

At the CS 2000 SAM21 Manager client

1 From CS 2000 SAM21 Manager Provisioning Panel, verify that
the new load file name matches the file name in the /swd/gwc
directory on the CS 2000 Core Manager (SDM) or Core and
Billing Manager (CBM). Also, verify that the file’s permissions
are set to 755.

File “iew

Sam21-2 : Slot12

ﬁlarrnsl Equipl Statesl Diags Prowisioning |

~ General
IP: |47.104.41.55 | Gateway [P |47.104.41.1 |
SubretMask: [255.255.256.128 | Fv Warsion: |04 |
MAC Address: [0001AFO7AGAD | GWC Number: B |
- NTP
i Frimary NTP:  [72.2515.1 |
§ Secondary MTP: 17225151 |
§ - GWC-EM
&l HostIF: |[47.104.41.4 |
12
~ Load Infao

Sener|P: 47.104.41.3 |
Paih:_[swdigwe |
‘Ll:ladj - gi070bn.imag )

V¥ Fw Flash Enakle

~ Damain Servers
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2nd Alt: |0.0.0.0 |

fl @ity | Save | Clear | Cancel | Details... |
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2

From the CS 2000 SAM21 Manager Provisioning Panel verify
that the file name of the GWC load specified in the “Load” field
IS correct.

Log on to the CS 2000 Core Manger and access the /swd/gwc
directory. Verify that the load file size is correct by comparing it
with the original source file. If the size is incorrect, then reload
the file from its source and set the file permissions to 755.

In the CS 2000 SAM21 Manager Provisioning screen verify that
the following fields have correct values:

¢ Load field contains the file name of the new load

e GWC-EM Host IP Address contains the IP Address of the
CS 2000 Management Tools Server

* The following fields should contain the original values before
the Re-provisioning data was changed to migrate the GWC
to the new load and SESM:

— General/IP - the IP Address of the GWC
— General/Gateway IP - the IP Address of the default router

— General/SubNetMask - the subnet mask (e.g.
255.255.255.0)

— GWC-EM/Port - the TCP/IP port of the GWC-EM trap
receiver (162)

— Load Info/Server IP - the IP Address of the CS 2000 Core
Manager or CBM on which the bootp server resides

— Load Info/Path - The path to the GWC loads (usually
/swd/gwc)

Verify that the bootp and FTP daemons are running on the

CS 2000 Core Manager by referring to the troubleshooting
procedure Verifying BOOTP service on page 169.

At the CS 2000 SAM21 Manager, retry the “Lock” and “Unlock”
operation and see if the unit comes up as “Unlocked” and
“Enabled” after approximately 5 minutes. If it does so, exit this
procedure with “Success”.

If it does not come up, then Call Nortel support and exit this
procedure as “Failed”.

]
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Not able to busy inactive GWC

At the CS 2000 GWC Manager client

1

Callp testing fails

In the CS 2000 GWC Manager Provisioning Panel, determine if
the “Usage” state displays as “Busy”. If the state is “Busy” then
wait 2 minutes and check again.

If it stays busy longer than 2 minutes, then lock the Inactive unit
at the CS 2000 SAM21 Manager.

At the CS 2000 GWC Manager client

1

At the CS 2000 GWC Manager, verify the codec values in the
network configuration settings. If necessary, change them using
the procedure “Configure network codec profiles” in the Gateway
Controller Configuration Management NTP, NN10205-511.

Retry the Callp test. If it fails again, contact Nortel and abort the
upgrade activity.

Imaging of GWC fails

At the CS 2000 Core Manager or CBM console or terminal window

1

If the imaging fails with a Memory Error, abort the Patching
Procedure and call Nortel support.

If imaging fails with an FTP error, verify that the FTP Server
service is running on the CS 2000 Core Manger using the
following steps:

* Telnet to the CS 2000 Core Manager or CBM
* Login as root user.

* Type one of the following commands to access the
maintenance interface:

— sdmmtc to access the CS 2000 Core Manager
maintenance interface

— cbmmtc to access the CBM maintenance interface
* Type mtc to access the Mtc menu level.

e Type appl to display a list of applications and their activity
states.

Locate the application File Xfer Service and determine its
service status.

Upgrading the Gateway Controller



Copyright © 2004, Nortel Networks 169 Nortel Networks Confidential

If it has the in-service dot (.) under the State column, then the
service is up and running. If it displays anything other than a
dot (.) such as BSY, OFFL, FAIL, it has a problem.

Refer to the Security and Administration NTP, NN10213-611
(Core and Billing Manager) or NN10358-611 (CBM), for
instructions on bringing applications back into service.

To exit type quit all.
If this procedure fails contact Nortel for support.

Verifying BOOTP service

NN10196-461

At the CS 2000 Core Manager or CBM

1 Verify that the BOOTP service is running on the CS 2000 Core
Manger or CBM using the following steps:

Telnet to the CS 2000 Core Manager or CBM
Login as root user.

Type one of the following commands to access the
maintenance interface:

— sdmmtc to access the CS 2000 Core Manager
maintenance interface

— cbmmtc to access the CBM maintenance interface
Type mtc to access the Mtc menu level.

Type appl to display a list of applications and their activity
states.

Locate the application BOOTP Loading Service and
determine its service status.

If it has the in-service dot (.) under the State column, then the
service is up and running. If it displays anything other than a
dot (.) such as BSY, OFFL, FAIL, it has a problem.

Refer to the Security and Administration NTP, NN10213-611
(Core and Billing Manager) or NN10358-611 (CBM), for
instructions on bringing applications back into service.

To exit type quit all.
If this procedure fails contact Nortel for support.
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