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éateway Controller Security and
Administration

What’s new in SN0O8

The following changes have been made to this NTP for the SN08
release:

e A00007300 - Enable by Default IPSec on All GWC Profiles
e A00007927 - SAM21 EM Enhancements from Bell Canada VO

Security and administration strategy overview

User administration is not controlled by the Gateway Controller (GWC).
GWOC card administration is performed using the CS 2000

SAM21 Manager client. GWC node service management is made
available through the CS 2000 GWC Manager.

Note: V5.2 line and interface administration is not supported from
the CS 2000 GWC Manager. V5.2 line administration is performed
using the CS 2000 XA-Core MAPCI interface.

Tools and utilities

The CS 2000 SAM21 Manager provides access to platform level
services like GWC hardware diagnostics and hardware reset. The
CS 2000 GWC Manager provides access to services like connectivity
configuration and call processing services.

The CS 2000 SAM21 Manager and the CS 2000 GWC Manager
applications use Common Object Request Broker Architecture
(CORBA) to communicate with one another. One feature of this
architecture is that a lock request at the CS 2000 SAM21 Manager
client interface initiates a check with the CS 2000 GWC Manager to
determine the call processing activity on the GWC. If the GWC is active
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or ready to provide service, a warning prompts that a lock can impact
service.

ATTENTION

The GWC Manager does not display provisioning data in real
time. That is, when two users are changing provisioning data on
the same GWC node at the same time, you must refresh your
display to see the changes implemented by the other user. Use
the Refresh button if available. Otherwise, you may have to select
a different GWC node, then re-select again the node which you
are updating.

Integrated Element Management System

Many FCAPS activities may now be performed using the Integrated
Element Management System (IEMS). In addition, access to the

CS 2000 GWC Manager and the CS 2000 SAM21 Manager, is now
provided using the IEMS. For more information, refer to the Integrated
EMS Basics NTP, NN10329-111.

To launch the CS 2000 GWC Manager or the CS 2000 SAM21
Manager, refer to the following procedures in the Integrated EMS
Basics, NN10329-111:

e “Launching GWC Manager”
e “Launching SAM21 Manager’

Administrative maintenance procedures

NN10213-611

The following procedures are available for administering user access to
the CS 2000 GWC Manager and to administer the activity status of
individual GWC cards.

* Access a GWC node using the CS 2000 GWC Manager on page 13

e Lock a GWC card on page 17
e Unlock a GWC card on page 23

* Invoke a manual protection switch (warm swact) on page 29

¢ |nvoke a cold manual protection switch (cold swact) on page 33

e Disable (Busy) GWC card services on page 37
e Enable (RTS) GWC card services on page 39
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IPSec configuration procedures

Nortel Networks security architecture for VoIP uses Internet Protocol
Security (IPSec) to protect the traffic between the Gateway Controller
(GWC) and other network devices. This section describes some basic
concepts related to the IPSec services provided by the GWC, and the
procedures for configuring IPSec on a GWC node.

Note: For more detailed IPSec information, refer to the appropriate
Internet Engineering Task Force (IETF) RFC documentation, which
can be found at http://www.ietf.org.

Overview of IPSec
The following subsections describe the basic IPSec architecture
elements as implemented in the SNO8 release.

IPSec services

IPSec offers a set of security services that provide data integrity,
authentication, and confidentiality (encryption). These services are
provided through the use of traffic security protocols.

Traffic security protocols
IPSec uses two protocols to provide traffic security:

e ESP (encapsulating security payload)
e AH (authentication header)

GWC supports ESP only. ESP protocol provides authentication of the
sender, encryption, and data integrity.

Security associations

IPSec services are defined and executed through security associations
(SA). An SA is a one-way relationship between the GWC and a
gateway. The SA is negotiated and it describes how two network
components will use IPSec to communicate securely. To create
bi-directional communication between the GWC and a gateway, two
IPSec SAs must be created (one in each direction).

SAs specify security parameters, such as, the IPSec protocol (ESP),
the authentication and encryption algorithm, the keys, the lifetime of the
SA. For more information on how to configure these parameters, refer
to procedure Configure IPSec Preference and Preference List on

page 53.
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NN10213-611

Key management protocols
IPSec SAs are negotiated and established by exchanging security keys
- using one of the following key management protocols:

* Kerberos - in packet cable solutions only, for SAs between a GWC
and a multimedia terminal adapter (MTA) line gateway

Note: If an application layer gateway (ALG) middlebox is
associated with an MTA gateway, IPSec between the GWC, ALG,
and MTA gateway is not supported.

* Internet Key Exchange (IKE) - for SAs between a GWC and other
network components (except MTAs in packet cable solutions)

Note: In cable solutions, IKE is used for SAs between a GWC
and the cable modem termination system (CMTS) or third-party
Trunk Gateway Control Protocol (TGCP) gateways.

IKE creates an authenticated secure communication channel between
the GWC and a gateway. This association is called an IKE SA. IKE then
uses this secure association to negotiate IPSec SAs.

IKE consists of two phases:

* phase 1, a shared secret is negotiated through a Diffie-Hellman key
exchange (IKE SA is created)

* phase 2, IKE SA is used to negotiate IPSec SAs

IKE SA can use main or aggressive mode - GWC supports Main mode
only. Also, only pre-shared key authentication is supported on the GWC
(digital signature authentication or public key encryption authentication
are not supported). For information on how to configure IKE
parameters, refer to procedure Configure IKE Preference and
Preference List on page 45.

In cable solutions, Kerberos with public key support (using the PKINIT
extension to the Kerberos IETF standard) is used to exchange keys and
authenticate an MTA to a GWC. MTA authentication process with the
GWC requires a PacketCable key distribution center (KDC) server,
which grants authentication tickets to the MTA. These tickets are used
to authenticate an MTA to a GWC, and to establish a pair of IPSec SAs
on both nodes. The KDC is third-party equipment and must be
integrated with the network. For information on how to configure
Kerberos parameters, refer to procedure Configure Kerberos key
management on page 59.
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Transport and tunnel mode

ESP supports two modes of operation: tunnel and transport mode.
GWC supports transport mode only. In transport mode, IPSec
protection applies to higher-layer protocols only (such as, TCP or UDP)
and only to the payload of the IP packet.

Security connection policies

Connection policies define which security services will be applied to
messages exchanged between a GWC and the specific remote
gateway (identified by the IP address). Each connection policy
associates an IP address (or a range of IP addresses) to one of the
following actions:

* BYPASS: no IPSec services are applied to packets exchanged
between the GWC and the specified gateway. For more information,

refer to procedure Configure a BYPASS connection policy on
page 67.

* DISCARD: all packets sent by the GWC to the specified gateway, or
received by the GWC from that device, are discarded. For more
information, refer to procedure Configure a DISCARD connection
policy on page 73.

* SECURE: before an SA is established, an incoming packet is
discarded, and an outgoing packet triggers key negotiation process
(using IKE or Kerberos). When an SA is established, IPSec is
applied to all incoming and outgoing packets. Incoming packets are
authenticated and decrypted; outgoing packets are authenticated
and encrypted before being sent.

e FLEX: this policy is not secure. The FLEX policy must only be used
temporarily during the initial activation or de-activation of IPSec,
when some gateways associated with the connection policy operate
in a secure mode and some do not. The FLEX policy provides the
GWC with the flexibility of accepting secure and non-secure
messages, so IPSec can be activated on the GWC without a loss of
service. When FLEX policy is used to de-activate IPSec, temporary
loss of service may occur until security is fully de-activated on the
GWC and the gateway. For more information on how to activate or
de-active IPSec using FLEX policy, refer to procedure Activate or
de-activate IPSec using FLEX policy on page 99.

Note: For more information on configuring SECURE or FLEX policy,
refer to the following procedures: Configure IPSec SECURE or FLEX
connection policy with IKE on page 79 and Configure IPSec
SECURE or FLEX connection policy with Kerberos on page 89.

Each connection policy is identified by a policy ID number. The lower
this number is, the greater is the priority of the policy. For any gateway

Gateway Controller Security and Administration



Copyright © 2005, Nortel Networks 6 Nortel Networks Confidential

IP address, the GWC applies the corresponding policy with the lowest
policy ID number.

GWC support for IPSec

NN10213-611

The CS 2000 GWC Manager supports the configuration of the IPSec

functionality on a CS 2000. Starting in SNO8, you can configure IPSec
for any GWC service profile. However, IPSec is not supported between
an audio controller GWC and the Media Server 2010 gateway.

For cable solutions, use the following profiles to configure IPSec:

e SMALL_LINENA and SMALL_LINEINTL - for secure
communication with MTA line gateways and CMTS

Note: If an application layer gateway (ALG) middlebox is
associated with an MTA gateway, IPSec between the GWC, ALG,
and MTA gateway is not supported.

e TRUNKNA and TRUNKINTL - for secure communication with
third-party TGCP trunk gateways

For a complete list of network paths and devices supporting IPSec, as
well as an overview of the IPSec implementation in a network, refer to
the ATM/IP Solution-level Security and Administration NTP,
NN10402-600.

Provision IPSec only if a secure gateway - tested and certified for IPSec
configuration - exists in your network.

CAUTION

Possible communication disruption

When configuring IPSec on a GWC node, proceed
with caution. Incorrect provisioning values may
cause communication disruption between the GWC
and the gateway. Contact your network administrator
to coordinate the IPSec configuration effort.
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Overall IPSec configuration procedure on a GWC

ATTENTION

Before starting the configuration procedure, obtain the correct
configuration values for each parameter listed below.

Make sure that you enter each value correctly. Most fields in the
configuration tables cannot be modified once an entry is added to
a table. Also, if a value in any configuration table used to
configure a new connection policy is incorrect, you will not be able
to modify this policy. Instead, you will have to re-configure the
appropriate table and configure a new policy. The only field in the
Connection Policy table that can be changed (with limitations) is
the IPSec policy profile. For more information, refer to procedure
Change the policy action for an existing IPSec connection policy

on page 121

Configuration values for IPSec between GWC and MTA gateways
using Kerberos key management (packet cable solutions only)
Before configuring IPSec for GWC secure communication with MTA
gateways, obtain the following information:

* Kerberos values:

— REALM (must match the name configured on KDC)

— principal name (must match the name configured on KDC)

— Kerberos service key (must match the key configured on KDC)
* |PSec values:

— authentication algorithm

— encryption algorithm

— security associations (SA) lifetime

— Perfect Forward Secrecy (PFS) group ID (this value must be
NONE)

R ——————
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Configuration values for IPSec between GWC and a gateway using
IKE key management

Before configuring IPSec for GWC secure communication with a
gateway (other than an MTA in packet cable solutions), obtain the
following information:

e |KE values:

— authentication algorithm (must match the value configured on
the remote gateway)

— encryption algorithm (must match the value configured on the
remote gateway)

— Diffie-Hellman group 1D

— IKE SA lifetime (must match the value configured on the remote
gateway)

— pre-shared key
* |PSec values:

— authentication algorithm (must match the value configured on
the remote gateway)

— encryption algorithm (must match the value configured on the
remote gateway)

— security associations (SA) lifetime (must match the value
configured on the remote gateway)

— Perfect Forward Secrecy (PFS) group ID (in SNO8, this value
must be NONE)

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005
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The following flowchart provides the summary of the procedure for
configuring IPSec connection policies on a GWC node.

Summary of configuring IPSec connection policy on a GWC node

Select IPSec
tab from the

Provisioning

screen

Y

Configure IPSec
Profile on

page 41

Configure IPSec
Preference and

Preference List on

Is the Policy \ N
Action BYPASS

page 53
Configure a +
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200 67 mechanism beros key man-
page 67 IKE? agement on
or
page 59
Configure a DIS- : + Y
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Configure IPSec page 89
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Detailed configuration tasks for IPSec between GWC and MTA line
gateways (packet cable solutions only)

The following table lists the detail configuration tasks that you may need
to perform, and the appropriate actions.

Task

Action

Configure IPSec fora GWC
connection with MTA.

Complete procedure Configure IPSec
SECURE or FLEX connection policy with
Kerberos on page 89.

Disable or enable IPSec processing
between GWC and a gateway using
BYPASS policy.

Note: When BYPASS policy is
used, a loss of communication
between the GWC and a remote
gateway will occur.

Complete procedure Disable or enable IPSec
between two nodes using BYPASS policy on

page 103.

Activate or de-activate IPSec
processing between GWC and a
gateway using FLEX policy.

Note: When FLEX policy is used to
activate IPSec, no loss of
communication occurs. When FLEX
policy is used to de-activate IPSec,
temporary loss of service may occur
until security is fully de-activated on
both nodes.

Complete procedure Activate or de-activate
IPSec using FLEX policy on page 99.

Change Kerberos service key.

Complete procedure Modify Kerberos service
key on page 113.

Disable the Kerberos key
management

Complete procedure Disable Kerberos key
management on page 117.

Delete a connection policy

Complete procedure Delete an IPSec
connection policy on page 127.

NN10213-611
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Detailed configuration tasks for IPSec between GWC and a gateway

The following table lists the detail configuration tasks that you may need
to perform, and the appropriate actions.

Task

Action

Configure IPSec for the GWC
connection with a gateway.

Complete procedure Configure IPSec

SECURE or FLEX connection policy with IKE
on page 79.

Disable or enable IPSec processing
between GWC and a gateway using
BYPASS policy.

Note: When BYPASS policy is
used, a loss of communication
between the GWC and a remote
gateway will occur.

Complete procedure Disable or enable IPSec

between two nodes using BYPASS policy on
page 103.

Activate or de-activate IPSec
processing between GWC and a
gateway using FLEX policy.

Note: When FLEX policy is used to
activate IPSec, no loss of
communication occurs. When FLEX
policy is used to de-activate IPSec,
temporary loss of service may occur
until security is fully de-activated on
both nodes.

Complete procedure Activate or de-activate
IPSec using FLEX policy on page 99.

Change IKE pre-shared key.

Complete procedure Modify IKE pre-shared
keys on page 109.

Delete a connection policy

Complete procedure Delete an IPSec
connection policy on page 127.

Gateway Controller Security and Administration
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IPSec fault management

Use the following logs and alarms to monitor and manage faults and
other events associated with IPSec:

e SA_PERCENTAGE_USAGE minor alarm
* logs GWC309 and GWC400

* logs for the Kerberos application

* logs for the IKE management system

For more information, refer to the Gateway Controller Fault
Management NTP, NN10202-911.

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005
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Access a GWC node using the CS 2000 GWC Manager

Purpose of this procedure

This procedure describes how to access the maintenance and
provisioning information for a GWC.

When to use this procedure
Use this procedure to select the GWC to maintain or provision.

Prerequisites

You require access to CS 2000 Management Tools client applications
to perform this procedure. For details, refer to the CS 2000
Management Tools section in the ATM/IP Solution-level Security and
Administration NTP, NN10402-600.

Action

At the CS 2000 GWC Manager workstation

1 At the CS 2000 Management Tools Selector window, click the
Gateway Controller folder from the Device Types directory tree
in the far left frame.

€7 C52000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN
File Fault Configuration Maintenance Windows Help

Metwark Configuration_

Metwark Codec Profile

Gateway Controller Security and Administration
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2 Review the three primary panes in the main window area that
provide access to provisioning data and maintenance data and
activities.

Note: The VCAC Resource Usage tab is not displayed when
the Network VCAC status is ON.

Device Network Configuration area
Typelist  GWC node area
Network Devices area

File Fault Cpnfiguration Mainfenance ‘Windows Help

MNetwork Configuration *
Metwork Codec Profile | D@oS Configuratio | WCAC Resource Usage

Mame | Bearer Metwork Type | Codec Selection | Packetization Rate | T-38
Network_Default_Pro...[IP [G.711-u law {orms |Disabled

~Contents of: Gat y Controller
Find | 4 | |
| 0To Add. | | Delete | Change... |

Gateway Contraller:

GWC-0 MNetwork Devices /
GiC-1
GVYC-2 PEP Servers | media Proxies | Network Zones | 0o Collectors | Location Recipia ession Policy Controller| ALGs |
GC-3
GIVC-4 Mame IF Address Type / Max Conn Protocal Yersion
(GWC-5 pep? 102.168.102.18 dgosmb " 10 DQOS 104
gwgg pepd 162.168.102.22 dgosmp” 10 DaoS 104
et C4_Pep 192.168.102.6 gpefib 10 DQOS 104
GvC-9 BSRE400 4713515415 asmb 10 DROoS 104
GWC-10 pep3 10.0.3.225 dgosmb 10 DQOoS 104
e 1 cuda 192.168.102.26 [dgosrmb 10 DQOS [04
GWC-12
Add... Delete Change...
General Metwark Settings
GWC default domain name: mgsite-2 hdsky ot Call Agent IP Address 00 106618 45
Call Agent id: 1 Call Agent IP Address 1: 10.66.15.44

= Prey Next = Auto Imaging; disabled Change.. |

General Network Settings area

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005
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3 From the Contents of: GatewayController frame, select the
GWC node that you wish to view.

;Cnntents of. Gateway Cantraller——
i Type a GWC node name here

Directary | Find | or

-k
Go T ;
I olo | | Selecta GWC node from the list

of provisioned GWC nodes
Gateweay Cnntrnllera/ P

|GWC-1

4 Click the maintenance and provisioning tabs in the main window
area that provide access to provisioning data and maintenance
data and activities.

Maintenance and Provisioning Tabs

_4 Device Types GWC-1 Unit 0: 10.65.1?.%
1 APS .
IEJ Satoway Controller Unit1: 10.66.17.4,

uas Maintenance Provisioning|
GYWC-1-UMIT-0
Administrative state: |un|ucked(1) Usage state |id|e(1)
Operational state: |enab|ed(1) Stand by state IthStandb\u’ﬂ)
~Contents of: Gateweay Controller——
Activity state: [standby(z) Swact state: [noSwAct()
D\rectoryl Find |
l— Isolation state: InDtISDIated(2) Alarm state IDD 0o 00 oo
GoTo
—l Available state: [00 0000 00 Fault state; [none(0)
Gateway Controllers:
e Loadname: [GNOSOBI
GWC-2
GWC-3 Save Image Busy (Disahle) | RS (Enahle) Card Wiew
GWC-4
GWYC-5
CWO-6 GYWC-1-URIT-1
GWC-T
GWWC-8 Administrative state: |unlocked(1) Usage state |id|e(1)
GWYC-9
W10 Cperational state: |enab|ed(1) Stand by state |pr0vidingSeNice(3)
GWC-11
W2 Activity state: [active(t) Swart state: [noSwAet(D)
Isolation state: |not|so|ated(2) Alarm state |critica|(1) , alarmoutstanding (4)
Ayailable state: 000000 00 Fault state: [none(d)
Loadname: [GNOS0BI
Save Image EusyiDisable) | RTE (Enakle) | Card Wiew |
[~ Force Warm Swact | Cold Swact |
= Prey Mext = |
5 This procedure is complete.

Gateway Controller Security and Administration
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Lock a GWC card

Purpose of this procedure

This procedure locks a single GWC card, stopping the services,
applications, and platform software running on the GWC card.

When to use this procedure
Use this procedure:

* when you are removing the card from service

» along with procedure Unlock a GWC card on page 23 to reboot a
GWC and force a software download

» as part of fault clearing activity to determine if a problem is
temporary or persistent

» when you have applied or removed a patch to the GWC software
using the Network Patch Manager (NPM) and have created a new
GWC software image on the CS 2000 Core Manager.

* when you are removing a GWC node from the CS 2000 GWC
Manager database

Prerequisites
If the card you want to lock is currently active, you need to switch call
processing to its mate card in the node. This places the card in standby
mode. Refer to procedure Invoke a manual protection switch (warm
swact) on page 29.

When the card is standby, you need to disable (busy) services on the
card. Refer to the procedure Disable (Busy) GWC card services on

page 37.

Once services on a standby card have been disabled, you can proceed
with locking the card.

e
Gateway Controller Security and Administration
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Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway

Controller folder from the Device Types directory tree in the far
left frame.

&2 (52000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN

File Fault Configuration Maintenance Windows Help

mletwark Configuration_

Metwork Codec Profile
2 From the Contents of: GatewayController frame, select the
GWC node that contains the card you want to lock.

;Cnntents of: Gateway Controller——

Type a GWC node name here,
Directary | Find |

or

-t
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateweay Cnntrnllers:/ P

|GWC-1

D —— e
NN10213-611 (I)SNO8 and up Standard 06.02 June 2005
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3 Select the Maintenance tab to display maintenance information
about the node.

GWC-1 Unit0: 10.66.17.42
Unit1: 10.66.17.43

Maintenance 'Prnvisinning

GWC-1-UNIT-0
Administrative state: |unlncked(1) lJsage state: |id|e(1)
Operational state: |enab|ed(1) Stand by state: |h0t8tandby(1)
Activity state: |standby(2) Swact state; [noSwAct(0)
|solation state: |nutlso|ated(2) Alarm state: |E|D 00 oo oo
Availahle state: [00 0000 00 Fault state: [nane(0)

Loadname: |GNOSOEI

Save Image | Busy (Disahle) | RTE (Enable) | Card View |
4 Click the Card View button for the card you want to lock.
G C-1- LINIT-1
Administrative state: |un|ncked(1) Usage state: |id|e(1)
Operational state: |enab|ed(1) Stand by state: |pruviding89wice(3)
Activity state: [active(!) Swact state; [noSwaAct()
|solation state: |nnt|su|ated(2) Alarm state: |critica|(1) , alarmOutstanding(4)
Available state: |00 00 00 00 Fault state: [none(D)

Loadname: [GNOS0BI

Save Image Busy iDizable) | ETE (Enable) K Card Wiew x

e
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At the CS 2000 SAM21 Manager client
5 In the card view, select the States tab.

File “iew

Sam21-2 : Slot12

Aarms I Equiiagsl Prowisioring |
— Bummany
Critical | Major | Minar |
0 o o |
~ Details
Ecjuig. | ID| Titne | Type | Severityl Reazon
=
=
=
e
5
12
6 In the States display, click the Lock button to lock the card.
File  “iew
Sam21-2 ; Slot12
ﬁlarrnsl Equip States I Diagsl Frmrisiu:-ningl
— D&l
Card Status: |Un|ncked
Dperational; |Enah|ed Inlack: |
Availability.  [Mane
~ History
= 2l
=
ot
5
12
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7 Observe the system response in the History window.

The card is locked when you see the text “Application locked
successfully” in the History display. The lock icon (circled in the

screen shot below) should also be present on the card graphic
at the left of the screen:

ﬁlarrnsl Equip tates I Diag;l F‘r-:-xriii-:-ningl
~ 0l

Card Status: ILD cked

Operational: |Disahled Lok LIt

myailability.  [None

— History

Lock request submitted. Confirmation in progress.
El ement Manager iniviated Lock request raceiwved

dpplication locked =ucce==fully

Ml Ewc-E-UnT-1

8 If necessary, return to step 2 and repeat this procedure for the
next GWC card in the node.

9 The procedure is complete.

Gateway Controller Security and Administration
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Unlock a GWC card

Purpose of this procedure

This procedure initiates a reboot of the GWC card causing the card to
download its software from the CS 2000 Core Manager and to restart
its call processing services and applications software.

When to use this procedure
Use this procedure:

» after replacing a GWC card.
» as part of a fault clearing activity.
* when a new software load is available.

* when you have completed reprovisioning a GWC card or GWC
node (a node is made up of unit 0 and unit 1 GWC cards) and you
would like the card or node to begin using the new provisioning
values.

* when you have applied or removed a patch to the GWC software
using the Network Patch Manager (NPM) and have saved a new
GWC software image to the CS 2000 Core Manager.

Note: For more information about upgrading or patching GWC
software, refer to the Upgrading the Gateway Controller NTP,
NN10196-461.

Prerequisites

The GWC card must be locked. The procedure Lock a GWC card on
page 17 in this NTP provides instruction on how to lock a GWC card.

Gateway Controller Security and Administration
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Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway

Controller folder from the Device Types directory tree in the far
left frame.

&2 (52000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN

File Fault Configuration Maintenance Windows Help

mletwark Configuration_

Metwork Codec Profile
2 From the Contents of: GatewayController frame, select the
GWC node that contains the card you want to unlock.

;Cnntents of: Gateway Controller——

Type a GWC node name here,
Directary | Find |

or

-t
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateweay Cnntrnllers:/ P

|GWC-1

D —— e
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3 Select the Maintenance tab to display maintenance information

about the node.

GYWC-6 Unit0: 47.104.41.54

Unit1: 47.104.41.55

Maintenance [)Provisioning

GWC-B-LINIT-0

Administrative state: |un|ncked(1)

Usage state: |idle(1)

Operational state: |enab|ed(1)

Stand by state: |pmviding89r\rice(3)

Activity state: [active()

Swact state: |nDSWAct(IZI)

|solation state: |notlsnlated(2)

Alarm state: |00 00 00 00

Available state: |DD 00 oo an

Fault state: |nune(U)

Loadnarne: lGIDSDEI.J

4 Click the Card View button for the card you want to unlock. This
action opens the CS 2000 SAM21 Manager.

Note: If a card is currently locked, all fields display the value

<unknown>.
GWWC-B-LINIT-1

Administrative state: |=:unknown} Llsage state: |=:unknown}
Qperational state: |<unkn0wn> Stand by state: |<unkn0wn>
Activity state: |<unkn0wn> Swact state; |<unkn0wn>
|solation state: |=:unkn0wnr= Alarm state; |=:unkn0wnr=
Awailable state: |=:unknown} Fault state: |=:unknown}

Loadnarme: |

Save Image By (Disatle) | RTS (Enahle) |

[ Farce VAT SwECT | Cold Swact |

e
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At the CS 2000 SAM21 Manager
5 In the card view, select the States tab.

Note: If you want to display the status of all cards in the shelf,
select the Shelf View from the View menu.

File “iew
Sam21-2 : Slot12

Aarms ] Equip Diags ] Prowisioning ]

Summary
Critical | Ivlzjar | Ilitar |
0 o o 5
Details
Ecjuip. | ID| Time | Type | Sever'rty| Reasan
a
=
=
ot
:
(8]
12
6 In the States display, click the Unlock button to unlock the card.
File  “iewy
Sam21-2 : Slot12
Harrns] Equip States ] Diags] Pn:-xrisiu:-ning]
(0}=]|
Card Status: |Lu:u:ked
Dperational: |Disabled ( Unlock ’
Availability  [None
History
= 4]
=
ot
:
(&)
12
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7 Observe the system response in the History window.

The card is unlocked when you see the text “Application
unlocked successfully”.

Plarrnsl Equip  States I Diagsl Prouisioningl
03l

— Card Status: [Unlocked

Dperational: |Enab|ed Lock Unlock

Avallability:  [Mone

~ History

El amant Manager initiated Wnlock request receiwved ;I
Resetting board

Reset comnpl ete

GUC-B-LIMIT-1

Initial izing network dewvice
Wet initialiged

Eooting cached load wia the backplane

— Eootloaded successfully

12 pplication unlocked =uccessfully

Save | Clear |

8 Return to step 2 and repeat this procedure for the next GWC
card until all the GWC cards have been unlocked and brought
into service. Remember, each GWC node has two GWC cards.

9 The procedure is complete.

e
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Invoke a manual protection switch (warm swact)

Purpose of this procedure

This procedure switches call processing activity from one GWC card to
the mate GWC card within the GWC node.

When to use this procedure

Since you cannot busy an active GWC card if a standby GWC card is
available, use this procedure before attempting to lock (busy) an active
GWC card to reduce the risk of service interruption.

Prerequisites

A warm swact will convert the active GWC card to standby state. A
warm swact preserves established calls and IP Security (IPSec)
security associations (SA), while calls in setup are lost.

Note 1: During a cold or warm swact of a DPT GWC, there is no way
to inform the far-end DPT GWC about the swact. As a result, DPT
trunks on the far-end are released by a peer-call SIP INFO audit
which runs approximately every 6 minutes.

Note 2: During a warm or cold swact, calls in setup over SIP-T
trunks are lost (as is the case with other trunk types). However, over
SIP-T trunks, the far end will continue to receive the setup alert
(ringing) until one of the following occurs:

 The end user answers and terminates the call.

» A system audit runs and clears the trunks (once every 10
minutes).

Gateway Controller Security and Administration
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Action

At the CS 2000 GWC Manager workstation

1 At the CS 2000 Management Tools Selector window, click the
Gateway Controller folder from the Device Types directory tree
in the far left frame.

&2 (52000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN

File Fault Configuration Maintenance Windows Help

mletwark Configuration_

Metwark Codec Profile

2 From the Contents of: GatewayController frame, select the
GWC node that you wish to perform the warm Swact on.

;Cnntents of. Gateway Cantraller——
i Type a GWC node name here,

Directary | Find | or

=k
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cnntrnllers/ P

|GWC-1

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005
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3 If necessary, select the Maintenance tab.
Click the Warm Swact button.

Note: Ifyou wish to override any pre-Swact queries check the
Force box, located next to the Warm Swact button. A
pre-Swact query is an additional set of checks performed
before a warm Swact. It is designed to detect when a warm
Swact is not recommended due to some degradation in the
active unit. Only check the Force box if you believe that a
warm Swact is needed despite any possibility of degradation.

Maintenance )Provisioning

GWC-0-UNIT-0

Administrative state: |unlucked(1) lJsage state: |id|e(1)

Qperational state: |enab|ed(1) Stand by state: |pr0vidingSer\rice(3)

Activity state: [active(1) Swact state: |noSwAst()

|salation state: |nnt|sn|ated(2) Alarm state: |DD 00 00 0o

Available state: |00 00 00 00 Fault state: [none(n)

Loadname: |GNDSOBR

Save Image EBusy (Disakle) | ETE (Enable) Card View
GWIC-0-LIMIT-1
Administrative state; |un|0cked(1) Jsage state: |id|e(1)
Operational state: |enab|ed(1) Stand by state: |hotStandby(1)
Activity state: |standhy(2) Swact state: [noSwact()
|solation state: |nnt|sn|ated(2) Alarm state: |DD 0000 oo
#vailable state: [00 00 00 00 Fault state: [none(0)
Loadname: |GMNOS0ER
Save Image | Busy (Disahle) | RS (Enable) | Card View |

‘ ™ Force ’ < Wiarm Swact m Zold Swact |

Gateway Controller Security and Administration
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4 Confirm that you wish to perform the warm swact by clicking the
OK button.

x|

& Thiz action will perfarm a warm swact of the GWC Lnits.
Press Ck to continue or Cancel to abort.

i cancel |

5 Observe the Maintenance Panel. The warm SwAct is successful
when the “Stand by state” for the newly active unitis at “providing
service(3)” and the “Stand by state” for the newly standby unit is
at “hotstandby(1)” in the Maintenance panel.

6 This procedure is complete.

- e ——————
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Invoke a cold manual protection switch (cold swact)

Purpose of this procedure

This procedure provides a service impacting recovery routine. If forces
a switch of active GWC cards in a node regardless of call progress on
the active card.

When to use this procedure

Use this procedure only when instructed by Nortel Networks support
personnel.

Prerequisites

CAUTION

A cold swact drops all active calls and all calls in
setup.

During a cold or warm swact of a DPT GWC, there is no way to inform
the far-end DPT GWC about the swact. As a result, DPT trunks on the
far-end are released by a peer-call SIP INFO audit which runs
approximately every 6 minutes.

During a cold or warm swact, calls in setup over SIP-T trunks are lost
(as is the case with other trunk types). However, over SIP-T trunks, the
far end will continue to receive the setup alert (ringing) until one of the
following occurs:

* The end user answers and terminates the call.
* A system audit runs and clears the trunks (once every 10 minutes).

e
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Action

At the CS 2000 GWC Manager workstation

1 At the CS 2000 Management Tools Selector window, click the
Gateway Controller folder from the Device Types directory tree
in the far left frame.

&2 (52000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN

File Fault Configuration Maintenance Windows Help

mletwark Configuration_

Metwark Codec Profile

2 From the Contents of: GatewayController frame, select the
GWC node that you wish to cold swact.

-Contents of. Gateway Controller—— Type a GWC node name here,

Directary | Find | or

-t
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateweay Cnntrnllers:/ P

|GWC-1

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005
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3 Select the Maintenance tab, then select the Cold Swact button.
Pro\risinningl
GYWC-0-UNIT-0
Administrative state; |un|0cked(1) Jsage state: |id|e(1)
Operational state: |enab|ed(1) Stand by state: |pr0viding89r\rice(3)

Activity state: [active(t) Swact state: [noSwAct()

|solation state: |nnt|sn|ated(2) Alarm state: |DD 00 oo oo

#vailable state: [0D 0D 00 0O Fault state: [none(D)

Loadname: |GNOSOER

Save Image Busy (Disakle) | RS (Enakle) Card Wiew
GWC-0-LINIT-1
Administrative state: |un|0cked(1) Usage state: |id|e(1)
Qperational state: |enab|ed(1) Stand by state: |hotStandby(1)
Activity state: |standby(2) Swact state: |noSwAst()
|solation state; |nnt|sn|ated(2) Alarm state: |DD 00 oo oo
#vailable state: (00 00 00 00 Fault state: [none(o)
Loadname: |GNOSOER
Save lmage Busy (Disable) | ETE (Enable) | Card View |
[~ Force Wiarmm Swact ‘ Cold Swact |’
4 Confirm that you wish to perform the cold swact by click the OK

button.

x|

& This actian will perfarm a cold swact of the GWC Linits.
Press Ok to continue or Cancel to abort.

Zancel |

= T EEE——————
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5 Observe the Maintenance Panel. The cold SwAct is successful
when the “Stand by state” for the newly active unitis at “providing
service(3)” and the “Stand by state” for the newly standby unit is
at “hotstandby(1)” in the Maintenance panel.

6 This procedure is complete.
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Disable (Busy) GWC card services

Purpose of this procedure

This procedure disables call processing activity and services on a
single, standby GWC card within a GWC node.

Note: If you wish to busy both GWC cards in the node, refer to
procedure “Busy a GWC node” in the Gateway Controller
Configuration Management NTP, NN10205-511.

When to use this procedure
Use this procedure as part of maintenance or fault clearing activities.

Prerequisites
The following prerequisites apply:
* To busy an active GWC card, you must first busy the standby GWC

card or perform a warm swact on the node using procedure Invoke
a manual protection switch (warm swact) on page 29.

* To busy a standby GWC card, it must be in the “hotstandby” state.

» To reduce the risk of service interruption, perform procedure Lock a
GWC card on page 17, after you have performed the steps in this
procedure.

Action

At the CS 2000 GWC Manager workstation

1 At the CS 2000 Management Tools Selector window, click the
Gateway Controller folder from the Device Types directory tree
in the far left frame.

€7 CS2000 Management Tools - 131.147.241.72 {CM CLLI: FREDGEN
File Fault Configuration Maintenance Windows Help

_4 Device Types

Fetwark Configuration_

Metwark Caodec Profile
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2 From the Contents of: GatewayController frame, select the
GWC node that you wish to busy services on.

;Cnntents of. Gateway Cantraller——
i Type a GWC node name here,

Directary | Find | or

-k
Go T i
I olo | | Select a GWC node from the list

of provisioned GWC nodes.
Gateweay Cnntrnllera:/ P

|GWC-1

3 Select the Maintenance tab, then click the Busy (Disable)

button.
GYWC-1 Unit0: 10.66.17.42
Unit1: 10.66.17.43
Prn\tisinning
GYWC-1-URIT-0
Administrative state: [unlocked(1) Usage state: [idle(1)
Operational state; |enab|ed(1) Stand by state; |thStandby(1)
Activity state: |standby(2) Swact state: [noSwAct(l)
Isalation state: |n0tlsu|ated(2) Alarm state: |DD 0o 00 oo
Available state: |00 0D 00 00 Fault state: [none(D)
Loadname: |GNOSOER
Save lmage | Busy (Disable) ) EnsiEnahle) Card Wiew

4 This procedure is complete.
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Enable (RTS) GWC card services

Purpose of this procedure
This procedure enables restart of call processing software on the
inactive GWC card in a GWC node.

Note: To restart services on both GWC cards in a node refer to
procedure “Manually return a GWC node to service” found in the
Gateway Controller Configuration Management NTP, NN10205-511.

When to use this procedure

Use this procedure as a part of maintenance or fault clearing activities.
Prerequisites

The services on the GWC card must be in a busied state. Use

procedure Disable (Busy) GWC card services on page 37 to perform
this task.

Action

At the CS 2000 GWC Manager workstation

1 At the CS 2000 Management Tools Selector window, click the

Gateway Controller folder from the Device Types directory tree
in the far left frame.

£ CS2000 Management Tools - 131.147.241.72 (CM CLLI: FREDGEN

File Fault Configuration Maintenance Windows  Help

Metwork Configuration__

Metwark Codec Profile

e
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2 From the Contents of: GatewayController frame, select the
GWC node that you wish to perform an RTS on.

. Contents of Gateweay Controller
i Type a GWC node name here,

Directary | Find | or

-k
Go T i
I olo | | Select a GWC node from the list

of provisioned GWC nodes.
Gateweay Cnntrnllera:/ P

|GWC-1

3 Select the Maintenance tab.

4 Determine which GWC card in the node has services busied. If
both card’s services busied, refer to procedure “Manually return
a GWC node to service” found in the Gateway Controller
Configuration Management NTP, NN10205-511.

5 Click the RTS (Enable) button for the standby card.

Maintenance Prnvisiuningl

GINIC-7-UNIT-0
Adrministrative state: |locked(2) Usage state: fidle(1)
Qperational state: |disabled(2) Stand by state: |cn|d5tandb\,r(2)
Activity state: [standin(2) Swact state: |noSwActi)
Isolation state: Inutlsulated(z) Alarm state: Iminnr(3) , alarmOutstanding(4)
Available state: [00 00 00 00 Fault state: [none()

Loadnarme: |GNDSDEIS

Save Image BusyiDisakle) H RTS (Enahble) ’ Card YWiew

GWWC-T-LINIT-1
Administrative state: |un|ncked(1) Usage state: |id|e(1)
Qperational state: Ienabled(1) Stand by state; IpruvidingSer\rice(S)
Activity state: |active(1) Swact state: [noSwactD)
Isolation state: |n0tlsolated(2) Alarm state: |E|D 00 oo oo
Awailable state: {00 00 00 00 Fault state: [none(n)

Loadname: |GNDBDEIS

Save Image | Busy {Disahle) | BT (Enabley Card View

6 This procedure is complete.

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005



Copyright © 2005, Nortel Networks 41 Nortel Networks Confidential

Configure IPSec Profile

Purpose of this procedure

This procedure provides the steps required to configure IPSec Profile
for a connection policy that you want to add to the selected Gateway
Controller (GWC) node.

The IPSec Profile table defines the following aspects of a connection

policy:

* the type of action (type of connection policy) that the GWC can
apply to incoming and outgoing packets

* the key negotiation mechanism that the connection policy will use
for IPSec security associations (SA)

* the grace period - the amount of time (in seconds) remaining in the
IPSec SA lifetime before the SA is renewed.

When to use this procedure

Use this procedure to define a profile for the connection policy that you
want to add to the selected GWC node.

Prerequisites
Provision IPSec only if a secure gateway exists in your network.

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

€7 CS2000 Management Tools - zncls0jw.us.nortel.com (C

File Fault Configuration Maintenance Windows Help

_4 Device Types

..... _| APS

R | oteveay Controller
i _| as

Metwaork Configu

Fetwark Codec

e
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2 From the Contents of: GatewayController frame, select the
appropriate GWC node.

;Cnntents of: Gateway Caontraller——
i Type a GWC node name here,

Ditectary | Find | or

=t
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then the IPSec tab, then click the
IPSec Profile tab.

Maintenanc
Cuntrnllerl Gateways| Linesl Carriers| fedia Pruxies| Qo3 Cnllecturs
IPSec Prafile )IPSec F'referenl:e| IPSec Freference List| IKE F‘reference| IKE Freference List| Connaction F‘ulicﬁ,f|

icy profile name | Paolicy action | Key negotiation | Policy mode | Keep 54 alive | Grace period (seconds) | Internal ID |

4 Click the Add button in the lower right corner of the IPSec Profile
panel to display the Add IPSec Profile dialog box.

Note: You have the option to cancel the procedure at any time
(but before you click the OK button). To do that, click the
Cancel button.

Add IPSec Profile x|

Policy profile name: |

Policy action:  [SECURE =]
key negotiation: |NA j
Policy mode: [TRANSPORT =1

Grace petiod (seconds): |

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005
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5

Obtain and enter (or select from the drop-down menu)
provisioning values for each field described in the following table.

IPSec Profile configuration fields (Sheet 1 of 2)

Field Value Description
Policy profile | <user defined Enter the name to be assigned to this IPSec
name: string of profile.
alphanumeric
characters>
Policy action: This field defines the type of action (type of
connection policy) that the GWC will apply to
each packet that matches the policy
configuration values. From the drop-down
menu, select the appropriate value for the policy
that you want to add.
SECURE IPSec processing will be applied to each packet
that matches the policy.
BYPASS No IPSec processing will be applied to all
packets matching the policy.
DISCARD All packets matching the policy will be
discarded.
FLEX Use FLEX policy during the transition process,

when some gateways associated with this
connection policy operate in a secure mode and
some do not. The FLEX policy provides the
GWOC with the flexibility of accepting secure and
non-secure messages. FLEX policy supports
both IPSec processing and bypassing of IPSec
processing.

follows.

If you choose the BYPASS or DISCARD policy action, all remaining fields become
disabled (with predefined values displayed). Go to step 6 to continue the procedure.

If you choose the SECURE or FLEX policy action, configure the remaining fields as

R ——————
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IPSec Profile configuration fields (Sheet 2 of 2)

Field

Value

Description

Key
negotiation:

NA
IKE
KERBEROS

This field indicates the key negotiation
mechanism for IPSec security associations
(SA).

Select KERBEROS only if you are configuring
IPSec profile for a policy that will be used
between the GWC and multimedia terminal
adaptor (MTA) line gateways (cable solutions
only).

Select IKE if you are configuring IPSec profile for
any other policy.

Note: If you chose the BYPASS or DISCARD
policy action, the pre-defined value is NA.

Policy mode:

TRANSPORT
(NA)

This field specifies the mode in which IPSec
traffic can be sent. This field is pre-defined with
the appropriate value for the selected policy
action:

¢ TRANSPORT - default mode for SECURE or
FLEX policy action

¢ NA - for BYPASS or DISCARD policy action

Note: |IPSec in tunnel mode is not supported in
SNO08.

Grace period
(seconds)

0 to 2419200

Enter an integer value (in seconds) representing
the amount of time remaining in the IPSec SA
lifetime before the SA is renewed. For example,
an entry of 60 means that 60 seconds before the
SA expiration, the selected key management
will try to renew the SA.

Note: The recommended value is 60.

When you are finished entering data, click the OK button.

Observe that the newly defined policy profile data appears in the
IPSec Profile table.

Note: If you need to remove the new entry, click on the
appropriate row, then click on the Delete button. A Confirm
deletion window appears. Click the Yes button to delete the

entry.

Repeat this procedure as required to add more policy profiles.
The procedure is complete.
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Configure IKE Preference and Preference List

Purpose of this procedure

This procedure provides the steps required to configure IKE Preference
and Preference List tables. IKE is a cryptographic key management
mechanism used to negotiate and derive keys for the IPSec security
associations (SA).

The IKE Preference parameters are used to negotiate and establish a
secure authenticated communication channel between the Gateway
Controller (GWC) and another network device. This process is also
referred to as phase 1.

Note: Note that only main mode is supported on the GWC
(aggressive mode is not supported). Also, only pre-shared key
authentication is supported (digital signature authentication or public
key encryption authentication are not supported).

At the end of phase 1, an IKE SA is created, which is used to negotiate
SAs for IPSec.

When to use this procedure

Use this procedure when you wish to define IKE preferences and
preference lists. The IKE Preference table entries are used to configure
the IKE Preference List table, which is required when configuring a
SECURE or FLEX connection policy with IKE key negotiation. These
two tables must be configured first before you can add a SECURE or
FLEX connection policy to the selected GWC node.

You can configure multiple IKE preferences and multiple preference
lists. Each list can contain up to 3 preferences.

Prerequisites
None

R ——————
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Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 Cs2000 Management Tools - zncOs0jw.us.nortel.com (C
File Fault Configuration Maintenance Windows Help

_4 Device Types

..... _| APS
S | G atevyay Controller i e
I UAS Metwork Codec
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

'—Cnntents of: Gateweay Cantraller——
Y Type a GWC node name here,

Directory | Find | or

k
Go To i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then the IPSec tab, then click the
IKE Preference tab.

Maintenanc
Cnntruller| Gateways| Lines| Carriers| Media F‘rnxies| Qo3 Cullecturs

IPSec Profile | IPSec Preference | IPSec Preference List (IKE Preference)| IKE Preference List| Connection Palicy |

icy profile name | Folicy action | Kev negotiation | Paolicy mode | Keep 34 alive | Grace period (seconds) | Internal [D |

e ]
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4 Click the Add button in the lower right corner of the IKE
Preference panel to display the Add IKE Preference dialog box.

Note: You have the option to cancel the procedure at any time
(but before you click the OK button). To do that, click the
Cancel button.

X

[KE preference name:; |

Cipher algarithm:  [DES-CBC =1

Hash algorithm:  {MD5 =1

Authentication method:  |[PRESHARED =
Lifetime {seconds): |

Diffie-Hellman key aroup: |1 j

( QK ( Cancel
5 Obtain and enter (or select from the drop-down menu)

provisioning values for each field described in the following table.

IKE Preference configuration fields (Sheet 1 of 2)

Field Values Description
IKE preference <user-defined Enter the name to be assigned to this IKE
name: string of preference.
alphanumeric
characters>
Cipher algorithm: | DES-CBC Select the cipher algorithm (in CBC mode) for
3DES-CBC this IKE preference.
AES-CBC

Note 1: Triple data encryption standard
(BDES) algorithm is more secure than DES.
The advanced encryption standard (AES)
algorithm is extremely efficient and very secure
but it is not part of the IKE RFC2409, so itis not
supported by the remote gateway.

Note 2: This algorithm must match the
algorithm configured on the remote gateway. If
necessary, refer to the appropriate gateway
documentation or contact your network
administrator.

R ——————
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IKE Preference configuration fields (Sheet 2 of 2)

Field

Hash algorithm:

Values

MD5
SHA

Description

This field indicates the cryptographic hash
algorithm for this IKE preference. Select one of
the following algorithms:

* MD5 (message digest 5)
e SHA (secure hash algorithm)

Both algorithms are one-way functions that
take an arbitrary length input and generate
fixed-length output called hash value. SHA is
considered more secure then MD5.

Note: This algorithm must match the
algorithm configured on the remote gateway. If
necessary, refer to the appropriate gateway
documentation or contact your network
administrator.

Authentication
method:

PRESHARED

This field indicates the authentication method
to be used with this IKE preference. This field
is pre-defined with the value of PRESHARED,
which means that the same key is pre-installed
on each host.

Lifetime
(seconds):

0 to 2419200

Enter the lifetime (in seconds) of an IKE SA
established using this preference. The IKE SA
can be used to establish several IPSec SAs, so
this value is usually larger than the lifetime of
an IPSec SA. When the IPSec SA expires, it
can be renewed under the protection of the
same IKE SA.

Note: Ensure that the same lifetime value is
configured on the GWC and on the remote
gateway. Contact your network administrator
to determine this value.

Diffie-Hellman
key group:

This field indicates the Oakley group to be
used for a Diffie-Hellman key exchange during
phase 1 negotiation (establishing IKE SA).

NN10213-611
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6 When you are finished entering data, click the OK button.

Observe that the newly defined data appears in the IKE
Preference table.

Note: If you need to remove the new entry, click the
appropriate row to highlight it, then click the Delete button. A
Confirm deletion window appears. Click the Yes button to
delete the entry.

IPSec Profile | IPSec Preference | IPSec Preference List IKE Preference | IKE Preference List| Connection Policy| Kerberos |

IE preference name| Cipher algarithm | Hash algarithm | Authentication meth0d| Lifetime (secnnds}| Diffie-Hellman key

3DES MDS 126005 ... [3DES-CBC [Ts13 |PRESHARED [12600 [1
7 Use the following table to determine your next step.
If you wish to Do
add more IKE preferences repeat steps 4 to 7

configure IKE Preference List table  go to step 8

8 Click the IKE Preference List tab.

Maintenance Provisioning |

Controller| Gateways | Lines | Cariers | Media Proies | QoS Collectors IPSec |

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference (IKE Preference List) Connection Palicy |

icy profile name | Palicy action | Key negotiation | Policy mode | Keep 54 alive | Grace period (seconds) | Internal 1D |

R ——————
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9 Click the Add button in the lower right corner of the IKE
Preference List panel to display the Add IKE Preference List
dialog box.

Note: Inthe Preference #1: field, the system displays the first
preference name from the IKE Preference table, but you can
change this value. The second field is set to NONE, and the
third is disabled. When you select and add the second
preference, the third one becomes active.

Add IKE Preference Liskt x|

Preference list narme: ||

Mode: [mAl =
Preference #1: |3DES MD5 126005 GRP 1 =]
Frefarence #2: |NONE LI
Freference #3: |NONE ;l

8] | Cancel |

10 In the Preference list name: field, enter the name that will be
assigned to this IKE preference list.

11 Click the Preference #1: drop-down menu and select the name
of one of the previously defined IKE preferences. This
preference constitutes the first item on the list.

If you want to add more items, repeat this step for the remaining
two fields. Otherwise, go to step 12.

Note: An IKE preference list can contain up to three
preferences. The order of these preferences is very important,
since the GWC will try to match first preference #1, then #2,
then #3.
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12 Click the OK button.

Observe that the newly defined list data appears in the IKE
Preference List table.

Note: If you need to remove the new entry, click the
appropriate row, then click the Delete button. A Confirm
deletion window appears. Click the Yes button to delete the
entry.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference IKE Preference LiST' Connection Poli

Preference list name | Mode | Preference list |InternaIID|
3DES MDS5 126005 GRP1 [MAIN [(30ES MD5 126005 GRP 1Y [1 |

13 If required, repeat steps 9 to 12 to add more IPSec preference
lists.

14  The procedure is complete.

e
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Configure IPSec Preference and Preference List

Purpose of this procedure

This procedure provides the steps required to configure IPSec
Preference and IPSec Preference List tables.

The IPSec Preference parameters consist of an encryption and
authentication algorithm, and a lifetime. These parameters are used to
negotiate and establish pairs of IPSec security associations (SA)
between the GWC and another network device. The IPSec SAs define
how two network components will use IPSec to communicate securely.

When to use this procedure

Use this procedure when you wish to define IPSec preferences and
preference lists. The IPSec Preference table entries are used to
configure the IPSec Preference List table, which is required when
configuring a SECURE or FLEX connection policy. These two tables
must be configured before you can add a SECURE or FLEX connection
policy to the selected GWC node.

You can configure multiple IPSec preferences and multiple preference
lists. Each list can contain up to five preferences.

Prerequisites
Provision IPSec only if a secure gateway exists in your network.

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 Cs2000 Management Tools - zncOs0jw.us.nortel.com (C

File Fault Caonfiguration Maintenance Windows Help

_4 Device Types

..... _| APS

S| Gxitevay Controller
o _| as

Fetwark Configu

Metwark Codec
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2 From the Contents of: GatewayController frame, select the
appropriate GWC node.

. Contents of: Gateway Controller
i Type a GWC node name here,

Ditectary | Find | or

=t
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then on the IPSec tab, then click the
IPSec Preference tab.

Maintenanc
Cnntruller| Gateways| Lines| Carriers| Media F‘rm{ies| @05 Cullecturs

IPSec Profile (PSec Preference ) IPSec Prefarence List| IKE Prefarence | IKE Preference List| Connection Palicy |

icy profile name | Falicy action | Kev negotiation | Palicy mode | Keep 3A alive | Grace period (seconds) | Internal [D |

4 Click the Add button in the lower right corner of the IPSec
Preference panel to display the Add IPSec Preference dialog
box.

Note: You have the option to cancel the procedure at any time
(but before you click the OK button). To do that, click the
Cancel button.

X
IPSec preference name: |
ESP cipher algarithm:  |[ESP_3DES =1
ESP HMAC algorithm:  [HMAC_MDS =1
Lifetime {secands): |
FFS: Diffie-Hellman key group: |NONE j

C ok )( Cancel ‘b
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5 Obtain and enter (or select from the drop-down menu)
provisioning values for each field described in the following table.

IPSec Preference configuration fields (Sheet 1 of 2)

Field Values Description

IPSec <user-defined Enter the name to be assigned to this IPSec

preference string of preference.

name: alphanumeric
characters>

ESP cipher ESP_DES This field provides the encryption mechanism

algorithm: ESP_3DES that will be applied to the IPSec SA. Select the
ESP_NULL appropriate encapsulating security payload
ESP_AES (ESP) cipher algorithm.

Note 1: Triple DES (3DES) algorithm is more
secure than DES.

The advanced encryption standard (AES)
algorithm is extremely efficient and very secure
but it is not part of the IKE RFC2409, so it
cannot be supported by the remote gateway.
NULL provides no encryption to the data, but
does retain data integrity and authentication.

Note 2: If IKE is used as the key management
protocol, ensure that the same algorithm is
configured on the remote gateway. If
necessary, refer to the appropriate gateway
documentation or contact your network
administrator.

ESP HMAC HMAC_MD5 This field provides the authentication method
algorithm: HMAC_SHA for this IPSec preference. Select one of the
following ESP hashed message authentication
code (HMAC) algorithms:

e MD5 (message digest 5)
* SHA (secure hash algorithm)

Both algorithms are one-way functions that
take an arbitrary length input and generate
fixed-length output called hash value. SHA is
considered more secure then MD5.

Note: If IKE is used as the key management
protocol, ensure that the same algorithm is
configured on the remote gateway. If
necessary, refer to the appropriate gateway
documentation or contact your network
administrator.
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IPSec Preference configuration fields (Sheet 2 of 2)

Field Values Description
Lifetime 0 to 2419200 Specify (in seconds) the desired lifetime of an
(seconds) IPSec SA established using this preference.
Note 1: The recommended value is 86400
(1 day).

Note 2: If IKE is used as the key management
protocol, ensure that the same lifetime is used
on the GWC and on the remote gateway.

PFS: NONE When Kerberos is used as the key
Diffie-Hellman 1 management, this value must be set to NONE.
key group: 2

When IKE is used as the key management, this
field indicates what Oakley group will be used
for a Diffie-Hellman key exchange during
phase 2 negotiation (establishing IPSec SAs
pair).

For packet cable solutions, the
recommendation is not to use Perfect Forward
Secrecy (PFS), so select NONE when
configuring IPSec between the GWC and a
CMTS, and between the GWC and a TGCP
trunk gateway.

6 When you are finished entering data, click the OK button.

Observe that the newly defined data appears in the IPSec
Preference table.

Note: If you need to remove the new entry, click the
appropriate row to highlight it, then click the Delete button. A
Confirm deletion window appears. Click the Yes button to
delete the entry.

IPSec Profile  IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List| Connection Policy| Kerben

IPSec preference narme | ESP cipher algotithm | ESP HMAC algorithm | Lifetime (seconds) | PFS: Diffie-Hellman ke

3DES SHA 264003 ESF_3DES HMAC_SHA BE400 MNOME
MULL MD5 BE400s ESP_MULL HhAC_D5 BE400 NORNE
7 Use the following table to determine your next step.

If you wish to Do
add more IPSec preferences repeat steps 4 to 7

configure IPSec Preference List table  go to step 8
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8 Click the IPSec Preference List tab.

Maintenance Provisioning |

Controller| Gateways | Lines | Carriers | Media Provies | QoS Collectors IPSec |

IPSec Profile | IPSec Preference EF'SBE Preference LisD IKE Preference | IKE Preference List| Connection Policy|

icy profile name | Palicy action | Key negotiation | Policy mode | Keep 54 alive | Grace period (seconds) | Internal 1D |

9 Click the Add button in the lower right corner of the IPSec
Preference List panel to display the Add IPSec Preference List
dialog box.

Note: Inthe Preference #1: field, the system displays the first
preference name from the IPSec Preference table, but you
can change this value. The second field is set to NONE, the
remaining three fields are disabled. When you select and add
the second preference, the third one becomes active, and so
on.

Note 3: You have the option to cancel the procedure at any
time (but before you click the OK button). To do that, click the
Cancel button.

Add IPSec Preference List x|

Preference list name: |

Freference #1: |3DES SHA BEA00s

Freference #2: |NDNE

Freference #4: |NONE

[
[
Freference #3: |NONE ;l
=
=

Freference #5: |NONE

( (04 ]( Cancel]

10 In the Preference list name: field, enter the name that will be
assigned to this IPSec preference list.
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NN10213-611

1

12

Click the Preference #1: drop-down menu and select the name
of one of the previously defined IPSec preferences. This
preference constitutes the first item on the list.

If you want to add more items, repeat this step for the remaining
fields. Otherwise, go to step 12.

Note: An IPSec preference list can contain up to five
preferences. The order of these preferences is very important,
since the GWC will try to match first preference #1, then #2,
and so on.

Click the OK button.

Observe that the newly defined data appears in the IPSec
Preference List table.

Note: If you need to remove the new entry, click the
appropriate row to highlight it, then click the Delete button. A
Confirm deletion window appears. Click the Yes button to
delete the entry.

IPSec Profile | IPSec Preference IPSec Preference List | IKE Preference | IKE Preferenc

Freference list name | Preferance list | Internal 10
3DES SHA 864003 (3DES SHA BE400s3) 1
3DES SHA/MULL MDA LIST |(3DES SHA 864008, NULL MD5 86400s) |2
MULL MD5 864003 (NULL MDA 96400s) 3
13 If required, repeat steps 9 to 12 to add more IPSec preference
lists.
14 The procedure is complete.
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Configure Kerberos key management

Purpose of this procedure
This procedure provides the steps required to configure Kerberos key
management for one of the following Gateway Controller (GWC)
service profiles in packet cable solutions:

e SMALL_LINENA
e SMALL_LINEINTL

Note: The Kerberos tab is available only when the GWC service
profile contains the Kerberos capability.

Kerberos is a network authentication protocol intended for IP networks.
It was developed at MIT and has since become a widely available IETF
(www.ietf.org) standard in the internet community (RFC 1510).

Kerberos with public key support (using the PKINIT extension to the
Kerberos IETF standard) is used in the VolP solutions as an optimized
key management protocol for use with IPSec between the GWC and
the multimedia terminal adapter (MTA) line gateways. This security
solution is based on the PacketCable Security Specification (see url:
www.packetcable.com) and is targeted towards the PacketCable
access market.

When to use this procedure

Use this procedure when you wish to configure Kerberos for the
selected GWC node.

Note: You need to complete this procedure only if you plan to add a
SECURE or FLEX connection policy with Kerberos key negotiation to
the selected GWC.

Prerequisites

ATTENTION

If an application layer gateway (ALG) middlebox is associated
with an MTA gateway, IPSec between the GWC, ALG, and MTA
gateway is not supported.

Provision IPSec with Kerberos only if a secure MTA gateway exists in
your network. MTA authentication process with the GWC requires a
PacketCable key distribution center (KDC) server, which grants
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authentication tickets to the MTA. These tickets are used to
authenticate an MTA to a GWC, and to establish a pair of IPSec SAs on
both nodes. The KDC is third-party equipment and must be integrated
with the network.

CAUTION

Possible communication disruption

The Kerberos parameters configured on the GWC
must match the Kerberos parameters defined on the
KDC. Otherwise, communication disruption between
the GWC and the MTA may occur.

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 52000 Management Tools - znc0s0jw.us.nortel.com (C
File Fault Configuration Maintenance Windows Help

_4 Device Types
-] APS
| G atevvay Cantraller Wzt g o
LAUAS Metwark Codec
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

. Contents of: Gateway Controller
i Type a GWC node name here,

Ditectary | Find | or

=t
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

e ]
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3 Click the Provisioning tab, then on the IPSec tab, then click the
Kerberos tab.

Note: The IPSec and Kerberos tabs are visible only when you
select a GWC service profile with the Kerberos capability.
Refer to the list of GWC service profiles at the beginning of this
procedure.

MaintenanceCLIovsioning J)
Cuntrnllerl Gatewavsl Linesl Carriersl EndpnintGruupsl hedia Prnxiesl GoS Collecto D
IPSec Pruﬂlel IPSec F'referencel IPSec Preference Listl IKE F'referencel IKE Preference Listl Connection F'Dlic

Kerheros realm | Frincipal name | Clock skew {secands) | Key grace period (minutes) | Time zone offset | key chang

4 Click the Add button in the lower right corner of the Kerberos
panel to display the Add Kerberos Key dialog box.

Note 1: If the Kerberos key is already configured for the
selected GWC, the Add button is not available - you cannot
have more then one Kerberos key configured for a GWC.
However, you can modify the existing configuration data. For
more information refer to procedure Modify Kerberos service
key on page 113.

Note 2: You have the option to cancel the procedure at any
time (but before you click the OK button). To do that, click the
Cancel button.

Add Kerberos Key x|

kerheros realm: |

Principal name: |

Clock skew (seconds): |3IZIIZI

Key grace period (minutes); |1 nogo

Time zone offset |UTC =]

Keyformat |BASEG4 ~]
Kerheros key: |

kKey change reason: |REFRESH LI
key varsian: |

Keytype: |DES3-CBC-MDS =l
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5 Obtain and enter (or select from the drop-down menu)
provisioning values for each field described in the following table.

Kerberos key configuration fields (Sheet 1 of 4)

Field Values Description
Kerberos <user-defined Enter the Kerberos realm to which the GWC
realm: string of belongs, for example, CA.NORTEL.COM.

all-upper-case
alphanumeric
characters>

Note: Valid realm name must have at least
one dot (.).

Make sure that this realm is also defined on the
KDC.

Note: Make sure that you enter this
information correctly!

If you enter this information incorrectly and you
need to modify it later (when this procedure is
complete), both GWC units will have to be
restarted, and the Kerberos key and key
version will have to be changed.

Principal <user-defined Enter a name that uniquely identifies the
name: string of selected GWC.

ngaﬁzgfeTse:'c Use the following format:
cms/gwc-<xx>.<clli>.<domain_name>

where:
e xxis the GWC node number
e clliis the CM node name

e domain_name is the name of the
administrative domain to which the GWC
belongs

The same GWC principal name must be
provisioned on the KDC.

Note: Make sure that you enter this
information correctly! If you enter this
information incorrectly and you need to modify
it later (when this procedure is complete), both
GWC units will have to be restarted, and the
Kerberos key and key version will have to be
changed.
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Kerberos key configuration fields (Sheet 2 of 4)

Field

Clock skew
(seconds):

Values

30 to 3600

Description

Enter the maximum allowed time difference (in
seconds) between the GWC'’s local time and
any MTA and KDC.

The default value is 300 (seconds).

Key grace
period
(minutes):

30 to 65535

Enter the grace period (in minutes) during
which the GWC will accept Kerberos tickets
encrypted with an older key that the GWC has
retained and that are still valid (not
compromised). All older keys that the GWC
has retained could be discarded after they
have been retained past this grace period.

Note 1: When a service key is changed
because it is compromised, the GWC will still
retain all older keys it may have, but will reject
any ticket that is encrypted with an older key.

Note 2: After reboot/restart operation, GWC
retains only the two most recent service keys.

The grace period must be at least as long as
the maximum lifetime of a ticket generated by
the KDC.

The default value is 10080 minutes (7 days).

Time zone
offset:

UTC - 12:00
uTC

UTC + 12:00

Select the time zone offset that reflects the
time zone used throughout the office. It is
usually UTC (universal coordinated time).

Key format:

BASEG64
HEX

Select the Kerberos key format: BASE64 or
HEX.
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Kerberos key configuration fields (Sheet 3 of 4)

Field Values Description

Kerberos key: | <user-defined> Enter the Kerberos service key that the GWC
will use to decrypt Kerberos tickets sent by the
MTA. These tickets (obtained by the MTA from
the KDC) are encrypted using the same key.

The expected key size is

o for BASE64 key format: 32 BASE64 digits
Note: The acceptable range of characters
is: <a-z, A-Z, 0-9, /+>.

* for HEX key format: 48 HEX digits

Note: This entry becomes invisible once you
complete Kerberos key configuration. The
following message will be displayed in this
field: <KEY IS HIDDEN>.

The key is generated at KDC, then the
extracted key must be provisioned (by copying
and pasting) at the GWC.

Key change REFRESH A service key can be refreshed as part of a
reason: COMPROMISE routine key change, and also when the change
is required because the key was compromised.
When this field is set to

e REFRESH, the GWC will accept tickets
encrypted with an older service key up to a
period of time equal to the value specified in
field Key grace period.

e COMPROMISE, the GWC will reject all
tickets encrypted with a service key other
than the current version.

Note: Older keys are still valid for 30 minutes
after the COMPROMISE key change event.

When configuring Kerberos key for the first
time, this field is disabled and pre-defined with
the value of REFRESH. When you change the
key later, you can also modify this field.
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Kerberos key configuration fields (Sheet 4 of 4)

Field Values Description

Key version: 0to 2147483647 | Enter the version number of the service key. It
must be the same version number as the one
provisioned on the KDC, and used to encrypt
GWC tickets.

Key type: DES3_CBC_MDS5 | This field specifies the encryption algorithm for

which the GWC uses the service key to encrypt
and decrypt GWC Kerberos tickets.

This field is pre-defined, you cannot change it.

6 When you are finished entering data, click the OK button.

Observe that the newly defined Kerberos key data appears in the
Kerberos table.

IFSec Prnﬂlel IPSec F'referencel |IPSec Preference Listl IE Preferencel IKE Preference Listl onnection Policy  Kerberos |

Kerberos realm| Frincipal name | Clock skews | key grace periud...l Time zone offset | key change reasun| key wersion
MESITE-2.B45... [cmsfowe-12.c0... 3600 [12000 [T |COMPROMISE |5

7 The procedure is complete.

R ——————
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Configure a BYPASS connection policy

Purpose of this procedure

This procedure provides the steps required to configure a BYPASS
connection policy for a selected Gateway Controller (GWC) node. This
policy means that all messages exchanged between the GWC and the
specified network component (defined by the IP address, a range of
addresses, or a netmask) are not secure.

When to use this procedure

Use the non-secure BYPASS policy when no security is required
between a GWC and a specified network component. For example, it is
used for all captive office local are network (CO-LAN) components that
need to communicate with the GWC.

You can also use this policy to temporarily disable security between a
GWC and a specified component. If you want to enable it again, delete
the appropriate BYPASS policy. For more information refer to procedure
Disable or enable IPSec between two nodes using BYPASS policy on

page 103.

Prerequisites

CAUTION

Possible communication disruption

Adding a BYPASS policy can cause a
communication disruption between the GWC and a
gateway that requires IPSec. Proceed with caution.

This procedure requires that the IPSec profile with the BYPASS policy
action is configured first. If required, complete procedure Configure

IPSec Profile on page 41.

R ——————
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Action

At the CS 2000 GWC Manager client

1

Maintenancd Provisioning J

At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 Cs2000 Management Tools - zncOs0jw.us.nortel.com (C

File Fault Configuration Maintenance Windows Help

_4 Device Types

Metwiark Configu

MHetwork Codec

From the Contents of: GatewayController frame, select the
appropriate GWC node.

'—Cnntents of: Gateweay Cantraller——
Y Type a GWC node name here,

Directory | Find | or

k
Go To i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab.

Cuntrullerl Gateways| Linesl Carriers| Media Pruxies| QoS Cnllecturs
IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List{ Connection Policy )

icy profile name | Policy action | Key negoatiation | Policy mode | keep SA alive | Grace period (gseconds) | Internal 1D |
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Click the Add button in the lower right corner of the Connection

Policy panel to display the Add Connection Policy dialog box.

Note: You have the option to cancel the procedure at any time

(but before you click the OK button). To do that, click the
Cancel button.

Add Connection Policy

— Policy |dentification

Palicy ID: |

Camment:

— Policy Information

Local host form: IACTNE 'I Local host port;

Femote host address: |

Transport protocal; |ANY ;l

IFSec policy profile: (=3a=t=3=A ol 15

IPSec preference list: |NONE j

— 8A Control Settings

Chonse 84 usingvalue of. [ Local host IP [~ Remote host [P
[ Local host port [T Remote host port
[~ Protocol port

— IKE Freshared Key Data

|IKE remote gateway: |

[IKE preference list: |NONE

S A

Preshared key format; |ASCII

Freshared key data: |

( 0] 1( Cancel )
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5 Obtain and enter (or select from the drop-down menu)
provisioning values for each field described in the following table.

BYPASS connection policy configuration fields (Sheet 1 of 2)

Field Values Description

In the Policy Identification panel:

Policy ID: 1 to 65534 Enter a number that will uniquely identify this
policy. The lower the number is, the higher the
priority of the policy. For any given IP address,
the GWC applies the relevant policy with the
lowest Policy ID number.

Recommendations:

* Do not use policy IDs lower than 100 (so
that, if necessary, you can add a higher
priority policy - with a lower ID number).

* Do not use consecutive numbers between
two policy IDs (so that, if necessary, you
can add a corrective or modified policy ID
between the two policies).

Comment: <user-defined This field is optional. You can use it to add any
string of up to descriptive additional information regarding
255 this policy.
characters>

In the Policy Information panel:

Local host form: | ACTIVE This value indicates whether the active or the
UNIT unit IP address of the GWC will be used as the
local host IP for the connection.
Recommended value: ACTIVE (default value),
which means that all signaling is done on the
active |IP address.

Local host port: 0 to 65535 Enter the port number for the local host
application. The value of 0 means any port.
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BYPASS connection policy configuration fields (Sheet 2 of 2)

Field

Values

Description

Remote host
address:

<gateway IP
address or a
range of IP
addresses>

Enter one of the following values to identify the
remote host (gateway):

* aunique IP address, with or without a port
number (for example, 10.66.17.0 or
10.66.77.0:<port_number>)

e arange of IP addresses (for example,
10.66.17.0-10.66.17.7)

Note: Make sure that there is no space
between the IP addresses and the dash.

¢ sub-network address in the form of:
ip_address/<bits> (for example,
10.66.17.0/24)

The entry in this field means that for every
packet received from or sent to the specified IP
address, range of addresses, or sub-network,
security will not be applied.

Note: If youwantto use this BYPASS policy to
disable security between the GWC and
another network device, enter the exact IP
address of that device.

Transport
protocol:

ANY, ICMP,
TCP, or UDP

Select the appropriate transport protocol that
matches the protocol configured for the
gateway.

Note 1: The entry of ANY means any protocol.

Note 2: If you want to use this policy to disable
security between the GWC and another
network device, you must select ANY.

IPSec policy
profile:

<names of the
previously
defined IPSec
policy profiles>

This field identifies the IPSec policy profile for
this connection policy. By default, the system

displays the first profile from the IPSec Profile
table. Click the drop-down menu and select the
name of the BYPASS profile that you want to

use for this policy.

Note: If no IPSec profile is defined, the
following message is displayed in this field: NO
PROFILES DEFINED.

them.

All remaining fields do not apply to a BYPASS policy. Do not attempt to configure
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6 Click the OK button.

7 Observe that the newly defined policy appears in the Connection
Policy table.

Note: If you need to remove the newly added policy, click on
it, then click the Delete button. A Confirm deletion window
appears. Click the Yes button to delete the policy.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Policy | Kerberos |

F'u:uliu:\,rID| Comment |L0ca| hnst...l Local hnstpm’tl Remaote host address |Transpnrt...| IPSec palicy profi
100 Bypass for CO-LAN ACTIVE I 10100016 ANY BYPASS
200 Secure Palicy for DQIOS ACTIVE 1] 11.11.11.11 TCP IKE SECLURE E0=s
8 Repeat this procedure, if required, to add more BYPASS
policies.

Note: You can configure up to 100 connection policies for a
selected GWC.

9 The procedure is complete.
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Configure a DISCARD connection policy

Purpose of this procedure

This procedure provides the steps required to configure a DISCARD
connection policy for a selected Gateway Controller (GWC) node. This
policy means that all messages sent by the GWC to the specified
network device, or received by the GWC from that device, are
discarded.

When to use this procedure

Configure a DISCARD-type policy to prevent the GWC from being
disturbed by specific devices. It is a good practice to configure a
DISCARD-type policy covering all the IP addresses as the last policy.
This policy will prevent a denial_of_service attack from unknown
gateways by discarding the message as fast as possible.

Prerequisites

CAUTION

Possible communication disruption

Provisioning a DISCARD policy will cause a
communication disruption between the GWC and all
the gateways that match this policy.

Provision IPSec only if a secure gateway exists in your network.

This procedure requires that the IPSec profile with the DISCARD policy
action is configured first. If required, complete procedure Configure
IPSec Profile on page 41.
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Action

At the CS 2000 GWC Manager client

1

Maintenancd, Provisioning J

At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 Cs2000 Management Tools - zncOs0jw.us.nortel.com (C

File Fault Configuration Maintenance Windows Help

_4 Device Types

Metwiark Configu

MHetwork Codec

From the Contents of: GatewayController frame, select the GWC
node.

'—Cnntents of: Gateweay Cantraller——
Y Type a GWC node name here,

Directory | Find | or

k
Go To i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab.

Cuntrullerl Gateway5| Linesl Carriers| Media Pruxies| QoS Cnllectur
IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Freference List (Connection Policy

icy profile name | Palicy action | Key negaotiation | Palicy mode | Keep SA alive | Grace period (seconds) | Internal IO |

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005



Copyright © 20

05, Nortel Networks 75

Nortel Networks Confidential

4

Click the Add button in the lower right corner of the Connection
Policy panel to display the Add Connection Policy dialog box.

Note: You have the option to cancel the procedure at any time
(but before you click the OK button). To do that, click the

Cancel button.

Add Connection Policy

— Policy Identificatian

Palicy ID: |

Camment:

— Policy Information

Local host farm: IACTWE vI Local host port;

Remote host address: |

Transport protocal: |ANY

IFSec policy profile; el RElisy

IPSec preference list: |NDNE

— 84 Control Settinos

[~ Local hostIP
™ Local host port
[ Protocol port

Choose SA using value af:

[~ Remate host IP
[ Remote host port

~ IKE Preshared Key Data

[KE remiote gatewsay: |

|EE preference list: |NONE

FPreshared key format; |AECII

=
=

FPreshared key data: |

( (]34 X Cancel]
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5 Obtain and enter (or select from the drop-down menu)
provisioning values for each field described in the following table.

DISCARD connection policy configuration fields (Sheet 1 of 2)

Field Values Description

In the Policy Identification panel:

Policy ID: 1 to 65534 Enter a number that will uniquely identify this
policy. The lower the number is, the higher the
priority of this policy. For any given IP address,
the GWC applies the relevant policy with the
lowest Policy ID number.

Recommendations:

* Do not use policy IDs lower than 100 (so
that, if necessary, you can add a higher
priority policy - with a lower ID number).

* Do not use consecutive numbers between
two policy IDs (so that, if necessary, you
can add a corrective or modified policy ID
between the two policies).

Comment: <user-defined This field is optional. You can use it to add any
string of up to descriptive additional information regarding
255 this policy.
characters>

In the Policy Information panel:

Local host form: | ACTIVE This value indicates whether the active or the
UNIT unit IP address of the GWC will be used as the
local host IP for the connection.

Recommended value: ACTIVE (default value)

Local host port: 0 to 65535 Enter the port number for the local host
application. The value of 0 means any port.
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DISCARD connection policy configuration fields (Sheet 2 of 2)

defined IPSec
policy profiles>

Field Values Description
Remote host <gateway IP Enter one of the following values to identify the
address: address or a remote host (gateway):

;%Tj%gg;; * aunique IP address, with or without a port
number (for example, 10.66.17.0 or
10.66.77.0:<port_number>)

e arange of IP addresses (for example,
10.66.17.0-10.66.17.7)

Note: Make sure that there is no space
between the IP addresses and the dash.

* sub-network address in the form of
ip_address/<bits> (for example,
10.66.17.0/24)

The entry in this field means that every packet

received from or sent to the specified address

(or range of addresses) will be discarded.

Transport ANY, ICMP, Select the appropriate transport protocol that

protocol: TCP, or UDP matches the protocol configured for the
gateway. The value of ANY means any
protocol.

IPSec policy <names of the | This field identifies the IPSec policy profile for

profile: previously this connection policy. By default, the system

displays the first profile from the IPSec Profile
table. Click the drop-down menu and select the
name of the DISCARD profile that you want to
use for this policy.

Note: If no IPSec profile is defined, the
following message is displayed in this field: NO
PROFILES DEFINED.

them.

All remaining fields do not apply to a DISCARD policy. Do not attempt to configure
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6 Click the OK button.

Observe that the newly defined policy appears in the Connection
Policy table.

Note: If you need to remove the newly added policy, click on
it, then click the Delete button. A Confirm deletion window
appears. Click the Yes button to delete the policy.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Palicy | Kerberos

F'u:uliu:vID| Comment | Laocal hnst...l Lacal hnstpnrtl Remaote host address Transpurt...| IPSec policy profi
100 Bypass for CO-LAM ACTINE 1] 10100016 ARY EYPASE

200 Secure Policy for DQOS ACTINE 0 11111111 TiCP IKE SECURE EOs
240 Secure Policy for TGCP GW [(ACTIVE 1] 20.20.20.20 LIDFP IKE SECLURE B0s
ano Secure Policy for MTAs ACTINE 0 1212120024 LOP kKRB SECURE R0
400 Secure Policy for MTAs ACTIVE 1] 1313.131-1213.13.254(LIDF kKRB SECURE 60x
a00 Bypass Policy for SESM ACTINE 1] 14141414 ARY BYPASS

mO0 Bypass Paolicy far SO ACTINE 0 1615814814 ARY BYPAS

7 Repeat this procedure, if required, to add more DISCAR
policies.

Note: You can configure up to 100 connection policies for a
selected GWC.

8 The procedure is complete.
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Configure IPSec SECURE or FLEX connection policy with IKE

Purpose of this procedure
This procedure provides the steps required to configure IPSec
SECURE or FLEX connection policy with the IKE protocol as the key
management system.

When to use this procedure

Use this procedure to add one of the following connection policies with
IKE as the key management system.

SECURE connection policy
Configure a SECURE-type policy with IKE key management to
establish secure communication between a Gateway Controller (GWC)
and other network devices, except multimedia terminal adapter (MTA)
gateways in a packet network solution.

Note: For MTAs, use the Kerberos/PKINIT protocol as the key
management system. For more information, refer to procedure
Configure IPSec SECURE or FLEX connection policy with Kerberos

on page 89.

In packet cable solutions, use this procedure to establish IPSec
between a GWC and one of the following devices:

e cable modem termination system (CMTS)
* third-party Trunk Gateway Control Protocol (TGCP) trunk gateways

For a complete list of network paths and devices supporting IPSec, as
well as an overview of the IPSec implementation in a network, refer to
the ATM/IP Solution-level Security and Administration NTP,
NN10402-600.

FLEX connection policy
Use the FLEX policy only as a transient policy during the initial
activation or de-activation of IPSec, when some gateways associated
with the connection policy operate in a secure mode and some do not.
The FLEX policy provides the GWC with the flexibility of accepting
secure and non-secure messages, so IPSec can be activated on the
GWC without a loss of service. When FLEX policy is used to de-activate
IPSec, temporary loss of service may occur until security is fully
de-activated on the GWC and the gateway. For more information on
how to activate or de-active IPSec using FLEX policy, refer to procedure

Activate or de-activate IPSec using FLEX policy on page 99.
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Once all gateways are configured with IPSec, change the FLEX policy
to the appropriate SECURE policy. Refer to procedure Change the
policy action for an existing IPSec connection policy on page 121.

ATTENTION
After a connection policy with IKE is provisioned, you will only be
able to change the following parameters: pre-shared key format,
pre-shared key data, and the IPSec policy profile.

If you need to change any other parameters (such as, IKE or
IPSec SA lifetimes, encryption algorithms, or authentication
algorithms), you must first de-activate security for this link (refer to
procedure De-activate IPSec using FLEX policy on page 101),
then re-activate security with the new configuration values (refer to
procedure Activate IPSec using FLEX policy on page 100).

Prerequisites

Provision IPSec only if a secure gateway exists in your network.

CAUTION

Possible communication disruption

An equivalent IPSec connection policy must be
configured at the appropriate gateway. Otherwise,
communication disruption between the GWC and the
gateway will occur.

This procedure requires that the following tables are configured first:

IPSec Profile (if required, complete procedure Configure IPSec
Profile on page 41)

IKE Preference and IKE Preference List (if required, complete
procedure Configure IKE Preference and Preference List on

page 45)

IPSec Preference and IPSec Preference List (if required, complete

procedure Configure IPSec Preference and Preference List on
page 53)
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Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 52000 Management Tools - znc0s0jw.us.nortel.com (C

File Fault Configuration Maintenance Windows Help

_4 Device Types

-] APS
S| G atevvay Controller Il EORTEY
L UAS Metwork Codec
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

;Cnntents of: Gateway Caontraller——
i Type a GWC node name here,

Ditectary | Find | or

=tk
Go To i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then click the IPSec tab. The IPSec
panel is displayed. It provides access to IP security configuration
data associated with the selected GWC.

Maintenanc
Cnntrnllerl Gatewaysl Lines| Carriersl Media Pruxiesl QoS Caollectors )

IFSec Profile I IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List| Connection Policy| +

Folicy profile narne | Policy action | Keynegotiation | Policy mode | Grace period (seconds) | Intermal 1D |
BYPASS BYPASS M MA 0 1
KRE SECURE 605 |SECLURE KERBEROS TRAMSFORT |60 2
KRE FLEX B0s FLEX KERBEROS TRAMSPORT |BD 3

e
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4 The tables displayed under each tab show the currently
configured data. You can use the existing data to add a new
connection policy. However, if you still need to add data to any of
the required tables, use the following table to determine your
next step, then continue with step 5.

If you need to configure Do

IPSec Profile table Configure IPSec Profile on
page 41

IPSec Preference and IPSec  Confiqure IPSec Preference

Preference List tables and Preference List on
page 53

IKE Preference and Configure IKE Preference

Preference List tables and Preference List on
page 45

5 Click the Connection Policy tab.

The Connection Policy table is displayed showing all currently
configured policies.

IPSec Prafile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List (Connection Policy )ikerheros |

Falicy ID| Comment | Local hust...| Local host purtl Remaote host address |Transpurt...| IFSec policy profi
100 Bypass for Co-LARN ACTINVE 1] 10100016 AMY BYPASS
200 Secure Policy for DQOS ACTIE 1] 11111111 TCP IKE SECURE E0s

e ]
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6
Policy panel to display

Click the Add button in the lower right corner of the Connection

the Add Connection Policy dialog box.

Note: You have the option to cancel the procedure at any time

(but before you click
Cancel button.

Add Connection Policy

— Policy Identification

the OK button). To do that, click the

Palicy ID: |

Camment:

— Policy Information

Local host form: IACTIVE vI Local host port;

Remaote host address: |

Transport protocol: |ANY

IPSec palicy profile: J54

s Policy

IPSec preference list: |NONE

— 3A Control Settings

Choose SA using value af;

[~ Local hostIP
[~ Laocal host port
[~ Protocol port

[ Remote hostIP
[~ Remote host port

~ IKE Preshared Key Data

[KE remote gatesay: |

|KE preference list: |NONE

Preshared key format: |ABCII

4
4

Preshared key data; |

( (0134 1( Cancel )
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7 Obtain and enter (or select from the drop-down menu)
provisioning values for each field described in the following table.

Connection Policy configuration fields (Sheet 1 of 4)

Field Values Description

In the Policy Identification panel:

Policy ID: 1 to 65534 Enter a number that will uniquely identify this
policy. The lower the number is, the higher the
priority of this policy. For any given IP address,
the GWC applies the relevant policy with the
lowest Policy ID number.

Recommendations:

* Do not use policy IDs lower than 100 (so
that, if necessary, you can add a higher
priority policy - with a lower ID number).

* Do not use consecutive numbers between
two policy IDs (so that, if necessary, you
can add a corrective or modified policy ID
between the two policies).

Comment: <user-defined This field is optional. You can use it to add any
string of up to descriptive additional information regarding
255 this policy.
characters>

In the Policy Information panel:

Local host form: | ACTIVE This value indicates whether the active or the
UNIT unit IP address of the GWC will be used as the
local host IP for the connection.

Recommended value: ACTIVE (default value)

Note: Active IP address must be used for all
call signaling.

Local host port: 0 to 65535 Enter the port number for the local host
application. The value of 0 means any port.

Note: Refer to the appropriate gateway
documentation to obtain this value.
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Connection Policy configuration fields (Sheet 2 of 4)

Field

Values

Description

Remote host
address:

<gateway IP
address>

Enter a unique IP address to identify the
remote host (gateway).

You can enter the IP address with or without a
port number (for example, 10.66.17.0 or
10.66.77.0:<port_numbers>).

Note: Some gateways are configured to
require the port number to be included in the IP
address. Refer to the appropriate gateway
documentation to determine if the port number
is required, and what the number is.

The entry in this field means that for every
packet received from or sent to the specified IP
address, this IPSec connection policy will be
applied.

Transport
protocol:

ANY, ICMP,
TCP, or UDP

Select the appropriate transport protocol that
matches the protocol configured for the
gateway. Otherwise, the SA negotiation will
fail. The recommended configuration is:

e UDP - for Nortel Media Gateway 3200 and
TGCP trunk gateways

e TCP -for CMTS (COPS messages)
* ANY - for all other gateways
e ICMP

Refer to the appropriate gateway
documentation to determine the value for this
field.

IPSec policy
profile:

<names of the
previously
defined IPSec
policy profiles>

This field identifies the IPSec policy profile for
this connection policy. By default, the system

displays the first profile from the IPSec Profile
table. Click the drop-down menu and select the
name of the SECURE or FLEX profile that you
want to use for this policy.

Note: If no IPSec profile is defined, the
following message is displayed in this field: NO
PROFILES DEFINED.
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Connection Policy configuration fields (Sheet 3 of 4)

Field Values Description
IPSec <names of the | This field identifies the IPSec preference list for
preference list: previously this connection policy. By default, the system
defined IPSec displays the first preference list name from the
preference IPSec Preference List table. Click the
lists> drop-down menu and select the name of the
IPSec preference list that you want to use for
this policy.

Note 1: The lifetime of all preferences in the
selected list must be greater than the grace
period of the previously selected policy profile.

Note 2: If no IPSec preference list is defined,
the following message is displayed in this field:
NO PREFERENCE LISTS DEFINED.

In the SA Control Settings panel:

Choose SA using value of:

Local host IP <check box> Leave this box unchecked (default). It means
that the system will create an IPSec SA using
the value of the local host IP indicated in the
policy rather than in the packet.

Local host port <check box> Leave this box unchecked (default). It means
that the system will create an IPSec SA using
the value of the local host port number
indicated in the policy rather than in the packet.

Remote host IP | <check box> Leave this box unchecked (default). It means
that the system will create an SA using the
value of the remote host IP address indicated
in the policy rather than in the packet.

Remote host port | <check box> Leave this box unchecked (default). It means
that the system will create an SA using the
value of the remote host port number indicated
in the policy rather than in the packet.

Protocol port <check box> Leave this box unchecked (default). It means
that the system will create an SA using the
value of the transport protocol indicated in the
policy rather than in the packet.
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Connection Policy configuration fields (Sheet 4 of 4)

Field

Values

Description

In the IKE Preshared Key Data panel:

Note: You cannot configure two policies defining an IKE pre-shared key for the same
IP address. You must configure a separate policy for each gateway.

IKE remote
gateway:

<gateway IP
address>

Enter the exact IP address of the remote
gateway.

IKE preference

<names of the

This field identifies the IKE preference list for

format:

list: previously this connection policy. By default, the system
defined IKE displays the first preference list name from the
preference IKE Preference List table. Click the drop-down
lists> menu and select the name of the IKE
preference list that you want to use for this
policy.
Preshared key ASCII or HEX Select ASCII or HEX to indicate the format of

the pre-shared key.

Preshared key
data:

<user-defined
key; 110 48
characters>

Enter the 1- to 48-character long pre-shared
key that will be used with this IKE policy.
Although the minimum allowed key length is
one character, make sure that this key is long
and random enough to provide an appropriate
level of secrecy and security.

Note: The value entered in this field must
match the preshared key configured on a
gateway. For more information, contact your
network administrator.

When you are finished entering data, click the OK button.

Observe that the newly defined policy data appears in the
Connection Policy table.

Note: Forthe SA Control Settings, if you left the check boxes
deselected (blank), a value of FALSE will be displayed for
each of them in the Connection Policy table. If you selected
(checked) any of these boxes, a value of TRUE will be
displayed in the Connection Policy table.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Palicy I Kerberos

Sec policy profile | IPSec preference list | SA: Local host IP | SA: Local hostport | SA: Remaote hostIP | SA: Remote hos
FALSE FALSE

FALSE

FASS MOME
JDES SHA BE4005

- SECURE B0s
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9 Repeat this procedure as required to add more SECURE or
FLEX connection policies with IKE.

Note: You can configure up to 100 connection policies for a
selected GWC.

10 The procedure is complete.
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Configure IPSec SECURE or FLEX connection policy with Kerberos

Purpose of this procedure
This procedure provides the steps required to configure IPSec
SECURE or FLEX connection policy with the Kerberos/PKINIT protocol
as the key management system. This procedure applies to packet cable
solutions only.

When to use this procedure

Use this procedure to add one of the following connection policies with
Kerberos as the key management system.

SECURE connection policy
Configure a SECURE-type policy with Kerberos key management to
establish secure communication between the Gateway Controller
(GWC) and the multimedia terminal adapter (MTA) line gateways (in
packet cable solutions only).

ATTENTION

If an application layer gateway (ALG) middlebox is associated
with the MTA gateway, IPSec between the GWC, ALG, and MTA
gateway is not supported.

FLEX connection policy
Use the FLEX policy only as a transient policy during the initial
activation or de-activation of IPSec, when some gateways associated
with the connection policy operate in a secure mode and some do not.
The FLEX policy provides the GWC with the flexibility of accepting
secure and non-secure messages, so IPSec can be activated on the
GWC without a loss of service. When FLEX policy is used to de-activate
IPSec, temporary loss of service will occur until security is fully
de-activated on the GWC and the gateway. For more information on
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how to activate or de-active IPSec using FLEX policy, refer to procedure
Activate or de-activate IPSec using FLEX policy on page 99.

ATTENTION
Once IPSec is enabled on the remote gateway, change the FLEX
policy on the GWC to the appropriate SECURE policy using

procedure Change the policy action for an existing IPSec

connection policy on page 121. Otherwise, the gateway IP
address can be used to disrupt communication not only between

the GWC and this gateway, but also between the GWC and a
gateway that is considered secure.

Prerequisites

Provision IPSec only if a secure gateway exists in your network.

CAUTION

Possible communication disruption

An equivalent IPSec connection policy must be
configured at the appropriate gateway. Otherwise,
communication disruption between the GWC and the
gateway will occur.

This procedure requires that the following tables are configured first:

IPSec Profile (if required, complete procedure Configure IPSec
Profile on page 41)

IPSec Preference and IPSec Preference List (if required, complete
procedure Configure IPSec Preference and Preference List on
page 53)

Kerberos (if required, complete procedure Configure Kerberos key
management on page 59)
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Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 52000 Management Tools - znc0s0jw.us.nortel.com (C

File Fault Configuration Maintenance Windows Help

_4 Device Types

-] APS
S| G atevvay Controller Il EORTEY
L UAS Metwork Codec
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

;Cnntents of: Gateway Caontraller——
i Type a GWC node name here,

Ditectary | Find | or

=tk
Go To i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then click the IPSec tab. The IPSec
panel is displayed. It provides access to IP Security
configuration data associated with the selected GWC.

Maintenanc
Cnntrnllerl Gatewaysl Lines| Carriersl Media Pruxiesl QoS Caollectors )

IFSec Profile I IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List| Connection Policy| +

Folicy profile narne | Policy action | Keynegotiation | Policy mode | Grace period (seconds) | Intermal 1D |
BYPASS BYPASS M MA 0 1
KRE SECURE 605 |SECLURE KERBEROS TRAMSFORT |60 2
KRE FLEX B0s FLEX KERBEROS TRAMSPORT |BD 3

e
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4 The tables displayed under each tab show the currently
configured data. You can use the existing data to add a new
connection policy. However, if you still need to add data to any of
the required tables, use the following table to determine your
next step, then continue with step 5.

If you need to configure Do

IPSec Profile table Configure IPSec Profile on
page 41

IPSec Preference and IPSec  Configure IPSec Preference
Preference List tables WM
Kerberos Configure Kerberos ke
management on page %9
5 Click the Connection Policy tab.

The Connection Policy table is displayed showing all currently
configured policies.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List (Connection Policy )kerberos |

Policy ID| Cormrment | Local hnst...| Local host pnr‘[l Rermote host address |Transpc|rt...| IPSec policy prof
100 Bypass for CO-LAN ACTIVE o 10.10.0.016 ANY BYFASS
200 Secure Policy for DQOS  JACTIVE o 11111111 TGP IKE SECURE 603

e ]
NN10213-611 (I)SNO8 and up Standard 06.02 June 2005



Copyright © 2005, Nortel Networks 93

Nortel Networks Confidential

6
Policy panel to display

Click the Add button in the lower right corner of the Connection

the Add Connection Policy dialog box.

Note: You have the option to cancel the procedure at any time

(but before you click
Cancel button.

Add Connection Policy

— Policy Identification

the OK button). To do that, click the

Palicy ID: |

Camment:

— Policy Information

Local host form: IACTIVE vI Local host port;

Remaote host address: |

Transport protocol: |ANY

IPSec palicy profile: J54

s Policy

IPSec preference list: |NONE

— 3A Control Settings

Choose SA using value af;

[~ Local hostIP
[~ Laocal host port
[~ Protocol port

[ Remote hostIP
[~ Remote host port

~ IKE Preshared Key Data

[KE remote gatesay: |

|KE preference list: |NONE

Preshared key format: |ABCII

4
4

Preshared key data; |

( (0134 1( Cancel )
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7 Obtain and enter (or select from the drop-down menu)
provisioning values for each field described in the following table.

Connection Policy configuration fields (Sheet 1 of 4)

Field Values Description

In the Policy Identification panel:

Policy ID: 1 to 65534 Enter a number that will uniquely identify this
policy. The lower the number is, the higher the
priority of this policy. For any given IP address,
the GWC applies the relevant policy with the
lowest Policy ID number.

Recommendations:

* Do not use policy IDs lower than 100 (so
that, if necessary, you can add a higher
priority policy - with a lower ID number).

* Do not use consecutive numbers between
two policy IDs (so that, if necessary, you
can add a corrective or modified policy ID
between the two policies).

Comment: <user-defined This field is optional. You can use it to add any
string of up to descriptive additional information regarding
255 this policy.
characters>

In the Policy Information panel:

Local host form: | ACTIVE This value indicates whether the active or the
UNIT unit IP address of the GWC will be used as the
local host IP for the connection.

Recommended value: ACTIVE (default value)

Note: Active IP address must be used for all
call signaling.

Local host port: 0 to 65535 Enter the port number for the local host
application. The value of 0 means any port.

Note: Refer to the appropriate gateway
documentation to obtain this value.
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Connection Policy configuration fields (Sheet 2 of 4)

Field Values Description
Remote host <gateway IP Enter one of the following values to identify the
address: address or a remote host (gateway):

;%Tj%gg;i * aunique IP address, with or without a port

number (for example, 10.66.17.0 or
10.66.77.0:<port_number>)

Note: Some gateways are configured to
require the port number to be included in
the IP address. Refer to the appropriate
gateway documentation to determine if the
port number is required, and what the
number is.

e arange of IP addresses (for example,
10.66.17.0-10.66.17.7)

Note: Make sure that there is no space
between the IP addresses and the dash.

e sub-network address in the form of
ip_address/<bits> (for example,
10.66.17.0/24)

The entry in this field means that for every
packet received from or sent to the specified IP
address, range of addresses, or sub-network,
this IPSec connection policy will be applied.

Note: If you specify a range of addresses,
make sure that you select the Remote host IP
check box in the SA Control Settings panel.
Otherwise, only one IPSec security association
(SA) will be created for the entire IP address
range, which is not supported.

Transport ANY, ICMP, Select the appropriate transport protocol that
protocol: TCP, or UDP matches the protocol configured for the
gateway. Otherwise, the SA negotiation will
fail. The recommended configuration for
packet cable MTA line gateways is UDP.

Refer to the appropriate gateway
documentation to determine the value for this
field.

R ————————— —
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Connection Policy configuration fields (Sheet 3 of 4)

preference list:

previously
defined IPSec
preference
lists>

Field Values Description
IPSec policy <names of the | This field identifies the IPSec policy profile for
profile: previously this connection policy. By default, the system
defined IPSec displays the first profile from the IPSec Profile
policy profiles> | table. Click the drop-down menu and select the
name of the SECURE or FLEX profile that you
want to use for this policy.
Note: If no IPSec profile is defined, the
following message is displayed in this field: NO
PROFILES DEFINED.
IPSec <names of the | This field identifies the IPSec preference list for

this connection policy. By default, the system
displays the first preference list name from the
IPSec Preference List table. Click the
drop-down menu and select the name of the
IPSec preference list that you want to use for
this policy.

Note 1: The lifetime of all preferences in the
selected list must be greater than the grace
period of the previously selected policy profile.

Note 2: If no IPSec preference list is defined,
the following message is displayed in this field:
NO PREFERENCE LISTS DEFINED.

In the SA Control Settings panel:

Choose SA using value of:

Local host IP

<check box>

Leave this box unchecked (default). It means
that the system will create an IPSec SA using
the value of the local host IP indicated in the
policy rather than in the packet.

Local host port

<check box>

Leave this box unchecked (default). It means
that the system will create an IPSec SA using
the value of the local host port number
indicated in the policy rather than in the packet.
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Connection Policy configuration fields (Sheet 4 of 4)

Field Values Description

Remote host IP | <check box> Attention:
If in field Remote host address: you have
specified

* arange of addresses, you must click this
box to activate this flag. Otherwise, only
one IPSec SA will be created for the entire
IP address range.

* an exact address, leave this box
unchecked (default). It means that the
system will create an SA using the value of
the remote host IP address indicated in the
policy rather than in the packet.

Remote host port | <check box> Leave this box unchecked (default). It means
that the system will create an SA using the
value of the remote host port number indicated
in the policy rather than in the packet.

Protocol port <check box> Leave this box unchecked (default). It means
that the system will create an SA using the
value of the transport protocol indicated in the
policy rather than in the packet.

All remaining fields do not apply to a SECURE or FLEX policy with Kerberos key
management, and are disabled. Do not attempt to configure them.

8 When you are finished entering data, click the OK button.

Observe that the newly defined policy data appears in the
Connection Policy table.

Note: Forthe SA Control Settings, if you left the check boxes
deselected (blank), a value of FALSE will be displayed for
each of them in the Connection Policy table. If you selected
(checked) any of these boxes, a value of TRUE will be
displayed in the Connection Policy table.

IPSec Prafile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Policy I Kerheros

Comment | Local hnst...l Local hustpm‘[| Remote host address |Transpnr1... IFSec policy profile | IPSec prefe

5 for CO-LAN ACTIVE 1] 10100016 AR BYPASS MNOMNE
Falicy for DE0OS ACTIVE 1] 11.11.11.11 TCF IKE SECURE 60s JDES SHA 81
Palicy for TGCP G ACTIVE 1] 20202020 LDP IKE SECURE 60s 3DES EHA 81

' Paolicy for MTAs ACTIVE [

12.12.12.0/24 LDF kKEB SECURE 60s  |3DES SHA S
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9 Repeat this procedure as required to add more SECURE or
FLEX connection policies.

Note: You can configure up to 100 connection policies for a
selected GWC.

10 The procedure is complete.
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Activate or de-activate IPSec using FLEX policy

Purpose of this procedure

This procedure provides the steps required to activate or de-activate
IPSec between the Gateway Controller (GWC) and the specified
remote gateway - using a FLEX connection policy.

When to use this procedure

Use this procedure when you wish to activate or de-activate IPSec
using a FLEX policy.

FLEX policy is not a secure policy. You must only use it during the
transition process, when some gateways associated with the
connection policy operate in a secure mode and some do not. FLEX
policy provides the GWC with the flexibility of accepting secure and
non-secure messages, so IPSec can be activated on the GWC without
a loss of service. When FLEX policy is used to de-activate IPSec,
temporary loss of service may occur until security is fully de-activated
on both nodes.

CAUTION

Possible communication disruption

Once IPSec is enabled on the remote gateway,
upgrade the FLEX policy on the GWC to the
appropriate SECURE policy. Otherwise, the gateway
IP address can be used to disrupt communication
not only between the GWC and this gateway, but
also between the GWC and a gateway that is
considered secure (if this gateway is using Kerberos
as its key management protocol).

Use one of the following sub-procedures to complete the selected task:
e Activate IPSec using FLEX policy on page 100
e De-activate IPSec using FLEX policy on page 101

Prerequisites
This procedure requires some configuration activities to be performed
on a remote gateway. Make sure that you have access to the
appropriate remote gateway documentation. If required, contact your
network administrator for assistance.
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Copyright © 2005, Nortel Networks 100 Nortel Networks Confidential

Action

Activate IPSec using FLEX policy
Complete the following steps to activate the IPSec processing between
the GWC and a remote gateway with IPSec currently disabled (no
SECURE policy is configured for that gateway).

At the CS 2000 GWC Manager client

1

Add a FLEX policy covering the IP address of the remote
gateway for which you want to activate IPSec. Follow one of the
following procedures:

* Configure IPSec SECURE or FLEX connection policy with
Kerberos on page 89 - for multimedia terminal adapter (MTA)
line gateways in packet cable solutions

Note: If an application layer gateway (ALG) middlebox is
associated with an MTA gateway, IPSec between the
GWC, ALG, and MTA gateway is not supported.

* Configure IPSec SECURE or FLEX connection policy with
IKE on page 79 - for all other gateways

At this point, because IPSec on the remote gateway is still
disabled, the GWC continues to exchange messages with that
gateway without applying any IPSec services to these
messages.

Enable IPSec on the remote gateway. Refer to the appropriate
gateway documentation to complete this step. If required,
contact your network administrator for assistance.

Note: As soon as IPSec is enabled, the remote gateway
initiate the key management process to establish IPSec
security associations (SA). When the SAs are established,
GWC applies IPSec services to all packets sent to the remote
gateway.

Change the FLEX policy to the appropriate (same remote IP
address) SECURE policy as soon as possible. Follow procedure
Change the policy action for an existing IPSec connection policy

on page 121.

Note: If you need to add an appropriate IPSec profile with the
Policy action: SECURE, follow procedure Configure IPSec
Profile on page 41.

The procedure is complete.

NN10213-611 (I)SNO8 and up Standard 06.02 June 2005



Copyright © 2005, Nortel Networks 101 Nortel Networks Confidential

De-activate IPSec using FLEX policy
Complete the following steps to de-activate the IPSec processing
between the GWC and a remote gateway with IPSec currently enabled
(a SECURE active policy is configured for that gateway).

Note: When FLEX policy is used to de-activate IPSec, temporary
loss of service may occur until security is fully de-activated on both
nodes.

At the CS 2000 GWC Manager client

1 Change the SECURE policy to a FLEX policy covering the IP
address of the remote gateway for which you want to de-activate

IPSec. Follow procedure Change the policy action for an existing
IPSec connection policy on page 121.

Note: If you need to add an appropriate IPSec profile with the
Policy action: FLEX, follow procedure Configure IPSec Profile

on page 41.
The GWC and the gateway continue to communicate securely.

2 Disable IPSec on the remote gateway. Refer to the appropriate
gateway documentation to complete this step. If required,
contact your network administrator for assistance.

Note: As soon as IPSec is disabled on the gateway, the
remote gateway terminates its SA. GWC stops applying IPSec
services to all packets sent to and received from the remote
gateway. Depending on the characteristics of a gateway, the
two nodes either continue to communicate, or the
communication stops until security is fully de-activated on
both nodes.

3 Add a BYPASS policy for the remote gateway, for which the
IPSec was disabled in step 2. If required, refer to procedure

Configure a BYPASS connection policy on page 67.

R ——————
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4 Delete the FLEX policy identified in step 1 by completing the
following sub-steps.

CAUTION

Possible communication disruption
Deleting a FLEX policy will also delete any
active IPSec security associations (SA). If any
of the gateways associated with this FLEX
policy have IPSec enabled and SAs active,
deleting this policy will result in temporary loss
of communication between the GWC and the
gateways - until IPSec is disabled at the
affected gateways.

a Inthe Connection Policy table, click the FLEX policy that you
want to delete (identified by the gateway IP address in the
Remote host address column).

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Policy | Kerberos

FPalicy ID| Camment | Laocal hnst...| Laocal host port ( Remote hnstaddress)Transpnn..l IPSec palicy profi
100 Bypass for CO-LAN ACTIVE 0 10.10.0.0M16 AR BYPASS
200 Secure Policy for DQOS ACTIVE 0 11.11.11.11 TP IKE SECURE B0s
250 Secure Palicy far TGCP GYW ACTIVE 0 20.20.20.20 UDP IKE SECURE 60s
2748 Bypass for security de-acti . |ACTINE i] 1212120024 A BYFASS

Secure Policy for MTas  [ACTIVE |0 12.12.12.0/24 KRE FLEX 05

b Click the Delete button. A Confirm deletion window appears.
Click the Yes button to delete the policy.

5 The procedure is complete.
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Disable or enable IPSec between two nodes using BYPASS policy

Purpose of this procedure

This procedure provides the steps required to disable or enable the
IPSec processing between the Gateway Controller (GWC) and the
specified gateway - using a BYPASS connection policy.

When to use this procedure

Use this procedure when you wish to disable security (that is, the
existing active SECURE policy) between the GWC node and the
specified gateway, using a BYPASS policy.

You can also use this procedure to re-establish a SECURE policy that
has been previously disabled with a BYPASS policy.

CAUTION

Communication disruption

When you use a BYPASS policy to disable or enable
IPSec, a loss of communication between the GWC
and a remote gateway will occur. To restore
communication, enable or disable IPSec on the
remote gateway to match the GWC policy
configuration.

Use one of the following sub-procedures to complete the selected task:
* Disable IPSec using BYPASS policy on page 104
* Enable IPSec by removing a BYPASS policy on page 107

Prerequisites

This procedure assumes that a SECURE connection policy (with IKE or
Kerberos key management) exists between the GWC and the gateway.

Make sure that an appropriate IPSec profile with Policy action: BYPASS
is configured for the selected GWC node. If required, add a new profile
(with Policy action: BYPASS) using procedure Configure IPSec Profile

on page 41.

R ——————
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Action
Disable IPSec using BYPASS policy

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

€7 (52000 Management Tools - zncDs0jw.us.nortel.com (C

File Fault Configuration Maintenance Windows Help

_4 Device Types

..... _l APS
S| citeveay Controller Metwork Canfigu
L UAS Metwark Codec
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

. Contents of: Gateway Controller
i Type a GWC node name here,

Directory | Find | or

=tk
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cnntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab to display connection policies currently
configured for this GWC node.

Maintenanc
Cnntroller| Gatewavs' Linesl Carriersl Media Proxiesl QoS Collectars ’
IPSec Prafile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference Lis_Connection Policy) Kerbe

| Folicy ID | Cormrment | Local host form | Local hostpnrtl Rermote host address | Trans
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4 In the Remote host address column, look for the IP address of
the gateway, for which you want to disable security. Identify the
policy (with this IP address) that you want to disable. Click on it
to highlight it.

From the highlighted row, record the following values:
¢ Policy ID
* Remote host address

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Palicy | Kerberos

Policy IDD Comment | Lacal host...| Local host pnrt(Remnte host address)Transpnn...| IFSec policy profi
100 Bypass far CO-LAMN ACTIVE I 10.10.0.0M6 AR EYPASS
Secure Policy for DAOS  |ACTIY i 11.11.11.11 CP IKE SECURE Gl
5 Use the following table to determine your next step.
If the highlighted policy uses Do
Kerberos as the key management system step 6
IKE as the key management system step 7

6 Change the profile for the highlighted policy from SECURE to
FLEX. If required, refer to procedure Change the policy action for

an existing IPSec connection policy on page 121.

7 Click the Add button in the lower right corner of the Connection
Policy panel to display the Add Connection Policy dialog box.

Note: You have the option to cancel the procedure at any time
(but before you click the OK button). To do that, click the
Cancel button.

e
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8 Enter (or select from the drop-down menu) provisioning values
for each field described in the following table.

BYPASS connection policy configuration fields

Field Description

In the Policy Identification panel:

Policy ID: Enter a number that is lower than the Policy ID
number recorded in step 4.

Comment: This field is optional. You can use it to add any
descriptive additional information regarding this
policy.

In the Policy Information panel:

Local host form: | Select ACTIVE (default value).

Local host port: Enter O (zero).

Remote host Enter the exact IP address of the gateway, as
address: recorded in step 4.

Transport Select ANY.

protocol:

IPSec policy Select the name of the BYPASS profile that you
profile: want to use for this policy.

All remaining fields do not apply to a BYPASS policy. Do not attempt
to configure them.

9 Click the OK button.

10 Observe that the newly defined policy appears in the Connection
Policy table in front of the SECURE or FLEX policy that you
wanted to disable. This means that for all messages exchanged
between this GWC and the specified gateway, no IPSec
processing will be applied.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Policy | Kerberos |

Falicy 1D Camment Local host..| Local host port] Remote host address | Transport...| IPSec policy profi
100 Bypass for CO-LAN ACTIVE 10.10.0.0M6 AN BYPASS )
200 Secure Policy for DQOS ACTIMVE 11.11.11.11 TCP IKE SECURE B0s

11 The procedure is complete.

=

=
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Enable IPSec by removing a BYPASS policy

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

€7 CS2000 Management Tools - zncls0jw.us.nortel.com {C

File Fault Caonfiguration Maintenance Windows Help

_4 Device Types

-] APS
| G atevvay Contraller IRl ORI
[ UAS Metwark Code
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

. Contents of Gatesvay Controller
i Type a GWC node name here,

Directary | Find | or

—th
GoTo ;
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cnntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab to display connection policies currently
configured for this GWC node.

Maintenanc
Cnntruller| Gatewavs' Linesl Carriersl Media Proxiesl (oS Collectors ’
IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference Lis{_Connection Policy) Kerbe

| Folicy 1D | Cormrment | Local host form | Local hustportl Remote host address | Trans

e
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4 In the Remote host address column, look for the IP address of
the gateway, for which you want to re-establish security. Identify
the BYPASS policy (with the same remote host address) listed
in front of the SECURE policy that you want to enable. Click the
BYPASS policy to highlight it.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Palicy | Kerberos |

Falicy 1D Comment Local host..| Local host port] Remote host address | Transport...| IFSec policy profi
100 Bypass for CO-LAN ACTIE 0 1010.0.0016 AMY BYFASS )
200 Secure Policy for DQOS ACTIME i 111111 41 TCP IKE SECURE 60s
5 Click the Delete button. A Confirm deletion window appears.
Click the Yes button to delete the policy.
6 The procedure is complete.

e ]
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Modify IKE pre-shared keys

Purpose of this procedure

This procedure provides steps required to change the IKE pre-shared
keys for an existing IPSec connection policy with the IKE protocol as the
key management mechanism.

When to use this procedure

Use this procedure when you wish to modify the IKE pre-shared keys
information for an existing IPSec connection policy.

Prerequisites

This procedure assumes that a SECURE connection policy (with IKE
key management) exists between the GWC and another network
device.

CAUTION

Possible communication disruption

The pre-shared key configured for a GWC must
match the key configured on a remote gateway.
Otherwise, communication disruption between the
GWC and the gateway may occur.

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 CS2000 Management Tools - zncOs0jw.us.nortel.com {C
File Fault Configuration Maintenance Windows Help

_4 Device Types

Fetwark Configu

Fetwark Caoder

e
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2 From the Contents of: GatewayController frame, select the
appropriate GWC node.

rContents of: GatewayContraller——

Directory | Find|
. Type a GWC node number here,

! <0t ]| or

GatewayControllers: ;
. Selecta GWC node from the list

I of provisioned GWC nodes.
GWWC-101

3 Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab to display connection policies currently
configured for the selected GWC node.

Maintenanc
Cnntrollerl Gatewaysl Lines' Carriers' EndpnintGrUUpB' Media Prnxies' Q05 Cnllectnr

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List(_Connection Policy ) ke

| PolicyID | Comment | Local hostform | Local hostport | Remate host address | Transport protocal | 1PSec ¢

4 Click the SECURE IKE policy that you want to modify to highlight
it.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Connection Policy | Kerberas |

PnlicyID| Camment | Laocal hnst...l Local hnstpnrt| Remmote host address Transpor‘[...l IPSec policy prafi

100 Bypass for CO-LAN ACTINE I 10100016 A BYPASS
Secure Policy for DQOS AT I 11111111 TCP IKE SECLIRE B0=

e ]
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5 Click the Change button to display the Change Connection
Policy dialog box.

Change Connection Policy ﬂ

— Policy Identification

Falicy [D: (200

Comment: [Secyre Palicy for DQOS

— Policy Information

Local host form: IACTIVE vI Local host port: |0

Femaote host address: |11.11.11.11

Transpart protocal: |TCF'

IPSec palicy profile: IIKE SECURE B0s

SMTE

IPSec preference list; |3DEB SHA 36400s

— SA Control Settings

Choose SA using value of, [ Local host P [~ REemote host [P
[~ Local host port [T Remote host port
[~ Frotocol port

— IKE Preshared Key Data

[KE remote gateway: |1 1.11.11.11

IKE preference list: |3DEB MO5 126005 GRP1

[
Preshared key format: |ASCII LI

Freshared key data: |~:KEY IS HIDDEM=

0] | Cancel |

6 If you wish to change the pre-shared key format, click the
Preshared key format: drop-down menu and select the new
format (ASCII or HEX). Otherwise, continue with the next step.
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7 In the Preshared key data: field, enter the new preshared key (1-
to 48-character long) that will be used with this IKE policy.
Although the minimum allowed key length is one character,
make sure that this key is long and random enough to provide
an appropriate level of secrecy and security.

Note: The value entered in this field must match the
preshared key configured on a gateway. For more information,
contact your network administrator.

8 Click the OK button.
9 The procedure is complete.

e ]
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Modify Kerberos service key

Purpose of this procedure

This procedure provides steps required to modify Kerberos service key
for one of the following Gateway Controller (GWC) profiles in packet
cable solutions:

e SMALL_LINENA
e SMALL_LINEINTL

When to use this procedure

Use this procedure when you wish to modify Kerberos service key
settings for the selected GWC node. To change the service key, you
need to modify the following parameters:

* Kerberos key
¢ key change reason
* Kkey version

ATTENTION

For packet cable solutions, the following specifications apply:

- When a new key is provisioned on the GWC, the previous key is
kept for a duration at least equal to the Key grace period
parameter defined in the Kerberos panel.

- Only two Kerberos service keys are kept in the database:
the new key (version n) and the previous key (version n-1).

- If a service key is changed more than twice during the key grace
period, then you must manually delete the Kerberos ticket on all
the MTAs that are still using a Kerberos ticket encrypted with
a key version older than n-1.

R ——————
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Prerequisites

CAUTION

Possible communication disruption

The Kerberos key and the key version configured on
the GWC must match the key and the key version
defined on the KDC. Otherwise, communication
disruption between the GWC and MTAs may occur.

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 52000 Management Tools - znc0s0jw.us.nortel.com (C
File Fault Configuration Maintenance Windows Help

A Device Types

| APS
S | S ateveay Controller Wzt g o
L UAS Metwork Codec
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

. Contents of: Gateway Controller
i Type a GWC node name here,

Directory | Find | or

=k
Go To i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cnntrnllers:/ P

|GWC-1

3 Click the Provisioning tab, then on the IPSec tab, then click the
Kerberos tab to display the existing single entry in this table.

Ierl Gatewavs| Linesl Carriersl fedia F'rnxieal 0S Collectors '

C F'rnﬂlel IPSec F'referencel IPSec Preference Listl IE F'reference| IKE Freference List| Connection F'Elli[:\_.l'

rrheras realm | Frincipal narme | Clock skew (secands) | key grace period (minutes) | Time zone offset | Key chang
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4 Click this entry to highlight it.

IPSec Pruﬂlel IPSec Preferencel IPSec Preference Listl IE Preferencel [KE Preference Listl Connection Policy  Kerberos

kKerberos realm| Principal name | Clock skew | Key grace period..| Time zane offset| Key change reason| Keyversion
MGSITE-2.B45... [cmsigwe-12.co... (3600 18000 UTC COMPROMISE

5 Click the Change button to display the Change Kerberos Key
dialog box.

Change Kerberos Key x|

kerberos realm: |MGSITE—2.B4SKY.OTI‘|

Frincipal name: |cmsfgwc—12.cnmitip.mgsite—?.hatsky.uﬁ

Clock skew (seconds): |35IZIIZI

Key grace period {minutes): |1 qujuln]

Titne zohe offset: |UTC LI
Key format: [BASER4 =
‘Kerherns keeny: }|<KEY 12 HIDDEM=
ey change reason: |COMPROMISE ;l
Key wersion: |5
Keytype: |DES3-CBC-MDS =]

Ok | Cancel |

6 In the Kerberos key: field, delete the <KEY IS HIDDEN> value,
then paste the new Kerberos key value generated at KDC.

Note 1: The key is generated at KDC, then the extracted key
must be provisioned (by copying and pasting) at the GWC.

Note 2: Make sure that you enter the valid number of
characters. Otherwise, the system displays the following error
message:

Eror x|

0 Follawing fizld(s) invalid
"Kerberos key' The specified key decaded into an invalid number of bytes (). The key must decode into exactly 24 bytes of data.

R ————————
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The expected key size is:
o for BASEG64 key format: 32 BASE64 digits

Note: The acceptable range of characters is: <a-z, A-Z,
0-9, /+>.

» for HEX key format: 48 HEX digits

7 If you need to change the reason, click the Key change reason:
field and from the drop-down menu, select one of the following
values:

* REFRESH - corresponds to a routine key change.The GWC
will continue to accept the AP_REQ messages, for which the
ticket is encrypted using the old Kerberos service key for a
period of time equal to at least the Key grace period
parameter value defined in the Kerberos panel.

» COMPROMISE - the change is required because the
previous key was compromised. The GWC will refuse the
AP_REQ messages, for which the ticket is encrypted using
the old Kerberos service key; a Kerberos error message will
be sent to inform the MTA to derive a new Kerberos ticket
from the KDC.

8 If you change the key, you must also change the key version.
Otherwise, the system displays the following error message:

eror x|

0 Following fieldfs) invalid
"ley wersion” Key wersion must be chanoed when changing Kerheros key,

In the Key version: field, delete the current value, then enter the
new key version.

9 When you are finished entering data, click the OK button.
10 The procedure is complete.
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Disable Kerberos key management

Purpose of this procedure

This procedure provides steps required to disable Kerberos key
management for one of the following Gateway Controller (GWC)
profiles in packet cable solutions:

e SMALL_LINENA
e SMALL_LINEINTL

When to use this procedure

Use this procedure when you wish to disable Kerberos key
management for the selected GWC node.

Note: You needto complete this procedure only if you plan to disable
all SECURE and FLEX connection policies between the selected
GWC and the multimedia terminal adapter (MTA) line gateways.

Prerequisites

CAUTION

Communication disruption

Once you disable Kerberos key management for the
selected GWC, all secure (configured with IPSec)
MTA gateways will lose communication with this
GWC.

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

€7 CS2000 Management Tools - zncls0jw.us.nortel.com (C
File Fault Configuration Maintenance Windows Help

_4 Device Types

..... _| APS

RS otevvay Controller
i _| as

Metwark Configu

Metwark Codec
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2 From the Contents of: GatewayController frame, select the
appropriate GWC node.

rContents of: GatewayContraller——

Directory | Find |
| | Type a GWC node number here,
‘ﬂl or

GatewayControllers: Select a GWC node from the list

I of provisioned GWC nodes.
GWWC-101

3 Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab to display connection policies currently
configured for this GWC node.

Maintenanc
Cnntrollerl Gatewaysl Lines' Carriers' EndpnintGrUUpB' Media Prnxies' Q05 Cnllectnr

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List(_Connection Policy ) ke

| PolicyID | Comment | Local hostform | Local hostport | Remate host address | Transport protocal | 1PSec ¢

4 Identify all FLEX and SECURE connection policies with the
Kerberos key management. Add a BYPASS policy in front (with
a lower Policy ID number) of each of these policies. Refer to
procedure Disable or enable IPSec between two nodes using

BYPASS policy on page 103.
5 Click the Kerberos tab to display the existing single entry in this
table.

IPSes F'rnﬂlel IPSe: F'referencel IFSec Prefetence Listl IKE Preferencel IKE Prefarence I_istl Connectioh F'nliu:

Kerberos realm| Principal name | Clock skewe ... | Key grace period...| Time zone offset| Key change reason| ey version
MGSITE-2.B45.. |crmsfgwc-12.co... [3600 18000 LTC COMPREOMISE

6 Click this entry to highlight it.

e ]
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7 Click the Change button to display the Change Kerberos Key

dialog box.
Change Kerberos Key i x|
( Kerberos realm: |MGSITE-2B45KY.0TT] )
Frincipal name: ||:msfgwc-12.comitip.mgsite-z.hdskg.r.ntt
Clock skew (seconds): |SEDD
Key grace petiod (minutes): |1 8000
Tirne zone offset: |UTC LI
Key format.  |BASEG4 |
Kerberos key: |<KEY 1S HIDDEM=
Key change reason:  [COMPROMISE =
Key wersion: |5
Keytype: |DES3-CEC-MDS =l
]9 | Cancel |
8 In the Kerberos realm: field, delete the existing entry and type:

NULL.REALM.
9 When you are finished entering data, click the OK button.
The system displays the following message:

Kerberos realm changed x|

@ kerberos realm was changed. Both GWC units will
need to be restartted for change to take effect.

O ywou wish to proceed with change?
i u] |

10 Click the Yes button to confirm.

11 Restart the GWC node using the following steps:

a Busy the inactive unit. Follow procedure Disable (Busy)
GWC card services on page 37 in this NTP.

b Return the inactive unit to service. Follow procedure Enable

(RTS) GWC card services on page 39 in this NTP.
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¢ Switch the activity from one GWC card to the mate GWC
card. Follow procedure Invoke a manual protection switch

(warm swact) on page 29 in this NTP.

Note: The active unit becomes inactive, and the inactive
unit becomes active.

d Repeat steps a and b for the newly inactive (previously
active) GWC unit.

12 The procedure is complete.

Note: Observe that the entry in the Kerberos table cannot be
deleted. It remains displayed, even though the Kerberos
functionality has been disabled.
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Change the policy action for an existing IPSec connection policy

Purpose of this procedure

This procedure describes how you can change the type of action that
an existing connection policy applies to incoming and outgoing packets,
without configuring a new policy. However, this method is only allowed
for the following changes:

From a policy with action To a policy with action
BYPASS FLEX

BYPASS SECURE

FLEX SECURE

SECURE FLEX

If you attempt to make any other change, the system displays an error
message listing the allowed changes.

Note: You cannot change from a policy with key negotiation of IKE
to a policy with Kerberos, or from a policy with Kerberos to a policy

with IKE. If you attempt to make such change, the system displays an
appropriate error message, for example:

Invalid “IPSec policy profile” change 5[

Q Changing from a palicy with key negatiation of IKE to a
policy with key negotiation of KEREEROS is not allowed.

IPSec policy profile will be resetto ariginal value.

When to use this procedure

Use this procedure when you want to change the type of action that an
existing connection policy applies to messages exchanged between the
Gateway Controller (GWC) and a gateway, but you do not want to
configure a new policy.

Note: Refer to the table above for the list of allowed changes.
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Prerequisites

This procedure requires that the IPSec profile with the appropriate
policy action (which you want to use for the selected policy) is
configured first. If required, complete procedure Configure IPSec
Profile on page 41

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 52000 Management Tools - znc0s0jw.us.nortel.com (C

File Fault Configuration Maintenance Windows Help

_4 Device Types
-] APS
| G atevvay Cantraller Wzt g o
LAUAS Metwark Codec
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

;Cnntents of: Gateway Caontraller——
i Type a GWC node name here,

Ditectary | Find | or

et
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cuntrnllers:/ P

|GWC-1
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3 Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab to display connection policies currently
configured for the selected GWC node.

Controller| Gateways | Lines | Cariers | Endpoint Groups | Media Praxies | @os Gollectars (IPSec )

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List(Cannection Palicy ) ke

Falicy ID | Comment | Local hostform | Local hostport | Remate host address | Transport protocol | 1PSec

200 ACTIVE 1] 10.66.255.243 LIDP KRE SE
444 ACTIVE 1] 47 135,41 .32 AN Secure_
n 2 to ! ACTIVE 1 10.66.17.48
4 In the Remote host address (gateway IP address) column,
identify the policy that you want to modify. Click that entry to
highlight the policy.
IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Gonnection Policy | Kerberos |
PnlichD| Caomment | Laocal hnst...l Local host por‘t( Femmote host address )Transpnn...l IPSec policy profi
100 Bypass for CO-LAMN ACTIVE 0 10.10.0.016 A BYPASS

200 Secure Policy for D05 ACTI 1 11.11.11.11 CF IKE SECLURE 605
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5 Click the Change button in the lower right corner of the
Connection Policy panel to display the Change Connection
Policy dialog box.

Note: You have the option to cancel the procedure at any time
(but before you click the OK button). To do that, click the
Cancel button.

Change Connection Policy 5'

~ Policy [dentification

Pulicy D [200

Comment |Secure Palicy for DEOS

~ Policy Information

Local host form: IACTIVE 'I Local host port; |0

Rermote host address: |11.11.11.11

Transpart protocal: |TCF'

(IPsec policy prafile: [IKE SECURE &0s

L L

IFSec preference list: |3DE5 SHA BE400=

— A Contral Settings

Choose SA using value of: [~ Local hostIP [T Remote host P
I~ Local hostport I~ Rernote hiost port

[~ Protocol port

- IKE Preshared Key Data

IKE remote gateway: |1 1111111

IKE preference list |3DES MDS5 126005 GRP1 2

Preshared key format. [ASCII =]

Freshared key data: |<KE‘|’ 15 HIDDEM=

ik | Cancel |

= |
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6 Click the IPSec policy profile: drop-down menu and select the
name of the appropriate policy profile (containing the action that
you want to use for this policy).

Note: Only certain changes are acceptable. Refer to the table
at the beginning of this procedure for the list of allowed

changes.
7 Use the following table to determine you next step.
If your change is Do

from BYPASS to FLEX or SECURE (with step 8
IKE key negotiation)

anything else step 9

8 Configure the IKE Preshared Key Data parameters as described
in the following table.

IKE Preshared Key Data parameters (Sheet 1 of 2)

Field Values Description

In the IKE Preshared Key Data panel:

Note: You cannot configure two policies defining an IKE pre-shared key for the same
IP address. You must configure a separate policy for each gateway.

IKE remote <gateway IP Enter the exact IP address of the remote

gateway: address> gateway.

IKE preference list: | <names of the This field identifies the IKE preference list
previously for this connection policy. By default, the
defined IKE system displays the first preference list

preference lists> | name from the IKE Preference List table.
Click the drop-down menu and select the
name of the IKE preference list that you
want to use for this policy.

e
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IKE Preshared Key Data parameters (Sheet 2 of 2)

Field Values Description

Preshared key ASCII or HEX Select ASCII or HEX to indicate the format

format: of the preshared key.

Preshared key <user-defined Enter the 1- to 48-character long

data: key; 110 48 preshared key that will be used with this
characters> IKE policy. Although the minimum allowed

key length is one character, make sure
that this key is long and random enough to
provide an appropriate level of secrecy
and security.

Note: The value entered in this field must
match the preshared key configured on a
gateway. For more information, contact
your network administrator.

9 Click the OK button.
10 The procedure is complete.

e ]
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Delete an IPSec connection policy

Purpose of this procedure

This procedure describes how to delete an existing IPSec connection
policy from the Gateway Controller (GWC).

When to use this procedure

Use this procedure when you need to delete an IPSec connection
policy currently configured on a GWC.

Prerequisites
An IPSec connection policy must be configured on a GWC.

Action

At the CS 2000 GWC Manager client

1 At the CS 2000 Management Tools window, click the Gateway
Controller folder from the Device Types menu.

£7 Cs2000 Management Tools - zncOs0jw.us.nortel.com (C
File Fault Caonfiguration Maintenance Windows Help

_4 Device Types
..... _| APS

R | G atevvvay Controller Metwark Configu
- UAS Metwark Code
2 From the Contents of: GatewayController frame, select the

appropriate GWC node.

;Cnntents of. Gateway Cantraller——
i Type a GWC node name here,

Directary | Find | or

th
GoTo i
I | | Select a GWC node from the list

of provisioned GWC nodes.
Gateway Cnntrnllers/ P

|GWC-1

e
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3 Click the Provisioning tab, then on the IPSec tab, then click the
Connection Policy tab to display connection policies currently
configured for the selected GWC node.

Maintenanc
Controller | Gateways | Lines | cariers | media Proxies| @os Cnllectnr

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference Lisf{ Connection Palicy )

Falicy ID | Comment | Laocal host form | Lacal hnstpnrt' Remaote host address | Transpor
100 ACTIVE 1] 10.66.22.1-10.66.22.2  |ANY
a00 ACTIVE ] 10.66.22.1 AY
GO0 ACTIVE ] 1066222 ANY

Use the following table to determine your next step.

If you wish to delete a Do

SECURE policy go to step 4
FLEX policy gotostep 5
BYPASS or DISCARD policy go to step 6

4 You cannot delete a SECURE policy. If you attempt to delete a
SECURE policy, the system displays the following error
message:

e Failed deleting connection policy.
Delete of connection palicy failed.

WARMNING: cannot delete a SECURE policy. Downgrade to FLEX, then delete. fwarning (1

To delete a SECURE policy, complete the following sub-steps:

a Downgrade the policy from SECURE to FLEX using

procedure Change the policy action for an existing IPSec
connection policy on page 121.

b Continue with step step 5.
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5

CAUTION

Possible communication disruption

Deleting a FLEX policy will also delete any active
IPSec security associations (SA). If any of the
gateways associated with this FLEX policy have
IPSec enabled and SAs active, do not delete this
policy. Otherwise, temporary loss of communication
between the GWC and the gateways will occur until
IPSec is disabled at the affected gateways.

If you wish to continue, go to step step 6.

6 In the Remote host address (gateway IP address) column,
identify the policy that you want to delete. Click that row to
highlight the policy.

IPSec Profile | IPSec Preference | IPSec Preference List| IKE Preference | IKE Preference List Cannection Palicy |

Policy 1D | Cormment | Local host form | Local host port |(Remnte host address |)Tran5p|:|r1
100 I 106622 1-10 BB 2232 |ANY
GO0 . CTH, 10.66.22.2 AMNY
Kl I i
Add... | Change... k Delete |’
7 Click the Delete button in the lower right corner of the
Connection Policy panel.
8 A Confirm deletion window appears. Click the Yes button to
delete the selected policy.
9 The procedure is complete.

e
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