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Configuration management

Purpose
This document provides the Configuration Management strategy and 
procedures for the CICM 7.0 release. It is one of a set of seven 
documents in the CICM customer documentation suite, which includes:

• NN10044-111 CICM Basics

• NN10240-511 CICM Configuration Management

• NN10252-611 CICM Security and Administration

• NN10248-711 CICM Performance Management

• NN10233-911 CICM Fault Management

• NN10244-811 CICM Accounting

• NN10230-461 CICM Upgrades

Configuration management strategy
The CICM is initially configured during initial installation by Nortel 
Networks system installers. 

After initial system configuration, configuration may be changed or 
additional configuration completed by the Service Provider. The 
Configuration Wizard of the Element Manager Web pages are used for 
this configuration.

For the CICM 7.0 release, the Configuration Wizard is not required. All 
configuration is performed directly on the CICM using the preboot tool. 
Therefore, Configuration Wizard procedures are omitted from this 
document. The other configuration procedures (those not performed on 
the configuration wizard) are applicable and therefore are included. 
Copyright © 2004, Nortel Networks  CICM Configuration Management



2   Configuration management  Nortel Networks Confidential
The Element Manager Web pages that are used to configure the CICM 
and its clients, but that do not use the Configuration Wizard are the 
following:

• profiles

— audio

— enterprise

— language

— network

— user

— feature

— security

• users

• client terminals

• Simple Network Management Protocol (SNMP)

Configuration data
Configuration data, such as IP addresses and the maximum number of 
concurrent sessions, resides within the Windows NT system registry. 
The operating company may use standard Windows NT backup tools 
to ensure that critical configuration data is archived externally to the 
CICM.

Previously backed up configuration data may be restored to the 
Windows NT registry in the event of data loss or data corruption. 
Service may then be resumed on a replacement or repaired system 
with minimal loss of service.

Element Managers can be configured to back up the configuration data 
of all CICMs on a periodic basis (e.g. every night at a specified time).

Tools and utilities
SERVORD

Provision CICM client lines
The procedure used to provision a CICM client on the CS2000 is similar 
to the method used to provision a line on other lines gateways. This 
procedure to provision CICM client lines is provided below.
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Procedure 1  Provision CICM client lines

On a PC connected to the CICM Administration LAN

1 Connect to the CS2000 Management Server for the selected 
CS2000.

2 Ensure that the GWC is provisioned to support Large Lines 
Gateways.

3 Select Associate Media Gateway to associate a CICM gateway 
with the selected GWC.

Response: The Associate Media Gateway dialog window opens.
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4 Datafill the Associate Media Gateway window, then press OK.

Response: The registration of the CICM gateway against the 
GWC is displayed.

5 Create the logical group in table LGRPINV on the CS2000.

Response:

6 Log into OSSGATE and issue the NEW command to create new 
lines. 
Example input:

Response on the CS2000 Management Server:
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Response on the CS2000 (the QLEN command):

7 This procedure is complete.

Configuration management procedures
This section provides the configuration procedures undertaken from the 
Element Manager Web pages.

Note:  For all procedures provided in this document, it is required to 
use administrator userids and passwords to login to the Element 
Manager.

Configuration
The CICM is configured during initial installation by Nortel Networks 
system installers. After installation, the Service Provider must configure 
user terminals and profiles using the Element Manager Web pages.

Configuration wizard
The Configuration Wizard is accessed by selecting the configuration 
option in the main menu, as illustrated below.
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Figure 1  Configuration wizard home page

In CICM SN07, the configuration wizard is not applicable. Selecting run 
the configuration wizard on the following CICM results in the 
following Web page:

Figure 2  Configuration wizard not applicable

Create and configure users
Use these procedures to create and configure users through the Users 
section of the Element Manager Web pages. The list of users on a 
CICM may also be viewed and administered from these Web pages.
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Create users
Users must be created before being configured. Users may be created 
and configured individually or in a batch. Use the Create Users 
procedure or the Batch Create Users procedure below to create users, 
then proceed to the Configure Users procedure.

Procedure 2  Create users

At the CICM Home page

1 Select users from the CICM section of the left menu.

Response: The User Home Page opens.
Copyright © 2004, Nortel Networks  CICM Configuration Management



8   Configuration management  Nortel Networks Confidential
At the User Home Page

2 Select the CICM applicable from the drop-down menu under the 
audit users option on the right menu.

Note:  This method of selecting the CICM applies to both 
manually and automatically created users.

3 Click on the manually create multiple users menu option on 
the right menu.

Note:  Use this to manually create one or multiple users.

Response: The create users on <cicm_name> page opens.

4 For each user to create, fill in the user name,

then select by the drop-down menus the VMG/VLCM, line 
number, and user profile to apply.

Note:  For definitions of fields, click on the ? icon.

5 After completing the field datafill, click on the create users menu 
option on the right.

Response: The status page displays the results of the action.

6 This procedure is complete.
   NN10240-511 (I)SN07 Preliminary   04.02   December 2004  Copyright © 2004, Nortel Networks



Configuration management   9Nortel Networks Confidential
Procedure 3  Batch create users

At the User Home Page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu under the 
audit users option on the right menu.

2 Click on the automatically create a range of users option on 
the right menu.

Response: The batch create users on <cicm_name> page 
opens.

3 Enter information into each field on the batch create users on 
<cicm_name> page.

Note:  Click on the ? icon for definitions of each field.

• Number of users to create. Enter up to 639 users for a TDM 
CICM or up to 1023 users for an H.248 CICM.

• Starting line is DMS/CS2K provisioning information. After 
each user is created, the line will be incremented by one. 

ATTENTION
The Batch create users Web page has powerful functionality. 
Consider carefully the impact of your choices. 
 
The batch method of creating users allows you to create up to 
1023 users per drawer. You may create the usernames or have 
usernames automatically generated.
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When it reaches the end of the drawer, it will srap onto the 
next one and start from line 0 (TDM only).

• VMG is the VMG/VLCM that all the users will be created on.

• Profile is the user profile that all created users will be 
associated with.

• Starting username is the username the first created user 
will have. Each subsequently created username will 
increment the username by one. The username must be 
numeric, from 4 to 15 characters long. 

Note:  Leading zeros are recognized.

4 After completing field datafill, click on the start operation menu 
option.

Response: A status page opens and then confirms completion.

5 This procedure is complete.

Configure or re-configure users
Use the following Configure or re-configure users procedure to 
configure new users and to change the current configuration of users. 
Use the Batch Change Configuration of Users procedure below to 
change configuration of a batch of users.

Procedure 4  Configure or re-configure users

At the User Home Page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu below the 
browse users option in the right menu.

Response: The User Home Page updates for the selected 
CICM, and displays VMG and user Range selections.
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2 Click on the browse users text.

Response: the Users on cicm <name> (range <#> on vmg 
<name>) page opens.

3 To configure or edit a user configuration, click on the user name 
to configure.

Note:  Users must be created before being configured. See 
the Create Users or Batch Create Users procedure above.

Response: The edit user <name> on <cicm_name> page 
opens.
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4 On the edit user <name> on <cicm_name> page, configure 
the user settings, CS2K provisioning, and Audio Profiles as 
required.

Note 1:  Click on the ? icon for definitions of each field.

Note 2:  There is not a fixed link between a username and its 
CS2K provisioning. It must be entered manually on this Web 
page.

Note 3:  Users may be changed between lines and 
VMGs/VLCMs

5 After completing the user configuration, click on the save 
changes menu option.

Response: An update screen displays the result of the action.

6 This procedure is complete.
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Procedure 5  Batch change configuration of users

At the User home page of the element manager Web pages

1 Select the CICM applicable from the drop-down under the audit 
users option on the right menu, then click on the edit the 
configuration of a range of users text.

Response: The configure users on <cicm_name>: step 1 - 
select users page opens.

2 Select the range of users to change configuration on: 

• All users

• A range of users

ATTENTION
The Batch change configuration Web page has powerful 
functionality. Consider carefully the impact of your choices.
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• Users defined by a standard regular expression

• All the users on a VMG/VLCM (specified by the drop-down 
menu)

Note:  Click on the ? icon for field definitions

Then click on the select actions options on the right menu.

Response: The configure users on <cicm_name>: step 2 - 
select operations page opens.
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3 Select the operations to perform:

• Select delete users to delete all selected users,  
OR

• Select modify user properties, then specify how to modify 
user properties. 

— password reset

— counters reset

— passwords view

— user profile set/select

Then click on the review actions text on the right menu.

Response: The configure users on <cicm_name>: step 3 - 
review actions page opens. (An example follows)

4 After verifying the actions to perform:

• To proceed, select start operation from the right menu.

• To modify configuration or cancel the operation, select back 
to select operations from the right menu.

Response: If start operation was selected, the operation will 
commence and a verification page will display. If back to select 
operations was selected, the step 2 page will display again.

5 This procedure is complete.

View users list and user configuration
Use this procedures to view the list of users on a CICM. Use the 
Procedure View user configuration, to view the configuration for a user 
on a CICM.
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Procedure 6  View users list

At the element manager home page

1 Select users from the left navigation bar.

Response: The user home page opens.

2 Select the CICM applicable from the drop-down menu under the 
browse users option on the right menu, 

then click on the browse users text.

Response: The users on CICM <cicm_name> (range <#-#> 
on vmg <name>) page opens with the list of current users on 
the CICM.

3 To view the user list for a different CICM, a different VMG/VLCM, 
or a different range, select from the drop-down menus on the 
browse users on menu option on the right. 

Response: The users on CICM <cicm_name> (range <#-#> 
on vmg <name>) page updates to display the selection.

4 To view a list of active users with node and line number 
information, click on the list the active users option on the right 
menu.

Response: the active users on <cicm_name> page opens.
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5 This procedure is complete.

Procedure 7  View user configuration

At the users home page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu under the 
browse users option on the right menu, then click on the 
browse users text.

Response: The VMG and Range fields are displayed under the 
browse users option.

2 Click again on the browse users option on the right menu.

Response: The users on CICM <cicm_name> (range <#-#> 
on vmg <vmg_name>) page opens.
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3 To view a user configuration, click on the username on the list, or 
Enter a user name under the delete user option on the right 
menu, then click on the view user’s configuration text.

Response: The view user <username> on <cicm_name> 
page opens.

Note:  Changes cannot be made from this view user <name> 
on <cicm_name> page.
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4 To configure or edit user configuration, refer to the Configure 
users procedure above.

5 This procedure is complete.

Delete a user
Use this procedure to delete a user from a CICM.

Procedure 8  Delete a user

At the user home page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu under the 
browse users option on the right menu, then click on the 
browse users text.

Response: The VMG and Range fields are displayed under the 
browse users option.
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2 Click again on the browse users on text.

Response: The users on CICM <cicm_name> (range 
<number> on vmg <name>) page opens.

3 In the Operation column, click on delete for the user(s) you want 
to delete.

Response: A status page displays the results of the action.

4 This procedure is complete.

Force user logout
Use this procedure to force a user logout.
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Procedure 9  Force user logout

At the users home page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu in the 
browse users on option, then click on the browse users on text 
two times.

Response: The users on CICM <name> (range <number> on 
vmg <name>) page opens.

2 Enter a user name under the delete users option on the right 
menu, then click on the edit a user’s configuration text.

Response: The edit user <name> on <cicm_name> page 
opens.

3 Click on the force user logout option on the right menu.

Response: A status message appears with the result of the force 
logout action. 

4 This procedure is complete.

Reset user counters
Use this procedure to reset user counters. This will reset to zero the 
following counters:

• Total login failures

• Login count

• Login failure count

• Total call count
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Procedure 10  Reset user counters

At the user home page of the element manager Web pages

1 Select the CICM from the drop-down menu in the browse users 
on box, then click on the browse users on text two times.

Response: The users on CICM <cicm_name> (range 
<number> on vmg <name>) page opens.

2 Click on the user name to reset counters for.

The edit user <username> on <cicm_name> page opens.

3 Click on the reset user counters option on the right menu.

Response: A status page displays the results of the reset 
command.

4 This procedure is complete.

Create and configure profiles
The Element Manager Web pages are used to configure the CICMs by 
creating, modifying, and applying profiles. This allows configuration of 
many CICMs at one time. The profiles are maintained on the CICM 
Element Manager. This section contains the procedures for configuring 
profiles.

There are seven types of profiles:

• Audio Profiles

• Enterprise Profiles

• Language Profiles
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• Network Profiles

• User Profiles

• Feature Profiles

• Security Profiles

Audio Profiles
An Audio Profile specifies audio parameters for making or receiving a 
call. Audio Profiles simplify the way in which users control the audio 
parameters that are used when making a call. The parameters which 
can be configured include voice coding type, voice activity detection 
and the voice packet size. These parameters are configured according 
to the specific network conditions that exist between the customer site 
and the CICM. Having several profiles available to users means that 
they can select the most appropriate profile for each call.

Implementing the parameters in the Audio Profile can range from 
applying a specific codec to changing QoS marking in the headers of 
the IP packets, which in turn will affect how other devices in the network 
treat those packets.  
 
Examples of audio parameters are:

• Which codec the client terminal should apply to an outgoing media 
stream

• Voice Activity Detection (VAD) capability with G.729A and G.723.1

• Packet size (i.e. the number of voice frames per packet)

• Quality of Service (QoS) parameters to be applied to the IP packets 
originating from that terminal or destined for that terminal

• Jitter buffer setting on the terminal

The CICM administrator can adjust the parameters in an audio profile 
to compensate for different types of conditions in the network. For 
example, a telecommuter’s IP voice packets may encounter one set of 
network conditions when a call is placed from the home, and a different 
set of conditions when a call is placed from the office. In this case the 
telecommuter would need two different audio profiles, one for each 
terminal. 

The CICM administrator controls the Audio Profiles and determines 
which ones will be available for end users to select for their terminals. 
When a user logs in to a CICM through a specific terminal, the CICM 
updates the items on the Audio Profile selection menu and applies the 
Audio Profile to that specific terminal.
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When an end user or the CICM administrator selects an Audio Profile 
for a terminal, the following occurs:

• The terminal implements the parameters for all outgoing voice traffic

• The CICM implements the parameters for all voice traffic destined 
for that terminal.

Audio profiles may be created, changed or deleted. Audio Profile 
changes take effect on the next call. They may be applied to a CICM or 
to a user.

Procedure 11  Create an Audio Profile on an EM

At the Element Manager home page

1 Select audio from the profiles section of the left menu bar.

Response: The audio profile home screen opens.

2 To create a new Audio Profile, click on the 

change the profiles stored in the CICM-EM option on the right 
menu.

Response: The audio profiles modification screen opens.
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3 Choose Succession from the drop-down menu under the add 
new profile of the following type option on the right menu.

Response: The audio profile creation page opens.
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4 Type the new profile name in the Audio Profile Name field, 

then create the profile by datafilling each of the fields.

Note:  Click on the ? icon in each field for detailed 
descriptions and decision criteria.

5 After the fields are datafilled, click on the create profile option 
on the right menu.

Response: The profile creation results window displays the 
profile creation status and confirms completion.

Note:  The profile created is stored on the Element Manager. 
To be activated, they must be applied to the CICMs by the 
Apply an audio profile to a CICM procedure below.

6 This procedure is complete.
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Procedure 12  Change an Audio Profile on an EM

At the Audio Profile home page of the Element Manager Web 
pages

1 Select the CICM from the drop-down menu under the change 
the profiles stored on the CICM-EM text on the right, then click 
on the change the profiles stored on the CICM-EM option.

Response: The audio profiles modification on <cicm_name 
page is displayed.

2 Click on the audio profile to change.

Response: The audio profile <profile_name> (<cicm_name>) 
page opens.
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3 Edit the audio profile by modifying the fields.

Note:  Click on the ? icon in each field for detailed 
descriptions and decision criteria.

4 Click on the save your changes to this profile option on the 
right menu to save the edited profile to the Element Manager.

Response: The profile save results screen displays the results 
of the action.

5 This procedure is complete.
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Procedure 13  Apply an Audio Profile to a CICM

At the Element Manager home page

1 Select audio from the profiles menu on the left.

Response: The audio profile home page is displayed.

2 Click on the apply one or more profiles stored on the 
CICM-EM to one or more CICMs option on the right menu.

The apply audio profile page displays.

3 In the Range of Profiles box, click a radio button to:

• apply only the selected audio profiles, or

• apply all existing audio profiles

4 In the Profile Selection box, choose the profiles to apply by 
clicking. Use Shift+Click to add a range, or Control+Click to 
add a nonconsecutive selection.

5 In the Range of CICMs box, click a radio button to:

• apply the profiles only to the selected CICM(s), or

• apply the profiles to all CICMs.
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6 In the CICM Selection box, choose the CICMs to apply the 
profiles to by clicking. Use Shift+Click to add a range, or 
Control+Click to add a selection.

7 Click on the apply profile(s) option on the right menu.

Response: A status page displays the results of the action and 
confirms completion.

8 This procedure is complete.

Procedure 14  Delete an Audio Profile from a CICM

From the audio profile home page of the Element Manager Web 
pages

1 Choose the CICM from the drop-down menu on the change the 
profiles stored on the following CICM menu option on the 
right, then click on the change the profiles stored on the 
following CICM text.

Response: The audio profiles modification on <cicm_name> 
page displays the list of audio profiles stored on the CICM.

2 Click on the delete (trash can) icon for the audio profile to delete.

Response: A status page opens to confirm the deletion.

3 This procedure is complete.
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Procedure 15  Apply an Audio Profile to a user

At the User Home Page of the Element Manager home pages

1 Select the CICM that the user is on from the drop-down menu on 
the browse users on menu option, then click on the browse 
users text.

Response: The browse users section expands to display the 
VMG and user ranges.

2 Select user range applicable from the drop-down menu on the 
browse users menu option, then click on the browse users text 
again.

Note:  For CICM 7.0, there is only one VMG per CICM, so no 
VMG selection is necessary.

Response: The users on CICM <name> (range <#-#> on vmg 
<name>) page opens and displays a list of users

3 Click on the user name to apply an Audio Profile to.

Response: The edit user <name> on <cicm_name> page 
opens.
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4 In the Audio profiles for recent terminals section at the 
bottom, click on the user terminal to apply the Audio Profile to.

Response: The terminal <name> on <cicm_name> page 
opens.
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5 In the Audio Profiles field of the Terminal defaults section, 
select the audio profile to apply from the drop-down menu,

then click on the save option on the right menu.

6 This procedure is complete.

Enterprise Profiles
Enterprise Profiles provide for groupings of Network Profiles and 
CICMs. The Enterprise Profile is created through the Element Manager 
and stored on the CICM, as is the Network Profile. An Enterprise Profile 
groups the Network Profile(s) of an enterprise with the CICMs that 
serve that enterprise. 

The purpose of the Enterprise Profile is to support the Selective CICM 
Login feature (i.e. Hot Desking capability).  
With this feature, users of an enterprise that is served by multiple 
CICMs will be provided with an option at the login prompt, to choose 
which CICM to log in to, from a list of CICMs that serve this enterprise. 
The user can also log into any terminal connected to the selected 
CICM. 

A CICM may be associated with many Enterprise Profiles if these 
enterprises are served by this CICM. However, a Network Profile can 
only be associated with a single Enterprise Profile.
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Upon receiving the first packet from a client, the hosting CICM checks 
the source IP address of the packet against the list of Network Profiles 
stored on the CICM. If a Network Profile contains that source IP 
address and the Network Profile is also associated with an Enterprise 
Profile, the user is then presented with a list of all the CICMs associated 
with that Enterprise Profile, and will be able to redirect their terminal to 
any of these CICMs. Thus the Enterprise profile, in conjunction with the 
Network Profile, enhances security.

Note:  The source IP address may or may not be the client’s IP 
address. If the client is behind an enterprise NAT, then the source IP 
address is the public IP address of the NAT. 

The Enterprise Profile is created, edited and deleted on the Element 
Manager. The Enterprise Profile may be written to it’s associated 
CICMs, but it cannot be edited on a CICM.

The complete process for creation and configuration of Enterprise 
Profiles is summarized as follows:

• Create an Enterprise Profile. See the Create an Enterprise Profile 
procedure below.

• Associate Network Profiles to the Enterprise Profile. See the 
Associate and Apply an Enterprise Profile procedure below.

• Associate CICMs to the Enterprise Profile. See the Associate 
and Apply an Enterprise Profile procedure below.

• Apply the Enterprise Profile to the CICM. This step downloads 
and saves the Enterprise Profile to the CICM. See the Associate 
and Apply an Enterprise Profile procedure below.

Procedure 16  Create an Enterprise Profile

At the CICM - Element Manager Home page

1 Select enterprise from the profiles section of the left menu.

Response: The enterprise profiles modification page opens. 
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2 Click on the add new profile menu option on the right menu.

The enterprise profile creation (cicm-em) page opens.

3 Datafill the Enterprise Name field, 
then datafill all other fields (refer to Table 1 below for field 
descriptions), 
then click on the create profile option on the right menu.

Table 1  Enterprise Profile fields

Field Entry Description

Enterprise Name User determined name 
no more than 20 
alpha-numeric 
characters.

The Enterprise Name is chosen upon creation and cannot be 
edited thereafter.

Profile up to date on 
Associated CICMs

Read-only. 
Yes or No

Indicates whether the profile is up-to-date on all of its 
associated CICMs. The state changes to No when a change is 
made to the Enterprise Profile. The state changes to Yes when 
it is successfully applied to all of the CICMs in the Associated 
CICMs list. Refer to the Apply Enterprise Profile to CICMs 
procedure.

Note:  If the Enterprise Profile is not kept up-to-date on the 
associated CICM(s), it will automatically deactivate upon its 
associated CICMs, and must be re-associated.
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Note:  The Associated Networks and Associated CICMs 
fields are non-editable. The Network Profiles and CICMs are 
not associated on this Enterprise Profile Creation Web 
page. You must create the Enterprise Profile name first.

Response: The profile creation results page opens and 
displays the result of the creation.

4 Proceed to the following Associate and Edit an Enterprise Profile 
procedure to associate Enterprise Profiles with Network Profiles 
and CICMs.

5 This procedure is complete.

Associate and apply an Enterprise Profile 
Use this procedure to associate an Enterprise Profile to Network 
Profiles and to CICMs, and to apply an Enterprise Profile to a CICM. 
 
Also use this procedure to change the associations of an Enterprise 
Profile, and to apply the Enterprise Profile changes to a CICM.

Transfer 
Connection Retries

0 or 1 
Default is 0

Recommended setting: 0 
This is the number of times a terminal redirecting to another 
CICM will retry to connect to the target CICM. The value should 
be set to zero (the default) for most applications.

Associated 
Networks 
(Network Profile)

Read-only Terminals are associated with an enterprise based on their 
network location. Some terminals can automatically discover 
their location (e.g. from a DHCP server) and provide it to the 
CICM. For terminals that do not or cannot report an 
automatically discovered network location to the CICM, a 
mapping, called a Network Profile, can be created to assign a 
network location based on the terminal’s IP address. This is the 
list of network locations that are associated with the enterprise 
defined by this profile.  
 
A non-editable list of Network Profiles that are associated with 
this Enterprise Profile. When a CICM is disassociated from the 
Enterprise Profile, it will remain in this list with the postfix 
“disassociated” until the updated information is successfully 
applied to the CICMs in the list, whereupon it will be removed 
from the list. It will be blank for a new profile with no 
associations defined.

Associated CICMs Read-only A non-editable list of CICMs that are associated with this 
Enterprise Profile.  
It will be blank for a new profile with no associations defined.

Table 1  Enterprise Profile fields

Field Entry Description
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The complete process for creation and configuration of Enterprise 
Profiles is summarized as follows:

• Create an Enterprise Profile. See the Create an Enterprise Profile 
procedure above.

• Associate Network Profiles to the Enterprise Profile. See the 
Associate and Apply an Enterprise Profile procedure below.

• Associate CICMs to the Enterprise Profile. See the Associate 
and Apply an Enterprise Profile procedure below.

• Apply the Enterprise Profile to the CICM. This step downloads 
and saves the Enterprise Profile to the CICM. See the Associate 
and Apply an Enterprise Profile procedure below.

Procedure 17  Associate and apply an Enterprise Profile

At the CICM - Element Manager home page

1 Select enterprise profiles from the left navigation bar.

Response: The enterprise profiles modification page opens. 

2 Select the Enterprise Profile to associate from the list of profiles 
by clicking on the profile name.

Response: The enterprise profile edit page opens. 
This page displays the Network Profiles and CICMs that are 
currently associated to this Enterprise Profile. The Profile up to 
date on the Associated CICMs field indicates whether or not 
the Enterprise Profile has been downloaded to its associated 
CICMs.
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3 To associate Network Profiles to the selected Enterprise Profile:

a Click on the associated network profiles option on the right 
menu.

Response: The network profiles associated with 
enterprise profile <name> page opens and lists the current 
associations.

b To associate additional profiles, click on the associate one 
or more network profiles option on the right menu.

Response: The network profile association with 
enterprise profile <name> page opens to display a list of 
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Network Profiles available to associate to the selected 
Enterprise Profile. 

c Click in the check box of the Associate field to select the 
Network Profile(s) to associate this Enterprise Profile to,  
then click on the associate selected network profiles 
option on the right menu. 

Response: The associating network profile(s) page opens 
to display the results of the action.

Note:  Any modified profiles must be re-applied to the 
CICM (Step 7 of this procedure) to be effective.

4 To disassociate Network Profiles to the Enterprise Profile, 
from the enterprise profile edit page:

a Click on the associated Network Profiles menu option on 
the right menu.

Response: The network profiles associated with 
enterprise <name> page opens to display the Network 
Profiles currently associated to the Enterprise Profile.

b In the disassociate field, select the Network Profile to be 
disassociated from the Enterprise Profile by clicking the 
check box,

c Then click on the disassociate selected network profile(s) 
menu option on the right menu. 

Response: The disassociating network profile(s) page 
opens to display the results of the action.

5 To associate CICMs to the Enterprise Profile: 
from the enterprise profile edit page:

a Click the associated CICMs menu option on the right menu.
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Response: The cicms associated with enterprise profile 
<name> page opens to display the current CICM 
associations.

b Click on the associate one or more cicms option on the 
right menu.

Response: The cicm association with enterprise profile 
<name> page opens to display a list of available CICMs to 
associate.

c Select the CICMs to associate, then click on the associate 
selected CICMs text bar on the right menu. 

Response: The associating cicm(s) page opens to display 
the results of the action.

6 To disassociate CICMs to the Enterprise Profile:  
from the enterprise profile edit page:

a Click the associated CICMs menu option on the right menu.

Response: The cicms associated with enterprise profile 
<name> page opens to display the current CICM 
associations.

b Select the CICMs to disassociate by clicking in the 
Disassociate field check box, then click on the disassociate 
selected CICMs menu option on the right.

Response: The disassociating cicms screen opens to 
display the results of the action.

7

Upon completion of the Network Profile and CICM associations 
and disassociations, on the enterprise profile edit page, click 
on the apply enterprise profile to all associated CICMs option 
on the right menu bar.

Response: The enterprise profile application results page 
opens to display the results of the action, and confirms the 
successful completion.

8 This procedure is complete.

ATTENTION 
This step is required to apply all profile 
association/disassociation changes to the 
CICMs.
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Procedure 18  Delete an Enterprise Profile

At the CICM - Element Manager home page

1 Select enterprise profiles from the left navigation bar.

Response: The enterprise profiles modification page opens 
to display the current list of Enterprise Profiles.

2

ATTENTION 
All CICMs and Network Profiles must be 
disassociated from the Enterprise Profile 
before it can be deleted. Use the Edit an 
Enterprise Profile procedure above first to 
disassociate all CICMs and Network Profiles 
from the Enterprise Profile to be deleted.

ATTENTION 
The state of the Enterprise Profile (indicated in 
the Up To Date field on the enterprise profiles 
modification page) must be set to Yes before 
the Enterprise Profile can be deleted.  
 
Refer to Table 1 in Procedure 18 for a 
definition of the Profile Up To Date on 
Associated CICMs field. Apply the Enterprise 
Profiles to the associated CICMs to change 
this Up to Date field to Yes, then proceed to 
delete the Enterprise Profile.
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In the Delete field, click on the delete (trash can) icon 
corresponding to the Enterprise Profile to be deleted.

Response: The results of the action is displayed, and the 
deletion is confirmed.

3 This procedure is complete.

Audit an Enterprise Profile 
Use the following procedure to audit an Enterprise Profile on its 
associated Network Profiles and CICMs. The resulting audit report 
facilitates correct profile associations.

Procedure 19  Audit an Enterprise Profile

At the CICM - Element Manager home page

1 Select enterprise from the profiles section of the left navigation 
bar.

Response: The enterprise profiles modification page opens 
to display the current list of Enterprise Profiles.

2 Click on the Enterprise Profile to audit from the list of current 
profiles.

Response: The enterprise profile edit page opens.

3 Click on the audit enterprise profile option on the right menu.
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Response: Datafill related to the Enterprise Profile and its 
associated CICMs is checked, and the Audit of Enterprise 
Profile < name> upon associated CICMs report is displayed.

4 This procedure is complete. 

Language profiles
A Language Profile is a language file which support language selection 
for the Ethersets. Multiple languages are supported for the Ethersets 
and CICM SoftClients. A Language Profile must be applied to the 
specific CICM for the Ethersets to access a particular language.

Note:  Although multiple languages are available on the m6350 
SoftClient, the Language Profile does not apply to it. For information 
on language selection on the CICM SoftClient, refer to the m6350 
Centrex IP SoftClient User Guide.

Language profiles available are English, German, Spanish, Italian and 
French. They are stored on the Element Manager and applied 
automatically to CICMs. Language profiles may be viewed from the 
Element Manager Web pages, but they cannot be created or changed. 
New languages will be added via new software releases or language 
patches.

Procedure 20  View Language Profiles

At the Element Manager home page

1 Select language from the profiles section of the left navigation 
bar.

Response: The language profile home page opens.
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Note:  Standard language profiles of English, French, 
German, Italian, and Spanish are currently provided.

2 Select the CICM from the drop-down menu on the view the 
profiles stored on the following CICM option on the right 
menu, then click on the view the profiles stored on the 
following CICM text.

Response: The language profiles modification (cicm_name) 
page opens.

Note:  This is a view-only page. Language profiles cannot be 
modified.
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3 This procedure is complete.

Network Profiles
Network Profiles define the IP address domains that are supported by 
the CICM. Only terminals from within a valid IP address domain can be 
connected to the CICM. An IP address domain is identified by the 
network device that connects it to the public IP address space that 
contains the CICM. Typically, this is a Network Address Translation 
(NAT) device. Refer to the NAT and firewalls section in the NN 
10252-611 CICM Security and Administration document for additional 
information.

Centrex by definition is a carrier-hosted featured voice service offer to 
enterprises. Centrex IP maintains feature transparency to CS2K 
Centrex. One key difference between Centrex and Centrex IP is that 
with Centrex IP, enterprises are served over a converged IP network 
instead of a CS2K network. Each enterprise has its own enterprise IP 
network. It normally uses private IP addresses for communication 
within the enterprise, and public IP addresses for communication 
outside the enterprise through a Network Address Translator (NAT) 
associated with its gateway router.

Each enterprise IP network is uniquely represented by a network profile 
on the CICM that serves this enterprise. A Network Profile identifies the 
IP address domain of the enterprise, represented by the public IP 
address of the enterprise NAT, along with an associated VMG that 
serves this enterprise.
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Network Profiles provide an effective means for authentication and 
control of Centrex IP traffic. Centrex IP traffic is only allowed to flow 
between the CICM and the IP address domains that are specified by 
the Network Profiles on the CICM. 

Network profiles can only be created, changed and deleted by an 
administrator. They are stored on the Element Manager and applied to 
a CICM.

Network profile configuration changes are immediately effective for new 
terminal connections. You do not need to restart the CICM to implement 
the changes; they are immediate. However, it is required to restart 
terminals if they are assigned a new network domain.

Enterprise IP address domain representation    For terminals 
behind a NAT, this NAT presence must be defined in the network profile. 
The network profile specifies the public IP address and the subnet of 
the NAT, and (optional) the associated VMG. This essentially specifies 
an IP address domain being served by a VMG, just as a NAT defines 
an IP address domain.

For an enterprise that uses public IP addresses (i.e. no NAT is needed), 
the administrator can still create a Network Profile for it, either by using 
the network domain “0.0.0.0, 0.0.0.0” or by specifying the subnet from 
which those customers originate (e.g. 47.165.169.0, 255.255.255.0).

VMG association    There are three possible ways that a Network 
Profile may be associated with VMGs, depending on the number of 
terminals in the enterprise.

• For an enterprise with up to 639 terminals, the Network Profile of 
this enterprise needs to be associated with one VMG only.

• For an enterprise with more than 639 terminals, the Network Profile 
of this enterprise needs to be associated with two or more VMGs. 
Each VMG has a maximum of 639 terminals. 

• One VMG can be associated with multiple small-sized enterprises 
whose terminals together add up to 639. In this case, the 
intraswitching for that VMG on the CS2K has to be turned off.

The purposes for making VMG associations are:

• Security  
A user in one enterprise network domain cannot log in as a user 
from another enterprise because the VMG association only allows 
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users from an enterprise to log in from the enterprise’s own IP 
domain.

• Administrative checkpoint  
Each VMG can be associated with a single network domain to 
provide an administrative checkpoint. If your intent is to put 
intraswitching on a VMG, associate the VMG with a single network 
profile.

• Terminal count 
The CICM keeps a count of the terminals in each network domain 
and records the high water mark. 

Example: Network domain addressing    In this section an example 
is provided to illustrate the concept of network domain addressing. In 
this example, there are the following two enterprises:

• Enterprise 1 has a NAT with a single public address 
47.165.168.100, and is served off VMG1.

• Enterprise 2 has a NAT with a single public address 
47.165.168.200, and is served off VMG2.

Intraswitching is VMG specific. It is only activated for calls between two 
lines on the same VMG. It is recommended to activate intraswitching 
because of the following advantages:

• Improved voice quality

• Increased CICM capacity

• Reduced bandwidth requirements from the enterprise to the carrier

However, intraswitched calls cannot traverse NAT boundaries (for 
example, a call between a user in enterprise 1 and a user in enterprise 
2), for the following reasons:

• Routing will likely be blocked for security purposes (e.g. firewall 
rules that prevent it).

• RTP packets use non-routable private IP addresses that are either 
overlapped between two enterprises, or viewed unreachable.

The two enterprises will be configured through the CICM Element 
Manager’s Network Profile Web page as follows:

• Enterprise 1: 47.165.168.100, 255.255.255.255

• Enterprise 2: 47.165.168.200, 255.255.255.255

The mask 255.255.255.255 informs CICM to consider only clients 
originating from the single IP address 47.165.168.100 to be in 
Enterprise 1.
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A user in Enterprise 1 network domain cannot log in as a user from 
Enterprise 2 because the VMG association only allows users from an 
enterprise to log in from the enterprise’s own IP domain.

In this example, if a new Enterprise 3 is created and the administrator 
wants to use spare capacity from VMG2, the association will prevent it. 
If new users from Enterprise 3 are assigned to VMG2 and the 
intraswitching for VMG2 on the CS2K is turned on, they can’t log in until 
the association is removed or the intraswitching for VMG2 on the CS2K 
is turned off.

NATs often only have a single IP address into which they multiplex the 
active connections by mapping them to unique ports. A NAT with four 
interfaces, for example, would be datafilled with the two least significant 
bits missing. Thus for 47.165.168.100, the mask 255.255.255.252 
would permit addresses 47.165.168.100, 101,102, and 103 to be 
considered part of the network domain.

Users in Enterprise 1 will be configured with LENs on VMG1, and users 
in Enterprise 2 will be configured with LENs on VMG2.

Procedure 21  Create a Network Profile

At the CICM - element manager home page

1 Click on the network option on Profiles section of the left 
navigation bar.

Response: The network profiles modification (cicm-em) 
page opens.
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2 Click on the add new profile option on the right menu.

Response: The network profile creation (cicm-em) page 
opens.
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3 Datafill the network profile fields.

Note:  Click on the ? icon for detailed definitions of these 
fields. 

a Address. This specifies the network address of the subnet 
that contains the range of public addresses available to a 
NAT device.

b Subnet. This specifies the subnet mask for the subnet that 
contains the range of public addresses available to a NAT 
device.

c Lease period (minutes). The defined period for which any 
UDP port mapping is defined.

Note:   For 2.5 EM and 2.5 gateways, the lease period is 
set at 2 minutes, and cannot be changed. The lease period 
field in the network profile creation page will be greyed 
out and have a 2 entry. 
 
For 2.5 EM and pre-2.5 gateways, and for 6.12 EM and 
6.12 gateways, the lease period is variable and the field 
can be datafilled. 
 
For 7.0 EM and 7.0 gateways, the lease period is variable 
and the field can be datafilled.
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d Retry count. The Retry count is the number of times a 
terminal will attempt to connect to a CICM node before it fails 
over and attempts to connect to the other node. A terminal 
connecting to a CICM with an IP address described by this 
Network Profile will have this retry connection count. This 
Network Profile needs to have been applied to the CICM or 
be associated with an Enterprise Profile which has been 
applied to the CICM for this to take effect. Leaving the field 
blank will result in the retry count taken from the Terminals 
Settings for that CICM.

e Associated Enterprise Profiles. (Read only) This field 
shows the Enterprise Profile associated with this Network 
Profile. The association is made from the Enterprise Profile 
to the Network Profile, and is shown here for information only.

f Associated VLCM/VMG. This option is only shown when 
editing a profile on a specific CICM. 
 
Intraswitching can only be successful if both terminals in the 
call are hosted in the same network domain. To prevent calls 
from failing when this condition is not met, a VLCM/VMG can 
be associated with a particular network domain. Only 
terminals hosted in the network domain that a particular 
VLCM/VMG is associated with are permitted to log in to lines 
hosted on that VLCM/VMG.

Note 1:  A pre-2.5 CICM cannot be associated to an 
Enterprise Profile.

Note 2:  A Network Profile created on a pre-2.5 EM cannot 
be associated to an Enterprise Profile. It is recommended 
to delete Network Profiles created on pre-2.5 EMs, and 
re-create them (if needed) on the upgraded 2.5, 6.12, or 
7.0 EM.

g Global Middlebox Name/ID. These two fields are visible 
only temporarily. The value of these fields are derived from 
the CS2000 Management Server.

h Associated network location.

i Associated Limited Bandwidth Link Identifier.

4 After completing the field datafill click on the create profile 
menu option.

Response: The profile creation results page displays the 
results of the action.

5 This procedure is complete.
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Procedure 22  Change a Network Profile

At the CICM - element manager home page on the Element 
Manager Web pages

1 Select the Network option from the Profiles section of the left 
navigation bar.

Response: The network profiles modification (cicm-em) 
page opens.

2 Click on the IP address of the network profile to edit.

Response: The network profile <IP_address/subnet> 
(cicm-em) page opens.
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3 Edit the network profile fields in the Details section as required, 
then click on the save your changes to this profile option on 
the navigation bar on the right.

Note:  Click on the ? icon for definitions of these fields. 

Response: The profile save results page confirms the update 
completion.

4 To edit default location information:

a Click on the edit default location information option in the 
navigation bar on the right.

Response: The edit default location information: 
<IP_address/subnet page opens.

b Datafill the fields in the Type of Location, Civil Location, 
and Spatial Location sections,  
then click on save changes.

Note:  Click on the ? icon for definitions of these fields.
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5 This procedure is complete.

Procedure 23  Delete a Network Profile

At the CICM - element manager home page of the element 
manager Web pages

1 Select the Network option from the Profiles section of the left 
navigation bar.

Response: The network profiles modification (cicm-em) 
page opens.

2 Click on the Delete (trash can) icon for the Network Profile to 
delete.

Response: The deletion action is confirmed.

3 Click on the delete (trash can) icon for the network IP address to 
be deleted.

Response: The status page confirms the deletion.

4 This procedure is complete.
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Procedure 24  Apply a Network Profile stored on the EM to a CICM

At the network profiles modification (cicm-em) page of the 
element manager Web pages

1 Click on the apply one or more profiles stored on the 
CICM-EM to one or more CICMs option on the menu on the 
right.

Response: The apply network profile page opens.

2 Datafill the Profile and CICM fields.

Note:  Click on the ? icon for definitions of these fields. 

3 Click the apply profile(s) menu option on the right.

Response: The profile apply results status page opens and 
confirms completion.

4 This procedure is complete.
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Procedure 25  Enable/disable network domain address licensing

At the network profiles modification (cicm-em) page of the 
element manager Web pages

1 Select the CICM applicable from the drop-down menu in the 
change the profiles stored on the following CICM menu 
option on the right, then click on the change the profiles stored 
on the following CICM text.

Response: The network profiles modification 
(<cicm_name>) page opens.

2 On the right menu bar, click on the Enable/Disable Network 
Domain Address Licensing text bar to toggle between enable 
and disable, as required.

Response: A status page opens and confirms the results of the 
action.

3 This procedure is complete.

User Profiles
A User Profile is a set of default settings for a group of users. A User 
Profile can contain feature key settings, language, timezones, and 
permissions.  
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User profiles may be created, changed and deleted. They are stored on 
the Element Manager and applied to a selected CICM.  
 
A user will inherit settings from the user profile configured, unless 
overridden locally. Overrides to user profiles may be applied or deleted 
by the administrator.

Note:  To create users (user ID, password, etc.), refer to the Security 
and Administration section of this document.

Procedure 26  Create a User Profile

At the CICM - Element Manager home page

1 Select user from the Profiles section of the left menu bar.

Response: The user profile home page opens.

2 Click on the change the profiles stored on the following 
CICM-EM menu option on the right.

Response: The user profiles modification (cicm-em) page 
opens. 
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3 Click on the add new profile option on the right menu.

Response: The user profile creation (cicm-em) screen opens. 

4 Datafill the fields, then click on the create profile menu option 
on the right.

Note:  For definitions of these fields, click on the ? icon for 
each field. 
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Response: The user creation results screen displays 
confirmation of file creation. The user profile is stored on the 
CICM Element Manager.

5 This procedure is complete.

Procedure 27  Change a User Profile

At the user profile home page on the Element Manager Web pages

1 Select the change the profiles stored on the CICM-EM menu 
option on the right.

Response: The user profiles modification (cicm-em) page 
opens.

2 Click on the user profile name that you want to modify.

Response: the user profile edit page opens.

3 Revise the user profile fields as required, then click on the save 
your changes to this profile menu option on the right.

Note:  For definitions of these fields, click on the ? icon for 
each field. 

Response: The status page opens and confirms completion of 
the edit.

4 This procedure is complete.
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Procedure 28  Delete a User Profile

At the user profile home page on the Element Manager Web page

1 Click on the change the profiles stored on the CICM-EM menu 
option on the right.

Response: The user profiles modification (cicm-em) page 
opens. 

2 Click on the delete (trash can) icon for the profile you want to 
delete.

Response: A status page opens and confirms the deletion.

3 This procedure is complete.

Procedure 29  Apply a User Profile to a CICM

At the user profile home page of the element manager Web pages

1 Click on the apply one or more profiles stored on the 
CICM-EM to one or more CICMs menu option on the right.

Response: The apply user profile page opens.
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2 Select the profiles to apply and the CICMs to apply them to, by 
datafilling the fields on the apply user profile page.

Note 1:  Click on the ? icon for definitions of each field. 

Note 2:  Use the CTRL key to select more than one CICM.

3 Click the apply profile(s) menu option on the right.

4 This procedure is complete.

Procedure 30  Apply/remove User Profile overrides

At the element manager home page

1 Click on the users option from the CICM section of the left 
navigation bar

Response: The user home page opens

At the user home page

2 Select the CICM from the browse users on drop-down menu, 
then click on the browse users on text.

Response: The users on CICM <cicm_name> (range <#-#> 
on vmg <name>) page opens.
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3 In the User list, click on the user ID that you want to 
apply/remove overrides to, 
OR 
Enter the user number in the edit a user’s configuration menu 
option, then click on the edit a user’s configuration text.

Response: The edit user <username> on <cicm_name> page 
opens.
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4 Click on user overrides menu option on the right.

Response: The profile overrides for user <name> on 
<cicm_name> page opens. The default settings are loaded 
from the user’s profile (if one exists).
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5 Datafill the fields that you want to override for this user, 

 then click on the save changes option on the right.

Note 1:  For field definitions, click on the ? icon for each field. 

Note 2:  Fields datafilled will override the default settings on 
the user’s profile.

Note 3:  Fields left blank will default to the user profile.

Note 4:  To remove an override in a particular field, set the 
field to blank.

Response: The status page opens to confirm the action taken.

6 To remove all overrides, click on the remove all overrides menu 
option on the right.

Response: The status page opens to confirm the action taken.

7 This procedure is complete.
   NN10240-511 (I)SN07 Preliminary   04.02   December 2004  Copyright © 2004, Nortel Networks



Configuration management   65Nortel Networks Confidential
Feature Profiles
The Feature Profile governs how features behave on the terminals 
supported by a CICM. The attributes of each feature can cause the 
feature to be hidden or shown, based on the state of other features on 
the terminal. This allows maximum use to be made of the limited 
number of feature keys available on some terminals. 

Use the following procedure to configure Feature Profiles.

Procedure 31  Configure Feature Profile

At the CICM - Element Manager home page

1 Select feature from the profiles section of the left navigation 
bar.

Response: The feature profile home page opens.

2 Select the relevant CICM from the drop-down menu on the right 
navigation bar, then click on the change the profiles stored on 
the following CICM text.

Response: The feature profiles modification (<cicm_name>) 
page opens. This provides the feature profile, for the CICM 
selected. The feature profile consists of a list of features; each 
feature has a set of attributes which can be configured.
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3 On the feature profiles modification (<cicm_name>) page, 
click on the name of each feature you want to configure.

Response: The feature profile <#> (<cicm_name>) page 
opens for each feature chosen. The following figure illustrates 
the 3 Way Call feature.
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4 Configure the feature as follows:

Note:  Click on the ? icon for a definition of the fields.

• To configure this feature as a DN (dynamic) feature, choose 
Yes from the drop-down menu on the DN Feature line, or 
choose NO to not designate it as a DN Feature.

• To configure the Hide Mode, choose from the drop-down 
menu on the Hide Mode line:

— Never

— When DN is active

— when DN is inactive

• Then click on the save your changes to this profile menu 
option.

Response: The profile save results page displays configuration 
results.

5 To configure other features, repeat step 3 and 4 for each feature.
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6 This procedure is complete. 

Enable/Disable Dynamic Feature Key  
Use the following procedure 33 to enable/disable dynamic feature key 
functionality on a terminal type basis, using the EM Terminal 
Configuration Web pages. This setting cannot be overridden by any 
other setting (i.e. if the Dynamic feature key functionality is disabled on 
a terminal type basis the feature cannot be activated in any other way 
for that specific terminal type). 

Note:  Users logged into the gateway when the functionality is 
enabled/disabled will not pick up the changes until they log out and 
back into the CICM.

Use Procedure 33 to enable or disable the Dynamic Feature Key 
functionality by user overrides. These setting changes will take effect 
immediately.

The user may also disable the functionality from the terminal itself in the 
Menu\Feature\Options menu. These setting changes will take effect 
immediately.

Procedure 32  Enable/Disable Dynamic Feature key (terminal 
type)

At the CICM - Element Manager home page

1 Click on terminals from the CICM section of the left menu bar.

Response: The terminal configuration page opens.

2 Select the CICM from the drop-down menu, then click on the go 
to terminal configuration on CICM option.

Response: The terminals on <cicm_name> page opens.
   NN10240-511 (I)SN07 Preliminary   04.02   December 2004  Copyright © 2004, Nortel Networks



Configuration management   69Nortel Networks Confidential
3 On the terminals on <cicm_name> page, select the terminal 
type (m6350, IP Phone 2001, IP Phone 2002, or IP Phone 2004) 
you want to configure from the drop-down menu on the 
configuration option on the menu bar on the right, then click on 
the configuration option.

Response: The <type> terminal configuration <cicm_name> 
page opens. The following figure illustrates the IP Phone 200x 
type of terminal.
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4 To configure this terminal type as a DN (dynamic) feature, 
choose Yes from the drop-down menu on the Automatically 
hide features key attribute, then click on the Apply changes 
text on the right.

Note:  Users logged into the gateway when the functionality is 
enabled/disabled will not pick up the changes until they log out 
and back into the CICM.

Response: The updating terminal configuration Web page 
opens to confirm the changes. 

5 This procedure is complete. 

Procedure 33  Enable/Disable Dynamic Feature key (user 
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overrides)

At the CICM - Element Manager home page

1 Click on users from the left CICM menu.

Response: The user home page opens.

2 Select the CICM from the drop-down menu on browse users 
option of the right navigation bar, then click on the browse users 
text.

Response: The users on CICM <cicm_name> (range # on 
vmg_name) page opens.
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3 From the list in the User column, click on the user name to 
configure 

Response: The edit user <name> on <cicm_name> page 
opens.
   NN10240-511 (I)SN07 Preliminary   04.02   December 2004  Copyright © 2004, Nortel Networks



Configuration management   73Nortel Networks Confidential
4 Click on the User overrides option on the right menu.

Response: The profile overrides for user <name> on 
<cicm_name> Web page opens. 
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5 To enable dynamic feature key functionality, choose Yes from the 
drop-down menu in the Auto-hide feature keys User Setting 
field, 
OR 
To disable dynamic feature key functionality, choose No from the 
drop-down menu in the Auto-hide feature keys User Setting 
field. 
Then 
Click on the save changes option on the right menu.

Response: A confirmation of the override change is displayed.

6 This procedure is complete. 
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Security profiles
The Security profile Web page allows for the configuration of CICM 
security features. There are three security features available:

• Management of RSA keys for the CICM-EM and its associated 
CICMs

• The ability to view the security policies of associated CICMs

• The ability to view the security policies of associated enterprises on 
a CICM-EM

The CICM-EM Security Web pages are illustrated in the following 
figures.

Figure 3  Security profile
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Figure 4  Security: RSA keys

Figure 5  View security policies of CICMs

Figure 6  View security policies of enterprises
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Line provisioning for CICM clients
The procedure used to provision a CICM client on the CS2000 is very 
similar to the method used to provision a line on other line gateways.

Procedure 34  CS2000 Line provisioning for CICM clients

At the Element Manager desktop

1 Connect to the CS2000 Management Server for the chosen 
CS2000.

2 Ensure that the GWC is provisioned to support Large Lines 
Gateways.

Example:

3 Use the Associate Media Gateway dialog box to associate a 
CICM gateway with the chosen GWC.
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Response 1: The Gateway List will display a registration of the 
CICM gateway against the GWC.

Response 2: A logical group will automatically be created in 
table LGRPINV on the CS2000.
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4 Log into OSSGATE and issue the NEW command to create new 
lines. 

Example

Response 1: 
On the CS2000 Management Server:

Response 2: 
On the CS2000 (use the QLEN command):
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5 This procedure is complete.

Configure PAM authentication on a CICM-EM
Use the following procedure for configuring PAM authentication on a 
CICM-EM. There is no configuration for PAM authentication for the 
CICM.

Procedure 35  Configure PAM authentication on a CICM-EM

At the CICM

1 Telnet/connect to the EM node A and open a Command Line 
Interface (CLI).

2 Run the preboot pamauth /interactive command. 

Response: The CLI presents the prompt:  
Will this Element Manager use the PAM on the SSPFS to 
authenticate users? [Y/N, default=N].

3 Enter Y.

Note:  You MUST have a trusted certificate on the IEMS 
before entering Y.

Response: The CLI presents the prompt:  
Will this EM connect the PAM server via HTTPS? [Y/N, 
default=N]]
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4 Enter Y.

Response: The CLI presents the prompt: 
Please enter the IP address of the PAM server.

5 Enter the IP address of the PAM server.

Example 
47.135.42.226

Response: The CLI presents the prompt to save or abort the 
command.

6 Enter Y to save 

Response: The CLI presents the command summary to confirm 
the input, for example: 
You have entered the name of the primary SSPFS PAM 
proxy as: 47.135.42.226 Is this correct? [Y/N, default=Y]]

7 Enter Y to confirm the input.

Note:  If you answer Y, you MUST have FTP’s the .cer file to 
both EM nodes.The following sub-steps provide the procedure 
to install secure certificate on the EM.

a Connect to the PAM server via HTTPS? Y/N default = N. 
Enter Y

b Enter the FQDN of the SSPFS PAM proxy: 

• ucars0033c.ca.nortel.com = Cablab

• ucars0003c.ca.nortel.com = Ott2

c Enter the IP address of this PAM server

• 47.135.42.226 = Cablab

• 47.135.42.194 = Ott2

d Do you want to import a certificate? Y/N default = N 
Enter Y

Note 1:  A Security Certificate is required for 
communicating via HTTPS to the PAM server. If you are 
using a certificate purchased from a valid signing authority 
(e.g. Verisign, Thawte, etc.) then enter N to the prompt as 
the certificate will be automatically trusted. If you are using 
a self-signed or unsigned cretificate, then answer Y, as it is 
required to import this type of certificate.

Note 2:  Ensure that the unsigned certificate is placed on 
the EM before proceeding. If the certificate is not in the 
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current directory, then the path must be provided as part of 
the file name. e.g. C:\data\myCert.cer

e Enter the certificate to use to validate the PAM server: 
d:\data\cablab.cer 
Connection to PAM via HTTPS 
 
Primary SSPFS PAM Proxy FQDN: 
ucars0033c.ca.nortel.com 
 
Primary SSPFS PAM Proxy IP Address: 
47.135.42.226 
 
Security Certificate 
d:\data\cablab,cer

f Is this correct? Y/N default = Y  
Enter Y

8 For this to take effect, you must stop, then start the PAM 
authentification service, as follows:

a At the CLI, enter the net stop pamauthservice command.

b At the CLI, enter the net start pamautheservice command.

9 Repeat the entire procedure for node B.

10 Test PAM authentication by logging into EM using  
central database username and password as well as  
.administrator

11 This procedure is complete.

Add a Backup EM to the Primary EM
Use this procedure to add a Backup EM (BEM) into a CICM 
configuratoin which only has a Primary EM (PEM). Step one is an 
optional step for the case when the new backup EM is already being 
used to manage separate CICMs and it is intended to have all the 
CICMs jointly managed by a PEM and BEM pair.

Procedure 36  Add a Backup EM to the Primary EM

At a PC attached to the Administration LAN of the CICM

1 Merge data between the two existing EMs. 
Manually copy all required information that is currently resident 
on the PEM that will become the BEM, to the PEM that will 
remain as PEM for the PEM/BEM pair. 
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Required information may include, but is not limited to:

• User profiles

•  Audio profiles

• Network profiles 

• Enterprise profiles

• List of CICMs managed by the EM

• The names of node 0 and node 1 of each of the CICMs

NOTE: Use this step only if you want to convert an existing 
primary EM to be the backup for another primary EM. 
If the backup EM to be added is an entirely new machine, then 
skip this step and proceed to step 2.

2 Re-image and configure the BEM using the Loading and 
Configuration Installation Method from the Backup and Restore 
Tool CD, following these guidelines:

a At the PC desktop, right-click on My Computer, 
then select the Properties tab,  
then select the Network Identification Tab.  
Click on Properties button to open the Identification 
Changes screen shown in the following figure. 
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3 On the Identification Changes dialog box, provide the computer 
name (e.g. 940_BEM) and the workgroup (the default is 
centrexip. It will be the same as the primary EM workgroup).

4 Right-click on My Network Places,  
select Properties tab, 
then right-click on local area connection  
and select Properties
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5 Select Internet protocol (TCP/IP), 
then click on Properties. 
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6 Click on the Advanced tab. 
By default you will be in the IP Settings configuration.  
Remove the existing default IP address and provide the correct 
IP address of the Backup EM (for example, 47.165.169.40).  
 
Note: If required, the default IP address can be added after the 
actual IP address is added, but it is optional. It should only be 
added if it belongs to the same network as the Backup EM IP 
address. Also add the default gateway details.

7 Select the WINS tab from following figure to open WINS server 
details. 
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8 Input the Primary and Backup EM IP addresses as the WINS 
servers. For example, 47.165.169.40 and 47.165.169.62 as 
shown in the following figure.
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9 Shut down the Backup EM in order to avoid any data 
synchronisation from Backup to Primary Element Manager 
(which would occur in the next step if it is not shut down).

10 Configure the Primary EM to Accommodate the Backup EM, as 
follows:

a Run the command preboot elementmanager /interactive 
on the PEM to give it the name of the BEM, as shown in the 
following figure. 
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b Set up the BEM as the replication partner on the WINS of the 
PEM, as follows: 

i Click on Start

ii then click on Programs

iii then click on Administrative Tools

iv then click on WINS
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c Right-click on the Replication partners tab 
then select New replication partner to provide the IP 
address of the BEM. 

d Restart the Primary EM.

11 Configure the Backup EM to Accommodate the Primary EM, as 
follows:

a Wait for the Primary EM to be back in service. 

b Boot the Backup EM

c Repeat Step 10 for the Backup EM. 
(i.e. run preboot elementmanager /interactive and provide 
the appropriate details. Include information about the 
Primary EM under the WINS of the Backup EM. 

d Reboot the Backup EM.

Note:  The BEM should now be synchronized with the 
PEM.

12 End of procedure.

Configure Apache Proxy Server for CICM-EM
Use the Configure Apache Proxy procedure to configure the Apache 
Proxy Server for CICM-EM.

Procedure 37  Configure Apache Proxy Server for CICM-EM

At the IEMS (proxy) server

1 Start cli by entering cli

2 Select the number associated with Configuration.

3 Select the number associated with the Apache Proxy 
Configuration.

4 Select the number associated with add_proxy_conf

5 Enter the IP address of the primary CICM-EM.
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6 Enter the IP address of the secondary CICM-EM.

7 At the optional field, enter port number 444, then go to the next 
field.

8 At the port field, enter port number 444.

9 Enter Y to continue.

10

11 Select the number associated with add_proxy_conf

12 Enter the IP address of the CICM-EM.

13 Enter the local tag centrexip

14 Enter the remote tag centrexip

15 At the port field, enter the port number 444.

16 Enter Y to continue.

17 End of procedure.

If Do

Another proxy configuration setting 
is required

Continue with steps 11 through 16

Another proxy configuration setting 
is not needed

This procedure is complete. No 
additional steps are needed.
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