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Configuration management

Purpose

This document provides the Configuration Management strategy and
procedures for the CICM 7.0 release. It is one of a set of seven
documents in the CICM customer documentation suite, which includes:

e NN10044-111 CICM Basics

e NN10240-511 CICM Configuration Management
e NN10252-611 CICM Security and Administration
e NN10248-711 CICM Performance Management
* NN10233-911 CICM Fault Management

* NN10244-811 CICM Accounting

e NN10230-461 CICM Upgrades

Configuration management strategy

The CICM is initially configured during initial installation by Nortel
Networks system installers.

After initial system configuration, configuration may be changed or
additional configuration completed by the Service Provider. The
Configuration Wizard of the Element Manager Web pages are used for
this configuration.

For the CICM 7.0 release, the Configuration Wizard is not required. All
configuration is performed directly on the CICM using the preboot tool.
Therefore, Configuration Wizard procedures are omitted from this
document. The other configuration procedures (those not performed on
the configuration wizard) are applicable and therefore are included.
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2 Configuration management Nortel Networks Confidential

The Element Manager Web pages that are used to configure the CICM
and its clients, but that do not use the Configuration Wizard are the
following:

* profiles
— audio
— enterprise
— language
— network
— user
— feature
— security
* users
¢ client terminals
* Simple Network Management Protocol (SNMP)

Configuration data

Configuration data, such as IP addresses and the maximum number of
concurrent sessions, resides within the Windows NT system registry.
The operating company may use standard Windows NT backup tools
to ensure that critical configuration data is archived externally to the
CICM.

Previously backed up configuration data may be restored to the
Windows NT registry in the event of data loss or data corruption.
Service may then be resumed on a replacement or repaired system
with minimal loss of service.

Element Managers can be configured to back up the configuration data
of all CICMs on a periodic basis (e.g. every night at a specified time).

Tools and utilities
SERVORD
Provision CICM client lines
The procedure used to provision a CICM client on the CS2000 is similar
to the method used to provision a line on other lines gateways. This
procedure to provision CICM client lines is provided below.
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Procedure 1 Provision CICM client lines

On a PC connected to the CICM Administration LAN

1 Connect to the CS2000 Management Server for the selected
CS2000.
2 Ensure that the GWC is provisioned to support Large Lines
Gateways.
Frofile
Current: LARGE_LINEIMTL Change... |
Capability |  capacity | Units |
Laroe Gateways 27 gateways
Lines G400 pons
3 Select Associate Media Gateway to associate a CICM gateway

with the selected GWC.
Response: The Associate Media Gateway dialog window opens.

Associare Media Gareway

%EIEWW Mame: |rm;na N-Z.norelnet

Gateway |[F address
Gateway contraller name
Gatewray profile name

Galeway sil2 name

: [a7.165.178.165

: lewic-10
- jcicm
2

i~ Signal Protocol

Protocol type: [MEGACO (4)

Frotocol port: {294

i

Protocol yersion: |'I o

| Gelected Profile Conterts

Resarved terminations: |1 024

GWIC profile numbe

Senice Wpe: |LINE

Cateqony: |1

r |57

[].8 Cancel
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4 Datafill the Associate Media Gateway window, then press OK.
Response: The registration of the CICM gateway against the
GWC is displayed.
Gateway List
Hama I IF Addrass i Profile |Ma:1‘_..| Ras | Pmﬁocnll Pr.. | Prot_..| PEP Gar._.l Ml-.TNa...I Moda N|M

cxipl 20a.nortelnet 47 165.76.120 CHIPCM 1000 (1000 |megsco 1.0 |2844 |NOT_SET WOT_SET LG 004 |30
rochan-2 noel net |47 30178165 [(CHIPCHM (1024 1024 fmegaco 1.0 (2944 ([WNOT SET |HOT SET L3 006 (43
e st nortel nst 0.0.0.1 CHIPCM |1000 1000 |megzco (1.0 (2944 |NOT_SET |NOT_SET LG 005 [41

5 Create the logical group in table LGRPINV on the CS2000.
Response:

TABLE: LGRPINY

=lis all

TOP

GRPNO SRVENAME GRPTYPE LGRPOPTS
LGODOGWC aC§

LGOD ]l GWC 13C%

LGOD2CWC 14C%

LGODICGWC 15C%

LGODd GWCOC §

LGODSGWCOC §

LG 00 6 GWC 9C % e RESULTING ENTRY
ROTTOM

6 Log into OSSGATE and issue the NEW command to create new
lines.

Example input:

NEW % 2124012 M5215 ETEZPRIVGEPAR 0 © 202 1 ¥ rochan-Z.nortel . net tp/0002 §
CH Lo CICM Gateway Endpoints

Response on the CS2000 Management Server:

Ling List

Mame | Crateway Made Mumber Terminal Mumher
ot rachan-2.nortel.net 13 1

| rachan-2 norel.net
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Response on the CS2000 (the QLEN command):

=glen 2124012

LEN: L3 00 & 00 01
TYPE: SINGLE PERTY LINE

ENPR: 208

DIRECTCRY NUMEER: 2124012

LINE CLRSS CODE: M5216 SET

CUSTERE : ETBE3ZPRIVGRPA SUBGRP: 0 NCOS: 0 RING: Y

CARDCODE: GWLEES GND: N FPADGRP: PENIL BNV: NL MNO: Y

FM NODE NUMEBER : 43

FM TERMINAL NUMBER : 2

O:TEEIENS: GVWLEBS is the International Line Cardcode for

pPhone/EBS sets. In Morth American markets this
value will be RDTEES

KEY )
1 D 2088124012
KEY FEATURE
HONE
7 This procedure is complete.

Configuration management procedures

This section provides the configuration procedures undertaken from the
Element Manager Web pages.

Note: For all procedures provided in this document, it is required to
use administrator userids and passwords to login to the Element
Manager.

Configuration
The CICM is configured during initial installation by Nortel Networks
system installers. After installation, the Service Provider must configure
user terminals and profiles using the Element Manager Web pages.

Configuration wizard
The Configuration Wizard is accessed by selecting the configuration
option in the main menu, as illustrated below.
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Figure 1 Configuration wizard home page

i

configuration wizard home o<y

canfiguration Welcome to the CICH configuration wizard.
4 P add a CICM to the CICM-EM

terminals
Thiz zection of the CICM - Element Manager enables you to configure nesw
HEElE CICMz, and make atteration to the settings of existing CICMs. » run the configuration wizard on the
maintenance following CICM
Before attempting to configure & new CICh, vou must ensure that you have I cicm-200 vl
CICM-EM acided it to the CICH - Element Manager list.
status

o To continue please select a CICKW from the list on the right, or select "add 8
synchronization CICM o the CICM-EM®.
maintenance

In CICM SNO7, the configuration wizard is not applicable. Selecting run
the configuration wizard on the following CICM results in the
following Web page:

Figure 2 Configuration wizard not applicable

configuration wizard not applicable for cicm-200 po-ng

configuration The configuration wizard is not required for this version of
terminals CICM. All configuration for this CICM is performed directly on
the CICM using the preboot tool.

} add a CICM to the CICM-EM

users ’ run the configuration wizard on the

maintenance following CICM
Icicm—EDD 'I

CICM-EM

status

synchronization

maintenance P wizard home

profiles
audio
enterprise
language
netwark
uger
feature
security

Create and configure users
Use these procedures to create and configure users through the Users
section of the Element Manager Web pages. The list of users on a
CICM may also be viewed and administered from these Web pages.
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Create users

Users must be created before being configured. Users may be created
and configured individually or in a batch. Use the Create Users
procedure or the Batch Create Users procedure below to create users,
then proceed to the Configure Users procedure.

Procedure 2 Create users

At the CICM Home page
1 Select users from the CICM section of the left menu.
Response: The User Home Page opens.

w

user home page os=m

cgnﬂguraﬁgn U=zers are azsociated with CICMs. Select a user and CICW az appropriste then click on the
. option reguired, ’ browse users
terminals

Users CICh Icmm-EDD vI

If you zelect & CICM to brovwse users with, you will be further asked for a WYLCM or WG

maintenance and a drawer or range before being able to browese the list of users.

CICM-EM ) view user's configuration
status

synchronization } edit user's configuration
maintenance i

profiles

audio User I
enterprise CICH Icicm-EDD 'I

language
network P manually create multiple users
user
feature P} list the active users
security
} edit the configuration of a range of users
diagnostics
diagnostics } automatically create a range of users
P audit users

ciem [ ciem-200 =]

} user backup

CICM-EM 7.0 CICh I cicm-200 vl
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At the User Home Page

2

3

CICM-EM
status

profiles
audia
enterprise

Select the CICM applicable from the drop-down menu under the
audit users option on the right menu.

Note: This method of selecting the CICM applies to both
manually and automatically created users.

Click on the manually create multiple users menu option on
the right menu.

Note: Use this to manually create one or multiple users.
Response: The create users on <cicm_name> page opens.

CentrexIP

Client Manager

create user(s) on cicm-200

configuration
terminals

Line } create users

users User name VMG number User profile ﬁ
maintenance
| [ W o (W | =l
| [ W o (W | =l
synchronization
| I N [
| [ [0 & | [
I |

=l o =l 1 |
For each user to create, fill in the user name,

then select by the drop-down menus the VMG/VLCM, line
number, and user profile to apply.

Note: For definitions of fields, click on the ? icon.

After completing the field datafill, click on the create users menu
option on the right.

Response: The status page displays the results of the action.

This procedure is complete.

NN10240-511 (I)SNO7 Preliminary 04.02 December 2004 Copyright © 2004, Nortel Networks



Nortel Networks Confidential Configuration management 9

Procedure 3 Batch create users

ATTENTION
The Batch create users Web page has powerful functionality.
Consider carefully the impact of your choices.

The batch method of creating users allows you to create up to
1023 users per drawer. You may create the usernames or have
usernames automatically generated.

At the User Home Page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu under the
audit users option on the right menu.

2 Click on the automatically create a range of users option on
the right menu.

Response: The batch create users on <cicm_name> page
opens.

NEIRTEL
NETWORKS'

Centrex|IP
Client Manager

batch create users on cicm=200 pc =

configuration

terminals
USErs

Warning. This page has very powerful functionality, please consider all input fields carefully.

maintenance L L e p start operation
Mumber of uzers to creste I‘I

CICM-EM

Jr— Starting Line 1 -

synchronization WG Ivmgﬂ vl

rnaintenance Frofile I __,,

profiles Starting username I

audio
enterprise
language

3

) user home ) Users on cicm-200

Enter information into each field on the batch create users on
<cicm_name> page.
Note: Click on the ? icon for definitions of each field.

* Number of users to create. Enter up to 639 users fora TDM
CICM or up to 1023 users for an H.248 CICM.

e Starting line is DMS/CS2K provisioning information. After
each user is created, the line will be incremented by one.

Copyright © 2004, Nortel Networks
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When it reaches the end of the drawer, it will srap onto the
next one and start from line 0 (TDM only).

e VMG is the VMG/VLCM that all the users will be created on.

* Profile is the user profile that all created users will be
associated with.

e Starting username is the username the first created user
will have. Each subsequently created username will
increment the username by one. The username must be
numeric, from 4 to 15 characters long.

Note: Leading zeros are recognized.
4 After completing field datafill, click on the start operation menu
option.
Response: A status page opens and then confirms completion.

5 This procedure is complete.

Configure or re-configure users

Use the following Configure or re-configure users procedure to
configure new users and to change the current configuration of users.
Use the Batch Change Configuration of Users procedure below to
change configuration of a batch of users.

Procedure 4 Configure or re-configure users

At the User Home Page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu below the
browse users option in the right menu.

Response: The User Home Page updates for the selected
CICM, and displays VMG and user Range selections.

NN10240-511 (I)SNO7 Preliminary 04.02 December 2004 Copyright © 2004, Nortel Networks
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user home page rosng

conﬂguration Uszers are associated with CIChs. Select a uzer and CICW as appropriste then click

2 on the aption recguired. } browse users
terminals
Users CICh Icicm-ZDEl vl
If you select a CICW to brovese users with, you will be further asked for a WLCM or
maintenance WG and & drawer or range hefore being able to browse the list of users. MG I\.-'ng vl
Range I 0-63 vl
CICM-EM
status

synchronization

- ) view user's configuration
maintenance

) edit user's configuration
profiles

delete user

audio b
enterprise

language et I—
netwark
user I |cicm—EDD 'I

feature

segurity } manually create multiple users
diagnostics P list the active users
diagnostics

) edit the configuration of a range of users

2 Click on the browse users text.

Response: the Users on cicm <name> (range <#> on ving
<name>) page opens.

NERTEL
NETWOR

users on cicm cicm-200 (range 0-63 on vmg 'vimg0')

configuration

Line User - Line User - ’ browse users on
terminals Ho User Profile Operation 9 Ho User Profile Operation 9 .
users ) CICh Imcm—ZUD v|
; 0032 7220052 cicmbDefaut delete
maintenance WG IvmgU 'l
0001 7220001 cicmbDefault  delete 033 7220035 cicmbDefaut  delste
Range IU—63 vl
Cicm-Em 002 7220002 cicmDefault delete 039 7220034 cicmDefault delete
status
003 7220005 cicmbDefault  delste 035 7220035 cicmDefaut delste

synchronization

Hiswe I2ar's

3 To configure or edit a user configuration, click on the user name
to configure.

Note: Users must be created before being configured. See
the Create Users or Batch Create Users procedure above.

Response: The edit user <name> on <cicm_name> page
opens.

Copyright © 2004, Nortel Networks CICM Configuration Management
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status
configuration
terminals
users
maintenance

CICM-EM

status
synchronization
maintenance

profiles
audio
enterprise
language
netwark
user
feature
security

diagnostics
diagnostics

CICh-ER 7.0

g

edit user 7244001 on cicm=200 . 2o

User statistics 9 } =ave changes
U=zer name 244001 ’ force user logout
Tatal Call Court T
} user overrides

Login Status Iclle:
Master Terminal none } resetuser counters
Slave Terminal nong ’ A
Auto Login Terminals none

. . } back to user pages for cicm-200
Total Login Failures u]
Login Cournt 1
Login Failure Court u]
Login Time 200401109 14:42
User settings 9
Paszward I‘“‘“““‘“‘“‘
Profile I vl
C52k Provisioning Information 9

WG Ivng 'I
Line Mumber I 1 'l

Audio profiles for recent terminals ﬁ

31-56-00-04-E4-06-93-99 (i2004)

4 On the edit user <name> on <cicm_name> page, configure
the user settings, CS2K provisioning, and Audio Profiles as
required.

Note 1: Click on the ? icon for definitions of each field.

Note 2: There is not a fixed link between a username and its
CS2K provisioning. It must be entered manually on this Web

page.
Note 3: Users may be changed between lines and
VMGs/VLCMs

5 After completing the user configuration, click on the save
changes menu option.

Response: An update screen displays the result of the action.

6 This procedure is complete.
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Procedure 5 Batch change configuration of users

ATTENTION
The Batch change configuration Web page has powerful
functionality. Consider carefully the impact of your choices.

At the User home page of the element manager Web pages

1 Select the CICM applicable from the drop-down under the audit
users option on the right menu, then click on the edit the
configuration of a range of users text.

Response: The configure users on <cicm_name>: step 1 -
select users page opens.

configure users on cicm-200: step 1 - select USers poang

configuration

terminals
users
maintenance Step 1: Select the range of users for modification
CICM-EM
p— Select User Range [ 7] P select actions
synchronization & AllUsers ) cancel
maintenance
{ Alistor range of users I
profiles
audia “alid entries for ListRange are:
- ® 3 zingle user such a3 000001, or
enterprise * 3 comma separated list of users, or
Ianguage * 3 range of users seperated by -
netwiork
user A standard regular expression
feature
. Some examples are
s2Curity = *-match all users
- match all uzers with username of 4
diagnostics numbers
diagnostics & [1-5]... - match all usernames of S
Y rumbers that start with & 1105
0 Allthe users on & specified YLCM I\a‘mgﬂ 'I
2 Select the range of users to change configuration on:

e Allusers
* Arange of users

Copyright © 2004, Nortel Networks CICM Configuration Management
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* Users defined by a standard regular expression

e All the users on a VMG/VLCM (specified by the drop-down
menu)

Note: Click on the ? icon for field definitions
Then click on the select actions options on the right menu.

Response: The configure users on <cicm_name>: step 2 -
select operations page opens.

configure users on cicm-200: step 2 - select operations oo

configuration

terminals

users

rraintenance Step 1: Select the range of users for modification - Completed!

CICM-EM

status Selected User Range (7] } review actions
synchronization al

- P backto select users
maintenance

profiles
— Step 2: Select the operations you want to perform from the list below
enterprise
" Delete Users
language
network Thiz weill delete all selected users
user
feature
Secumy « Modify user properties
= s Password Reset
diagnostics @
diagnostics Should user pazzwards be reset Mo -
Chooze what method should be used to assign nesw I Eandom j
passwords
Specity @ password to wse (lesve blank if random I
passwiord azsignment method has been chosen). Mote,
only numeric passywords of st least four characters are
walid.
Specify howe many digits random passwords should be I [ ,I
CICM-EM 70 (select Mot Specified' if random’ passwaord assignment
oo R R ORI A

NN10240-511 (I)SNO7 Preliminary 04.02 December 2004 Copyright © 2004, Nortel Networks



Nortel Networks Confidential Configuration management 15

3 Select the operations to perform:

e Select delete users to delete all selected users,
OR

* Select modify user properties, then specify how to modify
user properties.

— password reset
— counters reset
— passwords view
— user profile set/select
Then click on the review actions text on the right menu.

Response: The configure users on <cicm_name>: step 3 -
review actions page opens. (An example follows)

Centrex IP

Client Manager

configure users on cxip120: step 3 - review actions

configuration Warning. This page has very powerful functionality, please check all input fields carefully.
terminals

uzers

maintenance
Step 1: Select the range of users for modification - Completed!

CICM-EM

status )

o Selected User Range } start operation
synchronization

gl } back to select operations

nrofiles
4 After verifying the actions to perform:

* To proceed, select start operation from the right menu.

* To modify configuration or cancel the operation, select back
to select operations from the right menu.

Response: If start operation was selected, the operation will
commence and a verification page will display. If back to select
operations was selected, the step 2 page will display again.

5 This procedure is complete.

View users list and user configuration

Use this procedures to view the list of users on a CICM. Use the
Procedure View user configuration, to view the configuration for a user
on a CICM.

Copyright © 2004, Nortel Networks CICM Configuration Management
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Procedure 6 View users list

At the element manager home page

1 Select users from the left navigation bar.
Response: The user home page opens.

2 Select the CICM applicable from the drop-down menu under the
browse users option on the right menu,
then click on the browse users text.

Response: The users on CICM <cicm_name> (range <#-#>
on vmg <name>) page opens with the list of current users on
the CICM.

users on cicm cicm-200 (range 0-63 on vmg 'vimg0')
status
configuration

Line User - Line User - ’ browse users on
terminals Ho User Profile Operation 9 Ho User Profile Operation 9 .
users ) CICh Imcm—ZUD v|
; 0032 7220052 cicmbDefaut delete
maintenance WG IvmgU 'l
0001 7220001 cicmbDefault  delete 0033 7220053 cicmDefault  delete
Range IU—63 vl
EEICREERT 0002 7220002 ciomDefault delete Q034 7220034 ciomDefaut gelete
status
T 0003 F2200053 ciomDefaut  delete 0035 7220055 cicmDefaut  delete
synchronization . .
_ _ b view user's
0004 7220004 ciombDefaut  delete 0036 7220056 cicmDefaut delete configuration
rofiles
L ; Qo005 7220005 cicmDefaut  delete Q037 7220057 cicmDefaut  delete
audio ) ) b edit user's
enterprise Q006 7220006 cicmDefaut  delete 00358 7220058 cicmDefaut delete configuration
language Qooy 7220007 cicmDefaut  delete Q039 7220033 cicmbDefaut  delete
R P delete user
0005 F220005 ciomDefaut  delete 0040 7220040 cicmDefaut  delete
user
0o0g  F220008 ciombDefaut  delete 0041 7220041 cicmDefaut  delete I
fratiire Uzer

3 To view the user list for a different CICM, a different VMG/VLCM,
or a different range, select from the drop-down menus on the
browse users on menu option on the right.

Response: The users on CICM <cicm_name> (range <#-#>
on vmg <name>) page updates to display the selection.

4 To view a list of active users with node and line number
information, click on the list the active users option on the right
menu.

Response: the active users on <cicm_name> page opens.

NN10240-511 (I)SNO7 Preliminary 04.02 December 2004 Copyright © 2004, Nortel Networks
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active users on cicm-002

configuration

: User Hode Line ) back to user pages for cicm-002
terminals
IS 7230500 4713544149 500
maintenance 7230501 4713544149 501
7230502 4713544149 502
CICM-EM
status 723009 4713544149 1009
EITIoE bvamira i

5 This procedure is complete.
Procedure 7 View user configuration

At the users home page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu under the
browse users option on the right menu, then click on the
browse users text.

Response: The VMG and Range fields are displayed under the
browse users option.

user home page o sno

configuration Users are associated with CICMs. Select & user and CICM as appropriste then
click on the option reguired. ) browse users

terminals
users CICH Ic:lc:m—DDZ vl

If wiou select & CICM to browse users with, you will be further asked for a %LCM

raintenance ot WG and & draveer or range before being able to browese the list of users. WG IvmgU vI
CICM-EM u Range ID—53 vl
status
2 Click again on the browse users option on the right menu.

Response: The users on CICM <cicm_name> (range <#-#>
on vmg <vimg_name>) page opens.

e — e
Copyright © 2004, Nortel Networks CICM Configuration Management



18 Configuration management

Nortel Networks Confidential

sonfiguration
erminals
Isers
naintenance

ACM-EM
itatus
synchronization

rofiles
wdio
interprise
anguage
1etwork
Iser

Line

=
=]

=
=
(=
=

=
=
=]
ks

=
=
(=]
(]

=
=
(=]
=

=
=
(=]
(]

=
=
(=
(7]

=3
=
=}
=

=
=
(=]
1]

=
=
=
(s

W

User

7230001
7230002
7230003
7230004
7230005
7230008
7230007
7230008

7230009

User
Profile

cicmbetault

cicmbetault

cicmbetault

cicmbetault

cicmbetault

cicmbetault

cicmbetault

cicmbDefault

cicmbDefault

Operation ﬁ

User

7230052
7230053
7230034
7230035
7230038
7230037
7230038
7230033
7230040

7230041

User
Profile

cicmbDetault

cicmbDetault

cicmbDetault

cicmbDetault

cicmbDetault

cicmbDetault

cicmbDetault

cicmbDetault

cicmbDetault

cicmbDetault

Operation 9

i
iy
T
i

i
iy
T
i

i
iy
T
i

i
iy
T
i

i
iy
T
i

delete

users on cicm cicm-002 (range 0-63 on vmg 'vimg0') rezng

browse users on

CICh Icicm—DElZ vl
VMG Ivngl vl
Range IEI-53 VI

view user's configuration
edit user's configuration

delete user

Lzer I

To view a user configuration, click on the username on the list, or
Enter a user name under the delete user option on the right
menu, then click on the view user’s configuration text.

Response: The view user <username> on <cicm_name>
page opens.

Note: Changes cannot be made from this view user <name>
on <cicm_name> page.

NN10240-511 (I)SNO7 Preliminary 04.02 December 2004
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edit user 7244003 on cicm-200 . oy

configuration

- User statistics 9 } =ave changes
terminals
users Lzetr name F244003 ' force user logout
maintenance Total Call Court B
. } user overrides

CICM-EM Login Status Iclle:
status Master Terminal nane P resetuser counters
Synchronlzatlon Slave Terminal none ’ e e
maintenance

Ao Login Termingls [alelyl=]

back to user pages for cicm-200
profiles Total Login Failures a 4 s
audio
. Login Court u]

enterprise
Ianguage Login Failure Court u]
netweork Loggin Tirme Mone
user

User settings 9
featura
secutity Pazsword Im‘““
diagnostics Profile I .l
diagnostics

C52k Provisioning Information 9

WG I\;mgg vl

Lire Mutmker I 3 'I

Audio profiles for recent terminals 9

CICh-EM 7.0
4 To configure or edit user configuration, refer to the Configure

users procedure above.
5 This procedure is complete.

Delete a user
Use this procedure to delete a user from a CICM.

Procedure 8 Delete a user

At the user home page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu under the
browse users option on the right menu, then click on the
browse users text.

Response: The VMG and Range fields are displayed under the
browse users option.
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user home page o =ng

configuration Uszers are azsociated with CIChs. Select & user and CICM as appropriate then
click on the option recuired. P browse users

terminals .
users CIChd Iclcm—DDE 'I

If wiou zelect & CICM to browse users with, you will be further asked for a “LCM

maintenance o WG and a draweer oF range before being able to browse the list of users. Wi Ivmgﬂ 'I
ST b Ranae ID-53 'I
status

2 Click again on the browse users on text.

Response: The users on CICM <cicm_name> (range
<number> on vmg <name>) page opens.

H H L] L]
1cM users on cicm cicm-002 (range 0-63 on vmg 'vimg0') ooy
tatus
onfiguration
y Line User - Line User - } browse users on
— Ho | User T Operation & no | User AT Operation &
e CICh Icicm-DDZ 'I
- 0032 7230052 cicmDefaut  delete
naintenance G Ivmgﬂ 'I
0001 7230001 cicmDefault  delete 0033 7230033 cicmDefault delete
: Ranoe I 0-63 'I
1CM-EM 0002 7230002 cicmDefaut  delete 0034 7230034 cicmDefouk  delete
tatus
T 0003 7230003 cicmDefault  delete 0035 7230035 cicmDefault  delete
wynchronization _ . ’
i . P view user's configuration
0004 7230004 cicmDefault  delete 0036 7230036 cicmDefault  delete
rofiles
! i 0005 7230005 cicmDefault  delste 0037 7230037 cicmDefault  delete ) edit user's configuration
udio
| q 0006 7230006 cicmDefadt  delete 0035 7230055 cicmDefaut  delete
nterprise } delete user
nguage Q007 7230007 cicmDefadt  delete 0039 7230033 cicmbDefaut  delete
etwork D008 7230008 cicmDefault  delete 0040 7230040 cicmDefault  delete Userl
lser
—— 0003 7230009 cicmDefault  delete 0041 7230041 cicmDefault  delete
3 In the Operation column, click on delete for the user(s) you want

to delete.
Response: A status page displays the results of the action.

4 This procedure is complete.

Force user logout
Use this procedure to force a user logout.
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Procedure 9 Force user logout

At the users home page of the element manager Web pages

1 Select the CICM applicable from the drop-down menu in the
browse users on option, then click on the browse users on text
two times.

Response: The users on CICM <name> (range <number> on
vmg <name>) page opens.

2 Enter a user name under the delete users option on the right
menu, then click on the edit a user’s configuration text.

Response: The edit user <name> on <cicm_name> page
opens.

edit user 7230001 on cicm-002 pcsing

configuration

- User statistics 9 P =save changes
terminals
uzars User name 7230001 ) force user logout
maintenance Total Call Count ]
} user overrides
CICM-EM Login Status Idle
status Master Terminal nane P reset user counters
hronizati )
SIENIDIEELIE Slave Terminal none ' delete user
profiles Auta Login Terminals nong ;
audio Total Login Failres T } back to user pages for cicm-002
3 Click on the force user logout option on the right menu.
Response: A status message appears with the result of the force
logout action.
4 This procedure is complete.

Reset user counters
Use this procedure to reset user counters. This will reset to zero the
following counters:

* Total login failures
* Login count

* Login failure count
* Total call count
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Procedure 10 Reset user counters

At the user home page of the element manager Web pages

1 Select the CICM from the drop-down menu in the browse users
on box, then click on the browse users on text two times.

Response: The users on CICM <cicm_name> (range
<number> on vmg <name>) page opens.

2 Click on the user name to reset counters for.

The edit user <username> on <cicm_name> page opens.

edit user 7230001 on cicm-002 poxno

configuration

- User statistics (7] } save changes
terminals
users User name 7230001 b force user logout
maintenance Total Call Count ]
P user overrides
CICM-EM Login Status Idle
status Master Terminal none } reset user counters
Synchrunization Slawe Terminal none ’ O IETD
profiles Auto Login Terminals nong
— Total Login Failures . } back to user pages for cicm-002
T
3 Click on the reset user counters option on the right menu.
Response: A status page displays the results of the reset
command.
4 This procedure is complete.

Create and configure profiles
The Element Manager Web pages are used to configure the CICMs by

creating, modifying, and applying profiles. This allows configuration of
many CICMs at one time. The profiles are maintained on the CICM
Element Manager. This section contains the procedures for configuring
profiles.

There are seven types of profiles:

e Audio Profiles

e Enterprise Profiles

* Language Profiles
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* Network Profiles
e User Profiles

* Feature Profiles
e Security Profiles

Audio Profiles

An Audio Profile specifies audio parameters for making or receiving a
call. Audio Profiles simplify the way in which users control the audio
parameters that are used when making a call. The parameters which
can be configured include voice coding type, voice activity detection
and the voice packet size. These parameters are configured according
to the specific network conditions that exist between the customer site
and the CICM. Having several profiles available to users means that
they can select the most appropriate profile for each call.

Implementing the parameters in the Audio Profile can range from
applying a specific codec to changing QoS marking in the headers of
the IP packets, which in turn will affect how other devices in the network
treat those packets.

Examples of audio parameters are:

* Which codec the client terminal should apply to an outgoing media
stream

e Voice Activity Detection (VAD) capability with G.729A and G.723.1
e Packet size (i.e. the number of voice frames per packet)

* Quality of Service (QoS) parameters to be applied to the IP packets
originating from that terminal or destined for that terminal

» Jitter buffer setting on the terminal

The CICM administrator can adjust the parameters in an audio profile
to compensate for different types of conditions in the network. For
example, a telecommuter’s IP voice packets may encounter one set of
network conditions when a call is placed from the home, and a different
set of conditions when a call is placed from the office. In this case the
telecommuter would need two different audio profiles, one for each
terminal.

The CICM administrator controls the Audio Profiles and determines
which ones will be available for end users to select for their terminals.
When a user logs in to a CICM through a specific terminal, the CICM
updates the items on the Audio Profile selection menu and applies the
Audio Profile to that specific terminal.
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When an end user or the CICM administrator selects an Audio Profile
for a terminal, the following occurs:

* The terminal implements the parameters for all outgoing voice traffic
* The CICM implements the parameters for all voice traffic destined
for that terminal.

Audio profiles may be created, changed or deleted. Audio Profile
changes take effect on the next call. They may be applied to a CICM or
to a user.

Procedure 11 Create an Audio Profile on an EM

At the Element Manager home page
1 Select audio from the profiles section of the left menu bar.
Response: The audio profile home screen opens.

Centrex P

Client Manager

audio profile home po snq

configuration Audio profiles simplity the way in which users can contral the audia
g change the profiles stored on the

T parameters that are uzed when making a call. The parameters swhich can be }
cortralled are, for example, the voice coding type, the use of vaice activity CICM-EM
users detection and the number of frames per packet,
maintenance > apply one or more profiles stored on
Audio profiles can be crested to sult specific network coneitions that exist the CICM-EM to one or more CICMs
hetwaen the customer site and the CICM - & user can then select the most
CICM-EM ) ) ) o
appropriste profile before making a call. This i= most useful when network change the profiles stored on the
status condtions change regularly - vwhen a user switches between a dial-up ’ following CICM
synchmnizatiun connection to & direct LAN connaction for example. -
cicr-002 -
Audio profiles hecone available immediately for users when applied to & CICW
profiles n Y PR
audio

When a user selects an audio profile on the terminal, the audio profile iz tagged
Bmerprise agzinst the terminal and weill stay with that terminal (for all users logging into
that terminal) and will not follosy the user around if the user changes terminals.

language
netwark
User
feature
diagnostics
diagnostics
2 To create a new Audio Profile, click on the
change the profiles stored in the CICM-EM option on the right
menu.

Response: The audio profiles modification screen opens.
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configuration

terminals
Users
maintenance

CICM-EM
status
synchranization

profiles
audio
enterprise

audio profiles modification (cicm-em)

Audio Default e Type of Jitter p add new profile of the following type
IFTEiATE Codec QoS Service Buffer e
(TOM) TOkA hd

Audio Profile Primary Secondary FEthernet Type of
_ 3 Delete
(Succession) Codec Codec QoS Service ’ apply one or more profiles stored on
the CICM-EM to one or more CICMs

» change the profiles stored on the
following CICM

Icicm—DDE 'l

3 Choose Succession from the drop-down menu under the add
new profile of the following type option on the right menu.

Response: The audio profile creation page opens.
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CentrexIP

Client Manager

audio profile creation (cicm-em) oo

canfiguration

- Audio Profiles (7] p create profile
terminals
users Ludio profile name p return to audio profile modification
maintenance
Voice Codec (7]
CICM-EM Codec Type (Pri )
p—— ocec Type (Primary 57798
o G.717 (Auta)

synchronization G711 Mu-Law

G711 A-Law
profiles
audio
enterprise Codec Type (Secondary) 35.729a,

G.717 (Auta)
language

9 g G711 Mu-Law
netuarl G711 ALaw
uger Mone
feature
RFC 2833 Tones |Not Applied v|

diagnostics

diagnostics Configure YAD for G728 INDtAppIied 'l
Primary Packet Size I Mot Applied v|
Secondary Packet Size I Mot Applied 'l

Ethernet Guality OFf Service (7]
Lzer Priority W
IP Quality Of Service (7]
4 Type the new profile name in the Audio Profile Name field,

then create the profile by datafilling each of the fields.

Note: Click on the ? icon in each field for detailed
descriptions and decision criteria.

5 After the fields are datafilled, click on the create profile option
on the right menu.

Response: The profile creation results window displays the
profile creation status and confirms completion.

Note: The profile created is stored on the Element Manager.
To be activated, they must be applied to the CICMs by the
Apply an audio profile to a CICM procedure below.

6 This procedure is complete.
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Procedure 12 Change an Audio Profile on an EM

At the Audio Profile home page of the Element Manager Web
pages
1 Select the CICM from the drop-down menu under the change

the profiles stored on the CICM-EM text on the right, then click
on the change the profiles stored on the CICM-EM option.

Response: The audio profiles modification on <cicm_name
page is displayed.

T

audio profiles modification on cxip220

canfiguration Audio

g - change audio profiles stored
el S oL A e
Users (UL
maintenance Audio Profile  Primary Secondary Ethernet Type of Delete } f::?g:;:?n;u:;zr;?_.ﬁ':ii:;rzu
(Succession) Codec Codec QoS Service
CICM-EM |
tat Local &rea 71 i}
statls Metvork (&uto)
synchronization )
EDNIDSL Diisil- = 798 i,
profiles
2 Click on the audio profile to change.
Response: The audio profile <profile_name> (<cicm_name>)
page opens.
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Centrex P NORTEL
Client Manager

audio profile 'enterprise’ (cicm-002) oz

configuration

Audio Profiles 9 } =ave your changes to this profile
terminals
users Audio profile name Ienterprise } return to audio profile modification
maintenance

Voice Codec 9
CIEMEN Codec Type (Primary] 3.729
status offielal
synchronization G717 Mu-Law

G711 A-Law

profiles
audio
enterprise Codec Type (Secondary) (3. 720
anguage G711 ML
W G711 ArLawr
user Mone
feature

RFC 2833 Tones On hd
diagnostics

diagnastics Configure YAD for G729 INDtAppIied 'l
Primary Packet Size I 10ms v|
Secondary Packet Size I 20ms 'l

Ethernet Quality OFf Service (7]
Uzer Priority I ND]‘AppIied .I
IP Quality Of Service (7]

Configure Type of Service W
3 Edit the audio profile by modifying the fields.

Note: Click on the ? icon in each field for detailed
descriptions and decision criteria.

4 Click on the save your changes to this profile option on the
right menu to save the edited profile to the Element Manager.

Response: The profile save results screen displays the results
of the action.

5 This procedure is complete.
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Procedure 13 Apply an Audio Profile to a CICM

At the Element Manager home page

1 Select audio from the profiles menu on the left.
Response: The audio profile home page is displayed.

2 Click on the apply one or more profiles stored on the
CICM-EM to one or more CICMs option on the right menu.
The apply audio profile page displays.

Centrex IP

Client Manager

apply audio profile posmo

configuration

terminals Profile €& P apphyprofiles)
users
Range of Profiles

maintenance & apply only the sslected autio profiss p return to audio profile modification

L8 Apply @l existing audio profiles
CICM-EM
status

Profile Selection

enterprise
viprofile

synchranization

profiles

audio
enterprise CIcmM L7

language
guay Range of CIChs % apply only the selected CICMs

netwrark -
Apply toall CIChs

user
feature CICH Selection cicm-002

diagnostics
diagnostics

3 In the Range of Profiles box, click a radio button to:
e apply only the selected audio profiles, or
* apply all existing audio profiles

4 In the Profile Selection box, choose the profiles to apply by
clicking. Use Shift+Click to add a range, or Control+Click to
add a nonconsecutive selection.

5 In the Range of CICMs box, click a radio button to:
* apply the profiles only to the selected CICM(s), or
* apply the profiles to all CICMs.
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6 In the CICM Selection box, choose the CICMs to apply the
profiles to by clicking. Use Shift+Click to add a range, or
Control+Click to add a selection.

7 Click on the apply profile(s) option on the right menu.

Response: A status page displays the results of the action and
confirms completion.

8 This procedure is complete.
Procedure 14 Delete an Audio Profile from a CICM

From the audio profile home page of the Element Manager Web

pages

1 Choose the CICM from the drop-down menu on the change the
profiles stored on the following CICM menu option on the
right, then click on the change the profiles stored on the
following CICM text.

Response: The audio profiles modification on <cicm_name>
page displays the list of audio profiles stored on the CICM.

audio profiles modification (cicm-002) o=y

configuration :
] Audio Default  Ethernet Type of ients > change audio profiles stored on the

terminals fiohic Codec Qo5 Service Buffer CICM-EM
USErS (TOM)

ETOMETEE Audio Profile  Primary Secondary Ethernet Type of Delete

(Succession) Codec Codec QoS Service

CICM-EM
status enterprize E}Air:;j 3.729a m
synchranization
ISDRIDEL Dial- & 7908 i
profiles w
2 Click on the delete (trash can) icon for the audio profile to delete.

Response: A status page opens to confirm the deletion.

3 This procedure is complete.
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Procedure 15 Apply an Audio Profile to a user

At the User Home Page of the Element Manager home pages

1 Select the CICM that the user is on from the drop-down menu on
the browse users on menu option, then click on the browse
users text.

Response: The browse users section expands to display the
VMG and user ranges.

2 Select user range applicable from the drop-down menu on the
browse users menu option, then click on the browse users text
again.

Note: For CICM 7.0, there is only one VMG per CICM, so no
VMG selection is necessary.

Response: The users on CICM <name> (range <#-#> on vmg
<name>) page opens and displays a list of users

users on cicm cicm-002 (range 0-63 on vmg 'vimg0') oy

status
configuration ) ]
Line User . Line User . browse users on
terminals Ho User Profile Operation & Ho User Profile Operation & >
— CICh Icicm—DDE 'I
- 0032 7230032 cicmbDefault  delete
maintenance WG Ivng 'I
0001 7230001 cicmbDefault  delete 0035 7230033 cicmbDefault  delete
Ranae I 0-63 'l
CICM-EM 0002 7230002 cicmDefault  delete 0034 7230034 cicmDefault  delete
status
T 0003 7230003 cicmbDefaut delste 0033 7230035 cicmbefault delete
synchranization ; . .
. i } view user's configuration
0004 7230004 cicmbDefaut  delste 0036 72300368 cicmbefault  delete
profiles . ) . -
di 0005 7230005 cicmDefault  delete 0037 7230037 cicmDefault  delete } edit user's configuration
audio
g 0006 72300068 cicmbDefaut delste 00353 7230038 cicmbDefault delete
enterprise P delete user
language 0007 7230007 cicmbDefaut  delste 0039 7230038 cicmbefault  delete
network 000E 7230008 cicmDefautt delete 0040 7230040 cicmDefautt delete ._,Ser|
user
—— 0009 7230008 cicmbDefaut delste 0041 7230041 cicmbefault  delete
. i manually create muliple
0010 7230010 cicmbDefaut  delste 0042 7230042 cicmbDefault  delete » e
diagnostics . )
: : 0011 7230011  cicmDefault  delete 0043 7230043 cicmDefault  delete
diagnostics P} list the active users
3 Click on the user name to apply an Audio Profile to.

Response: The edit user <name> on <cicm_name> page
opens.
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edit user 000005 on cxip180

configuratian

- User statistics 9 } save changes
terminals
USers Uzer name 000003 P force user logout
maintenance Total Call Count 3
. . } user overrides
CICM-EM Login Status Active (CXIP1 808
status Mazter Termingl 31-38-00-60-38-00-45-56 P resetuser counters
synchronization ]
Slave Terminal none ' delete user
profiles Sticky Login Terminals none
; } back to user pages for cxip130
audio Tatal Login Failures 0
enterprise
2 Login Court 2
language
natwitk Lagin Failure Court u]
user Login Time 2004401423 2259
feature
User settings (7]
diagnostics
- 4 - Pazsword |1 234
diagnostics
Profile I VI
C52k Provisioning Information 9
VMG | CxIF180 vl
Line Mumber I 3 VI
Audio profiles for recent terminals 9

31-358-00-60-35-00-48-58 (master i2002)

31-35-00-60-35-T5-06-35 (i2004)
4 In the Audio profiles for recent terminals section at the
bottom, click on the user terminal to apply the Audio Profile to.

Response: The terminal <name> on <cicm_name> page
opens.
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Centrex P

Client Manager

configuration
terminals
Users
rraintenance

CICM-EM
status
synchronization

Terminal values
Terminal Type

Connect Count
Firmwvare Level
Hardware Releaze Level

Pec

terminal 31-38-00-60-38-dd-48-56 on cxip180

(7] p save
i2002
2
147
a

MTZHO0G!

profiles Display Contrast
audio Tifme Last Connected 20040 23 22:59
enterprise
language Last Reset Reason Code S;ii:i ;A%er [F=4p SEENEMED F B
network _ )
Sticky Login User niane
user
feature Terminal defaults (7]
diagnostics Acdio Profile | Local Area Metwork, j
diagnostics -
Lancuacge Enalish (LS =
5 In the Audio Profiles field of the Terminal defaults section,

Copyright © 2004,

select the audio profile to apply from the drop-down menu,
then click on the save option on the right menu.
6 This procedure is complete.

Enterprise Profiles

Enterprise Profiles provide for groupings of Network Profiles and
CICMs. The Enterprise Profile is created through the Element Manager
and stored on the CICM, as is the Network Profile. An Enterprise Profile
groups the Network Profile(s) of an enterprise with the CICMs that
serve that enterprise.

The purpose of the Enterprise Profile is to support the Selective CICM
Login feature (i.e. Hot Desking capability).

With this feature, users of an enterprise that is served by multiple
CICMs will be provided with an option at the login prompt, to choose
which CICM to log in to, from a list of CICMs that serve this enterprise.
The user can also log into any terminal connected to the selected
CICM.

A CICM may be associated with many Enterprise Profiles if these
enterprises are served by this CICM. However, a Network Profile can
only be associated with a single Enterprise Profile.
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Upon receiving the first packet from a client, the hosting CICM checks
the source IP address of the packet against the list of Network Profiles
stored on the CICM. If a Network Profile contains that source IP
address and the Network Profile is also associated with an Enterprise
Profile, the user is then presented with a list of all the CICMs associated
with that Enterprise Profile, and will be able to redirect their terminal to
any of these CICMs. Thus the Enterprise profile, in conjunction with the
Network Profile, enhances security.

Note: The source IP address may or may not be the client’s IP
address. If the client is behind an enterprise NAT, then the source IP
address is the public IP address of the NAT.

The Enterprise Profile is created, edited and deleted on the Element
Manager. The Enterprise Profile may be written to it's associated
CICMs, but it cannot be edited on a CICM.

The complete process for creation and configuration of Enterprise
Profiles is summarized as follows:

* Create an Enterprise Profile. See the Create an Enterprise Profile
procedure below.

* Associate Network Profiles to the Enterprise Profile. See the
Associate and Apply an Enterprise Profile procedure below.

* Associate CICMs to the Enterprise Profile. See the Associate
and Apply an Enterprise Profile procedure below.

* Apply the Enterprise Profile to the CICM. This step downloads
and saves the Enterprise Profile to the CICM. See the Associate
and Apply an Enterprise Profile procedure below.

Procedure 16 Create an Enterprise Profile

At the CICM - Element Manager Home page
1 Select enterprise from the profiles section of the left menu.
Response: The enterprise profiles modification page opens.

CentrexIP

Client Manager

enterprise profiles modification (cicm-em) po =g

canfiguration Hame Up To Date Delete } add new profile
terminals
Users

rraintenance
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2 Click on the add new profile menu option on the right menu.

The enterprise profile creation (cicm-em) page opens.

enterprise profile creation

cnnﬂguratlnn To associate CICMs and Hetwork Profiles to this Enterprise Profile edit the profile after creation.
terminals
USers )
- enterprise profile (7] p create profile

maintenance

Erterprize Mame I } Cancel
CICM-EM
status Prafile up to date on Associated CICkis Ho
synchronization

Transfer Connection Retries IEI vI
profiles —
audio
entarprise azsociated network profiles
language
netuark
user |
feature

aszociated CIChs
diagnostics
diagnostics

3 Datafill the Enterprise Name field,

then datafill all other fields (refer to Table 1 below for field
descriptions),
then click on the create profile option on the right menu.

Table 1 Enterprise Profile fields

Field Entry Description
Enterprise Name User determined name The Enterprise Name is chosen upon creation and cannot be
no more than 20 edited thereafter.
alpha-numeric
characters.
Profileuptodateon  Read-only. Indicates whether the profile is up-to-date on all of its
Associated CICMs  Yes or No associated CICMs. The state changes to No when a change is

made to the Enterprise Profile. The state changes to Yes when
it is successfully applied to all of the CICMs in the Associated
CICMs list. Refer to the Apply Enterprise Profile to CICMs
procedure.

Note: If the Enterprise Profile is not kept up-to-date on the
associated CICM(s), it will automatically deactivate upon its
associated CICMs, and must be re-associated.
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Table 1 Enterprise Profile fields

Field

Entry

Description

Transfer
Connection Retries

Associated
Networks
(Network Profile)

Associated CICMs

Oor1
Default is 0

Read-only

Read-only

Recommended setting: 0

This is the number of times a terminal redirecting to another
CICM will retry to connect to the target CICM. The value should
be set to zero (the default) for most applications.

Terminals are associated with an enterprise based on their
network location. Some terminals can automatically discover
their location (e.g. from a DHCP server) and provide it to the
CICM. For terminals that do not or cannot report an
automatically discovered network location to the CICM, a
mapping, called a Network Profile, can be created to assign a
network location based on the terminal’s IP address. This is the
list of network locations that are associated with the enterprise
defined by this profile.

A non-editable list of Network Profiles that are associated with
this Enterprise Profile. When a CICM is disassociated from the
Enterprise Profile, it will remain in this list with the postfix
“disassociated” until the updated information is successfully
applied to the CICMs in the list, whereupon it will be removed
from the list. It will be blank for a new profile with no
associations defined.

A non-editable list of CICMs that are associated with this
Enterprise Profile.
It will be blank for a new profile with no associations defined.

5

Note: The Associated Networks and Associated CICMs
fields are non-editable. The Network Profiles and CICMs are
not associated on this Enterprise Profile Creation Web
page. You must create the Enterprise Profile name first.

Response: The profile creation results page opens and
displays the result of the creation.

Proceed to the following Associate and Edit an Enterprise Profile
procedure to associate Enterprise Profiles with Network Profiles

and CICMs.

This procedure is complete.

Associate and apply an Enterprise Profile
Use this procedure to associate an Enterprise Profile to Network
Profiles and to CICMs, and to apply an Enterprise Profile to a CICM.

Also use this procedure to change the associations of an Enterprise
Profile, and to apply the Enterprise Profile changes to a CICM.
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The complete process for creation and configuration of Enterprise
Profiles is summarized as follows:

* Create an Enterprise Profile. See the Create an Enterprise Profile
procedure above.

* Associate Network Profiles to the Enterprise Profile. See the
Associate and Apply an Enterprise Profile procedure below.

* Associate CICMs to the Enterprise Profile. See the Associate
and Apply an Enterprise Profile procedure below.

* Apply the Enterprise Profile to the CICM. This step downloads
and saves the Enterprise Profile to the CICM. See the Associate
and Apply an Enterprise Profile procedure below.

Procedure 17 Associate and apply an Enterprise Profile

At the CICM - Element Manager home page
1 Select enterprise profiles from the left navigation bar.
Response: The enterprise profiles modification page opens.

NEIRTEL
METWOR!

enterprise profiles modification

configuratian

Hame Up ToDate Delete p add new profile

terminals
Jeere kullyboy  Ho jin]
maintenance
CICM-EM
status
synchronization
profiles
audia
enterprise

2 Select the Enterprise Profile to associate from the list of profiles

by clicking on the profile name.

Response: The enterprise profile edit page opens.

This page displays the Network Profiles and CICMs that are
currently associated to this Enterprise Profile. The Profile up to
date on the Associated CICMs field indicates whether or not
the Enterprise Profile has been downloaded to its associated
CICMs.
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enterprise profile edit

canfiguration

- enterprise profile 9 ’ save transfer retries

terminals
Users Erterprise Mame Ikullyboy } associated network profiles
maintenance

Profile up to date on Associsted CIChs - Ho ’ associated CICMs
CICM-EM

Transfer Connection Retri 0~
pro—— ransfer Connection Retries Ij ’ audit enterprise profile
synchronization 47.0.0.0/255.0.0.0

P apply enterprise profile to all
profiles azzociated network profiles associated CICMs
audio - b cCancel
enterprise
language CXIFJT
netwark
user azzociated ClChis
feature
3 To associate Network Profiles to the selected Enterprise Profile:

a Click onthe associated network profiles option on the right
menu.

Response: The network profiles associated with
enterprise profile <name> page opens and lists the current
associations.

Centrex|P
Client Manager

EIRTEL
NETWORKS

cich network profiles associated with enterprise profile kullyboy
status
EHU AT associate one or more network
terminals Associated Hetwork Profiles 17] 4 profiles
USErs . . .
rmaintenance address subnet retries disassociate ’ disassociate selected network
47000 255.0.0.0 2 r profiles
CICM-EM
p cancel

status

b To associate additional profiles, click on the associate one
or more network profiles option on the right menu.

Response: The network profile association with
enterprise profile <name> page opens to display a list of

NN10240-511 (I)SNO7 Preliminary 04.02 December 2004 Copyright © 2004, Nortel Networks



Nortel Networks Confidential Configuration management 39

Network Profiles available to associate to the selected
Enterprise Profile.

Centrex IP

Client Manager

network profile association with enterprise profile kullyboy

configuratian

- Address Subnet Retries Associate } associate selected network profiles

terminals
47 13034100 255 255 2550 1

users r b cancel
MEITIENENEE 4713012012 255000 1 O
CICM-EmM 47 165.230.101 255 255 255 255 & r
status
synchronization 47 165 230102 255 D55 255 255 B -

¢ Click in the check box of the Associate field to select the
Network Profile(s) to associate this Enterprise Profile to,
then click on the associate selected network profiles
option on the right menu.

Response: The associating network profile(s) page opens
to display the results of the action.

Note: Any modified profiles must be re-applied to the
CICM (Step 7 of this procedure) to be effective.

4 To disassociate Network Profiles to the Enterprise Profile,
from the enterprise profile edit page:

a Click on the associated Network Profiles menu option on
the right menu.

Response: The network profiles associated with
enterprise <name> page opens to display the Network
Profiles currently associated to the Enterprise Profile.

b In the disassociate field, select the Network Profile to be
disassociated from the Enterprise Profile by clicking the
check box,

¢ Thenclick on the disassociate selected network profile(s)
menu option on the right menu.

Response: The disassociating network profile(s) page
opens to display the results of the action.
5 To associate CICMs to the Enterprise Profile:
from the enterprise profile edit page:

a Click the associated CICMs menu option on the right menu.
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Response: The ciems associated with enterprise profile
<name> page opens to display the current CICM
associations.

Click on the associate one or more cicms option on the
right menu.

Response: The cicm association with enterprise profile
<name> page opens to display a list of available CICMs to
associate.

Select the CICMs to associate, then click on the associate
selected CICMs text bar on the right menu.

Response: The associating cicm(s) page opens to display
the results of the action.

6 To disassociate CICMs to the Enterprise Profile:
from the enterprise profile edit page:

a

Click the associated CICMs menu option on the right menu.

Response: The cicms associated with enterprise profile
<name> page opens to display the current CICM
associations.

Select the CICMs to disassociate by clicking in the
Disassociate field check box, then click on the disassociate
selected CICMs menu option on the right.

Response: The disassociating cicms screen opens to
display the results of the action.

ATTENTION
This step is required to apply all profile

association/disassociation changes to the
CICMs.

Upon completion of the Network Profile and CICM associations
and disassociations, on the enterprise profile edit page, click
on the apply enterprise profile to all associated CICMs option
on the right menu bar.

Response: The enterprise profile application results page
opens to display the results of the action, and confirms the
successful completion.

8 This procedure is complete.

NN10240-511 (I)SNO7 Preliminary 04.02 December 2004 Copyright © 2004, Nortel Networks



Nortel Networks Confidential Configuration management 41

Procedure 18 Delete an Enterprise Profile

ATTENTION

All CICMs and Network Profiles must be
disassociated from the Enterprise Profile
before it can be deleted. Use the Edit an
Enterprise Profile procedure above first to
disassociate all CICMs and Network Profiles
from the Enterprise Profile to be deleted.

At the CICM - Element Manager home page
1 Select enterprise profiles from the left navigation bar.

Response: The enterprise profiles modification page opens
to display the current list of Enterprise Profiles.

enterprise profiles modification

configuratian

Hame Up ToDate Delete B add new profile
terminals &

kultybioy  H
users S °
maintenance
CICM-EM
status
synchronization

2
ATTENTION

The state of the Enterprise Profile (indicated in
the Up To Date field on the enterprise profiles
modification page) must be set to Yes before
the Enterprise Profile can be deleted.

Refer to Table 1 in Procedure 18 for a
definition of the Profile Up To Date on
Associated CICMs field. Apply the Enterprise
Profiles to the associated CICMs to change
this Up to Date field to Yes, then proceed to
delete the Enterprise Profile.
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In the Delete field, click on the delete (trash can) icon
corresponding to the Enterprise Profile to be deleted.

Response: The results of the action is displayed, and the
deletion is confirmed.
3 This procedure is complete.

Audit an Enterprise Profile

Use the following procedure to audit an Enterprise Profile on its
associated Network Profiles and CICMs. The resulting audit report
facilitates correct profile associations.

Procedure 19 Audit an Enterprise Profile

At the CICM - Element Manager home page

1 Select enterprise from the profiles section of the left navigation
bar.

Response: The enterprise profiles modification page opens
to display the current list of Enterprise Profiles.

2 Click on the Enterprise Profile to audit from the list of current
profiles.

Response: The enterprise profile edit page opens.

Centrex IP

Client Manager

enterprise profile edit

configuratian
4 enterprise profile 9 save transfer retries

terminals

Users Enterprize Mame Ikullyboy
maintenance

associated network profiles

Profile up to date on Associsted CICMs - Ho

v v v v

associated CICMs
CIEEM Tranzfer Connection Retries I 0 'I : )
status audit enterprise profile
synchronization 47.0.0.0/255.0.0.0

’ apply enterprise profile to all
profiles azzociated network profiles associated CICMs
audio p cCancel
enterprise
language W
netwarlk
user azzociated CIChiz
3 Click on the audit enterprise profile option on the right menu.
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Response: Datafill related to the Enterprise Profile and its
associated CICMs is checked, and the Audit of Enterprise
Profile < name> upon associated CICMs report is displayed.

4 This procedure is complete.

Language profiles

A Language Profile is a language file which support language selection
for the Ethersets. Multiple languages are supported for the Ethersets
and CICM SoftClients. A Language Profile must be applied to the
specific CICM for the Ethersets to access a particular language.

Note: Although multiple languages are available on the m6350
SoftClient, the Language Profile does not apply to it. For information
on language selection on the CICM SoftClient, refer to the m6350
Centrex IP SoftClient User Guide.

Language profiles available are English, German, Spanish, Italian and
French. They are stored on the Element Manager and applied
automatically to CICMs. Language profiles may be viewed from the
Element Manager Web pages, but they cannot be created or changed.
New languages will be added via new software releases or language
patches.

Procedure 20 View Language Profiles

At the Element Manager home page

1 Select language from the profiles section of the left navigation
bar.

Response: The language profile home page opens.
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canfiguration
terminals

users
maintenance

CICM-EM
status
synchronization

profiles
audio
enterprise
language
etk

Nortel Networks Confidential

NERTEL
NETWO

language profile home

Al current language profiles (English, German, Spanish, Balian and
Frenchl are available. Mew languadges will be added via a new
softvware releaze or language patch. Thiz iz available from the next
level of suppart.

’ view the profiles stored on the
following CICM

Ic:xipHD 'I

Note: Standard language profiles of English, French,
German, ltalian, and Spanish are currently provided.

Select the CICM from the drop-down menu on the view the
profiles stored on the following CICM option on the right
menu, then click on the view the profiles stored on the
following CICM text.

Response: The language profiles modification (cicm_name)
page opens.

Note: This is a view-only page. Language profiles cannot be
modified.
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CentrexIP

Client Manager

language profiles modification (cicm-002)

anﬁguratign Al current language profies (Endglish, German, Spanish, Balian and French)
are available. Mewr languages will be added via a new software releasze or

terminals language patch. This is available from the next level of support.

users
maintenance

Languages a
CICM-EM Hame Filename Status
status .

Deutzch Lang_German.dil Dizabled

synchronization
Ezpagfial Lang_Spanizh.dl Active

profiles English (US]  Lang_English_US .l Active
audio

: Francais Lang_French.dll Active
enterprise
Ianguage ftalizno Lang_ktalian .l Aictive
network Englizh (UK lang_English_UK.dil  Active
user

3 This procedure is complete.

Network Profiles

Network Profiles define the IP address domains that are supported by
the CICM. Only terminals from within a valid IP address domain can be
connected to the CICM. An IP address domain is identified by the
network device that connects it to the public IP address space that
contains the CICM. Typically, this is a Network Address Translation
(NAT) device. Refer to the NAT and firewalls section in the NN
10252-611 CICM Security and Administration document for additional
information.

Centrex by definition is a carrier-hosted featured voice service offer to
enterprises. Centrex IP maintains feature transparency to CS2K
Centrex. One key difference between Centrex and Centrex IP is that
with Centrex IP, enterprises are served over a converged IP network
instead of a CS2K network. Each enterprise has its own enterprise IP
network. It normally uses private IP addresses for communication
within the enterprise, and public IP addresses for communication
outside the enterprise through a Network Address Translator (NAT)
associated with its gateway router.

Each enterprise IP network is uniquely represented by a network profile
on the CICM that serves this enterprise. A Network Profile identifies the
IP address domain of the enterprise, represented by the public IP
address of the enterprise NAT, along with an associated VMG that
serves this enterprise.
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Network Profiles provide an effective means for authentication and
control of Centrex IP traffic. Centrex IP traffic is only allowed to flow
between the CICM and the IP address domains that are specified by
the Network Profiles on the CICM.

Network profiles can only be created, changed and deleted by an
administrator. They are stored on the Element Manager and applied to
a CICM.

Network profile configuration changes are immediately effective for new
terminal connections. You do not need to restart the CICM to implement
the changes; they are immediate. However, it is required to restart
terminals if they are assigned a new network domain.

Enterprise IP address domain representation For terminals
behind a NAT, this NAT presence must be defined in the network profile.
The network profile specifies the public IP address and the subnet of
the NAT, and (optional) the associated VMG. This essentially specifies
an IP address domain being served by a VMG, just as a NAT defines
an |IP address domain.

For an enterprise that uses public IP addresses (i.e. no NAT is needed),
the administrator can still create a Network Profile for it, either by using
the network domain “0.0.0.0, 0.0.0.0” or by specifying the subnet from
which those customers originate (e.g. 47.165.169.0, 255.255.255.0).

VMG association There are three possible ways that a Network
Profile may be associated with VMGs, depending on the number of
terminals in the enterprise.

* For an enterprise with up to 639 terminals, the Network Profile of
this enterprise needs to be associated with one VMG only.

* For an enterprise with more than 639 terminals, the Network Profile
of this enterprise needs to be associated with two or more VMGs.
Each VMG has a maximum of 639 terminals.

e One VMG can be associated with multiple small-sized enterprises
whose terminals together add up to 639. In this case, the
intraswitching for that VMG on the CS2K has to be turned off.

The purposes for making VMG associations are:

e Security
A user in one enterprise network domain cannot log in as a user
from another enterprise because the VMG association only allows
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users from an enterprise to log in from the enterprise’s own IP
domain.

¢ Administrative checkpoint
Each VMG can be associated with a single network domain to
provide an administrative checkpoint. If your intent is to put
intraswitching on a VMG, associate the VMG with a single network
profile.

¢ Terminal count
The CICM keeps a count of the terminals in each network domain
and records the high water mark.

Example: Network domain addressing In this section an example
is provided to illustrate the concept of network domain addressing. In
this example, there are the following two enterprises:

* Enterprise 1 has a NAT with a single public address
47.165.168.100, and is served off VMG1.

* Enterprise 2 has a NAT with a single public address
47.165.168.200, and is served off VMG2.

Intraswitching is VMG specific. It is only activated for calls between two
lines on the same VMG. It is recommended to activate intraswitching
because of the following advantages:

* Improved voice quality

* Increased CICM capacity

* Reduced bandwidth requirements from the enterprise to the carrier
However, intraswitched calls cannot traverse NAT boundaries (for

example, a call between a user in enterprise 1 and a user in enterprise
2), for the following reasons:

* Routing will likely be blocked for security purposes (e.g. firewall
rules that prevent it).

* RTP packets use non-routable private |IP addresses that are either
overlapped between two enterprises, or viewed unreachable.

The two enterprises will be configured through the CICM Element

Manager’s Network Profile Web page as follows:

* Enterprise 1: 47.165.168.100, 255.255.255.255

* Enterprise 2: 47.165.168.200, 255.255.255.255

The mask 255.255.255.255 informs CICM to consider only clients

originating from the single IP address 47.165.168.100 to be in
Enterprise 1.
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A user in Enterprise 1 network domain cannot log in as a user from
Enterprise 2 because the VMG association only allows users from an
enterprise to log in from the enterprise’s own IP domain.

In this example, if a new Enterprise 3 is created and the administrator
wants to use spare capacity from VMG2, the association will prevent it.
If new users from Enterprise 3 are assigned to VMG2 and the
intraswitching for VMG2 on the CS2K is turned on, they can’t log in until
the association is removed or the intraswitching for VMG2 on the CS2K
is turned off.

NATSs often only have a single IP address into which they multiplex the
active connections by mapping them to unique ports. A NAT with four
interfaces, for example, would be datafilled with the two least significant
bits missing. Thus for 47.165.168.100, the mask 255.255.255.252
would permit addresses 47.165.168.100, 101,102, and 103 to be
considered part of the network domain.

Users in Enterprise 1 will be configured with LENs on VMG1, and users
in Enterprise 2 will be configured with LENs on VMG2.

Procedure 21 Create a Network Profile

At the CICM - element manager home page

1 Click on the network option on Profiles section of the left
navigation bar.

Response: The network profiles modification (cicm-em)
page opens.
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network profiles modification (cicm-em) pesng

anﬂguratign The CS2000 maintains & network topology databaze. CICM terminals must be assigned to the

appropriste network location before call processing can be performed correctly, There are two ways }
that the location of a terminal can be determined:

users & fletwork Profile. & mapping can be oreated identitying IP address ranges that represent the apply one or more
network lacation. Thiz is typically the public address ranae for the network address translation device profiles stored on the
connecting & remote location. » CICM-EM to one or more

- add new profile
terminals

maintenance

®  Auto-Discovery Metworks. The terminal can provide s location after abtaining i fram a server on CICMs
CICM-EM it= local network (e.g. DHCP server).
status change the profiles
synchronization Network Profiles } stored on the following
CICM
Enterprise LG -
profiles Address Subnet Hetwork Location Pruli:"lle Location  Delete I cicr-002 "l
audio Information
enterprise lone
Ianguage 0004 ImoE CLA specified fi } update auto-discovery
" L networks

MEtwor 4713542218 255255255255 cablabCICMERterarise] WES i
user specified
feature

471354219 255255255255  cablabCICMENterprise3 Mone i

specified
diagnostics Mone &
diagnustics AT 13542200 255255 255255 cablabhClCMEnterprize specified
Auto-Discovery Networks
Hetwork Location Enterprise Profile Default Location Information

alteonctt? Mone specified

cablabClICWEnterprise] Mone specified

cablabCICMErnterprise? Mone specified

cablabCICMErterprised Mone specified

2 Click on the add new profile option on the right menu.

Response: The network profile creation (cicm-em) page
opens.

Copyright © 2004, Nortel Networks CICM Configuration Management



50 Configuration management Nortel Networks Confidential

network profile creation (cicm-em) posyng

configuration
.g Details 9 } create profile

terminals
users Address I } edit default location information
maintenance

Subnet I } return to network profile modification
CICM-EM
status Lease Period (min) I
synchranization

Retry Count I vl
profiles )

. Associsted I
audio erterprize profile
enterprise hscointed
=s0ciate

language network location I CE-LAN j
netyork _ o

Azzociated Limied
user Blandweidth Link |
feature Ibertifier

3 Datafill the network profile fields.

Note: Click on the ? icon for detailed definitions of these
fields.

a Address. This specifies the network address of the subnet
that contains the range of public addresses available to a
NAT device.

b Subnet. This specifies the subnet mask for the subnet that
contains the range of public addresses available to a NAT
device.

¢ Lease period (minutes). The defined period for which any
UDP port mapping is defined.

Note: For 2.5 EM and 2.5 gateways, the lease period is
set at 2 minutes, and cannot be changed. The lease period
field in the network profile creation page will be greyed
out and have a 2 entry.

For 2.5 EM and pre-2.5 gateways, and for 6.12 EM and
6.12 gateways, the lease period is variable and the field
can be datafilled.

For 7.0 EM and 7.0 gateways, the lease period is variable
and the field can be datafilled.
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d Retry count. The Retry count is the number of times a
terminal will attempt to connect to a CICM node before it fails
over and attempts to connect to the other node. A terminal
connecting to a CICM with an IP address described by this
Network Profile will have this retry connection count. This
Network Profile needs to have been applied to the CICM or
be associated with an Enterprise Profile which has been
applied to the CICM for this to take effect. Leaving the field
blank will result in the retry count taken from the Terminals
Settings for that CICM.

e Associated Enterprise Profiles. (Read only) This field
shows the Enterprise Profile associated with this Network
Profile. The association is made from the Enterprise Profile
to the Network Profile, and is shown here for information only.

f Associated VLCM/VMG. This option is only shown when
editing a profile on a specific CICM.

Intraswitching can only be successful if both terminals in the
call are hosted in the same network domain. To prevent calls
from failing when this condition is not met, a VLCM/VMG can
be associated with a particular network domain. Only
terminals hosted in the network domain that a particular
VLCM/VMG is associated with are permitted to log in to lines
hosted on that VLCM/VMG.

Note 1: A pre-2.5 CICM cannot be associated to an
Enterprise Profile.

Note 2: A Network Profile created on a pre-2.5 EM cannot
be associated to an Enterprise Profile. It is recommended
to delete Network Profiles created on pre-2.5 EMs, and
re-create them (if needed) on the upgraded 2.5, 6.12, or
7.0 EM.

g Global Middlebox Name/ID. These two fields are visible
only temporarily. The value of these fields are derived from
the CS2000 Management Server.

h Associated network location.
i Associated Limited Bandwidth Link Identifier.

4 After completing the field datafill click on the create profile
menu option.

Response: The profile creation results page displays the
results of the action.

5 This procedure is complete.
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Procedure 22 Change a Network Profile
At the CICM - element manager home page on the Element
Manager Web pages

1 Select the Network option from the Profiles section of the left
navigation bar.

Response: The network profiles modification (cicm-em)
page opens.

network profiles modification (cicm-em) o=y

canﬁguratian The CS2000 maintzins & network topology database. CICMW terminals must be assigned to the

. appropriste netveork location before call processing can be performed correctly. There are two ways P addnew profile
terminals
that the location of a terminal can be determined:
users # Metwork Profile. & mapping can be oreated identifying IP address ranges that represent the apply one or more
maintenance netwark location. Thiz iz typically the public address range for the network address translation device profiles stored on the
connecting & remaote location. 4 CICM-EM to one or more
o Auto-Discovery Metworks. The terminal can provide its location after obtaining i from & server on CICMs
CICM-EM it= local network (2.0, DHCP server).
status change the profiles
synchronization Network Profiles } stored on the following
CICM
Enterprise EEL
profiles Address Subnet Hetwork Location Prolijile Location  Delete ICicm—EIEIE 'I
audio Information
enterprise
= D000 0000 CE-LAN hane m :
language specified b update auto-discovery
' L networks
NEtvar
4713542218 295255255255 cablabCICMENterprise! Mo i
USEr specified
feature
4713542210 295255255255 cablabCICMERterprised tone m
specified
diagnostics Mans
diagnostics 4713542290 255255295255  cahlahCICMEnterprise2 SEaliE jim)
Auto-Discovery Networks
Hetwork Location Enterprise Profile Default Location Information
afteonatt? Maone specified
cablab CIChERterprised Mone specified
cablabCICMErterprize? Maone specified
2 Click on the IP address of the network profile to edit.

Response: The network profile <IP_address/subnet>
(cicm-em) page opens.
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network profile '47.135.42.218/255.255.255.255" (cicm-em)

canfiguration
_g Details (7] ) save your changes to this profile
terminals
Users Address |4?.'| 3542218 ) edit default location information
maintenance
Subnet |255.255.255.255 } return to network profile modification
CICM-EM
status Leas=e Period (min) |2
synchronization
Retry Count I b vl
profiles ) )
. Aszociated enterprize I
audio profile
enterprise s sointet netuork
language IDE:E; =6 nehwor | cablabCICMEnterprizel j
nietwark _ o
Azzociated Limitecd li
user Banchwicth Link Identifier
feature
Default location information 9
diagnostics Default civil location Mo civil location specified
diagnostics

Default civil location L . s
(DHCP farmat) Mo civil location specified
Default spatial location Mo spatial location specified

Default spatial location

(DHCP farmat) Mo zpatial locstion specified

3 Edit the network profile fields in the Details section as required,
then click on the save your changes to this profile option on
the navigation bar on the right.

Note: Click on the ? icon for definitions of these fields.
Response: The profile save results page confirms the update
completion.

4 To edit default location information:

a Click on the edit default location information option in the
navigation bar on the right.

Response: The edit default location information:
<IP_address/subnet page opens.

b Datafill the fields in the Type of Location, Civil Location,
and Spatial Location sections,
then click on save changes.

Note: Click on the ? icon for definitions of these fields.
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5 This procedure is complete.
Procedure 23 Delete a Network Profile

At the CICM - element manager home page of the element
manager Web pages

1 Select the Network option from the Profiles section of the left
navigation bar.

Response: The network profiles modification (cicm-em)
page opens.

network profiles modification (cicm-em) o=y

canﬁguratiun The CS2000 maintzins & network topology database. CICMW terminals must be assigned to the
tarminal appropriste netveork location before call processing can be performed correctly. There are two ways P addnew profile
SHTEE that the location of a terminal can be determined:
users # Metwork Profile. & mapping can be oreated identifying IP address ranges that represent the apply one or more
maintenance netwark location. Thiz iz typically the public address range for the network address translation device profiles stored on the
connecting & remaote location. 4 CICM-EM to one or more
o Auto-Discovery Metworks. The terminal can provide its location after obtaining i from & server on CICMs
CICM-EM it= local network (2.0, DHCP server).
status change the profiles
synchronization Network Profiles } stored on the following
CICM
Enterprise EEL .
profiles Address Subnet Hetwork Location Prolijile Location  Delete ICICm—EIEIE 'I
audio Information
enterprise Mone
language GO0 BBEE G specified m b update auto-discovery
' L networks
nEeLwar 4713542218 295255255255 cablabCICMENterprise! Mo i
USEr specified
LEID 4713542210 295255255255 cablabCICMERterprised tone m
specified

diagnostics Mans =
diagnostics 4713542290 255255295255  cahlahCICMEnterprise2 SEaliE

2 Click on the Delete (trash can) icon for the Network Profile to

delete.
Response: The deletion action is confirmed.
3 Click on the delete (trash can) icon for the network IP address to

be deleted.
Response: The status page confirms the deletion.

4 This procedure is complete.
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Procedure 24 Apply a Network Profile stored on the EM to a CICM

At the network profiles modification (cicm-em) page of the
element manager Web pages

1 Click on the apply one or more profiles stored on the
CICM-EM to one or more CICMs option on the menu on the
right.

Response: The apply network profile page opens.

apply network profile

configuration

terminals Profile & ) apply profile(s)
Users

Range of Profiles (8 apoly only the selected netwaork profiles P} return to network profile modification

maintenance
o Apply all existing netwaork profiles
CICM-EM

status

Profile Selection 0.0.0.0/0.0.0.0

— 47.135.42.218 / 255 255 255255
synchronization 47.135.42.219 / 255 255 255255
47.135.42.220 / 255 255 255255

profiles
audin ﬂ Al auto-dizcovery netwoarks will be automatically applied
enterprise
language gy ©
network

Range of CIChs % apply orly the selected CICMs
user

© apply to all CIChs

feature

CICH Selection cicm-002
diagnostics cictm-200
diagnostics cicm-201

2 Datafill the Profile and CICM fields.
Note: Click on the ? icon for definitions of these fields.
3 Click the apply profile(s) menu option on the right.
Response: The profile apply results status page opens and
confirms completion.

4 This procedure is complete.
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Procedure 25 Enable/disable network domain address licensing

At the network profiles modification (cicm-em) page of the
element manager Web pages

1 Select the CICM applicable from the drop-down menu in the
change the profiles stored on the following CICM menu
option on the right, then click on the change the profiles stored
on the following CICM text.

Response: The network profiles modification
(<cicm_name>) page opens.

network profiles modification (cicm-200)

status
anﬂguratign The CS2000 maintains & network topology databaze. CICM terminals must be assigned to the
terminal appropriste network locstion before call processing can be performed correctly . There are two ways » change network profiles
EIIITELES that the location of a terminal can be determined stored on the CICM-EM
Users = Pletweark Profile. & mapping can be created identitying P address ranges that represent the
maintenance network location. This is typically the public address range for the netwaork address translation device Enable Hetwork Domain
connecting & remcte location. } Address Licensing
»  Auto-Dizcovery Metworks. The terminal can provide its location after obtaining it from a server on
CICM-EM it= lacal network (2.9, DHCP server).
status
synchronization Hetwork Profiles
Enterprise LG
profiles Address Subnet Hetwork Location Pruip'lle Location Delete
audio Information
enterprise
P 0000 0000 CE-LAN M m
language specified
netwark
4713542218 255255255255 cablakCICMERterrise] e i
user specified
feature
4713542219 255255255255 cablabCICMEnterprise3 DB m
specified
diagnostics Mane
diagnostics 4713542.220 255235255255 cablahCICMWEnterprise2 e jim)

2 On the right menu bar, click on the Enable/Disable Network
Domain Address Licensing text bar to toggle between enable
and disable, as required.

Response: A status page opens and confirms the results of the
action.

3 This procedure is complete.

User Profiles

A User Profile is a set of default settings for a group of users. A User
Profile can contain feature key settings, language, timezones, and
permissions.
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User profiles may be created, changed and deleted. They are stored on
the Element Manager and applied to a selected CICM.

A user will inherit settings from the user profile configured, unless
overridden locally. Overrides to user profiles may be applied or deleted
by the administrator.

Note: To create users (user ID, password, etc.), refer to the Security
and Administration section of this document.

Procedure 26 Create a User Profile

At the CICM - Element Manager home page
1 Select user from the Profiles section of the left menu bar.

Response: The user profile home page opens.

user profile home

anﬂguratign A uzer profile contains & set of default user settings. Among ather things a
i - profile can contain festure key settings, default lanouage and permissions. f 2 'S change the profiles stored on the
ENELS user iz set to use a user profile, any settingz which haven't been localy CICM-EM
Users awverridden, will be inherted from the profile,
rmaintenance b apply one or more profiles stored on
the CICM-EM to one or more CICMs
CICM-EM
’ change the profiles stored on the
status following CICM
synchronization Im
profiles
audio
enterprize
language
network
user
feature
2 Click on the change the profiles stored on the following

CICM-EM menu option on the right.

Response: The user profiles modification (cicm-em) page
opens.
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Centrex IP

Client Manager

user profiles modification (cicm-em)

conﬂ.guratlcln User Profile P add new profile
terminals
users b apply one or more profiles stored on

maintenance the CICM-EM to one or more CICMs

CICM-EM b change the profiles stored on the
following CICM
status

synchronization ICiCm-DDZ 'I

mrafilno

3 Click on the add new profile option on the right menu.

Response: The user profile creation (cicm-em) screen opens.

user profile creation (cicm-em)

configuratian

- User Settings
terminals
USers Uszer profile name I
maintenance
Language I j'
CICM-EM
status Time difference from GhT I Minutes (200 anly
synchronization
Dralicght Setting I 'I (200 anly)
profiles .
audio Time Format I 'l
enterprise Dt Format | =
language
netwark Auto Anzwer On Ring I 'I (2002 and i2004 only)
user
e Dizakle Mizsed Call Indicatar I 'I
e ——— Cuthox Feature Key I 'I
diagnostics Defaut Key I vI
4 Datafill the fields, then click on the create profile menu option
on the right.

Note: For definitions of these fields, click on the ? icon for
each field.
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Response: The user creation results screen displays
confirmation of file creation. The user profile is stored on the
CICM Element Manager.

5 This procedure is complete.
Procedure 27 Change a User Profile

At the user profile home page on the Element Manager Web pages

1 Select the change the profiles stored on the CICM-EM menu
option on the right.

Response: The user profiles modification (cicm-em) page
opens.

user profiles modification (cicm-em)

configuratian User Profile T
terminals
users b apphy one or more profiles stored on
raintenance the CICM-EM to one or more CICMs
CICM-EM ’ change the profiles stored on the
status following CICM
synchronization Icicm-EIEIZ ]'
profiles

2 Click on the user profile name that you want to modify.

Response: the user profile edit page opens.
3 Revise the user profile fields as required, then click on the save
your changes to this profile menu option on the right.

Note: For definitions of these fields, click on the ? icon for
each field.

Response: The status page opens and confirms completion of
the edit.

4 This procedure is complete.
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Procedure 28 Delete a User Profile

At the user profile home page on the Element Manager Web page

1 Click on the change the profiles stored on the CICM-EM menu
option on the right.

Response: The user profiles modification (cicm-em) page
opens.

2 Click on the delete (trash can) icon for the profile you want to
delete.

Response: A status page opens and confirms the deletion.
3 This procedure is complete.
Procedure 29 Apply a User Profile to a CICM

At the user profile home page of the element manager Web pages

1 Click on the apply one or more profiles stored on the
CICM-EM to one or more CICMs menu option on the right.

Response: The apply user profile page opens.

apply audio profile posng

configuration

terminals Profile & ) applyprofile(s)
Lsers

Range of Profiles % apoly only the selected audio profiles } return to audio profile modification

maintenance
L8 Apply all existing audio profiles

CICM-EM

status

synchronization

Profile Selection

profiles
audio

enterprise (Bl L7

language Range of CICks

1 Apply anly the selected CIChs
nietwirk

© apply ta all CICMs
User

feature CICM Selection cicm-002

diagnostics
diagnostics
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2 Select the profiles to apply and the CICMs to apply them to, by
datafilling the fields on the apply user profile page.

Note 1: Click on the ? icon for definitions of each field.
Note 2: Use the CTRL key to select more than one CICM.
3 Click the apply profile(s) menu option on the right.
4 This procedure is complete.

Procedure 30 Apply/remove User Profile overrides

At the element manager home page

1 Click on the users option from the CICM section of the left
navigation bar

Response: The user home page opens

user home page

configuratian Uzers are azzociated with CIChsz. Select a user and CICM az appropriate then

. click on the option reguired. P browse users
terminals
usars ) ) CICMchipHEI vI
If vou select a CICM to brovese users with, you will be further asked for 2
rhaintenance WLCK ar Wk and a dravwer ar range before being akble to brovse the list of
USErs.
CICM-EM } view user's configuration

status

o edit user's configuration
synchronization 4 g

} delete user

profiles

audio

entarprise Wiz I

language CICH m

netwiark

user } manually create multiple users

feature

b lict tha actina noars

At the user home page

2 Select the CICM from the browse users on drop-down menu,
then click on the browse users on text.

Response: The users on CICM <cicm_name> (range <#-#>
on vmg <name>) page opens.
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users on cicm cicm-002 (range 0-63 on vmg 'vimg0') po <o

ation
Line User _ Line User - } browse users on
s Ho User Profile Operation 9 Ho User Profile Operation 9 :
CICM I cicm-002 'I
0052 7230032 cicmDefault  delete
@ance VG Ivng vl
0001 7230001 cicmDefaut  delete 0033 7230033 cicmbDefault  delete
Range I 0-63 'I
1 002 7230002 cicmDefaut delete 0034 7230034 cicmDefault delete
- 0003 7230003 cicmDefaut delete 0035 7230035 cicmDefault delete
|
) i } view user's configuration
004 7230004 cicmDefaut delete 0035 7230036 cicmDefault  delete
0005 7230005 cicmDefault delete 0037 7230037 cicmDefault  delete } edit user's configuration
s 0006 7230006 cicmDefaut  delete 0038 72300358 cicmbDefault  delete
} delete user
E 007 7230007 cicmDefaut delete 0038 7230039 cicmDefault  delete
0008 7230008 cicmDefautt delete 0040 7230040 cicmDefault  delete Uzer I
anna . F2ENnna ciemDefaol dalete nnaq FRnnaq micmNafa b dalata
3 In the User list, click on the user ID that you want to
apply/remove overrides to,

Enter the user number in the edit a user’s configuration menu
option, then click on the edit a user’s configuration text.

Response: The edit user <username> on <cicm_name> page
opens.
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edit user 7230001 on cicm-002 e ang

configuratian

- User statistics (7] p =ave changes
terminals
users Uzer name 7230001 P force user logout
maintenance Total Call Court 0
) P user overrides
CICM-EM Login Status Idle
status Master Terminal niane P resetuser counters
SynChmmza“Dn Slave Terminal nonge
} delete user
profiles Auto Login Terminals Nong >
- back to user pages for cicm-002

audio Total Login Failures ]
enterprise )

Login Court ]
language
network Lagin Failure Court u]
user Login Time Maone
feature

User settings (7]

diagnostics
- g - Pazsword I"““““‘“‘“
diagnostics
Prafile IcicmDefauIt "l
C52k Provisioning Information 9
e Ivmgﬂ 'I
Line Mumber I 1 vI

Audio profiles for recent terminals 9

4 Click on user overrides menu option on the right.

Response: The profile overrides for user <name> on
<cicm_name> page opens. The default settings are loaded
from the user’s profile (if one exists).
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status
configuratian
terminals
users
maintenance

CICM-EM
status
synchronization

profiles
audia
enterprise
language
netwark
user
feature

diaghostics
diagnostics
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profile overrides for user 000001 on cxip180

This page allows you to save changes to an individual user, which will override the default settings which are load:
Setting any field to blank will cause the CICM to use the setting from the user's profile

User Settings

Uzer profile name

Language

Tone Set

Time difference from GhT

Daylight Setting

Auta Answver On Ring

Dizable Mizsed Call Indicator

Outhoe Festure Key

Default Key

Mever auto-hide feature keys

Mumber of Extenzion Modules

Disable &dv. Functionality

[oooom

I Minutes (i200x only)
I 'I (200 only]

I 'l (i200:x anly)

I vI [ME350 anly)
I 'I (i200: only)

5 Datafill the fields that you want to override for this user,

then click on the save changes option on the right.
Note 1: For field definitions, click on the ? icon for each field.

Note 2: Fields datafilled will override the default settings on

the user’s profile.

Note 3: Fields left blank will default to the user profile.

Note 4: To remove an override in a particular field, set the

field to blank.

Response: The status page opens to confirm the action taken.

6 To remove all overrides, click on the remove all overrides menu

option on the right.

Response: The status page opens to confirm the action taken.

7 This procedure is complete.
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Feature Profiles

The Feature Profile governs how features behave on the terminals
supported by a CICM. The attributes of each feature can cause the
feature to be hidden or shown, based on the state of other features on
the terminal. This allows maximum use to be made of the limited
number of feature keys available on some terminals.

Use the following procedure to configure Feature Profiles.
Procedure 31 Configure Feature Profile

At the CICM - Element Manager home page

1 Select feature from the profiles section of the left navigation
bar.

Response: The feature profile home page opens.

feature profile home

cunﬂguratian & feature profile governs how festures behave on the terminals

: supported by & CICH P change the profiles stored on the
terminals i CICM-EM
]S The sttributes of each feature can cause the feature to be hidden o
maintenance shown bazed on the state of other festures on the terminal. This apply one or more profiles
allowes maximum use to be made of the limited number of feature keys P stored on the CICM-EM to one or
rovidded by some terminals. more CICMs
CICM.EM e b
status Some festures behave like 5 DN festure, this can be specified in ' change the profiles stored on the
synchrunizatiun anather attribute. The CICh will attempt to record incoming calls onta following CICM
D features. -
I cxip110 'I
profiles
: Mote:
audio
enterprige & Feature profiles only spply to & version 3.0 CICHW or kster

Ianguage ® “oucan't creste or delete feature profiles, there is one
predefined for each supparted festure type.

s “Youmay need to restart the CICW for changes in feature

user profiles to fully take effect.

& Zare should be taken when changing festure profiles
becausze some changes may cause undesirable effects.

nietwirk

feature

2 Select the relevant CICM from the drop-down menu on the right
navigation bar, then click on the change the profiles stored on
the following CICM text.

Response: The feature profiles modification (<cicm_name>)
page opens. This provides the feature profile, for the CICM
selected. The feature profile consists of a list of features; each
feature has a set of attributes which can be configured.
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configuration
terminals
Users
rraintenance

CICM-EM
status
synchronization

profiles
audio
enterprise
language
rietwiork
user
feature

diagnostics
diagnostics

CICM-EM VYersion7.11.144

3

Nortel Networks Confidential

feature profiles modification (cicm-201)

Attributes > change feature profiles stored on the

’ ’ CICM-EM
Hide when DN Active

Agent Ot Feature
Agent Stat
AgertPDr
ActSummary
Ans. Soert
Anz. Emerg
Autodnswer
Sutodizl
BLF
BeyOveride
Call Anent
Call Back
Call Force
Call Super
Call Wizt
CallCover

Conference Hicle wehizn DR Active

Cirl IFlowy
CustTrace
i)

Cir. Park

D

D Feature

On the feature profiles modification (<cicm_name>) page,
click on the name of each feature you want to configure.

Response: The feature profile <#> (<cicm_name>) page
opens for each feature chosen. The following figure illustrates
the 3 Way Call feature.
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feature profile edit on cxip120

configuratian

Feature Profile 9 save your changes to this
terminals 4 profile
users Feature |3 Way Call
maintenance } Cancel
Dl Feature Mo -
CICM-EM
status HideMode  [‘When DM is active =

gynchronization

4 Configure the feature as follows:
Note: Click on the ? icon for a definition of the fields.

* To configure this feature as a DN (dynamic) feature, choose
Yes from the drop-down menu on the DN Feature line, or
choose NO to not designate it as a DN Feature.

* To configure the Hide Mode, choose from the drop-down
menu on the Hide Mode line:

— Never
— When DN is active
— when DN is inactive

* Then click on the save your changes to this profile menu
option.

Response: The profile save results page displays configuration
results.

Centrex IP

Client Manager

profile save results

configuration q .
q Performing update: } feature profiles modification

terminals
® Updated profiledfestureprofiles 1fdnfeature = Mo

® Updated profileffeatureprofile 1 hidewhendnactive = Yes

Users

rmaintenance
® [eleted profileffeatureprofiled 1 hidewhendnins ctive

CICM-EM
Update completed successfully
status
— Warning: Re-applying the master profile from the element manager
synchronization weill overwerite the locally chanoed copy on this gateway .

5 To configure other features, repeat step 3 and 4 for each feature.

Copyright © 2004, Nortel Networks CICM Configuration Management



68 Configuration management Nortel Networks Confidential

6 This procedure is complete.

Enable/Disable Dynamic Feature Key

Use the following procedure 33 to enable/disable dynamic feature key
functionality on a terminal type basis, using the EM Terminal
Configuration Web pages. This setting cannot be overridden by any
other setting (i.e. if the Dynamic feature key functionality is disabled on
a terminal type basis the feature cannot be activated in any other way
for that specific terminal type).

Note: Users logged into the gateway when the functionality is
enabled/disabled will not pick up the changes until they log out and
back into the CICM.

Use Procedure 33 to enable or disable the Dynamic Feature Key
functionality by user overrides. These setting changes will take effect
immediately.

The user may also disable the functionality from the terminal itself in the
Menu\Feature\Options menu. These setting changes will take effect
immediately.

Procedure 32 Enable/Disable Dynamic Feature key (terminal
type)

At the CICM - Element Manager home page
1 Click on terminals from the CICM section of the left menu bar.

Response: The terminal configuration page opens.

terminal configuration

status
Choose a ClICh to configure terminalz on

configuration > goto terminal configuration
terminals on CICM
Ugers chipHD vl
maintenance
CICM-EM
status P home
2 Select the CICM from the drop-down menu, then click on the go

to terminal configuration on CICM option.
Response: The terminals on <cicm_name> page opens.
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Centrex IP

Client Manager

terminals on cicm-200

Thiz page can be uzed to viewy settingz for an individual terminal (if you

configuratian
_g kniowy the terminal idertifier) or it can provide an sudit of the terminals on P save retry count

terminals the CICH,
users } firmware auto update
maintenance The firmyware upcate page can be used 1o specify the supported firmyware

levelz for & particular terminal type and the detailz on howe terminals can be } herternnnal

upgraced.
CICM-EM I
status The configuration page can be used to specify the attributes of a particular
synchraonization terminal_type. Care should_be taken when u_:gnfiguring options on thiz page,

the settingz affect all terminalz of the zpecified type on the gatewway. B ~

} terminal audit
profiles
audio Terminal Fettings © P firmware update
enterprise ImE&ED 'l
Retry Court IE vl
language
netwiark
} configuration

user
feature ImESED 'l

3 On the terminals on <cicm_name> page, select the terminal
type (m6350, IP Phone 2001, IP Phone 2002, or IP Phone 2004)
you want to configure from the drop-down menu on the
configuration option on the menu bar on the right, then click on
the configuration option.

Response: The <type> terminal configuration <cicm_name>
page opens. The following figure illustrates the IP Phone 200x
type of terminal.
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R —————

Centrex P

Client Manager

i2004 terminal configuration (cicm-200)

configuration Feature Key Attributes & P Apply changes
terminals
— Number of physical feature keys (on the
- main zet)
maintenance

Mumber of festures availakble on the main

et (pages of features are used if there

IE
|1 1
CICM-EM are not enough physical feature keys)
status
P Automatically hide fest
synchronization e I\I’ES '|
Mumber of extenszion modules supported
profiles o [o=]
audio Mumber of features available on each I—
enterprise extenzion module (maz: 22)
VL2 Voice Parameters (7]
netwark
user Defautt Audio Profile I enterprise j
feature
Default Yoice Codec IG.?H (Auto) ,I
diagnostics

. : secondary Waoice Codec
diagnostics Y IG.?ZBa vl

RTP port number (must be an even IZEUUU
numker)
ACD Options a
Dizable Handset Mo
Dizahle Handsfree Mo -
Default Volume Settings (7]
Prevent users modifying Default Iﬁ
Walumes =
4 To configure this terminal type as a DN (dynamic) feature,

choose Yes from the drop-down menu on the Automatically
hide features key attribute, then click on the Apply changes
text on the right.

Note: Users logged into the gateway when the functionality is
enabled/disabled will not pick up the changes until they log out
and back into the CICM.

Response: The updating terminal configuration Web page
opens to confirm the changes.

5 This procedure is complete.

Procedure 33 Enable/Disable Dynamic Feature key (user
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overrides)

At the CICM - Element Manager home page
1 Click on users from the left CICM menu.

Response: The user home page opens.

user home page

configuratian Uzers are azsociated with CIChs, Select & uzer and CICH az
[E——— appropriste then click on the option recuired. P browse users

—— CICh Il::):ip22[| 'I

If you select & CIOM to browvese users with, you will be further asked far

maintenance a %LCW or WG and a draweer or range hefore being ahle to browse the

list of uzers.
CICM-EM } view user's configuration
status

o dit f nfigurati
synchronization P edit user's configuration

profiles } delete user

audio

enterprise User I
language CICh Ic:xipZZD 'I

netwark
user } manually create multiple users
feature
} list the active users
diagnostics
diagnostics > edit the configuration of a range of
users
2 Select the CICM from the drop-down menu on browse users
option of the right navigation bar, then click on the browse users

text.

Response: The users on CICM <cicm_name> (range # on
vmg_name) page opens.
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H H 1 1
[ users on cicm cicm-200 (range 0-63 on vmg 'vmg0")
us
ﬁguratian Line User Line User } browse users on
— Ho  User . Operation & Ho | User . Operation &) :
L R
052 7220032 cicmDefaut delete
ntenance WG Ivmgﬂ 'I
0001 7220001 cicmDefaut  delete 00533 7220033 cicmDefaut  delete
Range ID-53 'I
H-EM 0002 7220002 cicmDefautt elete 034 7220034 cicmDefsul  delsts
us
0003 7220003 cicmDefaut delete 0035 7220035 cicmDefaut  delete

chronization i .
view USEr s
0004 7220004 cicmDefaut  delete 0036 7220036 cicmbDefault  delete }

. configuration
| 0005 7220005 cicmDefaut delete 0537 7220037 cicmDefaut  delete
o » edit user's
rprise 0006 72200068 cicmDefaut delete 0038 72200358 cicmbDefault  delete configuration
uage 0007 7220007 cicmDefaut  delete 033 7220039 cicmbDefault  delste
il } delete user
0005 7220008 cicmDefaut delete 0040 7220040 cicmDefaut  delete
f
m 0009 7220009 cicmDefaut  delete 0041 7220041 cicmbDefault  delete sy I
0010 7220010  cicmDefaut  delete 0042 7220042 cicmDefault  delete
nostics
: 001 7220001 ciomDefaut  delete 0043 7220043 ciomDefaul  delete [ Lo G
[nostics multiple users
0012 7220012 cicmDefaut delete 0044 7220044 cicmDefaut  delete
) . P list the active users
0013 7220013 cicmDefaut delete 0045 7220045 cicmDefaut  delete
0014 7220014 cicmDefaut  delete 0046 7220046 cicmDefaut  delete ’ edit the configuration of
a range of users
015 7220015 cicmDefaut delete 0047 7220047 cicmDefault  delete
0016 7220ME cicmDefault delete 0048 7220045 cicmDefault delete ’ automatically create a
range of users
017 7220017 cicmDefaut  delete 0048 7220049 cicmDefaut  delete
a01E 7220018 cicmbefaut  delete 0050 7220050 cicmbDefsult  delete P audit users
3 From the list in the User column, click on the user name to
configure

Response: The edit user <name> on <cicm_name> page
opens.
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edit user 7230001 on cicm-002 oo

configuratian

- User statistics 9 } save changes
terminals
users Uzer name T230001 b force user logout
maintenance Tatal Call Court 0
. } user overrides

CICM-EM Login Status Iclle
status Master Terminal none P reset user counters
synchronization '

Slave Terminal none ’ delete user
profiles Auta Login Terminals none >

- back to user pages for cicm-002

audio Total Login Failures 0
enterprise )

Login Count u]
language
etk Login Failure Count u]
user Login Time Mone
feature

U=ser settings 9
diaghostics

- - Paszword Im

diagnostics

Frafile I cicmDefault vl

CS52k Provisioning Information 9

MG Ivng vl

Line Mumber I 1 VI

Audio profiles for recent terminals 9

4 Click on the User overrides option on the right menu.

Response: The profile overrides for user <name> on
<cicm_name> Web page opens.
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R —————

us
figuration
linals

rs
ntenance

A-EM
us
chronization

lles
io
iprise
|Juage
work

t

ure

nostics
Inostics

profile overrides for user 7220002 on cicm-200

This page allows you to save changes to an individual user, which will override the default settings which are loaded from the use
profile (if one exists)
Setting any field to blank will cause the CICM to use the setting from the user's profile

User Settings 9 ' save
change:
Lizer profile name I?EEDDDE
remove
I | ]
Language hd ’ 2uerridl
Tone Set I - l
Time difference from GhT I Minutes (i200x% only)
Draylight Setting I 'l (200 only)
Time Formeat I - l
Date Format I j
ALt Anzvver On Ring | ‘l (i2002 and 2004 anly)

Digable Mizzed Call Indicatar I VI
Outhoy Feature Hey I vl

Default Key

Auto-hide feature keys I vl

5

To enable dynamic feature key functionality, choose Yes from the
drop-down menu in the Auto-hide feature keys User Setting
field,

OR

To disable dynamic feature key functionality, choose No from the
drop-down menu in the Auto-hide feature keys User Setting
field.

Then

Click on the save changes option on the right menu.

Response: A confirmation of the override change is displayed.

This procedure is complete.
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Security profiles
The Security profile Web page allows for the configuration of CICM
security features. There are three security features available:

* Management of RSA keys for the CICM-EM and its associated
CICMs

* The ability to view the security policies of associated CICMs
e The ability to view the security policies of associated enterprises on
a CICM-EM

The CICM-EM Security Web pages are illustrated in the following
figures.

Figure 3 Security profile

security configuration o s

5 Thiz page allows configuration of CentrexIP Security features.
configuration ) Manage RSA Keys for the CICM -

| Element Manager

ferminals The follovwing festures are available: g

uzers

maintenance ® Manage R34 keys for the CICH - Element Manacer and its associsted P View security policies for CICMs

CliChiz

CICM-EM » “iewy security policies of associated CICKs ’ View security policies of enterprises
= » “iewy security policies of erterprizes on thig CICM - Element Manager

status

synchronization

maintenance P cicm home

profiles

audio

enterprise

language

netwark

user

feature

security
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Figure 4 Security: RSA keys
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security configuration: rsa keys p.zng

Managemert of RS4 Keys,

RSA Key Status Public Key Fingerprint Actions Q

Currert Deallocated ' Generate Hew RSA Key
Previous Deallocated
Push Action Key to Propagate

(Mone Ayvailable)

P security configuration

Figure 5 View security policies of CICMs

security summary for cicms w s

U=ze this page to viewy the security settings for CICMs.

CICM Default Security Policy Hon Secure Client Threshold Secure Client Threshold Reset Security
cicm-200  non secure 0 0 Mo iew Termingl Seftings

cicm-tig unavailable

} security configuration

Figure 6 View security policies of enterprises

security summary for enterprises ooy

Uze thiz page to viewy the security settings for enterprizes.

Enterprise Security Policy Hon Secure Client Threshold Secure Client Threshold Reset Security

} security configuration
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Line provisioning for CICM clients

The procedure used to provision a CICM client on the CS2000 is very
similar to the method used to provision a line on other line gateways.

Procedure 34 CS2000 Line provisioning for CICM clients

At the Element Manager desktop
1 Connect to the CS2000 Management Server for the chosen

CS2000.

2 Ensure that the GWC is provisioned to support Large Lines
Gateways.

Example:

Frofile

Current. LARGE_LINEINTL

Change... |

Capabilit Capacity | Units |
Large Gateways 27 gateways
Lines E400 ports
3 Use the Associate Media Gateway dialog box to associate a

CICM gateway with the chosen GWC.
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Associate Media Gateway

%ateway‘ IAMe
Gateway |F address
Gateway controller name
Gateway nrofil2 name

Galeway sil2 name

Nortel Networks Confidential

: Jrochan-2 nortelnet

: ja7.165.170.165

: lewec-1o

: joicw

s

- Signal Protocol
1

Protocol t/pe: |MEGACO (4)

Protocol part [2944

Protacol versiomn: |1 0

| Selected Frofile Conteris

Resamwed terminations: ]1 024

GWEC profile number: [57

Senice type: |LINE

Categony: 11

Response 1: The Gateway List will display a registration of the
CICM gateway against the GWC.

oK cancel |

Gateway Lisi
Mame | PAdaress | Profie |maxT.| Res | Protocol| Pr. | Prot.. | PEP Ber.. | NaTMa. | Node .| N..
capl20a.norelnel 4F 16576120 CHKIPCM 1000 1000 ém&gann 1.0 |[2844 |NOT_SET MNOT_SET LG 004 (20

rochared nofelnet (40201 TE 1S
lestnortel nst 0001

CHIPCH 1024
CHIPCMW (1000

1024
1000

JH44

|megsco (1.0 [2044 |NOT_SET |MOT_SET LG 005 |41

Response 2: A logical group will automatically be created in
table LGRPINV on the CS2000.

* NN10240-511 ()SNO7 Preliminary 04.02 December 2004

Copyright © 2004, Nortel Networks



Nortel Networks Confidential Configuration management 79
R —————

TABLE: LGRPINY

-lis all

TOP

GRPNO SEVENAME GRPTYPE LGRPOPTS

LGOI GWO AT S

[LGog |l GWO 130 %

LGO02 GWC 14C %

LGOD3I GWC 1508

LG4 GWCOC S

LG OO0 sGWCOCO S

LG006 GWCOC S p————— RESULTING ENTRY
BOTTOM

4 Log into OSSGATE and issue the NEW command to create new

lines.
Example
MEW & 8124012 ME21e ETERPRIVGRPA 0 0 208 1 ¥ rochan-2.nortel.net tp/foooz &
DN LCC CICM Gateway Endpoints
Response 1:

On the CS2000 Management Server:

Ling List

Hame I Dateweay Made Mumber Terminal Mumhber
oot rachan- 2.norel.net 43 1

fpionn2 |rachan- 2.nore!.net

Response 2:
On the CS2000 (use the QLEN command):
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=glen 8124012
LEN: LG o0 6 00 01
TYPE: SINGLE PARTY LINE
SNPA: 208
DIRECTORY NUMBER: 8124012
LINE CLASS CODE: M5216 SET
CUSTGRE: ETEXPRIVGRFA SUBGRF: 0 NCOS: 0 RING: Y
CARDCODE: GWLEES GND: N PADGRP: PKNIL BNV: NL MNC: ¥
FM NODE NUMEER : 43
FM TERMINAL NUMEBER : 2
O:IEITIENS: GWLEBS is the Internaticnal Line Cardcode for
pPhone/EBS sets. In North American markets this
KEY on value will be ROTEBS
1 DN 2088124012
KEY FEATURE
NONE
5 This procedure is complete.

Configure PAM authentication on a CICM-EM
Use the following procedure for configuring PAM authentication on a
CICM-EM. There is no configuration for PAM authentication for the
CICM.

Procedure 35 Configure PAM authentication on a CICM-EM

At the CICM

1 Telnet/connect to the EM node A and open a Command Line
Interface (CLI).

2 Run the preboot pamauth /interactive command.

Response: The CLI presents the prompt:
Will this Element Manager use the PAM on the SSPFS to
authenticate users? [Y/N, default=N].

3 Enter Y.

Note: You MUST have a trusted certificate on the IEMS
before entering Y.

Response: The CLI presents the prompt:
Will this EM connect the PAM server via HTTPS? [Y/N,
default=N]]
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4

Enter Y.

Response: The CLI presents the prompt:
Please enter the IP address of the PAM server.

Enter the IP address of the PAM server.

Example
47.135.42.226

Response: The CLI presents the prompt to save or abort the
command.

Enter Y to save

Response: The CLI presents the command summary to confirm
the input, for example:

You have entered the name of the primary SSPFS PAM
proxy as: 47.135.42.226 Is this correct? [Y/N, default=Y]]

Enter Y to confirm the input.

Note: If you answer Y, you MUST have FTP’s the .cer file to
both EM nodes.The following sub-steps provide the procedure
to install secure certificate on the EM.

a Connect to the PAM server via HTTPS? Y/N default = N.
Enter Y

b Enter the FQDN of the SSPFS PAM proxy:
e ucars0033c.ca.nortel.com = Cablab
e ucars0003c.ca.nortel.com = Ott2
¢ Enter the IP address of this PAM server
* 47.135.42.226 = Cablab
e 47.135.42.194 = Ott2

d Do you want to import a certificate? Y/N default = N
Enter Y

Note 1: A Security Certificate is required for
communicating via HTTPS to the PAM server. If you are
using a certificate purchased from a valid signing authority
(e.g. Verisign, Thawte, etc.) then enter N to the prompt as
the certificate will be automatically trusted. If you are using
a self-signed or unsigned cretificate, then answer Y, asiitis
required to import this type of certificate.

Note 2: Ensure that the unsigned certificate is placed on
the EM before proceeding. If the certificate is not in the

Copyright © 2004, Nortel Networks CICM Configuration Management



82 Configuration management Nortel Networks Confidential

10

11

current directory, then the path must be provided as part of
the file name. e.g. C:\data\myCert.cer

e Enter the certificate to use to validate the PAM server:
d:\data\cablab.cer
Connection to PAM via HTTPS

Primary SSPFS PAM Proxy FQDN:
ucars0033c.ca.nortel.com

Primary SSPFS PAM Proxy IP Address:
47.135.42.226

Security Certificate
d:\data\cablab,cer

f Is this correct? Y/N default =Y
Enter Y

For this to take effect, you must stop, then start the PAM
authentification service, as follows:

a Atthe CLI, enter the net stop pamauthservice command.
b Atthe CLI, enter the net start pamautheservice command.
Repeat the entire procedure for node B.

Test PAM authentication by logging into EM using
central database username and password as well as
.administrator

This procedure is complete.

Add a Backup EM to the Primary EM
Use this procedure to add a Backup EM (BEM) into a CICM
configuratoin which only has a Primary EM (PEM). Step one is an
optional step for the case when the new backup EM is already being
used to manage separate CICMs and it is intended to have all the
CICMs jointly managed by a PEM and BEM pair.

Procedure 36 Add a Backup EM to the Primary EM

At a PC attached to the Administration LAN of the CICM

1

Merge data between the two existing EMs.

Manually copy all required information that is currently resident
on the PEM that will become the BEM, to the PEM that will
remain as PEM for the PEM/BEM pair.
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Required information may include, but is not limited to:

* User profiles

*  Audio profiles

* Network profiles

* Enterprise profiles

e List of CICMs managed by the EM

* The names of node 0 and node 1 of each of the CICMs

NOTE: Use this step only if you want to convert an existing
primary EM to be the backup for another primary EM.

If the backup EM to be added is an entirely new machine, then
Skip this step and proceed to step 2.

2 Re-image and configure the BEM using the Loading and
Configuration Installation Method from the Backup and Restore
Tool CD, following these guidelines:

a Atthe PC desktop, right-click on My Computer,
then select the Properties tab,
then select the Network Identification Tab.
Click on Properties button to open the Identification
Changes screen shown in the following figure.

Identification Changes 7 | x|
‘fou can change the name and the membership of this

computer. Changes may affect access to network resources.

Computer name:
940_BEM

Full computer name:
S40_BEM.

— Member of
" Domain:

* ‘workgroup:
|CE NTREXIP

ok I Cancel
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3 On the Identification Changes dialog box, provide the computer
name (e.g. 940_BEM) and the workgroup (the default is
centrexip. It will be the same as the primary EM workgroup).

Identification Changes Ed
‘You can change the name and the membership of this

computer. Changes may affect access to network resources.

Computer name:
940_BEM

Full computer name:
940 _BEM.

More. ..

— Member of
" Domain:

|
* ‘workaroup:
|CENTFIE><1F'

ok | cancel |

4 Right-click on My Network Places,
select Properties tab,
then right-click on local area connection
and select Properties
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Local Area Connection Properties 7| x|
General | Sharing |

Connect using:

I HY Intel B255x-based PCl Ethemet Adapter (10/100]

Components checked are used by this connection:

28 ECliert for Microsoft Metworks |

v B File and Printer Sharing for Microsoft Networks
v ™ Network Monitar Driver

¥ § Intemet Protocal (TCPAP)

Install.. I Uninstall I Properties
Descrption
Allows your computer to access resources on a Microsoft
ne

[ Show icon in taskbar when connected

ok | Cancel

5 Select Internet protocol (TCP/IP),
then click on Properties.
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Internet Protocol [TCP/IP) Properties 7] x|

General I

‘You can get |P settings assigned automatically if your network supports
this capability. Otherwize, you need to ask your netwark. administrator for
the appropriate IP settings.

" Obtain an IP address automatically
{« 1lze the following IP addiess:

IP address: | 47 1685.189 . 40
Subnet mask: | 255 . 255 . 256 . 192
Default gateway: [ 47 . 185.169. 1

' Obtain DNS server address automatics

+ Use the following DNS server addiesses:

Preferred DNS server | 47 180.139. 51
Altemate DNS server: [ 47 165. 24 . &1

Advanced... |
[ ok ]| cawe |

6 Click on the Advanced tab.
By default you will be in the IP Settings configuration.
Remove the existing default IP address and provide the correct
IP address of the Backup EM (for example, 47.165.169.40).

Note: If required, the default IP address can be added after the
actual IP address is added, but it is optional. It should only be
added if it belongs to the same network as the Backup EM IP
address. Also add the default gateway details.

7 Select the WINS tab from following figure to open WINS server
details.
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Advanced TCP/IP Settings 7| x|
IP Settings | DNS | WINS | Options |
IP addresses
|P address | Subnet mask
47.165.169.40 255 255 265 192
10.28.5.40 255 265 2550
ad. | Edt Remoye |
Default gateways:
[ Gateway | Metiic |
47.165.169 1 1
agd. | Edt. Remove
Interface metric: |1
[ ok ] coance |

8 Input the Primary and Backup EM IP addresses as the WINS
servers. For example, 47.165.169.40 and 47.165.169.62 as
shown in the following figure.
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Advanced TCP/IP Settings K E3
IP Settings | DNS WINS | Options |

WINS addresses, in order of use:

47165.169.40
4716516962

B

Add... Edit.. Remove I

If LMHOSTS lookup iz enabled, it applies to all connections for which
TCPAP is enabled.

¥ Enable LMHOSTS lookup Import LMHOSTS...

* Enable NetBIOS over TCP/P
" Digable NetBIDS over TCP/P
" Use NetBIOS setting from the DHCP server

ok | Cencel |

9 Shut down the Backup EM in order to avoid any data
synchronisation from Backup to Primary Element Manager
(which would occur in the next step if it is not shut down).

10 Configure the Primary EM to Accommodate the Backup EM, as
follows:

a Runthe command preboot elementmanager /interactive
on the PEM to give it the name of the BEM, as shown in the
following figure.
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WINNT" System32' crnd.exe

Documents and Settings“Administrator>preboot elementmanager sinteractive

The Element Manager has additional data that needs to be set
[EM domain/machine names, DCOM protocol preferences etcl.

j up Element Manager environment .

This computer is called "262_PEM’. Is it the Primary Element Manager [Yes] 7y
Is there a Backup Element Manager [Nol 7y

Enter Secondary Element Manager machine name := 94@_BEM

)

Se COM protocols
No change d to DCC prot ttings .
Element Manager environment suc 11ly configured.

C:s\Documents and Settings“Administrator’_

b Setupthe BEM as the replication partner on the WINS of the
PEM, as follows:

i Click on Start

ii then click on Programs
iii then click on Administrative Tools

iv then click on WINS

Brograms =
A Startup b 5] Terminal Services Configuration

* @& Irternet Explorer BE Terminal Services Manager
. ¥4 Outlook Exprass 5
3

Manages the \Windows Intermet Mame Sarvice (WINS), which
tranelates NEtEIOS ¢ sher rames to [P addresse:

_ WINS [_ |

acion view | &= = | @B[m| X =
Tree | 962_PEM [47.165.169.62]
ij_ WINS Configuration Folders for '962_PEM' | Description
_’ Server Status L;’Active Reqistrations Name entries in the WINS Database
= :’.'__) _PEM[47 62] |8 Replication Partners Servers that this WINS server replicates w

i __f Active Registrations
{8 Replication Partners
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¢ Right-click on the Replication partners tab
then select New replication partner to provide the IP
address of the BEM.

New Replication Partner [ 2] |

Enter the name or IP address of the server that you want to add as a
replication partner.

WINS server.
47.165.169.40 Browse...

oK Cancel

d Restart the Primary EM.

11 Configure the Backup EM to Accommodate the Primary EM, as
follows:

a Wait for the Primary EM to be back in service.
b Boot the Backup EM

¢ Repeat Step 10 for the Backup EM.
(i.e. run preboot elementmanager /interactive and provide
the appropriate details. Include information about the
Primary EM under the WINS of the Backup EM.

d Reboot the Backup EM.

Note: The BEM should now be synchronized with the
PEM.

12 End of procedure.

Configure Apache Proxy Server for CICM-EM

Use the Configure Apache Proxy procedure to configure the Apache
Proxy Server for CICM-EM.

Procedure 37 Configure Apache Proxy Server for CICM-EM

At the IEMS (proxy) server
1 Start cli by entering cli
2 Select the number associated with Configuration.

3 Select the number associated with the Apache Proxy
Configuration.

4 Select the number associated with add_proxy_conf
5 Enter the IP address of the primary CICM-EM.
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6 Enter the IP address of the secondary CICM-EM.

7 At the optional field, enter port number 444, then go to the next
field.

8 At the port field, enter port number 444.

9 Enter Y to continue.

10
If Do
Another proxy configuration setting  Continue with steps 11 through 16
is required

Another proxy configuration setting  This procedure is complete. No
is not needed additional steps are needed.

11 Select the number associated with add_proxy_conf
12 Enter the IP address of the CICM-EM.

13 Enter the local tag centrexip

14 Enter the remote tag centrexip

15 At the port field, enter the port number 444.

16 Enter Y to continue.

17 End of procedure.
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