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CICM Configuration Management

This document provides the configuration management strategy and
procedures for Centrex IP Client Manager (CICM) nodes (gateways)
and their element managers (CICM-EMs). This document is part of the
CICM customer documentation suite. The complete list of documents
in the suite is identified in CICM Basics, NN0044-111.

The software releases that this document supports are indicated in the
running footer of the document, for example, (I)SNO8.

The topics of this document include:

What's new for CICM configuration

Configuration management strategy

Configuration data

Tools and utilities

Configuration management procedures

Installing and initializing IP phones for CICM nodes

What’s new for CICM configuration
The following changes have occurred for this version of the document:

updated the entry data for commands NEW and QLEN in the
procedures

— On a PC connected to the CICM Administration LAN

— CS2000 Line provisioning for CICM clients

updated the section Network Profiles to remove the VMG-specific
context, especially in Example of Network domain addressing and
new section Media routing in a CS2000 environment with NAT

added the procedure Updating auto-discovery networks
updated the procedure Configuring PAM on the CICM-EMs

updated the procedure Configuring the apache proxy server for the
CICM-EM pair
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* added the chapter Installing and initializing IP phones for CICM
nodes

e deleted the procedure “Add a slave CICM-EM to the master
CICM-EM” since this is now handled through initial installation

* changed all occurrences of Succession Element and Sub-element
Manager (SESM) to CS2K Management Tools (CMT)

Configuration management strategy

The CICM-EM and its CICM nodes are initially configured during initial
installation by Nortel system installers.

After initial system configuration, configuration may be changed or
additional configuration completed by the Service Provider.

For SNO8 and later, all configuration is performed directly on the
CICM-EM or CICM node using the preboot tool. The other configuration
procedures are included in this document. The command button to
access the former Configuration Wizard still appears in the menu, but
has no capabilities.

The CICM-EM web page menus that are used to configure a CICM
node and its clients are:
e profiles

— audio

— enterprise

— language

— network

— user

— feature

— security
* users
e client terminals

Configuration data

Configuration data, such as IP addresses and the maximum number of
concurrent sessions, resides within the Windows NT system registry.

Element Managers can be configured to periodically back up the
configuration data of all CICM nodes and CICM-EMs (for example,
every night at a specified time).
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The operating company may use standard tools to ensure that this
critical configuration data is archived externally to the CICM node or
CICM-EM.

Previously backed up configuration data can be restored to the
Windows NT registry in the event of data loss or data corruption.
Service can then be resumed on a replacement or repaired system with
minimal loss of service.

Tools and utilities

The tools and utilities include the procedure Provisioning CICM client
lines, which involves datafilling through SERVORD.

Provisioning CICM client lines

The procedure to provision a CICM client (terminal) onto the CS2000 is
similar to the method used to provision a line on other gateways.

On a PC connected to the CICM Administration LAN

1 Connect to the CS2000 Management Server for the selected
CS2000.
2 Ensure that the GWC is provisioned to support Large Lines
Gateways.
Frofile
Current. LARGE_LINEIMTL Change... |
Capability |  capacity | Units |
Laroe Gateways 27 gateways
Lines G400 pons
3 Select Associate Media Gateway to associate a CICM node

with the selected GWC.
The dialog Associate Media Gateway opens.
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Associate Media Gateway ﬁl

%S‘IEWW name: Iru:uthan- Z.nortelnet

Gateway |[F address: |4?.1 G5 178.165

Gateway controller name: |GWC—'| L]

Gatewway profile name: |CICM

=
Galeway silz name: [LG =]
[ Signal Protocol

Protocol type: [MEGACO (4) =l

Frotocol port: (2944

Protocol version: |10 =

| Gelected Frofle Conterts

Reserved terminations: |1 024

GYWC profile number: IS?

Semice ype: |LINE

Calegony |1

ok | caner |

4 Datafill the Associate Media Gateway window, then press OK.

The registration of the CICM gateway against the GWC is
displayed.

Gateway List

Hama | iPaddress | Protle |MaxT | Res | Prowcol| Pr | Prot | PER Ber | MaTMa | moder
capi20anofelnel |47.165.76.120 ([CAUIPCM (1000 (1000 |megeco (1.0 [2844 |NOT_SET NOT ST LG 004 30

rochane? nortel net 14730178165 [CHIPCHM (1024 1024 fmegaco (1.0 2944 [NOT SET |MOT SET LG 006 (43
{est.notel net 0.0.0.1 WCHIPCM 1000 1000 |megzco |1.0 (2044 [MOT_SET MWOT SET LG 005 41

5 Create the logical group in table LGRPINV on the CS2000.
The table tuples may appear as shown in the following example.
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TABLE: LGRPINY

=lis all

TOP

GRPNO SREVENAME GRPTYPE LGRPOPTS
LGODOGWC a6 C 8§

LGOD ]l GWC 13C%

LGOD2CGWC 14C%

LGODICGWC 15C%

LGOD4d GWCOC §

LGODSGWCOC§

LG 00 6 GWC 9C % - RESULTING ENTRY
ROTTOM

6 Log into OSSGATE and enter the command NEW to create new
lines, for example:

NEW § 8500001 m5216 SET IPLCLIENT OTHER PUBGRPA 00 1511 ¥ CICM 500 00 01 1 userid 000001 § 1
passwd 1234 1 LNR 2BWC IPCLIENT OTHER 3 MWT ¥ ALL N4 CFU N 1 § 5 INSPECT §

where

8500001
is the directory number (DN).

m5216
is the name of the line class code (LCC).

IPCLIENT OTHER

specifies the kind of phone service. OTHER indicates any
of the Nortel IP phone sets.

PUBGRPA
is the customer group.
151
is the simplified numbering plan area (SNPA).

CICM 500 0 00 01
is the line equipment number (LEN)

1 userid 000001 $
is the user id of the CICM client (terminal).

1 passwd 1234
is the password of the user id.

1 LNR 2 3WC IPCLIENT OTHER3 MWT Y ALLN4CFUN
1 $5INSPECT $
is the list of features assigned to the line. Use OTHER to
include any version of an IP phone for option IPCLIENT.
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Ling List

The CS2000 Management Server shows:

Mame | Crateway Maode Mumber Terminal Mumber

ot
Hininnz2

rachan-2.nortel . net 13 1

|rachan-2 norel.net

The response to the command QLEN on the CS2000 appears,
for example:

=glen 8500001

LER: CICHM 500 0 00 01
TYPE: SINGLE LINE

SHPA: 151
DIEECTORY NUMEEE: B300001
LIMNE CLASS CCODE: 5216 SET

CUSTGRP: PUBGRPA SUBGRE: 0 NCOS 0 RING: Y
CARDCODE: IPCLIENT GND: N PADGRP: PENIL ENV: NL MEC: T
PM NODE NUMBER a3
PM TERMINAL NUMBER, . 2
CPTIONS:

3WC MWI CFU

KEY DN
1 DN 2088500001
KEY FEATURE
7 This procedure is complete.
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Configuration management procedures

This section provides the configuration procedures undertaken from the
CICM-EM Web pages.

Note: For all procedures provided in this document, it is required to
use administrator userids and passwords to login to the CICM-EM.

The CICM products are configured during initial installation by Nortel
system installers. After installation, the Service Provider must use the
tool OSSGate to:

* create users or batch create users

* batch change the configuration of users

* configure or re-configure users

* delete a user

Using the OSSGate tool ensures that the gateway and the Succession

Element and Sub-Element Manager (SESM) have synchronized
configuration data. Refer to the OSSGate User’s Guide, NE10004512.

Viewing the users list and user configuration
Use the procedure View users list to identify the users of a CICM node
and use the procedure View user configuration to view the configuration
for a user on a CICM node.

Procedure 1 View users list

At the element manager home page
1 Select users from the left menu.
The page user home page opens.

2 Select the CICM node identifier from the drop-down menu under
browse users on the right menu, then click on the browse
users text.

The page users on CICM <cicm-nnn> (range <#-#> on vmg
<name>) opens with the list of current users on the CICM node.
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Centrex P

Client Manager

users on cicm cicm-002 (range 0-63 on vmg "'vmg0')

configuration

Line User Line User ) browse users on

—— Ho  User i Operation & Ho User et Operation & :
Users CICh Iclcm—DDE YI
- 0032 7240052 cicmbDefaut  delste
maintenance G Ivng 'I
0001 7240001 cicmbDefault  delste 033 7240033 cicmDefautt  delete
Range I 0-&3 'l
CICM-EM 002 7240002 cicmDefaul  delete 034 7240034 cicmDefaut delete
status
o 0003 7240003 cicmDefault  delete 035 7240035 cicmDefault  delete
synchronization ) .
. ) . > view user's
maintenance 0004 7240004  cicmDefault  delste 036 7240036 cicmDefautt delste configuration
005 7240003 cicmDefaut  delste 037 7240037 cicmDefault  delete
profiles b edit user's
audio 006 7240006 cicmDefault  delete 035 72400358 cicmDefaut delste configuration
enterprise 007 7240007 cicmDefault  delete 038 7240033 cicmDefaut delete
lahduage } delete user
guag 005 7240008 cicmbDefault  delete 040 7240040 cicmDefaut delete
netwark
0039 7240008 cicmbDefault  delete 041 7240041 cicmDefaut delete 1
user ==l I
feature 010 7240010 cicmDefault  delste 042 7240042 cicmDefaut  delete
security 0011 7240011 cicmDefault  delete 043 7240043 cicmDefault  delete [ WELTEI G

multiple users

3 To view the user list for a different CICM node, a different VMG,
or a different range, select from the drop-down menus of browse
users on on the right menu.

The page users on CICM <cicm-nnn> (range <#-#> on vmg
<name>) updates to display the selection.

4 To view a list of active users with node and line number
information, click on list the active users on the right menu.

The page active users on <cicm-nnn> opens.

Ce_'ntrex IP b
Client Manager

active users on cicm-002

configuration

: User Hode Line P back to user pages for cicm-002
terminals
LS 7230500 4713544149 500
maintenance 7230501 4713544149 501
7230502 4713544149 502
CICM-EM
status 7231009 4713544149 1009
cwnr-hranizatinn

5 This procedure is complete.
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Procedure 2 View user configuration

At the users home page of the element manager Web pages

1 Select the CICM node identifier from the drop-down menu under
browse users on the right menu, then click on browse users.

The VMG and Range fields are displayed under browse users.

CentrexIP

Client Manager

user home page rozng

configuration U=zers are azsociated with CICMzs. Select a user and CICM as appropriste then
tarminals click on the option required. } browse users

users CICH IClcm—EIDE vl

If you select & CICK to brovese users with, you will be further asked for & WLCMW
maintenance or %MG and a drawer or range before being able to browse the list of users. WG Ivmg[l vl

CICM.EM Range [0-63 |

status

2 Click again on browse users on the right menu.

The page users on CICM <cicm-nnn> (range <#-#> on vmg
<vmg_name>) opens.

Centrex|P
Client Manager

users on cicm cicm-002 (range 0-63 on vmg 'vmgQ0")

configuration

Line User Line User D browse users on

terminals Ho User Profile Operation 9 Ho User Profile Operation 9
users CICH Icicm—UUE vl
5 0032 7240032 cicmDefault  delste
maintenance WG Ivng 'l
0001 7240001 cicmDefaut  delete 0033 7240033 cicmDefault  delste
Range I 0-63 'l
CICM-EM 0002 7240002 cicmDefaut delete 0034 7240034 cicmDefaut  delste
status
oo 0003 7240005 cicmbDefault delete 0035 7240035 cicmbDefault delete
synchranization ) :
: . ) > view user's
maintenance 0004 7240004  cicmbefaut  delste 0036 7240036 cicmbDefault delste configuration
0005 7240005 cicmbDefaut  delete 0037 7240037 cicmbDefault  delste
profiles b edit user's
audio 0006 7240006 cicmbDefaut  delete 0035 7240038 cicmDefault  delete configuration
enterprise 0007 7240007  cicmDefaut  delete 0033 7240039 cicmDefault  delete
TEEIEG } delete user
guay 0008 7240005 cicmDefaut  delete 0040 7240040 cicmDefault  delete
network
0008 7240008 cicmDefaut delete 0041 7240041 cicmDefault  delete T I
User ser
feature 0010 7240010 cicmDefault  delete 0042 7240042 cicmDefault  delste
security 0011 7240011 cicmDefaut  delete 0043 7240043 cicmDefault  delete [ DN
multiple users
Himsmnmntinn 0012 7240012 cicmbDefaut  delste 0044 7240044 cicmbDefault  delete
3 To view a user configuration, click on the username on the list, or

Enter a user name in the User field on the right menu, then click
on the view user’s configuration text.
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The page view user <username> on <cicm-nnn> opens.
Changes cannot be made from this page.

Centrex P NERTEL o
Client Manager
edit user 7240005 on cicm-002
Conﬁ.guratlon User statistics (7] ) save changes
terminals
users User name 7240005 ’ force user logout
maintenance Tatal Call Court 1
. } user overrides
CICM-EM Login Status Idle:
status Mazter Terminsl nane } resetuser counters
SYnChmnizatiUn Slave Terminal Mo
maintenance } delete user
Avto Login Terminals none
profiles Total Login Faiures T } back to user pages for cicm-002
audio )
. Login Court 1
enterprise
Ianguage Login Failure Courit u]
network Login Time 20050021 4 1802
Hsel User settings 9
feature
security B Im
diagnostics Erofile Im
diagnostics
C52k Provigioning Information Q
WG Ivng 'I
Line Mumber I 5 Yl
Audio profiles for recent terminals 9 i
CICM-EM 2.0 31-35-00-60-33-B6-9C-54 (IP Phone 2004 Phasze
administrator 1) hd
4 To configure or edit user configuration, refer to the OSS Guide
(ATM) Advance Feature Guide, PLN-08AT-OSS.
5 This procedure is complete.
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Forcing a logout of a user on a CICM node
Force a user to log out of a CICM node.

At the users home page of the element manager Web pages

1 Select the CICM node identifier from the drop-down menu in
browse users on, then click on the browse users on text two
times.

The page users on CICM <name> (range <number> on vmg
<name>) opens.

2 Enter a user name under delete users on the right menu, then
click on edit a user’s configuration.

The page edit user <name> on <cicm-nnn> opens.

Centrex IP NERTEL &=
Client Manager
edit user 7240005 on cicm-002
conﬂ_guration User statistics 9 D save changes
terminals
users User name 7240005 b foree user logout
maintenance Total Call Court 1
} user overrides
CICM-EM Login Status Idle:
status Master Terminal nione P resetuser counters
synchranization .
P — Slave Terminal none P delete user
Ao Login Terminsls none

profiles Total Login Failres T D back to user pages for cicm-002
audio )

- Login Court 1
enterprise
Ianguage Login Failure Count u]

3 Click on force user logout on the right menu.
A status message appears with the result of the force logout
action.
4 This procedure is complete.
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Resetting user counters
Reset thew following user counters to zero:

* Total login failures
* Login count

* Login failure count
¢ Total call count

At the user home page of the element manager Web pages

1 Select the CICM node identifier from the drop-down menu in the
browse users on box, then click on the browse users on text
two times.

The page users on CICM <cicm-nnn> (range <number> on vmg
<name>) opens.

2 Click on the user name to reset counters for.

The page edit user <username> on <cicm-nnn> opens.

edit user 7230001 on cicm-002 pcxno

configuration

- User statistics (7] p save changes
terminals
USers Llzer name 7230001 P} force user logout
maintenance Tatal Call Count i
. } user overrides
CICM-EM Login Status Idle
status Master Terminal nane P reset user counters
synchranization )
Slarve Terminal none b delete user
profiles Avto Login Terminals nane >
. back to user pages for cicm-002
audio Tatal Login Failures ]
amtarnkica
3 Click on reset user counters on the right menu.

A status page displays the results of the reset command.
4 This procedure is complete.
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Creating and configuring profiles
Use the CICM-EM Web pages to configure the CICM nodes through
creating, modifying, and applying different types of profiles. Profiles
enable configuring many CICM nodes at one time. The profiles are
maintained on the CICM-EM and include:

e Audio Profiles

e Audio Profiles

e Enterprise Profiles
e | anguage Profiles

¢ Network Profiles

e User Profiles
e Feature Profiles

e Security profiles

Audio Profiles
An Audio Profile specifies audio parameters for making or receiving a
call. Audio Profiles simplify the way in which users control the audio
parameters that are used when making a call. The parameters which
can be configured include voice coding type, voice activity detection
and the voice packet size. These parameters are configured according
to the specific network conditions that exist between the customer site
and the CICM node. Having several profiles available to users means
that they can select the most appropriate profile for each call.

Implementing the parameters in the Audio Profile can range from
applying a specific codec to changing QoS marking in the headers of
the IP packets, which in turn will affect how other devices in the network
treat those packets.

Examples of audio parameters are:

* Which codec the client terminal should apply to an outgoing media
stream

* Voice Activity Detection (VAD) capability with G.729A
* Packet size (that is, the number of voice frames per packet)

* Quality of Service (QoS) parameters to be applied to the IP packets
originating from that terminal or destined for that terminal

» itter buffer setting on the terminal

The CICM administrator can adjust the parameters in an audio profile
to compensate for different types of conditions in the network. For

CICM Configuration Management



Copyright © 2005, Nortel 14 Nortel Confidential

example, a telecommuter’s IP voice packets may encounter one set of
network conditions when a call is placed from the home, and a different
set of conditions when a call is placed from the office. In this case the
telecommuter would need two different audio profiles, one for each
terminal.

The CICM administrator controls the Audio Profiles and determines
which ones will be available for end users to select for their terminals.
When a user logs into a CICM node through a specific terminal, the
CICM updates the items on the Audio Profile selection menu and
applies the Audio Profile to that specific terminal.

When an end user or the CICM administrator selects an Audio Profile

for a terminal, the following occurs:

* The terminal implements the parameters for all outgoing voice traffic

* The CICM node implements the parameters for all voice traffic
destined for that terminal.

Audio profiles may be created, changed or deleted. Audio Profile
changes take effect on the next call. They may be applied to a CICM
node or to a terminal.

Procedure 3 Creating an Audio Profile on a CICM-EM

At the Element Manager home page
1 Select audio from the profiles section of the left menu bar.
The page audio profile home opens.
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Centrex IP Client Manager - Microsoft Internet Explorer provided by Nortel Networks

File Edit View Favarites Tools Help

$aBack ~ = - (@ a2 | Qsearch [GaFavortes @veda (3| B S

Address |@ hitp:f{47.135,43, 11 jentrexip; J @G0 |Links »| & -

Centrex P NEIRTEL

Client Manager

cich audio profile home
status
anﬂguratign Audio profiles simplify the way inwhich uzers can contral the
terminal audio parameters that are used when making & call. The » change the profiles stored on
ENMIES parameters which can be controlled are, for example, the woice the CICM-EM
Users coding type, the use of woice activity detection and the number
maintenance of frames per packet. apply one or more profiles
p stored on the CICM-EM to one

CICMLEM Audio profiles can be crested to suit specific network conditions or more CICMs

& that exist between the customer site and the CICM - & user can
status then select the most appropriate profile before making a call.

This i ot fl i ot v it h o ’ change the profiles stored on
synchronization is is mest useful when network condttions change reularly - the following CICM
when & user switches between s disl-up connection to 5 direct

maintenance L&M connection for example. I cicm-002 Yl

profiles Audio profiles become available immediately for uzers when

audio applied to a CICM .
ENEIRIEE When a user selects an audio profile on the terminal, the audio
Ianguage profile is tagoed against the terminal and will stay with that
fatwirk termingl (for sl users logging into that terminal) and will not
followy the uzer around if the user changes terminals.
user
feature
SECUfity
diagnostics
diagnostics
2 To create a new Audio Profile, click on change the profiles

stored in the CICM-EM on the right menu.
The page audio profile modification opens.
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Centrex IP NERTEL
Client Manager

audio profiles modification (cicm-em)

configuration Audio

; Default  Ethernet Typeof  lJitter [ SIS LR G
terrinals I:]r_onf;:t; Codec Qo5 Gorniee | Gogy | RS the following type
users TDM =

ETIERERES Audio Profile Primary Secondary Ethernet Type of

(Succession) Codec Codec QoS Service Letete

CICM-EM a7 apphy one or more
status enterprize A'u_t G.729: m profiles stored on

e (i P the CICMEM to
synchronization iy
rnaintenance CICMs
profiles change the profiles
audio ) stored on the

. following CICM
enterprise -
I cicm-002 YI
language

rietwiark

3 Choose Succession from the drop-down menu under add new
profile of the following type on the right menu.

The page audio profile creation opens.
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Centrex [P NEIRTEL =
Client Manager
audio profile creation {cicm-em)
configuration .
terminals Audio Profiles 9 ) create profile
Users Audio profile name > return to audio profile
maintenance modification
Voice Codec 9
CICM-EM ot T )
status odec Type (Primary) G5.729a
— G711 (Auto)
synchronization G711 Mu-Law
maintenance G717 A-Lawr
profiles
il Codec Type (Secondary] G.729a
enterprise g;ﬂ 11 l\(ﬁetLDa)Lw
language G711 ALaw
network MNone
user
featurea RFC 2533 Tones INDtApplied 'l
security Canfigure VAD for G.729 |NotApp|ied vl
':II:E:E::E: Primary Packet Size INDtAppIied 'l
Secondary Packet Size INDtApplied 'l
Ethernet Quality Of Service 9 -
Llzet Priotity W
IP Quality Of Service (7]
4 Type the new profile name in the Audio Profile Name field, then
create the profile by datafilling each of the fields.
Note: Click on the ? icon in each field for detailed
descriptions and decision criteria.
5 After the fields are datafilled, click on create profile on the right
menu.
The display profile creation results shows the profile creation
status and confirms completion.
Note: The profile created is stored on the CICM-EM. To be
activated, they must be applied to the CICM nodes by the
procedure Applying an Audio Profile to a CICM node.
6 This procedure is complete.

CICM Configuration Management



Copyright © 2005, Nortel 18 Nortel Confidential

Procedure 4 Changing an Audio Profile on a CICM node

At the Audio Profile home page of the Element Manager Web

pages

1 Select the CICM node identifier from the drop-down menu under
the change the profiles stored on the following CICM text on
the right.

The page audio profiles modification <cicm-nnn> opens.

Centrex|P NERTEL
Client Manager
audio profiles modification (cicm-002)
configuration . .
A .g | ﬁﬂ; Default  Ethernet  Typeof  Jitter . [ LR ST Ll
CIRHIIELS Codec 005 Service Buffer stored on the CICM-EM
(TDM})
users
MEITETENES Audio Profile  Primary Secondary Ethernet Type of Delete
(Succession) Codec Codec Qo5 Service
CICM-EM
) GT1
status enterprise (oumy  C72% i
synchronization )
maintenance ISDNDSLDWE- 5 7555 None jin}
up

profiles
audio P} audio profile home
enterprise
language
netwark
user
feature
security
diagnostics
diagnostics

2 Click on the audio profile to change.

The page audio profile <profile_name> (<cicm-nnn>) opens.
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Centrex IP

Client Manager

audio profile ‘isdn/dsl dial-up® {cicm-002)

configuration

; Audio Profiles 9 ’ save your changes to this

terminals profile

users Audio profile name IISDN,:’DSL Dial-up

maintenance b return to audio profile
Voice Codec 9 (DR T

CICM-EM
Codec Type (Primary) G 790;

status Solf k)

— G711 (Auta)

synchronization G711 Mu-Law

rnaintenance G711 A-Law

profiles

. Codec Type (Secondary) 5.729a

enterprise 351111 h(d’tL—JtLDa)w

A Ul G711 ALaw

netwaork

user

[P—— RFC 2533 Tones I Mot Applied 'I
securit
¥ Canfigure YWaD for G729 INDt Applied 'I
d!agnustl.cs Primary Packet Size I Mot Applied VI
diagnostics
Secondary Packet Size I Mot Applied 'I

Ethernet Quality Of Service (7]
U=zer Priority INDt-"—\pplied ,l
IP Quality OF Service (7]
Configure Type of Service I P ot Applied vI
CICM-EM 5.0 ;|

3 Edit the audio profile by modifying the fields.

Click on the ? icon in each field for detailed descriptions and
decision criteria.

4 Click on save your changes to this profile on the right menu to
save the edited profile to the CICM-EM.

The display profile save results shows the results of the action.
5 This procedure is complete.
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Procedure 5 Applying an Audio Profile to a CICM node

At the Element Manager home page
1 Select audio from the profiles menu on the left.
The page audio profile home opens.

2 Click on apply one or more profiles stored on the CICM-EM
to one or more CICMs on the right menu.

The page apply audio profile opens.

Centrex IP NERTEL
Client Manager

apply audio profile

configuration

terminals Profile (7] B apply profile(s)
users )
maintenance Range of Profiles (o Apply only the selected audio prafiles ’ return to audio profile
[l Apply all existing audio profiles modification
CICREEM Profile Selecti :
ctatus rofile Selection Enterprlse
synchronization
maintenance
profiles
audio CIER L7
enterprise Range of CICMs o Lpply only the selected CIChz
language © apply to all CICMs
network
user CICH Selection
feature
Fecurity
diagnostics
diagnaostics
3 In the Range of Profiles box, click a radio button to either:
* apply only the selected audio profiles
* apply all existing audio profiles
4 In the Profile Selection box, choose the profiles to apply by

clicking. Use Shift +Click to add a range, or Control +Click to
add a nonconsecutive selection.

5 In the Range of CICMs box, click a radio button to either:
e apply the profiles only to the selected CICM node or nodes
* apply the profiles to all CICM nodes
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6 In the CICM Selection box, click on the CICM identifiers to apply
the profiles to. Use Shift +Click to add a range, or
Control +Click to add a selection.

7 Click on apply profile(s) on the right menu.

A status page displays the results of the action and confirms
completion.

8 This procedure is complete.

e
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Procedure 6 Deleting an Audio Profile from a CICM node

From the audio profile home page of the CICM-EM Web pages

1 Choose the CICM node identifier from the drop-down menu on
change the profiles stored on the following CICM on the
right-hand menu.

The page audio profiles modification on <cicm-nnn> displays the
list of audio profiles stored on the CICM node.

Centrex|P NERTEL
Client Manager
audio profiles modification (cicm-002)
configuration . .
- | :L::r'l" Default  Ethernet  Typeof  Jitter [ LR ST Ll
terminals rofile Codec 005 Service Buffer elete stored on the CICM-EM
(TDM})
users
RUCH e Audio Profile Primary Secondary Ethernet Type of Delete
(Succession) Codec Codec Qo5 Service
CICM-EM
) GT1
status enterprise (oumy  C72% i
synchronization
p 1SDRDEL Dial-
maintenance n G729  Mone jin}
profiles
audio P} audio profile home
enterprise
language
network
user
feature
security
diagnostics
diagnostics
2 Click on the delete (trash can) icon for the audio profile to delete.

A status page opens to confirm the deletion.
3 This procedure is complete.
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Centrex IP

Client Manager

Procedure 7 Applying an Audio Profile to a user

At the User Home Page of the Element Manager home pages

1

Select the CICM node identifier that the user is on from the
drop-down menu of browse users on, then click on browse

users.

The browse users section expands to display the VMG and

user ranges.

Select user range applicable from the drop-down menu of
browse users, then click on browse users again.

The page users on CICM <name> (range <#-#> on vmg
<name>) opens and displays a list of users.

configuration
terminals
users
rnaintenance

CICM-EM

status
synchronization
raintenance

profiles
audio
enterprise
language
netwaork
user
feature
SECUFty

diagnostics
diagnostics

users on cicm cicm-002 (range 0-63 on vmg "'vmg0')

3

F240011

T240012

User

User  profile

7240001 cicmDefault  delete

7240002 cicmDefault  delete

7240003 cicmDefault  delete

240004 cicmDefault  delete

240005 cicmDefault  delete

7240006 cicmDefault  delete

7240007 cicmDefault  delete

7240005 cicmDefault delete

7240008 cicmDefault  delete

7240010 cicmDefault  delete

cicmbefault  delete

cicmbefault  delete

72400135 cicmDefault  delete

Operation &

User

7240032

7240033

7240034

7240035

7240036
7240037
7240038
7240033
7240040
7240041

7240042

7240043

7240044

£240045

User -
et Operation &

cicmbDefault  delste

cicmDefaut  delete
cicmbDefaut  delete
cicmDefaut  delete
cicmDefaut  delete
cicmDefaut  delete
cicmDefautt  delete
cicmDefaut  delete
cicmDefaut  delete
cicmDefaut  delete
cicmbDefaut  delete
cicmbDefaut  delete
cicmDefaut  delete

cicmbDefault  delete

} browse users on

e [com 0028
A Ivng 'l
Range I 0-&3 'l

> view user's

configuration

’ edit user's

configuration

} delete user

Uszer I

’ manually create

multiple users

P} list the active users

Click on the user name to apply an Audio Profile to.

The page edit user <name> on <cicm-nnn> opens.
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Centrex [P NERTEL g
Client Manager
edit user 7240005 on cicm-002
configuration
.g User statistics [7] P save changes
terrminals
users User name 72400035 b force user logout
maintenance Tatal Call Court 1
. } user overrides

CICM-EM Login Status Icdle:
status Mazter Terminal nans P resetuser counters
SYnChmmza“Dn Slave Terminal noneg ’ delete user
maintenance

Auto Login Terminals none

back to uger pages for cicm-002
profiles Total Login Failures a > e
audia
. Login Court 1

enterprise
Ianguage Login Failure Court u]
netwark Login Time 20050214 1502
uger

User settings 9
feature
security BemrErd) Im
diagnostics Prafile cicmDefault
diagnostics

C52k Provigioning Information 9

el Ivmgﬂ 'l

Lire Mumber I 5 Yl

Audio profiles for recent terminals 9 a

CICh-Emt 5.0 31-35-00-60-35-B5-2C-84 (IP Phone 2004 Phasze
4 In the Audio profiles for recent terminals section at the

bottom, click on the user terminal to apply the Audio Profile to.

The page terminal <MAC address> on <cicm-nnn> opens.
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Centrex IP terminal 01-c4-d7-e5-18-bf-e8-00 on cicm-002 {(47.135.43.18)
Client Manager
Terminal values 9 } save
Terminal Type mE350 ’ delete
configuration Connect Court 5
i } view terminal status on node
iuriiinele Firmuware Level 8104183
USErs |4?.135.43.18 'l
TR e Hardhware Releaze Level o
Pec MTE&4200
CICM-EM
Display Contrast
status
synchronization Time Last Connected 2005102414 16:34
maintenance Auto Login User icneE:
profiles Hetworking Information 7]
audio Signaling Address 4743541 2135000
enterprise
Erterprize IP &Address 4713541213
language
netwark MAC address 000BDBST 2940
user
Netwark association (reported by Nene specified
feature terminil)
security Metwork association (effective) CS-LAN
diagnostics Civil Location Mt available
diagnostics Spatial Location Mt arvailable
Terminal defaults 9
Audia Profile I enterprise 'l
5 In the Audio Profiles field of the Terminal defaults section,

select the audio profile to apply from the drop-down menu, then
click on save on the right menu.

6 This procedure is complete.
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Enterprise Profiles

Enterprise Profiles provide for groupings of Network Profiles and CICM
nodes. The Enterprise Profile is created through the CICM-EM and
stored on the CICM node, as is the Network Profile. An Enterprise
Profile groups the Network Profile(s) of an enterprise with the CICM
nodes that serve that enterprise.

The purpose of the Enterprise Profile is to support the Selective CICM
Login feature (that is, Hot Desking capability). With this feature, users
of an enterprise that is served by multiple CICM nodes will be provided
with an option at the login prompt, to choose which CICM node to log
into, from a list of nodes that serve this enterprise. The user can also

log into any terminal connected to the selected CICM node.

A CICM node may be associated with many Enterprise Profiles if these
enterprises are served by this CICM node. However, a Network Profile
can only be associated with a single Enterprise Profile.

During the setup of a session when a client connects, the hosting CICM
node checks the source IP address of the packet against the list of
Network Profiles stored on the CICM node. If a Network Profile contains
that source IP address and the Network Profile is also associated with
an Enterprise Profile, the user is then presented with a list of all the
CICM nodes associated with that Enterprise Profile, and will be able to
redirect their terminal to any of these CICM nodes. Thus the Enterprise
profile, in conjunction with the Network Profile, enhances security.

Note: The source |IP address may or may not be the client’s IP
address. If the client is behind an enterprise NAT, then the source IP
address is the public IP address of the NAT.

The Enterprise Profile is created, edited and deleted on the Element
Manager. The Enterprise Profile or its associated Networks Profiles
cannot be edited on the CICM node they have been applied to.

The complete process for creation and configuration of Enterprise
Profiles is summarized as follows:

* Create an Enterprise Profile. See the procedure Creating an
Enterprise Profile.

* Associate Network Profiles to the Enterprise Profile. See the
procedure Associating and applying an Enterprise Profile.
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e Associate CICM nodes to the Enterprise Profile. See the
procedure Associating and applying an Enterprise Profile.

* Apply the Enterprise Profile to the CICM node. This step
downloads and saves the Enterprise Profile to the CICM node. See

the procedure Associating and applying an Enterprise Profile.
Procedure 8 Creating an Enterprise Profile

At the CICM - Element Manager Home page
1 Select enterprise from the profiles section of the left menu.
The page enterprise profiles modification opens.

Centrex P

Client Manager

enterprise profiles modification (cicm-em) o=y

configuration Hame Up To Date Delete P} add new profile
terminals
users

maintenance

2 Click on add new profile on the right menu.
The page enterprise profile creation (cicm-em) opens.
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Centrex P NEQRTEL
Client Manager

enterprise profile creation (cicm-em)

conﬂguratlon To associate CICMs and Hetwork Profiles to this Enterprise Profile edit the profile after creation.
terminals
users

: Enterprise profile 9 } create profile
maintenance

Erterprize Mames } return to enterprise profile

CICM-EM modification
status Profile up to date on Ho
synchronization Azzociated CIChs
maintenance Transter Connection Retries I i 'l
profiles Erterprise Secure Policy I Mon Secure "l
audio
. Erterprize Monsecure Client
enterprise e IU Clients PER CICM
language
Enterprize Secure Client )
network Trapnls |D Clients PER CICM
user
feature Erterprize Reset Security MNo =
secunty Azzociated Metworks
diagnostics
diagnostics
Azzociated CICKs

CICH-EM 5.0 -
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Table 1 Enterprise Profile fields

3 Datafill the Enterprise Name field, then datafill all other fields

(refer to the table Enterprise Profile fields for field descriptions),
then click on create profile on the right menu.

Field

Entry

Description

Enterprise Name

Profile up to date on
Associated CICM
nodes

Transfer
Connection Retries

Enterprise secure
policy

Enterprise
Nonsecure Client
Threshold

Enterprise Secure
Client Threshold

Enterprise Reset
Security

User determined
name no more than
20 alpha-numeric
characters.

Read-only.
Yes or No

Oori
Default is 0

Secure or

Nonsecure

0 to 9999

0 to 9999

Yes or No

The Enterprise Name is chosen upon creation and cannot be edited
thereatfter.

Indicates whether the profile is up-to-date on all of its associated
CICM nodes. The state changes to No when a change is made to
the Enterprise Profile. The state changes to Yes when it is
successfully applied to all of the CICM nodes in the Associated
CICM nodes list. Refer to the procedure ASsociating and

applying an Enterprise Profile.
Note: i the Enterprise Profile is not kept up-to-date on the
associated CICM(s), it will automatically deactivate upon its
associated CICMs, and must be re-associated.

Recommended setting: 0

This is the number of times a terminal redirecting to another CICM
node will retry connecting to each node of the target CICM. The
value should be set to zero (the default) for most applications.

Indicates whether the communications between the CICM node
servers within the enterprise, and their clients are secure or
nonsecure.

Indicates the number of clients permitted to connect in nonsecure
mode to their secure CICM node servers within the enterprise
(enterprise has security policy of Secure).

Indicates the number of clients permitted to connect in secure mode
to their nonsecure CICM node servers within the enterprise
(enterprise has a security policy of Nonsecure).

Indicates whether all clients under the enterprise will have their
security object cleared (yes). Clearing the security object from a
client facilitates moving the client from one CICM node server to
another.

(Sheet 1 of 2)

CICM Configuration Management



Copyright © 2005, Nortel 30 Nortel Confidential

Table 1 Enterprise Profile fields (Continued)

Field Entry Description

Associated Read-only Terminals are associated with an enterprise based on their network
Networks location. Some terminals can automatically discover their location
(Network Profile) (for example, from a DHCP server) and provide it to the CICM node.

For terminals that do not or cannot report an automatically
discovered network location to the CICM node, a mapping, called a
Network Profile, can be created to assign a network location based
on the terminal’s IP address. This is the list of network locations that
are associated with the enterprise defined by this profile.

A non-editable list of Network Profiles that are associated with this
Enterprise Profile. When a CICM node is disassociated from the
Enterprise Profile, it will remain in this list with the postfix
“disassociated” until the updated information is successfully applied
to the CICM nodes in the list, whereupon it will be removed from the
list. It will be blank for a new profile with no associations defined.

Associated CICM Read-only A non-editable list of CICM nodes that are associated with this
nodes Enterprise Profile.
It will be blank for a new profile with no associations defined.

(Sheet 2 of 2)

Note: The Associated Networks and Associated CICMs
fields are non-editable. The Network Profiles and CICM nodes
are not associated on this Enterprise Profile Creation Web
page. You must create the Enterprise Profile name first.

The page profile creation results opens and displays the result
of the creation.

4 Do the procedure Associating and applying an Enterprise Profile
to associate Enterprise Profiles with Network Profiles and CICM
nodes.

5 This procedure is complete.

NN10240-511 (I)SNO8 and up Standard 05.02 June 2005



Copyright © 2005, Nortel 31 Nortel Confidential

Associate and apply an Enterprise Profile

Use this procedure to associate an Enterprise Profile to Network
Profiles and to CICM nodes, and to apply an Enterprise Profile to a
CICM.

Also use this procedure to change the associations of an Enterprise
Profile, and to apply the Enterprise Profile changes to a CICM node.

The complete process for creation and configuration of Enterprise
Profiles is summarized as follows:

* Create an Enterprise Profile. See the procedure Creating an
Enterprise Profile.

* Associate Network Profiles to the Enterprise Profile. See the
procedure Associating and applying an Enterprise Profile.

* Associate CICM nodes to the Enterprise Profile. See the
procedure Associating and applying an Enterprise Profile.

e Apply the Enterprise Profile to the CICM node. This step
downloads and saves the Enterprise Profile to the CICM node. See
the procedure Associating and applying an Enterprise Profile.

Procedure 9 Associating and applying an Enterprise Profile

At the CICM - Element Manager home page
1 Select enterprise profiles from the left menu.

The page enterprise profiles modification opens.

Centrex IP NO bl
Client Manager

cIcM enterprise profiles modification {cicm-em)

status

configuration Hame Up To Date Delete ) add new profile

terminals

kozal Yes m
USEers
maintenance
2 Select the Enterprise Profile to associate from the list of profiles

by clicking on the profile name.

The page enterprise profile edit opens and displays the Network
Profiles and CICMs that are currently associated to this
Enterprise Profile. The field Profile up to date on the Associated
CICMs indicates whether or not the Enterprise Profile has been
downloaded to its associated CICM nodes.
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Centrex P

Client Manager

enterprise profile 'kosal' {cicm-em)

configuration

: Enterprise profile 9 } Save
terminals
users Eraﬂ;reprise kosal ) edit network associations
maintenance
Profile up } associated CICMs
CICM-EM to datel on Yes
Azzociatedd > dit ent - ol
status CIchs audit enterprise profile
gynchranization Transt
p Fans er. apply enterprise profile to all
maintenance Connection ID VI » associated CICMs
Retries
pruﬁles Erterprise ’ return to enterprise profile
audio Secure INDn Secure VI modification
anterprise Palicy
language Erterprise
Monzecure
network Clisnt fo Clients PER, CICM
HEE] Threshald
feature
o urit},r Erterprize b
Secure
Client |U Clierits PER CICM
diagnostics Threshold
diagnostics Erterprise
Fezet I Mo - l
Security
:;SDCTBE* CICM-RIUA-Cantivity-1 5008 (Auto-Discoven)
CICH-EM 5.0 WS | ciscopic (Auto-Discoveny) hd
administratar 4« | B
3 To associate Network Profiles to the selected Enterprise Profile:

a Click on edit network associations on the right menu.

The page enterprise <name> - edit network associations
opens and displays the current associations under the
Associated column.
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ERTEL
c e_ntrex P NETWORKS
Client Manager
_ . . - L.
enterprise 'kosal' - edit network associations
conﬂ.guratmn Hetwork Location Associated > update associated network
terminals locations
S0 0000000 -
i hel
ELEMENES 192.219 223 0/255 255.255.0 D Bl
CICM-EM Ateon-viand 4 » return to edit enterprise profile
— (47 1601621 24/255 255 255 255) r kosal
synchronization 192152 000255 255.0.0 r
maintenance
Attean-vian 4 r
Auto-discover
prafiles ¢ 7
audio Alteon-viant s r
. [Auto-discovery)
enterprise
language Cahlevisionkiat1 r
Auto-discover
netwark . W
e CICH-RIA-Contivity-1 6004 r
Auto-discover
feature ¢ ¥
security CICM-RUA-Cantivity-1 5008
[Auto-discovery) ¥
diagnostics ciscopic
i i Ao ~
diagnostics (Auto-tizcovery) | |
Contivity1 00
CICM-EM 5.0 (Auto-dizcovery) ~
administrator LI

b Click the check box under Associated to choose network
profiles that you want selected, then click on update
associated network locations on the right menu.

The system updates the network associations.

Ce_ntrex IP kL
Client Manager

updating network associations for kosal

configuration —
terminals Updating network associations Actions
users Associating networks Mo updates
maintenance Dizaszociating networks Mo updates
Azzociating middeboxes Mo updates

CICM-EM Dizassociating middleboxes Mo updates
status

o Top
synchronization
maintenance Actions completed successfully

Note: Any modified profiles must be re-applied to the
CICM node (step 8 of this procedure) to be effective.

4 Click on the link to return to the enterprise profile <name> page.
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5 To disassociate Network Profiles from the Enterprise Profile,
from the enterprise profile edit page:

a Click on edit network associations on the right menu.

The page enterprise <name> - edit network associations
opens and displays the current associations under the
Associated column.

b Uncheck the box under Associated to choose network
profiles that you want deselected, then click on update
associated network locations on the right menu.

The system updates the network associations.

6 To associate CICM nodes to the Enterprise Profile:
from the enterprise profile edit page:

a Click on associated CICMs on the right menu.

The page cicms associated with enterprise profile <name>
opens to display the current CICM node associations.

b Click on associate one or more cicms on the right menu.

The page cicm association with enterprise profile <name>
opens to display a list of available CICM nodes to associate.

¢ Select the CICM nodes to associate, then click on the
associate selected CICMs text bar on the right menu.

The page associating cicm(s) opens to display the results of
the action.

7 To dissociate CICM nodes to the Enterprise Profile, from the
page enterprise profile edit.

a Click on associated CICMs on the right menu.

The page cicms associated with enterprise profile <name>
opens to display the current CICM node associations.

b Select the CICM nodes to disassociate by clicking in the
Disassociate field check box, then click on disassociate
selected CICMs on the right menu.

The display disassociating cicms shows the results of the
action.

ATTENTION

This step is required to apply all profile
association or disassociation changes to the
CICM nodes.
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Upon completion of the Network Profile and CICM node
associations and disassociations, on the enterprise profile edit
page, click on apply enterprise profile to all associated
CICMs on the right menu.

The page enterprise profile application results opens to display
the results of the action, and confirms the successful
completion.

9 This procedure is complete.

e
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Procedure 10 Deleting an Enterprise Profile

CAUTION

Risk of service loss

All CICM nodes and Network Profiles must be
disassociated from the Enterprise Profile before it
can be deleted. Use the Edit an Enterprise Profile
procedure above first to disassociate all CICM
nodes and Network Profiles from the Enterprise
Profile to be deleted.

At the CICM - Element Manager home page
1 Select enterprise profiles from the left menu.

The page enterprise profiles modification opens to display the
current list of Enterprise Profiles.

enterprise profiles modification

configuratian

Hame Up ToDate Delete p add new profile
terminals
USers ] B E
maintenance
CICM-EM
status
synchronization
2
ATTENTION

The state of the Enterprise Profile (indicated in the Up To
Date field on the enterprise profiles modification page) must
be set to Yes before the Enterprise Profile can be deleted.

Refer to the table Enterprise Profile fields for a definition of
the filed Profile Up To Date on Associated CICMs. Apply the
Enterprise Profiles to the associated CICMs to change this
Up to Date field to Yes, then proceed to delete the
Enterprise Profile.

In the field Delete, click on the delete (trash can) icon
corresponding to the Enterprise Profile to be deleted.
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The results of the action are displayed, and the deletion is
confirmed.

3 This procedure is complete.

= R ——————
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Centrex P

Client Manager

configuration
terminals
users
maintenance

CICM-EM

status
synchronization
maintenance

profiles
audio
enterprise
language
netwark
user
feature
security

diagnostics
diagnostics

Audit an Enterprise Profile

Use the following procedure to audit an Enterprise Profile on its
associated Network Profiles and CICM nodes. The resulting audit
report facilitates correct profile associations.

Procedure 11 Auditing an Enterprise Profile

At the CICM - Element Manager home page
1 Select enterprise from the profiles section of the left menu.

The page enterprise profiles modification opens to display the
current list of Enterprise Profiles.

2 Click on the Enterprise Profile to audit from the list of current
profiles.

The page enterprise profile edit opens.

enterprise profile 'kosal’ (cicm-em)

Enterprise profile 9 } Save
Erterprize - e

edit network associations
Narme kosal >
Profile up } associated CICMs
to dhate on
Azzociated =S
CICMs ) audit enterprise profile
Transfer apply enterprige profile to all
Connection Iu 'I » associated CICMs

Fetries

Erterprize

Secure INDn Secure 'I

Falicy

’ return to enterprise profile
maodification

Erterprize

Monzecure ID— _
Cliert Clierits PER CICH

Threshald

Erterprize —

Secure
Cliort 0 Clierts PER CICH

Threshald

Erterprize
Reset Mo =
Security

3 Click on audit enterprise profile on the right menu.

Datafill related to the Enterprise Profile and its associated CICM
nodes is checked, and the Audit of Enterprise Profile < name>
upon associated CICMs report is displayed.

4 This procedure is complete.
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Language Profiles
A Language Profile is a language file which support language selection
for the IP Phones. Multiple languages are supported for the IP Phones
and CICM SoftClients. A Language Profile must be enabled or disabled
for the specific CICM for the IP Phones to access a particular language.

Note: Although multiple languages are available on the m6350
SoftClient, the Language Profile does not apply to it. For information
on language selection on the CICM SoftClient, refer to the m6350
SoftClient Installation Guide, NN10182-113.

Language profiles available are English, German, Spanish, Italian and
French. Language profiles may be viewed from the Element Manager
Web pages, but they cannot be created or changed. New languages will
be added through new software releases or language patches.

Procedure 12 Viewing Language Profiles

At the Element Manager home page
1 Select language from the profiles section of the left menu.
The page language profile home opens.

NORTEL
NETWORKS

cICM language profile home

conﬁguration The fallowing showes which languages are availahle. Mew languages will )
terminals be added via & new software or mairtensnce relesse. These will be » wew “_'"3 profiles stored on the
available from the next level of support. following CICM

HEEl Icicm—Dm 'l

maintenance

CICM-EM

status
synchronization
maintenance

profiles
audio
enterprise
language
network
user
feature
security

Note: Standard language profiles of English, French,
German, ltalian, and Spanish are currently provided.

2 Select the CICM node identifier from the drop-down menu on the
view the profiles stored on the following CICM on the right
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menu, then click on view the profiles stored on the following
CICM.

The page language profiles modification (cicm_name) opens.

NEIRTEL
C e_“trex P NETWORKS'
Client Manager
language profiles modification (cicm-002)
conﬂguration The follovwing showves which languages are available. Mew languages will
t izl he added via a nevw softvware or maintenence releaze. These will be
ElneS available from the next level of support.
Users
maintenance
Languages 9
CICM-EM Hame Filename Walid Action
status )
— Deutsch Lang_German.dll ez Dizable
synchraonization
fraintenance Ezpagriol Lang_Spanish.dll ves  Dizable
English (U=)  Lang_English_US.dl Yes  Disable
profiles
. Frangaiz Lang_French.dl es Dizable
audio
enterprise taliano Lang_ttalizn.dl Yes  Disable
language English (UK)  lang_Erolish_K.dl  Yes  Dizakle
network
user
foature ) language profile home
Security
diagnostics
diagnostics

3 If desired, enable or disable the language on the selected CICM
node under the Action column.

After disabling, you will be notified if the language is in use by
global settings, user profiles, or user overrides and given the
choice to replace the references to the language being disabled
with a language which is currently enabled.

4 After enabling or disabling a language, reboot both CICM nodes.
5 This procedure is complete.
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Network Profiles

Network Profiles define the IP address domains that are supported by
the CICM node. Only terminals from within a valid IP address domain
can be connected to the CICM node. An IP address domain is identified
by the network device that connects it to the public IP address space
that contains the CICM node. Typically, this is a Network Address
Translation (NAT) device. Refer to the section “NAT and firewalls” in
CICM Security and Administration, NN10252-611.

Centrex by definition is a carrier-hosted featured voice service offer to
enterprises. Centrex IP maintains feature transparency to CS2K
Centrex. One key difference between Centrex and Centrex IP is that
with Centrex IP, enterprises are served over a converged |IP network
instead of a CS2K network. Each enterprise has its own enterprise IP
network. It normally uses private IP addresses for communication
within the enterprise, and public IP addresses for communication
outside the enterprise through a Network Address Translator (NAT)
associated with its gateway router.

Each enterprise IP network is uniquely represented by a network profile
on the CICM node that serves this enterprise. A Network Profile
identifies the IP address domain of the enterprise, represented by the
public IP address of the enterprise NAT, along with an associated
network location for this enterprise.

Network Profiles provide an effective means for authentication and
control of Centrex IP traffic. Centrex IP traffic is only allowed to flow
between the CICM node and the IP address domains that are specified
by the Network Profiles on the node.

Network Profiles can only be created, changed and deleted by an
administrator. They are stored on the CICM-EM and applied to a CICM
node.

Network Profile configuration changes are immediately effective for
new terminal connections. You do not need to restart the CICM node to
implement the changes; they are immediate. However, you must restart
terminals if they are assigned a new network domain.

Enterprise IP address domain representation
For terminals behind a NAT, this NAT presence must be defined in the

network profile. The network profile specifies the public IP address and
the subnet of the NAT.

For an enterprise that uses public IP addresses (that is, no NAT is
needed), the administrator can still create a Network Profile for it, either
by using the network domain “0.0.0.0, 0.0.0.0” or by specifying the
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subnet from which those customers originate (for example,
47.165.169.0, 255.255.255.0). It is recommended to lock down the
allowed range of valid terminal IP addresses in this way as a means of
preventing denial of service attacks from unknown subnets.

Example of Network domain addressing
Assume that two enterprise nodes are configured through the
CICM-EM’s Network Profile web page as follows:

e Enterprise 1 with 47.165.168.100 and 255.255.255.255
* Enterprise 2 with 47.165.168.200 and 255.255.255.255

The mask 255.255.255.255 informs the CICM node to consider only
clients originating from the single IP address 47.165.168.100 to be in
Enterprise 1.

NATs often only have a single IP address into which they multiplex the
active connections by mapping them to unique ports. A NAT with four
interfaces, for example, would be datafilled with the two least significant
missing bits. Thus for 47.165.168.100, the mask 255.255.255.255
would permit addresses 47.165.168.100, 101,102, and 103 to be
considered part of the network domain.

If Network Domain Licensing is enabled, a terminal could only log in if
its IP address fell within one of the Network Profiles datafilled on the
CICM node to which it was connected.

The procedures for handling a Network Profile include:

* Updating auto-discovery networks, to be used whenever the NAT
list is changed for the CS2K Management Tools (CMT)

e (Creating a Network Profile

e Changing a Network Profile

* Deleting a Network Profile

* Applying a Network Profile stored on the CICM-EM to a CICM node
* Enabling or disabling network domain address licensing

NN10240-511 (I)SNO8 and up Standard 05.02 June 2005



Copyright © 2005, Nortel 43

Procedure 13 Updating auto-discovery networks

At the CICM - element manager home page
1 Click on network in the Profiles menu.

Nortel Confidential

The page network profiles modification (cicm-em) opens.
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2 Click on update auto-discovery networks on the right menu.

The page update global middlebox ids opens.

(7%

was formerly known as the SESM.
Click on Update middlebox ids.
Confirm the update.

N o g b

This procedure is complete.
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Procedure 14 Creating a Network Profile

At the CICM - element manager home page
1 Click on network under Profiles of the left menu.
The page network profiles modification (cicm-em) opens.

netwark profiles modification (cicm-em)
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2 Click on add new profile on the right menu.

The page network profile creation (cicm-em) opens.
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netyork profile creation (cicm=em)
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3 Datafill the network profile fields.
Note: Click on the ? icon for detailed definitions of these
fields.

a Inthe Address field, specify the network address of the
subnet that contains the range of public addresses available

to a NAT device.

b Inthe Subnet field, specify the subnet mask for the subnet
that contains the range of public addresses available to a
NAT device.

¢ Inthe Lease period (min) field, enter the period for which

any UDP port mapping is maintained.

Note: For SNO8 CICM-EMs and gateways, the lease
period is variable and the field can be datafilled.
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In the Retry count field, specify the number of times a
terminal will attempt to connect to a CICM node before it fails
over and attempts to connect to the other node. A terminal
connecting to a CICM node with an IP address described by
this Network Profile will have this retry connection count. This
Network Profile needs to have been applied to the CICM or
be associated with an Enterprise Profile which has been
applied to the CICM for this to take effect. Leaving the field
blank will result in the retry count taken from the Terminals
Settings for that CICM.

In the Associated Enterprise Profiles field, you do not need
to enter anything as it is a read-only field. If this field is not
blank, the Network Profile is associated with an Enterprise
Profile and cannot be edited. The field must be dissociated
from the Enterprise Profile before being edited.

Set the field Associated network location to CS-LAN (no
NAT), Manually defined (when the Associated Limited
Bandwidth Link Identifier is also to be set) or to one of the
Auto-Discovery Networks that have been downloaded to the
CICM-EM in the procedure Updating auto-discovery
networks.

In the Associated Limited Bandwidth Link Identifier field,
enter the global middlebox identifier of the Limited Bandwidth
Link if you selected “Manually defined Limited Bandwidth
Link” in the field Associated Network Location. If you
selected CS-LAN or Auto-Discovery Network Location as the
Associated Network Location, this field is ignored.

Derive the value of this field from the Succession Element
and Sub-Element Manager (SESM).

4 After completing the field datafill, click on create profile.

The page profile creation results displays the results of the
action.

5 This procedure is complete.
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Procedure 15 Changing a Network Profile

At the CICM -EM home page
1 Select Network from the Profiles section of the left menu.
The page network profiles modification (cicm-em) opens.

netwark profiles modification (cicm-em)
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2 Click on the IP address of the network profile to edit.

The page network profile <IP_address/subnet> (cicm-em)
opens.
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Celntrex IP NE RETWORKS
Client Manager
network profile '192.192.0.0/255.255.0.0° (cicm-em)
conﬂ_guration Details 9 ) =ave your changes to this profile
terminals
users Address |1 92.1592.0.0 P edit default location information
maintenance
Subnet |255,255,U_U ’ return to network profile
CICM-EM modification
Leaze Period
status - (i) |1
synchronization
maintenance Retry Court I_L,
Azzociated
prm?les erterprize I
audio prafile
enterprise Y =
language netwvork | CS-LAM ﬂ
etk location
User Azzociated
Limitec! I—
feawr? Bandwicith
secutity Lirk Ichentifier
diagnostics Default location information [7]
di ti o
AanastEs DETS.UH &l M civil lozation specifisd
location
Defautt civil
CICM-EM 8.0 location (DHCP Mo civil locstion specified
: frwmath 3
3 Edit the network profile fields in the Details section as required,
then click on save your changes to this profile on the right
menu.

Click on the ? icon for definitions of these fields.

The page profile save results confirms the update completion.
4 To edit default location information:

a Click on edit default location on the right menu.

The page edit default location information:
<IP_address/subnet opens.

b Datafill the fields in the Type of Location, Civil Location,
and Spatial Location sections, then click on save changes.

Click on the ? icon for definitions of these fields.
5 This procedure is complete.
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Procedure 16 Deleting a Network Profile

At the CICM-EM home page
1 Select Network from the Profiles of the left menu.

The page network profiles modification (cicm-em) opens.

EIRTEL
Ce_ntrex IP NETWORKS
Client Manager
network profiles modification {cicm-em)

anﬂguratign The C52000 maintains & network topology database. CICK terminals must be assigned to
tarminal the approprists network location before call processing can be performed correctly. P add new profile
EIMNS There are tvwo ways that the location of 2 terminal can be determined:
users » fletwork Profile. & mapping can be created identitying IP address ranges that apphy one or more
maintehance represent the network location. This is tvpically the public address range for the network profiles stored on

addres= tranzlation device connecting & remote location. » the CICM-EM to one

»  Auto-Discovery Metworks. The terminal can provide its location after obtaining it from & or more CICMs
CICM-EM servet on its local network (2., DHCP server).
status change the profiles
synchronization Network Profiles p stored onthe
mairtanance ot 1. ) — following CICM

Address Subnet wor SrPMSE ) peation  Delete I cicrn-001 = I
Location Profile Infe ati
profiles ormation
audio Mane
enterprise 0000 0000 CE-LAN specified m ’ T antey
| discovery networks
anguage
guag 192192250 2553852550 el MRS i
Fietwiork [32) specified
HSer 47160162124 265255265255 “heor Mone i}
feature vlanl4 specified
Securit
¥ 19219200 25525500 C5-LAN MRS i -
specified
diagnostics
diagnostics Auto-Discovery Hetworks
Hetwork Location Enterprise Profile  Default Location Information
Alteon-viani 4 Civl
CICH-EM 5.0 Afteon-vlan S Mone snecified
2 Click on the Delete (trash can) icon for the Network Profile to
delete.

The deletion action is confirmed.
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3 Click on the delete (trash can) icon for the network IP address to
be deleted.

The status page shows confirmation of the deletion.
4 This procedure is complete.

= e |
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Procedure 17 Applying a Network Profile stored on the CICM-EM
to a CICM node

At the network profiles modification (cicm-em) page of the
element manager Web pages

1 Click on apply one or more profiles stored on the CICM-EM
to one or more CICMs on the menu on the right.

The page apply network profile opens.

Ce.ntrex IP NERTEL s
Client Manager

cich apply network profile
status
configuration
terminals Profile 8 P} applyprofileis)
Users
e — E:jnfﬁ:;f & spply anly the selected netwark prafiles > return to network profile
& Apply all existing netvwork profiles T
CICAEEM Profile
0000/0000

tat i
e Sz 182.219.223.0 / 255.255.256.0
SY”_Chmn'Zat'U” 47160162124 / 255.255 265.255
maintenance 19218200/ 26526600
profiles ) 20 auto-discovery networks will be automatically
audio applied
enterprise ] )
language
network Elacnhﬁle of % spply only the selected CICHMs

=3
user 7 apnly to &l Clchs
feature
: CICh Selection

secUrity
diagnostics
diagnostics

2 Datafill the Profile and CICM fields.
Click on the ? icon for definitions of these fields.
3 Click apply profile(s) on the right menu.

The page profile apply results status opens and confirms
completion.

4 This procedure is complete.
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Procedure 18 Enabling or disabling network domain address
licensing

At the network profiles modification (cicm-em) page of the
element manager Web pages

1

Centrex|P
Client Manager

configuration
terminals
Users
maintenance

CICM-EM

status
synchranization
maintenance

profiles
audio
enterprise
language
network
user
feature
security

diagnostics

diagnostics

CICH-EM 8.0
acdministratar

Select the CICM node identifier from the drop-down menu in the
change the profiles stored on the following CICM menu on
the right, then click on change the profiles stored on the

following CICM.

The page network profiles modification (<cicm-nnn>) opens.

network profiles modification {(cicm-002)

The CS2000 maintsing a network topology database. CICM terminals must
ke assigned to the approprizte netvork locstion before call processing can
be perfarmed correctly. There are twao ways that the location of & terminal
can be determinecd:

= Metwork Profile. & mapping can be crested identifying [P sddress ranges
that represent the network location. This is typically the public address
range for the network address translation device connecting a remote
Iocation.

o Auto-Dizcovery Metworks . The terminal can provide its location after
oktaining it from s server on its ool nebwaork (2., DHCP server).

Hetwork Profiles

. Default
Address  Subnet Netwn_:rk ERiSRTIES Location Delete
Location Profile N
Information
0000 0000 CELAN RS i
specified
Auto-Discovery Networks
Hetwork Enterprise Default Location
Location Profile Information
atteonEMTA Mone specifizd
alteanEMTE Mone specified
cizcophr Mone specified
cizco_527 Mone specified
Al d hlnne snacitied

4

NORTEL
NETWORKS

change network profiles stored on
the CICM-EM

Disable Hetwork Domain Address
Licensing

&

a I

’_ l_ ’_ | Tmternet

On the right menu bar, click on the Enable/Disable Network
Domain Address Licensing text bar to toggle between enable

and disable, as required.

A status page opens and confirms the results of the action.

This procedure is complete.
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Media routing in a CS2000 environment with NAT
The routing of media between the CICM node phones will try to stay
within the enterprise network when possible. This results in:

* improved voice quality

* increased CICM node capacity

* reduced bandwidth requirements from the enterprise to the carrier
However, intraswitched calls cannot traverse the boundaries of a

Network Address Translator (NAT), for example, a call between a user
in enterprise 1 and a user in enterprise 2, because:

* routing will likely be blocked by a security setup (for example, firewall
rules)

* RTP packets use non-routable private IP addresses that are either
overlapped between two enterprises or viewed as unreachable

It is the associated network location fields that is part of the network
profiles that determines if calls can be routed directly between each
other or if they have to go through a proxy.

R ——————
CICM Configuration Management
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User Profiles

Centrex P

configuration
terminals
users
maintenance

CICM-EM

status
synchronization
maintenance

profiles
audia
enterprise
language
netwark
user
feature
Security

diagnostics
diagnostics

Client Manager

A User Profile is a set of default settings for a group of users. A User
Profile can contain feature key settings, language, timezones, and
permissions.

User profiles may be created, changed and deleted. They are stored on
the CICM-EM and applied to a selected CICM node.

A user will inherit settings from the user profile configured, unless
overridden locally. Overrides to user profiles may be applied or deleted
by the administrator.

To create users (user ID, password, etc.), refer to CICM Security and
Administration, NN10252-611.

Procedure 19 Creating a User Profile

At the CICM - Element Manager home page
1 Select user from the Profiles section of the left menu bar.
The page user profile home opens.

NERTEL
NETWORKS

user profile home

A uzer profile contzing & set of default user settings. Among other things a
profile can contain festure key settings, defautt language and permizssions. » change the profiles stored on the
If auzer iz setto use auser profile, any settings which haven't been localy CICM-EM
owerricden, will be inherited from the profile.
apphy one or more profiles stored
b on the CICM-EM to one or more
CICMs

’ change the profiles stored on the
Tollowing CICM

Icicm—Dm 'l

2 Click on change the profiles stored on the following
CICM-EM on the right menu.

The page user profiles modification (cicm-em) opens.
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CentrexIP
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3 Click on add new profile on the right menu.
The page user profile creation (cicm-em) opens.

Centrex P NERTEL

E
NETWORKS'

Client Manager

cich user profile creation {cicm-em)
status

configuration User Settings

terminals

users Uzer profile name I
maintenance
Languiage I 'l

CICM-EM

status Time difference from GMT | Minutes (P Phone 20 only)
synchronization
maintenance eyl S [ =]tk phone 200c ontyy

Time Format I vl
profiles
audio Date: Format I j
enterprise
language S AESE? Gl [ 2] 4P Prone 2002 and IP Phone 2004 oniy)
netuwork

USE Disable Mizsed Call Indicator I - I
fe atur? Outhox Feature Hey I YI
Security

Default Key I vl
diagnostics
diagnostics A ta-hide feature keys I YI

Dizable Lobv. Functionality I 'I (IP Phone 2002 and IP Phone 2004 only)
CICMW-EM 5.0 vl

4 Datafill the fields, then click on create profile on the right menu.

For definitions of these fields, click on the ? icon for each field.
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The display user creation results shows confirmation of file
creation. The user profile is stored on the CICM-EM.

5 This procedure is complete.
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Procedure 20 Changing a User Profile

At the user profile home page on the Element Manager Web pages

1 Select change the profiles stored on the CICM-EM menu on
the right menu.

The page user profiles modification (cicm-em) opens.

Ce_ntrex IP NERTEL ks
Client Manager

user profiles modification (cicm-em)

configuration User Profile b add new profile
terminals
000001 M
Users apply one or more profiles stored
raintenance 00000z W p onthe CICM-EM to one or more
CICMs
CICM-EM ooood
— 00000s ’ ;:':sln:zliant;gl?:::ﬁles stored on the
synchronization WV i} Iﬁ 01 -
maintenance =
profiles
2ucl } user profile home
2 Click on the user profile name that you want to modify.
The page user profile edit opens.
3 Revise the user profile fields as required, then click on save

your changes to this profile on the right menu.
For definitions of these fields, click on the ? icon for each field.
The status page opens and confirms completion of the edit.

4 This procedure is complete.
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Procedure 21 Deleting a User Profile

At the user profile home page on the Element Manager Web page

1 Click on change the profiles stored on the CICM-EM on the
right menu.

The page user profiles modification (cicm-em) opens.
2 Click on delete (trash can) icon for the profile you want to delete.
The page user profile deletion <cicm-em> opens.

3 Click on delete this profile on the element manager and ALL
CICMs.

The page profile deletion results opens and prompts for
confirmed deletion.

4 Click on Yes.
A status page opens and confirms the deletion.
5 This procedure is complete.
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Procedure 22 Applying a User Profile to a CICM node

At the user profile home page of the element manager Web pages

1 Click on apply one or more profiles stored on the CICM-EM
to one or more CICMs on the right menu.

The page apply user profile opens.

C e.'ntrex IP L
Client Manager

apply user profile

configuration
terminals Profile & P applyprofile(s)
USErs

: Range of Profiles
maintenance

(o) Apply only the selected user profiles } return to user profile modification
8 Lpply all existing user profiles

CICM-EM

status
synchronization
maintenance

Profile Selection

profiles cIcM (7]
audio

enterprise

language

network CICM Selection
user

feature

SeCurity

Range of CICMs (ol Apply only the selected CIChs

 fpply to all CIChts

diagnostics
diagnostics

2 Select the profiles to apply and the CICM nodes to apply them
to, by datafilling the fields on the apply user profile page.

Click on the ? icon for definitions of each field.

Use the CTRL key to select more than one CICM node.
3 Click on apply profile(s) on the right menu.

The page profile apply results opens.
4 This procedure is complete.
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Procedure 23 Applying or removing User Profile overrides

At the element manager home page
1 Click on users from the C/ICM menu on the left.

The page user home page opens.

Ce.ntrex IP NORTEL Rk
Client Manager

user home page

configuration Uszers are azzociated with CIChz. Select a user and CICW as appropriste
tarminals then click on the option reguired. p browse users

USers flai | Icmm—DD'I 'l

If ywou select & CICHM to browse users with, you will be further asked for

maintenance a YLOM or WMG and & drawer or range before being able to browse the

list of uzers.
CICM-EM } view user's configuration
status

synchronization } edit user's configuration

maintenance
} delete user

profiles

audio Uzer I
enterprise Ik Icicm—Dm 'l

language
neturork } manually create multiple users
user =
feature } list the active users
Security
’ edit the configuration of a range of
diagnostics users
diagnostics .
b automatically create a range of
ugers
CICH-ER 5.0

At the user home page

2 In the User input box on the right-hand menu, enter the user ID
that you want to apply or remove overrides to, and select the
correct CICM node in the drop-down menu immediately under
the User input box.

3 Click on edit user’s.
The page edit user <username> on <cicm-nnn> opens.
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Users
maintenance
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status
synchranization
maintenance

profiles
audio
enterprise
language
network
user
feature
security

diagnostics
diagnastics
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edit user 7240005 on cicm-002

User statistics
Lzer naime

Total Call Court
Login Status

Master Terminal
Slave Terminal

Ao Login Terminals
Tital Login Failures
Login Court

Login Failure Court
Login Time

User settings
Pazsword

Priofilz

€52k Provisioning Information
WG

Line Mumber

Audio profiles for recent terminals

31-38-00-60-33-B6-5C-54 (IP Phone 2004 Phase

7240003
1

Ielle:
none
none
nione

i}

1

i}

2005021 4 1802

L 7]
IcicmDefauIt 'I

)
[vmg0 =]
I

)

v vy v v v v

Nortel Confidential

NORTEL o

save changes

force user logout
user overrides
reset user counters
delete user

back to user pages for cicm-002

Click on user overrides on the right menu.

The page profile overrides for user <name> on <cicm-nnn>
opens. The default settings are loaded from the user’s profile (if

one exists).
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KIRTEL
NETWORKS'

cicm profile overrides for user 000002 on cicm-002

status

canfiguratian This page allows you to save changes to an individual user, which will override the default settings which are loaded from the user's
terminals profile (if one exists)

Setting any field to blank will cause the CICM to use the setting from the user's profile
users

maintenance

User Settings 9 ’ Save
changes
CICM-EM Uszer profile narme IDDDDD2
status » remove all
synchronization Language English (UK) = overrides
maintenance
Tone Set I - l
profiles
audio Time difference from GhT I Minutes (P Phone 20: only)
anterprise
Drarylight Setting I vl
Ianguage [P Phone 20:x only)
netwark Time Format I -
user
feature Date Format I j
security
Auto Answer On Ring | 'l (IP Phone 2002 and IP Phone 2004 anly)
diagnostics
: : Dizable Missed Call Indicator I VI
diagnostics
Cuthox Feature Key I vl
Default Key I vl
Auto-hide feature keys I vl
CIChW-EM 5.0
administrator Disable Adv. Functionaity | 'l (IF Phone 2002 and IP Phone 2004 only) =l
5 Datafill the fields that you want to override for this user, then click

on save changes on the right menu.
For field definitions, click on the ? icon for each field.

Fields datafilled will override the default settings on the user’s
profile.

Fields left blank will default to the user profile.
To remove an override in a particular field, set the field to blank.
The status page opens to confirm the action taken.

6 To remove all overrides, click on remove all overrides on the
right menu.

The status page opens to confirm the action taken.
7 This procedure is complete.

NN10240-511 (I)SNO8 and up Standard 05.02 June 2005



Copyright © 2005, Nortel 63 Nortel Confidential

Feature Profiles

The Feature Profile governs how features behave on the terminals
supported by a CICM node. The attributes of each feature can cause
the feature to be hidden or shown, based on the state of other features
on the terminal. This allows maximum use to be made of the limited
number of feature keys available on some terminals.

Use the following procedure to configure Feature Profiles.

Procedure 24 Configuring the Feature Profile

At the CICM - Element Manager home page
1 Select feature from the profiles section of the left menu.

The page feature profile home opens.

Ce.ntrex IP NERTEL s
Client Manager

feature profile home

cnnﬂguratign A festure profile governs howe festures behave on the terminals supported

; bry & CICH > change the profiles stored on the

terminals ’ CICM-EM

ESElE The attributes of each feature can cause the feature to be hidden or

maintenance shown bazed on the state of other features onthe terminal. This allowes apply one or more profiles stored
maximum use ta e made of the limited number of feature keys provided by P onthe CICM-EM to one or more
=s0me terminals. CICM=

CICM-EM

status Some features hehave like & DR feature, this can be specified in another ’ change the profiles stored on the

synchronization attribute. The CICK will sttempt to record incoming calls orto DN features. following CICM

maintenance Icicm—Dm vI
Maote:

profiles

i » Feature profiles only apply to & version 3.0 CICW or later
audio

# “You can't creste or delete feature profiles, there is one predefined

enterprise for each supported featurs type.

& You may need to restart the CICW far changes in festure profiles to
fully take effect.

network ® Care should be taken when changing festure profiles hecause

user =zome changes may cause undesirable effects.

language

feature
SeCUrity

diagnostics
diagnostics

2 Select the CICM node identifier from the drop-down menu on the
right menu, then click on change the profiles stored on the
following CICM.

The page feature profiles modification (<cicm-nnn>) opens. This
provides the feature profile for the selected CICM node. The
feature profile consists of a list of features; each feature has a set
of attributes which can be configured.
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Centrex P © R FVORKS
Client Manager
feature profiles modification {cicm-002)
CUnﬁ.g'-”a“Un Hame Attributes S change feature profiles stored on
terminals the CICM-EM
Usera 3 Wiay Call |
maintenance £CB
Aoent DM Feature
CICM-EM
status sagert Stat
synchronization AcgertPOR
maintenance At Smmar
profiles ANE. AYEnt
audia Ans. Emery
enterprize
Lutolnsvwer
language
etk (O]
user BLF
feature BsyOveride
security
Call Agert
diagnostics Call Back
diagnostics
Call Forze
CICh-EM 5.0
acministrator Call Super -|
3 On the feature profiles modification (<cicm-nnn>) page, click

on the name of each feature you want to configure.

The page feature profile <#> (<cicm-nnn>) opens for each
feature chosen. The following figure shows the 3 Way Call
feature.

NERTEL
Ce_ntrex ]2 ORTEL o
Client Manager
feature profile 11" {cicm-002)

conﬁlguration Feature Profile ﬁ } =ave your changes to this profile

terminals

users Festure |3WayCaII b return to feature profile

maintenance modification

Dbl Feature Mo -

CICM-EM

status Hicle Mode I Mewer j

synchronization

maintenance

profiles

audio

enterprize

4 Configure the feature as follows:
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Click on the ? icon for a definition of the fields.

* To configure this feature as a DN (dynamic) feature, choose
Yes from the drop-down menu on the DN Feature line, or
choose NO to not designate it as a DN Feature.

* To configure the Hide Mode, choose from the drop-down
menu on the Hide Mode line:

— Never
— When DN is active
— when DN is inactive
* C(Click on save your changes to this profile.
The page profile save results displays configuration results.

Centrex IP

Client Manager

profile save results

configuration . .
q Performing update: p feature profiles modification

terminals
® Updated profileffestureprofiles 1fdnfeature = Mo

® Updated profileffeatureprofile 1 hidewhendnactive = Yes

Users

rmaintenance
® [eleted profileffeatureprofiled 1 hidewhendninsctive

CICH EM Update completed successfully

status — Warning: Re-applying the master profile from the element manager

synchronization weill overwerite the locally chanoed copy on this gateswary.
5 To configure other features, repeat step 3 and 4 for each feature.
6 This procedure is complete.

CICM Configuration Management



Copyright © 2005, Nortel 66 Nortel Confidential

Enabling or Disabling the Dynamic Feature Key

Use the procedure Enabling or Disabling the Dynamic Feature key
(terminal type) at the CICM-EM Terminal Configuration Web pages.
This setting cannot be overridden by any other setting (that is, if the
Dynamic feature key functionality is disabled on a terminal type basis
the feature cannot be activated in any other way for that specific
terminal type).

Note: Users logged into the CICM node when the functionality is
enabled/disabled will not pick up the changes until they log out and
back into the CICM node.

Use the procedure to enable or disable the Dynamic Feature Key
functionality by user overrides. These setting changes will take effect
immediately.

The user may also disable the functionality from the terminal itself in the
Menu\Feature\Options menu. These setting changes take effect
immediately.

Procedure 25 Enabling or Disabling the Dynamic Feature key
(terminal type)

At the CICM - Element Manager home page
1 Click on terminals in the CICM menu on the left.

The page terminal configuration opens.

terminal configuration

Choose a ClICM to configure terminals on

cnnﬁguratinn ’ goto terminal configuration
terminals on CICM
Users Ic:xipHD 'I
maintenance
CICM-EM
status P home
2 Select the CICM node identifier from the drop-down menu, then

click on go to terminal configuration on CICM.
The page terminals on <cicm-nnn> opens.
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NERTEL
Ce.T'ltrex P NETWORKS'
Client Manager
terminals on cicm-002
B Thiz page can be used to vieww settings for an individual terminal (if yau
configuration
_g ko the terminal idertifier) or # can provids an sudit of the terminals on the P save retry count
terminals CICh.
users P firmware auto update
maintenance The firmyware wpdste page can be used to specify the supported firmware
levels far & particular terminal type and the details an how terminals can be ’ view terminal
upgraded .
CICM-EM I
dtls The configuration page can be used to specify the attributes of a particular
stat
synchmnization terminal type. Care should ke taken when configuring options on this page,
= the zettings affect all terminals of the specified type on the gatewsy. ) ~
maintenance p terminal audit
profiles Terminal Settings © ) firmware update
audio | mB350 =
: Retry Court 34
enterprise v l_—,
language
netwark } configuration
user I mG350 j
feature
security
diagnostics P home P terminal home
diagnaostics
3 On the terminals on <cicm-nnn> page, select the terminal type

(m6350, IP Phone 2001, IP Phone 2002, IP Phone 2004, or IP
Phone 2033) you want to configure from the drop-down menu of
configuration, then click on configuration.

The page <type> terminal configuration <cicm-nnn>opens. The
following figure shows the IP Phone 200x type of terminal.
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KRTEL
Ce.'ntrex IP ORTEL
Client Manager
i2004phase2 terminal configuration {cicm-002)

corfiguration Feature Key Attributes & ) Applychanges
terminals

Mumber of physical festure keys (on the I
4 se.rs main zet) -
maintenance

Mumber of festures available on the main I
CICH.EM set (pages of features are used if there 1

= are not enough physical festure keys)

status ) )
synchrunization Automstically hide festures IYES ,l
maintenance )

Voice Parameters 9
profiles Default Audia Profils | =]
audio
enterprise Default “oice Codec G711 (Auto) >
language

S ch Woice Cod
S econdary Yoice Codec IG.?EE\& ,l
L RTP port number (must be an even IEEUDD
feature number)
SR Default Yolume Settings 9
diagnostics Prevent users modifying Defalt

I vl

diagnostics Wolumes

Handzet Transducer * | db (Decibels)

Headset Transducer I vl b (Decibelz)

Handzfree Transducer I vl i e

CICMEM B 0 db (Decibels)
administrator LI
4 To configure this terminal type as a DN (dynamic) feature,

choose Yes from the drop-down menu on the Automatically
hide features key attribute, then click on the Apply changes
text on the right.

Note: Users logged into the CICM when the functionality is
enabled or disabled will not pick up the changes until they log
out of and back into the CICM node.

The page updating terminal configuration opens to confirm the
changes.

5 This procedure is complete.
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Procedure 26 Enabling or Disabling the Dynamic Feature key
(user overrides)

At the CICM - Element Manager home page
1 Click on users in CICM menu on the left.

The page user home page opens.

= entrex IP NETRTE R
Client Manager

user home page

conﬁguration Uzers are azsociated with CICMs. Select a user and CICM as appropriste
terrminals then click on the option reguired. } browse Users

users CICh Icmm-Dm 'l

If ywou select & CICKW to browese users with, you will be further asked for

maintenance @ %LCM or MG and & drawer or range hefore being able to browse the

list of users.
CICM-EM } view user's configuration
status

synchronization } edit user's configuration

maintenance
p delete user

profiles

audio User I
enterprise CICH Icicm—DD'I 'l

language
network } manually create multiple users
user b
feature } list the active users
seCurity
' edit the configuration of a range of
diagnostics users
diagnostics .
’ automatically create a range of
users
CICMW-EM S0
administrator > auditﬂai o ;I
2 In the User input box on the right-hand menu, enter the user ID

that you want to apply or remove overrides to, and select the
correct CICM in the drop-down menu immediately under the
User input box.

3 Click on edit user’s.
The page edit user <username> on <cicm-nnn> opens.
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CentrexIP
Client Manager

configuration
terminals
Users
maintenance

CICM-EM

status
synchranization
maintenance

profiles
audio
enterprise
language
network
user
feature
security

diagnostics
diagnastics
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edit user 7240005 on cicm-002

User statistics
Lzer naime

Total Call Court
Login Status

Master Terminal
Slave Terminal

Ao Login Terminals
Tital Login Failures
Login Court

Login Failure Court
Login Time

User settings
Pazsword

Priofilz

€52k Provisioning Information
WG

Line Mumber

Audio profiles for recent terminals

31-38-00-60-33-B6-5C-54 (IP Phone 2004 Phase

70
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NORTEL o

9 } save changes
G } force user logout
1

} user overrides

lefle:
none ’ reset uger counters
none } delete user
e
T } back to user pages for cicm-002
1
u]

2005021 4 1802

L 7]
IcicmDefauIt 'I

)
[vmgn =
EE
o |

Click on User overrides on the right menu.

The page profile overrides for user <name> on <cicm-nnn>

opens.
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NEORTEL
Ce.ntrex IP Qr-JETWORI(S'
Client Manager
cicm profile overrides for user 000002 on cicm-002
status
configuration This page allows you to save changes to an individual user, which will override the default settings which are loaded from the user's
terminals profile {if one exists)
Setting any field to blank will cause the CICM to use the setting from the user's profile
Users
maintenance User Settings (7] p swe
changes
CICM-EM Uszer profile name IDDDDDZ
status » remove all
synchronization Language English (LK) = overrides
maintenance
Tone Set I VI
profiles
il Time difference from GMT I Mirtes (IP Phone 20w onily)
enterprise
Drarylight Setting -
language I l (IP Phone 20 only)
netwark Time Farmat I VI
user
feature Diate Format I j
security
Auto Answwer On Ring | 'l (IP Phone 2002 and P Phaone 2004 only)
diagnostics
. . Dizable Mizsed Call Indicator I VI
diagnaostics
Outbox Festure Key I VI
Default Key I VI
Auto-hide feature keys I VI
CICh-EM 5.0
administrator Digable Adv. Functionalty I 'l (IP Phone 2002 and IP Phone 2004 orily) =
5 To enable dynamic feature key functionality, choose Yes from the

drop-down menu in the Auto-hide feature keys User Setting
field,

OR

To disable dynamic feature key functionality, choose No from the
drop-down menu in the Auto-hide feature keys User Setting
field.

Then click on save changes on the right menu.

A confirmation of the override change is displayed.
6 This procedure is complete.
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Security profiles
Security configuration is available through the security function under
profiles, and allows administrators to

* manage RSA keys for the CICM-EM and its associated CICM nodes
* view the security policies of associated CICM nodes
e view the security policies of associated enterprises on a CICM-EM

Security configuration consists of setting the following security
parameters:

* security policy - indicates whether the communications between a
CICM node server and its clients are secure or nonsecure

e nonsecure client threshold - indicates the number of clients
permitted to connect in non-secure mode to a CICM node server
that has a security policy of secure

e secure client threshold - indicates the number of clients permitted to
connect in secure mode to a CICM node server that has a security
policy of nonsecure

e reset security (new in this release) - clears the security objects that
ties clients to a particular CICM node server, and therefore
facilitates moving multiple secure clients (terminals) from one CICM
node server to another

For details and procedures, refer to the section “UNIStim security” in
CICM Security and Administration, NN10252-611.

e ]
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Line provisioning for CICM clients

The procedure used to provision a CICM client on the CS2000 is very
similar to the method used to provision a line on other line gateways.

Procedure 27 CS2000 Line provisioning for CICM clients

At the Element Manager desktop

1 Connect to the CS2000 Management Server for the chosen

CS2000.

2 Ensure that the gateway controller (GWC) is provisioned to

support Large Lines Gateways.

Example:

Frofile

Current. LARGE_LIMEINTL

Chanoe... |

Capability Capacity | Units |
Large Gateways 27 gaterveays
Lines E400 ports
3 Use the dialog box Associate Media Gateway to associate a

CICM gateway with the chosen GWC. Fill in the Reserved
terminations with up to 1023 for SAM 16 or 3069 for SAM 21.
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Associate Media Gateway ll

Gatewsay name: |CICM—1BD

Gateway IP address: |4?.155.159.202

Gateway controller narne: |GWC—204 j

Gateway profile name: ICICM

Reserved terminations: |3IZIQE

Gateway site nare: (ST -

~ LGRP Location

Frame number:l— Flnurpnsitiun:l—
Unitnumher:l— Rnwpnsition:l—
Frame h,rpe:l— Frame pnsitiun:l—

Unitpnsition:l—

~Root Zone Selection

Zone Mame

Zones Foot Zones
109Trafficol

109Traffic02 j [ |
109Traffic03

109Traffic04 «= Ram |
111LELD1

131 Trafficol

131 Traffir-n? LI

~ Signal Protocal

Pratocol type: [MEGACO (4) =]

Protocol port: |2944

Protocal versian: |1.D

8154 | Cancel |

Response 1: The Gateway List displays a registration of the
CICM gateway against the GWC.

Gateway List

Marme Damain IP Address Profile Max Terms | Res Terms Protocal FrotWers Prot Fo
CICh-120 2 GG 3069 3068 |megaco 1.0 2044
CIChM-220 47 165,168,222 CICM 3069 3068 megaco 1.0 2844
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Response 2: A logical group is automatically created in table
LGRPINV on the CS2000.

With SAM 21, three tuples are created in table LGRPINV to
accommodate the 3069 terminations it supports. With SAM 16,
only one tuple is created for the 1023 terminations it supports.

TABLE LGRPIMNY
lis all
TOP
GRPMO SRVRMAME GRPTYPE LGRPOPTS
CICK 1800 GWWC 204 M § <
CICh 1801 GWC 204 il N Resulting entries (for SAM 21)
CICR 180 2 GWWC 204 kA b=
CICR 200 0 GWWC 210 kA ]
ClChM 2200 GWWC 204 M ]
CICK 2201 GYWWC 204 M ]
CICR 220 2 GWWC 204 kA ]
CICH 260 0 GWWC 200 kA ]
BOTTOM
=

4 Log into OSSGATE and enter the command NEW to create new
lines, for example:

NEW § 8500001 m5216 SET IPLCLIENT OTHER PURGRPA 00 1511 ¥ CICM 500 0 0 01 1 userid 000001 § 1
passwd 1234 1 LNR 2BWC IPCLIENT OTHER 3 MWT Y ALLN 4 CFUN 1§ 5 INSPECT §

where

8500001
is the directory number (DN).

m5216
is the name of the line class code (LCC).

IPCLIENT OTHER
specifies the kind of phone service. OTHER indicates any
of the Nortel IP phone sets.

PUBGRPA
is the customer group.

151
is the simplified numbering plan area (SNPA).

CICM 500 0 00 01
is the line equipment number (LEN)

1 userid 000001 $
is the user id of the CICM client (terminal).
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1 passwd 1234
is the password of the user id.

1 LNR 2 3WC IPCLIENT OTHER 3 MWT Y ALLN 4 CFUN

1 $5INSPECT $
is the list of features assigned to the line. Use OTHER to
include any version of an IP phone for option IPCLIENT.

Response 1:
On the CS2000 Management Server:

Ling List

Hame | Datevray Made Mumber Terminal Mumber
rachat- 2.notal.nat

|rachan- 2.notel. net

oot
Hsn002

The response to the command QLEN on the CS2000 appears,
as in this example:

=glen 8500001

LEN: CICM 500 0 00 01
TYPE: SINGLE LINE

shPA: 151
DIEECTOREY NUMEEE.: B300001
LINE CLASE CODE: WM5216 SET

CUSTGEP: PUBGEPA  SUBGEP: 0 NCOE 0 EING: T
CARDCODE: [PCLIENT GND: I PADGEP: PENITL, BNV ML MEO: Y

PM NODE NUMBEE. .43
PM TEEMINAL NIMMBER - 2
OPTIONS:
3WC MWT CFU
EEY o
1 TH 2088500001
EEY FEATURE
5 This procedure is complete.

e ]
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Configuring PAM on the CICM-EMs
Configure the Pluggable Authentication Module (PAM) on a pair of
redundant CICM-EMs to enable centralized security of the CICM-EMs
and their subtending CICM node pairs through IEMS.

Prerequisites to configuring PAM on a CICM-EM
Address the prerequisites before starting the procedure.

e The IEMS must already be running and you must already have a
certificate on the IEMS before deploying one for both CICM-EMs.

* You must have a working knowledge of UNIX.

e There is no configuration of PAM for a CICM node.

Procedure steps to configuring PAM on a CICM-EM

At the CICM-EM

1
2

Telnet into the PAM server and gain root access.
Go to the directory where the keystore file is by entering:
cd /opt/jakarta/dist/tomcat/conf

Create an appropriately formatted certificate to import into the
CICM-EM by entering:

keytool -export -v -alias sesmkey -file sesmkey.cer
-keystore ./keystore

For the keytool password prompt, enter:
sesmkey
Transfer the newly-created file sesmkey.certo the CICM-EM.

Telnet or connect to the CICM-EM node A and open a command
line interface (CLI).

Run the command:
preboot pamauth /interactive

Will this Element Manager use the PAM on the
SSPFS to authenticate users? [T/N, default=N]

Enter Y (yes).

Will this EM connect the PAM server via HTTPS?
[Y/N, default=N]]

Enter Y.

Please enter the IP address of the PAM server.
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10 Enter the IP address of the SSPFS PAM server.

Example
47.135.42.226

The CLI prompts to enter the FQDN of PAM server.
11 Enter the FQDN of the SSPFS PAM server:

Example
pamserver.nortel.com

Do you want to import a certificate? [Y/N,
default = N]

Note 1: A Security Certificate is required for communicating
through HTTPS to the PAM server. If you are using a
certificate purchased from a valid signing authority (for
example, Verisign, Thawte, etc.) then enter N to the prompt as
the certificate will be automatically trusted. If you are using a
self-signed or unsigned certificate, then answer Y, as it is
required to import this type of certificate.

Note 2: Ensure that the unsigned certificate is placed on the
EM before proceeding. If the certificate is not in the current
directory, then the path must be provided as part of the file
name, for example, C:\data\myCert.cer

12 Enter Y to import.
Filename of certificate to import

13 Enter the full qualified name of the certificate to use to validate
the PAM server:

d:\data\cablab.cer
The response would be similar to the following example:

Connection to PAM through HTTPS
Primary SSPFS PAM Proxy FQDN:
ucars0033c.ca.nortel.com

Primary SSPFS PAM Proxy IP Address:
47.135.42.226

Security Certificate
d:\data\cablab.cer

Is this correct? [Y/N, default=Y]
14 Enter Y to save.

The CLI prompts to confirm the command summary, for
example:
You have entered the name of the primary SSPFS
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PAM proxy as: 47.135.42.226 Is this correct?
[Y/N, default=Y]]:

15 Enter Y to confirm the input.
Enter N to make a correction, then Y when it is correct.

16 For the second CICM-EM of the redundant pair, repeat from
step 5.

17 For authentication to take effect, you must stop and start the
PAM service, as follows:

a Atthe CLI, enter the command:
net stop pamauthservice
b At the CLI, enter the command:
net start pamautheservice
18 Repeat from step 1 for node B of the redundant pair.

19 Test PAM by logging into the CICM-EM by central database
username and password as well as .administrator.

20 This procedure is complete.

e
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Configuring the apache proxy server for the CICM-EM pair

As a proxy server, the integrated element management system (IEMS)
on a Succession Server Platform Foundation Software (SSPFS)-based
server can provide secure access to either node of a CICM-EM
redundant pair. Use the procedure to configure the proxy (HTTPS
connection) between the IEMS and the CICM-EMs.

Prerequisites to configuring the apache proxy server for the
CICM-EM pair
Address the prerequisites before starting the procedure.

* You need to know the floating hypertext transfer protocol secure
(HTTPS) IP address of the master and slave CICM-EMs.

* You need the root userid and password for accessing the IEMS.

e Up to 6 IP addresses can be configured on the HTTPS proxy. This
maximum includes CICM nodes and any other components in the
network.

Procedure steps to configuring the apache proxy server for the
CICM-EM pair
At the PC to access IEMS server
1 Log into the IEMS server by entering:
telnet <ip_address_server>

where <ip_address_server> is the IP address or host name of
the SSPFS-based server on which the proxy is being configured.

2 When prompted, enter your userid and password.
3 Change to the root user by entering:

su - root
4 When prompted, enter the root password.

At the IEMS server to have the proxy connection

5 Enter cli to start the command line interface (CLI).
6 At the prompt, enter the number to select Configuration.
7 At the prompt, enter the number to select Apache Proxy

Configuration.
8 At the prompt, enter the number to select add_proxy_conf.

9 At the prompt Enter proxy IP address, enter the floating HTTPS
address of the master CICM-EM.
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10 At the prompt for hostname/tag associated with, enter the same
floating HTTPS address for the slave CICM-EM.

11 At the prompt Optional, enter remote hostname..., press enter to
omit the entry.

12 At the prompt for the port field, enter the IEMS IP port number
443 for the public side of the IEMS.

13 Enter Y (yes) to accept the values and continue.

Stopping group using servstop

Apache Web Service Stopping

WEBSERVER Stopped

Starting WEBSERVER through servstart

Found valid security certificate, starting
Web Services with SSL support...

Apache Web Service Starting

WEBSERVER Started

=== “add_proxy_conf” completed successfully

14 At the prompt, enter the number to select add_proxy_conf
again.

15 At the prompt Enter proxy IP address, enter the same floating
HTTPS address of the CICM-EM.

16 At the prompt hostname/tag associated with, enter the remote
tag centrexip.

17 At the prompt Optional, enter remote hostname, enter the
remote tag centrexip again.

18 At the prompt for the port field, enter the IEMS IP port number
443 for the public side of the IEMS.

19 Enter Y (yes) to accept the values and continue.

Stopping group using servstop

;;; “add_proxy_conf” completed successfully
20 Exit each menu level until you exit the CLI by entering:

X
21 This procedure is complete.
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Setting the global m5216 emulation mode

The m5216 emulation mode is automatically used for any terminal with
GIC or GIAC features assigned to it. If the global m5216 emulation
mode flag is set, the m5216 emulation mode is used for all terminals,
regardless of whether they have GIC or GIAC assigned. This ensures
that all terminals will behave in a consistent manner.

Procedure 28 Set global m5216 emulation mode

At the CICM-EM web interface
1 Select Status from the C/ICM menu at the left.
The page cicm home opens

Client Manager w

cicm home

The CICM - Element Manader is used for managing Centrex 7P Ciient

configuration Wanagers (CIMS). ) uiew the status of the CICMs
terminals

Users From this pace, you can add or delete CIChs from the CICM - Elemert P view the status of the following CICM
TR e EE Manager, and view the status of the CICMs. Im

CICM-EM

status b change the list of CICMs stored on the
synchronization LA

maintenance
’ change the details of the following
CICM

profiles -
audio Iu:lu:m—EIDE vl
enterprise
Ianguage ' run the configuration wizard on the
netwirk following CICM
user Iu:iu:m—EIDZE vl
feature
security
' change the global settings for the
diagnostics following CICM
diagnostics Iu:iu:m—EIIJIZ vl

2 Click on change the global setting for the following CICM.
The page global settings modification on <cicm-nnn> opens.
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maintenance

CICM-EM

status
synchronization
maintenance
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audio
enterprise
language
netwark
user
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3

4

Centrex|P
Client Manager

a—

global settings modification on cicm-002

Global Settings

Centrex Product Mame

fzeeimurm number of failed
user login attempts

User login denial period
[zeconds)

Iz Reboot Count

fzceimum Mumber of Terminal
Connections

Default Security Policy

Monzecure Client Threshald

|Ce ntrex

|5

|600

[ ]

2000

INun Secure 'I
|1

—

L 2]

p save changes to the CICM

} cancel

Scroll down the global settings modification on <cicm-nnn>
page to the Terminal settings section, and select yes in the
M5216 Emulation Mode field.

configuration
terminals
Users
maintenance

CICM-EM

status
synchranization
maintenance

profiles
audio
enterprise
language
netwark
user
feature
security

diagnostics
diagnostics

This procedure is complete.

Maonzecure Client Threshald

Secure Client Threshold

Reset Security

Locale Settings

Default Langusge

Default Tone Set

Default Time difference from
GhT

Default Daylight Setting

Default Time Farmst

Default Date Format

Terminal Settings

InboziCuthox Display Parsing
Format

Minimum Dislling Digits far
Ik Ot

MS216 Emulation Mode

7]

English (UK) =

I England vl
ID Minutes (IP Phone 200 anly)

Mo | IP Phone 200x only1

|12huur 'l

|Day First (ddmmm}

[

ISurname, First Marme j
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Installing and initializing IP phones for CICM nodes

Installing and initializing Internet Protocol (IP) phone set is the same for
the following models:

IP Phone 2001
IP Phone 2002
IP Phone 2004
IP Conference Phone 2033

Getting an IP phone to operate is divided into:

Installing an IP phone
Initializing an |P phone

Installing an IP phone
Install an IP phone to become a client of a CICM node.

Prerequisites to installing an IP phone
You must address the following before starting the installation.

An IP phone set can be configured in different ways depending
whether a full or partial Dynamic Host Configuration Protocol
(DHCP) server is available in your network. DHCP can be used to
provide the IP phone with an IP address and other information
required to initialize the set. Determine from your network
administrator whether DHCP is being used, and if so whether it is
full or partial.

Whether or not you are using DHCP, ensure that you know the
information that is identified in table IP_phone configuration
parameters before you begin the installation.

You need CAT-5 cable with an RJ45 connector at each end.

You need an AC power outlet for the phone set. The outlet must
provide up to 240 V.

Procedure steps to installing an IP phone

At the location for the phone

1
2

3

Place the phone where it is to be used.

Measure the path from the phone to where it is to connect to the
IP network.

Make a CAT-5 cable with an RJ45 connector at each end long
enough to follow the path.
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4

CAUTION

Risk of equipment damage

Severe damage occurs to an IP phone set
that is plugged into an ISDN connection.

Ensure that you are plugging your set into a
10 or 100 BaseT Ethernet jack.

Connect one end of the CAT-5 cable to the line jack on the
telephone base and the other end to an Ethernet jack into the IP
voice network.

5 Connect one end of the handset cord to the handset jack on the
telephone base. Connect the other end of the cord to the
handset.

6 Plug the AC Power adapter into the telephone base and the
other end into an AC outlet.

All hardkey indicator lights and softkey icons flash to indicate the
phone is powered but not initialized. Continue the installation at

Initializing an IP phone.
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Initializing an IP phone
Initialize an IP phone to complete its initial installation and enable its
operation with a CICM node.

Prerequisites to initializing an IP phone
You must address the following before starting the initializing.

¢ The initial installation must have been started as described in
Installing an IP phone.

Procedure steps to initializing an IP phone

At the IP phone set

1

Ensure that the IP phone set is powered. Power is indicated by
flashing indicator lights and softkey icons.

If nothing is flashing, ensure that:

e the AC outlet has power

* the AC Power adapter has a good connection at both ends
e you unplug and plug in the AC adapter at the telephone base
Once the phone set is powered, it automatically begins
initializing.

As soon as the following screen appears on the phone set, press

each of the softkeys once from left to right. Pressing the keys
enables you to configure the phone.

Hortel Networks

Press the row of

buttons once from left

to right upon seeing
-—— thisscreen.

Note 1: If this screen does not appear, you must contact your
system administrator to get the phone set upgraded.

Note 2: If the next screen appears before you press all of the
softkeys, you must unplug the power cord to restart the
initializing and repeat this step.
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3 As the prompts for configuration data appear, you must enter the
appropriate information. The table IP_phone configuration
parameters identifies the prompts and what to enter for each.

When inputting data to answer the prompts, the softkeys
become labelled as follows.

OK
is to record the entry and continue to the next prompt.

Bkspace
is to edit the current prompt by deleting an entry one
character at a time.

Clear
is to erase the current entry for the prompt so that other
data can be entered.

Cancel
is to abort the configuration process and return to step 1.

To input numbers for the data, use the number keys on the dial
pad. When entering IP addresses, press the asterisk (*) to
represent a period (.).

Table 2 IP phone configuration parameters

Prompt Entry data

1. DHCP? (0- No, 1-  Enter 1 to use full or partial DHCP.
Yes) Enter O (zero) to manually configure the set.

2. DHCP: 0 - Full, 1 - The prompt appears only when full or partial DHCP is
Partial selected. For full DHCP, all remaining prompts are
automatically configured by the DHCP server.

For partial DHCP, prompts 3, 4, and 5 are automatically
configured by a DHCP server.

3.SETIP Enter the IP address for the phone.

4. NETMSK Enter the network submask.

5. DEF GW Enter the IP network address of the default gateway.
6.S11P Enter the IP address of the primary server.

7.S1 PORT Enter 5000 for the port number of the primary server.
8. S1 ACTION Enter 1 for the primary action code.

(Sheet 1 of 2)
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Table 2 IP phone configuration parameters (Continued)

10. S2 IP

11. S2 PORT
12. S2 ACTION
13. S2 RETRY COUNT Enter 6 for the secondary retry count.

9. S1 RETRY COUNT  Enter 6 for the primary retry count.

Enter the IP address of the secondary server.
Enter 5000 for the port number of the secondary server.

Enter 1 for the secondary action code.

4

When all configuration data has been entered, the IP phone
saves the entries and attempts to connect to the server. The
attempt is shown by the following figure.

NERTEL
NETWORKS

Locating Server...

Depending on the configuration of your gateway, you may be
offered to upgrade the firmware for the IP phone. When there is
a new firmware release, this message appears:

New firmware available. Perform upgrade now?

Select Yes by pressing the nearest key. Downloading takes less
than two minutes.

When the IP phone has successfully connected to the server,
this screen appears:
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RTEL
NETWORKS

Login 01/01 12:15%pm

Enter Username:

Clear bDelete

Begin using the IP phone.

When the IP phone does not connect successfully to the server,
it re-attempts connection.

When the IP phone cannot connect to the gateway, it may
indicate that an invalid parameter was entered during the
initialization. In this case:

a verify your entry data for the table IP_phone configuration
parameters is correct

b unplug the power to the phone to clear the initialization data
and repeat the procedure from step 2

7 If you still cannot connect to the network through the gateway,
contact your next level of technical support for assistance.

8 This procedure is complete.

R
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