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Security and Administration

Overview

This section describes the security and administration for the Centrex
IP Client Manager (CICM) component, it describes tools and utilities
and provides administration and security procedures.

Administration

Centrex IP Client Manager administration consists of CS2K
administration and CICM administration.

Administration for the Centrex IP Client Manager can be done from
either the Element Manager hosted web pages or from the
Administration PC that allows access to the CICM. The Centrex IP
Client Manager does not come equipped with a display or keyboard.

CS2K administration

CS2K administration is undertaken upon installation, with the datafill of
hardware data tables to specify connections. Once datafilled, there
should be no reason to alter the datafill. Refer to the Configuration
Management section of this document, and the CS2K documentation.

Centrex IP Client Manager administration
An Administration PC is attached to the service provider’s
Administration LAN. An Administration PC accesses the CICM Element
Manager (EM) via a web interface and the Terminal Services Client.

Most administration functions can be done from the Element Manager
Web Interface. However, for configuration of the Element Manager, use
the Terminal Services Client to remotely control the Element Manager.
The Terminal Services Client provides access to the complete Element
Manager desktop.
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The functions of the Centrex IP Client Manager administration interface
are to:

» Display the status of the CentrexIP service
» Start or stop the CentrexIP service

» Configure the CICM and clients

* Collect event logs from the CICM

* Backup and restore the CICM configuration

Device administration
A CentrexIP line can be made busy (BSY), installation busy (INB) or
returned to service (RTS) in the same manner as a conventional line.
Refer to the CS2K documentation suite for complete procedures.

For information regarding configuration and administration of i200x and
m6350 SoftClient, refer to the Centrex IP Client Manager Series 2.5
1200x User Guide and the Centrex IP Client Manager m6350 SoftClient
User Guide.

Terminal Handover
The Terminal Handover feature provides a mechanism for terminals on
one CICM node to be transferred to the mate node with little or no
service interruption. Refer to the Perform Terminal Handover procedure
in this document.

Terminal Handover overview

When software or hardware maintenance or upgrades are being
performed on a CICM node, the node is taken out of service. Terminals
on the node to be shut down may be moved to the mate node prior to
node shutdown. The mate node is still available to provide service
during the node outage (although at a reduced capacity).

The Terminal Handover feature allows the CICM node to shut down in
a controlled manner, as follows:

* The administrator selects a shutdown timeout interval (between 5
and 60 minutes, in 5 minute intervals) and initiates the terminal
handover.

» Terminals attempting to register new sessions with the CICM node
will be automatically redirected to the mate node.

* Terminals with no active user login session are transferred to the
mate node immediately when the terminal handover is initiated.
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* For terminals with an active user login session:

— users are presented with a dialog screen informing them that
maintenance is being performed, and requesting permission to
perform a terminal reboot.

— Users have the choice to defer the terminal reboot. If they defer
the terminal reboot, after several minutes they will again be
presented with a dialog screen requesting permission to perform
a terminal reboot.

— Users that repetitively defer the terminal reboot until the end of
the shutdown timeout interval will be forced out. The active call
is dropped and transferred to the mate node.

— When a terminal is transferred, the terminal loses service for a
few seconds.

— The user login session is automatically restored when
connectivity is restored on the mate node.

» If all terminals have been moved to the mate node before the
timeout occurs, the shutdown will complete at that time instead of
waiting for the timeout expiration.

Terminal Handover -- client terminals

This feature applies to both i200x Etherset and m6350 clients. The
handover process is basically the same for both i200x and m6350 types
of terminals. The differences are primarily in the user interface.

For detailed information on the user interface for i200x terminals, refer
to the NN10027-113 CICM Series 2.5 Etherset Installation Guide. For
information on the user interface for the m6350 SoftClient, refer to the
User Manual NN10182-113 CICM Series 2.5 m6350 Client Installation
Guide.

Limitations and restrictions of Terminal Handover
This section provides the limitations and restrictions of the Terminal
Handover feature.

Cross-hosted call processing Cross-hosted calls that have
terminals with active user sessions on the mate node and are using call
processing resources on the node that is shut down, will lose active
calls without notice when the node hosting the call processing
resources is taken out of service.

Network addressing To move the terminal from one node to the
other, the Unistim SwitchServer command is used.
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Security

When a terminal connects to the CICM, the CICM queries the terminal’s
server configuration (which is configured manually on the terminal or
via DHCP). The CICM identifies which of the server entries
corresponds to its own host address (the client LAN address on the
CICM node).

The CICM then identifies which is the failover server. If the failover
server is not configured correctly to be the mate node, the terminal
transfer will fail. The terminal will eventually reconnect to the node being
taken out of service when that node is brought back into service. The
CICM does not reprogram the terminal’s server configuration.

Example

Failover terminal: If a terminal connected to node B has node A
configured for server SO, and node B configured for server S1, then
node A is the failover server.

Note: If a static NAT bind is being used to publish private CICM
client LAN addresses on a public network, the CICM will be unable to
match its own address to either of the addresses configured on the
terminal. This will cause unpredictable results when using the
Terminal Handover feature.

Terminal server configuration Terminals with S1 and S2
configured as the same server (e.g. both configured with the address of
node A) are not candidates for handover to the mate node. In this case,
when a terminal handover is being performed, a log is generated for
these terminals and the terminal is left connected to the node until the
node shuts down completely, at which point it loses service.

The security model for the Centrex IP Client Manager mandates two
separate networks: the Administration network (Admin LAN) and the
Client network.

Admin and Client LAN security

The Admin LAN is a secure environment owned and managed by the
Telco. It is used for carrying operation and administration data and does
not carry call control data or media streams. No voice services are
available from the Admin LAN.

The Client network also belongs to the Telco customer. The Client LAN
is a non-secure network not under the control and management of the
Telco. It carries call control and bearer traffic.
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For security purposes, the Admin LAN and Client LAN are physically
isolated from each other within each CICM cabinet. Routing directly
between the Admin and Client LAN is disabled in the CICM. Only the
basic services needed for call control are available from the Client LAN
connections to the CICM.

Because of the separation between Admin LAN and Client LAN, an
administrator would have to do the following to test whether a client PC
or i200x is visible on the client LAN:

* Use Telnet to log into the CICM on which the user is registered, or

* Use ping or tracert command from the Telnet command line to try
the reach of the IP address of the client.

Note: Ping and Tracert commands may not be used for
deployment where the CICM and its clients are separated by
firewalls and NATs because Ping and Tracert messages are not
able to traverse firewall/NAT.

Access privileges and restrictions

The following access privileges are protected by user names and/or
passwords:

* Access to the CICM and Element Manager via the Admin LAN.
» Access to the administration web pages on the Element Manager.
» Login to terminals on the Client LAN.

To access the Element Manager web pages, a user must be a member
of the CentrexIP administrators group, which is configured as part of the
installation process. As a member of the administrators group, the
administrator password can be used for access to the Administration
PC, the Element Manager web pages, and for Telnet access.

Refer to the User Administration Procedures section of this document
for detailed instruction on setting up user and administrator groups and
setting privileges.

Element Manager security
Access to the Element Manager is controlled by the Internet
Information Server (IIS). For security purposes, authentication is
required to obtain access to the EM (by IIS default configuration).
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The following options may also be configured for extra security:

» Secure Sockets Layer (SSL) encryption may be configured to
provide privacy of sensitive information

» Certificates may be configured for additional authentication

* Auditing may be configured to monitor security activities to prevent
unauthorized access

lIS filter access
Internet Information Services (11S) can filter access to web services
based on selected IP addresses or domain names. Having only a small
set of client addresses in the filter minimizes the chance of infraction.

Read-only shared resources
The Element Manager is initially configured with three shared
directories, one for firmware, one for backup, and one for patching. All
of these should be read-only. If directories are created for other
purposes, ensure these are made writable for the minimum required
period of time.

Authenticated web access
The web server can be configured to only permit access to
authenticated NT users within the CICM domain or other domains
where trust relationships have been established.

Secure web access
The web server supports secure web access using Secure Sockets
Layer (SSL) when provided with a signed Certificate. This requires the
administrator to obtain a Certificate from a provider. 1S supports client
certificates that are manually distributed to trusted clients and entered
into the browser. SSL can be configured using the Internet Service
Manager.

Firewall and NAT traversal
Firewalls and Network Address Translation (NAT) devices are widely
used by enterprises to maintain their network security and integrity.

A firewall is a system designed to prevent unauthorized access to or
from a private network. Firewalls can be implemented in hardware or
software, or a combination of both. All messages entering or leaving the
private network pass through the firewall, which examines each
message and blocks those that do not meet the specified security
criteria.

A NAT needs to be deployed to translate from a private IP address to a
public IP address and vice versa (if an enterprise uses private IP
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addresses internally and public IP addresses externally). A NAT is a
software capability residing on a firewall. A NAT essentially hides an
enterprise internal private IP address domain and makes it
non-reachable from external points of origin, hence providing an
additional layer of security.

In a typical deployment where the carrier provides IP Centrex as a
carrier-hosted Centrex solution to its various enterprise customers, the
CICM is normally located in the carrier Central Office LAN (CO-LAN),
in the carrier's managed IP network and the carrier’s IP address space.
The IP phones reside on the enterprise LAN in the enterprise private IP
address space behind the enterprise firewall and NAT. The IP phones
communicate with the CICM over the carrier's managed IP network.
The firewalling and NAT functions may be provided via software
residing on an enterprise edge router, or a separate device linked to the
edge router.

To enable CS2Kto provide Centrex IP as the Succession-hosted
Centrex solution to its various enterprise customers, it is critical that the
CS2K Centrex IP services are able to traverse enterprise firewalls and
NAT devices.

Nortel Networks has developed a comprehensive firewall and NAT
traversal solution for CS2K-based Centrex IP Solution utilizing the
CICM Series 6.12 and above.

NAT traversal

Nortel Networks’ Centrex IP supports all types of NATs regardless if it
is a full cone NAT, restricted cone NAT, port-restricted NAT or symmetric
NAT. There is no change needed on existing NAT functions or NAT
devices of enterprises.

UNIStim signaling NAT traversal Centrex IP UNIStim signaling
messages can traverse any type of NAT as UNIStim messages are
always initiated by Centrex IP clients from the private side of the
enterprise NAT. That initial UNIStim message creates a binding on the
NAT to allow UNIStim message traversal from the CICM from the public
side of the NAT.

Keep NAT binding alive for UNIStim signaling Each i200x is
configured with the IP address of its hosting CICM. When the i200x

powers on, it sends a Resume Connection message to the CICM. A
path through the NAT device is set up for UNIStim signaling.

Once the initial connection has been made, the i200x starts the Watch
Dog timer, with a default value of 2.5 minutes.
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To keep the firewall pinhole open for the UNIStim signaling path
throughout the user’s logon session, the CICM has a built-in global
terminal Watch Dog timer that has a default value of 2 minutes.

Every one minute, the CICM sends a UNIStim Reset Watchdog
message to the client (i.e. terminal) to reset the Watch Dog timer on the
client, and the client responds with an ACK message. This ACK
message goes through the firewall and resets the firewall (NAT) timer,
hence keeping the firewall pinhole open and the NAT binding alive.

The configurable NAT binding (firewall) timer value is recommended to
be 3 minutes. The guideline is to set the Watch Dog timer about 30
seconds smaller than the firewall timer.

RTP media NAT traversal Two uni-directional RTP media streams
are needed to set up a VolIP call. The outgoing RTP media stream from
Centrex IP clients to the CICM can traverse the NAT since it is initiated
from the private side of the NAT. However, the incoming RTP media
stream initiated at the CICM (on the public side of the NAT) and
destined to the clients can not traverse the NAT since there is no
address binding established at the NAT. Therefore, the call fails.

The real challenge of a NAT on any VoIP application, therefore, is how
the incoming RTP media stream traverses the NAT.

Nortel Networks NAT traversal solution
The Nortel Network NAT traversal solution is summarized by the
following four factors, which are discussed below.

CS2K-routed calls
Intraswitched calls behind a single NAT

Calls between two enterprises
» Keeping NAT open for RTP media

Tools and utilities

The Web Interface is the primary user interface to the Centrex IP Client
Manager. The CS2K Line Maintenance Manager (LMM) Interface may
be used to perform administration and maintenance of the CS2K
components that relate to the CICM.

A number of standard administration tools, such as SNMP and WMI,
can be used on the Administration PC, in addition to the Web Interface,
for remote management of the CICMs.
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Web Interface
The Element Manager Web Interface is designed for use with Microsoft
Internet Explorer 5.0 or higher and uses standard Microsoft navigation
techniques.

Note: For the Web Interface to be correctly displayed, a PC with a
resolution of at least 800x600 and a color depth of at least 256 colors
should be used.

The Web Interface allows you to configure and monitor CICMSs via a set
of web pages. Web pages are hosted on the Element Manager. They
offer configuration and status options to the administrator. These web
pages are password protected and can also be accessed from a remote
web enabled terminal.

The web interface is made up of two basic components: the navigation
bar and the context panel.

The navigation bar is arranged upon installation to offer full
administration of the CICM. For example, configuration and status web
pages that are applicable to a particular CICM can be selected from the
CICM menu on the navigation bar.

The context panel contains different displays depending on which
option has been selected on the navigation bar.

LMM Interface

The Line Maintenance Manager (LMM) Interface on the CS2K is the
primary interface between administration personnel and the CS2K. The
LMM Interface is used to perform administrative and maintenance tasks
on the CS2K, including:

* General maintenance

* Network management

* Operational measurements
* Service analysis

* Trunk tests

» Data modification

* Line tests

Refer to the CS2K documentation suite for detailed procedures on the
LMM Interface.
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CICM SNMP agent
Simple Network Management Protocol (SNMP) is an industry standard
management interface. An SNMP agent provides a standard interface
for status monitoring and fault reporting.

The CICM provides an SNMP interface for remote status monitoring.
Each CICM node will send SNMP traps to a set of management
systems when specific events occur (See also the Event Log section of
the Security and Administration module of this document).

An SNMP browser can be used to view the standard MIB-2 mibs as well
as the Nortel Networks specific CICM mib.

CICM WMI agent
WMI is a management interface from Microsoft, and is a standard
component of the NT-embedded operating system. The WMI
management system provides the capability to monitor the status of the
CICMs. The WMI Agent does not need configuration.

WMI management systems are available from companies such as
Hewlett Packard.

Security and administration procedures

Security and administration procedures are performed by means of the
Element Manager Web Interface, a Telnet connection to the
Administration LAN, and the Microsoft desktop.

User administration
This section provides procedures for the administration of user
accounts on the CICM EM, including the administration of user and
administrator privileges. It does not address CICMs.

Since the standard operating system on Series 2.5 EMs is Windows
2000, these procedures are written for a Windows 2000 EM. However,
Windows NT is also supported on legacy EMs.

Open the Computer Management tool

The User Administration procedures use the Computer Management
tool, which is a program on Windows 2000 that allows various tasks to
be performed, including the management of users. The following
procedure demonstrates how to access this tool.
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—

Procedure 1 Open the Computer Management tool

On the EM MS 2000 desktop
1 From the Microsoft Windows Start menu, select Programs, then
Administrative Tools, then Computer Management:

Start > Programs > Administrative Tools > Computer
Management

) Component Services
E Compuber Management
=4 Configure Your Server
& Connection Manapsr Administration Kit
% Dats Sources (0DBC)
af Distributed File System
B Event Viewer
1 internet Services Manager
@ Licensing
EP Local Security Policy
& network Monitor
¥ Performance
= Routing and Remote Access
“f) Server Extensions Administrator
Bl Services
] Telnet Server Admirstration
3} Terminal Services Configuration
4 (2 Accessories b [ME Terminal Services Manager
BIRE Adninistrative Tools  + RS E
» @ internet Explorer
» €3 Outlook Express
k-]

[fistart | (A @ W) o |
Response: The Computer Management window opens.
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E Computer Managenment

J Action  Wiew |J e o= | ||@

Tree I Marme I
Q Computer Management (Local)y Clusers
Elﬁ& System Tools [daroups

-] Event: Viswer

@ Syskern Information

ﬁ Performance Logs and Alerts
- Shared Folders

----- E;, Device Manager

Local Users and Groups
[—]@ Skarage

+-[_7) Disk Managermnent

@ Disk. Defragmenter

=] Logical Drives

@ Removable Storage
EEI--% Services and Applications

2 This procedure is complete.

View users on an EM

When the Series 6.12 CICM software is installed on an Element
Manager, a standard set of user accounts is automatically created. The
following table provides a description of these automatically created
user accounts.

Table 1 Standard User Accounts

User Name Purpose

IUSR_CENTREXIP-PEM A built-in account for anonymous access to Internet
Information Services (IIS). This user name and password is
created and managed by IIS and as such should not be
deleted or modified.

IWAM_CENTREXIP-PEM A built-in account for Internet Information Services to start out
of process applications. This user name and password is
created and managed by IIS and as such should not be
deleted or modified.

TslnternetUser This user account is used by “Terminal Services Internet
Connector License.” As this is not installed on the EM by
default, this account can be disabled safely.
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Table 1 Standard User Accounts

User Name Purpose

Guest A built-in account for guest access to the computer. This
account is not used by CICM and can be disabled if not
needed.

Administrator A built-in account for administering the computer with full

access permissions. It is used for most operations on the EM.

This user password is initially set to “centrexip” but can be
changed at any time (see the Change User Password
procedure below). It is recommended to rename this user
name to a less obvious name to enhance security.

It is necessary to have an account on the EM with full
privileges so all maintenance can be performed.

NortelTAS This user account allows Nortel Support access to the EM.
TAS is the Nortel Technical Assistance Service.

CICM account This is an important account that the majority of CICM

(site specific, but usually  software runs under. It is created on the EM installation by the

called comuser) preboot command (the install command in 2.4). It should have

the same name and password on all CICMs and CICM-EMs
that interface with each other. It is not possible to change this
account’s password. This account should not be used for
general administration purposes.

Use the following procedure to view the users on an EM.
Procedure 2 View users on an EM

On the EM MS 2000 desktop
1 Open the Computer Management tool from the Microsoft
Windows Start menu:

Start > Programs > Administrative Tools > Computer
Management

e
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) Component Services
E Compuber Management
:3 Configure Your Server
& Connection Manapsr Administration Kit
S Data Sources (ODBC)
oF Distributed File System
m Event Viewer
1 internet Services Manager
© Licensing
EP Local Security Policy
& network Monitor
9 Performance
= Routing and Remote Access
“f) Server Extensions Administrator
% Services
] Telnet Server Admirstration
____________ 3} Terminal Services Configuration
8 (=) Accessaries b [ME Terminal Services Manager
BIRS Adminiskrative Tools  + RS
» @ internet Explorer
» €3 Outlook Express
k-]

[fstart || ) @ B () § |

2 In the Computer Management window, expand the Local Users
and Groups file, then click on the Users folder.

Response: On the right of the Computer Management window is
displayed a list of all users on the system.

Note: The following figure shows the user accounts that are
automatically created. Refer to Table 3 above, Standard User
Accounts, for a description of these user accounts.

_‘__', Computer Management !IEI m
| acion vew | ¢ = B@m AB @
Tree I Name | Full Mame | Description
S Computer Management (Local) Al mndmhistrator Built-in account for administerin
= ﬁ System Tools \'ﬂtomuser
B ﬁ] Event Yiewer Guest Built-in account for guest acces
LM g System Information IUSR_CENTREXIP-PEM Internet Guest ...  Built-in account For anonymous
L ﬁ Performance Logs and Alerts QIWHM_CENTREXIP-PEM Launch IIS Proc...  Built-in account For Internet Inf
- [#-g) Shared Folders Friorteltas
P % Device Manager stInternatUsar TsInternetUser This user account is used by Te
- [2-#& Local Users and Groups
S
] -] Groups
= @ Storage
] (L] Disk Management
n? Disk. Defragmenter
= Logical Drives 12
LM @ Removable Storage
-8 Services and Applications _Y_J | | _EJ
I

_SN06.2 Preliminary 03.02 March 2004 Copyright © 2004, Nortel Networks



Nortel Networks Confidential Security and Administration 15

3 To view the properties of a user, double-click on the user name
from the list in the right window.

Response: The <Username=> Properties window opens.

Administrator Properties i |

General | Member 0f | Profie |

‘g Administrator

Full name: ||

Description: IBuiIt-in account for administering the computer/dam:

™ Wser must change password at neqt logon
[ User cannot change password

v Password never expires

™ Accountis disabled

I™ Aceount is lncked out

Ok I Cancel | Apply

4 This procedure is complete.

Create new users
Use this procedure to create new users on the CICM EM. Only a user
with administrator privileges can perform this procedure.

All new users are automatically assigned user privileges. To assign
administrator privileges, first create the user, then perform the Assign
Administrator Privileges procedure below.

Procedure 3 Create new users

On the EM MS 2000 desktop

1 Logon to the EM with a user account with administrator’s
privileges.
2 Open the Computer Management tool from the Microsoft

Windows Start menu:

Start > Programs > Administrative Tools > Computer
Management
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3 In the Computer Management window, expand the Local Users
and Groups file by double-clicking on this file.

Response: The Users and Groups sub-folders are displayed in
the left window.

4 Click on the Users folder.
Response: The right window displays the contents of the Users
folder.

5 Click on the Action menu, then select the New User option.

Response: A New User dialog box opens.

6 Datafill the New User dialog box:
a Enter the username and password for the new user.
b Check the boxes as shown in the following figure.

Note: The check boxes normally should be set as shown
in the following figure. To set password expiration, see the
procedure below, Set Password Expiration.

New User 7]
User name: ||0hn
Full narne: |iohn doe
Description: |

Password: I”""e

Confirm password: |’“""

I_ Uger must chande password at next logon
¥ User cannot change password

W Password never expires

™ Account is disabled

Create Close
| |

7 Click the Create button.

Response: The New User dialog box closes and the new user
account appears in the Computer Management window's list of
users.

8 This procedure is complete.
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Nortel Network

Delete or rename a user
Use this procedure to delete or rename a user account. Only a user with
administrator privileges can perform this procedure.

Procedure 4 Delete or rename a user

On the EM MS 2000 desktop

1 Logon to the EM with a user account with administrator’s
privileges.
2 Open the Computer Management tool from the Microsoft

Windows Start menu:
Start > Programs > Administrative Tools > Computer
Management

3 In the Computer Management window, expand the Local Users
and Groups file by double-clicking on this file.

4 Click on the Users folder.
Response: The right window displays the contents of the Users
folder.

5 From the list of users in the right window, right-click on the user
to delete or rename, then
a To delete the user, choose Delete from the pop-up menu.

b Torename the user, choose Rename from the pop-up menu,
then enter the new name and press Enter.

2 Computer Management

acoon Wew | & = M| X B &

Tree F I | Full Narme | Description |
8] Computer Management (Laca) Adriristratar Built-in sccount For admiristering the...
= & System Toals PC SRP Guest Built-in account For guest access ko b...
£ [f] Event Viewer [ SspsCiGvohoctt:  SMSG . FY. Systems Manage...
i Set Password

+ g System Information ﬂWE\CIlTnHﬂr... SMEL DO WOT MODIFY, Systems Manage...

) E Performance Logs and Alerts

3 R .
= Device Manager

Local Users and Groups
" Users
| Groups
- (A8 Storage

| Disk Management

w Disk Defragmenter

= Logical Drives

+-fg Removable Storage

-} &8 Services and Applications
& WMl Conteol

5& Services

m n Indexing Service

6 This procedure is complete.

= T EEE——————
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Set user password
Use either of the following procedures to set or change a user
password, or to reset an expired password.

The procedure below changes passwords from the Computer
Management tool, and the following procedure changes passwords
from the EM Web Interface.

Only a user with administrator privileges can perform these procedures.
Some user account passwords are controlled by 11S and shall not be
modified. Refer to Table 3, Standard User Accounts, for information on
these accounts.

Procedure 5 Set user password (Computer Management tool)

On the EM MS 2000 desktop

1 Logon to the EM with a user account with administrator’s
privileges.
2 Open the Computer Management tool from the Microsoft

Windows Start menu:

Start > Programs > Administrative Tools > Computer

Management
3 Expand the Local Users and Groups file, then the Users file.
4 From the list of users in the right window, right-click the user,

then select Set Password from the pop-up menu.
Response: The Set Password dialog box opens.

Set Password - i 2 x|

Mew pazsword: ||

Confirm pagsword; I

ak I Cancel |

5 Enter the new password, confirm it, then press OK.

6 This procedure is complete.
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Procedure 6 Set user password (EM Web Interface)

At the CICM - Element Manager home page

1 Select users from the navigation bar.
Response: The user home page opens.

2 Choose the CICM, then click on the configure users on text box
on the right.
Response: The users on <CICM name> (drawer name) page
opens.

3 In the table of users, click on the user ID to edit.

Response: The edit user <name> on <CICM name> page
opens.

4 Enter a new user password into the password field, then click
on save changes text bar on the right.

Response: A status page opens to confirm the change.
5 This procedure is complete.

Assign/Remove administrator privileges
There are two privilege levels for users: user privileges, and
administrator privileges.

User privileges applies by default to all new users, who are put into the
Users group automatically upon creation.

A user is assigned administrator privileges by adding them to the
Administrator group. Administrator privileges are removed by removing
the user from the Administrator group.

The user account “Administrator” that is automatically created upon EM
configuration is set up as a member of the Administrator’s group.
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The following table compares the two privilege levels.

Table 2 User and Administrator Privileges

Operation User Privileges Administrator Privileges

Logon locally Given by default. Given by default.
This privilege can be Can be removed using the
removed by using the User  User Rights Assignment in
Rights Assignment in the the Local Security Settings
Local Security Settings program.
program.

Logon remotely using No Given by default.

Terminal Services Client Can be removed by editing

user properties within the
Computer Manager.

Telnet Yes Yes
FTP Yes Yes
CICM web page access Yes Yes
Certain operations such  Restricted Yes

as installing some types
of software, changing
network settings, etc.

Running preboot or No Yes
swupgrade on the EM

Change other user’s No Yes
passwords

Only a user with administrator privileges can perform this procedure to
assign or remove administrator privileges.

Procedure 7 Assign/Remove administrator privileges

At the EM MS2000 desktop

1 Logon to the EM with a user account with administrator’s
privileges.
2 Open the Computer Management tool from the Microsoft

Windows Start menu:

Start > Programs > Administrative Tools > Computer
Management
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3 Expand the Local Users and Groups file, and then the Groups
file.

4 Double-click on Administrators from the list of groups in the
right window.

Response: The Administrator’s Properties dialog box opens with
a list of the Administrator’s group members.

Administrators Properties ﬂ m

General |

g Administrators

nplete and unrestricted access to the computer/ domair

Adrinistrator
COMuUSEr
MortelTAS

5 To add a user to the Administrator group and assign them
administrator privileges:

a Inthe Administrator's Properties window, click on the Add
button

Response: The Select Users or Groups dialog box opens.
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d
e

: select Users or Groups | 2] x|
Look in: |5 CENTREXIP-PEM d
l Name ] In Folder ILI
€% Guest CENTREXIP-PEM
ﬁ IUSR_CEMTREXIP-PEM CENTREXIP-PEM
€7 IWAM_CENTREXIP-PEM CENTREXIP-PEM
0 CENTREXIP-PEM
€ MortelTAS CENTREXIF-PEM
ﬂ Tslnternetzer CENTREXIP-PEM

Add I Check Names

CENTREXIP-PEM\iohn

ok | Cocd |
4

Search for and select the user to add from the list in the top
half of the dialog box, or type the username into the bottom
window of the dialog box,

Then click on the Add button.

Response: The name added moves to the bottom half of the
dialog box.

Continue to select and add until you have completed your list,
Then click OK to save your changes.

6 To remove a user’s administrator’s privileges:

a

b
c
d

From the Administrator’s Properties window’s list of
administrators, click on the user name to remove,

Then click on the Remove button.
Continue to remove user names until complete,
Then click on OK to save your changes.

7 This procedure is complete.

Set password expiry
Microsoft Windows has a build-in method to manage password expiry.
This is turned off on the EM to stop certain accounts from expiring,
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which could affect the running of the CICM. Before turning on password
expiration, you must make sure the CICM account is set to never expire.

Only a user with administrator privileges can perform this procedure.

Procedure 8 Set password expiry

On the EM MS 2000 desktop

1
2

Logon to the EM as an Administrator.

From the Microsoft Windows Start menu, open the Computer
Management tool by selecting:

Start > Programs > Administrative Tools > Computer
Management

In the Computer Management window, expand the Local Users
and Groups file, then the User file.

Double-click on the CICM user account from the list of Users on
the right window.

Note: The CICM user account is site-specific, but it is usually
named comuser.

Response: The <CICM user account> Properties dialog box
opens.

comuser Properties ﬂﬂ

Remate control | Terminal Services Profile | Diakin
General | MemberOf | Profle | Erwiorment | Sessions

5 COmuser

Eull name: |

Deszcription; I

™| User must change passw
[V User cannot change password
" 'lE_é!SSE a_q:lre_ﬁ
™ Account it disabled
I | Accaunt s |GERed ol

’TI Cancel Apply |
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5

In the user Properties dialog box, check the User cannot
change password and Password never expires options, then
click OK.

To turn on password expiry, it is necessary to first change a
system setting. From the Microsoft Windows Start menu, open
the Local Security Settings dialog box by selecting:

Start > Programs > Administrative Tools > Local Security
Policy

Response: The Local Security Settings dialog box opens.

lﬁ Local Security Settings

| actin view || & = B@m X B2

Tree | Policy  / | Local Setting | Effective Setting |
E@ Security Settings ﬂEnFﬂrce password history 0 passwords remem... 0 passwords remem. ..

=8 Account Policies imum password age

8 password Palicy Mirimum password age 0 days 0 days

i @ account Lockow | BE]Minimum passward length 0 characters 0 characters
-8 Local Policies ?LﬂPasswards must meet compl.,. Disabled Disabled
#-_] Public Key Policies ._-'"ji{IStare password using rever.,. Disabled Disabled

+- 8 1P Security Policies

From the Local Security Settings window, expand the
Account Policies file, then expand the Password Policy file.

Response: The right window displays a list of settings that affect
passwords.

It is recommended to only change the Maximum Password Age
setting. To change this setting, double-click on Maximum
Password Age from the list of settings in the right window of the
Local Security Settings window.

Response: The Local Security Policy Setting dialog box
opens.
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Local Security Policy Setting . d |

4 Masimum pazsword age

=

Effective policy setting

Pagzwords expire in;
|45 days

Local paolicy zetting

Pagzwords expire in;

M5 = daps

If domain-level policy settings are defined, they overnide local policy settings.

ak. I Cahicel

9 To change the expiry setting:

a To disable expiry, set the Maximum Password Age in the
Passwords expire in: field to 0, then click OK.

b To enable expiry, set the Maximum Password Age in the
Passwords expire in: field to the number of days you want
passwords to be valid, then click OK.

10 (OPTIONAL: FOR EXPIRED PASSWORDS)
Once a user password is close to the expiry time, when the user
logs into the EM (either at the EM desktop or remotely via the
Terminal Services Client) the user will receive a warning
message telling them to change their password. If their
password is not changed and expires, they will not be able to
login or use the EM web pages. Upon attempting to login, a
Change Password dialog box opens, which must be completed
before they can proceed.
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11

Change Password

:.E‘ Micras: Microsoft
User name: | administrator
Log on to: | CENTREXIP-PEM |
0ld Password: | e,
New Passward: I
Confirm Mew Password: I
EMN
oK | Cancel

This procedure is complete.

Prevent user logon to local EM

Use this procedure to prevent a particular user from logging on locally
to the EM. Users with or without administrator privileges can both be
denied logon privileges. Only a user with administrator privileges can
perform this procedure.

Procedure 9 Prevent user logon to local EM

On the EM MS 2000 desktop

1
2

Logon to the EM as an Administrator.

From the Microsoft Windows Start menu, open the Local
Security Settings window by selecting:

Start > Programs > Administrative Tools > Local Security
Policy

Response: The Local Security Settings window opens.

In the left window of the Local Security Settings window, expand
the Local Policies file.

Click on User Rights Assignment

Response: The right window displays the list of User Rights
policies.
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§ Local Security Settings

|J Action  View |J a = | | b | @

Security and Administration 27

Tree | Policy  /

| Local Setting | Effective Sekking |

Access this computer From the net...
Act as part of the operating system
Add workstations ko domain
Back up files and directaries
Bypass traverse checking

@ Security Settings

B8 Account Palicies

E{E Local Policies

{08 Aundit Policy

[ WUser Rights Assignment

{08 Security Options [8%]change the system time
: D Public Key Policies Create a pagefile
-8 IP Security Policies on Local Machir [&¥]create a kaken object
Create permanent shared objects
Debug programs

Denv access to this computer fram..,,
Denv logon as a batch job
Deny logon as a service

eny logon localky
Enable computer and user account. ..

Backup Operators,P...
MAGEI-Z3MSClSve..,

Backup Operators,P...
MAGEI-Z3MSClSve, .,

Backup Operators,...  Backup Operators,...

Backup Operators,P... Backup Operators,P, .,
Power Users, Admini...  Power Users,Admini...
Administrators Administrators
Administrators Administrators

Force shukdown From a remate sy, Administratars Administrakars
1 | | _DI Generate security audits
5 In the right window, double-click on Deny logon locally.

Response: The Local Security Policy Settings dialog box opens
to display the current list of users denied logon.

6 Click the Add button in the Local Security Policy Setting dialog

box.

Response: The Select Users or Groups dialog box opens.

< Select Users or Groups KHE
Lookin [ 2 |

Hame | In Foldes | =]
) Guest CENTREXIP-PEM

€ WUSR_CENTREXPFEM
€ PwWAM_CENTREXIP-PEM
1

€ MorelTAS

Q T drtemetl) ga

83 |  Check Names |

CENTREXIP-PEM
CENTREXIP-PEM

CENTRE=IP-PEM
CENTREXIP-PEM

CENTREXIP-PEM\sohn

ok |

Cancel |

7 Search and select from the top window, or type in the bottom
window the username to deny access to, then click OK.
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8 This procedure is complete.

Disable the Telnet service

Use this procedure to disable the Telnet service. This will stop all users
from using it. Only a user with administrator privileges can perform this
procedure.

Procedure 10 Disable the Telnet service

On the EM MS 2000 desktop

1 Logon to the EM as an Administrator.

2 From the Microsoft Windows Start menu, open the Computer
Management window by selecting:

Start > Programs > Administrative Tools > Computer

Management
3 Expand the Services and Applications file.
4 Click on Services.
I Computer Management —_Ol:
Action  View |J<:=->|||@|J>l|l m
res I Marme  / | Diescription | Skatus | Startup Tvpe | Log On &5 | 1
g Camputer Management {Lacal) %Security Accourts ... Stores sec...  Started Aukornatic LocalSystem
]ﬁﬁ System Tools Server Provides R...  Started Automatic LocalSystem
[].. Event Wiewer %Smart Card Manages a... tanual LocalSystem
[]---@ Swstern Information %Smart Card Helper Provides s... Manual LocalSystem
[]---ﬁ Performance Logs and Alerts %SMS Client Service Started Manual Asmsclis, .
[+#-g=] Shared Folders %SMS Hardware Inve... Manual Localsystem
Device Manager %SMSNortelTravelFix Automatic LocalSystem
[+ ¥ Local Users and Groups %SNMP Service Includes a...  Started Automatic LocalSystem
]"@ Storage %SNMP Trap Service Receives tr.., Marual Local3ystem
(] Disk Management 88 System Event Nokifi... Tracks syst... Started Aukomatic LacalSystem
E*. Disk, Defragmenter -
ol Dri %Task Scheduler Enables a ...  Started Automatic LocalSystem
[]g I:-gma Dbrlw?ist %TbZ Launch Started Automatic LocalSystem
_emova N .ora.ge %TCPHP MetBIOS Hel... Enables su...  Started Automatic Local3ystem
]--& Services and Applications %T ech Provides T ctarted " | Localsyet
4 v cenr L I T T,
% Sepvices s Telnet Allows are... Manual LocalSystem
g Indexing Service %Timbuktu Remote .., Started Automatic LocalSystem
%Uninterruptible Pow,,. Manages a... Manual LocalSystem
| |
5 In the list in the right window, double-click on the Telnet service.

The Telnet Properties dialog box opens.
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Telnet Properties {Local Computer) EE
General I Lag Dn] F!ecwaryl Depeﬂdamies]
Service name: TintSvi
Dizplay name: Telnet
Desciption; Iﬁlows aremate user to kg on bo the system and un co
Path to executable:
[CAANNT haystem3Ztintsw exe
Staitup lype: Autarnatic d
Autarmnabc

i tarial
Service slatus:

St | Shop | Fauze | Besume |
“You can specify the stat parametess that apply when wou start the service
from here,
Sbat parametes I

ok | Cancel |

Security and Administration 29

v

Change the Startup type to disabled, then click the Stop button,
then click OK to save the changes.

This procedure is complete.

Element Manager Web pages procedures
This section provides procedures based on the Element Manager web
pages. For all procedures provided in this document, it is required to
use administrator userids and passwords to login to the Element
Manager.

Access Element Manager Home page

The Element Manager Home page consolidates access to all of the
user administration procedures. It is accessed from a PC running
Internet Explorer 5.0 or above. From this home page, the following
administrative web pages may be accessed:

CICMs

configuration (see the Configuration section of this document)
audio profiles (see the Configuration section of this document)

language profiles (see the Configuration section of this document)

network profiles (see the Configuration section of this document)

user profiles (see the Configuration section of this document)

SNMP (see the Configuration section of this document)

terminals (see the Configuration section of this document)
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ntrex IP

ent Manager

» users (see the Configuration section of this document)

* CICM upgrades (see the Upgrade section of this document)
» synchronization

» diagnostics

Procedure 11 Access CICM Home page

At the Internet Explorer address line

1 Type the IP address of the Element Manager, followed by
/centrexip/, then press Enter.

Example
http://47.73.240.176/centrexip/

Response: A prompt for the user name and password opens.

2 Type your Administrator user name and password, then press
Enter.

Response: The cicm home page opens.

NERTEL
NETWO

cicm home

The CICW - Element Manager iz used for managing Cendrex (P Client

configuration Wanagers (CIOMS). P view the status of the CICMs
terminals
USErS From this page, you can add or delete CICMs from the CICK - Blemert S view the status of the following
mairtenance Manager, and view the status of the CiChs. CiCM

I cxip2Z0 'I
CICM-EM
status
synchranization 3 :::'33;:;:31 of CICMs stored on
pruflles change the details of the following
audio 4 CICH
enterprise Im
language
network
user P run tht_a configuration wizard on the
faature following CICM

I cxip220 'l
diagnostics
diagnostics

3 This procedure is complete.
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CICM home page

The CICM home page allows CICMs to be added, configured, and
deleted from the Element Manager. It also allows the status of the
CICMs to be viewed.

Monitor the status of a CICM
Use this procedure to monitor the status of a CICM.

The CICM status page is an emulation of the alarm bar panel on the
physical CICM. Any alarms that are seen on the alarm bar will be seen
within 30 seconds on the Element Manager CICM Status page. From
this page you can view the status of individual cards and information
about their configuration.

This CICM Status web page is the best tool to monitor the CICM status.
However, it is recommended to also periodically monitor the event logs
of both nodes and the Element Manager. The details of event logs
should also be viewed if an error occurs to identify the cause of the fault.
Refer to the View Event Logs procedure of this document.

Procedure 12 Monitor the status of a CICM

At the CICM home page on the Element Manager web interface

1 Select View the status of the CICMs from the navigation bar
on the right.

Response: the cicm status page displays a summary of critical,
major, and minor faults on the CICM.
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cicm status

configuration B
e—— Summarny Refresh 09:58:53 (30 seconds) P e Gt e e 61
users Critical (1 CICM) Major (0 CICMs) Minor (0 CICMs) C:t(ip'l 1NE

: e [oaprio =]
maintenance
CICM-EM p view complete status of

status Impﬂu vl

synchronization

profiles LI P Change status

auelo - = OperaﬁonlOﬁline |
enterprise

language CICHM m
netwark
user
feature F Re-scan CICMs
diagnostics

diagnostics

2 To view additional details of the CICM status, click on the view
brief status of text box on the right.

Response: The cicm status page updates to add additional
node and card status information for the CICM.
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ient Manager W

cicm status

canfiguration B
I —— Summany Refresh 10:00:25 {30 seconds) ’ view brief status of
USers Critical {1 CICM) Major (0 CICMs) Minor {0 CICMs) E:t(ipEED -
- o cxem none pone
maintenance
CICM-EM p view complete status of

status Impﬂu vI

synchronization

profiles ﬂ } Change status
audio : - Operation Im
enterprise CEIP220 Refre=sh 10:00:26 -
language CICM |mp1 10 vl
— St o1 o2 o o s o o o i1 12 i i i
netior Fault
HSET otie bt g } Re-scan CICMs
feature Wiaint
diaghostics Hode &, cxip220a gtea;:iscf ;I:l:;l;ning
diagnostics Mode State = master
Fault code=0
o ?l’o fa_u.f%s a’erecrfd LI
3 To view the complete CICM status, click the view complete

status of text box on the right menu.

Response: The <cicm_name> cicm status page updates to
add additional VMG, node, and network information, and to
provide options to view additional detail (See step 4).
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cxip220 cicm status

-

canfiguration —
: CEIP220 - Status - Active Refresh 10:02:15
terminals = 2

users St o1 [02 03 [o4 [os o [o7 [08 fos 1o 11 12 13 f14 f15 15

== =

’ view status of chassis

summany

status Hode A, cxip220a Service = running components
ot Status = Online
synchronization
¥ Mode State = master ’ - itori
Fault code=0 pPerformance monmorim
profiles Mo fanlts detected I Connections vI
audio Hode B, cxip220b Service = running
- Status = Online
enterprise Made State = slave )
language Fault cade=0 — P view the status of
network Mo faults detected LI I oxip110 ,I
user =
feature : :
virtual media gateways
diagnostics ¥MG instance Hode A Hode B
diagnostics e In Service Hot Standby
network |
IP address Adapter Active
47 165.169.110 Mode & Adapter 1 Yes
47 165169111 Mode & Adapter 2 Yes
47 165169112 Mode B, Adapter 1 Yes LI

Note: You must scroll down in the details sub-window to view
all information.

4 To view details of the chassis components, select the view
status of chassis components text for each options on the
right menu bar.

Response: The <cicm name> cicm Status page updates with
the additional detail selected.
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t Manager

CICM

status
configuratian
terrinals
ugers

rraintenance

CICM-EM
status
synchronization

profiles
audio
enterprise
language
nietwiark
user
feature

diaghostics
diagnostics

it

cxip220 cicm status

rFy
CXIP220 - Status - Active Refresh 10:04:21
p summary
Stet [0t [o2]oa o o5 oe o7 fos fog 1ot 123 1 t5 18
Fault ' perform maintenance on
Auctive & (@ @@ cxip220
hdzirt : )
’ view status of chassis
Hode A, crip220a Service = running components
Status = Online
Mode State = master o
Fault code=0 } performance monitoring
No fauits detected ICDnneC’tiDnS vl
Hode B, cxip220b Service = running
Status = Online
Mode State = slave
Fault code=0 — B view the status of
No faults detected - |D><irﬂ 10 vI
Y
chassis components for cxip220
Card Status —
Card Card Card PEC Code PEC Code
Slot € © Slot Type Type Hame Model Front Rear
uj | Mon-System
oz Mon-System
03 Mon-System
04 Mon-System
05 Mon-System
0& Mon-System ;I
5 For performance monitoring of connections or terminals,

from the <cicm_name> cicm status page, select
Connections, Terminals, or Packets from the drop-down menu
in the performance monitoring option on the right menu, then
click on the performance monitoring text.

Response: the <cicm_name> cicm status page updates to
display the information. The figure below displays connections
information.
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cxip220 cicm status

-

canfiguration —

: CXIP220 - Status - Active Refresh 10:07:59
terminals P summary
ussrs St 01 2] o fos o [ o o i o 2 ra s s

==L e

view status of chassis
4
components

status Hode A, cxip220a Service = running
synchronization Status = Online

Mode State = master ’ - itori
Fault code=0 performance monitoring
profiles Mo fanlts detected I Connections vI
audio Hode B, cxip220b Service = running
- Status = Online
enterprse Mode State = slave i
language Fault code=0 —  p view the status of
network Mo fanits detected LI I Cxip1 10 vI
user =
feature :
Connections
diagnostics
. : Hode A {cxip220a
diagnostics el
Call proceszing status Master
Total number of calls 507
Current active callz on VGO {unit 07 100 [0 per minute)

Hode B (cxip220b) e

Call processing status Slave
Tedal mowrlnme ~F el ] LI
6 This procedure is complete.

Change the online/offline status of a CICM
Use this procedure to change the online/offline status of a CICM.

When a CICM is put into offline status, the CICM is not taken out of
service, but the EM does not report alarms on an offline CICM.

Procedure 13 Change the online/offline status of a CICM

At the CICM Home page on the Element Manager web pages

1 Click onthe Change the list of CICMs stored on the CICM-EM
text bar in the menu on the right.

Response: The cicm modification page opens.
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E.I'I
tatus
onfiguration
srminals
Sers
laintenance

ICM-EM
tatus
ynchronization

rofiles
udio
nterprise
nguage
etwirk
ser
sature

iagnostics
iagnostics

cicm modification

Uze thiz page to add and delete CICMs. Clicking on a CICM alloves you to switch a CICMW on and off line, and to change the node names in
that CICM.

CICM Hode A  Status HodeB  Status Delete P add new CICM
cxipl 10 cxipl10a offline cxipl10b  offline i)
faulty
cxipd 20 cxipl20a  offline cxip120b  offline
cxipl 30 cxipl30a  faulty cxipl 30k i)
cxipl G0 cxipl80a cxipl 80k o
cxip220 cxip220a w2208 jimj
Cxip2 B0 cxip260a  offline cxip260h  offline jimj
faulty

P cicm home

2 On the list of CICMs displayed, click on the hypertext CICM
name to be changed.

Response: The edit cicm <cicm_name=> page opens.
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edit cicm cxip180

configuration

i —-— Each CICM consists of two nodes. Use this page to change the ip address or machine name of each of those nodes.
BrmMInals

users Alzo uze this page to switch & CICM on and off line.
maintenance

CICM-EM cxip160 ©& P ApplyChanges

status

e Made & |cxip1 80a p cancel
synchronization

Nodz B [extip 1806
profiles
audio Offline |
enterprise
language There are no Enterprise Profiles associated with this CICM
netwirk
user ’ cicm home } cicms
feature
diagnostics
diagnostics
3 Click the CICM online/offline box to toggle it on or off.
4 Click on the Apply Changes text bar on the right.
5 This procedure is complete.
Add a CICM

Use this procedure to add a CICM to an Element Manager.
Procedure 14 Add a CICM

At the cicm home page

1 Click on the Change the list of CICMs stored on the CICM-EM
text bar on the right navigation bar.

Response: The cicm modification page opens.
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L —————

t Manager

ICH cicm
tatus
onfiguration

modification

Uze thiz page to add and delete CICMs. Clicking onoa CICK alloves you to switch a CICMW on and off line, and to change the node names in

wrminals that CICM.

SErS
PEIETERES CICM  HodeA Status HodeB Status  Delete b add new CICM
ICM-EM cxipl10 cxipl10a  affline cxipl10b  affline jimj
tatus fauity

ynchronization cxipd 20 cxipl20a  offling cxip120k  offling

ofil cxipd 30 cxipl30a  fauly cxipd 30k jimj
rofiles

udio cipl &0 cxipd&0a cxipl &0k jim)

nterprise Cxip220 Cxip220a cxip220b jim}
mnguage

K cxip260 cxip2Gla  offline cxip260b  offline o
etwior] Taulty
Ser
2 Click on the add new CICM text on the right.

configuration
terminals
USErs
rmaintenance

CICM-EM

Response: The CICM creation page opens.

cicm creation

CICM Information [7) P =ave new CICM
Mame I P cancel
. Node & |
Mode B |

status
synchronization

profiles

«~| P cicmhome P cicms

Type the CICM name in the Name field,
Where

CICM name
refers to both sides of the CICM.

Then enter the node names in the node A and node B fields,
Where
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nodes
are the names of each side of a CICM. The Element
Manager accesses the CICM using the node names.

Then click on the save new CICM text on the right.

Response: The CICM creation page displays the status of the
creation, and confirms completion.

4 Change the status of the new CICM to online. See the Change
the Online/Offline status of a CICM procedure above.

5 This procedure is complete.

Delete a CICM

This procedure is used only under Nortel support direction to delete a
CICM from the Element Manager.

Procedure 15 Delete a CICM

WARNING

Loss of all service

Completing this procedure will delete a CICM
and result in loss of all CentrexIP service on
that CICM.

This procedure shall only be performed
under Nortel Support direction.

At the CICM Home page of the element manager web pages

1

3

Click on the Change the list of CICMs stored in the CICM-EM
text in the menu on the right.

Response: The CICM modification page opens.

On the list of CICMs displayed, click the delete (trash can) icon
for the CICM to be deleted.

Response: A status window displays the status of the deletion
operation, and provides notification when complete.

This procedure is complete.

Edit CICM nodes
Use this procedure to edit the CICM nodes.
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Procedure 16 Edit CICM nodes

At the cicm home page of the element manager web pages

1 Click on the Change the list of CICMs stored in the CICM-EM
text in the menu on the right.

Response: The cicm modification page opens.

2 On the list of CICMs displayed, click on the CICM to be changed.
Response: The edit cicm <cicm_name=> page opens.

NERTEL
HNETWO)

edit cicm cxip180

caonfiguration

Each CICM consists of tvwo nodes. Use thiz page to change the ip address or machine name of each of those nodes.

terminals
users Alzo uze this page to switch & CICMW on and off line.
maintenance
CICM-EM cxip150 9 ’ Apply Changes
status — Mode & chip1 gla p cancel
synchronization
Node B |dip 180k
profiles
audio oftine O
enterprise
language There are no Enterprise Profiles associated with this CICM
netwiork
user } cicm home } cicms
3 Enter the node name for unit A node and/or unit B node,
Where

node names (unit)
are the names of each side of the CICM. The Element
Manager accesses the CICM using the node names.

4 Click on the Apply Changes text bar on the right.
5 This procedure is complete.
View Element Manager synchronization

Use this procedure to view and check the synchronization between the
Primary and Backup Element Managers.
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Procedure 17 View Element Manager synchronization

At the cicm - element manager home page

1 Select synchronization from the CICM-EM section of the left
navigation bar.

Response: The cicm - element manager synchronization
page opens.

cicm - element manager synchronization

configuratian Local Hode

terminals Mame certrexip-pem

Users
. Mo backup CICK - Elemert Manager
maintenance

CICM-EM Remote node is unreachable

status

o analysis report
synchronization ve P

There iz no backup CICM - Element Manager. Mo synchronization is possible,

profiles
audio

2 This procedure is complete.

View Language Profiles on a CICM

Use this procedure to view the Language Profiles applied to a CICM.
Current Language Profiles available are English, German, Spanish,
Italian, and French. New Language Profiles will be added via new
software releases.

Procedure 18 View Language Profile on a CICM

At the cicm - element manager home page

1 Select the language option form the profiles section of the left
menu.

Response: The language profile home page opens.
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Centrex P

Client Manager

language profile home

All current languace profiles (Endglish, German, Spanish, Balian and
French] are available. Mew languages will be added via a new
softvware releaze or language patch. This is available from the next
lenvel of support.

canfiguration

- > view the profiles stored on
terminals

following CICM
I cxip110 'I

users
maintenance

CICM-EM
status
synchronization

profiles
audio
enterprise
language
2 To view the language profiles stored on a CICM, select the CICM
from the drop-down menu, then click on the view the profiles
stored on the following CICM text box on the right menu.

Response: The language profiles modification on
<cicm_name> page opens and displays the list of language
profiles on the CICM.

language profiles modification on cxip130

Al current language profiles (English, German, Spanish, kalian
and French) are available. Mew languages will be added via a
newy software relesse or language patch. This is available
from the next level of support.

configuratian
terminals
USErsS
maintenance

Languages 9
CICM-EM
status Hame Filename Status
synchronization Deutzch Lang_tzerman.dil Dizabled
profiles E=pagriol Lang_Spanish.dl Lictive
audio Englizh (US1  Lang_Endglish_S.dl Active
enterprize Frangais Lang_French.dil Aictive
language

ftaliano Lang_kalian.dil Arctive
netwark
user Englizh (UK)  lang_English_Ik.all - Active
feature

3 This procedure is complete.
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Perform sanity check on a CICM
Use this procedure to perform a sanity check on a CICM. It will result in
a display of the software release version.

Procedure 19 Perform sanity check on a CICM

At the diagnostics home page of the element manager web pages

1 Choose the CICM from the drop-down menu in the sanity check
on a CICM option on the right navigation bar.

Response: the verify CICM <CICM name> page opens and
displays the results of the sanity check.

Ce.ntrex IP e
Client Manager

ciemEm verify cicm cxip140
CICMs
- Detected this is & 2.5 CICW.
configuration

audio profiles
language profiles

ET

2 This procedure is complete.

View terminal status
Use this procedure to view a terminal status

Procedure 20 View terminal status

At the CICM - element manager home page
1 Select terminals from the left navigation bar.
Response: The terminal configuration page opens.
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Centrex P

©RTEL
NETWORKS

Client Manager

cicmEm terminal configuration

CICMs
- Chooze 5 CICM to configure terminals on
configuration > goto terminal configuration
audio profiles on CICM
language profiles ||::)<ip1 20 j

network profiles
user profiles
enterprise profiles

shmp " "om°
terminals
UsSers
CICM upgrades
synchronization
2 Select the CICM from the drop-down menu in the go to terminal

configuration on CICM text box on the right.
Response: The terminals on <CICM name> page opens.

NERTEL
NETWORKS

cicmem terminals on cxip140
CICMs

cunﬁguratinn Thiz page can be used to view settings for an individual

- terminal (if you know the terminal identifier) or it can provide an P save retry count
audio profiles | audit of the terminals on the CICM.

language profiles P} view terminal
hetwork pruﬁles The flrmware update page can be uged ta Spe_cﬁy the I
supported firmaware levels for a particular terminal type and the
user profiles  etsils on how terminals can be upgraced.

enterprise profiles
SHMP

terminals

users Retry Count IE v| p firmware update

CICM upgrades ImEBED]v

synchronization

fi dit
Terminal Settings (7] P firmware au

diagnostics i
p configuration
ImESED vl
3 Click on the firmware audit text box on the right.

Response: The terminal audit page opens.
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Centrex IP
Client Manager

©ORTEL
NMETWORKS

cicmEm terminal audit {cxip110)

CICMs
configuration ~ Terminal ID Version
audio profiles  1.c1.51-43-F7-45.56.00 25189
language profiles
31-38-00-50-36-75-02-F2 1.41
network profiles
user profiles | 31-38-00-60-35-76-0-42 1.41
enterprise profiles  z1-33-00-60-33-76-05-29 138
SNMB, - 55 00.60-36.76.20.04 1.41
terminals
usere  31:38-00-50-38-6-30-0F 139
CICM upgrades = 31-35-00-60-38-76-5F-D4 140
synchronization | s 55 n0.60.35.76-50-60 1.41
4 To view terminal values and defaults for a specific terminal, click

on the terminal ID.

Response: The terminal <name> on <cicm name> page
opens.
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Client Manager

CICM-EM
CICMs
configuration

terminal 31-38-00-60-38-76-41-27 on cxip140

Terminal values Q } save
audio profiles
language profiles Terminal Type 2004
network profiles Connect Count 2
user profiles
. P Firtmwvare Level 1.23
enterprise profiles
SHMP Hardware Releaze 0
. Lewvel
terminals
uSers Pec MT2H 000G
CICM upyrades Display Cortrast
SYNCIONIZANON ;. | .ot connectey 2003024191708
diagnostics
Last Reset Reazon ]
Code Unrecognized (127
Sticky Login User none
Terminal defaults (7]
Suidia Prafile | |
Language I vl
Draylight Setting I 'l
Time Farmat I vl
Time difference fram I_
AT Minte s
Date Format I j
5 This procedure is complete.

View CICM information at the node level

The Web Interface can be used to collect statistics about the number of
calls that are handled by the CentrexIP International Gateway. These
statistics are collected and displayed on a per-node basis.

Procedure 21 View CICM information at the node level

At the cicm - element manager home page
1 Select the CICMs link from the left navigation bar.
Response: The cicm home page opens.

2 Select the CICM to be viewed from the drop-down menu on the
view the status of the following CICM text bar on the right
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menu, then click on the view the status of the following CICM
text.

Response: The <cicm name> cicm status page opens.

3 Select the node to view from the drop-down list of the view
status of node box on the right,
then click on view status of node text.

Response: The node modification on <cicm name> window
section opens on the bottom of the <cicm name> cicm status

page.

Centrex IP

Client Manager

cicmEem cXxip110 cicm status
CICMs
configuration

= CXIP110 - Status - Critical Refresh 16:35:57
audio profiles ) summary
language profiles Sot ot [02 joa [0 os [os o7 [oa [os o 11 1213 14 r5 e
network profiles Faut ® (& ® (& P} view status of node
user profiles Artive bad e | INDdEAZIv
enterprise profiles it
SHMP Hode A, cxip110a Service = stopped
- inal Status = Offline } view status of vlem
erminals Fault code=16354 g
users Gateway senvice Is stopped I cxip110 j'
Hode B, cxip110b Service = stopped
CIEM up?]raliles Status = Offline
synchronization Fault code=16354 p view status of tdm
H H Fateway senice is stopped
diagnostics TOMIT =
= = = B } view status of dsp
node modification on cxip110
I DSPO-0 'l
Hode A (7]
» view status of chassis
Software Wersion 25 components
Currert Reboot Court 0 Reset | —p performance monitoring
Line Login Court 25 Eeset | I Eonnecions jv
Tatal Call Count 49 Reset | .
4 Scroll down the node modification on <cicm name> window

section to view the node information.
5 This procedure is complete.
View the record of backup sets for a CICM

Use this procedure to view the record of backup sets (backup execution
times) for a CICM.
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Procedure 22 View the record of backup sets for a CICM

At the CICM home page of the Element Manager web pages

1 Select the cicm name from the drop-down menu in the
show the backup sets available for text box on the right
menu.

Response: The <CICM name> backup sets on <element
manager> page opens and displays a table of backup sets for
the CICM.

2 This procedure is complete.

Perform aterminal handover

Use the following procedure to perform a controlled terminal handover.
This procedure is performed to minimize service impact during upgrade
or maintenance, by transferring service from one CICM node to its mate
node.

Terminal handovers are initiated and monitored from the CICM Element
Manager.

Procedure 23 Perform aterminal handover

At the CICM-EM home page of the Element Manager web pages
1 Select the CICM upgrades link from the left navigation bar.

Response: The cicm upgrades - maintenance release page
opens.

CicMEM cicm upgrades - maintenance release

CICMs
configuration * Vigw the maintenance releasze level on a CICM.
- ® Check the upgrade status of the CICH P configure upgrades on
audio profiles o ang apply & maintenance relesse to the CICM in one stomic action I xip190 j
language profiles
network profiles
user profiles
2 Select the CICM to view from the drop-down menu on the

configure upgrades on text box on the right.

Response: The maintenance status <CICM name> page
opens.
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cicMEM Mmaintenance status (cxip190)
CICMs
configuration

Hode A {cxip190a) 9 ’ apply maintenance release
audio profiles

anguage profiles Mo haintenance status system idle e I Mode A {odp130a) j

network profiles  version 25478 pantenancs  [Gw_2.4132.cab x|

user profiles

. Terminal Service Started
nterprise profiles
SHMP Mumber of logged in users u] ’ transfer terminals
terminals Mumber of terminals connected  artel Metworks 2004 2 - IFrDm rode Ao nods B j
USers Mortel Metwworks 2002 0 Terminal
CICM upyrades Mortel Metworks mE3s0 o Shutdown |5 mins 'l
synchronization Totsl 2 Timeout
diagnostics
9 Call resource USae Iocal connections (using Mode &) 0
cross hosted connections (using Mode B) O P start auto refresh
Total [u}
P refresh now
Hode B (cxip190b} (7] > erm status
Mode Maintenance status system idle
Yersion 24157
Terminal Service Started
Mumber of logged in users ]
Mumber of terminals connected  portel Metveorks 2004 1
Maortel Metwoarks 2002 1]
Maortel Metworks mE350 a
Tatal 1
Call resource usage local connections (Lsing Mode B) ]

cross hosted connections (using Mode 47 0

3 View the terminal status on the maintenance status <CICM
name> page.

FRELI o ioo A raTA

The following information relevant to terminal handover is
displayed on this page:

* Number of logged in users (for each node)

* Number of terminals connected (by type of terminal,
for each node). This field shows the number of terminals that
will suffer an outage if terminals are transferred from this
node.

* Terminal Service
This field shows the status of terminal service on each node.
It is shown as “started” when terminal handover is not taking
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place. Itis shown as “stopped” when the node is stopped and
the terminal handover to the mate node has occurred.

Note: Terminal handovers are not initiated on a node
already shut down. If a shutdown has occurred, the
terminals that were connected have already been
automatically redirected to the mate node.

Transfer Terminals

This menu option is visible when both nodes are active and
have connected terminal(s). This option is not shown when a
node is already shut down and it is not possible to initiate a
terminal transfer.

— Node drop-down menu. Choose the nodes to transfer
terminals from and to.

— Terminal Shutdown Timeout drop-down menu.
Select a time value between 5 and 60 minutes, by
5-minute intervals, to schedule the timeout. This is the
time displayed to the user to give them time to complete
active calls.

4 To initiate a terminal handover,
In the transfer terminals text box on the right menu:

a

c

Choose the node to transfer from and to by selecting From
node A to node B or From node B to node A from the
drop-down menu,

Then select the terminal shutdown timeout time from the
drop-down menu,

Then click on the transfer terminals text.

Response: The maintenance status <CICM name> page
updates with a prompt to confirm the terminal transfer.
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CM-EM
CICMs
uration
wofiles
wofiles
wofiles
wofiles
wofiles
SHMP
‘minals
USErs
grades
ization

SNO06.2 Preliminary 03.02 March 2004

maintenance status (cxip190)

Hode A (cxip190a) ﬁ } confirm terminal transfer
i1 90
Mode Maintenance status aystem idle D
Mode & [cxip 90&)
“ersion P e 10 mins
Terminal Setvice Started
Mumber of logged in users 0 } cancel
Mumber of terminalz connected Mortel Metweorks 2004

Mortel Metworks (2002
Mortel Metworks mE350
Total

(e e (e

From the right menu, select Confirm terminal transfer OR
cancel the transfer.

Verify that the terminal service has stopped.

From the maintenance status <cicm name> page, monitor the
progress of the transfer by selecting the start auto refresh or
refresh now text boxes on the right menu.

Response: The progress of the terminal handover taking place
is shown. The Terminal Service field for the node displays the
percentage of time elapsed since the handover commenced.
Note: this is not the percentage of terminals.

When the terminal handover has completed, the state of the
terminal service will be shown as stopped.

(OPTIONAL STEP)

To abort a terminal handover in progress, click on the abort
terminal transfer on node <#> on the maintenance status
<CICM name> page’s right menu.

Restart the terminal service (after upgrade or maintenance).
When the terminal handover is complete and the state of the
terminal service is shown as stopped,

restart the terminal service on the node by clicking on the restart
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CICMs
nfiguration
lio profiles
ge profiles
wrk profiles
ser profiles
ise profiles
SHMP
terminals
users
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terminal service on node <#> on the right menu, as shown in
the following figure.

Note 1: Stopping and starting the terminal service without
restarting the rest of the system has no impact on call
processing on either node, except that users on active calls
when the terminal handover completes will be forcefully
redirected to the mate node (where new calls may
immediately begin).

Note 2: Some terminals cannot be transferred during a
handover (e.g. older versions of the m6350 or terminals that
are not configured correctly). These terminals are left
connected to the node and are able to initiate new calls until
the node is shut down. In this case the status of the terminal
service is shown as “stop pending -- xxx terminals remaining”

Hode A (cxip1&0a)
Mode Maintenance status
Wersion

Terminal Service

Mumber of logged in users

Mumber of terminals connected

Hode B (cxip130b)
Mode Maintenance status
Wersion

Terminal Service

Mumber of logged in users

Mumber of terminals connected

maintenance status (cxip180)

e

system idle
25176
Stopped

1]

Mortel Metwarks 2004 0
Mortel Metwarks 2002 0
Mortel Metwarks mE350 0
Total 0

system idle
25176
Started

1]

Mortel Metwarks 2004 0
Mortel Metwarks 2002 0
Mortel Metwarks mE350 0
Total 0

v v v v

‘*r

apply maintenance release

Motle | Node A (cxip180a) |
hairtenance
Rone R [ G _2.4.132.08b |

restart terminal service on node A

start auto refresh

refresh now

sy=stem status
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9

Response: When the terminal service has restarted, the status
changes to started.

This procedure is complete.

Start or stop the CICM Service

Stopping a node on the CICM may be necessary when upgrading or
during routine maintenance such as changing cables. The procedures
to start or stop the CICM Service (the CICM nodes) are only used under
Nortel Support direction, or according to documented procedures.

It is recommended to perform terminal handover prior to stopping or
restarting the CICM service, in order to minimize service outage. Refer
to the Perform Terminal Handover procedure above.

Procedure 24 Start the CICM Service

CAUTION

Loss of service

Using the Restart button can result in loss of service
if terminal handover is not performed prior to this
procedure.

This procedure shall only be performed under
Nortel Support direction.

At the CICM-EM home page of the Element Manager web pages

1

Complete the Perform Terminal Handover procedure above,
through step 6.

Click on the CICMs option on the left navigation bar.
Response: The cicm home page opens

Select the CICM to view from the drop-down list on the right,
then click on the view the status of the following CICM text.
Response: The <cicm name> cicm Status page opens.

On the <cicm name> cicm status page, select the node you

want to start from the drop-down list labeled view status of
node on the right, then click on view status of node text.

Response: The node modification on <cicm name> window
section opens on the bottom of the <cicm name> cicm status

page.
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CICM-EM

CICMs
configuration
audio profiles
anguage profiles
network profiles
user profiles
nterprise profiles
SHMP

terminals

users

CICM upgrades
synchronization
diagnostics

cxip140 cicm status

CEIP140 - Status - Active Refresh 16:55:50 b

Slet (01 [0z [03 o4 o5 o8 [o7 o2 oo 1o [11 12 [r3 14 [15 18

Fautt } view status of node
Active W (||| (| INDdEA vI
bzt

Hode A, cxip140a Service = running

Status = Offline p view status of viem
Fault code=0
o famits detected CHIP140 =

Hode B, crip140b Service = unavailable
Status = Offline

Fault code=131072 ) view status of tdm

Unabie to contact gateway wsing OCOM
ITDMD-D 'l

SUMMAany

| »

} view status of dsp

node modification on cxip140 [0sPo0 ]

Hode & (7]

P view status of chassis

Software Yersion 25 components

Current Reboot Count 0 Eeset | ) performance monitoring

Line Login Cournt 15 Feset | ICDnnEdiDnSjv

Total Call Court ga Eeget | b view the status of

. -| —

5 On the <cicm name> cicm status page, scroll down the node
modification on <cicm name> section to the Service State
field.

Then click on the Restart Service button to start the CentrexIP
service.

Response: A confirmation prompt is displayed.
6 At the confirmation prompt, enter Yes to confirm restart (or no to
decline).

Response:
With confirmation, the CICM resets and attempts to start the
service on the node.
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The Service State field updates to display the current service
State. Possible states are: Stopped, Start Pending, Running, and
Stop Pending.

Note: The node will be in the state “Start Pending” while the
hardware is being initialized.
Monitor the node service state from the <cicm name> cicm
status page.

When the service state changes to running the service has
correctly started.

Repeat this procedure to start the second node.
This procedure is complete.

Note: If the service fails to start, refer to the CS2K
documentation Remote Line concentrating Module
Maintenance Guide to bring the CentrexIP into service.

Procedure 25 Stop the CICM Service

WARNING

Loss of service

Completing this procedure to will result in loss of
CentrexIP service on that node if terminal handover
Is not performed prior to this procedure.

This procedure shall only be performed under
Nortel Support direction.

At the Element Manager home page

1

Complete the Perform Terminal Handover procedure above,
through step 6.

Click on the CICMs option on the left navigation bar.
Response: The cicm home page opens

Select the CICM to view from the drop-down list on the right,
then click on the view the status of the following CICM text.
Response: The <cicm name> cicm Status page opens.

On the <cicm name> cicm status page, select the node you

want to stop from the drop-down list labeled view status of
node on the right,

then click on view status of node text.
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Response: The node modification on <cicm name> window
section opens on the bottom of the <cicm name> cicm status

page.

x I[P

WELGEG [

cicmeEm cxip140 cicm status
CICMs

configuration
= CXIP140 - Status - Active Refresh 16:55:50
audio profiles >

nguage profiles siet (01 o2 03 o4 [os [os o7 [os fos 1o i1 iz i [ra s [1e

ietwork profiles Faut P view status of 1
user profiles zct.:;'e e e eSS e e e e e I__,NodeA'

lerprise profiles

SUMMAany

SNMP Hode A, cxipi140a Service = running
| Status = Offline ) view status of 1
terminals Fault code=0
EEE o famits detected I CXIF140 j'
CICM upgrades Hode B, cxip140b Service = unavailable
IJ?I . Status = Offling
wynchronization Zaultbi;g(:e=1310?f f N 5 cEmoduma]
dia nusﬁcs hale [0 CORiEcT Qatewdy Jsing
9 [ToMo-0 ]
-
. . . p view status of (
node modification on cxip140
[FEEE|
Hode A (7]
b view status of «
Software Wersion 25 components
Current Reboot Count ] Feset P performance Ir

) . I Connections
Line Login Court 15 Reset !

Total Call Count a5 Reset

L

P view the status

-l

5 On the <cicm name> cicm status page, scroll down the node
modification on <cicm name> section to the Service State
field.

Then click on the Stop Service button to stop the CentrexIP
service.

Response: The node begins the shutdown process.

The Service State field displays the current service state.
Possible states are: Stopped, Start Pending, Running, and
Stop Pending.

Note: The node will be in the Stop Pending state while the
hardware is shutting down.
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6 Monitor the node service state from the <cicm name> cicm
status page.

When the service state changes to stopped the service has
correctly been shut down.

Note: Stopping the CentrexIP service will result in alarms
being raised. To prevent these alarms, offline the CICM at the
CS2K before powering down the CICM. Refer to the Nortel
Networks documentation Remote Line Concentrating Module
Maintenance Guide.

7 Repeat this procedure to stop the second node.
This procedure is complete.

Event Viewer procedures

Event Viewer is a Windows 2000 and NT administrative tool. It is used
to monitor event logs, which provide information about hardware,
software and system problems.

There are three types of logs in Windows 2000 and NT: Application,
System, and Security logs. All CICM related event logs are filed as
Application logs.

View and save event logs

Use these procedures to view event logs with Windows 2000 or NT, and
to save them to another folder, for example, a shared folder accessible
to Nortel Support personnel.

Procedure 26 View and save event logs (Windows 2000)

At the Windows 2000 desktop

1 Goto
Start > Programs > Administrative tools > Event Viewer

Response: The Event Viewer window opens.
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B Event viewer 1Ol =l

[ action tiow || ¢ » | @m0 |7 B B | @ |
Tree I System Log ‘982 event(s)
Event viswer iLacal) Type | [atke | Time | Source Cateq... | Event | ﬂ
24| application Log &Warning 3fef2003 12:14745 PM RIVP Mone 10047
Security Log @Infarmatian 3162003 1Z:46:42 PM SHMP Mone 1001
System Log @Inﬁjrmation 3/6/2003 12:46:19PM  eventlog Mone 6005
@Infurmatiun 3/6/2003 12:46:19PM  eventlog Mone G009
@Errur 316/2003 12:46:28 PM Server Mone 2511
@Infurmatiun 3/6/2003 12:45:44 PM  eventlog Mone 6006
&Warning 3162003 2:531:51 AM RSVP Mone 10047
@Information a/6/2003 Q2932 AN SHMP Mone 1001
@Infurmatiun 3162003 D29:09 4M  eventlog Mone G005
@Infarmatian 3162003 20:29:09 M eventlog Mone 6009 _ILI
4| | 3
| |
2 Right click on Event Viewer (Local) icon in the Tree menu,

then select Connect to another Computer
Response: The Select Computer dialogue box opens.

Select Computer e |

Select the computer pou want this Shap-in ko manage.

— Thiz snap-in will always manage:

" Local computer: (the computer this conzole is running o)

¢ Another computer: || Browsze... |

OF. I Cancel |

3 Type in the IP address of the node whose logs you want to view,
then click OK.

Example of format
47.160.160.100/centrexip/

Response: The Event Viewer window updates to display the
events for the selected node.

4 Select the type of log you want to view from the Event Viewer
Tree panel by clicking on the type of log.

Note: CICM related logs are Application logs.
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Response: The selected log folder is opened and its contents
displayed in the Event Viewer panel on the right.

HE Event Yiewer ;l_

Jﬂctiu:un Yig |J¢'-P|| |@
Tree I Application Log 1,468 eventis)
@ Event Yiewer (Lacal) Tvpe | Dake | Tirne | Source | Cakegory | Ewvent
] P ———- (Eirformation  3/6/2003 12:56:41 PM  Offline Files More 4
4| Security Log @Infurmatiun ajej2003 12:46:41 PM  Evnbagnt Mone 2018
i Syskern Log @Infarmatian 3/6)2003 12:46:40 PM  Morton Antivirus Disk, 14
(B irformation  3/6/2003 12:46:40 M Scech Mane 1704
@Infurmatiun 3fej2003 12:46:36 PM  PerfectDisk, Mone 0
(Einformation  3/6/2003 12:46:30PM  PerfectDisk hone a
(@) Irformation  3/6/2003 12:46:29FM  NNDService Mane a
@Infurmatiun 3fej2003 12:46:28 PM  minmstyc Mone 16
1] |
5 From the list of logs on the panel on the right, double-click on the

specific log to view.

Response: The Event Properties window is displayed for the
selected log.

Event Properties e |
Ewent
Date: AEA2003  Source:  Morton Anbivinug + |
Tirne: 1246 Categony: Digk
Type: Information Ewent 1D 14 + |
NELTR M A

Computer: MaGGE]-2

Dezcription:

Morton Anttfinug gervices statup was successful.

Datar %) Bytes € 'Words

[
0k I Cancel | Apply |
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6 To save the logs to your PC, in the Event Viewer left panel,
select the log folder to save (e.g. Application), then from the
Event Viewer window, select the Action menu, then choose
Save Log file As ...

Response: The Save “Application” As window opens.

Save "Application Log" As ﬂﬂ
Save in: I@ by Diocuments j = ¥ E-
+Migrated @M‘y’ Pictures
Adobe " Priarities
CICM_Z_5 [Cdsecurity
CICM_6_% 1 5HARED
DOCUMENTUM [Cdshared_ e
DOCUMEMTUMZ002 D TeleDire
EvolP [CITEMPLATES
FM_Templates_0601
INFo_ARCH
MREY
My eBooks

File name: || j Save I
Save ag bype: IEvent Laog [*.evt) j Canel |
7]

Note: You can also use Export list from the Action menu to
copy the logs to your PC. However, this will not copy the text
associated with each log.

7 Name the file and save it to your PC in either of the following file
types:

» .csviile
The comma delimited file format is easy to format using
Microsoft Excel. Open the .csv file in MS Excel by
double-clicking on the saved file icon.

o .ixtfile
The text file format is the one that Nortel Support personnel
prefer.
8 This procedure is complete.
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Procedure 27 View and save event logs (Windows NT)

At the Windows NT desktop

1 Go to
Start > Programs > Administrative tools > Event Viewer

Response: The Event Viewer for the current machine opens.
2 Goto

Log > Select Computer

then select the name of the node you want to view,

then click OK

Response: The events for the selected node is displayed.
3 Goto

Log

then select the type of events (e.g. System logs, Application
logs) you want to view.

Response: The logs selected are displayed.
4 After locating the logs you want to save, go to
Log > Save As

5 Type the name to save the file as, the location to save it to, and
the text file type extension (.txt),
then press Enter.

Note: Files should be named fully and clearly to facilitate
troubleshooting, including the CICM name, log type and date.

Example
xcipl06a_App_071502

6 This procedure is complete.

Filter event logs
Use these procedures for Windows 2000 to filter event logs.

Procedure 28 Filter event logs

At the Windows 2000 desktop on an Administration LAN PC
1 Select Start/Programs/Administrative Tools /Event Viewer
Response: The Event Viewer window opens.
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2 In the Tree panel of the Event Viewer window, select the log file
(e.g. Application Logs) to filter, then from the View menu, select
Filter.

Response: The Properties window opens for the file selected
(e.g. Application Log Properties).

Application Log Properties e |
General Fiter |
Ewent types
¥ Irformation ™ Success audit
W ‘waming W Failure audit
¥ Enor
Event source:; I [&l) j
Categary: f &1 |
Ewent | I
User |
Computer: |
From: | First Event MIIEETETER I BT
To:  |LastEvent MIEEEEER L=
Restore Defaults |
[ ok | cance | appy |
3 On the Filter tab, specify the characteristics required, then click
OK.
4 This procedure is complete.

Terminal Services Client procedures

The Element Manager operating system for Series 2.5 release is
Windows 2000 Server, which supports remote access to the Element
Manager via Windows Terminal Services Client. With this release, the
Terminal Services Client is the primary remote access mechanism for
the Element Manager.

This section includes a procedure for installation of Terminal Services.
For additional information on use of the Terminal Services Client,
please refer to Microsoft documentation library and
www.microsoft.com.
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Install Terminal Services
Use this procedure to install Terminal Services.

Procedure 29 Install Terminal Services

At the MS Windows 2000 server

1
2

Login to the server as an Administrator.

Click Start, then Settings, then Control Panel, then
Add/Remove Programs.

Response: The Add/Remove Programs window opens.

Click on the Add/Remove Windows Components from the left
panel of the window.

Response: The Windows Components Wizard window opens.
From the list of Windows components in the Windows

Components Wizard window, click to select the Terminal
Services check box, then click Next.

Note: Click the Details buttons to view information about the
following subcomponents of the Terminal Services component
selected.

* Client Creator Files. Windows uses these files to create
installation disks for Terminal Services client computers.

* Enable Terminal Services. Windows uses this
component to configure the Terminal Services software on
your computer.

On the Terminal Services Setup screen, click Remote
Administration, then click Next.

If you are prompted, insert your original installation media.
When the installation is complete, click Finish, then click Close.
This procedure is complete.

Configure Terminal Services

After MS Terminal Services is installed, it must be configured and
managed. The Terminal Services installation process places the
following new tools in the Administrative Tools Group:

Terminal Services Configuration Tool
Terminal Services Manager
Terminal Services Client Creator
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Use the following procedure to configure Terminal Services after
installation.

Procedure 30 Configure Terminal Services

At the MS Windows 2000 server

1
2

Login to the server as an Administrator.

Click Start, then Programs, then Administrative Tools, then
Terminal Services Configuration.

Response: The Terminal Services Configuration window opens
with the Terminal Services Configuration tree in the left panel.

In the Terminal Services Configuration tree, click on
connections in the left panel.

Response: The connections file is expanded to list all
connections in the right panel of the window.

To rename a connection, right-click on the connection in the right
panel, then select rename from the pop-up menu. Rename the
connection, then press Enter.

To configure the properties of a specific connection, right-click
on the connection in the right panel of the Terminal Services
Configuration window, then select Properties from the pop-up
menu.

Response: The <connection name> Properties window
opens.
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6 In the General tab of the <connection name> Properties
window, configure the Encryption level, according to the
following table:

Table 3 Encryption Levels

Level Enter

Description

Low Low

Medium Default
No action needed.

Use low, input-only encryption to protect sensitive data.
This level encrypts data sent from the client to the server
(one-way) by using either a 40-bit or a 56-bit key. A
Windows 2000 Terminal Server uses a 56-bit key when
Windows 2000 clients connect to it and a 40-bit key when
earlier versions of the client connect to it.

Use medium encryption to secure sensitive data as it
travels over the network for display on remote clients.
This level encrypts data sent from client to server and
from server to client (two-way) by using either a 40-bit or
a 56-bit key. A Windows 2000 Terminal Server uses a
56-bit key when Windows 2000 clients connect to it and a
40-bit key when earlier versions of the client connect to it.

High High If you are located in the United States or Canada, you
have the option to encrypt data sent from client to server
and from server to client (two-way) by using strong 128-bit
encryption.

7 Click on the Logon Settings tab of the <connection name>

Properties

Table 4 Logon Settings

window to configure the logon parameters.

Parameter Enter

Description

Useclient-provided Default.

Recommended.

logon information No action needed This setting results in a login prompt

requiring user to supply login information.

Always use the Datafill the logon  Not recommended.

following logon information Security is decreased with this option.

information This configures an automatic logon
(auto-logon).

Always prompt for  Click to select. This setting results in every logon request

password being challenged for a password, even
requests configured to auto-logon with an
authentic username and password.

8 Click on the Sessions tab of the <connection name>
Properties window to configure the Sessions parameters. The
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Table 5 Sessions
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Sessions tab is used to configure session timeout and
reconnection behavior.

No action is needed. It is recommended to accept the defaults.
The table below provides additional information.

Parameter

Enter

Description

Override user
settings

Override user
settings
(second selection)

Default.
No action needed

N/A

Default is recommended.

All remote administration session on the Media
Application Server will originate from the Media
Application Server Management Console. These
sessions are established for the management of
the Media Application Server, and so must always
be available. This behavior is enforced by
configuring Terminal Services to always override
user settings and to never limit or disconnect a
session.

Do not use.
Provides option to disconnect a session.

9

Click on the Environment tab of the <connection name>
Properties window to configure the Environment parameters.
The Environment tab is used to configure the user environment

at logon.

No action is needed. It is recommended to accept the defaults.
The table below provides additional information.

Table 6 Environment parameters

Parameter

Enter

Description

Override settings
from user profile
and Client
Connection
Manager wizard

Client wallpaper

Default is
not selected.
No action needed.

Default is
selected.
No action needed.

Default is recommended.

Terminal Services Remote Administration mode
does NOT support targeted program start-up on
logon (this is supported by Terminal Services
when operating in Application Server mode)

Default is recommended.
Disabling the wallpaper improves performance.
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10 Click on the Remote Control tab of the <connection name>
Properties window to configure the Remote Control
parameters.

No action is needed. It is recommended to accept the defaults.
The table below provides additional information.

Table 7 Remote control parameters

Parameter Enter Description

Use remote Default is Do not use.

control with not selected.

default user No action needed.

settings

Do not allow Default is This default selection is required.

remote control selected. Remote Control capabilities must be disabled.
No action needed.

Use remote Default is Do not use.

control with the not selected.

following No action needed.

settings.

11 Click on the Client Settings tab of the <connection name>
Properties window to configure the Client Settings parameters.
The Client Settings tab is used to configure the client operating
environment.
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No action is needed. It is recommended to accept the defaults.
The table below provides additional information.

Table 8 Client Settings parameters

Parameter Enter Description

Use connection  Default is Default is recommended.

settings from selected. In order to minimize interference with the

user settings operation and performance of the server, the

No action needed. client is provided minimal access to server
resources.

Disable (select): Accept the Default is recommended.

e Windows default. All are disabled (selected) except Clipboard
printer mapping. This is the only function supported
mapping All are selected and enabled to ease data gathering for the
LPT except Clipboard  client.

) port mappin
mapping pping.

« COM port No action needed.
mapping

* Clipboard
mapping

12 Click on the Network Adapter tab of the <connection name>
Properties window to configure the Network Adapter
parameters. The Network Adapter tab is used to identify the
network adapter upon which this connection resides, and to
specify the number of permitted connections.

No action is needed. It is recommended to accept the defaults.
The table below provides additional information.

Table 9 Network adapter parameters

Parameter Enter Description
Unlimited Default is Default is recommended.
connections selected.

No action needed.
Maximum Default is Default is recommended.
connections not selected.

No action needed.

13 Click on the Permissions tab of the <connection name>
Properties window to configure the Permissions parameters.
The Permissions tab is used to grant Terminal Services access
permissions to additional users and/or groups.

Copyright © 20021, Nortel Networks NN10027-111 CICM 6.1 Product and Technology



70 Security and Administration
i ______________________________}

Nortel Networks Confidential

No action is needed. It is recommended to accept the defaults.
The table below provides additional information.

Table 10 Permissions parameters

SYSTEM

Add

Remove

Advanced

Default

No action needed.
Full Control box is
checked.

User Access box is
checked.

Guest Access box is
checked.

Default is

selected.

No action needed.
Full Control box is
checked.

User Access box is
checked.

Guest Access box is
checked.

Press Add button

Select the user or
group in the top panel,
then press the
Remove button

Press Advanced
button, then press
<group name>,
then View/Edit

Press Default button

Parameter Enter Description
Administrators Default is Default is recommended.
selected.

Select the user or group in the top panel, then
select their permissions in the bottom panel.

Default grants Terminal Services remote access
full privileges to the Administrator’s group.

Default is recommended.

Grants Terminal Services remote access full
privileges to the System.

Click the Add button to open the Select Users or
Groups window that provides a pick-list of existing
users and groups.

Select the user or group, then press Add, then
press OK.

Removes the user or group from Terminal
Services access.

Click the Remove button to open the Select
Users or Groups window that provides a pick-list
of existing users and groups.

Select the user or group, then press Remove,
then press OK.

Provides more detail for access permissions.

Restores the defaults.
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* Click the Add button to open the Select Users or Groups
window that provides a pick-list of existing users and groups.

» Select the user or group in the top panel, then select their
permissions in the bottom panel.

14 This procedure is complete.
Backup the CICM registries (schedule automatic backup)
Use this procedure to schedule the automatic backup of the registry

MIB files on a CICM. For information on manual backup of a registry,
refer to the Backup a registry (manual) procedure in this document.

Procedure 31 Backup the CICM registries (schedule automatic
backup)

At a PC on the Administration LAN

1 Use Terminal Services Client to access the Element Manager
desktop.

At the Element Manager Windows 2000 desktop

2 Select
Start > Programs > Accessories > System Tools >
Scheduled tasks

Response: The Scheduled Tasks window opens

f1 Scheduled Tasks

File Edt View Go ‘ravoites Advanced Help

. % Wy B 39

Back Up Cut Copp  Paste Undo |
Address | 3] Scheduled Tasks |
Name | Schedue | Nest Fun Time | Last Run Time
3| Add Scheduled Task
aBa!:kup A0 AM everyd.. 10:36:00AM . 10:36:004AM
@l Gwbackup | AtG58AM everyda., 95800AM 5.. 358.00AM 5.

3 Double click on the Add Scheduled Task item.
Response: The Scheduled Task Wizard opens.
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Scheduled Task Wizard E

This wizard helps you schedule a task for Windows
ta perfaorm.

‘fou select the program you want Windows to n,
and then schedule it for a convenient fime.

Clhick Next to contirue,

¢ Back Next » Cancel

4 Click Next
Response:

scheduled Task Wizaid

LChick the program you want Windows to mun.
To see more programs, click Browse.

Application Version |=]
fWoladaptec CI0 Management ... | 4,0, 1 —
(3 Address Baok 500231413
2 Administrative Wizards 400
& aral 21,3.2941
gﬁmay Manager Console 152340
Array Manager Service Mana., 152
EA--? [¥] -n-f- I Remisnrmb =Ml ﬂ

Browse... I

[ <Back | ! | cancel |
5 Click on Browse
then open the CentrexIP folder.
Response:
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Scheduled Task Wizard X|
Select Program to Schedule
Loak in: |H CentrexP :] El gl
] Backups %] CentrexlpProny. dil =
firprivare 3 deomperm, exe E
Wiy H]em_2.4_registy.req =
IS backdrop. em_iis.vbs #
| %] CentrexlPEKEnts. dil ﬂem_startup.exe E
centrexipmib.ene ‘gwbackup, bat =
4] | |
Filename:  [owbackup bat Open
Files of type: |Prl:|-grams ﬂ Cancel
< Back | et s | Cancel

6 Choose the gwbackup.bat program for backing up registry MIB
files, then click on open.

Response:

Scheduled Task Wizard

Type a name for this task. The task name can be
the same name as the program name.

Perform this task:

& Daily

" Weekly

" Monthly

" One time only

€ when my computer starts
" ‘Whenl logon

<Back [ New> |  Concal |

7 Type a name for the task,
then select the radio button to indicate how frequently to perform
the task (daily, weekly, etc.),
then click Next.

Response:
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cheduled Task Wizard E3

Select the time and day you want this task to star,
Stait time:

| Bsor =

Perform this task:

& Every Day

" Weekdays

L E\'GI’}' l :__] s

Start date:

| %/22/02 'l

¢Back [ New> |  Concel |

8 Select the time and day to start the task, then click Next.
Note: Backup scheduling recommendations:
* Schedule backup during off-peak hours.

* Do not schedule automatic backup to run at exactly the
same time on both the primary and backup element
managers, in order to reduce the load on the CICMs.

Response: A confirmation of the scheduled task is displayed. At
the scheduled time, the regqistry files will be backed up from all
the nodes registered with the Element Manager. These files can
be viewed on the Element Manager in the directory path
C:|CentrexIP\Backups\<node _name>

Scheduled Task Wizard [ x|

You have successfully scheduled the following task:
test

‘Windows will perform this task:
At 1:23 PM every day, starting 5/23/02

r {pen advanced properties for this task when | click;
Finish, i

Chick Finish to add this task to your Windows schedule.

<Back [ Finish |  Cancel |

9 This procedure is complete.
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Security and Administration section changes
Line Maintenance Manager

The Line Maintenance Manager (LMM) is a GUI provided by the SESM
to replace/emulate the functionality provided by the MAPCI tool on the
CS2000 Core.

Example: Line Maintenance Manager

€7 LINE MAINTENANCE MANAGER -0 x|

configure  Freferences  Actions  Help

Post DM u |81 24102 Post CSCLLE IMDNHENNTUBC

Clear All Refresh Al = Brey | et =
—Status
092807 WREB: Could not retrieve the ¢ ateway data e
09:27 .56 WRB: Communication to MBHHENMTOSC: SUCCESSFUL
00:27 :56: VREB: BMI OK
09:37:55: WEB: Dhid Ok
093755 WREB: 0S5 Comms QK
09 :37 55: WRE: Werfying communication to: DNHENHTOSE ;I
Clear Status

Lt Server: JOR 055 Comms: O pha: [OR B [OR

The LMM provides for the following commands:

« BSY

« RTS

* FRLS
« INB

The LMM also provides the functionality to post a gateway in addition
to individual lines.
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