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CICM Security and Administration

This document provides the security and administration tools, utilities,
and procedures for Centrex IP Client Manager (CICM) nodes
(gateways) and their element managers (CICM-EMs). This document is
part of the CICM customer documentation suite. The complete list of
documents in the suite is identified in CICM Basics, NN0044-111.

The software releases that this document supports are indicated in the
running footer of the document, for example, (I)SNO8.

The topics of this document include:

What's new in CICM security and administration
Administration for CICM

Security for CICM

Tools and utilities for CICM

Security and administration procedures

What’s new in CICM security and administration
The following changes have occurred for this version of the document:

changed the term “terminal handover” to “terminal transfer”
throughout the document, especially in the section Terminal
transfers, and removed the procedure “Perform a terminal
handover” which no longer applies

updated the introduction to Terminal transfers

changed the field “Service Status” to “Status” in the procedure
Starting or stopping the CICM service, and updated the purpose
statement of the procedure
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Administration for CICM

Administering Centrex IP Client Manager (CICM) consists of CS2000
administration and CICM administration.

The topics in this section are:
e (CS2000 administration
e (CICM administration

¢ Device administration

¢ Terminal transfers

CS2000 administration

CS2K administration is undertaken upon installation, with the datafill of
hardware data tables to specify connections. Once datafilled, there
should be no reason to alter the datafill. Refer to the CS2000
documentation.

CICM administration
Administration for the CICM can be done from either its CICM-EM
hosted web pages or from the Administration PC that allows access to
the CICM. The CICM does not come equipped with a display or
keyboard.

An Administration PC is attached to the service provider's
Administration LAN. An Administration PC accesses the CICM-EM
through a web interface.

The functions of the Centrex IP Client Manager administration interface
are to:

» Display the status of the CentrexIP service

e Start or stop the CentrexIP service

* Configure the CICM and clients

* Collect event logs from the CICM

* Backup and restore the CICM configuration

Device administration
A CentrexIP line can be made busy (BSY), installation busy (INB) or
returned to service (RTS) in the same manner as a conventional line.
Refer to the CS2K documentation suite for complete procedures.

For information regarding configuration and administration of the IP
Phones and the m6350 SoftClient, refer to “Related Documents” in
CICM Basics, NN10044-111.
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Terminal transfers
For SNO8, all terminals (clients) connect to the master CICM node.
When upgrading CICM node software with a product release from
SNO7 or rolling back from an upgrade to SNO7, the terminals on the
master node must be manually transferred over to the slave node. This
ensures that the terminals can be returned to service when immediately
followed by a switch of activity (SWACT) between the master and the
slave nodes.

Terminal transfers are handled automatically by active call failover
(ACF) for an upgrade from SNO8 to SNO8 or later.

Terminal transfer overview

When software or hardware maintenance or upgrades are being
performed on a CICM node, the node is taken out of service. Terminals
on the node to be shut down must be moved to the mate node prior to
node shutdown. The mate node is still available to provide service
during the node outage (although at a reduced capacity).

The terminal transfer enables the CICM node to shut down in a
controlled manner, as follows:

e The administrator selects a shutdown timeout interval (between 5
and 60 minutes, in 5 minute intervals) and initiates the terminal
transfer.

* Terminals attempting to register new sessions with the CICM node
will be automatically redirected to the mate node.

* Terminals with no active user login session are transferred to the
mate node immediately when the terminal transfer is initiated.

* For terminals with an active user login session:

— Users are presented with a dialog screen informing them that
maintenance is being performed, and requesting permission to
perform a terminal reboot.

— Users have the choice to defer the terminal reboot. If they defer
the terminal reboot, after several minutes they will again be
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presented with a dialog screen requesting permission to perform
a terminal reboot.

— Users that repetitively defer the terminal reboot until the end of
the shutdown timeout interval will be forced out. The active call
is dropped and transferred to the mate node.

— When a terminal is transferred, the terminal loses service for a
few seconds.

— The user login session is automatically restored when
connectivity is restored on the mate node.

e [f all terminals have been moved to the mate node before the
timeout occurs, the shutdown will complete at that time instead of
waiting for the timeout expiration.

Terminal transfer -- client terminals

This feature applies to the IP Phones 200x and 2033, and the m6350
clients. The transfer process differs for the IP Phones and m6350
primarily in the user interface.

For detailed information on the user interface for IP Phones and the
m6350 SoftClient, refer to “Related Documents” in CICM Basics,
NN10044-111.

Limitations and restrictions of terminal transfers
This section provides the limitations and restrictions of transferring
terminals from one CICM node to another.

Cross-hosted call processing Cross-hosted calls that have
terminals with active user sessions on the mate node and are using call
processing resources on the node that is shut down, will lose active
calls without notice when the node hosting the call processing
resources is taken out of service.

Network addressing To move the terminal from one node to the
other, the UNIStim SwitchServer command is used.

When a terminal connects to the CICM, the CICM queries the terminal’s
server configuration (which is configured manually on the terminal or
through DHCP). The CICM identifies which of the server entries
corresponds to its own host address (the client LAN address on the
CICM node).

The CICM then identifies which is the failover server. If the failover
server is not configured correctly to be the mate node, the terminal
transfer will fail. The terminal will eventually reconnect to the node being
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taken out of service when that node is brought back into service. The
CICM does not reprogram the terminal’s server configuration.

Example

Failover terminal: If a terminal connected to node B has node A
configured for server SO, and node B configured for server S1, then
node A is the failover server.

Note: If a static NAT bind is being used to publish private CICM
client LAN addresses on a public network, the CICM will be unable to
match its own address to either of the addresses configured on the
terminal. This will cause unpredictable results when transferring
terminals.

Terminal server configuration Terminals with S1 and S2
configured as the same server (for example, both configured with the
address of node A) are not candidates for transfer to the mate node. In
this case, when a terminal transfer is being performed, a log is
generated for these terminals and the terminal is left connected to the
node until the node shuts down completely, at which point it loses
service.

Security for CICM

The security model for the Centrex IP Client Manager (CICM)
mandates two separate networks: the Administration network (Admin
LAN) and the Client network. The topics in this section are:

e Admin and Client LAN security

* Access privileges and restrictions

¢ Element Manager security

e ||S filter access

¢ Read-only shared resources
e Authenticated web access

e Secure web access

¢ Firewall and NAT traversal

e UNIStim security

Admin and Client LAN security
The Admin LAN is a secure environment owned and managed by the
telco. It is used for carrying operation and administration data and does
not carry call control data or media streams. No voice services are
available from the Admin LAN.
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The Client network also belongs to the telco customer. The Client LAN
is a non-secure network not under the control and management of the
telco. It carries call control and bearer traffic.

For security purposes, the Admin LAN and Client LAN are physically
isolated from each other within each CICM cabinet. Routing directly
between the Admin and Client LAN is disabled in the CICM. Only the
basic services needed for call control are available from the Client LAN
connections to the CICM.

Because of the separation between Admin LAN and Client LAN, an
administrator would have to do the following to test whether a client PC
or IP Phones200x is visible on the client LAN:

* Use Telnet to log into the CICM on which the user is registered, or

* Use ping or tracert command from the Telnet command line to try
the reach of the IP address of the client.

Note: Ping and Tracert commands may not be used for
deployment where the CICM and its clients are separated by
firewalls and NATs because Ping and Tracert messages are not
able to traverse firewall/NAT.

Access privileges and restrictions

The following access privileges are protected by user names and/or
passwords:

* access to the CICM nodes and CICM-M through the Admin LAN
* access to the administration web pages on the Element Manager
* login to terminals on the Client LAN

To access the CICM-EM web pages, a user must be a member of the
CentrexIP administrators group, which is configured as part of the
installation process. As a member of the administrators group, the
administrator password can be used for access to the Administration
PC, the Element Manager web pages, and for Telnet access.

Refer to the User Administration Procedures section of this document
for detailed instruction on setting up user and administrator groups and
setting privileges.

Element Manager security
Access to the Element Manager is controlled by the Internet
Information Server (11S). For security purposes, authentication is
required to obtain access to the EM (by 1S default configuration).
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The following options may also be configured for extra security:

* Secure Sockets Layer (SSL) encryption may be configured to
provide privacy of sensitive information

» Certificates may be configured for additional authentication

* Auditing may be configured to monitor security activities to prevent
unauthorized access

IIS filter access
Internet Information Services (lIS) can filter access to web services
based on selected IP addresses or domain names. Having only a small
set of client addresses in the filter minimizes the chance of infraction.

Read-only shared resources
The Element Manager is initially configured with three shared
directories, one for firmware, one for backup, and one for patching. All
of these should be read-only. If directories are created for other
purposes, ensure these are made writable for the minimum required
period of time.

Authenticated web access
The web server can be configured to only permit access to
authenticated NT users within the CICM domain or other domains
where trust relationships have been established.

Secure web access
The web server supports secure web access using Secure Sockets
Layer (SSL) when provided with a signed Certificate. This requires the
administrator to obtain a Certificate from a provider. |IS supports client
certificates that are manually distributed to trusted clients and entered
into the browser. SSL can be configured using the Internet Service
Manager.

Firewall and NAT traversal

Firewalls and Network Address Translation (NAT) devices are widely
used by enterprises to maintain their network security and integrity.

A firewall is a system designed to prevent unauthorized access to or
from a private network. Firewalls can be implemented in hardware or
software, or a combination of both. All messages entering or leaving the
private network pass through the firewall, which examines each
message and blocks those that do not meet the specified security
criteria.

A NAT needs to be deployed to translate from a private IP address to a
public IP address and vice versa (if an enterprise uses private IP
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addresses internally and public IP addresses externally). A NAT is a
software capability residing on a firewall. A NAT essentially hides an
enterprise internal private |IP address domain and makes it
non-reachable from external points of origin, hence providing an
additional layer of security.

In a typical deployment where the carrier provides IP Centrex as a
carrier-hosted Centrex solution to its various enterprise customers, the
CICM is normally located in the carrier Central Office LAN (CO-LAN),
in the carrier’'s managed IP network and the carrier’s IP address space.
The IP phones reside on the enterprise LAN in the enterprise private IP
address space behind the enterprise firewall and NAT. The IP phones
communicate with the CICM over the carrier's managed IP network.
The firewalling and NAT functions may be provided through software
residing on an enterprise edge router, or a separate device linked to the
edge router.

To enable CS2K to provide Centrex IP as the Carrier Voice over IP
(VolP)-hosted Centrex solution to its various enterprise customers, it is
critical that the CS2K Centrex IP services are able to traverse
enterprise firewalls and NAT devices.

Nortel has developed a comprehensive firewall and NAT traversal
solution for CS2K-based Centrex IP Solution utilizing the CICM release
6.12 and later.

NAT traversal

Nortel’s Centrex IP supports all types of NATs regardless if it is a full
cone NAT, restricted cone NAT, port-restricted NAT or symmetric NAT.
There is no change needed on existing NAT functions or NAT devices
of enterprises.

UNIStim signaling NAT traversal Centrex IP UNIStim signaling
messages can traverse any type of NAT as UNIStim messages are

always initiated by Centrex IP clients from the private side of the
enterprise NAT. That initial UNIStim message creates a binding on the
NAT to allow UNIStim message traversal from the CICM from the public
side of the NAT.

Keep NAT binding alive for UNIStim signaling Each IP Phones
200x is configured with the IP address of its hosting CICM. When the

IP Phones 200x powers on, it sends a Resume Connection message to
the CICM. A path through the NAT device is set up for UNIStim
signaling.

Once the initial connection has been made, the IP Phones 200x starts
the Watch Dog timer, with a default value of 2.5 minutes.
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To keep the firewall pinhole open for the UNIStim signaling path
throughout the user’s logon session, the CICM has a built-in global
terminal Watch Dog timer that has a default value of 2 minutes.

Every one minute, the CICM sends a UNIStim Reset Watchdog
message to the client (that is, terminal) to reset the Watch Dog timer on
the client, and the client responds with an ACK message. This ACK
message goes through the firewall and resets the firewall (NAT) timer,
hence keeping the firewall pinhole open and the NAT binding alive.

The configurable NAT binding (firewall) timer value is recommended to
be 3 minutes. The guideline is to set the Watch Dog timer about 30
seconds smaller than the firewall timer.

RTP media NAT traversal Two uni-directional RTP media streams
are needed to set up a VolIP call. The outgoing RTP media stream from
Centrex IP clients to the CICM can traverse the NAT since it is initiated
from the private side of the NAT. However, the incoming RTP media
stream initiated at the CICM (on the public side of the NAT) and
destined to the clients can not traverse the NAT since there is no
address binding established at the NAT. Therefore, the call fails.

The real challenge of a NAT on any VoIP application, therefore, is how
the incoming RTP media stream traverses the NAT.

Nortel NAT traversal solution
The Nortel Network NAT traversal solution is summarized by the
following four factors, which are discussed below.

e (CS2K-routed calls

* Intraswitched calls behind a single NAT
e (Calls between two enterprises

* Keeping NAT open for RTP media

UNIStim security
CICM clients communicate with a CICM server using the Nortel
proprietary UNIStim (Unified Networks IP Stimulus) protocol. The
UNIStim security feature, introduced in the CICM 2.5 MR6 release,
provides the infrastructure required for secure communications
between the CICM server and its clients. Security configuration is
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available through the security function on the CICM element manager
web page, and allows administrators to

manage RSA keys for the CICM element manager and its
associated CICM servers

view security policies of associated CICM servers
view security policies of enterprises

Security configuration consists of setting the following security
parameters:

security policy - indicates whether the communications between a
CICM server and its clients are secure or nonsecure

nonsecure client threshold - indicates the number of clients
permitted to connect in non-secure mode to a CICM server that has
a security policy of secure

secure client threshold - indicates the number of clients permitted to
connect in secure mode to a CICM server that has a security policy
of nonsecure

reset security - clears the security objects that ties clients to a
particular CICM server, and therefore facilitates moving multiple
secure clients (terminals) from one CICM server to another

The security parameters for CICM servers associated with an
enterprise are specified as part of the enterprise’s profile.

To set up secure communications between CICM servers and their
clients, refer to procedure Setting up secure communications between

a CICM server and its clients on page 62.

To clear security objects, refer to Clearing security objects on page 45.
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Tools and utilities for CICM

The web interface is the primary user interface to the Centrex IP Client
Manager. The CS2K Line Maintenance Manager (LMM) Interface may
be used to perform administration and maintenance of the CS2K
components that relate to the CICM.

A number of standard administration tools, such as SNMP and WMI,
can be used on the Administration PC, in addition to the web Interface,
for remote management of the CICMs.

Web interface
The CICM-EM web interface is designed for use with Microsoft Internet
Explorer 5.0 or higher and uses standard Microsoft navigation
techniques.

Note: For the web Interface to be correctly displayed, a PC with a
resolution of at least 800x600 and a color depth of at least 256 colors
should be used.

The web interface allows you to configure and monitor CICMs through
a set of web pages. Web pages are hosted on the CICM-EM. They offer
configuration and status options to the administrator. These web pages
are password protected and can also be accessed from a remote web
enabled terminal.

The web interface is made up of two basic components: the left menu
of commands and the context panel with dynamic displays and more
commands.

The left menu is arranged upon installation to offer full administration of
the CICM. For example, configuration and status web pages that are
applicable to a particular CICM can be selected from the CICM menu.

LMM Interface

The Line Maintenance Manager (LMM) Interface on the CS2K is the
primary interface between administration personnel and the CS2K. The
LMM Interface is used to perform administrative and maintenance tasks
on the CS2K, including:

* General maintenance

* Network management

e Operational measurements
e Service analysis

e Trunk tests
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e Data modification
e Line tests

Refer to the CS2K documentation suite for detailed procedures on the
LMM Interface.

CICM SNMP agent
Simple Network Management Protocol (SNMP) is an industry standard
management interface. An SNMP agent provides a standard interface
for status monitoring and fault reporting.

The CICM provides an SNMP interface for remote status monitoring.
Each CICM node will send SNMP traps to a set of management
systems when specific events occur.

An SNMP browser can be used to view the standard MIB-2 mibs as well
as the Nortel specific CICM mib.

CICM WMI agent
WMI is a management interface from Microsoft, and is a standard
component of the NT-embedded operating system. The WMI
management system provides the capability to monitor the status of the
CICMs. The WMI Agent does not need configuration.

WMI management systems are available from companies such as
Hewlett Packard.

Security and administration procedures

Security and administration procedures are performed by means of the
Element Manager web interface, a Telnet connection to the
Administration LAN, and the Microsoft desktop. The procedures are
divided into:

e User administration procedures
e CICM-EM web pages procedures

User administration procedures

This section provides procedures for the administration of user
accounts on the CICM-EM, including the administration of user and
administrator privileges. It does not address CICMs.

Since the standard operating system on CICM-EMs is Windows 2000,
these procedures are written for a Windows 2000 CICM-EM. However,
Windows NT is also supported on legacy EMs.
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Assign/Remove administrator privileges
There are two privilege levels for users: user privileges and
administrator privileges.

User privileges applies by default to all new users, who are put into the
Users group automatically upon creation.

A user is assigned administrator privileges by adding them to the
Administrator group. Administrator privileges are removed by removing
the user from the Administrator group.

The user account “Administrator” that is automatically created upon EM
configuration is set up as a member of the Administrator’s group.

The table User and administrator privileges on page 13 compares the
two privilege levels.

Table 1 User and administrator privileges

Operation User Privileges Administrator Privileges

Logon locally Given by default. Given by default.
This privilege can be removed by ~ Can be removed using the User
using the User Rights Assignment  Rights Assignment in the Local

in the Local Security Settings Security Settings program.
program.
Telnet Yes Yes
FTP Yes Yes
CICM web page access Yes Yes
Certain operations such as Restricted Yes
installing some types of
software, changing network
settings, etc.
Running preboot or No Yes
swupgrade on the EM
Change other user’s No Yes

passwords

Only a user with administrator privileges can perform this procedure to
assign or remove administrator privileges.
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Procedure 1 Assign/Remove administrator privileges

At the EM MS2000 desktop
1 Logon to the EM with a user account with administrator’s

privileges.
2 Open the Computer Management tool from the Microsoft

Windows Start menu:

Start > Programs > Administrative Tools > Computer

Management
3 Expand the Local Users and Groups file, and then the Groups

file.
4 Double-click on Administrators from the list of groups in the

right window.

Response: The Administrator’s Properties dialog box opens with

a list of the Administrator’s group members.

Administrators Properties ﬂ m
General |
g Administrators
Description:
Members:
%Admirﬁstrator
NonelTAS
agd. | E |
oK I Cancel | Apply |

5 To add a user to the Administrator group and assign them

administrator privileges:

a Inthe Administrator's Properties window, click on the Add
button

Response: The Select Users or Groups dialog box opens.
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7

: select Users or Groups HE
Lookin: |8 CENTRENIP-PEM |
Name | In Folder | ]
€% Guest CENTREXIP-PEM
ﬁ IUSR_CEMTREXIP-PEM CENTREXIP-PEM
€7 IwAM_CENTREXIP-PEM CENTREXIP-PEM
0 CENTREXIP-PEM
€ MortelTAS CENTREXIF-PEM
ﬂ Tslnternetzer CENTREXIF-PEM

Add I Check Names

CENTREXIP-PEM\iohn

oK j Cancel |
A

b Search for and select the user to add from the list in the top
half of the dialog box, or type the username into the bottom
window of the dialog box,

¢ Then click on the Add button.
Response: The name added moves to the bottom half of the
dialog box.
d Continue to select and add until you have completed your list,
e Then click OK to save your changes.
To remove a user’s administrator’s privileges:

a From the Administrator’s Properties window’s list of
administrators, click on the user name to remove,

b Then click on the Remove button.

¢ Continue to remove user names until complete,
d Then click on OK to save your changes.

This procedure is complete.

Create new users

Use this procedure to create new users on the CICM EM. Only a user
with administrator privileges can perform this procedure.
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All new users are automatically assigned user privileges. To assign
administrator privileges, first create the user, then perform the Assign
Administrator Privileges procedure below.

Procedure 2 Create new users

On the EM MS 2000 desktop

1 Logon to the EM with a user account with administrator’s
privileges.

2 Open the Computer Management tool from the Microsoft
Windows Start menu:
Start > Programs > Administrative Tools > Computer
Management

3 In the Computer Management window, expand the Local Users
and Groups file by double-clicking on this file.
Response: The Users and Groups sub-folders are displayed in
the left window.

4 Click on the Users folder.
Response: The right window displays the contents of the Users
folder.

5 Click on Action, then New User.
Response: A New User dialog box opens.

6 Datafill the New User dialog box:

a Enter the username and password for the new user.
b Check the boxes as shown in the following figure.

Note: The check boxes normally should be set as shown
in the following figure. To set password expiration, see the
procedure Set password expiry.
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New User
User name: ||0hr-
Full name: |i0hn doe
Description: |
Password: I”‘""

Confirm password: |"”’"

r User must change password at next 1ogon
¥ User cannot change password

W Password never expires

™ Accountis disabled

Create Close
| I

7 Click the Create button.

Response: The New User dialog box closes and the new user
account appears in the Computer Management window’s list of
users.

8 This procedure is complete.

Delete or rename a user

Use this procedure to delete or rename a user account. Only a user with
administrator privileges can perform this procedure.

Procedure 3 Delete or rename a user

On the EM MS 2000 desktop

1 Logon to the EM with a user account with administrator’s
privileges.

2 Open the Computer Management tool from the Microsoft

Windows Start menu:

Start > Programs > Administrative Tools > Computer

Management

3 In the Computer Management window, expand the Local Users
and Groups file by double-clicking on this file.

4 Click on the Users folder.

CICM Security a
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Response: The right window displays the contents of the Users

folder.

5 From the list of users in the right window, right-click on the user
to delete or rename, then

a To delete the user, choose Delete from the pop-up menu.

b Torename the user, choose Rename from the pop-up menu,
then enter the new name and press Enter.

:' Computer Management

lree F

Action Vew | = B @m| X EE 2

| Full ame | Description |

Bl Computer Management (Local)
|- i, System Tock
+-{{uf] Event Viewer
=g System Information
] & Performance Logs and Alerts
+) Shared Folders

= Device Manager

Local Usars and Groups

A Users
1 Groups
|- (g Storage

] Disk Management

H? Disk Defragmenter

=3 Logical Drives
+ {3 Removable Storage
- _ia Services and Applications
WMl Control

8 Services

) n Indexing Service

HsmsciTokndc,., SMSC

Built-in sccount For sdmiristering the...
Built-in account For guest access bob...
DO NOT MODIFY

DO MOT MODIFY, Systems Manage. .,

S5 Systems Manage. ..

Set Password

6 This procedure is complete.

Disable the Telnet service

Use this procedure to disable the Telnet service. This will stop all users
from using it. Only a user with administrator privileges can perform this

procedure.

Procedure 4 Disable the Telnet service

On the EM MS 2000 desktop
1 Logon to the EM as an Administrator.
2 From the Microsoft Windows Start menu, open the Computer

Management window by selecting:

Start > Programs > Administrative Tools > Computer

Management
3 Expand the Services and Applications file.
4 Click on Services.
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[l Computer Management ;|g|_:
adion vew || & & | A@|EF PNB (2] 5 0w
ree I Mame  / | Description | Stakus | Skartup Type | Log &n As |
g Computer Management (Local) %Security Accounts ... Stores sec,..  Started Automnatic LocalSystem
]@ System Toals %Server Provides R, Started Aukomatic LocalZystem
[]..@ Event Yiewer %Smart Card Manages &... Manual Lacalsystem
[]...@ Systern Information %Smart Zard Helper Provides s... Manual LocalSystem
[]---ﬁ Performance Logs and Alerts %SMS Client Service Started Manual Aamaclis, ..
-] Shared Falders %SMS Hardware Inve... Manual LocalSystem
----- £} Device Manager 8 SMSNartelTravelFix Autarnatic LacalSystemn
[+ # Local Users and Groups 88 SHMP Service Includes a..  Starked  Aukomatic Localsystem
]"& Shorage %SNMF‘ Trap Service Receives tr.., Manual LocalZysten
""" (] Disk Management %Svstem Event Motifi,.. Tracks syst.., Started Aukomatic LocalSystem
""" @ Dis‘? Defrc'.ugrnenter %Task Scheduler Enables 2 ... Started Aukomatic Localzystem
& Logical Drives 8 Th2 Launch Starbed  Aukomatic Localsystemn
D"@ Semovable Stlora.ge %TCPJ’IF‘ MetBIOS Hel... Enables su... Started Automatic LocalSystem
]--& Services and Applications ]
4 WM Contral Telephonv Provides T...  Started Manual
; % T ——— 2 Telnet Bllows are. . Manual
g Indexing Service %Timbuktu Remote ... Started Aukornatic
%Uninterruptible Pow... Manages a... Manual LocalSystem
| |
5 In the list in the right window, double-click on the Telnet service.

The Telnet Properties dialog box opens.

Telnet Properties {Local Computer)

General ILog On| Recovery | Dependsncies |

Service name: TintSve
Dizplay name: Telret
Desciption; }ﬁlows aremate wser to kg on fo the system and un co
leploeswcuetlss. 00
[T AANNT haystem3Ztintsw exe
Statup type: Autarnatic d
Autarmnabc

———— M A
Service status:

St | Shop | Fauze | Besume |
“Yiou can specify the start patametess that apply when you star the service
from here,
Shat parametes I

6 Change the Startup type to disabled, then click the Stop button,
then click OK to save the changes.

7 This procedure is complete.

Open the Computer Management tool

The User Administration procedures use the Computer Management
tool, which is a program on Windows 2000 that allows various tasks to
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be performed, including the management of users. The following
procedure demonstrates how to access this tool.

Procedure 5 Open the Computer Management tool

At the EM MS 2000 desktop

1 From the Microsoft Windows Start menu, select Programs, then
Administrative Tools, then Computer Management:

Start > Programs > Administrative Tools > Computer
Management

) Component Services

E Zomputer Management

53 Configure Your Server

5§ Connection Manager Administration Kit
% Data Sources (ODBC)

of Distributed File System

m Ewent Viewer

&7 Internet Services Manager

@ Licensing

£ Local Security Policy

= Routing and Remote Access
) Server Extensions Administrator
Sy Services
#] Telnet Server Admiristration
20 Terminal Services Configuration

L4 a Arcessories 4 Bf_ Terminal Services Manager

RS Administrative Tooks [EEERTGIE

» @ internet Explorer

» 93 Outlook Express

¥

[fistert | ) @ W[ af |
Response: The Computer Management window opens.
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U Computer Managenment

WII@

Tree I

Marme |

Q Zomputer Management (Local)
=k ﬂ& Syskem Tools
I @ Event Yiewer

@ Syskem Information
I ﬁ Performance Logs and Alerts
I L] shared Folders
; ----- E Device Manager

f Local Users and Groups

= @ Skarage
------ I:l Disk. Management
------ @ Disk. Defragmenter
----- ii= Logical Drives
I @ Removable Storage
EEI--% Services and Applications

I:ILIsers
I:IGrcuups

2 This procedure is complete.

Prevent user logon to local EM

Use this procedure to prevent a particular user from logging on locally
to the EM. Users with or without administrator privileges can both be
denied logon privileges. Only a user with administrator privileges can

perform this procedure.

Procedure 6 Prevent user logon to local EM

On the EM MS 2000 desktop
1 Logon to the EM as an Administrator.
2 From the Microsoft Windows Start menu, open the Local

Security Settings window by selecting:

Start > Programs > Administrative Tools > Local Security

Policy

Response: The Local Security Settings window opens.

3 In the left window of the Local Security Settings window, expand

the Local Policies file.

4 Click on User Rights Assignment
Response: The right window displays the list of User Rights

policies.
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§ Local Security Settings

|J Action  View |J a = | | b | @

Tree I

Policy  # | Local Setting | Effective Sekking |

@ Security Settings

B8 Account Plicies

E{} Local Policies

-{Z Audit Policy

[ User Rights Assignment
@ Security Options

[ Public Key Policies

g IP Security Policies on Local Machir

Access this computer From the net... Backup Cperators,P... Backup Operators,P, .,
Act as part of the operating system  MAGEI-ZVSMSCSwC,.,  MAGEI-Z\EMSClSyC, ..
Add workstations ko domain

Back up files and directories Backup Operators,...  Backup Operators,...
Bypass traverse checking Backup Operators,P... Backup Operators,P, .,
Change the system time Power Users, Admini...  Power Users,Admini...
Create a pagefile Administrators Administrators
Create & kaoken obiject

Create permanent shared objects

Debug programs Administrators Administratars

Denv access to this computer fram..,,
Denv logon as a batch job
Deny logon as a service

eny logon localky
Enable computer and user account. ..
Ferce shukdown From a remate sy, Administratars Administrakars
4 | | _DI Generate security audits
5 In the right window, double-click on Deny logon locally.

Response: The Local Security Policy Settings dialog box opens
to display the current list of users denied logon.

6 Click the Add button in the Local Security Policy Setting dialog

box.

Response: The Select Users or Groups dialog box opens.

- Select Users or Groups K E
bockim |8 7]

Hame | In Foldes =]
) Guest CENTREXIP-PEM

€1 USR_CENTREMPFEM
€ PWAM_CENTREXIP-PEM

€1 MortelTAS
Q T et ) se

Add I Check Names

CENTREXIP-PEM
CENTREXIP-PEM

CENTRE=IP-PEM
CENTREXIP-PEM
-

LENTREXIP-PE M\ohn

ok | Canca |

7 Search and select from the top window, or type in the bottom
window the username to deny access to, then click OK.
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8 This procedure is complete.

Set password expiry
Microsoft Windows has a build-in method to manage password expiry.
This is turned off on the EM to stop certain accounts from expiring,
which could affect the running of the CICM. Before turning on password
expiration, you must make sure the CICM account is set to never expire.

Only a user with administrator privileges can perform this procedure.

Procedure 7 Set password expiry

On the EM MS 2000 desktop
1 Logon to the EM as an Administrator.
2 From the Microsoft Windows Start menu, open the Computer

Management tool by selecting:
Start > Programs > Administrative Tools > Computer
Management

3 In the Computer Management window, expand the Local Users
and Groups file, then the User file.

4 Double-click on the CICM user account from the list of Users.

Note: The CICM user account is site-specific, but it is usually
named comusetr.

Response: The <CICM user account> Properties dialog box
opens.
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comuser Properties ﬂ E
Remote contral | Terminal Services Profile I Diakin
Genersl | MemberOf | Profie | Envionment | Sessions
5 comuser
Full name: |
Description; I
I~ User must change password at nest logon
¥ User cannot change password
P Exom
[~ Account is disabled
™ Acoountis |GEREd Gt
’T‘ Cancel | Apply |
5 In the user Properties dialog box, check the User cannot
change password and Password never expires options, then
click OK.
6 To turn on password expiry, it is necessary to first change a

system setting. From the Microsoft Windows Start menu, open
the Local Security Settings dialog box by selecting:

Start > Programs > Administrative Tools > Local Security
Policy

Response: The Local Security Settings dialog box opens.

lﬁ Local Security Settings

| Action vew | & = Bm X B 2

Tree | Policy ¢ | Local Setting | Effective Setting |
? Security Settings ._-'"jia:]EnF'orce passwiord history 0 passwords remem... 0 passwords remem. ..

=& Account Policies laximum password age
8 password Polies | BE]Minimum password age 0 days 0 days
i @ Account Lockol fh’]Min&mum passwaord length 0 characters 0 characters
#-8 Local Policies ?thlpasswards must meet compl,..  Disabled Disabled
[+ _] Public Key Policies ElﬂStare password using rever.,.  Disabled Disabled

+- 8, 1P Security Policies
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7 From the Local Security Settings window, expand the
Account Policies file, then expand the Password Policy file.

Response: The right window displays a list of settings that affect
passwords.

8 It is recommended to only change the Maximum Password Age
setting. To change this setting, double-click on Maximum
Password Age from the list of settings in the right window of the
Local Security Settings window.

Response: The Local Security Policy Setting dialog box
opens.

Local Security Policy Setting 2x|

L Masimum pagzword age

=

Effective policy setting

Pagzwords expire in;
|45 days

Local policy zetting

Pagzwords expire in;

M5 = das

If domain-level policy settings are defined, they overide local policy settings.

ak I Cancel

9 To change the expiry setting:

a To disable expiry, set the Maximum Password Age in the
Passwords expire in: field to 0, then click OK.

b To enable expiry, set the Maximum Password Age in the
Passwords expire in: field to the number of days you want
passwords to be valid, then click OK.

10 (OPTIONAL: FOR EXPIRED PASSWORDS)
Once a user password is close to the expiry time, when the user
logs into the EM the user will receive a warning message telling
them to change their password. If their password is not changed
and expires, they will not be able to login or use the EM web
pages. Upon attempting to login, a Change Password dialog
box opens, which must be completed before they can proceed.
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Change Password

User name: | administrator
Log on to: I ENTREXIP-PEM j
0ld Password: I s
Mew Passward: | |
Confirm Mew Password: |
EN
oK I Cancel

11 This procedure is complete.

Set user password

Use either of the following procedures to set or change a user
password, or to reset an expired password.

The procedure below changes passwords from the Computer
Management tool, and the following procedure changes passwords
from the CICM-EM web Interface.

Only a user with administrator privileges can perform these procedures.
Some user account passwords are controlled by IS and shall not be
modified. Refer to Table 3, Standard User Accounts, for information on
these accounts.

Procedure 8 Set user password (Computer Management tool)

On the EM MS 2000 desktop

1 Logon to the EM with a user account with administrator’s
privileges.
2 Open the Computer Management tool from the Microsoft

Windows Start menu:

Start > Programs > Administrative Tools > Computer

Management
3 Expand the Local Users and Groups file, then the Users file.
4 From the list of users in the right window, right-click the user,

then select Set Password from the pop-up menu.
Response: The Set Password dialog box opens.

NN10252-611 (I)SNO8 and up Standard 05.02 June 2005



Copyright © 2005, Nortel

Nortel Confidential 27

Set Password ied P
Mew pazsword: ||
Confirm pagsword; I
ak I Cancel |
5 Enter the new password, confirm it, then press OK.
6 This procedure is complete.

Procedure 9 Set user password (CICM-EM web interface)

At the CICM - Element Manager home page

1 Click on users from the CICM section of the left menu.

Response: The user home page opens.

cIcm user home page

status

configuratian Uszers are associated with CICMs. Select a user and CICW a2 appropriste then
: click on the option required.

terminals

users If wou select & CICM to brovese users with, you will be further asked for a

maintenance WLCM or WMG and a dracwer or range before being able to browse the list of

USErs,
CICM-EM
status

synchronization
maintenance

profiles
audio
enterprise
language
netwark
user
feature
security

browse Users

CICM Im

view user's configuration
edit user's configuration

delete user

Lizer I
CICM I cicm-002 'I

manually create multiple users

list the active users

2 Select the CICM node identifier from the drop-down menu of
browse users, then click on browse users twice.

Response: The users on cicm <cicm-nnn> (range # on vmg

vmg_name) page opens.
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H H 1 1
cICM users on cicm cicm-002 (range 0-63 on vmg 'vmg0")
status
configuratian _ 3
Line User _ Line User 5 browse users on
——— Ho  User Profile  OPETation (7] Ho | User Profile  OPETation (7] 4
e—— CICh IucnrDDZ 'I
: 0032 7240032 delete
maintenance YIG Ivmgﬂ 'I
0001 7240001 delete 0033 7240033 delete
Range ID-53 'I
CICM-EM 0002 7240002 delete 0034 7240034 delete
status
— 0003 7240003 delete 0035 7240035 delete
synchronization i :
- ’ view UsSer s
maintenance 0004 7240004 delete 0036 7240036 delete T
0005 7240005 delete 0037 7240037 delete
profiles b edit user's
audia 0006 7240006 delete 0035 7240036 delete e
enterprise 0007 7240007 delete 0039 7240039 delete
T ——— } delete user
guay 000G 7240005 delete 0040 7240040 delete
3 From the list of users, click on the user name/ID to change the

caonfiguratian
terminals

users
maintenance

CICM-EM

status
synchronization
maintenance

profiles
audia
enterprise
language
network
user
feature
security

diagnostics
diagnostics

password for.

Response: The edit user <name> on <cicm-nnn> page opens.

User statistics
IJzer name

Tatal Call Count
Login Status
Mazter Terminal
Slave Terminal
Ao Login Terminals
Total Login Failures
Login Cournt

Login Failure Count
Login Time

User =ettings

Passward

Profile

edit user 7240001 on cicm-002

240001

0

Il

naneg

none

nang

D TRECr ) YRR RN R

save changes

force user logout

user overrides

reset user counters

delete user

back to user pages for cicm-002
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4 Enter the password in the Password field, then click on save
changes.

Note: The user password must be greater than 3 numbers
and less than 16 (4-15), numeric characters only. Any more
than fifteen numbers entered will be ignored.

Response: A status page opens to confirm the change.
5 This procedure is complete.

View users on a CICM-EM
When the release SN08 CICM software is installed on a CICM-EM, a
standard set of user accounts is automatically created. The following
table provides a description of these automatically created user
accounts.

Table 2 Standard User Accounts

User Name Purpose

IUSR_CENTREXIP-PEM A built-in account for anonymous access to Internet
Information Services (IIS). This user name and password is
created and managed by IIS and as such should not be
deleted or modified.

IWAM_CENTREXIP-PEM A built-in account for Internet Information Services to start out
of process applications. This user name and password is
created and managed by IIS and as such should not be
deleted or modified.

Guest A built-in account for guest access to the computer. This
account is not used by CICM and can be disabled if not
needed.

Administrator A built-in account for administering the computer with full
access permissions. It is used for most operations on the
CICM-EM.

This user password is initially set to “centrexip” but can be
changed at any time (see the procedure Set user password
(Computer Management tool) or Set user password
(CICM-EM web interface)). It is recommended to rename this
user name to a less obvious name to enhance security.

It is necessary to have an account on the CICM-EM with full
privileges so all maintenance can be performed.

(Sheet 1 of 2)
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Table 2 Standard User Accounts (Continued)

User Name Purpose

NortelTAS This user account allows Nortel Support access to the
CICM-EM. TAS is the Nortel Technical Assistance Service.

CICM account This is an important account that the majority of CICM

(site specific, but usually ~ software runs under. It is created on the CICM-EM

called comuser) installation by the preboot command (the install command in

2.4). It should have the same name and password on all
CICMs and CICM-EMs that interface with each other. It is not
possible to change this account’s password. This account
should not be used for general administration.

(Sheet 2 of 2)

Use the procedure View users on a CICM-EM.

Procedure 10 View users on a CICM-EM

At the EM MS 2000 desktop
1 Open the Computer Management tool from the Microsoft
Windows Start menu:

Start > Programs > Administrative Tools > Computer
Management
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[ABS Administrative
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L) Component Services
E Compuber Management
:3 Configure Your Server
& Connection Manapsr Administration Kit
S Data Sources (ODBC)
«f Distributed File System
m Ewent Viewer
7 Internet Services Manager
© Licensing
£P Local Security Policy
A network Monitor
¥ Performance
= Routing and Remote Access
) Server Extensions Administrator
% Services
m] Telnet Server Admirstration
2D Terminal Services Configuration
b [HE Termina Services Manager

» %3 Outlook Express

In the Computer Management window, expand the Local Users

and Groups file, then click on the Users folder.

Response: On the right of the Computer Management window is
displayed a list of all users on the system.

Note: The following figure shows the user accounts that are
automatically created. Refer to Table 3 above, Standard User
Accounts, for a description of these user accounts.

_f'_'. Computer Management

S[=1 E3

| acton vew || & =» B@m DB @

Tree I

S Computer Management (Local) =
= ﬁ System Tools

- g Event Viewer

LM g System Information

. ® & Performance Logs and Alerts

- -] Shared Folders
- 2 Device Manager

. [E-#j Local Users and Groups
R fLiscrs

] L[] Groups

= @ Storage

(L] Disk Management
n? Disk. Defragmenter
= Logical Drives
LM @ Removable Storage
[+ {% Services and Applications _Y_J
I

Mame | Full Mame I Description
mndmhistrator Built-in account for administerin
mcomuser

Guest Built-in account for guest acces

IUSR_CENTREXIP-PEM Internet Guest ...

71w aM_CENTREXIP-PEM  Launch IIS Prac...

Fnorteltas

stInternatUsar TsInternetUser

<

Built-in account for anonymous
Built-in account for Internet Inf

This user account is used by Te
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3 To view the properties of a user, double-click on the user name
from the list in the right window.

Response: The <Username> Properties window opens.

Administrator Properties 2 x|

General | Member 0f | Profie |

‘g Administrator

Full name: ||

Description: IBuiIt-in acount for adminiztening the computerfdom:

™ WUser must change password at neqt logon
[~ User cannot change passward

v Password nesver expires

™ Account is disabled

I™ Acecountis locked aut

Ok I Cancel | Applp

4 This procedure is complete.
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CICM-EM web pages procedures

This section provides procedures based on the CICM-EM web pages.
For all procedures provided in this document, it is required to use
administrator userids and passwords to login to the EM. The
procedures are listed alphabetically as follows:

Accessing the CICM-EM home page

Adding a CICM
Backup and restore process

Clearing security objects

Deleting a CICM
Editing CICM nodes
Monitoring the status of a CICM node

Performing a sanity check on a CICM

Setting up secure communications between a CICM server and its
clients

Starting or stopping the CICM service
Viewing CICM-EM synchronization
Viewing Language Profiles on a CICM

Viewing terminal status
Viewing CICM information at the node level

Viewing the record of backup sets for a CICM

Accessing the CICM-EM home page
The Element Manager Home page consolidates access to all of the
user administration procedures. It is accessed from a PC running
Internet Explorer 5.0 or above. From this home page, the following
administrative web pages may be accessed:

CICM home
CICM - element manager home

Configuration (described in CICM Configuration Management,
NN10240-511)

Terminals (described in CICM Configuration Management,
NN10240-511)

Users (described in CICM Configuration Management,
NN10240-511)

Maintenance
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e Audio Profiles (described in CICM Configuration Management,
NN10240-511)

* Language Profiles (described in CICM Configuration Management,
NN10240-511)

* Network Profiles (described in CICM Configuration Management,
NN10240-511)

* User Profiles (described in CICM Configuration Management,
NN10240-511)

e CICM upgrades (described in Upgrading CICM, NN10230-461)
* synchronization
* diagnostics

Procedure 11 Access CICM home page

At the Internet Explorer address line

1 Type the IP address of the Element Manager, followed by
/centrexip/, then press Enter.

Example
http://47.73.240.176/centrexip/

Response: A prompt for the user name and password opens.
2 Type your Administrator user name and password, then press
Enter.

Response: The welcome to the cicm - element manager -
<cicmname> page opens.
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Ce_ntrex IP NO ]
Client Manager

CICM welcome to the cicm - element manager - cicmem-200-a

status

configuration CICM - Element Manager Hame CICM - Element Manager Role ) CICM-EM status

terminals CICMEN-200-2, Primary Mode

users } view the status of the following CICM

maintenance Icicm-UUE 'I

CICM-EM

status

gynchronization
maintenance

profiles
audio
enterprise
language
netwark
user
feature
secuUrity

diagnostics

diagnostics

CICh-EM 5.0
acminiztrator

3 Click on status in the CICM section of the left menu.
Response: The cicm home page opens.
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CICM

statius
configuration
terminals
lLsers
rraintenance

CICM-EM

status
swnchronization
maintenance

profiles
audio
enterprise
language
netwark
user
feature
security

diagnostics
diagnostics

Clchd-Ed 5.0

cicm home

The CICh - Element Manager is used for managing Cendrex 1P Client Managers
[CICh=).

From this page, you can add or delete CICMs from the CICM - Element Manager,
and view the status of the ClChs.

Nortel Confidential

view the status of the CICMs

view the status of the following CICM

Iu:ic:m—DDE vl

change the list of CICM= stored on the
CICM-EM

change the detailz of the following
CICM

Iu:ic:m—DElE 'I

run the configuration wizard on the
following CICM

Icicm—DDE 'I

change the global settings for the
following CICM

Iu:ic:m—DDE vl

show the backup sets available for

4 This procedure is complete.
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Adding a CICM
Use this procedure to add a CICM to an Element Manager.

Note: When a CICM server is added, it has a default security policy
of nonsecure. If you want secure communications between the CICM

server and its clients, refer to Setting up secure communications
between a CICM server and its clients on page 62.

Procedure 12 Add a CICM

At the cicm home page

1 Click on the Change the list of CICMs stored on the CICM-EM
text bar on the right menu.

Response: The cicm modification page opens.

NERTEL
NETWOR

cicm modification

configuration

. Usze thiz page to add and delete CICW=. Clicking on a CICW allowes you to switch a CICW onand off line, and to change the node
terminals Fames in that CICM.

users

maintenance Hote: When a CICM iz added or deleted, the cxipgwsry service (vwhich polls the CICKs) will restart so t can take into account the
changed lineup of CIChs. During the brief period cxipawsty iz oot of service, the status of all the CICWMs will be falsely displayed
a= 'faulty' on thiz page and shown as unavailable on other EM pages.

CICM-EM

status

synchranization CICM Hode A Status Hode B Status Delete p add new CICM

maintenance cicm-002  4713544.149 4713544150 i)

cicm-200 4713542232 4713542.233 jim]
profiles
audio cicm-201 4713542234 47 13542.235 jim]

enterprise

2 Click on add new CICM on the right menu.
Response: The CICM creation page opens.
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Centrex IP

Client Manager

cicm creation

configuratian

ormation SdVe new
- CICM Informati (7] [ 2 CICM
terrminals
Users Mame I } cancel
rhaintenance
Hode & P Address |
CICM-EM
status Node BIP Address |

synchronization
3 Type the CICM identifier in the Name field,
Where

CICM name
refers to both sides of the CICM.

Then enter the IP addresses in the node A IP address and
node B IP address fields,

Where

nodes
are the names of each side of a CICM.

Then click on save new CICM.
Response: The CICM creation page displays the status of the
creation, and confirms completion.

4 This procedure is complete.
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Backup and restore process
With release (I)SNO08, the CICM and CICM-EM provide a Backup &
Restore functionality for the CICM, by means of scheduled and
on-demand backups. This backup feature makes it possible to restore
a CICM configuration that was backed up earlier.

This feature is useful in the following types of circumstances:

* When an unexpected system failure of one or both nodes occurs
and it is necessary to re-image the CICM node(s) with a fresh load.

* When some parts of the CICM configuration are lost or accidentally
deleted, the backup/restore feature makes it possible to avoid
manually re-running all the configuration steps.

This feature provides the ability to perform a backup of the CICM data
periodically or on demand. This functionality is provided under an
individual application on the CICM, controlled by a scheduler and the
CICM-EM.

The backup process stores all elements of the MIB Registry that are
considered to be static data, and that are directly relevant to the
configuration of the CICM.

Although there is no specific restriction on the time when backups can
be executed, they can only be restored on CICM nodes mounting the
exact same version of the CICM software.

The configuration data to be copied falls into the following categories:
e virtual media gateways

* user configurations, including passwords, locality preferences, and
contacts

* terminals, including locality preferences and the auto-login
preference

* lines, including their features
* profiles of end-point equipment, including the global profile
overrides stored on the CICM

The MIB branches copied during the backup process are highlighted in
the MIB hierarchy shown in the following figure.
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=-{__] Mortel Metworks
B [ C=ntrexIP International Gateway
=& 7.11
=1-{_] chassis
+{_] card
+-{_] fan
] configuration
1 log
{_] middleboxconfig
{_] netconfig
] noded
{_] nodel
+-{__] performance
*
=1-{_] session
+1__] config
+-{_] snmpdata
+-{_] taskdata
+|{_] terminal
¥
¥

]

] user
] vlem

Backups can be created at a regularly scheduled time, or on demand
by an operator (for example, prior to a CICM installation). On-demand
backups are triggered through the CICM-EM, while scheduled backups
will require no manual intervention once configured.

In both scheduled and on-demand backups, the result is an XML file,
which is sent to the CICM-EM through anonymous FTP and stored
locally in the following folder:
D:\CentrexIP\support\backups\<cicm_node>,

where <cicm_node> is the full name of the node.

The node-specific folder is automatically created the first time a backup
(of either kind) is run for that node. Although both backups are designed
to occupy a limited amount of disk space on the CICM-EM, it is entirely
up to the administrator to actually manage the files, for example by
moving them periodically to a separate secure location.

Scheduled Backups
Scheduled backups are automatically run daily by each CICM node and

require no further intervention by the operator once they have been
successfully set up during the initial installation of software.

The time portion of preboot (also accessible by typing preboot time
/interactive) has been expanded to prompt for a base time for
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scheduled backups, expressed in hours and minutes. The default value
for the base time is 2AM. The command line interface is illustrated in
the following figure:

i+ |Command Prompt - telnet 47.165.172.212

Current time zone is —-1.88 hours from GMT (GMT Daylight Time>.
Standard zone is B.080 hours from GMT (GMT Standard TimeD.
Do you want to change it [YIN, default=N1 :

Current local date is 28-/7-2884.
Do ywou want to change it [YIN, default=MN] :

Current local time is 14:41,
Do you want to change it [¥YiN, default=MN]1 :

Current time for scheduled backups is 82:688,
Do you want to change it [YIN. default=N] = vy
Enter new time of day for backup to run

[input hh:mm or ENTER to accept 82:801 : 18:29

Found NITP Server Configuration:
Primary NTP Server Add = 47.165.171.1
Backup NIP Server Adde = 47.165.171.17

iring W32Time Service with NIP Server Parameters...
zsfully configured NTP Server Parameters

Once the base time has been chosen or the default value confirmed, a
new scheduled job is allocated on the CICM to perform the actual
backup and then FTP the result to the CICM-EM at the specified time,
as can be seen in the figure above. The backup job is designed to send
the XML file to the IP address of the master and slave CICM-EMs,
alternating between them on a daily basis to ensure a balanced usage
of their disk space.

The fixed name for the backup file is

backupconfig_<day>.xml

where <day> is the day of the month (for example,
backupconfig_25.xml). As backup files are automatically overwritten,
this naming convention ensures that the master or slave has to store
only a limited set of automatic backup files (up to a maximum of 31) for
any CICM node it manages.

Scheduled backups can be turned off, if necessary. By running the at
command on the CICM command line, the ID associated with the
scheduled job will be output, just as it is automatically done by preboot.
Then the following command is entered:

At <task_id> /delete

where <task_id> is the ID previously identified.

On demand backups
On-demand backups can be initiated at any time from any CICM-EM

that manages the given CICM node. It is not necessary that the
CICM-EM be the master or slave, just as for scheduled backups. The
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backup/restore functionality is accessed through the CICM-EM backup
button, accessed from the CICM-EM home page cicm - element
manager - <cicmem-nnn-x>, as shown in the following figure.

Centrex IP

Client Manager

cicm - element manager - cicmem-200-a

configuration

terminals Configuration ' CICM-EM backup
HEElS Primary Mode CICMEM-200-4,
maintenance ) Restart CICM-EM

Secondary Mode CICMER-200-B

¥ [CIcMEM 2004 =]
CICM-EM
status System Services for CICMEM-200-A
synchronization
. CICh-ENd 7.0 Baze Release
verSIDn Eugilod T 44 474

This backup action results in he backup page shown in the following
figure.

cicm - element manager backup

configuratian Guerying CICRER-200-2;

terminals - Guerying CICM list .. P back
- Euerving profiles...
Users - Querying session config....

maintahance Guery complete, 572596 bytes

Creating file
CICM-EM

status C:\KEEDY EMDUMP _CICHMEM-Z00-A WediuglS0512102004 . xml
synchronization

Creating secondary file :

profiles

audio EMOLIMP_CICMERM-200-4 Yed el 605121 02004 5m]
enterprise

language Backup of configuration data fram CICMER-200-4 iz complete.
network

Before upgrading the CICM-EM, the backup data should be copisd to a safe
user location.
The configuration data file can be downloaded by clicking the shove link or from

foatire

Once either node has been chosen, a task is run on that CICM node to
carry out the backup and FTP the resulting XML file to the CICM-EM,
which normally takes a few seconds, depending on the size of the MIB
itself. The fixed name for the backup file is:
backupconfig_<day>_em.xml

where <day> is the day of the month (for example,
backupconfig_25_em.xml5). As backup files are automatically
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overwritten, this naming convention ensures that the CICM-EM has to
store only a limited set of automatic backup files (up to a maximum of
31) for any CICM node it manages, despite the fact that on-demand
backups can be triggered an unlimited number of times each day.

Although the backup files are stored in the same directory as the

scheduled backups, the naming convention ensures there is no overlap
between them. However, it is up to the administrator to make sure that
the backup file for a given day is saved to a different location before it is
automatically replaced, which happens in the event of another backup
being triggered on the same day, or on the same day of a later month.

Restore

Although there is no specific restriction on the time when backups can
be executed (whether they are scheduled or on demand), they can only
be restored on CICM nodes mounting the exact same version of the
CICM software, and specifically only in the two following scenarios:

* Upon accidental loss or deletion of portions of the MIB (on a pair of
fully configured CICM nodes)

* Upon fresh re-image of both CICM nodes, after having fully run
preboot on one node.

This means that the use of the restore functionality is NOT supported
and hence strongly discouraged in the following scenarios:

* Across software upgrades within the same product release (for
example, 8.11 t0 8.12)

* Software upgrades across two different product releases (for
example, 7.11 to release 8.0)

A version check is built into the restore facility purposely to prevent
accidental usage of a backup file outside the scope intended by this
feature (and specifically across any kind of software upgrade).

Moreover, this functionality does not provide direct support for
automated restores of CICM backups. This means that, in order to
apply any previously saved configuration, the operator must connect
directly to both the CICM-EM and the CICM, as the CICM-EM itself will
not include a restore interface.

Specifically, the following two steps must be performed:

e Locate the applicable XML file on the CICM-EM and copy or FTP it
to the CICM node

* Telnet to the CICM and run the following command:
cxiprestore <xml_backup_file> /norestart <xml_backup_file>
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or
cxiprestore <xml_backup_file> /restart <xml_backup_file>
where <xml_backup_file> is the configuration file,

Inorestart is specified to restore on fully configured CICM nodes,
and /restart is used for freshly re-imaged CICM nodes (following
completion of preboot).

In the case the /restart option is chosen, the main CICM services will
be stopped prior to re-applying the actual data, to be restarted upon
completion of the restore operation. Conversely, the /norestart option
has no impact on the services running at the time the restore is
performed.

Note 1: For the restore procedure to succeed on freshly re-imaged
CICM nodes (that is, when using the /restart option), the node being
restored must be the only one currently running, which means it must
be the Master node of the pair, with no Slave presently connected to
the network or switched on. This is essential to ensure that the newly
restored MIB content will not be accidentally deleted by a premature
synchronization with the mate node, and that it will be properly
replicated across following the re-imaging of the Slave at a later
stage.

Note 2: When using the /restart option, the restart of the main CICM
services will mean that all networks adapters for the node will be
re-initialized, and as a result the Telnet connection will be dropped.

Note 3: Although there are other command line options available for
the cxiprestore tool, they are not documented here as they are not
relevant to this activity, and as such their usage should be avoided.

Note 4: A version check is built into the restore facility, purposely to
prevent accidental usage of a backup file outside the scope intended
by this feature (and specifically across any kind of software upgrade).
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Once a client is connected to a secure CICM server, it has a security
object that associates it to that particular CICM server. To move a
secure client from one CICM server to another, the first step is to clear
the associated security object from the client. This is done through the
Reset Security parameter at any one of the following three levels:

e enterprise level
e CICM server level
e client level

The following table shows the impact of setting the Reset Security

parameter:

CICM
Enterprise

server Client

No No

No No

No Yes

No Yes

Yes No

Yes No
Yes

Yes

Yes Yes

No

Yes

No

Yes

No

Yes

No

Yes

Reset
Security
value
No

Yes

Yes

Yes

Impact

Yes

Yes

Yes

Yes

No clients will have their
security objects cleared

Only the specific client will
have its security objects
cleared.

All clients associated with
the CICM server will have
their security objects
cleared.

All clients associated with
the CICM server will have
their security objects
cleared.

All clients under the
enterprise will have their
security objects cleared.

All clients under the
enterprise will have their
security objects cleared.

All clients under the
enterprise will have their
security objects cleared.

All clients under the
enterprise will have their
security objects cleared.
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Procedure 13 Clear the associated security object from a client

At the Centrex IP Client Manager
1 Click on security from the profiles section of the left menu.
Response: The security configuration page opens.

Centrex IP

NORTEL
NETWORKS

Client Manager

cich security configuration
status
conﬂ.guratiun This page alows configurstion of CentrexiP Security features. » Manage RSA Keye for the CICM -
terminals The fallowing features are available: e a0
users 2 . R
maintenance ®  Manage RS4A keys for the CICW - Element Manager and its associsted » W S S T T
ClChs
CICHLEM ® iewy security policies of associated CICMs » View security policies of enterprises
z * View zecurity policies of erterprizes on this CICM - Element Manager
status
synchronization
maintenance p cicm home
profiles
audia
enterprise
language
netwark
user
feature
security
diagnostics
diagnostics
CICM-EM 7.0
aclminiztrator
2 Use the following table to determine your next step:
If you want to clear the
security object at the Do
enterprise level step 3
CICM server level step 4
client (terminal) level step 4
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3 Clear the security object from all clients associated with CICM
servers within an enterprise as follows:

a Click View security policies of enterprises on this CICM-
Element Manager

Response: The security summary for enterprises page
opens.

Centrex P NEIRTEL

. NETWORKS
Client Manager

CICM security summary for enterprises

configuration _ _ ! _ .
. Lze thiz page to view the security settings far enterprizes.
terminals

users
Hon Secure Client Secure Client

maintenance Enterprise Security Policy i P

Reset Security

CICM-EM kosal naon Secure 1} 0 ]

status

synchronization P security configuration
maintenance

profiles
audio
enterprise
language
network
user
feature
security

diagnostics
diagnaostics

CICH-EM 5.0
administrator
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b Click on an Enterprise link.

Response: The enterprise profile <enterprise> (cicm-em)
page opens.

Ce.'ntrex IP NERTEL
Client Manager

enterprise profile 'kosal’ (cicm-em)

configuration

; Enterprige profile 9 ) save
terminals
users E;drireprise kosal } edit network associations
rnaintenance
Profile up } associated CICMs
CICM-EM to date. on e
Azzocisted } dit ent . ofil
status CIChs audit enterprise profile
synchronization Transt
2 Fans Ef_ apphy enterprise profile to all
maintenance Cannection ID 'l » associated CICMs
Retrigs
pruﬁles Enterprise b return to enterprise profile
audio Secure I Mon Secure 'l DR T
enterprise Policy
language Enterprize
Monsecure
network P o Clients PER CICM
2=l Threshold
feature
Security Erterprise
Secure
Clent IU Clierits PER CICM
diagnostics Threzhald
diagnostics Enterpriss
Reset Mo =
Security
:;SDCii*ed CICH-RUA-Contivite-1600B (Auto-Discover)
CICh-Ed 5.0 oS ciscopic (Auto-Discovend
il i A

c Select Yes for the Enterprise Reset Security parameter.
d Click on save.

You can now move all the clients associated with each CICM
server within the enterprise to other CICM servers.

This procedure is complete.
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4 Clear the security object from one or more or all clients
associated with a CICM server as follows:

5 Click View security policies for CICMs

Response: The security summary for cicms page opens.

Centrex|IP NERTEL
Client Manager
security summary for cicms
configuration . ) ’ )
. Uze thiz page to view the security settings for CICHs.
terminals
Sl Default S ity Hon 5 Client S Client
. au ecur| on >ecure Cliel ecure Clhie -
maintenance cicm Policy Threshold Threshold Reset Security
CICM-EM cicm- secure i 0 Mo gy Terminal
002 Settings
status
svrnchranization CiCiT- Wiewy Terminal
k) ! 200 secure 1] u] Mo S—eﬂin o
maintenance
CiCiT- secure i 0 Mo Wigwy Terminal
profiles A, Seffings
audio cicm- o secure o @ o iew Terminal
enterprise &l Seftings
language
network ) security configuration
user
feature
Security
diagnostics
diagnostics

If you want to clear the

security object at the Do
CICM server level step 6
client (terminal) level step 7
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6 Clear the security object from all clients associated with a CICM
server as follows:

a Click on a CICM server link.

Response: The global settings modification on <cicm>
page opens.

Centrex [P

Client Manager

global settings modification on cicm-002
conﬂ.guratlun Global Settings 9 } save changes to the CICM
terminals
users Centrex Product Mame ICentrex } cancel
maintenance
Maxitnum number of failed |5
CICM-EM uszer login sttempts
status User login denisl period IEDD
P [Eeconds)
synchronization
maintenance hiax Reboot Court |3 'l
profiles Maeimum Mumber of 5000
. Terminal Connections
audio
enterprise Diefault Security Policy I Secure 'l
language
Monsecure Client
network Threshold [0
user
feature Secure Cliert Threshold ID
Fecurity
Reset Security I Mo 'l
diagnostics ©
. . Locale Settings
diagnostics 2
Default Language IEngliSh U3s) 'I

b Select Yes for the Reset Security parameter.
¢ Click on Save changes to the CICM.

You can now move all the clients associated with this CICM
server to another CICM server.

This procedure is complete.
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7 Clear the security object from a client associated with a CICM
server as follows:

a Click on View Terminal Settings for a particular CICM
server.

Response: The terminal audit results on <cicm> page
opens.

Centrex P NEQRTEL
Client Manager

terminal audit results on cicm-002

corfiguration MAC Address Reset Security Setting Reset Security State delete

terminals ! } obsolete
Jasre 01-C4-D7-E5-18-BF-E8-00 Mo Do Mot Reset Security records

maintenance 31-38-00-04-E4-02-E3-CF Ma Do Mat Reset Security

31-38-00-0A-E4-03-43-25 Mo Do Mot Reset Security
CICM-EM
status 31-38-00-04-E4-03-43-52 Mo Do Mot Reset Security
synchronization 31-35-00-60-35-76-F4-12 o Do Mot Reset Security

MRS 31-38-00-60-35-56-5C-54 Mo Do Mot Reset Security

profiles

audio b terminal home } terminals on cicm-002 } terminal audit on cicm-002
enterprise

language

network

user

feature

Fecurity

diagnostics
diagnostics

CICHW-EM 5.0
administrator
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8 Click on the MAC Address for the client (terminal) on which you
want to reset the security parameter.

Response: The terminal <MAC Address> on <cicm> page
opens.

Terminal values

Terminzl Type

configuration
terminals
UsErs
maintenance

Connect Count
Firmuvare Lewvel
Harchware Releaze Level

Pec
CICM-EM
status
synchranization
maintenance

Dizplay Contrast
Time Last Connected

Auto Login User

profiles Hetworking Information
audio Signaling Lddress
enterprise
Erterprize [P Address
language
network MAC address
user Metwork sssocistion (reported by
feature terrninal)
security Metweork sssocistion (effective)
diagnostics Civil Lozation
diagnostics Spatial Location
Terminal defaults
Audio Profile
Language
Time Format
Date Format
CICH-Ehd 5.0 .
acdministratar peseti sty

terminal 01-c4-d7-e5-18-bf-e8-00 on cicm-002 (47.135.43.18)

(7] b save

mE 350 P delete

5
) view terminal status on node

B10.183
|4?.135.43.18 vl

1}

MTEA4200

2003021 4 16:34

nane

47 13541 2135000
4713541 213

O00BDES7 2940
Mone specified

CE-LAaN
Mot available

Mat availahle

Ienterprise vl
I j‘
| -

Mo -

a Select Yes for the Reset Security parameter.

b Click on Save.

You can now move this client associated with this CICM
server to another CICM server.

This procedure is complete.

Deleting a CICM

Use this procedure only under Nortel support direction to delete a
CICM node from the CICM-EM.
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Procedure 14 Delete a CICM

CAUTION

Loss of all service

Completing this procedure will delete a CICM
and result in loss of all CentrexIP service on
that CICM.

This procedure must be performed only
under direction from Nortel Support.

At the CICM Home page of the element manager web pages

1 Click on the Change the list of CICMs stored in the CICM-EM
text in the right menu.

Response: The CICM modification page opens.

2 On the list of CICMs displayed, click the delete (trash can) icon
for the CICM to be deleted.

Response: A status window displays the status of the deletion
operation, and provides notification when complete.

3 This procedure is complete.
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Editing CICM nodes
Use this procedure to edit the CICM nodes.

At the cicm home page of the element manager web pages

1 Click on the Change the list of CICMs stored in the CICM-EM
text in the right menu.

Response: The cicm modification page opens.

2 On the list of CICMs displayed, click on the CICM to be changed.
Response: The edit cicm <cicm-nnn> page opens.

Ce.'ntrex IP NORTEL ke
Client Manager

edit cicm cicm-002

configuration ) ) .

i inal Each CICW consists of two nodes. Usze this page to change the ip address of each of those nodes.
Brminals

USErS

maintenance cicm-002 & ) Apply Changes

CICMLEM Mode & |47.135.44.149 P cCancel
status

- MNode B [47.135.44.150
synchronization

Tz TEEZE There are no Enterprise Profiles associated with this CICM

3 Enter the node IP address for Node A and/or Node B,

Note 1: The nodes of a CICM correspond to the IP address
of each side of the CICM (Unit 0 = Node A, Unit 1 = Node B).
The IP addresses must be exactly correct, as the CICM-EM

accesses the CICM using the IP address.

Note 2: The CICM name is a reference only and is not used
for communication with the CICM.

4 Click on Apply Changes on the right menu.
5 This procedure is complete.
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Monitoring the status of a CICM node

configuratian
terminals
(I3:=1¢=
maintenance

CICM-EM

status
synchronization
maintenance

Use this procedure to monitor the status of a CICM node.

The CICM status page is an emulation of the alarm bar panel on the
physical CICM. Any alarms that are seen on the alarm bar will be seen
within 30 seconds on the Element Manager CICM Status page. From
this page you can view the status of individual cards and information
about their configuration.

This CICM Status web page is the best tool to monitor the CICM status.
However, it is recommended to also periodically monitor the event logs
of both nodes and the Element Manager. The details of event logs
should also be viewed if an error occurs to identify the cause of the fault.
Refer to the View Event Logs procedure of this document.

At the CICM home page on the Element Manager web interface
1 Click on View the status of the CICMs from the right menu.

Response: the cicm status page displays a summary of critical,
major, and minor faults on the CICM.

cicm status

[ |
Summary Refresh 01:51:45 (30 seconds) ’ e e e s e

Critical (1 CICM) Major (1 CICM} Minor (0 CICMs) .
I cicm-002 'I
. ccmenz  cicman none

} view complete status of

Iu:ic:m—DDZ vl

2 To view additional details of the CICM status, click on view brief

status of on the right.

Response: The cicm status page updates to add additional
node and card status information for the CICM.
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cicm status

configuration B

terminals Summary Refresh 01:53:16 (30 =econds) ’ e e e T
users Critical {1 CICM} Major {1 CICM) Minor (0 CICMs) ciom-200 -
- . come2  comam | K
maintenance
CICM-EM P view complete status of
status [ ciem-002 =]
synchronization
maintenance
ll ) Re-scan CICMs
profiles .
audio CICM-200 - Status - System in Service - Befresh 01:53:35 (30
enterprise Ho Alarm seconds)
language Sjat  [CICM-200-4, |CICK-200-8
netwiork Fault
user Active L b
hiaint
feature
Hode A, 47.135.42.232 Service = running —
diagnostics Mode State = master
di . Fault code =0
1agnostics - Mo fauits detected
Hode B, 47.135.42.233 Service = running
Mode State = slave
Fault code =0
- Mo fauits detected ;I
3 To view the complete CICM status, click the view complete

status of text box on the right menu.

Response: The <cicm-nnn> cicm status page updates to add
additional VMG, node, and network information, and to provide
options to view additional detail (see step 4).

NN10252-611 (I)SNO8 and up Standard 05.02 June 2005



Copyright © 2005, Nortel

configuratian
terminals
(I3:=1¢=
maintenance

CICM-EM

status
synchronization
maintenance

profiles
audio
enterprise
language
network
user
feature
sECUrty

diagnostics

diagnostics

CICM-EM 8.0
administr atar

cicm-002 cicm status

CICM-002 - Status - System in Service - Ho Alarm

ot (CICh-002-2A |CICh-002-B

Fault
Active L L
airt

=

Hode A, 47.135.43.18

Hode B, 47.135.43.19

virtual media gateway

State
Active Cn
Peer State

Terminals
Artive Cn

} cicms ) home

Service = running
Mode State = master
Fault code =0

- Mo fauits detected
Service = running
Mode State = slave
Fault code =0

- Mo fauits detected

in service
Mocke &
in sync

Mrrde A

Refresh 03:45:32 (30 seconds)

"

4
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NERTEL
METWL

SUMMary

perform maintenance
on cicm-002

view status of chassis
components

view node alarms

Mode IE

performance
monitoring

ICDnnediDns 'I

view the status of

Idcn%DDZ 'I

Note: You must scroll down in the details sub-window to view
all information.

4 To view details of the chassis components, click on view status
of chassis components for each option on the right menu.

Response: The <cicm-nnn> cicm status page updates with the
additional detail selected.
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trex IP
nt Manager

caonfiguratian
terminals
users
maintenance

CICM-EM

status
synchronization
maintenance

cicm-002 cicm status

CICM-002 - Status - Systemn in Service - Ho Alarm

ot [CICM-002-2 (CICh-002-B

Fauft
L L

Active
Hode A, 47.135.43.18

hdairt

Hode B, 47.135.43.19

Service = running
Mode State = master
Fautt code =0

- Mo faults detected

Service = running

Refresh 03:46:03 {30 seconds)

Nortel Confidential

summary

perform maintenance
on cicm-002

view status of chassis
components

view node alarms

Mo IE

profiles Mode State = slave
; Fautt code =0

audio - Mo faults detected
enterprise > performance
|anguage monitoring
network = ICDnnec‘tiDns 'I
— Refresh 03:46:11 {30 seconds)
feature Card Status >

g view the status of
security Slot  ® ® | St Type SO0 Card  Card PEC Code PEC Code :

¥PE Type Hame Model Front Rear I cicr-002 'I
diagnostics CICH System  MASTER CICM-  Motorols
diagnostics 0028 Domasna CPU oo2-a cpyssza Moo WE NTRKSTVC
CIChl- ) System  MASTER CICM-  Motorold | roveris  seowesse )
CICM-EM 5.0 ’ cicms } home
5 For performance monitoring of connections or terminals, from

the <cicm-nnn> cicm status page, click on Connections,
Terminals, or Packets from the drop-down menu of

performance monitoring on the right menu, then click on
performance monitoring.

Response: the <ciecm-nnn> cicm status page updates to
display the information. The figure below displays connections

information.
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cm cicm-002 cicm status
atus
nfiguration
; CICM-002 - Status - System in Service - Ho Alarm Refresh 03:47:04 (30 seconds)
rminals P summary

- Siot | |CICM-002-4 [ClcM-002-

. Fautt perform maintenance on
aintenance P, & ® » ciem-002
flzirit
CM-EM

’ view status of chassis

atus Hode &, 47.135.43.18 Service = running components
T Mode State = master
nchranization Fault code =10 -
aintenance - No fawlts detected P view node alarms
Hode B, 47.135.43.19 Service = running Mode IA v|
ofiles Mode State = slave
; Fault code =0

lidio - No faults detected

terprise p performance monitoring
nguage ICDnnediDns 'I
Btweark =

gr H

Connections

ature } view the status of
purity Hode A (47.135.43.18) I cic-002 7|
lagnostics Call proceszing status A ctive

agnostics Tatal number of half calls ]

Total number of throttled calls 1]
Current active half callz on WhMGunit 00 0 (0 per minute) o
P BHHcay =l

6 This procedure is complete.
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Performing a sanity check on a CICM

centrexIP

lient Manager

configuration
terminals
users
maintenance

CICM-EM
status

Use this procedure to perform a sanity check on a CICM. It will result in
a display of the software release version.

Procedure 15 Perform sanity check on a CICM

At the cicm home page of the element manager web pages
1 Click on diagnostics on the left menu.
Response: The diagnostics home page opens.

diagnostics home

DIAGHNOSTICS
} language check on CICM-EM

P language check on a CICM

Icicm—EIIJZ 'I

} =anity check on a CICM

synchronization Iﬁ 007 -
maintenance =
prTIES ) network status check on a CICM
audio Iﬁ
enterprise cicm-00Z |8
language
netwark } inspect logs on
feature
security
P restart terminals on a CICM
diagnostics I—_l - -
diagnostics ciem-002
2 Choose the CICM from the drop-down menu of sanity check on
a CICM on the right menu, then click on sanity check on a

CICM.

Response: the verify CICM <ciem-nnn> page opens and
displays the results of the sanity check.
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verify ciem cicm-002

. Detected thiz iz a 8.1 CICM.
configuration

terminals
Users Checking users DMS line provisioning information:
maintenance ® Checking user 7240001
e Checking user 7240002
CICM-EM » Checking user 7240003
status

e Checking user 7240004
synchronization e Checking user 7240005
maintenance e Checking user 7240008
e Checking user 7240007

profiles
_ e Checking user 7240008
audio
- e Checking user 7240009
enterprise
e Checking user 7240010
language
e Checking user 7240011
network
e Checking user 7240012
user
e Checking user 7240013
feature
- e Checking user 7240014
Securty
3 This procedure is complete.
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Setting up secure communications between a CICM server and its clients

Centrex IP

Client Manager

configuration
terminals
USErs
maintenance

CICM-EM

status
synchronization
maintenance

profiles
audio
enterprise
language
netwark
user
feature
security

diagnostics
diagnostics

CICh-Er 7.0
adminiztrator

You can set the security parameters at a CICM server level or at an
enterprise level. All CICM servers within an enterprise must have the
security feature provided in the MRG6 release in order for the enterprise
to have its security policy set to secure. If one or more CICM servers
within the enterprise do not have the security feature, then the security
policy for the enterprise can only be set to nonsecure. All CICM servers
within an enterprise, are either all secure or all nonsecure as the CICM
servers security policy defaults to the security policy of the enterprise.
All CICM servers within an enterprise share the same security
parameters, which cannot be overridden on a CICM server basis.

Complete one of the following procedures to set up secure
communications between a CICM server and its clients:

» Set the security parameters at a CICM server level

* Set the security parameters at an enterprise level

At the Centrex IP Client Manager

1 Click on security from the profiles section of the left menu.
Response: The security configuration page opens.

NORTEL
MNETWORKS

security configuration

Thiz page allowes configuration of CentrexIP Security features.

b Manage RSA Keys for the CICM -
Element Manager

The follovwing festures are available:

» hanage R34 keys for the CICW - Element Manager and its azsocisted b e T T T (T (L

CIChz
Wiewy securty policies of associated CICMs b View security policies of enterprises
“iewy security policies of enterprizes on this CICM - Element Manager

} cicm home
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2 From the right menu, click on Manage RSA Keys for the CICM
Element Manager.

Response: The security configuration: rsa key management
page opens.

Centrex|IP NERTEL
Client Manager
security configuration: rsa key management
configuratian RSA Key Management & P Generate Hew RSA Key on CICM-EM
terminals
users (L H A (OB [y A Eerd } Delete Previous RSA Key on CICM-EM
maintenance Current Sad 797 ef2dalafbbc57061 5ch4030509
’ Update CICM with CICM-EM= current
Previous (Key Does not Exist) Key
CICM-EM
status G (TR [y AT S ) Delete previous key on the CICMs
synchronization cicm-002
maintenance
Current Yad797ef2dadafbbos7 061 Sch4030509
profiles Previous [Key Does not Exist)
I cicm-200
enterprise
la nguage Current Sad797ef2dalarbboS7 061 Scha03c509
netuwork Frevious [Key Does not Exist)
e cicm-201
feature
. Current Jad797ef2dadafbboS7 061 Scha4030503
Security
Previous [Key Does not Exist)
diagnostics
: o : cicm-202
diagnostics
Current Yad797ef2dalafGboST 061 Schd03a509
Previous [Hey Does not Exist)
CICM-EM 810 . .
administrator } security configuration
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3 From the right menu, click on Generate New RSA Key on
CICM-EM.

Note: A maximum of two RSA keys can be provisioned on the
system at any given time. If an RSA key already exists in the
Current field, generating a new RSA key will move the RSA
key from the Current field to the Previous field. If an RSA key
already existed in the Previous field, it will be removed from
the system.

Response: The rsa key em generation page opens requesting
confirmation to generate a new Current RSA key.

Centrex IP NERTEL
Client Manager

rsa key em generation

configuration This will generate a new Current RSA key. The current key will become the previous key.
terminals
users Are you sure?
maintenance P ves
CICM-EM b ho
status
synchranization
maintenance
4 Click Yes to confirm you want to generate a new RSA key.

Note: Clicking no aborts the procedure and returns you to the
rsa key management page.

Once you click Yes, the system generates the new RSA key and
propagates it to all active CICM servers associated with the
CICM element manager on which the RSA key was generated.

Note: Removing the previous key in a secure environment,
will cause clients that were not in contact with their CICM
server when you generated the new RSA key, to be unusable
until manual intervention occurs on the client. Manual
intervention involves updating the PK fingerprint on the
particular client. Therefore, it is recommended that you not
remove the previous key until the new key is propagated to all
clients associated with the CICM servers served by the CICM
element manage on which the new RSA key was generated.

If an error occurs during the generation of the RSA key, log
report CHOOO01 will be generated. Contact your next level of
support if required.
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Centrex IP

configuratian
terminals
USErs
maintenance

CICM-EM
status

maintenance

profiles
audio
enterprise
language
network
uger
feature
security

diagnostics
diagnostics

CICM-EM 7.0
aclminiztrator
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5 Click the security configuration link to return to the security

configuration page.

Response: The security configuration page opens.

Client Manager

security configuration

This page alows configurstion of CentrexiP Security features.
The following festures are available:

®  Manage RS4A keys for the CICW - Element Manager and its associsted
ClChs

» Yiewy security policies of associated ClCMs

& Miewy security policies of enterprizes

synchronization

} cicm home

NORTEL
NETWORKS

Manage R5A Keys for the CICM -
Element Manager

View security policies for CICMs

View security policies of enterprises
on this CICM - Element Manager

This procedure is complete. Proceed to one of the following

procedures:

e Set the security parameters at a CICM server level
* Set the security parameters at an enterprise level

CICM Security and Administration



66 Copyright © 2005, Nortel Nortel Confidential

Procedure 16 Set the security parameters at a CICM server level

At the security configuration web page
1 Click View security policies for CICMs

Response: The security summary for cicms page opens.

Centrex|IP NERTEL
Client Manager
security summary for cicms
configuration . _ ) _
. Uze thiz page to view the security settings for CIChs.
terminals
LSerE Default S Tty Hon 5 Client 5 Client
. aul eCcur| on Secure Clel ecure Che -
maintenance cicm Policy Threshold Threshold Reset Security
CICM-EM Cizim- N i 0 Mo gy Termingl
002 Settings
status
svnchranization CiCm- Wiy Termingl
k) ! 200 SECUrE 1] u] Mo Settings
maintenance
Cizim- N i 0 Mo gy Termingl
profiles A, seffings
audio cicm- non secure o @ o iew Termingl
entetprise 2u2 Seffings
language
network ) security configuration
user
feature
security
diagnostics
diagnostics
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2 Set the security parameters for the CICM servers associated
with the CICM element manager as follows:

a Click on a CICM server link.

Response: The global settings modification on <cicm>
page opens.

Centrex IP

Client Manager

global settings modification on cicm-002

configuration
terminals

users Certrex Product Mame ICe ritren } cancel
maintenance

Global Settings 9 ) save changes to the CICM

Maxitmum number of failad I
uzer login sttempts

5

CICM-EM
status User login denizl period
00
P [Eeconds)
synchronization
maintenance e Reboot Count |3 vl
profiles Maxir_num Number_ of 2000
- Terminal Connections —
audio
enterprise Diefault Security Policy ISecure 'l
language
K Monsecure Client ID—
e Threshold
user
feature Secure Cliert Threshold IEI
SECUfity
Reset Security Mo =
diagnostics o
. . Locale Settings
diagnostics 2

Default Language IEngliSh (L] 'l

b Set the security parameters for the CICM server as follows:

e Default Security Policy = Secure

Note 1: You can only set the Default Security Policy
parameter to Secure if the CICM server has an RSA
key. If the CICM server does not have an RSA key, you
will be prompted to generate one.

Note 2: If the CICM server is within an enterprise, the
enterprise security policy takes precedence.

* Nonsecure Client Threshold = <number of clients permitted
to connect in a non-secure fashion to this secure CICM
server>

Note: If you do not want to allow any clients to connect
to the secure CICM server in non-secure mode, set the
Nonsecure Client Threshold value to 0 (zero).
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3 Click on Save changes to the CICM.

Once the security parameters are set, the CICM server will
propagate the RSA key to its clients and transition the clients to
secure mode, which involves a hard reset.

Note: The firsttime the CICM server propagates the RSA key
to its clients, it will be done in the clear (no encryption). The
clients will only allow for a one-time push of the RSA key in the
clear. All other RSA key pushes will be ignored unless the
push is done over a secure connection.

This procedure is complete.
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Procedure 17 Set the security parameters at an enterprise level

At the security configuration web page

1 Click View security policies of enterprises on this CICM-
Element Manager

Response: The security summary for enterprises page
opens.

Centrex P NEIRTEL

NETWORKS

Client Manager

CICM security summary for enterprises

configuration
terminals
UsErs

Lze thiz page to viewy the security settings far enterprizes.

Hon Secure Client Secure Client

maintenance Enterprise Security Policy Threshold Threshold

Reset Security

CICM-EM kosal Nan SEcure 1} 0 ]
status

gynchronization P security configuration
maintenance

profiles
audio
enterprise
language
network
user
feature
security

diagnostics
diagnaostics

CICH-ENd &0
administrator
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2 Set the security parameters for the enterprises associated with
the CICM element manager as follows:

a Click on an Enterprise link.
Response: The enterprise profile <enterprise> (cicm-em)

page opens.
Centrex IP
Client Manager
. . . R
enterprise profile 'kosal’ (cicm-em)
configuration .
: Enterprise profile 9 } Save

terminals
users E;ﬁ;reprise kasal P edit network associations
maintenance

Profile wp ) associated CICMs
CICM-EM to date on T

Associated b dit ent - ofil
status Cichis au Enterprise prorie
synchranization Tranet

p rans er. apphy enterprise profile to all

maintenance Connectian I il 'l » associated CICMs

Retries
pmﬁles Enterprise » return to enterprise profile
audio Secure I Mon Secure 'l modification
enterprise Pralicsy
language Erterprise

Monzecure
network Client [o Clients PER CICH
EEE] Threshold
feature
Security Erterprize

SeCuUre

Client |U Cliertts PER: CICM
diagnostics Threzhold
diagnostics Erterprise

FResst Mo -

Security

Q;SUC‘TB” CICW-RUA-Contivity-1600B (Auto-Discoveny)

CICM-EM 6.0 WS | cis copic (Auto-Discoveny)

b Set the security parameters for the enterprise as follows:
* Enterprise Security Policy = Secure

Note: You can only set the Enterprise Security Policy
parameter to Secure if all the CICM servers within the
enterprise support the security feature provided in the
MRG6 release.

* Enterprise Nonsecure Client Threshold = <number of clients
permitted to connect in a non-secure fashion to a secure
CICM server within this secure enterprise>

Note: If you do not want to allow any clients to connect
to a secure CICM server in non-secure mode, set the
Nonsecure Client Threshold value to 0 (zero).
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3 Click on save.
4 Click on apply enterprise profile to all associated CICMs.

The security parameters are propagated to all the CICM servers
associated with the enterprise, and in turn the CICM servers
propagate the RSA key to their clients and transition the clients
to secure mode, which involves a hard reset.

Note: The Profile up to date on Associated CICMs field
changes from NO to YES, which indicates that all CICM
servers within the enterprise are using the latest settings in
the enterprise’s profile.

e
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Starting or stopping the CICM service
Stopping the service (call-processing) on a CICM node may be
necessary when upgrading or during routine maintenance such as
changing cables. When the service is stopped, CICM terminals cannot
log in. Use these procedures only under the direction of Nortel Support.

Stop or start CICM service in order to minimize service outage.

Procedure 18

CAUTION

Loss of service

Using the Restart button can result in loss of service
if a terminal transfer is not performed prior to this
procedure.

This procedure must be performed only under
direction from Nortel Support.

At the CICM-EM home page of the Element Manager web pages

1

Click on status on the CICMs section of the left menu.
Response: The cicm home page opens
Select the CICM to view from the drop-down list under the view

the status of the following CICM text on the right menu, then
click on the view the status of the following CICM text.

Response: The <cicm-nnn> cicm status page opens.

Click on perform maintenance on <cicm-nnn> on the right
menu.

Response: The maintenance status <cicm-nnn> page opens.
From the drop-down menu of Node A Service Control or Node
B Service Control, click on Restart for the applicable node.
Response: A confirmation prompt is displayed.

At the confirmation prompt, enter Yes to confirm restart (or no to
decline).

Response:
With confirmation, the CICM resets and attempts to start the
service on the node.
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The field Status updates to display the current service state.
Possible states are have the syntax x (y) where:

X
is one of the following:

* master

e master (no slave)

* Slave

e Sslave (no master - isolated)
e swact complete

e swacting master -> slave

e swacting slave -> master

e unavailable

is one of the following:
* running
e start pending
e stop pending
e stopped
e unknown state
Note: The node will be in the state “Start Pending” while the
hardware is being initialized.
6 Monitor the node service status from the maintenance status
(<cicm-nnn>) page.

When the service state changes to running the service has
correctly started.

7 Repeat this procedure to start the second node.
8 This procedure is complete.

Note: If the service fails to start, refer to the CS2K
documentation Remote Line concentrating Module
Maintenance Guide to bring the CentrexIP into service.
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Procedure 19 Stop the CICM service

CAUTION

Loss of service

Attempt this procedure only on a slave node. This
procedure must be performed only under
direction from Nortel support.

At the Element Manager home page

1

Click on status of the CICMs section of the left menu.
Response: The cicm home page opens

Select the CICM to view from the drop-down list on the right,
then click on the view the status of the following CICM text.

Response: The <cicm-nnn> cicm status page opens.

On the <cicm-nnn> cicm status page, click on perform
maintenance on <cicm-nnn> on the right menu.

Response: The maintenance status (<cicm-nnn>) page
opens.

At the maintenance status (<cicm-nnn>) page, click on node
A service control or node B service control. Stop should be
displayed on the drop-down menu (if the node is running, the
Restart option will be displayed).

Click on the node A service control or node B service control
as applicable.

Response: The node begins the shutdown process, and the
results of the action is displayed.

On the maintenance status (<cicm-nnn>) page, the field
Status displays stop pending for the node selected. The node
will be in the Stop Pending state while the hardware is shutting
down.

Monitor the node service state from the maintenance status
(<cicm-nnn>) page.

When the Status changes to stopped the service has correctly
been shut down.

Note: Stopping the CentrexIP service causes alarms. To
prevent these alarms, offline the CICM at the CS2K before
powering down the CICM. Refer to the documentation Remote
Line Concentrating Module Maintenance Guide.
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7 Repeat this procedure to stop the second node.
8 This procedure is complete.
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Viewing CICM-EM synchronization
Use this procedure to view and check the synchronization between the

Primary and Backup Element Managers.
At the cicm - element manager home page

1 Select synchronization from the CICM-EM section of the left
menu.

Response: The ciem - element manager synchronization
page opens.

M cicm - element manager synchronization
atus
nﬂguraﬁgn Hode A - Local
minals Plame cicmem-200-a
BIS
; Fole Primary
sintenance
Wirite failures to remote node 0
“M-EM
atus

nchronization B ot

sintenance Mame cicmem-200-b
Ruale Secondary

ofiles

din Wirite failures to local node a

terprise

uAge Remote node is available

twwark

o analysis report
i The primary and secondary CICM - Element Managers are currently synchronized.
ature

2 This procedure is complete.
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Viewing Language Profiles on a CICM

Use this procedure to view the Language Profiles applied to a CICM.
Current Language Profiles available are English, German, Spanish,
Italian, and French. New Language Profiles will be added through new
software releases.

At the cicm - element manager home page

1 Select the language option from the profiles section of the left
menu.

Response: The language profile home page opens.

CentrexIP

Client Manager

language profile home

canﬂguratiun All current language profiles (English, German, Spanish, talian and French)

terminal are available. Mew languages will be added via @ new softwars release or S view the profiles stored on the
UL language patch. This is availsble from the next level of suppart. following CICM

Users Icicm-UUZ 'l

maintenance

CICM-EM

status

synchronization

2 To view the language profiles stored on a CICM, select the CICM
from the drop-down menu, then click on view the profiles
stored on the following CICM on the right menu.

Response: The language profiles modification (<cicm-nnn>)
page opens and displays the list of language profiles on the
ciCM.
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Centrex IP

Client Manager

language profiles modification (cicm-200)

canﬂguratiun Al current language profiles (English, German, Spanish, kalian and
French) are available. Mew languages wil be added via & neve software

terminalz releaze or language patch. This is available from the nest level of support.
users
maintenance
Languages g
CICM-EM Hame Filename Status
status .
Deutzch Lang_German.dl Dizabled

synchronization
Ezpagriol Lang_Spanish.dl Active

profiles English (US)  Lang_English_US .ol Sctive
audio
. Frangaiz Lang_French.dl A ctive
enterprise
Ianguage ltaliano Lang_ftalian.dil Active
network Englizh (LK) lang_English LUkl Active
3 This procedure is complete.
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Viewing terminal status
Use this procedure to view a terminal status.

At the CICM - element manager home page
1 Click on terminals from the left menu.

Response: The terminal configuration page opens.

Centrex IP NQRTEL
Client Manager

terminal configuration

P Choose a ClCh to configure terminalz on
configuration } goto terminal configuration on CICM

terminals Icicm—DDZ 'I

Users
maintenance

2 Select the CICM from the drop-down menu of go to terminal
configuration on CICM on the right menu, then click on go to
terminal configuration on CICM.

Response: The terminals on <cicm-nnn> page opens.

terminals on cicm-002
P Thiz page can be uzed to wieww zettings for an individual terminal (it you know the
configuratian
_g terminal identifier) or it can provide an audit of the terminals on the CICM. P save retry count
terminals
usars The firmware update page can be used to specify the supported firmware levels P firmware auto update
maintenance far & particular terminal type and the details on how terminals can be updraded,
} view terminal
CICM-EM The configuration page can be used to specify the attributes of a particular
- terminal type. Care should be taken when configuring optionz on this page, the I
status zettingz affect all terminals of the specified type on the gateway.
synchronization
maintenance Terminal Settings o } terminal audit
profiles Retry Court IE ,l } firmware update
audio | B350 =l
enterprise
language
e — } configuration
user I k350 j
feature
Security
3 Click on terminal audit on the right menu.
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Response: The terminal audit on <cicm-nnn> page opens.

terminal audit on cicm-002

configuratian
terminals Terminal Details to Display Q } display results
USErS
maintenance MAC &ddress [¥  Current / Last User O p back to terminal pages for cicm-002
CICHM-EM Current § Last User Login [0 Autologin User r
Status
status
synchronization Terminal Type I Pec r
maintenance
Firtmeerare § Sottware Level [T Conmect Court Il
profiles Time Last Connected T Reset Security Setting Il
audio
enterprise Feset Security State (Il
language

4 Select the terminal details to display in the audit by checking
each box, then click on display results.

Response: The terminal audit results on <cicm-nnn> page
opens.

CIch terminal audit results on cicm-200
status
cunﬂguratmn MALC Last Last_ e Terminal LG b Connection Stlcl_cy Last
terminals Address User Eoon Type BEC STl Count Logm Connected
Status Leuel User ID
LISErs
- M-C4-10-F&- 20040620
maintenance R, MB350 NTE&4200  7.11.134 3 Fone P
CICM-EM 1-36-00-08- ) 20040620
R 2002 NTDUST &8 343 3 Fone vl
status
synchronization 31-38-00-05- g 20040520
N 2004 NTDUSZ88 343 2 Fone Py
profiles 31-38-00-60- ) 20040620
T Ehile 2002 NTZHO0E 163 2 Fone Py
enterprise _D0-90-30-
p LD ME350 NTE&4200  7.11.140 2 Fone AT
language 46-D0-80-30 1800
5 To view terminal values, networking information, and terminal

defaults for a specific terminal, click on the terminal ID (MAC
Address) on the list.
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Response: The terminal <name> on <cicm-nnn> (<IP
address>) page opens.

entrex IP

lient Manager

terminal 01-c4-10-f8-a2-a1-72-c0 on cicm-200 (47.135.42.232)

configuratian
terminals
users Terminal Type miE330

Terminal values 9 } Save

} view terminal status on node

maintenance Connect Count 3 |4?_135_42_232 vl

CICM-EM Firmueare Level 71134
status Hardware Releaze Level 0
gynchronization Pec WTEA4200
profiles Dizplay Contrast
audio Time Last Connected 2004/06/20 15: 38
enterprise , )

Sticky Login User nare
language
network Hetworking Information
user Signalling Address 47 129118 255000
feature ,

Enterprize P Address 0.00.0
diagnostics MAC address 000DSEEFDA0E
diagnostics

Metwork associstion (reparted by

terminal) Mone specified

Metwaork as=zociation (effective)

Terminal supplied civil locstion Mone specified
Terminal supplied spatial location Mone specified
Terminal defaults (7]
Sudio Profile | |
6 This procedure is complete.
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Viewing CICM information at the node level

itrex IP

The web interface can be used to collect statistics about the number of
calls that are handled by the CentrexIP International Gateway. These
statistics are collected and displayed per node.

At the cicm - element manager home page

1 Click on the status link from CICM section of the left menu.

Response: The cicm home page opens.

mt Manager

status
configuratian
terminals
Users
maintenance

CICM-EM
status
synchronization

cicm home

The CICH - Element Manager iz used far managing Centrex [P Chent Mahagers
[CICMa). P view the status of the CICMs

From this pase, you can add or delets CICMs from the CICM - Elemert Manager, P view the status of the following CICM

and view the status of the CICMs. I cicrr-002 ,I

} change the list of CICM= stored on the
CICM-EM

2 Select the CICM to be viewed from the drop-down menu of view
the status of the following CICM on the right menu, then click
on view the status of the following CICM.

Response: The <cicm-nnn> cicm status page opens.

3 Click on perform maintenance on <cicm-nnn> on the right
menu.

Response: The maintenance status <cicm-nnn> page opens.
Below is an example.
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maintenance status (cicm-002) .z

Hode & (47.165.172.209)

Status

Mode Maintenance status

Wersion

WG Status

Active Half Calls

Terminal Status

Mumber of logged in users
Active Terminals

Terminal Recovery Status

Hode B (47.165.172.210)

Statusz

Mode Maintensnce status

“ersian

WG Status

Active Half Calls

Terminal Status

Mumber of logged in users
Active Terminals

Terminal Recovery Status

master (

Fystem idle
(currert reboot count: 0

CICh 9.0 Baze Releasze
[Buildd 3.10.136)

active [ in Service )
0 rtotal calls=136)
active

4 (total logins=67)

7

nia

slave [ running

system idle
(current reboot count: 0

CZICh 9.0 Base Releaze
(Buile) 9.10.136)

inactive [ in sync )
nfa
imnactive [ in syne
nfa
nfa

nia

apply maintenance release

Made Mode A (47165172209 +

Mainterance

i b
Relonms Mo files found

Hote: Mairtenance releases should be securely
transferred to
"CuovCentrexPiaupportfirmwareigateway_hRs"
an the master Element Manager Mode

node A service control

Action | Stop b

node B service control

Action | Stop w

switch activity

reset counter
Mode Mode & v

Rezet Counter | Current Fieboot Count

start auto refresh
refresh now

systemn status

4

This procedure is complete.
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Viewing the record of backup sets for a CICM

Use this procedure to view the record of backup sets (backup execution
times) for a CICM.

At the CICM home page of the Element Manager web pages

1 Select the CICM name from the drop-down menu of show the
backup sets available for on the right menu, then click on
show the backup sets available for.

Response: The <cicm-nnn> backup sets on

<cicm-em_name> page opens and displays a table of backup
sets for the CICM.

2 This procedure is complete.

NN10252-611 (I)SNO8 and up Standard 05.02 June 2005
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Line Maintenance Manager

The Line Maintenance Manager (LMM) is a GUI provided by the
CS2000 Management Server to replace/emulate the functionality

provided by the MAPCI tool on the CS2000 Core.

Example: Line Maintenance Manager

€7 LINE MAINTENANCE MANAGER

configure  Preferences Actions Help

=10l x|

Post DN =] fpr20102 Post | Cs CLLE

IMDNHENNTUSC

Clear Al | Fetresh Al | = Frey |

[ eet =

~=tatus

09.x5.07

0927 :55

00 :%7 56
[Ni=Repi.1. 1]
08 :37:55:
Q9T ea

WRE: Could not retrieve the & ateway data

WRE: Communication to MIXNHEHRNTOSC: SUCCESSFUL
WRE: BRI OK

WRE: Dhld Ok

WRE QFS Comms Dk

s WRB: Yerfwing communication to: MDHHENNTOSC

-
<]

Clear Status

Lt Server: - 05= Cornrnz: - Do -

The LMM provides for the following commands:
e BSY

« RTS
« FRLS
« INB

The LMM also provides the functionality to post a gateway in addition

to individual lines.

CICM Securi_ty and Administration
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