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Nortel ATM/IP Solution-level
Configuration

New in this release
(’SNO9U is an extension of the (I)SNO9 software release and supersedes
both (I)SN09 and (I)SNO9FF for CVoIP applications. (I)SN0O9 continues to
be supported for TDM-only applications. The ()SNO9U software release
incorporates all capabilities of (I)SN09, (I)SNO9FF, and additional corrective
content delivered as part of Nortel's (I)SNO9 software robustness program.
(DSNO09, (NSNO9FF, and (I)SNO9U are valid terms for use within the
(DSNO9U software release.

The following table highlights the (I)SNO9U features that affect configuration
management.

(DSNO9QU ATM/IP features
Feature descriptions
SIP Lines MADN Support (CHS)

The purpose of this feature is to interwork a specific set of Session Initiation Protocol
(SIP) clients into IBN/RES network-based Multiple Appearance Directory Number
(MADN) Single Call Arrangement (SCA) features.

Pass Phrase Protected Keys for SSH (IAW, IAC, PT-IP, UA-IP, ATM)

This feature enhances the existing secure outbound file transfer functionality by
introducing the key-based (public key) authentication. The key-based authentication
mechanism is provided as an additional option for the user. Hence, the user can select
to use either the password-based or the key-based authentication while adding and
changing the secure file transfer schedules in the SBA (billmtc) or OMDD (omui) user
interface programs.

CS 2000 features
Enhanced ESA for International MG9000 (UA-IP)

This activity allows the download of information necessary to support International
Emergency Stand Alone (ESA) call processing across all native (non ABI) and ABI lines
served by a single MG9000 for intra and internodal ESA.

ACD Call Recording Phase | (ATM, UA-IP, PT-IP, IAC, IAW, CHS)
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4 Nortel ATM/IP Solution-level Configuration

Feature descriptions

This feature provides trunk information in the ICM (Intelligent Call Management) protocol
to facilitate call recording functionality in a TDM environment.

UUI NI-2 PRI over SCAI (ATM, UA-IP, PT-IP, IAC, IAW, CHS)

This feature supports only the “Preferred UUS” option which is an existing option in table
LTDATA. User-to-User Service (UUS) starts with UUS option datafilled against a given
LTID in table LTDATA. The UUS option is already available for tuples in table LTDATA.
At present, it is enabled for NI-2 LTIDS on GWC. This feature enables UUS as an option
for NI-2 LTIDS on SPM and XPM(DTCI).

Carrier Hosted SVCS\Applications (PT-IP)

This feature is a development of an (I)SNO9 feature which limited the direct networking
between two CS2K using SIP network. This featurenow allows the following:

Session Initiation Protocol (SIP) based network message waiting service (NMS) support
based on RFC 3842 interworking with tandem solutions.

Testing of message waiting indication (MWI) and NMS with RFC 3842 compliant SIP
based 3rd party VM/UM.

Testing of the MWI and NMS with RFC 3842 compliant SIP based open source VM/UM
system

Gateway Controller features
G729 CODEC FOR AAL2 (UA-AAL1)
This feature supports SESM provisioning to allow G.729 in AAL2 solution .
GWC EM Support for Siren (PT-IP. UA-IP, IAW, IAC, intl IAW, intl IAC, intl PT-IP, intl UA-IP)
This feature modifies the GWC provisioning to support Siren and simplifies it for CVolP.
ABI SMU Support (UA-AAL1)

This activity adds support for the SMU (Subscriber Module Urban) and its subtending
RCU (Remote Concentrator Urban) to the list of legacy PMs supported by the ABI
program. The ABI program allows legacy host XPMs to be connected to the packet
network without use of an ENET and an I/W Bridge.

MG 9000 features
International MG9000 Line Test Support (intl UA-IP)

This feature provides support for MG9K Line Testing for International markets. Line
Testing and troubleshooting are done using Maintenance and Administration Position
(MAP) user interface at the levels under LNS MAP level. The LNS MAP level contains
the lines test position (LTP) menu commands, the automatic line testing (ALT) menu
commands and the lines service trouble (LNSTRBL) commands.

MGO9KEM support for GLC12 coin line card (UA-AALL, UA-IP)

This feature introduces the GLC12 card that is replacing the existing SAA12 card. This
card has to support all the capabilities of the SAA card inclusive of the coin telephone
support.

MGO9K PKI Development (UA-IP)
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New in this release 5
B |

Feature descriptions

This feature calls for using some functions of Public Key Infrastructure (PKI) to manage
the generation and distribution of keys used to authenticate nodes participating in an
IPSec session.

Integrated Element Management System (IEMS) features
IEMS - MS20X0 IPSEC CONFIGURATION SUPPORT (UA-IP)

This feature adds IPSec and IKE configuration capabilities to the MS 2000 node
configuration tool. This will allow the craftsperson to enable IPSec for secure messaging
between the IEMS and MS 2000 as well as configure the IPSec and IKE parameters
necessary for the MS 2000 to securely send and receive messages to and from the GWC.

CS2K SS Integration (UA-IP)

In (NSNO7 and (I)SN08, IEMS manages the Multimedia Communication Server Manager
(MCS Manager). The MCS Manager when added can have as its managing type either
an MCS/CSE MX NE or Media Proxy NE. When an MCS Manager is added to they
IEMS, the MCS/CSE MX NE or Media Proxy NE is added as a map symbol under the
Network Elements. The MCS System Manager is added as an element in the Element
Managers map.

SPFS features
Disabling Non-secure Network Services in SPFS

This activity provides some configuration tools to assist customer in configuring the
server based on their security policy. Upon completion of the fresh system installation or
upgrade, the customer (security administrator) has the possibility to apply the security
policy on the server via a command line interface.

SESM features
SESM: SIP Lines - Data Sync Audit (MCS)

The Line Audit feature component will add auditing coverage of SIP line data on the
SS-EM. The data to be audited on the SS-EM includes the Directory Number(DN),
the termination name, the Virtual Media Gateway (VMG), and the HUNT/MADN group
name information.

Geographic Survivability features
Compact Call Agent: Geo Support for GIGE (PT-IP, UA-AAL1L, UA-IP, IAW, IAC, intl IAW)

The Line Audit feature component will add auditing coverage of SIP line data on the
SS-EM. The data to be audited on the SS-EM includes the Directory Number (DN),
the termination name, the Virtual Media Gateway (VMG), and the HUNT/MADN group
name information.
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6 Nortel ATM/IP Solution-level Configuration

ATM/IP Solution-level Configuration Overview

ATTENTION
This document addresses all Nortel Carrier VoIP solutions. Some statements
may not apply to your solution. The North American IAW solution is not included
in the (I)SNO9 release.

This document describes performance management for the following
solutions

Solution name

International IP solutions Integrated Access Wireline (IAW)
Integrated Access-Cable Media (IAC)
Packet Transit-IP (PT-IP)
Universal Access-IP (UA-IP)
International ATM solutions Packet Transit-AAL2 (PT-AAL2)

North American IP solutions Packet Trunking-IP (PT-IP) or Packet
Trunking-AAL2 (PT-AAL2)

Integrated Access-Cable Media (IAC)
Universal Access-IP (UA-IP)

North American ATM Universal Packet Access (UA-AAL1)
solutions (see Note) Packet Trunking-AAL1 (PT-AAL1) There are
Note: Collectively, these two three distinct architectures supported within
Carrier VolIP solutions are the PT-AAL1 solution:

referred to as ATM solutions.

Packet Trunking-AAL1 (PT-AAL1)

Packet Trunking on XA-Core (PT-XA Core)

Packet Trunking on SN70EM (PT-SN70)

Nortel performs initial installation and commissioning of the solution for you
(the customer). Once installation and commissioning are completed, you
can begin to configure your system to make it fully operational. The term
‘configuration management’ is used to encompass all of these functions
and activities.

In this document, the term "configuration” refers to the activities required
to activate a network element or service such as the number, type, and
position of circuit packs within a shelf for installation and commissioning.
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ATM/IP Solution-level Configuration Overview 7

In this document, the term ‘provisioning’ refers to the line or trunk services
associated with provisionable circuit packs such as the carriers provisioned
on a specific circuit pack. Within the network, both of these activities
involve specifying and storing data in a database and are commonly called
translations, datafill, or service activation.

ATTENTION
Nortel delivers Carrier VoIP Solutions on a pre-configured basis. All components
within these pre-defined configurations and components not included can be
ordered separately. Process and tool development is geared to this strategy. As
a result, custom engineering is only offered at an additional cost through Nortel
Global Professional Services.

Use the following checklist to verify that base commissioning has been
completed before you begin configuration management.

Configuration management checklist

Completed
Checkpoint (yes/no)

Have all appropriate hardware equipment and correct software
loads have been installed and loaded? These include the
following components and related software:

* Call Server components
» Packet bearer path components

¢ Management components

Is the network connected?
Are all cards installed?
Is grounding implemented for safety?

Is all network topology (physical characteristics) implemented
as planned?

Have the steps for datafilling the network, translation, service
activation of trunks, internal customer testing, additional
services, applications, and features been planned?

Are installation validation procedures complete and
components operational? For example, when you install
and load software and turn pieces of equipment on, is the
equipment commissioned?
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8 Nortel ATM/IP Solution-level Configuration

Customer configuration prerequisites
After all installation and base commissioning is completed by Nortel perform
the following configuration tasks:

« Configure and complete translations to enable voice and trunk services
as applicable

* Configure any additional services, applications, and features that Nortel
is not contracted to perform

* Complete installation of clients or add client software for the following
management interfaces as applicable:

— CS 2000 Core Manager - provides FCAPS tasks related to CS 2000,
MG 4000, and IW SPM

— Multiservice Data Manager (MDM) - provides FCAPS tasks for the
Multiservice Switch 15000 and Media Gateway 7400/15000

— Device Manager for Ethernet Routing Switch 8600 - provides FCAPS
tasks for the Communication Server LAN

— CS 2000 Gateway Controller Manager - provides FCAPS tasks for
the Gateway Controller

— Universal Audio Server Manager - provides FCAPS tasks for the
Universal Audio Server

— Universal Signaling Point Manager - provides FCAPS tasks for the
Universal Signaling Point

— CS 2000 SAM21 Manager - provides FCAPS tasks for the CS 2000
SAM21

— MG 9000 Manager - provides FCAPS tasks for the MG 9000

— |IEMS - provides a single interface for consolidating fault,
performance, and security of a series of network elements and
element management systems (EMS)

Trunking solution configuration overview
The trunking solutions are made up of a composite network consisting of
a TDM-based digital multiplex system (DMS) subsystem which combines
with asynchronous transfer mode (ATM) network elements through a
set of interworking elements. The merging of the TDM/DMS and ATM
technologies enables voice calls to directly use the transport and switching
capabilities of an ATM network. This network multiplexes the trunk traffic
for different destinations and transparently carries it over a common ATM
infrastructure to time division multiplexing (TDM) end offices.
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ATM/IP Solution-level Configuration Overview 9

ATM/IP solution configuration overview
The following sections outline configuration functionality.

« "ATM/IP solutions configuration functionality" (page 9)
« "ATM/IP solutions service activation functionality" (page 10)

« "ATM/IP solutions software management functionality" (page 11)

ATM/IP solutions configuration functionality
The following functionality is provided for commissioning:

e (CS 2000 Core and CS 2000 - Compact commissioning via MAPCI

* XA-Core, GWC, SAM21, UAS/SAM16, Media Gateway 7400/15000,
CICM, MG 9000, MCS, Ethernet Routing Switch 8600 commissioning
for initial install via Command Line Interface (CLI) and respective
element managers

* Media Gateway 7400/15000 provisioning via the Multiservice Data
Manager (MDM) GUI

«  GWC equipment provisioning via GWC manager

«  SAMZ21 equipment provisioning via SAM21 manager

* MG 9000 equipment provisioning via MG 9000 Manager GUI
* USP configuration via USP Manager GUI

* UAS/SAML16 configuration via UAS CLI. UAS configuration via APS
configurator.

e CICM configuration via CICM Manager

* |EMS addition of network elements, EMSs, EMS platforms, or EMS
applications via the IEMS wizard

* Nortel Media Server 2000 (MS 2000) configuration via MS 2000 Series
Configuration Tool

e Auto hardware discovery of UAS to the UAS Manager

« Ethernet Routing Switch 8600 configuration via Ethernet Routing Switch
8600 CLI or via Device Manager GUI. Device Manager is not available
for the PT-IP solution.

* Configurable primary TFTP server for SAM21, Call Agent, and GWC
load retrieval

e Call Agent Manager (CS 2000 - Compact specific) commissioning via Cl
level and MAPCI level of a MAP session established via Telnet.

e H.232 VPN configuration via GWC Manager
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10 Nortel ATM/IP Solution-level Configuration

*  SAM21 Manager support for GWC provisioning across multiple SAM
shelves on the same frame. One SAM21 Manager client desktop can
access multiple SAM21 Manager servers.

« Alternate Bootp Server on SPFS
* Element management for Media Proxy
— Internet Transparency Provisioning through GWC manager
e Storage Manager (STORM) commissioning via the STORage
Management Manager (STORM Manager) CS 2000 - Compact specific
Note: STORM Manager provides the Server application for
provisioning the STORM card.

* Where one Session Server supports a series of call servers, the
minimum release for the supported call servers must be (I)SNO6.
Session Server is not backwards compatible to (I)SNO5 or earlier call
servers.

ATM/IP solutions service activation functionality
The following base functionality is provided for service activation:

* Nodes and Carrier provisioning for V5.2 lines, Dynamic Packet Trunks
(DPT) via OSS (XML) and OSSGate

— For GUI Gateway Controller (GWC), Service Application Module
(SAM21), Universal Audio Server (UAS), Media Gateway 15000, CS
2000 Core Manager, and Universal Signaling Point (USP)

— For MAPCI XA-Core and CS 2000 Core Manager
e Trunk provisioning is a multi-step process that includes steps in the
XA-Core, GWC, and Gateway

* Line provisioning is a multi-step process for the cable solution that
includes steps for the cable MTA, DNS/DHCP server, GWC and XA Core

* UAS Audio service configuration via Audio Provisioning Server (APS)
configurator

e CS 2000 lines provisioning via SERVORD+ and XML interfaces for
flow-through provisioning

* Provisioning support of SITE parameter for media gateways

e CS 2000 Gateway Controller Manager support of change to number of
gateway endpoints

* PEP configuration support for DQ0S

* Reduced number of service activation interfaces through redirecting
Media Gateway Controllers (MGC) for non-IPSec gateways
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ATM/IP Solution-level Configuration Overview 11

* SERVORD+ support for hybrid solutions

* Flow-through provisioning for ADSL data service on Media Gateway
9000 (MG 9000)

* Service Data Integrity verification tools for trunk and line data for GWC
and CS 2000

e OSSGATE Batch Provisioning Tool
e LEN-based provisioning for MG 9000 lines
e CICM supports automated provisioning via an XML interface

e MCS supports flow-through provisioning through an XML interface

The following optional functionality for service activation is included:

* Preside Service Provisioning (PSP) for trunk and translations
management

— manages IP trunking and translations

— enhances XA-Core PRS to include GWC and Universal Signaling
Point (USP)

— coordinates provisioning between GWC and tables TRKMEM and
TRKSGRP for trunking

— coordinates provisioning between USP and XA-Core tables for SS7

— uses a single Work Order (WO) to create changes on XA-Core,
GWC, and USP

¢ NML applications availability of:

— Telepath for XA-Core trunk, routing, billing, and translations
provisioning

— Optivity for Ethernet Routing Switch 8600

e CS 2000 trunk provisioning through the integrated XML interface for IP
solutions (TRKMEM and TRKSGRP for PRI)

ATM/IP solutions software management functionality
The following functionality is provided for software management:

* Software delivery via tape or DVDs or electronically to the target device.
Format is device dependent.

* ESD planned to first point in customer’s network for some devices
(Customer-provided repository server)

e Manual transfer from repository to elements

e CS 2000 Core patching via Post Release Software Manager (PRSM)
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12 Nortel ATM/IP Solution-level Configuration

GWC and MG 9000 patching via Network Patch Manager

Note: Network Patch Manager (NPM) is a software application
used for patch administration. It is Java-based and requires the
Server Platform Foundation Software (SPFS) platform. It enables
application, removal, reporting, auditing and alarming. Its capabilities
also include automatic patch file delivery and application.

Other element loading and patching differs with each element manager

No central load and patch management

Auto ONP for PT-IP

Auto-imaging for GWC

APS fix delivery to allow APS upgrades without maintenance
non-computing loads (MNCL)

MG 9000 Manager fix delivery to allow MG 9000 upgrades without
MNCLs

System Manager GUI is used to deploy software to the MCS core
components (centralized distribution)

Automatic patch restart for OAM&P patches

The Integrated Element Management System (IEMS) is an application
which ties all the OAM&P managers into a single integrated desktop
environment. IEMS is distributed as a separate NCL (IEMS) and runs
co-resident with the CS 2000 Management Components NCL (CS2M) on
Sun Netra t1400 servers or the new Sun Netra 240 servers.

Component documentation
For additional details on commissioning of hardware and service activation,
refer to the following component documentation:

Call Agent Configuration Management, NN10109-511
CICM Configuration Management, NN10240-511

CS 2000 Configuration Management, NN10105-511

CS 2000 Product Overview, NN10109-111

GWC Configuration Management, NN10205-511

IEMS Configuration Management, NN10330-511

MG9000 Configuration Management, NN10096-511

MS 2000 Series Configuration Management, NN10340-511
MG 3200 H.248 User’'s Manual, LTRT-72704

MG 3200 Gateway Configuration Guide, LTRT-72904
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ATM/IP Solution-level Configuration Overview 13

* MG 3200 H.248 Fast Track Installation Guide, LTRT-73804
« MG 3500 EMS User’'s Manual, LTRT-74004
MG 3500 EMS Product Description, LTRT-74104

« MG 3500 EMS Server Installation and Maintenance Manual,
LTRT-74204

* MG 3500 Gateway Installation, Operation & Maintenance, LTRT-74504
MG 3500 Gateway Product Description, LTRT-74604

* Nortel Multiservice Switch 15000/20000 Hardware Description,
NN210600-120

* Nortel Multiservice Switch 15000/20000 Hardware Installation,
Maintenance, and Upgrade, NN10600-130

*  SAMZ21 Manager Configuration Management, NN10111-511

* Session Server Configuration Management, NN10338-511

* Policy Controller Configuration Management, NN10432-511

* STORage Management Configuration Management, NN10110-511
* UAS Configuration Management, NN10095-511

¢ USP Configuration Management, NN10093-511
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14 Nortel ATM/IP Solution-level Configuration

Configuration sequences

This section lists the configuration sequences for both ATM-based and
IP-based solutions, excluding Packet Trunking AAL1L.

IP solution configuration sequence
Perform IP network configuration tasks in the following order:

Note: Ensure that the IP core network and cable MTAs/Media Gateways
and IAD devices are configured prior to performing the following
configuration sequence.

e Communication Server 2000 (CS 2000) and the CS 2000 Core Manager
or
Call Agent and Call Agent Manager

e CS 2000 Communication Server LAN (Ethernet Routing Switch 8600
and Device Manager)

» Universal Signalling Point and Universal Signalling Point Manager
¢ Media Gateway and Nortel MDM

e CS 2000 Service Application Module 21 (SAM21) Manager

* CS 2000 Gateway Controller Manager

e Universal Audio Server Manager

e Storage Management (STORM) and STORM Manager

e Service Application Module 21 (SAM21)

e Gateway Controller

* Session Server

* Policy Controller

¢ Universal Audio Server/Media Server 2000

PT-XA Core or PT-SN70 configuration sequence
Configuration for PT-XA Core, or PT-SN70 is performed in the following
order:

» configure the SuperNode Data Manager (SDM) if your switch includes
one

e provision network data for DMS and SPM-based equipment
— provision DPT SPM
— provision SS7 trunks to the SS7 network
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Configuration sequences 15

— provision office parameter table OFCOPT, and OFCSDT
— provision DPTs (Dynamic Packet Trunks)

— provision office parameter table OFCVAR

Note: When datafilling table CTNETWRK, you can define up to 16
pointcodes for a Service Switching Point (SSP). In other words you can
provision multiple logical SSP nodes for a single network indicator (NI)
on a single Carrier VoIP office. When a TCAP application is initialized by
the system, the application chooses the first available national network
indicator from table CZNETWRK, and this is the node that is used by the
system for the application. This capability allows one Carrier VoIP office
to appear as several SS7 signaling nodes in an SS7 signaling network.
For information on provisioning table CTNETWRK, see DPT SPM (ATM)
Configuration Management, NN10099-511.

UA-AAL1 configuration sequence
Perform component network configuration tasks in the following order:

Communication Server 2000 (CS 2000) and the CS 2000 Core Manager

CS 2000 Communication Server LAN (Ethernet Routing Switch 8600
and Device Manager)

Universal Signalling Point and Universal Signalling Point Manager

ATM core network and element management (Media Gateway
7480/15000 and MDM)

Interworking Spectrum Peripheral Module (IW SPM)
Multi-Service Gateway 4000 (MG 4000)

CS 2000 Service Application Module 21 (SAM21) Manager
CS 2000 Gateway Controller Manager

Universal Audio Server Manager

Media Gateway 9000 Manager

Service Application Module 21 (SAM21)

Gateway Controller

Universal Audio Server

Media Gateway 9000

Configuration task flows
This section presents configuration task flows for the following ATM-based
network elements:
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16 Nortel ATM/IP Solution-level Configuration

Universal Access AALL
* "Configuration tasks for CS 2000 Core Manager" (page 17)

* "Configuration tasks for CS 2000, Iw SPM, DPT SPM, and MG 4000"
(page 18)

* "Configuration tasks for Media Gateway 7400/15000 and MDM" (page
19)

Note: Please see the table located just after the UA-AAL1 task flows
for a list of detailed configuration procedures for each network element
in the solution.
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Configuration sequences 17

Configuration tasks for CS 2000 Core Manager

Ensure initial
configuring of
CS 2000 is complete

¥

Provision CS 2000 Core
Manager applications

(except Carrier VoIP
log delivery).

Ensure pserver
on MDMs is
installed and
configured

Log Delivery
application

!

Provision network
time synchronization
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18 Nortel ATM/IP Solution-level Configuration

Configuration tasks for CS 2000, IW SPM, DPT SPM, and MG 4000

Configure IW SPM,
and DPT SPM
(includes OC-3c

and DS512 links)

]

Configure XA-Core
Ethernet links

¥ l 4

Configure LSA Configure OC-3 Configure STS-1
MG 4000s (includes| MG 4000s (includes MG 4000s (includes|
DS-1, OC-3c links) 0C-3, OC-3c links) STS1 links)

Configure XA-Core

AMDI links (redun-
dancy pairs, and

CCMT connections)
K 7

Configure office Configure SS7
parameter tables g links and turn on
OFCOPT, OFCSTD CCS7 extemal

' routing
Configure office Configure DPT
parameter table | (Gynamic packet
OFCVAR trunks)
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Configuration sequences 19

Configuration tasks for Media Gateway 7400/15000 and MDM

@ Configute Ethernet
links from MSS
Configure OC-3¢ 15000 to CS LAN.
links from
Media Gateway _ ‘
to CS 2000 Configure
* MDM software to
communicate with
Configure OC-3c the network
links from Media ‘
Gateway to IW SPIV1 Configire o
‘ region and sites in
the MDM
Configure OC-3c network model
links from Media *
Gateway to DPT SPM Collect the
L MDM network
Configure OC-3c trods) i,
links from Media
Gateway to MG 400D Configure the
* Ethernet links in the
If necessary, MDM
Y i, network model
configure optical
links to other ATM *
switches Update the
MDM network
model with
components
Copy the network
model from one
MDM
server to the other
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20 Nortel ATM/IP Solution-level Configuration

Detailed configuration procedures

Network element Configuration procedure location

NETWORK INTELLIGENCE

CS 2000 Communication Server 2000 Configuration
Management, NN10201-511

Call Agent Call Agent Configuration Management,
NN10109-511

CS 2000 Communication Server Configuring Switching and Routing Operations for the

LAN/Ethernet Routing Switch 8600 Ethernet Routing Switch 8000 Series Switch Using

the Command Line Interface Release 3.2, 313191A
Configuring Switching and Routing Operations for
the Ethernet Routing Switch 8000 Series Switch
Using Device Manager Release5.5.x, 313193A

SAM21 SAM21 Shelf Controller Configuration Management,
NN10111-511

Gateway Controller Gateway Controller Configuration Management,
NN10205-511

Universal Audio Server Universal Audio Server Configuration Management,
NN10095-511

Media Server 2000 Media Sever 2000 Series Configuration
Management, NN10340-511

Storage Management Storage Management Configuration Management,
NN10110-511

Universal Signalling Point USP Configuration Management, NN10093-511

Universal Signalling Point Compact USPc (compact) Configuration Management,
NN10094-511

Border Control Point Border Control Point Basics, NN10367-111

CiCM CICM Configuration Management, NN10240-511

Session Server Session Server Configuration Management,
NN10338-511

Policy Controller Policy Controller Configuration Management,

NN10432-511

CORE NETWORK

Multiservice Switch 15000, Media Gateway | Nortel Multiservice Switch 15000, Media Gateway
15000 15000 and MDM in Carrier VolP Networks
Configuration Overview PT-AAL1/UA-AAL1/UA-IP,
NN10114-511

GATEWAYS
MG 9000 MG 9000 Configuration Management, NN10096-511
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Configuration sequences 21

Network element Configuration procedure location

MG 4000 MG 4000 Configuration Management, NN10098-511

IW SPM ATM IW SPM ATM Configuration Management,
NN10099-511

IW SPM IP IW SPM IP Configuration Management,

NN10100-511

NETWORK MANAGEMENT

CS 2000 Core Manager CS 2000 Core Manager Configuration Management,
NN10104-511

CS 2000 SAM21 Manager ATM/IP Solution-level Configuration Management
module, NN10409-500

CS 2000 GWC Manager and Universal ATM/IP Solution-level Configuration Management

Audio Server Manager module, NN10409-500

Universal Signalling Point Manager USP Configuration Management, NN10093-511

Integrated Element Management System IEMS Configuration Management, NN10330-511

Nortel Multiservice Data Manager Nortel Multiservice Switch 15000, Media Gateway
15000 and MDM in Carrier VolP Networks
Configuration Overview PT-AAL1/UA-AAL1/UA-IP,
NN10114-511

MG 9000 Manager MG 9000 Configuration Management, NN10096-511
Ethernet Routing Switch 8600 and Device | Configuring Switching and Routing Operations for the
Manager Ethernet Routing Switch 8000 Series Switch Using

the Command Line Interface Release 3.2, 313191A
Configuring Switching and Routing Operations for
the Ethernet Routing Switch 8000 Series Switch
Using Device Manager Release5.5.x, 313193A

Packet Trunking XA Core or Packet Trunking SN70
¢ "Configuration tasks for SDM" (page 22)
* "Configuration tasks for XA-Core, or SN70EM, and DPT SPM" (page 23)

Note: The table located just after the task flows lists detailed
configuration procedures for each network element included in the
PT-XA Core, or PT-SN70 product.
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Configuration tasks for SDM

Ensure initial
configuring of
XA-Core, or SN70EM
is complete

Log Delivery
application

Provision network
time synchronization|
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Configuration tasks for XA-Core, or SN70EM, and DPT SPM

Configure DPT SPM

(includes OC-3c¢
and DS512 links)

Configure office m{gigﬁftﬁi?{m

parameter tables  |j—)

OFCOPT, OFCSTD CCS7 external
routing

Configure office Configure DPT

parameter table i (dynamic packet

OFCVAR trunks)

The following table lists detailed configuration procedures for each network
element in the PT-XA Core or PT-SN70 solutions.

Detailed configuration procedures

Where to find the configuration
Network element procedures

DPT SPM DPT SPM ATM Configuration
Management, NN10102-511

XA-Core, or SN70EM (including DPT SPM ATM Configuration
DPT, and SS7 links) Management, NN10102-511

SDM CS 2000 Core Manager Configuration
Management, NN10104-511
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24  Nortel ATM/IP Solution-level Configuration

Trunk and line provisioning overview

ATTENTION
This section includes general information about CS 2000 trunk and line
provisioning.

For detailed procedures, please refer to the Adobe Acrobat bookmark list.

Provisioning of trunk and line services for different Carrier VolP solutions
varies by access type, either by trunk or line.

Trunk provisioning
Trunk provisioning or trunk service activation involves creation, change, or
deletion of trunk groups or individual trunks. This is required for the trunks
of every solution. The steps required will be different for different solutions
however.

For the MG 4000 gateways, the steps are very similar to the SPM in
the DMS-100F. Service activation is performed via Table Editor. The
ATM connections are configured in the Multiservice Switch 15000 as a
commissioning step.

For the Media Gateway, the GW cards must be assigned to the GWC
using the GWC GUI or an XML command via OSSGate. Then the carrier
endpoints must be assigned for each T-1 or E-1 facility. This is done using
the GWC Manager or an XML command via OSSGate also. Finally the same
trunking tables must be datafilled using Table Editor. These are defined

in the appropriate sections of the North American DMS-100 Translations
Guide, Volumes 1 through 25 (297-8021-350P1 through 297-8021-350P25).

The following figure shows the configuration management architecture for
trunking solutions for the CS 2000 network.
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CS 2000 Trunk architecture
SML

NML

A F'y A A
ASCIl over XML XML AP AP
TCP

SERVORD Trunk Nodes

Provisioning Provisioning
(IP only]< | (1P only)
A A R
EML Preside MDM
= APS Client Server
- CS 2000 CS 2000
SAM21 GWC Manager
Manager Manager

APS
/ / (IP only)

QH“J

Communications (IP only)
Server 2000

NEL

A — - erpemreeeemrermnt
WIN PC SUN m Sl provided

Note 1: This interface is used for translations and dial plan provisioning.

Note 2: Service Activation is identical for both CS 2000 and CS 2000
compact.

When all components are installed and commissioned, the following

configuration and provisioning tasks can be performed as needed.

Adding a trunk

Note: For supported third party trunk gateways, the gateway must be
configured before starting this procedure.

Step Action

1 Add the GWC to CS 2000 using the CS 2000 GWC Manager.

Note: This step is performed by the Nortel installation team.

2 Add the trunk gateway to the GWC using the CS 2000 GWC
Manager or OSS gate using XML.

3 Provision the endpoints in the trunk gateway using the CS 2000
GWC Manager or OSS gate using XML.
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4 Provision the trunk in the CS 2000 using the Table Editor.

5 Return the trunk to service using MAP CI or Trunk Maintenance
Manager (TMM).

—End—
Deleting a trunk
Step Action
1 Remove trunks from service using the Trunk Maintenance Manager
(TMM) or TTP level of MAP.
2 Delete CS 2000 trunk datafill using the CS 2000 Core Manager.
3 Delete endpoint/carrier datafill in the GWC using the CS 2000 GWC

Manager or OSS gate using XML.

Note: This step is not applicable for the MG 4000 and other
supported gateways.

4 Delete endpoint/carrier datafill in the Media Gateway using MDM.

—End—

Changing trunk group data
e Change CS 2000 trunk group datafill using the CS 2000 Core Manager.

Note 1. Dependencies: Customers who wish to have trunking
survivability during a Media Gateway upgrade must configure trunk
groups or route lists across multiple Media Gateways in an n+1
configuration. Media Gateway upgrades are done after the CS 2000
upgrade is completed.

Note 2: Mixed trunk subgroups (that is, trunk members on a legacy
peripheral such as DTC or SPM in the same trunk subgroup as trunk
members on a packet-based gateway such as Media Gateway) are
not supported. Trunk members on a legacy peripheral should be
combined in one subgroup and trunk members on a packet-based
gateway should be combined in a second trunk subgroup if you both
types are needed in the same trunk group. A notification message is
generated during provisioning if a mixed trunk subgroup is detected.
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For additional details about adding, deleting, changing, and activating
trunks, refer to the following core and component documentation:

e CS 2000 Configuration Management, NN10105-511

* SAMZ21 Manager Configuration Management, NN10111-511

* Gateway Controller Configuration Management, NN10205-511
* UAS Configuration Management, NN10095-511

* Nortel Multiservice Switch 7400/15000/20000 Components Reference,
NN10600-060

* Nortel Multiservice Switch 15000/20000 Hardware Description,
NN10600-120

* Nortel Multiservice Switch 15000/20000 Hardware Installation,
Maintenance, and Upgrade, NN10600-130

e Getting Started with the Ethernet Routing Switch 8600 Management
Software Part #209663-C

* Reference for the Ethernet Routing Switch 8600 Series Management
Software Routing Operations 207415-C

XML Schema for Carrier Provisioning (OSSGate User Guide,
NE10004-512)

Translations

For details on datafilling translations, and for information on additional
services, applications, and features, refer to the following documentation
through Helmsman:

e UCS 250 General Description, 297-2621-100

¢ North American DMS-100 Translations Guide, Volumes 1 - 25,
297-8021-350P1 through 297-8021-350P25

Routing
For details on configuring routing or for adjusting and changing routing, refer
to the following documentation through Helmsman:

e UCS 250 General Description, 297-2621-100

¢ North American DMS-100 Translations Guide, Volumes 1 - 25,
297-8021-350P1 through 297-8021-350P25

Line provisioning
Line provisioning or line service activation involves creation, change, or
deletion of line service. This is required for the lines of every solution.
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Line provisioning requires updates to be made to the data stored by some
or all of the following components:

* CS 2000 Core

* GWCs

e Line media gateways for the MG9000

e Trunk gateways configured to support V5.2 interfaces

Note: The stages for provisioning V5.2 lines are as follows:

— provision a set of trunk gateway E1s as V5.2

— define the V5.2 interface using the V5.2 configuration manager
— use MAPCI to add entries manually in LNINV

— use SERVORD or SERVORD+ or provision IBNLINES

Two applications are provided to help ensure that these separate updates
are coordinated: lines provisioning application and nodes provisioning
application (also used in trunk provisioning).

The lines provisioning and nodes provisioning applications support different
interfaces for handling provisioning data:

* The lines provisioning application supports the proprietary SERVORD+
(Service Order) interface. The SERVORD+ ADO (Add Option) command
is used to assign features to lines. The SERVORD+ NEW command
specifies for each line

— the DN to be assigned to the line

— the gateway endpoint serving the line

e The nodes provisioning application supports an XML (Extensible Markup
Language) interface.

The lines and nodes provisioning applications can both be accessed by a
provisioning system through OSSGate, which provides a single access
point for Carrier VoIP provisioning applications. Each application uses lines
provisioning input to generate two types of output:

* ASCIl over TCP, which is provided to the CS 2000 Manager on the SDM
and used by it to update CS 2000 Core datafill

¢ Corba data, which is provided to the GWC Manager and used by it to
update GWC data.

Provisioning of line service for different Carrier VolP solutions varies by
access type. The optional Lines Maintenance Manager (LMM) application
provides additional maintenance capabilities.
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Some solutions use large line gateways with many lines and some use
small line gateways with only one or two lines per gateway. A lines solution
requires additional steps per line. Small line gateways require a gateway for
each subscriber and additional steps are necessary to turn up service for
each line. Similar steps apply for large line gateways where it is necessary
to perform these steps once for a large number of subscribers. In all cases
the line gateway must be added to its element manager. This is referred

to as the nodes provisioning transaction. The phone number, a gateway
controller endpoint and any features must be assigned through SERVORD+.
This is referred to as the SERVORD+ transaction. Any additional service
provisioning such as DSL data or cable modem service must be provisioned.
DNS/DHCP assignments may be added as well. The gateway assignment
can be performed via GWC EM GUI or XML command. This applies to
IAC and IAW solutions.

Note: In a CS 2000 lines solution, in common with many
DMS/XPM-based line access solutions, a moment of ringback may be
heard prior to an announcement being played. This is designed to fill
in quiet periods of audio while the connected equipment prepares and
connects the announcement resources to the user channel.

The steps required will be different for different solutions however. In general
it is necessary to assign the line gateway to the GWC and activate it, then
provision the individual lines. For the MG 9000, the assignment of the
gateway to the GWC is a commissioning activity done at installation time.
Activation of the line simply requires the use of SERVORD or SERVORD+
commands.

Changes to individual lines can be performed through the use of the
appropriate SERVORD or SERVORD+ commands. The Add option, delete
option, or change feature are examples of these types of changes. The
deletion of a line involves the DELETE command. For small line gateways
used in IAC or IAW, it may also be necessary to delete the small line
gateway from the GWC as well.

The following figure shows the CS 2000 Base Line architecture.

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
('SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



30 Nortel ATM/IP Solution-level Configuration

CS 2000 Base Lines operational configuration architecture

SML
NML
A A
ASCII over SERVORD+ XML
\TCP (IP only) (IP only)

Lines Maint. Lines

Nodes
SERVORD Manager Provisioning Provisioning
EML (IP only)
MG 2000
SDM - FX Platfol APS Mid-Tier Server
L CS2000  €S$2000
1882000 SAM21 GWC Bl
'Gore Manager | Manager Manager e MG 9000
APS Manager
/ / (IP only) |
/.
i\
NEL e

Communications
Server 2000

T Ol s

Note 1: This interface is used for translations and dial plan provisioning.

Note 2: Service Activation is identical for both CS 2000 and CS 2000
compact.

Adding a line

The following is a high-level view of the steps described in the previous
section.

Step Action

From the CS 2000 Management Tool

1 Associate GW to GWC (for IAC and IAW solutions only).

2 Create the line assignment as follows:

e Connect to the OSSGate telnet interface
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* Send a servord+ command to assign a telephone number and
endpoint, plus any feature options

3 For IAC solutions only, do the following:

a. Log onto EMS and provision the new MTA or to assign the GW
to GW EMS.

b. To assign the GWC address to the cable MTA, enter an IP
address to indicate to the MTA what gateway controller to obtain
service from.

c. To assign DNS/DHCP, provision the IP address of the MTA in
the DHCP server.

—End—

Deleting a line
The following is a list of high-level steps for deleting a line. For details, see

Step Action
From the CS 2000 Management Tool

1 Make a telnet connection to OSSGate.
2 Send the SERVORD+ OUT command to delete service.
3 For IAC solutions only, do the following:

a. Change to XML format (CTRL B) and send dissociate GW
command in XML format or login to CS 2000 GWC Manager GUI
and dissociate GW from GWC.

b. Login to GW EMS and delete GW from system.
c. Login to DNS/DHCP system and delete entry for the GW.

—End—

Changing a line
The following is a list of high-level tasks for deleting a line:

* Feature changes are made using the CHF (change feature) command
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For IAC and IAW solutions only:

¢ Changing IP address requires deleting and re-adding the GW (unless
DNS service is used). The line is automatically brought into service
when the SERVORD+ transaction is completed successfully.

Routing and translations
For details on configuring routing or for adjusting and changing routing, refer
to "Translations" (page 27) and "Routing" (page 27).
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Provisioning UA-AAL1 echo cancellation

An office parameter named ECAN_EDGE_STRATEGY in table OFCENG
controls network-wide echo cancellation (ECAN) in packet networks.

As described in the following sections, there are two available ECAN
strategies: ‘region’ or ‘edge’. The region strategy applies by default. To
employ the edge strategy, follow the procedure explained in "Provisioning
rules" (page 33).

Region strategy (ECAN_EDGE_STRATEGY = N)
The region strategy is the default in TDM networks. The network is divided
into regions and only calls crossing region boundaries require ECAN. The
region strategy can be implemented by providing ECAN in both directions
for every trunk group that crosses a regional boundary.

Edge strategy (ECAN_EDGE_STRATEGY =)
The edge strategy always cancels echo before it enters the packet
network. This strategy ensures that ECAN is performed in both directions
for all packet calls. The edge strategy also eliminates the need for echo
cancellation after calls have passed over the packet network.

The edge strategy office parameter determines whether ECAN is performed
on an IW SPM for MG 4000 trunks and line GWC interfaces. ECAN datafill
for MG 4000s must be configured as in (I)SNO5.

Provisioning rules
Step Action

Edge strategy

1 Provision access mode ECAN using the SPMECIDX in TRKSGRP
on MG 4000 TDM trunk groups which require ECAN based on a
network delay analysis.

Access mode ECAN is specified in a SPMECAN tuple by setting
FAREC to N and BK2BK to N.

2 Provision IW SPMs with echo cancellers based on engineering
guidelines.
3 Enable the echo cancellers on the IW SPM by adding the SPMECIDX

option in table MNNODE.
4 Set the ECAN_EDGE_STRATEGY office parameter to Y.
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Note: DPT calls are inter-call server and therefore are
unaffected by the edge strategy. If ECAN is required on DPT
trunks, add the appropriate ECAN datafill in TRKSGRP.

—End—
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Configuring a Trunk-only solution

Application

Use this procedure to configure the solution as a trunk-only solution..

Prerequisites
This procedure has no prerequisites.

Action

Perform the following steps to complete this procedure.

Step Action

At your workstation

1

Establish a connection to the server that is hosting the CS 2000
Management Tools through telnet or SSH, and log in using the root
user ID and password.

In a two-server configuration, log in to the active server using the
physical IP address of the active server, and ensure you are on the
active server using the ubmstat command.

For detailed steps, refer to procedure "Logging in to an SPFS-based
server".

Launch the configuration tool by typing:

# configure

and pressing the Enter key.

From the resulting menu, select the number against the “SESM
provisioning configuration” menu option, and press the Enter key.

From the resulting menu, select the number against the “Office
Provisioning Type configuration” menu option, and press the Enter
key.

Example response
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e}

SESM Provisioning Type Selection
Will line gateways be provisioned in this office?
[y/n]:

5 Enter n at the prompt to indicate that the solution will not use line
gateways, and press the Enter Key.

6 Exit each menu level of the configuration tool by typing

select - x

and pressing the Enter key.

7 Restart the SESM application by typing

# servstart SESMservice

8 You have completed this procedure.

—End—

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard

(HSNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Provisioning the QoS collector application 37

Provisioning the QoS collector application

In all North American and International IP solutions, you can configure QoS
collector applications (QCA). A QCA collects quality-of-service (QoS) data
and forward it to an operations support system (OSS).

The QoS data is for calls handled by GWC-driven gateways. The gateways
report per-call QoS information to the GWCs. Each GWC can log on to
a QCA and forward the QoS data.

The QCA is an application that runs on a computer that must be connected
to the CO LAN. The computer can be the same one on which the CS 2000
Management Tools are running, or it can be a separate computer.

There can be one or more QCAs running on computers on the CO LAN.

When a QCA receives QoS data from a GWC, it formats the data into XML
format and forwards it to the operating company’s OSS. The OSS processes
the QoS data according to the operating company’s wishes.

To configure QoS reporting, you must complete the following tasks:

e Provision the QCA. You must specify values in the QCA properties
file, and set up the input and output directories that the QCA will use.
Refer to procedure ‘Configuring the QoS Collector Application’ in your
solution’s Configuration Management document.

* In the GWC Management Tools interface, you must
— set the network QoS configuration parameters
— add the QoS collectors
— associate each GWC with a maximum of two QCAs

— enable reporting on a per-GWC basis, so the GWCs will be able to
send the QoS data to the QCA

To find directions to the procedures for performing these tasks, refer to
the procedural flowchart for QoS in the overview section of the GWC
configuration document.

e Optionally, in the MAP interface, you can update table AMAOPTS to
enable the QoS-reporting software to append correlation identifiers
(CIDs) to billing records. If there are CIDs in the billing records, the OSS
can locate the QoS statistics for individual calls.

For instructions for updating table AMAOPTS, see the procedure
covering provisioning in support of QoS reporting, in Communication
Server 2000 Configuration Management, NN10284-511.
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CICM element manager integration with PAM+ proxy

Overview

Carrier VoIP (CVolIP) user authentication services can use a single
centralized third party server which provides authentication services to
CVolP management systems via a pluggable authentication module (PAM)
on the IEMS platform.

From (1)SNO7 onwards, the CICM element manager is integrated into the
CVolIP centralized user authentication strategy. The CICM element manager
interfaces to PAM via the HTTPS PAM+ proxy on IEMS.

Prior to ()SNO7, the user name and password supplied when logging into
the element manager corresponded to local user accounts on the CICM
element manager. From (I)SNO7 onwards, the user name and password
can be configured to be a global CVolP account managed on a centralized
authentication database which interfaces to CVolP management tools via
the PAM+ proxy located on the IEMS.

Centralized user authentication via the SSPFS PAM proxy is not available
to TDM deployments of CICM or if connectivity is lost between the CICM
element manager and the SSPFS platform.

» For TDM deployments, the authentication functionality passes control of
the authentication back to the standard mechanism used for CICM.

* For CVolIP deployments, a method of local user authentication is also
provided for use when connectivity is lost to the IEMS platform. Users
can select local authentication by prefixing their user name with a period
(.). This allows users to access their local user account in the CICM
element manager when the PAM proxy is out of service.

For more information on CICM integration with PAM+ proxy, see CICM
Configuration Management, NN10240-511.
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Overview of Core Element Manager integration with
IEMS

This feature integrates the functionality of Core Element Manager (CEM) to
the Integrated Element Management System (IEMS). CEM is an element
manager for the CS 2000 core and Call Agent core. It provides Resource
Discovery (RD), Fault Management (FM) and Performance Management
(PM) support for the core. You can add, delete, and manage CEM from
IEMS.

The Core Element Manager system is an Element Management System
which provides the following:

e an exchange of data between a management application (CEM) and a
core network element (SDM or CBM). The Core Element Manager is
installed on a Sun platform.

¢ mediation functionality (data accumulation, filtering, manipulation,
and transfer) between the CS 2000 Core or Call Agent Core network
elements and the CEM workstation

CEM components
The CEM software includes the Core Element Manager GUI, the CEM
Server, and the OMC-S in SDM/CBM. The following three components
perform the performance management, configuration management, fault
management, and security management functionality for the CS 2000 core
or Call Agent core.

e The Core Element Manager browser runs on a PC or Sun platform.
OAM&P personnel can use the GUI to manage the network elements.

e The Core Element Manager Server runs on a Sun Solaris platform.

 SDM/CBM is the mediation device which connects to the network
element and gets raw data such as OMs, logs and also table data.
SDM/CBM passes this information to the CEM server software.

The CEM store and forward process (SAF) framework:

* stores and forwards the SDM/CBM data on to the appropriate CEM
server process

* synchronizes after disconnection from the CEM server process and
the SDM/CBM

By default, the SAF process on the SDM/CBM is not in service after CEM is
installed. The SAF process must be switched to the in service state.
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For more information about the CEM SAF process, see CS 2000 Core
Manager Overview, NN10018-111.

CEM GUI description

Fault Management
The Fault Management function (FM) displays logs of alarm or fault events
that occur within the network, usually within a switch node. These alarms or
events may have an impact on the overall service of the network element.
The Fault Management function provides information about the network
element so that you can perform further maintenance operations. Fault
Management provides the following capabilities:

« displays alarms for a specific switch node. When a repeated alarm
occurs for the same problem and the same resource, the most current
alarm is shown. The previous alarms are stored as cleared alarms.

« displays a time-based histogram of alarm activity for time periods of 1
to 30 days. By default, the retention period is 30 days for uncleared
alarms and 7 days for cleared alarms.

» displays alarms by selected severities (Critical, Major, Minor, Warning,
unknown, or any combination)

« displays the element color to reflect the current alarm status
« displays alarms for specific filters

e provides alarm notifications as they occur

e exports alarm data to file

e prints alarm data

* provides filter criteria for alarms

* provides actions triggered by alarm
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Fault management window
File CustomViews Edit View Actions Tools LookAndFeel Window Help

&4 HEe S APHADDD QO (4
£ 2sups3fs- IEMS L Marms
® [& applications
@ & IEMS Topologies } Total 1124 Displaying | 1115 to | 1124 Pag
© £ Network Elements | patea Cwner Category source Log Key
© 2L Element Managers Sep 23,2005 10:... & communications ripo-mdm.us.... CO000D02
e [l Ems applications Sep 23,2005 02-... & processingError  ancOsbim.G... CMT301
@ F EME Platforms Sep 23,2005 02-... - communications 0x000000630... GWC307
¢ A Fault Management Sep 23,2005 10.... o equipment ripo-midim.us.... 30110200
@ +1s Network Events Sep 23,2005 (... L communications rtpo-mdm.us.... 70111100
Sep 23,2005 10:.. # communications  npo-mdm.us.... 70111212
® I Performance Sep 23,2005 10:... ¢ communications ripo-mdm.us.... 70111212
[ configured Collection Sep 23,2005 10:... L communications rpo-mdm.us.... 70111212
@ i Inventory Sep 23,2005 10.. # communications rtpo-mdm.us.... 70111212
@ i} Administration Tools Sep 23,2005 10:... o communications rtpo-mdm.us.... 70111212

Alarm count by severity
21 ;] other
2 3
16 2
a2 519

quaityorsenice

communications

equipment =|
| ,_|_|

Category |

A | e 0 e

TR

Configuration Management
The Configuration Management function allows you to manage network
elements within a circuit core network. The Configuration Management
function identifies the configuration and status of the network when it is
initialized. The network elements are identified by icons and are arranged
according to the network hierarchy. The CEM displays complete information
for each target network element and its subordinate elements. The
configuration display is updated automatically by the Configuration Manager
to maintain consistency between the Element Manager display and its
managed objects. This display is called the containment tree.

The Configuration Manager includes the following features:

Physical, Logical, Icon or List views from the Element Manager
Pin and Unpin nodes

nodes sorted by name or severity

find carriers and linksets

saving and retrieving of notes for nodes

table access (add/read/delete/modify tuple operations)

customs wizards to create/modify/delete trunks and other table access
operations

integration with performance management
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¢ launch the Threshold Management window for a PM resource
» threshold management information for PM resources
» threshold crossed information

« performance management information for PM resources
(pmCurrentData)

* print support for the Configuration Management window

Configuration Management window in list mode

X Untitled-1 Nortel Element Browser GEM17 =] 3]
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Performance Management

The Operational Measurements (OM) system provides the following

measurements for the Circuit Core Networks (CCN) Call Server:
» traffic measurements

e service data

You can view OM records to ensure that the CS switch operates at its fullest
potential with optimum efficiency. New OM data is transferred from the

switch every transfer period.
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The Performance Management functionality does the following:
e provides access to OMs in predefined measurement groups

« displays OMs in operator-configurable studies, including a graph of
specific OMs over a given time frame

* configures real-time updates of OMs with the CS transfer period as the
minimum update frequency

« displays data from multiple network elements on the same graph

« displays errors such as incomplete OM data for the requested study
* sends the output display to print

« allows OM threshold settings

* displays summary reports on network elements

Performance Management: Instant graphing window

o

File Help

Network Elemerts: Collected OMs: | Resources:

_ 4§ unadyOkhi@zpvesite | | Location-update ;] A mscl

+ [[E4 | | MSC_VLR-Adninistration B}

|| ukgsm7 0@zpvesite || MSC_VLR-Traffic ® CFNRC_RANN
|| MSC_VLR-Transactions ® CFNRY_RANN
|| Memory ® CFU_RANN
|| Paging ® ON_RANN
" | Predefine & EXT_PAGE_RANN
_1{Resource ® HOLD_RANN
= 24 ANN ® NORM_DISC_RANN

® PAGE_RANN

® ANNFTRU
® ANNMEL _I
-

A RIS IE

EMEREE | e |

5 [ ungdyOkhi@zpvesOte MSCI TRI ANN MSCI CFE_RANN ANNATT |
o

1.2k~
400 _

300 _|
“1.2%.

=
0000 01:30 0300 0430 0800 0730 0000 1030 1200 1330 1500 1630 1800 19:30 2100 2230

\I E‘glﬁ Day interval View) Oct 20, 2003 00:00 to Oct 21, 2003 00:00 CUT@ T >
Switch

Report Name | c|

|

| | Report

E-_1 AUCSTATS
#-_]chart-0

=] MSCI_Call-Attempts
] chart-0

=] MECI_IMSI-Detach
#-_lchart-0

E-_] TEMP2

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard

(HSNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



44 Configuring a Trunk-only solution

Performance Management: Threshold Manager window

= Threshold Manager
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Security Management
It is necessary to restrict access to the CEM browser to only users with valid
login credentials. The security framework on the CEM system is provisioned
with the functionality such as the following:

* login to access the CEM browser

* encrypted login credentials

* account lockout due to consecutive failed login attempts
» change password capability

» configuration of the telnet or FTP session

e time-out interval periods

e generates security alarms and event logs
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Administration Manager main window
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Commissioning Manager
After installing the CEM package onto a Sun server, you must set up
managed node instances in order to manage network elements. The
Commissioning Manager is used to configure coreEMS managed node
instances, such as to create, reconfigure and delete a managed node
instance. Use the Commissioning Manager command line user interface to
configure managed node instances.

For details about how to launch the Commissioning Manager CLI, see
"Launching a CEM Commissioning Manager CLI" (page 46). For details
about creating and deleting managed node instances, see Creating a CEM
managed node instance and Deleting a CEM managed node instance in
IEMS Configuration, NN10330-511.
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Launching a CEM Commissioning Manager CLI

Application
Use this procedure to launch the CEM Commissioning Manager application.
Commissioning Manager can be used for configuration of network elements
which are represented within the Commissioning Manager system as a set
of managed node instances. You can use Commissioning Manager CLI to
create, edit, and delete managed node instances.

Prerequisites
To perform this procedure you must have root privileges.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the IEMS server by typing
> telnet <server>

and pressing the Enter key.

where
server is the IP address or host name of the server where IEMS
resides

2 When prompted, enter your user ID and password.

3 Change to the root user by typing:

$ su - root

and pressing the Enter key.
4 When prompted, enter the root password.

5 Change the directory by typing

# cd
/opt/nortel/cem/data/coreEMS/nodes/server/bin

and pressing the Enter key.

6 Launch the CLI by typing
# ./configCEMS -c
and pressing the Enter key.
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7 You have completed this procedure.

—End—
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Creating a CEM managed node instance

Application
Use this procedure to set up a managed node instance of CEM in order to
manage network elements.

Use the Commissioning Manager CLI to configure CEM managed node
instances. After installing the CEM package onto a Sun server, users need
to set up managed node instances in order to manage network elements.
The Commissioning Manager is used to configure coreEMS managed node
instances, such as to create, reconfigure and delete a managed node
instance. Users should only use the Commissioning Manager to configure
managed node instances. Manually editing configuration files is highly
discouraged unless the user is absolutely sure of the effect of their action.

Prerequisites
This procedure has the following prerequisites:

* The DMS needs an SDM/CBM with CEM SAF packages installed
and services enabled. For details on configuring CEM packages
in SDM/CBM, see the CBM850 Commissioning for UCBM23, IM
24-2610 and SDM/FT Installation and Commissioning SDM15 -
SDM17, CS2A0002 - CS2E0009, IM-24-0193, or contact your Nortel
representative for instructions.

e The version of CEM on the SDM/CBM must be the same as the target
CEM version on the IEMS server.

¢ You must know the target SDM/CBM IP address.

Action

Step Action

At your workstation

1 Launch the CEM Commissioning Manager CLI. See Launching
the CEM Commissioning Manager CLI in IEMS Overview,
NN10329-111.

The Commissioning Manager CLI main menu is displayed.

Example response

Nortel Networks coreEMS Commissioning Manager
Main menu

1 - Commission a new node

2 - Reconfigure an existing node

3 - Delete an existing node
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T

4 - Add a mated pair monitor
5 - Delete a mated pair monitor
6 - SDM to CBM migration
0 - Exit
Selection
2 Enter the number next to Commission a new node in the menu.

Example response

Configure a Node Instance

- DMS

- HLR20O0

- MDM

- NSP

- SESM

- USP_NES

- DS

Select a new device type for the new node:

o0 W N

3 Select the DMS device type for the new node instance by entering
the number next to DMS in the menu.

DMS is the only supported option in this configuration.

Example response

Hint: 1Input a string up to 15 characters drawn

from "-a-z0-9". The 1lst character must be an alpha
character; the last one must not be a minus sign.
Element name cannot be "server", "localhost", "loghost"
or the hostname of the local host.

Mandatory input.

Element Name

4 Enter the name for the new node at the Element Name prompt.

The name can be a string of up to 15 alphanumeric characters and

the minus sign (-). The first character must be alphanumeric and the
last character must not be a minus sign. The element name cannot
be server, localhost, loghost, or the hostname of the local host.

Example response

Hint: Enter the region path to the node or select

one from the list. Valid path characters include
alpha-numeric and the '/’ characters. Mandatory input.
List of existing regions:

Nortel

Region

5 Enter the region name at the Region prompt.

Example response
Hint: Choose a software version.
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Mandatory input.
[1] GEM1S8
Software Release (1):

6 Select GEM18 for the new node by entering 1 at the Software
Release prompt.

Example response

Hint: Input a dot-decimal representation of an IP
address or the string "localhost".

Mandatory input.

Target SDM IP Address:

7 Enter the target IP address at the Target SDM IP Address prompt.
The target IP address must be in dot-decimal format.

Example response

Hint: Answer Yes if the SDM has Call Trace installed,
otherwise answer No.

Mandatory input.

1 - Yes

2 - No

Enable Call Trace (1)

8 Enter the number next to No at the Enable Call Trace prompt.
No is the only supported option in this configuration.

Example response

Hint: Answer Yes if this DMS has an MSC/TriNode, No if
this DMS is an HLR.

Mandatory input.

1 - Yes

2 - No

Install Billing Manager (1)

9 Enter the number next to No at the Install Billing Manager prompt.
No is the only supported option in this configuration.

Example response

Hint: Answer Yes if this DMS has USP, otherwise answer
No. Not wvalid if Billing Manager = Yes

Mandatory input.

1 - Yes

2 - No

Does This DMS Have USP (2)

10 Enter the number next to No at the Does This DMS Have USP
prompt.

No is the only supported option in this configuration.
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Example response
Proceed to create this node? [y/n] (n):

11 Enter y at the proceed to create this node prompt.

Example response

Commissioning node, please wait...
Commissioning node completed successfully!
Is sdma2 already in server mode? [y/n] (n):

12 Enter y at the prompt.

Example response
Start all applications of node <nodename>? [y/n] (n):

13 Enter y at the prompt to start the node applications.

14 Wait until the following message appears.

Example response

Returning to service all applications of node
<nodename>.

This action may take a few minutes.

Please wait...

Busy/Rts action completed!

The Nortel Networks core EMS Commissioning Manager Main menu
appears.

Nortel Networks coreEMS Commissioning Manager
Main menu

1 - Commission a new node

2 - Reconfigure an existing node

3 - Delete an existing node

4 - Add a mated pair monitor

5 - Delete a mated pair monitor

6 - SDM to CBM migration

0 - Exit

Selection -

15 Exit the Commissioning Manager CLI by entering the number next
to Exit in the Nortel Networks core EMS Commissioning Manager
Main menu.

You have completed this procedure.

—End—
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Deleting a CEM managed node instance

Application

Action

Use this procedure to delete a managed node instance of CEM.

Step Action

At your workstation

1

Launch the CEM Commissioning Manager. See Launching the CEM
Commissioning Manager CLI in IEMS Overview, NN10329-111.

The Commissioning Manager CLI main menu is displayed.

Example response

Nortel Networks coreEMS Commissioning Manager
Main menu

1 - Commission a new node

2 - Reconfigure an existing node
3 - Delete an existing node

4 - Add a mated pair monitor

5 - Delete a mated pair monitor
6 - SDM to CBM migration

0 - Exit

Selection -

Enter the number next to Delete an existing node in the menu.

Select the node you want to delete.

Example response
Proceed to delete this node?

Enter y at the prompt to delete this node.

The Nortel Networks core EMS Commissioning Manager Main menu
appears.

Nortel Networks coreEMS Commissioning Manager Main menu
1 - Commission a new node

2 - Reconfigure an existing node

3 - Delete an existing node

4 - Add a mated pair monitor

5 - Delete a mated pair monitor

6 - SDM to CBM migration

0 - Exit

Selection -
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5 Exit the Commissioning Manager CLI by entering the number next
to Exit in the Nortel Networks core EMS Commissioning Manager

Main menu.
You have completed this procedure.

—End—
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Packet Media Anchor functionality overview

Many services and call processing capabilities on SIP/SIPt require
interaction with a call's bearer path to provide progress indications (that is,
tones) in to or to collect digits out of the bearer stream. DPT endpoints

are logical entities and do not have physical bearer facilities of their own.
As well, SIP/SIPt signaling has limited capability to convey tone and/or
digit collection requests to preceding offices. Due to this limitation the SIP
specification allows for the introduction of a media server into a call topology
to perform media functions. The Packet Media Anchor is Nortel’'s solution to
tone insertion and digit extraction on SIP/SIPt.

The Media Server 2010 is used as the packet gateway to supply media
anchoring functionality. The Packet Media Anchor solution uses the bearer
channel tandeming (BCT) capability of the AMS to provide media stream
anchoring functionality. The media anchor is directed by the CS 2000, which
is responsible for managing call topology, resource allocation/deallocation
and resource usage. Media anchoring through the AMS does not require
conversion from packet to TDM back to packet again, thus impact on bearer
path latency will be minimal.

The bearer channel tandeming (BCT) capability of the AMS is provisioned
in table SERVSINV. The Packet Media Anchor shares the resources with
Lawful Intercept (ALTTERMS), however the Packet Media Anchor resources
must be provisioned as a separate Subtending Application on a particular
GWC. Packet Media Anchor also requires audio resources, thus an audio
application must also be provisioned on the same GWC with the BCT
applications.

The packet media anchor will be inserted into SIP/SIPt calls that require
bearer facility interaction. Some of these scenarios include:

e Local Treatment on a SIP trunk (tone treatment only)
» Digit collection (for example, DISA service, Auth/Account Codes, CFRA)

* Interactions with CS 2000 line or network services. For example, IN
Send-To-Resource could request digit collection on the trunk, or Blind
Call Transfer or ACD queuing could request audible ringback on a SIP
Trunk after the SIP session has been established. After successful SIP
session setup any inband application of tones must be accomplished
via Packet Media Anchor.

For the procedure to configure the Packet Media Anchor (PKTMA) for the
Dynamic Packet Trunking SIP/SIPt application, see "Configuring Packet
Media Anchor functionality" (page 55).
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Configuring Packet Media Anchor functionality

Application

Use this procedure to configure the Packet Media Anchor (PKTMA) for
the Dynamic Packet Trunking SIP/SIPt application. The role of the Media
Anchor is to provide tone, digit collection and bearer path anchoring
capabilities for SIP/SIPt call types.

Prerequisites
This procedure has the following prerequisites:

Action

Table TONES must be datafilled with the appropriate values of FNTONID
for the proper tones to be played. For further details, see Carrier
Voice over IP Operational Configuration: Data Schema Reference,
NN210324-509.

you must have a Media Server 2010 for Packet Media Anchor
functionality

both BCT and Audio resources must be provisioned on each Media
Server 2010 that will be used for the PKTMA

the device will register with a CS 2000 GWC and it is expected that
multiple Media Server 2000 Series devices will be used in the pool of
available resources required

a GWC may support a maximum of one BCT node for Lawful Intercept
(ALTTERMS) and one BCT node for the Packet Media Anchor
(PKTMA_MAX_CALLS). Multiple instances of either option on a single
GWC is not permitted.

table SERVSINV is the only table that must be provisioned to enable
Media Anchor endpoints

Table TONES must be datafilled with the appropriate values of FNTONID
for the proper tones to be played. For further details, see Carrier
Voice over IP Operational Configuration: Data Schema Reference,
NN10324-509.

Note: The UAS does not support Packet Media Anchor functionality.

Perform the following steps to complete this procedure.

Step Action

1

Identify the maximum number of anchored calls to support.
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2 Provision the Dynamic Packet Media Anchor tuple in table
SERVSINV with the maximum number of simultaneous calls
to support. See "Provisioning a packet media anchor in table
SERVSINV" (page 57).

3 In the GWC element manager provision the following.
For more details, see GWC Configuration, NN10205-511.

a. The Network Codec Profile must contain either PCMU or PCMA
(G.711)

b. If both PCMU and PCMA are provisioned, then whichever is
higher on the preferred list will be used

c. The PMA will ignore other codecs and codec parameters

4 In the Media Server 2000 Series manager provision the following.

For more details, see MS 2000 Configuration Management,
NN10340-511.

a. Three (3) BCT resources for each anchored call. That is, three
times the maximum number of simultaneous anchored calls.

b. One (1) Audio resource for each anchored call.

5 Cold SWACT the ACC GWC or re-initialize all the Media Server
gateways.

6 You have completed this procedure.

—End—
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Provisioning a packet media anchor in table
SERVSINV

Use this procedure to update table SERVSINV to provision a packet media
anchor. You must make the following updates:

* You must add a ‘BCT’ tuple. The BCT tuple specifies the
bearer-channel-tandeming capability as a subtending application of the
GWC, and also specifies the PKTMA_MAX_CALLS value, that is, the
maximum number of anchored calls that the BCT subtending application
will support.

Note: The BCT capability is provided by the MS-2000-series device,
which is provisioned as one of the gateways controlled by the GWC.

* You must change the ‘AUD’ tuple. The AUD tuple specifies the
MS-2000-series device. In that tuple, you must increase the value
specified for the ANNC option, which specifies number of announcement
resources. You increase the ANNC value by adding to it the
PKTMA_MAX_CALLS value specified in the BCT tuple.

Prerequisites
You must know the maximum number of anchored calls to be supported by
the bearer-channel-tandeming capability of the MS-2000-series device.

Common procedures
None.

Action
The following flowchart summarizes this procedure.

Provisioning the packet media anchor in table SERVSINV

@ This flowchart summarizes the proce-
dure.

- Use the instructions that follow this flow-
Enter datafill into table chartto perform this procedure.
SERVSINV, to specily the
packet media anchor.

|

End
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Provisioning the packet media anchor in table SERVSINV

Step Action

At the MAP terminal

1

Start the table editor to edit table SERVSINV. At the user interface
prompt on any MAP screen type.

>TABLE SERVSINV
and press the Enter key.

Example of system response:

TABLE: SERVSINV

Indicate that you intend to add a tuple. Type

>ADD

and press the Enter key.

Example of system response:

SERVSNAME :

Specify the value for the SRVSNAME field. This is the name of the
BCT subtending application. Type

>BCT <pm-number>

and press the Enter key

where

BCT stands for bearer channel tandeming, a subtending application
of the GWC

Note: The system will use bearer-channel-tandeming capability
provided by the MS-2000-series device.

<pm-number> is an integer in the range 0 to 255, representing the
unique peripheral-module number of the bearer-channel-tandeming
subtending application

For example, type

>BCT 5

and press the Enter key.
Example of system response:
SVRNAME :

Specify the value for the SRVRNAME (server subtending name)
field. This is the name of the gateway controller that uses the
bearer-channel-tandeming capability of the MS-2000-series device.

Type
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>GWC <n>
and press the Enter key
where
<n> s an integer
Note: The GWC name was specified when the gateway
controller was configured.
For example, type
>GWC 20
and press the Enter key.
Example of system response:

NUMTERMS :

5 Specify the value for the NUMTERMS (number of terminals) field.
Type
>4095
and press the Enter key.
Example of system response:
OPTION:
6 Specify the PKTMA-MAX_CALLS value. Type
>PKTMA MAX CALLS <n>
and press the Enter key
where

<n> s an integer specifying the maximum number of anchored
calls that can be supported by the bearer-channel-tandeming
subtending application

Note: You must provision a number of ports on the MS
2000-series device to support anchored calls. The number
of ports provisioned for that purpose must be three times the
maximum number of anchored calls.

Example of system response:
OPTION:

7 Indicate that you have finished specifying options. Type:
>$
and press the Enter key.

Example of system response:
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TUPLE TO BE ADDED:
BCT 5 GWC 20 4095 (PKTMA MAX CALLS 300) $
ENTER Y TO CONFIRM, N TO REJECT OR E TO EDIT.

8 Confirm the addition. Type
>Y
and press the Enter key.

Example of system response:
TUPLE ADDED.

9 Use the POS command to move to the AUD tuple, which is the tuple
for the audio-controlling device for the MS-2000-series device. Type
>POS AUD <pm-number>
and press the Enter key
where
AUD specifies the audio-controlling segment of the GWC

<pm-number> is an integer in the range 0 to 255, representing the
unique peripheral-module number of the audio-controlling device

For example, type

>POS AUD 4

and press the Enter key.

Example of system response:

AUD 4 GWC 20 (6PORT 30) (ANNC 400) $:

10 Make note of how many options are specified in the tuple, and
whether the ANNC option is first option, the last option, or if it occurs
elsewhere in the sequence. The options follow the GWC-name. For
example, in the system response shown in step 9, the GWC-name
is ‘GWC 20, and the ANNC option is the last option specified in the
tuple.

11 Indicate that you intend to change the tuple. Type
>CHA
and press the Enter key.
Example of system response:
SERVRNAME: GWC 20:
12 Press the Enter key to retain the existing value for the SRVRNAME
(server name) field.

Example of system response:
NUMTERMS: 4095
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13 Press the Enter key to retain the existing value for the NUMTERMS
(number of terminals) field.

14 Choose the next step as follows:.

If the ANNC option Do

was the first option specified inthe  step 16
tuple, as you noted in step 10

was not the first option specified in  step 15
the tuple, as you noted in step 10

15 The system prompts you to supply a new value for each option that
precedes the ANNC option, one option at a time. For each option,
press the Enter key to retain the existing value.

Continue to press Enter until the system prompts for a new value for
the ANNC option.

Example of system response:
ANNC: 400
16 Specify a new value for the ANNC (announcement resources)
option. Type
>ANNC <new-value>
and press the Enter key
where

<new-value> is the sum of the previous value of the ANNC
option and the value of the PKTMA_MAX_CALLS option (which
was specified in step 6)

For example, according to the sample datafill shown in step 9, the
previous value of ANNC is 400, and in step 6 we specified 300 as
the PKTMA_MAX_CALLS value, so we now type

>ANNC 700

and press the Enter key.

17 Choose next step as follows:.

If the ANNC option Do

was the last option specified in the  step 19
tuple, as you noted in step 10

was not the last option specified in  step 18
the tuple, as you noted in step 10
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18 The system prompts you to supply a new value for each option that
follows the ANNC option, one option at a time. For each option,
press the Enter key to retain the existing value.

Continue to press Enter until the system prompts you to specify
a new option.

Example of system response:
OPTION:
19 Indicate that you do not wish to specify any more options. Type
>$
and press the Enter key.
Example of system response:
AUD 4 GWC 20 (6PORT 30) (ANNC 700) $:
20 Confirm the change. Type
>Y
and press the Enter key.
Example of system response:
TUPLE CHANGED.
21 Exit from the table editor. Type
>QUIT

and press the Enter key.

22 You have completed the procedure.

—End—

The following figure shows part of the contents of table SERVSINV. The table
now contains a BCT tuple, which specifies the bearer-channel-tandeming
subtending application. The table now contains an updated value for

the ANNC option in the AUD tuple. In the figure, the new and changed
specifications are shown in bold type.

SCRSNAME SVRNAME NUMTERMS OPTIONS
AUD 4 GWC 20 4095 (6PORT 30) (ANNC 700) $
DPT 6 GWC 15 2048 (SIPT) s
BCT 4 GWC 20 1024 (ALLTERMS 90) §
BCT § GWC 20 2095 (PKTMA MAX CALLS 300) $
B |
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MTA signal timeout settings

This section lists the signal timeout values that must be included in the

IAC configuration files. The default timeout values for the MTA must be

increased. The MTA gateway tone timeouts must be longer than the CS
2000 timeouts to allow the CS 2000 to remain in control.

The following table lists the tone timeouts that are recommended for MTAs.

Packet Cable

default duration Recommended
Tone (seconds) duration (seconds)
Busy 30 Highest possible value
Dialtone 16 25
Message waiting 16 25
indicator
Off hook warningtone 0O Highest possible value
Audible ringback 180 Highest possible value
Reorder tone 30 Highest possible value
Stutter dialtone 16 25

The MIBs for these parameters are included in the PacketCable Signaling
MIB Specification (www.packetcable.com). These MIBs must be set for
each endpoint in the MTA configuration file. The MIBs are:

pktcNcsEndPntConfigBusyToneTO
pktcNcsEndPntDialToneTO
pktcNcsEndPntConfigMessageWaitingTO
pktcNcsEndPntOffHookWarnToneTO
pktcNcsEndPntConfigRingingToneTO
pktcNcsEndPntRingBackToneTO
pktcNcsEndPntReorderToneTO
pktcNcsEndPntStutterDialToneTO
pktcNcsEndPntConfigCallWaitingMaxRep = 0
pktcNcsEndPntConfigCallWaitingDelay = 0
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Configuration management tools and utilities

This section lists tools and utilities used for operational configuration of
Carrier VoIP solutions.

Universal Access-AAL1L
The Universal Access-AAL1 network includes the following element
managers that share all network fault, configuration, accounting,
performance, and security (FCAPS) tasks:

UA-AAL1 configuration tools and utilities

Component Tools

CS 2000, MG 4000, and IW SPM CS 2000 Core Manager

Multiservice Switch 15000 Nortel MDM

Communication Server LAN Device Manager for Ethernet Routing
Switch 8600

Gateway Controller CS 2000 Gateway Controller Manager

Universal Audio Server Universal Audio Server Manager

Universal Signaling Point Universal Signaling Point Manager

SAM21 CS 2000 SAM21 Manager

MG 9000 MG 9000 Manager

Packet Trunking XA Core and Packet Trunking SN70 solutions
If your switch architecture includes an SDM, then the SDM manages
the XA-Core, (or SN70EM) and the subtending TDM components of the
XA-Core, or SN70EM. The SDM is an optional piece of equipment. If your
switch does not include an SDM, then the XA-Core, or SN70EM, and the
MAP provide element management capabilities. The SDM or the MAP
is responsible for FCAPS tasks related to XA-Core, (or SN70EM) SPM,
and DPT SPM.

The following table lists the tools and utilities used for PT-XA Core or
PT-SN70 operational configuration:

PT-XA Core and PT-SN70 configuration tools and utilities

Component Tools and utilities
Solutions with SDM

XA-Core and subtending components SDM

Solutions without SDM
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XA-Core or SN70 Manager MAP
SPM MAP
DPT SPM MAP

Packet Trunking IP solution

The following table lists the tools and utilities used for PT-IP operational
configuration:

PT-IP configuration tools and utilities

XA-Core MAP
GWC CS 2000 GWC Manager; XML via OSS gate
SAM21 CS 2000 SAM21 Manager
UAS Local Config GUI APS for audio provisioning
MS 2000 MS 2000 Series Configuration Tool
APS SNMP configure_agent tool
USP USP Mgr GUI
Media Gateway Nortel MDM, API/EPI
Ethernet Routing Switch Ethernet Routing Switch 8600 Device Manager
8600
e ——————————————————————
Carrier VoIP
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Network management control of dynamic packet
trunks

In general, network management control is the real-time surveillance and
control of the telephone switching network to ensure maximum traffic flow
under overload conditions or network failures. Specifically, in the context
of this document, network management control allows you to control the
allocation of DPTs (dynamic packet trunks) during overload conditions or
during network failure.

In UA-AAL1 networks, you can use these controls to alter or restrict the
normal telephone DPT traffic pattern between a given CS 2000 and
those CS 2000s to which the first CS 2000 is connected. Using network
management control, you can make effective use of network resource
during exceptional circumstances and ensure that traffic congestion does
not spread through the network.

In PT-XA Core or PT-SN70 solutions, you can use these controls to alter
or restrict the normal telephone DPT traffic pattern between a given
PT-XA Core, or PT-SN70 office and those BICC CS1 offices (PT-XA Core,
PT-SN70 or UA-AAL1) to which the first BICC CS1 office is transmitting
DPT bearer traffic. A BICC CS1 (bear independent call control capability
set 1) office is an office that supports the BICC CS1 (or ISUP +) signaling
standard. Included in the UA-AALL1 solution, there are three office types
that support BICC CS1 signaling: PT-XA Core; PT-SN70, and UA-AALL.
Using network management control, you can make effective use of
network resource during exceptional circumstances and ensure that traffic
congestion does not spread through the network.

Dynamic packet trunks (DPTs) are Nortel implementation of the ATM
packet trunk based on BICC CS1 standards. BICC CS1 means bearer
independent call control capability set 1 (or ISUP +). DPT hardware ports
are not dedicated, nor allocated to any office in the network except during a
call. For TDM (time division multiplex) trunks, the logical resources (CICs
or trunk members) are statistically associated with the physical resources
(terminal identifiers or TIDs) through provisioning. Trunk reservation for
TDM is done by reserving a number of idle trunks in the group. Since DPT
trunks draw TIDs from a central pool as the need arises, a different form
of trunk reservation is needed. Since TDM trunks do not share TIDs, trunk
priority is not an issue. However, for DPTs a mechanism is needed to
control allocation of TIDs among DPT trunks when traffic is high.

You can apply DPT network management controls in one of two ways:

* by manually inputting commands at the Trunk Group Control (GRPCTRL)
and DPT Control (DPTCTRL) levels of the MAPCI
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* by using an offline processor such as EADAS (Engineering and
Administration Data Acquisition System) or Netminder

Trunk Group Control (GRPCTRL) level of the MAPCI
The GRPCTRI level of the MAPCI is used for TDM (time division multiplex)
trunks as well as DPT trunks (see "GRPCTRL level of the MAPCI" (page
68)). At the GRPCTRL level of MAPCI, there are five network management
controls that can be used with DPTs:

« DPTP (DPT Priority)
CANT (Cancel To)

* CANF (Cancel From)

* SKIP (Skip)

* FRR (Flexible ReRoute)

Note 1. Some of the network management controls may only be
available for IXC (inter exchange carrier) switches, while other
commands are available for both IXC, and ILEC (incumbent local
exchange carrier switches. For instance, DPTP is an ILEC and IXC
command, while CANT, CANF, SKIP, and FRR are IXC commands.

Note 2: As well as showing the menu controls and commands available
at this MAPCI level, "GRPCTRL level of the MAPCI" (page 68) shows
the results of applying DPT Priority (_ DPTP_) to a select trunk group.
The select command has been used after applying DPT Priority to
illustrate how DPT Priority is now listed under Ctrls for trunk group
EAN820C7DRO1.

Note 3: The following controls, at the GRPCTRL level, are not
supported for use with DPTs: DRE, PRE, STR, ITB, BRC and TASI.
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GRPCTRL level of the MAPCI

ACH CCH ICCH CCS Defl
9 CANT_  EAN820 EANS20C7TDROI 0 0 0% 0 0

0
10 _CANF_
11 _SKIP_
12 ITB_
13_STR_
14 _FRR_

Ctrls: DPTP

GrpCtrl GrpCitrl Selected Group: ~ SPDA28 EANS20C7DRO1 2W

0 QUIT_ DRE PRE CanT CanF Skip ITB STR DPTP
2 0 0 0 0 0 0 0

3 _DPTP_

4 LIST FRR BSSKIP

5 APPLY_ 0 0

6 REMOVE _

7 _DRE_ select EANS20C7DRO1

8 PRE_ SCLLI CLLI Ofrd Ovf

0 0

15
16

DPT Priority control for bandwidth directionalization

Copyright © 2006, Nortel Networks

The DPT Priority control is one of the following three features that are
collectively referred to as Bandwidth Directionalization sub-features: DPT
TID Limit Refinement; DPT Reservation; and DPT Priority. DPT Bandwidth
Directionalization is a feature offering that is enabled by SOC (software
optionality control CS2B0003) and should only be enabled on offices using
BICC CS1. DPT Priority allows you to assign priorities to DPT groups

in order to control which calls are completed during periods of high call
volumes. For example, you can assign a higher priority to DPTs between
several CS 2000s (BICC CS1 offices in PT-XA Core or PT SN70 solutions)
in close proximity to have a higher priority than other DPT groups in order to
reserve bandwidth for calls within a region.

Note: For information on setting or removing the DPT priority control,
see CS 2000 Operational Configuration, NN10201-511.

When the DPT Priority control is activated, each selected trunk group is
assigned a specific threshold, which is stated as a percentage of the TIDs
(terminal identifiers) which are idle. The idle percentage of TIDs used for
DPT Priority is calculated as follows:

Idle% = ((DPT TID limit DPT TIDs in use) / (DPT TID Limit)) x 100
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Since the percentage of TIDs is calculated in the same way for DPT
Priority as it is for DPT Reservations (another Bandwidth Directionalization
feature), you can see how the value of DPT limit influences the behavior of
DPT Priority. For information on the DPT reservation feature, see "DPT
Reservation control for bandwidth directionalization" (page 86).

All trunk groups without specific thresholds are assigned an office threshold
which defaults to zero percentage (0%) but can be set, if desired. When
the percentage of idle terminal identifiers drops below the threshold for a
trunk group, calls are blocked, in other words incoming calls are released
and outgoing calls attempt to use the next route on the route list. When
calls are blocked on a trunk group, registers NWMTGAFF, and NWMTGATT
(operational measurements group NWMTGCNT), and register DEFLDCA
(OM group TRK) are pegged. When calls are not blocked, only register
NWMTGATT is pegged. The figure "Example 1 showing the impact of DPT
Priority on TID allocation" (page 70) describes the operation of DPT Priority
in terms of a flowchart.

Note 1: The DPT Priority feature must be used with care. If all trunk
groups and office thresholds have a DPT Priority greater than zero (0),
then the lowest percentage for DPT Priority would effectively represent
the percentage of TIDs which would never be used.

Note 2: In order for DPT Bandwidth Directionalization controls to be
effective, you must provision office parameter DPT_MAX_PORTS first
and set this office parameter through table control. (The default value is
1.)For information on setting this parameter, see CS 2000 Operational
Configuration, NN10201-511.

Note 3: For information on the order of precedence for DPT Priority
and DPT Reservation, see "Order of precedence for DPT Reservation
and DPT Priority" (page 88).

Although the operation of DPT Priority appears simple, the implications of
using this control on multiple trunk groups are not immediately apparent.
DPT Priority is a powerful control that you can use in more ways than one.
To further illustrate the use of this control, three examples are supplied.

Example 1: Using DPT Priority to give an advantage to certain trunk

groups

In this example, the office threshold is set to 30% and trunk groups A and
B are given thresholds of 10% and 20% respectively. The figure shows
which trunk groups can seize DPT TIDs at different levels of DPT business
or idleness.
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Example 1 showing the impact of DPT Priority on TID allocation

1001
! A
B" h @ =blocked office
s | @ _allother o ____ <& threshold
A Group B
* B threshold
g all other
M ey e e e R
i A Group A
o B threshold
2 @ all other
PR (1] PRt U A
8 ®
S . No trunk group can seize DPT TIDs - i.e. “wasted” TIDs
. (example operator error)
0

@ = can seize TIDs

Notice in the figure that the phenomenon of ‘wasted TIDs’ can be prevented
simply by setting the threshold of the highest priority trunk group to zero
percent (0%) rather than 10% (shown above) whenever the office threshold
is explicitly set and not 0%.

In the case of example 1, if the percentage of idle TIDs stays between 20%
and 30% for several minutes or more, all DPT traffic is focused onto trunk
groups A and B, assuming that these trunk groups together have sufficient
CICs (carrier identification codes) and incoming traffic to sustain the 30%
idle condition.

Also, if the percentage of idle TIDs stays less than 20% for several minutes
or more, all DPT TIDs are allocated to trunk group A, assuming this trunk
group alone has sufficient CICs and incoming traffic to sustain this degree
of business or idleness.

If in example 1, trunk group A can only support 6% of the total DPT
capacity due to insufficient CICs or incoming traffic, then 14% of the TIDs
are unusable. Ten percent of the 14% is attributable to trunk group A (the
highest priority trunk group) because trunk group A is assigned a 10%
threshold rather than 0%. The remaining 4% is attributable to the gap
between the 10% exclusive use zone for trunk group A and the fact that
trunk group A can only use 6%.
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Example 2: Using DPT Priority to place certain trunk groups at

a disadvantage
In example 2, the office threshold is left at the default value of 0% and trunk
groups A and B are given thresholds of 30% and 60% respectively. The
figure shows which trunk groups can seize DPT TIDs at different levels of
DPT business or idleness.

Example 2 showing the impact of DPT Priority on TID allocation

100 @ = can seize TIDs
A @ -=blocked
B throshotd
a all other
= 60 ————————————————————————
E @ A Group A
P @ B threshold
2 @ all other
8 ® A office
E B threshold
all other (default)
0

In example 2, if the idle TIDs stay between 30% and 60% for several minutes
or more, then, all traffic through trunk group B has been ‘squeezed out’ in
favor of DPT traffic through trunk group A and all other trunk groups.

Likewise, if the percentage of idle TIDs stays less than 30% for several
minutes or more, traffic for both trunk groups A and B is suppressed in
favor of all other trunk groups.

Example 3: The hybrid approach of using DPT Priority
In example 3, the office threshold is specifically set to 20%, trunk group A is
set to 0%, and trunk group B is set to 30%.
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Example 3 showing the impact of DPT Priority on TID allocation

100: % A @ = can seize TIDs

B = blocked
all other o
. J) R /gt g RS S g SR
3 d A LGroup B
- @ B threshold
& @ all other
0O WE = = — - - e e e e e = — — -
o
= A office
3 B threshold
I~
K @ all other Group A
threshold
0

In example 3, since the office threshold is greater than the threshold for
trunk group A, trunk group A has an advantage relative to all other trunk
groups. Since the office threshold is less than the threshold for trunk group
B, trunk group B has a disadvantage relative to all other trunk groups.

In example 3, if trunk group A can only support 8% of the total DPT capacity
due to insufficient CICs, or incoming traffic, then 12% of DPT TIDs are
effectively unusable.

Cancel To control for DPTs
The CANT (Cancel To) control is one of the following five DPT network
management controls that you can access from the GRPCTRL level of
MAPCI: DPTP, CANT, CANF, SKIP, FRR. The CANT control is a protective
network management trunk group control that limits a preset percentage of
traffic offered to a selected trunk group. The CANT control limits traffic on
one-way out-going and two-way trunk groups. This control can cancel any
percentage of alternate route (AR) traffic exclusively or all alternate route
traffic and a percentage of direct route (DR) traffic. Percentages of traffic
the CANT control cancels range from 1 to 100% in one percent increments.

Note 1: The CANT control is only available for IXC switches.

Note 2: For information on setting or removing the DPT CANT control,
see CS 2000 Operational Configuration, NN10201-511.
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Activation of the CANT control blocks a percentage of the traffic offered
to a particular trunk group, and routes the traffic to one of the following
treatments:

¢ No circuit announcement (NCA)
* Emergency announcement 1 (EA1)

* Emergency announcement 2 (EA2)

Enhanced Cancel To control for DPTs
The enhanced CANT (Cancel To) control is enabled by software optionality
control (SOC) OAM00012. When SOC OAMO00012 is turned on, enhanced
CANT is active, and when the SOC is off standard CANT control is active.
The enhanced CANT control, when implemented in an originating CS
2000 (BICC Cs1 offices), cancels a percentage of traffic to a terminating
CS 2000 (BICC Cs1 offices). This activity allows you to apply different
threshold percentages for Hard To Reach (HTR) traffic and Easy To Reach
(ETR) traffic. A code is tagged Hard To Reach when the probability of call
completion is extremely low. A code is tagged Easy To Reach when the
probability of call completion is close to 100%. The CANT control cancels
a percentage of the calls out of an originating CS 2000 (BICC CS1 offices
in PT-XA Core or PT SN70 solutions) to a specified terminating CS 2000
(BICC CS1 offices). You can use this control during periods of heavy
calling to protect the terminating CS 2000 (BICC CS1 offices) and the
signaling network from overload (see "Enhanced CANT control applied
to a terminating trunk" (page 74)).

Note 1: The CANT control is only available for IXC switches.

Note 2: For information on setting or removing the DPT CANT control,
see CS 2000 Operational Configuration, NN10201-511.
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Enhanced CANT control applied to a terminating trunk

In the figure, CS 2000 B is the congested switch. To regulate traffic, you
can throttle traffic on trunk X and Y using the enhanced CANT option. You
can specify different traffic thresholds for HTR, and ETR codes on the CS
2000 switches C and D.

Cancel From control for DPTs
The CANF (Cancel From) control, at the GRPCTRL level of MAPCI, is a
protective network management trunk group control. The CANF control
prevents overflow traffic (both DR or direct route, and AR or alternate route),
that is coming from selected one-way out-going or two-way trunk groups,
from continuing to the next trunk group within the route list of trunks.

The CANF control acts in a similar way to the CANT control by blocking a
preset level from both direct and alternate-routed (DAR) traffic. Note that
DR or direct route traffic, plus AR or alternate route traffic, equals DAR
traffic. The blocked calls are routed to treatments NCA, EAL, or EA2. The
percentages of traffic, that the CANF control cancels, ranges from 1 to
100% in one percent increments.

Note 1: The CANF control is only available for IXC switches.

Note 2: For information on setting or removing the DPT CANF control,
see CS 2000 Operational Configuration, NN10201-511.
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Enhanced Cancel From for DPTs
The enhanced CANF (Cancel From) control is enabled by software
optionality control (SOC) OAM00012. When SOC OAMO00012 is turned on,
enhanced CANF is active, and when SOC is off standard CANF control
is active. The enhanced CANF control applies to traffic overflowing or
skipping a trunk group. The enhanced CANF control gives you the option
of controlling a percentage of calls that are denied in-chain route advance.
The enhanced CANF control can control at the same percentage levels as
the enhanced CANT control. These percentage levels apply to overflow
traffic offered to a trunk group as AR (alternate route) or DR (direct route)
traffic. It can also control HTR (Hard To Reach) traffic for AR and DR.

Skip control for DPTs
The SKIP (Skip) control, at the GRPCTRL level of MAPCI, affects traffic on
one-way out-going and two-way trunk groups. The system can deny access
to any percentage of direct route (DR) or alternate route (AR) traffic to the
trunk group. The system redirects that traffic percentage to the next in-chain
route that has the SKIP control. Affected percentages of traffic range from 1
to 100%, in one percent increments. In all the trunk groups in the routing
chain are exhausted, the call is sent to treatment.

Note 1: The Skip control is only available for IXC switches.

Note 2: For information on setting or removing the DPT Skip control,
see CS 2000 Operational Configuration, NN10201-511.

Enhanced skip control for DPTs
The enhanced SKIP (Skip) control is enabled by software optionality control
(SOC) OAM00012. When SOC OAMO00012 is turned on, enhanced SKIP
control is active, and when SOC is off standard SKIP control is active. The
enhanced SKIP control allows a call to take an alternate route by way of the
next trunk group in the routing pattern. If a SKIP control and a post hunt
control are applied to the same trunk group simultaneously, the skipped
traffic is subjected to overflow reroute and or CANF control. SKIP control
also controls at the same percentage levels as CANT control for both ETR
and HTR AR or DR traffic.

Note 1: The Skip control is only available for IXC switches.

Note 2: For information on setting or removing the DPT Skip control,
see CS 2000 Operational Configuration, NN10201-511.
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Flexible ReRoute control for DPTs
The FRR (Flexible ReRoute) control, at the GRPCTRL level of MAPCI,
enhances network management by allowing you to reroute calls from
an in-chain route to a VIA route without modifying the datafill in the DMS
(Digital Multiplex System) tables.

Note 1: The FRR control is only available for IXC switches.

Note 2: For information on setting or removing the DPT FRR control,
see CS 2000 Operational Configuration, NN10201-511.

In the past, you would have had to change provisioning before reroutes
could be made. The FRR control allows you to reroute traffic without
modifying provisioning. As a result, traffic control can be activated quickly
and when needed. FRR allows you to respond immediately and effectively
to traffic overload and congestion within the network.

The FRR control uses an office route table (OFRT, OFR2, OFR3, OFR4)

to provide an alternate routing scheme, so that all selectors are supported
(selectors N, ST, T and so on). In other words, instead of specifying trunk
groups as the VIA route in network management commands, an office route
table and a route reference are identified as the VIA route of a trunk group.

The FRR control functions in the following way: you select a trunk group,
then, point the traffic to a replacement trunk group, or point the traffic to
the routing table of a trunk group.

The FRR control is an expansive network management trunk group control.
When you use the FRR control, you associate two trunk groups:

e The first trunk group (the in-chain route) is the trunk group to which
the FRR control is applied. This trunk group is also referred to as the
controlled trunk group.

e The second trunk group (the VIA route) is a standard route (standard
digit manipulation). Calls that cannot be carried over the controlled route
are offered to the VIA route.

Enhanced Flexible ReRoute control for DPTs
The enhanced Flexible ReRoute (FRR) control is enabled by software
optionality control (SOC) OAM00012. When SOC OAMO00012 is turned
on, enhanced the FRR control is active, and when SOC is off standard
FRR control is active. The enhanced FRR control is implemented on an
originating CS 2000. This control allows you to specify an alternate route for
the traffic to the terminating CS 2000.

For each call going on this trunk group the destination directory number is
compared with the codes (up to a max. of 15 digit) that you specify in the
enhanced FRR control. The enhanced FRR control can support a maximum
of 16 codes for each FRR control. You can specify different traffic thresholds
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for ETR & HTR traffic. Enhanced FRR control request supports a prefix field
that allows you to reroute the traffic based on the type of call. (The call types
that are supported is limited to national or international calls.)

Enhanced FRR control applied to a terminating trunk

In the figure, CS 2000 A is the originating office and CS 2000 D is the
terminating office. In the event of CS 2000 B being congested, a percentage
of calls made from office A to office D, (assuming it follows path W to CS
2000 B to Y) should be rerouted through an alternate route. (For example, T
to CS 2000 C to U.) Routing the traffic through the alternate route, reduces
the load and alleviates the congestion on CS 2000 B.

Using the GRPCTRL commands to issue the DPT network

management controls
As has already been mentioned, there are five DPT network management
controls at the MAPCI;NWM;GRPCTRL level:

« DPTP (DPT Priority)
CANT (Cancel To)
CANF (Cancel From)
SKIP (Skip)

FRR (Flexible ReRoute)
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At the GRPCTRL level there are three commands that you can use to
manage these five DPT network management controls (see "GRPCRTL

level after applying DPT Priority" (page 78)):

*  Apply
e List
o Remove

GRPCRTL level after applying DPT Priority

ACH CCH ICCH CCS Defl
9 CANT_ EAN820 EANS20C7DRO1 0O 0
0 0

11 _SKIP_
12 _ITB_
13_STR_
14 _FRR_
15

10 _CANF_ Ctrls: DPTP

0

GrpCirl GrpCirl Selected Group:  SPDA28 EAN820C7DRO1
2W

0 QUIT_ DRE PRE CanT CanF Skip ITB STR DPTP

2 0 0 0 0 0 0 0 1

3 _DPTP_

4 LIST_ FRR BSSKIP

S APPLY_ 0 0

6 REMOVE _

7 _DRE_ select  EAN820C7DRO1

8 _PRE_ SCLLI CLLI Ofrd Ovf

0

0

Using the Apply command with the DPTP (DPT Priority) control
The following table shows the syntax for the APPLY command used with the
DPTP control. This control is only available when SOC CS2B0003 is on.
(See "GRPCRTL level after applying DPT Priority" (page 78).)

APPLY command with DPT Priority control

Command, control and variables

APPLY DPTP ppct otheppct

where
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Command, control and variables

<ppct> is a percentage (0 to 100) indicating the threshold level for the
selected trunk group. Once the percentage of remaining TIDs
falls below this mark, calls on this trunk group are blocked.
This is a mandatory parameter.

<otheppct> is a percentage (0 to 100) indicating the threshold level for all
other trunk groups. This is an optional parameter.

Using the APPLY command with the CANT (Cancel To) control
The CANT control on the GRPCTRL level of MAPCI works in the same way
for DPT trunks as for TDM (time division multiplex) trunks. For additional
information on the CANT control see, the Network Management System
Reference Manual, 297-1001-453 on Helmsman.

Using the APPLY command with the enhanced CANT (Cancel To)

control
The following table shows the syntax for the APPLY command used with
the enhanced CANT control. This control is only available when SOC
OAMO00012 is on. For additional information on the CANT control see,
the Network Management System Reference Manual, 297-1001-453 on
Helmsman.

APPLY command with enhanced CANT control

Command, control and variables

APPLY CANT dr_pct ar_pct htr_dr_pct htr_ar_pct ann

where

<dr_pct> is a percentage (0 to 100) for ETR (Easy to Reach)
direct-routed calls.

<ar_pct> is a percentage (0 to 100) for ETR (Easy to Reach)
alternate-routed calls.

<htr_dr_pct> is a percentage (0 to 100) for HTR (Hard to Reach)
direct-routed calls.

<htr_ar_pct> is a percentage (0 to 100) for HTR (Hard to Reach)
alternate-routed calls.

<ann> is NCA, EA1, EA2 to specify the announcement to which
blocked calls are connected. A treatment is given to a call
when the traffic exceeds the threshold percentage level.
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Using the APPLY command with the CANF (Cancel From) control
The CANF control on the GRPCTRL level of MAPCI works in the same way
for DPT trunks as for TDM (time division multiplex) trunks. For additional
information on the CANF control see, the Network Management System
Reference Manual, 297-1001-453 on Helmsman.

Using the APPLY command with the enhanced CANF (Cancel From)

control
The following table shows the syntax for the APPLY command used with
the enhanced CANF control. This control is only available when SOC
OAMO00012 is on. For additional information on the CANF control see,
the Network Management System Reference Manual, 297-1001-453 on
Helmsman.

APPLY command with CANF control

Command, control and variables

APPLY CANF dr_pct ar_pct htr_dr_pct htr_ar_pct ann

where

<dr_pct> is a percentage (0 to 100) for ETR (Easy to Reach)
direct-routed calls.

<ar_pct> is a percentage (0 to 100) for ETR (Easy to Reach)
alternate-routed calls.

<htr_dr_pct> is a percentage (0 to 100) for HTR (Hard to Reach)
direct-routed calls.

<htr_ar_pct> is a percentage (0 to 100) for HTR (Hard to Reach)
alternate-routed calls.

<ann> is NCA, EA1, EA2 to specify the announcement to which
blocked calls are connected. A treatment is given to a call
when the traffic exceeds the threshold percentage level.

Using the APPLY command with the SKIP (Skip) control
The SKIP control on the GRPCTRL level of MAPCI works in the same way
for DPT trunks as for TDM (time division multiplex) trunks. For additional
information on the SKIP control see, the Network Management System
Reference Manual, 297-1001-453 on Helmsman.
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Using the APPLY command with the enhanced SKIP (Skip) control

The following table shows the syntax for the APPLY command used with the
enhanced SKIP control. This control is only available when SOC OAM00012
is on. For additional information on the SKIP control see, the Network
Management System Reference Manual, 297-1001-453 on Helmsman.

APPLY command with enhanced SKIP control

Command, control and variables

APPLY SKIP dr_pct ar_pct htr_dr_pct htr_ar_pct

where

<dr_pct> is a percentage (0 to 100) for ETR (Easy to Reach)
direct-routed calls.

<ar_pct> is a percentage (0 to 100) for ETR (Easy to Reach)
alternate-routed calls.

<htr_dr_pct> is a percentage (0 to 100) for HTR (Hard to Reach)
direct-routed calls.

<htr_ar_pct> is a percentage (0 to 100) for HTR (Hard to Reach)
alternate-routed calls.

Using the APPLY command with the FRR (Flexible ReRoute) control

The FRR control on the GRPCTRL level of MAPCI works in the same way
for DPT trunks as for TDM (time division multiplex) trunks. For additional
information on the FRR control see, the Network Management System
Reference Manual, 297-1001-453 on Helmsman.

Using the APPLY command with the enhanced FRR (Flexible
ReRoute) control

The following table shows the syntax for the APPLY command used with the
FRR control. This control is only available when SOC OAMO00012 is on. For
additional information on the FRR control see, the Network Management
System Reference Manual, 297-1001-453 on Helmsman.

APPLY command with enhanced FRR control

Command, control and variables

APPLY FRR dr_pct ar_pct htr_dr_pct htr_ar_pct ctrlopt [htropt] [eaopt] [cicropt] viaopt no_csrcodes

where
<dr_pct>
<ar_pct>

<htr_dr_pct>

<htr_ar_pct>

is a percentage (0 to 100) for ETR (Easy to Reach) direct-routed calls.
is a percentage (0 to 100) for ETR (Easy to Reach) alternate-routed calls.

is a percentage (0 to 100) for HTR (Hard to Reach) direct-routed calls.

is a percentage (0 to 100) for HTR (Hard to Reach) alternate-routed calls.
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Command, control and variables

<ctrlopt> specifies the Immediate Reroute (IRR), Regular ReRoute (RRR), or Table
ReRoute (TRR) control. The TRR option provides the capability to reroute
traffic to an office route table (OFRT, OFR2, OFR3, OFR4). If the TRR
option is used, VIAOFC must be entered as the VIA option (via_opt).

<htropt> specifies that only Hard To Reach (HTR) calls are affected by the FRR
control.
<eaopt> specifies whether only Equal Access (EA) calls or only Non Equal (NEA)

calls are affected by the FRR control.

<cicropt> specifies the Cancel InChain Return (CICR) control. CICR specifies that
calls rerouted by the FRR control should be sent to treatment once the
out-of-chain route list for those calls is exhausted. Omission of the CICR
specifies that calls rerouted by FRR should not be sent to treatment once
the out-of-chain route list is exhausted. Instead these calls are returned
to the next route in the in-chain route list.

<viaopt> specifies the VIA routes (trunk groups) to which calls (with the FRR
control activated) are routed.

<no_csrcodes> specifies the number of Code Specific Reroute (CSR) codes. Depending
on the number of CSR codes, the remaining command document is
displayed.

The following figure shows the output for the APPLY command.
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APPLY command with enhanced CANT, CANF, SKIP, and FRR controls

Ctrl ITS
G...

GrpCitrl

2

4 LIST_

7 _DRE

12 ITB

15

RADR CPU Init IDOC

2W
0 QUIT_
DPTP

3 _DPTP_

5 APPLY _
6 REMOVE_

8 PRE_

9 _CANT_
10_CANF_
11_SKIP_

13 _STR_
14 _FRR_

CS DCR Fs
0% 0% . . . 0

GrpCirl Selected  Group: IBNT2M IBNT2MF
DRE PRE CanT CanF Skip ITB STR
0 0 1 1 1 0 0 0

FRR

Using the LIST command with DPT network management controls

The LIST command allows you to list a particular network management
trunk group control for either selected trunk groups or for all trunk groups.
The LIST command (at the GRPCTRL level) operates in the same way
for DPTs as for TDM trunks. For DPTs, the DPT Priority (DPTP) control
is added to the possible control types that you can list. For additional
information on the LIST command see, the Network Management System
Reference Manual, 297-1001-453 on Helmsman.

Using the REMOVE command with DPT network management

controls

Copyright © 2006, Nortel Networks

The REMOVE command allows you to remove a particular network
management trunk group control from a selected trunk group. The REMOVE
command (at the GRPCTRL level) operates in the same way for DPTs as
for TDM trunks. For DPTs, the DPT Priority (DPTP) control is added to the
possible control types that you can operate on with the REMOVE command.
For additional information on the LIST command see, the Network
Management System Reference Manual, 297-1001-453 on Helmsman.
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DPT Control (DPTCTRL) level of the MAPCI
There are two network management controls at the MAPCI;NWM;DPTCTRL
level that can be used with DPTs (see "DPTCTRL level of MAPCI" (page
84)):

« DPTR (DPT Priority)
e MAXTID (Maximum number of TIDs)

At the DPTCTRL level there are three commands that you can use to
manage these two controls:

e LIST_
« APPLY_
« REMOVE_

Note: As well as showing the menu controls and commands available
at this MAPCI level, "DPTCTRL level of MAPCI" (page 84) shows the
results of applying DPT Reservation (_ DPTR_) to a select trunk group.

DPTCTRL level of MAPCI

DptCirl DptCirl

0 QUIT_ DPTR MaxTid
2 ON OFF
3

4 LIST_

S APPLY_

6 REMOVE_

7 _DPTR_

8 _MAXTID_

9

10

11

12

13

14

15

16

17

18 PAGE
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DPT TID Limit Refinement control for bandwidth directionalization
The DPT Reservation control is one of three features that are collectively
referred to as Bandwidth Directionalization sub-features. The three
Bandwidth Directionalization features are: DPT TID Limit Refinement
(MAXTID); DPT Reservation; and DPT Priority. DPT Bandwidth
Directionalization is a feature offering that is enabled by SOC (software
optionality control CS2B0003) and should only be enabled on offices using
BICC CS1. The DPT TID Limit Refinement control (MAXTID on MAPCI),
and the DPT Reservation control are both available from the DPTCTRL
level of MACPI. The DPT Priority control is available at the GRPCTRL level.

The DPT TID (terminal identifier) Limit Refinement control provides a
network management interface for updating the number of DPT TIDs that

a PT-XA Core, PT SN70 solutions or CS 2000 supports. Each DPT TID
represents the ATM (asynchronous transfer mode) bandwidth needed to
carry a single DPT trunk call. The DPT TID limit can be used to ensure
that the ATM bandwidth required by DPT trunks does not exceed the ATM
bandwidth provided by the ATM links that connect the PT-XA Core, PT
SN70 solutions or CS 2000 to the rest of the ATM network. A nominal value
for the TID limit can be engineered and provisioned, but over time this value
may need to be refined to reflect temporary conditions, for example, a
subset of the ATM links being temporarily down.

Note: For information on setting or removing the DPT maximum TID
limit control, see CS 2000 Operational Configuration, NN10201-511.

In order to understand how the DPT TID Limit Refinement control works, it
is necessary to define the following four values:

e DPT_MAX_PORTS the provisioned value for the maximum number of
DPT TIDs. This value is entered through table OFCVAR.

* NWM_DPT_MAXTIDS the network management supplied value for the
maximum number of DPT TIDs. You enter this value through the MAPCI
level MAPCI;NWM;DTPCTRL (using the MAXTID command).

*  TOTAL_INSERVICE_TRMS this value is updated as needed by the
PT-XA Core, PT SN70 solutions or CS 2000 and represents the total
number of DPT terminals in-service on the PT-XA Core, PT SN70
solutions or CS 2000 at any point in time.

e DPT TID Limitis the maximum number of DPT TIDs actually used by
the call processing logic.

The DPT TID Limit Refinement control does not directly influence call
processing. Instead, it directly affects the value of DPT TID Limit which
in turn affects the behavior of DPT Reservation, DPT Priority, and the
call processing behavior of office parameter DPT_MAX_PORTS in table
OFCVAR. The way the DPT TID Limit affects DPT Reservation and DPT
Priority is described in the following sections.
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The rules that relate the values of DPT_MAX_PORTS, NWM_DPT_MAX-
TIDS, and TOTAL_INSERVICE_TRMS to DPT TID Limit Refinement are:

e If DPT_MAX_PORTS is set and NWM_DPT_MAXTIDS is applied
(as opposed to OFF), the maximum number of DPT TIDs allowed
is the minimum of DPT_MAX_PORTS, NWM_DPT_MAXTIDS,
and TOTAL_INSERVICE_TRMS. (This rule reflects the role of
DPT_MAX_PORTS as an upper bound, NWM_DPT_MAXTIDS as
a temporary reduction to the upper bound, and TOTAL_INSERVICE
_TRMS as a continuously up to date physical limit.)

* If DPT_MAX_PORTS is set and NWM_DPT_MAXTIDS is
not applied then the minimum of DPT_MAX_PORTS and
TOTAL_INSERVICE_TRMS is used for DPT TID Limit.

e If DPT_MAX_PORTS is un-set then DPT TID Limit is assigned value 0
and treated as un-set. In other words, DPT Bandwidth Directionalization
controls have no effect.

DPT Reservation control for bandwidth directionalization
The DPT Reservation control is one of three features that are collectively
referred to as Bandwidth Directionalization features. The three Bandwidth
Directionalization feature are: DPT TID Limit Refinement; DPT Reservation;
and DPT Priority. DPT Bandwidth Directionalization is a feature offering that
is enabled by SOC (software optionality control CS2B0003) and should only
be enabled on offices using BICC CS1 (bearer independent call control
capability set 1).

Note: For information on setting or removing the DPT reservation level,
see CS 2000 Operational Configuration, NN10201-511.

DPT Reservation allows you to reserve a percentage of usable TIDs
(terminal identifiers) for outgoing DPT calls during a mass calling event. For
example, during a natural disaster, you can reserve bandwidth for outgoing
calls from a disaster area, while blocking an excess of calls incoming to
the area. To enforce the reservation, incoming calls may be blocked. On
outgoing calls, no blocking is required. Normally, when the terminating

CS 2000 receives the BICC CS1 IAM (ISUP initial address) message, the
terminating CS 2000 must pick an initial MG 4000 for the call and select
an idle DPT TID (terminal identifier). However, with DPT Reservation, the
allocation of the TID may be denied.
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To determine whether or not to block, the CS 2000 software uses three

percentages:
Percentage How the percentage is derived
Outgoing % = ((DPT TIDs in use for outgoing calls)/(DPT TID Limit)) x 100
Idle% = ((DPT TID Limit DPT TIDs in use)/(DPT TID Limit)) x 100
Reservation% = the desired percentage of TIDs reserved for outgoing calls

Assume that the outgoing percentage (Outgoing%) plus the idle percentage
(Idle%) is less than the reservation percentage. This would indicate that
completing the call would violate the reservation. As a result, the CS 2000
clears the call by sending a release message to the originating CS 2000 and
pegs OM register DPTR (in OM Group OFZ2). The operation of the DPT
Reservation control is illustrated in "DPT Reservation operation" (page 87).

DPT Reservation operation

DPTTID
allocation
request

Outgoing
Direction?

Incoming

Out&oing% Allow TID
Resorved% allogatlon
Deny TID Check additional
allocation NWM Controls
Release call
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The consequence of this TID allocation policy is illustrated by a "Effect

of DPT Reservation on TID distribution" (page 88) that shows outgoing
TIDs on the left, idle TIDs in the middle, and incoming TIDs on the right. A
reference line is added to show the percentage reserved for outgoing calls.
"Effect of DPT Reservation on TID distribution" (page 88) shows the effect
of the DPT Reservation control in the following four situations: with light
DPT traffic, when DPT traffic nearing capacity; with DPT traffic at capacity;
when DPT traffic exceeds capacity.

Effect of DPT Reservation on TID distribution

Outgoing%

o, 0,
Reservedd, for axample 30% Example DPT Traffic Situations
\ (- Incoming% v/

DPT traffic light, no calls blocked.

ing than incoming traffic, outgoing
1 exceeds reservation and no calls blocked

| DPT traffic nearing capacity; more outgo-

DPT traffic at capacity, incoming traffic
predominates, some incoming calls
blocked, some TIDs kept idle to fulfill res-
0 0 ervation.

DPT traffic greatly exceeds capacity, both
outgoing and incoming traffic partially

blocked (incoming more s0), both types of
calls compete for TIDs above the reserva-

Order of precedence for DPT Reservation and DPT Priority
This section defines the order of precedence for DPT network management
controls in relation to existing network management controls. The order of
precedence is examined for both incoming and outgoing calls.

For incoming calls, where a DPT is the originator, the order of precedence
from highest to lowest is as follows:

1. The DPT Reservation
2. DPT Priority
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For outgoing calls, where a DPT trunk is the terminator, the order of
precedence from highest to lowest is as follows:

FRR and IRR (Flexible ReRoute and Immediate ReRoute)
DPT Priority

CANT (Cancel To)

SKIP

FRR and RRR (Flexible ReRoute and Regular ReRoute)
CANF (Cancel From)

2 A

Using the DPTCTRL commands to issue the DPT network

management controls
As has already been mentioned, there are two DPT network management
controls at the MAPCI;NWM;DPTCTRL MAPCI level:

« _DPTR_ (DPT Reservation)
* _MAXTID_ (DPT TID Limit Refinement)
At the DPTCTRL level there are three principal commands that you can use

to manage the two DPT network management controls (see "GRPCRTL
level after applying DPT Reservation” (page 90)):

« LIST_
- APPLY_
« Remove_
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GRPCRTL level after applying DPT Reservation

DptCitrl DptCirl
0 QUIT_ DPTR MaxTid
2 ON OFF

3
4 LIST_
5 APPLY
6 REMOVE_
7 _DPTR_
8 MAXTID
9
10
11
12
13
14
15
16
17
18 PAGE
C

Using the Apply command with the DPTR (DPT Reservation) control
The table below shows the syntax for the APPLY command used with the
DPTR control. This control is only available when SOC CS2B0003 is on.
Also see "GRPCRTL level after applying DPT Reservation" (page 90).

APPLY command with the DPT Reservation control

Command, control and variables
APPLY DPTR thpct

where

<thpct> is the reservation percentage (0 to 100). Thisis a
mandatory parameter.
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Using the Apply command with the MAXTID (DPT TID Limit

Refinement) control
The following table shows the syntax for the APPLY command used with the
MAXTID control. This control is only available when SOC CS2B0003 is on.
Also see "GRPCRTL level after applying DPT Reservation" (page 90).

APPLY command with the DPT MAXTID control

Command, control and variables
APPLY MAXTID maxtid

where

<maxtid> is the maximum number of DPT TIDs available in the CS
2000 from the ATM backbone point of view. This is a
mandatory parameter.

Using the LIST command with DPT network management controls
The LIST command allows you to list the DPT Reservation and maximum
DPT TID (MAXTID) controls.

Using the REMOVE command with DPT network management

controls
The REMOVE command allows you to remove the DPT Reservation control

or the MAXTID control.

Using EADAS or Netminder
EADAS (Engineering and Administration Data Acquisition System) and
Netminder are third-party alternatives to Nortel MAPCI for applying,
removing and establishing settings for the Bandwidth Directionalization
sub features. EADAS is based on Telecordia standard TR-746.
Nortel has developed enhancements to TR-746 to support Bandwidth
Directionalization. The enhancements to TR-746 fall into two categories:

* extensions generated specifically for Bandwidth Directionalization

* extensions shared with other Nortel network management features

For more information on the use of EADAS and Netminder with DPT network
management control see the following Nortel functional descriptions:

« DPT Bandwidth Directionalization, 59028933

* Cancel To and Cancel From for DPTs, 59028903

e AT&T Specific Network Management Control Enhancements, 59028697.
* EADAS Support for DPT Bandwidth Directionalization, 59035929
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Enhanced log information for SPM ATM and CARR logs
The Enhanced Logs feature provides additional text for the ATM
(asynchronous transfer mode) and CARR (carrier) series logs (for example
ATM300, and CARR310). The ATM, and CARR logs provide information on
the four SPM (Spectrum peripheral module) network elements: IW SPM,
DPT SPM, MG 4000 and legacy SPMs. The additional text, in the ATM and
CARR logs, consists of the SPM location and SPM type.

For the ATM, and CARR logs, the location and type field only appears

in the (I)SNO5 software release and only if the office parameter
SPM_ENHANCED_OUTPUT in table OFCVAR is set to ON. If the office
parameter SPM_ENHANCED_OUTPUT is set to OFF, the location and type
fields do not appear on the ATM and CARR logs. All ATM, and CARR logs
created in (I)SNO5 or later display the location and type fields by default.

For detailed information about setting office parameters SPM_EN-
HANCED_OUTPUT in table OFCVAR see, the following:

* MG 4000 Configuration Management, NN10098-511, or
* IW SPM-ATM Configuration Management, NN10099-511, or
« DPT SPM ATM Configuration Management, NN10102-511.

For additional information about the Enhanced Logs feature, see
MG 4000 Fault Management, NN10076-911, or

* IW SPM-ATM Fault Management, NN10077-911, or

¢ DPT SPM-ATM Fault Management, NN10080-911

Provisioning ECAN for MG 4000 PTS trunks
To provision ECAN for MG 4000 PTS trunks, you must datafill option
SPMECIDX (in table TRKSGRP) for each of the supported PTS trunk types.
For a list of supported PTS trunk types see ‘ECAN support for legacy line to
MG 4000 PTS trunks'.

The option SPMECIDX provides an index into table SPMECAN. The ECAN
resource parameters are defined in table SPMECAN.

Note: You can provision ECAN functionality in access mode, network
mode, and back-to-back mode. However, Nortel recommends that you
provision MG 4000 PTS trunks (that interwork with legacy lines) in
access mode only.

For detailed procedural information about provisioning ECAN for MG 4000
PTS trunks, see the following:

¢ MG 4000 Configuration Management, NN10098-511

e ECAN support for legacy line to MG 4000 PTS trunks
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Support for AB bit signaling on SPM ISUP trunks
There is support for AB signaling on ISUP trunks from an SPM to an
external ECAN (echo canceler). Field ABCNTL in table TRKSGRP allows
you to enable AB signaling. Normally, ISUP trunking does not use the
bearer channel to transmit signaling information. If this feature is enabled,
then the channel bandwidth for the ISUP trunk decreases from 64 kbps to
56 kbps for all trunks using the trunk subgroup.

For information about configuring this option in table TRKSGRP, see SPM
Configuration Management, NN10097-511.

Random ascending or descending algorithm for CIC selection
Office parameter DPT_OPTIMIZED_CIC_SELECTION in table OFCVAR
turns on or off the random ascending or descending algorithm for CIC
selection. To minimize XA-Core blocking and glare, this algorithm combines
the random CIC selection algorithm with the ascending or descending
algorithm. The CIC range is divided into several CIC blocks. A block
is selected randomly for each call. Within that block, the CIC is picked
sequentially, ascending for one office, and descending for the network
counterpart of that office.

The default value for this office parameter is set to YES for the XA-Core
platform, and NO for the BRISK platform. Nortel recommends that you
always use the default YES setting for the XA-Core platform and the default
NO setting for the BRISK platform.

For information about provisioning office parameters in table OFCVAR, see
Communication Server 2000 Configuration Management, NN10201-511.
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CS 2000 Management Tools Configuration
Procedures

System Audit
The following table lists the configuration procedures available for the
system audit.

System Audit procedures

"Configuring an Audit Schedule" (page 98)

QoS Collector Application (QCA)

The following table lists the configuration procedures available for the QCA.

QCA procedures

"Modifying the QoS Collector Application” (page 102)

Line Maintenance Manager (LMM)
The following table lists the configuration procedures available for the LMM.

LMM procedures

"Setting the CM CLLI on the LMM" (page 107)

"Reconnecting to LMM server" (page 109)

"Canceling pending CPD requests with LMM" (page 111)

"Setting the LMM auto refresh rate" (page 112)

"Disabling the LMM auto refresh" (page 114)

"Setting the LMM auto termination value" (page 115)

"Controlling the number of lines displayed by the LMM GUI" (page 117)
"Configuring a query for line gateways in a trouble state" (page 119)
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Network Patch Manager (NPM)

The following table lists the configuration procedures available for the NPM.

NPM procedures

Procedure

"Configuring the Patching Server Element on an SPFS-Based Server" (page
122)

"Configuring NPM for Automatic Patch File Delivery" (page 126)

Server Platform Foundation Software (SPFS)
The following table lists the configuration procedures available for the SPFS.

SPFS procedures

Activity

"Setting the MSC Server 1000 CLLI on the Sun server" (page 167)
"Configuring a Timing Provider on an SPFS-Based Server" (page 184)
"Adding IP Addresses for FTP Proxy and Restricted Shell Access" (page 188)
"Configuring the Time Zone on an SPFS-Based Server" (page 191)

"Configuring Domain Name Service on an SPFS-Based Server" (page 194)

"Configuring Client/Server Ports on an SPFS-Based Server for Secure Firewall
Communications" (page 210)

"Configuring a Virtual IP Address on an SPFS-Based Server" (page 215)

"Setting the CS 2000MSC Server 1000 IP Address on an SPFS-Based Server"
(page 221)

"Creating or Modifying the Login Greeting Message on an SPFS-Based Server"
(page 225)

"Setting a limit for login retries on an SSPFS-based server" (page 406)
"Configuring the Apache Web Server for HTTPS Proxy" (page 228)
"Configuring Automated Data Backups on an SPFS-Based Server" (page 231)
"Setting the Threshold for File Systems on an SSPFS-Based Server" (page 235)
"Configuring Dark Office Backups on an SPFS-Based Server" (page 409)
Unconfiguring DCE on an SSPFS-based server

Unconfiguring DCE on an SSPFS-based server

"Configuring the destination for SNMP traps" (page 237)

"Configuring Client Session Monitor" (page 172)
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Succession Element and Sub-network Manager (SESM)
The following table lists the configuration procedures available for the SESM.

SESM procedures

"Configuring the SESM Server Application" (page 241)

PM Poller

The following table lists the configuration procedures available for the PM
Poller.

PM poller procedures

" Setting up the PM Poller on an SSPFS-Based Server" (page 244)

"Configuring the SNMP Defaults for a Poller Profile and Setting the Polling
Interval" (page 250)

"Viewing the Configuration Data for a Profile or Device" (page 255)
"Deleting a Device from a PM Poller Profile" (page 257)

OMPUSH

The following table lists the configuration procedures available for OMPUSH.

OMPUSH procedures

"Creating an OMPUSH Session" (page 260)

"Activating or Deactivating an OMPUSH Session" (page 266)
"Modifying an OMPUSH Session" (page 271)

"Deleting an OMPUSH Session" (page 277)

"Querying OMPUSH Session Attributes” (page 282)

Trunk Maintenance Manager (TMM)
The following table lists the configuration procedures available for the TMM.

TMM procedures

"Setting the CM CLLI on the TMM" (page 287)
"Setting the TMM Auto-Refresh Value" (page 289)
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"Turning TMM Auto-Refresh On or Off" (page 290)

"Setting the TMM Confirmation for the Busy Command" (page 291)
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Configuring an Audit Schedule

Application

Use this procedure to schedule any of the following audits to occur at
specified times:

e CS 2000 data audit
¢ Trunk audit

* V5.2 audit (only available in the international version of the software and
not in the North American)

ATTENTION
Nortel recommends scheduling multiple audits to run at separate times.
Scheduling multiple audits to run at the same time causes the audits to run
sequentially (one after the other) and not at their scheduled time (the timestamp
in the audit report indicates the actual time the audit started).

When the auto-apply task is enabled, do not run audits at the same time as the
auto-apply task.

When scheduling audits please keep in mind that the system is locked and no
provisioning changes are allowed when an audit is already running on a node.

For more information refer to procedure "Performing an audit” in ATM/IP
Solution-level Fault Management (NN10408-900).

Prerequisites

Action

You must be logged in to the CS2000 Management Tools application
GUI. For more information refer to procedure "Launching the CS2000
Management Tools and NPM client applications" in ATM/IP Security and
Administration (NN10402-600).

You must be assigned to user group "mgcadm" to configure an audit
schedule. For more information refer to procedure "Setting up local user
accounts on an SPFS-based server" in ATM/IP Security and Administration
(NN10402-600).

Perform the following steps to complete this procedure.

Step Action

At your workstation:

1 Launch the CS2000 Management Tools GUI.
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Refer to the "Launch applications from a web browser" (page 294)
procedure for more information.

System response:

3 Succession OAMEP Applications

File Edit ‘Wiew Favorites Tools |
ek - 5 - Q [A) @t | D
Address @ hittpfwncOsOkF} j P Go |Links >
NCRTEL I
NETWORKS"™
Application Launch Point
Web based applications available on this server reguire that
Java™ 2 Runtime Environment version 1.4.2_08 and Java ™
Web Startwversion 1.4.2_08 be installed on each client system.
Java ™ Installation packages and instructions can be found in
the
Flease Click here to start Agglicationfll;auncher
=
&7 [ [ | |EErocalintranet
2 Click on Application Launcher to access the available web-based
applications.

< Application Launch Point - 47.142.117.20 {CM CLLE: RLGHNCPRSME) ™ 1 [

NCORTEL
NETWORKS

Application Launch Point

Weh hased applications available on this server { 47.142.117.

|.npplet TUnning...

3 Click on CS 2000 Management Tools.

System response:
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& CS2000 Management Tools - 47.142.117.20 {CM CLLI: RLGHNCPRSM8)

File Fault Configuration Maintenance Windows Help

_4 Davice Types
C1APS
| Gateway Controller
CuAs
-Contents of:

Directony; | Fird |

Ii Goy T |

Metwork Elements:

Using the CMT GUI:

4 On the Maintenance menu, click Audit System.

System response:

File Fault Configuration | Maintenance ‘Windows Help

Aud Im

4 Device Types
AP Wiew Current Audits

| Gateway Contraller
I uAs

5 In the Audit list, select the audit type of your choice.
System response:
=101 x|

Audit Select |

Audit =
Audit Description——|Line Data Integrity Audit
Trunk Data Integrity Audit

C52K Data Integrity Audit

6 Click Configure.
System response:
=101 ]

Audit Select |

Audit Trunk Data Integ

Audit Description
The "Trunk Data Integrity Audit' has 1 audit componerl,\\\

Component 1 TrunkDatalntegrityAudit
This audit checks for Trunk-related data mismatches between
Ithe ¥A-Core and the Element Manager database. The following
data is verified:
1) Trunk Datafill on the G,

2 Trunk Endpoint data on the Element Manager.

Report |N0 Report Availahle v|

Run Audit | Yiew Feport Configure |
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e |

7 Click the Enable Audit check box, and schedule the desired start
time and recurrence of the audit .

System response:

£ Trunk Data Integrity Audit Configuration - |I:||1|

General |

Audit Start at: 02:00 =]
Recurrence:
" Daily
& Wipekly
¥ Sunday [~ Thursday

[~ Monday [~ Friday
[~ Tuesday [~ Saturday
[~ wWednesday

Ok Cancel

8 Click OK

—End—
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Modifying the QoS Collector Application

Application
Use this procedure to modify the configuration details for the QoS Collector
Application (QCA) on the SPFS-based server.

QCA is applicable to AAL2 solutions starting with SNO9U.

In a two-server configuration, you must perform this procedure on both the
active and inactive servers.

Prerequisites
You need the root user ID and password to log in to the server where the
QCA software resides.

Action

Step Action

At your workstation

1 Establish a login session to the server using one of the following
methods:
If using Do
telnet (unsecure) step 2
ssh (secure) step 3
2 Log in to the server using telnet (unsecure) as follows:

a. Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where
server isthe hostname or IP address of the server
b. When prompted, enter your user ID and password.
c. Change to the root user by typing
$ su -
and pressing the Enter key.
d. When prompted, enter the root password.
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Proceed to step 4.

3 Log in using ssh (secure) as follows:
a. Log in to the server by typing
> ssh -1 root <server>
and pressing the Enter key.
where
server isthe hostname or IP address of the server

If this is the first time you are logging in using ssh, the system
will request that you confirm to continue connecting. Enter yes
at the prompt.

b. When prompted, enter the root password.

4 Edit the QCA properties file by typing
# vi /opt/nortel/qgca/properties/qca.properties
and pressing the Enter key.

Example response
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|

# QCA Properties file
# The QCA will have to be restarted for changes in the properties
# file to be reflected in the application's operation.

# port name to start application on.
# Default is 20000
portNumber=20001

# The maximum size of a file, in MBytes, before it is closed
# Range is 1 to 100

# Default is 1

MaxFilesize=10

# The maximum time, in minutes, a file can be open before it is
# closed

# Range is 1 to 240

# Default is 15

MaxFileTime=10

# How long, in days, the files are kept before deleting
# Range 1 to 30.

# Default is 5

RetainFileTime=3

# Hour of the day that the directory structure is recycled

# Range 0 (12:00 AM) to 23 (11:00 PM) Do NOT specify minutes.
# Default is 0

recycleToD=14

# File Extension used in the QCA output file name.
# Default is =xml
fileExt=xml

# Node name to be used in the QCA output file name.
# Default in QCA.
nodeName=CS2K1

# ‘true’' or ‘false’ wvalue indicating whether the output file
# should be compressed when closed. Default is true.
closedFileCompression=true

# ‘true’ or ‘false’ value indicating whether the file should be
# compressed at the first directory recycle

# Note: If closedFileCompression is true the value of the

# oldFileCompression property is negated as the files will have
# already been compressed. Default is true.
oldFileCompression=true

5 Modify the desired properties. The properties you can modify are
described in the table below.

Port number The port number the QCA accepts 20000 to 20000
connections on. 20004
A range of port numbers is provided for
flexibility. The main use is for upgrade
purposes where two QCA instances may
be running on a single host. Multiple QCA
instances, and therefore port numbers,
should not be used to segregate QCA
traffic
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Name Description Range Default
MaxFileSize The maximum size an output file can be 1 to 100 1
added, before it is closed. MBytes
It is recommended to set this value to 10
MBytes. This reduces the number of file
rotation during high traffic period.
MaxFileTime The maximum time the output file can be 1 to 240 15
open before it is closed. minutes
RetainFileTime The length of time the output files should 1to30days 5
be retained.
RecycleToD The hour in the day the directories are to 0 to 23 0
be recycled. hours
It is recommended to set this value to a
time of day when the traffic is low, such
as 2.
FileExt The output file extension. string xml
NodeName The node name to be used in the output string QCA
files.
ClosedFileCompressi  The file should be compressed when true or false  true
on closed and moved to today.
File compression may be required as there
is limited disk space to store QCA IPDRs.
OldFileCompression The files should be compressed at the first  true or false  true

directory recycle.
File compression may be required as there
is limited disk space to store QCA IPDRs.

If ClosedFileCompression is true, the
value of the OldFileCompression is
negated as the files will have already been
compressed.

Exit the edit session and save the changes by typing

ZZ

and pressing the Enter key.

Stop and restart the QCA for the changes in the QCA properties
file to take place. If required, refer to procedure "Starting and
stopping the QoS Collector Application” in ATM/IP Security and

Administration, NN1402-600.

In a two-server configuration, repeat steps step 1 through step 7

on the other server.

You have completed this procedure.
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—End—
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Setting the CM CLLI on the LMM

Application

Use this procedure to set the CLLI of the Communication Server 2000 on
the Line Maintenance Manager (LMM) by setting the IP address of the core
manager (SDM/CBM), which automatically retrieves the associated CM
CLLI. If there are no communication problems with the Communication
Server 2000, the IP address of the core manager (SDM/CBM) and the
associated CM CLLI are automatically set during the LMM GUI startup.

Prerequisites

Action

You need the IP address of the core manager (SDM/CBM).

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications" (page 292) in this
document, if required.

At the LMM GUI
2 On the Configure menu, click Set CM CLLI.

£7 Line Maintenance Manager - Connected to: 47.142.117.20
Configure  Preferences Actions Diagnostics  Help

Re-Connectto LMW Server

SDMICEM IF: 47 14241724 CMCLLE RLGHMCPRSME [

Exit ]
‘ Mumber [ cl | Line State | Can

The CM CLLI window opens.

3 Enter the IP address for the core manager (SDM/CBM), and click
Set.

The CM CLLI associated with the IP address for the core manager
(SDM/CBM) is automatically retrieved.
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Current settings:
SDM/ICBMIP: 47.142.117.24
CM CLLE RLGHNCPRSMB
Enter SDM/CBM IP address:

Set Cancel

4 Verify that the connection completes by reviewing the messages in
the status area, and ensuring the status fields read "OK".

T
|-Sia‘rua
| 12:08:02: VRB: CM CLLI: RLGHNCPRSMZ -

12:08:02;: VRB: Communication to 47.142 117 24: SUCCESSFUL
|
| 12:08:02: VRB: Verifying communication to: 47 142 117 24
22: VRE: Communication to 47.142 417 24: SUCCESSFUL
| 14:28:21: VRE: BMI OK
|11:28:21: VRB: DMA DK =l

Clear Status |
Uniserver, [GRIIIIN oS comos [GRNNIINN ows [GRNNNNN  ow [GETT

If the connection fails, a window opens to indicate the error.

5 You have completed this procedure.

—End—
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Reconnecting to LMM server

Application
Use this procedure to reconnect to the LMM server.

A lost connection is indicated by a Red LMM status button. If a server
fault occurs during GUI startup (a case when the server where the CS
2000 Management Tools reside is down), the CS CLLI will not be set
automatically. The CLLI field at the top right corner of the GUI will be blank.

Example of lost connection
WARMING: Auto Refresh isturned off.

WARMING: Click'Refresh’ to update the display.
MARMING: Deload function (CPE to MB) disabled.

Status

09:31:44: CRT: LM Server fault

09:31:44: VRB: To reconnect, select 'Re-Connect to LM Server fram the Configure menu
09:31:44: CRT: ™ Please verify that the PTMW Server iz running... ™

09:31:44: CRT: Failed to connect to the MIZ Sencer on PTh

09:31:43: WVRB: Connected to the ORB:com.sun.corba.se.internal.iiop. ORB@1ech8a

Clear Status
LMM Server: 0SS Comms: | UNKNOWN DA | UNKNOWN BMI: | UNKNOWN

Prerequisites
The server where the CS 2000 Management Tools reside must be running
and the applications in ready status.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications” (page 292) in this
document, if required.

At the LMM GUI

2 On the Configure menu, click Re-Connect to LMM Server to
establish a connection with the LMM server again.
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Line Maintenance Manager - Connected to: 47.142.86.57
Configure  Freferences Actions  Diaghostics Help

Fe-Caonnect to LMk Server L
net

Set 5 CLLL..

RTF4

Exit Zall Server
| | Mumber | CLLI | Line State

If the server fault occurred during GUI startup, performing this step
will automatically connect to the default CLLI. Once connected, the
default CLLI will show up on the top right corner of the GUI.

3 Check the status of the LMM Server box, which is green when the
connection is re-established, as shown below.

Status

A0:041:14: WRB: Communioctior to COMPASTES: SLCCESETUL
A0:01:13: WREB: B Ok

A0:01:13: WVRB: Dhia OK

Tl WRBD 053 Comme Ok

ANNA-13- WRA: Warifying rnmmunication toe COMPATTS
A0:01:13: WVRB: LM Senve response: cefaslt 5 CLLI = COMPACTS

Clear Suatus
1M Server: [BRE 0SS Camms: (SR nma: [akEE Fa: [
4 You have completed this procedure.
—End—
|
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Canceling pending CPD requests with LMM

Application

Use this procedure to cancel pending CPD requests. This option is effective
only when the Auto Termination timer runs out.

Prerequisites
Auto Termination must be enabled.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications” (page 292) in this
document, if required.

At the LMM GUI

2 On the Preferences menu, click Auto Termination then Cancel
pending CPD requests.

Line Maintenance Manager - Connected to: 47.142.86.57
Configure | Preferences Actions Diagnostics Help

Auto Refresh » | .
|Past by C YRR + Auto Termination (8 hours, 0 minutes)
~ DisplayLines »  SetAuto Termination value...
v disable Auto Refresh
v cancel pending CPD reguests
unknwwn_reason, ON-} k‘l

Directory
Mumber

8107185117

RTP4 OK, POT

3 You have completed this procedure.

—End—
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Setting

Application

the LMM auto refresh rate

Use this procedure to set the auto refresh rate.

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications" (page 292) in this
document, if required.

At the LMM GUI

2 On the Preferences menu, click Auto Refresh then Set Auto
Refresh value to open the Auto refresh rate window.

Line Maintenance Manager - Connected to: 47.142.86.57

Configure | Preferences Actions Diagnostics Help

Auto Refresh 4 v Auto-Refresh (5 seconds)
Postby G Auto Termination » Set Auto Refresh value...
Display Lines »
Directory Call Server Call Server Enciy
Mumber CLLI Line State Commu
3 Enter the new value and click OK.
The minimum is 5 seconds, and the maximum is 60 seconds.
Auto refresh rate i ll
Enter the refresh rate in
seconds (min=5, max=60)
10|
OK | Cancel |
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4 You have completed this procedure.

—End—
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Disabling the LMM auto refresh

Application
Use this procedure to disable the auto refresh.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications" (page 292) in this
document, if required.

At the LMM GUI

2 On the Preferences menu, click Auto Refresh then Auto-Refresh
(value) to disable automatic refresh of the display.

Line Maintenance Manager - Connected to: 47.142.86.57

Configure | Preferences Actions Diagnostice Help

Auto Refresh Auto-Refresh (5 seconds) k

sty e Auto Termination » Set Auto Refresh value...
Display Lines »
Directory Call Server Call Server Encl
Mumber CLLI Line State Commu
3 Verify that automatic refresh is disabled by viewing the Status

window and the warning messages.

WARNING: Auto Refresh is turned off.
WARNING; Click 'Refresh' to update the display.
WARNING: Deload function (CPD to MB) disabled.

-Status
11:05:23: VEB: WARNING: Deloading (CPD to MB) disabled when Auto Refresh is turned off.

P Y T T

4 You have completed this procedure.

—End—
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Setting the LMM auto termination value

Application

An auto termination timer is started when there is no activity on the LMM
GUI. When the timer expires, lines are no longer refreshed and pending
CPD requests are cancelled. Use this procedure to set the auto termination
value.

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications” (page 292) in this
document, if required.

At the LMM GUI

2 On the Preferences menu, click Auto Termination then Set Auto
Termination value....

Line Maintenance Manager - Connected to: 47.142.86.57

Display Lines Set Auto Termination value...

Directory v disable Auto Refresh
Number v cancel pending CPD requests

8107185117 <B unkrwwn_reason, ON-HOOK, PO

The Auto Termination timeout window opens.

3 Enter a new value for the timeout and click OK.

The minimum is 1 minutes, and the maximum is 480 minutes.
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Auto Termination timeout

Enter the timeout value in
minutes (min=1, max==480)

o

OK | Cancel |

4 You have completed this procedure.

—End—
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Controlling the number of lines displayed by the
LMM GUI

Application

The LMM allows you to control the number of lines that appear in the LMM
GUI. You can choose from 6, 24, or 31 lines. With auto-refresh enabled,
only the lines posted and visible at the GUI will be refreshed As the user
navigates using the "Next" and "Prev" buttons, the corresponding posted
visible set will be refreshed. Use this procedure to modify the number of
displayed lines in the LMM GUI.

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications” (page 292) in this
document, if required.

At the LMM GUI

2 On the Preferences menu, click Display Lines then select the
number of lines to display (6, 24, or 31).

Line Maintenance Manager - Connected to: 47.142.86.57

Configure | Preferences Actions Diagnostics Help
Auto Refresh »

Auta Termination »

Display Lines : ]

Directory Call Server
Mumber CLLI
8107185117 RTP4

Posthy G

L

Unknwy|

If the number of displayed lines on GUI is larger than the value you
chose in the previous step, the "Next" and "Prev" buttons will be
automatically enabled, if they are not already enabled. Use the
"Next" and "Prev" buttons to verify that the new display settings
become effective.
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R e ____________________}

If the number of displayed lines on GUI is less than the value you
chose in the previous step, the "Next" and "Prev" buttons will be
enabled when the set value is reached.

3 You have completed this procedure.

—End—
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Configuring a query for line gateways in a trouble
state

Application
This procedure describes how to configure a query for line gateways in
a trouble state.

Use this procedure to have queries run on a regular basis and generate
reports of line gateways in a trouble state. To manually perform a query
and view reports, refer to procedure "Performing a query on line gateways
in trouble state and viewing reports” in the ATM/IP Solution-level Fault
Management document, NN10408-900.

Prerequisites
The LMM Server status field must be Green (OK) in order to configure a

query.
LM Server: (DRI 0ss Comms: (ORI orn: (ORI oo (6K

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the LMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM client applications" (page 292) in this
document, if required.

At the LMM GUI

2 On the Diagnostics menu, click Query gateways in trouble state.

Line Maintenance Manager - Connected to: 47.142.89.70

Configure Preferences Aclions | Diagnostics Help

Query gatewways in trouble state

[Post by Gatew... ¥ ] |

Directory Call Server Call Server Endpoint State
humber CLLI Line State Communication Error

3 Click Configure.
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& Query Line Gateways In Trouble State = |[:I|l|
Query Description;

he guery operation will check and list all "Gateways In Troubled
State" atthis instance oftime. The query supports following
nctionality;

1 Checking "Select Line Gateway Controllers" will help users to
|select specific gateway controllers on the switch to perform the queny.
2 Clicking on "Query" button will query ALL line gateway associated
with ALL gateway controllers for the switch

3 "Reports” provide a display of currently available query reports.

4 “Configuration” provides means to run the query at a future
iconfigured day and time.

I"[:\\s,Eelect Line Gateway Controllers

Reports: ISeIe ctarepont El
Gluery | View Repor ‘ Configure ’
Query Progress;

4 Click the Enable Query check box, then click Daily, or Weekly with

the day of the week, set the time, and click OK.
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& Query Configuration A = |[:I |ﬁ]
General I
[V Enable Query:
Query start time; 03:30 &M |
Recurrence:
(" Daily
[v Sunday I~ Thursday
[~ Monday [ Friday
[~ Tuesday [~ Ssturday
[~ Wednesday
OK Cancel
5 You have completed this procedure.
—End—
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Configuring the Patching Server Element on an
SPFS-Based Server

Application

Use this procedure to configure the Patching Server Element (PSE) on a
Server Platform Foundation Software (SPFS) based server. Configuring the
PSE involves specifying the location of the NPM server application so the
PSE can communicate with the NPM server application.

ATTENTION
Only perform this procedure after an upgrade if a new SPFS-based server
is added to the network with the PSE on it, or the NPM is moved to another
SPFS-based server.

Prerequisites

Action

The SPFS upgrade is complete.

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server IS the IP address or host name of the SPFS-based
server on which you are configuring PSE

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
()SNO9U 20 October 2006

Copyright © 2006, Nortel Networks Nortel Networks Confidential




Configuring the Patching Server Element on an SPFS-Based Server 123

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- DCE Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
9 - Remote Backup Configuration
10 - Database Configuration
11 - NFS Configuration
12 - Bootp Configuration
13 - Restricted Shell Configuration
14 - Security Services Configuration
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J 0 Ul b W

7 Enter the number next to the "Succession Element Configuration”
option in the menu.

Example response
Succession Element Configuration

1 - RADSVR Application Configuration
- S1IS Application Configuration
- CSMCLEANUP Application Configuration
- NPM Application Configuration
- SESM Application Configuration
SAM21EM Application Configuration
- PSE Application Configuration
- DDMSProxy Application Configuration
- OMPUSH Application Configuration
- RESMON Application Configuration
exit

O VW O J 0 Ul b WN
|

>
[
|
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T

10

11

select -

Enter the number next to the “PSE Application Configuration” option
in the menu.

Example response

PSE Application Configuration

1 - View NPM host or ip <View NPM hostname/ip address
location>

2 - Update NPM host or ip <Update NPM hostname/ip
address locations>

3 - Create PSE Database (Initialize or re-unitize the
PSE database)

4 - Update Patch Corba Mirroring (Mirror the NPM patch
CORBA name reference)

5 - Remove Patch Corba Mirroring (Remove the NPM patch
CORBA name mirror re...)

6 - Unconfigure PSE (Remove PSE as a system process.)
X - exit

select -

Enter the number next to the "Update_ NPM_host_or_ip" option in
the menu.

Example Response:

Enter the hostname (preferred) or the IP address

of the SPFS-based machine that contains the Network
Patch Manger (NPM) server. If this machine is part
of a duplex/clustered configuration, please enter the
cluster hostname or IP address.

Enter NPM hostname or IP address:

When prompted, enter the host name or IP address of the
SPFS-based server where the NPM resides.

If the NPM is installed on a server in a cluster (two-server
configuration), enter the host name or IP address of the cluster.

Example response:

Checking communication to 124.12.54.3. This may take
up to ten seconds.

Is host/ip 124.12.54.3 acceptable? [yl I[y,n,?,dql]

When prompted, confirm the host name or IP address by typing
Y
and pressing the Enter key.

Example response:
==="Update NPM host or ip" completed successfully
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e |

12 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing

select - x
and pressing the Enter key.
You have completed this procedure.

—End—
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Configuring NPM for automatic patch file delivery

Application
Use this procedure to configure the Network Patch Manager (NPM) for
automatic patch file delivery, which consists of configuring the Patch File
Receipt System (PFRS). You can configure PFRS using one of the following
two NPM interfaces:

* "Using the NPM CLUI" (page 126)
¢ "Configure the NPM GUI" (page 129)

Once the PFRS is configured, patches are automatically delivered to the
NPM database and retrieved for processing on a daily basis.

An option is provided to delete patch files from the drop-off server after they
have been retrieved.

Prerequisites
To configure the PFRS, you need the following information:

* the hostname or IP address of the patch file drop-off server

* the user ID and password to connect to the patch file drop-off server

Action
Perform the following steps to complete this procedure.

Using the NPM CLUI
Step Action

At your workstation

1 Access the NPM CLUI.
# npm

When prompted, enter your username and password.

If required, refer to the "Accessing the Network Patch Manager
CLUI" (page 303) procedure for more information.

At the NPM CLUI
2 Configure the PFRS by typing

npm> setpfrs <drop-off server> <userID> <delete
patches>

and pressing the Enter key.
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where

drop-off server is the IP address or hosthame of the
drop-off server where patch files are to be delivered

userID s the user ID that will be used to connect to the drop-off
server

delete patches is either Y or N to indicate whether you want
the patch files to be deleted from the drop-off server after they
have been retrieved

The user ID must have read, write, and overwrite privileges in the
FTP user’s default directory on this server.

Example response:

Enter password for drop box:

3 When prompted, enter the password associated with the user ID that
will be used to connect to the drop-off server.

Example response:

WARNING: You are about to set/reset the Patch File
Retrieval System settings. If these values are
incorrect they may interfere with automatic delivery of
patches to this site.

Do you wish to continue Yes (Y) or N (N)?

4 When prompted, confirm you want to continue if acceptable by typing

Y
and pressing the Enter key.

5 Review the PFRS settings if required by typing
npm> viewpfrs

and pressing the Enter key.

6 Enable the GENREPORT plan by typing
npm> enableplan genreport
and pressing the Enter key.
Ensure that the response is:

Plan enabled successfully.

If you receive any other response, contact your next level of support.

7 Check the plan status for genreport by typing

npm> vplan genreport

and pressing the Enter key.

The value for Enabled must be setto Y.
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Expected response:

Name : GENREPORT

Description : PFRS Inform list report generation
Status : SCHED

Enabled Y

Frequency : Daily

Execute Time : Wed Jan 25 12:00:00 GMT-03:00 2006
Max Execut Time: No Limit

Tasks/Reports : [TASK:PFRSGENREPORT]

System Defined : true

If genreport is not enabled, contact your next level of support.

8 Enable the GETPATCH plan by typing
npm> enableplan getpatch
and pressing the Enter key.

Ensure that the response is:
Plan enabled successfully.

If you receive any other response, contact your next level of support.

9 Check the plan status for getpatch by typing

npm> vplan getpatch

and pressing the Enter key.
The value for Enabled must be setto Y.

Expected response:

Name : GETPATCH

Description : Patch file retrieval

Status : SCHED

Enabled Y

Frequency : Daily

Execute Time : Thu Jan 26 01:00:00 GMT-03:00 2006
Max Execut Time: No Limit

Tasks/Reports : [TASK:PFRSGETPATCH]

System Defined : true

If getpatch is not enabled, contact your next level of support.

10 You have completed this procedure. If applicable, return to the high
level task or procedure that directed you to this procedure.

—End—
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Configure the NPM GUI
Step Action

At your workstation

1 Access the NPM GUI. If required, refer to procedure "Launching CS
2000 Management Tools and NPM Client Applications" (page 292).

At the NPM GUI

2 On the Edit menu, click Preferences....

& Netwurk Patch Manager - Connected to: cableip1405b

FI|E _ ‘ﬂew Tasks System Window Help

El. F'references @ :l | |

The Preferences window is displayed.

3 Click the System Preferences tab.

£ preferences CM CLLI: RLGHNCPRSMS ;Iil

User Preferences |
~Patch File Retrieval Setting:

These settings apply to the systern and will effect all users.

Drop Box IPMHostname: |4?.1 4216645

Drop Box User ID: |ralph

Drop Box Password: |<ENCRYPTED=

¥ Delete Patch Files fram Drop Box after Retrieval

Clear | Rasat |

Ok | Cancel |

4 In the Drop Box IP/Hostname field, enter the host name or IP
address of the drop-off server where patch files are to be delivered.

5 In the Drop Box User ID field, enter the user ID that will be used to
connect to the drop-off server.

The user ID must have read, write, and overwrite privileges in the
FTP default directory for the user on this server.
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e |

6 In the Drop Box Password field, enter the password associated with
the user ID that will be used to connect to the drop-off server.

7 Click the Delete Patch Files from Drop Box after Retrieval box if you
want the patch files to be deleted from the drop-off server after they
have been retrieved, otherwise, leave it blank.

8 Click OK to complete the PFRS configuration.
9 On the System menu, select Plans....
=1
[Piens | pran List |
Plan Name: |
I” Enabled
Plan Description: |
Task/Report Selection —
Available TasksiReports Selected Tasks/Reports
Tasks -] Addl = ® Tasks =]
__| Reports T | # Repors
Raset |
= =
Schadule
Frequency Date Time Time Limit
[once = | |osiz4rz005 joo:o0 [No_Limit =]
e | Reset All [
Close I

The Plans window is displayed.

10 Click Plan List tab.
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4 Plans CM CLLI: RLGHNCPRSME - N

=1
Plans  Flan List I
Flan I Enabled I Freguency DateTime TacsksReparts ] Description
SYSTEMPLAN | r Daily 00:00 TASH: ALTOAPPL.. NPM Systern scheduled routi
REPCRTCLEANUP | Daily 0000 TASK:DELETEREP... Delete reports associsted w
| Daily 12300 ] .. [Patch fle retrieval

-
-
.
r Daily 0500

7. PFRS Inform list repart gene

FILEALDIT File Auct

4

Edit I Enable Disable Delete

Close |

The Plan List window is displayed.

11 Select the GENREPORT task and click Edit.

4 Plans CM CLLI: RLGHNCPRSMB

=1
Plans | Pian List |
Flan Mame: [ENREPORT .
¥ Enabled
Plan Description: |PFRS Infarm list report generation
- Task!Repor Selection
Availahle TasksiReports Selected Tasks/iReports
Tasks = Add » Tasks =]
Reports # Repors
= Remoye |
Reset |
- Schedule
Frequency Time Time Lirmit
1Da|1y 'l |1D:DD 1No_u'mit vI

save | | Resetal |

Close |

12 Click the Enabled checkbox, verify the schedule for the plan, and

then click Save.
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R e ____________________}

13 Repeat step 10 through to step 12 but select the GETPATCH task
this time.

14 You have completed this procedure. If applicable, return to the high
level task or procedure that directed you to this procedure.

—End—
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Geographic survivability

Geographic survivability is the distribution of components across a
geographic area to ensure services continue in the event of a disaster. A
disaster can include fire, flood, tropical storm, or act of terrorism. Geographic
survivability includes the distribution of hardware across multiple locations.

The following figure shows the topology for CS 2000 - Compact support
for geographic survivability.

Geographic survivability topology

Bidg A

The CS 2000 - Compact supports geographic survivability through the
fail-over and sparing functionality of individual nodes. The configuration
for the CS 2000 Management Tools (CMT) and Integrated Element
Management System (IEMS) servers and the Core and Billing Manager
(CBM) 850 is as follows:

« Site A is configured with the CMT and IEMS high-availability (HA) server
pairs

* Site B is configured with the CBM 850 HA server pairs (referred to as
CBM 850 HA u0 and ul)

* Site Ais configured with an additional CBM in to be used in the event of
disaster at Site B (referred to as CBM 850 standby u0)

* Site B is configured with an additional server for the CMT and IEMS
in the event of disaster at Site A
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For a communication server, geographic survivability requires that
redundant components (other than OAM components) must reside at
different sites (referred to as Site A and Site B).

For OAM components, the Automatic Backup and Accelerated restore
feature (known as remote backup) remotely backs up all data on the target
unit. This provides a standby backup system ready to provide service should
the primary system or cluster be unavailable for an extended period of time
(for example, catastrophic site loss). The remote backup can assume the
identity of the target system with data and files accurate to the last sync and
will be located at a different site from the target system. Remote backup
performs the backup via TCP/IP connection and stores an exact copy on the
standby server which can be quickly and remotely activated. This remote
backup copies all files in each file system marked for backup using the same
behavior as a full system backup.

A remote backup configuration tool is provided to set the necessary
parameters and schedule for automatic backup which can be scheduled

to automatically occur from once a day to four times per day. This tool
also provides a facility for manually initiating a backup and monitoring its
progress. The standby server has an identical copy of files from the last
backup, so it can become the primary system via changing the boot pointer
and rebooting. When the primary site is again available, the remote backup
feature can be reused to transfer current system configuration back to the
primary site and system.

ATTENTION
If configuration, provisioning, patching or other “write”-type operations occurred
since the last remote backup, the remote backup system can be out of sync
compared to the data in network elements and/or the primary OAM system

When initiating a switchover to a remote backup OAM server, do not execute
configuration, provisioning, patching or other “write”-type operations through the
remote backup OAM system until out-of-sync conditions are cleared.

Take actions before initiating the switchover to a remote backup OAM server
(that is, response to a geographic or other prolonged outage of the primary
OAM system) to halt or prevent “write”-type operations by OSSs and operations
personnel until an in-sync status is achieved.

If a site outage is imminent (for example, threatening severe weather conditions),
consider precautionary preparations to discontinue “write”-type operations.
Make manual backups to the remote backup OAM servers to ensure data
synchronization of the remote OAM server before performing a switchover.

Apply similar precautions when initiating a recovery back to the primary cluster.
In this more controlled scenario, “write”-type operations must be discontinued
before initiating this procedure
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Site failure in a geographic survivable configuration
There are two scenarios for recovery of a geographic survivable network
configuration:

e "Site A failure" (page 135)
» "Site B failure" (page 135)

Site A failure
A loss of Site A would include a loss of the CS 2000 Management Tools and
IEMS servers. This loss would result in the following losses of functionality:

* all OAM&P functions of the CS 2000 Management Tools and Integrate
EMS, including GUI access, element management, alarms, and
non-Core logs

» access to the CS 2000-Compact Core Manager on the CBM 850

The responsive action in this scenario is to initiate a switchover to the
standby CMT and IEMS servers at Site B.

Site B failure
A loss of Site B would include a loss of the CBM 850 servers. This loss
would result in the following losses of functionality:

« transfer of billing records from the Core to the CBM 850

* billing records resident in the CBM 850 that had not been offloaded
to an OSS

» ability to receive scheduled Core OMs and logs (resulting in them being
discarded)

e access to the CS 2000-Compact Core Manager
* backup bootp load repository

The responsive action in this scenario is to initiate a switchover to the
standby CMT and IEMS servers at Site A.

Fresh pre-install of CBM 850 cold u0

To reduce the duration of downtime during an outage, it is recommended
that the CBM 850 cold u0 be pre-installed. Contact your next level of
support for this task.

Maintaining sites in a geographic survivable configuration
The following procedures contain information for OA&M auto backup and
accelerated restore capability:

« "Installing the remote backup server" (page 148)

e "Scheduling automatic backups on the remote server" (page 155)
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e "Viewing configuration information for remote server backups" (page
158)

* "Performing a manual backup of the target server" (page 160)
¢ "Viewing logs from a remote backup" (page 162)
« "Initiating a recovery back to the cluster" (page 163)

« "Initiating a switch over to the remote backup server" (page 165)

Geographical Survivability impacts to CS 2000-Compact
The Geographic Survivability feature allows services to continue in the event
of a natural or man-made disaster. A sub-panel to the Call Agent Card
View Provisioning panel (tab) allows you to enable or disable the feature.
The following figure shows an example configuration with Geographic
Survivability enabled.
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Call Agent Card View Provisioning panel: Geographic Survivability enabled

= DTT4 CA-1 Slot 6 CardView@ucars01x3c.ca.nortel.com (€M CLLL: BNR_LAB LOAD] =10l x|
File View

DTT4 CA-1: Slot6

Aarms | Equip | States | D

- General
— IP; fi07217.22 |  oatewaylP: [1072161 ]
SubnetMask: [255 255 2400 | FWVersion:
MAC Address: [0001AF 124 | macz
NTP
g Primary NTP: 147 135 43 182 | SecondaryNTP: |17 13543158
H Load Info
Server|P; [47 13543193 |
i Path: i
’ Load: [ncol cca image 7.024.0  |=] || GetloadFiles
¥ B Elagh Enable
r Network File Sy | Controller  Geographical Survivable |
i Geographical CS 2000 Compact
& [ Enoe ]
Backup Path:
GEOUNITOIP: [10720 12 | Mask 255.256.255.248
GEOUNIT1IP: [t072020 | Mask 255.255.265.248
\.

Modify I I Clear | Ganoel | Details., I Help I

Failure scenarios
The following table provides summaries of system responses during various
failure scenarios when Geographical Survivability is enabled. The scenarios
assume redundant configurations are located in two separate sites.

System response summaries

Scenario Response

Ethernet Routing Switch At the site with the failed routing switch:

8600 failure at one site All nodes lose mate connectivity via Ethernet.

e The Call Agent loses WAN backup connectivity.

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
()SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



138 Configuring a Trunk-only solution

Scenario

Response

¢ FC or GigE call data sync link remains up until the Call Agent
resets.

* The Call Agent resets itself approximately 1 minute after losing
network connectivity and tries to boot from the network. The
Call Agent keeps trying to boot until the network recovers and
the boot is successful.

* The Call Agent detects IST loss, but cannot disable ERS 8600
routing.

* USPc detects isolation and takes down SS7 links at the site
with the 8600 failure.

At the site with the in-service routing switch:

* The Call Agent remains active if it is already active. No outage
occurs. If the Call Agent was not active, it takes activity within
2 seconds.

* SOS goes through a warm or restart (approximately 20 seconds
for the NTRX51HZ card with the MCPN905 processor and 30
seconds for the NTRX51GZ card with the MPCN765 processor).

* Other nodes go active and follow the Call Agent example after
losing mate connectivity.

* If Site B has the in-service router, the standby CMT server must
be brought into service.

Consider using this option based on the estimated time to
recover the fault or failure of the CS LAN versus time and
effort to bring up the cold standby system and recover the high
availability (HA) pair afterward.

For example, if the time to recover the CS LAN is estimated to
be 10 hours, it might not be worth activating the cold standby
CMT server or CBM.

* If Site A has the in-service router, the standby CBM must be
brought into service.

See procedure Initiating a switchover to the remote backup server.
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Scenario Response
Optical frame failure at At the site with the failed optical frame:
one site

* All nodes lose mate connectivity via Ethernet.
* Call Agent FC or GigE call data link connectivity is lost.
*  WAN backup remains up.

* The active Call Agent remains active, but without sync. No
outage occurs The remainder of this scenario assumes the
active Call Agent is at this site.

* If not already active, other nodes co-located with the active Call
Agent are expected to go active after losing mate connectivity.
If not already inactive, other nodes co-located with the inactive
Call Agent are expected to go inactive after losing mate
connectivity. (Done without mate connectivity.)

At the site with the in-service optical frame:

* The inactive Call Agent detects IST loss. For an ERS 8600 CS
LAN using OSPF, the Call Agent disables OSPF. For an ERS
8600 CS LAN using Border Gateway Protocol (BGP) or for a
third-party CS LAN using either OSPF or BGP, execute manual
action to disable routing at the site with the inactive Call Agent.

See section Disabling Border Gateway Protocol (BGP) for
instructions of disabling and enabling BGP.

« Other nodes go inactive and follow the Call Agent example after
losing mate connectivity. (Done without mate connectivity.)

* USPc detects isolation from the active Call Agent, and takes
down SS7 links at the site with the inactive USP.

« If Site B has the failed optical frame, the standby CBM must be
brought into service at Site A.

* If Site A has the failed optical frame, the standby CMT must be
brought into service at Site B.

Consider using this option based on the estimated time to recover
the fault or failure of the CS LAN versus time and effort to bring up
the standby system and recover the HA pair afterward.

For example, if the time to recover the CS LAN is estimated to be
10 hours, it might not be worth activating the cold standby CMT
server or CBM.
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Scenario Response

One siteis destroyed ina At the site that is destroyed:
catastrophic event e There is no activity.

* The SS7 network takes down the links to the destroyed building.

At the site that is not destroyed:
* All nodes lose mate connectivity.

* The Call Agent loses all mate connectivity, including the backup
WAN link, and drops sync.

« Ifthe Call Agent is active, it remains active. No outage occurs. If
the Call Agent is not active, it takes activity within 2 seconds.

« If the Call Agent is inactive, it takes activity within 2 seconds
followed by a warm or SOS restart (approximately 20 seconds
for the NTRX51HZ card with the MCPN905 processor, and 30
seconds for the NTRX51GZ card with the MCPN765 processor).

« Other nodes go active, and follow the Call Agent example after
losing mate connectivity.

« If Site B was destroyed, initiate a switchover to the standby

CBM at Site A.
« If Site A was destroyed, initiate a switchover to the standby CMT
at Site B.
Active Call Agent card At the site with the failed Call Agent:

fails at one site * All nodes at the site can communicate with their mates.

At the site with the mate Call Agent:
¢ All nodes in the site can communicate with their mates.

¢ The (inactive) Call Agent detects loss of connectivity with the
mate, detects local and WAN connectivity, takes activity, and
restarts the SOS.

« Other nodes experience disconnection from the SOS for
approximately 20 seconds for the NTRX51HZ card with the
MCPN905 processor, and 30 seconds for the NTRX51GZ card
with the MCPN765 processor (normal restart behavior)
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Scenario Response

Inactive Call Agent card At the site with the failed inactive Call Agent:

fails at one site ¢ All nodes in the site can communicate with their mates.

At the site with the mate Call Agent:
¢ All nodes in the site can communicate with their mates.

e The (active) Call Agent detects loss of connectivity with the
mate, detects local and WAN connectivity, and stays active.

*  No SWACT or restart is required.

Recovery from At both sites:
isolation split brain

(Active/Inactive) * Once the Call Agents can communicate with their mates, they

recognize that both are active. The Call Agent that was inactive
backs down, leaving the other Call Agent active. The fallout is
to force Unit O active and Unit 1 inactive.

¢ Other nodes can communicate with their mates, negotiate
activity, and resume normal operations.

System impact of failures
Failures could cause the following system impacts:

* When negotiating activity, the Call Agent preference is always to remain
on the same side, if that side supports activity.

« If failover of the Call Agent is necessary, the Call Agent switches activity
in less than 2 seconds. When the Callp Application performs a restart,
call processing is interrupted for approximately 20 seconds for the
NTRX51HZ card with the MCPN905 processor, and 30 seconds for
the NTRX51GZ card with the MCPN765 processor (normal restart
behavior). Failovers of other Callp nodes follow the Call Agent failover
within 2 seconds.

* In Enterprise-only configurations where the solution contains Message
Controller (MC) cards connected to Message Switches (MS), ENET and
TDM peripherals, the MC and MS cards are co-located in one of the
main geographically redundant sites.

« During site isolation, when determining the appropriate master site,
preference is given to the site that contains the MC cards. This assumes
that the site is able to take activity. If necessary, activity is switched to
this side during the activity negotiation.
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Recovery scenarios
The following table provides a summary of system responses during
recovery.

System response summary

Scenario Response

Recovery from * When Call Agents can communicate with their mates, they
isolation split brain recognize that both are active. The Call Agent that was inactive
(Activel/lnactive) before the failure backs down, leaving the other Call Agent

active. The fallout is to force Unit O active, and Unit 1 inactive.

* Other nodes can communicate with their mates, negotiate
activity and resume normal operations.

General recovery All elements:

behavior « continually monitor connections with their mates, and with

other network elements with which they normally communicate.
When connectivity is not present, they continue to monitor the
connections for restored connectivity. (The elements continue
monitoring regardless of their activity state.)

e negotiate activity and services when connectivity recovers, and
resume normal operations.

System impact of recovery
Recovery could cause the following system impacts:

* When negotiating activity, the Call Agent preference is always to
leave activity on the same side. When recovering to a full system
configuration, activity remains on the same unit, without impact.

« During recovery from a split system (caused by incorrect message
routing), node activity resolves in a few seconds. Call processing could
require up to 15 minutes to recover completely.

« If aninactive call agent is not in service when the IST goes down, OSPF
on the Ethernet Routing Switch 8600 is not disabled on the site of the
inactive call agent, potentially resulting in failed calls due to misdirected
messages. This condition can occur on site recovery after the Ethernet
Routing Switch 8600 returns to service and the optical ring is still
recovering. In the event that this outage occurs, manually disable OSPF
on the Ethernet Routing Switch 8600 or disconnect the links to the WAN
on the site of the inactive call agent until it returns to its operational state.

Disabling Border Gateway Protocol (BGP)
This section applies only to CS-LAN routers configured with Ethernet
Routing Switch 8600s using BGP.
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Similar to protocols OSPF and IS-IS, but providing more scalability and
reliability, BGP serves as an interdomain protocol to distribute routing
information between endpoints in an Geographic Survivability configuration.

Recall that the CS-LAN consists of dual Ethernet Routing Switch 8600s
running as layer 2/3 switches. For redundancy, a pair of upstream routers
must be deployed on the Core network edge as the entrance to the CS-LAN.

Nortel supports a square CS-LAN topology configuration, in which each
Ethernet Routing Switch 8600 is connected to one of two upstream routers.
Each Ethernet Routing Switch 8600 includes two BGP neighbors. One
BGP neighbor is the eBGP peer to the wide area network (WAN) Core
router. The other BGP neighbor is the iBGP peer to its Ethernet Routing
Switch 8600 mate.

Routing policies
The following routing policies control the way in which the CS-LAN routers
advertise CS-LAN prefixes to the BGP peers.

* one policy is used during normal operations

* one policy is used during a failure condition

When the system detects a communication failure condition, the routing
policy to the external peer (that is, the eBGP peer) changes to control which
prefixes are advertised.

A third policy could be required if BGP is used as the routing protocol
between the network operations center (NOC) and the CS-LAN.

Nortel recommends using command network to advertise the backup path
prefix.

Example
ip bgp network 172.30.242.169/29 add

Normal operations policy A policy is used on each Ethernet Routing
Switch 8600 to redistribute all locally connected subnets to its peers: the
iBGP peer (that is, the other Ethernet Routing Switch 8600) and the eBGP
peer (the WAN router).

All prefixes to be redistributed are defined in a prefix list. The routing policy
uses and applies the prefix list to the BGP peer. On any Ethernet Routing
Switch 8600, a routing policy contains the prefix for the default route and
other prefix that was advertised originally by the other Ethernet Routing
Switch 8600.

Nortel recommends setting the name of the normal operations policy to
“RoutesToDistribute.”

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
('SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



144 Configuring a Trunk-only solution
T

Normal operations policy example The following example shows entries
in a typical normal operations policy prefix list:

Example
ip prefix-list “LocalPrefixes:
ip prefix-list “LocalPrefixes:

add-prefix 0.0.0.0/0
add-prefix 172.16.0.0/20

The following example shows a typical definition of a routing policy to be
applied to the WAN eBGP peer:

Example

ip route-policy “RoutesToDistribute” seqg 30 create
ip route-policy “RoutesToDistribute” seqg 30 enable
ip route-policy “RoutesToDistribute” seqg 30 action permit

ip route-policy “RoutesToDistribute” match-network

“LocalPrefixes”

seq 30

Failure condition policy When a failure condition interrupts connectivity
between two halves of the CS-LAN, the system must react and change the
routing policy. On each Ethernet Routing Switch 8600, a policy is applied
to redistribute only the prefix for the backup path to the eBGP peer (that
is, the WAN router).

As with the normal operations policy, all prefixes are redistributed and
defined in a prefix list. The routing policy uses and applies the prefix list
to the BGP peer.

Nortel recommends setting the name of the failure condition policy to
“GeoBackupPath.”

Failure condition policy example The following example shows an entry
in a typical failure condition policy prefix list:

Example
ip prefix-list “GeoBackupPath” add-prefix 172.30.242.168
/29

The following example shows a typical definition of a routing policy to be
applied to the WAN eBGP peer during a failure condition:

Example

ip route-policy “GeoBackupPath” seqg 30 create

ip route-policy “GeoBackupPath” seq 30 enable

ip route-policy “GeoBackupPath” seq 30 action permit
ip route-policy “GeoBackupPath” seqg 30 match-network

“GeoBackupPath”
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Manual actions to disable and re-enable BGP When a failure occurs at
the site with the in-service optical frame, adhere to the following sections to
disable and re-enable routing at the site with the inactive call agent.

Disabling BGP during a failure condition When two call control agents
(CCA) lose communication with one another through fiber channel/multi-link
trunking (MLT), the CCA that does not assume mastership changes the
redistribution policy (that is, from “RoutesToDistribute” to “GeoBackupPath”).
Only the backup path prefix is advertised to the next hop WAN router.

Enter the following commands to advertise only the backup path prefix to
the WAN router:

ip bgp neighbor 172.30.252.1 route-policy out “GeoBackupPath”
add

ip bgp neighbor 172.30.252.1 restart soft-reconfiguration out

This action results in a new policy replacing the existing policy. Execute a
soft restart of the peering session for this action to take effect.

Re-enabling BGP during a system recovery When the optical outage
has been addressed and the master CCA recognizes that communication
has been re-established with the backup CCA through fiber channel/MLTs,
the backup CCA reverts the routing policy to normal steady-state (that is,
from “GeoBackupPath” to “RoutesToDistribute”).

Enter the following commands to advertise all CS-LAN prefixes to the WAN
router:

ip bgp neighbor 172.30.252.1 route-policy out “RoutesToDistri
bute” add

ip bgp neighbor 172.30.252.1 restart soft-reconfiguration out

This action results in a new policy replacing the existing policy. Execute a
soft restart of the peering session for this action to take effect

Limitations and restrictions
The following limitations and restrictions apply to the Geographic
Survivability feature:

* The physical distance between active and standby sites is limited to
120 KM/75 miles.

* Geographic survivability requires the USP - Compact.

* Each site must have a single Ethernet Routing Switch 8600 with dual
switch fabric and CPU blades or third-party equivalent.
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e Synchronization of data between two CCA blades over GigE links
applies to the CS 2100 market with reduced capabilities. This
configuration applies just to Enterprise solutions.

* In Enterprise hybrid configurations (with TDM equipment homed at
one site), the TDM equipment is not geographically redundant. In
determining the master site, preference is given to the TDM side only
when either side can support Callp. If necessary, perform a SWACT to
the TDM side to allow Callp on that side.

* Because the Call Agent interacts with the Ethernet Routing Switch 8600,
the feature requires that each site have only one routing switch and IST
links configured between sites. Dual ERS 8600s at each site and SMLT
links between sites are not supported. Interactions between the Call
Agent and the CS LAN are supported to prevent split brain scenarios
(by disabling OSPF) when the ERS 8600s are used for the CS LAN.
Upgrades from previous releases in an Enterprise geographic survivable
configuration (which have dual ERS 8600's at each site) require that the
dual ERS 8600s be migrated to a single ERS 8600 site.

¢ When a total loss of communication between sites occurs (that is, all
three master links are down), the two Call Agents cannot negotiate
activity decision. The decision is based on connectivity check from each
site the WAN network.

— While unlikely, it could be possible to have an active/active (split
brain) scenario, or an inactive/inactive scenario (no processing).

— The WAN backup path mitigates the risk of optical ring failure. The
WAN connection check helps resolve activity when the backup path
is down.

e CS 2000 - Compact supports only a single time zone setting. If the two
physical sites are in different time zones, Nortel recommends that the
time zone be set to either GMT or the time zone of one of the sites.

* Both Session Server units of a pair are located at the same site. For
offices with Message Controllers, Nortel recommends that the Session
Servers be located at the same site as the TDM components.

e For maximum redundancy, the WAN backup path must be configured
separately from the optical network, as follows:

— special vlans configured on Ethernet Routing Switch 8600 for backup
path use only

— vlans route over the WAN network instead of over the optical ring
— vlans are not disabled with OSPF disable

— alarm generated for lack of connectivity
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* Gateways and services node components of CS 2000 - Compact
are single units, and are not geographically redundant. Where the
nodes are located and how they are connected to the network affects
whether they survive a failure. Although the same nodes are supported
in configurations with and without Geographic Survivability, there is
no change in configuration or connection in the configuration with the
Geographic Survivability configuration.
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Installing the remote backup server

Target
Use this procedure to install the remote backup server for Geographic
Survivability. Backing up the remote server provides a standby backup
system which is ready to provide service if the primary system is unavailable
for an extended period of time. The remote server can assume the identity
of the primary server with data and files accurate to the last synchronization.
Prequisites
You must have the root user ID and password to perform this procedure.
Use the following table to ensure that you have the information ready for
input during this procedure.
System Variable Actual value
Hostname

IP address (remote backup server)

Netmask

Router (default gateway IP)
DNS (Yes, No)
Unit O IP address (IP of primary cluster unit 0)

Daily backup (up to four) in format:HH : MM
where

HH
MM

hours (00-23)
minute (00-59)

DNS domain
IP address (DNS server[s])

DNS search domain(s)

DNS variables apply only when a DNS server has been configured.
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Action
Installing the remote backup server on a Geographic Survivability
standby server

At your workstation or the remote server console

Step Action
1 Determine how to log in to the Sun Netra 240 (N240) server that is
installed as the remote backup server.
If you want to log in by means of Do
ssh Type ssh -1 root <server> and press the Enter
key. Go to step 2
telnet Type telnet <server> and press the Enter key.
Go to step 2
the remote server console step 2
where

server is the name of the N240 server.

2 Log in to the server through the console (port A) and when prompted,
enter the root user ID and password.

3 Bring the system to the {0} OK prompt by typing:
# init O
4 Enter the following command to verify that the auto-boot option is
set to true.
{0} ok printenv auto-boot?
If it is set to false, enter the following command.

{0} ok setenv auto-boot?=true

5 Insert disk 1 of the SPFS0** (090) CD set into the DVD drive on
the standby unit.

6 Install the remote backup server for Geographic Survivability.

{0} OK boot cdrom - rbackup

7 Type OK and press Enter to acknowledge restriction on your use
of the software.

8 Select the rbackup server profile for the system.

9 Enter no to not select the default settings. The N240 server must

be connected to the network and must have access to the default
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gateway. This allows you to enter the server’s settings for the
installation.

10 Enter site-specific information in response to the following prompts.
(Refer to the information entered in the table at the beginning of
this procedure.)

Enter the hostname for this system.

Enter the IP address for the remote backup server.
Enter the subnet mask for this network.

Enter the IP address for this network’s router.
Enter the timezone for this system.

The default timezone is US/Eastern. Enter ? for a list of supported
time zones.
Will this system use DNS?

11 Enter yes or no. If you answer yes, you are prompted for the DNS
domain name, name server |IP addresses, and the search domains.
You can enter several name servers and search domains. To stop
entry, enter a blank line

12 Enter OK to accept current settings.

The installation of the first CD takes approximately 25 minutes. No
action is required until the following system response displays:
Media:

1. CD/DVD

2. Network File System
3. Skip

Media[1]:

13 Enter 1 and then press Enter to select CD/DVD as the Media type
for the installation of Solaris 9.

The system ejects disk 1 CD automatically.
14 Remove SPFS disk 1 CD from the server.

15 Insert SPFS disk 2 CD (the second SPFS CD in the set of 3 disks)
into the DVD drive and then press Enter.

This step takes approximately 15 minutes to complete.
16 Enter 2 to continue with the installation.

17 Press Enter to reboot the system.

The installation of the Solaris Patches starts after the system
reboots.
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18 The installation of the second CD takes approximately 20 minutes.
No action is required until the system prompts you to enter the third
CD.

Done Installing Solaris Patches...
Insert SSPFS Deadstart CD ROM Disk 3 in the Drive.
Type “ok” when Ready.

19 Remove SPFS disk 2 CD from the server.

20 Insert SPFS disk 3 CD (the third SPFS CD in the set of 3 disks)
into the DVD drive.

21 Enter OK and then press Enter to start the installation of the third CD.

The installation of the third CD takes approximately 50 minutes. You
could be required to press Enter to reprint the login prompt to the
screen after the reboot.

<Hostname> console login:

22 Log in to the server using the root user ID and password.

23 Remove SPFS disk 3 CD from the server.

eject cdrom

24 Enter the command line interface (CLI) tool.

cli

25 Enter the number next to the Configuration option in the menu.

26 Enter the number next to the Succession Element Configuration
option in the menu.

27 Enter the number next to the PSE Application Configuration option in
the menu.

28 Enter the number next to the Configure PSE option in the menu.

29 Enter the primary/cluster IP address of CS 2000 Management Tools
server. This is the address of the NPM server.

30 Enter Y to confirm the IP address.

Ignore the following error message if it displays.
Can’t configure PSE on remote backup unit to enable NPM

31 Enter X to exit each level until you have exited from the cli tool.

32 Start the PSE server.

# pse start
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33

34

35

Verify that the server has started. If the server does not start, contact
your next level of support.

# pse status

If an SPFS MNCL CD is to be installed, refer to the documentation
included with the CD for complete installation instructions.

Enter NPM on the CS 2000 Management Tools server and follow
patching procedures to apply all relevant patches.

—End—
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Canceling a running remote backup
process

Application
Use this procedure to cancel an existing remote backup process.

Prerequisites
This procedure has no prerequisites.

You must have the root user ID and password to log into the server.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Establish a connection to the server that is hosting the CS 2000
Management Tools through telnet or SSH, and log in using the root
user ID and password.

In a two-server configuration, log in to the active server using the
physical IP address of the active server, and ensure you are on the
active server using the ubmstat command.

For detailed steps, refer to procedure "Logging in to an SPFS-based
server".

2 Launch the command line interface tool by typing
# cli

and pressing the Enter key.

3 From the resulting menu, select the number against the
“Configuration” menu option, and press the Enter key.
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4 From the resulting menu, select the number against the “Remote
Backup Configuration” menu option, and press the Enter key.

5 From the resulting menu, select the number against the
“rbackup_cancel (Cancel Running Remote Backup)” menu option,
and press the Enter key.

Example response

=== Executing "rbackup cancel"

cleaning up files

unmounting /tmp/.snap/var /tmp/.snap/user audio files
/tmp/ .snap/opt/nortel /tmp/.snap/opt /tmp/.snap/data/
gca

/tmp/ .snap/data/oradata/arch /tmp/.snap/data/oradata
/tmp/ .snap/data

/tmp/ .snap/backup /tmp/.snap

removing scratch /tmp/.backing store d99

=== "rbackup cancel" execution completed

6 Exit each menu level of the command line interface tool by typing

select - x

and pressing the Enter key.

7 You have completed this procedure.

—End—
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Scheduling automatic backups on the remote server

Target
Use this procedure to schedule automatic backups to the remote server.
Backing up the primary server provides a standby backup system which is
ready to provide service if the primary system is unavailable for an extended
period of time. The remote server can assume the identity of the primary
server with data and files accurate to the last synchronization.

ATTENTION
This procedure is for use with Geographic Survivability only.

Action
Scheduling automatic backups of the remote server

At your workstation or the remote server console

Step Action
1 Determine how to log in to the Sun Netra 240 (N240) server that is
installed as the remote backup server.
If you want to log in by means of Do
ssh Type ssh -l <server> and press the Enter key.
Go to step 2
telnet Type telnet <server> and press the Enter key.
Go to step 2
the remote server console step 2
where

server is the name of the N240 server.

2 When prompted, enter the root password.

3 Start the command line interface tool by entering:
cli

4 Select the Configuration menu.

The system displays the Configuration menu.

5 Select the Remote Backup option.

Response:
Remote Backup Configuration
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1 - rbackup display (Display Remote Backup Configurati
on)

2-rbackup config (Remote Backup Configuration)
3-rbackup_ exec (Execute Remote Backup Now)

4 - rbackup cancel (Cancel Running Remote Backup)
X-exit

Select:

2-rbackup config (Remote Backup Configuration)

The system responds with the IP address of the primary server that

is currently configured as the remote server, and the times that are
currently configured for automatic backups.

Enter the unit O IP address of the primary server to be backed up.

<nnn.nnn.nnn.nnn> is alive

where

nnn.nnn.nnn.nnn IS the IP address that you entered.

Use the following table to determine your next step.

If the system Do
prompts you to accept the ssh key Enter yes. Go to step 9
does not prompt you to accept the ssh key Goto step 9

Enter a time for a daily backup to occur (HH:MM) :

where

HH is hours. Valid values are 00 to 23.
MM are minutes. Valid values are 00 to 59.

Enter the first time for a daily backup to occur
You can configure up to four times for daily backup to occur.

Response:
Enter a second time for a daily backup to occur (HH:MM)
or enter "x" to stop provisioning backup times:
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10 Use the following table to determine your next step

want to enter another time for a remote backup
to occur

Enter a second time for a daily backup to occur.
Go to step 11

do not want to enter another time for a remote
backup to occur

Enter x. Go to step 13

11 Use the following table to determine your next step

want to enter another time for a remote backup
to occur

Enter a third time for a daily backup to occur.
Go to step 12

do not want to enter another time for a remote
backup to occur

Enter x. Go to step 13

12 Use the following table to determine your next step

want to enter another time for a remote backup
to occur

Enter a fourth time for a daily backup to occur.
Go to step 13

do not want to enter another time for a remote
backup to occur

Enter x. Go to step 13

13 Use the following table to determine your next step

commit changes

Go to step 14

exit

Enter quit. Go to step 15

re-enter settings

Enter anything other than ok or quit. Go to step
9

14 Enter
ok

=== "rbackup config"completed successfully

15 Exit the Remote Backup Configuration level.

X

—End—
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Viewing configuration information for remote server
backups

Target
Use this procedure to view the current configuration information for remote
server backups. The system displays the IP address of the target system
and the times in which automatic backups of the target system will occur.
ATTENTION
This procedure is for use with Geographic Survivability only.
Action

Viewing configuration information for remote server backups

At your workstation or the remote server console

Step Action
1 Determine how to log in to the Sun Netra 240 (N240) server that is
installed as the remote backup server.
If you want to log in by means of Do
ssh Type ssh -l <server> and press the Enter key.
Go to step 2
telnet Type telnet <telnet> and press the Enter key.
Go to step 2
the remote server console step 2
where

server is the name of the N240 server.

2 Start the command line interface tool by entering:
cli

The system responds by displaying a menu.

3 Select the Configuration menu.

The system displays the Configuration menu.

4 Select the Remote Backup option.

Response:
Remote Backup Configuration
l-rbackup display (Display Remote Backup Configuration)

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
()SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Viewing configuration information for remote server backups 159

2-rbackup config (Remote Backup Configuration)
3-rbackup exec (Execute Remote Backup Now)

4 - rbackup cancel (Cancel Running Remote Backup)
X-exit

5 Select

l-rbackup display (Display Remote Backup Configuration)

Response:

Current settings:

Target system is: <nnn.nnn.nnn.nnns

Back up times are: <Time 1>...<Time n>
where

<nnn.nnn.nnn.nnn> iS the IP address of the remote server
where

<Time 1>...<Time n> is the set of times at which automated
backups occur.

6 Exit the Remote Backup Configuration level by typing:

X

—End—
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Performing a manual backup of the target server

Target
Use this procedure to perform a manual backup of the primary server.
Backing up the primary server provides a standby backup system which
is ready to provide service if the primary system is unavailable for an
extended period of time. The remote server can assume the identity of
the primary server with system configuration data and files accurate to the
last synchronization.

ATTENTION
This procedure is for use with Geographic Survivability only.

Action
Performing a manual backup of the remote server

At your workstation or the remote server console

Step Action
1 Determine how to log in to the Sun Netra 240 (N240) server that is
installed as the remote backup server.
If you want to log in by means of Do
ssh Type ssh -l root <server> and press the Enter
key. Go to step 2
telnet Type telnet <server> and press the Enter key.
Go to step 2
the remote server console step 2
where

server is the name of the N240 server.

2 When prompted, enter the root password.
3 Start the command line interface tool.
cli

The system responds by displaying a menu.

4 Select the Configuration menu.

The system displays the Configuration menu.
5 Select the Remote Backup option.
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e}

Remote Backup Configuration

l-rbackup display (Display Remote Backup Configuration)
2-rbackup config (Remote Backup Configuration)
3-rbackup_ exec (Execute Remote Backup Now)

4 - rbackup cancel (Cancel Running Remote Backup)
X-exit

6 Select

3-rbackup exec (Execute Remote Backup Now)

7 An automatic backup is made.

Pressing 4 during execution of the backup halts the process and
performs necessary clean-up operations.

8 Exit the Remote Backup Configuration level.

X

—End—
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Viewing logs from a remote backup

Target
Use this procedure to view logs associated with a backup of the remote
server. Logs are created during automatic and manual backups of the
remote server.

Action

Viewing logs from a remote backup

At your workstation or the remote server console

Step Action
1 Determine how to log in to the Sun Netra 240 (N240) server that is
installed as the remote backup server.
If you want to log in by means of Do
ssh Type ssh -l <server> and press the Enter key.
Go to step 2
telnet Type telnet <server> and press the Enter key.
Go to step 2
the remote server console step 2
where

server is the name of the N240 server.

2 Enter:
less /var/adm/messages

The system responds by displaying the contents of the log file.

3 The procedure is complete.

—End—
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Initiating a recovery back to the cluster

Prerequisites
It is expected that the primary server is in the shut-down mode.

If the server was previously a CBM and contains billing files not already sent
to a down-stream billing server, using the cluster server, these files should
be copied to a downstream server prior to performing "Installing the remote
backup server" (page 149). Otherwise these files and the billing records will
be lost. Contact next level of support for assistance

Target
When completed, this procedure will restore the HA cluster and backup
server.

Action
Initiating a recovery back to the cluster
At your workstation

Initiating a recovery back to the cluster

Step Action

1 Follow the "Installing the remote backup server" (page
149) procedure.

In this case, the unitO server of the cluster is used as a remote
backup server. Use the same hostname and IP address that was
used to configure the remote backup server in the first place.

2 Follow the "Scheduling automatic backups on the remote server"
(page 155) procedure.

Use only one automated schedule and make sure to select a time
that will not be invoked shortly.

3 Follow the "Performing a manual backup of the target server" (page
160) procedure.

4 Bring down the machine currently active by following the procedure
“Two-server (cluster) configuration’ in chapter ‘Shutting down an
SPFS-based server’ of the document ATM/IP Solution-level Fault
Management NN10408-900.

5 Follow the "Initiating a switch over to the remote backup server"
(page 165) procedure to bring the services back to unitO of the
cluster.
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10

Follow the ‘Cloning the image of one server in a cluster to the other
server’ procedure of the document ATM/IP Solution-level Security
and Administration NN10402-600.

If the server was previously a CBM and contains billing files not
already sent to a down-stream billing server, using the remote
backup server, these files MUST be copied to a downstream server
prior to performing "Installing the remote backup server" (page

149) Otherwise these files and the billing records will be lost. Contact
next level of support for assistance.

Reinstall the backup server following the "Installing the remote
backup server" (page 149) procedure.

Reconfigure the backup server following the "Scheduling automatic
backups on the remote server" (page 155) procedure.

The procedure is complete.

—End—
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Initiating a switch over to the remote backup server

Prerequisites
Prior to starting this procedure, shut down the Cluster machine.

Refer to section Two-server (cluster) configuration in chapter Shutting down
an SPFS-based server in NTP NN10408-900, ATM/IP Solution-level Fault
Management.

The user must be logged in as the root user in order to initiate the switch
command.

CAUTION

If configuration, provisioning, patching or other “write”-type
operations occurred since the last remote backup, the remote
backup system can be out of sync compared to the data in network
elements and/or the primary OAM system.

Take actions before initiating the switchover to a remote backup
OAM server (that is, response to a geographic or other prolonged
outage of the primary OAM system) to halt or prevent “write”-type
operations by OSSs and operations personnel until an in-sync
status is achieved.

When initiating a switchover to a remote backup OAM server,
do not execute configuration, provisioning, patching or other
“write”-type operations through the remote backup OAM system
until out-of-sync conditions are cleared.

Target
When completed, this procedure reboots the remote backup server as the
unitO of the cluster.

Action
Initiating a switch over to the remote backup server

At your workstation
Step Action

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.

where
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server is the IP address or host name of the SPFS-based
remote backup server.

2 When prompted, enter your user ID and password.

3 Change to the root user.

su - root

4 When prompted, enter the root password.
5 Invoke the switch by typing:
$ /opt/sspfs/rbks/switch
6 When ready, indicate you want to proceed by typing:
OK
—End—
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Setting the MSC Server 1000 CLLI on the Sun server

Application

The SDM IP address automatically retrieves the CM CLLI from the
Communication Server 2000 (CS 2000).

Use this procedure to rediscover the CM CLLI on a Server Platform
Foundation Software (SPFS) based server when the SDM IP has already
been configured.

ATTENTION
The steps to configure the SDM IP are also provided in the event it has not
already been configured. The CM CLLI can be configured or unconfigured on an
SPFS-based server that hosts the Core and Billing Manager (CBM), but cannot
be configured or unconfigured on an SPFS-based server that hosts the following
components:

+ CS 2000 Management Tools and Audio Provisioning Server (APS)

* CS 2000 Management Tools, Integrated Element Management System
(IEMS), or both

* Media Gateway 9000 Manager

To set the CM CLLI on an SPFS-based server that hosts the CBM, refer to the
CBM Configuration Management document (NN10353-511) .Use this procedure
to set the CLLI for the MSC Server 1000 XA-Core (CM CLLI) on a server that uses
Server Platform Foundation Software (SPFS). You can also use this procedure to
remove the MSC Server 1000 CLLI from the server.

Make sure your system is patch-current before performing this procedure. If the
system is not patch-current, changing or unconfiguring the CM CLLI can cause
loss of configuration data on the system. If you are not sure whether the patch

that corrects this issue is applied, contact your next level of support before you

proceed.

Prerequisites

* Be prepared to configure the SDM IP address in the event the address
is not already configured.

e You must have the CLLI for the CS 2000 that is associated with the
SPFS-based server on which you are setting the CLLI.

ATTENTION
The CS 2000 CLLI is listed in table OFCENG.
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Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you are setting the CS 2000 CLLI

2 When prompted, enter your user ID and password.

3 Change to the root user by typing
$ su - root

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Response

Command Line Interface
1 - View

2 - Configuration

3 - Other

X - exit

select -

6 Enter the number next to the "Configuration" option in the menu.

Example response

Configuration
1 - NTP Configuration
2 - Apache Proxy Configuration
3- OAMP Application Configuration
4- CORBA Configuration
5- IP Configuration
6- DNS Configuration
7- Syslog Configuration
8- Remote Backup Configuration
9 - Database Configuration
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10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration

13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session

16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

7 Enter the number next to the "OAMP Application Configuration™
option in the menu.

Example response
OAMP Application Configuration
1 - sdm conf (Configure SDM IP Address)
2 - sdm unconf (Unconfigure SDM IP Address)
3 - sdmuser conf (Configure SDM User)
4 - sdmuser_unconf (Unconfigure SDM User)
5 - cmClli rediscovery (Re-discover the CM
CLLI by SDM IP)
6 - cmClli conf (Configure CM CLLI Address)
7 - cmClli unconf (Unconfigure CM _CLLI IP Address)
8 - cm_conf (Configure CM IP Address)
9 - cm_unconf (Unconfigure CM IP Address)
X - exit
select -

8 Enter the number next to the "cmClli_rediscovery" option in the
menu.

Example response
=== Executing "cmClli rediscovery"
Retrieve CM CLLI by SDM IP <ip address>. Please

CM CLLI old wvalue: TESTCLLI

CM CLLI new value: TESTCLLI

CM CLLI has not changed.

=== "cmClli rediscovery" completed successfully

If the system response ... Do
...provides the CM CLLI value step 12
...indicates the SDM IP is not configured step 9

9 Enter the number next to the "sdm_conf" option in the menu.
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10

11

12

13

Example response
Enter the ip address of the SDM
When prompted, enter the SDM IP address.

Example response

Retrieving CM CLLI. Please wait.....

SDM IP: 45.123.456.89

CM CLLI: TESTCLLI

Enter "ok" to commit changes

Enter "quit" to exit

Enter anything else to re-enter settings

When prompted, commit the changes if acceptable by typing
ok

and pressing the Enter key.

Example response

You must log out and log back in to the new SDM
environment settings to take place.

SDM IP and CM CLLI have been successfully configured.

Exit each menu level of the command line interface to eventually exit
the command line interface, by typing
select - x

and pressing the Enter key.

Log out and log back in to the server to reflect the CLLI environment
changes as follows:

a. Exit the root user level by typing
# exit
and pressing the Enter key.
b. Exit the maintenance user level by typing
$ exit
and pressing the Enter key.
c. Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server

d. When prompted, enter your user ID and password.
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ATTENTION
If the Network Patch Manager (NPM) server application is running on
this SPFS-based server, you must stop it and start it now. If required,
refer to procedures "Stopping the NPM server application" and
"Starting the NPM server application" in the document titled ATM/IP
Security and Administration (NN10402-600) .

You have completed this procedure.

—End—
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Configuring Client Session Monitor

Application

Use the following procedures to change the default settings and customize
the Client Session Monitor (CSM) application:

¢ "Configuring the display criteria for a CSM report" (page 172)
» "Configuring the CSMonitor Audit using CLI" (page 174)

Refer to Launching Client Session Monitor in the IEMS Basics document,
NN10329-111 for details on accessing the CSM.

Prerequisites

Action

For a security end user to perform "Configuring the display criteria for a
CSM report" (page 172) using the GUI, the IEMS Central SS software must
be installed.

The following prerequisites apply for "Configuring the CSMonitor Audit using
CLI" (page 174):

e you must have the IEMS Central SS software installed

* you must be a root user to configure the CSMonitor Audit using
command line interface (CLI)

Perform the following steps to complete this procedure.

Configuring the display criteria for a CSM report

Step Action

At your workstation using the CSM GUI client

1 Decide how you want to customize the default filter criteria and then
perform some or all of the following steps.

The default filter criteria displays results for all currently active
application sessions. It also displays historical data about the
owner of each of the active application sessions. The displayed
data refreshes every 60 seconds.

A window similar to the following figure is displayed on your desktop
after having launched CSM. The window displays all current
application sessions monitored by CSM.
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2 Deselect Currently Active Sessions which is the default setting.
3 Select the attributes you want to use as the filter criteria from the

Customer Filter scroll box.

The Custom Filter scroll box allows you to build customized criteria
from the list of available attributes.

For those fields that are strings, such as UserlD, Activity, ClientApp,
Sourcelp, and Destinationlp, the criteria used to match are selected
from the drop-down menu to the right of the Customer Filter scroll
box. The options in this menu are Matches, Does not match,
Contains, Does not contain, and Starts with. Enter the information
you want to use as a criteria in the field next to the option you have
selected.

For fields that are dates, such as Start Activity and End Activity, the
matching criteria are Matches, Does not match, Before, Between.
The date requires the format of YYYY-MM-DD HH:MM:SS. The
exceptions are the term Current and Null.

4 Replace the default setting of 60 seconds in the Sessions Active
in the last field by selecting another time period (either Seconds,
Minutes, Hours, or Days) from the drop-down menu.

5 Click Filter to update the report once you have finished modifying
the filter criteria.

A customized CSM report displays in the Results section of the
window using your customized filter criteria.

—End—
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Configuring the CSMonitor Audit using CLI
Step Action

At your workstation

1 Log in to IEMS security server by typing
> telnet <IEMS security server>
and pressing the Enter key.

where

IEMS security server isthe IP address or host name of
the IEMS security server

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.

5 Configure the Client Session Monitor Audit (CSMonitor Audit) using
CLI by following these steps.

6 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
7 Enter the number that corresponds to the Configuration option in
the menu.

Example response
Configuration
1 - NTP Configuration
2 - Apache Proxy Configuration
- DCE Configuration
OAMP Configuration
- CORBA Configuration

[S2 BN V]
1
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- IP Configuration

DNS Configuration

- Syslog Configuration

9 - Database Configuration

10 - NFS Configuration

11 - Bootp Configuration

12 - Restricted Shell Configuration
13 - Security Services Configuration

0 J O
I

14 - Login Session
15 - Location Configuration
16 - Cluster Configuration

17 - Succession Element Configuration
18 - snmp poller (SNMP Poller Configuration)
19 - backup config (Backup Configuration)
X - exit
select -

8 Enter the number next to the Succession Element Configuration
option in the menu.

Example response
Succession Element Configuration
1 - RADSVR Application Configuration

2 - S1IS Application Configuration
3 - CSMCLEANUP Application Configuration
4 - NPM Application Configuration
5 - PSE Application Configuration
6 - SAM21EM Application Configuration
7 - DDMSProxy Application Configuration
8 - OMPUSH Application Configuration
9 - RESMON Application Configuration
x - exit
select -
9 Enter the number next to the CSMCLEANUP Application

Configuration option in the menu.

Example response
CSMCLEANUP Application Configuration
1 - setCleanupTime (How often cleanup DB)
2 - setCleanupCriteria (Criteria used to
delete from DB)
X - exit
select -

10 Enter the number next to the setCleanupTime option in the menu.

All CSM sessions, even after they are closed, are recorded in

the CSM database of logins and logouts. The CSMonitor Audit
functionality prevents the session database from growing too large
by cleaning up unwanted records of sessions. The selected time
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11

12

13

determines when polling of the database for the clean up of sessions
occurs. Sessions are removed from the audit when CSMonitor Audit
re-activates following the selected time period. For example, if 24
hours is the selected time, the CSMonitor Audit reactivates 24 hours
after the audit begins and queries the database for sessions needing
to be removed.

The selection of sessions is based strictly on start time and may
delete sessions that have not ended. Therefore, care must be taken
to specify criteria so as not to delete any active sessions.

Example response

===Executing "setCleanupTime"

Current value for removing sessions from CSMonitor is:
400

Enter the CSMonitor Audit cleanup time in hours
(1->720) : 24

Modifying CSMonitor Audit cleanup time.

Done.

==="getCleanupTime" completed successfully

Enter the number next to the setCleanupCriteria option in the menu.

Max sessions per user criteria keeps the sessions based on start
time for each user id. Time based criteria keeps sessions based on
start time. For example, you can change the cleanup criteria from
max sessions per user to deletion after 500 hours.

Example response

===Executing "setCleanupCriteria"

Current value for criteria for removing sessions from
CSMonitor Audit is:

CSM_CRITERIA=1

Enter 1 to set criteria for deletion based on max
sessions per user:

Enter 2 to set criteria for deletion based on time:2
Enter the number of hours to keep sessions (1->720):500
Modifying CSMonitor Audit cleanup time. Done.
==="getCleanupCriteria" completed successfully

Exit each menu level of the command line interface to eventually exit
the command line interface by typing

select - x

Restart CSMonitor_Audit in order to apply the new configuration
by typing
servrestart CSMonitor Audit

You have completed this procedure.
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—End—
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Configuring SPFS console access

Purpose

Application

Use this procedure when you are performing a procedure that requires a
direct connection to the Sun Server console port, as opposed to telnet/ssh
access.

The following procedures require console access:

* Fresh SPFS installations

e Upgrades and fallbacks

* Performing a full system restore on an SPFS-based server

* Network IP changes

* Cloning the image of one server in a cluster to the other server

e Shutting down an SPFS-based server

« Initiating a manual failover on a Sun Netra 240 server pair

* Replacing one or more failed disk drives on an SPFS-based server

* Changing an expired root password on an SPFS-based server

Console access can be achieved in two distinct methods:
e locally

e remotely

Prerequisites

This procedure describes how to configure both methods of console access.
Additional information about setting up console access can be found in the
Sun Netra 240 Server Installation Guide:

http://docs.sun.com/app/docs

You will not be able to make use of the serial console if the Sun server was
booted with the keyboard/mouse plugged in. In order to make use of the
serial console, you will need to disconnect the keyboard/mouse and reboot
the Sun server.
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Procedures

RS-232 device connection and configuration
There are two steps as follows:

* Physically connecting the desired RS-232 device to the serial
management (Serial MGT) port.

* Configuring the RS-232 device with adequate RS-232 protocol settings.

Configuring and connecting the RS-232 device
Step Action

At your workstation

1 Physical connection is established by using the correct cable to
interconnect the RS-232 device to the serial management RJ-45
console port. This portis located on the back of the Sun T1400/N240
and is labeled "Serial MGT".

2 Connection to the Sun T1400/N240 can be established using a
RJ-45 cable and a RJ-45-DB9 adaptor. Connect one end of the
RJ-45 cable to the N240 Serial MGT port (located on the rear of the
Netra). Connect the other end to the RJ-45-DB9 adaptor and then
to the client PC/laptop as shown in the figure below. The Sun part
number for the RJ-45-DB9 adaptor is Sun Part #530-2103.

Note: A crossover or rollover cable connecting the RS-232
device and the console port might be required, so that each pin
of the Netra 240 matches that of the terminal server’s serial port.

More information about pinout configurations can be found in the
Sun Netra 240 Server Service Manual:

http://www.sun.com/products-n-solutions/hardware/docs/html/817-
2699-13/

Sun 240 DB9 connector on COML1 port of a laptop

3 By default, the console port requires the connecting RS-232 device
to be configured as follows:

» Bits per second: 9600
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» Data bits: 8

* Parity: None

e Stop bits: 1

* Flow Control: Xon/Xoff

4 You have completed this procedure.

—End—

Configuring local console access
To gain local console access to the T1400/N240, use a co-resident vt-100
terminal or laptop with vt-100 terminal emulation software (such as the
Microsoft Windows Hyperterm application) as the RS-232 device. Use
the device configuration parameters in "RS-232 device connection and
configuration" (page 179).

Configuring local console access

Step Action

At your workstation

1 You can use HyperTerminal.
Click Start -> Programs/Accessories/Communications/HyperTer-
minal

2 Give the session a name, such as "unitO Console".

New connection dialog

Connection Description

Unit-0 Congole]

3 Configure the correct COM port setting, depending on the port to
which you connected the serial adaptor. The default should usually
be COML1.
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Connection details

Connect To

4 Configure the port settings as described above in "RS-232 device
connection and configuration" (page 179).

Port settings

COM1 Properties

5 Once connected, press Enter and you should see a response from
the machine, such as a session login prompt or the Open Firmware
OK prompt. You now have console access.

6 You have completed this procedure.

—End—
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Configuring remote console access
While terminal server and modems are supported for remote access, Nortel
recommends using a terminal server as it is more secure, and console
access for both units is readily available and remotely accessible. Nortel
does not recommend modems as they are inherently insecure when
connected to the PSTN. The customer’s security policy must be followed
regardless of Nortel recommendations.

To gain remote console access to the T1400/N240, use a terminal server
as the RS-232 device. The terminal server allows seamless connections
from its LAN connection (TCP/IP protocol), to multiple serial ports (RS-232
protocol) of the console port. Typically, each physical RJ-45 port on the
terminal server is assigned to a virtual telnet port. Once configured,
establish a telnet session to the terminal server with a specific telnet port.

Note: Supplying and configuring a terminal server or modems is the
customer’s responsibility.

Configuring remote console access
Step Action

From your workstation

1 Connect the unitO Serial MGT port to the physical RS-232 port 1 of
the terminal server, and the unitl Serial MGT port to the physical
RS-232 port 2 of the terminal server.

2 If the IP address of the terminal server is AA.BB.CC.DD, and
terminal server physical ports 1 and 2 have been configured to telnet
ports 2001 and 2002 respectively, then the unit console ports can be
accessed directly using telnet.

unitO: telnet AA.BB.CC.DD 2001
unitl: telnet AA.BB.CC.DD 2002
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Remote terminal server console access - example network

configuration

Rernote Intemal Console Access

s Ptk

Custornar Firewall

« &~ - -

€ carrier’s Mtc. Network LANJNAN)

Terminal Server

maps telnet port ’ ITCPAP protocal
ﬁl 0 0o, Unit) Teminal server IP: AA BB,CC.DD
physical port 1
Terminal Server
Cable with R.J45
(Sun console cable) FS‘:’W protocol
CBM Cluster Cluster |P: EE.FF.GG.HH
Serial MGT port Serisl MGT port
CBM- Unit0 CBM- Unit1
(IP: EE.FF.GG.A) (IP: EE.FF.GG.KK)
v ERS -
W Routing Switch)

NOC - Netwark Operation Center
0SS = Operational Support Systems
D ~ Ethernet ports

. = Console / Serial RS-232 ports

VPN
- i
. Internet

Remoate External Console Access
(focessio comar's network vin securs WP tuniel over Inbemet,
For muhorived smphyessirandors)

CBM access for normal OA&M [(OSS and NOC) tasks
*Connect to CBM Unit via CALLP or OSS/INOC Network
{example telnetissh EE FF GG JJ)

=Login to the CEM via Ethernet {requires appropriate
authorization level of CEM useridipassword)

=Complets task and logout

il [ rgintenan
clonin rading, P Changes!
sConnect to CBM LinitD conzole wvia terminal server
(example: telnet AA BB .CC DD 2001)
sLogin to the CEBM Unitd console {requires appropriate
authorization level of CBM useridipassword)
=Complete task and logout
sDisconnect from terminal server

Once connected, press Enter and you should see a response from
the machine, such as a session login prompt or the Open Firmware
OK prompt. You now have console access.

You have completed this procedure.

—End—
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Configuring a Timing Provider on an SPFS-Based
Server

Application
Use this procedure to configure a timing provider for a Server Platform
Foundation Software (SPFS) based server. The timing provider is a Network
Timing Protocol (NTP) server supplied by the customer. Perform the steps
under "Configure a timing provider on an SPFS server" (page 184).

For a cluster (two-server configuration), the Active server can serve as the
master time provider for the Inactive server in the event that an NTP server
is not provisioned. Perform the steps under "Configure the active server in a
cluster as the timing provider" (page 186).

CAUTION

To avoid server configuration being overwritten, do not use this
procedure to configure a timing provider for a CO-based MDM

on an SPFS server. Instead, follow the Configuring Solaris NTP
software sections in MSS 15000, MG 15000 & MDM Configuration
Attribute Summary (NN10225-512).

Prerequisites
You must have the IP address of the customer-supplied NTP server.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you want to configure an NTP server

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -
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and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the number that corresponds to the "Configuration" option in
the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J 0 Ul b W

7 Enter the number next to the "NTP Configuration” option in the menu.

Example response
NTP Configuration
1 - ntp conf (Configure the NTP daemon)

2 - ntp unconf (Unconfigure the NTP daemon)
3 - ntp remove (Remove an NTP server)
T EEEEEEEEEEEEE——
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10

4 - ntp view (View NTP configuration information.)
X - exit
select -

Enter the number next to the "ntp_conf" option in the menu.

When prompted, enter IP address of the time server.

The system attempts to verify the IP address. If the IP address
verification fails, check the IP address and try again.

You can specify up to three NTP servers.

Exit each menu level of the command line interface to eventually
return to the command prompt, by typing

select - x
and pressing the Enter key.
You have completed this procedure.

—End—

Configure the active server in a cluster as the timing provider

Step Action

At your workstation

1

Log in to the Active server by typing
> telnet <server>
and pressing the Enter key.

where

server is the physical IP address of the Active server in the
cluster

When prompted, enter your user ID and password.

Change to the root user by typing
$ su -

and pressing the Enter key.
When prompted, enter the root password.

Verify the time is correct on the Active server by typing

# date
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and pressing the Enter key.

If the time Do
is not correct step 6
is correct step 7
6 Adjust the time on the Active server using the "date" command. If
required, refer to the man pages on the "date" command to adjust
the time.
7 Synchronize the time on the Active server with the time on the

Inactive server by typing
# synctime
and pressing the Enter key.

You have completed this procedure.

—End—
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Adding IP Addresses for FTP Proxy and Restricted

Shell Access

Application

Use this procedure to setup a list of IP addresses for FTP proxy and
restricted shell access on an SPFS-based server.

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Step Action

At your workstation

1

Log in to the server by typing

> telnet <server>

and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you are setting up FTP proxy and restricted shell
access

When prompted, enter your user ID and password.

Change to the root user by typing
$ su -
and pressing the Enter key.

When prompted, enter the root password.

Access the command line interface by typing
# cli

and pressing the Enter key.

Response

Command Line Interface
1 - View

2 - Configuration

3 - Other

X - exit
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select -

6 Enter the number that corresponds to the "Configuration" option in
the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration

W J 0 Ul b Wi

13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session

16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

7 Enter the number that corresponds to the "Restricted Shell
Configuration” option in the menu.

Example response

Restricted Shell Configuration

1 - valid ip add (Add Entries To The Restricted
Shell Usage List)

2 - valid ip remove (Remove Entries To The
Restricted Shell Usage List)

3 - valid ip list (List Entries On The
Restricted Shell Usage List)

X - exit
select -

8 Enter the number that corresponds to the "valid_ip_add" option in
the menu.

9 When prompted, enter the IP address you want to add.

10 When prompted, enter the group name to use for the IP address.
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Example response:
==="valid ip add" completed successfully

11 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing
select - x
and pressing the Enter key.
You have completed this procedure.

—End—
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Configuring the Time Zone on an SPFS-Based Server

Application
Use this procedure to configure the time zone on a Server Platform
Foundation Software (SPFS) based server.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Telnet to the server by typing
> telnet <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server on which you want to configure the time zone

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the number next to the "Configuration” option in the menu.
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Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J 0 Ul b W

7 Enter the number next to the "Location Configuration” option in the
menu.

Example response
Location Configuration
1 - Chg tz (Change Timezone

2 - sys loc (System Location)
X - exit
select -
8 Enter the number next to the "chg_tz" option in the menu.

Example response

=== Executing "chg tz"

WARNING: Changing the timezone will require a reboot
Current setting:

Timezone: US/Eastern
Enter the timezone for this host <default: US/Easter
n>:

9 When prompted, enter the correct time zone and press the Enter key.

Example response

New setting:

Timezone: US/Eastern
Enter "ok" to commit changes
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Enter "quit" to exit
Enter anything else to re-enter settings

10 When prompted, confirm the change by typing
ok

and pressing the Enter key.

11 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing

select - x

and pressing the Enter key.

12 You have completed this procedure.

—End—
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Configuring Domain Name Service on an
SPFS-Based Server

Application
Use this procedure to configure Domain Name Service (DNS) on a Server
Platform Foundation Software (SPFS) based server.

ATTENTION
Do not configure an SPFS-based server that is hosting the Core and Billing
Manager (CBM) as a DNS client. The CBM must never be configured to act
as a DNS client.

A HTTPS certificate must be installed and DNS must be enabled on the
following SPFS platforms:

« |EMS
* CS 2000 Management Tools
MG 9000 Element Manager

This procedure provides the instructions for the following tasks:

» "Configure DNS on a master server" (page 195)

ATTENTION
A Call Server LAN (CS LAN) only uses one DNS master server. Configure
other hosts in the CS LAN that use DNS to use the DNS master server.

e "Add (remove) a host entry in the DNS database" (page 198)
e "Configure server as a DNS client" (page 200)

« "Turn off DNS capability on the server" (page 203)

ATTENTION
Perform the steps under "Turn off DNS capability on the server" (page 203)
when the DNS master server function is no longer required, or if the DNS
master server function is moving to a different server. If needed the server
can then be configured as a DNS client using the steps under "Configure
server as a DNS client" (page 200).

Prerequisites
This procedure has the following prerequisites:

* you need the root user ID and password for the server

* you need the office CLLI to complete the steps under "Configure DNS
on a master server" (page 195)
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you need to complete the steps under "Configure DNS on a master
server" (page 195) prior to performing the steps under "Add (remove) a
host entry in the DNS database" (page 198)

you need familiarity with the "vi" editor to perform the steps under "Add
(remove) a host entry in the DNS database" (page 198)

Perform the following steps to complete this procedure.

Step Action

At your workstation

1

2

3

Establish a login session to the server using one of the following

methods:
If using Do
telnet (unsecure) step 2
ssh (secure) step 3

Log in to the server using telnet (unsecure) as follows:

a. Log in to the server by typing

> telnet <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server that you want to configure as a DNS master server

In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

When prompted, enter your user ID and password.
Change to the root user by typing

$ su - root

and pressing the Enter key.

When prompted, enter the root password.

Proceed to step 4.

Log in using ssh (secure) as follows:

a. Log in to the server by typing

> ssh -1 root <server>
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and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server that you want to configure as a DNS master server

ATTENTION
In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

If this is the first time you are logging in using ssh, the system will
request that you confirm to continue connecting. Enter yes at the
prompt.

b. When prompted, enter the root password.

4 Access the command line interface by typing
# cli
and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
5 Enter the number next to the "Configuration” option in the menu.

Example response
Configuration
1 - NTP Configuration
2 - Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session

0 J O Ul b W
I

16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
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19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)

X - exit

Select -

6 Enter the number next to the "DNS Configuration” option in the menu.

Example response

DNS Configuration

1 - turn dns on (Configure as DNS client)

2 - turn dns off (Turn off a system’s DNS capability)
3 - enable dnssvr (Configure as DNS server)

X - exit

select -

7 Enter the number next to the "enable_dnssrv" option in the menu.

Example response
===Executing "enable dnssvr"
Enter domain name for the office:

8 When prompted, enter the domain name for the office.

This procedure configures a DNS master server that is not connected
to any other DNS zones outside of the CS LAN. To allow possible
future connections of CS LAN DNS zones, it is recommended that
the domain name for each CS LAN be the office CLLI.

9 If prompted, indicate whether you want to overwrite the existing DNS
configuration.

Example response

Configuring with:

hostname: <hostnames>

DNS domain: <office cllis

server IP: <IP address>

Starting DNSSVR through servstart

DNSSVR Started

==="enable dnssvr" completed successfully

10 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing
select - x
and pressing the Enter key.
11 Verify that DNS is working by typing
# nslookup <hostname>
and pressing the Enter key.

Example response
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e

Server: <hostname>.<domain name>
Address: <IP address>

Name: <hostnames>.<domain name>
Address: <IP address>

You have completed this procedure.

—End—

Add (remove) a host entry in the DNS database

Step Action

At your workstation

1

Establish a login session to the server using one of the following
methods:

If using Do
telnet (unsecure) step 2
ssh (secure) step 3

Log in to the server using telnet (unsecure) as follows:
a. Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server

In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

b. When prompted, enter your user ID and password.
c. Change to the root user by typing

$ su - root

and pressing the Enter key.
d. When prompted, enter the root password.

Proceed to step 4.

Log in using ssh (secure) as follows:

a. Log in to the server by typing
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T

> ssh -1 root <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server that you want to configure as a DNS master server

In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

If this is the first time you are logging in using ssh, the system
will request that you confirm to continue connecting. Enter yes
at the prompt.

b. When prompted, enter the root password.

4 Add or remove host entries in the DNS database, which entails
editing two files; the "forward" (hosts) zone file, which translates
domain names to IP addresses, and the "reverse" (hosts.rev) zone
file, which translates IP addresses to domain names.

Increment the "serial" number at the beginning of each zone file
every time you update the file.

The zone files will only be present if a DNS master server was
configured. If required, refer to the steps under "Configure DNS
on a master server" (page 195).

Following is an example of adding a host named "annex" with an IP
address of "45.136.123.46. The serial number for the file is also
incremented to 2. In the example, the domain name (or office CLLI if
used as domain name) is "loco".

# vi /data/dns/named/hosts

Example response:

$TTL 3h

; SOA

loco. 1IN SOA apex.loco. root.apex.loco (
2 ; Serial
3h ; Refresh
15 ; Retry
1W ; Expire
3h ); Minimum

; name servers
loco. 1IN NS apex.loco

; addresses
apex IN A 45.136.123.70
annex IN A 45.136.123.46

# vi /data/dns/named/hosts.rev

Example response:
T
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e

STTL 3h
; SOA
123.136.45.in-addr.arpa. IN SOA apex.loco.
root .apex.loco (

2 ; Serial
3h ; Refresh
15 ; Retry
1W ; Expire
3h ); Minimum

; name servers
123.136.45.in-addr.arpa. IN NS apex.loco

; addresses

70.123.136.45.in-addr.arpa IN PTR apex.loco
46.123.136.45.in-addr.arpa. IN PTR annex.loco

5 Restart the DNS service by typing
# servrestart DNSSVR

and pressing the Enter key

Example response
Stopping DNSSVR
Starting DNSSVR
DNSSVR re-started successfully

You have completed this procedure.

—End—

ATTENTION
Do not execute the procedure that follows on an SPFS-based server that is
hosting the Core and Billing Manager (CBM). The CBM must never be configured
to act as a DNS client.

Configure server as a DNS client
Step Action

At your workstation

1 Establish a login session to the server using one of the following
methods:
If using Do
telnet (unsecure) step 2
ssh (secure) step 3
2 Log in to the server using telnet (unsecure) as follows:
T
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a. Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server

In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

b. When prompted, enter your user ID and password.
c. Change to the root user by typing

$ su - root

and pressing the Enter key.
d. When prompted, enter the root password.

Proceed to step 4.

3 Log in using ssh (secure) as follows:
a. Log in to the server by typing
> ssh -1 root <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server that you want to configure as a DNS master server

In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

If this is the first time you are logging in using ssh, the system
will request that you confirm to continue connecting. Enter yes
at the prompt.

b. When prompted, enter the root password.

4 Access the command line interface by typing
# cli
and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
e
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select -

5 Enter the number next to the "Configuration" option in the menu.

Example response

Configuration

- NTP Configuration

- Apache Proxy Configuration

- DCE Configuration

- OAMP Application Configuration

- CORBA Configuration

- IP Configuration

- DNS Configuration

- Syslog Configuration

9 - Remote Backup Configuration

10 - Database Configuration

11 - NFS Configuration

12 - Bootp Configuration

13 - Restricted Shell Configuration
14 - Security Services Configuration
15 - Login Session

16 - Location Configuration

17 - Cluster Configuration

18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit

Select -

W J o Ul b wN R

6 Enter the number next to the "DNS Configuration" option in the menu.

Example response
DNS Configuration
1 - turn dns on (Configure as DNS client)
2 - turn dns_off (Turn off a system’s DNS
capability)
3 - enable dnssvr (Configure as DNS server)
X - exit
select -

7 Enter the number next to the "turn_dns_on" option in the menu.

8 When prompted, confirm the command by typing
yes

and pressing the Enter key.

9 When prompted, enter the DNS domain.

Example
us.nortel.com
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10 When prompted, enter the IP address of a DNS server.
11 When prompted, enter the IP address of a second DNS server.

12 When prompted, enter the IP address of another DNS server. If there
are no other DNS server addresses to enter, press the Enter key.

13 When prompted, enter the name of a search domain.
Example
us.nortel.com

14 When prompted, enter the name of another search domain. If there
are no other search domains, press the Enter key.

15 Accept the DNS configuration that is displayed by typing
ok

and pressing the Enter key.

16 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing

select - x
and pressing the Enter key.

You have completed this procedure.

—End—
Turn off DNS capability on the server
Step Action
At your workstation
1 Establish a login session to the server using one of the following
methods:
If using Do
telnet (unsecure) step 2
ssh (secure) step 3
2 Log in to the server using telnet (unsecure) as follows:

a. Log in to the server by typing
> telnet <server>

and pressing the Enter key.
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e

where

server is the IP address or host name of the SPFS-based
server

In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

b. When prompted, enter your user ID and password.
c. Change to the root user by typing

$ su - root

and pressing the Enter key.
d. When prompted, enter the root password.

Proceed to step 4.

3 Log in using ssh (secure) as follows:
a. Log in to the server by typing
> ssh -1 root <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server that you want to configure as a DNS master server

In a two-server configuration, enter the cluster IP address, which
automatically defaults to the Active node in the cluster.

If this is the first time you are logging in using ssh, the system
will request that you confirm to continue connecting. Enter yes
at the prompt.

b. When prompted, enter the root password.

4 Access the command line interface by typing
# cli
and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
5 Enter the number next to the "Configuration” option in the menu.

Example response
T
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Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- DCE Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
9 - Remote Backup Configuration
10 - Database Configuration
11 - NFS Configuration
12 - Bootp Configuration
13 - Restricted Shell Configuration
14 - Security Services Configuration
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J o0 Ul b wN

6 Enter the number next to the "DNS Configuration" option in the menu.

Example response

DNS Configuration

1 - turn dns_on (Configure as DNS client)

2 - turn dns off (Turn off a system’s DNS capability)

3 - enable dnssvr (Configure as DNS server)
X - exit
select -
7 Enter the number next to the "turn_dns_off" option in the menu.

Example response
===Executing "turn off dns"
Do you really want to turn off DNS? (default: No):

8 When prompted, confirm you want to turn off DNS capability by
typing
yes

and pressing the Enter key.

Example response

Group registered

Stopping group using servstop
DNSSVR Stopped

DNS successfully turned off
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R e ____________________}

==="turn dns off" completed successfully
9 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing
select - x
and pressing the Enter key.
You have completed this procedure.

—End—
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Unconfiguring Domain Name Service on a Sun
Server

Application
Use this procedure to turn off Domain Name Service (DNS) capability on a
Sun server.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Telnet to the Sun server by typing
> telnet <server>
and pressing the Enter key.
where

server Iisthe IP address or host name of the server on which
you want to disable DNS

2 When prompted, enter your user ID and password.

3 Change to the root user by typing
$ su - root

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View

2 - Configuration
3 - Other

X - exit

select -
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6 Enter the number that corresponds to the "Configuration" option in
the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

0 J o0 Ul b WN

7 Enter the number that corresponds to the "DNS Configuration"
option in the menu.

Example response
DNS Configuration
1 - turn dns on <Turn on a system’s DNS

capabilitys>

2 - turn dns_off <Turn off a system’s DNS
capabilitys>

X - exit

select -

8 Enter the number that corresponds to the "turn_dns_off" option in
the menu.

9 When prompted, confirm the command by typing
yes

and pressing the Enter key.

10 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing
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select - x

and pressing the Enter key.

11 You have completed this procedure.

—End—

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard

(HSNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



210 Canceling a running remote backup process

Configuring Client/Server Ports on an SPFS-Based
Server for Secure Firewall Communications

Application
Use this procedure to configure the client-side and server-side ports on
a Server Platform Foundation Software (SPFS) based server to facilitate
secure firewall communication between client and server applications. You
can also use this procedure to list the ports that are currently configured.

ATTENTION
The server-side port has a default value of 10080, and the client-side port has
a default value of 10090. If the default value is acceptable, it is not necessary
to configure the ports.

Prerequisites
The server-side port must have the same value across all offices in the
network. If the ports do not have the same value, the client application
GUIs will fail to launch.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation:

1 Telnet to the server by typing
> telnet <server>
and pressing the Enter key.
where

server IS the IP address or host name of the SPFS-based

server
2 When prompted, enter your user ID and password.
3 Change to the root user by typing

$ su - root

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli
Carrier VoIP

Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
()SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Configuring Client/Server Ports on an SPFS-Based Server for Secure Firewall Communications 211

and pressing the Enter key.

Response

Command Line Interface
1 - View

2 - Configuration

3 - Other

X - exit

select -

6 Enter the number next to the "Configuration” option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J 0 Ul b W

7 Enter the number next to the "Security Services Configuration”
option in the menu.

Example response:
Security Services Configuration

1 - Socks Configuration
2 - IEMS Server Location Configuration
3 - PAM Configuration
X - exit
select -
8 Enter the number next to the "Socks Configuration" option in the
menu.

Example response:
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e

10

11

12

Socks Configuration

1 - config socks (Modify Socks Security Service)
2 - list socks (List Socks Security Service)

X - exit

select -

Enter the number next to the "list_socks" option in the menu to
display the server-side and client-side Socks Proxy ports that are
currently configured.

Example response:

The ports configured for use by socks are:

The Client side SOCKS Proxy will listen on port 10090
The Server side SOCKS Proxy will listen on port 10080
==="1list socks" completed successfully

Use the following table to determine how to proceed.

If you Do

want to change the ports Step 11

do not want to change the ports you have completed this
procedure

Enter the number next to the "config_socks" option in the menu.

Example response:

The changes of the server side port is a disruptive
action. If the server side port is changed, the

SOCKS server and all dependent applications must be
restarted.

SOCKS ports in all offices must be configured to the
same port. Misconfiguration will cause EMS clients to
not function.

Proceed with caution.

Enter the port the Server side SOCKS Proxy will listen
on. Value must be within [1025 - 655351]. current
Value - 10080 [?, gl

ATTENTION
Changing the Socks server-side port requires a restart of the SOCKS
server and all dependent applications.

Enter the server-side port, or press Enter to leave at the default
value (10080).

Example response:
Leaving SERVER port at 10080
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Enter the port the Client side SOCKS Proxy will listen
on. Value must be within [1025 - 655351]. Current
value - 10090 [?, ql

13

ATTENTION
Changing the Socks client-side port requires that all client workstations
already running the application GUIs, be restarted to use the new port.

Enter the client-side port, or press Enter to leave at default the value
(10090).

Example response:

Leaving CLIENT port at 10090

Leaving both ports at configured values:
Server side SOCKS Proxy port: 10080
Client side SOCKS Proxy port: 10090

==="Config socks" completed successfully

14 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing

select - x

and pressing the Enter key.

15 Use the following table to determine how to proceed.

If you Do
changed one or both ports Step 16
did not change the port values you have completed this
procedure
16 Perform one or both of the following substeps depending on whether

you changed the server-side or client-side port, or both.

a. After changing the server-side port, restart the Socks server
and all dependent server applications (SESM, SAM21EM, and
MG9KEM)

Refer to theATM/IP Solution-level Security and Administration ,
NN10402-600 for the Socks server, SESM and SAM21 server
applications. Refer to the MG 9000 Security and Administration,
NN10162-611 for the MG 9000 Manager serer application. Refer
toPacket MSC Administration and Security , NN20000-216, for
the Socks and dependent server applications.

b. After changing the client-side port, restart any client workstations
already running the application GUIs.
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—End—

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard

(HSNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Configuring a Virtual IP Address on an SPFS-Based Server 215

Configuring a Virtual IP Address on an SPFS-Based
Server

Application
Use this procedure to configure a virtual IP address on a Server Platform
Foundation Software (SPFS) based server. This procedure applies to
simplex and high availability (HA) servers. An HA server refers to a Sun
Netra 240 server pair.

A virtual IP address is required for the Audio Provisioning Server

(APS), which resides on the same SPFS-based server as the CS 2000
Management Tools software (CS2M). A virtual IP address is also required
for the Integrated Element Management System (IEMS) when the IEMS
is on the same SPFS-based server as the CS 2000 Management Tools
software (CS2M).

Prerequisites
You need the root user ID and password for the server on which you are

configuring the virtual IP address.

Prerequisites for Core and Billing Manager 850
In order to perform this procedure, you must have the following authorization

and access:

* You must be a user in a role group authorized to perform config-admin
actions.

* You must obtain non-restricted shell access.

For more information about how to log in to the CBM as an authorized user,
how to request a non-restricted shell access, or how to display actions a role
group is authorized to perform, review the procedures in the following table.

Related procedures

Procedure Document

Logging in to the CBM Core and Billing Manager 850 Security and
Administration, NN10358-611

Requesting non-restricted shell access Core and Billing Manager 850 Security and
Administration, NN10358-611

Displaying actions a role group is authorized Core and Billing Manager 850 Security and

to perform Administration, NN10358-611
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Action

Perform the following steps to complete this procedure.

ATTENTION

In a two-server configuration, perform the steps that follow on the Active server.

Step Action

At your workstation

1

Log in to server by typing

> telnet <server>

and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you are configuring the virtual IP address

In a two-server configuration, enter the physical IP address of the
Active server (unit O or unit 1).

When prompted, log in as root .

In a two-server configuration, ensure you are on the Active server
by typing ubmstat. If ClusterindicatorSTBY is displayed in the
response, which indicates you are on the Inactive server, log out of
that server and log in to the other server through telnet using the
physical IP address of the other unit. The response must display
ClusterindicatorACT, which indicates you are on the Active server.

Access the command line interface by typing
# cli
and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -

Enter the number that corresponds to the "Configuration" option in
the menu.

Example response
Configuration
1 - NTP Configuration
2 - Apache Proxy Configuration
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3- OAMP Application Configuration
4- CORBA Configuration
5- IP Configuration
6- DNS Configuration
7- Syslog Configuration
8- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

5 Enter the number that corresponds to the "IP Configuration" option
in the menu.

Example response
IP Configuration
1 - config router (Configure Default
Router and Netmask)
2 - config data (Configure System Data IP Addresses)
3 - ipsecike config (Configure IPSec/IKE Rules)
4 - Enable 2network (Enable Second Network
Interface)
5 - Config data 2network (Configure Second
Network IP Addresses
6 - Disable 2network (Disable Second

Network Interface)
X - exit
select -
6 Enter the number that corresponds to the "config_data" option in
the menu.

Example response

===Executing "config data"

WARNING: Changing the network settings will effect all
applications! Improper network configuration will
result in loss of service! Applications may require
restart or reconfiguration after network changes
CAUTION: You are not accessing this tool via the system
console. Changing network configuration may disrupt
this session.
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CAUTION: HTTPS Certificate is installed for web
services. Changing the hostname or ip may require an
updated certificate.

hostname: <hostnames>

ip address: <ip addresss>

Enter the hostname for this system [hostname]

7 When prompted, enter the hostname for this SPFS-based server, or
press the Enter key to accept the default value if one is specified.
Example response
Enter ip address for <hostname> [00.00.00.00]

8 When prompted, enter the IP address for this SPFS-based server, or
press the Enter key to accept the default value if one is specified.

Example response
Configure additional ip address? [yes]

9 When prompted, indicate whether you want to configure an
additional IP address.
If you enter Do
yes step 12
no step 15

10 When prompted, enter the virtual IP address you want to configure
on this server, or press the Enter key to accept the default value
if one is specified.

Example response
Enter application for ip address <ip addresss>

11 When prompted, enter the application name for the additional IP
address you just specified, or press the Enter key to accept the
default value if one is specified.

When configuring a virtual IP address for APS, the application
name is APS. When configuring a virtual IP address for IEMS, the
application name is IEMS.

The system allocates a hostname for each virtual 1P

address that is configured. The hostname is in the form

of <spfs_primary_hostname-application>, for example,
“wxe0s00j-iems” when the virtual IP address is set up for IEMS.
Hostnames are stored in file” /etc/hosts” on the system.

Example response
Configure additional ip address? [no]
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12 Repeat step 11.

13 When prompted, confirm the settings by typing
ok
and pressing the Enter key.

Example response on an HA system

The network changes have been made, however the cluster
requires a restart of both units. The units must be
restarted in the below order.

1) Login as root on the console of the standby unit and
shut it down with the command: "shutdown -i 0 -y".

2) After the standby unit has shutdown, restart the
active unit with the command: "shutdown -1 6 -y".

3) After the restart is complete, the new network
settings are in effect.

4) Boot the standby unit with the command "boot".
==="config data" completed successfully

Example response on a simplex system

The network changes have been made, however a restart
is required to use the new network settings. Reboot to
ensure all applications are restarted. Exit this "cli"
tool and reboot using the Solaris command "shutdown -i
6 -y".

==="config data" completed successfully

14 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing

select - x

and pressing the Enter key.

If you have Do
a simplex system step 17 only
an HA system step 18

15 Reboot the server by typing

# shutdown -i 6 -y

and pressing the Enter key.

You have completed this procedure.
At the console of the Inactive node

16 Log in to the inactive node through the console (port A) using the
root user ID and password.
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Ensure you are on the Inactive server by typing ubmstat. If
ClusterindicatorACT is displayed in the response, which indicates
you are on the Active server, log out of that server and log in to the
other server. The response must display ClusterindicatorSTBY,
which indicates you are on the Inactive server.

17 Shutdown the inactive node by typing
# shutdown -i 0 -y
and pressing the Enter key.

At the console of the active node

18 Log in to the active node through the console (port A) using the
root user ID and password.

Ensure you are on the Active server by typing ubmstat. If
ClusterindicatorSTBY is displayed in the response, which indicates
you are on the Inactive server, log out of that server and log in to
the other server through telnet using the physical IP address of the
other unit. The response must display ClusterindicatorACT, which
indicates you are on the Active server.

19 Restart the active node by typing
# shutdown -i 6 -y
and pressing the Enter key.

At the console of the Inactive node

20 Boot the inactive node by typing
# boot
and pressing the Enter key.

You have completed this procedure.

—End—
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Setting the CS 2000 IP Address on an SPFS-Based
Server

Application
Use this procedure to set the IP address of the Communication Server
2000 (CS 2000) on a Server Platform Foundation Software (SPFS) based
server. You can also use this procedure to remove the IP address of the CS
2000 from the server.

Prerequisites
You must have the IP address for the CS 2000 that is associated with the
SPFS-based server on which you are setting the IP address.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you are setting the CS 2000 IP address

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response

Command Line Interface
1 - View

2 - Configuration
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3 - Other
X - exit
select -

6 Enter the number next to the "Configuration” option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

0 J 0 Uk WwN

7 Enter the number next to the "OAMP Application Configuration™
option in the menu.

Example response
OAMP Application Configuration
1 - sdm conf (Configure SDM IP Address)
2 - sdm unconf (Unconfigure SDM IP Address)
3 - sdmuser conf (Configure SDM User)
4 - sdmuser_unconf (Unconfigure SDM User)
5 - cmClli rediscovery (Re-discovery the
CM CLLI by SDM IP)
6 - cmClli conf (Configure CM CLLI Address)
7 - cmClli unconf (Unconfigure CM CLLI

IP Address)

8 - cm_conf (Configure CM IP Address)

9 - cm_unconf (Unconfigure CM IP Address)
X - exit
select -

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
('SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Setting the CS 2000 IP Address on an SPFS-Based Server 223

8 Use the following table to determine your next step.

If you are Do

setting the CS 2000 IP addresson  step 9
the Sun server

removing the CS 2000 IP address  step 10
from the Sun server

9 Set the CS 2000 IP address as follows:
a. Enter the number next to the "cm_conf" option in the menu.

Example response

===Executing "cm_conf"

CM IP:

Enter the CM IP Address (default: ):

b. When prompted, enter the IP address for the CS 2000.

Example response
CM IP: 47.142.122.89
Enter "ok" to commit changes
Enter "quit" to exit
Enter anything else to re-enter settings

c. When prompted, commit the change by typing
ok
and pressing the Enter key.
Example response

==="cm_conf" completed successfully

d. Proceed to step 11.
10 Remove the CS 2000 IP address as follows:

a. Enter the number that corresponds to the "cm_unconf" option in
the menu.

Example response

===Executing "cm_unconf"

CM IP: 47.142.122.89

CM IP address will be unconfigured

Enter "ok" to commit changes

Enter "quit" to exit

Enter anything else to re-enter settings

b. When prompted, commit the change by typing
ok
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and pressing the Enter key.
Example response

==="cm_unconf" completed successfully
11 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing
select - x
and pressing the Enter key.

You have completed this procedure.

—End—
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Creating or Modifying the Login Greeting Message
on an SPFS-Based Server

Application
Use this procedure to create or modify the login greeting message on a
Server Platform Foundation Software (SPFS) based server.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you want to modify the login greeting

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
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6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

o J o0 Ul WN

7 Enter the number next to the "Login Session" option in the menu.

Example response

Login Session

1 - login session timeout (User Inactivity Timeout
Configuration)

2 - login session termination (User Termination Timeout
Configuration)

3 - login session reauthentication (User Reauthenticat
ion Disable Timeout Configuration)

4 - login session_server (Login Session Master Server
Configuration)
5 - telnet greeting (Telnet Login Greeting)
6 - login retries (Login Retries Limit)
X - exit
select -
8 Enter the number next to the "telnet_greeting" option in the menu.

Example response

===Executing "telnet greeting"

Telnet Login Greeting Message:
Authorized use only, activities logged.
Enter the Telnet Login Greeting Message.
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Enter a blank line to end the message:
9 When prompted, enter the message. End the message with a blank
line.

Example response

Enter "ok" to commit changes

Enter "quit" to exit

Enter anything else to re-enter settings
10 When prompted, commit the change by typing

ok

and pressing the Enter key.

Example response

==="telnet greeting" completed successfully

11 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing
select - x

and pressing the Enter key.
You have completed this procedure.

—End—
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Configuring the Apache Web Server for HTTPS Proxy

Application

Use this procedure to configure the Apache Web Server on a Server
Platform Foundation Software (SPFS) based server for HTTPS proxy.

To perform this procedure for Session Server Lines, refer to the procedure
Linking the Provisioning and System Manager to SESM in NN10437-111.

ATTENTION
The preferred location to configure the Apache Web Server for HTTPS proxy
is on the SPFS-based server that hosts the Integrated Element Management
System (IEMS). If the IEMS is not present in the network, configure the Apache
Web Server for HTTPS proxy on the SPFS-based server that hosts the CS 2000
Management Tools.

You can provision a maximum of 100 IP addresses for use in HTTPS proxy.

Configuring the Apache Web Server for HTTPS proxy is applicable to the
following components:

e Storage Management (STORM)
* Session Server Trunks
* Centrex IP Client Manager (CICM) and CICM Element Manager

* Session Server Lines

Prerequisites

Action

This procedure has the following prerequisites:
* You need the root user ID and password for the SPFS-based server.

« If you are adding a component to the proxy, you need to know what
entries are required for the component. If you do not know what entries
are required, refer to the applicable Configuration document in the
following list for specific instructions on how to add the component to
the proxy:

— STORM Configuration Management, NN10110-511
— Session Server Configuration Management, NN10338-511
— CICM Configuration Management, NN10240-511

Perform the following steps to complete this procedure.
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Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you are configuring the proxy

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

6 Enter the number next to the "Configuration" option in the menu
and press the enter key.
7 Enter the number next to the "Apache Proxy Configuration™ option in
the menu and press the enter key.
8 Use the following table to determine your next step:
If you want to Do
add an entry in the proxy step 9
delete an entry from the proxy step 10
list the entries in the proxy step 11
exit step 12
9 Enter the number next to the "add_proxy_conf" option in the menu.

Follow the prompts to add the component to the proxy. If you do not
know what entries are required, refer to the applicable Configuration
document in the following list for specific instructions on how to add
the component to the proxy:
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ATTENTION

Using "x" and "X" for tagnames is not supported in SPFS.

* STORM Configuration Management, NN10110-511
* Session Server Configuration Management, NN10338-511
* CICM Configuration Management, NN10240-511

Return to step 8.

10 Enter the number next to the "del_proxy_conf" option in the menu,
and follow the prompts to delete the component from the proxy.

Return to step 8.

11 Enter the number next to the "list_proxy_conf" option in the menu.

Return to step 8.

12 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing

select - x
and pressing the Enter key.

You have completed this procedure.

—End—
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Configuring Automated Data Backups on an
SPFS-Based Server

Application

Use this procedure to view or change the configuration settings for an
automated data backup on a Server Platform Foundation Software (SPFS)
based server. The automated backup backs up Oracle and critical data.

ATTENTION
Log SSPFS320 is generated when an automated data backup fails. Refer
to the Carrier Voice over IP Fault Management Logs Reference document
(NN10275-909) for log details.

You can also schedule a full system backup that overwrites a previous

one on a backup media or copy the last successful Oracle backup to DVD
or tape when performing an automated data backup on an SPFS-based
server. This functionality is designed for use in dark office’ conditions where
you need to copy backup data more than once before the backup media

is ejected from the server. Refer to procedure "Configuring Dark Office
Backups on an SPFS-Based Server" (page 409).

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you want to configure automated data backups

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -
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and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Response

Command Line Interface
1 - View

2 - Configuration

3 - Other

X - exit

select -

6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
2 - Apache Proxy Configuration
3- OAMP Application Configuration
4- CORBA Configuration
5- IP Configuration
6- DNS Configuration
7- Syslog Configuration
8- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

7 Enter the number next to the "Database Configuration" option in
the menu.

Example response
Database Configuration
1 - change db (Change Database Host)

2 - change orabackup (Configure database
backup)
T EEEEEEEEEEEEE——
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X - exit
select -

8 Enter the number next to the "change_orabackup" option in the
menu.

Example response

===Executing "change orabackup"
Current setting:

Automated Backup Enabled N

Backup Time 6:00 Hours

Enable Automated backup (default: N):

9 When prompted, enter Y to enable automated backup or press
the Enter key to accept the default value (N) to disable automated
backup.

Example response
Set backup hour to: (default: 22):

10 When prompted, enter the time you want the automated backup to
occur, or press the Enter key to accept the default value.

Example response

New settings:

Automated Backup Enabled Y

Backup Time 22:00 Hours
Enter "ok" to commit changes

Enter "quit" to exit

Enter anything else to re-enter settings

11 Commit the changes by typing
ok
and pressing the Enter key.

Example response
==="change orabackup" completed successfully

ATTENTION
If enabled, automated backup will start within the first 45 seconds of the
backup hour. If the backup hour is set to the current hour, automated
backup will occur 24 hours from the current hour.

12 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing

select - x

and pressing the Enter key.
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—End—
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Setting the Threshold for File Systems on an
SSPFS-Based Server

Application
Use this procedure to change the default threshold for a file system on a
Succession Server Platform Foundation Software (SSPFS)-based server.
The default threshold is 90%. An alarm is raised when the file system
exceeds the specified threshold, and log SPFS350 is generated.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Telnet to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SSPFS-based
server on which you are setting the file system threshold

2 When prompted, enter your user ID and password.

3 Change to the root user by typing
$ su - root

and pressing the Enter key.
4 When prompted, enter the root password.

5 Set the threshold by typing
# filesys update -m <mount point> -a <threshold>
and pressing the Enter key.
where

mount point is the directory of the file system you are setting
the threshold for
threshold is 0to 99% (default is 90%)
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Example
filesys update -m /data -a 80

The preceding example sets the threshold for the /data file system
to 80%.

6 You have completed this procedure.

—End—
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Configuring the destination for SNMP traps

Application

Use this procedure to configure the destination for SNMP traps on the
Integrated Element Management System (IEMS) server and other Server
Platform Foundation Software (SPFS) based servers that need to forward
their SNMP traps to the Integrated Element Management System (IEMS)
application.

Prerequisites

This procedure has the following prerequisites:

Action

you need the root user ID and password for the server on which you are
configuring the destination for SNMP traps

you need the IP address of the server where the Integrated Element
Management System (IEMS) resides

You can obtain the IEMS IP address to use as the destination for SNMP
traps, by logging in to the IEMS server and executing the command
"getpip.ksh IEMS".

Perform the following steps to complete this procedure.

Step Action

At your workstation

1

Log in to the SPFS-based server by typing
> telnet <IP address>
and pressing the Enter key.

where

IP address Is the IP address of the SPFS-based server on
which you are configuring the destination for SNMP traps

When prompted, enter your user ID and password.

Change to the root user by typing
$ su -

and pressing the Enter key.
When prompted, enter the root password.

Access the command line interface by typing
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# cli
and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the number next to the "Configuration” option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

0 J 0 Uk WwiN

7 Enter the number next to the "Succession Element Configuration”
option in the menu.

Example response:
Succession Element Configuration
1 - RADSVR Application Configuration
- S1IS Application Configuration
- CSMCLEANUP Application Configuration
- NPM Application Configuration
SESM Application Configuration
- SAM21EM Application Configuration
- PSE Application Configuration
- DDMSProxy Application Configuration

0 J o0 Ul b WIN
|
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9 - OMPUSH Application Configuration

10 - RESMON Application Configuration
X - exit
select -

8 Enter the number next to the "RESMON Application Configuration”
option in the menu.

Example response
RESMON Application Configuration
1 - settrapdest (Set location for IEMS traps)
2 - queryFaults (Query all faults on the box)
3 - enablelocallogs (Enable Local Logging Of Faults)
4 - disablelocallogs (Disable Local
Logging Of Faults)
X - exit
select -

9 Enter the number next to the "settrapdest” option in the menu.

Example response

===Executing "settrapdest"

Enter the IEMS Server IP Address (default: 45.123.45
6.78) :

10 When prompted, enter the IP address of the server where the
IEMS resides, or press the Enter key to accept the default if one
is specified.

You can obtain the IEMS IP address to use as the destination for
SNMP traps, by logging in to the IEMS server and executing the
command "getpip.ksh IEMS".

Example response

IEMS IP: 45.123.456.78

Enter "ok" to commit changes

Enter "quit" to exit

Enter anything else to re-enter settings

11 When prompted, confirm the IP address you entered by typing
ok
and pressing the Enter key.

Example response
==="gsettrapdest" completed successfully
RESMON Application Configuration
1 - settrapdest (Set location for IEMS traps)
2 - queryFaults (Query all faults on the box)
3 - enablelocallogs (Enable Local Logging Of Faults)
4 - disablelocallogs (Disable Local
Logging Of Faults)
T
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X - exit
select -

12 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing
select - x

and pressing the Enter key.

You have completed this procedure.

—End—
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Configuring the SESM Server Application

Application
Use this procedure to configure the Succession Element and Sub-element
Manager (SESM) server application.

ATTENTION
Only perform this procedure if you installed an HTTPS certificate after the CS2M
software was installed or upgraded.

Prerequisites
Prior to performing this procedure, obtain the following information:

* the IP address of the CS 2000 Management Tools server

« the market for which you are configuring this application (North America
or International)

e the CLLI name of the office (CM CLLI), and the IP address of the SDM
(CS 2000 Core Manager)Packet SDMX (XA-Core manager) associated
with the CLLI

» the IP address of the Media Gateway 9000 Manager if present in the
network

ATTENTION

Only the root user can perform this procedure.

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Telnet to the server by typing
> telnet <server>
and pressing the Enter key.
where

server Is the IP address or host name of the CS 2000
Management Tools server

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
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$ su - root

and pressing the Enter key.
4 When prompted, enter the root password.

5 Execute the configuration script by typing
# configure
and pressing the Enter key.

Example response

SESM configuration

1 - SESM common configuration (IP addresses,
market, CM CLLI

2 - SESM database tools

3 - SESM related applications configuration
4 - SESM provisioning configuration

5 - SESM logging configuration (syslog,
sesm debug log)

6 - view sesm configuration settings

7 - SESM refresh properties

X - exit
select -

6 Enter the number next to the "SESM common configuration" option
in the menu.

7 When prompted, enter the IP address of the CS 2000 Management
Tools server, or press the Enter key to accept the default if one is
specified.

8 When prompted, enter the number next to the market for which you

are configuring the SESM server application.

9 When prompted, enter the CLLI hame of the office (CM CLLI), or
press the Enter key to accept the default if one is specified.

10 When prompted, enter the IP address of the SDM (CS 2000 Core
Manager)Packet SDMX (XA-Core manager) associated with the CM
CLLI, or press the Enter key to accept the default if one is specified.

The system displays the information you entered for confirmation.

11 When prompted, confirm the information by typing

Y
and pressing the Enter key.

The system executes the command, and returns you to the SESM
configuration main menu.
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12 Exit "SESM configuration" by typing
select - x

and pressing the Enter key.

13 You have completed this procedure.

—End—
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Setting up the PM Poller on an SPFS-Based Server

Application

Use this procedure setup the PM poller on a Server Platform Foundation
Software (SPFS) based server. Setting up the PM poller on an SPFS-based
server involves adding a device to a poller profile. Once complete, the PM
poller will collect the performance information for the device you specified in
this procedure.

The PM poller can gather performance information from the gateway
controller (GWC), Universal Audio Server (UAS), SAM21 shelf controller,
Media Server 2010 (MS 2010), and the SPFS.

For more details on the PM poller, refer to "PM poller" in Basics (ATM
Solution) (NN10320-100) or Basics (IP Solution) (NN10300-100).

If you need to start the poller, refer to procedure "Starting the PM Poller" in
ATM/IP Security and Administration (NN10402-600).

You can configure the SNMP defaults for a poller profile, which will be
used by all devices associated with the profile, and you can set the polling
interval. Refer to procedure "Configuring the SNMP Defaults for a Poller
Profile and Setting the Polling Interval" (page 250) in this document.

Prerequisites

Action

You must have a valid PM poller profile to which you can associate the
device.

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Telnet to the server by typing
> telnet <server>
and pressing the Enter key.
where

server Iis the IP address or host name of the SPFS-based
server on which you want to setup the PM poller

2 When prompted, enter your user ID and password.
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3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response

Command Line Interface
1 - View

2 - Configuration

3 - Other

X - exit

select -

6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration

W J 0 Ul b W

13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session

16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

7 Enter the number next to the "snmp_poller” option in the menu.

The PM Poller Configuration Menu is displayed.

8 Add a device as follows:
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10

11

Select "Add a device to a selected profile" using the up/down
arrow key, and press the Enter key.

Enter the device name, and press the Enter key.

The Select Poller Profile Menu is displayed.

Select a profile as follows:

a.

Select a profile using the up/down arrow key, and press the
Enter key.

ATTENTION
The IPOA profile is for the SAM21 shelf controller OM configuration.

In order for data to be collected from the SAM21 shelf controller card,
an ATM PCI card is required.

An X is placed next to the profile you selected.

Select "Accept this setting" using the up/down arrow key, and
press the Enter key.

The Select Poller Device Type Menu is displayed.

Select the device type as follows:

a.

Select the device type using the up/down arrow key, and press
the Enter key.

An X is placed next to the device type you selected.

Select "Accept this setting" using the up/down arrow key, and
press the Enter key.

The Add Device Menu is displayed.

Select the SNMP attributes as follows:

a.

Select "Select SNMP Device Attributes” using the up/down arrow
key, and press the Enter key.

The "Device Select SNMP Default Attributes Menu" is displayed.

Select the required or applicable attributes to include in the
device configuration using the up/down arrow key, and press the
Enter key after each. The table titled "Managed device SNMP
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default attributes" (page 247), provides the default values for the
SNMP attributes, and the device-specific SNMP attribute values.

Managed device SNMP default attributes

SNMP attribute
[default] SAM21SC UAS GwWC SPFS MS 2010
AuthPass [none] Not Required Not Req Not Appli  Not Applic  Not Applicable
uired cable able
AuthProto [MD5] Not Applicable Not Req Not Appli  Not Applic  Not Applicable
uired cable able
Community (SNMP private Not App  Contact Contact Contact Networ
community name) licable Network Network k Administrator
[public] Administr  Administr
ator ator
Context [none] Not Applicable Not Req Not Appli  Not Applic  Not Applicable
uired cable able
ContexEngineld Not Applicable Not Reqg Not Appli  Not Applic  Not Applicable
[SecEnginelD] uired cable able
DestHost [none] Physical IP Physical  Physical IP addres IP address of
address of IP add IP addres sofserver MS 2010
unit 0 or 1 ress of sofunit0  where the
(configure a domain andunitl CS 2000
PM poller for 0 and Managem
each unit) domain ent Tools
1 reside
PrivPass [none] Not Applicable Not Req Not Appli  Not Applic  Not Applicable
uired cable able
PrivProto [DES] Not Applicable Not Req Not Appli  Not Applic  Not Applicable
uired cable able
RemotePort [161] 161 161 161 1161 161
Retries [5]
SecEngineld [none] Not Applicable Not Req Not Appli  Not Applic  Not Applicable
uired cable able
SeclLevel [noAuthNo Not Applicable noAuth Not Appli  Not Applic  Not Applicable
Priv] NoPriv cable able
SecName [none] Not Applicable v3admi Not Appli  Not Applic  Not Applicable
n cable able
Timeout [1000000
micro seconds]
UseNumeric [0]
Version (SNMP 2 3 2 1 2
version) [1]
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An X is placed next to the attributes you selected.

c. Select "(Done with selections)" using the up/down arrow key,
and press the Enter key.

The screen displays the attributes you selected and their default
value if any.

d. Press any key to continue.
The Confirm Change Menu is displayed.
e. Confirm the action by pressing the Enter key.

f. Press any key to continue, which returns you to the Add Device
Menu.

12 The SNMP attributes you specify for a device using this procedure
will override the default SNMP attributes specified in the associated
poller profile. Set the SNMP attributes as follows:

a. Select "Modify SNMP Device Attribute Value" using the up/down
arrow key, and press the Enter key.

The SNMP Attribute Change Template is displayed.

b. Select the attribute you want to change using the up/down arrow
key and change the value. When all values are correct, press
the Enter key.

The screen displays the attributes and their value.

c. Press any key to continue.
The Confirm Change Menu is displayed.
d. Confirm the action by pressing the Enter key.
e. Press any key to continue, which returns you to the Add Device

Menu.

f. Select "Done with configuration" using the up/down arrow key,
and press the Enter key, which returns you to the PM Poller
Configuration Menu.

If you Do
want to add another device step 8
do not want to add another step 13
device

13 Re-sync the poller as follows:

a. Select "Re-Sync the poller with new configuration" using the
up/down key, and press the Enter key.
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The Confirm Change Menu is displayed.
b. Confirm the action by pressing the Enter key.

c. Press any key to continue, which returns you to the PM Poller
Configuration Menu

14 Exit the PM poller configuration and the command line interface
as follows:

a. Select "Exit the Configuration Menu" using the up/down arrow
key, and press the Enter key.

b. Exit each menu level of the command line interface to eventually
return to the command prompt, by typing

select - x
and pressing the Enter key.
You have completed this procedure.

At any time you can view the configuration data for a profile or a
device. Refer to procedure "Viewing the Configuration Data for a
Profile or Device" (page 255) in this document.

—End—
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Configuring the SNMP Defaults for a Poller Profile
and Setting the Polling Interval

Application
Use this procedure to configure the default SNMP attributes in a selected
poller profile, and set the interval for the PM poller to collect data.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server that has the poller profile you want to configure

2 When prompted, enter your user ID and password.

3 Change to the root user by typing
$ su - root

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View

2 - Configuration
3 - Other

X - exit

select -
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6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
2 - Apache Proxy Configuration
3 - OAMP Application Configuration
4 - CORBA Configuration
5 - IP Configuration
6 - DNS Configuration
7 - Syslog Configuration
8 - Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

7 Enter the number next to the "snmp_poller" option in the menu.

The PM Poller Configuration Menu is displayed.

8 Select "Configure SNMP defaults for a profile" using the up/down
arrow key, and press the Enter key.

The Change Poller Profile Menu is displayed.

9 Select a profile using the up/down arrow key, and press the Enter key.

An X is placed next to the profile you selected.

10 Select "Accept this setting" using the up/down arrow key, and press
the Enter key.

The Modify Profile Defaults Menu is displayed.

11 Select "Select SNMP attributes to include as default attributes” using
the up/down arrow key, and press the Enter key.

The SNMP Profile Select SNMP Default Attributes Menu is displayed.

12 Select the attributes you want to include using the up/down arrow
key. Press the Enter key after each selection.
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Use the table provided in procedure " Setting up the PM Poller on
an SPFS-Based Server" (page 244) as a reference to determine the
required default SNMP attributes for the profile you are configuring.

An X is placed next to each attribute you select.

13 Select "Done with configuration” using the up/down arrow key, and
press the Enter key.

The screen displays the attributes you selected and their default
value if any.

14 Press any key to continue.

The Confirm Change Menu is displayed.
15 Confirm the action by pressing the Enter key.

16 Press any key to continue, which returns you to the Modify Profile
Defaults Menu.

If you Do

want to modify the default attribute  step 17
values

do not want to modify the default step 22
attribute values

17 Select "Modify SNMP default attribute values" using the up/down
arrow key, and press the Enter key.

The SNMP Attribute Change Template is displayed.

18 Select the attribute you want to change using the up/down arrow
key and change the value. When all values are correct, press the
Enter key.

The screen displays the attributes and their value.

19 Press any key to continue.

The Confirm Change Menu is displayed.
20 Confirm the action by pressing the Enter key.

21 Press any key to continue, which returns you to the Modify Profile
Defaults Menu.
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22 Use the following table to determine your next step.

If you Do

want to modify the polling interval step 23

do not want to modify the polling step 27
interval

23 Select "Modify polling interval" using the up/down arrow key, and
press the Enter key.

The Change Polling Interval Menu is displayed.

24 When prompted, enter the polling interval time (default is 30
minutes), and press the Enter key.

ATTENTION
Setting the polling interval time to a value less than 15 for a profile
with a large number of devices, will impact the required disk storage
requirements for CSV output files.

The Confirm Change Menu is displayed.
25 Confirm the action by pressing the Enter key.

26 Press any key to continue, which returns you to the Modify Profile
Defaults Menu.

27 Select "Done with configuration” using the up/down arrow key, and
press the Enter key, which returns you to the PM Poller Configuration
Menu.

28 Select "Re-sync the poller with new configuration" using the up/down
arrow key, and press the Enter key.

29 When prompted, confirm you want to proceed with restarting the
poller process by typing
Yy
and pressing the Enter key.

30 Select "Exit the Configuration Menu" using the up/down arrow key,
and press the Enter key.

31 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing

select - x

and pressing the Enter key.
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You have completed this procedure.

—End—
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Viewing the Configuration Data for a Profile or Device

Application
Use this procedure to view the configuration data for a specific PM poller
profile or device.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Telnet to the Sun server by typing
> telnet <server>
and pressing the Enter key.
where

server IS the IP address or host name of the Sun server that
has the PM poller profile you want to view

2 When prompted, enter your user ID and password.

3 Change to the root user by typing
$ su - root

and pressing the Enter key.
4 When prompted, enter the root password.

5 Access the PM poller directory by typing
# cd /opt/nortel/snmp-poller/bin
and pressing the Enter key.

6 Use the following table to determine your next step.
If you want to view the Do
configuration data for a
profile step 7
device step 8
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7 Display the configuration data for a profile by typing
# ./snmpp ctl -gprofile <profile name>
and pressing the Enter key.

where

profile name is one of the following:
GWC

MIB-2

UAS

SPFS

8 Display the configuration data for a device by typing
# ./snmpp ctl -gdevice <device name>
and pressing the Enter key.

where

device name is the name of the device

9 You have completed this procedure.

—End—
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Deleting a Device from a PM Poller Profile

Application
Use this procedure to delete a device from a PM poller profile.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Telnet to the Sun server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the Sun server that
has the PM poller profile from which you want to delete a device

2 When prompted, enter your user ID and password.

3 Change to the root user by typing
$ su - root

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the number next to the "Configuration” option in the menu.
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Example response
Configuration
1 - NTP Configuration
2 - Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

o J O Ul b W
I

7 Enter the number next to the "snmp_poller" option in the menu.

The PM Poller Configuration Menu is displayed.

8 Select "Delete a device from a selected profile" using the up/down
arrow key, and press the Enter key.

9 Enter the device name, and press the Enter key.

The Delete Device Menu is displayed.

10 Select the device profile using the up/down arrow key, and press
the Enter key.

An X is placed next to the device profile you selected.

11 Select "(Done with selections)" using the up/down arrow key, and
press the Enter key.

12 Press any key to continue.

The Confirm Change Menu is displayed.
13 Confirm the action by pressing the Enter key.

14 Press any key to continue, which returns you to the PM Poller
Configuration menu.
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15 Select "Exit the Configuration Menu" using the up/down arrow key;,
and press the Enter key.

16 Exit each menu level of the command line interface to eventually exit
the command line interface, by typing

select - x

and pressing the Enter key.

17 You have completed this procedure.

—End—
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Creating an OMPUSH Session

Application
Use this procedure to create an OMPUSH session using one of the following
two methods:

¢ "Create an OMPUSH session in menu mode" (page 260)

e "Create an OMPUSH session from the command line" (page 265)
You can create a maximum of six OMPUSH sessions.

Only one instance of the OMPUSH session configuration tool (ompush_cfg)
is supported at one time.

OMPUSH Session Interval

OMC files are generated either in 5 and 30 minute, or 15 minute intervals,
depending upon the configuration chosen. In order to send the right OMC
files at the right time, configure the OMPUSH interval in sync with the
OMC interval configuration. For example, if OMC is set to 5/30 and OMC
is enabled at 5:00, configure OMPUSH interval to start at 5:05:22 so that
the 5 minute file generated at 5:05 on the element manager is pushed
immediately at 5:05:22 by OMPUSH.

Want to Delete (WTD)
A new variable - Want to Delete (WTD) - is introduced in (I)SNO9U which is
used to enable the Delete After Transfer functionality. If enabled, the files
will be deleted from the MG9000 element manager. The default setting is to
have this functionality disabled (no).

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Create an OMPUSH session in menu mode
Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>

and pressing the Enter key.
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where

server is the IP address or host name of the SPFS-based
server on which you want to create the OMPUSH session

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit

W J 0 Ul b W
I
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Select -

7 Enter the number next to the "Succession Element Configuration”
option in the menu.

Example response:
Succession Element Configuration
1 - RADSVR Application Configuration

2 - S1IS Application Configuration

3 - CSMCLEANUP Application Configuration
4 - NPM Application Configuration

5 - SESM Application Configuration

6 - SAM21EM Application Configuration

7 - PSE Application Configuration

8 - DDMSProxy Application Configuration
9 - OMPUSH Application Configuration

10 - RESMON Application Configuration

X - exit

select -
8 Enter the number next to the "OMPUSH Application Configuration”

option in the menu.

Example response:

OMPUSH Application Configuration

1 - OMPUSH_cfg (OMPUSH configuration tool)
X - exit

select -

9 Enter the number next to the "OMPUSH_ cfg" option in the menu.

Example response:
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10

11

12

13

14

15

16

Type the number next to "Create a new OMPUSH session," or use
the up/down arrow key, then press the Enter key.

Example response:

Create an OMPUSH Session Menu

All Selecting Source of OMs Files

Type the number next to the desired source of OM files, or use the
up/down key, then press the Enter key.

An X is placed next to the source you selected.

Type the number next to "Accept this setting”, or use the up/down
arrow key, then press the Enter key.

When prompted, enter the name of the session, and press the Enter
key.

Use the following table to determine your next step.

If you Do
want to modify the default transfer

mode (FTP) step 15
do not want to modify the transfer step 16
mode

Type the number next to "SSH File Transfer Protocol (SFTP)", or use
the up/down arrow key, then press the Enter key.

An X is placed next to the transfer mode you selected.

Type the number next to "Accept this setting”, or use the up/down
arrow key, then press the Enter key.

Example response:
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17

18

19

OMPLS!

OWIN—arTou "

If the Delete After Transfer field is set to yes, the OM files from the
MG9000 element manager will be deleted after transferring the files
to the destination host. By default, Delete After Transfer is set to no.

Enter the session attributes as required, and press the Enter key
when finished.

Changing the session name at this point is not supported. If you
want to change the name, you need to delete this session and create
a new one under the desired name.

If the password has expired on the destination host, the password
needs to be updated in the OMPUSH session as well.

Example response:

Do you want to create OMPUSH
Please enter Yes or Ho. (y|n) y

Confirm you want to create this new session by typing

Y
and pressing the Enter key.

If you Do

want to create another session step 10

do not want to create another

. step 19
session

Type the number next to "Exit configuration tool", or use the up/down
arrow key, then press the Enter key.

You have completed this procedure.

—End—
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Create an OMPUSH session from the command line
Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server IS the IP address or host name of the SPFS-based
server where you want to create the OMPUSH session

2 When prompted, enter your user ID and password.

3 Create a new session by typing

$ ompush cfg -create <SessionName> <at-
tribute=value>

and pressing the Enter key.
where

SessionName is the name of the session you want to create
attribute=value are the following attributes:
host=destination host (hame or IP address)

user=FTP or SFTP user name

pwd=FTP or SFTP user password

src=source of OM files (MG9K or poller)

mode=transfer mode (FTP or SFTP)

port=FTP or SFTP service port (21 for FTP, or 22 for SFTP)
dir=upload directory for OM files on destination host (default is
login directory for the user)

interval=session interval (in minutes)

start=session start day and time (mm/dd/yyyy hh:mm:ss)
wtd=user wants to delete the OM files immediately after
FTP/ISFTP (yes/no)

Example

ompush cfg -create sample host=47.142.89.70
user=userl pwd=userlpsswd src=poller interval=20
wtd=no

—End—
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Activating or Deactivating an OMPUSH Session

Application
Use this procedure to activate or deactivate an OMPUSH session using
one of the following two methods:

« "Activate (deactivate) an OMPUSH session in menu mode" (page 266)
e "Activate (deactivate) an OMPUSH session from the command line"
(page 270)

By default, an OMPUSH session is activated when it is created.

ATTENTION
When a session is deactivated, the session will not transfer any OM files to its
destination host.

Only one instance of the OMPUSH session configuration tool (ompush_cfg)
is supported at one time.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Activate (deactivate) an OMPUSH session in menu mode
Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server isthe IP address or host name of the SPFS-based
server that has the OMPUSH session you want to activate or

deactivate
2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -
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and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the "Configuration" option number.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J 0 Ul b W

7 Enter the "Succession Element Configuration” option number.

Example response:
Succession Element Configuration

1 - RADSVR Application Configuration

2 - S1IS Application Configuration

3 - CSMCLEANUP Application Configuration

4 - NPM Application Configuration

T EEEEEEEEEEEEE——
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5 - SESM Application Configuration
6 - SAM21EM Application Configuration
7 - PSE Application Configuration
8 - DDMSProxy Application Configuration
9 - OMPUSH Application Configuration
10 - RESMON Application Configuration
X - exit
select -
8 Enter the "OMPUSH Application Configuration" option number.

Example response:

OMPUSH Application Configuration

1 - OMPUSH_cfg (OMPUSH configuration tool)
X - exit

select -

9 Enter the "OMPUSH_cfg" option humber.

Example response:

7)item-help qluit udp blegin elnd r)

10 Type the number next to "Activate/Deactivate an OMPUSH session",
or use the up/down arrow key, then press the Enter key.

Example response:
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ACtivate / Ueactivate an OMPUSH Session Menu

All session items are shown in the following format:

<Session Name> <Active/Inactive>
<TransMode>://<RemoteUser>@<Destination Host>

11 Type the number next to the session you want to activate or
deactivate, or use the up/down key, then press the Enter key.

An X is placed next to the session you selected.

12 Type the number next to "Accept this setting”, or use the up/down
arrow key, then press the Enter key.

13 Confirm you want to make the session Active or Inactive by typing

Y
and pressing the Enter key.

14 Use the following table to determine your next step

If you Do

want to activate or deactivate step 10
another session

do not want to activate or step 15
deactivate another session

15 Type the number next to "Exit configuration tool", or use the up/down
arrow key, then press the Enter key.

You have completed this procedure.

—End—
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Activate (deactivate) an OMPUSH session from the command line
Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server IS the IP address or host name of the SPFS-based
server that has the OMPUSH session you want to activate or

deactivate
2 When prompted, enter your user ID and password.
3 Use the following table to determine your next step.
If you want to Do
activate a session step 4
deactivate a session step 5
4 Activate a session by typing

$ ompush cfg -activate <SessionName>
and pressing the Enter key.
where

SessionName is the name of the session you want to activate

5 Deactivate a session by typing
$ ompush cfg -deactivate <SessionName>
and pressing the Enter key.
where
SessionName isthe name of the session you want to deactivate

You have completed this procedure.

—End—
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Modifying an OMPUSH Session

Application

Use this procedure to modify an OMPUSH session using one of the
following two methods:

¢ "Modify an OMPUSH session in menu mode" (page 271)
¢ "Modify an OMPUSH session from the command line" (page 275)

Only one instance of the OMPUSH session configuration tool (ompush_cfg)
is supported at one time.

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Modify an OMPUSH session in menu mode

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server IS the IP address or host name of the SPFS-based
server that has the OMPUSH session you want to modify

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
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Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the "Configuration" option number.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J o0 Ul b wN

7 Enter the "Succession Element Configuration" option humber.

Example response:
Succession Element Configuration
1 - RADSVR Application Configuration

2 - S1IS Application Configuration
3 - CSMCLEANUP Application Configuration
4 - NPM Application Configuration
5 - SESM Application Configuration
6 - SAM21EM Application Configuration
7 - PSE Application Configuration
8 - DDMSProxy Application Configuration
9 - OMPUSH Application Configuration
10 - RESMON Application Configuration
X - exit
select -
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8 Enter the "OMPUSH Application Configuration" option number.

Example response:

OMPUSH Application Configuration

1 - OMPUSH cfg (OMPUSH configuration tool)
X - exit

select -

9 Enter the "OMPUSH_cfg" option nhumber.

Example response:

10 Type the number next to "Modify an OMPUSH session", or use the
up/down arrow key, then press the Enter key.

Example response:

Modify an OMPUSH Session Menu

ion (Press "u’ to return main menu)
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I ——— e |

11

12

13

14

15

16

All session items are shown in the following format:

<Session Name> <Active/Inactive>
<TransMode>://<RemoteUser>@<Destination_Host>

Type the number next to the session you want to modify, or use the
up/down key, then press the Enter key.

An X is placed next to the session you selected.

Type the number next to "Accept this setting”, or use the up/down
arrow key, then press the Enter key.

Example response:

ModiTy an DMPUSH Session Menu

Select Transport Mode

Use the following table to determine your next step.

If you Do

want to modify the transfer mode step 14

do not want to modify the transfer ~ step 15
mode

Type the number next to the transfer mode you want to use, or use
the up/down key, then press the Enter key.

An X is placed next to the transfer mode you selected.

Type the number next to "Accept this setting”, or use the up/down
arrow key, then press the Enter key.

The OMPUSH session attributes are displayed.

Modify the session attributes as required, and press the Enter key
when finished.
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You can modify any of the attributes for a session except the session
name.

Example response:

Save your changes to OMPUSH session ‘Sample’?
Please enter Edit, Yes or No. (ey[n) l

17 Save your modifications by typing

Y
and pressing the Enter key.

If you Do
want to modify another session step 10
do not want to modify another step 18
session

18 Type the number next to "Exit configuration tool", or use the up/down
arrow key, then press the Enter key.

You have completed this procedure.

—End—

Modify an OMPUSH session from the command line
Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server that has the OMPUSH session you want to modify

2 When prompted, enter your user ID and password.

3 Modify a session by typing

$ ompush cfg -modify <SessionName>
<attribute=value>
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and pressing the Enter key.
where

SessionName is the name of the session you want to modify
attribute=value is any of the following attributes:

* host=destination host (name or IP address)

* user=FTP or SFTP user name

*  pwd=FTP or SFTP user password

e src=source of OM files (MGOK or poller)

¢ mode=transfer mode (FTP or SFTP)

e port=FTP or SFTP service port (21 for FTP, or 22 for SFTP)

» dir=upload directory for OM files on destination host (default
is login directory for the user)

* interval=session interval
* wtd=user wants to delete the OM files immediately after
FTP/SFTP (yes/no)

Example
ompush cfg -modify sample mode=ftp port=21
interval=20 wtd=no

You have completed this procedure

—End—
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Deleting an OMPUSH Session

Application

Use this procedure to delete an OMPUSH session using one of the following
two methods:

"Delete an OMPUSH session in menu mode" (page 277)

"Delete an OMPUSH session from the command line" (page 280)

Only one instance of the OMPUSH session configuration tool (ompush_cfg)
is supported at one time.

Prerequisites

None

Action

Perform the following steps to complete this procedure.

Delete an OMPUSH session in menu mode

Step Action

At your workstation

1

Log in to the server by typing

> telnet <server>

and pressing the Enter key.
where

server Iis the IP address or host name of the SPFS-based
server that has the OMPUSH session you want to delete

When prompted, enter your user ID and password.
Change to the root user by typing

$ su -

and pressing the Enter key.

When prompted, enter the root password.

Access the command line interface by typing

# cli

and pressing the Enter key.

Example response
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Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the "Configuration" option number.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J o0 Ul b wN

7 Enter the "Succession Element Configuration" option humber.

Example response:
Succession Element Configuration
1 - RADSVR Application Configuration

2 - S1IS Application Configuration
3 - CSMCLEANUP Application Configuration
4 - NPM Application Configuration
5 - SESM Application Configuration
6 - SAM21EM Application Configuration
7 - PSE Application Configuration
8 - DDMSProxy Application Configuration
9 - OMPUSH Application Configuration
10 - RESMON Application Configuration
X - exit
select -

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
('SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Deleting an OMPUSH Session 279

8 Enter the "OMPUSH Application Configuration" option number.

Example response:

OMPUSH Application Configuration

1 - OMPUSH cfg (OMPUSH configuration tool)
X - exit

select -

9 Enter the "OMPUSH_cfg" option nhumber.

Example response:

10 Type the number next to "Delete an OMPUSH session”, or use the
up/down arrow key, then press the Enter key.

Example response:

[elete an OMPUSH Session Menu

All session items are shown in the following format:

<Session Name> <Active/Inactive>
<TransMode>://<RemoteUser>@<Destination Host>
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T

11 Type the number next to the session you want to delete, or use the
up/down key, then press the Enter key.

An X is placed next to the session you selected.

12 Type the number next to "Accept this setting”, or use the up/down
arrow key, then press the Enter key.

Example response:

Do you want to DELETE OMPUSH sion '‘Sample’'?
Please enter Yes or Ho. (y|n

13 Confirm you want to delete the session by typing

Y
and pressing the Enter key.

ATTENTION

If the session is running, the system will not allow you to delete it.

14 Use the following table to determine your next step

If you Do
want to delete another session step 10
do not want to delete another step 15
session

15 Type the number next to "Exit configuration tool", or use the up/down
arrow key, then press the Enter key.

You have completed this procedure.

—End—

Delete an OMPUSH session from the command line

Step Action

At your workstation

1 Telnet to the Sun server by typing
> telnet <server>
and pressing the Enter key.

where
e —— e |
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server IS the IP address or host name of the Sun server that
has the OMPUSH session you want to delete

2 When prompted, enter your user ID and password.

3 Delete a session by typing

$ ompush cfg -delete <SessionName>
and pressing the Enter key.

where

SessionName is the name of the session you want to delete
You have completed this procedure.

—End—

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
(HSNO9U 20 October 2006

Copyright © 2006, Nortel Networks Nortel Networks Confidential



282 Canceling a running remote backup process

Querying OMPUSH Session Attributes

Application
Use this procedure to query the attributes of an OMPUSH session using
one of the following two methods:

¢ "Query OMPUSH session attributes in menu mode" (page 282)
*  "Query OMPUSH session attributes from the command line" (page 285)

Only one instance of the OMPUSH session configuration tool (ompush_cfg)
is supported at one time.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Query OMPUSH session attributes in menu mode
Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server that has the OMPUSH sessions you want to query

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
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Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
select -
6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration
13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session
16 - Location Configuration
17 - Cluster Configuration
18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit
Select -

W J o0 Ul b wN

7 Enter the number next to the "Succession Element Configuration”
option in the menu.

Example response:
Succession Element Configuration
1 - RADSVR Application Configuration

2 - S1IS Application Configuration
3 - CSMCLEANUP Application Configuration
4 - NPM Application Configuration
5 - SESM Application Configuration
6 - SAM21EM Application Configuration
7 - PSE Application Configuration
8 - DDMSProxy Application Configuration
9 - OMPUSH Application Configuration
10 - RESMON Application Configuration
X - exit
select -
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8 Enter the number next to the "OMPUSH Application Configuration”
option in the menu.

Example response:

OMPUSH Application Configuration

1 - OMPUSH cfg (OMPUSH configuration tool)
X - exit

select -

9 Enter the number next to the "OMPUSH_cfg" option in the menu.

Example response:

hlelp 7)item-help

10 Type the number next to "Query attributes of an OMPUSH session”,
or use the up/down arrow key, then press the Enter key.

Example response:

Query an OMPUSH Session Menu

‘U to return main menu)
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All session items are shown in the following format:

<Session Name> <Active/Inactive>
<TransMode>://<RemoteUser>@<Destination_Host>

11 Type the number next to the session you want to query, or use the
up/down key, then press the Enter key.

An X is placed next to the session you selected.

12 Type the number next to "Accept this setting”, or use the up/down
arrow key, then press the Enter key.

Example response:

d oy
Active State: Act

plant. To Delete: no
[Press Any Key to Continuesl

13 Press any key to return to the main menu.
If you Lo
war_1t to query another session’s step 10
attributes
do not want to query another step 14

session’s attributes

14 Type the number next to "Exit configuration tool", or use the up/down
arrow key, then press the Enter key.

You have completed this procedure.

—End—

Query OMPUSH session attributes from the command line
Step Action

At your workstation
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1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server that has the OMPUSH sessions you want to query

2 When prompted, enter your user ID and password.

3 Query an OMPUSH session by typing
$ ompush cfg -query <SessionName>
and pressing the Enter key.
where
SessionName is the name of the session you want to query

If you do not specify the session name, the system will display the
details for all existing sessions.

You have completed this procedure.

—End—

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
('SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Setting the CM CLLI on the TMM 287

Setting the CM CLLI on the TMM

Application
Use this procedure to set the CLLI of the Communication Server 2000 on
the Trunk Maintenance Manager (TMM) by setting the IP address of the
XA-Core manager (SDM/CBM), which automatically retrieves the associated
CM CLLI. If there are no communication problems with the Communication
Server 2000, the IP address of the XA-Core manager (SDM/CBM) and the
associated CM CLLI are automatically set during the TMM GUI startup.

Prerequisites
You need the IP address of the XA-Core manager (SDM/CBM).

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the TMM GUI. Refer to procedure "Launching CS 2000
Management Tools and NPM Client Applications" (page 292) in this
document, if required.

At the TMM GUI
2 Click the CM Clli link on the left side of the page.

Mainienance Action «

Maintenancs By Gateway
Name -
Maintenance By Camier«
Get TkCLLIs by GWW Name » NE m ‘s
Maintenance By Trunk CLLI -

D-Channel Maintenance - Trunk Maintenﬂl'lce M

ICOT Test-

\:"Perﬁes ™~
Chd CLLIE -

Auto-Refresh Rate »

0 Auto-Refrash -

¥ MNeed Confimmation -

On-line Help

H .
ome 4 I

& T T e
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3 Enter the IP address for the XA-Core manager (SDM/CBM), and
click Ok.

ATTENTION
The CM CLLI associated with the IP address of the XA-Core manager
(SDM/CBM) is automatically retrieved.

a Morbe| Metvrorks: Tronk Maimts nence Manager - Trunk CLLT Maimbens noe - Microsort X - I EI XI

Trunk Maintenance Manager

Properties

Currrent Settings SDM/CBMIP 47153132177
CM CLLI TMAMCICCOIN
Enter SDIICEM IP address:

|
Okl Cancel |

You have completed this procedure.

—End—
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Setting the TMM Auto-Refresh Value

Application
Use this procedure to set the value for the auto refresh rate.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the TMM GUI.

If required, refer to procedure "Launching CS 2000 Management
Tools and NPM Client Applications" (page 292).

At the TMM GUI

2 Click the Auto-Refresh Rate link on the left side of the window.

Properties &

Chi Clli =

3 Enter a new value and click Ok.

3 Nortel Networks: Trunk Maintanence Manager - Trunk CLLI = 1001

Trunk Maintenance Manager
Pruper_‘_ﬁes

Auto-Refresh Settings (Range, min S max B0):
Auto refresh every Im second(s)

% Cancel |

You have completed this procedure.

—End—
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Turning TMM Auto-Refresh On or Off

Application

Use this procedure to toggle auto-refresh.

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the TMM GUI. If required, refer to procedure "Launching CS
2000 Management Tools and NPM Client Applications" (page 292).

At the TMM GUI

2 Select the Auto-Refresh check box on the left side of the page.

Properties &

Ch Clli =
Aute-Refresh Rate»

I # uto-Refresh =

You have completed this procedure.

—End—
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Setting the TMM Confirmation for the Busy Command

Application
Use this procedure to turn confirmation for the busy command on or off.
When turned on, the user will be prompted to confirm the busy command
when attempting to busy an entire posted set of trunks.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the TMM GUI. If required, refer to procedure "Launching CS
2000 Management Tools and NPM Client Applications" (page 292).

At the TMM GUI

2 Check the Need Confirmation checkbox.

. NEORTEL
Maintenance By Carigr
ot oo s NETWORKS
Maintenance By Trunk CLLI -

sammtssnss |- Trunk Maintenance Manager

ICOT Test-

Properties «

QM QL | -
.Qg!g-ﬁ‘ll’il\ R"l .
I Auto-Refresh -

2 Need Confirmation -

. | o

You have completed this procedure.

—End—

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
(HSNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



292 Canceling a running remote backup process

Launching CS 2000 Management Tools and NPM
Client Applications

Application

Use this procedure to launch any one of the following client applications:

Trunk Maintenance Manager (TMM)
CS2000 Management Tools (CMT)
Line Maintenance Manager (LMM)
SAM21 Element Manager (SAM21 EM)
Batch Configuration Monitor (BCM)
Network Patch Manager (NPM)

ATTENTION
This only applies when the NPM is installed and enabled on the same
SPFS-based server as CS 2000 Management Tools.

The NPM also has its own command line user interface (CLUI). Refer to
procedure "Accessing the network patch manager CLUI" (page 303).

This procedure provides the following four methods to launch a CS 2000
Management Tools client application:

1.

4.

"Launch applications from a web browser" (page 294).

ATTENTION

You must use method one to launch an application for the first time.

You cannot use launch methods two through four to launch the Trunk
Maintenance Manager (TMM) or the Batch Configuration Monitor.

"Launch applications from the JWS Application Manager" (page 296).

“Launch applications from a desktop icon or Start menu (Windows
only)" (page 298)

"Launch specific applications using a URL" (page 300).

You can also launch applications from the Integrated Element Management
System (IEMS) when the IEMS is present in the office. Refer to document
IEMS Basics (NN10329-111).
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Prerequisites

* Ensure the client workstation meets the minimum requirements. Refer to
section "Client workstation requirements" under "CS 2000 Management
Tools" in the Basics document for your solution.

* Make sure the client workstation meets the minimum requirements.

CAUTION

If you have an ATl Radeon 7000 series graphics card installed on
your desktop computer, or an ATI Mobility graphics chip installed

in your laptop computer, you can experience the "blue screen of

death" in your Windows environment. You can obtain information
on this issue at the following website:

http://developer.java.sun.com/developer/bugPa-
rade/bugs/4713003.html

A workaround for this issue is to download the latest ATI graphics
driver from the following web site:

http://mirror.ati.com/support/driver.html

Contact your IT support team if you need assistance.

You need the IP address or host name of the SPFS-based server where
the CS 2000 Management Tools are installed, and a valid user name and
password to launch an application.

ATTENTION
Users of the CS 2000 Management Tools client applications must belong to the
primary user group "succssn" for login access, and to one or more secondary
user groups, which specify the operations a user is authorized to perform. If
required, refer to procedure "Setting up local user accounts on an SPFS-based
server" in ATM/IP Security and Administration (NN10402-600)

You must have JavaTM 2 Runtime Environment (JRE) version 1.4.2_08 and
JavaTM Web Start (JWS) version 1.4.2_08 installed to launch the following
applications:

* CS 2000 Management Tools
e Line Maintenance Manager
e (CS 2000 SAM21 Manager

* Network Patch Manager

Action
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Launch applications from a web browser
Step Action

At your workstation

1 Launch your web browser.

2 In the Address field, enter the name or IP address of the SPFS-based
server where the CS 2000 Management Tools are installed.

The Application Launch Point page appears.

i o140 ENLRRE Rogib b - O 1Bsulh ITesiek Ergbores (wirehied by HE Oipeansgrhl = L
Be BE gea Ppame lnk o e @

[ bt ER =

¥1-2- a2+ e vt | 3 S = I < 5 P = @ rivebe < Tl 3]

NECRTEL
NETWORKS"

2l

Application Launch Point

Web based applcations available on this server requirg ihet dava ™ 2 Runtime Erviranment version 1.4.2_ 08 and Jeava ™ Web
= & ert2ysten Jeve ™ Instailanion packaes and Instuctions can be faund inthe

Please Click here to start Appication Lmenche

|
] [T e vt £

3 Use the following table to determine your next step.

you have JRE 1.4.2 08 and JWS  step 9
1.4.2_08 installed

you do not have JRE 1.4.2_08 step 4
and JWS 1.4.2_08 installed

you do not know which version of  step 4
JRE and JWS you have

4 Click Client Software Install Guide and follow the instructions
under How to check version to verify your client setup.

you have JRE 1.4.2 08 and JWS  step 8
1.4.2_08 installed

you do not have JRE 1.4.2_08 step 5
and JWS 1.4.2_08 installed
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5 Click Java 2 Runtime Environment Install Guide under Microsoft
Windows or Sun Solaris for system requirements and installation
instructions.

6 Once you have read through the Java 2 Runtime Environment Install
Guide, click Back to return to the Client Software Installation page.
7 Click Java 2 Runtime Environment Software Download under
Microsoft Windows or Sun Solaris to download and install the
software.
ATTENTION
You must have administrative privileges to install the software on the
workstation.
8 Click Back to return to the Application Launch Point.
9 Click Application Launcher.
The Login window appears.
X
NERTEL
NETWORKS™
Login Name:
Passwaord:
Status:
|| Log In || Cancel || Help ||

10 Enter your user name and password, then click Log In.
The Application Launch Point, similar to following, appears.

Carrier VolP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
()SNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



296 Canceling a running remote backup process

<= Application Launch Point - 47.142.117.20 (CM CLLI: RLGHNCPRSME) o ] [

NCORTEL
NETWORKS’

Application Launch Point

Weh based applications available on this server { 47.142.117.20 )

[applet running... |

11 Click the link for the application you want to launch.

If you delay clicking an application link by 5 minutes or more after
you log in, the login window will appear requiring you to log in again.

The interface for the application you launched, is displayed.

12 You have completed this procedure. If applicable, return to the high
level task or procedure that directed you to this procedure.

—End—

Launch applications from the JWS Application Manager
Step Action

At your workstation

1 Launch the Java Web Start Application Manager.
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— Java Web Start Application Manager _ -0l x|

_Eile _uJ__;_pIication _’_i_ﬂgw l-_pglp

Location: | |ﬂ
Applications: Downloaded Applications

Q Application Launch ... Q Application Launch ... ,?f:

Q Application Launch ... Q Application Launch ...

Less Detail 4 Start )

Application Launch Point ...
Made By:  Nortel Networks, Inc.

Home Page: H
Description: Nortel Launcher

2 If you do not see the downloaded applications as shown in
the previous figure, then on the View menu click Downloaded
Applications. Otherwise, skip to the next step.

3 Double-click the Application Launch Point you want to access, or
select the Application Launch Point and click Start.

The Login window appears.

x

NEQRTEL
NETWORKS"

Login Name:
Passwaord:

Status:

|| Log In || Cancel || Help ||

4 Enter your user name and password, then click Log In. The
Application Launch Point, similar to following, appears.
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< Application Launch Point - 47.142.117.20 {(CM CLLT: RLGHNCPRSME) o ] [

NCORTEL
NETWORKS’

Application Launch Point

Weh based applications available on this server { 47.142.117.20 )

[applet running...

5 Click the link for the application you want to launch.
The interface for the application you launched, is displayed.

6 You have completed this procedure. If applicable, return to the high
level task or procedure that directed you to this procedure.

ATTENTION
You can use this method to launch the CS2000 Management Tools,
Line Maintenance Manager (LMM), Network Patch Manager (NPM),
and CS2000 SAM21 Manager client applications, but not the Trunk
Maintenance Manager (TMM) or Batch Configuration Monitor.

—End—

Launch applications from a desktop icon or Start menu (Windows only)

Step Action

At your workstation
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R e ____________________}

1 Use the following table to determine your next step.

If you want to launch an application from Do

... a desktop icon step 2
... the Start menu step 4
2 To launch a CS 2000 Management Tools client application from

a desktop icon, locate the short-cut icon on your desktop, and
double-click it to start the application.

ATTENTION
For short-cut icons to be present on your desktop, you must have the
correct settings under the Shortcut Options tab. Access the Shortcut
Options tab through File->Preferences in the JWS Application Manager.

pRa [orkel Launcher

The Login window appears.
3 Proceed to step 5.

4 To launch a CS 2000 Management Tools client application from
the Start menu, click Start->Programs, then click the CS 2000
Management Tools client application you want to launch.

@7 RealPlayer Enterprise
E Programs

r_i—l Favarites

‘.ﬁ Diocuments

_% Settings

@ Search

@ Help

ﬂ Rur...

@ Shut Dawn, ..

I;mStart |J o -GN »“

Application Launch Point - rskgy 1zu, us,nortel.com

- v v v BRI

The Login window appears.
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5 Enter your user name and password, then click Log In.

The Application Launch Point, similar to following, appears.

<= Application Launch Point - 47.142.117.20 (CM CLLI: RLGHNCPRSM; - |E||5|

NCORTEL
NETWORKS'

Application Launch Point

Weh based applications available on this server { 47.142.117.20 )

[applet running...

6 Click the link for the application you want to launch.

The interface for the application you launched, is displayed.

7 You have completed this procedure. If applicable, return to the high
level task or procedure that directed you to this procedure.

ATTENTION
You can use this method to launch the CS2000 Management Tools,
Line Maintenance Manager (LMM), Network Patch Manager (NPM),
and CS2000 SAM21 Manager client applications, but not the Trunk
Maintenance Manager (TMM) or Batch Configuration Monitor.

You must have Java™ 2 Runtime Environment (JRE) version 1.4.2_08
and Java™ Web Start (JWS) version 1.4.2_08 installed to launch the
applications. If this is the first time you are launching an application, use
the first method provided in the "Launch applications from a web browser"
(page 294) procedure.

—End—

Launch specific applications using a URL
Step Action

At your workstation
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1 Launch your web browser.
2 In the Address field, enter one of the following URLs for the
application you want to launch:
Application URL
CS2000 Managem http://<host>:8080/launch/serviet/Launch?app=sesm
ent Tools
Line Maintenance http://<host>:8080/launch/servilet/Launch?app=Imm
Manager
CS2000 SAM21 http://<host>:8080/launch/servlet/Launch?app=sam2lem
Manager
Network Patch http://<host>:8080/launch/servlet/Launch?app=npm
Manager
where

host is the host name or IP address of the SPFS-based server
where the application resides

The Login window appears.
B

NLRTEL
NETWORKS"

Login Name:
Passwaord:

Status:

|| Log In || Cancel || Help ||

3 Enter your user name and password, then click Log In.

The interface for the application you launched, is displayed.

4 You have completed this procedure. If applicable, return to the high
level task or procedure that directed you to this procedure.

—End—
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Additional information
The GUI-based client applications (CS2000 Management Tools, Line
Maintenance Manager, Network Patch Manager, and SAM21 Manager)
connect to their corresponding server-side application through a Socks

proxy.

The Trunk Maintenance Manager (TMM) and Batch Configuration Monitor
do not use a Socks proxy.

When you launch a client application that connects through a Socks proxy,
you can receive an error message indicating that the Socks connection to
the server has failed, the server is down and needs to be rebooted. Once
the server has rebooted, you can relaunch the client application.
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Accessing the network patch manager CLUI

Application

Use this procedure to access the Network Patch Manager (NPM) command
line user interface (CLUI).

You can also access the NPM CLUI from the Integrated Element
Management System (IEMS) when the IEMS is present in the office. Refer
to IEMS Basics, NN10329-111.

The Network Patch Manager also has a graphical user interface (GUI).
Refer to procedure" Launching CS 2000 Management Tools and NPM Client
Applications” (page 292) .

Prerequisites

Action

You must have a valid user ID and password to access the NPM interface.
In addition, you must be assigned to user group emsadm to perform
patching activities using the NPM. If required, refer to procedure “Setting
up local user accounts on an SPFS-based server” in ATM/IP Security and
Administration, NN10402-600.

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Establish a login session to the server, using one of the following
methods:
If using Do
telnet (unsecure) step 2
ssh (secure) step 3
2 Log in to the server using telnet (unsecure) as follows:

a. Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server s the IP address or host name of the SPFS-based
server
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b. When prompted, enter your user ID and password.

Proceed to step 4.

3 Log in using ssh (secure) as follows:
a. Log in to the server by typing
> ssh -1 <userID> <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server

If this is the first time you are logging in using ssh, the system
will request that you confirm to continue connecting. Enter yes
at the prompt.

b. When prompted, enter your password.

4 Start the NPM CLUI by typing
$ npm
and pressing the Enter key.
5 When prompted, enter your user ID and password.

Example response:

Entering shell mode: Enter npm’ commands, help or quit
to exit.

npm>

6 You have completed this procedure. If applicable, return to the high
level task or procedure that directed you to this procedure.

—End—
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Clearing the JWS Cache on a Client Workstation

Application

Use this procedure to clear the Java™ Web Start (JWS) cache on a client

workstation.

The JWS cache on a client workstation needs to be cleared after an HTTPS
certificate is installed on an existing Sun server that was not previously
using a certificate. Clearing the cache allows you to properly launch the CS
2000 Management Tools client applications from your workstation.

Prerequisites

Action

None

Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Access the Java Web Start Application Manager.

<= Java Web Start Application Manager
File Application View Help

~=al x|

Location: ||

|v|

Applications: Downloaded Applications

Q Application Launch ... Q Application Launch ...

Q Application Launch ... Q Application Launch ...

Y

-

Less Detail &

Application Launch Point ...
Made By:  Hortel Networks, Inc.
Home Page: o
Description: Morel Launcher

Q@ a

| @

2 Click File->Preferences to access the Preferences window.
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= Java Web Start Application Manager
File | Application View Help

Preferences

Exit

ied Applications

‘ Q Application Launch P... Q Applin

3 Click the Advanced tab to access the Advanced window.

= Java Web Start - Preferences ll

|/General rShurtcuts rJa\ra Advanced , | Root Certificates |

rAdvanced Options

rOutput Opti

[Z] Loy Output

Log File Name

[C] Show Java Console

Applications Folder:

rapplications Folder Options:

Current Size (in KBytes) 506 Clear Folder

|D:1Pr0ﬂ|es‘tHEBERT1 \javawsicache |

[ ok || meset || cancer |

4 Click Clear Folder to clear the cache.

Clear Folder ‘

[ ok || Reset

|| Cancel |‘

5 Click Yes to confirm you want to clear the cache (remove all
downloaded resources).

Clear Applications Folder

( This will remove all downloaded

FesSOUrces.

"‘: Any further launches will require
the resources to be downloaded

again.

Are you sure you want to do this?

Yes No
6 Click OK to close the Preferences window.
7 Exit the Java Web Start Application Manager.
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You have completed this procedure.

—End—
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ATM/IP Solutions Client Configuration

This document describes the requirements for the Client PC that must
be met to correctly run the client applications for ATM and IP solutions.
It also provides procedures for installing, configuring, and validating the
applications.

Client PC requirements
This section lists the platform and browser requirements for client
workstations.

Note: Nortel recommends the use of Nortel-verified browser and
operating system combinations. Use of other versions are not
supported. Any compatibility issues will not be resolved using standard
Nortel support processes.

Access to some functions of the CS 2000 Management Tools requires the
use of SSH-compatible client software for access to secure telnet and ftp
services through the SSH standards. SSH clients are supplied bundled with
some operating systems, but may need to be obtained separately. Following
are some sources for SSH clients:

« PUTTY - freeware

e OpenSSH - freeware

e SSH Inc.- commercial

e Secure CRT- commercial
*  WInSCP - freeware

Note: Nortel Networks does not supply or recommend a particular
supplier.

Minimum hardware
The minimum hardware for Windows clients is as follows:

* Monitor size: 19 in.

* Resolution: 1280x1024 with 256 colors

* Hard disk space: 10GB (500MB free space for all clients per switch)
e Processor: Pentium Ill 1.4GHz or higher

*  RAM requirements: 1GB

* Network: 10/100Base-T Ethernet network connection
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Note: PCs configured with dual Network Interface Cards (NICs) are not
supported. The client may be configured only with a single NIC.

Platform
Table "Client workstation platforms" (page 309) lists the workstation platform
and operating system for each client application.

Client workstation platforms

Application Invocation Platform Operating System
IEMS (JWS mode) Browser (JWS) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
IEMS (HTTP mode) Browser (HTML) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
CS 2000 Core Mgr Desktop Sun Solaris 2.7, 2.8, 2.9 to current
Clients
¢ ATA
« ETA
e SFT
CS 2000 Core Mgr/ Telnet/SSH PC Windows 2000, XP, 2003 to
CBM Clients current
e Telnet Sun Solaris 2.7, 2.8, 2.9 to current
e SSH
CS 2000 SAM21 Mgr Browser (JWS) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
CS 2000 Mgmt Tools Browser (HTML) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
CS 2000 GWC Mgr Browser (JWS) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
UAS Mgr Browser (JWS) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
LMM Browser (JWS) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
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e

Application Invocation Platform Operating System
Nodes Provisioning Browser (JWS) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
NPM Browser (JWS) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
NPM CLUI Telnet/SSH login PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
MG 9000 Mgr «  Browser (JWS) PC Windows 2000, XP, 2003 to
install current
»  Desktop runtime Sun Solaris 2.7, 2.8, 2.9 to current
MG 9000 LCI Browser PC Windows 2000, XP, 2003 to
current
Trunk Provisioning Telnet/SSH Login PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
Line Provisioning Telnet/SSH Login PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
Nodes Provisioning Telnet/SSH Login PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
USP Mgr (clients Desktop (Citrix PC Windows 2000, XP, 2003 to
outside CO) Metaframe 1.8) current
Sun Solaris 2.7, 2.8, 2.9 to current
APS Mgr Browser PC Windows 2000, XP, 2003 to
current
STORM Mgr Browser (Proxy) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
Call Agent Mgr Telnet (Proxy) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current
MDM/MDP Desktop (X.11) Sun Solaris 2.7, 2.8, 2.9 to current
(supported)
MDM/MDP Desktop (Exceed) PC Windows 2000, XP, 2003 to
(unsupported) current
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Application Invocation Platform Operating System
Device Manager Desktop (Java) PC Windows 2000, XP, 2003 to
current
Sun Solaris 2.7, 2.8, 2.9 to current

Web browser
Table "Web browser" (page 311) lists required web browser for each client
application that uses a browser.

Web browser

Application

Invocation

Browser

CS 2000 Mgmt
Tools

Browser (HTML)

Microsoft Internet Explorer 6 SP1 to current

Netscape 6.2 to current

CS 2000 GWC Browser (JWS) Microsoft Internet Explorer 6 SP1 to current

Mgr Netscape 6.2 to current

UAS Mgr Browser (JWS) Microsoft Internet Explorer 6 SP1 to current
Netscape 6.2 to current

LMM Browser (JWS) Microsoft Internet Explorer 6 SP1 to current

Netscape 6.2 to current

Nodes Provisioni
ng

Browser (JWS)

Microsoft Internet Explorer 6 SP1 to current

Netscape 6.2 to current

NPM Browser (JWS) Microsoft Internet Explorer 6 SP1 to current
Netscape 6.2 to current

NPM CLUI Telnet/SSH login Microsoft Internet Explorer 6 SP1 to current
Netscape 6.2 to current

MG 9000 LCI Browser Netscape 4.7 only

APS Mgr Browser Microsoft Internet Explorer 6 SP1 to current
Netscape 6.2 to current

STORM Mgr Browser (Proxy) Microsoft Internet Explorer 6 SP1 to current

Netscape 6.2 to current

Note: Nortel supports all versions of browser software officially supported by the browser vendor.
Microsoft does not support Internet Explorer on a Solaris client.
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Client applicability

The following table shows which clients apply to each NA solution.

Client to solution mapping for NA solutions

Client IAC/W PT-AAL1 PT-IP UA-AAL1 UA-IP
CS 2000 Manageme X X X X
nt Tools

CS 2000 GWC X X X X
Manager

UAS Manager X X X X
CS 2000 SAM21 X X X X
Manager

Line Maintenance X X
Manager (LMM)

Trunk Maintenance X X X
Manager (TMM)

Network Patch X X X X
Manager (NPM)

Media Gateway 9000 X X
Manager

Universal Signaling X X X X
Point Manager

Nortel Networks X X X X X
Device Manager

MDM X X X X X

The following table shows which clients apply to each Intl solution.

Client to solution mapping for Intl solutions

Client Intl IAC Intl IAW Intl PT-IP/PTAAL2 Intl UA-IP
CS 2000 X X X X
Management

Tools

CS 2000 GWC X X X X
Manager

UAS Manager X X X X
CS 2000 SAM21 X X X X
Manager

Line Maintena X X X X
nce Manager

(LMM)
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Client Intl IAC Intl IAW Intl PT-IP/PTAAL2 Intl UA-IP
Trunk Mainten X X X X
ance Manager

(TMM)

Network Patch X X X X
Manager (NPM)

Media Gateway X
9000 Manager

Universal X X X X
Signaling Point

Manager

Nortel Networks X X X X
Device Manager

MDM X X X X

Client procedures
This section provides an overview of configuration information for all of the
clients of the managers provided for the ATM/IP solutions. This information
relates to installing and validating that the client installation was successful.
The following procedures are provided:

Note: CS 2000 Management Tools includes the CS 2000 GWC
Manager and the UAS Manager.

Client procedures

Component Procedure (s)

INSTALLATION

CS 2000 ""Installing Java Web Start" (page 315)"
Management Tools

CS 2000 SAM21 "Installing Java Web Start" (page 315)"
Manager

Line Maintenance ""Installing Java Web Start" (page 315)"
Manager

Trunk Maintenance | "Installing Java Web Start" (page 315)"
Manager

Network Patch ""Installing Java Web Start" (page 315)"
Manager

Media Gateway ""Installing Java Web Start" (page 315)"

9000 Manager

Universal Signaling | "Installing the USP Manager" (page 319)
Point Manager
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Component

Procedure (s)

Nortel Networks
Device Manager

"Installing the Device Manager software" (page 321)

CONFIGURATION

Universal Signaling
Point Manager

"Configuring the USP Manager" (page 323)

Nortel Networks
Device Manager

"Configuring the Passport 8600Ethernet Routing Switch 8600 Device
Manager" (page 325)

All components

"Organizing the Clients on Multiple Switches" (page 329)

VALIDATION

CS 2000
Management Tools

"Validating an Installation of the CS 2000 Management Tools" (page 337)

CS 2000 SAM21
Manager

"Validating an Installation of the CS 2000 SAM21 Manager" (page 345)

Line Maintenance
Manager

"Validating an installation of the LMM" (page 378)

Trunk Maintenance
Manager

"Validating an Installation of the TMM" (page 403)

Network Patch
Manager

"Validating an Installation of the Network Patch Manager" (page 350)

Media Gateway
9000 Manager

"Validating an installation of the MG 9000 Manager" (page 356)

Universal Signaling
Point Manager

"Validating an Installation of the Universal Signaling Point Manager" (page
361)

Nortel Networks
Device Manager

"Validating an Installation of the Device Manager" (page 372)
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Installing Java Web Start

Application

The following applications require Java 2 Runtime Environment (version
1.4.2_08) and Java Web Start (version 1.4.2_08) for their web based
applications:

Prerequisites

Action

CS 2000 Management Tools
Line Maintenance Manager
Trunk Maintenance Manager
CS 2000 SAM21 Manager
Network Patch Manager
Batch Configuration Monitor
MG 9000 Manager

Ensure the client workstation meets the minimum requirements. Refer
to section "Client workstation requirements” in IP Solutions Basics
(NN10300-100) for more information.

You need the IP address or host name of the server where the CS 2000
Management Tools or MG 9000 Manager software is installed.

You must have administrative privileges to install the software on the
workstation.

Step Action

At your workstation

1
2

Launch your web browser.

Access the server where the CS 2000 Management Tools or the MG
9000 Manager software is installed by typing

shttp:// <host>
where

<host> is the name or IP address of the server where the CS
2000 Management Tools software is installed

The "Application Launch Point" page appears.
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Application Launch Point

& (B Loed vt wrat
3 Click Client Software Install Guide, and read the instructions under
"How to Check Version".

If Do
you have JRE 1.4.2 08 and JWS  you have completed this
1.4.2_08 installed procedure
you do not have JRE 1.4.2_08 Step 4
and JWS 1.4.2_08 installed

4 Click Java 2 Runtime Environment Install Guide under "Microsoft

Windows" or "Sun Solaris" for system requirements and installation

instructions.

5 Once you have read through the "Java 2 Runtime Environment
Install Guide", click the Back button to return to the "Client Software

Installation" page.

6 Click Java 2 Runtime Environment Software Download under
"Microsoft Windows" or "Sun Solaris" to download and install the

software.

workstation.

ATTENTION

You must have administrative privileges to install the software on the

7 Either save the executable file to your computer and run it, or run it

from its current location.
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File Download x|

Some files can harm your computer. [F the file information belovs
looks suspicious, or you do not fully trust the source, do not open or
zave this file.

@ Thiz type of file could harm your computer if it containg

wiould you like to open the file or zave it to your computer?

File name: ..._4 2 08-windows-586-p.exe
File type:  Application

Frorm: wiOsOk

malicious code.

Open | Save I Cancel Mare Infa

¥ &lways ask before opering this bpe of file

8 Read the terms of the license agreement. If you agree to terms,
click Yes.

i Java * Runtinee Environment, SE v1.4.2_08 - Licenme x|

License Agreement E
Heass read the Folowing Icenss agreement cansfully

JAVAT 2 RUNTIME ENVIRONMENT (TZRE),
STANDARD EDITION, VERSION 1.4.2 X

ST WICEROSYETEMS, INC. ST I2 WILLING TO LICENSE
SOFTHARE TVENTIFTED BELOW TS FOTT OHLY TR = |

™ 1 amoept the terms Inthe lcanse agreament

Sun Microsystems, Inc. f]
Binary Code License Agreement

for the

il

Cestalshied

T

s

ATTENTION

You must click Yes to complete the installation.

9 Select a Setup Type for the installation, then click Next to complete
the installation.

i'-;‘ Java 2 Runtime Environment, SE ¥1.4.2_08 - Setup Type

Setup Type

Choose the setup bype that besk suits your needs,

Please select a setup type.

All recommended features will be installed.

" Custom

iH

Specify the installation directory and choose which program features
toinstall, You can change your choice of Features after installation
by using the Add{Remove Programs utility in the Contral Panel,
Recommended for advanced users.

InistallShield

< Back I Mext = I

Cancel
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10 You have completed this procedure.

—End—
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Installing the USP Manager

Application

You must install Windows client software on each remote Windows
workstation before you can use the remote reach-through feature. For
details refer to the Administrator’s Guide, Citrix ICA Win32 Client, Version
4.21 or Administrator’'s Guide, Citrix ICA Win16 Client, Version 4.21.

NTST30CA servers support five terminal server licenses for remote
Windows workstations.

NTST30DA servers support five terminal server licenses for remote
Windows workstations and five Citrix licenses for remote Windows or UNIX
workstations. Nortel recommends using the terminal server licenses for
remote Windows workstations, reserving the Citrix licenses for remote UNIX
workstations. If you need more than five terminal server licenses for remote
Windows workstations, use the Citrix licenses.

Prerequisites

Action

* None

Installing the USP Manager client

Step Action
At the OAMP Workstation

1 Insert Diskette 1 from the set of Windows client software diskettes
into the disk drive of your remote Windows workstation.

2 Run the setup.exe file on the diskette.
3 Follow the on-screen instructions to install the Windows client
software.
4 You have completed this procedure.
—End—
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Installing the Passport 8600 Device Manager

Application

The Device Manager software is provided on the Passport 8000 Switch
Series Software Release 3.3 CD as a self-extracting executable file. This
section provides instructions to install the Device Manager software in a
Windows™ or UNIX™ environment.

ATTENTION
If you have other Passport 8000 Series devices in your network and are running
earlier versions of Device Manager software, you must install Device Manager
version 5.8.2.1 in order to access Passport 8000 Series switches running switch
software version 3.7.2.2 .

Prerequisites

The minimum system requirements for installing Device Manager on a
Windows™ workstation are:

e 400 MHz or higher Pentium Processor

e 128 MB DRAM

e 100 MB space on hard drive

The minimum system requirements for installing Device Manager on a UNIX
platform are:

e SPARC workstation running the Sun OS 5.6/Solaris 2.6 (or higher)
Operating System with 128 MB DRAM (preferred 256 MB DRAM) and
100 MB available on the hard disk

or

e HP workstation running the HP/UX 11.0 (or higher) Operating System
with 256 MB DRAM and 100 MB available on the hard disk

or

* AlIX workstation running the AlX 4.3.3.10 (or higher) Operating System
with 256 MB DRAM and 100 MB available on the hard disk

Before you install the Device Manager software, you must have the Java
Runtime Environment (JRE) version 1.4.2_08 or higher installed. After the
JRE is installed, you can upgrade your system to later versions of Device
Manager without installing the JRE again.
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Action

Install the Device Manager software

Step Action
At the Workstation

1 Insert the Passport 8000 Software CD into your CD-ROM drive.

2 From the Windows Start menu, choose Run.

The Run dialog box opens.

3 Use Browse to navigate to the drive where the CD-ROM is located.
4 On the CD-ROM drive, locate the \Windows\Device Manager
subdirectory.
5 Determine if you need to install the JRE.
If you have ... Do
.. already performed the step 7

"Installing Java Web Start" (page
315) procedure

... hot performed the "Installing step 6
Java Web Start" (page 315)
procedure

6 Install the JRE by performing the following steps:

ATTENTION
If you have already performed the "Installing Java Web Start" (page 315)
procedure, skip this step.

a. Double-click the current JRE installation file.

b. Follow the instructions appearing on the screen to complete the
JRE installation.

CAUTION

To ensure that the you have the newest shortcuts, properly
uninstall your previous software version before installing
the newest software. Ensure that the shortcut to the
previous version has been removed. Accessing Device
Manager with an old shortcut results in a loss of software
functionality.
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e

Prior to upgrading Device Manager, either uninstall your previous
version of the Device Manager software, or install the new software
to a different directory. (You can have multiple versions of Device
Manager stored on your PC provided they are stored in separate
directories.)

If you uninstall your previous version of Device Manager, but want to
retain your list of IP addresses (Device > OpenlLast), save the dm.ini
file to a different location prior to uninstalling Device Manager. Once
you have installed the new version of Device Manager, copy the
saved dm.ini file into the directory.

8 Install Device Manager by performing the following steps:

a. Double-click the jdm_5xxx.exe file.

ATTENTION
To install Device Manager for Windows, you must specify the
destination directory folder as jdm on a drive. For example, if you
specify d:\jJdm, jdm is a directory folder on the D drive, and the
software will be installed in the directory folder jdm. The d: drive is
used as an example. Change the drive ID as needed.

b. Follow the instructions appearing on the screen to complete the
installation.

9 You have completed this procedure.

—End—
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Configuring the USP Manager

Application
This procedure demonstrates how to configurethe USP Manager after you
have installed it. You must perform this procedure before launching the
USP Manager.

Prerequisites

¢ None

Action

Configuring the USP Manager client
Step Action

At the client workstation

1
If you are connecting to an Do
NTST30CA server step 2
NTST30DA server step 10
2 After the client software has been installed on your remote
workstation you need to configure the workstation. Start the
Client Connection Manager (Start->Programs->Terminal Service
Client->Client Connection Manager). Select File-> New Connection.
3 Enter a name for your connection.
4 Enter the name or IP address of your alternate boot server.
5 Configure your remote workstation for Automatic Logon if you want
this feature.
6 Select the screen options for your remote workstation from the
Screen Option dialog box.
7 Accept all system default values by clicking Next, until the
configuration procedure in completed.
8 Launch the session by selecting Start on your workstation.

From there, select Programs -> Terminal Services Client -> new
connection name.
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Note: Select the new connection name of the ICA client that you
re-named prior to this procedure.

9 Go to step 14.

10 After you install the client software you will see a Citrix Program
Neighborhood icon on your desktop. Double click the icon. Select
Add ICA Connection.

11 After you have created a connection you will see an icon for the new
connection in Citrix Program Neighborhood - ICA Connections.

12 After you have finished configuring the new connection icon, double
click on it to connect your remote Windows workstation to your
alternate boot server and run the selected application.

13 Go to step 14.

14 You have completed this procedure.

—End—
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Configuring the Passport 8600 Device Manager

Application
The Device Manager uses the Simple Network Management Protocol
(SNMP) to configure and manage 8000 Series switches. You can use the
Device Manager Properties dialog box to configure important communication
parameters such as the polling interval, timeout, and retry count. You can
set these parameters at any time before or after you open a device.

Prerequisites

¢ None
Action

Setup the Device Manager properties
Step Action

At the Device Manager client GUI

1 From the abbreviated Device Manager window menu bar, chose
Device>Properties.

The Device Manager Properties dialog box opens.
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Device Manager Properties dialog box

Device Manager 5.6.0.0 - Propertie:

~Palling

Statiz Interval:

(If Trapz, Status Interval;

Hotzwap Detect every:

SRCE])

1 intervalz

v Enable

~ShMP

Retry Court:

Titneout:

Max Traps in Log:

Trap Port:

F-1_5
IS 3.30 zecs

r Trace
v Register for Traps

™ Lizten for Traps

a00 1..10000

162

v Lizten for Syslogs

|— Confirm rowe deletion

Default Read Community:

public

Detault Write Commnity:

private

-PCAP

Default Pcap Directory:

Ok

Close

Helg |
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2 Select the properties you want to change and set their values. The
following table describes the properties.

Properties dialog box fields

Field Description

Status interval Interval at which statistics and status
information are gathered (default is 20
seconds)

(IfTraps, Status Interval) If the Register for Traps box is check,

interval, in seconds, at which statistics
and status information are gathered.

Hotswap Detect every Enter a number for the number of intervals
at which Device Manager will check for
module hot swaps

Enable If checked, Device Manager will poll the
switch according to the settings listed
above the Enable box.

Retry Count If Device Manager cannot transmit polling
information at startup, the number of
times Device Manager retransmits polling
information.

Timeout Length of each retry of each polling
waiting period. When accessing the
device through a slow link, you may want
to increase the timeout interval and then
change the Retransmission Strategy to

superlinear.

Trace If checked, you have the ability to perform
trace routes.

Register for Traps If checked, Device Manager will register
a trap.

Listen for Traps If checked, Device Manager will listen for
a trap.

Max Traps in Log The specified number of traps that may
exist in the trap log. The default is 500.

Trap Port The number of the port that trap messages
will be captured on. The default is 162.

Listen for Syslogs If checked, Device Manager will listen for
syslogs.

Confirm row deletion If checked, Device Manager will send a
message when a system table row was
deleted.
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Default Read Community Displays the default Read Community
type.

Default Write Community Displays the default Write Community
type.

3 Click OK to accept the changes.

4 You have completed this procedure.

—End—
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Organizing the Clients on Multiple Switches

Application

Often multiple switches are used for the element management servers.
Thus, the launch points for the different managers are in different locations.
The procedure that follows demonstrates the recommended method for
organizing the clients in this situation.

ATTENTION

This procedure is written for use with Internet Explorer. Performing the procedure
with Netscape Navigator would entail similar, but slightly different steps.

Prerequisites
Action

Step Action

At your workstation

1
2

Launch Internet Explorer.

From the View menu, click Explorer Bar then Favorites.

/23 about:blank - Microsoft Internet Explorer provided by Nortel Networks

J File Edit | \jew Favorites Tools  Help

J 4= EBack - Toolbars ’ i Search [ Favarites @Histnry |%v =N |
—— == # Status Bar
J Address |@ Explorer Bar Search Ctrl+E I
Go T 3
5: " - Hishey ctrl+H
o = ‘ahoo! Messenger
Refresh F5
Folders
Text Si
= I|2e Tip of the Day
Encoding :
Discuss
Source Real.com

Full Screen F11 |

The favorites for the browser should appear in the left side of the
browser window.
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; about:blank - Microsoft Internet Explorer provided by Nortel Networks

J File Edit “iew Favorites Tools  Help

J d=Eack ~ = @ ol | @53arch (3] Favorites @Historv |I%' =N WE
J Address IE about;blank

Fawvorites x

Ehadd... [ organize...
[ Links

] Media

3 From the Favorites menu, click Organize Favorites....

3 about:blank - Microsoft Internet Explorer provided by Nortel Networks

| Fle Edit ‘View | Favorites Tools  Help

J 4= Back ~ = &dd to Favorites. .. Eavorites @Histnry | %v = E
J.ﬁ.ddress I@ ahoutb O jganize Favorites. .,

Faworites I:l Links r
Medi L4

%ndd... I:EiOrgF-D i

[ Links

[ Media

4 Click Create Folder.
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; Organize Favorites

To create a new folder, click on the Create
Folder button. To rename or delete an |

] Links |

itern, select the iter and click Rename or ] Media
Delete.

Benarme |

tove to Folder... | Delete |

Select a Favorite o view itz properties ar
to make it available for offlineg viewing.

Cloze |

5 Enter the name of the switch for the new folder name, and click
Close.

; Organize Favorites ﬂﬂ

To create a new folder, click on the Create =~ Link
Folder button. To rename or delete an L Links

itern, select the iter and click Rename or ] Media
Delete.

Siitch 0

Create Folder | Rename |

Pove to Folder... | Delete |

Hew Folder
Favoritez Folder

Modified:
4/10/2003 5:00 AM

Cloze |

6 Create a link to the CS 2000 Management Toolsand MG 9000
Manager client applications as follows:

a. Access the server where the CS 2000 Management Toolsor the
MG 9000 Manager software is installed by typing
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http:// <host>

where

<host> is the name or IP address of the server where the
CS 2000 Management Toolsor MG 9000 Managersoftware
is installed

sl
iy
ER
|
Application Launch Point
erver Tequing thet Java ™ 2 Runtime Ervronment wersion 14.2_08 and Jeva ™ Weh
h cllere system Jeva ™ instalation packages and insinitions can be faund in e
Flease Click hereba slert &
B I

b. Without letting go of the left mouse button, left click on
Application Launcher and drag it over to the folder you created
in step 4. When the cursor is over the folder name, let go of the

left mouse button.

J succession DAMEP Applications - Microsoft Internet Explorer provided by Mortel Networks LLQ})g]
|| Fe Edt vew Favorkes Took Hep |

e -5 - DD 2| Oewch [Grooies oy [ D- I WEHE I JJiris
| e 81 pira7.192.92.06 Hieel]

| Favories = |
| Cunks
1 e

E

NORTEL
NETWORKS"

Application Launch Point
Web based applications available on this server (4714292 66)

« Trunk Maintenance Manager
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c. Inthe Favorites pane on the browser, right click on the folder you
created in step 4 and click Expand. The Application Launcher
link should now appear under the folder name.

3 about:blank - Microsoft Internet Explorer provided by Nortel Networks

J File Edit “iew Faworites  Tools  Help

J 4= Eack - mp oo @ @ it | @Search |EFav0rites @Histurv ||%' =N | E
J Address @ about; blank

Fawvorites =

add... [Fj Organize. .
[Z] Links
[Z1 Media

Cre§ Mew Folder

Explore

Open

Browse With Paint Shop Pro 7
Search...

d. In the Favorites pane on the browser, right-click on the
Application Launcher link that is in the folder, and click Rename.

e. Enter a distinguishable name for this Application Launcher, for
example "CS2K Mgmt Tools" or "MG9K Manager".

7 Create a link to the core as follows:

a. Right-click on your desktop, click New, then click Shortcut.
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Arrange Icons .k
Line Up Icons
Refresh

Shorbout

Mew d 1 Falder

% BrieEcase

Ej Microsoft Ward Documenk

@ Adobe FrameMaker Document

Ej Microsoft Access Application

[.@ Microsoft PowerPoint Presentation
'ﬁ'i)| Tewxt Document

@ Microsoft Excel Worksheet

& winzip File

Meighborhood Properties

b. When prompted for the location of the item, enter "telnet

<core_ip>", then click Next.

where

core_ip is the Core IP address
Example
telnet 47.142.110.202
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Create Shortcut ‘il ﬁl

This wizard helps wou ko create shortcuts to local or
netwark programs, files, folders, computers, ar Internet
addresses,

Tvpe the location of the item:

belnet 47, 142.110.202] Browse, .. |

Click Mext to continue,

I Mext = I Cancel

A
m
|51}
T
ELE

c. When prompted for the name of the shortcut, enter "Telnet to
Core", then click Finish.

Select a Title for the Program o x|

Twpe a name for this shorkouk:

I Telnet ta Core|

Click Finish to create the shortcut,

< Back I Finish I Zancel

d. Once the new shortcut appears on the desktop, drag it over
to the folder you created in step 4 using the same method
described in step b.

8 Create a link to the Device Manager as follows:

a. Right-click on your desktop, click New, then click Shortcut.
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b. When prompted for the location of the item, enter "<dm_location>
<passport_address>", then click Next.

where

dm location is the directory where the Device Manager
is located

passport address is the IP address for the Passport
server

c. When prompted for the hame of the shortcut, enter "PP8600
Client", and click Finish.

d. Once the new shortcut appears on the desktop, drag it over
to the folder you created in step 4 using the same method
described in step b.

9 Create a link to the USP client as follows:

a. Open the Citrix Program Neighborhood by clicking on the
desktop icon.

§: Citrix Program Neighborhood - Custom ICA Connections il i ]
File View Toaols Help

@ @ >< Ii [EE - d‘g
Up Refresh Delete  Froperties  Settings Yiews

Add ICA
Conneckion

|2 object(s) | o

b. Drag the USP client icon to the folder you created in step 4 using
the same method described in step b.

—End—

At this point, all the clients applicable to the switch are under a single folder
and can be accessed with a single click. Repeat this procedure as desired
for other switches on the network.
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Validating an Installation of the CS 2000 Management
Tools

Application
Use this procedure to validate the installation of the CS 2000 Management
Tools, which involves launching the CS 2000 Management Tools application
GUI and verifying the CS 2000 GWC Manager and UAS Manager are
displaying correctly.

Prerequisites
You need the IP address or host name of the server where CS 2000
Management Tools reside, and a valid user name and password to launch
the application.

Action

Step Action

At your workstation

1 Launch your web browser.
2 Access the server where the CS 2000 Management Tools reside
by typing

>http://<host>
where

<host> is the name or IP address of the server where the CS
2000 Management Tools software resides

The "Application Launch Point" page appears.
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- L4
- e Gk 3 S 0 —
| R - 2T mewle|Te e rer D - Sinne o 5 e - @i < Teann]
|
NETWORKS"
Application Launch Point
5] T i
3 Click Application Launcher.
The Login window appears.
zl
NERTEL
NETWORKS™
Login Name:
Passwaord:
Status:
|| Log In || Cancel || Help ||
4 Enter your user name and password, then click Log In. The

Application Launch Point, similar to following, appears.
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& application Launch Point - 47.142.89.70 =101 x|

NCORTEL
NETWORKS"

Application Launch Point
Web based applications available on this server ( 47.142.89.70 )

. Network Patch Manager

- CS2000 SAM21 Manager

2 CS52000 Management Tools
- Line Maintenance Manager
= Trunk Maintenance Manager
L Batch Configuration Monitor

5 Click CS2000 Management Tools.

The CS2000 Management Tools GUI, similar to following, appears.
CS2000 Management Tools GUI

L £52080 Mamagusest Took - 4714711728 {04 CLLT: RLGHSCPESHI) =z
Fik Faul Confguraiion  Mannenee WAndows Hedp
o Io 1 =
Les
Hame. Tre | T8
usad 1 K] FCW)
Comants o Gakway Cantrdkr
[oaesa]| Finul | ] ]
aoTa | amt. | cakw | chenes
Oatewan Comnlers:
-] ek Do £
e
] | | Watwoek Zaras| | | | sLoa)
[ Hame | Pamress | e | W Camn [ |
A I Dbt I Chanps. .
AN dertaull dormain name: «nok configurads Cal AgarkIP Addrese [ 4714211730
=Prey I Mt = I CalAgartid *notconfgurads C30 AgartIP Addrese: 1: 4714211701
S—— AUD Mg sabdid Change...
Lastupdate 1 7-Jan-2006 1337
B (v
6 From the Device Types window, click Gateway Controller.
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|»

The Network View of the CS 2000 GWC Manager appears in the
main window. A list of GWC devices appear in the Contents window.

k2 52000 Management Tools

File Fault Configuration Maintenance Windows Help

A Device Types Netwark Configuration Local Co

Eearer network type: IP
Compression codec: <none=
Default codec: G.711-u law 52
Alternative codec: =none=
Packetization rate: 10 ms

[ Contents of: GatewayController | | Metwork Devices

| [Directory] Find] | PEP Senvers | Media Proxies | NATs | QoS Collectors

|7 GoTo I

GatewayControllers:
WC-0
WWC-1
GWC-100
WWC-16
WC-17
GWC-2
WC-250
GWC-3
WWC-4
WC-5 .
GWC-6 Maintenance Settings
WC-T
GWC-2 GWC default domain name:

Name | IF Address |

7 Access the Node View of the CS 2000 GWC Manager by clicking on
one of the GWC devices.

The Node View of the CS 2000 GWC Manager will appear in the
main window.
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CS 2000 GWC Manager

GWC-6 Unit0: 4714212866
Unit1: 4714212867

Mainterrance } mesionlnﬂ

GWC-6-UNIT-0
Administrative state. funlocked(1) Usage stale: [idle(1)
Operational state: [enabled(1) Stand by state: [providingSenvice(3)
Activity state; [aciive(1) Swact state; [manualSwaciCold(2)
Isolation state: [notisolated(2) Alarm state: [major(2) , alarmOutstanding(4)
Ayailable state: ENW 0000 Faull state: Innnp(u}

Loadname: [PGCOSAL

Savelmage || isymicabiey || FTEEnubie caraview |
GWC-B-UNIT-1 .
Administrative state: Juniocked(1) Usage state: [idle(1)
Operational state; [enabled(1) Stand by state: [Fottandoy(1)
Activity state: [standby(2) Swact state: [manualSwActWamm(1)
Isolation state: [notisolated(2) Alarm state; [major(2) , alarmOutstanding(4)
Avallable state: [00 00 00 00 Fault state: [nane(d)
Loadname. |POCIJQHL
Save Image Busy(Disable) | et | carview |
™ Force Warm Swact | Cold Swacl |
| =
8 Click on the Provisioning tab to bring up the Provisioning view.

Provisioning tab

Maintenance Provisioning |

conlrollar] Gateways | Lines| Carriers| Media Pravies| QoS Collectors |

IF Addrasses Element Manager Message Router
Active: 17216.0.72 IP address: 47.142.110.202 IP address: 172.16.012
inactive: 172.16.0.73 SHMP port: 161 Fort: 4684
UnitD: 172.16.0.74 Trap port 162

¥A-Core

Unit1: 172.16.0.75
Mode number: 73

Profile
Current; LARGE_LINENA Change.. |
Capability | capacity | Units |
Lines 5400 ports
Large Gateways |27 |gateways
9 Click on the Lines tab to bring up the Lines view
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Lines tab

Mairtenance

Controllerl Gateyways  Lines I Carriersl Media Proxies | QoS Collectorsl

Retrieval criteria; I Ll Retrieve |
Limit results: ’25 vl % Replace List ¢ Append to List Retrigve All |

Line List

Mt I Gatevvay | Mode Mumber | Tertninizl Mutnber |

Mumber of results: 0

10 To validate the CS 2000 GWC Manager, click on the Retrieve All
button to verify that the manager communicates with the GWC.

Line List
If the CS 2000 GWC Manager is ... Do
... able to retrieve the lines step 11
... not able to retrieve the lines Contact your next level of

support

11 From the Device Types window, click UAS.

ATTENTION
Nortel only supports the Universal Audio Server in MTX14 for existing
MTX13 Packet MSC customers that already use this server and upgrade
to MTX14.
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R e ____________________}

Selecting UAS

A list of UAS devices will appear in the Contents window.
UAS devices

rCaontents of: UAS
Directory | Findl

I GoTo

UASs:

aslahah
Hpsuasa
tpsuash
sami16_4a

12 Access the UAS Manager by clicking on one of the UAS devices.
Accessing the UAS Manager

rContents of: UAS

Directory | Em |

UASs:
aslahih

tpsuash
saml16_4a

The UAS Manager will appear in the main window.
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13

14

UAS Manager

- Bystem ldentification -]

Nare: Idpsuasa— Software Version; Im
P Address: W Please select 'm
GW Tree D | Admin | Operafional | Alam | Availabilty | Usape |
= Mode
= Zanis Folder

View Components States | Fectartannlication J Feton |

I Status

2003.04.01 at 02:51:53 PM CST = Attampting 1o contact the gateway fpsuasa

2003.04.01 at 02:51:54 PM CST ™ UGWEMMadiator: gelGatewayRel - successiully got a uas gatewayl! fpsuasa
2003.04.01 at 02:51:54 PM CST ™™ UGWEMMad|atar gelDevicelnitinfo « reglid = 17608059

2003.04.01 at 02:51:54 PM CST ™™ Gateway connection is established.

-

Check the Status bar at the bottom of the manager to make sure the
UAS Manager is able to communicate with the UAS device.

Connection status
~Status
| 2003.04.01at 02:51:53 PM CET = Attempting to contact the gateway ripsuasa

i2003.04.01 at 02:51:54 PM CET = UGWEMMediator: getGatewayRef - successfully got a uas gatewayll tpsuasa
| 2003.04.01at 02:51:54 PM CET = UGWEMMediator:getDevicelnitinfo - regld = 17608054

| 2003.04.01at 02:51:54 PM CST 7 Gateway connection is established.

If the connection was Do

established you have completed this
procedure

not established contact your next level of support

You have completed this procedure.

—End—
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Validating an Installation of the CS 2000 SAM21
Manager

Application
Use this procedure to validate the installation of the CS 2000 SAM21
Manager, which involves launching the CS 2000 SAM21 Manager
application GUI and verifying the network elements appear, and verifying
any alarms on the elements also appear in the Alarm Manager.

Prerequisites
You need the IP address or host name of the server where CS 2000
SAM21 Manager resides, and a valid user name and password to launch
the application.

Action

Step Action

At your workstation

1 Launch your web browser.
2 Access the server where the CS 2000 SAM21 Manager resides
by typing

shttp:// <host>
where

<host> is the name or IP address of the server where the CS
2000 SAM21 Manager resides

The "Application Launch Point" page appears.
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vt juiiniced by 1 Clpmanistil

:J:nl—!.l
@

SdT-Hece s

[ hcent ) P e
[ S — S N [ SR PSR e S PR |

NECRTEL
NETWORKS"

<1

Application Launch Point

Wb bazed apph.

e availabie on this server requirg that Java ™ 2 Runtime Emvironment version 14.2 08 and dewva ™ Web
Irstated on sach dientsystem Jeva ™ Instalgtion packages end insictons can be found inthe

Please Click here to start Appication Lmenche

] T vt

3 Click Application Launcher.

The Login window appears.
|

NEQRTEL
NETWORKS"

Login Name:
Passwaord:

Status:

|| Log In || Cancel || Help ||

4 Enter your user name and password, then click Log In.

The Application Launch Point, similar to following, appears.
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& application Launch Point - 47.142.89.70 =10] x|

NCORTEL
NETWORKS"

Application Launch Point
Web based applications available on this server ( 47.142.89.70 )

. Network Patch Manage

Applet running...

5 Click CS2000 SAM21 Manager.
The Subnet View, similar to the following, appears.

Subnet View
[E]csz000 58M21 Manager@wncOy0Ong.us.nortel.com i 10l x|
File Configuration WView Help

SANZ1-0
CoAMO1-01

the Subnet View Do
appeared step 6
did not appear contact your next level of support
6 Double click on an network element to verify that the Shelf View
appears.
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CS 2000 SAM21 Shelf View

@wncOy0ng.us.nortel.com

appeared step 7

did not appear contact your next level of support
7 Use the following table to determine your next step.

no alarms present on the Shelf you have completed this

View procedure

alarms present on the Shelf View step 8

8 On the Faults menu, click Alarm Browser....

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN10409-500 04.03 Standard
(HSNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Validating an Installation of the CS 2000 SAM21 Manager 349

EJsam21-0 c5AM01-01 Shelf Yiew@wncOyOng.us
File Configuration | Faults  Wiew

9 Verify that alarms appear in the Alarm Browser.
Alarm Browser
QSMMZI—U Alarm Browser B =| Dlﬂ
- Bummary
Critic:al | Msjor | Miror |
7 o [ |
- Hardware.

Eqjuiip. | (] | Tirne: I Type: l Severity | Reason I
PwrFd(A) [35  |FriMar 25 06:47:12 CST 2... [Equipmentalarm  [Critical |Pawer Feed & is down. |
Por Fd(B)  [35  [FriMar 28 D6:47:08 CST 2... [EquipmentAlarm  [Critical [Power Feed B is down. |

- Senices

Service Mame Service ID Time Alarm Type Severity Reaszon
AThd 3 Fribar 26 12:37.594 ... [ATMMessading... [Critical ACT Chi FROM... | -
AT 32 fon Mar 31 05:35:22.. | ATMMeszzaging... [Critical ACT Ch: FROM...
AT 33 fon Mar 31 08:38:22.. |8 TMMessading... [Critical ACT Ch FROM...
AT 7 Tue Apr 01 10:57:06... |ATMMeszaging... [Critical ACT CM: FROM... [
AT 9 Tue Spr 01 130534, |ATMMessaging... [Minor ACT Ch FROM...
AT g Tue Apr 01 130534 ... |ATMMeszzaging... [Minor ACT Ch: FROM... ;I

Cloge |

appear on the Alarm Browser you have completed this
procedure

do not appear on the Alarm contact your next level of support

Browser

10 You have completed this procedure.

—End—
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Validating an Installation of the Network Patch
Manager

Application
Use this procedure to validate the installation of the Network Patch Manager
(NPM), which involves launching the NPM GUI and generating a report to
verify communication between the client and server.

The report generated in the procedure is only an example. The report could
be any valid report.

Prerequisites
You need the IP address or host name of the server where the NPM software
resides, and a valid user name and password to launch the application.

Action

Step Action

At your workstation

1 Launch your web browser.

2 Access the server where the NPM software resides by typing
shttp:// <host>
where

<host> is the name or IP address of the server where the NPM
software resides

The "Application Launch Point" page appears.
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- L4
- e Gk 3 S 0 —
| R - 2T mewle|Te e rer D - Sinne o 5 e - @i < Teann]
2
NETWORKS"
Application Launch Point
5] T i
3 Click Application Launcher.
The Login window appears.
zl
NERTEL
NETWORKS™
Login Name:
Passwaord:
Status:
|| Log In || Cancel || Help ||
4 Enter your user name and password, then click Log In.

The Application Launch Point, similar to following, appears.
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£ application Launch Point - 47.142.89.70 N b i 4

NCORTEL
NETWORKS’

Application Launch Point
Web based applications available on this server ( 47.142.89.70 )

L Al
Applet running...

5 Click Network Patch Manager.
The NPM GUI appears.

6 On the Tasks menu, click Reports....

= Maintenance.. | |
B | B | e
Set Field Values...

Reports...

7 Select the fields to be included in the report by performing the
following steps:

a. Select the field from the Available Fields list.

Selecting the field to include
— Qwtput Fields

Available Fields
DEVICE.DEVICEID i’

Add >

CEVICEHOLD
DEVICE LOADNAME
DEVICE.PARENTNODE Reset

= Remove

Uil

b. Press the Add button to add the selected field to the Selected
Fields list.

c. Repeat Steps 7a and 7b for each field.
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8 Enter the search criteria for the report.
If you want to enter the Do
search criteria
using the combo boxes step 9
manually step 10
9 Specify the search criteria in the Report Criteria panel by performing

the following steps:

a. Select the field from the Field Combo Box.

Selecting the field
— Report Criteria

Field Operator
DEVYICE.DEVICEID ;l |=
DEVICE.DEVICEID =

DEVICEHOLD

DEVICE LOADNAME o
DEVICE.PARENTHNODE ]
~ |DEVICE.REGISTERED
~ QLRECORD.LOADMNAME e
FATCHACTDATE
PATCHACTINDEX -

b. Select the operator from the Operator Combo box. The following
table lists the supported operators and their meaning.

Supported operators

Operator Meaning

= Equal

<> Not equal

> Greater than

>= Greater than or equal

< Less than

<= Less than or equal

LIKE Matches string with wildcard (%)

NOT LIKE Does not match string with wildcard (%)
e —
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354 Canceling a running remote backup process

10

11
12

Selecting the operator

Operatar va

c. In the Value Combo Box, select the value or enter the value

manually.

The Value Combo Box data type will change depending on the
data type of the field. For alphanumeric data, enter the value
manually. For boolean data, select the value.

Selecting the value

Yalue Andf

d. To combine multiple criteria statements, select the AND or the
OR options from the And/Or combo box.

e. Go to step 11.

Enter the search criteria in the text area following the combo boxes.

Parenthesis "()" may be inserted to define precedence for multiple
criteria statements.

Entering search criteria manually

it = ]

DEVICEHOLD = 'FALSE1

Execute the report by pressing the Execute button.

After the report data has been received, the Report Results window
will be displayed.

The time required to generate the report depends on the number
of patches and devices in the database and the complexity of the
search criteria.
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Report Results window
%24 Report Results ™ [=] E3

DEVICEID HOLD
GWWC-2 Unit 0 47.142.04 [FALSE
GWWC-2 Unit1 47.142.0.5 [FALSE
GWC-1 Unit 0 47.142.0.2 [FALSE
GWC-0 Unit 047.142.0.0 [FALSE
MGAk_0_ITP_0_0_13 FALSE
GWWC-1 Unit1 47.142.0.3 [FALSE
MGIK_0_ITP_D_0_12 FALSE
mMGAK_0_DS1_0_0_17 |FALSE
MGAk_0_DS1_0_0_16 |FALSE

MGAK_0_ITX_0_0_15  |FALSE
MGAK_0_ITX_0_0_14  |FALSE
MGIK_0_0C3_0_0_11 |FALSE
MGAK_0_0C3_0_0_10 |FALSE
GWC-0 Unit1 47.142.0.1 |FALSE

Save Close
13
If the report ran Do
as expected you have completed this
procedure
with errors contact your next level of support

14 You have completed this procedure.

—End—
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Validating an installation of the MG 9000 Manager

Validating the MG 9000 Manager installation involves logging into the MG
9000 Manager, verifying the shelves appear, and verifying any alarms on
the shelves also appear in the Alarm Manager.

Validating the MG 9000 Manager installation
Step Action

At a web browser

1 Access the Application Launch Point on the server on which you
installed the MG 9000 Manager.

MG 9000 Application Launch Point

& :
NETWORKS"
Application Launch Point
Web based applications available onthis server (47 142 110.201)
« MGS000 Element Manager
Javam\Web Start was detected f
||
2 Click on the link for the MG 9000 Element Manager. Once the

application loads, you will be asked to for a User Name and
Password to access the manager.
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Login screen

£7 MGI000 Element Manager Login o IEIlil
User Name: | |
Password: | |
Font Size; | medium w
Lagin Help Exit
3 Verify that the Subnet View appears.
Subnet View for (I)SNO6
€7 Mortel Networks Subnet View for SNOG i N (=
File Configuration Alarm Performance MGI000 Help
@ [ Subnet B : 4|
[y cecos (8] ;
CCog (9 - L.
%ccaz {2} i1 2 '33| 3 = 3 s
A CCO8 [8 cCcoa CCo7 [ 4[4
[ coo7 7] ég [8] 9 cecoz 21 7l ceod [4]
[y cood [4]
[y co1o 1oy /
[y Sefik_Cco1 [1]|
[ ccaf [241) :

la]

appeared step 4
did not appear step 9
4 Double click on an element to verify that the element view appears.
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358 Canceling a running remote backup process

MG 9000 Element
| € MG9000 Element 8

appeared step 5
did not appear step 9
5 Close the Element view and return to the Subnet View.

(2}

no alarms present on the subnet step 10
view

alarms present on the subnet view  step 7
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7 Access the Alarm Browser by clicking on the Alarm Browser item
in the Alarm menu.

Accessing the Alarm Browser

£7 Mortel Networks 5uhnel: Yiew for SMNOG

File Configuration | Alarm | Performance

§ 1 Subnet B
[ ccos [B] | aud
[ cena e | |
8 Verify that alarms appear in the Alarm Browser.
Alarm Browser
=i x|

File Edit Help

3 ‘alarm{s)  with critical |

- | || Fault Type " NL# Seq " Phys Loc

@ EXT_LINK .Card 0.50.110. m
% XT_ rd. 10,

(5] EXT_LINK Card.@. ,}4 AE
(] .Exr_L_rNK? Card. 0.50.11.0
P H Card 0.50.110.0

w
General: Category:
NE: Unit:
Time: Severity:
Cause:
Description:

G2EX

appear on the Alarm Browser step 10
do not appear on the Alarm step 9
Browser

9 Contact your next level of support.

10 You have completed this procedure.
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—End—

Carrier VoIP
Nortel ATM/IP Solution-level Configuration
NN210409-500 04.03 Standard

(HSNO9U 20 October 2006
Copyright © 2006, Nortel Networks Nortel Networks Confidential



Validating an Installation of the Universal Signaling Point Manager 361

Validating an Installation of the Universal Signaling
Point Manager

Validating the Universal Signaling Point (USP) Manager installation involves
logging into the USP manager, connecting to the shelves, and verifying
the alarm data.

Validating the USP Manager installation
Step Action

At the client workstation:

1 Using the web address valid for your site, launch the CS 2000
Management Tools application

The CMT application launch point appears:

3 Succession DAME&P Applications - Microsoft Internet Explorer provided by No... [l[=]

File Edit ‘Wiew Favorites Tools Help |

Back ~ = - £ at | {Qhsearch [ Favorites G Media ®| E-Se >

Address I@ http:/147.104, 151,180 j an | Links **

NCORTEL
NETWORKS'

Application Launch Point

Web based applications available on this server
require that Java ™ 2 Runtime Environment version
142 08 and Java ™wWeb Start version 1.4.2_08 be
installed on each client system. Java ™ Installation
packages and instructions can be found in the

Flease Click here to start Application Launcher

4| | Ll_l
A

[&] hitp:fj47.104.181.180/launcher. jnip [ | |4 meernet

2 Click on Application Launcher
The CMT Login screen appears
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Succession Login (47.104.181.180) E
NERTEL
NETWORKS™
Login Name: |:|
Password: [ ]
Status:
|| Log In I | Cancel | | Help ||
3 Enter your Login Name and Password information then select Login
The list of supported web-based applications appears:
i Application Launch Point - 47.104.181.180 {CM CLLI: RS04}
NETWORKS"
Application Launch Point
Weh based applications available on this server { 47.104.181.180 )
|npplet TUNNing... |
4 Select the Universal Signaling Point Interface Client

The USP Interface Client GUI appears:

£ USP Interface Client ==l
File Fault Configuration Performance Security Administration Window Help

| S | - M | -m || | IMonitor

ATTENTION
The view provided in this sample system response shows an empty
window. The USP Interface Client GUI window can open with an
empty window or with either the session-login or site-manager pane
appearing.
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|

5 Select session-login from the File menu.

£7 USP Interface Client
i Fault Configuration Performance Security Administration Window Help

session- login

site-manager

The USP Manager login screen appears:

£ USP Interface Client =
File Faglt. Configuration Performance Security Administration Window Help

Pas_swprd:|

| Lagin || Logout || Cancel
LoginYWarning:
&
A, This is a priwate database.
o A11 activity is subject to monitoring.
L Arny UNAUTHORIZED access or use is PROHIBITED, and
L may result in FROSECUTION.

T

[ verbose login status

]Session login

<E o -m I I I Monitor

6 Click on the Site drop-down list.
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7

m session-login

Site: -|

Login:

Password:

Login Warning:

FTEEE T T T T TEEE
*E TE
' This iz a private database. L
*E 411 actiwvity is subject to monitoring. *E
*E Any UNAUTHORIZED access or use is PROHIBITED, and *E
wHE way result in PROSECUTION. E
wE T
TEEL TE TE TE TE TEEE
{

[ verbose login status

I|sessi0n login

Select the next step as follows:

... Is empty Step 8
... does not contain the desired site Step 8
... contains the desired site Step 13
8 Select site-manager from the File menu.

£ USP Interface Client [_ O]

i0] Fault Configuration Performance Security Administration Window Help

The site-manager window opens.
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€2 USP Intetface Client M=l
File Fault Configuration Performance Security Administration Window Help

W site-manager

—Site Configuration

site name || |

W=
te-12 ipaddress i . . -
| | | | | | | | W

tte-15 ipaddress [ i [ ] |

~Authentication Configuration

authentication scheme |Standard Authentication V|
authentication server | H H | | port |
—Proxy Configuration
enahle proxy [
proxy protocol |Secure Shell (S5H) V| | Advanced... |
[roxy Server | || || || | port |22 |
| Ok | | cancel | | Apply |

9 Select New to begin entering the required site information.

10 Enter the required Site Configuration information and select the
appropriate Authentication Configuration information for the
related drop-down menu.

The site information illustrated in the following serves as an example
only.
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11
12
13

£ USP Interface Client [_ O]
File Fault Configuration Performance Security A_dministraiiun Window Help

B site-manager

- Site Configuration

e
site hame ||usp_rsﬂ4 v|| -

Delete
te-12 ipadirass l47  |l1o4 |l |]1ea |

Import...
te-15 ipadirass l47  |l1o4 |lre1 |]ran |

Export...

~Authentication Configuration

authentication scheme | Standard Authentication b d |

authentication serer |_ _||_ _I! || _ port |

-Proxy Configuration

enable proxy ]

proxy protocol Secure Shell (S8H) + | | Advanced.. |

proxy server |L_ !I__||_|!_ , part I—I
| Ok || Cancel || Apply |

Jan 20, 2006 10:49 I Monitor

Click on Apply.

ATTENTION
If necessary repeat this step to enter information for additional sites
(pressing Apply to enter the information for each new site) until all
required site information is entered.

Press OK to complete entering the required site information.
Go to Step 5

Select the desired Site from the drop-down menu, enter your Login
and Password information, then click the Login button.

Observe the Login Transcript window below the Login screen. A
sample of a login transcript appears in the following:
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£ usp_rs04 - USP Interface Client =] B3
File Fault Configuration Performance Security Administration Window Help

B session-log w i o P |

Site: | usp_rs04

Login;: |FIELD |

Pagsword: [~ |

| Login || Logout || Cancel

Lagin Transctipt:
2070172006 11:00 connection initiated for usp_rsD4;’4?.lD4.lBl.lq’:A

20/01/2006 11:00 connection initiated for usp_rs04/47.104.151.18 |
2Z0/01/2006 11:00 connection established to usp_r=04/47.104.151.
20/01/2006 11:00 connection established to usp rs04/47.104.181.
2040142006 11:00 login success to usp_rs04/47.104.181.189
20/01/2006 11:00 configuring session for usp_rs04/47.104.151.159%
20/01/2006 11:00 login success to usp_r=04/47.104.151.190
0/01/2006 11: configuring session for usp_rs04/47.104.151.19

4]

[Ivethose login status

[ session not ready, connecting...

e B -m ] |----—-,--—-‘ i I Monitor

Following a successful login, an active session of the USP Interface
Client appears. The task bar shows the alarm and connection status
as well as the current time for the session.

&7 usp_rs04 - USP Interface Client [_ O]
File Fault Configuration Performance Security Administration Window Help

iio_m”.éonnected to usp_rs04 - w11, ] Jan Eﬁ, 2006 10:48 I Monitor

14 Select your next step as follows:

... completes successfully Step 15

... fails contact your next level of support

15 At the USP Client Interface GUI, select Configuration >> platform
>> shelf
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&7 usp_rs04 - USP Interface Client =] B3
File Faglt (il 0 Performance Security  Administration  Window Help

platform
timer-parm
mitp
scop

at

ws
msg-trace
np

ps?

m:

sir

sip

M |- om ”.Connected to usp_rs04-v11.0.1 |Jan'2E|, 3006 10:58 IMunitur

The platform-shelf window appears

&7 usp_rs04 - USP Interface Client [_ O
File Fault Configuration Performance Security Administration Window Help

e platform - shel

Moy W Add 3B Modiy 3 Delete

Search |

Retrieval Criteria

Field: Condition: Walue: Records:

m| v|| v|| ||1DD 'H Retrieyve

Retrigval Results - 1 recordis) retrieved

shelf |__9herf-name- |shelf—descriptiun |
0 |SHELFAZ  [First shelfin defa...|

Jial [

[ auto refresh cLast Updated: Fr Jan 20 10:52:20 CST 2008) | || Clear || ot Max |

] o [w]

@io_ml|Connecied-tuusp_r_sﬂai-v1‘1.D.‘r' |Jan 20,2006 10:52 I Monitor

16 Check the Retrieval Results field.
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ATTENTION

If the USP Interface Client is operating correctly, the Retrieval Results

field lists one or more shelves.

If an error message appears, contact your next level of support.

At the USP Client Interface GUI, select Configuration >> platform

>> node

£ usp_rs0i4 - USP Interface Client

File Fault [[SSTETETITN Performance Security Administration Window  Help
platform
timer-parm |
mtp
sccp

att

ows
msg-trace
np

ips?

Lm

slir

sip

- [0] %]

]iio_ml |'Cc|nnec{edto usp_rs04-v11.0.1 |Jan 20, 2008 10:58 I Monitor

The platform-node window appears

£ usp_rs04 - USP Interface Client

m platform - node

File Fault Configuration Performance Security Administration Window Hel

9 10 11 12 13 14 15 16 17 18

shelf-name: SHELFAZ

shelf-number: 0

l_lnading'c_omplete’

[l 3T

_-D_ml ].Cunnected to usp_rs04-v11.0.1 I
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18 Select the Graphical View tab to display the blades inserted in a
USP shelf.

ATTENTION
If the USP Interface Client is operating correctly, the Graphical View
pane displays the blades inserted in a USP shelf.

If an error message appears, contact your next level of support.

19 At the USP Client Interface GUI, select Fault >> alarm

&2 usp_rs04 - USP Intetface Client [_ (O]
File [[71[[# Configuration Performance Security Administration Window Help
log  CulL

alarm Ctl-R

| 10 |i om ||Cnnnected'tc| usp_rs04-w11.01 |Jan 20, 2006 10:57 l lMonitor

The fault-alarm pane appears.

£ usp_rs04 - USP Interface Client
File Faglt Configuration Performance Security Administration Window Help

s fault - alarm

Mew W Add t Modify M Delete‘ @ Acknowledge

| Realtime |

Realtime Data

log-=everity | lng-description log-date-time | alarm-status |
log-major  |Assert S57 Routeset Alarm : ID=0x0 |01/2002006 07:52:25 |open |
log-critical  |Assert 857 Routeset Alarm : ID=0x0 01182006 10:11:18  |open |

[4[Z SR

200~ [_post ]| clear |
|retri'eve complete KD 0 [ ]

Im-o_m”(tonnectedto usp_rs04-v11.0.1 |Jan 20, 2006 10:56 I Monitor

20 When the fault-alarm pane appears, select the Realtime tab and
check the Realtime Data list.
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ATTENTION

The detailed information that appears in the Realtime Data list must agree
with the alarm summary that appears at the left hand side of the task bar.

If the listed information does not agree with the task bar summary, or you
receive an error report, contact your next level of support.

—End—
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Validating an Installation of the Device Manager

Validating the Device Manager installation involves logging into the Device
Manager client and running diagnostics to verify connection between the
client and server.

Validate the Device Manager installation
Step Action
At a Windows PC

1 Using the Windows Start menu, access the Device Manager by
selecting the DM item from the Nortel Device Manager menu.

Accessing the Device Manager Application

=5 Accessoties L4

3
oo Cikrix ICA Client L4

] E Prograrns
IFiI Favarites
fﬁ Documents
-_% Settings
@ Search
@ Help

ﬂ R,

&3 Eject PC

I [&3 Shut Do, .

| @l start ‘

2
»
b
2
»

2 The Device Manager application client window will appear.
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Device Manager application client

=

Device Help

| 2@ | D] e

NORTEL
NETWORKS

: Ui'E_ -
Networks

3 Select the Open item from the Device menu.
Selecting the Open item

o
[

Open Last

Properties..
Eefrest) Statis -
RediscoverDeyice 'S
Telnet

Trapiog.
aysliag..

Log...

Exit

4 In the Open Device window, enter the IP address of the Device to
which you wish to connect and click the Open button.
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Open Device window

Device Manager 5.6.0.0 - Open Deyice x|

Device Name: [47.142.110.252]

Read Community: |******

Witite Comunity: [+ ++xxxs

~SMMPY3

[ w3 Enabled

[Iserhamme: |

Aluthentication Brofocal: |NONE vI

Althenticatinn Easswornd: |

Erivamy Eratacal; |NDNE vI

ETlvacy FEsswon: |

Qpe Firg... | Telnet. .. | Close |

5 The Device Manager GUI will appear.
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Device Manager GUI

= Device Manager 5.6.0.0 - 47.142.110.252 Calvin

Doy B Orioh VAN P Rodno [PARN'G. 006 FMON Ackine Heb

|»

6 Verify that the client GUI appears.

appears step 7
does not appear step 11
7 Select one of the ports by clicking on it with the left mouse button.

Selecting a port

S Device Manager 5 0- 47 142.110.252 Ealvm
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8 Select the Diagnostics item from the Edit menu.

Selecting Diagnhostics

5 Device Manager 5.6.0.0 - 47.142.110.252

Mgraph WLAM 1P Routing  IF

Zhassis...

WS Card... ]
Card...

..

L

H gt Ear..
Eort..
Fowersupali,

P

[£2]

SETEEEE

File Systerm...

9 Start an AR test by clicking on the AR Test button.
Starting the AR test

% 47.142.110.252 - Diagnostics 1'

I 834 Link Flap | Part Mirors | Error| AR Stats | System Log | Systern Log Table | Topology| Topology Table|

Result success
Code: none
PassCount 0
FailCount 0

Fahricl AR Tﬁl -’-=1r.\=:'| Refres_nl cluse.l Help...l
A3

10 Allow about a minute for the test to run. The PassCount should
increase as the window is automatically refreshed. After the
PassCount has increased, you can stop the test by pressing the
Stop button.
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Stopping the test
| 7= 47.142.110.252 - Diagnostics _)_(_[
Test | LinkFlap | Port Mirrors | Error| AR Stats | System Log | System Log Table | Topology| Topology Table|

Result inProgress
Code: none
PassCount 101981
FailCount 0

Faprio | ARTE st“@ R‘efres_n] CIose.l Help.k.l
"y

with no errors step 12

with errors step 11

11 Contact your next level of support.

12 You have completed this procedure.

—End—
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Validating an installation of the LMM

Validating the LMM installation involves logging into the LMM and checking
the connection between the client and server.

Validating the LMM installation
Step Action

At a web browser

1 Access the Application Launch Point on the server on which you
installed the LMM.

LMM Application Launch Point

=
NETWORKS"
Application Launch Point
Web based applications available on this server (47 142 92 66)
: LlneMalntenanceMana_\gﬂ

JavamWeb Start was detected f

=
2 Click on the link for the Line Maintenance Manager. Once the

application loads, you will be asked to for a User Name and
Password to access the manager.
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Login screen

successionLogn Y

NERTEL
NETWORKS"

Login Hame: ||
Password: |

Status:

Log In Cancel Help

3 The LMM GUI will appear.

Line Maintenance Manager - Connected ko: 47.142.89.70 E _|ol x|
Configure Freferences Actions Diagnostics  Help
[Poston =l | Post | csclu [Ries
Direchary Call Server Call Server Endpoint State Gateway s
Muriber el Line State Commanication Error Profie e
Glearsll REfrest Al = Rrey | [t = |
Status
11:42:45: VRB: Communication to RTPS: SUCCESSFUL -
A1:12:46: VRB: B Ok
i WRB: DA Ok
WRE: OS5 Comms OK
WRE: Werlfying communication to: RTPS
11:12:45: VRB: LMM Serer response: default C5 CLLI= RTRS ;i
Clear Status |
serser RN osscows [GONNNNN ovs GRINNNN o (SRR

4 Upon successful connection to the LMM server, the Status area
should contain similar output to that found in the following example.
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LMM Status area

.

I

K

s R oo S oo (G e [
_WthelMMstatusareareports Do

no errors step 6
any errors step 5
5 Contact your next level of support.
6 You have completed this procedure.
—End—
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Setting up local user accounts on an SPFS-Based Server 381

Setting up local user accounts on an SPFS-Based
Server

Application
Use this procedure to add local user accounts on a Server Platform
Foundation Software (SPFS)-based server and assign them to user groups.
Also use this procedure to assign existing user accounts to user groups. For
information on user groups, see "Additional information” (page 383).

If you choose to centrally manage your user accounts, refer to procedure
"Adding new users" in IEMS Security and Administration (NN10336-611).

If you want to launch the ping and traceroute operations that are performed
remotely on SPFS-based platforms from a centralized GUI on Integrated
Element Management System (IEMS), refer to procedures "Running a
ping test on the GWC network element or SPFS platform" and "Running a
traceroute test on the GWC network element or SPFS platform" in IEMS
Basics (NN10329-111).

ATTENTION
User accounts and passwords are automatically propagated from the active
server to the inactive server in a high-availability (two-server) configuration to
allow users to log in to either server. However, user files are not propagated to
the other server.

Prerequisites
To perform this procedure, you need to have the root user ID and password
to log in to the server.

Action
Perform the following steps to complete this procedure.

ATTENTION
In a two-server configuration, perform the steps that follow on the active server.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where
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382 Canceling a running remote backup process

10
11

server Iis the IP address or host name of the SSFPS-based
server

In a two-server configuration, log in to the active server using its
physical IP address.

When prompted, enter your user ID and password.

Change to the root user by typing
$ su -

and pressing the Enter key.
When prompted, enter the root password.

Use the following table to determine your next step.

If you are Do
adding a new user step 6
assigning an existing user to step 11
secondary user groups

Add the user to the primary user group succssn by typing

useradd -d /export/home/<userid> -g succssn -G
<any additional groups> -m <userid>

and press the Enter key.
where

userid is a variable for the user name

Create a password for the user you just added by typing
# passwd -r files <userid>
and press the Enter key.

where

userid is the user name you added in the previous step

When prompted, enter a password of at least three characters.

It is not recommended to set a password with an empty value. Use
a minimum of three characters.

When prompted, enter the password again for verification.
Proceed to step 13.

Determine which groups the user currently belongs to by typing
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12
13

# groups <userid>
and pressing the Enter key.
where

userid is a variable for the user name
Note the user groups the user currently belongs to.

Assign the user to one or more secondary user groups by typing

# usermod -g succssn -G <groupA,dgroupB,...>
<userid>

and pressing the Enter key.
where

groupA, groupB,... are the secondary user groups (see
table "Secondary user groups" (page 383)) and any other user
groups you noted in step 12 to which the user already belonged
Include a comma between groups, but no space.

userid is a variable for the user name

Example input for a user who can perform line and trunk
maintenance operations

# usermod -g succssn -G lnmtc, trkmtc johndoe

The usermod command overwrites any previous user groups.
Therefore, anytime you enter this command, specify all the user
groups for the user.

You have completed this procedure.

—End—

Additional information
Users of the Nortel OAM&P client applications must belong to the primary
user group succssn for login access. Users must also belong to one or
more secondary user groups listed in the following table, which specify the
operations a user is authorized to perform.

Secondary user groups

trkadm Inadm mgcadm mgadm emsadm secadm
trkrw Inrw mgcrw mgrw emsrw secrw
trksprov Insprov mgcsprov. mgsprov emssprov  secmtc
trkmtc Inmtc mgcmtc mgmtc emsmtc Secro
trkro Inro mgcro mgro emsro
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384 Canceling a running remote backup process

A secondary user group consists of
e auser group domain
* auser group operation

User group domain

A user group domain defines the range of applications to which a user group
applies. The user group domains are listed in the following table:

Domain Application mapping

trk trunks, trunk-based services, small trunking gateways
(port level), carrier-based services

In line services, line cards, small line gateways (port level)

mgc CS2K, CS3K, USP, GWC, SAM21, IMS, 3PC, Storm,
CS 2000 SAM21 Manager, CS 2000 GWC Manager

mg small and large gateways such as UAS, line gateways,
trunk gateways

ems SDM, MDM, MDP, KDC, device manager, NPM

User group operation
A user group operation dictates the operations a user can perform using
the Nortel OAM&P client applications. The user group operations are listed
in the following table:

Operation User role mapping

adm (administration) Can reconfigure, access all functions, setup
fundamental configuration, commission (add,
delete, rehome), base frames and systems (SAM21
frames, call servers, large gateways), and run
service-impacting diagnostics. The adm user can also
do rw, sprov, mtc, and ro user operations.

rw (read/write) Can view and change configuration and status,
commission and reconfigure elements (GWCs, cards,
shelves). The rw user can also do sprov, mtc, and ro
user operations.

mtc (maintenance) Can view status and configuration, make changes to
status, and run service-impacting diagnostics. The mtc
user can also do sprov and ro user operations.

sprov (subscriber Can view status and configuration and change

provisioning) provisioning data, but cannot change maintenance
state or do base component configuration. The sprov
user can also do ro user operations.

ro (read-only) Can view status and configuration, but cannot make
changes.
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When assigning users to secondary user groups, use the tables that follow,
which provide a mapping between commands and secondary user groups.

The list of the available tables is as follow:

* "Node provisioning operations" (page 385)
* "Audit operations" (page 387)

e "Carrier provisioning operations" (page 388)

e "Alarm operations" (page 388)

* "Internet transparency operations" (page 388)

e "Trunk provisioning operations" (page 389)
« "Trunk maintenance operations" (page 389)
« "ADSL provisioning operations" (page 390)
e "Line provisioning operations" (page 391)

e "Line maintenance operations" (page 392)

e "V5.2 provisioning operations" (page 392)

« "Patching operations" (page 394)

« "Automated upgrade operations" (page 395)

« "Ping and traceroute operations" (page 395)

The mappings of commands to secondary user groups in the tables in this
section do not apply to Multiservice Data Manager (MDM) when installed on

a SPFS-based server.

Node provisioning operations

Disassociate a X
media gateway
(MG) from

a gateway
controller (GWC)

Associate an X
MG with a GWC

Change the X
provisioning
data for an MG

Query site info
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Query a GWC X

Query an MG X

change MG X
GWCEM data

Get policy X
enforcement
point (PEP)
server data

Query a GWC X
PEP connection

Get dynamic X
quality of service
(DQoS) policies
data

Add or change a X
network address
translations
(NAT) device

Query a X
NATdevice

Add, change, X
delete a media
proxy (MP)

Add, change, X
delete resource
usage (RU)

Query RU X

Add, change, X
delete limited
bandwidth links
(LBL)

Query LBL X

Display call age X
nt identification
(ID)

Set or change X
call agent ID

Change root X
middleboxes
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Add, modify, or X
decommission a
SAM21 network

element

Reprovision a X
SAM21 node

Configure IPoA X

services, ATM
PMC addresses

View alarms, X
cards, subnet,
shelf, mate shelf,
mate card

Lock/unlock a X
card

Perform X
diagnostics

Modify provisioni X
ng
Perform a swact X

Firmware flash X

Assign/unassign X
services

Audit operations

Configure audit X

Run audit X

Get audit X
description

Get audit X
configuration

Get list of X
registered audits
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388 Canceling a running remote backup process

Retrieve audit X
report

Take action on X
problem

Carrier provisioning operations

Add carrier X

Delete carrier X

Get endpoint X
Get carrier X
Get carrier by X
filter

Alarm operations

View/filter X
alarms

Internet transparency operations

Command
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Add, delete, X
change SPC

Query SPCs X

Set network X
VCAC

Add, delete, X
change a
network zone

Query one or all X
network zones

addMPGroup X X

changeMPGrou
p

queryMPGroup
deleteMPGroup
addVPN
deleteVPN
queryVPN

x
X

X | X [ X | X | X
X | X [ X | X | X

Trunk provisioning operations

Get tuple X
Get tuple range X
Add tuple X
Replace tuple X
Delete tuple X

Trunk maintenance operations

Command
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|
Post by trunk X

CLLI

Maintenance by X
trunk CLLI

Post by gateway X

Maintenance by X
gateway

Post by carrier X

Maintenance by X
carrier

D-channel Post X
by trunk CLLI

D-channel X
maintenance by
trunk CLLI

ICOT X
Set Auto Refresh X

ADSL provisioning operations

Get subscriber X
Add subscriber X

Add cross X

connection

Modify subscribe X

r

Modify cross X

connection
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Delete subscribe X
r

Delete cross X
connection

Line provisioning operations

ECHO, QX75, X
QBB, QBERT,
QCM, QCOUNT
S, QCPUGNO,
QDCH, QDN,
QDNA, QGRP,
QHLR, QIT,
QLEN, QLRN,
QLT, QMODEL,
QMSB, QPHF,
QPRIO, QSCO
NN, QSCUGNO,
QSIMR, QSL,
QTOPSPOS,
QTP, QWUCR

QCUST, X
QDNSU,
QDNWRK, QHA,
QHASU, QHU,
QLENWRK, QLO
AD, QMADN,
QNCOS, QPDN

All other X
supported
commands for
line provisioning
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Line maintenance operations

Validate line X
using DN CLLI

Validate line X
using TID CLLI

Get line post info X

Busy line X

Return line to X
service

Force release X
line

Installation busy X
line

Cancel deload X
Get CM CLLI X

Get endpoint X
state

GetGwlp X

run all TL1 line X
test commands

V5.2 provisioning operations

Add, X X
delete,
modify
V5.2
interfa
ce
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|

View X X
allv5.2
interfac
es

View X X
signall
ing cha
nnel
inform
ation
entry,
update
list (V5
Prov)

Add, X X
modify,
delete
signalli
ng cha
nnel
inform
ation
entry
(V5Pr
ov)

View X X
ringing
cadenc
e map
ping,
update
list (V5
Ring)

Add, X X
modify,
delete

ringing
cadenc
e mapp
ing (V5
Ring)
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|

View X X
sign
alling
charac
teristic
profile,
update
list (V5
Sig)
Add, X X
delete,
modify
sign
alling
charac
teristic
profile
(V5Sig
)

View X X
carrier
-to-int
erface
and
interfa
ce-to-
carrier
mappin
gs

Patching operations

apply, remove, | X
activate, deac
tivate, auditd,
restart, and
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smartimage
from the NPM
GUI or CLUI

Software X
image from MG
9000 Manager
GUI

Automated upgrade operations

Access and X X
run the GWC
upgrade CLUI

Access and run X X
the SC upgrade
CLUI

Ping and traceroute operations

Launch X X X
remote ping
Launch remot | X X X
e traceroute

These operations are for remote operations performed on SPFS platforms but
launched from a centralized GUI on IEMS.

* "Node provisioning operations" (page 396)
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|

"Audit operations" (page 398)

"Carrier provisioning operations" (page 399)

"Alarm operations" (page 399)

"Internet transparency operations" (page 399)

"Trunk provisioning operations" (page 400)

"Trunk maintenance operations" (page 400)

"Patching operations" (page 401)

"Automated upgrade operations" (page 401)

Node provisioning operations

Disassociate a
media gateway
(MG) from

a gateway
controller
(GWC)

Associate an
MG with a GWC

Change the
provisioning
data for an MG

Query site info

Query a GWC

Query an MG

change MG
GWCEM data

Get policy
enforcement
point (PEP)
server data

Query a GWC
PEP connection

Get dynamic
quality of
service (DQOS)
policies data
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Add or change X
a network
address
translations
(NAT) device

Query a X
NATdevice

Add, change, X
delete a media
proxy (MP)

Add, change, X
delete resource
usage (RU)

Query RU X

Add, change, X
delete limited
bandwidth links
(LBL)

Query LBL X

Display call age X
nt identification
(ID)

Set or change X
call agent ID

Change root X
middleboxes

Add, modify, or X
decommission
a SAM21
network
element

Reprovision a X
SAM21 node

Configure IPoA X
services, ATM
PMC addresses

View alarms, X
cards, subnet,
shelf, mate
shelf, mate card
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Lock/unlock a X
card

Perform X
diagnostics

Modify provisio X
ning

Perform a swact X
(refer to the
notes that follow
this table)

Firmware flash X

Assign/unassig X
n services

Audit operations

Configure X
audit

Run audit X

Get audit X
description

Get audit X
configuration

Get list of X
registered
audits
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|
Retrieve audit
report

Take action X
on problem

Carrier provisioning operations

Add carrier

Delete carrier X

Get endpoint X
Get carrier X
Get carrier by X
filter

Alarm operations

View/filter X
alarms

Internet transparency operations

Add, delete,
change SPC

Query SPCs X

Set network X
VCAC
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Add, delete, X
change a
network zone

Query one or X
all network
zones

Trunk provisioning operations

Get tuple X
Get tuple X
range

Add tuple X

Replace tuple X

Delete tuple X

Trunk maintenance operations

Post by trunk X
CLLI

Maintenance X
by trunk CLLI

Post by X
gateway

Maintenance X
by gateway

Post by carrier X

Maintenance X
by carrier

D-channel X
Post by trunk
CLLI
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D-channel X
maintenance
by trunk CLLI

ICOT X

Set Auto X
Refresh

Patching operations

apply, remo X
ve, activate,
deactivate,
auditd,
restart, and
smartimage
from the NPM
GUl or CLUI

Software X
image from
MG 15000
Manager GUI

Automated upgrade operations
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Access X X
and run
the GWC
upgrade
CLUI

Access X X
and run
the SC
upgrade
CLUI
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Validating an Installation of the TMM

Validating the TMM installation involves logging into the TMM client and
verifying that the links in the client window work properly.

Validate the TMM installation
Step Action

At a web browser

1 Access the Application Launch Point on the server on which you
installed the TMM.

TMM Application Launch Point

NCORTEL
NETWORKS"

Application Launch Point

Web based applications available onthis server {47 142 92 66)

Trunk Maintenance Manager

Javam\Web Start was detected f

=l

2 Click on the link for the Trunk Maintenance Manager. Once the
application loads, you will be asked to for a User Name and
Password to access the manager.
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Login screen

successiontogn Y

NERTEL
NETWORKS™

Login Hame: ||
Password: |

Status:

Log In Cancel ‘Help

3 The TMM GUI will appear.

TMM GUI
“J Nortel Networks - Trunk Maintenance Manager - Microsoft Internet Explorer provided by Nortel Networks =|0Of x|
| Pls Edt view Favoites Tools Help |-
| sback - = - @ [ M| Qsearch GlFsvoes sty |A- F B - H W D
| Address |@] bitps: 47, 142.89.70:8443tmm/THM_Main.htm x| e “LHts i
=
3
Maintenance Action &
amseme| NG
Béte By Trunk CLLL»
Q-Qﬂgnnglﬂgg&ng (-2 "
o Trunk Maintenance Manager
Properties &
cumcis
Auto-Refiesh Rate »
™ futo-Refresh =
Home* -
m | o
[&]pone [ |5 [8 internet 2
4 Verify that clicking on each of the links on the GUI takes you to the

appropriate action or property page.

working properly step 6
not working properly step 5
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5 Contact your next level of support.
6 You have completed this procedure.
—End—
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Setting a limit for login retries on an SPFS-based
server

Application
Use this procedure to set a limit on the number of login retries on a Server
Platform Foundation Software (SPFS)-based server. When a user exceeds
the number of login retries specified, the user loses connection to the host.

Prerequisites
None

Action
Perform the following steps to complete this procedure.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

server is the IP address or host name of the SPFS-based
server on which you want to modify the login greeting

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View

2 - Configuration
3 - Other

X - exit
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select -

6 Enter the number next to the "Configuration" option in the menu.

Example response
Configuration
1 - NTP Configuration
- Apache Proxy Configuration
- OAMP Application Configuration
- CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration
- Remote Backup Configuration
9 - Database Configuration
10 - NFS Configuration
11 - Bootp Configuration
12 - Restricted Shell Configuration

W J 0 Ul b W

13 - Security Services Configuration
14 - Disk Drive Upgrade
15 - Login Session

16 - Location Configuration

17 - Cluster Configuration

18 - Succession Element Configuration

19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)

X - exit
Select -

7 Enter the number next to the "Login Session" option in the menu.

Example response
Login Session

1 - login session timeout (User Inactivity Timeout
Configuration)

2 - login session termination (User Termination Timeout
Configuration)

3 - login session reauthentication (User Reauthenticat
ion Disable Timeout Configuration)

4 - login session server (Login Session Master Server
Configuration)

5 - telnet greeting (Telnet Login Greeting)

6 - login retries (Login Retries Limit)

X - exit

select -

8 Enter the number next to the "login_retries" option in the menu.

Example response
===Executing "login retries"
Current value for Login Retries is:
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RETRIES=3
Enter the Login Retries Limit Value (1->15):
9 When prompted, enter the limit value for login retries.
Example response

==="login retries" completed successfully

Exceeding the range of the login retries limit value generates the
error message "ERROR - Login Retries Limit Value Out Of Range",
at which point you are prompted to enter a value between 1 and 15.

10 Exit each menu level of the command line interface to eventually
return to the command prompt, by typing

select - x

and pressing the Enter key.
You have completed this procedure.

—End—
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Configuring Dark Office Backups on an SPFS-Based

Server

Application

This procedure is designed for use in dark office conditions where the
customer needs to copy backup data to a DVD or tape more than once
before the DVD or tape is ejected from the server. Instead of ejecting the
DVD or tape after every backup, this procedure allows a second backup
to be written over the previous one.

The server can be hosting one or more of the following components:

CS 2000 Management Tools

Integrated Element Management System (IEMS)
Audio Provisioning Server (APS)

Media Gateway 9000 Manager

CS 2000 SAM21 Manager

Network Patch Manager (NPM)

Core and Billing Manager (CBM)

ATTENTION

Nortel recommends that provisioning activities be put on hold during the time of
the data backup.

Prerequisites

This procedure has the following prerequisites:

You must be running SPFS (I)SNO06.2 or greater

You must have performed a successful backup of Oracle data prior to
performing Step 14. Refer to procedure Performing a backup of oracle
data on an SSPFS-based server to complete this task.

ATTENTION
The data backup is not required prior to this procedure for the Core and Billing
Manager (CBM) product family.

For Sun Netra 240, use one or more blank DVD-R or DVD-RW disks
to store the data
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ATTENTION
The backup utility limits the storage to 4 GB on a DVD-R and DVD-RW.

If you are using a new DVD-RW, or want to reuse a used DVD-RW and need
to erase the contents, complete procedure "Preparing a CD-RW or DVD-RW
for use" in ATM/IP Security and Administration (NN10402-600).

Action
Perform the following steps to complete this procedure.

ATTENTION
If the data being backup is larger than 4 gigabytes (GB), an alarm is raised and
the automated data backup aborted.

Step Action

At your workstation

1 Log in to the server by typing
> telnet <server>
and pressing the Enter key.
where

<server> is the IP address or host name of the SPFS-based
server on which you want to configure automated data backups

2 When prompted, enter your user ID and password.
3 Change to the root user by typing
$ su -

and pressing the Enter key.

4 When prompted, enter the root password.
5 Access the command line interface by typing
# cli

and pressing the Enter key.

Example response
Command Line Interface

1 - View
2 - Configuration
3 - Other
X - exit
Select -
6 Enter the number next to the "Configuration” option in the menu.
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Example response
Configuration

1 - NTP Configuration
- Apache Proxy Configuration
- DCE Configuration
- OAMP Application Configuration
CORBA Configuration
- IP Configuration
- DNS Configuration
- Syslog Configuration

9 - Remote Backup Configuration

10 - Database Configuration

11 - NFS Configuration

12 - Bootp Configuration

13 - Restricted Shell Configuration
14 - Security Services Configuration
15 - Login Session

16 - Location Configuration

17 - Cluster Configuration

18 - Succession Element Configuration
19 - snmp poller (SNMP Poller Configuration)
20 - backup config (Backup Configuration)
X - exit

Select -

W J 0 Ul b W
I

7 Enter the number next to the "backup_config (Backup Configuration)”
option in the menu.

Example response
=== Executing "backup config"
Automated Backup Menu
1 - Configure backup settings
2 - Schedule full system backup
3 - View backup settings
4 - Copy last Oracle backup to DVD or tape

X - exit
Select - [x, 1-4]
8 Select next step as follows:

To ... Do
.. configure the backup settings Step 9
.. schedule a full system backup Step 11
.. view the backup settings Step 13
... copy the last Oracle backup to DVD Step 14
or tape
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e

9 Enter the number next to the "Configure backup settings" option in
the menu.

Example response

Backup Settings Configuration

When a backup occurs, the following 3 modes will define
if the DVD needs to be ejected or not after a backup is
complete. If using the automated full system backup,
its recommended that option 3 is chosen so that the
data can be overwritten after every auto scheduled
backup, provided all data can fit on single DVD-RW.

1 - When performing backup, eject DVD tray when done.

2 - When performing backup, do not eject DVD tray.

3 - When performing backup, do not eject DVD tray,
subsequent backups will overwrite previous data.

X - exit

Current setting => 1 select - [x, 1-3]

10 At the prompt, enter the number next to the backup option you want
in the "Backup Settings Configuration" menu. Option 1 is the default.

Following the completion of the backup and restore operation, you
will be able to physically eject the DVD using either the eject button
or by typing eject in the command line interface.

11 Enter the number next to the "Schedule full system backup" option in
the menu in step step 7.

Example response

Automated Full System Backup Configuration

WARNING: The full system backup backs up everything
except your oracle data. You will need to run the
Automated Synchronous Backup Restore Manager from an
IEMS Server to schedule a synchronized oracle backup.
Current Configuration Settings

Backup Enabled : N
Backup Day : SUNDAY
Backup Hour : 1:00 Hours

Enable Automated Full System Backup (Default => N):

12 Enter the information required to configure the automated full system
backup in the "Automated Full System Backup Configuration" menu.

Selecting no at the prompt results in menus being displayed that
allow you to configure the day of the week and time for an automated
full system backup. Set a day for the backup to run by selecting a
number between 0 and 6 (0 for Sunday, 1 for Monday, 2 for Tuesday,
3 for Wednesday, 4 for Thursday, 5 for Friday, and 6 for Saturday).
Set a time for the backup to run by entering a number from 1 to 24
that represents the matching hour in a 24 hour day.
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13 Enter the number next to the "View backup settings" option in the
menu in step step 7.

Example response
Automated Full System Backup
Configuration Settings

Backup Enabled : N
Backup Day : SUNDAY
Backup Hour : 1:00 Hours

Selecting this option results in the display of the current configuration
backup settings. The backup settings can not be configured using
this menu.

14 Enter the number next to the "Copy last Oracle backup to DVD or
tape" option in the menu in step step 7.

ATTENTION
The Synchronized Backup Manager needs to be configured and at least
one scheduled backup must have been successfully performed before
attempting to copy the last Oracle backup to the /data/bkresmgr/backup
directory.

A system response displays whether the attempt to copy the last
Oracle backup to the /data/bkresmgr/backup directory succeeded or
failed. If the attempt to copy the backup fails, a reason for the failure
is provided in the system response.

—End—
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