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New In

this Release

Features

The following sections detail what's new in Communication Server 1000
with Microsoft Exchange Server 2007 Unified Messaging Fundamentals
for release 5.5:

* ‘“Features” (page 5)

* “Other changes” (page 5)

There are no new features in this release.

Other changes
Revision History

April 2009

February 2009

December 2008

October 2008

May 2008

March 2008

Standard 02.07. This document is up-issued to update sections Microsoft
Exchange Unified Messaging operational characteristics, Configure a new
Dial Plan for Microsoft Exchange Unified Messaging, and TLS Configuration
on UMS2007SP1.

Standard 02.06. This document is up-issued to update the section
Configuration of Communications Server 1000 with Microsoft Exchange
Server 2007 Unified Messaging and Communications.

Standard 02.05. This document is up-issued to update the Operational
considerations section, end user experience scenarios for Unified Messaging
feature, and the procedure to configure the TLS on UMS 2007 SP1.

Standard 02.04. This document is up-issued to reflect changes in the section
Configure a new dial plan for Microsoft Exchange Unified messaging to
support to support Communication Server 1000 Release 5.0 and Microsoft
Exchange 2007 Unified Messaging.

Standard 02.03. This document is issued to reflect changes in technical
content.

Standard 02.02. This document is issued to reflect changes due to
CR#Q01808992.
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6 New in this Release

December 2007 Standard 02.01. This document is issued to support Communication Server
1000 Release 5.5.

August 2007 Standard 01.01. This document is issued to support Communication Server
1000 Release 5.0 and Microsoft Exchange 2007 Unified Messaging.

Nortel Communication Server 1000
Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging Fundamentals
NN43001-122 02.07
21 April 2009
Copyright © 2007-2009 Nortel Networks



How to get help

Contents
This section contains information on the following topics:

* Getting help from the Nortel web site
* Getting help over the telephone from a Nortel Solutions Center
* Getting help from a specialist by using an Express Routing Code

* Getting help through a Nortel distributor or reseller

Getting help from the Nortel web site
The best way to get technical support for Nortel products is from the Nortel
Technical Support web site:
www.nortel.com/support

This site provides quick access to software, documentation, bulletins, and
tools to address issues with Nortel products. From this site, you can:

* download software, documentation, and product bulletins

* search the Technical Support Web site and the Nortel Knowledge Base
for answers to technical issues

® sign up for automatic notification of new software and documentation
for Nortel equipment

* open and manage technical support cases

Getting help over the telephone from a Nortel Solutions Center
If you do not find the information you require on the Nortel Technical
Support web site, and you have a Nortel support contract, you can also get
help over the telephone from a Nortel Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).
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8 How to get help

Outside North America, go to the following web site to obtain the telephone
number for your region:
www.nortel.com/callus

Getting help from a specialist by using an Express Routing Code
To access some Nortel Technical Solutions Centers, you can use an
Express Routing Code (ERC) to quickly route your call to a specialist in
your Nortel product or service. To locate the ERC for your product or
service, go to:
www.nortel.com

Getting help through a Nortel distributor or reseller
If you purchased a service contract for your Nortel product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller.
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Communications Server 1000 with
Microsoft Exchange Server 2007
Unified Messaging

CS 1000 support for Microsoft Exchange Server 2007 Unified Messaging
enables interoperability between the voice service capabilities of
Communication Server 1000 and the Unified Messaging solution provided
as a component of Microsoft Exchange Server 2007. This interoperability
provides the following capabilities:

* Call Answering: With call answering, Communications Server 1000
with Microsoft Exchange Server 2007 Unified Messaging is configured
to answer incoming calls on behalf of a user by playing their personal
greeting, recording a voice message from the caller, and submitting it
for delivery to the user inbox as an e-mail message.

® Subscriber Access: enables dial-in access for users. A subscriber
dialing into the Microsoft Exchange Unified Messaging system
accesses their mailbox using Outlook 2007 Voice Access, enabling
access using either a telephone keypad or voice inputs. When dialed
into the Unified Messaging system using a telephone, a subscriber or
user can perform the following functions:

— Listen to, forward, or reply to voice mail messages, and call the
sender of the voice mail.

— Listen to calendar information.

— Access or dial contacts stored in the global address list or in a
personal contact list.

— Accept or cancel meeting requests.
— Set a voice mail Out-of-Office message.
— Set security preferences and personal options.

* Auto Attendant: Provides a set of voice prompts that provides access
to the Microsoft Exchange Unified Messaging system by external
users. Using the Auto Attendant, the external user navigates the menu
structure, using either the telephone keypad or speech inputs, to place
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10 Communications Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

a call to a user or to locate a user for the purpose of placing a call to
that user. In addition, the Auto Attendant gives system administrators
the ability to perform the following functions:

— Create a customizable set of menus for use by external users.

— Define informational greetings, business hours greetings, and
non-business hours greetings, and greetings for holiday schedules.

— Add instructions for callers describing how to search the
organizational directory, and how to connect to a specific user by
means of their extension number.

— Enable access for external callers to the operator. For more
information, see “Configure the Operator Assistance feature” (page
33).

* Play on Phone: Allows a Microsoft Exchange Unified
Messaging-enabled user to access a voice mail message
through Outlook 2007 or Outlook Web Access and listen to the
message over a telephone.

* Message Waiting Indication (MWI): Designed by Geomant, the MWI
application is an add-on to the Microsoft Exchange Unified Messaging
Server 2007 which provides support for MWI notifications to users
connected to the Microsoft Exchange Unified Messaging Server. For
more information on the installation and configuration of the Geomant
MWI application, see “Install Geomant Message Waiting Indicator
(MWI) application” (page 36) and “Configure Geomant Message
Waiting Indicator (MWI) application” (page 37).

Note: The MWI 2007 software is a third-party software developed
by Geomant. Information on Geomant and MWI 2007 is provided

in this documentation for ease of reference only. Nortel does not
sell, warrant or provide operational support for Geomant's MWI
2007 software product, nor warrant the accuracy of MWI 2007
descriptions contained in this document. Customers using this
document are strongly recommended to obtain the most recent MWI
2007 documentation from Geomant.
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Multiple Microsoft Exchange Unified Messaging servers on a single network 11
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Multiple Microsoft Exchange Unified Messaging servers on a single

network
Multiple Servers can be configured for a single network to ensure the
effective handling of potential issues caused by challenges of:

* Capacity: Each Microsoft Exchange Unified Messaging Server is
capable of supporting a maximum of 200 total concurrent (combination
of inbound and outbound) calls. In larger customer networks that need
to support a higher volume of concurrent calls, additional Microsoft
Exchange Unified Messaging Servers can be configured in the same
network so that users can be load-balanced.

* Redundancy: An additional Microsoft Exchange Unified Messaging
Server can be configured as a redundant server in a network by
utilizing the Least Cost Routing Mechanism on the Network Routing
Service (NRS) - configuring an additional Microsoft Exchange Unified
Messaging Server provides a greater measure of fault tolerance for
the services provided, allowing a continuation of those services in the
event of system failure

* Geographical location: If network systems are located across multiple
geographic locations, Microsoft Exchange Unified Messaging Servers
can be implemented in such a way that they are both local and specific
to each location. Configuring multiple servers in this way would
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12 Communications Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

automatically result in load sharing of access to Microsoft Exchange
Unified Messaging services by users in the network.

Operational Considerations
Considerations specific to Microsoft Exchange Server 2007 are as follows:

The only supported codecs are G711 and G723.

RFC2833 is required for DTMF digit transmission to the Exchange
Server.

Exchange Server 2007 must always be configured as a static endpoint
on the NRS as Registration is not supported.

The Fax on UM capability is supported.

Geomant Message Waiting Indicator (MWI) 2007 is a required add-on
for MWI functionality.

Microsoft Outlook 2007 is required.
Exchange Server 2007 requires the use of x64 processors.

For the Play on Phone option to function, the default Outlook data file
used must be of type .ost. If the default Outlook data file is of type
.pst, the Play on Phone option will not be available.

Calling a non-Exchange user using the Auto Attendant functionality is
not supported by Microsoft Exchange Unified Messaging.

Due to known issue concerning support of Payload 101 for RFC2833,
intermittent DTMF issues will be experienced with PC-based clients.

Interoperability with BCM/SRG and CS 2100 over H.323 causes
speech path issues due to non-handling of RE-INVITE requests by
Microsoft Exchange Unified Messaging Server.

SRTP is not supported on Exchange for CS100 Release 5.5 and
below.

Considerations specific to the Geomant MWI Application are as follows:

In a Main Office-Branch Office (MO-BO) environment, MWI
functionality is provided in either Normal or Local mode, as MWI is not
supported as multiple instances in the same domain.

In a Geographic Redundant System environment, MWI functionality
is provided in either a Primary Call Server (PCS) or a Secondary Call
Server (SCS) system, as MWI is not supported as multiple instances
in the same domain

Considerations specific to the Communication Server 1000 are as follows:
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Microsoft Exchange Unified Messaging operational characteristics 13

* Only CDP dialing is supported between the home CS 1000 and the
UM Server - users dial in to the home CS 1000 using any configured
dialing plan to access services provided by Communications Server
1000 with Microsoft Exchange Server 2007 Unified Messaging.

* Configuration of the voice mail soft key cannot be changed if there is
a combination of CallPilot and Microsoft Exchange Unified Messaging
voice mail users on a single node. A recommended deployment
solution would be to have CallPilot users and Microsoft Exchange
Unified Messaging users associated with separate Line TPS nodes.

The voice mail soft key feature on the phone set assigns a unique key
to each of the voice messaging functions.

* While operating with an MCS PC Client, Microsoft Exchange Unified
Messaging calls can not be placed on hold.

* The existing limitation on the NRS of multiple endpoints with the same
static IP address is not supported. This affects network environments
where two CDP domains are configured to use the same Microsoft
Exchange Server 2007.

* The IP Softphone 2050 does not support RFC2833; therefore, it can
not be used with the Subscriber Access and Auto Attendant features of
the Exchange Server 2007.

* |[f a call originates from an H.323 endpoint (CS 1000/BCM/SRG) and
is tandem transferred by the CS 1000 to the Microsoft Exchange
Unified Messaging Server using SIP, the Subscriber Access and Auto
Attendant feature can only be accessed by voice command and not by
keypad (DTMF), as there is no support for RFC2833 over an H.323
network.

* |f the far end does not support RFC2833 (with a payload value of 101),
the Play on Phone functionality is not supported.

® Calls forwarded by Integrated Call Director (ICD) to Microsoft
Exchange Unified Messaging are not supported.

Microsoft Exchange Unified Messaging operational characteristics

* When a Microsoft Exchange Unified Messaging-enabled user plays
back stored voice mail messages, the order of playback begins
with the last message recorded. That is, when voice mail has been
received (in order) from User 1, User 2, and User 3, the messages are
replayed in the order of User 3, User 2, User 1.

* For a voice mail message that is a reply to an earlier voice mail
message, the reply message is played before the playback of the
original message.
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14 Communications Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

If there is only one voice mail message waiting for the user, it is not
possible to undelete that voice mail message once it has been deleted.

Voice mail messages that have been listened to will continue to
register as a new message until the next option is used.

When a user dials the Auto Attendant number (with speech enabled)
and does not provide a hame, Auto Attendant repeats the prompt for
a name three times. After the third prompt, the call is forwarded to the
operator automatically.

Call answering does not work if the call is being re-directed across
CS1K nodes (or any SIP Gateways) with different dial plans.

For example, there are two users—User A on node_A, with DP_A and
User B on node_B, with DP_B, User A’s phone is set to forward all
calls to B's DN.

The UM will fail to answer calls from User A. The UM will not be able to
resolve the mailbox for User A between cross-dial plans.

CS 1000 set configuration
This section details appropriate set configuration to provide operation
for Communications Server 1000 with Microsoft Exchange Server 2007
Unified Messaging.

Required class of service configurations are as follows:

CFXA (Call Forward External): Allowed

FNA (Call Forward No Answer): Allowed

HTA (Hunting): Allowed

CLS (Trunk: Call Access Restriction): Unrestricted
MWA (Message Waiting Indicator): Allowed

Both FDN (Call Forward No Answer DN) and Hunt (Hunt DN) must be
set to the value for the configured Subscriber Access DN.

SIP provisioning guidelines
This section details the SIP provisioning requirements for operations
on Communications Server 1000 with Microsoft Exchange Server 2007
Unified Messaging.

Assumptions

Call model and traffic rate calculations are based on the assumptions
provided by Microsoft for a typical heavy user, as described at the
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SIP provisioning guidelines 15

following URL: http://msexchangeteam.com/archive/2006/08/14/42
8677.aspx

* A single Microsoft Unified Messaging server can have up to 3000
heavy users associated with it.

* All Microsoft Unified Messaging messages are received by telephone
using an SIP Trunk, and not using Microsoft Exchange Client (which
does not use an SIP Trunk).

* The use of Auto Attendant for Thru-Dial and other custom voice menu
services makes the following assumptions:

— Menu selection and call transfer time is 30 seconds, with a
completed call duration of 180 seconds.

— Busy Hour (BH) Auto Attendant usage is 0.35 calls per hour for
each Microsoft Unified Messaging user.

* Auto Attendant operation requires the usage of two SIP trunks, which
remain in use for the duration of the call.

* |f Microsoft Unified Messaging system usage differs from the call model
described for the purpose of SIP trunk table calculations, it is the
responsibility of the customer to monitor the actual usage of the system
and ensure that there are sufficient SIP trunks available for use.

Number of | Typical Typical BH | Erlangs Number of | Number of [ Number of

UM Users BH Call CCs (ccs/36) SIP Trunks | SIP Trunks | SIP Trunks
Duration (Erlang B (Erlang B (Erlang B,
(seconds) P05 Grade | P01 Grade | Non-blocki

of Service) | of Service) | ng)

50 15000 150 4.17 8 10 24

100 30000 300 8.33 13 16 33

200 60000 600 16.67 22 26 49

500 150000 1500 42 48 55 89

1000 300000 3000 83 88 99 147
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16 Communications Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

Number of [ Typical Typical BH | Erlangs Number of | Number of | Number of
UM Users BH Call CCs (ccs/36) SIP Trunks | SIP Trunks | SIP Trunks
Duration (Erlang B (Erlang B (Erlang B,
(seconds) P05 Grade | P01 Grade | Non-blocki
of Service) | of Service) | ng)
2000 600000 6000 167 170 187 254
3000 900000 9000 250 250 273 355

Note: Multiple Servers can be configured for a single network to ensure
the effective handling of potential issues caused by challenges of:
Capacity:

Each Microsoft Exchange Unified Messaging Server is capable of
supporting a maximum of 200 total concurrent (combination of inbound
and outbound) calls. In larger customer networks that need to support a
higher volume of concurrent calls, additional Microsoft Exchange Unified
Messaging Servers can be configured in the same network so that users
can be load-balanced.

Redundancy:

An additional Microsoft Exchange Unified Messaging Server can be
configured as a redundant server in a network by utilizing the Least Cost
Routing Mechanism on the Network Routing Service (NRS) - configuring
an additional Microsoft Exchange Unified Messaging Server provides a
greater measure of fault tolerance for the services provided, allowing a
continuation of those services in the event of system failure.
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17

Configuration of Communications
Server 1000 with Microsoft Exchange
Server 2007 Unified Messaging

For the tasks and procedures associated with configuring Communications
Server 1000 with Microsoft Exchange Server 2007 Unified Messaging,
please refer to the sections that follow:

“To verify that Exchange 2007 installed successfully ” (page 18)

“Configure a new user mailbox for Microsoft Exchange Unified
Messaging” (page 19)

“Enable a new user mailbox for use with Microsoft Exchange Unified
Messaging” (page 23)

“Configure a new Dial Plan for Microsoft Exchange Unified Messaging”
(page 26)

“Configure the Operator Assistance feature” (page 33)

“Install Geomant Message Waiting Indicator (MWI) application” (page
36)

“Configure Geomant Message Waiting Indicator (MWI) application”
(page 37)

“Configure Microsoft Exchange Unified Messaging in CS 1000 Element
Manager” (page 41)

“Allowing calling party numbers to update while leaving message”
(page 47)
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18 Configuration of Communications Server 1000 with Microsoft Exchange Server 2007 Unified
Messaging

* “Disable a user mailbox” (page 48)

* “End user experience scenarios” (page 57)

Note: Throughout this document, screen captures of third-party
software are included for the purposes of illustration only. While the
screen captures in this document are believed to be accurate and
reliable in their depiction of third-party software used in conjunction
with this feature, the information is subject to change without notice.
Therefore, Nortel presents all third-party screen captures in this
document without express or implied warranty with regard to their
complete accuracy.

To verify that Exchange 2007 installed successfully
To verify that Exchange 2007 installed successfully follow the steps below:

Step Action

1 Run the GetExchangeServer cmdlet in the Exchange
Management Shell.

2 A list is displayed of all Exchange 2007 server roles that are
installed on the specified server when this cmdlet is run.

3 Verify the Folder Structure

* The installation path for Exchange2007 is C:\ProgramFiles
\Microsoft\ExchangeServer.

* You can modify this path during installation, <installation
path>which represents your custom installation location

4 During the installation of Microsoft Exchange Server 2007, Setup
runs a set of tasks that install new services.
5 Make sure that after successful installation of Exchange UM

2007 you must see the below listed Exchange specific services.

~End--
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Configure a new user mailbox for Microsoft Exchange Unified Messaging 19
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Configure a new user mailbox for Microsoft Exchange Unified

Messaging

The following section details the required steps for the configuration of a
Microsoft Exchange Unified Messaging mailbox.

Configuring a user mailbox for Microsoft Exchange Unified Messaging

Step Action

1 From the Exchange Management Console, select Recipient
Configuration and right click on Mailbox. Select New
Mailbox... to start the New Mailbox Wizard.
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20 Configuration of Communications Server 1000 with Microsoft Exchange Server 2007 Unified

Messaging
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The opening screen for New Mailbox Wizard appears. Select
User Mailbox and click Next, as shown in the following figure:
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Select New user and click Next, as shown in the following
figure:
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Configure a new user mailbox for Microsoft Exchange Unified Messaging 21

!l New Mailbox
| ag

| B Introduction User Type
[ User Type Ymbl:::'\ cieate a new user of select an existing user for whom pou want 1o create a new
‘ < New Mailbox :j ]
- @ (Hewea
" Esmtting user.
_ tiop | cock [ hon> Corcel_|
4 Enter account information for the mailbox user, as appropriate,
as shown in the following figure:
; sze*ﬁ New Mailbox
1 Intoduction User Information
I User Tope Enter the user name and account infaimation
[ Uses Infosmation Drganizational uni:
2 Mailbox Settings um2007; compunolel com/l sers Byovese: .,
4 New Maibox Fist name: Iritials: Latt name
i Completion |Gearge | [Daniel
Mame
|Gearge Daniel
Uzet logon name (U zer Principal Name]
[gdeniel | @umz007s.corp romtel com =
Uset logon name [prewWindowes 2000).
[osanl
Pasaword Lonfrm password
[......... [.........l
™ User must change password at nest logon
teb | cBack [ Bewr | cancal |

Click Next to continue

Enter the alias for the mailbox user, and select the mailbox
location and policy settings, as shown in the following figure.
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'--‘-‘t-.-‘-'.?ﬁ!ﬁ New Mailbox
B Introduction Mailbox Settings
B Usai Type Enter the ias for the mailbos user, and then select the maibax location and policy settings.

B User Information Ahaz
[ Mabox Settngs [P

4 New Malbox Setver

1 Complaticn [kavzres =l
Shorage group:
13’-;! Storage Group ﬂ
Malbox database:
| Mailbox Database =l

I~ Managed folder maibax pobicy:
I~ Exchange ActiveSync maibaoy policy:

| A [

7 Messaging tecords gement it & premium feafure and requies an Exchange
Enterpiize Cliard Acoess License [CALL
M cBack [ mew> | cancel |
7 Click Next to continue.

The Configuration Summary for the current user mailbox is
displayed, as shown in the following figure. Review for accuracy,
and click New to create the user mailbox.

r 1
L’:'I;;J MNew Mailbox
B Inteoduction New Mailbox
I8 User Type When pou chek Mew, the folowing mailax wil be creatsd.
B User Information Configuration S e
1 Maiben Seltings 3G Danel % i
1 New Maibox -
i Mo ype: Lises Maibox
- Completion Oiganizational urst: um20071 corp nortel com/Users
Fitst name: Geongs
Last name; Danisl
User name: George Draniel
Lizes kagon name [Lises Principal Name] gdanseiEum2007r corp.nortel com
Uset lagon name (pre-Windowes 2000] gdares]
Uzer dosznt need o change passward &t nest legon
Alas: gdarsel
Sever. KOVZP46
Stosage Group: First Slotage Group
Madhoy Database: Malbos Database
Select Cib+C to copy the contents of this page.
Help ¢ Back “ New I Cancel [
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9 The completion screen of the New Mailbox Wizard appears.
Click Finish to exit, as shown in the following figure:

Fil

B Introduction
I User Type
B User Infosmation
1 Mailbox Settings
[ Mews Mailbox
I Completion

Hdpl

% _u_'l;l-, New Mailbox |

Completion

The wizaid completed successhuly. Click Finish to cloge his wizad
Elspsed tene: 00:00:01

Summary: 1 tem(s] 1 succeeded. O failed

et GEOrQE Daniel & &

Exchange Management Shel command completed

New-Mailbox -Name Geoge Darsel Alias ‘gdaniel’ -OiganizationalUinit

um2007r corp.noitel com/LU sees” -UseiPrincipal ame:

"pdanislEum2007r.corp. nostel. com’ -SamAccountl ame ‘odaniel Fusthlame George'
-Initialz " LastMame Dariel Pazsword ‘Systemn Secuity. SecureSiring!
-ResetPassworddntlextlogon Jialse -0 atabase ‘TN =Maibbox Database CN=Fust
Storage Group, CN=nformationStore, CN =K0V.ZP46, CN =S evers. CN=E xchange
Admirist ative Group [FYDIBOHF23SPDLT LCN =Administrative Groups. Ch=First
(Oigarization CH=Microsolt

Exchange CH=Services. CN=Conligusation, DC=um2007,, D C=coip.D C=nortel DC=com'

Elspead Time: 0000071

Select ChileC to-copy the contents of this page.

~End--

Enable a new user mailbox for use with Microsoft Exchange Unified

Messaging

The following section details the required steps for the enabling an existing
user mailbox for use with Microsoft Exchange Unified Messaging.

Enabling a user mailbox for use with Microsoft Exchange Unified Messaging

Step Action

1 From the Exchange Management Console, select Recipient
Configuration > Mailbox. Right click the specific user mailbox
to be enabled and select Enable Unified Messaging, as shown
in the following figure:
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T ——
Ele gcton  Yew ek
== AR 2
T o e T
= el Organization Cordigur ation o
L Ml ¥ Cieabs Fiter Mailbox
T ;:n:mm TN & L Modify the Masimum Number of Re.
= Unifnd Mezsagng Ee adl Now Malbox..
3 Sarver Contiguration fahn i .
= & Reciplert Configuration | Sl kcx 7000 leaT003
* 23 Ml JALCS 6500 lendS00 [ mefresn
2, Dutribution Sroup H&L0s 50 lesdS01 @ b
= Mal Contact i lcs 5006 LCS5005 Pucmities
iy Discorrected Malbox | i lcs 5009 IesS009 -
&8 Toobex Hhics 5012 Lessz S8 O pust
#RLES 7005 s 7005 Liser Maibon -
i losudp Lo User Marbon X Ramove
i Node A1075 nodealls Lier Misibon &3 Move Mabar,
i ol 1076 nodeal 016 User Maibos o
& Noc ATD17 rodealll? Lpar Maibon i) Enatho Urifiet Mosagltn-..
i rode 41100 nodeal 100 Uisar Maibon Bl Progeries
i rode 31101 redeal 101 Lo Maitbon @ b
i Node 82078 nodeb2018 Uer Maibos
i Node 82019 nodebaf13 Liser Maibon
i Hode B2020 nodeb2020 Usar Madbos
it Paisick Lnw panc Loan Maibon
23 Rashmi Jag rarhm Uiser Maibos
i Fery ME Uoae Maibon
o win 2012 a2 User Malbon
ol o e rgc Lises Maibos
5 S User. 1000 wer 1000 User Malbon
3 Smi User. 1002 L1002 Lises Maibon —
&5 wid uae2005 En00% Uied Madbon
i ougth 46703 i 45703 Lisas Misibon
8 e 100 et 001 Uset Mabon
e (R PRSP | R i =
4l i) K I _-]"

2 The Enable Unified Messaging Wizard appears, as shown in the
following figure. Configure the Unified Messaging Mailbox Policy
and PIN options, as appropriate for use on your network, and
click Enable.
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25

LA
t
Enable
] o Urshed
4 Completion

Enable Unified Messaging

Enable Unified Mezzaging

The selected maiboot vell be enabled for Unified Messagng Upon completion, an e-mal
mezzage vl be tent 1o the maibox notifying the user thal they have been enabled for
Unified Mezsagng The message wall include the PIN and the rumber to disl to gan sccess
o their malbow. By default, an extenson number and PIN are automaltically generated “You
can also manually specify an extension numbes and PIN

Lrdfied Messageg Mailbox Pobcy:

[C51000_Nodeh Detaut Polcy Browse,

© Automaticaly genealed maibos axtersion

& Manusly entered matbox extension: |¢5|];|3 |
FiN Setings

" Automatcaly generate PIN to access Dutlook Voice Access

& Manusly speciy PIN [oneel

I Pequs user to reset PIN & fust telsphone logan

07 Unified Mestaging i & premium festine snd isgures an Exchangs Enteipise Chent
Arcess Licenze [CAL| to enabls # o the maibox

b | ¢k |[Enatle | canca |
3 The completion screen of the Enable Unified Messaging Wizard

appears. Click Finish to exit, as shown in the following figure:

)

Enable Undied
= Messaging

B Comgletion

tlebl

/=y e -
-+ Enable Unified Messaging

Completion

The wizard completed successhully, Cick Finish to close this wizand

Elapsed time: 00:00:04

Summary: 1 Rem{s). 1 succeeded, 0 faled

24 George Daniel & F3
Exchange Management Shell command completed
'BE31dc14-3ca3-43ed a3 2130211 baeTEb' | Enable-UMM adbox -Pin 553455

-PinExpired $talse -UMM aiboxPolcy 'C51000_N odeA Default Policy’ -Extensions
450000

Elapsed Time: 00.00:01

Select Cil+C to copy the conterts of thes page.

< Back

Cancel I

~End--
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Configure a new Dial Plan for Microsoft Exchange Unified
Messaging
The following section details the required steps for the configuration of the
Microsoft Exchange Unified Messaging Dial Plan.

Configure the Microsoft Exchange Unified Messaging Dial Plan

Step Action

1 From the Exchange Management Console, select Organization
Configuration > Unified Messaging > New UM Dial Plan. The
New UM Dial Plan screen appears, as shown in the following
figure:
Figure 1
New UM Dial Plan screen

i~ =, New UM Dial Plan

3 New UM Dial Plan New UM Dial Plan
Completion Thar wizard helpe pou create 3 UM dial plan for use by Microzolt Exchange Unified
= Messaging A dial plan i & grouping of urique telephone exenson numbets
Mape:
[ES1000_Nodet]

Musnbsai of dhaits in esdenzion numbers
B

i) After pou create a new dial plan, the dial plan must be added lo one or meee UM
servers belore it will be used.

Help Bacl [ Hew Cancel I
2 Enter the Dial Plan name and the number of digits used

for the user extension expected. Click New. Right-click the
newly-created Dial Plan and select Properties. The Dial Plan
Properties screen appears.

3 Click the General tab. From the VolP security drop-down list,
select Unsecured, as shown in the following figure:
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Figure 2
Dial Plan General tab

BBl wihaom Manapemen Comse =18

| e dgon e e
= O\ 2E

T o
'__‘_ﬁ:f"“""" M Er o | 8 Gty | LM b Pricies | UM ks Atfenedands | Uil s agemg -
§ o s T | 5 emecarin
_._:ﬂ;nwr = ™ B‘:mﬂ [l Tl Tre—
i ._;,,w,w,u,', Gerwal | fubecbeacoss | DisCode | Fesuss ] oo Tt M L Maies ey
¥ B mecpeest C Le
| Ceeregag R — & Ve ks et
4 Expert List
Asinconed UM serverr BTSHTETHI s .
Assciated UM [P gumes. BTSHTOCSORE, BTSWTDCSHASY, £31 R
U e Py @ et
Mrambierof iy e anderery, 4 Lo *
Mothed 4 duky 200 1408 M o st
[a—
' Sand 4 pon delbvory rport § seviage debury [k i e
¥ i oo to oo bt
YolP securiy | -
[GlPSecaed |
R —
T ||
il | ]
I -
fma| @ fEry— el | & secued wnd meced. ... | e onSTRO0L - * | w B D H RO ey
4 Click the Subscriber Access tab. Specify the Welcome

Greeting, Informational announcement value, and the Subscriber
Access and Call Answer number to be associated with the new
Dial Plan. Click Apply and then OK to accept, as shown in the
following figure:
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Figure 3
Dial Plan Subscriber Access tab
Featues: | Settings | Dialing Rule Groups
General Subscriber Access | Dial Codes
Welcome Grestings
Welcome areeting:
[Use detaul greeting Modify...
Informational announcement:
{Informational announcement is disabled Modify...
Associated Subscriber Access Numbers
Entet the telephane number to associate:
|
5 Add
170000
[ ok | cocel | ooy | Hep |

5 Select Server Configuration > Unified Messaging, and
right-click the server name for which your newly-created Dial
Plan is intended. Select Properties, as shown in the following
figure:
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By Unified Messaging

6 Add the configured Dial Plan under the UM Settings tab, as
shown in the following figure:

[
7
'
¥ Mumm concument ol . e :
4
i

1 UM_ES1K_DuPtan
T M concumert fos colls 5 UM_CSTK_WODE1 20
e el 20
oL Lareed
" A = | o e e
1 eheet(s) sebected. 15 ctemt() bourd.

7 Click OK.

Specify the SIP Gateway name and IP address (Signaling Server
node address) for the current Dial plan, as shown in the following
figure:
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Figure 4
Configuration screen for new UM IP Gateway
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9 Specify Auto Attendant name and number for the new UM Dial

plan. The Auto Attendant Configuration number is provided for
the UM Dial Plan configured, as shown in the following figure:
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—End--

Allow users to receive fax under the dialing plan
1. Allow users to receive fax under the dialing plan:

In the Exchange Management Console, expand the Organization
Configuration node, and then click the Unified Messaging node.

On the UM Dial Plans tab, select the UM dial plan for which you want
to allow users associated with the dial plan to receive fax messages,
and then click Properties in the action pane.

On the dial plan Properties page, on the General tab, select the check
box next to Allow users to receive faxes

Click OK to save your changes.
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bvw_cdpl Properties
Settings | Dialing Rule Groups | Dialing Restrictions |
General | Subscriber Access I Dial Codes I Features

e

Associated UM servers: KOBYBT 4
Azzociated UM IP gateways: node_a
LRI type: Telephone Extengion

Mumber of digitz in the extengion: 4

Modified: ‘wiednesday, October 08, 2008 12:51:39 P

I Send a non-delivery report if meszage delivery failz

W Allow users to receive faves

“olP security: Unsecured j

Ok I Cancel | gl | Help |

2. Allow the user to receive fax under user profile:

In the Exchange Management Console, expand the Recipient
Configuration node, and then click the Mailbox node. In the result
pane, select the user mailbox that you want to modify.In the action
pane, click Properties.

On the Mailbox Features tab, click Unified Messaging, and then click
Properties.

Mi Jin Properties

Account I it 011 I E bl Achddresses |
| | Llaer il { | Achcl and Phone | Oiganization
Mailbien S ettings | Mait Flaw Settings Mailbos Features

Bl propertios. . Cpgnable x Dssbls

Feature || Stanas
| Dutlnak et Access Enabled
Enabled

MAPI Erablad
APoRs Enabled
S AP A Erabiled

Dascription
Toenableotdiublet.lnihed&ﬁeaam!or this: rraitbios, ohckﬂ&ottancel. In
&wacmm sustmct B ruabade L rifisc Messagiog ' or UTizakde L

eanagng

L3 Unified Mézzaging is & premiam Feature and requires an E zcharge E nterprize
Clisrt Access Licsnse [CAL] 1o enable it lar the mailtos.

ak I Cancel I ity Help ‘
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On the Unified Messaging Properties page, select the check box
next to Allow the user to receive faxes.

Click OK to save your changes:

Unified Messaging Properties

LM Mailbos Status
Lockout status: Net locked out
UM Mailbox Configuestion

Urified Messaging maiboy pobicy:
{bvwa_cdp? Drefault Policy Browse. ..

UM addresses femtensions]
3450

i [Enable for dutamatic Spesch Hecoarition

B adiow LM calls from noneuzecs

W llow the user to receive fases

W allow diverted calls without a caller 0 to leave a message

Persanal opastor sxterision: |
a | Carcel |

3. On the Exchange Server, enable inband fax detection:
Go to C:\Program Files\Microsoft\Exchange Server\Bin
Open file globcfg.xml:
<EnablelnbandFaxDetection>false</EnableInbandFaxDetection>
Change to :
<EnablelnbandFaxDetection>true</EnablelnbandFaxDetection>

4. Restart the Exchange UM service.

Note: The CS1K FAX user set must be configured with MPTD class
of service in Id 11.

Configure the Operator Assistance feature
To configure the Operator Assistance feature to be used with a configured
UM Dial Plan, perform the tasks in the following procedure:

Configure the Operator Assistance feature

Step Action

1 After providing the operator assistance number in Dial Plan and
Mailbox users, open the Exchange Management Shell.

2 Right-click on the dial plan, and select Properties from the list of
the available options. Optionally, you can click on the properties
menu in the action pane as shown in the following figure:
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B Euchange Management Console
B tnifiad Messaging
UM Dial Plans | UM 1P Gatewys | L Mo Poilcis - LM Aut Unified Messaging -
Hame = ECTL ETT f UM d -
5 isatle
X Remave
Properties
£ Helo
| £ |
distor] | (3 @ W |[E7 ouchange Monageme... B Document - wordPad | a1 Service | e LT

The Attendant properties window appears:
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UM_attendant Properties e

General | Greetings | Times | Features | Key Mapping  Dialing Restrictions }

v [Allow calls fo users wathin the same dial plan!
v Allow calis to extensions

Select allowed in-country/region rule groups from dial plan:

g add...

Select allowed international rule groups from dial plar:

&5 Add...

oK I Cancel | Limly | Help !

Select Allow calls to extensions under Dialing Restrictions
and click OK.

3 Add an attendant number on the properties window, under the
General tab, enter the DN number for the auto attendant, click
Add and then OKto add:
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Ble  Action  Wew  Help

@ = [GE 2
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After dialling the number, the prompts for Auto Attendant service
are heard by the user.

~End--

Install Geomant Message Waiting Indicator (MWI) application

Note: The MWI 2007 software is a third-party software developed

by Geomant. Information on Geomant and MWI 2007 is provided

in this documentation for ease of reference only. Nortel does not

sell, warrant or provide operational support for Geomant’s MWI 2007
software product, nor warrant the accuracy of MWI 2007 descriptions
contained in this document. Customers using this document are strongly

recommended to obtain the most recent MWI 2007 documentation
from Geomant.

The Message Waiting Indicator (MWI) functionality of Microsoft Exchange
Unified Messaging is not provided through Exchange Server 2007.
Geomant MWI, a third-party vendor application, is an add-on application
for use with Exchange 2007 Server, and is used to provide all notifications
of new incoming messages to user telephones associated with a voice
mail account on the Exchange Server 2007.
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Configure Geomant Message Waiting Indicator (MWI) application 37

Each implemented instance of Geomant MWI is capable of providing
message waiting indications for 2500 users, and has a 10 minute built-in
timer for user naotification time-out purposes.

Detailed procedures to be used in the installation of the Geomant MWI
application are available for download at http://mwi2007.com > downloads
> documentation package.

Note: Before attempting to install Geomant MWI, be aware of the
installation prerequisites, as described by the following:

* Exchange Auto Discovery Feature must be configured on the
domain. Please refer to the Setting up E12 Autodiscover ()
document present in the downloaded documentation package.

* As part of Exchange Auto Discovery configuration, a
Certificate Authority Server must be configured in the domain.
For installation instructions, please refer to http://www.tacteam
.net/isaserverorg/vpnkitbeta2/installenterpriseca.htm.

* On the Active Directory used to start the MWI service, a user
must be configured with permissions similar to that of the
Administrator.

Installation of Multiple MWI applications
It is possible to install and configure multiple instances of the MWI
application on the same network, to accommodate a larger number of
users. Users configured on the Exchange Server are distributed between
the available instances of the MW!I application to provide effective MWI
notification.

Note: Due to a limitation of the Geomant MWI application, a user
cannot be configured to receive MWI notifications from more than
one MWI application. A document describing the steps for a manual
installation of the MWI application software can be found in the
documentation package downloaded at http://mwi2007.com >
downloads > documentation package.

Configure Geomant Message Waiting Indicator (MWI) application
Following the successful installation of the MW!I application, you are able
to configure the MWI application by means of the Geomant MWI Service
Web page.
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The Geomant MWI Service Web page can be opened on the local server
using the link https://localhost/MWISrvAdmin/.

Note: The Geomant MWI Service Web page can also be accessed
from a different (non-local) system by replacing localhost with the IP
Address of the server on which the MWI application has been installed.

The Geomant MWI Service Web page appears as shown in the following
figure:

Figure 5
Geomant MWI Service Web page
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To configure MWI licenses for each SIP gateway through which MWI
notifications will be sent, click on the SIP Gateway option of the Geomant
MWI Service Web page (as shown in the preceding figure). Enter the
appropriate values for each SIP gateway to be used. The SIP Gateway
configuration screen appears as shown by the following:
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Figure 6
SIP Gateway configuration screen
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The installed MWI service can be enabled and configured on a per-user
basis with the SIP gateway to which the associated MW!I notifications

are to be sent. To configure MWI for each user, click the MWI Users
option on the Geomant MWI Service Web page, which causes the Unified
Messaging User Properties screen to display, as shown by the following:
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Figure 7
Unified Messaging User Properties screen
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Additional notes on configuring CS1000 for MWI

®* The SIP DCH should be configured with MWI for the RCAP value (LD
17).

* User telephones should be configured with MWA (Message Waiting
Allowed) Class of Service to receive MWI Lamp notification.

®* The Node configuration page (in Element Manager) needs to be
configured with information for both the MWI Application DN and the
MWI Dialing Plan. The configured MWI DN and MWI Dialing plan
should be administered as a valid DN on the Call Server to ensure
routing back to the SIP gateway; this is required if the ISDN Facility
Response is to be sent back to the SIP gateway. For more information
on configuring the MWI DN and MWI Dial Plan, see “Configure
information for the MWI Application DN” (page 46) and “Configure the
Microsoft Exchange Unified Messaging Dial Plan” (page 26).

Configure Microsoft Exchange Unified Messaging in CS 1000

Element Manager
The following sections detail the use of Element Manager in configuring
Microsoft Exchange Unified Messaging services on the CS 1000.

The Edit page of the Element Manager Nodes: Servers, Media Cards
configuration page has a new configuration tab — Microsoft Unified
Messaging. The Microsoft Unified Messaging tab is used to add Microsoft
Exchange Unified Messaging numbers that have been defined for use with
Subscriber Access and Auto Attendant and also to configure MWI DNs
and Dialing Plans. Up to five Subscriber numbers and five Auto Attendant
numbers can be configured. These numbers can be added, modified or
deleted using the functions of the Microsoft Unified Messaging tab.

Configure a Node in Element Manager for use with Microsoft Exchange
Unified Messaging
Access to all parameters for configuration of a node for interaction with
Microsoft Exchange Unified Messaging are found under IP Telephony
Node section of Edit page for Nodes: Servers, Media Cards, as shown in
the following figure:
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Figure 8
Configuring a Node for use with Microsoft Exchange Unified Messaging: IP
Telephony Node
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A Node can be imported and its parameters edited to interact specifically
with Microsoft Exchange Unified Messaging.

Import and edit a Node for Microsoft Exchange Unified Messaging
interaction

Step Action

Log on to Element Manager with a valid User Account.
Navigate to the Nodes: Servers, Media Cards page.

Launch the Import Node Files page and import the node to be
configured for use with Microsoft Exchange Unified Messaging
and edit the imported node by navigating to the Edit page of that
node.

4 Configure the Unified Messaging parameters for the node by
expanding the Microsoft Unified Messaging section and saving
the changes. For more information, see “Configure Subscriber
Access, Auto Attendant, and MWI DN information” (page 43).

—End--
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Configure Subscriber Access, Auto Attendant, and MWI DN information
Opening the Microsoft Unified Messaging tab of the Edit page for
Nodes: Servers, Media Cards allows the Subscriber Access, Auto
Attendant, and MWI DN information to be configured. These configuration
parameters, once expanded, appear as shown in the following image:

Figure 9
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The acceptable data entries for the Subscriber Access, Auto Attendant,
and MWI DN information fields are as follows:

® Subscriber Access Number: This is a numeric field for up to 32 digits.

* Auto Attendant Number: This is a numeric field for up to 32 digits.

* MWI Application DN: This is a numeric field for up to 32 digits.
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Adding, modifying, or deleting Subscriber Access Numbers for
a Microsoft Exchange Unified Messaging Node

The following procedures detail the steps to add, modify, or delete the
Subscriber Access Number information for a Node interacting with
Microsoft Exchange Unified Messaging.

Add new Subscriber Access Number information

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand the Microsoft Unified Messaging.

4 In the space provided, add information for up to five Subscriber
Access Numbers by clicking Add and saving the configuration.
The Add button becomes inactive after the fifth entry.

~End--

Modify Subscriber Access Number information

Step Action

1 Log on to Element Manager with a valid User Account.

2 Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

w

Expand the Microsoft Unified Messaging.

4 In the space provided, modify the configuration information as
required for up to five Subscriber Access Numbers and save the
configuration.

—End--
Delete Subscriber Access Numbers
Step Action
1 Log on to Element Manager with a valid User Account.
2 Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.
3 Expand the Microsoft Unified Messaging.
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4 Delete the required Subscriber Access Number(s) by clicking the
Remove button and saving the configuration.

—End--

Adding, modifying, or deleting Auto Attendant numbers for a
Microsoft Exchange Unified Messaging Node

The following procedures detail the steps to add, modify, or delete the
Auto Attendant Number information for a Node interacting with Microsoft
Exchange Unified Messaging.

Add new Auto Attendant number information

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.

In the space provided, add information for up to five Auto
Attendant Numbers by clicking Add and save the configuration.
The Add button becomes inactive after the fifth entry.

—End--

Modify Auto Attendant Number information

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.

4 In the space provided, modify the configuration information as
required for up to five Auto Attendant Numbers and save the
configuration.

—End--
Delete Auto Attendant Numbers
Step Action
1 Log on to Element Manager with a valid User Account.
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2 Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.

Delete the required Auto Attendant Number(s) by clicking the
Remove button and saving the configuration.

~End--

Configure information for the MWI Application DN
The following procedure details the steps to configure the MWI Application
DN information for a Node interacting with Microsoft Exchange Unified
Messaging.

Configure MWI Application DN information

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.

Configure the proxy DN for the MWI application and save the
configuration.

~End--

Select MWI Dial Plan type
The following procedure details the steps for selecting the desired MWI
Dial Plan type for a Node interacting with Microsoft Exchange Unified
Messaging.

Note: Currently, the available dial plan types are restricted to CDP
and UDP only.

Select the desired MWI Dial Plan type

Step Action

Log on to Element Manager with a valid User Account.

2 Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.
3 Expand the Microsoft Unified Messaging.
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4 Select either CDP or UDP for the MWI Dial Plan type and save
the configuration.

—End--

Voice mail softkeys configuration
The use of Exchange UM softkeys on IP phones (11XX, 12XX, 2007,
2004, 2002) is enabled through Element Manager by selecting the
Unified Messaging Softkeys Enabled checkbox under Microsoft Unified
Messaging. In addition, the Inbox key of each of the phones can be
configured to access the Subscriber Access DN and MWK directly.

The key mapping for the softkeys is static and consists of the following

options:

* Play

* Delete

e Call

e Stop

®* Unread

* Reply

* Compose
* Forward
* Info

Allowing calling party numbers to update while leaving message
If a call is modified after reaching the Exchange 2007 UM Server,
the calling party number is modified as well. To ensure that voice
messages left will have the correct calling party information, calling
party number information must be updated to the Exchange 2007 UM
Server by generating a SIP INFO message with new content type header
text/source-party. This SIP INFO message is then delivered to the
Exchange 2007 UM Server, allowing any voice messages left there to
reflect the correct calling party caller information.

To enable this functionality of the SIP INFO message, the following
changes must be made on the Exchange 2007 UM Server:
* Inthe GlobCfg.XML file, set the SourcePartyInfoEnabled flag to true.

* Both the Microsoft Exchange Speech Engine and the Microsoft
Unified Messaging Services must be restarted.
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Disable a user mailbox
The following section details the required steps for removing all Exchange
mailbox attributes from a user object in Active Directory without deleting
the user object in Active Directory.

Disabling a user mailbox

Step Action

1 In the Exchange Management Console, select Recipient
Configuration > Mailbox . In the action pane, click Disable to
disable the mailbox.

Optionally, you can right-click the selected mailbox, and choose
Disable on the pop up menu as shown in the following figure:

[easchange Management Cansale

Recipient Configuration =

..... 15 Endbis Liied Meissg.
B Maniage Send g e
Foy' Marge Ful Actes P
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Mariagn St rmissiens .|
| & e

L e e e—— e e e L ] B 1

2 Click Yes to confirm the disabling of the user mailbox, as shown
in the following figure:

Nortel Communication Server 1000
Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging Fundamentals
NN43001-122 02.07
21 April 2009
Copyright © 2007-2009 Nortel Networks



Configure Microsoft Exchange Unified Messaging in CS 1000 Element Manager 49
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~End--

Enable the user mailbox after disabling
The user mailbox can be enabled after disabling it. The following section
details the required steps to enable a disabled user mailbox.

Procedure 1
Enabling the user mailbox after disabling

Step Action

1 Add a new mailbox using the New Mailbox Wizard, but select
Existing users instead of New users when prompted for User

Type.
For more information about using the New Mailbox Wizard, see

“Configure a new user mailbox for Microsoft Exchange Unified
Messaging” (page 19).

2 Click Add. A window appears displaying all existing users in the
active directory.

3 Select the disabled user mailbox as appropriate and click OK, as
shown by the following:
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4 Click Next and follow the steps to add a new mailbox, without
changing current user account information.

—End--

Remove a user mailbox
This procedure details the required steps for removing a user mailbox.
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Procedure 2
Removing a user mailbox

Step Action

1 In the Exchange Management Console, select Recipient
Configuration > Mailbox .

2 In the action pane, click Remove to remove the mailbox, as
shown by the following:
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Optionally, you can right-click the selected user mailbox, and
choose Remove from the list of menu options.

~End--

Note: When you remove a user mailbox, all associated user Exchange
data is marked for deletion and the associated user account entry in the
Active Directory is deleted.
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Remove a dial plan
This procedure details the required steps for removing a UM dial plan.

Note: Before you can remove a UM dial plan, you must remove any
existing associations with other UM components such as UM mailbox
policies, Unified Messaging servers, or UM IP gateways.

Procedure 3
Removing a dial plan

Step Action

1 In the Exchange Management Console, select Organization
Configuration > Unified Messaging.
2 Select the appropriate UM dial plan and click Remove on the

action pane to remove the dial plan, as shown by the following:
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Optionally, you can right-click the UM dial plan and select
Remove from the list of available options.

3 Click Yes to confirm the removal of the selected UM dial plan.
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Microsoft Exchange

| i \ Are you sure you want to remove ‘C51K_DP_TLS'?

—End--

Disable Operator Assistance feature
This module details the required steps for disabling Operator Assistance
feature functionality, provided by the UM Auto Attendant.

The UM Auto Attendant can be disabled: if an auto attendant is disabled,
no incoming calls will be answered.

Procedure 4
Disabling the UM Auto Attendant

Step Action

1 In the Exchange Management Console, select Organization
Configuration > Unified Messaging.

2 Select the appropriate UM Auto Attendant and click Disable
on the action pane to remove the dial plan, as shown by the
following:
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Optionally, you can right-click the UM Auto Attendant and select
Disable from the list of available options.

~End--

Remove Operator Assistance feature
This module details the required steps to follow for removing a configured
UM Auto Attendant.

Procedure 5
Removing the UM Auto Attendant

Step Action

1 In the Exchange Management Console, select Organization
Configuration > Unified Messaging.

2 Select the appropriate UM Auto Attendant and click Remove
on the action pane to remove the dial plan, as shown by the
following:
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Exchange Management Console
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Optionally, you can right-click the UM Auto Attendant and select
Remove from the list of available options.

~End--

Disable MWI service for a user phone set

This module details the procedure for disabling MWI service access on a
user phone set.

Procedure 6
Disabling MWI service for a user phone set

Step Action

1 Access the Geomant MWI Service Web page. For more
information about accessing the Geomant MWI Service Web
page, see “Configure Geomant Message Waiting Indicator (MWI)
application” (page 37)

2 Select Administration > MWI Users.
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On the Unified Messaging User Properties screen, uncheck
MWI Service Enabled to disable MWI service for the user.

—End--

End user experience scenarios
This section describes the end user scenarios for Unified Messaging
features.

Navigation

“Answering the call” (page 57)
“Subscriber Access ” (page 57)

“Auto attendant” (page 58)

“Message waiting indication” (page 58)

“Play on phone feature” (page 59)

Answering the call
This is a end user scenario for answering the call on behalf of a user.

Procedure steps

Step Action

User A calls user B, who is a subscriber to UM services.

The call is redirected to UM, if the User B does not answer or
his phone is busy.

ATTENTION
The caller hears the default greeting or personal greeting (if
recorded).

The caller can leave a voicemail for User B after the beep tone.

After the message is recorded, the caller has to press the pound
(#) key for more options or wait to send the recorded message
to User B mailbox.

~End--

Subscriber Access
This section describes the end user scenario for subscriber dialing into the
Microsoft Exchange Unified Messaging.
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Step

Action

1

Auto attendant

Call the UM Subscriber Access number.

The caller receives the greeting prompting to enter the pin
number.

Press the star (*) key, if the mailbox does not belong to the
caller. Enter the pin number to open the mailbox.

The caller has various options to select from voicemail, email
and so on after opening the mailbox.

ATTENTION
Both voice commands and DTMF options are available.

~End--

The auto attendant service allows call transfer to any number or person in
the corporate directory. This section describes the end user scenario for
auto attendant service into the Microsoft Exchange Unified Messaging.

Step

Action

Call the UM Auto Attendant number.

The caller receives the greeting prompting to enter the name of
the person or press the pound key (#) two times.

Enter the email or press the pound key if you know the
extension.

ATTENTION
If the auto attendant is speech enabled, then the UM will prompt for

the name of the person.

After the user name, number, and email is entered the auto
attendant prompts the callers to press pound key. You can leave
a message to the user or wait to contact the user.

—End--

Message waiting indication
This section describes the end user scenario for the message waiting
indication in the Microsoft Exchange Unified Messaging.
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Step Action

1 User A calls User B.

ATTENTION
User B must have the mailbox configured in Exchange UM.

2 If User B does not answer the call, then the call is redirected to
UM to record the voice message.

User A leaves a voice mail for user B.

The MWI indicator on User B is illuminated. This indicates that
there is a message waiting for User B in the mailbox.

ATTENTION
The message waiting feature assumes that the there are no voice
mail in the mailbox if the User B indicator is not illuminated.

~End--

Play on phone feature
This section describes the end user scenario for the play on phone feature
in the Microsoft Exchange Unified Messaging.

Users can invoke play on phone feature to call a phone and hear the
voicemail.

Step Action

1 Select voicemail in the Outlook or use Outlook web access
(OWA) default feature provided by Exchange UM.
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Play the message on the system or over the phone by using play
on phone option.

To play using the play on phone, select the option available with
the voice mail.

Enter the phone number where the message needs to be played.
Press dial.

% HY ™ e» 5
LTS -
— | Message et
4. 3 3 P A3 Moveto Folder © | Fly Block Sender | %5 Categorize - FLY & Play
=. - o ) Create Rule £ Safe Lists = ¥ Follow Up = #7 Play on Phone
Reply PReply Forward § cgf -  Delete Firve
e Al et ] Other Actions = Jok Junk % Mark a3 Unread .
Respond Action Junk E-mail vioice Mail
From: Microsoft Exchange an behalf of  Srinivasan Kannan Senk; Wed 2/72007 7131 AM
Tot Adel Mostary
Sulyject: Exchange Voice Mall (5 secands) Srinivasan Kannan
Audio Notes:
-
You recebved a voice mall from Srinfvasan Kannan at 3432557 =
Caller-1d 3
Work: 4 Play on Phone ﬁ'
E-madl T -
oial: [3432550 =]
Ertter the phona ramber that you want Microsoft
Exchange bo use to play back messages. Entes
the number sz you would dial & from your office
jphane.
(Exanmple: 9 (555) 555-1234)
Subject: Exchangs Voice Mal {5 seconds) Srinivasan Kae
Sent: {72007 7:20143 AM
Stetus:  Ready 0:00
-
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6 The destination phone number can also be set using the option
tab so that it need not be entered again the next time a message
is played.

—End--

TLS Configuration on UMS2007SP1
This section describes the procedure to configure theTLS on UMS 2007

SP1.

Step Action

1 Set up the UM Dial Plan to SIPSecured.

DS e~ H
&= |AE @=

iR eoe bt
[T ?_wm:i‘mc o UMD Pl | 459 Gatowarys | UM Madbos Pk | LM it mttsrcints |
& Chent Access LM Diaf Plany = E Associated UM Servers Associeted UM 1P Assoch
%y Hub Trarspart = Dusiplan_FYw [} Mo servers assoated CBL_TO_GW, CBL_BvW_GW  Divplas
- 7 Uinfied Messagng anDeaPlan_TO: 4 Mo server s associabed N gastewiarys associsted DisPly
- | Server Configuration Medasecurty Displan 4 FCEETL MedaSeurty?,Medasec...  Medas
i Moo SRIN_EE
2 Chenk Access manth_nterop
S H Transport Fehuns | Settings | Diaing Fule Gioups
Sy Unified Messoging General | Subsciber Access | Didl Codes
2, Raciguark Configuestion
5 Tookbox : M ¥
N2y i Al )
Artocusied UM servets: FOEYETY
Associoled UM [P gabevirs: MediaSocuh2, MedaSecuity IPGW
URE tppe: TeEun
Humrbes of digti n the edension. 4
Modhed Fiicay. Juky 06, 2007 54034 A4
I Send & porvdskvery report § message debeery Lol
¥ Abow umers io iecaive fuoes
YelP socisly Secue 'l
[k ] csed | s | n |
2 Restart the Unified Messaging (UM) Service.
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EEkchanqe Management Console
Ble Action \iew Help
¢ 6@ @m

£3 Microsoft Exchange 8% Unified Messaging

i=l-4ts] Organization Configuration .
e Ly Mailbox: | Create Fiter
|<& Client Access A
"% Hub Transport e "
|9 Unified Messaging el Manage Maibox Role rearliely
=l 3 Server Configuration Manage Client Access Role
s Maibox Manage Hub Transport Role
=2 Chent Access
o Hub Transport Enter Product Key...
=1 Unified Messaging Disable after completing calls
w2, Recipient Configuration Disabie immediately
&3 Toobox
3 Generate a certificate signed by a private local CA on the SPS

with the FQDN of your SS as subject.

Certificate detail :
Friendly Name :wallab-r117229.ca.nortel. com

Expiration Date : Jul 3 12:54:50 2037 GMT

Issued To : {C=CA/ST=0N/L=BVW/O=Nortel/OU=Enterprise/CN=wallab
-r117229.ca.nortel.com

Issued By : /C=CA/ST=on/=bww/O=norel/OU=verification/CN=ibm-sps-
1.ca.nortel.com

4 Copy the Private Certificate Authority Certificate into a text file
with .cer extension.
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E EF. IEI’“‘SHS' ca.nuF elcom E"“ Eﬁ 5.UU.J1

Certificate Management
Distribute and maintain Veb S5L and SIF TLS security certificates, and manage the Private Cedificate Autharity,
Certificate Endpoints Private Certificate Authority

Private Certificate Authority Details

Copy the cerificate contents in the texd box below. i can be saved as a plain tex file fo be later imported indo the Trusted Root Cerificate
Aumorities of your client.

Subject C=CAST=onL=bvi0=notel OL=verificationCN=ibm-sps-1 ca nordel com
Expiration date: May 24 20057.53 2037 GMT
Fingarprint 31:4e92.08.1 1.70:0 6060265 M5245:2716:50

—~BEGIN CERTIFICATE—
HIIDKDCCNJOWB&QIBHD.&NSmthMNOFﬁDMOSWOYDWOGEWJDOIEL
MAKGATUECEMCh2HDDAKBgNYBACTAR) JdrEF D
NOOLEWE DU b 240, VEAMTF 21ibS 1 2cHMIMS Y
Y?WBWDT&IIDWWeNIW‘HWDLMJMtIM]MiELIﬁkGJ\‘UEBhHC
QOEXCZANBGNVBAG TAMIUMCrwwC g DN GHEwNidncxDzaNBgVBATEm SeniRIBDEY
MEMGAIUECMMdm\aWZpY 2F 02WauMSAwHIYDVOODExdpYmite 382U TEUY 2Eubmoy
AEVELMMNTCEAT, gl (GEFAADBiwow e C gYEAS +QZ3Ir
szDﬂ.\"BWUU}@?In°8LJCUS\'ECWWhSGL“ICWﬁDnL3n'UBBaHHqunu-kl
AVCCHOBIO G GhiLcadUCLIGkzEGH! GPyViuGWeS
wcH?EPRIIInWCnL?meMG|cnCkSO|chwch\~HQm\nm03MFGﬂlQaﬂsnaj
BVCHtH1 ky+ higNIgD EQZ0waIGAF jBVCEH Ky haNgdD
ONaMDMDMQVUWOGEVAJDOTEUJWm1UECBMCbHﬂJM{BﬂN\"Bﬂ‘TA?JMP
MADGATUECHMGbm Sy RUWEWYTVOQLEwQZApZmifiRpb 24 gl
F b5 120 HWMS 57 SSub3J 02w 2080 GEAMAWGAT Ud EwOF MAMBATEwWDGY K0Tl
Five HAQEEBQADGYEASSFX0wzev VIO IRt NAAIED T NuaMSdnkSd00SThAk
cANPHaZ

Contents

mewS 400 Tl CHp 2
1Iel.'}BSUMM?TfoGCA!Knﬂl-adNnMdCerNLseEnCdGD‘EUM@—
——END CERTIFICATE—

Start->run->mmc.
Add (Certificate) snap-in.

Select Computer Account certificate store to import the PCA
Certificate to the UMS2007 server.

e
o et e famy e o]

b = | comtiicain e for yonsied, & seacn,
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"t Comsolel - [Consale Root'\Certificates fLocal Computer), Trusted Root Certilication Authorities\ Certificates]
My Ble  adion  Yew Favrtes  Windew  Help =Bl ]
=A@ e RR AE ]
0 Corale fooek Tsemd To_+ [isomd iy I [itended Puaposes | Friee=]
= (P Contdicates (ol Computs | (Sl Saunslabden Serven CA Sorislabeden Serven CA w6Z01S Secure Emad, Server...  Seurv
) Personal = Sarulshdon Serveri CA &0 Secure Emal, Server,..  Saune
=i () Trusted Floot Certificat | () o e Server Suthartiesion Vel
—in_ Securehet A Class A 101642003 Secure Emad, Server...  Secwr
# (2) Entorprase Securebiet CAL Class B L1200 Secure Emad, Server...  Secur
= Themad Secumetint CA Rosk 1ofiafzo10 Secure Emad, Sarver,..  Soc
& Untrustec Securshiet CA SGC Root 0164200 Secure Emad, Server ... Secur
—J TPt Securetign RostTAL 5200 Secure Emal, Server...  Sapar
3 Trumed P SexureSign Moo CAZ 152020 Secure Emal, Server,..  Japar
) Ot Pec Seurmtign RootTAY w5200 Seouare Emad, Server...  Japar
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Eurcurmics um20iTspica ez <Al <
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1] ] L] K] | 3
|34 5 cestiieste to a store [

8 Export Microsoft Certificate Authority’s certificate by going to the
following website: https://[<UMS FODN>/certsrv/certcarc.asp .

Fe  Edt View Favortes  Tools  Help
i 5o - | e set-Transporterver | &= Micrasart certiticats ser... 3 |

Download a CA Certificate, Certificate Chain, or CRL

To trust cartificatas issuad from this cartification autharity, Instasll this C
To download a CA certificate, cartificate chain, or CRL, selact the con

CA cortificate:

s

Encoding method:

9 Open the Microsoft CA certificate in a text editor and copy the
content into SPS Certificate Authorities->Add pop-up window.
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Cenificate Managemeant
Cvamitute s masetaen e S5L and 65 TLS secun 40 e Pivas © evs ale Actharay

Certificate Endpoints | Private Certificate Authority

T s 8 0, el oo i Aty Add Wieand
b EIL [
0 the S -
Enter & srvqus Friandy sams Copy th i of the cartleats sathertys .
X6003 comiicate wed paste in b3 the b i
Frimnaly Marna t 2
SIPTLS [ Carigas
To matal fhe alives CA inte oot bewes, chek Sutma
Subedt Cancal

Certificate Authorities
Add |
Frandgty nams Espnatan s Trusted [svued by

10 Use the following command in UMS command console:
Set-UMIPgateway -identity <IP_GATEWAY>. -Port 5061.

8 Select Machine: kabybt1 | Scope: um2007spl.corp.nortel.com

—or=|

[PS] C:

Thumbprint
N
N
N=
N
N
N

74861 INBIFAFADE 4 15AC1219C31D87

[P5] C »BACPECHE? Y SC6E7DEERB1

DR
PGW*

Make sure your IP_GATEWAY is identified by its FQDN in the
Exchange Management Console.
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11 Select Control Panel ->Administrative Tools ->Local Security
Policy to apply the configuration on Exchange front end that
interacts with SPS.

ATTENTION
If UM is installed on the AD server it self then it would be under
Domain Security Policy.

B3 dituiemd Uisers o Sordiger stion Luiey

B dhomstn Lyl @ gt Senes
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G, Tashion st St Faaras
B e Accounts
W v e el

Bl Tembtier and St Mere

12 Right click Security Options ->System cryptography: Use FIPS
compliant algorithms for encryption, hashing, and signing. Select
Enabled.

R —
B Liscal St unn iby Sint s

S Em e @
e 0 v T
—P‘_‘s‘m";‘;‘w @mk-v— of il tir 4 m‘dh‘w.-u—-*w-ﬂ—v 195 vramen
.jm”:w_ WNH Syatom cryplopraphy; Use FIs S — 4] Enabied
Ll ainco I |-~ o [ tiatiod
M, 1P Secuity Poloes on Locsl Co) ﬁ Spl-nuwh?"::‘l.l::-npsm‘-l g o mti

mu" i ity Cesabled

S @ Enatied itk il

At ) el O, DF S

AN ) Clawsic - local users

Tenabled
Coablec)

2 e St LM 6 TLI -

= |5 oot

g ot J [ e - e e—.

:g St th-wlul—umy.-;;fh :bdsled

A system errppbon, hashing, and sgrng Enatied

BfYSystem chiscts: Dol sulk owres for ob.em cremted Iy trerdes s of the Advweits stoes o bt comahin

Bl svstem cbects: subysbems Erplded
L. (301 Eisrter sorects: Sranathen dufanik pesmissions o intecnal systam sbiects s.9. Symisol Lnks! ALe i

13 Navigate through SPS in the Network Routing Service Manager.

Select SIP Proxy Server, Gatekeeper, and Network Connection

Server.
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14
15

16

17

18

19

20

NETWORK ROUTING SERVICE MANAGER

Blanaging: ATALARA12
System = MG Server

NRS Server

Semvice Status
iEnahInE Gracehil disable | Restan

3 Senvice Nama
1= SIP Proxy Server (SPS)
1[¥ Galekeepar (OK)

2= Natwark Connaction S (NCS)

Click Restart.
Select the Element Manager and Set TLS port to 5061.

ATTENTION

If you encounter continuous redirection when trying to make a

SIP call, use the port number provided by the UM in the SIP/2.0

302 Moved Temporarily CONTACT header.05/07/2007 17:26:38
LOGO0006 SIPNPM: ->SIP/2.0 302 Moved Temporarily05/07/2007
17:26:38 LOGO0006 SIPNPM: ->CONTACT: <sip:5510;phone-context=
fittest.swlab@bvw.com:5068;transport=TLS;user=phone>.

Turn on Client Authentication and X.509 Certificate
Authentication.

Special case for setup without SPS involvement. You can set
the Primary Proxy to your UMS.

The DNS IP address should be updated in EM (config.ini) for UM
calls to complete when using TLS.

TLS Security
Security Policy | Best Efort ~
lLsmumelﬂ a)
Client Authertication (2]
Ra-negotistion [] | hy
X500 Cenificate Mithentication (7]
Prienany Py of Re-deoct Senms
Pyimary Prosxy of Redirect (TLAN) IP address. 47 11 53 166
Pon | 5060
Supparts Rogistration [ c)

Primary C0YS Proxy or Re-direct server flag [

Transport Profocol | TLE «
Secondary Pray or Fio.dewct Server
Secondary Prosxy of Redirect (TLAN) IP address. 4711 117 229

Pont. (5060
Supports Registration (7]
Secondary CDS Proxy of Re-direct servr flag (7]

Tramspodt Protocol | TCP «

Verify that SPS is using the correct DNS Server with the correct
class A FQDN entries for SPS, and UM.

Restart Exchange UM service in Exchange server.

—End--
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Additional steps to verify TLS configuration on CS1K and exchange

UM

Step Action

Click the Authentication tab in Client EXCHANGE Properties

1
dialog box.
lient EXCHANGE Properties
General | Networkl Authenticationl Perriszioh Groupsl
>
i
Connector status:  Enabled
Modified: Monday, March 02, 2003 10:57:07 AM
Erotocol logging level: I Mone = l
Specify the FADM this connector will provide in response bo HELD or EHLO:
|exchange.exchange.com
[Example: mail contoso. com)
Mavimumn mezzage size KB |1D24D
ak. I Cancel | Apply | Help
2 Select the Enable Domain Security (Mutual Auth TLS) checkbox.
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Client EXCHANGE Properties

Generall Network  Authentication |Permission Groupsl

Specify which zecurity mechanizms are available for incoming connections
[V Transport Layer Security [TLS)

¥ Bagic Authertication
[V Difer Basic authentication only after starting TLS

[~ Exchange Server authertication
¥ Integrated Windows authertication

[ Estemnally Secured [for example, with |Psec).

0k I Cancel Apply Help

3 Click OK.

CS1K CA certificate should be loaded correctly into the trusted
list on Exchange Server.

~End--

TLS Limitations:
®* Only TLS capable Web Browsers will be supported.
* Remote desktop version must use be at least RDP client version 5.2.

For more information, refer to the following link: http://support.micros
oft.com/kb/811833.
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