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New In

this Release

Features

This section describes what's new in Communication Server 1000 with
Microsoft Exchange Server 2007 Unified Messaging Fundamentals
(43001-122) for Communication Server 1000 Release 7.0

There have been no updates to the feature descriptions in this document.

Other changes

This release contains no other changes.

Revision History

June 2010
June 2010

December 2009

June 2009

May 2009

May 2008

March 2008

December 2007

August 2007

Standard 04.02. Up-issued to reflect changes in technical content.

Standard 04.01. This document is up-issued to support Communication
Server 1000 Release 7.0.

Standard 03.03. This document is up-issued to add a note in the section TLS
Configuration on UMS2007SP1.

Standard 03.02. This document contains added section: "TLS Configuration
on UMS2007SP1."

Standard 03.01. This document is up-issued to support Communication
Server 1000 Release 6.0.

Standard 02.03. This document is issued to reflect changes in technical
content.

Standard 02.02. This document is issued to reflect changes due to
CR#Q01808992.

Standard 02.01. This document is issued to support Communication Server
1000 Release 5.5.

Standard 01.01. This document is issued to support Communication Server
1000 Release 5.0 and Microsoft Exchange 2007 Unified Messaging.
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How to get help

Contents
This section contains information on the following topics:

* Getting help from the Nortel web site
* Getting help over the telephone from a Nortel Solutions Center
* Getting help from a specialist by using an Express Routing Code

* Getting help through a Nortel distributor or reseller

Getting help from the Nortel web site
The best way to get technical support for Nortel products is from the Nortel
Technical Support web site:
www.nortel.com/support

This site provides quick access to software, documentation, bulletins, and
tools to address issues with Nortel products. From this site, you can:

* download software, documentation, and product bulletins

* search the Technical Support Web site and the Nortel Knowledge Base
for answers to technical issues

® sign up for automatic notification of new software and documentation
for Nortel equipment

* open and manage technical support cases

Getting help over the telephone from a Nortel Solutions Center
If you do not find the information you require on the Nortel Technical
Support web site, and you have a Nortel support contract, you can also get
help over the telephone from a Nortel Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).
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10 How to get help

Outside North America, go to the following web site to obtain the telephone
number for your region:
www.nortel.com/callus

Getting help from a specialist by using an Express Routing Code
To access some Nortel Technical Solutions Centers, you can use an
Express Routing Code (ERC) to quickly route your call to a specialist in
your Nortel product or service. To locate the ERC for your product or
service, go to:
www.nortel.com

Getting help through a Nortel distributor or reseller
If you purchased a service contract for your Nortel product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller.
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Communication Server 1000 with
Microsoft Exchange Server 2007
Unified Messaging

Overview

CS 1000 support for Microsoft Exchange Server 2007 Unified Messaging
enables interoperability between the voice service capabilities of
Communication Server 1000 and the Unified Messaging solution provided
as a component of Microsoft Exchange Server 2007. This interoperability
provides the following capabilities:

Call Answering: With call answering, Communication Server 1000 with
Microsoft Exchange Server 2007 Unified Messaging is configured to
answer incoming calls on behalf of a user by playing their personal
greeting, recording a voice message from the caller, and submitting it
for delivery to the user inbox as an e-mail message.

Subscriber Access: enables dial-in access for users. A subscriber
dialing into the Microsoft Exchange Unified Messaging system
accesses their mailbox using Outlook 2007 Voice Access, enabling
access using either a telephone keypad or voice inputs. When dialed
into the Unified Messaging system using a telephone, a subscriber or
user can perform the following functions:

— Listen to, forward, or reply to voice mail messages, and call the
sender of the voice mail.

— Listen to calendar information.

— Access or dial contacts stored in the global address list or in a
personal contact list.

— Accept or cancel meeting requests.
— Set a voice mail Out-of-Office message.
— Set security preferences and personal options.

Auto Attendant: Provides a set of voice prompts that provides access
to the Microsoft Exchange Unified Messaging system by external
users. Using the Auto Attendant, the external user navigates the menu
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12 Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

structure, using either the telephone keypad or speech inputs, to place
a call to a user or to locate a user for the purpose of placing a call to
that user. In addition, the Auto Attendant gives system administrators
the ability to perform the following functions:

— Create a customizable set of menus for use by external users.

— Define informational greetings, business hours greetings, and
non-business hours greetings, and greetings for holiday schedules.

— Add instructions for callers describing how to search the
organizational directory, and how to connect to a specific user by
means of their extension number.

— Enable access for external callers to the operator. For more
information, see “Configure the Operator Assistance feature” (page
42).

* Play on Phone: Allows a Microsoft Exchange Unified
Messaging-enabled user to access a voice mail message
through Outlook 2007 or Outlook Web Access and listen to the
message over a telephone.

* Message Waiting Indication (MWI): Designed by Geomant, the MWI
application is an add-on to the Microsoft Exchange Unified Messaging
Server 2007 which provides support for MWI notifications to users
connected to the Microsoft Exchange Unified Messaging Server. For
more information on the installation and configuration of the Geomant
MWI application, see “Install Geomant Message Waiting Indicator
(MWI) application” (page 44) and “Configure Geomant Message
Waiting Indicator (MWI) application” (page 45).

Note: The MWI 2007 software is a third-party software developed
by Geomant. Information on Geomant and MWI 2007 is provided

in this documentation for ease of reference only. Nortel does not
sell, warrant or provide operational support for Geomant's MWI
2007 software product, nor warrant the accuracy of MWI 2007
descriptions contained in this document. Customers using this
document are strongly recommended to obtain the most recent MWI
2007 documentation from Geomant.
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Multiple Microsoft Exchange Unified Messaging servers on a single
network
Multiple Servers can be configured for a single network to ensure the
effective handling of potential issues caused by challenges of:

* Capacity: Each Microsoft Exchange Unified Messaging Server is
capable of supporting a maximum of 200 total concurrent (combination
of inbound and outbound) calls. In larger customer networks that need
to support a higher volume of concurrent calls, additional Microsoft
Exchange Unified Messaging Servers can be configured in the same
network so that users can be load-balanced.

* Redundancy: An additional Microsoft Exchange Unified Messaging
Server can be configured as a redundant server in a network by
utilizing the Least Cost Routing Mechanism on the Network Routing
Service (NRS) - configuring an additional Microsoft Exchange Unified
Messaging Server provides a greater measure of fault tolerance for
the services provided, allowing a continuation of those services in the
event of system failure

* Geographical location: If network systems are located across multiple
geographic locations, Microsoft Exchange Unified Messaging Servers
can be implemented in such a way that they are both local and specific
to each location. Configuring multiple servers in this way would
automatically result in load sharing of access to Microsoft Exchange
Unified Messaging services by users in the network.
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14 Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

Operational Considerations
Considerations specific to Microsoft Exchange Server 2007 are as follows:

The only supported codecs are G711 and G723.

RFC2833 is required for DTMF digit transmission to the Exchange
Server.

Exchange Server 2007 must always be configured as a static endpoint
on the NRS as Registration is not supported.

The Fax on UM capability is supported.

Geomant Message Waiting Indicator (MWI) 2007 is a required add-on
for MWI functionality.

Microsoft Outlook 2007 is required.
Exchange Server 2007 requires the use of x64 processors.

For the Play on Phone option to function, the default Outlook data file
used must be of type .ost. If the default Outlook data file is of type
.pst, the Play on Phone option will not be available.

Calling a non-Exchange user using the Auto Attendant functionality is
not supported by Microsoft Exchange Unified Messaging.

Due to known issue concerning support of Payload 101 for RFC2833,
intermittent DTMF issues will be experienced with PC-based clients.

Interoperability with BCM/SRG and CS 2100 over H.323 causes
speech path issues due to non-handling of RE-INVITE requests by
Microsoft Exchange Unified Messaging Server.

SRTP is not supported on Exchange for CS 1000 Release 5.5 and
below.

Considerations specific to the Geomant MWI Application are as follows:

In a Main Office-Branch Office (MO-BO) environment, MWI
functionality is provided in either Normal or Local mode, as MWI is not
supported as multiple instances in the same domain.

In a Geographic Redundant System environment, MWI functionality
is provided in either a Primary Call Server (PCS) or a Secondary Call
Server (SCS) system, as MWI is not supported as multiple instances
in the same domain

Considerations specific to the Communication Server 1000 are as follows:

Only CDP dialing is supported between the home CS 1000 and the
UM Server - users dial in to the home CS 1000 using any configured
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dialing plan to access services provided by Communications Server
1000 with Microsoft Exchange Server 2007 Unified Messaging.

* Configuration of the voice mail soft key cannot be changed if there is
a combination of CallPilot and Microsoft Exchange Unified Messaging
voice mail users on a single node. A recommended deployment
solution would be to have CallPilot users and Microsoft Exchange
Unified Messaging users associated with separate Line TPS nodes.

The voice mail soft key feature on the phone set assigns a unique key
to each of the voice messaging functions.

* While operating with an MCS PC Client, Microsoft Exchange Unified
Messaging calls can not be placed on hold.

* The existing limitation on the NRS of multiple endpoints with the same
static IP address is not supported. This affects network environments
where two CDP domains are configured to use the same Microsoft
Exchange Server 2007.

* The IP Softphone 2050 does not support RFC2833; therefore, it can
not be used with the Subscriber Access and Auto Attendant features of
the Exchange Server 2007.

* |If a call originates from an H.323 endpoint (CS 1000/BCM/SRG) and
is tandem transferred by the CS 1000 to the Microsoft Exchange
Unified Messaging Server using SIP, the Subscriber Access and Auto
Attendant feature can only be accessed by voice command and not by
keypad (DTMF), as there is no support for RFC2833 over an H.323
network.

* |f the far end does not support RFC2833 (with a payload value of 101),
the Play on Phone functionality is not supported.

® Calls forwarded by Integrated Call Director (ICD) to Microsoft
Exchange Unified Messaging are not supported.

* |f a call originates from CS1000 Node A to Node B (TRO is enabled on
both the nodes) which has call forward set to UM, same SA/AA DNs
must be configured on both the nodes since the call is originated from
Node A (and not Node B) in this case.

Microsoft Exchange Unified Messaging operational characteristics

* When a Microsoft Exchange Unified Messaging-enabled user plays
back stored voice mail messages, the order of playback begins
with the last message recorded. That is, when voice mail has been
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16 Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

received (in order) from User 1, User 2, and User 3, the messages are
replayed in the order of User 3, User 2, User 1.

For a voice mail message that is a reply to an earlier voice mail
message, the reply message is played before the playback of the
original message.

If there is only one voice mail message waiting for the user, it is not
possible to undelete that voice mail message once it has been deleted.

Voice mail messages that have been listened to will continue to
register as a new message until the next option is used.

When a user dials the Auto Attendant number (with speech enabled)
and does not provide a name, Auto Attendant repeats the prompt for
a name three times. After the third prompt, the call is forwarded to the
operator automatically.

Call answering does not work if the call is being redirected across CS
1000 nodes (or any SIP Gateways) with different dial plans.The Unified
Messaging fails to answer calls from User A.

For example, there are two users—User A on node_A, with DP_A and
User B on node_B, with DP_B, User A’s phone is set to forward all
calls to B’s DN.

The UM is not able to resolve mailbox for User A between cross-dial
plans.

Secure Real-Time Protocol support for Microsoft Exchange Server
2007 Unified Messaging
CS 1000 Microsoft Exchange Server 2007 Unified Messaging for supports
Secure Real-Time Protocol (SRTP) in the following scenarios:

Scenario 1—CS 1000 with SRTP using Exchange Server 2007 for
voice mail.

Scenario 2—CS 1000 interoperating through Multimedia Convergence
Manager with Office Communication Server 2007 and Exchange
Server 2007.

Scenario 3—CS 1000 interoperating through Multimedia Convergence
Manager with Integrated Office Communication Server 2007 and
Exchange 2007.
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ATTENTION

TLS must be enabled between CS 1000, Exchange Server 2007, and Office
Communication Server 2007 for SRTP to function. For more information about
TLS, see Security Management Fundamentals (NN43001-604). For more
information about Multimedia Convergence Manager with Integrated Office
Communication Server 2007, see Nortel Converged Office Fundamentals —
Microsoft Office Communications Server 2007 (NN43001-121).

If CS 1000 and Unified Messaging are in different domains served by different
DNS servers, each DNS server should have forwarders configured, which
contain the domain name and IP of the other DNS server. So, if the first DNS
server cannot resolve the FQDN, the DNS server itself would forward the
request to the other DNS servers.

Scenario 1
This scenario describes the CS 1000 with SRTP using Microsoft Exchange
Server 2007 for voicemail.

Figure 1
CS 1000 with SRTP using Microsoft Exchange Server 2007 for voicemail
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Scenario 2

This scenario describes how the CS 1000 interoperates through
Multimedia Convergence Manager with Office Communication Server 2007
and Exchange Server 2007
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Figure 2
OCS/Exchange for Voicemail with SRTP/RTP
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Scenario 3

This scenario describes how the CS 1000 interoperates through MCM with
Integrated OCS 2007 and Exchange 2007

Figure 3
OCS/Exchange Integrated for Voicemail with SRTP/RTP

OCS/Exchange Integrated for Voicemail with SRTP/RTP
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Feature Interactions
The following table provides feature interactions.
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Table 1
SRTP Wave 13 RTP/SAVP, 200 OK,
using RTP/AVP

best-effort SRTP Microsoft Exchange 200 OK, using
2007 Service Pack 1. RTP/SAVP
VOIP Security: Secured

best-effort SRTP Microsoft Exchange 503 Services Not
2007 Service Pack 1. Available
VOIP Security: SIP
Secured

best-effort SRTP Microsoft Exchange 503 Services Not
2007 Service Pack Available
1. VOIP Security:
Unsecured

CS 1000 Interaction with Exchange 2007 Service Pack 1 and
Exchange 2007 Wave 14

In order for CS 1000 and Exchange to communicate through SRTP,
Element Manager must be configured to indicate if VOIP Security is
configured as “Secured”. The following scenario is common between a
Best Effort CS 1000 SIP INVITE to Exchange 2007 Service Pack 1 and
Exchange 2007 Wave 14.

(1) A Best Effort offer to Exchange with VOIP Security: Secured
v=0

0=-122 3 IN IP4 192.168.117.230
0=-122 3 IN IP4 192.168.117.230

s=-
t=00
c=IN IP4 0.0.0.0

m=audio 5200 RTP/AVP 0 8 101 111

a=tcap:1 RTP/SAVP

a=crypto:1 AES_CM_128 HMAC_SHA1 80
inline:Natl39v92SgtO0WOOhzMIgBZJIb0lkZzD7vykD
0uLJ|2"31|2776763240:4

a=crypto:2 AES_CM_128 HMAC_SHA1 80
inline:Natl39v92SgtO0WOOhzMIgBZJIb0lkZzD7vykD
OuLJ|2"31

a=rtpmap:101 telephone-event/8000

a=fmtp:101 0-15

a= sendrecv

a=pcfg:1

t=1
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20 Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

Below is a sample answer to Offer 1:v=0
0=- 128 2 IN IP4 192.168.116.230

S=-

t=00

c=IN1P4 0.0.0.0

m=audio 5200 RTP/SAVP 0 8 101 111
a=crypto:1 AES_CM_128 HMAC_SHA1 80
inline:KY202u8S0tKrnai4dYO0STMDvnquDOEPLWbczkHJZ|2"31|2776763
240:4

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-15

a= sendrecv

From the sample above, the initial Best Effort offer: it supports the
following Media Profiles: RTP/SAVP and defaults to RTP/AVP if
RTP/SAVP cannot be used. Exchange responds with RTP/SAVP to
indicate its usage of SRTP and does not include the media level attribute
acfg.

Limitations
Secure Real-Time Protocol support for Microsoft Exchange Server 2007
Unified Messaging limitations

®* (CS 1000 has the capability to understand and process the acap
attribute in an incoming offer but does not make use of it in the
response or in a new offer as defined in Nortel's SRD Section
16.6.2.[1]

* When CS 1000 is used with Exchange 2007 that has VOIP Security
set as Secured, all mailboxes associated with that secured Dialling
Plan are treated with a Media Security Class of Service of Always
Secured. When VOIP Security is configured as Secured, it requires
the use of TLS for SIP Signalling between Exchange and CS 1000.
Any IP or digital sets that do not support SRTP are not compatible with
Exchange if VOIP Security is configured as Secured. It is unknown at
this time what Exchange Unified Messaging 2007 Wave 14 limitation
are

* Exchange 2007 SRTP does not support MKI or <“from”, “to"> rekeying,
however since the typical lifetime of RTP and RTCP packets is 231
this means supporting key update is unnecessary.

Exchange 2007 does not renegotiate a new security context and uses
the current security context for it to receive and send stream during a
SIP REINVITE.
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-Ilz—:glﬁrzes not supported with Exchange 2007 SP 1 when SRTP and TLS are
enabled

Action Supported

Call on Hold Not Supported

Call Transfer (blind) Not Supported

Call Transfer (consultative) Not Supported

Call Conference Not Supported

Exchange 2007 Unified Messaging SP1 and Wave 14

The patch to negotiate best effort SRTP does not impact previous
limitations between CS 1000 5.x and Exchange 2007 Unified Messaging
SP1 and Wave 14.

CS 1000 set configuration
This section details appropriate set configuration to provide operation for
Communication Server 1000 with Microsoft Exchange Server 2007 Unified
Messaging.

Required class of service configurations are as follows:
®* CFXA (Call Forward External): Allowed

®* FNA (Call Forward No Answer): Allowed

* HTA (Hunting): Allowed

® CLS (Trunk: Call Access Restriction): Unresricted
* MWA (Message Waiting Indicator): Allowed

Both FDN (Call Forward No Answer DN) and Hunt (Hunt DN) must be
set to the value for the configured Subscriber Access DN.

SIP provisioning guidelines
This section details the SIP provisioning requirements for operations on
Communication Server 1000 with Microsoft Exchange Server 2007 Unified
Messaging and/or via overlay.

For references on the CS 1000 configurations, consult following NTPs:
1. CS 1000 Input/Output: Administration: NN43001-611.

2. CS 1000 Element Manager System Reference - Administration:
NN43001-632.
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22 Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging

Procedure 1

Configuring SIP/Virtual Trunks, Route, Dialplan, Route entries and Endpoints
for CS 1000 to interoperate with Exchange/UM using Element Manager
and/or via overlay.

Step Action

1 Create a new virtual D-Channel to the Node that registered in
the Exchange Server - LD 17.

2 Create Virtual Route (RDB) using the D-Channel (LD 16) with
following parameters: "PCID=SIP, INAC=Yes, CTYP-ukwn."

3 Create Virtual Trunks for the Route previously created - LD 14.

Create DMI(DGT), with no deletion or insertion - LD 86.
Create RLB using Route and DMI previously created in steps #2

and #4 - LD 86

6 Create CDP Distant Steering Code to route the call to the
Exchange Server - LD 87.

7 Create ACD DNs with NCFW configured for both Subscriber

Access and Auto Attendant numbers - LD 23.

8 For all subscriber’s phone sets, set FDN/HUNT to Subscriber
Access number and add the following features in CLS (LD 11):
FNA, HTA, HFA, WTA, FBA, MWA, SFXA.

~End--

Procedure 2
Configuring SIP/Virtual Trunks, Route, Dialplan, Route entries and Endpoints
for CS 1000 to interoperate with Exchange/UM using NRS:

Step Action

1 Add the Exchange Server and its IP address as a Static endpoint
on NRS; and fill in the field "Static endpoint address" with the
Exchange Server IP.

2 Add Routing Entries for Exchange Server gateway endpoint:
DN type: Private Level 0 regional (CDP Steering Code)
DN prefix: the Distant Steering Code

—End--

Assumptions

* Call model and traffic rate calculations are based on the assumptions
provided by Microsoft for a typical heavy user, as described at the
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following URL: http://msexchangeteam.com/archive/2006/08/14/42
8677.aspx

A single Microsoft Unified Messaging server can have up to 3000
heavy users associated with it.

All Microsoft Unified Messaging messages are received by telephone
using an SIP Trunk, and not using Microsoft Exchange Client (which
does not use an SIP Trunk).

The use of Auto Attendant for Thru-Dial and other custom voice menu
services makes the following assumptions:

— Menu selection and call transfer time is 30 seconds, with a
completed call duration of 180 seconds.

— Busy Hour (BH) Auto Attendant usage is 0.35 calls per hour for
each Microsoft Unified Messaging user.

Auto Attendant operation requires the usage of two SIP trunks, which

remain in use for the duration of the call.

* |f Microsoft Unified Messaging system usage differs from the call model
described for the purpose of SIP trunk table calculations, it is the
responsibility of the customer to monitor the actual usage of the system
and ensure that there are sufficient SIP trunks available for use.

Number of [ Typical Typical BH | Erlangs Number of | Number of | Number of

UM Users BH Call CCs (ccs/36) SIP Trunks | SIP Trunks | SIP Trunks
Duration (Erlang B (Erlang B (Erlang B,
(seconds) P05 Grade | P01 Grade | Non-blocki

of Service) | of Service) | ng)

50 15000 150 4.17 8 10 24

100 30000 300 8.33 13 16 33

200 60000 600 16.67 22 26 49

500 150000 1500 42 48 55 89

1000 300000 3000 83 88 99 147

2000 600000 6000 167 170 187 254

3000 900000 9000 250 250 273 355
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Configuration of Communication
Server 1000 with Microsoft Exchange
Server 2007 Unified Messaging

For the tasks and procedures associated with configuring Communication
Server 1000 with Microsoft Exchange Server 2007 Unified Messaging,
please refer to the sections that follow:

* “Configure a new user mailbox for Microsoft Exchange Unified
Messaging” (page 26)

* ‘“Enable a new user mailbox for use with Microsoft Exchange Unified
Messaging” (page 32)

* “Configure a new Dial Plan for Microsoft Exchange Unified Messaging”
(page 35)

* “Configure the Operator Assistance feature” (page 42)

* ‘“Install Geomant Message Waiting Indicator (MWI) application” (page
44)

* “Configure Geomant Message Waiting Indicator (MWI) application”
(page 45)

* “Configure Microsoft Exchange Unified Messaging in CS 1000 Element
Manager” (page 49)

e “Allowing calling party numbers to update while leaving message”
(page 56)
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* “Disable a user mailbox” (page 57)

* “End user experience scenarios” (page 65)

Note: Throughout this document, screen captures of third-party
software are included for the purposes of illustration only. While the
screen captures in this document are believed to be accurate and
reliable in their depiction of third-party software used in conjunction
with this feature, the information is subject to change without notice.
Therefore, Nortel presents all third-party screen captures in this
document without express or implied warranty with regard to their
complete accuracy.

Configure a new user mailbox for Microsoft Exchange Unified

Messaging
The following section details the required steps for the configuration of a
Microsoft Exchange Unified Messaging mailbox.

Configuring a user mailbox for Microsoft Exchange Unified Messaging

Step Action

1 From the Exchange Management Console, select Recipient
Configuration and right click on Mailbox. Select New
Mailbox... to start the New Mailbox Wizard.

Exchange Management Console
ey Mot o liongm £ Mallbox - um2007r.corp.nortel.com 45 objects | X
=} jase Organization Configuration 7
1 Malbox f Creote Fker 2
_“. Chent Access Dl s s Tihias [ Reccent TypaDoisie = L, Modify the Macmum Number of Re...,
s Hub Transport —%EE—-'—. ﬂgﬂ—me—-—*—_ 2
123 Unifled Messaging z!gzmz Uzer, 2002 Uszer Mailbox ok New Maibax, ..
4. 3 Server Configuration :3;_; 4001 rasheni rashmi_1 User Mailbox i R
= & Reciplent Configuration 54002 rzchni tahmi 2 User Madbox
i E-I— . a nrtninmmm. urtniriiziral Uszer Mailboy [F] mefresh
oo Madify the Maxinum humber of Reciients to Display... Uzer Mailbox @ Hebp
g eebo. ] et et
hC m_2000 User Madbox 2002 User, &
8 Took  Yiew K User Maibox 9 Disable
o Uszer Malbox
Hatkel |_analog Uszer Mailbon < Remove
Help Uszer Mailbox e Move Maiboo, ..
e leribvw 1007 Tortelo  Terbvw 1001 Uzer Mailboy - L "
i lerto_2002 Totelo feno2002 User Mailbox ([ Enebis iified Messaging...
i lein2007 Torelo fiento2001 Uszer Mailbox Properties
p!.. ok mark, b User Ma:lhn'e @ Hebp
s 7003 k7003 User Mailbax
A LCS 4500 lesd500 User Mailbox =
alCS 4503 k4503 User Mailbox
el les 5005 LCS5005 User Malbos
i ks 5009 les5003 User Mailbey
s 5012 LCsamz User Mailbox
2alCs 7005 k57005 User Maslbox
diileude Lesudp User Mailboy
i Node 21015 nodealls User Mailbey
it Hode A1016 nodeal 06 User Mailbox
o2 Node 81017 nodesl 7 User Malbox
e node 1100 nodeal 100 User Mabos
eanode 81101 nodeal 101 User Mailboy
22 sis. oomic s ate o b b &
< 3] & [ I
Starts the new malbox wizard.
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2 The opening screen for New Mailbox Wizard appears. Select
User Mailbox and click Next, as shown in the following figure:

-

'L,rigiﬂ New Mailbox

3 Introduction Introduction
Thiz wizard will auide you through the steps for creating a new mailbox, resource mailbox,

. Lsee Typa linked mailbox and mail-enabling an existing vser,
- New Mailbox

> ! Cho

. Completiar oL

This mailbox i owned by a user to send and receive messages. This mailbox cannat be
uged for resource scheduling.

" Room Mailbox
The room mailbox is for room scheduling and is not owned by a user. The user account
associated with resource mailbox will be disabled,

" Equipment Mailbox

The equipment mailbox is for equipment scheduling and is not owned by a user. The
user account associated with the resource mailbox will be disabled.

" Linked Mailbox

Linked mailbox is the name for a mailbox that is accessed by a security principal [user] in
& geparate, trusted forest.

Help | ¢ Back I Mext » I Cancel I

3 Select New user and click Next, as shown in the following
figure:
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<!l New Mailbox

B Intraduction User Type
O User Type 'Yq.! can cteate a new user o select an existing user for whom pou wank Lo create a new
A New Mailbox i
i : ew user
st @ [N e
" Exsting user.

Hebp | cBock |[[Mew> |  Camcd |

4 Enter account information for the mailbox user, as appropriate,
as shown in the following figure:

n.ﬁi@ New Mailbox

M Introduction User Information
1 User Type Eriter the user name and account information.
3 Usey infi ion Organizational unit:
- Maitbax Setlings |um2007r comp.nostel com./Users Browse... |
= sk First name: Iilials: Last nare:
=l |George | |Dariel
M amme:
IG ecige Daniel

Uzer logon name [User Principal Name]:

Igdaniel I@wnZUD?r.corp.norteL com ﬂ
Uszer logon name [prewindows 2000];

{adaniet

Password: Cordinm password:

I....I.-.. F...I.....l

[T User must change password at next logon

Heo | <Back |[ Met> | camcel |
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5 Click Next to continue

6 Enter the alias for the mailbox user, and select the mailbox
location and policy settings, as shown in the following figure.
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L ik New Mailb
iu& (=1 & al ox

B Introduction Mailbox Settings
I User Type Eniter the alias for the maibox user, and then select the mailbox locstion and policy settings.
P Uses Information Aliag
[ Maibox Settings - I
L New Maibox Server
4 Complelion [kovzree =
Storage group:
|First Storage Group =l
Mailbey database:
IMaiﬂ:ou Database EI

™ Managed folder madbox policy:
|
[ Euxchange ActiveSync matbox policy:
| Brovyss

7 Messaging records managerment is & prermium feature and requites an Exchange
Enterpnse Chent Access License (CAL)

Heo | cBock |[ Mew> | camcel |

Click Next to continue.

The Configuration Summary for the current user mailbox is
displayed, as shown in the following figure. Review for accuracy,
and click New to create the user mailbox.
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|\.r'-lj;* New Mailbox
3 Introduction New Mailbox
I User Type ‘When pou click New, the following mailbox will be created.

3 User Information
1 Mailbox Settings

[ New Mailbox i ;
d Mailbox type: Lizer Mailbox
- Completion Drganizational unit; um2007r.corp.nortel. com/Users

First name: Geoge
Last name; Daniel
User name: George Daniel
User Ingon name [1Jser Principal Name): gdaniel@um2007r corp.nottel com
User logon name [preAWindows 2000} gdariel
User doesn't need to change password at next logon
Alias: gdaniel
Server, KOVZP46
Storage Group: First Storage Group
Mailbox D atabase; Maibox Database

Configuration Summary;

oy George Daniel

»

. Select Cir+C to copy the cantents of this page.

Help I < Back | Mew I Cancel I

9 The completion screen of the New Mailbox Wizard appears.
Click Finish to exit, as shown in the following figure:
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r hl
sl New Mailbox
nap

B Introduction Completion
The wizard completed succesziully. Click Finish to cloge this wizard

™ User Type !
n . Elapsed time: 00:00:01
B3 Lisetlnk i Summary: 1 itemfs] 1 succeeded, O faied.
[ Maitox Setti :
ngs £k George Daniel O . 2|
I New Magbox i)

] Exchange Management Shell command completed

B Completion New-Mailbox -MName 'Gearge Daniel <Alias ‘gdaniel’ -OrganizationalUnit
‘um2007r.corp.nortel. cam/Lsers’ -UseiPrincipaliN ame
"gdaniel@um2007r.corp. nortel.com’ -S amAccounth ame 'gdaniel FirstName George'
-Initiale * -LastName 'Daniel -Password ‘System Security. S ecureSting'
-ResetPasswordOnMN extLogon $false -Database 'CN=Mailbox D atabase CN=First
Storage Group CN =InformationStore CH=KOVZP4B,CN=Servers CH=Exchange
Adminstrative Group (FYDIBOHFZ35POLT | CM=Administrative Groups, CN=Fust
Organization, CN =Microgoft
Exchange CN=Services CN=Configisration DC=um2007: DC=comp, DC=nottel DC=com'

Elapsed Time: 00:00:01

Select Cul+C lo copy the contents of this page.

Help < Back I Firish I Cancel

—End--

Enable a new user mailbox for use with Microsoft Exchange Unified

Messaging
The following section details the required steps for the enabling an existing
user mailbox for use with Microsoft Exchange Unified Messaging.

Enabling a user mailbox for use with Microsoft Exchange Unified Messaging

Step Action

1 From the Exchange Management Console, select Recipient
Configuration > Mailbox. Right click the specific user mailbox
to be enabled and select Enable Unified Messaging, as shown
in the following figure:
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Em:hdnl:u: Management Console [=|O0] x] I
Ble Adion Yew Hep |
e~ Blm 2= '
Y fcorh Echuncn s
=i Organization Configuration [

gk Mailbox | Create Filter Mailbox -
L, Modify the Maximum Nurmber of Re..,
darie L New Mailoos...
@ 3 Server Configuration '-‘!_r"“ n ma oin View »
=1 %, Reciplent Corfiguration :'%lcs 7003 le=7003
25 Mt ABLCS 4500 ez 4500 e [ refresh
8, Distrbution Group JALCS 4503 [(RPIER  Cravie tde @ Hew
Ll Mail Conttact i Iz 5005 LCS5005 Properties
&} Discornected Malbox | e 5003 lesong George Daniel 5
21 Toalbox diilos 5012 LCSEmM2 Helo @5 Diesble
HalCs 705 s 7005 Uzer Maibox i
Halcsudp Lesudp Uzes Maibox L Remave
i Node 41015 nodeallns Uzer Maibox Bl Move Mailbore...,
JaNods A1016 nadealllg Uzes Maibox i )
i Node A1017 radeal017 User Maibax fal: Fneble Unfied Mescagng.:
A node 21100 nodeal 100 User Maibox Properties
Fhrode al10 radeal 101 Lser Maibox @ rep
A Node B2018 nadeb2018 Uzes Maibox
HaNode B2018 radeb2019 Uzee Maibox
5 Node B2020 rodeb2020 Lzer Maibox
A Patick Lee patick Lzer Maibaox
AR achmidag rachmi Uzes Maibox
dhRenoy 3455 Uzes Maidhox
B wini 2012 2012 Lzer Maibox
R zini po srinipc: Uzes Maibax
o Srini Uzar. 1000 userl 000 Uzes Maibox
A S User, 1002 usar] 002 User Maibox =l
43 srini user 2005 2005 Uzer Maibox
2 suith 46703 sujith_46703 Lizer Maibax
oA uzer 1001 war1 001 Uzes Maibox
I e 1 lmms bk b X
] | ki i _|J
|
2 The Enable Unified Messaging Wizard appears, as shown in the

following figure. Configure the Unified Messaging Mailbox Policy
and PIN options, as appropriate for use on your network, and
click Enable.
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-
/T 4 Enable Unified Messaging

3

[a] Enable Unified Enable Unified Messaging
Messagng The selected maibox will be enabled for Unified Messaging. Upon completion, an e-mail
{1 Completion message will be sent to the masbox notifying the user that they have been enabled for

Unified Messaging. The message will include the PIN and the number to dial to gain access
to their mailbox. By default, an extension number and PIN are automatically generated. 'You
can alto manually specify an extension number and PIN.

LUnified Messaging Madbox Pobcy:

|CS1000_NodeA Defautt Policy Browse...

€ Automatically generated malbax extension

& Manusly entered maibox extension: |qm

PIN Settings

" Automatically generate PIN to access Dutlook Voice Access

& Manualy specify PIN: 'r.

I Require uzer to reset PIN at fast telephone logon

7 Unified Messaging is & premium feature and requires an Exchange Enterprise Cheant
Access Licenze [CAL] to enable i for the maibox.

Help ¢ Back Il Enable I Cancel '
3 The completion screen of the Enable Unified Messaging Wizard

appears. Click Finish to exit, as shown in the following figure:
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/-~ = .
~ & Enable Unified Messaging

3

y Enable Undied Completion
" Messagng The wizaed completed successhully, Cick Finish to close this waed
P Completion Elspied tene: 000004
Summary: 1 demit] 1 succeeded, 0 faded
i George Daniel V] =

Exchange Management Shell command completed
B631dc14-3ca343ed-a312- 30211 baeTED’ | Enable-LMMadbox -Pin B53455"
Pnxpred $falze UMM alboxPobcy TS 1000_MNoded Default Pobcy' € ension:
45000

Elspead Time: 00.00:01

Select CileC to copy the contents of this page.

~End--

Configure a new Dial Plan for Microsoft Exchange Unified
Messaging

The following section details the required steps for the configuration of the

Microsoft Exchange Unified Messaging Dial Plan.

Configure the Microsoft Exchange Unified Messaging Dial Plan

Step Action

1 From the Exchange Management Console, select Organization
Configuration > Unified Messaging > New UM Dial Plan. The

New UM Dial Plan screen appears, as shown in the following
figure:
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Figure 4
New UM Dial Plan screen

New UM Dial Plan

O New UM Dial Flan MNew UM Dial Plan
3 Complation This wizard helps you create a UM dial plan for use by Microsoft Exchange Unified
Messaging A dial plan is a grouping of unique telephone extension numbers.
Name:
[CS1000_Node2|

Mumber of digits in extension numbers;
[s

; Alter you create a new dial plan, the dial plan must be added to one o more LM
~ servers before it will be used

Help cpock [ New | Conce |
2 Enter the Dial Plan name and the number of digits used

for the user extension expected. Click New. Right-click the
newly-created Dial Plan and select Properties. The Dial Plan
Properties screen appears.

3 Click the General tab. From the VolIP security drop-down list,
select Unsecured, as shown in the following figure:

Nortel Communication Server 1000
Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging Fundamentals
NN43001-122 04.02 10 June 2010

Copyright © 2007-2010 Nortel Networks. All Rights Reserved.



Configure a new Dial Plan for Microsoft Exchange Unified Messaging

37

Figure 5

Dial Plan General Tab

o soon on oo
» - 0= 23

£ Mcrogoft Exchangs

L Crganization Configuration

UM Dial Flans | L 1P Getewarys | UM Madtaax Pobeies | UM Auto Attendants |

i Madbox
B Clert Acoess btscs Lk Properties ﬁ[:@
" b Tramsport BTSTOCE
3 Urified Messingig Setngs | DisgRueGiogn | DidngResmoions | BTHIOCE
T 3 Server Configuration Geneisl | SubsciberAccess | DidlCodas | Fealues
w8, Racpient Corfiguration
423 Toobax il beesik
i
Arsncisted LM server BTSMTEXCHO
Basccisted UM |P gabewaps: BTSHTOCSORT, BTSHTDCSHMN, 51
LA bype SIPURI
Humbes of digts n the mferson 4
Moddied 24 July 2008 140034
¥ Send e fals
¥ Mo tavees fo recebve [aves
VolP secusty:
l or | Cancel | { Hel
|ﬂ—l |
Wistort| | 8 [ bchange 1 =1 | 3 Seowred | Jcetn

B unifiod Messaging 2 phjects

| Actions i
Unified Messaging -
i e LM D Pl
B N UM IP Gatewisy'..
T2 Mew LM Moo Pobcy...
B, New LU Ao Atturdart.,
= Exportlist,..

Vit »
[ mafresh
i vep
btscsik -
XK Resane
Proparties
@ Hep

4

| |
wi ™| B INT war

Click the Subscriber Access tab. Specify the Welcome
Greeting, Informational announcement value, and the Subscriber

Access and Call Answer number to be associated with the new
Dial Plan. Click Apply and then OK to accept, as shown in the

following figure:
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Figure 6
Dial Plan Properties screen

CS1000_NodeA Properties E3

Features | Settings | Dialing Rule Groups
Benara Subscriber Access | Dial Codes
Welcome Greetings
Welcome greeting:
|Use default greeting Madify...
Informational announcement;
|Informational announcement is disabled Modify...

Associated Subscriber Access Numbers
Enter the telephone number to associate:

I
iAdd * Edi

70000;

| oK I Cancel Apply Help

5 Select Server Configuration > Unified Messaging, and
right-click the server name for which your newly-created Dial
Plan is intended. Select Properties, as shown in the following
figure:
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s OmRE
iﬁw:m
5wl Orgarization Configuration
L4 Malbox
&, Clant Access
« Hub Tranaport
 Unfied Messagng
& @ Server Configuration
s Malbas
. Clent Access
O Hub Transport
= Unifued Messaging
=&, Recpeent Configuration
i Malbox
R, Dutribution Grop
4 Mad Contact
Ak Dncornected Malbo:
8 Toobox
a5 CSETF_1000 5 o
el 4 —
i leenanda_displan BV 4
i hemanda_dilplen 0 ]
i lemands_disnpland BVW 4
oo 4
7 LCS_Disiplan ‘
‘\-‘lf“_nh T ﬂ M !
o | camea |
1 cbject{s) selected. 24 cbject(s) fourd. -
4 i kil 1 2]
[ I
6 Add the configured Dial Plan under the UM Settings tab, as

shown in the following figure:

R wctimnar Managensent | oosole

4 B, Unifind Mossaging 2 objmcts
3451 On Corfiuratxn i
= “m i ¥ Cnate Fter Unilled Messaging =}
o, Chert Acoess > I e
£ b menpon Hom e ——————— o v
B § Servee Contration i ek
T Mo Genead UM Seergs | . =
B, Cherk dccess : v
B et N [€sccounn ____—_____F=m)
2 Unfied Messagng
=N Recplert Configastin ag X L
25 Madba W T Soarch: Foed ow O
s e DAt [T :
e temands_dspian BYW Aves G| 5
Pt femanda,stien 10 Avea_Pichadion OwFL 5
LCS_Disklan [ Aven_Tomnts DisPin 5
e 2 Com_dhaiplan L
Mocelansous Cortgaston —| ey y
B larguuaget Engheh [Unied Siat | (51 fomendo_dsklen 1D &
(i hemando_dargland BVW 4
_inLCS_Desdan £
aattsub 4
) L]
7 Mivies coreumet calic i e oo 5
FUMCSIK DaPlan &
™ Marmum: concument i calle SUM_CSTE_NODE1Z20 &
Lyl nodel 220 &
0K | Cancel |
J ake 2 S |
1 cbmetfs) smexted. 15 ebpeat(s) fourd.

7 Click OK.
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8 Specify the SIP Gateway name and IP address (Signaling Server
node address) for the current Dial plan, as shown in the following
figure:

Figure 7
Configuration screen for new UM IP Gateway

; .'..u:mwm LM Dl Pl UM P Gt | 04 Mmoo | LM i Aberciares | Undiesd Mesiagng -
& Cleet Acoem e UM D Pl Filol ldarsber  Adden E || il Lo
'y vl Trarpeort = Dt Hort Gingy g g S e L s
o= Urified Mevsagrg =SS LAR_TO_BW
5§ Server Corffgurstion = Dol bt Grop
1, Malbas . - L
3 Ot hcen Souinatns| L TN O
c :‘::’“""““_m S1C5_Mode_ M3 ,
* . = Dol i i 0 e LM P ity Nowwn LM (P G sy
';‘,:z"l‘"""""‘ 5 ain_alfce_ths £ Congletion T s o o 4 gty s by Nion Echre Uk
H, Dwtrbuten G __“'t':‘“”—“""-' D,iﬁbo;u:nmﬂ::::.;ﬁ I
‘;.‘-c““ b 4- Lo g
d Tosben W mype | ]
T S 1| # Adbec
P | [T (1] = m
o = ;u:.h ]_- Evagle 52 1681010
1= hwa_Giensy DraPlars 5 e gaaliind doman name FUON]
i Aema_Pctusduon_[nalfan 5 I
Arma_T oraren_Duflan s
i b, L] T g smarbcar comgany com
Com, ol i s phare
R § ! [ ]
I::::-m,m_m : 5 i':"_‘_':'“- pregeh -l e Lo
 beenarda,_disipian_T0 ‘ vt oy
= ireracie_darclard W 4
o ‘
< LCS_Dislan i
[LCS_uip 7
.~m_J-a-a-o ] ﬂrj Bas | Ble=r | Careel |
_“_Ii-l RSt 711 159.40
§ abieckixh peiected. 2 ekimrin) fand. - oo -
] [ ! 2
9 Specify Auto Attendant name and number for the new UM Dial

plan. The Auto Attendant Configuration number is provided for
the UM Dial Plan configured, as shown in the following figure:
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(1811w fmvar “tamaar i ©revene -0
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P o3850 | s | IS o | UM Mt Pocied UDE At A | Unified Mesnageng 5
& Clart ccwns Mame - | a4 i P | Stats | S sy LM Dl Pl
P Traupont A sbsatordar_FA B, dhplon B Ernabied i LM TP Gateway
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L vt Lo
. Chord Accuey A AR _Aumoamencirs_ New UM Auto Attendant
Fo M Traragon Lics :
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=&, Racpunt Configursten & ocue._aa (< Pradiateral Hoew UM Auto Attondant
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11

Allow users to receive fax under the dialing plan:

In the Exchange Management Console, expand the
Organization Configuration node, and then click the Unified
Messaging node.

On the UM Dial Plans tab, select the UM dial plan for which
you want to allow users associated with the dial plan to
receive fax messages, and then click Properties in the action
pane.

On the dial plan Properties page, on the General tab, select
the check box next to Allow users to receive faxes.

Click OK to save your changes.

Allow the user to receive fax under user profile:

In the Exchange Management Console, expand the Recipient
Configuration node, and then click the Mailbox node.

In the result pane, select the user mailbox that you want to
modify.

In the action pane, click Properties.

On the Mailbox Features tab, click Unified Messaging, and
then click Properties.

On the Unified Messaging Properties page, select the check
box next to Allow the user to receive faxes.

Click OK to save your changes.
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12 On the Exchange Server, enable inband fax detection:
* Go to C:\Program Files\Microsoft\Exchange Server\Bin

* Open file globcfg.xml: <EnablelnbandFaxDetection>false</
EnablelnbandFaxDetection>

® Change to: <EnablelnbandFaxDetection>true</Enablelnba
ndFaxDetection>

13 Restart the Exchange UM service.

—End--

Configure the Operator Assistance feature
To configure the Operator Assistance feature to be used with a configured
UM Dial Plan, perform the tasks in the following procedure:

Configure the Operator Assistance feature

Step Action

1 After providing the operator assistance number in Dial Plan and
Mailbox users, open the Exchange Management Shell.

2 Right-click on the dial plan, and select Properties from the list of
the available options. Optionally, you can click on the properties
menu in the action pane as shown in the following figure:
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The Attendant properties window appears:
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UM_attendant Properties e

General | Greetings | Times | Features | Key Mapping  Dialing Restrictions }

v [Allow calls fo users wathin the same dial plan!
v Allow calis to extensions

Select allowed in-country/region rule groups from dial plan:

g add...

Select allowed international rule groups from dial plar:

&5 Add...

oK I Cancel | Limly | Help !

Select Allow calls to extensions under Dialing Restrictions
and click OK.

3 Add an attendant number on the properties window, under the
General tab, enter the DN number for the auto attendant, click
Add and then OKto add:
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After dialling the number, the prompts for Auto Attendant service

are heard by the user.
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~End--

Install Geomant Message Waiting Indicator (MWI) application

Note: The MWI 2007 software is a third-party software developed
by Geomant. Information on Geomant and MWI 2007 is provided
in this documentation for ease of reference only. Nortel does not
sell, warrant or provide operational support for Geomant’s MWI 2007

software product, nor warrant the accuracy of MWI 2007 descriptions
contained in this document. Customers using this document are strongly

recommended to obtain the most recent MWI 2007 documentation

from Geomant.

The Message Waiting Indicator (MWI) functionality of Microsoft Exchange

Unified Messaging is not provided through Exchange Server 2007.
Geomant MWI, a third-party vendor application, is an add-on application

for use with Exchange 2007 Server, and is used to provide all notifications

of new incoming messages to user telephones associated with a voice
mail account on the Exchange Server 2007.

Each implemented instance of Geomant MWI is capable of providing
message waiting indications for 2500 users, and has a 10 minute built-in
timer for user naotification time-out purposes.
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Detailed procedures to be used in the installation of the Geomant MWI
application are available for download at http://mwi2007.com > downloads
> documentation package.

Note: Before attempting to install Geomant MWI, be aware of the
installation prerequisites, as described by the following:

* Exchange Auto Discovery Feature must be configured on the
domain. Please refer to the Setting up E12 Autodiscover ()
document present in the downloaded documentation package.

* As part of Exchange Auto Discovery configuration, a
Certificate Authority Server must be configured in the domain.
For installation instructions, please refer to http://www.tacteam
.net/isaserverorg/vpnkitbeta2/installenterpriseca.htm.

* On the Active Directory used to start the MWI service, a user
must be configured with permissions similar to that of the
Administrator.

Installation of Multiple MWI applications
It is possible to install and configure multiple instances of the MWI
application on the same network, to accommodate a larger number of
users. Users configured on the Exchange Server are distributed between
the available instances of the MW!I application to provide effective MWI
notification.

Note: Due to a limitation of the Geomant MWI application, a user
cannot be configured to receive MWI notifications from more than
one MWI application. A document describing the steps for a manual
installation of the MWI application software can be found in the
documentation package downloaded at http://mwi2007.com >
downloads > documentation package.

Configure Geomant Message Waiting Indicator (MWI) application
Following the successful installation of the MW!I application, you are able
to configure the MWI application by means of the Geomant MWI Service
Web page.

The Geomant MWI Service Web page can be opened on the local server
using the link https://localhost/MWISrvAdmin/.

Note: The Geomant MWI Service Web page can also be accessed
from a different (non-local) system by replacing localhost with the IP
Address of the server on which the MWI application has been installed.
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The Geomant MWI Service Web page appears as shown in the following
figure:

Figure 8
Geomant MWI Service Web page
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To configure MWI licenses for each SIP gateway through which MWI
notifications will be sent, click on the SIP Gateway option of the Geomant
MWI Service Web page (as shown in the preceding figure). Enter the
appropriate values for each SIP gateway to be used. The SIP Gateway
configuration screen appears as shown by the following:
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Figure 9
SIP Gateway configuration screen
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The installed MWI service can be enabled and configured on a per-user
basis with the SIP gateway to which the associated MW!I notifications

are to be sent. To configure MWI for each user, click the MWI Users
option on the Geomant MWI Service Web page, which causes the Unified
Messaging User Properties screen to display, as shown by the following:
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Figure 10
Unified Messaging User Properties screen

UNIFIED MESSAGING USER PROPERTIES

CN=USER 2005,CM=USERS DC=UM2007 R DC=C ORP DC=NORTEL DC=C 0M

USER 2005

UsER2005

USER2005@Un2007 R.CORP.NORTEL.COM

HTTPS K 0vZP4E UNZO0T R.CORP NORTEL COMEXCHANGEVSER2005
WebDAY access ko the user's mailbox |

‘ HTTPS /K 0vEP46 UN00T R.CORP NORTEL COMEVYSIEXCHANGE.& Shii

2005

[UNSPECIFIED]

0

4712007 8:25:52 PM

2

4162007 8:35:33 PM

ON

4M772007 8:25:15 PM

41712007 §:10:02 PM

A2C90926-D111-4568-8ECD-ABI4D2C5SED2T

AQALAEMLGE+EGNSJSFOOSCURWANMGALAALALAAE=

| node_1220 =l

F

C

Nortel Communication Server 1000
Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging Fundamentals
NN43001-122 04.02 10 June 2010

Copyright © 2007-2010 Nortel Networks. All Rights Reserved.



Configure Microsoft Exchange Unified Messaging in CS 1000 Element Manager 49

Additional notes on configuring CS 1000 for MWI

®* The SIP DCH should be configured with MWI for the RCAP value (LD
17).

* User telephones should be configured with MWA (Message Waiting
Allowed) Class of Service to receive MWI Lamp notification.

®* The Node configuration page (in Element Manager) needs to be
configured with information for both the MWI Application DN and the
MWI Dialing Plan. The configured MWI DN and MWI Dialing plan
should be administered as a valid DN on the Call Server to ensure
routing back to the SIP gateway; this is required if the ISDN Facility
Response is to be sent back to the SIP gateway. For more information
on configuring the MWI DN and MWI Dial Plan, see “Configure
information for the MWI Application DN” (page 55) and “Configure the
Microsoft Exchange Unified Messaging Dial Plan” (page 35).

SRTP configuration using Element Manager
Use the following procedure to configure SRTP negotiation between CS
1000 and Exchange 2007 in Element Manager

Procedure 3
Enabling SRTP/TLS for Exchange 2007

Step Action

Navigate to Element Manager.

Click Nodes: Server, Media Cards.

Click the node you want to view.

Click the Microsoft Unified Messaging tab.
Select the Enable Secure Media check box.

o O A WON B

Click Save and Transfer.

~End--

Configure Microsoft Exchange Unified Messaging in CS 1000

Element Manager
The following sections detail the use of Element Manager in configuring
Microsoft Exchange Unified Messaging services on the CS 1000.

The Edit page of the Element Manager Nodes: Servers, Media Cards
configuration page has a new configuration tab — Microsoft Unified
Messaging. The Microsoft Unified Messaging tab is used to add Microsoft
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Exchange Unified Messaging numbers that have been defined for use with
Subscriber Access and Auto Attendant and also to configure MWI DNs
and Dialing Plans. Up to five Subscriber numbers and five Auto Attendant
numbers can be configured. These numbers can be added, modified or
deleted using the functions of the Microsoft Unified Messaging tab.

Configure a Node in Element Manager for use with Microsoft Exchange
Unified Messaging

Access to all parameters for configuration of a node for interaction with
Microsoft Exchange Unified Messaging are found under IP Telephony
Node section of Edit page for Nodes: Servers, Media Cards, as shown in
the following figure:

Figure 11
Configuring a Node for use with Microsoft Exchange Unified Messaging: IP
Telephony Node
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A Node can be imported and its parameters edited to interact specifically
with Microsoft Exchange Unified Messaging.

Import and edit a Node for Microsoft Exchange Unified Messaging
interaction

Step Action

1 Log on to Element Manager with a valid User Account.
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Navigate to the Nodes: Servers, Media Cards page.

Launch the Import Node Files page and import the node to be
configured for use with Microsoft Exchange Unified Messaging
and edit the imported node by navigating to the Edit page of that
node.

4 Configure the Unified Messaging parameters for the node by
expanding the Microsoft Unified Messaging section and saving
the changes. For more information, see “Configure Subscriber
Access, Auto Attendant, and MWI DN information” (page 51).

~End--

Configure Subscriber Access, Auto Attendant, and MWI DN information
Opening the Microsoft Unified Messaging tab of the Edit page for
Nodes: Servers, Media Cards allows the Subscriber Access, Auto
Attendant, and MWI DN information to be configured. These configuration
parameters, once expanded, appear as shown in the following image:
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Figure 12

Subscriber Access, Auto Attendant, MWI DN and Voice mail softkeys
configuration parameters

NEQRTEL C51000 ELEMENT MANAGER

= Common Kanager
-Home
~Links
=Wirtual Terminals
- System
+Aarms
- Malntenance
+ Core Equipment
- FPeripheral Equipment
- IP Metwork
- Nodes” Semvers, Media Cards
-~ Maintenance and Rapors
- Wedia Gateways
-Zones
-Hostand Route Tables
- Metwork Address Translation (ke
- QoS Thresholds
- Personal Directories
+Interfaces
- Engineerad Values
+Emergency Semices
+ Geographic Redundancy
+ Software
Customers
- Routes and Trunks
- Routes and Trunks
-D-Channels
- Digital Trunk Interface
- Dialing and Numbering Plans
- Elecironic Switched Network
- Flexible Code Resiriction
-Incoming Digit Transiation
-Phones
-Templates
-Reports
- Properties
- Tools
+Backup and Restore
- Call Server Initialization
- Date and Tima
+Logs and reports
- Security
+Passwords
+Policies
+Login Options

- IP Telephany Noda
NodeID 1111

Telephony LAN {TLAN) Node IP address 192 165.0.100
Embedded LAN [ELAN) gateway IP address 192.165.0.1
Embedded LAN (ELAN) sulmet mask | 255 255 255 1

Voice LAN (TLAN) subnet mask 265 255 252 (1
+ViGW and IP phone codec profile
<008
+LAN configuration
«SNTP
+Virtual Trunk Metsork Health Monitor configuration
+H323 GW Settings
+ Firmware
+5IP GW Settings
+SIP URI Map
+SIP CD Semvices
+SIP CTI Services
- Microsoft Unified Messaging

M Application DN 2201

KA Dialing Plan | COP »
Unified Messaging Softkeys Enabled [J]

Subscriber Access

Subscriber Access Number 1 2201 * Er.n_oTe_}
Auto Attendant
Auto Attendant Number 1 2202 « [[Remave |
+Cards @
+ Signaling Servers
| SaveandTransfer | [ Cancel |

The acceptable data entries for the Subscriber Access, Auto Attendant,
and MWI DN information fields are as follows:

® Subscriber Access Number: This is a numeric field for up to 32 digits.

* Auto Attendant Number: This is a numeric field for up to 32 digits.

* MWI Application DN: This is a numeric field for up to 32 digits.

Adding, modifying, or deleting Subscriber Access Numbers for
a Microsoft Exchange Unified Messaging Node

The following procedures detail the steps to add, modify, or delete the
Subscriber Access Number information for a Node interacting with

Microsoft Exchange Unified Messaging.
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Add new Subscriber Access Number information

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand the Microsoft Unified Messaging.

In the space provided, add information for up to five Subscriber
Access Numbers by clicking Add and saving the configuration.
The Add button becomes inactive after the fifth entry.

—End--

Modify Subscriber Access Number information

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand the Microsoft Unified Messaging.

In the space provided, modify the configuration information as
required for up to five Subscriber Access Numbers and save the
configuration.

—End--

Delete Subscriber Access Numbers

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand the Microsoft Unified Messaging.

4 Delete the required Subscriber Access Number(s) by clicking the
Remove button and saving the configuration.

—End--
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Adding, modifying, or deleting Auto Attendant numbers for a
Microsoft Exchange Unified Messaging Node

The following procedures detail the steps to add, modify, or delete the
Auto Attendant Number information for a Node interacting with Microsoft
Exchange Unified Messaging.

Add new Auto Attendant number information

Step Action
Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.

4 In the space provided, add information for up to five Auto

Attendant Numbers by clicking Add and save the configuration.
The Add button becomes inactive after the fifth entry.

~End--

Modify Auto Attendant Number information

Step Action
Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.

4 In the space provided, modify the configuration information as

required for up to five Auto Attendant Numbers and save the
configuration.

~End--

Delete Auto Attendant Numbers

Step Action
Log on to Element Manager with a valid User Account.
Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.
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4 Delete the required Auto Attendant Number(s) by clicking the
Remove button and saving the configuration.

—End--

Configure information for the MWI Application DN
The following procedure details the steps to configure the MWI Application
DN information for a Node interacting with Microsoft Exchange Unified
Messaging.

Configure MWI Application DN information

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand Microsoft Unified Messaging.

Configure the proxy DN for the MWI application and save the
configuration.

—End--

Select MWI Dial Plan type
The following procedure details the steps for selecting the desired MWI
Dial Plan type for a Node interacting with Microsoft Exchange Unified
Messaging.

Note: Currently, the available dial plan types are restricted to CDP
and UDP only.

Select the desired MWI Dial Plan type

Step Action

Log on to Element Manager with a valid User Account.

Navigate to the Edit page of the Nodes: Servers, Media Cards
configuration page.

3 Expand the Microsoft Unified Messaging.

Select either CDP or UDP for the MWI Dial Plan type and save
the configuration.

—End--
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Voice mail softkeys configuration
The use of Exchange UM softkeys on IP phones (11XX, 12XX, 2007,
2004, 2002) is enabled through Element Manager by selecting the
Unified Messaging Softkeys Enabled checkbox under Microsoft Unified
Messaging. In addition, the Inbox key of each of the phones can be
configured to access the Subscriber Access DN and MWK directly.

The key mapping for the softkeys is static and consists of the following
options:

Play
Delete
Call

Stop
Unread
Reply
Compose
Forward

Info

Allowing calling party numbers to update while leaving message
If a call is modified after reaching the Exchange 2007 UM Server,
the calling party number is modified as well. To ensure that voice
messages left will have the correct calling party information, calling
party number information must be updated to the Exchange 2007 UM
Server by generating a SIP INFO message with new content type header
text/source-party. This SIP INFO message is then delivered to the
Exchange 2007 UM Server, allowing any voice messages left there to
reflect the correct calling party caller information.

To enable this functionality of the SIP INFO message, the following
changes must be made on the Exchange 2007 UM Server:

In the GlobCfg.XML file, set the SourcePartyIlnfoEnabled flag to true.
Both the Microsoft Exchange Speech Engine and the Microsoft
Unified Messaging Services must be restarted.

Note: The CS 1000 FAX user set must be configured with MPTD class
of service in LD 11.

Nortel Communication Server 1000

Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging Fundamentals

NN43001-122 04.02 10 June 2010

Copyright © 2007-2010 Nortel Networks. All Rights Reserved.



Configure Microsoft Exchange Unified Messaging in CS 1000 Element Manager 57

Disable a user mailbox
The following section details the required steps for removing all Exchange
mailbox attributes from a user object in Active Directory without deleting
the user object in Active Directory.

Disabling a user mailbox

Step Action

1 In the Exchange Management Console, select Recipient
Configuration > Mailbox . In the action pane, click Disable to
disable the mailbox.

Optionally, you can right-click the selected mailbox, and choose
Disable on the pop up menu as shown in the following figure:
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2 Click Yes to confirm the disabling of the user mailbox, as shown
in the following figure:
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~End--

Enable the user mailbox after disabling
The user mailbox can be enabled after disabling it. The following section
details the required steps to enable a disabled user mailbox.

Procedure 4
Enabling the user mailbox after disabling

Step

Action

1

Add a new mailbox using the New Mailbox Wizard, but select
Existing users instead of New users when prompted for User

Type.
For more information about using the New Mailbox Wizard, see

“Configure a new user mailbox for Microsoft Exchange Unified
Messaging” (page 26).

Click Add. A window appears displaying all existing users in the
active directory.

Select the disabled user mailbox as appropriate and click OK, as
shown by the following:
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Click Next and follow the steps to add a new mailbox, without
changing current user account information.

~End--

Remove a user mailbox
This procedure details the required steps for removing a user mailbox.
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Procedure 5
Removing a user mailbox

Step Action

1 In the Exchange Management Console, select Recipient
Configuration > Mailbox .
2 In the action pane, click Remove to remove the mailbox, as

shown by the following:

" ; Actioes
.--wp:_::r--.-ﬁv_-ym T Recipient Confiparation =
& i il it -
" nb:,‘:‘m! Display o - ™ | Pk Typu wtls | proary 7 dodvens Lo | W
Linfiad Massaggng i hdmrmtrotor hamicatiator User Malbax o7 w | Dusbie
- § Server Conflauaton j_c.u.r..:auu sisn Uisar Malio ] % fmon
= 1, Rscpient Configuraton Gy Loriplar iy e
23 Mabax i datn Lai mancZd ur | Sl Hore Ml
M, Distribution Groun it W bl | g Drable Unfied Messas
- Mad Contact it 3 "
i Dnconrected Hasdo Rhtert wif| 8 Miriage St Ac Permc..
=% Tookeas BRer? w | M Manage Ful Access Per.
B ropertins
1 rep
L 3]
#istot] | [ @ M [T onchange Managerme 7] Dooumert woriod | 81 Service Advemerate .. | A g ik, oz

Optionally, you can right-click the selected user mailbox, and
choose Remove from the list of menu options.

~End--

Note: When you remove a user mailbox, all associated user Exchange
data is marked for deletion and the associated user account entry in the
Active Directory is deleted.

Remove a dial plan
This procedure details the required steps for removing a UM dial plan.

Note: Before you can remove a UM dial plan, you must remove any
existing associations with other UM components such as UM mailbox
policies, Unified Messaging servers, or UM IP gateways.
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Procedure 6
Removing a dial plan

Step Action

1 In the Exchange Management Console, select Organization
Configuration > Unified Messaging.
2 Select the appropriate UM dial plan and click Remove on the

action pane to remove the dial plan, as shown by the following:

Bt sec hange Mansgernent Comele
B Adion  few e
- BE RE

T3 Merosolt Excharge Actions
Unified Messaging v
|| | es1x_pe s a
T 4 VTR WCOE WL NS gt
= At Disbreg Pl 4 ROAET4 hodey g
r rf\ll'l‘.‘[‘ Tao patewerys smsociated 1 i.gi-; s
" + FAETE node s L
M, Dstrbution Group
2 Mad Conbact
b Dcorrecad Maltox
£ Toobon
Kl | il
Fisan| [ (3 & W [ inchange Managerne... 3} Eooumere - WonPad | £ [y ek, neaa

Optionally, you can right-click the UM dial plan and select
Remove from the list of available options.

3 Click Yes to confirm the removal of the selected UM dial plan.

Microsoft Exchange

I éyg!'“:_} Are you sure you want ta remove TS1K_DP_TLS'?
M

Yes |

—End--
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Disable Operator Assistance feature
This module details the required steps for disabling Operator Assistance
feature functionality, provided by the UM Auto Attendant.

The UM Auto Attendant can be disabled: if an auto attendant is disabled,
no incoming calls will be answered.

Procedure 7
Disabling the UM Auto Attendant

Step Action

1 In the Exchange Management Console, select Organization
Configuration > Unified Messaging.

2 Select the appropriate UM Auto Attendant and click Disable
on the action pane to remove the dial plan, as shown by the
following:

T3 Mersalt Excharge B uniiipd Massaging . i Actionrs
UM [ Pl | UM B Gty | UM Maion Podies UM At Aebendants Unified Messaging
N = e oot [Sin I UM Attendant
L an_sond_test and_test Erabied e
* oo
Bl Frooeties
@ e
Fistant] | (4 @ W [T7 Enchange Manageme B Documece - worPad | & M1 Servon Admmtrsn. . | £ [pdd, manm

Optionally, you can right-click the UM Auto Attendant and select
Disable from the list of available options.

—End--

Remove Operator Assistance feature
This module details the required steps to follow for removing a configured
UM Auto Attendant.
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Procedure 8
Removing the UM Auto Attendant

Step Action

1 In the Exchange Management Console, select Organization
Configuration > Unified Messaging.

2 Select the appropriate UM Auto Attendant and click Remove
on the action pane to remove the dial plan, as shown by the
following:

T3 Mersalt Excharge B uniiipd Massaging . i Actionrs
:“’:'&;:' s L1 Dhak Pl | L 19 Gty | L Mol Pobies UM At Atbendants Unied Fiestagty
o Char Accows = Tt o v 2w [ UP4_Attendant
L n_sand_Test sund_test Ensbied O Dl
o T—
B rroomtes
8 b
Fistmt| | 3 @ Wl |77 Cmctomge Monageme_ B Dotument - worPad | 1181 Sarve Admemtran. | £ R, onm

Optionally, you can right-click the UM Auto Attendant and select
Remove from the list of available options.

~End--

Disable MWI service for a user phone set
This module details the procedure for disabling MWI service access on a
user phone set.

Procedure 9
Disabling MWI service for a user phone set

Step Action

1 Access the Geomant MWI Service Web page. For more
information about accessing the Geomant MWI Service Web
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2

page, see “Configure Geomant Message Waiting Indicator (MWI)
application” (page 45)

Select Administration > MWI Users.
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Select a user from the list. The Unified Messaging User
Properties page appears.
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On the Unified Messaging User Properties screen, uncheck
MWI Service Enabled to disable MWI service for the user.

—End--

End user experience scenarios
This section describes the end user scenarios for Unified Messaging
features.

Navigation

“Answering the call” (page 65)
“Subscriber Access” (page 65)

“Auto Attendant” (page 66)

“Message waiting indication” (page 66)

“Play on phone features” (page 67)

Answering the call
This is an end user scenario for answering the call on behalf of a user.

Step Action

User A calls User B, who is a subscriber to UM services.

The call is redirected to UM, if the User B does not answer or
his phone is busy.

ATTENTION
The caller hears the default greeting or personal greeting (if
recorded).

The caller can leave a voicemail for User B after the beep tone.

After the message is recorded, the caller has to press the pound
(#) key for more options or wait to send the recorded message
to User B mailbox.

—End--

Subscriber Access
This sections describes the end user scenario for subscriber dialing into
the Microsoft Exchange Unified Messaging.
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Step Action

1 Call the UM Subscriber Access number.

The caller receives the greeting prompting to enter the pin
number.

2 Press the star (*) key, if the mailbox does not belong to the
caller. Enter the pin number to open the mailbox.

3 The caller has various options to select from voicemail, email
and so on after opening the mailbox.

ATTENTION
Both voice commands and DTMF options are available

~End--

Auto Attendant
The auto attendant service allows call transfer to any number or persion in

the corporate directory. This section describes the end user scenario for
auto attendant service into the Microsoft Exchange Unified Messaging.

Step Action

Call the UM Auto Attendant number.

The caller receives the greeting prompting to enter the name of
the person or press the pound key (#) two times.

Enter the email or press the pound key if you know the
extension.

ATTENTION
If the auto attendant is speech enabled, then the UM will prompt for

the name of the person.

3 After the user name, number, and email is entered the auto
attendant prompts the callers to press the pound key. You can
leave a message to the user or wait to contact the user.

—End--

Message waiting indication
This section describes the end user scenario fir the message waiting
indication in the Microsoft Exchange Unified Messaging.
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Step Action

1 User A calls User B.

ATTENTION
User B must have the mailbox configured in Exchange UM.

2 If User B does not answer the call, then the call is redirected to
UM to record the voice message.

User A leaves a voice mail for user B.

The MWI indicator on User B is illuminated. This indicates that
there is a message waiting for User B in the mailbox.

ATTENTION
The message waiting features assumes that there are no voice mail
in the mailbox if the User B indicator is not illuminated.

~End--

Play on phone features
This section describes the end user scenario for the play on phone feature
in the Microsoft Exchange Unified Messaging.

Users can invoke play on phone feature to call a phone and hear the
voicemail.

Step Action

1 Select voicemail in the Outlook or use Outlook web access
(OWA) default feature provided by Exchange UM.
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2 Play the message on the system or over the phone by using play
on phone option.

3 To play using the play on phone, select the option available with
the voice mail.

Enter the phone number where the message needs to be played.
5 Press dial.

b?;b)..ﬂ"?-“o-o s

Message 7y
- O3 Move to Folder = Glock Sender | M5 Categarize = 4 & Play
" P~ - E2
) Create Rule £ Safe Lists = ¥ Follow Up = #7 Play on Phone
Reply PReply Forward § cgf -  Delete | a Fimd
to Al o =] Other Actions = 1 Mat Jur - % Mack a3 Unread -
Respond Actioni funk E-mail s Cption) ] Voice Mail
From: Microsoft Excchange on behalf of  Irinivasan Kannan Senk; Wed 2/7(2007 7:31 AM
To: Adel Mostafs
Subject: Exchange Voice Mall [5 seconds] Srinivazan Kannasn
Audio Notes:

You recebved a voice mall from Srinfvasan Kannan at 3432557 f;
Caller-1d 24
Wark: 43 Ploy on Phone
E-madl == !34 _:]
Ertter the phona ramber that you want Microsoft
Exchange bo use to play back messages. Enter
the rumber a5 you would disl & from your office
jphone. |
(Example: 9 (555) 555-1234) |
Subjject: Exehangs Voice Mal {5 seconds) Srinivasan Kat
Sent: {72007 7:20143 AM
Status: Ready 0:00 |
-
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6

The destination phone number can also be set using the option
tab so that it need not be entered again the next time a message
is played.

—End--

RE-INVITE issue with Exchange 2007 and Exchange 2010

Exchange 2007 and 2010 do not support RE-INVITE with a modified
codec list or a reordered codec list.

Only G711 & G723 codecs are supported, with preference given to
G711 as this will ensure that any RE-INVITE with a modified codec is
handled by the RE-INVITE workaround solution provided below.

RE-INVITE work-around

There are many applications and features in CS 1000 which trigger
RE-INVITE to UM. The codec offered can be a subset of the initial offered
codec or it can be a new set of codecs based on the feature.

Any modification to the media stream should be offered using RE-INVITE
for an established session and the update method for a future session.

Exchange has a major limitation with respect to codec re-negotiation
using RE-INVITES. UM does not accept RE-INVITES with a modified or
re-ordered codec list.

The work-around is as follows:

If the initial INVITE to UM features the G711 codec (and RFC 2833
is supported) then solution Modified the INITIAL SDP to UM with only
G711 and RFC 2833 DTMF payload as the offered codec list to UM,
with order of law (A Law / Mu Law for G711) maintained as offered
from the far end (in case of tandem call scenario) /near-end.

If the offered SDP does not have G711 and/or RFC 2833 Payload
then the offered SDP is sent as is and the RE-INVITE solution does
not modify the call scenario, leaving Exchange to handle the call for
all subsequent RE-INVITE.

If the SDP offered in the initial Invite is modified using the RE-INVITE
solution, the solution will trigger every time there is a RE-INVITE to
UM. It will attempt to modify the offered codec list in the same order,
using the same list as long as negotiated voice codes are available in
the RE-INVITE. If the negotiated codec is not present in RE-INVITE
then the SDP is forwarded as is UM must handle the call
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RE-INVITE solution will not trigger if the RE-INVITE has a pTime (SDP
attribute) value greater than the pTime (SDP attribute) value in Initial
Invite.

If a Video SDP is received in the offered coded list, it will not be sent to
Exchange as part of RE-INVITE solution.

Note: This is only if the RE-INVITE solution is triggered based on
the conditions described above, in which case the offer SDP to UM
will not contain the Video codecs. Port 0 is then added by CS 1000
to ensure that the video offer is rejected. Only audio is accepted
as part of UM calls.

For SRTP calls the RE-INVITE solution will trigger based on the
criterion suggested above.

For audio. if one mline offer stands for RTP, and a second one for
SRTP, with CS 1000 in tandem node, then the RE-INVITE solution
will ensure that there is only one mline sent to Exchange with SRTP
attributes added in the terminal capability audio attribute “a=tcap”. The
answer generated will still have multiple mline with port 0 for the audio
capability, which is not accepted by Exchange.

Note:

— SRTP is supported with limitations on RE-INVITE work-around.

— The CS 1000 gateway and Exchange UM 2007 or Exchange 2010
should be configured with same Law (A-Law or Mu-Law).

Secured Dial Plan Creation

There are 3 types of VOIP security provided by Exchange UM:

Unsecured (default)
SIP secured

Secured
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Figure 13
Secured
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TLS Configuration on UMS2007SP1

This section describes the procedure to configure the TLS on UMS 2007
SP1.

Procedure 10

Step Action

1 Set up the UM Dial Plan to SIPSecured.
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3 Generate a certificate signed by a private local CA on the SPS
with the FQDN of your SS as subject.

Certificatz detail :
Friendly Name ; wallat-r117229, ca.nortel.com

Expiration Date ; Jul 3 12:54:50 2037 GMT

Issued To : /JC=CA/ST=ON/=BEVW/O=Nort elOLU=Ent emeis e/CN=wallah
-r17229 ca nortel.com

lesued By - C=CAST=onL=bww/O=nonelOU=verification/CN=ibm-sps-
1.ca nortel.com

4 Copy the Private Certificate Authority Certificate into a text file
with .cer extension.

L e 0 3 e
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Start->run->mmc.
Add (Certificate) snap-in.

Select Computer Account certificate store to import the PCA
Certificate to the UMS2007 server.

porvam
e e e e

e | | | b i ol T

8 Export Microsoft Certificate Authority’s certificate by going to the
following website:
https://<UMS FQDN>/certsrv/certcarc.asp.

Ede Edt  Wiew Favorites Tools  Heks
v e 5o - | e set-Transportsernver | &2 microsare certincate ser... 3 |

UMZO07 splca

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issuad from this certification authority, install this O

To download & CA cartificate, cartificate chain, or CRL, salact the car
A cartificate:

i

Encoding smothoad:
< DER

[ Easo 549 | Must seloct Baze 64 for importing into SPS.
Download CA certi =

Lownload CA _cerificate chaln
Cownload latest base CRL

|
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9 Open the Microsoft CA certificate in a text editor and copy the
content into SPS Certificate Authorities->Add pop-up window.

st CA 1 e Smrvice

SPTLS

_C'nn_lc_:_!_r Authorities :
10 Use following command in UMS command console:

Set-UMIPgateway -identity <IP_GATEWAY>. -Port 5061.

B Select Machine: kqbybtl | Scope: 00 7spl.corp.nortel.com

(P81 Ge e rtificate

Thumbprint

H
CH =y
CH

[PS]) C:nJusti E8940613AB3FAFADB4FF53522215AC1218C31 D87

[PS] C:nJustin>CBP4FCESEBC?6CE?9Y 74092 79FF?DCCHE?DE ERGL

Make sure your IP_GATEWAY is identified by its FQDN in the
Exchange Management Console.
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Select Control Panel ->Administrative Tools ->Local Security
Policy to apply the configuration on Exchange front end that
interacts with SPS.

Note: If UM is installed on the AD server itself, then it is under
Domain Security Policy.

[ T
(E8 Conpermsre Seevrces

B Congnio M

i Dste e 060D

® [ Peromelt MY Pt || o s
Wi *ecramelt HEY Py st | § Wil
[T D TR ———

.....

e — T T ]

L Wveders el Fases .
I e s Dxer sl Morsion
W Pkl VD St KT e P

Right click Security Options ->System cryptography: Use FIPS
compliant algorithms for encryption, hashing, and signing. Select
Enabled.
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i atiors rnablest
Filrerad . COMIAP, COMINOD
il () Enabled
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13 Navigate through SPS in the Network Routing Service Manager.
Select SIP Proxy Server, Gatekeeper, and Network Connection
Server.

NETWORK ROUTING SERVICE MANAGER

Managing: ALALARRAN2
System » 1S Sarver
NRS Server

Senice Status
Enable |  Gracahul disable | Restan |

a Service Hams
1 SIP Proxy Server (SPS)
1= Gatekeepar (GH)
1 M Nobwork Connection Sonmer (NCS)
14 Click Restart.
15 Select the Element Manager and Set TLS port to 5061.

Note: If you encounter continuous redirection when trying
to make a SIP call, use the port number provided by the
UM in the SIP/2.0 302 Moved Temporarily CONTACT
header.05/07/2007 17:26:38 LOG0006 SIPNPM:->SIP/2.0
302 Moved Temporarily05/07/2007 17:26:38 LOG0006
SIPNPM: ->CONTACT: <sip:5510;phone-context=
fittest.swlab@bvw.com:5068;transport=TLS;user=phone>.

16 Turn on Client Authentication and X.509 Certificate
Authentication.

17 Special case for setup without SPS involvement. You can set
the Primary Proxy to your UMS.

18 The DNS IP address should be updated in EM (config.ini) for UM

calls to complete when using TLS.
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LS Secirity

Security Policy | Bes1 Efon -
———]
TLS Security Poet|
iy Proet| 505 la)
Cliert Mithentication 2]

Renegotiation 7] | )
X509 Centificate Authestication 2]
Prienary Pro:gy or Fe-sect Senam

Prienary Prosy or Fledirect (TLAN) 1P address |47 11 58 165

Pont 5058
Supports Aegistration 7] '-‘}
Primary CIS Proxy of Foo-direct server flag [

Transpont Profocol | TLS
Secondary Praxy or Fie-drwct Server
Secondaly Proy o Redirect (TLAN) 1P sddress 47 11 117220

Port | SOE0
Supports Registration  [4]

Socandary CIS Proxy o 1o dioet werver g [2]

Transport Profocol | TCF w

19 Verify that SPS is using the correct DNS Server with the correct
class A FQDN entries for SPS, and UM.

20 Restart Exchange UM service in Exchange server.

21 Click the Authentication tab in Client EXCHANGE Properties
dialog box.

Client EXCHANGE Properties

General I Metwork | Aaihenlication | Pemission Gruupsl

Conrzctor stabas: Enabled
Modifiect donday, Maich 02, 2009 1005701 AW

Protocal logging kevel: IHonc 'l

Sp=cily the FODH thiz connecton wil provide in rezponse o HELD or EHLD:
Ieachanga excharge.com

[E sarrpie mail.contozo. com]

Mawmum message size (KB} 10240

oK | Canosl | ey | Hep |

22 Select the Enable Domain Security (Mutual Auth TLS) check
box.
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Clent EXCHANGE Properties | x]

Generall Metwars  Arthenfication ] Parrizzion Elwpel

Specify which secuity mechanizme ae availdble for incoming connections
W Transport Layer Seconty |TLS|

¥ Besic Aulhentcalion
v Offer Basic authertication only afier stating TLS

I Excharge Server authenlication
W Int=graked Windows sUthentestion
™ Extemally Secured [fon exarple, witk | Prec).

’TI Cancel Appy | Help

23 Click OK.

CS 1000 CA certificate is loaded correctly into the trusted list on
Exchange Server.

—End--

TLS Limitations:
®* Only TLS capable Web Browsers will be supported.

* Remote desktop version must use be at least RDP client version 5.2.

For more information, refer to the following link: http://support.microsoft.c
om/kb/811833.
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Appendix
UM Dialing Plan configuration
examples

This chapter provides configuration examples of various customer
deployment scenarios.

Navigation
* “Coordinated Dialing Plan network in the same cost area” (page 81)
* ‘“Coordinated Dialing Plan network in different cost areas” (page 86)
* “UDP/CDP network in different cost area” (page 88)
* “Branch Office in the same long distance cost area” (page 89)
* “Virtual Office” (page 93)
* “Geographic Redundancy” (page 94)

Coordinated Dialing Plan network in the same cost area
The following diagram depicts multiple CS 1000 nodes within the same
location using the Coordinated Dialing Plan (CDP).
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Figure 15
CDP Network in the same cost area
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UM Gateway dialing plan configuration
The Gateways at each are individually configured on Unified Messaging
2007 using the same dialing plan.

Figure 16
Unified Messaging Window—same cost area

bl Exchange Management Console
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e |&m e
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e - T
el Gl dceess Hame | UM Did Plans || ot lgeriier | Addess |
i Hob Tranport B Area Bramplon IP_GW 112323
|l Unified Miessaging & DetauktHurt Gioup Goup_dalplan
- Server Configuation B Area_lslinglon_IP_GW 11244
-}, Recgient Corfiguiion 5 et Hurt G Cexp_dallan
-4 Toobox B iFArea Markham_IP_GW 47112525
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Subscriber Access and Auto Attendant Configuration
The Subscriber Access (SA) or Auto Attendant (AA) numbers are

configured using the same dialing plan. The following examples show

two configurations for when these numbers are the same and when the
numbers are different.
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Same SA/AA numbers
All nodes in the network are configured with the same SA and AA numbers
as shown in the following example.

*  Markham
— Auto Attendant: 5000

— Subscriber Access: 5001

* |[slington
— Auto Attendant: 5000

— Subscriber Access: 5001

®* Brampton
— Auto Attendant: 5000

— Subscriber Access: 5001

Different SA/AA numbers
All nodes in the network are configured with different SA and AA numbers.

For example, a user in Brampton can access voice mail from any location
using the site specific Subscriber Access number of 3001.

e  Markham
— Auto Attendant: 5000

— Subscriber Access: 5001

* |[slington
— Auto Attendant: 4000

— Subscriber Access: 4001

* Brampton

— Auto Attendant: 3000
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— Subscriber Access: 3001

Outbound calling
Using the example diagram in Figure 15 "CDP Network in the same cost
area" (page 82), the assumption is that Islington, Brampton, and Markham
locations are within a local calling area. Outbound calls are enabled for all
nodes by checking the Allow outgoing calls through this UM IP gateway
check box as depicted in the following figure.

When a user selects the Play on the phone option from Outlook 2007, UM
sends a request to one of the SIP Gateways in the same dialing plan. If
one of these IP Gateways is down, UM selects another IP Gateway in the
same dialing plan using a round-robin selection.

Figure 17
IP Gateway Properties window

Area_Brampton_IP_GW Properties

General I

Status: Enabled
Maodified:  Sunday, April 15, 2007 7:47:38 PM

' |P Address:
| 47 . 11 . 23 _ 23
Example: 192.168.10.10

" Fully qualified domain name (FEDN]:

Example: smarthost company. com

[V Allow outgoing calls through this UM |P gateway

OK I Cancel Apply Help
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Message Waiting Indicator configuration
For each other, the gateway is selected on the same node where the user
is located. The Message Waiting Indicator (MWI) notification is sent to the
selected gateway when a new voice mail message is received by the UM
server. In the following figure, the Gateway is selected for the users at the
Brampton node.

Figure 18
MWI UM User Properties

MW'\ UNIFIED MESSAGING USER PROPERTIES

[Eh-#dminigtration

LM Service _| CH=USER 2012,CN=UISERS, DC=UM2007 R DC=CORP,DC=NORTEL DC=C M
[H-Configuration

_| USERZ0M 2@Un2007 R .CORP.MNORTEL.COM

_| HTTPS: # 0WZP46 UWZ00T R CORP NORTEL.C OMEXCHANGEUSER2012
_| HTTRS: MK WZP46 LNE0OT R CORP MORTEL.C OMBWSEXCHANGE.A Shi
E——
[ommme ]
IR
_| 4132007 6:10:01 PM
I
_| 4132007 6:10:01 PM
BN
_| 4132007 6:10:01 PM
_| 4132007 6:10:01 PM

[UNKNDN]

_| IArea_Brampton_IP_GWj

[-Information

--Real-time Report
--Historical Report
--Troubleshooﬁng

[UNSPECIFIED]
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Coordinated Dialing Plan network in different cost areas
The following diagram depicts multiple CS 1000 nodes in different
locations using Coordinated Dialing Plan (CDP).

Figure 19
CDP network in different cost areas

Richardson

CS 1000

/& NRS (SPS/SRS)
Toronto

CS 1000 -]
Galway d

Exchange Server 2007

CS 1000

UM Gateway dialing plan configuration
Each location must have a unique dialing plan associated with the
Gateway as shown in the following figure.

Figure 20
CDP in different locations
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ol Uified Messagng ! Default Hurd Gicup ‘ez (G way DigFlzn
B § Suver Corfigaaten E [ Area_Richardsaon_IF_GW qnne Enabled True
24, Recpent Coniquaion 2! Default Hurd Gieup rez Rithardsor_JialPlan
i Toobzx &Ly Area_Toronto IF_GY Enabled
! Default Hurd Greup Arez Toonta DiaFlan
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Subscriber Access and Auto Attendant configuration
All nodes in the network are configured with unique SA and AA numbers to
access UM.

When a Toronto user accesses the UM service from Richardson, the user
dials the local number 4000, the NRS routes the call to the UM server if
a routing entry to UM exists. If no routing entry exists, the user cannot
access the service because Richardson has a different dialing plan.

* Richardson
— Auto Attendant: 5000

— Subscriber Access: 5001

* Toronto
— Auto Attendant: 4000

— Subscriber Access: 4001
* Galway

— Auto Attendant: 3000

— Subscriber Access: 3001

The administrator must provision the network to allow the UM services to
be accessed from different locations. The following example shows how
the Desktop Management Interface (DMI) can be used. This example
allows users from other locations to use the SA/AA number without
incurring long distance charges or restrictions.

* In Richardson, insert prefix 4 for DN 4001, for example 44001.
* Configure 44 as a routing entry for Toronto on the NRS.

* In Toronto, delete prefix 4 and route the call to the NRS to terminate
on UM.

Outbound calling
Each locations maps to a separate dialing plan. When a user from
Richardson selects Play on phone option to dial a number, the call is
routed through the Richardson Gateway. Outbound calls for each location
are enabled by checking the Allow outgoing calls through this UM IP
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gateway check box as depicted in the following figure. Long distance
charges and restrictions for the user in the Exchange Server console
apply.

UDP/CDP network in different cost area

The following diagram depicts the three locations in relation to each other
as defined in the UDP dialing plan.

For one location to reach another location, the user must dial the location
code followed by the user DN.

Figure 21
UDP/CDP in different cost areas
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_ location code 444

i‘ "‘"‘; NRS (SPS/SRS)
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Galway
loc 542
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UM gateway dialing plan configuration
Each location must have a dialing plan associated with the gateway.
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Figure 22

UDP/CDP network in different cost areas
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iber Access and Auto Attendant configuration

Users can directly access the local SA/AA number. When access is
required from a remote location, the location code must be prefixed to the
SA/AA number.

When a Toronto user accesses UM service from Richardson, the location
code of Toronto (383) must be included with the number. For example,
383-5000. The user can then make the call from the home CS 1000. UM
permits the Subscriber Access to use the services.

Each node can have the same or different SA/AA numbers. All sites have
the same SA/AA number as follows:

* Auto Attendant: 5000
® Subscriber Access: 5001

nd calling

Each location maps to a separate dialing plan. When a user from
Richardson selects the Play on phone option to dial a number, the
Richardson Gateway is used. The restriction rules apply for the user as

defined on the Exchange console.

Branch Offic

e in the same long distance cost area

The following diagram depicts a Branch office scenario where the Main
Office (MO) and two Branch Offices are in the same long distance cost
area. One BO is in local mode (IP connection to the MO was lost).
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Figure 23
Branch Office in the same long distance cost area

MAIN OFFICE
TORONTO

7
? 23
Eﬂ “EEPangc Serveranm

CE1000

Branch office in
normal mode

CE
S

Branch office on
local mode

= Cs
i i

o

BRANCH OFFICE IN MARKHAM
{in local mode)

BRANCH OFFICE IN BRAMPTON
{in normal mode)

UM Gateway dialing plan configuration
The gateways at each Main Office and Branch Office site are configured
individually on UM 2007 with the same dialing plan,

Figure 24
BO in the same long distance cost area
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Subscriber Access and Auto Attendant configuration

The following list describes the Subscriber Access modes available for
Branch Office:

Branch Office in normal mode: In normal mode, telephones are
registered to the MO Signaling Server. When a user dials the SA
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number, the MO SIP Gateway sends a request to UM 2007. When the
MO Gateway is configured with the corporate dialing plan, UM grants
access to the user mailbox.

* Branch Office in Local mode: in local mode, telephones are registered
to the BO Gateway. When the user dials the SA number, the BO
SIP Gateway sends a request to UM 2007. When BO Gateway is
configured with the same dialing plan as the MO, UM grants access
to the user mailbox.

Outbound calling
When the Branch Office locations are in the same long distance cost area
(Toronto, Brampton, and Markham), all three gateways are enabled for
outbound calling by selecting the Allow outgoing calls through this UM IP
gateway check box as shown in the following figure. When a user selects
the Play on phone feature of Outlook 2007, UM sends a request to one of
the SIP Gateways in the same dialing plan. When the selected Gateway
is down, UM selects another IP Gateway in the same dialing plan using a
round-robin selection.

MWI configuration
Each user in the MO/BO is configured for either normal or local Mode.
MWI support can be provided to the user either in the normal or local
mode, but not both. This is a limitation of the Geomant MWI application.
The application does not support multiple IP Gateway configurations for an
individual user or multiple instances of the MWI application. The following
figure describes the configuration for MWI support for normal mode.
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Figure 25
MWI support for normal mode
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Application for MO
Exchange Server 2007
Branch Office
Markham

Cs 1000

The following describes the required configuration for MWI for Unified
Messaging User Properties for normal and local mode for a user on the
Brampton BO.

* MWI support for normal mode: The SIP Gateway parameter points to
the MO Gateway

* MWI support for local mode: The SIP Gateway parameter points to
the Brampton BO Gateway

Branch Office in a different long distance cost area
For outbound calling, the configuration for the Gateway is disabled by
clearing the box Allow outgoing calls through this UM IP gateway. This is
necessary as one or more BOs are in different long distance cost areas.
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Figure 26
Branch Office in a different long distance cost area
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Virtual Office

The following diagram depicts a virtual office scenario

Figure 27
Virtual Office
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UM Gateway dialing plan configuration

You can individually configure the gateway on each site using the same or

a different dialing plan.
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Figure 28
Unified Messaging Window—Virtual Office dialing plan
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Subscriber Access and Auto Attendant number configuration
When a user in Toronto travels temporarily to the Richardson location,
the user performs a Virtual Office logon and the telephone registers to
the Toronto Gateway. The local Toronto access number is dialed and
the Toronto Gateway sends a request to UM allowing access to the user
mailbox.

Outbound calling
When logged on with the Virtual Office feature, outbound calling is
operational.

Geographic Redundancy
The following diagram depicts an example of Geographic Redundancy.

Figure 29
Geographic Redundancy
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With Geographic Redundancy, telephones are redirected to the secondary
Call Server if the Primary Call Server goes down. The Gateway for both
Call Servers is configured in UM 2007 using the same dialing plan.

Nortel Communication Server 1000
Communication Server 1000 with Microsoft Exchange Server 2007 Unified Messaging Fundamentals
NN43001-122 04.02 10 June 2010

Copyright © 2007-2010 Nortel Networks. All Rights Reserved.



Other scenarios 95

Figure 30
Geographic Redundancy Dialing plan
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The primary and secondary Call Server are both configured as part of the
same dialing plan. The users can connect to UM in primary Call Server or

secondary Call Server mode.

Outbound calling

Outbound callings works the same as in Main Office and Branch Office

configurations.

Message Waiting Indicator

The Message Waiting Indicator setup is similar to the Main Office, Branch

Office, and Geographic Redundancy configurations.

Other scenarios

Many combinations of scenarios identified in this chapter are also possible.
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