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Chapter 1: New in this release

The following sections detail what's new in Patching Fundamentals, NN43001-407 for Nortel
Communication Server 1000 Release 7.0.

» Features on page 7
* Other changes on page 8

Features

Patching Manager for Communication Server 1000 Release 7.0 includes the following
enhancements:

* Binary patching

* Loadware support

* Deplists

* Linux Call Server (VxELL) patching

* Enhanced Linux service pack support

* Enhanced color coding to indicate user actions, warnings, and errors

* High Scalability support

0 Important:

VxWorks elements must be running Communication Server 1000 Release 7.0 or later
software. Patching Manager does not support the patching of VxWorks elements running
earlier versions of Communication Server 1000 software.

Binary patching support

Central Patching Manager now supports the management, activation, and deactivation of
binary patches for VxWorks elements, such as Call Servers and Media Cards.

Loadware support

Central Patching Manager now supports the management, activation, and deactivation of MGC
and PSDL loadware.
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New in this release

Deplist support

Central Patching Manager now supports the management, activation, and deactivation of
deplists.

Enhanced service pack support

The following service packs are supported:

 Search Service Pack (standard + site-specific service pack)

Site-specific service pack containing additional patches or serviceability updates that are
not part of the standard service pack.

* Delta Service Pack (target-specific service pack)

Target-specific service pack generated for a specific element.

High Scalability support

Central Patching Manager provides the ability to view VxWorks and Linux targets in a tree
view. Each top-level node can be expanded to show its associated elements.

Enhanced color coding

The Patching Manager interface now displays color coded messages to indicate user actions,
warnings, and errors.

Other changes

Revision history

August 2010  Standard 02.02. This document is up-issued to provide updates to technical
content.

June 2010 Standard 02.01. This document is updated for Communication Server 1000
Release 7.0.
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Other changes

June 2009 Standard 01.03. This document is updated for Communication Server 1000

Release 6.0.

May 2009 Standard 01.02. This document is updated for Communication Server 1000
Release 6.0.

May 2009 Standard 01.01. This document is a new NTP for Communication

Server 1000 Release 6.0.
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Chapter 2: How to get help

This chapter explains how to get help for Nortel products and services.

Getting help from the Nortel Web site

The best way to get technical support for Nortel products is from the Nortel Technical Support
Web site:

http://www.nortel.com/support

This site provides quick access to software, documentation, bulletins, and tools to address
issues with Nortel products. From this site, you can:

» download software, documentation, and product bulletins

« search the Technical Support Web site and the Nortel Knowledge Base for answers to
technical issues

* sign up for automatic notification of new software and documentation for Nortel equipment
* open and manage technical support cases

Getting help over the telephone from a Nortel Solutions
Center

If you do not find the information you require on the Nortel Technical Support Web site, and
you have a Nortel support contract, you can also get help over the telephone from a Nortel
Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).

Outside North America, go to the following Web site to obtain the telephone number for your
region:

http://www.nortel.com/callus
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How to get help

Getting help from a specialist by using an Express Routing
Code

To access some Nortel Technical Solutions Centers, you can use an Express Routing Code

(ERC) to quickly route your call to a specialist in your Nortel product or service. To locate the
ERC for your product or service, go to:

http://www.nortel.com/erc

Getting help through a Nortel distributor or reseller

If you purchased a service contract for your Nortel product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller.

Nortel Communication Server 1000 August 2010


http://www.nortel.com/erc

Chapter 3: Introduction

This document contains the following topics:

» Overview on page 17

 Patching Manager overview on page 27

* Central Patching Manager on page 39

* Local Patching Manager on page 97

* CLI commands on page 117

 Patch maintenance on page 131

Subject

This document describes how to patch your system using Patching Manager and CLI
commands.

0 Important:

Before patching your system using the Patching Manager, make sure you consider
concurrent coordinated patching of your entire system (in particular, with the Call Server).

Legacy products and releases

This NTP contains information about systems, components, and features that are compatible
with Nortel Communication Server 1000 Release 7.0 (or later) software. For more information
about legacy products and releases, click the Technical Documentation link under Support &
Training on the Nortel home page:

http://www.avaya.com
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Applicable systems

This document applies to the following systems:
» Communication Server 1000M Single Group (CS 1000M SG)
« Communication Server 1000M Multi Group (CS 1000M MG)
« Communication Server 1000E (CS 1000E)

Intended audience

This document is intended for individuals who administer CS 1000 systems.

Conventions

Terminology

In this document, the following systems are referred to generically as system:
* Communication Server 1000E (CS 1000E)
» Communication Server 1000M (CS 1000M)

Unless specifically stated otherwise, the term Element Manager refers to the CS 1000 Element
Manager.

Related information

This section lists information sources that relate to this document.

Technical documentation

This document references the following technical documents:

* Unified Communications Management Common Services Fundamentals, NN43001-116
» Subscriber Manager Fundamentals, NN43001-120
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Related information

* Signaling Server IP Line Applications Fundamentals, NN43001-125

* Linux Platform Base and Applications Installation and Commissioning, NN43001-315
» SIP Line Fundamentals, NN43001-508

» Network Routing Service Fundamentals , NN43001-564

» Element Manager System Reference - Administration, NN43001-632

Online

To access Nortel documentation online, click the Technical Documentation link under Support
& Training on the Nortel home page:

http://www.avaya.com

CD-ROM

To obtain Nortel documentation on CD-ROM, contact your Nortel customer representative.

Nortel Communication Server 1000 August 2010 15
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Chapter 4: Overview

In Communication Server 1000 Release 7.0, Patching Manager supports the activation and deactivation of
Linux patches, binary patches, deplists, and loadware for VxWorks and Linux-based Call Servers and
Media Cards.

Patching Manager supports the following corrective content categories:

» Patch—Patches are used to fix bugs or for diagnostic purposes. In some instances, you can apply
this category of patch without a program restart.

* Serviceability update—A serviceability update (SU) is a full-application RPM Package Manager
(RPM) package distribution that you apply to a specific application, and replaces previous
serviceability updates. An RPM is a Linux software standard for software updates.

* Service pack—A service pack (SP) is a single file that contains a bundle of multiple patches and
serviceability updates for a specific product release.

* Deplist—A deplist is a single file containing a bundle of binary patches that are specific to a particular
target type and product release.

* Loadware—A loadware file updates a IPMG or PDSL MGC.
This chapter contains the following topics:

» Remote broadband connection on page 17

* Linux patching on page 18

* Serviceability updates on page 18

* Linux patches on page 20
* Linux service packs on page 21

 Patch loading and unloading sequence on page 23

* Obsolete Linux patches on page 24

 Patch dependencies on page 24

 Patching impacts on page 25

Remote broadband connection

To successfully patch your system, you must have a secure remote broadband connection.
This remote broadband connection is required to transfer files and to connect to the UCM
interface.

Patches, serviceability updates, binary patches, deplists, loadware, and service packs range
in file size. Patches are small (a few kilobytes) while service packs can be 100 megabytes (MB)
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Overview

or greater in size. You need a secure broadband connection to successfully transfer these files
to your target system.

Linux patching

Linux patching involves the patching of a specific version of an RPM. The RPM is the base
building block of the Linux patching process.

RPM patches are issued only as serviceability updates and each serviceability update can
contain only one RPM. Serviceability updates have the same file name as the RPM file that it
contains; however, the serviceability update has a different file extension.

Patches are created and distributed against a specific RPM name and release. Patches have
unique patch names, which are automatically generated by the patch library. Binary patches
are linked to the RPM using the patch header.

All other patches on Linux (such as JAR, WAR, and FRU) are treated in the same manner and
each is tied to a specific version or release of an RPM.

As a result, only two types of corrective content distributions exist for Linux:
* Serviceability updates on page 18
* Linux patches on page 20

0 Important:
In this document, the term patch or patches includes both patches and serviceability updates
(SUs) unless explicitly mentioned otherwise because patches and SUs are applied in the
same way.

Linux also supports service packs. A service pack is a single file containing multiple patches
and serviceability updates for a specific product release. For more information, see Linux

service packs on page 21.
Patches cannot cross RPM boundaries. For example, a JAR patch cannot replace files in

several RPMs. Patches and serviceability updates do not change the release of applications
on the target.

Serviceability updates

Linux serviceability updates (SUs) are used to deliver new and updated RPMs to the target
server.

18 Nortel Communication Server 1000 August 2010



Serviceability updates

A serviceability update contains the following:

* A header—The header information contains the product releases to which the SU is
applicable. When the SU is loaded, the product release of the target is validated. If there is
no match, the SU does not load.

» Two optional script files—A pre-patch script file (preScript.pl) and post-patch script file
(postScript.pl). These files are predefined and are case sensitive.

* One optional readme file
* One RPM file

After the patch command finishes, if a post-patch script file is included with the patch, it loads
and runs. If the post-patching script fails, then an attempt is made to reverse the operation.
For example, if the script operation was an installation, then the script attempts to take it out
of service.

In some cases, reversing the script may not succeed; for example, trying to remove an SU that
is not removable. The SU has identification in the header on whether they are removable. Only
kernel RPMs are known not to be removable. If you need to return to a previous state, Nortel
must provide another SU to reverse the changes.

Because serviceability updates only replace RPMs, the version of the applications does not
change.

0 Important:
The swVersionShow command is not always affected by installing a serviceability update.

Serviceability updates are stored in the Serviceability Updates section of the patch library.
(Patches are stored in a different area.) Serviceability updates are linked to the patching section
of the patch library as releases of software. Each RPM is treated as its own release so patches
can link it. The serviceability update is also linked in patch library to each product release for
which it is applicable.

Naming conventions

The file name for a serviceability update is identical to the name of the RPM it contains. The
file extension is changed from .rpm to .XXX.ntl (XXX is a unique number assigned by patch
library and is the patch library issue of the SU). This naming convention follows the standard
for RPM files but also allows for differences for Nortel purposes.

0 Important:

Do not rename a serviceability update. The patching framework validates the serviceability
update file name against the header contents.

The serviceability update file name contains the RPM name and release information for the
RPM which, by default, is the name and release of the SU. The SU naming convention can
therefore take into account third-party RPMs and Nortel-generated RPMs. Because the SU
contains a new version of an RPM, this version replaces the version on the target and appears
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in commands that display RPM information. If there is any change (other than a RPM change),
then the patch library issue is changed.

For example, the RPM file name for the minicom RPM is minicom-2.1-3.rpm
The first serviceability update issued is called minicom-2.1-3.000.ntl.

If there is a change and the readme file has to be modified, then the SU is upissued in patch
library. The new SU is named minicom-2.1-3.001.ntl.

The naming convention identifies the exact contents of the file while preserving the RPM. As
a result, an SU can be upissued and all patches still apply to the original minicom RPM with
no changes or the need to be re-released.

If the minicom RPM changes release then all the patches are no longer applicable because
all patches link to the RPM contained in the serviceability update.

For example, if the minicom RPM was changed to minicom-2.1-4, then the new serviceability
update is called minicom-2.1-4.000.ntl.

Linux patches

Three types of Linux patches are available:

* File Replacement Update (FRU)—AnN FRU is a simple patch type in that no extra
packages must be generated for target file updates. An FRU can be used for replace files,
but files cannot be removed from the target machine using a FRU patch.

« Java Archive (JAR)—A JAR patch aggregates many files into one. Software developers
generally use .jar files to distribute Java classes and associated metadata. Due to the
way CS 1000 makes use of the J2EE (JBoss) applications, it uses hierarchical class
loaders. Therefore, the JAR is currently distributed using the FRU mechanism.

* Web Application Archive (WAR)—A WAR patch is a JAR file used to distribute a collection
of JavaServer Pages, servlets, Java classes, XML files, tag libraries, and static Web
pages (HTML and related files) that together constitute a Web application.

A patch contains the following:

» Header—The patch header contains information about applications and the product
release.

« Optional scripts—Patches have optional scripts that function the same as the optional
scripts for SUs.

Patches must be created against a specific name and version of an RPM. This information is
in the file name of the RPM. The RPM file name is stored in the patch header and links the
patch to the specific RPM for which it was created.

0 Important:

Do not rename patches. The patching framework validates the patch file name against the
header contents.
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Linux patches are stored in the patch library in the same location as patches for the VxWorks
platforms. Patches are stored against the RPM name and release they are linked to. In the
patch library, links exist from the RPM to all related patches.

When you load a patch, the version and name of the RPM (which the patch is linked to) is
checked. If the RPM name does not exist or if the RPM version does not match, then the patch
is not loaded. Patching Manager filters out patches with a patch header product release that
does not match the product release of the target.

Linux service packs

A service pack (SP) is a single file containing multiple patches and serviceability updates for
a specific product release. The files are bundled in the service pack and alist of files is placed in
the header. The service pack can also have optional script files attached that are similar to the
scripts attached to an individual patch or serviceability update.

Individual patches and serviceability updates are extracted from the service pack and
automatically placed in service. All patches and serviceability updates from the elements which
are not in the header of the service pack are removed. The removal occurs automatically
without prompting the user for input.

A service pack file has a .ntl file extension.

0 Important:

Do not change the .ntl file extension. A service pack file name can be renamed to help you
keep track of your updates using your preferred naming conventions. However, you must
not change the .ntl file extension.

A service pack file can be large if it includes serviceability updates. Use the Meridian ISSP
Report and Conflict Checker (MIRCC) to reduce the size of the service pack file. The MIRCC is
on the ESPL. Service Packs can be dynamic and tailored to specific installations in the patch
library similar to the deplist process by the use of the MIRCC tool. You can use the issp
command on the target to list all installed RPMs, patches, and serviceability updates. MIRCC
uses this information to include only the necessary files in the service pack to make the target
current. The header file for the service pack contains the list of all serviceability updates and
patches that MIRCC determined are needed to be running on the target. However, because
the target can already have some of these files installed, only the missing files are included in
the service pack. When the service pack reaches the target, the header information is used to
determine which patches remain on the target element, which are removed, and which require
updating.

Three types of service packs are available:

» Standard service pack—A standard service pack contains the generally available and
emergency patches for a specified release.

« Standard + Site-specific service pack—A site-specific service pack contains additional
patches or serviceability updates that are not in the standard service pack. These can be
debug or limited customer-specific patches. The site-specific service pack may be missing
patches or serviceability updates that are in the standard service pack. This can occur,
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for example, if an added serviceability updates replaces another serviceability updates
that is in the standard service pack. Another case is if an added patch conflicts with
another patch that is in the standard service pack.

» Target-specific service pack—A target-specific service pack is generated for a specific
element. The service pack is obtained by passing in ISSP command output from the target
element to the MIRCC tool. Any debug or limited customer-specific patches that are on
the target are retained.

The first two types of service packs contain all the actual patches and serviceability updates

for all applications. The target-specific service pack has a header that indicates all the required
patches and serviceability updates for the target element. This list depends on the applications
installed on the target element. The target-specific service pack only contains actual patches
and serviceability updates that are not already present on the target element.

Consider the following when you apply service packs to target elements:

« If a target element has any debug or limited customer-specific patches, then application
of a standard service results in removal of these patches. Either a site-specific service
pack containing these special patches must be used, or a target-specific service must be
generated for the target element.

0 Important:
Applying a service pack will remove customer patches.

* A target-specific service pack is intended for a specific target element. However, you can
apply such service packs to other targets but there may be errors. If the other targets do
not have the same applications as on the intended target, then patches or serviceability
updates may be missing and are not applied. If the other targets do not have the same
patches and serviceability updates already installed as on the intended target, and these
are still required, there are errors because these items are not in the service pack. This
could include debug or limited customer-specific patches that are only on the intended
target prior to generating the target-specific service pack. If other targets have other
debug or limited customer-specific patches that are not on the intended target, these are
removed after you apply the service pack.

Individual patches and serviceability updates contain which applications are stopped and
started when they are placed in service. When a service pack is placed in service, the following
events occur:

* Applications are stopped as requested by each patch or serviceability update.
* Applications do not start until the entire service pack is loaded.

* A list of applications to restart is maintained as each patch and serviceability update is
loaded.

* Applications start automatically at the end of the service pack installation.
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A service pack cannot be backed out. To reverse the changes put in by a service pack, you
can do the either of the following:

» Reapply a previous service pack for the current release (if available)—If the service pack
is updating from a previous service pack, then you can reapply that previous service pack.
The previous service pack being reapplied must contain all removed patches.

* Note all the changes made by the service pack—Note the patches and serviceability
updates that were added, the patches that were removed, and then reverse the changes.
You may need to obtain individual patches from the patch library to complete this process.

VxWorks deplists

Deplists are single files that contain multiple binary patches specific to a particular VxWorks
target type and product release. You can manage deplists using the central patch library.

VxWorks patches

The following types of VxWorks patches are available: binary patches, deplists, and MGC
loadware. You can manage these patches using the central patch library.

Loadware

There are two types of loadware updates available for MGCs: PSDL and IPMG. You can
manage loadware using the central patch library.

Patch loading and unloading sequence

Use the following steps to load a service pack on the target using either the patch command
line interface (CLI) commands or the Patching Manager application:

1. Remove all serviceability updates that are no longer needed or will be replaced.
(The unload utility removes all patches associated with the RPM contained within
the serviceability update which is being removed.)

2. Unload all patches that are no longer needed.
3. Load new serviceability updates.
4. Load new patches.
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' Note:

Operations such as application stop, start, restart, and system reboot are analyzed for
service pack-contained patches and serviceability updates, and they are optimized to be
invoked only once.

Obsolete Linux patches

The Patch Management Enhancement Feature provides functionality to automatically remove
obsolete Linux patches. The header of the patch contains a list of patches that the current
patch makes obsolete. The patches in this header list must be removed before this patch is
placed in service. A patch can only obsolete another patch on the same RPM.

Linux patches must be removed manually when you apply individual patches. When using the
Patching Manager, you are provided with this information in a service impact. You must
manually remove that particular patch by using the Deactivate button within the Central
Patching Manager or the Local Patching Manager. For service packs, obsolete patches are
automatically removed from the target.

In Patching Manager, you can find patch obsolescence details in two ways:

* You can view individual patch details by clicking the patch name hyperlink. The obsolete
patch name is in the Obsolete field on the Patch Details page. If the patch does not make
another patch obsolete, then the Obsolete field says None.

* The number of patches which need to become obsolete is indicated after preprocessing
the patches selected by the user. You can find the information for the patches that must
become obsolete on the Patching Job Details page by clicking the Patching Status
Summary hyperlink. Under the Action column, note the patch names that have Deactivate
(Obsolete) displayed for the patch name.

' Note:

After preprocessing individual patches, the Patching Manager provides the following
message: The obsolete patches need to be deactivated before activating the selected
patches.

Patch dependencies

Patches are loaded one at a time in a serial fashion. As a result, patches can only have one
dependant patch. If the dependant patch (for the patch currently being loaded) is not already
loaded, then the current patch is not loaded. A dependent patch must be on the same RPM.
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Patching impacts

Patching operations generally require application restarts or reboots. These actions occur
automatically when the service pack or patches are applied, or when patches are removed.

If any Linux base application is restarted as the result of patching operations, this results in all
Nortel applications being restarted. The Call Server running on a Co-resident Call Server and
Signaling Server s included as a Nortel application. Use Base Manager to determine the Nortel
applications running on a target.

For Linux-based patching, service impacts are handled automatically. For VxWorks-based
patching, Patching Manager indicates whether or not there is a service impact to the target
and if the patch requires an administrator to manually perform it.

When the Patching Manager is used for patching, two processing methods are available:

* Review impact for each target and run individually—With this manual processing method,
the impact of applying the selected service pack or patch is analyzed. This is the default
method. A patching plan is created and presented for each selected target element. After
you review the patching plan, you must manually initiate the patching operation for each
element. You must take appropriate steps (such as idling down) prior to initiating patching
to avoid user impact.

* Run all automatically—With this automatic processing method, each target element is
patched automatically as soon as the analysis is complete.

& Warning:

Service impacts are not considered with the automatic method. For example,
applications can restart as part of this operation.

In the manual mode, application restarts or reboots are flagged. Review the potential impacts
and take the necessary steps before you start patching.

0 Important:
Nortel recommends using the manual mode of patching so you can review the impacts. The

automatic mode is useful if you are patching during a maintenance window, when service
impacts are permitted.

You may need to gracefully idle down the system or transfer operations to other redundant
devices prior to patching. Impacts may extend to other systems in cases of network-wide virtual
office or branch office scenarios. Some other applications can issue alarms or logs related to
applications being restarted.

& Warning:

Special attention is required if a Co-resident Call Server and Signaling Server is being
patched. A reboot or restart of any Linux base application results in a restart of the Call
Server component, with significant operational impact. Furthermore, any changes that were
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made to the Call Server configuration but not saved using an equipment data dump (EDD)
would be lost. If required, the EDD must be performed prior to patching.
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Chapter 5: Patching Manager overview

The Patching Manager provides a graphical user interface (GUI) to upload and manage patches, deplists,
loadware, and service packs on targets within the enterprise network. The Patching Manager facilitates
the central deployment of patches to target elements within the Unified Communications Management
(UCM) security domain. For more information about UCM, see Unified Communications Management
Common Services Fundamentals, NN43001-116.

This chapter contains the following topics:
+ Central and Local Patching Managers on page 27

* Applications on page 28
« Patching permissions and roles on page 30

+» Patching job queuing on page 31

» Concurrent patching operation from Patching Manager user interfaces on page 31
« Patch libraries on page 32

* In Progress status information on page 32

* Clearing patch activities on page 34

* Failure recovery on page 35

« Limitations on page 37

Central and Local Patching Managers

You can use Patching Manager on the primary security server to remotely deploy patches from
a central location to targets within the same UCM domain (using the Central Patching
Manager). You can also install patches locally. Local patching is accessible from the Base
Manager of each Linux Element (using the Local Patching Manager) as well as from the local
Element Manager logon for VxWorks elements.

Two interfaces support patch management:

* Central Patching Manager—The Central Patching Manager is accessible from the
Primary UCM server. Central Patching Manager obtains a list of all elements in the same
security domain from the UCM framework and can patch all elements in the same security
domain. For more information, see Central Patching Manager on page 39.

* Local Patching Manager—The Local Patching Manager is accessible from the UCM Base
Manager of each Linux element. You can access Base Manager using a central UCM
logon or a local logon to the element. For more information, see Local Patching
Manager on page 97.
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A Warning:

You cannot patch using Central Patching Manager and Local Patching Manager at the same
time. You should not use the CLI patching commands while either the Central or Local
Patching Manager are in use. Also, do not use Element Manager patching if the Central
Patching Manager is used for VxWorks elements.

Applications

Patching Manager is a central patch deployment application used to patch software
components. The following table shows the list of software components that you can patch.

Table 1: List of applications

Application Description
Signaling Server (SS) The Signaling Server includes the following applications:
* UNIStim Line Terminal Proxy Server (UNIStim LTPS)
* H.323 Gateway (H.323 GW)
+ Session Initiation Protocol Gateway (SIP GW)

* Failsafe Network Routing Service
* MySQL

* IP Media Services

« SIP Line (SIPL)

For more information about the Signaling Server, see
Signaling Server IP Line Applications Fundamentals,
NN43001-125.

For more information about SIP Line, see SIP Line
Fundamentals, NN43001-508.

Personal Directory (PD) The Personal Directory allows a user to enter or copy names
to a personal directory, and to edit and delete those entries.
For more information about the Personal Directory
application, see Signaling Server IP Line Applications
Fundamentals, NN43001-125.

Network Routing Service The Network Routing Service includes the following:
(NRS) » SIP Proxy/Redirect Server

» Gatekeeper (GK)

* Network Connection Server (NCS)
* NRS Manager (NRSM)

« MySQL
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Application Description

For more information about the NRS, see Network Routing
Service Fundamentals , NN430071-130.

Element Manager (EM) Element Management includes the following:
* Element Manager (EM) with Phone configuration
* MySQL

For more information about Element Manager, see Element
Manager System Reference - Administration, NN43001-632.

Subscriber Manager (SM) | Subscriber Manager provides a central location to manage
subscriber information for enterprise services.

For more information about Subscriber Manager, see
Subscriber Manager Fundamentals, NN43001-120.

All other Linux applications, | Other Linux applications running on UCM elements.
such as Deployment
Manager, Base Manager,
Patching Manager, IPSec
configuration, SNMP Profile
Manager.

Unified Communications UCM provides an intuitive, common interface to manage and
Manager (UCM) run managed elements. UCM is a container that stores
several system management elements in a single repository.
You can access all network system management elements in
UCM.

For more information about UCM, see Unified
Communications Management Common Services
Fundamentals, NN43001-116.

Operating System (Linux The CS 1000 Linux base system provides a Linux server
Base) platform for applications on a Pentium server. The platform
can support Session Initiation Protocol Network Redirect
Server (SIP NRS) and Unified Communications Management
(UCM).

For more information about the Linux base, see Linux
Platform Base and Applications Installation and
Commissioning, NN43001-315.

Call Server (CS) Call Server.
Media Cards ITG-SA, MC32S.
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Patching permissions and roles

Central Patching Manager access is controlled by having access to All Elements of type:

Patching Manager for a role assigned to the user. UCM includes two built-in roles that provide
this access: NetworkAdminstrator and Patcher.

UNIFIED COMMUNICATIONS MANAGEMENT B 1 Lot

Host Hame: 1721610030 Software Version: 02.00.0049.00{2143)  User Name admin

Roles

User Roles provide group-leval authentication functions and element permissions Users with a given role may only padorm funclions
that are autherized for that role

-
A&ll elemants of ype- Linyx Bage

2 HemmrkAdminiziraior 1 &l elements of tpe CS1000 Network Administrator

&l elernents of type: Deployrment Manager Fole

2l glements of bpe: Hyperlink

&l elements of type IPSec Manager

£l elements of tpe: Linyx Bace

&l elements of tpe: Network Routing Serdca

&l elements of trpe: Patching Manager

Al elements of type- Secure FTP Token Manager

All elements of tyoe- Snmp Manager

All glements of rpe: Subscriber Manager

Al elements of trpe: Linux Base PatcherPDT Role

All elements of vpe: Patching Manager

3/ | Palher 3

Figure 1: Roles

In the UCM navigation tree, the Patches link does not appear if you do not have a role with
this access (All Elements of type: Patching Manager). To view the UCM navigation tree, see
(Figure 6: UCM navigation tree (Patches selected) on page 42).

The default account, called Admin, has the default NetworkAdminstrator role. To use the default
Patcher role, create an account and assign the Patcher role to that account. You can also

create a new role with All Elements of type: Patching Manager access and assign the role to
a user.

For more information about accounts and roles, see Unified Communications Management
Common Services Fundamentals, NN43001-116.
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Patching job queuing

To avoid excessive Primary UCM server resource consumption and network activity, only a
limited number of patching operations can run concurrently. The activities are classified as
follows:

* preprocessing to analyze the impact of patch application or deactivation, and which
patches apply to targets

* actual application or deactivation of patches

Two queues are maintained for these two classes of activities. The queues hold the patching
activities of all users and are maintained on a first in, first out (FIFO) basis. There is a limit
imposed of three concurrent activities. For example, there can be two targets that are being
preprocessed and another target being patched. If there is a mixture of preprocessing and
patching activities, at least one patching activity will be running.

The patching sequence is always target preprocessing first followed by target patching:

* For automatic patch application, the activity is first in the preprocessing queue and later
in the patching queue.

» For manual processing, the activity enters the patching queue after the user verifies the
impact and proceeds with activation or deactivation.

At times, you may experience delays to patching activities. For example, one user may have
queued patching activities for several targets. A second user initiating patching may find that
activities do not start until the queued activities of the first user are complete. The In Progress
tab is used to view all patching activities for all users. Use this view to estimate when activities
can be initiated.

Concurrent patching operation from Patching Manager user
interfaces

Multiple patch administrators can perform patching operations on various targets through
different UCM sessions. Up to five administrators can perform patching operations at a time.
However, different administrators are blocked from patching the same target at the same time.

Any administrator with patching permissions can see the current patching operations being
performed by any other administrator. An administrator can take over any patching operation
initiated by another administrator (for example, clearing completed operations, proceeding with
patching). In such cases, a warning is issued that another administrator had control, and if the
user proceeds they are designated as the new owner of the activity for that target.
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UNIFIED COMMUNICATIONS MANAGEMENT

Host Name: 47.11.44178  Software Version: 02.10.0017.00(3570)  User Name admin
Managing: Network » CS 1000 Servers » Patches

Patches Target Systems In Progress

A patch distribution task is in progress. You may exit and return 10 this page 1o review status and perform any required
completion steps. Remove target(s) on completion using the Clear bution to enable further patching of these target(s)

o’ | Aot I Clear | View. ©
F Element Name (hostname) &l boer Slalis SUMMAN  corice impag Action
ServerModes D [clickfor details)
= wallab-r44178.ca nortel com Restart: Jboss-Quantum and Blsafeil3 o]
i {primany¥wallab-r44178) ) admin Compléted on-base Nortel applications [JIESITEIM

&whuwmmmcl ent L] |

Figure 2: Show in-progress targets list

Patch libraries

Nortel supports the Enterprise Solutions PEP Library (ESPL), which provides online access to
Nortel-approved Product Enhancement Package (PEP) solutions for Enterprise products. Use
the ESPL Web site to download and save patches, deplists, loadware, serviceability updates,
and service packs to your local PC. You must then add the files to the patch libraries using the
Central or Local Patching Manager interfaces.

A single UCM security domain typically exists for every customer enterprise network. As a
result, a central patch library is on the Primary UCM server for that UCM domain. Use the
Central Patching Manager to add patches, deplists, loadware, serviceability updates, and
service packs to the central patch library.

The Local Patching Manager supports patches, serviceability updates, and service packs in
the normal storage locations as the equivalent CLI patching commands. Element Manager
supports deplists and loadware. Neither the Local Patching Manager or Element Manager
maintain a patch library. Each target element has a folder in which the files are stored.

In Progress status information

In both the Central and Local Patching Manager, an In Progress tab appears when patching
activity occurs. This tab provides status information about the patches, serviceability updates,
service impacts, deplists, loadware, and service packs being activated or deactivated on the
target elements. In particular, the Status Summary column on this tab provides status
information.

The status can appear as a hyperlink. Click the link to obtain additional status information.
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UNIFIED COMMUNICATIONS MANAGEMENT

Host Name: 47.11.44.178  Software Version: 02.10.0017.00(3570)  User Name aomin
Managing: Network s CS 1000 Servers » Patches

Patches Target Systems In Progress

A patch distribution task is in progress. You may @xt and returm 10 this page 1o review status and perform any required
completion steps. Remowve target(s) on completion using the Clear button 10 enable further patching of these targel(s)

Attt [ractrati | Abor | Clear I View ©
Element Name thostname) Call User | Stalus Summaty | coniee imoag Action
K ServerNode~ [D | iclick for detaiis)
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Show in-progress targets for. | ent User 'I

Figure 3: In Progress tab - Status Summary column

The following table lists the status summary and description information.

Table 2: Status information

Status Description

Queued for Analysis The target is placed into queue for analysis before
preprocessing the selected patches with the target information.

Preprocessing Currently preprocessing the selected patches with the target
information. If activities are queued, it could take several
minutes for the preprocessing to complete.

No Impact This status appears after preprocessing (during patch activation
process), if the selected patches are already in service on the
target or the patch is not applicable if the required RPM is not

installed.

Ready to load The target is ready for patch activation process; this occurs after
the preprocessing completes successfully.

No action required: This status appears after preprocessing (during patch

Patches absent deactivation process), if the selected patches are not already in
service.

Ready to deactivate The target is ready for patch deactivation process. This status
appears after the preprocessing completes successfully.

Queued for patching The target is placed into queue either for patch activation or
deactivation process.

In progress Either patch activation or deactivation is in progress on the
target.

Completed Either patch activation or deactivation completed successfully.

Partially Completed Either patch activation or deactivation completed with partial
success.
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Status Description

Failed Either patch activation or deactivation failed.

Service impact

The Service Impact column provides a color-coded message to indicate the severity of service
impacts, such as required restarts, during Linux patch activation and deactivation.

UNIFIED COMMUNICATIONS MANAGEMENT

Host Name: 47 11.44 178 Software Version: 02.10.0017.00(3570) User Name admin
Managing: Network » CS 1000 Servers » Palches

Patches Target Systems Iin Progress

A patch distribution task is in progress. You may éxit and retum 1o this page to review status and perform any required
completion steps. Remove target(s) on completion using theé Clear button 1o enable furthér patching of these largetl(s)

Aclvate Deactivate I Aton ] Clear I View ©
© ElementName hosiame)  <al paer Siais SummAl | senice impad
Sanverodes 1D (click for datails)
= Wwallab-r44178 ca nortel com Restart Jboss-Quantum and vate Patch
| - min |
L4 AprimanyXwallab-r44178) admin Completed base Nortel applications [| [EGTTED]

Figure 4: Service impact column

Table 3: Service impact color coding

Color Severity
Red Major service impact. Restart required.
Orange Moderate service impact. Application restart only required.
White (clear) No service impact. No restart or application restart required.

Clearing patch activities

All patching activities on a target element must be cleared on the element before further
patching activities can start (such as patch activation or deactivation). Use the Clear button to
end the patching activities for a selected target element.
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UNIFIED COMMUNICATIONS MANAGEMENT

Host Name: 47.11.44.178  Software Version: 02.10.0017.0003570)  User Name admin
Managing: Metwork » CS 1000 Servers » Palches

Patches Target Systems In Progress
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Figure 5: Clear button

Patching activation and deactivation operations cannot occur on an element if the element is
cleared. (That is, the target element should not appear on the In Progress tab.)

If anyone is patching a target element, you cannot initiate new patching activities on that
element. You must clear the patching before you attempt to perform patching activities.

If patching activities are in progress that are not cleared, then the In Progress tab appears
when you log on to UCM (in addition to the Patches and Target Systems tabs). The In Progress
tab shows the active patching activities on the elements (for you or for any other patching
administrator).

The Clear button must not be used for targets unless the patching operation is finished. If a
patching operation is taking excessively long, there could be rare cases that some internal
error occurred and the patching status will never be updated. In this case, the Clear button
may be used to clear out the information for the operation. A warning appears indicating that
patching may still be in progress. The patching operation may have been completed or there
could have been failures. After the clear, review the patching status on the target using Base
Manager or the CLI, and perform the required actions.

Failure recovery

When patching activities fail, you may need to perform manual clean up activities on the
patching targets. The following situations require such cleanup:

« failure of service pack activations
« failure of patch or serviceability updates activation or deactivation

These operations have several stages, such as a patch first being placed into a loaded state
and then installed. If the failure occurs at a specific point, patches may move to a particular
stage and have to be cleaned up. If a service pack is being activated, a failure at the loading
stage can result in some patches being loaded. The service pack does not move to the
installation stage if there are loading errors, so the patches are left in that state. Similarly, there
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can be deactivation failures that result in patches being left in a loaded state or not deleted.
Patches that are being activated, can also be left in a loaded state if installation fails.

The following are related clean up activities. These relate to activities done using a service
pack (if applicable) or individual patches:

» Patches or serviceability updates that are to be activated, deactivated, or obsoleted could
be left in a loaded state. These patches or serviceability updates would have to be
installed or unloaded as required.

» Some patches can be transferred and show up as Unloaded, but not loaded. Cleanup or
activation would be required as appropriate.

» Patches to be deactivated may be in Unloaded state and have to be removed.

* When a service pack is applied, some installed patches may have been automatically
removed because they were rendered obsolete. If the service pack installation fails it is
necessary to reapply the patches that were removed.

Many of these activities may be accomplished using Local Patching Manager. For more
information, see Local Patching Manager on page 97.

Recommended order of patching operations

Due to interactions that can occur during patching, such as potential restarting, there are
restrictions on elements and applications that you can patch concurrently. Multiple patching
operations often must be performed on the same targets to apply all patching content.

0 Important:

VxWorks elements must be running Communication Server 1000 Release 7.0 or later
software. Patching Manager does not support the patching of VxWorks elements running
earlier versions of Communication Server 1000 software.

You can select multiple CS 1000 High Scalability systems, CS 1000 systems, or individual
elements in Patching Manager by performing the steps described below. You can select the
same target selections for each successive patching operation, with the patching option
selections varying to indicate the item to patch during each pass. This automatically restricts
the actual elements and patching content in the workflow.

' Note:

If the patches to be applied affect Patching Manager or the patching infrastructure (Linux
base), then a special procedure might be required. This requires using the Linux CLI to apply
the Linux base serviceability update (SU) to all Linux elements. You must also apply the
Patching Manager SU to the UCM Primary Security Server using the CLI. These patching
steps would have to be performed prior to using Patching Manager. If these procedures are
required, special instructions are included with the SUs describing the steps to perform.

The following steps are recommended for sequence patching operations using multiple
passes. You must complete each step (including restarts) in the order shown before you
proceed with the next step. Not all steps may be applicable, depending on the patching
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operations being performed. For example, if there is no loadware to be patched, then that step
may be skipped.

1. Patchthe UCM Primary Security server first and separately from the other elements.
Patch the UCM Primary Security Server in the following sequence:

* Apply service packs or individual Linux patches.

* If the UCM Primary Security Server is a Co-resident Call Server and Signaling
Server, apply a deplist or Call Server patches.

* If the UCM Primary Security Server is a Co-resident Call Server and Signaling
Server, apply loadware.

2. Select all other required targets, excluding the Primary UCM Security Server. This
includes the UCM Backup and Member servers. Patch them in the following
sequence:

* Apply a service pack and deplists or individual patches to Linux and VxWorks
elements. This does not patch any Co-resident Call Server and Signaling
Servers.

* If you need to patch any Co-resident Call Server and Signaling Servers, apply a
deplist or patches to those Call Servers.

*» Apply loadware.

Limitations

The following limitations exist for the Central Patching Manager and Local Patching Manager:

* You cannot use Central and Local Patching Manager at the same time. You should not
use CLI patching commands while using either the Central or Local Patching Manager.

* You can only patch the Primary UCM only. If patching activities on other target elements
are in progress, you cannot select or patch the primary UCM server.

* You must clear all patching activities on all targets before you can patch the Primary UCM
server. That is, you must select an element and then click the Clear button.

* In Central Patching Manager, if you select the Primary UCM server on the Target Systems
tab, then you can select no other element at the same time.

* If another user is currently patching an element, you cannot select that element (check
box is dimmed) until activities for the element are cleared.

* If another user is registering or deploying new elements in Deployment Manager, these
elements do not automatically show up in Central Patching Manager. Use the Refresh
icon to display the list of active elements in the Central Patching Manager.

 Patching Manager only supports the patching of VxWorks elements that are running
Communication Server 1000 Release 7.0 or later software.
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Chapter 6: Central Patching Manager

The Central Patching Manager interface runs on the Primary UCM Security server and is accessible by
logging on to UCM. A central patch library is available to which patches, deplists, loadware, and service
packs can be uploaded to the library and centrally deployed to elements in the security domain. The central
patch library consists of patches, serviceability updates, loadware, deplists, and service packs on the
Primary UCM Security server. You can add and remove these items from the central patch library.

0 Important:

In this document, unless explicitly mentioned otherwise, the term patch or patches includes both
patches and serviceability updates (SUs) because patches and serviceability updates are applied in
the same way.

This chapter provides procedures to perform the following in the Central Patching Manager:

» Add, activate, deactivate, and delete Linux and binary patches.
» Add, activate, deactivate, and delete loadware and serviceability updates.

* Add, activate, deactivate, and delete deplists. (Deplists cannot be deactivated; however, individual
patches that are part of a deplist can be deactivated.)

* Add, activate, and delete service packs. (Service packs cannot be deactivated; however, individual
patches that are part of a service pack can be deactivated.)

You must have patching permissions to access the Central Patching Manager. For more information, see
Patching permissions and roles on page 30.

0 Important:

VxWorks elements must be running Communication Server 1000 Release 7.0 or later software.
Patching Manager does not support the patching of VxWorks elements running earlier versions of
Communication Server 1000 software.

Download and save patches, serviceability updates, and
service packs

The Enterprise Solutions PEP Library (ESPL) provides online access to Nortel-approved
Product Enhancement Package (PEP) solutions for Enterprise products.

* Patches are stored in the Communication 1000 /Meridian 1 Patch Tools section of the
ESPL. Use Downloading and saving patches on page 40 to download the required FRU
and WAR patches and save them on your client PC.

* Serviceability updates are stored in the Serviceability Updates and Loadware/Firmware
Distribution Tools (CS1000) section of the patch library. Use Downloading and saving
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loadware and serviceability updates on page 40 to download the required RPM SUs
and save them on your client PC.

* Service packs are stored in the PEP Dependency Tools section of the ESPL. Use
Downloading and saving service packs on page 41 to download the required SPs and

save them on your client PC.

» Loadware is stored in the Serviceability Updates and Loadware/Firmware Distribution
Tools (CS1000) section of the patch library. Use Downloading and saving loadware and
serviceability updates on page 40 to download the required files to your client PC.

* Deplists are stored in the PEP Dependency Tools section of the ESPL. Use Downloading
and saving deplists on page 41 to download the required files to your client PC.

Perform the following procedure to download patches and save them on your client PC.

Downloading and saving patches

© ® N o gk~ 0N =

Navigate to the ESPL on the Nortel Web site: www.nortel.com/espl
Log on with your User ID and Password.

On the Enterprise Solutions PEP Library page, click Click Here.
Scroll to Communication Server 1000 / Meridian 1 PEP Tools.
For the PEP SEARCH option, click Click Here.

Enter the search criteria for the patch that you need.

Click Search.

Select the required patch to download and save it to your PC.

Note the location in which you save the file on your PC. You need to know this
location when you add the file to the central patching library.

Perform the following procedure to download loadware and serviceability updates and save
them on your client PC.

Downloading and saving loadware and serviceability updates

N
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Navigate to the ESPL on the Nortel Web site: www.nortel.com/espl
Log on with your User ID and Password.
On the Enterprise Solutions PEP Library page, click Click Here.

Scroll to Serviceability Updates and Loadware/Firmware Distribution Tools
(CS1000).

For the SU/LW/FW File Search option, click Click Here.
Enter the search criteria for the serviceability update that you need.
Click Search.

Select the required loadware or serviceability update to download and save it to
your PC.

Note the location in which you save the file on your PC. You need to know this
location when you add the file to the central patching library.
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Perform the following procedure to download service packs and save them on your client PC.

Downloading and saving service packs

Navigate to the ESPL on the Nortel Web site: www.nortel.com/espl

Log on with your User ID and Password.

On the Enterprise Solutions PEP Library page, click Click Here.

Scroll to PEP Dependency Tools.

For the RLS x.x Linux Production Service Packs option, click Click Here.
Enter the search criteria for the service pack that you need.

Click Submit.

Select the required service pack to download and save it to your PC.
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Note the location in which you save the file on your PC. You need to know this
location when you add the file to the central patching library.

Perform the following procedure to download deplists and save them on your client PC.

Downloading and saving deplists

Navigate to the ESPL on the Nortel Web site: www.nortel.com/espl
Log on with your User ID and Password.

On the Enterprise Solutions PEP Library page, click Click Here.
Scroll to PEP Dependency Tools.

Select Production PEP Dependency Lists.

Enter the search criteria for the deplist that you need.

Click Submit.

Select the required deplist to download and save it to your PC.

© © N o gk 0D~

Note the location in which you save the file on your PC. You need to know this
location when you add the file to the central patching library.

Access the Central Patching Manager

Users must have patch administrator permissions (the patchAdmin permissions) to access
Central Patching Manager. For more information, see Patching permissions and roles on
page 30.

Use the following procedure to access the Central Patching Manager.
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Accessing the Central Patching Manager from the Primary UCM Server

1. Start your browser.

2. Inthe Address field of the browser, enter the Fully Qualified Domain Name (FQDN)
of the server (or if the FQDN is not known then enter then IP address).

* If the FQDN is entered, go to 4 on page 42.
* If the IP address is entered, go to _3 on page 42.

3. Click the Go to central login for Single Sign-On link (on the left side of the Unified
Communications Management (UCM) page).

4. Log on to UCM using an account with patching privileges.

The UCM interface appears.
5. In the UCM navigation tree, select Network > CS 1000 Services > Patches.

NECRTEL

— Netwiark
Elements
— CS5 1000 Services
IPSec
SNMP Profiles
Secure FTP Token
Software Deployment
— User Setvices
Administrative Users
External Authentication
Password
— Security
Roles
Paolicies
Cettificates
Active Sessions
— Tools
Logs
Data

Figure 6: UCM navigation tree (Patches selected)

The Central Patching Manager appears. See Figure 7: Central Patching
Manager on page 43.
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Figure 7: Central Patching Manager

The Central Patching Manager has two main tabs at the top of the page: Patches
and Target Systems.

0 Important:

If any patching activities are active (not cleared), a third tab called In Progress
appears when you log on to UCM. This tab shows the active patching activities
on the elements for all patch administrators. The In Progress tab appears only
when patch distribution is in progress and is active by default.

The Patches tab has three tabs: Service Pack & Deplist, Patches, and Loadware.

» On the Service Pack & Deplist tab, you can add service packs and deplists to
the central patch library or delete them from the central patch library. You can
also view details for added service packs and deplists. You can perform the
following procedures from the Service Pack & Deplist tab:

- Adding a service pack or deplist to the central patch library on page
44

- Viewing service pack details on page 46
- Viewing deplist details on page 47

- Deleting a service pack or deplist from the central patch library on
page 49

» On the Patches tab, you can add patches or serviceability updates to the
central patch library or you can delete them. You can also view patch details

for added patches. You can perform the following procedures from the Patches
tab:

- Adding a patch to the central patch library on page 50
- Viewing patch details on page 51

- Deleting a patch from the central patch library on page 52

» On the Loadware tab, you can add loadware updates for MGC and PSDL to
the central patch library or you can delete them. You can also view the
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loadware details. You can perform the following procedures from the Loadware
tab:

- Adding loadware to the central patch library on page 53

- Viewing loadware details on page 54

- Deleting loadware from the central patch library on page 55

The Target Systems tab shows a list of elements that you can patch. The top level
Network nodes are shown in a tree view that you can expand to show the elements
assigned to each node. Select the node check boxes to indicate which elements to
patch.

When you select or expand a branch, all other open branches at the same level
collapse. However, selections within collapsed branches are retained.

The next page provides a list of patchable targets with Call Server and Node
association, applications, release details, and type for each target element.

You can click an Element Name to open Base Manager and display information
about currently deployed patches. You can perform the following procedures from
the Target Systems tab:

» Activating patches on page 62

» Activating a service pack on page 56

» Activating a Call Server patch or deplist on page 68

* Deactivating a patch on page 85

Add a service pack or deplist to the central patch library

Use the following procedure to add a service pack or deplist to the central patch library. The
file name of a service pack is similar to Nortel_Service Pack_Linux_6.00_12.ntl. You must

have downloaded and saved the file to a location accessible from your local PC before you

can add it to the central patch library. For more information, see Downloading and saving

service packs on page 41.

' Note:

Uploading a large service pack or deplist can take a significant amount of time (15 to 30
minutes or longer) depending on the size of the service pack.

Adding a service pack or deplist to the central patch library

1. In the Patching Manager, ensure the Patches tab is selected.
2. Select the Service Packs & Deplists tab.
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NERTEL UNIFIED COMMUNICATIONS MANAGEMENT

= Network Host Name: 17216 10130 Software Version: 02 10,0025 01(3678)  User Name admin
Elements Managing: Network s C8 1000 Servers » Patches
— C% 1000 Senices

I(;o;::rale Directory re—— Target Systems o
Numbering Groups Fatches obtained from Nortel must be added 10 your patch liteary 1o be distibuted to applicable netwark elements. Click the patch
B Bl narmé for more infarmation
SNWF Frofiles Sarvice Packs & Deplists Patches Loadware
Secure FTP Token Add I Pl I Relresh; &

Software Deployment

Subscriber Manager Buindla hame Date Crealed~ Conlynt Piaiom} Relaase E|

¢ coom 7aip 2010-06-14 11:10:56 (EST) Full (CPPMY X2107.00P

— User Senices
Administrative Users
External Aufhentication
Password

— Securiy
Roleés
Policies
Cerificates
Active Sessions

— Tools
Logs

Data =

Figure 8: Patches tab - Service Packs and Deplists tab
3. Click Add.

The New Service Pack or Deplist page appears.

UNIFIED COMMUNICATIONS MANAGEMENT

Help | Logou
Host Name: ibmssd.ca.nonelcom  Software Version: 0210.0016.01(2557)  User Name admin
Managing: Network » CS 1000 Servers » Patches » Mew Service Pack or Deplist
New Service Pack or Deplist
File : l| Browse...
| Upload | Cancel

Figure 9: New Service Pack or Deplist

4. Click Browse.

The Choose File dialog box appears.

5. In the Choose File dialog box, browse to the find the service pack or deplist on your
client PC.

6. Select the service pack or deplist file, and click Open.

The file appears in the File field.
7. Click Upload.

The upload progress is indicated by a status bar at the bottom of the window. The
Central Patching Manager validates the file and then the file appears on the Service
Pack & Deplist tab. The Service Pack & Deplist tab displays the new file and its
details. For more information, see View service pack details on page 46 or View

deplist details on page 47.
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View service pack details

Use the following procedure to view the details about a service pack and the individual patches
and serviceability updates that it contains. The Service Pack Details page displays important
details about a service pack and patches such as header information.

Viewing service pack details

1. In the Central Patching Manager, select the Patches tab.
2. Select the Service Packs & Deplist tab.

3. To view details of the service pack, under the Name column, click the name of the
service pack file.

The Service Pack Details (sp_name) page appears; sp_name is the name of the

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Heln | Logguf
— Netwark Host Nane:; ibmssd canartelcom  Software Version: 02.10.0016.01(3557)  User Name admin
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IPSec 2 " " " 9
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SNMP Profiles Serice pack name: Nonel_Serice_Pack_Linux_B.00_32 ntl
Secure FTP Token Applies to release. B 320500
S LMo Diate Created: Thu.Jun 11 04:32 28 EOT 2003
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Adrinistratve Users Authar: Senthilkurmar Jayakumar
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Password
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Logs
Data

Figure 10: Service Pack Details page

4. On the Service Pack Details (sp_name) page, review the detailed information
about the service pack.

The page provides the following information about the service pack:
» Patch Name—The name of the patches or serviceability updates within the
service pack.
» Date Created—The date the patch or serviceability update was created.
» Type—The patch or SU type.

* Release—The software release that the patch or serviceability update is
applies to.

* Application—The applications affected by the patch

* Special Instructions—Whether there are special instructions. YES appears if
the patch has special instructions and NO appears if the patch has no
instructions.
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* Service impact— Whether or not there is an impact to service. NONE indicates
no impact to service.

5. Toreview anindividual patch in the service pack, under Patch Name, click the name
of the patch.

The Patch Details (patch_name) page appears; patch_name is a name of a patch
in the service pack. The Patch Details page provides information such as patch
name, type and sub-type, general patch information, service impacts, dependent
patches, obsolete patches, special instructions, and other details from the patch
header.

UNIFIED COMMUNICATIONS MANAGEMENT Help | Logout

Host Hame: 1721610030 Software Version: 02.00.0043.00(3143)  User Name admin
Network » CS 1000 Servers » P » Pack ilz » spPatchDetalls

Patch Details { p28257_1)

Patch name: p28257 _1
Type: PATCH
Sub-type: FRU

Date created: Thu Apr 23 11:86:55 MSD 2009
Author. Evgeny Lazarev

Applies to RPM: nontelcs1000-linuxbase<6.00.12.00-00.i356
Removable: yes
Platform: LINUX
PreScript: NO
PostScript: NO
Reboot: no
Service impact: Application Start: None
Application Stop:Nene
Applications Affected inuxbase
Dependent patches: p2a257_1_1.fru
Obsolete patches: Mong

Special Instructions: NO

< Back

Figure 11: Patch Details
6. To return to the Service Pack Details page, click Back on the Patch Details page.

7. To return to the Service Packs & Deplist tab, click Back on the Service Pack Details
page.

View deplist details

Use the following procedure to view the details about a specific deplist that is in the central
patch library. The Deplist Details page displays important details about the loadware, such as
header information.

Viewing deplist details

1. In the Central Patching Manager, select the Patches tab.
2. Select the Service Packs & Deplists tab.
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3. To view details of the deplist, under the Bundle Name column, click the name of
the deplist file.

The Deplist Details (deplist_name) page appears; deplist_name is the name of the

deplist.
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Figure 12: Deplist details (deplist name)
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4. Onthe Deplist Details (deplist_name) page, review the detailed information about
the deplist.

The page provides the following information about the deplist:

» Patch Name—The name of the deplist.

» Type—Deplist.

» Sub-type —The sub-type the deplist belongs to.

» Date Created—The date the deplist was created.

* Release—The software release the patch applies to.

* Special instructions—Whether there are special instructions. YES appears if
the patch has special instructions and NO appears if the patch has no
instructions.

5. To review an individual patch in the deplist, under Patch Name, click the name of
the file.

The Patch Details (patch_name) page appears; patch_name is a name of a patch
in the deplist. The Patch Details page provides information such as patch name,
type and sub-type, general patch information, service impacts, dependent patches,
obsolete patches, special instructions, and other details from the patch header.
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Figure 13: Patch Details
6. To return to the Deplist Details page, click Back .

7. Toreturn to the Service Packs & Deplists tab, click Back on the Service Pack Details
page.

Delete a service pack or deplist from the central patch
library

Use this procedure to delete a service pack or deplist from the central patch library. Deleting
a service pack or deplist from the central patch library does not delete it from any target.

0 Important:
You cannot recover a deleted service pack.

Deleting a service pack or deplist from the central patch library

In the Patching Manager, ensure the Patches tab is selected.
Select the Service Pack & Deplist tab.

Select the service packs to delete.

Click Delete.

il

A dialog box appears prompting you to confirm the deletion.
5. Click OK to confirm the deletion.

The service pack or deplist is removed from the list on the Service Packs & Deplist
tab.
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Add a patch to the central patch library

Use the following procedure to add a patch to the central patch library. You must have
downloaded and saved the patch that you need to your local PC before you can add it to the
central patch library. For more information, see Downloading and saving patches on page 40.

Adding a patch to the central patch library

1. In the Central Patching Manager, select the Patches tab.
2. Select the Patches tab.
3. Click Add.

The New Patch page appears.
4. Click Browse.

The Choose File dialog box appears.

5. In the Choose File dialog box, browse to the find the downloaded patch on your
client PC. Linux patch files have an .ntl file extension. Binary patches have a .cpl,
.cpm, or .pp4 extension.

6. Select the patch file, and click Open.

The file appears in the File field.
7. Click Upload.

The upload progress is indicated by a status bar at the bottom of the window. The
Central Patching Manager validates the file and then the patch file appears on the
Patches tab.

The Patches tab displays the new patch and its details:

» Patch Name—The name of the patch or serviceability update.

» Date Created—The date and time the patch was created. Patches are sorted
based on the Date Release column.

» Type—The type of patch. A patch appears as type FRU or WAR. A
serviceability update appears as type RPM.

» Release—The software release number.
* Application—The application for which the patch applies.

* Special Instructions—Whether there are special instructions. YES appears if
the patch has special instructions and NO appears if the patch has no
instructions.

» Service Impact—Information about service impacts, such as system or device
restarts.
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For more information about viewing the patch details, see View patch details on
page 51.

View patch details

Use the following procedure to view the details about a specific patch that is in the central patch
library. The Patch Details page displays important details about the patch such as header
information.

Viewing patch details
1. In the Patching Manager, select the Patches.

2. Select the Patches tab.
3. To view details for a patch, under the Patch Name column, click the patch name.

The Patch Details (patch_name) page appears; patch_name is the name of the
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Figure 14: Patch Details (patch_name)
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4. On the Patch Details (patch_name) page, review the detailed information about
the patch.

The Patch Details page provides the following information:
» Patch name—The name of the patch.
» Type—Patch or SU (Serviceability Update)

» Sub-type— If the type is patch, then the subtype is FRU or WAR. If the type is
SU, then the subtype is RPM.

* Release— (Binary patches only) Specifies the release number.
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» Date created—The date and time the patch was created.
» Author—(Linux patches only) The patch author.

* Applies to RPM—(Linux patches only) Provides the RPM name and version
to which the patch applies. For a serviceability update, the field provides the
new version of the RPM that is contained in the serviceability update.

» Removable—(Linux patches only) Whether the patch is removable.

* Platform—The platform appears.

* PreScript—(Linux patches only) Whether there is a prepatch script file.

* PostScript—(Linux patches only) Whether there is a postpatch script file.
* Reboot—(Linux patches only) Whether a system restart is required.

* Service impact—Provides a list of service impacts. For example, if an
application must stop or start. The impacts are color-coded according to
severity. Red indicates a high service impact (such as a system restart), orange
indicates a medium impact (such as an application restart), and no color
indicates that there is no service impact.

» Dependent patches—Because patches are loaded one at a time in a serial
fashion, patches can have only one dependant patch. If the dependant patch
(for the patch being loaded) is not already loaded then the patch will not load. A
dependent patch can only be on the same RPM.

* Obsolete patches—The most recently uploaded patch makes any listed patch
obsolete.

« Special instructions—Lists any special instructions or considerations for the
patch; otherwise, NO is displayed.

5. To return to the Patches tab, click Back on the Patch Details page.

Delete a patch from the central patch library

Use this procedure to delete a patch from the central patch library. Deleting a patch or
serviceability update from the central patch library does not deactivate or delete it from any
target.

0 Important:
Patches and serviceability updates cannot be recovered after they are deleted.

Deleting a patch from the central patch library

1. In the Patching Manager, select the Patches tab.

2. Select the Patches tab.

3. Select the check box for the patch or serviceability update to delete.
4. Click Delete.
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A dialog box appears prompting you to confirm the patch deletion.
5. Click OK to confirm the deletion of the patch.

The patch is removed from the list.

Add loadware to the central patch library

Use this procedure to add loadware to the central patch library.

Adding loadware to the central patch library

1. In the Central Patching Manager, select the Patches tab.
2. Select the Loadware tab.
3. Click Add.
The New Patch page appears.
4. Select the Patch category.
5. Click Browse.
The Choose File dialog box appears.

6. In the Choose File dialog box, browse to the find the downloaded loadware on your
client PC.

7. Select the loadware file, and click Open.

The file appears in the File field.
8. Click Upload.

The upload progress is indicated by a status bar at the bottom of the window. The
Central Patching Manager validates the file and then the loadware file appears on
the Loadware tab.

Nortel Communication Server 1000 August 2010 53



Central Patching Manager

NERTEL
— Network
Elamants
€5 1000 Sendcss

Corporate Directory

UNIFIED COMMUNICATIONS MANAGEMENT

Host Name: ud.escs.com  Software Verskon: 02 10,0025 01(3673)
Managing: Hatwark » ©5 1000 Servers » Palches

User Name admin

Flec Patches Target Systems
“.I".n':c”n; Gh oups Patches obtained from Mortel must be added to your patch library 1o be distnibuted to appli cable network efements. Chck the palch
g file name for more infonmation.

fadies Service Packs & Deplists Patches

SNIIP Protees o o s Loadware

Secure FTP Token Add | | Refregh- €
Softwars Deplayment o
Subscnber Manager 3| B e Crealed= Tipe Release

Sendce Impact

User Sendces
Asministrative Users
Extemal Autnénticaticn
Password

Securty
Rales
Policies
Cartificates
Active Sassions

Toals
Lags
Data

12010 at 10 2203 MGCH BAOT

Figure 15: Loadware tab showing loadware details

The Loadware tab displays the new loadware and its details:
* File name—The name of the loadware.
* Date created—The date and time the loadware was created.
» Type— The first four letters of the loadware file name.
* Release — The loadware release.

* Service impact—Any impacts to service, such as a device or application
restart.

View loadware details

Use the following procedure to view the details about specific loadware that is in the central

patch library. The Loadware Details page displays important details about the loadware, such
as header information.

Viewing loadware details

1. In the Patching Manager, select Patches.
2. Select the Loadware tab.

3. To view details for a loadware, under the File Name column, click the loadware
name.

The Loadware Details (loadware_name) page appears; loadware_name is the
name of the loadware file.
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Figure 16: Loadware details (loadware name)

4. Onthe Loadware Details (loadware_name) page, review the detailed information

about the loadware.
The Loadware Details page provides the following information:

* Loadware name—The name of the loadware.
 Category—The loadware category.

» Type— The first four letters of the loadware file name.

» Date created—The date and time the loadware was created.
* Release — The loadware release.

* Service impact—Any impacts to service, such as a device or application
restart.

5. To return to the Loadware tab, click Back on the Loadware Details page.

Delete loadware from the central patch library

Use this procedure to delete loadware from the central patch library.

Deleting loadware from the central patch library

In the Patching Manager, select the Patches tab.
Select the Loadware tab.

Select the check box for the loadware to delete.
Click Delete.

oo bd =

A dialog box appears prompting you to confirm the loadware deletion.
5. Click OK to confirm the deletion of the loadware.

The loadware is removed from the list.
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Activation workflow

Before you begin patching activation operations, see Recommended order of patching
operations on page 36.

+ Activating a service pack on page 56

* Activating patches on page 62
» Activating a Call Server patch or deplist on page 68

* Activating a Media Card patch on page 72

* Activating a MGC loadware patch on page 76

* Activating a PSDL loadware patch on page 80

Activate a service pack

Use the following procedure to apply a service pack to one or multiple elements. The service
pack must be in the Central Patching Library. This procedure is specific to service packs;
however, you can patch more than one type of element during a patching session. Before you
begin patching activation operations, see Recommended order of patching operations on
page 36.

Activating a service pack

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.
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Figure 17: Target Systems tab showing Network tree view
When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
activate patches.

3. Click Next.

4. From the list of elements, select the check box for one or more elements for which to
apply the service pack.

0 Important:

If you select the Primary UCM server on the Target Systems tab, no other element
can be selected at the same time.

If an element is being patched by another user, you cannot select that element
(check box is dimmed) until all patching activities for that element are cleared.
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Figure 18: Select element to receive service pack

The Activate button is enabled.
5. Click Activate.

The Patching Options page appears.
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Figure 19: Patching Options page
6. Select the patching type and click Next.
The Distribute Patches Step 1 page appears. Applicable service packs are

displayed on the Service Pack & Deplists tab (based on the release of the selected
elements and the applications installed on them).
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Figure 20: Distribute Patches Step 1 page

7. Select the applicable service pack to apply on the elements.

0 Important:
You can select only one of the following to activate at any one time:
* A single service pack
* Multiple patches and serviceability updates

You cannot mix activation of service packs with patches and serviceability
updates.

8. Click Next.
The Distribute Patches Step 2 page appears.
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Figure 21: Distribute Patches Step 2

Activate a service pack

9. On the Distribute Patches Step 2 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, the impact of applying the selected service pack or patchis
analyzed. This is the default method. A patching plan is created and presented
for each selected target element. After you review the patching plan, you must
manually initiate the patching operation for each element. You must take
appropriate steps (such as idling down) before you start patching to avoid user

impact.

& Warning:

If you are patching the Primary UCM server then this is the only option.

Nortel strongly advises that you review the impact of patching the Primary
UCM server and be aware of any application restart. If there is an indication
of a JBoss restart during the patching operation, then the Web session will

be dropped. You must then log on again.

& Warning:

When you review the impacts for a given target, if there is an indication of
a reboot or JBoss-Quantum restart during the patching operation, be aware

that all Nortel applications will also be restarted.

* Run all automatically—With this automatic processing method, each target
element is patched automatically as soon as the analysis is complete.

& Warning:

Service impacts are not considered with the automatic method. For
example, applications can restart as part of this operation.

10. Click Continue.
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The In Progress tab appears and shows the number of patches which are ready to
load (under the Status Summary column).
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Figure 22: In Progress tab

0 Important:

Click the Refresh icon (in the upper-right corner of the View area) at regular
intervals to obtain a progress update.

11. If you selected the Review impact for each target and run individually option in
_9 on page 59, the targets are analyzed based on the current patch information
obtained from the target and the service pack to be applied. Complete 12 on
page 60 to _15 on page 61 and then proceed to _16 on page 61.

OR

If you selected the Run all automatically option in 9 on page 59, the targets are
analyzed based on the current patch information obtained from the target and the
service pack to be applied. Unless there are errors detected, the patch application
proceeds automatically without waiting for your user input. Proceed to 16 on
page 61.

12. Wait for the status to change in the Status Summary column. The Status Summary
provides information about the patch activation progress. For more information
about the statuses displayed, see Table 2: Status information on page 33.

Use the Refresh icon to see the progress updates.

13. Under the Status Summary column, click the Ready to Load link for each target
element to view the patching plan details for that target.

The Patching Job Details page appears for the selected element and displays the
list of patches and serviceability updates within the service pack.
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Figure 23: Patching Job Details page

14.

15.

16.

17.

18.

19.

20.
21.

To view details for a specific patch, click the link under the Patch Name column.
The Patch Details page appears.

After you review the identified service impacts in the patching plan, click Back on
the Patch Details page, and then click Back again on the Patching Job Details
page to return to the In Progress tab.

Select the check box for the target element and then click Activate to apply patches
within the service pack.

Wait while the updates are applied to the target element.

9 Note:

Depending on the size of the service pack, it can take some time to activate a
service pack.

Click the Refresh icon (in the upper-right corner of the View area) at regular intervals
to obtain a progress update.

Wait until the updates are completed on the target. The Status Summary column
indicates when the service pack activation is Completed.

To view the results, under the Status Summary column, click the Completed link.

The Patching Job Details (target_name) page appears and the Status column
indicates that the patch succeeded. For a service pack, the underlying operations
and an overall result is provided.

On the Patching Job Details (target_name) page, click Back.

After you review your patching results and are satisfied with the results, select the
check box for the target element, and then click Clear to end the patching process
for the target element. You must click Clear before you can perform any other patch
operations for this target element.
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Further patching activation and deactivation operations cannot be performed on the
element until it is cleared.

The In Progress tab disappears when all activities for all elements are cleared.

Activate patches

Use the following procedure to apply a patch to one or more target elements. This procedure is
specific to patches; however, you can patch more than one type of element during a patching
session. Before you begin patching activation operations, see Recommended order of
patching operations on page 36.

Activating patches

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.
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Figure 24: Target Systems tab showing Network tree view
When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
activate patches.

3. Click Next.

4. From the list of elements, select the check boxes for one or more elements for which
to apply the patches.

0 Important:

If you select the Primary UCM server on the Target Systems tab, no other element
can be selected at the same time.

If an element is currently being patched by another user, you cannot select that
element (check box is dimmed) until all patching activities for that element have
been cleared.
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Figure 25: Select target element

5. Click Activate.

The Distribute Patches Step 1 page appears. This page displays the applicable
patches and serviceability updates (based on the release of the selected elements).
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Figure 26: Distribute Patches Step 1 page

6. Select the check boxes for the patches to apply on the elements.

0 Important:
You can select only one of the following to activate at any one time.
* A single service pack.
» Multiple patches and serviceability updates

You cannot mix activation of service packs with patches and serviceability
updates.

7. Click Next.
The Distribute Patches Step 2 page appears.
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Figure 27: Distribute Patches Step 2
8. On the Distribute Patches Step 2 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, the impact of applying the selected patch or serviceability
update is analyzed. This is the default method. A patching plan is created and
presented for each selected target element. After you review the patching plan,
you must manually initiate the patching operation for each element. You must
take appropriate steps (such as idling down) before you start patching to avoid
user impact.

* Run all automatically—With this automatic processing method, each target
element is patched automatically as soon as the analysis is complete.

& Warning:

Service impacts are not considered with the automatic method. For
example, applications can restart as part of this operation.

9. Click Continue.

The In Progress tab appears.
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Figure 28: In Progress tab

0 Important:

Click the Refresh icon (in the upper-right corner of the View area) at regular
intervals to obtain a progress update.

10. If you selected the Review impact for each target and run individually option,
the targets are analyzed based on the current patch information obtained from the
target and the new patches to be applied. Continue with the next steps.

OR

If you selected the Run all automatically option, the targets are analyzed based
on the current patch information obtained from the target and the new patches to
be applied. Unless there are errors detected, the patch application proceeds
automatically without waiting for your user input. Proceed to step 14.

11. Wait for the status to change in the Status Summary column. The Status Summary
provides information about the patch activation progress. For more information
about the statuses displayed, see Table 2: Status information on page 33.

Use the Refresh icon to see the progress updates.

12. Under the Status Summary column, click the Ready to Load link for each target
element to view the patching plan details for that target.

The Patching Job Details page appears.
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Figure 29: Patching Job Details

To view the patch details, click the link under the Patch Name column. The Patch
Details page appears.
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Figure 30: Patch Details
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13. After you review the identified service impacts in the patching plan, click Back on
the Patch Details page, and then click Back again on the Patching Job Details
page to return to the In Progress tab.

14. Select the check box for the target element.

The Activate button is enabled.
15. Click Activate to start applying patches.
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16. Wait while the updates are applied to the target. The Status Summary column
provides information about the patch activation progress. For more information
about the statuses displayed, see Table 2: Status information on page 33.

17. Click the Refresh icon (in the upper-right corner of the View area) at regular intervals

to obtain a progress update.

18. Wait for the process to complete.

19. To view the results, under the Status Summary column, click the Completed link.

The Patching Job Details (target_name) page appears and the Status column
indicates that the patch succeeded.

" UNIFIED COMMUNICATIONS MANAGEMENT Helo | Logou

Host Name: 1721610030 Software Version: 02.00.004200{3143)  User Name admin
Metwork » C8 1000 Servers » Palches » Patching Job Details
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Pafch Name Action~ Senvice Impact Special Instructions
018257 1 Activate Patch ( Manual) Mone NO

Status

Succead

Back

Figure 31: Patching Job Details

20. On the Patching Job Details (target_name) page, click Back.

21. After you review your patching results and are satisfied with the results, select the

element and then click Clear to end the patching process for the select target. You
must click Clear before you can perform any other patch operations for this target
element.

Further patching activation and deactivation operations cannot be performed on the
element until it is cleared.

The In Progress tab disappears when all activities for all elements are cleared.

Activate a Call Server binary patch or deplist

Use the following procedure to activate a deplist or binary patches for Call Server (VxWorks
and Linux) targets. You can select either multiple individual patches or a deplist, but not both.
This procedure is specific to Call Server binary patches and deplists; however, you can patch
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more than one type of element during a patching session. Before you begin patching activation
operations, see Recommended order of patching operations on page 36.

For information about PEP settings for Call Server and Media Card, see Figure 35: Call Server
and Media Card PEP settings page on page 70.

Activating a Call Server patch or deplist

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Hel | Loooul
— Nedwork Host Name: 19216855140 Seftware Version: 02100021 00(3593)  User Name admin
Elements Managing: Metwork » ©F 1000 Sarvers » Patchas
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SNMP Profiles Select e element groups or individual elements: from e tres Refrash: &
Secure FTF Token
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— User Senvices Fi_xonss
Administratve Users = Cimssd
Extemal Authentication Clibms 54 ca nomal com (primary
Gyt + _Ungrouped Elements
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Roles bt
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Cerificates
Active Seszions
— Touls
Logs
Data

Figure 32: Target Systems tab showing Network tree view

9 Note:

When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
activate patches.

3. Click Next.

4. From the list of elements, select the check boxes for one or more elements for which
to apply the patches.

0 Important:

If you select the Primary UCM server on the Target Systems tab, no other element
can be selected at the same time.

If an element is currently being patched by another user, you cannot select that
element (check box is dimmed) until all patching activities for that element have
been cleared.

5. Click Activate.
The Patching Options page appears.
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Activate a Call Server binary patch or deplist
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Figure 33: Patching Options page
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6. Select the appropriate patch type. You can only select one check box.
7. For the patch type selected, select the appropriate radio button.
8. Click Next.

The Distribute Patches Step 1 page appears.
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Figure 34: Distribute Patches Step 1 page
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9. Select a deplist or individual patch files.

You can select either a deplist or individual patch files, but not both. For individual
patches, applicability depends on the application and version installed.

You can also select the Modify PEP settings box if you wish to make changes to
the default patch settings.

10. Click Next.

If you selected the Modify PEP settings box, the Patch Settings Step 2 page
appears with the Call Server and Media Card PEP settings.
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Figure 35: Call Server and Media Card PEP settings page
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0 Note:

The Media Card section is only enabled if at least one selected element is a Media
Card and you are applying patches. This option is not available for deplists.

11. Make any desired changes and click Next.

The Distribute Patches page appears.

Help | Logeut
Host Nama: gr-opt! escsquanturn com  Software Version: 02.10.0023.003748)  User Hame admin

Managing: Metwork » ©3 1000 Servers » Patches » Distribyte Patchas Stap 1 » Distribute Patches Step?
Distribute Patches

Step 3: Choose processing method
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d run indbddually

Processing methoe (@ FReview impactior each targ
Tha satem will ceate » casch
ST 0 T G 50 e

nd you may whedt

O Run all autornatically
A will
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Figure 36: Distribute Patches page
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12. On the Distribute Patches page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, the impact of applying the selected patch or serviceability
update is analyzed. This is the default method. A patching plan is created and
presented for each selected target element. After you review the patching plan,
you must manually initiate the patching operation for each element. You must
take appropriate steps (such as idling down) before you start patching to avoid
user impact.
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* Run all automatically—With this automatic processing method, each target
element is patched automatically as soon as the analysis is complete.

A Warning:

Service impacts are not considered with the automatic method. For
example, applications can restart as part of this operation.

13. Click Continue.

The In Progress tab appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT telo |
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Figure 37: In Progress tab
0 Important:

Click the Refresh icon (in the upper-right corner of the View area) at regular
intervals to obtain a progress update.

After a patch completes, aborts, or fails, the status appears in the Status Summary
column. You can click the link under the Status Summary column to view the details.

14. When the patching for a target element completes (or fails or aborts), click Clear to
clear the summary report.

15. Repeat the patching process for each target, as required.

Activate a Media Card patch

Use the following procedure to activate Media Card (MC32S, VGMC) patches. This procedure
is specific to media cards; however, you can patch more than one type of element during a

patching session. Before you begin patching activation operations, see Recommended order
of patching operations on page 36.
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Activating a Media Card patch

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.
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Figure 38: Target Systems tab showing Network tree view

9 Note:

When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the media cards for
which to activate patches.

3. Click Next.

4. From the list of elements, select the check boxes for one or more elements for which
to apply the patches.

5. Click Activate.

The Patching Options page appears, as shown in the following figure.
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Figure 39: Patching Options page

6. In the Patching updates section, select the appropriate patching type.
7. Click Next.

The Distribute Patches Step 1 page appears.

sl | L
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Figure 40: Distribute Patches Step 1 page

8. Select a deplist or individual patch files.

You can select either a deplist or individual patch files, but not both. For individual
patches, applicability depends on the application and version installed.

You can also select the Modify PEP settings box if you wish to make changes to
the default patch settings.

9. Click Next.

If you selected the Modify PEP settings box, the Patch Settings Step 2 page
appears, as shown in the following figure.
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Figure 41: Patch Settings Step 2 page
10. Make any desired changes and click Next.
The Activate Patches Step 3 page appears.
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Figure 42: Activate Patches Step 3 page
11. On the Activate Patches Step 3 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, the impact of applying the selected patch or serviceability
update is analyzed. This is the default method. A patching plan is created and
presented for each selected target element. After you review the patching plan,
you must manually initiate the patching operation for each element. You must
take appropriate steps (such as idling down) before you start patching to avoid
user impact.

* Run all automatically—With this automatic processing method, each target
element is patched automatically as soon as the analysis is complete.
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A Warning:

Service impacts are not considered with the automatic method. For
example, applications can restart as part of this operation.

12. Click Continue.

The In Progress tab appears.
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Figure 43: In Progress tab

0 Important:

Click the Refresh icon (in the upper-right corner of the View area) at regular
intervals to obtain a progress update.

After a patch completes, aborts, or fails, the status appears in the Status Summary
column. You can click the link under the Status Summary column to view the details.

13. When the patching for a target element completes (or fails or aborts), click Clear to
clear the summary report.

14. Repeat the patching process for each target, as required.

Activate a MGC loadware patch

Use this procedure to activate a MGC loadware patch. This procedure is specific to MGC
loadware; however, you can patch more than one type of element during a patching session.
Before you begin patching activation operations, see Recommended order of patching

operations on page 36.

For information about upgrading multiple Call Server elements, see Figure 46: Associated
MGC Upgrade page on page 77.
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Activating a MGC loadware patch

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.
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Figure 44: Target Systems tab showing Network tree view

9 Note:

When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
activate patches. You must select at least one Call Server element.

3. Click Next.

4. From the list of elements, select the check boxes for one or more elements for which
to apply the patches.

0 Important:

If you select the Primary UCM server on the Target Systems tab, no other element
can be selected at the same time.

If an element is currently being patched by another user, you cannot select that
element (check box is dimmed) until all patching activities for that element have
been cleared.

5. Click Next.

The list of element names is shown.
6. Select the elements to activate and click Activate.

The Patching Options page appears.
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Figure 45: Patching Options page

0 Note:

The Co-resident Call Server section only displays if there are any Co-resident
Call Server and Signaling Server systems.

7. In the Loadware updates section, select IPMG loadware update.
8. Click Next.

The Associated MGC Upgrade page appears. This page shows all MGCs registered

with the Call Server.
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Figure 46: Associated MGC Upgrade page
9. Select the Upgrade Option Mode. The choices are:

 Sequential (SEQ)—upgrade each selected element one at a time
* Simultaneous (SIM)—upgrade all elements at once
10. Click Continue.
The Distribute Patches Step 1 page appears.
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Figure 47: Distribute Patches Step 1 page
11. In the Applicable patching section, select the loadware to apply.

For loadware, the applicable patches include all MGC Loadware versions available
in the Central Patching Manager Library.

0 Note:

If selecting multiple loadware, you cannot select two loadware of the same type.
12. Click Next.

The Activate Patches Step 3 page appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT
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Figure 48: Activate Patches Step 3 page
13. On the Activate Patches Step 3 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, the impact of applying the selected patch or serviceability
update is analyzed. This is the default method. A patching plan is created and
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Activate a MGC loadware patch

presented for each selected target element. After you review the patching plan,
you must manually initiate the patching operation for each element. You must

take appropriate steps (such as idling down) before you start patching to avoid
user impact.

* Run all automatically—With this automatic processing method, each target
element is patched automatically as soon as the analysis is complete.

A Warning:

Service impacts are not considered with the automatic method. For
example, applications can restart as part of this operation.

14. Click Continue.
The In Progress tab appears.
Haln |

Host Name: ibmss4. canofil com  Softwarne Viersion: 02 10.0021.0003589)  User Name admin
Managing: Metwark » CS 1000 Senvers » Palches

Patches Target Systems In Progress

A paich distribution task is in progress. You may exil and refum to Bhis page to review status and perform any required
oompletion s1kps. Remeve largel(s) on complation using the Clear buttan o enable furthir patching of these targat(s)

| | | View: €
(] Stementame mosiname S0 | B sans summarviackiorgeiais) PSSR acion
Activate IPMG

Complated Nobe Uparade mav iake
oonol admin Several minutes. Click to get lates! :jg’c'“w Loadware
status [ Manual )

‘Show in-progress targets for:
* Senice will be impacted. Click for details

Figure 49: In Progress tab

0 Important:

Click the Refresh icon (in the upper-right corner of the View area) at regular
intervals to obtain a progress update.

After a loadware completes, aborts, or fails, the status appears in the Status
Summary column. You can click the link under the Status Summary column to view

the details. When you click the status link, the Loadware Patching Status page
appears, as shown in the following figure.
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Figure 50: Loadware Patching Status page

Click Back to return to the previous page.

15. When the patching for a target element completes (or fails or aborts), click Clear to

clear the summary report.

16. Repeat the patching process for each target, as required.

Activate a PSDL loadware patch

Use this procedure to activate a PSDL type loadware patch. This procedure is specific to PSDL
loadware; however, you can patch more than one type of element during a patching session.
Before you begin patching activation operations, see Recommended order of patching

operations on page 36.
Activating a PSDL loadware patch

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.
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Figure 51: Target Systems tab showing Network tree view

When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
activate patches. You must select at least one Call Server element.

3. Click Next.

4. From the list of elements, select the check boxes for one or more elements for which
to apply the patches.

0 Important:

If you select the Primary UCM server on the Target Systems tab, no other element
can be selected at the same time.

If an element is currently being patched by another user, you cannot select that
element (check box is dimmed) until all patching activities for that element have
been cleared.

5. Click Activate.

The Patching Options page appears, as shown in the following figure.
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Figure 52: Patching Options page

0 Note:

The Co-resident Call Server section only displays if there are any Co-resident
Call Server and Signaling Server systems.

6. In the Loadware updates section, select PSDL loadware update.
7. Click Next.

The Distribute Patches Step 1 page appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Help
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Figure 53: Distribute Patches Step 1 page
8. In the Applicable Loadware section, select the loadware to apply.

For loadware, applicable patches include all Loadware PEP available in the Central
Patching Manager Library, excluding binary patches, Linux patches, and MGC
loadware.

9. Click Next.
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The Activate Patches Step 3 page appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT belp | Logst
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Figure 54: Activate Patches Step 3 page
10. On the Activate Patches Step 3 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, the impact of applying the selected patch or serviceability
update is analyzed. This is the default method. A patching plan is created and
presented for each selected target element. After you review the patching plan,
you must manually initiate the patching operation for each element. You must
take appropriate steps (such as idling down) before you start patching to avoid
user impact.

* Run all automatically—With this automatic processing method, each target
element is patched automatically as soon as the analysis is complete.

A Warning:

Service impacts are not considered with the automatic method. For
example, applications can restart as part of this operation.

11. Click Continue.

The In Progress tab appears.
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Figure 55: In Progress tab

0 Important:

Click the Refresh icon (in the upper-right corner of the View area) at regular
intervals to obtain a progress update.

After a loadware completes, aborts, or fails, the status appears in the Status
Summary column. You can click the link under the Status Summary column to view

the details. When you click the status link, the Loadware Patching Status page
appears.

Click Back to return to the previous page.

12. When the patching for a target element completes (or fails or aborts), click Clear to
clear the summary report.

13. Repeat the patching process for each target, as required.

Deactivation workflow

Before you start patching deactivation operations, see Recommended order of patching
operations on page 36.

*» Deactivating a patch on page 85

* Deactivating a Call Server or Media Card patch on page 89
* Deactivating a MGC loadware patch on page 92
* Deactivating a PSDL loadware patch on page 94
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Deactivate a patch

Use the following procedure to deactivate a patch or serviceability update. Service packs
cannot be deactivated; however, you can deactivate items that were installed using a service
pack. This procedure is specific to patches; however, you can deactivate more than one type of
patch during a patching session. Before you start patching deactivation operations, see
Recommended order of patching operations on page 36.

Deactivating a patch

1. In the Patching Manager, select the Target Systems tab.

2. From the list of elements, select the check box for one or more elements for which to
deactivate patches.
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Figure 56: Elements to deactivate
3. Click Next.

The Target Systems tab displays the selected elements. The Activate and
Deactivate buttons are active.
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Figure 57: Target systems with selected elements
4. Click Deactivate.

The Deactivate Patches Step 1 page appears. This page displays a list of all patches
or serviceability updates (that are available for deactivation) that have been applied
by Central Patching Manager. These patches or serviceability updates may have
been applied individually or using a service pack.

If the patch or serviceability update was never processed using Patching Manager,
then the names of such patches (separated by commas) may be entered in the box
atthe bottom. Only patches applicable to the selected elements are displayed based
on release and installed applications. However, some patches may not be in service
on the selected elements; there will be an indication of no operation to be performed
for these elements.
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Figure 58: Deactivate Patches Step 1
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5. On the Deactivate Patches Step 1 page, from the Applied Patches list, select the
patches to deactivate.

If applicable, you can also enter an additional patch to deactivate in the Additional
Patch File name field.

6. Click Next.
The Deactivate Patches Step 2 appears.

UNIFIED COMMUNICATIONS MANAGEMENT Heln | Logou
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Figure 59: Deactivate Patches Step 2
7. On the Deactivate Patches Step 2 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, a patch deactivation plan is presented for each target.
Review the patch deactivation plan. You must select each target and manually
initiate the patch deactivation.

* Run all automatically—With this automatic processing method, the patch
deactivation occurs automatically as soon as the analysis is complete. In
Automatic mode patch deactivation on each target occurs automatically as
soon as the analysis is complete.

& Warning:

Service impacts are not considered with the automatic method.
8. Click Continue.

A dialog box appears prompting you to confirm the patch deactivation.
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Figure 60: Confirmation dialog box

9.

10.

1.

12.

13.

14.

Click OK to confirm the patch deactivation.

The In Progress tab appears.

0 Important:

Click the Refresh icon (in the upper-right corner of the View area) at regular
intervals to obtain a progress update.

If you selected the Review impact for each target and run individually option in
_7 on page 87, the targets are analyzed based on the current patch information
obtained from the target. Complete _11 on page 88 to _15 on page 89, and then
proceed to 16 on page 89.

OR

If you selected the Run all automatically option in _7 on page 87, the targets are
analyzed based on the current patch information obtained from the target. Unless
there are errors detected, the patch deactivation proceeds automatically without
waiting for your input. Wait while the patches are deactivated on the target. Proceed
to _16 on page 89.

Under the Status Summary column, click the Ready to Deactivate link for each
target to view the patching deactivation plan details for that target.

The Patching Job Details page appears for the patch.

After you review the identified service impacts in the patching deactivation plan,
click Back.

Select the check box for the target element.

The Deactivate button is enabled.
Click Deactivate to start the patch deactivation.

A dialog box appears prompting you to confirm the patch deactivation.
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15.
16.

17.

18.

19.

Deactivate a Call Server or Media Card patch

Click OK to confirm the patch deactivation.

Wait while the patch is deactivated on the target. The Status Summary column
provides information about the patch deactivation progress.

Click the Refresh icon (in the upper-right corner of the View area) at regular intervals
to obtain a progress update.

Wait for the process to complete. The Status Summary column indicates the
process is Completed.

After you review your patching results and are satisfied with the results, select the
check box for the target element and then click Clear to end the patching process
for the selected target. You must click Clear before you can perform any other patch
operations for this target element.

Further patching activation and deactivation operations cannot be performed on the
element until it is cleared.

The In Progress tab disappears when all activities for all elements are cleared.

Deactivate a Call Server or Media Card patch

Use this procedureto deactivate patches for Call Server elements and Media Cards.
Thisprocedure is specific to Call Server and Media Card patches; however,you can deactivate
more than one type of patch during a patching session.Before you start patching deactivation
operations, see Recommended order of patching operations on page 36.

Deactivating a Call Server or Media Card patch

1.

In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.
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Figure 61: Target Systems tab showing Network tree view

When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
deactivate patches.

3. Click Next.

4. From the list of elements, select the check box for one or more elements for which to
deactivate patches.

5. Click Deactivate.
The Patching Options page appears.
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Figure 62: Patching Options page
6. Select the patch type for deactivation.
7. Click Next.

The Deactivate Patches Step 1 page appears.
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Figure 63: Deactivate Patches Step 1 page

Nortel Communication Server 1000

The Applicable Patches are filtered and listed based on the targets selected on the
Target Systems tab.

8. From the list of patches, select the patches to deactivate.
9. Click Next.

10.

1.

12.

The Deactivate Patches Step 2 page appears.

On the Deactivate Patches Step 2 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, a patch deactivation plan is presented for each target.
Review the patch deactivation plan. You must select each target and manually
initiate the patch deactivation. This is the default option.

* Run all automatically—With this automatic processing method, the patch
deactivation occurs automatically as soon as the analysis is complete. In
Automatic mode patch deactivation on each target occurs automatically as
soon as the analysis is complete.

& Warning:

Service impacts are not considered with the automatic method.
Click Continue.

A dialog box appears prompting you to confirm the patch deactivation.
Click OK to confirm the patch deactivation.

The In Progress tab appears.

If you selected the Run all automatically option, the targets are analyzed based on
the current patch information obtained from the target. Unless there are errors
detected, the patch deactivation proceeds automatically without waiting for your
input. Wait while the patches are deactivated on the target.
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When each target completes (or fails or aborts), select it and click Clear to clear the
summary report.

You can click the link under the Status Summary column to view the deactivation
details.

Deactivate a MGC loadware patch

Use this procedure to deactivate a MGC loadware patch. This procedure is specific to MGC
loadware; however, you can deactivate more than one type of patch during a patching session.
Before you start patching deactivation operations, see Recommended order of patching

operations on page 36.

9 Note:

After deactivation, a MGC is updated with the GA version of its loadware type.

Deactivating a MGC loadware patch

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Heln | Looout
N?‘?“‘f""' Host Mame: 132 16855140 Software Wersion: 02100021 00(3535)  User Name admin
Elements Managings Network » ©5 1000 Servers » Patchas
— C5 1000 Senvices
IPSec
Patthes P&d‘“ SR Touet.Systants
SNMP Profiles Sedect e element groups or individual elements: from e fres Refrash &
Secure FTP Token o e
Saftware Deglayment =
— Usér Services Frcones
Administrateg Users = _ibmss4
Exdemal Autmentication Clibmssd ca.nomal cam (primary)
Passwond + _Ungrouped Elements
— Sarurity
Roles Next =
Palicias
Certficates
Active Sagsions
— Tonls
Logs
Dats

Figure 64: Target Systems tab showing Network tree view

When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
deactivate patches.

3. Click Next.

4. From the list of elements, select the check box for one or more elements for which to
deactivate patches.

5. Click Deactivate.
The Patching Options page appears.
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CRTEL UNIFIED COMMUNICATIONS MANAGEMENT Help |

= Netwark Host Name: cores28 canortelcom  Software Version: 02.20.0001.00(3693)  User Name admin
Elements Managing: Network » CS 1000 Sarers » Patches » Patching Optians
= C§ 1000 Senvices Patching Options
IPSec
Palches
SNMP Profiles
Secure FTP Token

For the selected targets. choose the patch type for activation/de-activation

Safware Deployment D FIRENNG Lpdumes

= User Senices
Administrative Users
External Authentication
Password

= Secunty
Roles
Policies
Centificales
Aclive Sessions

= Tools
Logs
Data

[ Loadware updates

Nea> | Cancel |
Figure 65: Patching Options page
If at least one Call Server element was selected, the Loadware type option is
enabled.
6. Select the Loadware type.
7. Click Next.

The Deactivate Patches Step 1 page appears.

The Applicable Patches are filtered and listed based on the targets selected on the
Target Systems tab.

8. From the list of patches, select the patches to deactivate.
9. Click Next.

The Deactivate Patches Step 2 page appears.
10. On the Deactivate Patches Step 2 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, a patch deactivation plan is presented for each target.
Review the patch deactivation plan. You must select each target and manually
initiate the patch deactivation. This is the default option.

* Run all automatically—With this automatic processing method, the patch
deactivation occurs automatically as soon as the analysis is complete. In
Automatic mode patch deactivation on each target occurs automatically as
soon as the analysis is complete.

& Warning:

Service impacts are not considered with the automatic method.
11. Click Continue.

A dialog box appears prompting you to confirm the patch deactivation.
12. Click OK to confirm the patch deactivation.
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The In Progress tab appears.

If you selected the Run all automatically option, the targets are analyzed based on
the current patch information obtained from the target. Unless there are errors
detected, the patch deactivation proceeds automatically without waiting for your
input. Wait while the patches are deactivated on the target.

When each target completes (or fails or aborts), select it and click Clear to clear the
summary report.

You can click the link under the Status Summary column to view the deactivation
details.

Deactivate a PSDL loadware patch

Use this procedure to deactivate a PSDL loadware patch. This procedure is specific to PSDL
loadware; however, you can deactivate more than one type of patch during a patching session.
Before you start patching deactivation operations, see Recommended order of patching

operations on page 36.
Deactivating a PSDL loadware patch

1. In the Patching Manager, select the Target Systems tab.

The Target Systems tree view displays the network nodes.

NEQRTEL UNIFIED COMMUNICATIONS MANAGEMENT b | bt
Nedwork Host Mame: 192 16855140 Software Version: 02100021 00(3599)  User Name admin
Elaments Managinge Metwork » €2 1000 Sarvers » Patchas
— CE 1000 Samices
IPSet
Hes Taagen Systems
Pabthas e iz ital
SNMWP Profilas Sebect e element groups or individual elements: from the fres Refrash &
Secure FTP Token = o r
Baftware Deployment Bl
— Usr Services + Lcores
Administrate Users = _ibrmssd
Extemal Authentication Clibmiss 4 ca.neral carm (priman
Fmamam + CUngrouped Elements
— Secunity
Roles Next >

Palicies

Cerificates

Activa Sessions
— Touls

Logs

Dats.

Figure 66: Target Systems tab showing Network tree view
When you select or expand a branch, all other open branches at the same level
collapse. However, any selections made within collapsed branches are retained.

2. From the Network navigation tree, select the check boxes of the nodes for which to
deactivate patches.

3. Click Next.

4. From the list of elements, select the check box for one or more elements for which to
deactivate patches.
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5. Click Deactivate.
The Patching Options page appears.

NERTEL UNIFIED COMMUNICATIONS MANAGEMENT Hulp | Logoul
— Natwork Host Name: ibmssd canodelcom  Soffware Version: 0210.0016.01(3557)  User Hamne adrmin
Elements Managing: Metwark s C5 1 arvars » Palches » Paiching Options
— CS 1000 Bervices Patching Options
IPSac
e ae For the selected targets, choose the patch bype for activation/de-actvabon
SNMP Profiles
Secure FTP Token Patching updatos
Software Deployment
— User Services
Administrative Users
Extemnal Authentication
Password
Sar urity Co-resident Call Server
Roles
Palicies
Cerificates Nabe: Co-resident Linex appiications hawa bs be patohed separately
Aclive Sessions
Taalz L
Logs 7] Loaware updates
Data O IPMG Inadware updale
= PEDL loadware update
@l Cancel ]
i

Figure 67: Patching options page
6. Under Loadware updates, select PSDL loadware update.
7. Click Next.

The Deactivate Patches Step 1 page appears.

The Applicable Patches are filtered and listed based on the targets selected on the
Target Systems tab.

8. From the list of patches, select the patches to deactivate.
9. Click Next.

The Deactivate Patches Step 2 page appears.
10. On the Deactivate Patches Step 2 page, select the Processing method:

* Review impact for each target and run individually—With this manual
processing method, a patch deactivation plan is presented for each target.
Review the patch deactivation plan. You must select each target and manually
initiate the patch deactivation. This is the default option.

* Run all automatically—With this automatic processing method, the patch
deactivation occurs automatically as soon as the analysis is complete. In
Automatic mode patch deactivation on each target occurs automatically as
soon as the analysis is complete.

& Warning:

Service impacts are not considered with the automatic method.
11. Click Continue.

A dialog box appears prompting you to confirm the patch deactivation.
12. Click OK to confirm the patch deactivation.
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The In Progress tab appears.

If you selected the Run all automatically option, the targets are analyzed based on
the current patch information obtained from the target. Unless there are errors
detected, the patch deactivation proceeds automatically without waiting for your
input. Wait while the patches are deactivated on the target.

When each target completes (or fails or aborts), select it and click Clear to clear the
summary report.

You can click the link under the Status Summary column to view the deactivation
details.
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The Local Patching Manager interface runs directly on each Linux element and supports patching only
for that specific element. The Local Patching Manager provides a list of patches on the server with the
status (such as Unloaded, Loaded, and In-Service). It also provides storage space management for
patches.

Patching can occur on a single-target basis using the Local Patching Manager (within Base Manager).
The Local Patching Manager can be used to augment the Central Patching Manager in the following ways:

* To view the current state of a patch.
* To remove existing patches to avoid conflicts (if necessary).
» To remove patches in failure scenarios.

Base Manager can be used for related activities, such as the following:

* Application maintenance for starting, stopping, and restarting before and after patching. (This
process depends on the instructions in each patch.)

* To restart the server (if necessary).

When patching finishes, generally all application restarts or reboots occur automatically. It is necessary
to take manual action only if indicated in the special instructions for the patch. Manual actions may be
necessary in case of patching errors. For example, if a patch deactivation fails, then an application may
be stopped and not restarted. The patch details show applications to restart and the status of these
applications can be checked to see if action is required.

0 Important:

In this document, the term patch or patches includes both patches and serviceability updates (SUs)
unless explicitly mentioned otherwise because patches and SUs are applied in the same way.

This chapter provides procedures to perform the following in the Local Patching Manager:

» Add, activate, deactivate, and delete patches.

* Add, activate, and delete service pack. (Service packs cannot be deactivated; however, patches that
are part of a service pack can be deactivated.)

Download and save patches, serviceability updates, and
service packs

The Enterprise Solutions PEP Library (ESPL) provides online access to Nortel-approved
Product Enhancement Package (PEP) solutions for Enterprise products. To download the
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required patches, serviceability updates, and service packs and save them on your client PC,
see Download and save patches, serviceability updates, and service packs on page 39.

Access the Local Patching Manager

You can access Local Patching Manager by being redirected from the UCM network level or
from Element Manager (using a log in to the UCM framework). For these cases, the role of the
user governs whether access is permitted to local patching capabilities. Access to the Local
Patching Manager is controlled by the permission for the element. The patchAdmin permission
must be assigned for the element (either individually or in All elements of type: Linux Base).
This element-level permission is allocated to a role, which in turn is assigned to a user.

You can also access the Local Patching Manager using local login to Base Manager. When a
local log on is performed (this could be with an emergency account), you have complete access
to all Base Manager functionality, including patching

Use the following procedure to access the Local Patching Manager.
Accessing the Local Patching Manager from the Base Manager

1. Log on to UCM.

2. In the Elements pane, under the Element Name column, select the element to
patch.

Base Manager appears for the element.
3. In the Base Manager navigation tree, select Software > Patches.
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NERTEL

«UCM Network Services
— BaseSystern
— MNetworking
Network Identity
DNS and Hosts
Route Table

Date and Time
— Software
Applications
— Tools
— Logs
Application

Explicit Congestion Notification

Figure 68: Base Manager navigation tree: Patches

You can also access the Local Patching Manager in the following ways:

* In the UCM Central Patching Manager, select the Targets Systems (Linux only)
tab, and then select an element name to open the Local Patching Manager for
that element.

* When Base Manager is accessed with a local logon (using local or emergency
account).

The Local Patching Manager (within Base Manager) appears for the element. The
page is called Patches (element host name) where element host name is the name
of the server.

BASE MANAGER

Managing: co-res-eppm.innlab.nortel.com
Software » Patches

Patches( co-res-cppm.innlab.nortel.com )
Last service pack: None (MNone )

Currently installed patches are shown below

Service Packs

Add |

AT |

Individual Patches |

[HEECHEE |

[JE(FtE

There is no record to show.

Wiew: €

Figure 69: Local Patching Manager

Nortel Communication Server 1000

The Local Patching Manager has two main tabs: Service Packs and Patches.

On the Service Packs tab, you can add or delete service packs. After you add
service pack, you can view details for the service pack. Service packs can also be
activated on the Service Packs tab but cannot be deactivated. You can perform the
following procedures on the Service Packs tab:

» Adding a service pack on page 100

» Viewing service pack details on page 101
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* Deleting a service pack on page 103

* Activating a service pack on page 104

On the Patches tab, you can add or delete patches or serviceability updates. You
can also view details for the patches you have added on the element. Patches and
serviceability updates can be both activated and deactivated. (This tab is selected
by default.) You can perform the following procedures on the Patches tab:

» Adding a patch on page 108

* Viewing patch details on page 109

» Activating patches on page 110

* Deactivating a patch on page 113

* Deleting a patch on page 114

Add a service pack

Use the following procedure to add a service pack to the element.

Adding a service pack

1. In the Local Patching Manager, select the Service Packs tab.

BASE MANAGER Help | Logoul

Managing: co-res-cppmuinnlab nortel.com
flware » Palches

Patches( co-res-cppm.innlab.nortel.com )

Last service pack: Nortel_Service_Pack_Linux_6.00_12.ntl ( Thu May 7 08:39:48 2009 )
Currently installed patches are shown below

| Sendce Packs Indiidual Patchies |

There is no record 1o show.

Figure 70: Service Packs tab
2. Click Add.

The New Service Pack page appears.

BASE MANAGER

Managing: co-res-cppm.nnlab.nortel.com

» New Service Pack

New Service Pack
File
| Upload | I Cancel [

Figure 71: New Service Pack
3. Click Browse.

The Choose File dialog box appears.
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4. Inthe Choose File dialog box, browse to the find the service pack on your client PC.

5. Select the service pack file, and click Open.

The file appears in the File field.
6. Click Upload.

The Local Patching Manager validates the file. The service patch file appears on
the Service Pack tab. The Service Pack tab displays the new service pack and it
details.

BASE MANAGER Help | Logeut

Managing: co-res-cppmu.innlab.nortel.com
Softwarg » Palches
Patches( co-res-cppm.innlab.nortel.com )
Last service pack:- None (MNone)
Curmently installed patches are shown below
Senvice Packs | ndbddual Patches |

Add.. | | view.
Earvice Pack Name Date Created~ Content  Belease
() Morel Service Pack Linug 600 12nt Thu Apr 30 13:04:45 EOT 2009 Full 6001200

Figure 72: Added service pack

For more information, see View service pack details on page 101.

View service pack details

Use the following procedure to view the details about a service pack and the individual patches
that it contains. The Service Pack Details page displays important details about a service pack
and patches such as header information.

Viewing service pack details

1. In the Local Patching Manager, select the Service Packs tab.

2. To view details of the service pack, under the Service Pack Name column, click
the name of the service pack file.

The Service Pack Details (sp_name) page appears; sp_name is the name of the
service pack.
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BASE MANAGER Help | Logou
Managing: co-res-cppmuinniab.nonel.com
Software » Patches » Service Pack Details
Service Pack Details { Nortel_Service_Pack_Linux_6.00_12.ntl )
Service pack name: Mortel_Serice Pack_Linux_5.00_12.ntl
Applies to releaze: 6500.12.00
Date Created: Thu Apr30 13:04:45 EDT 2009
Author James Raing
Content: Full
Full Patch List: {click for indrdual patch details)
- | z
Balch Name Date Created: Type Release  Application Instructions
notel-c51000-enWeb B-0- Man Apr 27 14:53.08 nortel-¢51000-2miveb_B-0-
£.00 12 01-001386 000 MSD 2008 RPMB.00.12.005 1049 01-00.1388 fup
notel-csl -wirke | L 12.01- Maon Apr 27 14:51:34 nortel-¢51000-virk-6.00.1 2.01-
00,386,000 MSD 2000 RPMB.00.12.00, Coce true
Thu Apr 23 11:56:55 norel-cs1000-linudbase-
aaae? 1 MSD 2004 FRUB.0012005 50 12 no-00 ias6 frue

Figure 73: Service Pack Details

3. On the Service Pack Details (sp_name) page, review the detailed information

about the service pack.

4. To review an individual patch in the service pack, under Full Patch List, click the

name of the patch.

The Patch Details (patch_name) page appears. This page provides details such as
patch file name, service impact, dependent patches, obsolete patches special

instructions, and other details from the patch header.

BASE MANAGER

Managing: co-res-cppnuinnlabnortelcom
re » hes » i ils » Palch Detalls

Patch Details{ nortel-cs1000-vtrk-6.00.12.01-00.i386.000 )

Patch name: nonelcsT000-virk-6.00.12.01-00.1356.000
Type: SU
Sub-type: RPM

Date created: Man Apr 27 14:51:34 MSD 2009
Author: Nortel Metworks

Applies to RPM: nortelcs1000-virk-6.00.12.01-00.1386
Remaovable: YES
Platform: LINUX
PreScript: NO
PostScript: NO
Reboot: NO
Semvice impact: Application Start:virk
Application Stop-wirk
Applications Affected virk
Dependent patches: None
Obsolete patches: Mone

Special instructions: Error reading special instruction

[« Back

Figure 74: Patch Details
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5. To return to the Service Pack Details page, click Back on the Patch Details page.
6. To return to the Service Packs tab, click Back on the Service Pack Details page.

Delete a service pack

Use this procedure to delete a service pack from the element. Service packs stay on the target
element until you manually remove them. Deleting a service pack does not delete or deactivate
the patches or serviceability updates that were included within service pack.

Deleting a service pack

1. In the Local Patching Manager, select the Service Pack tab.
2. Select the option button for the service pack to delete.

BASE MANAGER Help | Logoul

Managing: co-res-cppm.innlab.nortel.com
» Palches
Patches( co-res-cppm.innlab.nortel.com )

Last senice pack: Mortel_Service_Pack_Linux_6.00_12.ntl ( Thu May 7 11:19:03 2008 )
Currently installed patchas are shown below

Sendce Packs Indhidual Patches

%‘

Add. | |Activate | | Delete | View: 2
Senvice Pack Name Date Created~ Content  Release
& Morel Serice Pack Linue 600 120H Thu Apr 30 13:04:45 EDT 2009 Full 6.00.1200

Figure 75: Select service pack
3. Click Delete.

A dialog box appears prompting you to confirm the service pack deletion.

BASE MANAGER Help | Logout

Managing: co-res-cppm.innlab.nortel.com
Software » Patches
Patches( co-res-cppm.innlab.nortel.com )
Last senice pack: Nortel_Service_Pack_Linux_6.00_12.ntl (Thu May 7 11:19:03 2009 )

Cunently installed patches are shown below
| sencepacks | indnidualPatches |
Add. | Activate | | Delete | view, @
Senvice Pack Name Dz Crealed ™ Content Release
® Norel Senice Pack Linux 600 12t Thu Apr 30 13:04:45 EDT 2009 Ful 6001200

Microsoft Internet Explorer

N.:"/ Are you sure you wank to delsbe the selected Service Pack? Click O to procesd.

Figure 76: Confirm service pack deletion
4. Click OK to confirm the deletion of the service pack.

The service pack is removed from the list on the Service Packs tab.
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Activate a service pack

Use the following procedure to apply a service pack to the element. When you activate a

service pack, all the applicable patches and serviceability updates within the service pack are
loaded and placed in service.

9 Note:

You can activate only one service pack at a time. You cannot activate a service pack together
with patches or serviceability updates.

Activating a service pack

1. In the Local Patching Manager, select the Service Packs tab.

2. From the list of service packs, select the option button for the service pack to activate
on the element.

BASE MANAGER Helg | Logout

Managing: co-res-cppmdindab.nortel.com
Sofiware » Patches
Patches( co-res-cppm.innlab.nortel.com )
Last senice pack: None {MNone)
Currently installed patches are shown below
Senice Packs Indiddal Patches

Add. | [Activate | Delete |

View. &

Date Crealed~ Conlent  Releass
Thu Apr 30 13:04:45 EDT 2009 Full 6.00.12.00

I[_;S Mortel Senice Pack Linux 600 12.nt

Figure 77: Select the service pack

3. Click Activate.

The Patching Job Details page appears. The status changes from Queued for

Patching to Ready to Load: x new patches (x is the number of patches in the service
pack).
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BASE MANAGER Help | Logou

Managing: co-res-cppminnlab.nortel.com
s B » Patching Job Details

Patching Job Details (co-res-cppm.innlab.nortel.com)

The Toliowing paiches are affected on this server, Click the patch name for additional information

Status: Ready to load:3 new patchies)’

Vigw
Specia|
a
Ealch Name Action Senvice Impac) Inshructions Staty
Aclivate SP "
pa8IsT 1 Application restart None
(Manual} pp N Mone
. Activate 5P i i
norel-cs1000-virk- 12.01-00.i {Manual) Application restart: virk NO Mone
norel-c51000-ermby -0- 12.01- Activate SP Application restart: emyVeb_B-
i { Manual ) 0 NG None

Commit M

Figure 78: Patching Job Details - Ready to load

4. In the Service Impact column, review the service impacts for the patches and
serviceability updates.

5. In the Special Instructions column, verify whether any patches have Special
Instructions equal to YES. Review the patch if there are special instructions.

6. To review the details for a specific patch, under the Patch Name column, click the
link for the patch.

The Patch Detail (patch_name) page appears.
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BASE MANAGER Helo | Logout
Managing: co-res-cppmainnlab.nortel.com
Software » Palches » Patching Job Details » Palch Details

Patch Details { nortel-cs1000-emWeb_6-0-6.00.12.01-00.i386.000 )

File Name: nortel-cs1000-emyyeb_B-0-6.00.12.01-00.i386.000
Type: SU
Sub-type: RFM
Date created: Mon Apr 27 14:53:08 MSD 2009
Author: Mortel Networks

Applies to RPM: nontelcs1000-emiyeb_B-0-6.00.12.01-00.i386
Removable: YES
Platform: LINUX
PreSeript: NO
PostScript: NO
Reboot: NO
Senice impact Application Start-erm\Web_B-D
Application Stop:emWWeb_6-0
Applications Affected-emWeb_6-0

Dependent patches: Mone
Obsolete patches: Monge

Special Instructions: Error reading special instruction

Figure 79: Patch Details (patch_name)
7. Click Back to return to the Patching Job Details page.
8. Click Commit.

The status changes from Queued for Patching to In Progress. For more information,
see Table 2: Status information on page 33.

UNIFIED COMMUNICATIONS MANAGEMENT Helo | Logou

Host Name: 1721610030 Software Version: 02.00 0042.00(3143)  User Name admin
Metwork » CS 1000 Servars » Palches

Patches | Target systemsiLimpconty) | InProgress

A patch Task is in progr You may exit and return to this page to review status and perform any required

campletion sleps
| E e e View &

Element Name (hostrame) Call Serverhoda User  Stalus Summany felick for

U - D dewis) i
¢0-1es-copm innlab nomel.com (primang (co-res- Beadylo loadd new pateh  Actvate SP

[ e 0,000/ aumin EE8

{ Manuwaly

Show In-progress targets for
* Serdce will be impactad. Click for detalls.

Figure 80: Patching Job Details - In Progress
9. Wait while the service pack is activated.

The time required to activate a service pack depends on the number patches in the
service pack.

When the service pack is activated, the Status field changes to Completed (at the
top of the window). The overall status for the service pack activation is provided

as a link at the top of the page.

106  Nortel Communication Server 1000 August 2010



Activate a service pack

BASE MANAGER Help | Logout

Managing: co-res-cppminnlab.norteleom

Software » Patches » Paiching Job Details
Patching Job Details (co-res-cppm.innlab.nortel.com)

The lolang Bsﬁ:hes are éﬁac!éd on hs sarver, Click the patch na.me for additional Infon'nallé.n.

Status Completed
View
patch . | = 5 - Special : "
Activate SP :

028257 1 (Manual) Application restart None ND MNone

i Py ] Activate SP lical

1 001 i (Manual) Application restart: wirk NG None
nofel-ce1000-ermeb 6-0- 12.01- Activate SP Applicalion restart emeh_6- . —
00.i386.000 { Manual ) 0

Figure 81: Activation complete
10. Click the Completed status link.

The Service Pack Status page appears and the output from the underlying base
service pack installation appears.

BASE MANAGER Helo | Logout

Managing: co-res-cppm.inniab.nortel.com
re » Patches s i ils_» Senvice Pack Status

Service Pack Status (co-res-cppm.innlab.nortel.com)

The following response was received from target afier service pack activation

This command will load all the SUs and patches contained in the SP (Nontel_Serice_Pack_Linux_6.00_12.ntl).
Outing patches with out of service status

There are no patches in out of service state.

Patch nortel-cs1000-vrk-6.00.12.01-00.1336.000 loaded with handle 0

Patch nonel-cs1000-emieb _B-0-6.00,12,01-00.i386 000 loaded with handle 1

Patch p26257 _1 loaded with handle 2

spload command for SP Nortel_Serace_Pack_Linux_6.00_12.ntl completed successfully.
All SUs and patches within the SP Nortel_Serdce_Pack_Linux_6.00_12.ntl will be in serice_
This command may cause senice interruption,

The following applications will be stopped: virk emWeb 60,

The following applications will be started: wirk emWeb_6-0.

Shanmina VTOK: WTOW in slemadu stammesd 1O 1

< Back

Figure 82: Service Pack Status
11. Click Back to return to the Patching Job Details page.
12. On the Patching Job Details page, click Clear.
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The Service Pack tab appears.

13. Selectthe Patches tab, in the Status column, verify that the patches are In service.

BASE MANAGER Help | Logout

Managing: co-res-cppmuinnlabnortelcom
» Patches

Patches{ co-res-cppm.innlab.nortel.com )
Last senvice pack: Nortel_Service_Pack_Linux_6.00_12.ntl { Thu May 7 11:19:03 2009 )
Currently installed patches are shown below

Senvce Packs J Indhidual Patches

Add | iz [l Usactins . ] sl | view
[] Batch Name i Type Application Release Status
[ p28257 1 Thu May 7 11:16:56 2008 FRU gg;:i;is] 5.00.12,000n sendc
O Thu May 7 11:16:55 2003 RPM emiweb_6-0EM)  6.00.12.00In senvic
(] norel-cs1000-virk-6.00 12 01-00.(386 000 Thu May 7 11:16:34 2008 RPMWrk(SS, SIPL) £.00.12.001n servic

Figure 83: In service patches

Add a patch

Use the following procedure to add a patch to the element.
Adding a patch

1. In the Local Patching Manager, ensure the Individual Patches tab is selected.

BASE MANAGER

Managing: co-res-eppminnlab.nortel.com
Software s Patches

Patches( co-res-cppm.innlab.nortel.com )
Last service pack: None ({MNone )
Currently installed patches are shown below

| service Packs Individual Patches |
Add... | Litivate | HEaGHEtE | [E[ETE Vigw:
There is no record to show.

Figure 84: Patches tab
2. Click Add.

The New Patch File page appears.

108 Nortel Communication Server 1000 August 2010



View patch details

NERTEL BASE MANAGER

<UICM Network Senices ManagrE peomt L mnlab nodlelc om.

P Softwate » Palches « Mew Paith
— Networking .
Network [dandty Mew Patch File
DS and Hosts e [ |Bowse ]
Route Table -
Enplitit Congestion Motification Upload I Cancal I

Ciabe and Tims
— Saftwars
Applicaons
Patchas
= Tools
— Logs
Apglication

Figure 85: New Patch File
3. Click Browse.

The Choose File dialog box appears.
4. In the Choose File dialog box, browse to the find the patch on your client PC.
5. Select the patch file, and click Open.

The file appears in the File field.
6. Click Upload.

The Patching Manager validates the file. The patch file appears on the Patches tab.
The Patches tab displays the new patch and it details. New patches are in an
Unloaded state.

BASE MANAGER Heip | Logout
Managing: co-res-cppminnlabanorteloom
§gﬂwarg » Palthes
Patches( co-res-cppm.innlab.nortel.com)
Last senvice pack; Nortel_Service_Pack_Linux_6.00_12.ntl ( Thu May 7 08:39:48 2009 )
Currently installed patches are shown below

Sendce Packs Inddddual Patchies |
Add.. | | | | View &
[] EakhMame  Date Loadedin Sarice~ Dmpe  Application Release Status
[0 p2e2s7 1 - FRU  linudase{Basespps) 6.00.12.00 Unloaded

Figure 86: Added patch

For more information, see View patch details on page 109.

View patch details

Use the following procedure to view the details about a specific patch. The Patch Details page
displays important details about the patch from the header information.

Viewing patch details

1. In the Local Patching Manager, select the Individual Patches tab.
2. To view details for a patch, under the Patch Name column, click the name patch.
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The Patch Details (patch_name) page appears; patch_name is the name of the
patch.

BASE MANAGER Help | Logout

Managing: co-res-cppmuinnlab.nortel.com
ware » Patches s Patch Details

Patch Details( p28257_1)

Pateh name: p28257 _1
Type: PATCH
Sub-type: FRU

Date created: Thu Apr 23 11:56:55 MSD 2009
Author. Evgeny Lazarey

Applies to RPM: nortelcs1000-linuxbase-6.00.12 00-00, 336
Removable: yes
Platform: LINLE
PreScript: NO
PostScript: NO
Reboot: no
Senice impact: Application Stan:None
Application Stop:
Applications Affected: linuxbase
Dependent patches: None
Obsolete patches: None

Special instructions: Ercor reading special instruction

Figure 87: Patch Details

3. On the Patch Details (patch_name) page, review the detailed information about
the patch.

4. To return to the Patches tab, click Back on the Patch Details page.

Activate patches

Use the following procedure to apply a patch or multiple patches to the element. Activating a
patch loads the patch and places it in service.

Activating patches

1. In the Local Patching Manager, select the Individual Patches tab.

2. From the list of patches, select the check box for the patches to activate on the
element.
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BASE MANAGER Help | Logout

Managing: co-res-cppmuinniab.noneloom
» Paiches

Patches( co-res-cppm.innlab.nortel.com )
Last senvice pack: Nortel_Service_Pack_Linux_6.00_12.ntl (Thu May 7 08:39:48 2009 )

Cumently installed patches are shown below
Service Packs Indvidual Patches |

Add. || Acivate | S| ot View: €
BatthName | Pale Losdediin Sevice ™ Dipe | Application Belesse Stals
|| p28257 1 - FRU linusbase(BaseApps) B.00.1200  Unioaded

Figure 88: Select patch to activate
3. Click Activate.

Activate patches

The Patching Job Details page appears. The status changes from Preprocessing
to Ready to Load. For more information, see Table 2: Status information on page

BASE MANAGER Help | Logout
Managing: co-f es-cppmunnlab.nortel.com
§£ﬁwarg > Pitﬁhﬁi » Palching Job Details
Patching Job Details (co-res-cppm.innlab.nortel.com)
The following paiches are afected on this server. Click the patch name for additional information
Status: Ready to load: 1 new patchies)
View e
BakchName  Aclion+ Service Impac) Special Instructions Satus
p2B257 1 Actrvate Paleh | Manual) Application restart Mone NO Mone
Commit Cancel

Figure 89: Patching Job Details - Ready to Load

New patches are in Loaded status. You can select any patches that are loaded (but
not in service) and place them in service. Patches may have been placed in the
Loaded state by the CLlI, by failure of service pack activation, or if an issue arises

with installing the patch after it is loaded.
4. Click Commit.

The status changes from Queued for Patching to In Progress.

5. Wait while the patch is activated.

When the patch is activated, the status changes to Completed (at the top of the
window) and the Status column indicates that the patch succeeded.
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BASE MANAGER Help | Lomout

Managing: eo- es-cppiminnlab.nortel.com
Software » Patches » Patching Job Details
Patching Job Details (co-res-cppm.innlab.nortel.com)
The Tollowing patches are affected on this server, Click the patch name for additional information,
Status Completed
View
= TG 5 = SHatiis
p2EI57 1 Activate Patch ( Manual ) Application restart: None NO Succeed
Clear

Figure 90: Patching Job Details - Completed

6. Before proceeding with additional patch activation, click Clear to end the patching

process.

The Patches tab appears.

7. On the Individual Patches tab, under the Status column, verify that the patch is In

Service.

BASE MANAGER Help | Logout

Managing: co-res-cppnuinnlab.nortel.com
§ogware » Palches
Patches( co-res-cppm.innlab.nortel.com)
Last service pack: Nortel_Service_Pack_Linux_6.00_12.ntl ( Thu May 7 08:39:48 2009 )

Currently installed patches are shown below
it Patcies |

Add | | cactiate |l Dkl | View @
[ PaichName  Date Loadedin Service~ Twe Application Release  Stalus
[:| p282357 1 Thu May 7 10:23:45 2009 FRU  linuxbase(BaseApps) 6.00.12.00 In senice

Figure 91: In service patch

Deactivate a patch

Use the following procedure to deactivate a patch or serviceability update. When a patch is

deactivated, is it taken out of service and is unloaded.

9 Note:

You cannot deactivate service packs; however, patches that are part of a service pack can be

deactivated.
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Deactivate a patch

1. In the Local Patching Manager, select the Individual Patches tab.
2. From the list of patches, select the check box for patch to deactivate. (The status

of the patch must be In Service.)

The Deactivate button is enabled.

BASE MANAGER Help | Logou

Managing: co-res-cppmudnniab.nonel.com

Ssnmlg » Patches
Patches( co-res-cppm.innlab.nortel.com )
Last service pack: Nortel_Service_Pack_Linux_6.00_12.ntl ( Thu May 7 08:39:48 2009 )

Currently installed patches are shown below
Service Packs Indhicual Patchies |

Add. | 00| | Deacthate | e View €
[-] EsighMame  Dale Loadedin Senice~ Dme  Apolication Belgase Slalus
[ nzsas? 1 Thu May 7 10:23:45 2009 FRU  linusbase(BaseAnps) 6001200  Insenice

Figure 92: Select patch to deactivate
3. Click Deactivate.

A dialog box appears prompting you to confirm the deactivation of the patch.

BASE MANAGER Help | Logouf

Managing: co-res-cppminnlab.norteleom

Software » Patches
Patches( co-res-cppm.innlab.nortel.com )
Last service pack: Nortel_Service_Pack_Linux_6.00_12.ntl (Thu May 7 08:39:48 2009 )

Currently installed patches are shown below
| Senvice Packs I Indtvidual Patches |

Egan| | [Desctwaie™| NP View &
[#] PaichName  Dale Loadedin Senice> Tpe Application Belease Staus
[¥] p28257 1 Thu May 7 10:23:45 2009 FRU linubase{Basefpps) 6.00.1200 In service

Microsoft Internet Explorer

\‘p Are you sure you want to deactivate the selected patchl{es)? Chick OK to proceed.

=) =)

Figure 93: Confirm deactivation
4. Click OK to confirm the patch deactivation.

5. Wait for the deactivation process to complete.

The Patching Job Details appears.

6. On the Patching Job Details page, verify that the Status is Completed and that the

Status column displays Succeed.
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BASE MANAGER Help | Lonout

Managing: co-res-cppmuinnlab.norteleom
Software » Patches » Patching Job Details
Patching Job Details {co-res-cppm.innlab.nortel.com)
The following patches are affected on this server, Click the patch name for additional infarmation
Status Complated
View €
n28257 1 Deactivate ::;T:ahon Fectark toh Mone Succeed
Clear

Figure 94: Deactivation Complete

7. On the Patching Job Details page, click Clear.

The Individual Patches tab appears.
8. Verify that the Status column says Unloaded for the patch you deactivated.

BASE MANAGER Help | Logout
Managing: co-res-cppmunnlab.norteleom

Soflwara » Patches
Patches( co-res-cppm.innlab.nortel.com )
Last service pack: Nortel_Service_Pack_Linux_6.00_12.ntl (Thu May 7 08:39:48 2009 )

Currently installed patches are shown below 5
it Potces

[ PalthMame  Dabe Loadedin Senice~ Twwe Application Release Slatus
[0 28257 1 - FRU  linudase{BaseApps) 6001200  Unloaded

Figure 95: Unloaded patch

Delete a patch

Use this procedure to delete a patch from the element. A patch must have an Unloaded status
to be deleted.

Deleting a patch

1. In the Local Patching Manager, ensure the Individual Patches tab is selected.

2. Select the check box for the patch to delete and verify that the patch has an
Unloaded status.
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BASE MANAGER Help | Logeut
Mamnaging: co-r n‘cwﬂ;lntlﬂ;h-nmumom
Software » Patches

Patches( co-res-cppm.innlab.nortel.com)
Last service pack: Nortel_Service_Pack_Linux_6.00_12.ntl (Thu May 7 08:39:48 2009 )

Currently installed patches are shown below
ot pactes |

Aga | [ Astivate | | Poeiete| View €
[ p28257 1 - FRU linuxbase(Basedpps) 6001200  Unloaded

Figure 96: Select patch
3. Click Delete.

Delete a patch

A dialog box appears prompting you to confirm the deletion of the patch.

BASE MANAGER Helo | Logoul
Managing: co-res-cppmuinnlab.nortekeom

Software > Patches

Patches( co-res-cppm.innlab.nortel.com)
Last senice pack: Nortel_Service_Pack_Linux_6.00_12.ntl ( ThuMay 7 11:19:03 2009 )

Currenily installed patches are shown below

ke | |

Add| [ Adivate | | | oelete | View, @
[] Patch Name Date Loadediin Senice | 1ypa application Release Status

6.00.12.00In senvic

6.00.12.00In seric

inuxhase
:.‘:) Are you sure you want to delete the selected patch(es)? Cick OK to proceed. [Bacenpps) 6.00.12.00Unloade
=

Figure 97: Confirm deletion
4. Click OK to confirm the patch deletion.

The patch is removed from the list.
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Chapter 8: CLI commands

This chapter describes the Command Line Interface (CLI) commands for Linux and VxWorks patching.
You must have an account with the patching permissions to run these CLI commands.

The CLI commands are available for patches, serviceability updates, loadware, deplists, and service
packs. For more information, see the following:

* Target patch and serviceability update commands on page 119

* Loadware commands on page 124

» Target service pack commands on page 126

» Call Server target commands on page 129

Use the following procedure to issue patching CLI commands.
Patching using the CLI
1. Log on using the admin2 account.
2. After you log on, enter the CLI command swVersionShow and press Enter.

The installed applications and the application version numbers are displayed, as shown in
Figure 98: Installed applications and version numbers on page 118.

Figure 98: Installed applications and version numbers on page 118 contains the base or
application name in the left column and the corresponding version number in the right column.
Note the Product Release that you are patching. You must use the correct version number to
retrieve the correct patch or serviceability update from the ESPL.

0 Important:

The application version returned by the swVersionShow command may not match the
versions of RPMs constituting the application. Always refer to the RPM versions returned by
the issp command when determining patch applicability.
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fersionShow

Tiguration version:

Figure 98: Installed applications and version numbers

3. Retrieve a patch, serviceability update, or service pack file from the ESPL. For more
information, see Download and save patches, serviceability updates, and service packs on
page 39.

4. Upload the serviceability updates and patch files to the Linux server and save it in the /var/opt/
nortel/patch folder. Service packs are uploaded to the Linux server and are saved in the /var/
opt/nortel/sp folder.
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Secure File Transfer Protocol (SFTP) and Secure Copy (SCP) are the supported methods of
patch file transfer.

The patch file transfer is initiated from the Linux server or from an external computer.
* To initiate the patch file transfer from within the Linux server:

- Log on to the Linux server as admin2.
- Enter the sftp or scp CLI command.

- Enter the get command (for sf£tp) or the scopy command (for sep) to transfer the
patch to the Linux server.

* To initiate the patch file transfer from an external machine:

- Initiate an SFTP or Secure Shell (SSH) program.

- Provide the IP address (or host name) of the Linux server, the Nortel user ID, and
password as parameters.

- Enter the put command (for sf£tp) or the scopy command (for scp) to transfer the
patch to the Linux server.

5. Perform the required on-target patch management CLI commands. The on-target patch
management CLI provides an interface command set similar to the CS 1000 patcher. For more
information, see the following:

» Target patch and serviceability update commands on page 119

* Target service pack commands on page 126

Target patch and serviceability update commands

The following CLI commands are available for patches and serviceability updates:

* pstat on page 119
* plis on page 120

* pload on page 121
* pins on page 122
* poos on page 123
* pout on page 123

pstat

Syntax: pstat <handle>|-1, --list|-a, --all|-h, --help
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Parameter Description
<handle> Prints status information about the patches and serviceability
updates with <handle>.
--list or -I Lists all installed in-service patches and serviceability updates.
--all or -a Lists all in-service and out-of-service patches and serviceability

updates in detail.

--help or -h Prints information about the pstat command.

Description: Prints a status summary of all installed patches and serviceability updates (loaded,
in-service, and out-of-service patches and serviceability updates).

Example 1: Print the information for all installed in-service patches and serviceability updates.

$ pstat -1 Product Release: 6.00.00.00 In service patches: 1

PATC NAME IN_SERVIC DATE SPECI TYPE RPM

H# E NS

1 p20002_ yes 10/03/07 no FRU mlocate-0.15-1.
1 el5

Applied service updates: 1

SU# IN_SERVI DATE SPECINS REMOVA NAME
CE BLE

4 yes 10/03/07 no yes acl-2.2.39-2.1.el5.001

plis

120

Syntax: plis <patch handle>|--help

Parameter Description
<patch_handle> Prints status information about the patch with <patch_handle>.
--help Prints information about the p1is command.

Description: Print detailed information about a specific patch.
Example 1: Print information for the patch with 1 handle.

$ plis 1

Handle: 1

Type: PATCH
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Filename: pl9000 1.ntl

Dependency: None

CR number: Q000000000
Engineer: John Doe
Created: Tue Sep 16 15:49:33 2008

Loaded: Tue Sep 23 12:21:59 2008
Patch is in-service

In-service date: 10/03/07 01:24:08
Special Instructions: no
Applications stopped: None
Applications started: None
Requires reboot: No
PrePatch script: No
PostPatch script: No
Patch member type: JAR

RPM: nortel-csl1l000-vtrk-6.00.00-00

Target patch and serviceability update commands

.1386.rpm

pload

Syntax: pload [--all]|<patch name>.ntl|--help

Parameter

Description

--all

Loads all patches from the patch directory.

<patch_name>.ntl Loads the patch called

<patch_name> from the patch directory.

--help

Prints information about the pload command.

Description: The pload command loads a patch from a disk file and updates the on-switch

database with the specific patch information.

The /var/opt/nortel/patch directory must contain the patch file to load.

The patch type includes the following:

» Patch—WAR or FRU. The format of patch name is pxxxxx_x.ntl.

* Serviceability Update (SU)—The format of SU name is <any_SU_name>.ntl.

Example 1: Use the following command to load the p20002_1.ntl patch.
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$ pload p20002 1.ntl

Loading patch /var/opt/nortel/patch/p20002 1.ntl
Patch handle is: 1

Example 2: Use the following command to load all patches.

$ pload --all

Loading patch /var/opt/nortel/patch/pl9000 1.ntl

Patch handle is: O

Loading patch /var/opt/nortel/patch/p20002 1.ntl

Patch handle is: 1

pins

Syntax: pins <patch id>|--all|--help

Parameter Description
<patch_id> Activates the patch with <patch_id> handle (as identified by
pload or pstat commands).
--all Activates all loaded patches.
--help Prints information about the pins command.

Description: The pins command places a patch in service. The patch is placed into service

for all processes to which it applies.

The patch must load (using the pload command) before the patch can be placed in service.
The patch cannot be placed in service if it conflicts with another patch. The patch conflict

checking includes application checking and patch element checking.
Example 1: Activate a patch with 4 handle (patch_id = 4).

$ pins 4

Patch handle: 4

All Nortel applications will be stopped.

Do you want to continue (Y/N) [N]? y
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POOS
Syntax: poos <patch id>|--all >>|--help,-h
Parameter Description
<patch_id> Deactivates the patch with <patch_id> handle.
--all Deactivates all patches.
--help or -h Prints information about the poos command.
Description: Removes a patch from service. The patch is removed from service for all
processes in which it was in service. A patch is always retained until the poos CLI command
explicitly puts the patch out of service.
Note:
In some cases, you cannot remove a patch (that is, the poos CLI command fails).
Example 1: Deactivate all patches.
$ poos --all
Patch handle: O
Performing the uninstallation:
The patch 0 has been deactivated successfully
Patch handle: 1
Performing the uninstallation:
The patch 1 has been deactivated successfully
Patch handle: 2
Performing the uninstallation:
The patch 2 has been deactivated successfully
pout

Syntax: pout <patch id>|--all|--help

Parameter Description
<patch_id> Unloads the patch with <patch_id> handle.
--all Unloads all out of service patches.
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Parameter

Description

--help Prints information about the pout command.

Description: Unloads a patch that was loaded using the pload command and cleans up the
on-switch database of the specific patch information.

Example 1: Unload the patch with 0 handle.

$ pout 0 Patch 0 has been removed successfully

Loadware commands

The following CLI commands are available for loadware:

* lwstat on page 124
* lwload on page 125
* lwinst on page 125
* lwout on page 126

lwstat

124

Syntax: lwstat

Description: Print a list of installed loadware.

Example 1:

> lwstat
Base loadware version: 100+

Number of patches installed:

Loadware patch number: 0

Patch file: /var/opt/nortel/cs/fs/u/loadware/ISGFLD.p

Patch is loaded. Reboot required to install patch.

Loadware patch number: 1

Patch file: /var/opt/nortel/cs/fs/u/loadware/MGCCACOL.1d

Patch 1is loaded & installed

1

Install date: Thu Aug 13 17:38:15 2009
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Ilwload

Syntax: lwload <loadware file name 1>.lw <loadware file name 2>.lw
[all]

Parameter Description

<loadware file name>.lw | Load the specified loadware file into the system database.

[all] Load all available loadware files.

Description: Loads a loadware into the system database.

Example 1: Load a MGC loadware file into the system database.

> lwload MGCCAMO1l.1lw

Loading loadware patch from "/u/loadware/MGCCAMO1.LW"

Loadware patch number is O.

Iwinst

Syntax: lwinst <loadware patch no.> <loadware patch no.> [all]

Parameter Description

<loadware patch no.> Install the specified loadware patch number. Each loadware file
is assigned a number when loaded into the system.

[all] Install all available loadware files.

Description: Places a loadware in service.

Example 1: Install a MGC loadware file into service and upgrade all MGCs immediately.
> lwinst O

Loadware "MGCCAH19" will be replaced by "MGCCAMO1l+"

Do you wish to continue (y/n)? [y] y

MGC Loadware patches have been put into service.

Do you want to upgrade all MGCs now (y/n)? [y] y

Please enter the type of upgrade (SEQ/SIM). (Q to quit) SEQ

Sequential Upgrade of all MGCs has been invoked.

Example 2: Install a MGC loadware file into service without upgrading all MGCs immediately.
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> lwinst O

Do you wish to continue (y/n)? [y] y

MGC Loadware patches have been put into service.
Do you want to upgrade all MGCs now (y/n)? [y] n
Please use UPGMG commands in Ov1143 to upgrade.

Loadware "MGCCAH19" will be replaced by "MGCCAMO1+"

lwout

Syntax: lwout <loadware patch no.> <loadware patch no.> [all]

Parameter Description

<loadware patch no.> Unload the specified loadware patch number. Each loadware file
is assigned a number when loaded into the system.

[all] Unload all available loadware files.

Description: Unloads a loadware from the system database.

Target service pack commands

The following CLI commands are available for service packs:
* issp on page 126
* spstat on page 127
* spload on page 128
* spins on page 128
* spout on page 129

Note:

There is no spoos command because service packs cannot be deactivated. For more
information about service packs, see Linux service packs on page 21.

issp

Syntax: issp [-h, --help]
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Parameter Description

--help or -h Prints the information for the issp command.

Description: Print a list of installed RPMs, serviceability updates, and patches.
Example 1: Print a list RPMs, SUs, and patches in a service pack.

$ issp START: ################## Release: 6.00.00.00 Machine: 1686
HostName: abc.domain.name.com ################## RPMs: pcre-
devel-4.5-3.2.RHEL4 PyQt-3.13-1 gt-designer-3.3.3-9.3 kdebase-
devel-3.3.1-5.8 kdesdk-3.3.1-2 tetex-afm-2.0.2-22.EL4.7 linuxdoc-
t001s-0.9.20-14 docbook-utils-pdf-0.6.14-4 compat-libstdc+
+-296-2.96-132.7.2 1libdbi-0.6.5-10.RHEL4.1 gsl-1.5-2.rhel4 unixODBC-
kde-2.2.11-1.RHEL4.1 cyrus-sasl-ntlm-2.1.19-5.EL4
rusers-0.17-41.40.1 compat-gcc-32-c++-3.2.3-47.3 zsh-4.2.0-3.EL.3
am-utils-6.0.9-15.RHEL4 elfutils-1libelf-devel-0.97-5 tftp-0.39-1
#HH4#H S H A HHEHES SUs:
basesystem—8.0—5.l.l.001|Start:nrsm|Stop:nrsm Reboot:no|Spec:no
kernel—headers—2.6.18—53.e15.002|start:|Stop: Reboot:no|Spec:Yes
zlib—l.2.3.3.003.001|Start:dbcom,sps,ncs|Stop:ncs,dbcom,sps Reboot:y
es|Spec:no mktemp—2.0—0.0.0.005.001|Start:|Stop: Reboot:yes Spec|yes
#H##fHH 44 ##HHHHHH# Patches: p12345_l|Start:dbcom Stop:dbcom|Spec:no
p22345 1 Start:|Stop:|Spec:no

p53233 1 Start:dbcom,sps|Stop:dbcom,sps|Spec:yes EE LS LR E e EE
EQOF:

spstat

Syntax: spstat [-1, --list]|[-h, --help]
Parameter Description
--list or -I Lists patch activity done for the currently loaded or in-service
service pack.
--help or -h Prints the information for the spstat command.

Description: Prints a status summary of all loaded and in-service service packs.
Example 1: Print a summary of installed and in-service service packs.

$ spstat 0 The following SP is in loaded status: cs1000e 1.ntl
Loaded by user nortel on Sat Mar 22 00:49:24 2008. The following SP
is in-service c¢sl000e 1.ntl Loaded by user nortel on Sat Mar 20
01:11:33 2008.
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spload

Syntax: spload <service pack file name>.ntl|--help

Parameter Description
<service_pack_file_nam | Loads a service pack called <service_pack file_name> into the
e>.ntl system. The format of service pack file name is pxxxxx_x.ntl.
--help Prints information about the spload command.

Description: Loads a service pack (a set of patches and serviceability updates) into the system
database. The service pack content types includes the following:

» Patches—WAR or FRU
* Serviceability Updates

If not path is specified for the <service _pack_file_name>, the /var/opt/nortel/patch folder must
contain the service pack file. If a path is given when specifying <service pack_file_name>,
then the service pack file must be in the path.

Example 1: Load the service pack called p20002_1.ntl.

$ spload p20002 1.ntl Loading patch /var/opt/nortel/patch/
p19000_ 1.ntl Patch handle is: 0 Loading patch /var/opt/nortel/patch/
p20002 1.ntl Patch handle is: 1

spins

Syntax: spins [--help]

Parameter Description

--help Prints information about the spins command.

Description: Places a service pack in service. Only one service pack can be placed in service at
one time. The spload command must have ran successfully for this command to work.

Example 1: Place a service pack in service.

$ spins Performing the installation: Name : nortel-csl1000-solid
Relocations: (not relocatable) Version : 5.25.06 Vendor: (none)
Release : 00.4.50.0090 Build Date: Fri 12 Oct 2007 05:43:58 PM MSD
Install Date: (not installed) Build Host: zbvwhOja.ca.nortel.com
Group : Application Software Source RPM: nortel-csl000-
s011d-5.25.06-00.4.50.0090.src .rpm Size : 17825125 License:
Commercial Signature : (none) URL : www.nortel.com Summary : change
summary Description : Solid database server boost engine distributed
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with nortel CS1000 product. Do you want to continue? (Y/N) [Y]?
Performing new RPM patch installation... Preparing...

FHAHHHH AR AR HAH A A E R AR AR 44 [100%] l:nortel-cs1000-
solid #######4H#H#AHHHHHHFHHAHHFHSHHHHAHHEHHH#EHS [100%] executing
Solid DB post install... Installation nortel Solid database server
completed. Installing the Solid database server package done Done.
The RPM patch installation is completed. The patch 2 has been
activated successfully. Patch handle: 1 Performing the installation:
The patch 1 has been activated successfully. Patch handle: O
Performing the installation: Warning: installing a new file. Please
pay attention to the /etc/testl file attributes The patch 0 has been
activated successfully. Patch handle: 3

spout

Syntax: spout [--help]

Parameter Description

--help Prints information about the spout command.

Description: Unloads a service pack (the set of patches and serviceability updates) from the
system database. The spload command must have ran successfully for this command to
work. The spins command cannot have been run on this service pack.

Example 1: Unload the service pack.

$ spout Patch 0 has been removed successfully Patch 1 has been
removed successfully Patch 2 has been removed successfully Patch 3
has been removed successfully

Call Server target commands

The following CLI commands are available for Call Server targets:

» mdp issp on page 130
» mdp install on page 130
* mdp refresh on page 130
» mdp uninstall on page 130
For media cards, issue these commands from PDT.

For a complete list of MDP commands and descriptions, see LD 143 in Software Input Output
Reference — Maintenance, NN43001-711.
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mdp issp
Syntax: mdp issp

Description: Prints all in-service MDP patches and patch handle numbers (includes all Deplist
patches).

mdp install

Syntax: mdp install <path>/<file>

Parameter Description
<path> The location of the patch file.
<file> The name of the patch file to install.

Description: Install the contents of a MDP patch file on a target system.

mdp refresh

Syntax: mdp refresh <path>/<file>

Parameter Description
<path> The location of the patch file.
<file> The name of the patch file to refresh.

Description: Refreshes the MDP patches on a target system.

mdp uninstall

Syntax: mdp uninstall

Description: Removes contents of a previously installed MDP patch distribution from the
system. First it deactivates, then removes, all patches from the system.
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You must perform regular maintenance to remove patches, serviceability updates, loadware, deplists, and
service packs to avoid excessive storage consumption. Another reason to clean up unused patches,
serviceability updates, loadware, deplists, and service packs is that they are included when the element
is backed up and this can result increased backup times and storage consumption.

When service packs are applied using Patching Manager or CLI, they are not automatically deleted. If
application of a service pack results in automatic removal of patches or serviceability updates, these are
also not deleted. Deactivation of patches or serviceability updates using Patching Manager results in
complete removal of these items.

Use the Local Patching Manager on an element to identify and remove any patches or serviceability
updates that are not in service. The Local Patching Manager can also be used to remove service packs.

Note:

After a service pack is applied, you can remove the service pack without affecting the patches and
serviceability updates that were installed as part of the service pack.

Clean up must be done on the UCM and all target elements being patched. The sysBackup command
backs up all patches, serviceability updates, loadware, deplists, and service packs that accumulate on
the target elements making the backup files very large and slow to backup.

For more information about deleting service packs, patches, loadware, deplists and serviceability updates,
see the following:

* Central Patching Manager

- Delete a service pack or deplist from the central patch library on page 49

- Delete a patch from the central patch library on page 52

- Delete loadware from the central patch library on page 55

* Local Patching Manager
- Delete a service pack on page 103
- Delete a patch on page 114
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