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New In this Release

Network Routing Service
CS 1000 Release 5.5 Network Routing Service (NRS) is offered in two
versions: (1) a Linux-based NRS and (2) a VxWorks-based NRS.

Linux-based NRS
Bulk export and import of routing entries
The NRS supports up to 20000 routing entries and default routes. Release
5.5 introduces a new feature “Bulk export and import ” to improve the
provisioning of the routing entries. A Comma Separated Value (CSV) file is
used to create routing entries in the Standby database. The routing entries
in the Standby or Active database can be exported into a CSV file. The
CSV file can be edited and imported into the same NRS or into another
NRS.

Enhancement of the NRS Manager User Interface
The following functionality has been added to the NRS Manager User
Interface

* The NRS Manager Navigator can be expanded to the lowest leaf level
of each node by clicking on the root node.

* A Hide and Show link is introduced into the Endpoints and Routes web
pages. Clicking on the Hide link removes the search criteria panel from
the web pages, providing a larger panel for the display of the Routing
Entries and Endpoints.

VxWorks-based NRS
Edit the login warning banner
The VxWorks-based NRS provides a customizable login banner that
appears when a user logs on to the system. The customizable banner
is intended for use by customers that have security policies that require
network equipment to display a specific message to users when they log
on.
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10 New in this Release

Other

Revision History

July 2009
Standard 02.10. This document is up-issued to reflect changes in technical
content.

April 2009
Standard 02.09. This document is up-issued to reflect changes in technical
content.

December 2008
Standard 02.08. This document is up-issued to reflect changes in technical
content.

November 2008
Standard 02.07. This document is up-issued to reflect changes in technical
content.

February 2008
Standard 02.06. This document is up-issued to reflect changes in technical
content.

January 2008
Standard 02.05. This document is up-issued to reflect changes in technical
content.

December 2007
Standard 02.04. This document is up-issued to support Communication
Server 1000 Release 5.5.

June 2007

Standard 01.03. This document is up-issued, specifying in the "Enable,
disable and restart the NRS Server" section of the "Configure and manage
the Linux-based Network Routing Service" chapter that:

* The SIP Proxy must be started and running before you can disable
or enable the application. To enable the SIP Proxy, click the Restart
button in the Service Status pane of the NRS Server web page.

®* To enable the Network Connection Service or the H.323 Gatekeeper,
select Enable from the Service Status pane of the NRS Server web

page.

June 2007

Standard 01.02. This document is up-issued, specifying in the Linux-based
NRS procedure for Configuring the Primary and Secondary NRS Server
Settings that UDP transport must be enabled if a Release 5.0 Linux-based
NRS is installed in a network with Release 4.x CS 1000 gateways.
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Other 11

May 2007

Standard 01.01. This document is a new NTP for Communication

Server 1000 Release 5.0. It was created to support a restructuring of the
Documentation Library. This document is comprised of (1) information

on Network Routing Service that was previously contained in the

legacy document IP Peer Networking: Installation and Configuration
(553-3001-213) (), now retired and (2) a description of the operation and
configuration of Communication Server 1000 Release 5.0 Network Routing
Service.
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How to Get Help

Getting help from the Nortel web site
The best way to get technical support for Nortel products is from the Nortel
Technical Support web site:

www.nortel.com/support

This site provides quick access to software, documentation, bulletins, and
tools to address issues with Nortel products. From this site, you can:

* download software, documentation, and product bulletins

* search the Technical Support Web site and the Nortel Knowledge Base
for answers to technical issues

® sign up for automatic notification of new software and documentation
for Nortel equipment

* open and manage technical support cases

Getting help over the telephone from a Nortel Solutions Center
If you do not find the information you require on the Nortel Technical
Support web site, and you have a Nortel support contract, you can also get
help over the telephone from a Nortel Solutions Center.

In North America, call 1-800-4NORTEL (1-800-466-7835).

Outside North America, go to the following web site to obtain the telephone
number for your region:

www.nortel.com/callus

Getting help from a specialist by using an Express Routing Code
To access some Nortel Technical Solutions Centers, you can use an
Express Routing Code (ERC) to quickly route your call to a specialist in
your Nortel product or service. To locate the ERC for your product or
service, go to:
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14 How to Get Help

www.nortel.com/erc

Getting help through a Nortel distributor or reseller
If you purchased a service contract for your Nortel product from a
distributor or authorized reseller, contact the technical support staff for that
distributor or reseller.
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Network Routing Service overview

Contents
This section contains information on the following topics:

“Introduction” (page 16)

“Network protocol component” (page 19)
“Session Initiation Protocol” (page 19)
“SIP entities” (page 20)

“User agent” (page 20)

“SIP Proxy Server” (page 20)

“SIP Redirect Server” (page 21)

“SIP Registrar” (page 21)

“NRS SIP server implementation” (page 21)
“Back-to-Back User Agent” (page 22)
“SIP domains” (page 22)

“Location Service” (page 22)

“NRS purpose” (page 23)

“Signaling Gateways” (page 23)

“SIP Gateway” (page 24)

“SIP services” (page 24)

“H.323 protocol” (page 25)

“H.323 entities” (page 25)

“H.323 terminal” (page 25)

“H.323 Gatekeeper” (page 25)
“Gatekeeper zones” (page 26)

“H.323 Gateway” (page 26)

“SIP and H.323 interworking” (page 26)

“Network Connection Service” (page 27)
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16 Network Routing Service overview

“SIP NRS Privacy within a Trusted Network” (page 27)

“NRS Failsafe” (page 28)

“CS 1000 Release 5.0 interoperability with NRS Release 5.5” (page 29)
“Database component” (page 29)

“NRS Database” (page 29)
“Database synchronization/operation component” (page 38)

“Synchronization of the active and standby databases on a Network Routing
Server” (page 39)

“Synchronization of the databases on the VxWorks-based Primary and
Alternate Network Routing Servers.” (page 42)

“Synchronization of the databases on the Linux-based Primary and
Secondary Network Routing Servers.” (page 42)

Introduction
The convergence of voice, video and data on a single IP network reduces
the costs and complexities of communication technology. There are two
standards for call signaling and control of Voice over IP (VoIP): the IETF
SIP protocol and the ITU-T H.323 protocol.

IP Peer Networking enables customers to distribute the functionality of CS
1000 systems over a Wide Area Network, using either Nortel SIP or H.323
Gateways, or third-party SIP or H.323 Gateways.

The Network Routing Service (NRS) provides routing services to both SIP
and H.323-compliant devices. The NRS allows customers to manage a
single network dialing plan for SIP, H.323, and mixed SIP/H.323 networks.

IP Peer Networking and NRS provide an integrated VolP network for
the delivery of voice, video, and data. The NRS is comprised of three
components:

* network protocol component with a transport layer subcomponent
* database component
* NRS Manager

NRS Manager, a web-based management application, is used to
configure, provision, and maintain the NRS.

NRS for CS 1000 Release 5.0 or later software is offered in two versions:
a SIP Proxy NRS and a SIP Redirect Server NRS.

The SIP Proxy NRS is comprised of

1. network protocol component consisting of
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— SIP component

— H.323 Gatekeeper component

— Network Connection Service (NCS)
The SIP component is comprised of a
— SIP Proxy and Redirect Server

— SIP Registrar

— Transport Layer Security component

By default the SIP Proxy and Redirect Server acts as a SIP Proxy.
However, an endpoint can request transaction by transaction that the
SIP Proxy and Redirect Server act as a SIP Redirect Server.

2. NRS Database component.
The NRS Database component supports

— a Routing and Location Service shared by the SIP Proxy and
Redirect Server, the SIP Registrar, and the H.323 Gatekeeper

— database synchronization

3. NRS Manager

The SIP Proxy NRS is hosted in a stand-alone mode on a dedicated
server running the Linux™ real-time operating system.

The SIP Proxy NRS will be referred to as the Linux-based NRS.

Figure 1 "Linux-based NRS components" (page 18) shows a graphical
view of the Linux-based NRS.
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18 Network Routing Service overview

Figure 1
Linux-based NRS components

Linux-based Network Routing Service (NRS)

Network NRS Manager Database
Protocol Component Component
Component
| Database
| | Synchronization
Component

H.323 Gatekeeper SIP Proxy and Redirect/Registrar Network Connection
Component Server Component Service (NCS)

Transport Layer
Security Component

553-AAAATAB

The SIP Redirect Server NRS is comprised of
1. network protocol component consisting of

— SIP component

— H.323 Gatekeeper component

— Network Connection Service (NCS)

The SIP component is comprised of a

— SIP Redirect Server

— SIP Registrar

— Transport Layer protocol component
2. NRS Database component.

The NRS Database component supports

— a Routing and Location Service shared by the SIP Redirect Server,

the SIP Registrar, and the H.323 Gatekeeper
— database synchronization
3. NRS Manager

The SIP Redirect Server NRS is hosted either co-resident with Signaling
Server applications, or in a stand-alone mode on a dedicated server

running the VxWorks™ real-time operating system.

The SIP Redirect Server NRS will be referred to as the VxWorks-based

NRS.
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Network protocol component 19

Figure 2 "VxWorks-based NRS components" (page 19) shows a graphical
view of the VxWorks-based NRS.

Figure 2
VxWorks-based NRS components

VxWorks-based Network Routing Service (NRS)

Network NRS Manager Database
Protocol Component Component
Component
| Database
Synchronization
SIP Redirect/Registrar H.323 Gatekeeper Network Connection Component
Server Component Component Service (NCS)

553-AAA4TAT

Network protocol component
The NRS Network Protocol component is comprised of

* SIP Proxy and Redirect Server and a SIP Registrar, or a SIP Redirect
Server and a SIP Registrar

* H.323 Gatekeeper

* Network Connection Service
and a transport layer subcomponent.

The SIP servers are network protocol components that serve SIP
endpoints.

An H.323 Gatekeeper is a network protocol component that serves H.323
endpoints.

Session Initiation Protocol
Session Initiation Protocol (SIP) is a signaling protocol used for
establishing, modifying, and terminating conference and telephony
sessions in IP networks. A session can be a simple two-way telephone call
or it can be a collaborative multimedia conference session. SIP initiates
real-time, multimedia sessions which can integrate voice, data, and video.
The protocol’s text-based extensible architecture speeds access to hew
services with greater flexibility and more scalability.
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20 Network Routing Service overview

The CS 1000 implementation of SIP complies with the standards described
in the following Request for Comments (RFC) Internet Engineering Task
Force (IETF) documents:

* RFC 3261 — SIP:; Session Initiation Protocol

* RFC 3262 — Reliability of Provisional Responses in the Session
Initiation Protocol (SIP)

* RFC 2806 — URLs for Telephone Calls

* RFC 3264 — An Offer/Answer Model with the Session Description
Protocol (SDP)

* RFC 3265 — Session Initiation Protocol (SIP)-Specific Event
Notification

®* RFC 3311 — The Session Initiation Protocol (SIP) UPDATE Method
* RFC 2976 — The SIP INFO Method

* RFC 3323

* RFC 3324

* RFC 3325

SIP entities
A SIP network is composed of five logical entities. The logical SIP entities
are:

* User agent
* SIP Proxy Server
SIP Redirect Server

SIP Registrar Server

Back-to-Back User Agent

User agent
A SIP user agent is an endpoint entity that initiates and terminates
sessions by exchanging requests and responses. This document refers
to SIP user agents as “SIP endpoints”. SIP endpoints are IP phones or
SIP Gateways.

SIP Proxy Server
A SIP Proxy acts as both a server and a client. A SIP Proxy receives
requests, determines where to send the requests, and acting as a client on
behalf of SIP endpoints passes requests on to another server.
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Network protocol component 21

A SIP Proxy can be either a SIP stateful proxy server or a SIP stateless
proxy server. A proxy server in a stateful mode remembers the incoming
requests it receives, along with the responses it sends back and the
outgoing requests it sends on. A proxy server acting in a stateless mode
forgets all information once it has sent a request.

SIP Redirect Server
A SIP Redirect Server provides telephone number to IP address
resolution. It translates telephone numbers recognized by Enterprise
Business Network (EBN) voice systems to IP addresses in a SIP domain.

A SIP Redirect Server receives requests, but does not pass the requests
onto another server. Instead, a SIP Redirect Server sends a response
back to the SIP endpoint, indicating the IP address of the called user.
Because the response includes the address of the called user, the caller
can then directly contact the called party.

SIP Registrar
A SIP Registrar is a server that accepts REGISTER requests and updates
the NRS database with the contact information specified in the request. A
SIP Registrar accepts registration requests from SIP Phones, SIP Trunk
Gateways, and other certified compatible third-party SIP endpoints.

Each endpoint will be able to register more than a single transport and IP
address with the SIP Registrar deployed by the SIP Proxy. Furthermore,
endpoint identifiers can be reused across service domains.

NRS SIP server implementation
The SIP standard does not specify how the functionality of the SIP server
logical entities are implemented. They may be hosted on the same
hardware platform or distributed across different servers. In the Network
Routing Service, a single network server functions as both a SIP Proxy
and Redirect Server and as a SIP Registrar, or as both a SIP Redirect
Server and as a SIP Registrar. When emphasizing the network server’s
dual functionality, it will be referred to as a SIP Proxy/Registrar Server or
as a SIP Redirect/Registrar Server.

In the Linux-based Network Routing Service the SIP Registrar is
co-resident with the SIP Proxy and Redirect Server on a dedicated server
running the Linux™ real-time operating system. The SIP Proxy NRS is not
co-resident with Signaling Server applications.

In the VxWorks-based Network Routing Service the SIP Registrar is
co-resident with the SIP Redirect Server. The SIP Redirect Server is
hosted either co-resident with Signaling Server applications, or in a
stand-alone mode on a dedicated server running the VxWorks™ real-time
operating system.
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22 Network Routing Service overview

The SIP Proxy/Registrar Server and the SIP Redirect/Registrar Server are
network protocol components of the Network Routing Service that serve
SIP endpoints.

Back-to-Back User Agent
A SIP User Agent can act as a User Agent client and as a User Agent
server. As a client a User Agent initiates SIP requests. As a server a User
Agent returns a response. A Back-to-Back User Agent (B2BUA) processes
a request on behalf of a client as a server. To determine how to answer a
request, a B2BUA acts as a client and generates requests.

Unlike a SIP Proxy, a B2ZBUA must maintain call state and must participate
in all requests sent on the calls it has established. A B2ZBUA can
disconnect a call or alter SIP messages. A SIP Proxy can not.

The Multimedia Communication Server (MCS) 5100 is a SIP B2BUA.

SIP domains
SIP endpoints (User agents) are grouped into domains. A SIP domain is
managed by a SIP Proxy/Registrar Server or by a SIP Redirect/Registrar
Server. A SIP domain is an administrative unit in the NRS database. NRS
SIP domains comprise SIP Service Domains and L1 and LO Regional
Domains.

A SIP service domain can and should map into a fully qualified DNS
namespace domain. NRS does not have a DNS client. NRS interoperates
with third party gateways that may have a DNS client.

L1 and LO Regional Domains are SIP subdomains. L1 and LO SIP
subdomains are not part of the DNS namespace. L1 and LO SIP
subdomains are not DNS subdomains.

For more information on SIP domains see Figure 4 "Hierarchy of the NRS
database components" (page 31) and “SIP Uniform Resource ldentifiers”
(page 34).

Location Service
Users may move between SIP endpoints and they may be addressable by
multiple names. SIP deals with this complexity by distinguishing between
an address of record (AOR) and contact addresses.

An AOR is a SIP, or SIPS, Uniform Resource Identifier (URI) that points to
a domain with a location service. A contact address is an |IP address or
DNS name for a SIP device.
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Network protocol component 23

A User, User Agent or Service has a unique AOR. A user can have more
than one contact address. A user is not limited to registering from a single
device. Similarly, more than one user can be registered to a single device.

SIP registration expires unless refreshed. At periodic intervals SIP devices
send REGISTER messages to inform the SIP Registrar of the device’s
current contact address. The SIP Registrar associates (or binds) the AOR
in the REGISTER message with the contact address. The SIP Registrar
writes the binding to a database. This database is called a location
service. The location service contains a list of bindings of AORs to zero or
more contact addresses. The NRS database is a location service.

The location service and routing tables in the NRS database are used by a
SIP Proxy or a SIP Redirect Server for AOR-to-contact-address resolution.

A SIP endpoint registers with a SIP Registrar to get authorization to initiate
a call and/or receive other services. The SIP Registrar updates the NRS
database with the client contact information. The NRS database provides
a location service that is used by the SIP Proxy or SIP Redirect Server to
locate the SIP Trunk Gateway that serves the target of a SIP request. A
SIP Trunk Gateway has a number of non-SIP lines and trunks behind it
which do not have their own identity in the SIP domain. These non-SIP
endpoints are accessed by mapping SIP URIs based on telephony
Directory Numbers (DN) to one or more SIP Trunk Gateways. The location
service is effectively a matching mechanism that allows a fully-qualified
telephone number to be associated with a range of telephone numbers
and the SIP Trunk Gateway that provides access to that DN range.

NRS purpose
The NRS:

* Populates the location and registration database.
* Populates routing tables.

* Adds SIP Proxy and Redirect Servers, or SIP Redirect Servers, to the
customer network.

* Provides a translation database for telephone numbers contained
within the SIP Uniform Resource Identifier (URI) in order to present
a well-formed, syntactically-correct telephone number to the location
service within the proxy.

* Linux-based NRS populates post-routing SIP URI modification tables.

Signaling Gateways
Signaling gateways translate signaling messages between one medium
and another. They provide a bridge between analog or digital devices and
IP networks.
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24 Network Routing Service overview

Signaling gateways also provide a bridge between one set of IP devices
and another set of IP devices.

The IP Peer Network supports the following signaling gateways:

1. SIP gateway

2. H.323 gateway

3. ISDN (Integrated Services Digital Network) PRI (Primary Rate
Interface) and ISDN BRI (Basic Rate Interface) to SIP conversion

4. PBX (Private Branch Exchange) to SIP conversion

ol

T1/E1 to SIP conversion - bridge between PSTN and an IP network

SIP Gateway
SIP Gateway Signaling is an industry-standard, SIP-based, IP Peer
solution that delivers a SIP interface for interoperability with standard
SIP-based products.

® uses Virtual Trunks to enable direct, end-to-end paths between two
SIP compatible IP devices.

* provides an interface between SIP networks and legacy ISDN and
PSTN switched circuit networks. Gateways provide signaling mapping
as well as transcoding between IP packet and circuit-switched formats.

The SIP Trunk Gateway provides a direct trunking interface between the
CS 1000 systems and a SIP domain. The SIP Trunk Gateway application
resides on a Signaling Server and has two functions:

® acts as a SIP User Agent, which services one or more end users in
making/receiving SIP calls

® acts as a signaling gateway for all CS 1000 telephones (IP Phones,
analog [500/2500-type] telephones, and digital telephones), which
maps ISDN messages to and from SIP messages

CS 1000 supports SIP Gateway Signaling and SIP Services
SIP services

SIP Services, include

®* Converged Desktop Service (CDS). SIP CDS integrates CS 1000
telephony features with Multimedia Communication Server (MCS) 5100
applications.
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SIP CDS allows users to use their existing telephony system for voice
communication and to use their PC for multimedia communication.

* Microsoft LCS 2500 Office Communicator.
* |IBM Lotus Notes Converged Desktop.

H.323 protocol
H.323 is a signaling protocol for the real-time integration of voice, video,
and data in a VolP network.

The CS 1000 implementation of H.323 complies with the standards
of the International Telecommunication Union (ITU) described in the
following Recommendation documents of the ITU Telecommunication
Standardization Sector (ITU-T):

* H.245
* H.225
* Registration Admission Status (RAS)

* Real-Time Transport Protocol (RTP) and Real-Time Control Protocol
(RTCP)

H.323 entities
An H.323 network is composed of four H.323 entities defined by the ITU-T
H.323 standard. The four H.323 entities are:

H.323 terminal
H.323 Gatekeeper
Gatekeeper zone
H.323 Gateway

H.323 terminal
An H.323 terminal is an endpoint that enables real-time communication
with other H.323 terminals. This document refers to H.322 terminals as
“H.323 endpoints”. H.323 endpoints are IP Phones and H.323 Gateways.

H.323 Gatekeeper
Gatekeepers manage H.323 endpoints in an H.323 network. H.323
endpoints register to a gatekeeper. H.323 endpoints communicate with
gatekeepers using the Registration Admission Status (RAS) protocol.

An H.323 Gatekeeper is a network protocol component of the Network
Routing Service that serves H.323 endpoints.
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Gatekeeper zones
H.323 endpoints are grouped into zones. Each zone is managed by a
gatekeeper. A gatekeeper zone is an administrative unit within an IP Peer
Network. Separate NRS databases must be managed for each zone.

H.323 Gateway
An H.323 Gateway

® uses Virtual Trunks to enable direct, end-to-end paths between two
H.323 compatible IP devices.

® provides an interface between H.323 IP networks and legacy ISDN and
PSTN switched circuit networks. Gateways provide signaling mapping
as well as transcoding between IP packet and circuit-switched formats.

SIP and H.323 interworking
Table 1 "Comparison of SIP and H.323 terminology" (page
26) summarizes SIP and H.323 interworking terminology.

Table 1
Comparison of SIP and H.323 terminology
NRS Server In SIP, a SIP Proxy/Registrar or SIP
Redirect/Registrar Server
In H.323 a Gatekeeper
Endpoint SIP endpoint (SIP User Agent)

H.323 endpoint (H.323 Terminal)

Address Format SIP supports the URI (Universal Resource
Indicator) address format

Endpoint Registration In Linux-based NRS a SIP client registers
to a SIP Proxy/Registrar to update the NRS
database.

In Vxworks-based NRS a SIP client registers to
a SIP Redirect/Registrar Server to update the
NRS database.

An H.323 endpoint registers with a H.323
Gatekeeper to update the NRS database

The interworking between SIP-oriented services and H.323-oriented
services is achieved through the CS 1000 Call Server.
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Network Connection Service
The NCS is used to support the Media Gateway 1000B (MG 1000B), IP
Line Virtual Office, Branch Office (including the SRG), and Geographic
Redundancy features. The NCS provides an interface to the TPS, enabling
the TPS to query the NRS using the UNIStim protocol.

* Network Connection Service (NCS) — The NCS is required for the IP
Line Virtual Office, Branch Office (including the SRG), and Geographic
Redundancy features. The NCS allows the Line TPS (LTPS) to query
the NRS using the UNIStim protocol.

There are four areas in CS 1000 Element Manager and in NRS Manager
for configuring the NCS:

* In Element Manager, the H.323 Gateway Settings contains the NCS
configuration. See IP Network > Node: Servers, Media Cards >
Configuration > Edit > Signaling Servers > Sighaling Server
Properties > H323 GW Settings in the Element Manager Navigator.

* In VxWorks-based NRS Manager, NCS is configured in the following
areas:

— For configuration of the NRS server to support the NCS, see
Home > NRS Server Settings > NCS Settings (see Procedure 80
“Configuring NRS Server Settings” (page 305)).

— Configuration of Virtual Office and branch office (including the
SRG) user redirection to the main office, see Configuration >
Gateway Endpoints (see Procedure 94 “Adding a Gateway
Endpoint” (page 332)).

— Configuration of the Virtual Office Login, see Configuration
> Collaborative Servers (see Procedure 111 “Viewing the
Collaborative Servers” (page 366)).

SIP NRS Privacy within a Trusted Network
Within the Linux-based NRS the SIP Proxy asserts a network identity of a
caller in a SIP session within an established trust domain as set forth in
RFC 3323, RFC 3324 and RFC 3325. This allows the Proxy to convey
privacy on behalf of a SIP endpoint within the trusted network. The proxy
will withhold a particular SIP endpoint’s identity outside of the trust domain
if indicated by the end user or by network policy. This notion of providing
privacy ldentification is needed in order to deliver, within the trust domain,
such features as Caller ID, Caller Name and Number Blocking, and Calling
Name and Number. In addition, the use of this feature allows a public and
private name to be identified between trusted entities.
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Primary and Secondary NRS

All systems in the IP Peer network must register with the Network Routing
Service. In order to eliminate a single point of failure in the IP Peer
network, Nortel recommends the deployment of both a Primary and a
Secondary NRS. (In the VxWorks-based Network Routing Service the
Secondary Network Routing Server is referred to as the Alternate Server.)
The Secondary Network Routing Server will provide Network Routing
Service to the IP Peer network if the Primary Network Routing Server fails.

NRS Failsafe
Within the Linux-based NRS, a failsafe mechanism, used to update
CS1000 SIP Gateways configured with the failsafe function, has been
deployed in CS 1000 Release 5.5. The failsafe function on the IP Peer
Gateways is used as a mechanism by which the SIP Gateways stay in
contact with the CS1000 switching agent when network connectivity has
been lost to both the primary and secondary NRS service. In order to use
proper routing data, the Linux-based NRS, at the prescribed time, will
initiate an update session with the CS1000 SIP Gateway, format the SIP
routing data from the NRS on Linux, and begin the transfer of the data to
the gateway.

In order to perform the failsafe synchronization, the Linux-based NRS
should update the solid data remotely to the failsafe server running
on VxWorks. At intervals of every 6 hours, the failsafe mechanism
synchronizes and updates the routing data with the NRS on Linux for
registered failsafe supported gateways.

To reduce CPU load, the failsafe synchronization is only triggered if there
is a change to the solid database on Linux. When Cut over and Commit
database action is performed, only the changed data needs to be updated
on the failsafe server running on VxWorks.

Since the failsafe mechanism is executed periodically, the Linux cron takes
care to trigger the operation every 6 hours.

When the Linux cron starts the failsafe synchronization, it may get aborted
for the following reasons:

1. When there is no failsafe server configured.

2. When there is no change done to solid database on Linux.

3. When the failsafe data entry is NULL.

Failsafe NRS Synchronization

The Failsafe NRS synchronization script provides a manual command
to invoke Failsafe NRS synchronization immediately, instead of waiting
up to 6 hours for the Linux cron to invoke the scheduled Failsafe
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NRS synchronization. To manually invoke Failsafe NRS database
synchronization type in the full pathname to the database synchronization
script

/opt/nortel/sps/scripts/failsafe.pl main

CS 1000 Release 5.0 interoperability with NRS Release 5.5
CS 1000 Release 5.0 endpoints can register as SIP Gateways and H.323
Gatekeepers with NRS Release 5.5.

Database component
NRS Database

The NRS database is comprised of endpoints (IP phones, SIP gateways,
H.322 gateways, and collaborative servers), routing tables containing
routes to these endpoints and post-routing SIP URI modification tables.

The NRS database stores the central dialing plan in XML format for the
SIP Proxy, the SIP Redirect Server and the H.323 Gatekeeper. The SIP
Proxy, the SIP Redirect Server and the H.323 Gatekeeper access this
common endpoint and gateway database.

The NRS allows for the configuration of multiple customers.

The advantages of the NRS database are:
* simplicity of administration

* troubleshooting

® capacity enhancements

® synchronization

* authentication

®* maintenance

* web-based interface (NRS Manager)

The database component of the NRS is responsible for:

* configuring the numbering plan

* reading and updating the active and standby databases on disk

* resolving all registrations and requests which the NRS passes to the
database

The NRS numbering plan configuration is stored in XML format in two
databases on disk. The active database is used for call processing and the
standby database is used for configuration changes.
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The database component interfaces with the active and standby databases
on disk. All call processing requests that the NRS passes to the database
are resolved using the active database. The database uses the information
that the NRS extracted from the request to search its database. For
example, in the case of a SIP? message or an H.323 ARQ message, the
database attempts to find a registered endpoint that can terminate the call.

The NRS Manager web server interfaces with the database for viewing,
adding, deleting, or modifying numbering plan configuration data and
routing entries. All changes to the numbering plan database are carried
out on the standby database. Changes that the administrator makes to the
numbering plan database do not affect call processing immediately. The
database must first be cut over to the active database. The database is cut
over to the active database by executing a database Cut over command.

The NRS database provides a central database of addresses that are

required to route calls across the network. The NRS database resides
on the server hosting the Network Routing Service (see Figure 3 "NRS
database and network protocol components” (page 30)).

Figure 3
NRS database and network protocol components
SIP Network
; : H.323 :
Redirect/Registrar Gatek Connection
Server dleReepel Service (NCS)

Network Routing Service (NRS)

Database

555-AAA2355

The SIP Proxy, the SIP Redirect Server and the H.323 Gatekeeper have
access to the endpoint/location database.

* The SIP Proxy and the Redirect Server access the location database
on CS 1000 systems to direct SIP Trunk Gateways within a networked
environment.

* The H.323 Gatekeeper also accesses the central location database,
but to direct H.323 Gateways.
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The routing data is the same for SIP and H.323. As a result, the SIP
Proxy, the SIP Redirect Server and the H.323 Gatekeeper provide
address-resolution functionality for the CS 1000 Call Server.

Figure 4 "Hierarchy of the NRS database components" (page 31) shows
a hierarchical view of the database. The data is stored and organized in
the database as described in “Hierarchical model of the Network Routing
Service” on page 41. The data is used by the SIP Proxy, the SIP Redirect
Server and the H.323 Gatekeeper.

Figure 4
Hierarchy of the NRS database components

Database Component
Service Domain

Level 1 Service Domain Default Route

Level O Service Domain

SIP Users H.323 and SIP
Gateway Endpoints

Routing Entry Endpoints

555-AAA2356

Hierarchical model of the Network Routing Service
The NRS can support multiple customers and can provide routing services
to several service provider networks. To do this, the NRS server uses the
hierarchical model outlined in Table 2 "Hierarchical model of the Network
Routing Service" (page 32). This model determines how information is
stored and organized in the database. The data stored in the database
is common to both H.323 and SIP.
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Table 2
Hierarchical model of the Network Routing Service
Level Description
Service Domain Represents a service provider network.

A service domain maps into a SIP-domain.

Example: myServiceProvider.com

Level 1 Represents a subdomain in a Service Domain.
Regional Domain

Note 1: The Level 1 Regional Domain is also referred to as the L1-domain
(in the context of the Network Routing Service).An L1-domain maps into
an enterprise/customer network as well as a Meridian Uniform Dialing Plan
(UDP) domain. The L1-domain should match across the UDP domain
including E.164.Example: myCompany.com

Note 2: UDP means all the call types in the dialing plan which include
private (special numbers) and public (national, international, subscriber,
and special numbers).

Level O Represents a subdomain in a Level 1 Regional Domain.
Regional Domain

Note 1: The Level 0 Regional Domain is also referred to as the LO-domain
(in the context of the Network Routing Service).An LO-domain maps

to a site level as well as a Meridian Coordinated Dialing Plan (CDP)
domain. The LO-domain should match across the CDP domain.Example:
myCdpDomain

Note 2: A site can be a street address, a campus, or a metropolitan area.

Gateway Endpoint Represents a gateway. It exists within an LO Domain. A site can have
many endpoints.

Example: sipGWSitel, sipGWSite2

User Endpoints Represents a SIP Phone. It exists with the LO domain. A site can have
many SIP Phones.

Example: johndoe, janesmith

Routing Entry Represents a range of addresses (URIs) where a gateway can terminate
calls. A routing entry exists within a gateway. These are the routing
entries that the gateway supports.

Figure 5 "Hierarchical structure of the Network Routing Service" (page
33) shows the hierarchical structure of the Network Routing Service.
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Figure 5

Hierarchical structure of the Network Routing Service

SERVICE DOMAIN

L1 DOMAIN

LOo DOMAIN

GATEWAY ENDPOINTS
and
SIP USER ENDPOINTS

ROUTING ENTRIES

[ myServiceProvider.com ]

myCompany.com I

myCdpDomain

{ sipGWSite1 J [ sipGWSiteQ] [ johndoe

LT T

Site1 Site2
routing entries  routing entires

553-AAA1878

Note: If there is no Service Domain, the Service Domain must be
configured the same as the Level 1 Regional Domain.

For example:

Bell Canada is the Service Provider.

Nortel is the Level 1 Domain.

Sites within Canada can make up the Level 0 Domains
(such as Belleville or Ottawa).

Switches at the sites are the Gateway Endpoints.

SIP authentication
The data that the SIP Proxy/Registrar and the SIP Redirect/Registrar
Server needs to successfully perform authentication is configured in two
ways:

Group identity

— against an enterprise network (that is, the Level 1 Regional
domain)

— against a site in the enterprise network (that is, the Level 0
Regional (CDP) Domain)

Individual endpoint identity
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— against a Gateway Endpoint
— against a SIP User Endpoint

If a gateway endpoint does not have individual identity configured, then the
LO Domain group identity data is used by the SIP Proxy/Registrar and the
SIP Redirect/Registrar Server during the authentication procedure.

If neither the individual endpoint identity nor the LO identity is provided,
then L1 Domain identity is used.

Configuring authentication in the NRS
Authentication is configured using NRS Manager. Authentication can be
configured at the following levels in the NRS:

Level 1 Domain and Level 0 Domain Authentication can be turned
on or off at this level. If authentication is turned on, then all Gateway
Endpoints and SIP User Endpoints require authentication.

Gateway Endpoints and SIP User Endpoints Authentication can also
be turned on or off at the Gateway Endpoint and SIP User Endpoint levels.
This level provides three authentication options:

* Not configured — If this option is selected, then the endpoint uses the
Level 1 or Level 0 Domain authentication (if Level 1 authentication is
enabled).

* Authentication off — If authentication is turned off, then authentication
is off for this endpoint even if Level 1 or Level 0 Domain authentication
is enabled. This endpoint authentication setting overrides the Level 1
and Level 0 Domain authentication setting.

* Authentication on — If authentication is turned on, then authentication
is on for this endpoint and the authentication overrides the Level 1
and Level 0 Domain authentication (if it is enabled). This endpoint
authentication setting overrides the Level 1 and Level 0 Domain
authentication setting.

SIP Uniform Resource ldentifiers
The NRS supports SIP URIs (see Figure 6 "SIP URI example" (page 34)).
A SIP URI is a user’s SIP identity.

Figure 6
SIP URI example

INVITE sip:5702;phone-context=myCdpDomain.myCompany.com@myServiceProvider.com;transport=udp;user=phone SIP/2.0
) I SR | /\ /\ /

SIP Method Username Service Domain Name URI parameters

S5 AAAZIST
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Where:

®* Username: Specifies the actual subscriber information, which is used
by the SIP Trunk Gateway to map to and from the NPI/TON field. The
username field is parsed into a hame and phone context (see Figure 7
"Username example" (page 35)).

The subscriber information or the "username" part of the SIP URI (that
is, the field before the @ symbol) is formatted as:

digits;phone-context=[LO subdomain name.L1 subdomain name]

Where digits is the telephone number digits.
Figure 7
Username example

5702;phone-context=myCdpDomain.myCompany.com

e

Digits LODomain + L1 Domain = Phone Context

553-AAA2358

Note: LO and L1 Regional Domains are SIP subdomains. LO and
L1 SIP subdomains are not part of the DNS namespace. LO and L1
SIP subdomains are not DNS subdomains.

* Service Domain Name: Each SIP domain is a collection of a group of
users either within the same region or within the same organization. All
users within the same domain share the same domain name, and each
has a unique username within the domain. The domain name is well
known by all SIP proxies. Typically, this is the host name after the @
symbol (for example, myServiceProvider.com).

Note: A SIP service domain can and should map into a fully
gualified DNS namespace domain. NRS does not have a DNS
client. NRS interoperates with third party gateways that may have a
DNS client.

* user=phone: Indicates that the URI is for a telephone user.
Address lookup is based on the digits, phone context, and domain name:

sip:[number];phone-context=[LO subdomain hame.L1 subdomain name]
@][service domain];user=phone

The subdomain names are preconfigured data on both the SIP Trunk
Gateway and SIP Redirect Server. The name explicitly maps a dialing plan
to and from a SIP URI.
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The ISDN NPI/TON field explicitly maps to the SIP phone-context attribute.
The public numbering plans map to SIP URI by rules specified in RFC
2806 and RFC 3261. The exception is TON = unknown and TON = special
number.

The private numbering plans, public/lunknown numbers, and public/special
numbers also have explicit one-to-one mappings to SIP URI. They must be
defined by preconfigured subdomain names. The subdomain name must
be defined on both Gateway and proxy/registrar.

The NRS also facilitates a translation database for phone numbers
contained within the SIP URI, in order to present a well formed,
syntactically correct phone number to the location service. Therefore, the
NRS is designed to operate with both the phone-context and NPI/TON
qualified numbers.

Example

Table 3 "Numbering plan mapping" (page 36) provides an example of the
numbering plan mapping to clarify how different dialing plans are mapped
to a SIP URI. Two methods can be used to configure the URI map —
one for the NRS and one for the MCS 5100. Table 3 "Numbering plan
mapping" (page 36) provides examples for both the NRS and MCS 5100.

Assume the following:

* The SIP Trunk Gateway has registered at a domain called
myServiceProvider.com.

* A telephone user resides at sipGWSitel and has ESN Location Code
343 with extension 3756. The Direct Inward Dialing (DID) number is
1-613-967-3756.

Refer to Figure 5 "Hierarchical structure of the Network Routing Service"
(page 33) for the SIP address hierarchy tree.

Table 3
Numbering plan mapping
NPI/TON/DN SIP URI
E.164/ NRS example:
International/ sip:+16139673756@myServiceProvider.com;user=phone

1-613-967-3756

MCS 5100 example:
sip:+16139673756 @myServiceProvider.com;user=phone

Note: Public international numbers do not have a phone context, as
these numbers are globally unique within a domain. A plus sign (+) is
automatically added by the gateway before the digits to indicate that the
number is an international number.
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Table 3

Numbering plan mapping (cont’d.)
NPI/TON/DN SIP URI
E.164/National/ NRS example:

613-967-3756

sip:6139673756;phone-context=+1@myServiceProvider.com;user=phone

MCS 5100 example:
sip:6139673756;phone-context=mynation.national.e164.myrootdomain
@myServiceProvider.com;user=phone

E.164/Subscriber/
967-3756

NRS example:
sip:9673756;phone-context=+1613@myServiceProvider.com;user=phone

MCS 5100 example:
sip:9673756;phone-context=myarea.mynation.local.e164.myrootdomain
@myServiceProvider.com;user=phone

E.164/Unknown
/9-1-613-967-3756

Not supported for the NRS.

MCS 5100 example:
sip:916139673756;phone-context=myarea.mynation.unknown.e164.
myrootdomain@myServiceProvider.com;user=phone

E.164/
Special Number/
911

Not supported for the NRS.

MCS 5100 example:
sip:911;phone-context=myarea.mynation.special.e164.myrootdomain
@myServiceProvider.com;user=phone

Private/UDP/ NRS example:

343-3756 sip:3433756;phone-context=myCompany.com@myServiceProvider.com;u
ser=phone
MCS 5100 example:
sip:3433756;phone-context=levell.private.myenterprise
@myServiceProvider.com;user=phone

Private/CDP/ NRS example:

3756 Sip:3756;phone-context=myCdpDomain.myCompany.com

@myServiceProvider.com;user=phone

MCS 5100 example:
sip:3756;phone-context=mylocation.level0.private.myenterprise

@myServiceProvider.com;user=phone
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Table 3

Numbering plan mapping (cont’d.)
NPI/TON/DN SIP URI
Private/ NRS example:

Special Number/
911

sip:911;phone-context=special.myCdpDomain.myCompany.com
@myServiceProvider.com;user=phone

MCS 5100 example:
sip:911;phone-context=mylocation.special.private.myenterprise
@myServiceProvider.com;user=phone

Private/ No configuration is required for NRS.

Unknown

(Vacant Number MCS 5100 example:

Routing)/ sip:3433756; phone-context=mylocation.unknown.private.myenterprise
343-3756 @myServiceProvider.com;user=phone

Unknown/ No configuration is required for NRS.

Unknown/

6-343-3756

MCS 5100 example:
sip:63433756; phone-context=mylocation.unknown.unknown.
myrootdomain@myServiceProvider.com;user=phone

Database synchronization/operation component

The Network Routing Service can be redundantly instantiated across a
cluster of Network Routing Servers sharing a distributed database. In CS
1000 Release 5.0 or later the cluster is comprised of a Primary Network
Routing Server and a Secondary Network Routing Server.

Note: In the VxWorks-based Network Routing Service the Secondary
Network Routing Server is referred to as the Alternate Server.

The NRS database for each Network Routing Server has two schemas —
an active schema and a standby schema.

* The active database is used for runtime location queries by SIP Proxy,
Gatekeeper and Network Connection Service.

* The standby database is used by the administrator to modify the NRS
database. An Administrator can only make changes to the standby
database.

The database synchronization component has two functions:

1. Synchronization of the active and standby databases on a Network
Routing Server.

2. Synchronization of the databases on the Primary and Secondary
Network Routing Servers.
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Synchronization of the active and standby databases on a Network
Routing Server
Cut over and revert
Figure 8 "NRS database actions - Cut over and Revert" (page 39) shows
both the active and standby database when Cut over and Revert
database commands are issued.

1. The active and standby databases are synchronized.
2. A change is made to the standby database.

3. The standby database is changed and the active database is
unchanged. The databases are not synchronized.

4. The database Cut over command is issued.
5. The changed database becomes the active database.

6. The database Revert command is issued. (Perhaps the Administrator
wants to make more changes to the database.)

7. The changed database becomes the standby database.

Figure 8
NRS database actions - Cut over and Revert

Bath the active and standhy
databases are synehronized

Cut over and commit

Figure 9 "NRS database actions - Cut over and Commit" (page 40) shows
both the active and standby database when Cut over and Commit
database commands are issued.

1. The active and standby databases are synchronized.
2. A change is made to the standby database.

3. The standby database is changed and the active database is
unchanged. The databases are not synchronized.

4. The database Cut over command is issued.

5. The changed database becomes the active database.
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6. The database Commit command is issued. (The administrator wants
to submit the changes made to the database.)

7. The databases are synchronized. Both databases are changed.

nchanged
Standby
Database =

Figure 9
NRS database actions - Cut over and Commit

Both the active and standby Databases are Databases ar ’
databases are synchronized et synchronized Cutover i not synchronized Commit

Single-step Cut over and Commit

Figure 10 "NRS database actions - single-step Cut over and Commit"
(page 41) shows both the active and standby database when a single-step
Cut over and Commit database command is issued:

1. The active and standby databases are synchronized.
2. A change is made to the standby database.

3. The standby database is changed and the active database is
unchanged. The databases are not synchronized.

The database single-step Cut over and Commit command is issued.

5. The databases are synchronized. Both databases are changed.
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Figure 10
NRS database actions - single-step Cut over and Commit
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Rollback

Figure 11 "NRS database actions - rollback" (page 42) shows both the
active and standby database when a Rollback database command is
issued:

1. The active and standby databases are synchronized.
2. A change is made to the standby database.

3. The standby database is changed and the active database is
unchanged. The databases are not synchronized.

4. The database Rollback command is issued. (The administrator wants
to undo the changes to the database.)

5. The databases are synchronized. Neither database is changed.
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Figure 11
NRS database actions - rollback
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To perform database actions using NRS Manager, refer to “Performing
NRS database actions” (page 376).

Synchronization of the databases on the VxWorks-based Primary and
Alternate Network Routing Servers.
The time interval between database synchronization of the Primary NRS
and the Alternate NRS is a configurable parameter in the VxWorks-based
NRS. The time interval between database synchronization of the Primary
NRS and the Alternate NRS is in the range 1 to 24 hours.

Note: To manually force synchronization of the active NRS database
with the Alternate or Failsafe NRS database, the administrator should
issue the Command Line Interface (CLI) command nrsDBSyncForce

Synchronization of the databases on the Linux-based Primary and
Secondary Network Routing Servers.
Synchronization of the Primary NRS database and the Secondary NRS
database occurs in real-time in the Linux-based NRS.

Failsafe NRS Synchronization
The Failsafe NRS synchronization script provides a manual command
to invoke Failsafe NRS synchronization immediately, instead of waiting
up to 6 hours for the Linux cron to invoke the scheduled Failsafe
NRS synchronization. To manually invoke Failsafe NRS database
synchronization type in the full pathname to the database synchronization
script

/opt/nortel/sps/scripts/failsafe.pl main
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Contents
This section contains information on the following topics:

“Introduction” (page 43)

“Network overview” (page 44)
“Coordinated endpoint configuration across multiple NRS zones” (page 44)
“NRS purpose” (page 49)
“H.323 Gatekeeper discovery” (page 50)
“H.323 Endpoint registration” (page 50)

“NRS Manager” (page 54)
“Security” (page 55)

“NRS operating parameters” (page 56)

“Standalone NRS support for Meridian 1 and BCM nodes” (page 63)
“Meridian 1/BCM node-based numbering plan” (page 63)
“NRS-based numbering plan” (page 64)

Introduction
All systems in the IP Peer network must register with the NRS.
The primary function of the NRS is to provide the following services:
* endpoint and Gateway registration
* call admission control
® address translation and telephone number-to-IP lookup
* centralized numbering plan administration

Note: The NRS can operate in stand-alone mode, without being
connected to the Call Server.
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The NRS is SIP- and H.323-compliant. It can provide NRS features to
other SIP-compliant and H.323-compliant Nortel endpoints (for example,
CS 1000 systems and IP Trunk 3.0 (or later) endpoints). A static IP
address must be configured for these endpoints, as well as the telephone
numbers that the endpoints can terminate.

Note: Systems that do not support H.323 RAS procedures and H.323
Gatekeeper procedures are referred to as non-RAS endpoints.

Network overview
With IP Peer Networking, each network zone contains one active NRS.
The NRS can run on any of the Signaling Server platforms on any of the
CS 1000 nodes in the network. The NRS is configured with numbering
plan information for every node in the network zone.

Coordinated endpoint configuration across multiple NRS zones
IP Peer Networking supports multiple SIP and H.323 zones. Separate
NRS databases must be managed for each zone in a 1:1 relationship.
Each NRS zone contains a Primary NRS, optionally an Alternate NRS,
and multiple Gateway Endpoints or User Endpoints. The reasons for
implementing multiple NRS zones are:

1. to scale up to very large networks with hundreds of registered
endpoints

2. to divide a network of any size into convenient administration zones
(for example, Western Europe and North America)

When a CS 1000 system places an IP call to another node, the originating
Gateway signaling server sends a message to the NRS, specifying the
destination telephone number. The NRS consults its internal numbering
plan database and determines which node is the correct destination node.

SIP operation

The SIP Redirect Server allows SIP Trunk Gateways to communicate with
other SIP Trunk Gateways across an enterprise. The SIP Trunk Gateway
must keep information only about various lines and applications for which
it is responsible, and it must have enough knowledge to contact the SIP
Redirect Server. The SIP Redirect Server then redirects the SIP Trunk
Gateway to where it needs to send its signaling.

A SIP Redirect Server receives requests but, rather than passing these
requests onto another redirect server, it sends a response back to the
originator of the request.

SIP Trunk Gateways, SIP Proxy Servers (for example, the MCS 5100),
and SIP Phones forward calls to the contact address returned by the SIP
Redirect Server. For instance, a SIP Trunk Gateway sends an INVITE
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message to the SIP Redirect Server. The SIP Redirect Server then sends
a redirect message back to the originator with the addressing information
for the destination node. The originator then sends an INVITE message
directly to the SIP Trunk Gateway destination node.

For example, User A would like to contact User B across the enterprise
network. The following sequence occurs:

® User A contacts its SIP Trunk Gateway. (That is, User A sends an
address-resolution request to the SIP Trunk Gateway.)

® User A’s SIP Trunk Gateway contacts the EBN SIP Redirect Server.

®* The EBN SIP Redirect Server executes a location look-up to see if its
database contains an address match for the domain of User B.

* |f a match is found, the SIP Redirect Server returns a response back
to User A indicating the contact address required for User A to call the
called party. (That is, the EBN SIP Redirect Server redirects User A’s
SIP Trunk Gateway to User B’s SIP Trunk Gateway.)

® User A’s SIP Trunk Gateway uses the provided contact address and
directly communicates with User B’s SIP Trunk Gateway.

* A direct media path is then set up between User A and User B.

Figure 12 "SIP Signaling and SIP Redirect Server" (page 46) shows how
the SIP Redirect Server accepts a request from a SIP Trunk Gateway
and sends the response back to the SIP Trunk Gateway. The SIP Trunk
Gateway can then contact the called party’s SIP Trunk Gateway directly.
Once the SIP Trunk Gateway contacts the called party’s SIP Trunk
Gateway, a direct media path is set up between the caller and the called

party.
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Figure 12
SIP Signaling and SIP Redirect Server
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If the SIP Redirect Server does not find any matching numbering plan
entries, (a NULL entry is returned by the database), then the SIP Redirect
Server transmits a SIP 404 (Not Found) response.

Similarly, if a request fails due to registration failure, a SIP 401
(Unauthorized) response is transmitted.

Note: All redirect server logs use the existing RPT report log facility.

H.323 operation

An H.323 Gateway sends an ARQ message to the H.323 Gatekeeper.
If a match is found for the called-party number digits in the ARQ, then
the H.323 Gatekeeper sends an ACF message to the call originator and
includes addressing information for the destination node.

If no numbering plan entries are found, the H.323 Gatekeeper queries
all the H.323 Gatekeepers on its list, using H.323 LRQ/LCF (Location
Request/ Location Confirm) multicast protocol.

For example, a caller located at Node A places a call and sends an ARQ
message to the H.323 Gatekeeper. The H.323 Gatekeeper consults

its numbering plan database, determines that Node B is the correct
destination, and returns the addressing information for Node B in an ACF
message. Node A then sends the SETUP message directly to the H.323
Gateway Signaling Proxy Server on Node B.
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If an H.323 Gatekeeper cannot resolve the destination address received
in an incoming ARQ message, then it sends a LRQ message to other
network zone H.323 Gatekeepers in order to resolve the number.

Note: The H.323 Gatekeeper sending the LRQ message includes
its own identification in the LRQ message and does not include the
H323-1D of the gateway that sent the original ARQ message.

The peer H.323 Gatekeeper that resolves the number sends an LCF
message with the destination Call Signaling address.

If an H.323 Gatekeeper cannot resolve the destination address in an
incoming LRQ, it sends a Location Reject (LRJ) message to the originator
of the LRQ message.

The behavior of the H.323 Gatekeeper (that sent the LRQ messages)
depends on the responses from the remote H.323 Gatekeepers. When

an LCF is received from a remote H.323 Gatekeeper, the local H.323
Gatekeeper immediately sends the ACF to the gateway at Node A. If an
ARJ is received indicating "incomplete number", further digits are required.
An immediate ARJ indicating the need for further digits is sent to Node

A. Node A retries on receiving more digits. Otherwise, the local H.323
Gatekeeper waits until either all the remote Gateways have responded, or
a timer expires indicating that one or more Gatekeepers could not reply.
At this time, either an ARJ indicating call failure is returned, or an ACF
indicating the default route is returned.

Incoming LRQ messages When an H.323 Gatekeeper receives an
incoming LRQ message, it checks to see if the H.323 Gatekeeper that sent
the request is configured in its database. The information received in the

sourcelnfo field is used for authentication.

Table 4

How the H.323 Gatekeeper authenticates incoming LRQ messages

If the H.323 Gatekeeper
sending the LRQ is a...

Then its sourcelnfo field
contains...

And the H.323 Gatekeeper
has to check...

CS 1000 Release 4.0 (or
later) H.323 Gatekeeper

or

the alias address of the peer
H.323 Gatekeeper that sent the
LRQ message

(not applicable)
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If the H.323 Gatekeeper
sending the LRQ is a...

Then its sourcelnfo field
contains...

And the H.323 Gatekeeper
has to check...

Succession 3.0 H.323
Gatekeeper

CS 1000 Release 2.0 H.323
Gatekeeper

the alias address of the H.323
Gateway

for the alias in the

® network zone H.323
Gatekeeper list

® endpoints list

If the information in the sourcelnfo field cannot be authenticated, then the
H.323 Gatekeeper rejects the incoming LRQ.

On receiving the incoming LRQ, the H.323 Gatekeeper parses the
sourcelnfo field. It searches for the source alias address as a URL ID type
or an H323-1D type.

The H.323 Gatekeepers send the gatekeeper alias address along with the
CDP domain information as a URL string. The format of the URL string is:

h323:gkH323ID;phone-context=cdpDomain

This URL string contains two variables that are configured at the far end:
* gkH323ID

* cdpDomain

This URL string is parsed for incoming LRQs and is used to extract the
H.323 Gatekeeper alias name and the CDP domain information.

* The H.323 Gatekeeper alias name is used for gatekeeper
authentication.

®* The CDP domain information is used to search in the same CDP
domain if the destination info was private.levelO type of humber.

Note: The cdpDomain is a string of characters that can be of any
format. Typically, it would be something like the following to ensure
uniqueness: "CDP-TorontoOntarioCanada.cdp.corporateTitle.com".

Outgoing LRQ messages An H.323 Gatekeeper can be configured with
a list of IP addresses of alternate H.323 Gatekeepers in different network
zone. The H.323 Gatekeeper can then send LRQ requests in an attempt
to resolve ARQ requests for which it cannot find registered matches in its
own numbering plan database.
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The configuration of H.323 Gatekeepers Collaborative Servers includes:
®* an IP address
®* anH.3231D

®* a CDP domain (Level 0 Domain)
See Procedure 110 “Adding a Collaborative Server” (page 362).

This information is used for incoming LRQs and is also used to determined
the H.323 Gatekeepers in which to send outgoing LRQs. If a Network
Zone H.323 Gatekeeper is configured with a CDP domain, then it is sent
an LRQ only if the endpoint sending the ARQ is also in the same CDP
domain. If an ARQ request arrives, and there is no matching numbering
plan entry for the destination telephone number or there is a match but the
matching entry (plus any alternates) is not currently registered, then the
H.323 Gatekeeper sends an LRQ to all other H.323 Gatekeepers on the
network whose IP addresses have been configured.

Each H.323 Gatekeeper is configured with an H.323 Gatekeeper alias
name which is an H323-ID. The outgoing LRQ message contains the
H.323 Gatekeeper alias name in the sourcelnfo field instead of the
H323-ID received in the incoming ARQ message.

NRS purpose
IP Peer Networking uses optionally redundant NRS to support a
centralized Network Numbering Plan. Each NRS has a zone that
administers its own numbering plan and requests other NRS for the
numbering plan in their respective zones. A numbering plan specifies the
format and structure of the numbers used within that plan. A numbering
plan consists of decimal digits segmented into groups to identify specific
elements used for identification, routing, and charging capabilities.
A numbering plan does not include prefixes, suffixes, and additional
information required to complete a call. The Dialing Plan contains this
additional information. The Dialing Plan is implemented by the endpoints
in a network. A Dialing Plan is a string or combination of digits, symbols,
and additional information that defines the method by which the numbering
plan is used. Dialing Plans are divided into the following types:

* Private (on-net) dialing
* Public (off-net) dialing

For more information about numbering plans and dialing plans, see
“Numbering plans” (page 67).
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H.323 Gatekeeper discovery
Endpoints that require admission to the IP network and address translation
must discover their NRS. Endpoints can be configured with the static
IP address of the NRS running on the network’s Primary NRS. This
ensures that the IP address stays constant across restarts, and, therefore,
the endpoints with statically configured NRS IP addresses can always
discover the NRS. These endpoints send a message directly to the NRS
over the User Datagram Protocol/Internet Protocol (UDP/IP). This is the
recommended approach; however, endpoints not configured with the IP
address of the NRS can use multicast to discover the IP address of their
NRS.

The message requesting the IP address of the H.323 Gatekeeper
contains the endpoint alias and the RAS signaling transport address of the
endpoint. This is so the H.323 Gatekeeper knows where to send return
messages. The message from the endpoint to the H.323 Gatekeeper also
contains vendor information. Thus, the H.323 Gatekeeper determines

the specific product and version that is attempting discovery. The H.323
Gatekeeper only uses this information if the request for discovery is
rejected.

Nortel recommends that endpoints use the endpoint Alias.h323-ID alias
types.

The Gatekeeper contains a list of predefined endpoint aliases. The
Gatekeeper attempts to match the H323-ID in the message from the
endpoint with one of the endpoint aliases in the list. If it cannot find a
match, it rejects the discovery request.

The Gatekeeper returns its RAS signaling transport address to any
endpoints that are allowed to register, so the endpoints know where to
send RAS messages. The Gatekeeper also returns a list of Alternate
Gatekeepers, if any are configured. Therefore, if the Gatekeeper is
removed from service gracefully or if it cannot be reached by an endpoint,
the endpoints can attempt to register with the Gatekeepers in the Alternate
Gatekeepers list.

Note: Gatekeeper Discovery using the Multicast approach is not
recommended over large networks, because all routers between the
endpoint requesting Gatekeeper discovery and the Gatekeeper must
support Internet Group Management Protocol (IGMP).

H.323 Endpoint registration
After Gatekeeper discovery is complete, endpoints must register with the
Gatekeeper. The Signaling Server platform, on which the H.323 Proxy
Server for the node runs, has an IP address. This IP address is both
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the RAS signaling transport address and the call-signaling transport
address. The endpoints register with the Gatekeeper by sending a
registration-request message to the Gatekeeper.

Registering endpoints must provide vendor information, as well as its alias
name in the registration-request message. The Gatekeeper tracks the
vendor information for management purposes. The administrator can
determine the exact product and version of all registered endpoints using
NRS Manager or the CLI. The Gatekeeper also uses this information if
registration fails.

If the Gatekeeper accepts the registration request, it responds with a
registration confirmation message. In this message, the Gatekeeper can
include the IP address of an Alternate Gatekeeper (if one is configured).
Endpoints also provide call signaling and RAS transport addresses in the
registration-request message. The Gatekeeper supports the receipt of
multiple transport addresses and gives priority to the first address in each
list.

Note 1: IP Trunk 3.0 (or later) nodes always register multiple 1P
addresses due to the load-balancing architecture of the IP Trunk 3.0
(or later) nodes. The first IP address in the registration request is the
node IP address and the remaining IP addresses are the IP addresses
of the individual trunk cards in the node. When a call terminates on an
IP Trunk 3.0 (or later) node, the Gatekeeper returns only the node IP
address. The Gatekeeper knows that the endpoint is an IP Trunk 3.0
(or later) node, as its vendor information is provided in the request for
registration message.

Note 2: IP Trunk 3.0 (or later) nodes use multiple IP addresses when
sending admission requests to the Gatekeeper. The card that is the
RTP endpoint for the call uses its own IP address for the ARQ. However,
to ensure that the node can carry out load-balancing, the node "Leader"
IP address is sent to the Gatekeeper in the registration request; no
other IP addresses are provided, to allow the IP Trunk node to control
load balancing.The Gatekeeper knows that the IP Trunk 3.0 (or later) IP
address used in the ARQ belongs to the node, since the Gatekeeper
provides an endpoint identifier in the registration sequence, and this is
included in all ARQs.

The Gatekeeper extracts the H323-ID from the incoming request

for registration message and attempts to match it with one of the

preconfigured endpoint H323-ID aliases in its internal database. If no

match is found, the Gatekeeper rejects the registration request. If a

match is found, the Gatekeeper accepts registration and extracts the

call signaling and RAS transport addresses from the registration-request

message. The Gatekeeper updates its internal database with this
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information and then sends a registration confirmation message to the
endpoint. If an Alternate Gatekeeper is configured, the Gatekeeper also
returns the Alternate Gatekeeper’s IP address.

The Gatekeeper assigns the endpoint a unique Endpoint Identifier and
returns this identifier in the registration confirmation message. This
Endpoint Identifier is included in all subsequent RAS requests that the
endpoint sends to the Gatekeeper. The Gatekeeper tracks the value of the
assigned Endpoint Identifier for the duration of the endpoint’s registration.
The Gatekeeper can then match any incoming RAS request with the
registration confirmation sent previously.

Note: The Gatekeeper accepts registration-request messages from
an endpoint even if the Gatekeeper has not received a Gatekeeper
discovery request from that particular endpoint.

Time-to-Live

The registration message includes Time-to-Live information. Endpoints
periodically send registration-request messages to the NRS in order to
remain registered and so that the NRS knows that the endpoints are alive.

An endpoint’s registration with the NRS can expire. Registering endpoints
must include Time-to-Live information in their registration-request
messages. The NRS responds with the same Time-to-Live information

or the Time-to-Live information currently configured on the NRS if the
NRS timer is shorter. This is a time-out in seconds. After this time, the
registration expires. Before the expiration time, the endpoint sends a
registration-request message with the "Keep Alive" bit configured. When
the NRS receives this request, it extends the endpoints registration and
resets the Time-to-Live timer.

If the Time-to-Live timer expires, the NRS unregisters the endpoint. The
endpoint’s entry in the internal database is updated to indicate that it is
no longer registered and that the associated transport addresses are no
longer valid.

Configure the Time-to-Live timer using NRS Manager. Nortel recommends
that the timer be configured to 30 seconds. Refer to Procedure 79
“Configuring system-wide settings” (page 304).

Multiple registration requests

The NRS supports re-registration requests by an endpoint, provided that
the information contained in the registration request is identical to that in
the initial registration request. For example, if an endpoint crashes and
then restarts after the boot sequence, it attempts to reregister with the
NRS by sending another registration-request message. The NRS accepts
this registration by sending a confirmation message to the endpoint.
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Registration requests when the NRS is out-of-service

The NRS can be taken out-of-service through NRS Manager. If the NRS
receives a registration-request message from an endpoint while it is
out-of-service, it rejects the registration request. However, the NRS sends
the IP address of the Alternate NRS in the reject message.

Unregistration

An endpoint should be taken out-of-service prior to changing its IP address
or performing software upgrades. Once out-of-service, an endpoint
unregisters from the NRS by sending an unregister message. The NRS
updates the endpoint’s entry in the internal database to indicate that it is
no longer registered and that the associated transport addresses are no
longer valid.

If the endpoint does not send an unregister message to the NRS, the
NRS automatically unregisters the endpoint when the Time-to-Live timer
expires.

SIP registration
The SIP Registrar accepts REGISTER requests. A request is a SIP
message sent from a client to a server to invoke a particular operation.

Note: A response is a SIP message sent from a server to a client to
indicate the status of a request sent from the client to the server.

Registration entails sending a REGISTER request to the SIP Registrar.
The SIP Registrar acts as the front end to the location service (database)
for a domain, reading and writing mappings based on the contents of
REGISTER requests. This location service is then typically consulted by
a SIP Redirect or Proxy Server that is responsible for routing requests for
that domain.

The SIP Registrar places the information it receives (in the requests) into
the location service for the domain it handles. The location service is used
by the SIP Redirect and Proxy Servers to locate the SIP Trunk Gateway
that serves the target of the request. A SIP Trunk Gateway has a number
of non-SIP lines and trunks behind it which do not have their own identity
in the SIP domain. These non-SIP endpoints are accessed by mapping
SIP URIs based on telephony DNs to one or more SIP Trunk Gateways.
The location service is a matching mechanism that allows a fully-qualified
telephone number to be associated with a range of telephone numbers
and the SIP Trunk Gateway that provides access to that DN range.

SIP endpoints are also known as User Agents. User Agents have two
functions:
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® act as User Agent Clients — initiate request

* act as User Agent Servers — process requests and generate
responses to the requests

The SIP Registrar is a special type of User Agent Server.

The REGISTER request

A REGISTER request is used for registering contact information. The
REGISTER request is used by SIP clients to notify a SIP network of its
current IP address and the URLs for which it would like to receive a call.
This SIP mechanism is used by called parties to register in order to receive
incoming calls from proxies that serve that domain.

Dynamic registration

Dynamic registration facilitates the creation of a contact list for the
authorized SIP Trunk Gateway Endpoints and SIP Phones (SIP User
Endpoints).

Dynamic registration of SIP Trunk Gateway Endpoints SIP Trunk
Gateway dynamic registration facilitates the creation of the contact list for
the authorized Gateway endpoints. The gateways dynamically register
their IP address with the SIP Redirect/Proxy Server (that is, with the SIP
Registrar component). This eliminates some manual provisioning at the
SIP Redirect Server. It also reduces the potential for error when manually
entering the IP address of the SIP Trunk Gateway in the SIP Redirect
Server.

Dynamic registration of SIP Phones (SIP User Endpoints) SIP
Phone dynamic registration facilitates the creation of the contact list
for the authorized SIP Phones. For more information about SIP Phone
registration, refer to “SIP Phone dynamic registration” (page 101).

Database synchronization Database synchronization treats dynamically
registered data the same way as the H.323 Gatekeeper:
* |f the Alternate NRS database takes over, then registrations are lost.

* If the Failsafe NRS database takes over, then registrations are kept.

NRS Manager
NRS Manager is a web-based configuration interface. Use NRS Manager
to configure the NRS. You can use NRS Manager to view, add, modify, or
delete all numbering plan configuration data.
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You can perform the following NRS configuration functions using NRS
Manager:

* configure a numbering plan

* add, modify, or delete preconfigured endpoint data

* add, modify, or delete numbering plan entries on a per-endpoint basis
* retrieve the current configuration database

* interwork with a preconfigured database

* revert to the standby database

* change system passwords

Security
NRS Manager is password-protected.

The NRS has two access levels:
* Administrator level

*  Monitor level

Refer to Security Management (NN43001-604), for detailed information on
CS 1000 system security including protection of signaling and the media
stream from privacy intrusions or disruption, and the administration and
use of secure remote access.

Administrator access

A user with administration-level access can view and modify the NRS.
Administrator-level access is the highest authority level. An administrator
has the authority to manage the entire NRS.

The administrator has the ability to view, create, and maodify the login
names and passwords that are used for configuration and maintenance.

If you log in to NRS Manager as an administrator, you have full
administrative access. You can update all configuration entries, and you
have full write access to the database, including the ability to change all
NRS passwords.

The NRS administrator username and password are used only when
accessing NRS Manager. Changing the NRS administrator username and
password does not change the username and password for the Signaling
Server shell.
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ATTENTION

Nortel recommends that default usernames and passwords be changed for
increased network security.

Changing username and passwords The usernames and passwords
used to access the NRS can be changed under the Administration tab in
NRS Manager. See “Configuring and administering users” (page 401).

All user login names and passwords are recorded in the NRS database.
The passwords are stored in an encrypted format.

Monitor access

A user with monitor-level access can only view existing NRS configuration
data. The user cannot modify any NRS configurations or settings. A user
with monitor access can only change their own password.

NRS Manager blocks certain navigation operations for monitor-access
level users. If a user is a monitor-level user, then NRS Manager does not
allow the user to change NRS provisioning operations.

If you log in to the NRS as a monitor, you can:
* view configuration data
* execute H.323 and SIP routing tests

®* review reports

Note: CS 1000 Element Manager includes performance and traffic
monitoring functions.

NRS operating parameters
The NRS can co-reside on the Signaling Server with other applications
(co-resident mode). For large networks, if the Signaling Server does not
have enough capacity to support the NRS functionality in conjunction
with other applications, a dedicated Signaling Server can be required for
the NRS (stand-alone mode). The NRS (Primary, Alternate, or Failsafe)
cannot reside on an Alternate Signaling Server. It has to be on a Primary
(Leader) Signaling Server.

The NRS has no knowledge of dialing plans implemented on endpoints.
The NRS only has knowledge of numbering plans and deals only with
fully-qualified E.164/International numbers, fully-qualified E.164/National
numbers, and fully-qualified Private numbers.

The NRS can use prefix routing as long as the prefix is qualified. That is,
you do not need 1-613-969-7944; 1-613-969 may be enough.
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Endpoints do not have to register the telephone numbers or range

of telephone numbers that they support with the NRS. If endpoints
register with this information, it is not used but can be made available for
management purposes to Element Manager.

Information regarding the numbers which an endpoint can terminate must
be configured in the NRS. This ensures that the numbering plan for the
entire network is managed from a centr