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Notice

While reasonable efforts have been made to ensure that the
information in this document is complete and accurate at the time of
printing, Avaya assumes no liability for any errors. Avaya reserves the
right to make changes and corrections to the information in this
document without the obligation to notify any person or organization of
such changes.

Documentation disclaimer

“Documentation” means information published by Avaya in varying
mediums which may include product information, operating instructions
and performance specifications that Avaya generally makes available
to users of its products. Documentation does not include marketing
materials. Avaya shall not be responsible for any modifications,
additions, or deletions to the original published version of
documentation unless such modifications, additions, or deletions were
performed by Avaya. End User agrees to indemnify and hold harmless
Avaya, Avaya's agents, servants and employees against all claims,
lawsuits, demands and judgments arising out of, or in connection with,
subsequent modifications, additions or deletions to this documentation,
to the extent made by End User.

Link disclaimer

Avaya is not responsible for the contents or reliability of any linked Web
sites referenced within this site or documentation provided by Avaya.
Avaya is not responsible for the accuracy of any information, statement
or content provided on these sites and does not necessarily endorse
the products, services, or information described or offered within them.
Avaya does not guarantee that these links will work all the time and has
no control over the availability of the linked pages.

Warranty

Avaya provides a limited warranty on its Hardware and Software
(“Product(s)”). Refer to your sales agreement to establish the terms of
the limited warranty. In addition, Avaya’s standard warranty language,
as well as information regarding support for this Product while under
warranty is available to Avaya customers and other parties through the
Avaya Support Web site: http://support.avaya.com. Please note that if
you acquired the Product(s) from an authorized Avaya reseller outside
of the United States and Canada, the warranty is provided to you by
said Avaya reseller and not by Avaya.

Licenses

THE SOFTWARE LICENSE TERMS AVAILABLE ON THE AVAYA
WEBSITE, HTTP://SUPPORT.AVAYA.COM/LICENSEINFO/ ARE
APPLICABLE TO ANYONE WHO DOWNLOADS, USES AND/OR
INSTALLS AVAYA SOFTWARE, PURCHASED FROM AVAYA INC.,
ANY AVAYA AFFILIATE, OR AN AUTHORIZED AVAYA RESELLER
(AS APPLICABLE) UNDER A COMMERCIAL AGREEMENT WITH
AVAYA OR AN AUTHORIZED AVAYA RESELLER. UNLESS
OTHERWISE AGREED TO BY AVAYA IN WRITING, AVAYA DOES
NOT EXTEND THIS LICENSE IF THE SOFTWARE WAS OBTAINED
FROMANYONE OTHER THAN AVAYA, AN AVAYAAFFILIATE OR AN
AVAYA AUTHORIZED RESELLER; AVAYA RESERVES THE RIGHT
TO TAKE LEGAL ACTION AGAINST YOU AND ANYONE ELSE
USING OR SELLING THE SOFTWARE WITHOUT A LICENSE. BY
INSTALLING, DOWNLOADING OR USING THE SOFTWARE, OR
AUTHORIZING OTHERS TO DO SO, YOU, ON BEHALF OF
YOURSELF AND THE ENTITY FOR WHOM YOU ARE INSTALLING,
DOWNLOADING OR USING THE SOFTWARE (HEREINAFTER
REFERRED TO INTERCHANGEABLY AS “YOU” AND “END USER?”),
AGREE TO THESE TERMS AND CONDITIONS AND CREATE A
BINDING CONTRACT BETWEEN YOU AND AVAYA INC. OR THE
APPLICABLE AVAYA AFFILIATE (“AVAYA”).
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Copyright

Except where expressly stated otherwise, no use should be made of
materials on this site, the Documentation, Software, or Hardware
provided by Avaya. All content on this site, the documentation and the
Product provided by Avaya including the selection, arrangement and
design of the content is owned either by Avaya or its licensors and is
protected by copyright and other intellectual property laws including the
sui generis rights relating to the protection of databases. You may not
modify, copy, reproduce, republish, upload, post, transmit or distribute
in any way any content, in whole or in part, including any code and
software unless expressly authorized by Avaya. Unauthorized
reproduction, transmission, dissemination, storage, and or use without
the express written consent of Avaya can be a criminal, as well as a
civil offense under the applicable law.

Third-party components

Certain software programs or portions thereof included in the Product
may contain software distributed under third party agreements (“Third
Party Components”), which may contain terms that expand or limit
rights to use certain portions of the Product (“Third Party Terms”).
Information regarding distributed Linux OS source code (for those
Products that have distributed the Linux OS source code), and
identifying the copyright holders of the Third Party Components and the
Third Party Terms that apply to them is available on the Avaya Support
Web site: http://support.avaya.com/Copyright.

Preventing Toll Fraud

“Toll fraud” is the unauthorized use of your telecommunications system
by an unauthorized party (for example, a person who is not a corporate
employee, agent, subcontractor, or is not working on your company's
behalf). Be aware that there can be a risk of Toll Fraud associated with
your system and that, if Toll Fraud occurs, it can result in substantial
additional charges for your telecommunications services.

Avaya Toll Fraud Intervention

If you suspect that you are being victimized by Toll Fraud and you need
technical assistance or support, call Technical Service Center Toll
Fraud Intervention Hotline at +1-800-643-2353 for the United States
and Canada. For additional support telephone numbers, see the Avaya
Support Web site: http://support.avaya.com. Suspected security
vulnerabilities with Avaya products should be reported to Avaya by
sending mail to: securityalerts@avaya.com.

Trademarks

The trademarks, logos and service marks (“Marks”) displayed in this
site, the Documentation and Product(s) provided by Avaya are the
registered or unregistered Marks of Avaya, its affiliates, or other third
parties. Users are not permitted to use such Marks without prior written
consent from Avaya or such third party which may own the Mark.
Nothing contained in this site, the Documentation and Product(s)
should be construed as granting, by implication, estoppel, or otherwise,
any license or right in and to the Marks without the express written
permission of Avaya or the applicable third party.

Avaya is a registered trademark of Avaya Inc.

All non-Avaya trademarks are the property of their respective owners,
and “Linux” is a registered trademark of Linus Torvalds.

Downloading Documentation

For the most current versions of Documentation, see the Avaya
Support Web site: http://support.avaya.com.

Contact Avaya Support

Avaya provides a telephone number for you to use to report problems
or to ask questions about your Product. The support telephone number
is 1-800-242-2121 in the United States. For additional support

telephone numbers, see the Avaya Web site: http://support.avaya.com.

December 2011

Comments? infodev@avaya.com



http://support.avaya.com
http://www.avaya.com/support/LicenseInfo
http://support.avaya.com/Copyright
http://support.avaya.com
http://support.avaya.com
http://support.avaya.com
mailto:infodev@avaya.com?subject=Communication Server 1000E High Scalability Installation and Commissioning

Contents

Chapter 1: NewW iN this rel@aSe.........uuiiiiii i e e e e e 5
LT LU T T PP SPPPPPT 5
Avaya CS 1000 Element Manager HS completion for serviceability...........c.ccoviiiiiiiie i, 5
(@1 =T el 1 F= T g To 1= SR PPR 6
REVISION NISTOTY ...ttt ettt e e e e e e e e e e s e e s e bbbt bbb e s e e e eaaaaaeeeaaas 6
Chapter 2: CUSTOM BT SEIVICE. . ittt i e eieieeetie e e e et e e e e e e e e et a e e e e e e eeeeataaaaaeeeeeaeeennnns 7
NP2 1Y T - o1 O EERRPRRR 7
Getting techniCal dOCUMENTALION. ........iiuiiiiie ittt e e s st e e s st e e e e s ntae e e e e s anneeeeeas 7
1ol 1] aTo o] (oo 18 Lol a i =1 0T oo TR PRSPPI 7
Getting help from a distribDULOr OF TESEIIEN ..o 7
Getting technical support from the Avaya WEeD SIte....... ... 8
Chapter 3: Communication Server 1000 High Scalability System Management
L TS Y 1 9
[ RS TRS )Y (= 0 (I - U - S 9
Communication Server 1000 High Scalability System Management...........ccccccvvvviiiiiiiiiiieeiieeeeeeeeeeeeeeen 9
Communication Server 1000 Element Manager High Scalability Services............cccccoiiiiiiiiiiiinnn. 10
CommON Data DEFINITION. .......uuiiiiiiiiiiieiii ettt e e et e e e e e e e e e e e e e e et e e seeeeeeeas 10
Common Data RePlICALION SEIVICES. .......uuiiiiiiiiiiie ettt aaeeeee s 10
Common Data Service Replication FIEXIDIlItY..........oooueiiiiiiiii e 11
Common Data Service Replication Reliability...........ccccouiiiiiiiiiiiiicceeee e 11
Common Data Bulk Provision Service for a NewW HA GroUP...........cooociiiviiiiiiieeeeeee e 11
Common Data Automatic UPAate SEIVICE.........coiii ittt 12
COMMON DAt@ AUAIL SEIVICES.....ceeiiiiiieiie ettt et ettt e e e e e e e e e e e e e s e e e e e b bnbb e e e e eeeeeeeeas 12
Element Manager High Scalability Redundancy MoOdel............c..oooiiiiiiiiiiiiiiiicee e 12
Operation, Administration, and Maintenance Transaction Audit and Security Event logging................... 13
Communication Server 1000 High Scalability System Management SECUrity........ccccccevveeeeeeeeeeciiecieeeenn, 14
Chapter 4: Migrating the Communication Server 1000 High Scalability System.......... 15
Communication Server 1000 task flOW.......oo..uuiiii et 15
High Scalability SOIULION. .........eiiiiiii ekt e et e et e e e e s bb e e e e e e 15
SUNVIVADIE SIP MEIA GAIEWAY .........uveiieiiiiiiiie ittt ettt ettt ettt e e s e et e e s aabb et e e s abba et e e s annbeeee s 16
=TT 1 o RSP 18
RTETole] 001 aT=T 0T = LT o 1T PR PRRTUUPPPRR 18
REOUITEIMENES. ...ttt oottt ettt et e e e e oo 4o e o e bbb b b ettt et e e e e e e e e aeaannbbbbsbeeeeeeeaeeeeesaaannn 18
Communication Server 1000 High Scalability System task flOwW.............oooiiiiiiiiiii, 19
F TS0 1 4] 01 o1 T O PP PUP PP PPP 19
(CT=T 1= = LR = TS 2 11 PSR 19
Migration and Consolidation of existing Communication Server 1000E systems into the HS System..... 22
Task flow for adding an HA Group to the HS SyStem........coooiiiiiiii e 25
Migrating an existing Release 6.0 Survivable Media Gateway to a Release 7.0 Survivable SIP Media
GALEWAY ... teeee et ittt e e e ettt e e e e ettt e e e e et e e e e e s et t e e e e e e s eatt et e e e e eatt e e e e e e e tteeeeeeahateeeeeaabtraeeeeabaaeeeeeaabareeeeaannrraeas 25
SUNVIVADIE CaAll SEIVET.....eiiiiiiiieii ettt ettt e e sttt e e s s bbbt e e s enbt et e e e etbee e e e s annneeeeas 25
SIP MEIA GAEWAY .......cccccuiiitiiiiiiie ettt et e e e e e e e e e e et e e e e e e et bt e e e eeeeeeeaeaaaeaeaaessessaasanssastesssseaesareaeaeaaaaaaaans 25
MIGIatioN WOTK FIOW. ...ttt e e e oottt ettt e et e e e aaeaeaeeaesaaaannnne 26
Preparation fOr UPGIaOe. ... ... ittt et e e e e e e e e e e s e s s e e abb bbb e sttt et e e e aaaaeaaeaaeaaaaannnnnns 26
Hardware Migration Dased 0N CPPM..........ooiiiii et e e 26

Communication Server 1000E High Scalability Installation and Commissioning December 2011

3



Hardware Migration Dased 0N CPDC.........ooiiiiiiiiiiie ettt e e e e e e e e e e e e e e e s ananes 27

Hardware Migration Dased 0N COTS. ... .uuu ittt e e e e e e e e e et e et e e e e e e aaaaeaeeaaaannnnnnes 28
SOfWAIE CONTIGUIALION. .....eieiiiiiiie ettt ettt et e skt e e e o bbbttt e skt e e e e et e e s asneeeaas 29
Configuration of the SUrVIVable Call SEIVET.........coiiiiiiiii e 30
Configuration of the SIP Media GAEWALY ...........ecorrrieiiiieeiriie e st 31
Chapter 5: Configure and manage the Communication Server 1000 High Scalability
03251 (=] 1 PP PPOUPPPPPPPIN 33
Communication Server 1000 High Scalability System Management Web Ul...............cccccne 33
L2 TS o SR RRPPR 33
CONfIGUIALION Prer@OUISITES. . .eii ittt ettt ettt e e st et e e e s s bb et e e e s esbb e e e e e s annbneeeas 35
St REEIENCE HA GlOUP ....ciiiei i e i ittt e e e e e e e e e e e e e ettt e eeeeeeeaeeaeaeeaasaan s snsenstennnnnneeeneaaaeeeees 36
CommOon Data CONfIQUIALION. .......uuiiiieiee e e e e e e e e e e e e e e e e s e s st e e e eeeaaeeesasannrsnbesreaaaeaeaaas 39
Set Common Data or UNIQUE Data VIEW...........uuuiiiiiiiiiieaiie ittt ettt e e e e e e e e e e e e e e e e e s 39
View ConteXt Of Data FIEIUS. .......ou ittt e e e e e e e e e e e e e nnbnb e eeeees 40
Common Data Auto Update ErrOr REPOI.........eiiiiiiiiiiiie ettt ee s 42
R (T o] o= L= AN T (o U oo F= L= PP PPPTUPPPPR 44
Common Data Specification CONfIQUIAtION...........coocciiiiiiiiiieeir e r e e e e e aeeaaaaeaees 46
BUIK ProviSion @ NEW HA GIOUP ....uuiiiiiiiiiie e e e e et ee ettt e e e e e e e s et et e e e e e aeeaeaessaaa b asbeseeereeeeeeeasesanannns 48
BUIK PrOVISIONING . ..ottt ettt e oo oottt ettt e e e e e e o4 e oo bbb bbb et et e e e e e e e seaaannbbbbeseeeeaeeeeeeaaannes 48
Re-replicate BUIK PrOVISIONING. ... ... e ittt e e e e e e e e ettt e et e et e e aaaaaaaaeaaeaaaannnnnnes 49
Review Common Data RepliCation REPOITS. ......ciiuiiiiiiiiiiiie et e e 51
(@] g g o g I = = 10 AN U T L1 PSR 51
Schedule Daily CommMON Dat@ @UAILS........uuuuiiiiiiiiiiiiiieie e e e e s e e e e e ereeaeeaaaaaaaaeaeeas 53
IMBINUAT AUGIT. ...ttt e ket e et okt e ekt e e st e e e bt e e n e e e nbe e e a e s 54
Chapter 6: Appendix COMMON Data.........coooiiiiiiiiiiiiiiiiiiie e 57

4  Communication Server 1000E High Scalability Installation and Commissioning December 2011



Chapter 1: New in this release

The following sections detail what is new in Communication Server 1000E High Scalability Installation
and Commissioning, NN43041-312 for Avaya Communication Server 1000 (Avaya CS 1000) Release
7.5.

* Features on page 5
« Other changes on page 6

Features

See the following sections for information about feature changes:

Avaya CS 1000 Element Manager HS completion for serviceability on page 5

Avaya CS 1000 Element Manager HS completion for serviceability

After you update the common data (such as Numbering or Bandwidth Zones) for one High
Avalilability (HA) group—the reference pair, the updates automatically propagate to the other
configured HA groups.

Note:

You must use the Avaya Communication Server 1000 (Avaya CS 1000) Element Manager
High Scalability (EMHS) interface to update the common data. Changes that you make by
using the command line interface (CLI) do not automatically propagate to the other HA
groups.

You can use EMHS to verify the integrity of the automatic update of the common data. You can
schedule a daily Common Data Audit or run an audit manually. The Common Data Audit
produces two reports, which provide detailed information about differences or errors in the
common data for the HS system. For more information, see the following sections:

» Common Data Audit Services on page 12

» Common Data Audits on page 51

« Schedule Daily Common Data audits on page 53
« Manual Audit on page 54

The CS 1000 Element Manager HS completion for serviceability feature also introduces a new
Common Data Block type—LD 117, ZONE for Bandwidth Zone. For more information, see
Appendix Common Data on page 57.
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New in this release

Other changes

This section lists changes that are not feature-related.

Added information about the order in which to select transactions, for re-replication. For more
information, see Re-replicate Auto Update on page 44.

Revision history

6

December 2011

August 2011

November 2010

Standard 02.03. This document is up-issued to support the removal
of End of Life (EoL) and Manufactured Discontinued (MD) hardware
content and associated diagrams.

Standard 02.02. This document is up-issued to support the removal
of content for outdated features, hardware, and system types.

Standard 02.01. This document is issued to support Avaya
Communication Server 1000 Release 7.5.

July 2010 Standard 01.03. Up-issued to reflect changes in technical content.
July 2010 Standard 01.02. Up-issued to reflect changes in technical content.
June 2010 Standard 01.01. This is a new document created to support
Communication Server 1000 Release 7.0.
Communication Server 1000E High Scalability Installation and Commissioning December 2011
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Chapter 2: Customer service

Visit the Avaya Web site to access the complete range of services and support that Avaya provides. Go
to www.avaya.com or go to one of the pages listed in the following sections.

Navigation

« Getting technical documentation on page 7

« Getting product training on page 7

« Getting help from a distributor or reseller on page 7

« Getting technical support from the Avaya Web site on page 8

Getting technical documentation

To download and print selected technical publications and release notes directly from the
Internet, go to www.avaya.com/support.

Getting product training

Ongoing product training is available. For more information or to register, go to
www.avaya.com/support. From this Web site, locate the Training link on the left-hand
navigation pane.

Getting help from a distributor or reseller

If you purchased a service contract for your Avaya product from a distributor or authorized
reseller, contact the technical support staff for that distributor or reseller for assistance.

Communication Server 1000E High Scalability Installation and Commissioning December 2011 7
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Customer service

Getting technical support from the Avaya Web site

The easiest and most effective way to get technical support for Avaya products is from the
Avaya Technical Support Web site at www.avaya.com/support.

8 Communication Server 1000E High Scalability Installation and Commissioning December 2011
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Chapter 3: Communication Server 1000
High Scalability System
Management overview

An Avaya Communication Server 1000 (Avaya CS 1000) High Scalability System (HS System) contains
multiple Communication Server 1000E High Availability Groups (HA Groups), associated Signaling
Servers, Media Cards, and Avaya CS 1000 Element Manager (EM) to provide centralized Unified
Communications Services and Multimedia Services to large-scale enterprise customers having more than
100000 telephony accounts.

HS System Data

HS System data is divided into two categories: common data and unique data.

HS System common data is a set of identically configured data blocks across multiple HA
Groups within an HS System. Because you can view the HS System as a single Unified
Communications Services and Multimedia Services entity, internal HA Groups must share a
set of system configuration data, such as Customer, Route, and ESN data blocks, to provide
a single system view.

HS System unique data is a group of individually configured data blocks, or attributes, for each
HA Group. For example, station data is unique on a per server basis.

Communication Server 1000 High Scalability System
Management

You manage a High Scalability (HS) System through a Web interface. The Web-based
management application is called Avaya Communication Server 1000 (Avaya CS 1000)
Element Manager High Scalability (EM HS). EM HS presents the multiple HA Groups as a
single system and replicates common data to all HA Groups within a HS System. You also use
EM HS to configure specific or unique data for an individual HA Group within a HS System.

EM HS uses Avaya Unified Communications Management Common Services (UCM Common
Services) as the navigation and launch point, the UCM Common Services security framework
as the access control layer, and UCM Deployment Manager as the deployment point. For more
information about UCM Common Services and the UCM Common Services security

Communication Server 1000E High Scalability Installation and Commissioning December 2011 9



Communication Server 1000 High Scalability System Management overview

framework, see Unified Communications Management Common Services Fundamentals,
NN43001-116 and Security Management Fundamentals, NN43001-604.

Communication Server 1000 Element Manager High
Scalability Services

Common Data Definition

HS System common data is a group of identically configured data blocks across multiple HA
Groups within the same HS System. Data that are common across multiple HA Groups are
configured once and automatically propagated to all groups within the same HS System, so
that the HS System appears as a single entity from a common data management
perspective.

Appendix Common Data on page 57 summarizes the loads that contain common data blocks.
For a complete list of attributes (prompts) in the default definition of common data, see Software
Input Output Reference — Administration, NN43001-611.

Common Data Replication Services

One High Availability (HA) Group in a High Scalability (HS) system is the designated reference
HA Group for data replication services.

Avaya CS 1000 Element Manager High Scalability (EM HS) provides two common data
replication services: Common Data Bulk Provision Service for a new HA Group and Common
Data Auto Update Service.

« Common Data Bulk Provision Service:

Common Data Bulk Provision Service applies to the initial configuration of a new HA
Group within an HS System. The Common Data Bulk Provision Service transfers the
entire system common data from the reference HA Group as a bulk provision into a target
HA Group.

« Common Data Auto Update Service

When you use CS 1000 EM HS to change common data for the reference HA Group, the
Common Data Auto Update Service propagates the change to all other HA Groups within
the HS System.

10 Communication Server 1000E High Scalability Installation and Commissioning December 2011
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Communication Server 1000 Element Manager High Scalability Services

Note:

You must use EM HS to make changes to common data. Changes that you make to
common data by using the command line interface (CLI) are not propagated to other
HA Groups within the HS System.

Common Data Service Replication Flexibility

An HS System is installed with a default definition of common data. Administrators can modify
the default definition. An entire default data block, or specific attributes (prompts) within a data
block, can be set as unique. Data that has been set as unique data can be reset as common
data. Data not in the default definition of common data can not be set as common data.

« If a data type is common data, the Common Data Automatic Update Service replicates
the entire data type attributes (data block prompts) among the multiple HA Groups within
the HS System during provisioning.

« If a data type is set as unique data, none of the data type attributes (data block prompts)
are replicated among the multiple HA Groups within the HS System during
provisioning.

« If a specific attribute (prompt) within a data block is set as unique, it will not be replicated
among the multiple HA Groups within the HS System during provisioning.

Common Data Service Replication Reliability

Ageneric mechanism is used to reliably retrieve and transfer load data across multi-HA Groups
by the Common Data Bulk Provision and Common Data Automatic Update Services.

In EM HS, a common data transaction is a set of common data replication operations
performed within all HA Groups in an HS System. In EM HS, a common data transaction
operation is a common data replication against a single HA Group under a common data
transaction. All common data transactions and associated transaction operations are
recorded. Administrators can review the common data replication report and rerun failed
transactions.

Common Data Bulk Provision Service for a new HA Group

Common Data Bulk Provisioning is used to bring a newly deployed HA Group to the same level
of service as the other HA Groups in the HS System. It is assumed that the configuration on
the reference HA Group is not changed during the bulk provisioning process.

« If data retrieval from the reference HA Group is successful and replication to the
destination HA Group fails, the failed transaction requests can be re-replicated.

« If critical failures occur, you must remove all partially transferred data on the destination
HA Group and restart the transfer from the beginning. For more information on restarting
bulk provisioning after a critical failure, see Re-replicating Bulk Provisioning on

Communication Server 1000E High Scalability Installation and Commissioning December 2011 11



Communication Server 1000 High Scalability System Management overview

page 49. A critical failure occurs, if data retrieval from the reference HA Group fails, or
if the bulk replication process unexpectedly stops before successful completion.

Common Data Automatic Update Service

If data retrieval from the reference HA Group is successful and replication to one or more
destination HA Groups fails, the failed transaction requests can be re-replicated.

Common Data Audit Services

The Communication Server 1000 High Scalability (HS) Management Audit Services focus on:

 Common data integrity preservation: the audit services preserve the integrity of common
data provisioning. The audit services screen the last common data transaction between
the HS management system and an individual HA Group to determine the integrity of the
common data provisioning sequence.

« Common data transaction audit: the audit services go through all common data
transactions from the last committed point in the database to find failed transactions and
associated transaction operations.

 Common data comparison: The audit compares the common data for individual HA
groups, within the HS system, against the common data from the reference HA group and
records any differences.

 Audit reports: the audit services generate comprehensive reports, including the Common
Data Replication Report and the Common Data Audit Report.

* Possible common data provisioning error correction: the audit services integrate a generic
mechanism to handle common data re-replication and provide hints for unique data
reconfiguration.

Element Manager High Scalability Redundancy Model

The EM HS redundancy model is depicted in Figure 1: EM HS redundancy with two way
replication and monitoring on page 13. For more information on deploying the EM HS
application with the redundancy option, see Linux Platform Base and Applications Installation
and Commissioning, NN43001-315.

In normal conditions one of the servers, for example server one, is in active mode and has all
the clients connections. If server one becomes unavailable, server two becomes active and
updates the element registry for the EM HS URL in the primary UCM Common Services to
point to server two. It may take up to 10 seconds for the update to the element registry for the
EM HS URL. After a switchover event, all new connections will be redirected to the active
server two. If server one becomes available, upon reconnecting with server two, server one
will switch to backup mode.

12 Communication Server 1000E High Scalability Installation and Commissioning December 2011
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Operation, Administration, and Maintenance Transaction Audit and Security Event logging

e Note:

If there is no response when clicking the EM HS link, login to UCM Common Services again.
An EM HS redundancy switchover event may have occurred.

It is assumed that the EM HS application does not co-reside with other applications, such as
Personal Directory or Network Routing Service. The database replication and heart beat
between the two servers does not support IPV6.

G G G

Frimary LICM

LDAP

EMHS - Server #1 EM HS - Server #2

Replication

Figure 1: EM HS redundancy with two way replication and monitoring

Operation, Administration, and Maintenance Transaction
Audit and Security Event logging

CS 1000 Element Manager HS log files are incorporated into the Operation, Administration,
and Maintenance (OA&M) Transaction logging system. UCM Common Services provides log
viewer and file download functions to retrieve log files. The log viewer is available from the
UCM Common Services navigation tree.

Communication Server 1000E High Scalability Installation and Commissioning December 2011 13



Communication Server 1000 High Scalability System Management overview

Communication Server 1000 High Scalability System
Management Security

CS 1000 High Scalability System Management uses the UCM Common Services framework
for security. The UCM Common Services framework provides the following security features:

« centralized logon and user authentication

« centralized security management with levels of user access

* lists the joined HS System under UCM security domain in structure view
« patch management and other security aspects

* underlying user access name and password to connected a HA Group

14 Communication Server 1000E High Scalability Installation and Commissioning December 2011
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Chapter 4: Migrating the Communication
Server 1000 High Scalability
System

This chapter provides a high-level task flow for migrating two or more Avaya Communication Server 1000E
(Avaya CS 1000E) systems to an Avaya CS 1000 High Scalability System (HS System).

Communication Server 1000 task flow

This section provides a high-level task flow for the installation or upgrade of a CS 1000 system.
The task flow indicates the recommended sequence of events to follow when configuring a
system and provides the NTP number that contains the detailed procedures required for the
task.

High Scalability Solution

For more information refer to the following NTPs, which are referenced in the High Scalability
Solution task flow diagram:

» Network Routing Service Fundamentals, NN43001-130

« Dialing Plans Reference, NN43001-283

« Linux Platform Base and Applications Installation and Commissioning, NN43001-315
« Security Management Fundamentals, NN43001-604

* Element Manager System Reference - Administration, NN43001-632

« Avaya Communication Server 1000E Planning and Engineering — High Scalability
Solutions, NN43041-221

Communication Server 1000E High Scalability Installation and Commissioning December 2011 15
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Figure 2: High Scalability Solution task flow

Survivable SIP Media Gateway

For more information refer to the following NTPs, which are referenced in the Survivable SIP
Media Gateway task flow diagram:

« Signaling Server IP Line Applications Fundamentals, NN43001-125

* Network Routing Service Fundamentals, NN43001-130

* Linux Platform Base and Applications Installation and Commissioning, NN43001-315
» Security Management Fundamentals, NN43001-604
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Survivable SIP Media Gateway

« Avaya Communication Server 1000E Installation and Commissioning, NN43041-310

» Avaya Communication Server 1000E Software Upgrades, NN43041-458
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Figure 3: Survivable SIP Media Gateway task flow
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Planning
There are a number of factors and questions to consider prior to the deployment of an HS
System, including
« Dial Plan analysis and migration to Zone Based Dialing design
* Migration of existing Media Gateway Controllers

» Total capacity of all existing Communication Server 1000E systems must be considered.
This will determine the number of HA Groups needed in the HS System.

« Physical configuration of the HS System

For more information on planning and engineering an HS System, see Avaya Communication
Server 1000E Planning and Engineering — High Scalability Solutions, NN43041-221.

Recommendations

For large network deployment, Avaya recommends that the UCM Primary Server and the UCM
Backup Server be installed on dedicated standalone servers, with no other applications co-
residing on the servers. In particular, the Communication Server 1000 Element Manager (EM)
High Scalability (HS) application should not be installed on the same server as the UCM
Primary or Backup Servers. The UCM Servers must be the first elements to upgrade. Thus, if
EM HS is co-residing with the UCM Servers, it will be upgraded as well and it cannot be used
to manage the Call Server which has not been upgraded yet.

For more information on UCM Common Services and the UCM Common Services security
domain, see Unified Communications Management Common Services Fundamentals ,
NN43001-116 and Security Management Fundamentals, NN43001-604.

Requirements

» The EM HS application must be installed on a dedicated standalone Linux server. If the
EM HS application is installed with the redundancy option, the redundant EM HS
application must be installed on the same type of Linux server as the primary EM HS
application.

For more information, see Linux Platform Base and Applications Installation and
Commissioning, NN43001-315.

« Subscriber Manager is a mandatory component of an HS System.
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Communication Server 1000 High Scalability System task flow

For more information on Subscriber manager, see Subscriber Manager Fundamentals,
NN43001-120.

Communication Server 1000 High Scalability System task
flow

The task flow makes the following assumptions about the configuration of the HA Groups that
are migrating to the HS System.

Assumptions

» The reference HA Group at the centralized location will be deployed with new
hardware.

« Existing HA Groups will be migrated individually.

* The existing HA Groups are running Release 6.0 software.

« All components have registered to the same UCM Common Services security domain.
« Zone Based Dialing (ZBD) has not been configured on any of the HA Groups.

* Survivable Media Gateways will be converted to Survivable SIP Media Gateways.
(Optional.)

» Most of the existing phones are IP phones (Unistim), or most of the existing TDM phones
will be replaced by IP phones (Unistim).

General task flow

1. Upgrade UCM Common Services to Release 7.0.

a. Backup the UCM Common Services database prior to migration of the
HA Groups to the HS System.

b. If Element Manager is deployed on the UCM Primary Server or UCM
Backup Server, remove it from the UCM Server prior to the upgrade.

c. Install a new stand alone UCM Primary Server first, followed by the UCM
Backup Server. Certain UCM Common Services management capability
will be impacted while the UCM Primary Server is being installed. For
example, an administrator cannot add new accounts or new servers.
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For more information on upgrading UCM Common Services to Release 7.0, see
Linux Platform Base and Applications Installation and Commissioning,
NN43001-315.

After UCM Common Services is upgraded, there should be no impacts to existing
Release 6.0 systems.

The Release 7.0 Deployment Manager will be installed on the UCM Primary
Server.

2. Configuration using Deployment Manager.

Release 7.0 Deployment Manager provides the capability to group servers into a
system view. For example, the following could be included in a system view:

* HA groups
- HA Call Server pairs
- Signaling Servers (TPS, GW, SIPL, PD)
*EM HS
« Internal NRS for the HS System
Other components, such as the following, could be included at this stage or later.

* Survivable SIP Media Gateways

 SIP Media Gateways and their associated EM

* Media Gateways

» Geographic Redundancy Counterparts for the HS System, if any

For more information on Deployment Manager, see Linux Platform Base and
Applications Installation and Commissioning, NN43001-315.

3. Preparation for upgrade.

Backup all system configuration data, including Call Server data and Signaling
Server data (Network Routing Service and Personal Directory), prior to upgrade.

4. Install hardware and software for the reference HA Group.

a. Install the dedicated standalone Linux server for the EM HS
application.

For more information, see Linux Platform Base and Applications
Installation and Commissioning, NN43001-315.

b. Deploy the EM HS application.

For more information, see Linux Platform Base and Applications
Installation and Commissioning, NN43001-315.
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General task flow

c. Install the hardware and deploy the software for the reference HA Group,
including

* High Availability Call Server pair. For more information, see Avaya
Communication Server 1000E Installation and Commission,
NN43041-310.

» associated Signaling Server for High Availability Call Server pair.

» Media Gateways, Survivable Media Gateways, or Survivable SIP
Media Gateways. For more information, see Linux Platform Base
and Applications Installation and Commissioning, NN43001-315.

» Signaling Server for the Internal NRS. For more information, see
Linux Platform Base and Applications Installation and
Commissioning, NN43001-315.

Note:

This workflow example assumes that new hardware is used to build
the reference HA Group at the Data Center. Thus, during the
configuration of the HS System, all existing Communication Server
1000E systems will continue to operate and existing systems can be
migrated to the HS System in stages. With this approach, the
reference HA Group Call Server can be installed with a default
database initially. Proper configuration of the Call Server will be done
at the next stage.

Note:

The High Scalability software package 421 and the Geographic
Redundancy Primary System software package 404 must be included
inthe keycode for all the HA Groups, including the reference HA Group
Call Server.

Note:

It is also possible to upgrade an existing Communication Server
1000E system to Release 7.0 and convert it to the reference HA
Group. In this case, the existing hardware and customer database can
be re-used. There may be significant modifications required in the
configuration, if the existing customer database has not already
incorporated the Zone Based Dialing design, or the existing Zone
Based Dialing design does not fit the overall Zone Based Dialing
design for the HS System.

5. Configure the Reference HA Group Call Server.
Use EM HS to configure the reference HA Group Call Server. This includes
* system configuration data
* customer data
* route and trunk data
» numbering zone and bandwidth zone data
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* ESN routing data
* Network Time Protocol
6. Configure the associated Signaling Servers.

Use EM HS to configure the associated Signaling Servers for the reference HA
Group Call Server. This includes

* IPL configuration
« SIP gateway configuration
* Personal Directory

= Note:
There will be a Personal Directory server for each HA Group.

7. Configure the Internal Network Routing Service.
Configure the Internal NRS that will be used for routing inter-HA Group calls based

on private numbers (UDP and CDP). Routing entries for user phone data must be
configured manually as user phone data are migrated to the HS System.

Migration and Consolidation of existing Communication
Server 1000E systems into the HS System

Migration and consolidation of existing CS 1000E systems will be done one system at a time.
There will be service interruption during the migration process.

1. Planning

a. Map the existing dial plan into the new centralized Zone Based Dialing
plan.

b. Determine the hardware migration strategy.

c. Determine to which HA Group the CS 1000E system should be
migrated.

d. Determine the TN mapping
e. Print out existing data before migration.

If possible, existing data (for example, CFN, CDB, RDB, ESN, trunk data
blocks) should be printed and kept for future reference.

For more information on planning and engineering an HS System, see Avaya
Communication Server 1000E Planning and Engineering — High Scalability
Solutions, NN43041-221.

2. MGC migration

If MGC must be migrated, the MGC data must be configured on the reference HA
Group Call Server and the data must fit into the TN space of this HA Call Server
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Migration and Consolidation of existing Communication Server 1000E systems into the HS System

(for example, Tone loop, Conference loop, digital trunk loops, analog trunks, MGC
loop and shelf).

The TDM sets on the MGC can be migrated together with IP sets in the next step.
3. User data migration

Extract the user set data from the existing CS 1000E system into a CSV format
file.

Use the PC based Migration Tool to make any modifications required for the new
ZBD design, for example

* TN changed to the TN for the new HA Group
* DN changed to add zone prefix
« CFWDN and HUNT changed to add zone prefix

Use Subscriber Manager to import the modified and converted data into the
controlling HA Call Server of the HS System.

4. Other database migration

The data stored in the Unicode Name Directory have to be modified according to
the new numbering plan (that is, ZBD prefix added to users DN have to be
considered for different Numbering Groups).

Because of the changes for phone DN involved in converting to ZBD design, the
personal data (caller list, redial list) stored in the Personal Directory will not be
retrievable. New data will be stored against the new DN once the user phone data
is migrated to the HS System.

5. Migrating an existing Release 6.0 Survivable Media Gateway to a Release 7.0
Survivable SIP Media Gateway. (Optional.)

Avaya recommends deploying Survivable SIP Media Gateways (SSMG) in the HS
System as secondary call servers in the GR-n way redundancy model.

The SSMG separates the Media Gateway component from the Survivable Call
Server component. The physical separation of these two components enhances the
scalability of the Geographic Redundancy network. Release 7.0 allows up to 511
secondary servers to be provisioned on the Primary Call Server for database
replication and redundancy, if the secondary servers are SSMGs. This architecture
also removes the 80 msec round trip delay restriction in Geographic Redundant
networks, since the local media controller communicates only with its local call
server and not with the Primary Call Server.

The TDM resources (Media Gateway Controller card, DSPs on other Media Cards)
register to the Media Gateway Call Server while the Survivable Call Server provides
redundant CS 1000 services for the IP Phones. The Media Gateway communicates
with the Primary Call Server or the Survivable Call Server using SIP trunking.

For more information, see Migrating an existing Release 6.0 Survivable Media
Gateway to a Release 7.0 Survivable SIP Media Gateway on page 25.

Once installed and deployed, the Survivable Call Servers and the SIP Media
Gateways are part of the UCM Common Services security domain. However,
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10.

manual registration with the UCM Common Services is required to enable Central
Authentication.

Hardware Conversion

Conversion of the existing hardware to the new HS System architecture depends
on the architecture chosen for the HS System.

The preferred architecture for the HS System is to have Survivable SIP Media
Gateways at the regional or branch locations. Phones for the users are upgraded
to Unistim phones or SIP phones. Only a small number of TDM phones are
supported at the regional or branch locations, for example FAX and test phones.
This will provide the maximum number of users supported on each HA Group in the
HS System.

If a large number of TDM phones are needed after the migration, SMGs would still
be required. This will affect the number of HA Groups needed in the HS System.

NCS Configuration

Configure NCS for redirection of Unistim phones from the branch or regional
locations to the HS System Call Servers.

Decommission the old hardware and commission the new hardware

a. Migrate the sets to the new hardware configurations and decommission
the old hardware.

b. Unregister all the obsolete elements from the old hardware.

c. Delete any obsolete elements from the UCM Common Services security
domain.

. Testing

a. Ensure that the phones are functional.

b. Make test calls (internal and PSTN calls).

c. Test survival mode operations.
Consolidation of the next CS 1000E system

Repeat each of the above steps for each CS 1000E system that must be migrated
to the HS System.

Note:

To consolidate CS 1000E systems that are running pre-Release 6.0 software, follow he
general task flow for consolidating Release 6.0 systems. Since these systems are not
registered to the UCM Common Services, it is not necessary to unregister or delete the
elements.
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Task flow for adding an HA Group to the HS System

Task flow for adding an HA Group to the HS System

1. Use Deployment Manager to add a new HA Group to the CS 1000E system.

* HA Call Server pair

« Signaling Servers (TPS, SIPL, SIP GW, PD)
Install the hardware and software.
Use EM HS to replicate the common data to the new HA Call Server pair.
Use EM HS to define any additional Numbering Zones and BW Zones.

o~ 0D

Configure the appropriate nodes for this HA Call Server pair.
6. Configure NRS for routing to this new HA Call Server pair.

After this HA Group is configured and deployed, consolidation of existing CS 1000E systems
to the HS System can continue.

Migrating an existing Release 6.0 Survivable Media Gateway
to a Release 7.0 Survivable SIP Media Gateway

Hardware considerations:

Survivable Call Server

CPDC or CPPM platform for running the Co-res CS/SS; CPPM only for running VxWorks CS
with SS applications running on COTS. The decision to run Co-res or VxWorks is dependent
on the number of users at the site. A Co-res system can only support 1000 IP users.

SIP Media Gateway

The CS, SS and MGC run in the SIP Media Gateway (CPMG/CPPM /CPDC/COTS). Here,
CPMG is a combination of CPPM and MGC hardware in one single hardware package
providing equivalent functionality.
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Migration work flow

This section outlines the work flow in migrating an existing Release 6.0 SMG to a Release 7.0
SSMG.

When migrating a SMG to a SSMG, additional server(s) will be needed depending on the
hardware option chosen. The following sections illustrate the possible hardware migration
paths.

Preparation for upgrade

Back up all system configuration data prior to migration, including Call Server data and
Signaling Server data.

Hardware Migration based on CPPM

1. The existing CPPM card serves as the Survivable Call Server. A new CPMG card
is added to the gateway chassis. The existing MGC card is not used.

2. The existing CPPM card serves as the Survivable Call Server. An additional CPPM
card is added to the gateway chassis, with the existing MGC card serving as the
SIP Gateway.

3. Anew CPPM card, serving as the Survivable Call Server, is added to the gateway
chassis. The existing CPPM and MGC cards serve as the basic SIP Media
Gateway.
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Hardware Migration based on CPDC
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Hardware Migration based on CPDC

Communication Server 1000E High Scalability Installation and Commissioning

1. Anew CPDC card, serving as the Survivable Call Server, and a new CPMG card,
serving as the basic SIP Media Gateway, are added to the gateway chassis.

2. The existing CPPM card serves as the Survivable Call Server. A new CPDC card
is added to the gateway chassis to serve as the SIP Media Gateway with the existing

MGC card.

3. The existing CPPM card serves as the SIP Media Gateway with the existing MGC.
A new CPDC card, serving as the Survivable Call Server, is added to the gateway

chassis.
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Figure 5: Migration based on CPDC

Hardware Migration based on COTS

1. Anew COTS card, serving as the Survivable Call Server, and a new CPMG card,
serving as the SIP Media Gateway, are added to the gateway chassis.

2. The existing CPPM card serves as the Survivable Call Server. Anew COTS card
is added to the gateway chassis to serve as the SIP Media Gateway with the existing
MGC.

3. The existing CPPM card serves as the SIP Media Gateway with the existing MGC.
A new COTS card, serving as the Survivable Call Server, is added to the gateway
chassis.
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Software Configuration

The configuration of the Survivable Call Server for the SSMG is similar to the configuration of
the Survivable Call Server for the SMG. The SIP Media Gateway controller has to be configured

independently.

Table 1: Call Server Package Requirements on page 29 summarizes the Call Server package

requirements for the Survivable Call Server and the SIP Media Gateway in an HS System.

Table 1: Call Server Package Requirements

Package Mnemonic Survivable Call SIP Media Gateway
Server (CPPM/ (CPMG/CPPM/
CPDC/COTS) CPDC/COTS)
404 GRPRIM X
405 GRSEC X
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Package Mnemonic Survivable Call SIP Media Gateway
Server (CPPM/ (CPMG/CPPM/
CPDC/COTS) CPDC/COTS)
406 SIP X X
410 HIGH_AVAIL X (Optional)
420 ZBD X X

Once installed and deployed, the Survivable Call Server and the SIP Media Gateways are part
of the UCM Security Domain. However, manual registration with the UCM Security Domain is
required to enable Central Authentication.

There may be extra modifications required in the configuration, if the existing customer
database has not incorporated the Zone Based Dialing design, or if the existing Zone Based
Dialing design does not fit the overall Zone Based Dialing design for the HS System.

Configuration of the Survivable Call Server

The CS, SS, and the Local NRS run in the Survivable Call Server (CPPM/CPDC/COTS).

Note:
To configure the Survivable Call Server, use the EM deployed with the SIP Media Gateway.
Do not use EM HS.

« Configure the GR Database Restoration Policy. The database for the Secondary Call
Server is replicated from the Primary Call Server using the existing GR database.
Manually invoke database download at the Primary Call Server.

» Configure Node ID
 Configure IPL/TPS

» Configure SIP Gateway, which should register with the network Primary NRS by default.
For WAN outage, it could register with a local NRS or point directly to the Survivable Call
Server.

Note:

Application ID field in EM: When configuring the node on the Survivable system, the
application Node ID field in the Gateway (H.323 and SIP) settings should be set to the
Node ID on the Primary Call Server, which is used in the Primary Call Server database
against the SIP route. For example, SIP route 1 on the Primary database is configured
with Node ID 4444. The Survivable Call Server is configured with Node ID 3333. The
Survivable Call Server gets the database from the Primary Call Server. The Survivable
Call Server defines application Node ID 4444, so that in survivable mode the SIP trunks
associated with route 1 can register.
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Configuration of the SIP Media Gateway
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Figure 7: Virtual Trunk Gateway Configuration

 Configure Local NRS for WAN outage

Configuration of the SIP Media Gateway

The SIP Media Gateway is not a GR Secondary Call Server, so it does not receive a replicated
database from the Primary Call Server (PCS). The configuration for the SIP Media Gateway
is independent of the PCS.

9 Note:

To configure the SIP Media Gateway, use the EM deployed with it. Do not use EM HS.
« Configure basic customer configuration and basic networking data
» Configure the Numbering Zone according to the overall Zone Dial Plan.
« Configure bandwidth zone for this SIP Media Gateway
 Configure digital trunks for PSTN access.
* Configure ESN routing
« Configure TDM sets as required
« Configure SIP gateway component
 Configure MGC data
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Chapter 5: Configure and manage the
Communication Server 1000
High Scalability System

Communication Server 1000 High Scalability System
Management Web Ul

An administrator starts Avaya Communication Server 1000 (Avaya CS 1000) Element
Manager HS from UCM Common Services. Avaya CS 1000 Element Manager High Scalability
is a Web-based management application to configure and provision aspects of an HS System.
It extends Element Manager (EM) for management of a single CS 1000 element:

* EM HS shows a list of HA Groups that are part of the HS System.

* When an administrator uses EM HS to update any of the common data in one of the
managed HA Groups, the Common Data Automatic Update Service propagates the
change to all other HA Groups within the HS System.

« An administrator can update data that is specific to an HA Group by selecting that group
from the list of HA Groups and performing the relevant operation.

The procedures in this section describe the functions available in EM to manage an HS
System.

Task Flow

This section provides the following high-level task flow for managing an HS System:
* Set the reference HA group.

You must set a reference HA group before you configure EM HS Common or Unique
data.

The reference HA group is used to provide the common data configuration view and
specifies the HS System common data baseline.

e Common Data View and Unique Data View.

Common Data is a set of identically configured data blocks across multiple HA groups
within an HS System. Since an HS System is viewed as a single Unified Communication
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entity, its internal HA groups must share a set of system configuration data, such as
Customer, Route, and ESN data blocks, to provide a single system view.

Unique Data is a group of individually configured data blocks for each HA group. For
example, station data is unique on a per server basis.

To configure Common Data in an HS System, the administrator must select Common
Data View in EM HS, so that the common data configuration will automatically replicate
from the reference HA group into all other HA groups belonging to the same HS
System.

To configure Unique Data in an HS System, the administrator must select the individual
Unique Data View in EM HS, so that the unigque data configuration will apply only to the
specified HA group.

* Bulk Provision a new HA group.

Bulk Provisioning replicates all the defined common data from the reference HA group
into a target HA group, providing a common data baseline within an HS System.

Common Data Bulk Provisioning is used to bring a newly deployed HA Group to the same
level of service as the other HA Groups in the HS System. Except for the reference HA
group, every HA group that joins an HS System must be Bulk Provisioned.

Figure 8: Task flow
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Configuration Prerequisites

Configuration Prerequisites

1. Overall HS System configuration

a. All HA Groups should register to the same security domain.

b. Create a userin UCM Common Services with the CS 1000 role. Give all
permissions related to the CS 1000 role to the user. This user should be
used to log in to UCM Common Services.

c. All CS 1000 HA groups in the HS system should be of the same system
type (CS 1000E), the same software load and have the same packages
enabled. The HS package should be enabled in all HA groups.

d. Don't perform a Bulk Provision operation while scheduled backups are
in progress.

e. Don't perform a Bulk Provision operation while an audit message is in
progress.

2. Bulk Provisioning

For Bulk Provision to work properly, there are certain unique data elements which
need to be set prior to the replication:

a. The same TTY configurations should be present on both reference and
destination HA Groups. The same TTY configurations are required in
case there are LD data block dependencies on the TTYs. For example,
configure a TTY with USER as CTY on both reference and destination
HA groups to successfully replicate the CDR_DATA block.

b. Pkg-168is an obsolete package. However, Pkg-168 may be unrestricted,
especially when using a database from an earlier release. Ensure that
Pkg-168 is restricted and that TMON is set to NO in LD 15
FTR_DATA..

c. There are number of dependencies when configuring certain data
blocks:

i. To replicate Night Number Table (NNT prompt), the Speed
Called List associated with the Reference HA Group must be
configured with DNSZ to 4 and SIZE to 10, within the unique
data of the new HA group prior to Bulk Provision. To add
Speed Call List, MSCL in PARM of LD 17 needs to have
sufficient number.

ii. To replicate CDR_DATA data block in LD 15, a port type
ADAN in LD 17 and USER as CTY must be configured within
the unique data of the new HA group prior to Bulk Provision.

iii. To replicate ATT_DATA data block which has the option
configured as ILE in LD 15, SETN in LD 12 must be configured
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within the unique data of the new HA group prior to Bulk
Provision.

iv. To replicate NSCL data block in LD 90, LSNO in SSC of LD
18 must be configured within the unique data of the new HA
group prior to Bulk Provision.

3. Auto Update

Bulk Provision must be applied to a new HA Group before the Auto Updates
operation occurs.

Set Reference HA Group

Set a reference HA Group within the HS System.
Setting Reference HA Group

1. From the UCM Common Services navigation tree, click Network, Elements.
The Elements page appeatrs.

Host Hame: w34 esCc3quanium. com Software Version: 02 10.0017.003570) User Name admin

Elements

New glements aré registerad inbo the securily iramework, of may beé added as simple hypedinks. Clck an elernant nama b launch &5 managamaent
sendce. You can opionally Aler the 151 by enfenng a search tenm

PR

Add . | | E g o

[ Etement Mame Efement Type - Release Address Desoipion ™

o [0 ES1000HS-EM g0 orem CE1000 70 100.20.15.2 Maw
elament

;[ 100.20.110.81 Call Server 7.0 100.20.110.81 MHew
glEmanl

1 [_ 100.20.111.95 Call Server 70 100.200111.85 PFlew
element

4|_': 1002014 147 Call Server 1.0 100.20.14.147 Flew
alemaent

«[] 100.20.10.3 Call Sarvar 7.0 100.20010.3 PiEw
@l

«[] 1002010179 Call Sener 7.0 1002010178 Blaw
element

Figure 9: Elements page Table View

2. Click on the link corresponding to the EM HS System in the Element Name column.
For example, in Figure 9: Elements page Table View on page 36 the link is
"CS1000HS-EM on ibmss9".

The System Overview page appears.
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Set Reference HA Group

Uanaging C51000 High Scalsbiity vew: 192 168.203 108

System Overview

[rvere is na reference HA group seidied, Flaase sel1olerencs of ha HS system
Installed Components
Set Reference | Bulk Provision |
nges  Mame LasiLpaateq IP Aggress Lasi Replicahon Stabus Sestem Qvarew
¢ 122168203 108 192.183.203.108 Version 3821, Release: 700 H
2 o 182188551 192, 168.55 134 Version 3621, Release: 700 H
10 1821 11 192.168.209. 119 Varsion: 3621, Release: TOOH
" Reference MA Group

Figure 10: System Overview

3. Select the radio button beside a Call Server in the Name column and click the Set
Reference button.

0 Note:

If the Reference HA Group has been set, the Set Reference button is disabled.
The Set Reference page appeatrs.

Managing: C51000 High Scalabdty View: | 192.168.203.119 "]

Set Reference

Set Referencs CS1000 HA proup i one of very MpoTtant S1eps o make HS System work property, The reference CS1000 Ha group of cumment CS1000 HS
Dy Pyl . COmMON i, iy 0 S renca el apgicein

dola Sefting the reference HA group reguires redinection 1o LUCM slements page Please Isunch the HS Syshem again |
Current Reference
[There is no reference HA proup selected Please sl reference of he HS system_ |
Selected Reference
Name IP Address

182 166209118 192 168 209119

Version 3821 Release 700 H
Cancel |  <<Back | Set

Figure 11: Set Reference

4. Verify the Selected Reference HA Group setting. Once the Reference HA Group
is set, it can not be unset.

5. Click the Set button.
A confirmation box stating "After successful set reference operation, UCM elements

page will be launched. Re-launch Element Manager HS application to continue
using. Click OK to continue with setting reference operation." appears.
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lEanaging: C51000 High Scalabity Yew: 192 168 209 119 =
Set Reference

St Asference C51000 HA group s one of very poriast ateps to make HS System work propery. The refenence C51000 HA group of cament C51000 HES
:Sj'!il"!"‘:'f provises B COMMON GBbs viw o1 thel mbnagaman! ASDICANoR

Piola SeRing the reference HA group reguires redirecion 1o UCH alemenls page, Flease launch the HE System agal

Current Reference

W After successful set reference operation, LCM elements page will be launched, Re-launch Element Manager HS
&/ applcation to continug usng.

'
Clck CF to continie with setting reference operstion, Releass 700 H
<Back | Sat

[ o || coma |

Figure 12: Leaving EM HS application and launching UCM elements page
confirmation box

6. Verify the Selected Reference HA Group setting and click the OK button.

9 Note:

Once the reference HA Group is set, it can not be unset. To set another HA Group
as the reference HA Group, the administrator must delete the current reference
HA Group from the HS System. After the reference HA Group has been deleted,
another Call Sever can be set as the reference HA Group. For more information
on deleting an HA Group from an HS System, see Linux Platform Base and
Applications Installation and Commissioning, NN43001-315.

The Elements page appears. (See Figure 9: Elements page Table View on page
36.)

7. Click on the link corresponding to the EM HS System in the Element Name column.
For example, in Figure 9: Elements page Table View on page 36 the link is
"CS1000HS-EM on ibmss9".

The System Overview page appears with an updated Installed Components table
and an updated View drop down list. Common Data is the first row in the Installed
Components table. The Common Data row is high lighted. The name of the
reference HA Group is denoted with an asterisk (*).
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Common Data Configuration

anaging

LS 1600 migh Scalabaty View: | Commmon Data

W

System Overview

Installed Components

Blulk Provision

Inder  Mame Lagi Lipdgted IP Address Last Replication Statue Sistem Owaniew

1 Commen Data Cemmon Dala Version: 3821, Release: 700 &
16216255 134 2010-05-07 1111440 192 188 85 134 FAILE ersion: 3621, Release: 700 G
152.168.200.94° 192.168.208.94 darsion 3621, Release: TOO G

Heference HA Group

Figure 13: System Overview with Reference HA Group Set

Common Data Configuration

Configure HS System common data.

Set Common Data or Unique Data View

Each HA Group, including the reference HA Group, may have unique data. Setting view sets
the data context: common or unique. There are two navigation trees: a Common navigation
tree and a Unigue navigation tree.

The Common navigation tree only lists links which belong to common data configuration. The
Unique navigation tree only lists links which belong to unique data configuration.

Setting Common Data or Unique Data View
1. To configure common data, set Common Data view. To set Common Data view,

click on Common Data in the Name column of the Installed Components table of
the System Overview page.
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_ : { Common Data & HA
. — 7 { System Data (Unique
S Data) Views

Lames Zoroay
" T A

l SRMIZILE e sate WEMAIEIN e s S

“Common Data & HA - —
System Data (Unique —
Data) Navigators "

Figure 14: System Overview - Set Common Data or Unique Data View

2. To configure unique data, set Unique Data view. To set Unique Data view, click on
an item in the Name column of the Installed Components table of the System
Overview page. For example, in Figure 14: System Overview - Set Common Data
or Unigue Data View on page 40 click on 192.168.203.235 to set the Unique Data
View for the HA group with IP address 192.168.203.235.

The System Overview page refreshes. The row for the HA group with IP address
192.168.203.235 is high lighted in the Installed Components table and
192.168.203.235 is displayed in the View drop down list.

OR
3. From any EM page, select an item from the View drop down list.

The System Overview page refreshes. The row corresponding to the selected
component is high lighted in the Installed Components table and displayed in the
View drop down list.

The navigation tree for the selected installed component loads. If the Common Data
component was chosen, the common data view has been set and the Common
navigation tree is loaded. If any component other than Common Data was chosen,
the unique data view has been set and the Unique navigation tree is loaded.

View Context of Data Fields

When the Common Data View is selected, only common data fields should be edited on an
EM web page. Exceptional Unique Attributes are highlighted and the warning message
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View Context of Data Fields

"Highlighted field(s) must be filled in from the individual HA Group view" is displayed. The
highlighted unique data field(s) must be configured from the individual HA Group view.

If an administrator edits a unigue data field when Common Data View is selected, the unique
field value will be transferred to the reference HA Group (in New and Change cases). The
edited unique field value will NOT be transferred to other HA Groups in the "Change" case,
but the value will be transferred to other HA Groups in the "New" case. For an example, see
Figure 15: Location Code Common Data View on page 41.

= = #
aragng 182168209108 Username: samn gw | Comman Data (&
[riafing 8=d Numbering Panss » Epgirnoe Swilched Nedvark (ESH) » Cuslomer 01 » Nustering Pian (NET) » Access Code 1

¥ » Locatgs Code

Lecafor Code

Location Code
Highlighted field(s) must be filled in from the individual HA Group view.

Flenbhe Lengin: ([
Routa Listindan |3 | »
ldasémusm 7 Gigit MPA code allowed:
Mazimum T digll MK code allowed
nhibit Time: Out Handler: |

ncoming Tiwnk group Exclusion Index w
Listed Directory Numiber
D 1

et Wvacard Dial | 1

* Raquired vales Submit. | | Cancal |

Figure 15: Location Code Common Data View

When the Unique Data View is selected, only unique data fields should be edited on an EM
web page. Unique data fields are highlighted and the warning message "Highlighted field(s)
should be filled in this HA Group View. Other non-highlighted fields should be filled in Common
View" is displayed. The non-highlighted common data fields must be configured from the
Common Data view. If the common data fields are modified from the Unique Data view, the
modifications will overwrite the existing common data. For an example, see Figure 16: Location
Code Unigue Data View on page 42.
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Vanagng 192188 209006 Username: aden Vigw: | 19216820910
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st » Location Code

Location Code
Higliqhtagﬂal_dts}m.ldbaﬂndinmh HA Group View. Other non-highlighed fields should be filled in

Locafion code
Fladble Length: |0 4.1
Route Listindex |3 w
Uarimum T digit NPA code alicwed:
Maximum T digit HxXE code allowed
Inhib# Tirme Out Handlar [
Incoming Trunk groug Exclusion indec | o
Listed Direclony Mumber

Ciract Inward Dial: [ ]
* Required vakes Submi Cancel

Figure 16: Location Code Unique Data View

Common Data Auto Update Error Report

The Common Data Auto Update Error Reports page appears upon the first occurrence of a
transaction failure during a Common Data Automatic Update for a particular HA Group.

Common Data Auto Update Error Reporting

1. If a transaction fails during a Common Data Automatic Update, the Common Data
Auto Update Error Reports page appears.

42  Communication Server 1000E High Scalability Installation and Commissioning December 2011
Comments? infodev@avaya.com



mailto:infodev@avaya.com?subject=Communication Server 1000E High Scalability Installation and Commissioning

Common Data Auto Update Error Report

Manageg C51000 High Scalsbity View: | 192,168 203 108 & |

Common Data Auto Update Error Reports

Chck on “Erfor Report and Correcton,. ™ bo navigals 1o Commen Data Repicabion Reporis page for re-rephcalion
Index Namg Operabgn Statys SetRep Infegrity Statys,  Descrplion Error Details
1 182,168 203 108 SUCCESS TranOperation: Transiemng

CCS_DATA fo saurce
192.168.203.108
2 182,168 55 134 FAILED TranOperation: Transleming OVL429
CCS_DATA fo destination
192 168 55 134

3 192158 200,119 FAILED TranOperation: Transleming The last
CCS_DATA 1o destinalion TransadionOperation 1D of
192 168 208.119 this HA sysiem is imvalid

Figure 17: Common Data Auto Update Error Reports
2. Perform one of the following actions:

* Click the Continue button.

The Element Manger page that was open when the Common Data Automatic
Update transaction failed appears. Element Manager continues the operation
that was in progress when the transaction error occurred. The transaction error
can be corrected at a later time.

* Click the Error Report and Correction button.

The Common Data Replication Reports page appears with a summary of the
Last transaction’s operations.
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Figure 18: Common Data Replication Reports

An Operation Status has four states:

- Success - the common data was successfully replicated to the destination
HA Group.

- Failed - the common data was not successfully replicated to the
destination HA Group.

- Outstanding - a transaction operation has failed. The outstanding
operation is pending the correction of a transaction error and the re-
replication of the failed transaction operation.

- Obsolete - the status of a Failed or Outstanding operation is set to
Obsolete after it has been corrected and re-replicated. A new transaction
record is created with status Success.

If there are failed transaction operations, the data will not be replicated to the
other HA Groups. Correct the transaction error and re-replicate the failed auto
update transaction request.

Re-replicate Auto Update

You can re-replicate failed auto update transaction requests.

Because transactions can have data dependencies with previous transactions, Avaya
recommends that you select the transactions to be re-replicated in the same order, in which
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Re-replicate Auto Update

they appear in the EM HS interface. For example, for transactions 1, 2, and 3 the valid
transaction selections are:

« all transactions, 1, 2, and 3
« only transaction 1
« transactions 1 and 2

For this example, if you select only transactions 1 and 3, errors in the re-replicated data could
occur.

Re-replicating Auto Update

1. From the UCM Common Services navigation tree, click HS System > Common
Data Replication Report.

The Common Data Replication Reports page appears with a summary of the Last
transaction's operations. (See Figure 18: Common Data Replication Reports on
page 44.)

2. Click the List all failed transaction operations link.

The Common Data Replication Reports page refreshes with a summary of List all
failed transaction operations.

3. Click the List all transaction operations link.

The Common Data Replication Reports page refreshes with a summary of List all
transaction operations.

4. Select the radio button in the Index column for the transaction to be re-replicated
and click the Re-replicate button.

The Auto Update Re-replication page appears.

Rianageng: CS1000 Hegh Scalability

Sxstern Ovarviaw » Common Dats Heplcabon Baperiy » Aufolpdale Re-replcation

Common Data Replication Reports - Auto Update Re-replication

Following saléded ransaction oparabions will bé ra-replicated. Ales re-raplicalion. propaf fransaction operabion status will be updated and
displaved
Cperaton ﬁ
Qestinalion ID Qperation Detaily
Trans D Stalus inte.qray RESCTIECN Error Details
Slatus,
i 2 192 168 203,108 FAILED TranODperation. OVL420 | DOV =] D=1 5 De-<VERZION
Transfeming
CCS_DATA o
destinaion
102158 203,108
5 25 182168 203.108 OUTSTANDING TranOperation.  The previous status of  <7umd version="1.0"%»
Transferring this Caore is =L DOVL ==L D> 15=/LD=-=VERSION
CCS_DATARe  FALEDVOUTSTANDING
destination
192,168 203 108

Cancel <<Back Execule Done

Figure 19: Auto Update Re-replication
5. Verify all selected transaction operations in the list and click Execute.
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The selected transaction is executed and the Auto Update Re-replication page
refreshes.

Common Data Specification Configuration

An HS System is installed with a default definition of common data. Within the default definition
of common data, an entire data block, or specific attributes (prompts) within a data block, can
be set as unique. Data that has been set as unique data can be reset as common data.

To change the default definition of common data, follow the steps in Configuring Common Data
Specification on page 46.

Configuring Common Data Specification

1. Fromthe UCM Common Services navigation tree, click HS System, Common Data
Specification.

The Common Data Specification page appears displaying a list of the common data
blocks.

-----

Managng: C21000 High Scabily

view! Common Data  |»

W

Common Data Specification

Common Data Specification contaima & sed of gredefined dalta biocks and assocated configuration atiribubes which are weed for Camenon Data configurabon in HS
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Edit. |

index DataBlock#  DataTipe Descripton Commen Status Exceptional Unigue Attnbutes ™
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2 LD15 MNET_DaTA Networking Common

30 LD1s5 FTR_DaTA Faatures and options Camman

4 LD1s AL _DATA Application Module Link camman

£ LD15 ANI_DATA Satarmalic Mumber Idantification Comman

& LD15 ATT_DATA Aflandant Cansoles Comman

LD15 ALI_DATA Sutomalic Wake Lp Data Comman

gy LD15 CAS_DATA Centralized Attandant Serace Dala Comman

a ¢~ LO1S CC8_DATA Contralled Class of Service Comman

L w

Figure 20: Common Data Specification

2. Select a radio button in the Index column of a data block and click the Edit
button.

The Common Data Specification Configuration page for the selected data block with
its associated configuration attributes appears.
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Common Data Specification Configuration
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Figure 21: Common Data Specification Configuration - LD 90 LOC
3. Perform one of the following actions:

« To set one or more attributes (prompts) to unique, select Unigue Data from
the Common Status drop down list for the attribute(s) and click the Save
button.

The Common Data Specification page appears with the attribute(s) set to
unique high lighted in red in the Exceptional Unique Attributes column.

« If the data block has been set to common, the Common Data Specification
Configuration page for the selected data block has three buttons:

- Cancel
- Set Entire Block as Unique Data
- Save.

To set the entire data block to unique, click the Set Entire Block as Unique
Data button.

The Common Data Specification page appears with the row corresponding to
the selected data block high lighted in red.

« If the data block has been set to unique, the Common Data Specification
Configuration page for the selected data block has three buttons:

- Cancel
- Set Entire Block as Common Data
- Save.
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To set the entire data block to common, click the Set Entire Block as Common
Data button.

The Common Data Specification page appears.

Bulk Provision a new HA Group

Common data bulk provisioning is used to bring a newly deployed HA Group to the same level
of service as the other HA Groups in the HS System.

Bulk Provisioning

Transfer common data as a bulk provision into a target HA Group.

Bulk Provisioning

1. From the UCM Common Services navigation tree, click Network, Elements.

The Elements page appears. (See Figure 9: Elements page Table View on page
36.)

2. Click on the link corresponding to the EM HS System in the Element Name column.
For example, in Figure 9: Elements page Table View on page 36 the link is
"CS1000HS-EM on ibmss9".

The System Overview page appears. (See Figure 13: System Overview with
Reference HA Group Set on page 39.)

3. Select the radio button in the Name column for the target HA Group to be
provisioned and click the Bulk Provision button.

The Bulk Provision page appears.
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Figure 22: Bulk Provision

4. Verify the Bulk Provisioning settings.
5. Click the Bulk Provision button.

192.168.209.119

o common data configured, within current HS System The operalon

U

Version: 4021, Release: TOO |

Sastem Overdew

viersion: 4021, Redease. 700 |

Bulk Provasion

The Bulk Provision page refreshes, and displays the status of the Bulk Provision
operation and a summary of the Transaction Operations.

Re-replicate Bulk Provisioning

If a Transaction Operation fails during Bulk Provisioning, the Bulk Provisioning process will
stop and display the Operation Status. An administrator can re-replicate failed bulk provisioning
transaction requests. For more information on re-replicating failed bulk provisioning
transactions, see Common Data Bulk Provision Service for a new HA Group on page 11.

Re-replicating Bulk Provisioning

1. From the UCM Common Services navigation tree, click Network, Elements.

The Elements page appears. (See Figure 9: Elements page Table View on page

36.)

2. Click on the link of the HS System in the Element Name column.

The System Overview page appears. (See Figure 10: System Overview on

page 37.)

3. Select the radio button beside a Call Server in the Name column and click the Bulk

Provision button.

The Bulk Provision page appears, and displays the status of the Bulk Provision
operation and a summary of the Transaction Operations. (See Figure 22: Bulk

Provision on page 49.)
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An Operation Status has three states:

* Success - the common data was successfully replicated to the destination HA
Group.

* Failed - the common data was not successfully replicated to the destination
HA Group.

» Obsolete - the status of a Failed operation is set to Obsolete after it has been
corrected and a new transaction record is created with status Success.

9 Note:

If a Transaction Operation fails during Bulk Provisioning, the Bulk Provisioning
process will stop and display the Operation Status. The administrator can correct
improper operations, or errors, and restart the Bulk Provisioning process.
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2  TranOperation: TransachoniD: 3 Transfer of data block ADAN_ELAN to destination SUCCESS

192.168.203.108

TranOperation: TransacioniD' 3 Retrieval of data block PARM from sounce 182 188.208.1190 SUCCESS

TranOparation: TransaconiD: 3 Transfier of data block PARK 1o destnalion SUCCESS

192.168.203.108

TranOparation: TransachoniD: 3 Retrieval of data block VAS from Sounce 192 168.209.118 SUCCESS

TranOperation: TransactonD: 3 Transfer of data block VAS 1o destnation 192 168 203108 SUCCESS

TranOperation. TransactoniD' 3 Retneval of data block CEQU from source 192 188 208 119 SUCCESS

TranOperation: TransachoniD: 3 Transfer of data block CEQU o destination FAILED SCHE3E Overlay
192168.203.108 Transaction

s L

e o=d O R

Figure 23: Bulk Provisioning Failure

9 Note:

If a critical error occurs, the Start Over button will be active and the Restart Bulk
Provision button will be inactive. Click the Start Over button to re-replicate bulk
provisioning after a critical failure. The Call Server in the HA Group will be
rebooted and all partially transferred data on the destination HA Group will be
erased.

4. Click the Restart Bulk Provision button.

The Bulk Provision page refreshes and displays the status of the Restart Bulk
Provision operation.
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Review Common Data Replication Reports

Review Common Data Replication Reports

All common data transactions and associated transaction operations are recorded. Once a
transaction has been performed, an administrator can review the common data replication
report and rerun failed transactions. For more information on rerunning failed transactions, see
Common Data Service Replication Reliability on page 11.

Reviewing Common Data Replication Reports

1. Fromthe UCM Common Services navigation tree, click HS System, Common Data
Replication Report.

The Common Data Replication Report pages appears with a summary of the Last
transaction's operations. (See Figure 18: Common Data Replication Reports on
page 44.)

2. Perform one of the following actions:
* Enter a search string in the Report contains box and click Search.

There are no restrictions on the search string. For example, the search string
could be an IP address, load humber, prompt name, error message or error
code.

The Common Data Replication Reports page refreshes with a summary of the
transaction operations containing the search string.

* Click one of the Quick Links.
The Quick Links target frequently used high-run queries.

- Last transaction's operations: lists all the operations of the last
transaction. It is the default query when the Common Data Replication
Reports page appears.

- Last failed transaction's operations: lists all the transaction operations
associated with the last failed transaction.

- List all transaction operations: lists all the transaction operations.

- List all failed transaction operations: lists all the failed transaction
operations.

The Common Data Replication Reports page refreshes with a summary of the
corresponding transaction operations.

Common Data Audits

Common Data Audit Services provide a means to identify differences between the common
data for the reference High Availability (HA) group and the other individual HA groups in a High
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Scalability (HS) system. You can schedule daily audits or manually run an audit. A scheduled
Common Data Audit produces two reports:

« Transaction Audit Report: verifies the last common data transaction between the HA
reference group and individual HA groups to determine the integrity of the common data
provisioning sequence.

« Common Data Comparison: provides a comprehensive error report, which contains a list
of the common data blocks and the status for each.

9 Note:

A manually run audit produces only a Transaction Audit Report. To obtain Common Data
Comparison reports, you must schedule a daily audit.

You can easily locate reports with errors and errors in the report details; these items appear in
red text. The following image shows the result of an audit, for which neither report contains

errors.

AVAVA CS1000 Element Manager

- LICM Network Sendces Managing: C51000 High Scalability

-Home )lgg Egrwgg » Common Data Avdt

- System Common Data Audit Service Configuration
+Core Equipment
E O Enable Daily Audit Senvice Scheduler. 4]
+Interfaces

- Engineered Values
+Emergency Senices
- Customers
- Routes and Trunks
- Routes and Trunks
- D-Channels
- Dialing and Numbering Plans
= Electronic Switched Metwork
- Phones
-Templates
- Security
+Passwords

SetSchedulertime: (00 | - |00 | (Hours : Minutes)

Maximum audit reports to keep: | 100 ¥
Save
Common Data Audit Reports
Exetuig_fudn Eefrash
Index Report Name Report Summary End Time Status
1 CommonDataComparisonAudit No mismatch in common data found 2010-09-22 18:06:46 COMPLETED
2 TransactionAudit There are no ermor records found 2010-09-22 17:26:15 COMPLETED

Figure 24: Common Data Audit Reports without errors

The following image shows the result of an audit, for which both reports contain errors. A
reports that contains errors appears in red text and in the Report Summary column, a
message states either “Mismatch in common data found” or “There are error records found”.

AVAYA €S1000 Element Manager

= Managing: CS1000 High Scalability

= ﬁ::ﬂmﬂl Serdces Agg égmce » Common Data Aucdt

- System Commeon Data Audit Service Configuration
+ Core Equipment
+IP Network Enable Daily Audit Service Scheduler.  [2]
+Interfaces

- Engineerad Values
+Emergency Senices
- Customers
- Routes and Trunks
-Routes and Trunks
-D-Channels
- Dialing and Numbering Plans
- Electronic Switched Network
-Phones
- Templates
- Security
+Passwords
a Palirias

Set Schedulertime: |00 % - 00 % (Hours : Minutes)

Maximum audit reports to keep: | 100 ¥
Save
Common Data Audit Reports
Execute Audit Refrazh
Index Report Mame Report Summary End Time Stalus
1 CommonDataComparisonAudit Mismatch in common data found 2010-09-22 19:01:26 COMPLETED
TransactionAudit There are eror records found 2010-09-22 18:31:23 COMPLETED

Figure 25: Common Data Audit Reports with errors

The following image shows the details for a Common Data Comparison report, which contains
errors. Only the common data blocks, for which errors exist, appear in red text. For common
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Schedule Daily Common Data audits

data blocks that contain errors, in the Audit Status column, a message states “Mismatch in
common data found”.

AVAVA CS$1000 Element Manager
_UCM Network Services Managing: C51000 High Scalability
e At Service » Common Data Audé » Common Data € ison Audt Details
- System Common Data Comparison Audit Summary
CeNea b iveie ot o G
i lokHacas 1 CommonDataComparisonAudit Mismatch in common data COMPLETED 2010-09-22 19:01:26
- Engineered Values Dol
+ Emergency Services
- Customers Common Data Comparison Audit Details
- Routes and Trunks
- Rioutes and Tronks Index  Common Data Block Auit Status Error Detals
—D-Channels 1 ADAN_ELAN Mismatch in common data found  Mismatch value found in prompts:[ADAN, DES, ADAN,
il DES]Id1 7-ADAN_ELAN.CUST No:192.168.55.134;
- Dialing and Numbering Plans
=i Ele;ronic Mhememrk 2 PARM Mo mismatch in common data
found
'ﬁl::::mss 3 VAS Mismateh in common datafound  Mismateh value found in prompts VSID, VSID, VSID,
= VSID, ELAN, SECU, INTL, MCNTLI01 7 VAS:CUST
_1P'::'s?vords Mo:192.168.55.134;
+Policies 4 CEQU Mo mismatch in common data
HS found
% C?I"’ns::;: Data Specification 5 DEFAULT Mismatch in commaon data found Mismatch value found in prompts:[OPT, OPT, OPT, OPT,
= e OPT, HOLIDAY, HOLIDAY, HOLIDAY,
- Common Data Replication Report OPTHId1 5:0EFAULT CUST No:00:192.168.55.134;
- Gudi Sanices Mismatch value found in prompts [OPT, OFT, OPT, OPT,
OPT, HOLIDAY, HOLIDAY, HOLIDAY,
OPT]1d15.DEFAULT:CUST No:01:192,168.55.134;
Mismatch value found in prompts:[OPT, OFT, OPT, OPT,
OFT, HOLIDAY, HOLIDAY, HOLIDAY,
OPTLId1SDEFAULT.CUST No:02:192.168.55.134,
B CAS_DATA Mo mismatch in common data
found
7 CCS_DATA Mo mismatch in common data
< » t

Figure 26: Common Data Comparison report details with errors

The following image shows the details for a Transaction Audit Report, which contains errors.
Only the HA Groups, for which errors exist, appear in red text. For an HA Group with errors,
in the Audit Summary column, a message states “Error found”.

AVAYA CS1000 Element Manager
- UCM Network Sendces Managing: CS1000 High Scalability
- Hame Mt Service » Common Doto Auds » vt Detais
- System Common Data Transaction Audit Summary
; :Z;u':le Ej;lfmam Index Report Mame Report Summary Status End Time.
:]nte:ace; 1 TransactionAudit There are error records found  COMPLETED 2010-08-22 18:31:23
-Engineered Values
GENBISEAEeIces Common Data Transaction Audit Details
= :::nmn: Trunk: It there are any transactions that have failed, click on the transaction link to go through the re-replication process. These falled transactions, however, may have
= Rc:‘se: and Trunis been re-repicated since this ransaction sudt process has completed
-D-Channels Index  HAGroup 1D Aucit Summary Found Faled Transactions
- Dialing and Numbering Plans 1 192.168.209.105 Mo Error Found
- Electronic Switched Network 2 192.168.55.134 Error Found Misciha tacaids: 1087

Figure 27: Transaction Audit Report with errors

Schedule Daily Common Data audits

Schedule a daily Common Data audit to run both the Common Data Transaction Audit and
Common Data Comparison Audit. To schedule a daily audit service report, follow the steps in
Scheduling Daily Common Data audits on page 54.
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Scheduling Daily Common Data audits

1. From the UCM Common Services navigation tree, click HS System > Audit
Services.

The Common Data Auto Service Configuration page appears.

Kanaging: C51000 High Scalabity
view| Common Data b

Common Data Audit Service Configuration

Enable Daily Audit Sendce Scheduler: [
Set Scheduler ime; |00 » 00 % iHours : Minutes)

Masimumm audit repors 1o keep: | 100 >

Common Data Audit Reports

| Execute Audit Now Aetash

Indax Feeport Hame Report Summary End Tima Status

Figure 28: Common Data Auto Service Configuration

The default Audit Service Scheduler values are:

* Enabled - not enabled
» Scheduler time - 00:00 (Hours : Minutes)
» Maximum audit report to keep - 100

2. Select the Enable Daily Audit Service Scheduler check box to enable the Audit
Service Scheduler.

3. Configure the Scheduler time and Maximum audit reports to keep.
4. Click Save.

The Common Data Auto Service Configuration page refreshes.

5. Click the Refresh link on the Common Data Audit Reports table to update the
table.

Manual Audit

To update the common data audit services reports table manually, follow the steps in
Performing a Manual Audit on page 55.
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Manual Audit

Note:

A manual audit returns only the Transaction Audit Report. To generate a Common Data
Comparison report, you must schedule a daily audit.

Performing a Manual Audit

1. From the UCM Common Services navigation tree, click HS System > Audit
Services.

The Common Data Auto Service Configuration page appears. (See Figure 28:
Common Data Auto Service Configuration on page 54.)

2. Click the Execute Audit Now button.

The Common Data Auto Service Configuration page refreshes.

3. In the Report Name column of the Common Data Audit Reports table, click the
corresponding link for any report, for which you want to view the details.
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Chapter 6: Appendix Common Data

With the exception of the following prompts
* the SPVC prompt in the ATT_DATA block of LD 15
» the ALDN and PREO prompts in the FTR_DATA block of LD 15
* the VNR prompt in the NET_DATA block of LD 15

all prompts in the data blocks listed in Table 2: Default definition of common data on page 57 are included

in the default definition of common data.

Table 2: Default definition of common data

Load Number

Data Block Type

Description

14

IPTI

IP TIE trunk data block

15 CbhB Customer data block

15 DEFAULT Default customer data block

15 AML_DATA Application Module Link options

15 ANI_DATA Automatic Number Identification numbers

15 ATT_DATA Attendant Console options (Except prompt SPVC)

15 CAS_DATA Centralized Attendant Service options

15 CCS_DATA Controlled Class of Service options

15 CDR_DATA CDR and Charge Account options

15 FCR_DATA New Flexible Code Restriction options

15 FFC_DATA Flexible Feature Code options

15 FTR_DATA Features and options (Except prompts ALDN and
PREO)

15 INT_DATA Intercept treatment options

15 LDN_DATA Departmental Listed Directory Numbers

15 MPO_DATA Multi-Party Options

15 NET_DATA ISDN and ESN Networking options (Except prompt
VNR)

15 PWD_DATA Customer related Passwords

15 RDR_DATA Call Redirection

15 ROA_DATA Recorded Overflow Announcement options
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Load Number

Data Block Type

Description

16 RDB Route data block and Meridian 911

16 AWR Automatic Wake Up trunk block for RAN/Music
16 CAA Common Control Switching Arrangement

16 CAM Central Automatic Message Accounting trunk
16 CBCT Call by call master route cbc_pkg-23

16 coT Central Office Trunk data block

16 CSA Common Control Switching Arrangement access
16 DIC Dictation trunk data block basic-1

16 DID Direct Inward Dialing trunk data block

16 FEX Foreign Exchange trunk data block basic-1

16 FGDT Feature Group D trunk fgd-17

16 IDA Integrated Digital Access

16 ISA Integrated Service Access route or Call-by-Call
16 MCU Meridian Communications Unit port basic-18
16 MUS Music trunk data block

16 PAG Paging trunk data block basic-1

16 R232 DAC for RS-232 port basic-18

16 R422 DAC for RS-422 port basic-18

16 RAN Recorded Announcement trunk data block

16 RCD Emergency Recorder trunk data block

16 RLM Release Link Main trunk data block

16 RLR Release Link Remote trunk data block

16 TIE TIE trunk data block

16 TIE ATL TIE ATL data block for Sweden supp-15

16 TIE SEMI Semi-automatic TIE trunk data block opcb-14
16 TIE AUTO Automatic TIE trunk data block opcb-14

16 TIE TONE Tone TIE trunk data block opcb-14

16 WAT Wide Area Telephone Service trunk data block basic-18
17 ADAN All input/output devices (includes D-channels) basic-19
17 CEQU Common Equipment parameters basic-19

17 PARM System Parameters basic-19

58 Communication Server 1000E High Scalability Installation and Commissioning

Comments? infodev@avaya.com

December 2011


mailto:infodev@avaya.com?subject=Communication Server 1000E High Scalability Installation and Commissioning

Load Number Data Block Type Description
17 VAS Value Added Server
24 ESA Emergency Services Access data block
86 DGT Digit manipulation data block
86 ESN ESN data block
86 ITGE Incoming Trunk Group Exclusion data block
86 RLB Route List data Block
87 FCAS Free Calling Area Screening
87 FSNS Free Special Number Screening
87 NCTL Network Control
90 NET Network translation tables
90 HNPA Home NPA translation code
90 LOC ESN Location Code translation data block
90 NPA Numbering Plan Area code translation data block
90 NSCL Network Speed Call List data block
90 NXX Central Office Code Translation data block
90 SPN Special code translation data block
117 ERL Emergency response location
117 NumZone Numbering Zone
117 ZONE Bandwidth Zone
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