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Publication history

August 1997 This is the Standard 1.0 release of Mheridian Mail Net
Gateway Installation and Administration Guideexplains
how to set up and use the Meridian Mail Net Gateway system
together with Meridian Mail to exchange voice messages
with other Meridian Mail, Norstar Voice Mail, or VPIM-
compatible voice mail systems over TCP/IP networks.
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About this manual

What this manual is about

What this manual is about

Introduction

What this manual
includes

Assumptions

TheMeridian Mail Net Gateway System Installation and
Administration Guideprovides information and instructions for
setting up, administering, and maintaining the Meridian Mail
Net Gateway 1.0 system.

This manual explains how to set up and use Meridian Mail Net
Gateway with your existing TCP/IP network and Meridian Mail
in order to exchange voice messages with other Meridian Mail,
Norstar Voice Mail, or VPIM-compatible voice mail systems. It
includes guidelinesnly for

» configuring your network and Windows NT

e configuring your PBX

e setting up Meridian Mail, Norstar Voice Mail, or
VPIM-compatible voice mail systems

It includes detailed instructions for

« installing Meridian Mail Net Gateway hardware and
software

» verifying the installation
» configuring Meridian Mail Net Gateway using the
administration interface

* interpreting Meridian Mail Net Gateway Operational
Measurements

e maintaining and troubleshooting the system

This manual assumes that you have a properly configured TCP/
IP network (Internet or intranet), and a Windows NT 4.0 server.
It also assumes that you have the Meridian Mail Enterprise
Networking feature installed and properly configured in
Meridian Mail.

Standard 1.0
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What this manual is about

Who should read this There are two distinct audiences who will use this manual:
manual

» installation technicians responsible for maintaining
Meridian Mail, implementing Enterprise Networking, and
configuring the PBX

» data network administrators responsible for implementing
and maintaining a customer’s Local Area Network (LAN),
Wide Area Network (WAN), or both

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997
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Skills you need to have

Skills you need to have

Introduction

Telephony network
administration

Data network
administration

There are two distinct sets of skills required to successfully
implement Meridian Mail Net Gateway:

e data network administration

e telephony network administration

It is assumed that, in most cases, the data network and
telephony network tasks are performed by different individuals
who must be in close contact with one another.

If you are responsible for configuring the telephony
components of Meridian Mail Net Gateway, you should know
how to do the following:

»  Work with Nortel (Northern Telecom) Publications (NTPs).
*  Work with the networking feature of Meridian Mail.

e Configure hunt groups on your PBX.

e Setup analog lines from the PBX to connect Meridian Malil
Net Gateway to the switch.

If you are responsible for a customer’s data networks and must
install a Meridian Mail Net Gateway system, you should know
how to do the following:

* Set up TCP/IP networking on a Windows NT 4.0 server.

* Install a circuit card in a PC.

Install software on a Windows NT 4.0 system.

e Stop and start Windows NT services.

You should have a basic understanding of

* Internet domain haming conventions

* Internet E-mail standards and protocols (such as SMTP,
MIME, and VPIM)

* mail relays and firewalls
¢ domain name servers

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997
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Skills you need to have

Data network If you have purchased the Entrust security encryption product
admi_nistration for use with Meridian Mail networks, you should also
(continued) understand how to work with Entrust/Lite Manager or Entrust/

Lite Client, or both.
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About this manual

Systems supported by this guide

Systems supported by this guide

Introduction

Voice mail systems

Platforms supported

This manual supports Meridian Mail Net Gateway Release 1.0.

The Meridian Mail Net Gateway system can exchange
messages with

 Meridian Mail Release 11
+ Norstar Voice Mail Release 3.0

e any voice mail system compatible with the \Voice Profile for
Internet Mail (VPIM) standard Version 2

There are several types of systems involved in the Meridian
Mail Net Gateway system. The following summarizes the
platform requirements.

PC Server

Meridian Mail Net Gateway works on a Windows NT 4.0 server
as described in “Recommended hardware configuration” on
page 3-25.

Meridian Mail

Meridian Mail Net Gateway works with all Meridian Mail
platforms capable of using the Enterprise Networking feature.
Valid platforms are

e Card Option
e Modular Options
e Modular Option EC

« EC11
e Modular Option GP
s MSM

Norstar Voice Malil

Any Norstar platform that is capable of running Norstar Voice
Mail Release 3.0 can exchange messages with Meridian Mail
Net Gateway.
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Platforms supported VPIM compatible voice mail systems

(continued) Refer to your voice mail system’s documentation to determine
if your system is VPIM-compliant. If it is, then your VPIM-
compliant system can exchange messages with Meridian Mail
Net Gateway.

PBXs supported Meridian Mail Net Gateway works with any PBX that can be
connected to the Meridian Mail systems described on
page 1-6.
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Structure of this guide

Introduction This manual provides all the information normally required to
set up, configure, and maintain the Meridian Mail Net Gateway

system.

Contents of this This manual contains the following chapters.

manual

Chapter number and title Description

Chapter 1, About this manyal This chapter explains the structure and content of this mapual.

Chapter 2, Understanding S.

Net Gateway

This chapter provides an overview of how Net Gateway work

It describes what it is and how it interacts with Meridian Malil
networking. It also explains the related technologies of Interr
intranet, compliance with the VPIM standard, and the Entrus
security option.

et/
it

Chapter 3, Installing Net
Gateway hardware and
software

This chapter explains

< what you need to do before you can install Net Gateway

* how to install the Dialogic voice processor board and the ¢
protection device

« how to install the Net Gateway software

Opy

Chapter 4, Configuring Net| This chapter explains

Gateway « the Net Gateway administration interface

« how a primary network administrator can configure information

for the entire voice mail network

« how local administrators can configure their systems
Chapter 5, Net Gateway This chapter explains the statistics that Net Gateway collects and
operational measurements| how to interpret them.
Chapter 6, Maintenance andThis chapter contains a number of procedures that are useful if
troubleshooting you encounter problems with your Net Gateway system.
Chapter 7, Voice Profile for| This chapter provides information about which features of the

Internet Mail (VPIM)
description

Voice Profile for Internet Mail standard are supported by Net
Gateway.

Index

The index is an alternate way of locating information in this
manual.

Standard 1.0
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Typographic conventions

Typographic conventions

Introduction This topic explains the typographic conventions used in this
manual.

“System-related” text The following table describes how keyboard keys, system text,
and responses you enter into the system are presented.

Convention for Description Example
keyboard keys A keyboard key is referred to by its I[abetess <Return>.
enclosed in angle brackets. Press <Cirl> <R>.

When two key names appear together
you press them both at the same time

A keyboard key appears in the same
typeface as the accompanying text.

text you are required foText that you type appears in bold print.Type PRT and press

enter <Return>.
names of menu optionss;The first letter of a field name is Procedure text:
screens, or fields capitalized. The field name appears in thg,,e your cursor to the

same typeface as the accompanying teXfailbox number equals
local extension? field.

Other text:

The Remote Site
Maintenance—Add scree
is used to define sites in
your network.

Note: For clarity, some field names may
be enclosed in quotation marks.

=]

values in a field The first letter of a value in a field is | The default is No.
capitalized. The field value appears in the
same typeface as the accompanying text.

system responses System responses appear in the sam@esult: The Remote Site
typeface as the accompanying text. Theyaintenance—Add screen
are often introduced witResult. is displayed.
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About this manual

Cross references

Typographic conventions

The following table describes how cross references to other
sources of information are presented.

For a reference to text the text appears Example

in the same chapter of
this manual

surrounded by double quotation markisFor information about what
with the name of the topic under whichthis guide contains, see

the required text is located.

“Skills you need to have”
on page 1-4.

in another chapter of
this manual

surrounded by double quotation marksfor instructions on adding

with the name of the chapter and, if

necessary, the name of the topic wherechanging, and deleting

the required text is located.

sites, see “Adding,

sites” in Chapter 4,
“Configuring Net
Gateway.”

in another manual

in italics (for the NTP title) and
parentheses (for the NTP number).

For instructions on how to
ensure that the Meridian
Mail Enterprise Networking
feature is correctly
configured, refer to the
Meridian Mail Enterprise
Networking Installation and
Administration Guide
(NTP 555-7001-246).
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Overview of this chapter

Overview of this chapter

Introduction This chapter describes

* how the Meridian Mail Net Gateway operates
* Net Gateway’s major features

» the related technologies and products used with Net
Gateway

It is intended to give you an overview of the system to aid in
implementation and troubleshooting.
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Meridian Mail Net Gateway

Meridian Mail Net Gateway

Introduction

What Net Gateway
does

Major features

This section describes the Meridian Mail Net Gateway, its
major features, and how it works.

Meridian Mail Net Gateway provides Meridian Mail with the
capability of exchanging messages between other Meridian
Mail, Norstar Voice Mail, and other vendors’ voice mail
systems using a standard data communications network as the
transport backbone.

Net Gateway takes Meridian Mail messages sent through
Enterprise Networking, formats them using industry-standard
electronic mail protocols (ESMTP/MIME), and sends them
across either a private enterprise wide-area network (WAN) or
the Internet for delivery to a remote site. This site could either
be a Norstar Voice Mail 3.0 system, another Net Gateway
system attached to Meridian Mail, or a voice mail system
conforming to the Voice Profile for Internet Mail (VPIM)
standard.

It runs on any standard Pentium-class PC under Windows NT
4.0 that meets the minimum software and hardware
configuration requirements described in Chapter 3,
“Understanding Net Gateway.”

Net Gateway introduces several new features to Meridian Mail
networking. It has the ability to do the following:
*  Network together up to 500 sites.

* Exchange voice messages between Meridian Mail and
Norstar Voice Mail or VPIM-compatible voice mail
systems.

»  Operate over standard TCP/IP networks (Internet/intranet).
* Run on standard PC hardware and software.

*  Perform network administration in a Windows Graphical
User Interface (GUI) environment.
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Meridian Mail Net Gateway
Major features » Save toll charges for network messages by sending them
(continued) over the Internet.

»  Simplify network administration by centrally administering
network sites.

* Optionally secure voice mail traffic using the industry-
leading Entrust encryption technology (only between Net
Gateway sites).

Typical setups This section discusses the typical setups for the Net Gateway.

Simple implementation
This diagram shows the Net Gateway used in a corporate LAN

or intranet.
| PBX PBX |
Meridian Mail EN Meridian Mail EN
L1 Meridian Mail Meridian Mail |
Net Gateway Corporate Net Gateway
LAN or WAN

G100630
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Meridian Mail Net Gateway

Typical setups Complex network

(continued) This diagram shows the Net Gateway used over an Internet
connection with NMS, Norstar Voice Mail, and VPIM-
compatible systems.

Regular
Enterprise PBX
Network site
PBX Meridian Norstar
Mail EN Voice Mail 3.0
Meridian Net Gateway Proxy Server
Mail EN | |
NMS site
PBX PBX Internet
Intranet
WAN )
PBX —_—
I
Meridian Net Gateway Proxy Server VPIM-compatible
Mail EN | | voice mail system

G100631
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Meridian Mail Enterprise Networking

Introduction This section describes the Meridian Mail 11.0 feature,
Enterprise Networking, and how it is used in the Net Gateway
system.

Enterprise Networking ~ Enterprise Networking is a Meridian Mail networking protocol
that is used to transmit messages between users on different
Meridian Mail systems. It uses

* a network database to define local and remote sites

* DTMF signaling instead of modems to transmit message
header information between sites

When used by itself, Enterprise Networking only allows
networking with other Meridian Mail sites and a maximum of
151 sites (one local site and 150 remote sites).

How Net Gateway uses The Net Gateway system receives the DTMF signaling and

Enterprise networking  voice data from Meridian Mail Enterprise Networking through
any one of four analog voice ports from the PBX which are
connected to a Dialogic voice processor card installed in the Net
Gateway PC.

Meridian Mail Net Gateway translates the Enterprise
Networking DTMF information to standard Internet E-mail
information. It then sends it over the Internet/intranet (through a
standard network interface card) as a MIME message. The voice
message is included in a format appropriate for the destination
system.

When receiving a MIME message, the Net Gateway system
translates the information in the MIME header into Meridian
Mail format. Meridian Mail Net Gateway then sends this
information, with the voice message content, back to Meridian
Mail Enterprise Networking on any one of four analog voice
ports connected to the voice processor card.
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The Internet and intranets

The Internet and intranets

Introduction

Definition:
Internet

Definition:
Intranet

Finding someone on
the Internet/intranet

Domain names

This topic defines the terms “Internet” and “intranet.”

The Internet is a large “network of networks.” There is no one
network known as “The Internet.” Instead, networks from all
over the world are “inter-networked” together to form one huge
network communicating at amazing speeds with the TCP/IP
protocol. The Internet offers mail, file transfer, and remote
login, as well as a variety of other services.

An intranet is similar to the Internet except that it is a collection
of networks that are networked together within an organization.

Finding someone on the Internet (or the intranet) can be
accomplished by the use of domain names and addresses.

A domain name identifies the name of a system or location, and
the kind of organization it is. The format of the domain name is
“somewhere.domainThe following table identifies some

domain types.

Domain extension Domain type

com This usually identifies a company or other
commercial institution or organization.

Example: nortel.com

edu This identifies an educational institution.
Example: nyu.edu represents New York
University.

net This usually identifies gateways and other

administrative hosts for a network.

Example: nic.eu.net is an example of a
gateway.
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Understanding Net Gateway

Domain names
(continued)

IP addresses

Relationship of
domain names to IP
addresses

The Internet and intranets

The proper terminology for a site’s domain name is its Fully
Qualified Domain Name (FQDN). It is usually selected to give a
clear indication of the site’s organization or sponsoring agent.

Example: mmng.tor.nortel.com

Every single computer on the Internet (or intranet) has a unique
address. This address is commonly referred to &8 address

The IP address is a 32-bit number that is represented in dot
decimal format.

Example:147.31.254.130

There are three classes of IP addresses: Class A, Class B, and
Class C. The network class determines the number of bits
assigned to both the network and host portions of the IP address.
(A host is a particular computer in the network.)

* InacClass A address, the first byte is in the range of 1
through 127, and the network address is 1 byte in length.
The last three bytes comprise the host address.

* InaClass B address, the first byte is in the range of 128
through 191, and the network address is 2 bytes in length.
The last two bytes comprise the host address.

* InaClass C address, the first byte is in the range of 192
through 254, and the network address is 3 bytes in length.
The last byte is the host address.

Any computer on the network can be located by using either the
domain name or its IP address. However, it is very difficult to
remember |IP addresses and much easier to remember domain
names.

To make the job of locating someone easier, a computer within a
domain is dedicated to mapping domain names to IP addresses.
This type of computer is called a domain name server (or DNS
server).

For examples of how the DNS server works, see “Data network
requirements” in Chapter 3, “Installing Net Gateway hardware
and software.”
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VPIM

VPIM
Introduction This section defines what is meant by the term VPIM.
Definition The Voice Profile for Internet Mail (VPIM) is a new standard

that profiles Internet mail for voice messaging.

With the development of voice messaging, a class of special-
purpose computers has evolved to provide voice messaging
services. These machines generally interface to a telephone
switch, and provide call answering and voice messaging
services.

Traditionally, messages sent to a non-local computer are
transported using analog networking protocols based on DTMF
signaling and analog voice playback. As the demand for
networking increases, there is a need for a standard high-quality
digital protocol to connect them. To address this need, the
VPIM Work Group of the Electronic Messaging Association
(EMA) has developed the VPIM profile of the Internet standard
MIME and ESMTP protocols for use as a digital voice
messaging networking protocol.

How Net Gateway uses  Net Gateway can exchange messages with any other vendor’s
VPIM product that supports the VPIM standard.

For more information, see the following topics in Chapter 7,
“Voice Profile for Internet Mail (VPIM) description.”

*  “VPIM-compatible voice messaging systems
requirements”

e “VPIM Version 2 conformance”

For more information If you want more information and have access to the World
Wide Web, you can access the official VPIM web site at

http://www.ema.org/vpimdir/index.htm
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Understanding Net Gateway

Entrust security option

Entrust security option

Introduction

Reasons for using the
Entrust option

How it works

How to obtain the
Entrust security
option

This section describes the optional Entrust security package for
Meridian Mail Net Gateway.

The Entrust option allows you to protect the security of your
voice mail messages. Without the Entrust option, messages in
transit to or from the Net Gateway system could be intercepted
and decoded by hackers.

If these messages contain information important to your
business, you should consider the Entrust option. Information
that may need to be secure includes

+ financial data

* product development information
« confidential personnel information

With the Entrust option installed, the Net Gateway system
encrypts each voice message and attaches a special digital key
to the file. Only another Net Gateway with the correct key can
decrypt the message.

The Net Gateway interface automates the distribution of digital
keys which simplifies administering security for the networked
voice mail system.

Your organization must purchase the Entrust security package
separately; it is not available from Nortel.

After you purchase it, you must do the following:
» Install Entrust/Lite Manager on all network administration
sites.

« Install Entrust/Lite Client on all sites (including network
administration sites).

« Enable encryption at each site when installing the Meridian
Mail Net Gateway software.
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Entrust security option

Limitations The Entrust option can only be used to secure messages sent
between Net Gateway systems. The Entrust option cannot
secure messages sent between Net Gateway and Norstar Voice
Mail or VPIM-compatible systems.

Even though Meridian Mail Net Gateway can support up to 500
sites in the network, the Entrust option cannot secure messages
between Net Gateway systems when there are more than 200 of
them. (This implies that to use encryption, your network may
have up to 200 Net Gateway systems and up to 300 Norstar
Voice Mail or VPIM-compatible systems.)

You cannot have a mixture of encryption and non-encryption
Net Gateway systems in your network. If you want to use
encryption, all Net Gateway systems must have encryption
enabled.
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Overview of this chapter

Overview of this chapter

Introduction This chapter describes how to install a typical Meridian Mail
Net Gateway system.

It includes information on

« what to do before you start

* how to install the Net Gateway hardware
— Dialogic voice processor board
— copy protection device (dongle)

* how to install the Net Gateway software (and optional
Entrust software)

Working through this chapter from beginning to end should get
you to the point where your system is up and running, and ready
for you to enter your network information.

Limitations This chapter does not describe in detail any setup which is
beyond the scope of this document, such as

» setting up Enterprise Networking on Meridian Mail
systems

» configuring the PBX
e installing Windows NT 4.0

For details on these topics, you should refer to the documents
listed in “Referenced documents” on page 3-11. Guidelines are
presented for items particular to Net Gateway.

As well, because there can be an almost infinite variety of
Internet/intranet setups, this manual presents only typical
configurations.
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The installation process

The installation process

Introduction This section provides an overview of the installation process.

Installation process To access instructions for a particular task, refer to the
following table.

Stage Procedure Page

1 Assemble the materials you will need. 3-9

2 Ensure that your voice mail system and PBX  3-14
are configured correctly.

3 Ensure that your data network is set up 3-20
properly.

4 Set up an appropriate PC. 3-25

5 Set up the Windows NT 4.0 Server software  not
on the PC that you will use as the Net provided
Gateway system. Refer to Windows NT in this
documentation. manual

6 Configure the settings within Windows NT 3-36
that are specific to Net Gateway.

7 Install the Dialogic voice processor board. 3-59

8 Connect the Net Gateway to the PBX. 3-61

9 Install the copy protection device. 3-62

10 Install the Entrust security software 3-68
(optional).

11 Install the Meridian Mail Net Gateway 3-72
software.

12 Verify the installation. 3-87
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Section A: Before you begin
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Overview of this section

Overview of this section

Introduction

Checklist of required
items

Switch requirements

This section discusses things that you need to consider before
installing your Net Gateway system. The following topics are
discussed:

» the items you need for installation

e switch requirements

* voice mail system requirements

* VPIM requirements

e data network requirements

» hardware and software configuration

*  Windows NT setup specifically for Net Gateway

« planning and engineering considerations

A checklist is provided listing the items you need to complete
the installation. Some items you may need to have arranged
with your data network administrator (such as LAN access for
the Net Gateway). Other items you may need to have set up by
your telephony support person (such as the analog voice lines
and Meridian Mail configuration).

This section also lists the documents you may need to have on
hand for reference.

Basically, any switch that is supported by your Meridian Mail
system is also supported by your Net Gateway system.

Switch configuration consists of four analog lines that are

» configured to one hunt group directory number
e connected to the voice processor board inside Net Gateway
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Overview of this section

Voice mail system
requirements

VPIM requirements

Data network
requirements

Hardware and
software configuration

In order to get your Net Gateway system to successfully
communicate with your voice mail system, you must consider
the following:

* how sites are defined
* how your dialing plan is configured

* the directory number used to establish communication with
Net Gateway

The VPIM standard describes, in detail, how messages are
formatted for distribution over the Internet.

In order to claim conformance and be called VPIM compliant, a
voice mail system must implement all mandatory features of
VPIM in each of two areas: Content and Transport. In addition,
systems which conform to this profile must not send messages
with features beyond this profile unless explicit per-destination
configuration of these enhanced features is provided.

Net Gateway uses the Transmission Control Protocol/Internet
Protocol (TCP/IP) to communicate with other sites in the
network. Net Gateway may have to interact with one or more of
the following systems in an IP network:

« Domain Name Service (DNS)
e« SMTP E-mail proxy server (or gateway or relay)

Configuration and management of these systems is at your
discretion and is not covered in this manual.

In order to maintain a dependable and reliable Net Gateway
system, certain requirements must be met in both the hardware
and software configuration of the platform used to run Net
Gateway.
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Windows NT setup

Planning and
engineering
considerations

Overview of this section

For Net Gateway to operate properly, you must have TCP/IP

networking installed and functioning as described in “Data
network requirements” on page 3-20.

In addition to this, you must do the following:

Set up a user group called NorteIMMNGAdmin.

Install the Streams Environment network protocol to
support the Dialogic voice processor board.

Set the time zone environment variable correctly to
properly set up the time zone variable in the date field of
VPIM messages.

Things to consider when engineering the Net Gateway network
include the following:

impact of Net Gateway on your local area network (LAN)
or wide area network (WAN)

message handling abilities (throughput)
message queuing capacities

message delivery times

Net Gateway limitations

Standard 1.0
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What you need

What you need

Introduction

Checklist

This section describes the items you need to have available to

install the Meridian Mail Net Gateway system

The following table lists the items you need to complete the

installation. Some items you may need to have arranged with
your data network administrator (such as LAN access for the
Net Gateway), and other items you may need to have set up by
your telephony support person (such as the analog voice lines

and Meridian Mail configuration).

Make sure you have all these items checked off before starting

to install the system.

Check

Item

This manual

Documents listed in “Referenced documents” on
page 3-11

PC configured as described in “Recommended
hardware configuration” on page 3-25

Up to four analog voice ports available from your PBX,
configured as described in “Switch requirements” on
page 3-14

Meridian Mail 11 with Enterprise Networking installed as
described in “Meridian Mail requirements” on page 3-15

Network connection available for the Net Gateway
system

Dialogic voice processor board

Copy protection device

Meridian Mail Net Gateway installation CD-ROM

At a network administration site: Entrust/Lite Manager
and Entrust/Lite Client software (optional for the
network)
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What you need

Check Item

At a network node: Entrust/Lite Client software (optional
for the network)

Standard PC tools

Antistatic wrist strap and working surface
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Referenced documents

Introduction This topic provides a list of Nortel Publications (NTPs) and
other vendor documents that you may need to refer to when
installing and configuring the Net Gateway system and the
voice mail network.

Nortel documents The following table shows the Nortel documentation you may
need to install the Net Gateway system.

Title Document Number

Meridian Mail configuration

Meridian Mail Networking Planning 555-7001-241
Guide

Meridian Mail Enterprise Networking 555-7001-246
Installation and Administration Guide

Maintenance Messages (SEERS) 555-7001-510

System Administration - The Basics 555-7071-300
(Card Option)

System Administration Guide (M1) 555-7001-301

System Administration Guide for 555-7001-302
Multi-Customer Systems (M1)

System Administration Guide (MSM 557-7001-301
and Modular Option GP)

Norstar Voice Mail configuration

Norstar Voice Mail 3.0 Digital P0869226
Networking Installation Guide

Norstar Voice Mail 3.0 Digital P0869228
Networking Set Up and Operation
Guide

Norstar Voice Mail 3.0 Set Up and P0869212
Operation Guide

Norstar Voice Mail 3.0 Reference P0869196
Guide

—continued—
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Referenced documents
Title Document Number
Norstar Voice Mail 3.0 Software P0869542
Maintenance Guide
Meridian 1 network dialing plan configuration
X11 input/output guide 553-3001-400
Basic and Network Alternate Route 553-2751-100
Selection description
Coordinated Dialing Plan description 553-2751-102
Basic and Network Authorization 553-2751-103
Code description
Flexible Numbering Plan 553-2751-105
ESN engineering (signaling 309-3001-180
guidelines)
ESN transmission guidelines 309-3001-181
Entrust/Lite Manager and Entrust/Lite Client configuration
Entrust/Lite Manager User Guide for
Microsoft Windows
Entrust/Lite Client User Guide for
Microsoft Windows
—end—
Other vendors’ In addition to these Nortel documents, you may also need to
documents refer to the following:

documentation for your VPIM compatible voice mail

system

Windows NT 4.0 documentation from Microsoft
general reference books on TCP/IP networking and the

Internet
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Referenced documents

How to order Nortel
documentation

In North America

If you require additional copies of any of the Nortel manuals
listed in the previous section, in North America you may
contact the following:

Northern Telecom Inc.

Nortel Product Training and Documentation
1057 South Sherman Street

Richardson, TX USA

75081-4848

Telephone: (800)-775-6835

Outside North America
To obtain any Nortel documentation outside of North America,
please contact your local distributor or Nortel reseller.
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Switch requirements

Introduction This topic briefly describes Net Gateway’s switch requirements.

Supported switches Any switch that is supported by your Meridian Mail Release 11
system can be used with Net Gateway. Net Gateway is not
switch dependent.

Telephone lines Up to four analog lines are required to connect your switch to
Net Gateway. The lines are connected directly to two RJ-14
telephone jacks on the voice processor board inside Net

Gateway.
Directory number One hunt group must be defined for all four lines. The directory
configuration number assigned to the hunt group is the number that your voice
mail system uses to establish communication with Net
Gateway.
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Meridian Mail requirements

Meridian Mail requirements

Introduction

Enterprise
Networking feature

Directory Number

Dialing plan

Network database
and overflow site

This topic explains what Meridian Mail needs in order to
successfully send and receive messages through Net Gateway.

The Enterprise Networking feature must be installed and
enabled on Meridian Mail. Enterprise Networking must also be
configured to operate on one or more voice ports.

The Directory Number (DN) that Net Gateway will use to
establish an Enterprise Networking session with Meridian Malil
must be defined in the Voice Services Directory Number
(VSDN) table in Meridian Mail.

The dialing plan(s) must be defined (ESN, CDP, hybrid, or
none).

Site prefixes used in mailbox addresses must be consistent and
unique across the network. There cannot be any conflicts
between the site prefixes or duplication of digits. For example,
33 and 334 cannot be used as site prefixes because the digits 33
are duplicated. However, 334 and 335 can be used.

Unique network addresses consist of the mailbox number
(including the site prefix) and the site’s domain name.

Example: 63387460 (mailbox) and mmng.tor.widget.com
(domain name) form the network address:
63387460@mmng.tor.widget.com.

The network database (site maintenance table) must be defined.
The hunt group DN used to call Net Gateway must be defined as
the connection DN for each site.

Up to 150 remote sites can be defined in the Meridian Mail
network database. If more than 150 sites are required, you must
create one site that will act as an overflow site.
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Network database The overflow site
and overflow site . . L . .
(continued) * must contain a prefix which is unique from any other site

prefix in the network

* Dbe defined the same way at all sites in the network (site ID
must be the same at all sites)

« the dialing plan must be set to “none”

The overflow site can be used at any time to facilitate
centralized network administration from the Net Gateway
network administration site.

Example: message The following table shows how users would address messages
addressing to users in Calgary by using normal addressing versus
addressing through the overflow site.

Note: In Meridian Mail, the overflow site dialing plan is set to
“none.” The ESN and CDP dialing plan information shown is
required to dial out through the switch.

Addressing by normal means (Site 1) Addressing by using the overflow site (Site 500)

Dialing plan is ESN Dialing plan is “none”

ESN access code - 6 ESN access code - 6

Site - 1 Overflow site prefix - 8
location code - 775 Overflow site - 500

mailbox number - 7460 location code - 775

The user enters 67757460. mailbox number - 7460
Meridian Mail sends the following to Net The user enters 867757460.
Gateway:

Meridian Mail sends the following to Net Gateway:
« Site 500
* Location 0
e Mailbox 67757460

The mailbox prefix for the site is 8. 6775 is entered

as the prefix in the Net Gateway routing table for the
Calgary site.

e Sitel

*« Location0

¢ Mailbox 7460

The ESN prefix for the site is defined as
6775, which is entered into the Net
Gateway routing table for the Calgary site.
Net Gateway sends

67757460@mmng.calgary.widget.com
over the network.

Net Gateway sends
67757460@mmng.calgary.widget.com over the
network.

—continued—
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Meridian Mail requirements

Addressing by normal means (Site 1)

A

ddressing by using the overflow site (Site 500)

Dialing plan is CDP
CDP steering code - 33
Site -1

mailbox number - 6740
The user enters 336740.

Meridian Mail sends the following to Net
Gateway:

¢ Sitel
* Location 0
¢ Mailbox 6740

The CDP steering code for the site is
defined as 33, which is entered into the
Net Gateway routing table for the Calgary
site.

Net Gateway sends
336740@mmng.calgary.widget.com over
the network.

Dialing plan is “none”

CDP steering code - 33

Overflow site prefix - 8

Overflow site - 500

mailbox number - 6740

The user enters 8336740.

Meridian Mail sends the following to Net Gateway:

* Site 500

* Location 0

* Mailbox 336740

The mailbox prefix for the site is 8. 33 is entered as
the prefix in the Net Gateway routing table for the
Calgary site.

Net Gateway sends

336740@mmng.calgary.widget.com over the
network.

—end—
Overflow site The following Meridian Mail features are affected when
limitations addressing messages through the overflow site:

» Call sender may not be available to message recipients.
e  Site spoken names are not available to message senders.

Norstar and non- If you want to define Norstar and other non-Nortel voice malil

Nortel system sites systems in the network database, you must carefully consider
how the dialing plans used by those systems will be
implemented into your network addressing plan.

More information For more information about how Meridian Mail is configured
for networking, refer to thEnterprise Networking Installation
and Administration GuidéNTP 555-7001-246).
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Norstar Voice Mail requirements

Norstar Voice Mail requirements

Introduction

Networking feature
must be enabled

Network addressing

Local site network
parameters

This topic identifies what needs to be done on Norstar \Voice
Mail 3.0 systems in order to participate in the Net Gateway
network.

Each Norstar Voice Mail system in the network must have
Digital Networking installed and enabled before messages can
be sent or received. In addition, General Networking features
must also be enabled.

The following must also be done:

e Alocal Internet Protocol (IP) address must be assigned to
the Norstar Voice Mail system.

e TCP/IP parameters must be configured.

* The network site table must be set up (required for site-
based addressing).

* Network delivery mailboxes must be set up (required for
network mailbox addressing). A maximum of 1000
mailboxes may be set up.

Before your site can participate in the network, you must set up
the following digital networking parameters in Norstar Voice
Mail:

e proxy name
The proxy name is the Internet domain name address of the
networking server that accepts message delivery for this
site. The proxy name is entered only when the domain
name of the networking server is different from the domain
name of the local TCP/IP connection.

*  mailbox prefix
The prefix, when added before the local mailbox number,
forms the unique network address for the mailbox. The
mailbox prefix must not conflict with, or overlap, the
mailbox prefix for any other site.
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Local site network In addition
parameters
(continued)

» Network messaging features (including Network Receive,
Network Delivery) must be enabled.

* The networking class of service must be enabled for each
network mailbox.

Site table setup Each site in the network must use the same network addressing
plan, and each mailbox must have an address that is unique
across the entire network. This is produced by taking the local
mailbox number and prefixing it with the site prefix (known as
the mailbox prefix).

When choosing your network address format, you need to keep
in mind that the mailbox prefix is limited to a maximum of nine
digits in length.

In addition, the following needs to be identified for each site:

» voice encoding used by each destination site
Meridian Mail systems use Adaptive Differential Pulse
Code Modulation (ADPCM) voice encoding.

* message protocol
SMTP is the message protocol used in the Net Gateway

network.
Network delivery Before network delivery mailboxes can be set up, the site to
mailbox setup which they belong must be defined in the network site table.
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Data network requirements

Data network requirements

Introduction

IP network

Net Gateway uses the Internet Protocol (IP) to communicate
with other sites in the network. This topic briefly describes how
addresses can be resolved in a Net Gateway network.

The Simple Mail Transport Protocol (SMTP) message network
is configured by the customer for use with Net Gateway, and
may be expected to vary in complexity.

In the simplest case, Net Gateway resides on a single logical
network, independent of firewalls or gateways. More likely, Net
Gateway may interact with one or more of the following
systems in an IP network:

* Domain Name Service (DNS)
*  SMTP E-mail proxy server (or gateway or relay)

Any or all of these systems may be present in the network
environment in which you install Net Gateway. Configuration
and management of these systems is at your discretion. The
following sections serve as guidelines to their usage with Net
Gateway.

See the following illustration.
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Data network requirements
((I:ternet
' D)

\

\

Switch Router Firewall
E-Mail Proxy
Server Server

§

§

§‘/

G100652
DNS server The names of Net Gateway remote sites (which are entered as

IP network addresses or aliases in the Net Gateway routing table
during Net Gateway administration), must be resolvable to IP
addresses by Net Gateway’s SMTP delivery agent, using the
host Windows NT system network sockets facilities.

The host may be configured to use a local host table or, more
likely, to use an external Domain Name Server. This server
must be able to resolve, in cooperation with other DNS servers,
all of the network site names entered into the Net Gateway
routing table.
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DNS server
(continued)

Data network requirements

External Internet

tor.acme.ca ott.acme.ca
__[ mmngl.tor.acme.ca Switch || main.widget.com
[ mmng2.toracme.cal [ Switch || backup.widget.com
Switch 1
) mmng3.ott.acme.ca
~—— Internal Enterprise |
Intranet Networking Switch 2
Toronto Ottawa

G100635

In the event that an intervening firewall or E-mail gateway
separates Net Gateway from the Internet/intranet, then Net
Gateway need only resolve the IP address of the relay server
(which is also entered during administration). However, a
domain name service must, in turn, be available to the relay
server in order to resolve the final destination address of the
site’s name in outbound Net Gateway messages.

Where a gateway, proxy, or relay server, or firewall intervenes
between the Net Gateway’s subnet and the Internet/intranet, the
DNS server must be configured with Mail Exchanger MX
records. This allows SMTP traffic from remote Net Gateway
sites to be redirected through the gateway and then delivered to
the local Net Gateway system.
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DNS example 1: The following is an example of DNS database records on a

Internet/intranet Nortel DNS server (perhaps in Ottawa) which is exposed to the
external Internet, as well as the internal intranet.

tor.acme.ca IN A 195.100.50.10

IN MX O tor.acme.ca

IN MX 10 ott.acme.ca

*.tor.acme.ca IN MX O tor.acme.ca
*.acme.ca IN MX O ott.acme.ca
ott.acme.ca IN A 195.200.45.10
widget.com IN MX 0 main.widget.com

IN MX 10 backup.widget.con
main.widget.com IN A 195.100.60.15
backup.widget.com IN A 195.100.88.45

=}

 “A”records indicate canonical IP addresses of

— tor.acme.ca
This is the Toronto mail relay server connected to both
internal and external (Internet) networks. The relay
server is able to forward mail addressed to any
(internal) mail server in the tor.acme.ca IP domain.

— main.widget.com, backup.widget.com
These are the primary and secondary mail gateways
connected to both internal and external (Internet)
networks. These servers are able to forward mail
addressed to any mail server in Nortel’'s widget.com
domain.

*  “MX"records indicate the mail server for the domain
indicated at the left.
For example, either main.widget.com or
backup.widget.com can handle mail destined for the
widget.com domain.
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DNS example 2:
intranet only

E-Mail gateway server

Data network requirements
The following is an example of DNS database records on a
Nortel DNS server in Toronto. It appears only on the internal
intranet, and shows
e address records of three Net Gateway systems in Toronto
* Mail Exchangers records for two Net Gateways in Ottawa

Net Gatewayl.tor.acme.ca IN A 49.105.04.25
Net Gateway?2.tor.acme.ca IN A 49.105.42.33
Net Gateway3.ott.acme.ca IN A 49.107.31.23

Net Gateway may be configured to forward all outbound SMTP
message traffic to a (local) machine which serves as an SMTP
relay. Note the example in the preceding section.

If a proxy is to be used for this site, the proxy software must be
configured to recognize and handle messages for any other site.
For example, the proxy with a domain name of widget.com
must have an entry that will map 4165551234 at widget.com to
4165551234 at toronto.widget.com.

Note: Details for proxy software configuration vary by vendor.
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Recommended hardware configuration

Introduction The following table lists the hardware requirements for the
Meridian Mail Net Gateway PC server.

Iltem Recommendation

CPU Net Gateway runs on an Intel Pentium 100 MHz or
faster CPU, or another vendor’s equivalent.

System Minimum installed random access memory (RAM)
Memory on the Net Gateway platform is 32 Mbytes. Speed
and type of RAM memory should be consistent
with the CPU requirement above.

CD-ROM Drive | A CD-ROM drive is required to allow software
installation. The drive should support disk formats
CD-ROM modes 1 and 2.

Hard Disk The minimum-size hard disk recommended for a
Net Gateway platform is 500 Mbytes, of which 300
Mbytes is expected to be available for Net
Gateway working storage. 14 kbytes are required
in order to run the install/upgrade procedures.

Floppy drive A floppy disk drive is required for copying Entrust/
Lite Manager files, performing backups, and doing
system repairs (if required).

Monitor A VGA video monitor is the minimum requirement
with the Net Gateway platform for software
installation and system administration.

LAN Interface The Net Gateway requires a LAN adapter for
connection to the customer’s network facilities.
Operation and performance are specified for IEEE
802.3, Ethernet, 10BaseT LANSs.

While Net Gateway may be installed with other
LAN facilities supported by the Windows/NT
operating system, and which support TCP/IP
protocols, operation and performance of Net
Gateway on these facilities are not specified.

—continued—
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Item

Recommendation

Voice Interface

Net Gateway is supplied with a Dialogic voice
processing interface board. The interface
provides four line connections with USOC RJ-14
jacks for connection to the switch. It requires one
16-bit half-depth ISA-bus slot in the host PC.

Parallel Printer

In order to use the software protection device

Port used by Net Gateway, the host platform must be
equipped with a functioning parallel printer port.
Serial port A serial port is required in order to connect a

modem for accessing the Net Gateway system for
remote maintenance.

—end—
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Software configuration

Software configuration

Introduction

Operating system
requirement

Disk usage
requirement

Third-party software
requirement

This topic identifies the following requirements for software
configuration:

« disk storage requirements
e third-party software requirements
*  security requirements

Net Gateway is installed on a platform environment of
Microsoft Windows NT version 4.0 (server edition).

The computer used to run Net Gateway may be partitioned as a
Windows NT File System (NTFS) volume for privacy and
security. If the computer has only one disk installed, the
recommended minimum size is 512 Mbytes. Following the
installation of all Net Gateway software on this or on another
volume, it is recommended that at least 300 Mbytes be free and
available to Net Gateway as working storage.

A feature of Net Gateway is the encryption of voice message
content sent on the Internet/intranet. In this cBsésust

security software is installed as part of the Net Gateway
installation process.

For one Net Gateway site designated as the MMNG network
administration sit¢and a second, as a recommended backup),
you pre-install Nortel Entrust/Lite Manager (packaged
separately). Entrust/Lite Manager is used to create the user
certificates, on which the encryption process is based, for all
network sites.

On both network administration sites and network nodes, you
also install Entrust/Lite Client.
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Software configuration

Software security In order to prevent unauthorized use of copied Net Gateway

requirement software or its components, a hardware protection key is
provided. The key must be installed on the printer port of the
host PC prior to the use of Net Gateway.

The key is a pass-through device which allows you to connect a
printer, if desired.
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Planning and engineering considerations

Introduction Things to consider when engineering the Net Gateway network
include

e impact of Net Gateway on your local area network (LAN)
e message handling abilities (throughput)

* message queuing capacities

* message delivery times

* Net Gateway limitations

Dedicated server Net Gateway must be installed as the sole application running
on its own Windows NT system, with exclusive access to its
resources. Performance measures outlined in this manual
assume that there are no conflicting or competing demands on
the resources mentioned in this topic.

LAN load It is predicted that the sustainedximumoad imposed by Net
Gateway on its connected LAN is 180 kbytes per second (less
than 1 percent of 10BaseT bandwidth), and is equal to the
estimated pump rate for the SMTP delivery process.

This is independent of the aggregate number of SMTP
connections on allocated IP ports (specified as five inbound and
five outbound).

Theaveragedata rate imposed on the LAN by Net Gateway, in
order to keep four Enterprise Networking channels active, is 21
kbytes per second (less than 1 percent of 10BaseT bandwidth).

For example, a 94-minute message would create a 33 Mbyte file
which would take three minutes to go from one Net Gateway
system to another.
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Sustained message
throughput

Planning and engineering considerations

Net Gateway maintains a message flow at a sustained rate as
follows.

Net Gatewaycontinuouslytransfers messages

» received from Meridian Mail by way of an Enterprise
Networking port to an SMTP connection on an allocated IP
port
or

* received by SMTP, on an IP port, to a Meridian Mail
Enterprise Networking port with the following limits and
conditions:

— four active Enterprise Networking voice ports
— five inbound SMTP connections on allocated IP ports
— five outbound SMTP connections on allocated IP ports

— all recipients of each outbound message are at the
same destination site

— no competing LAN traffic

Net Gateway continuously feeds messages to and from a
Meridian Mail system, as in real-time, with all four Enterprise
Networking ports active to and from an SMTP connection.

If competing traffic on the LAN connection constrains Net
Gateway outbound throughput, then Net Gateway internal
queuing capacity restrictions govern. In a case such as this,
sustained throughput on the Enterprise Networking ports is
decreased in order to work off the accumulated queue.

If incoming SMTP messages from the digital network exceed
the capacity of the installed voice channels to Meridian Mail,
then Net Gateway internal queuing capacity restrictions govern.
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Planning and engineering considerations

Message queuing
capacity

In its role as a gateway device, Net Gateway must queue
messages received by each of the delivery agents (SMTP and
Enterprise Networking), while these await the attention of the
companion delivery agent. Due to differing capacities of the
Internet/intranet reached by the LAN connection, and Meridian
Mail reached by Enterprise Networking, a relatively large
number of messages may require queueing.

The number of messages which may be queued is dependent on
the disk capacity and system memory available to Net Gateway,
and on the size of the messages.

For outbound messages, there is, in fact, a queue entry for each
message-destination, but one instance of the actual MIME
message data is shared (up to three, if the message is addressed
to Net Gateway, Norstar, and VPIM-compatible sites). Each
message exists in the Net Gateway queue in both MIME-format
file and in Enterprise Networking agent’s VOX and ASCII
descriptor file formats.

» Digitized voice in the VOX-format (Dialogic/OKI 32Kbps
ADPCM voice encoding) requires four kbytes per second
of recorded voice.

» Digitized voice within the MIME-format file requires 5.33
kbytes per second of recorded voice, due to Base64
encoding of the 32Kbps ADPCM data which adds one third
to its size.

Note: G.726 is the same size as OKI 32 Kbps ADPCM.

» Enterprise Networking descriptor text file is 500 bytes per
message.

e The average recorded voice message duration is 40
seconds.
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Message queuing
capacity (continued)

Planning and engineering considerations

*  The minimum-size hard disk recommended for a Net
Gateway platform is 500 Mbytes, of which 300 Mbytes is
expected to be available for Net Gateway working storage.
However, Net Gateway will actually stop accepting
messages at 100 Mbytes to ensure sufficient storage space
for long messages.

This is exclusive of the Windows NT operating system and
the installed Net Gateway software executables, and
working data files and structures.

Based on these statistics, message queue capacity at minimum
disk size is

Available disk capacity / (VOX + MIME storage density,
assuming one MIME file per message)

=200 X 1%/ (4 X 1024 + 5.33 X 1024)

= 21K seconds or 349 minutes of recorded voice

or

21K / 40 seconds per average message
=525 average-duration voice messages

In the event that disk space is exhausted (that is, less than 100
Mbytes), the Net Gateway Message Transfer Agent prevents the
SMTP, the Enterprise Networking delivery agents, or both,

from accepting inbound calls or connections on their respective
network or lines.

Note: These numbers and calculations are approximate, and

omit assorted disk usage which is incidental to the major
consumers of disk space (excludes time for spoken name).
Queue capacity is reduced by messages addressed to mailboxes
on Net Gateway, Norstar Voice Mail, and VPIM-compatible

sites, which may require duplicate encrypted and plain text
MIME files in the queue.
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Message delivery The time for delivery of a message through Net Gateway from
times one Meridian Mail system to another consists of the following:

» Enterprise Networking transfer time

— This is composed of the actual real-time of the voice
message, plus the signaling overhead of Enterprise
Networking, which includes DTMF frames and
accompanying information, such as a spoken name.

— Two such Enterprise transfers occur, one at the
originating site, and one at the destination site.

* message handling time of Net Gateway, in preparing a
message received from Enterprise Networking for MIME
and SMTP transmission

» transfer time on digital network by Net Gateway to a
receiving or intervening mail relay server

« store and forward relay time for each mail server or proxy
which handles the message between Net Gateway sites;
typically, two such relays may be involved

From this, it may be seen that tménimumtime for message
delivery will be twice that of an end-to-end transfer using
Enterprise Networking, irrespective of the digital network time.

Effect of digital Message throughput by Net Gateway to and from the SMTP
network facilities on network accessed by a LAN is dependent on the traffic
throughput conditions present on that LAN.

The time required to deliver a message also varies with the
wide-area network facilities used to reach, and within, the
Internet or an intranet. As an example, the following table
compares the delivery time for a message, relative to end-to-end
Enterprise Networking, for various intranet capacities.
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Effect of digital

network facilities on

throughput

(continued)

Message delivery time (relative
Network facility Bandwidth Kbps to Enterprise Networking)

Maximum Net Gateway 180 2.28
data rate
Rate to match Enterprise 21 3
Networking connection
ISDN 15.6 33
Switched 56 6.8 5
V.34 asynchronous 2.8 9.5
modem

Net Gateway
limitations

The following limitations apply.

Enterprise Networking

Net Gateway is limited in its capacity of forwarding incoming
Internet voice messages to Enterprise Networking by any
condition in the switch or Meridian Mail system which
prevented or delayed full and continuous operation on each of
the configured Enterprise Networking voice channels.

IP network

Operational performance is dependent on the characteristics of
the Internet/intranet IP network accessed by the LAN. Factors
which influence the reliability and throughput of messages
transferred to the Internet/intranet may include, but are not
limited to the following:

* LAN traffic from other sources

« wide area network characteristics and traffic

e router capabilities

» electronic mail gateways, proxies, relays, and routers
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For full and continuous throughput to and from Enterprise
Networking channels, each of which has an effective data

Net Gateway
limitations (continued)

transfer rate of 32 Kbps or 4 kbytes per second, Net Gateway
offers and accepts Base64-encoded MIME data to and from the

LAN at the average rates shown in the following table.

Active Enterprise
Networking channels

Kilobytes per second

% LAN bandwidth

1 5.33 <1%
2 10.66 <1%
3 16 <1%
4 21.33 <1%
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Windows NT setup

Introduction The Meridian Mail Net Gateway requires Windows NT version
4.0 (server edition). This section describes specific items that
must be set up for the Net Gateway system.

For detailed instructions on installing and configuring Windows
NT, refer to your Microsoft documentation.

Requirements For the Net Gateway to operate properly, you must have TCP/IP
networking installed and functioning as described in “Data
network requirements” on page 3-20.

In addition to this, you must do the following:

» Set up a user group called NortelMMNGAdmin. Your
system administrator must create this group and assign to it
any users who will be administering the Net Gateway
system locally. The NortelMMNGAdmin group needs to
have full administration privileges.

* Install the Streams Environment network protocol to
support the Dialogic voice processor board.

» Ensure the timezone is set correctly at the Date/Time
control panel.

» Set the time zone environment variable correctly to
properly set up the time zone variable in the date field of
VPIM messages.

ATTENTION

If the users were logged in to Windows NT at the time
they were added to the group, they must log off, then
log back in to activate their rights in the
NortelMMNGAdmin group.
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Setting up the user

group

To create the NorteIMMNGAdmin user group, do the
following.

Step Action

1

2
3
4
5

6

7

Log in to Windows NT as the administrator.
Click Start.

Click Programs.

Click Administrator Tools (Common).

Click User Manager for Domains.
Result: A screen similar to the following appears.

: User Manager - \WFINLAND =1 E3
User MWiew Policies Options  Help

Username ‘Full Name ‘Descripliun

€ Administrator Built-in account for administering the computer/do
€ amorei Fred Amorey Meridian Mail MNet Gatewsy Administrator

€ Guest Built-in account for guest access to the computer/d
€ IUSR_FINLAND Internet Guest Account Internet Server Anonymous Access

Groups Description
Administrators Members can fully administer the computer/domain
Backup Operatars Members can bypass file security to back up files
%_@yﬁgl$ Users granted quest access to the computer/dormain

Power Users Members can share directaries and printers
Replicator Supports file replication in a domain
Users Ordinany users

Click User, then New Local Group.
Result: The New Local Group dialog box appears.

MNew Local Group

Group Name: | m
Descrption: | Carcel |

Show Full Names ﬂl
Menmbers:

€ Administiator
Add |
Bemnvel

x|

In the Group Name box, type NorteIMMNGAdmin .

Standard 1.0

Net Gateway System Installation and Administration Guide

August 1997



3-38

Installing Net Gateway hardware and software

Windows NT setup

Step Action

8
9

10
11
12
13

14
15
16
17

In the Description box, type a meaningful description.

Click Add to add users to the group.

Result: The Add Users and Groups dialog box appears.

Add Users and Groups

List Mames From: | (B wwFIMLAND= d

Mames:
[ Administrator

€ Guest Bilt-in account for guest access ta the con
ﬁ IUSF_FINLAND (Internet Guest ¢ Intermet 5 erver Snonymous Access

Add embers. Seach..

Add Mames:;

oK | Eancell Help |

Note: By default, the current logged-in persons are displayed.

Select the user representing yourself.
Click Add.
Click OK.

Click on the Administrators group in the group list and press

<Enter>.

Result: The Local Group properties dialog box appears.

Local Group Properties [ %]
Group Mame:  Administrators oK
Description: |Members can fully administer the computer/domai Cancel

Show Full Mames | _IHBID
Members:
€ Administrator

Bemove

Click Add.
Click the user representing yourself.
Click Add.
Click OK.
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Step Action

18 Click OK again.
Result: This gives you full administration privileges.

19 Close, then restart User Manager for Domains.

20  Click on the NortelMMNGAdmin user group and verify that the
members you added are present in the Local Group Properties
dialog.

21  Log out of Windows NT and log back in.

Result: Your privileges within the NorteIMMNGAdmin group
are activated.
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Installing the Streams  To install the Windows NT Streams Environment, do the
Environment following.

Step Action
1 Display the Control Panel.
2 Double-click the Network icon.
Result: The Network page opens.
Network EHE

Identification I Services | Protocols | Adapters | Bindings |

Wwindows uzes the following information ta identify pour
| computer on the network. You may change the name for

thiz computer and the workgroup or domain that it will
appear in.

Compuiter Mame: |F|NLAND

W orkaraup: |DOCUMENTATION

oK Cancel

3 Click the Protocols tab.
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Step Action

4 Click Add.

Result: The Select Network Protocol dialog box appears.

Select Metwork Protocol

[ 7] %]

Click the Metwork, Protocol that you want ta ingtall, then click 0K, [f
T wou have an installation disk for this component, click Have Disk.

Metwork Protocal:

Y NetBELI Protocal
U NwiLink IPX/S5F Compatible Transport
W~ Paint To Poirt Tunneling Protocol

& Streams Environment
S T DD Dbl

[
Hawe Disk... |

Ok | Cancel |

5 Select Streams Environment from the list.
Result: You are returned to the Network page.

Network

=

Identification I Services  Protocals | Adapters I Bindings I
Metwork Protocols:

[¥ HetBE I Pratocal

T NwLink IFP%/5P% Compatible Transport

T MwiLink NetBIOS

W Streams Environment
¥ TCPAP Protocol

Remove Eroperties. . I ate

— Description:

A nonroutable protocol designed for uge in small LAM .

Close [Carice]

6 Click Close.

7 When prompted, click Yes to restart your system.
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The format for the time zone variable string for your area can be
determined according to the American National Standards
Institute standard ANSI X3.51-1975, “Representation of
Universal Time, Local Time Differentials, and United States
Time Zone Reference for Information Exchange.”

In general, this is a three-letter time zone name combined with a
number showing the difference from Universal Time (UT) or
Greenwich Mean Time (GMT) and another three-letter
abbreviation for the daylight savings time calculation in use in
the time zone.

The following table lists some common examples.

Time zone variable Description
GMTOBST Greenwich Mean Time / British
Standard Time
WAT1 West Africa Time
AT2 Azores Time
XST3XDT Includes cities such as Brasilia, Buenos
Aires, and Georgetown

AST4ADT Atlantic Standard Time
EST5EDT Eastern Standard Time
CST6CDT Central Standard Time
MST7MDT Mountain Standard Time
PST8PDT Pacific Standard Time
YSTOYDT Yukon Standard Time
HST10HDT Hawaii Standard Time
IDLW12 International Date Line West
CES-1CEST Central Europe Standard Time
EET-2EETT Eastern Europe Standard Time
BT-3 Baghdad Time and USSR Zone 2
ZP4-4 USSR Zone 3
ZP5-5 USSR Zone 4

—continued—
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Time zone variable Description

GMTOBST Greenwich Mean Time / British
Standard Time

ZP6-6 USSR Zone 5

WAST-7TWADT Western Australia Standard Time and
USSR Zone 6

CCT-8 China Coast Time and USSR Zone 8

JST9 Japan Standard Time and USSR Zone 8

CAST-9:30CADT Central Australia Standard Time

EAST-10EADT Eastern Australia Standard Time and
USSR Zone 9

NZST-12NzDT New Zealand Standard Time

—end—
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Windows NT setup
To set the time zone environment variable, do the following.

Step Action

1 Display the Control Panel.

2 Double-click the System icon.
Result: The System Properties dialog box appears.

System Properties

I Hardware Profiles I User Prafiles I
Performance I

Startups5 hutd

Enviranment

System:
Microsoft Windows NT
4001381

Fegiztered to:
5 Myron Frost
Acme

51220-425-0052266-76638

Computer:
«B6 Family 6 Model 1 Stepping 7
AT/AT COMPATIELE
E4.952 KB RaM

,TI Cancel Sppli
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Step Action

3 Click the Environment tab.
Result: The Environment Variables page appears.

System Properties HE

StartupS hutdown I Hardware Profiles I
General I Performance

Sustem Yariables:

Wariable | Waluz -
ComSpec CAWINNTSsesternd2hemd, exe

DIALOGICDIR cihshnt b
DIALOGICDRY [

DLCFGRATH chsnthdialogich.cig

DLPWLPATH chanthdialogichdata ;I

UserVariables for Administrator:

Yariable | Walue | -
BST_DLL_P&TH zzBinPath
SNT chant
SHTINC cohsnthinclude
SOLCOMFIG /R b
TEMP CATEMP d
Wariable: I
Y alue: I

Seh Welete |
,TI Cancel | Apply |

4 In the variable box (near the bottom of the page), type TZ.

5 In the Value box, type a value that represents your time zone
as described in “Determining your time zone variable value” on

page 3-42.
6 Click Set.
7 Click OK to save your changes and close the System

Properties page.
Result: Your changes are applied immediately.
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Section B: Installing Net Gateway hardware

In this section

Overview of this section 3-48
Ensuring the workstation is static-safe 3-50
DIALOG!/4 voice processor board layout 3-52
D/41D voice processor board layout 3-53

Setting jumpers and switches on the voice processor board 3-54

Installing the voice processor board 3-59
Connecting the voice processor board to the switch 3-61
Installing the copy protection device 3-62
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Overview of this section

Introduction

Essential electrostatic
precautions

Jumper and switch
settings on the voice
processor board

This section explains how to

» ensure that all work takes place in a static-safe environment

* locate and set jumpers and switches on the voice processor
board

* physically install the voice processor board into the
computer

» connect the voice processor board to telephone lines

« install the copy protection device to the back of the
computer

All computer boards are electrostatic sensitive. Handle all
static-sensitive component boards and systems at a static-
safeguarded work area.

The following table identifies the jumpers and switches that
must be set. The IRQ and memory address settings should be
recorded and retained for future reference.

For information on the See page
multiple voice processor jumper (identifies how many 3-55
voice processor boards are used inside the computer)

default hook switch state jumper 3-55
base memory address segment jumpers 3-56
hardware level interrupt jumper 3-57
offset address jumpers 3-57
ring detection threshold jumpers 3-58

Note: If you own software that can determine what IRQs and
memory addresses are in use, it may be useful to run it to help
determine potential conflicts before installing the voice
processor board.
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Where the voice The voice processor board is inserted into an empty ISA

processor board is expansion bus slot.

inserted

Telephone line The voice processor board supports up to four telephone lines,

connection and is connected with RJ-14 connectors and cables to standard
wall jacks.

Copy protection The copy protection device (also referred to deragle is used

device to prevent the unauthorized copying of the Net Gateway
software. It is connected to the parallel port on the back of the
computer.
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Ensuring the workstation is static-safe

Introduction

Definition:
Static-safe
workstation

Maintaining a static-
safe environment

This topic describes what a static-safe environment is, and how
to maintain during hardware installation.

CAUTION
Risk of equipment damage

All computer boards are electrostatic
sensitive. Handle all static-sensitive
component boards and systems at a
static-safeguarded work area.

A static-safe workstation consists of a grounded static-
dissipative wrist strap and a work surface covered with, or
composed of, a grounded static-dissipative material. The work
surface drains electrical charges from conductive materials
when the materials are placed on the surface. The grounded
static-dissipative wrist strap drains static charge from the person
wearing the strap.

Both components

* ensure that static charges are drained at a rate and current
level that are safe

* must be used any time a person is handling any component

See “Static-safe work environment” on page 3-51 for a diagram
of a static-safe workstation.

To maintain a static-safe environment during installation, you
must do the following:

e Ground yourself to the static-safe workstation using a
static-dissipative wrist strap for the entire installation.

* Remove the board from the shipping carton and static
shielding at the static-safe workstation.

» Lay the board on the static-dissipative work surface.
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Ensuring the workstation is static-safe
The following illustration shows a static-safe work environment

Static-safe work
environment

suitable for installing the voice processor board.

Grounded
Static-Dissipative
Wrist Strap

Component side up

Grounded
Static-Dissipative
Mat

:
D) (A
S C g
S = 2
=
2 57 N -
A Common ground point

G100653

August 1997
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DIALOG/4 voice processor board layout

Board layout The following illustration shows the layout of the Dialogic
DIALOG/4 voice processor board.

G100654
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D/41D voice processor board layout

Board layout The following illustration shows the layout of the Dialogic
D/41D voice processor board.

I

J2 J1

G100654a
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Setting jumpers and switches on the voice processor board

Introduction This topic explains how to configure the Dialogic voice
processor board before physically installing it inside the
computer. With the exception of the P3 connector, this topic

applies to

» the DIALOG/4 voice processor board (used in North
America)

» the D/41D voice processor board (used outside of North
America)

The P3 connector is available on the D/41D voice processor
board only.

Factory defaults You may be able to use the factory defaults. Read through these
instructions and check for possible interrupt level (IRQ) and
memory address conflicts between the voice processor board
and other software or hardware devices (for example, video
card, modem cards, CD-ROM controller card, or COM ports) in
use before installing the board.

ATTENTION

Verify all jumper settings to confirm that they are set at
factory default. If the jumpers are not set at factory
default, they will not match the software driver settings,
which may result in blue-screen crashes of your
Meridian Mail Net Gateway system.
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Jumper and switch
functions

Configuring multiple
voice board (JP7)

Setting the default
hook switch state
(SW1:4)

The following table identifies the function of each set of
jumpers or switches.

Part Function

J1-32 RJ-14 connectors to interface with PBX or CO
lines

JP1 Jumper block to set interrupt level

JP5-JP6 Jumper pins to set base memory segment

JP7 Jumper pins to enable hardware interrupt
circuitry

JP101-JP401 Jumper pins to set ring detection threshold

P3 Connector to the Analog Expansion Bus (AEB)

Note: This switch is available only on the D/41D
voice processor board.

SW1:1, 2, and 3 | Switches to set the offset address

SwWi1:4 Switch to set the default hook switch state

In general, you can install up to 16 voice processor boards in a
PC. However, you must dedicate your PC as the Net Gateway
server, and since Net Gateway only supports one voice
processor board, you can only install one voice processor board
per Net Gateway system.

Ensure the JP7 jumper is installed (default) so the system is
configured for only one voice processor board.

SW1 switch 4 sets the default hook switch state for the voice
processor board when the PC is powered on but the firmware
has not yet been downloaded. The default, on-hook, presents a
ring with no answer state to inbound calls if the board receives a
call before the firmware has been downloaded. You can change
the default hook switch state to off-hook to present a busy
signal instead of a ring no answer signal.
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Setting the default
hook switch state
(SW1:4) (continued)

Setting the base
memory address
segment (JP5 and
JP6)

Setting jumpers and switches on the voice processor board

The following table shows the settings for SW1:4.

Hook

switch Inbound call response when
state Set SW1:4 firmware not downloaded
on-hook off Ring no answer (default)

off hook on Busy

Note: If the PC is not powered on, the inbound call response is
ring no answer when a board receives a call.

The default base memory address segment for the voice
processor board is DOOOH (hexadecimal). You can change the
address segment to AOOOH, BOOOH, or COO0H. Generally, you
should use the default unless there are other non-Dialogic
devices in your system that must use the DOOOH segment.

Select the base address memory segment with jumpers JP5 and
JP6 as follows.

Base address (Hex) JP5 JP6
D000 (default) removed removed
A000 installed removed
BO0O installed installed
C000 removed installed

Note: Be aware of possible conflicts with video adapters that
often use the A and B segments.
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Setting the hardware
interrupt level (JP1)

Configuring the offset
address (SW1: 1, 2, 3)

The default hardware interrupt Level (IRQ) is 3. Change the
IRQ by moving the jumper on jumper block JP 1 as follows if
IRQ 3 is in use by another device.

Note: If IRQ settings are in use by other devices, and you do not
change the jumper, you may need to disable those devices,
either from the BIOS or system setup, or by making a hardware
change. Refer to the documentation for your PC for on using the
BIOS setup.

IRQ Level Pin position
2and9 1
3 (default) 2
4 3
5 4
6 5
7 6

The default offset address for the voice processor board is
000OH. If you need to change the offset address, set the
switches 1, 2, and 3 on SW1 as shown in the following table.

SW1: Switches
Offset Address (Hex) 1 2 3
0000 (default) off off off
2000 off off on
4000 off on off
6000 off on on
8000 on off off
A000 on off on
C000 on on off
EO00 on on on
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Configuring the offset
address (SW1: 1, 2, 3)
(continued)

Setting the ring
detection threshold
(JP101-JP401)

Recording the IRQ
level and memory
address settings

Setting jumpers and switches on the voice processor board

Note: Base memory address segment BOOOH does not support
offset addresses 0000H-6000H.

If a board has problems detecting rings, you can lower the ring
detection threshold. To lower the threshold on a channel-by-
channel basis, install the jumpers as follows.

Channel Jumper
1 JP101
2 JP201
3 JP301
4 JP401

Note: A lower threshold may be too sensitive for network lines
and cause false detection of rings.

Write the IRQ level and memory address settings below for use
later when installing system software:

IRQ Base Offset Lines/Board
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Installing the voice processor board

Introduction This topic explains how to insert either the DIALOG/4 or the
D/41D board into the computer. Before you begin, ensure that
your work area is free from static electricity.

Diagram The following illustration shows how to insert the voice
processor board into an ISA expansion bus slot.

G100632
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Procedure To physically install the voice processor board in the computer,
do the following.

Step Action

1 Prepare a static-safe workstation, turn off all power to the
system, and disconnect the system’s power cords from
electrical outlets.

2 Remove the PC cover.

3 Select an empty ISA expansion bus slot, and remove the slot's
retaining screw and access coverplate.

4 Insert the board’s edge connector into the bus slot.
5 Replace and tighten the retaining screw.

6 Replace the PC cover when finished.
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Connecting the voice processor board to the switch

Introduction This topic describes how to connect either the DIALOG/4 or
D/41D voice processor board to a telephone line. Up to four
telephone lines are supported by the board.

Pin assignments The following diagram shows channel pin assignments for
telephone line connections.

Rear Bracket Corresponding J1 and J2
Channel Assignments
1 | o 1 Ring
2 | o= 2 Tip —————
J1

3 3 Ring Chan.1 ; Chan. 2

/ | com—— 4 Tip

1 | o= 1 Ring

2 | o 2 Tip — =<5\

3 | cm— J2 3 Ring Chan. 3 Chan. 4

4 | o 4 Tip

G100634

Guidelines The board supports two channels per board jack. Use

RJ-14 connectors and cables to access both channels. If you use
RJ-11 instead of RJ-14 connectors and cables, only the jack’s
inner channel can be accessed.

Connect one end of a phone cable into the board jack and the
other end into a wall jack. One phone cable is required for each
jack.

Note: A standard telephone will not function when directly
attached to the board jack.
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Installing the copy protection device

Introduction The copy protection device prevents others from copying the
Net Gateway software through the parallel port.

Diagram The following illustration shows how to connect the copy
protection device to the parallel port on the computer. The
parallel port may be labeled on the back of your computer as
LPT1 or printer port.

Once connected, you may connect a printer to the copy
protection device.

° 0 Parallel

port
N
O o—0 <

o

protection device

(100633
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Procedure To install the copy protection device, do the following.

Step Action

1 With the system turned off, connect the copy protection device
to the parallel port on the back of the computer.

2 Connect a printer cable to the copy protection device.
Note: This step is optional.
3 Power up the Net Gateway PC.

Note: Windows NT detects the copy protection device during
initial power on self test. If you install the copy protection device
while the system is running, Windows NT will not recognize it.
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Section C:  Installing Net Gateway software

In this section

Overview of this section 3-66
Installing the optional Entrust software 3-68
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Upgrading Meridian Mail Net Gateway software 3-94
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Overview of this section

Introduction

Entrust software

Net Gateway

This section explains how to install the Net Gateway software
on your system. It also provides some minimal information
about installing Entrust/Lite Manager and Entrust/Lite Client
software if encryption will be used in your Net Gateway
network.

After the Net Gateway software is installed, you must perform a
verification test to ensure that Net Gateway is operational.

The Entrust software can only be used to secure messages sent
between Net Gateway systems. Entrust cannot secure messages
sent between Net Gateway and Norstar Voice Mail or VPIM-
compatible systems.

The Entrust software consists of two packages: Entrust/Lite
Manager and Entrust/Lite Client.

Entrust Lite/Manager is installed at network administration sites
only. To install Entrust/Lite Manager, consider the following:
* You should be the network system administrator.

« The Entrust/Lite Manager may be installed in a Windows
NT File System (NTFS) partition for maximum security,
but can be installed in a File Allocation Table (FAT)
partition if required.

Entrust/Lite Client is installed at all network nodes of an
encrypted network (including network administration sites).

Net Gateway software installation includes the following tasks:

» installing the base software (provided on CD-ROM)
» installing and configuring the voice processor board drivers

» configuring country-specific settings for the voice
processor card
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Verification test The verification test is done by running the Universal Dialogic
Diagnostic utility which tests the voice processor board.

After testing the voice processor board, you need to set the
Dialogic services so that they will start automatically on
restarting the system.
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Installing the optional Entrust software

Introduction This section provides information about installing the optional
Entrust/Lite Manager and Entrust/Lite Client software. If your
network will not be using encryption, you may skip this section
and proceed to installing the Net Gateway software.

Why this software is When voice mail messages are sent from one Net Gateway

used system to another, they are encrypted as a security precaution.
When the messages reach the destination system, they are
decrypted by the receiving system so that voice mail recipients
can listen to them.

Encryption and decryption are done by using two types of keys:
private keys and public keys. Entrust/Lite Manager is used to
administer these keys (which are also knowneasficates.

Private keys

A private key is a certificate that is created for a specific site.
Each site uses its own private key to decrypt Net Gateway
messages.

Public keys

A public key file contains a list of sites that are authorized to
receive and decrypt voice messages from other sites in the

network. This file contains the public key for these sites and
may be referred to as a public address book.

Limitations The Entrust software can only be used to secure messages sent
between Net Gateway systems.

Even though Meridian Mail Net Gateway can support up to 500
sites in the network, Entrust cannot secure messages between
Meridian Mail Net Gateway systems when there are more than
200 of them. (This implies that to use encryption, your network
may have up to 200 Meridian Mail Net Gateway systems and up
to 300 Norstar Voice Mail or VPIM systems.)
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Limitations
(continued)

Installing the Entrust
software

Making Entrust files
available to Net
Gateway

The Entrust software cannot secure messages sent between Net
Gateway and Norstar Voice Mail or VPIM-compatible systems.

You must purchase the Entrust software separately from the
Meridian Mail Net Gateway system.

If you have encryption enabled, you must install the Entrust
software on the Net Gateway system.

Administration sites

Install the Entrust/Lite Manager software on the Net Gateway
system according to the instructions in Er@rust/Lite

Manager User Guide

Install the Entrust/Lite Client software on the Net Gateway
system according to the instructions in Brarust/Lite Client
User Guide

Network node sites

Install the Entrust/Lite Client software on the Net Gateway
system according to the instructions in Brarust/Lite Client
User Guide

Note: The Entrust software may be installed in an NTFS
partition for maximum security, but can be installed in a FAT
partition as well.

During installation, for network administration sites, two files
are created which must be made available. They are

. ENTUSERS.PUB

e ENTUSERS.PRI

If these files cannot be accessed by the Net Gateway software,
then you will not be able to install Net Gateway and enable
encryption at the network administration site
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Making Entrust files
available to Net
Gateway (continued)

About the
MGRLITE.INI file

Creating Entrust users

Installing the optional Entrust software

ATTENTION

Create a backup copy of the ENTUSERS.PRI file. If the
original file becomes damaged or corrupt, you can
restore it with the backup copy.

When Entrust/Lite Manager is installed at a primary or
secondary network administration site, an MGRLITE.INI file is
created in the default Windows directory. This file must be
identical at each network administration site in the network.
Therefore, once it has been installed at the first site, it should be
copied to all other network administration sites.

ATTENTION

Create a backup copy of the MGRLITE.INI file. If the
original file becomes damaged or corrupt, or if you must
install Entrust/Lite Manager again, you can restore it
with the backup copy.

For detailed instructions on creating Entrust users, see “Setting
up Entrust/Lite users” on page 4-49.
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Entrust error There are two error messages which Entrust may produce in the
messages Windows NT error log. The following paragraphs describe
them.

Certificate is not valid yet

Certificates cannot be used before their creation time. In other
words, if the PC that is creating the certificate is not set to the
same time as the PC using the profile, you will get this error
message. You must wait until the certificate is valid.

Could not connect to public directory...
You may ignore this error message.
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Installing the Net Gateway software

Introduction

Site types

This topic explains how to install the Net Gateway software on
your system. Software installation includes the following tasks:

» installing the base software (provided on CD-ROM)
» installing and configuring the voice processor board drivers

» configuring country-specific settings for the voice
processor card

Within the Net Gateway network, there are two types of sites:
network administration sites, and network sites (or nodes).
When installing the Net Gateway software, you are prompted
for your site type.

Network administration sites
The system administrator located at a network administration
site performs administration for the whole network.

Network administration sites are given the capability to
configure, maintain, and download both the site information
(routing table) and Entrust Public Address Book (also referred
to as aPUB file) to other sites in the network.

If you choose to use encryption, the Entrust/Lite Manager
software must be installed at these sites in order to administer
users. The Entrust/Lite Client software must also be installed.

Network sites (or nodes)
The Entrust/Lite Client software is required at these sites if you
enable encryption during installation.

The Entrust/Lite Manager software is not required at these sites.
The network routing table will always be downloaded to the site
from the network administration site, and the Entrust PUB files
are downloaded to this type of site only if encryption has been
enabled during installation.

System administrators at these sites perform administration for
their site only.
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Prerequisites Before you install the Net Gateway software, see “Before you
begin” on page 3-5, and ensure that all requirements outlined
there have been fulfilled.

If your site is a network administration site and encryption is
enabled, you must do the following:

« Install the Entrust/Lite Manager software before you install
the Net Gateway software. This installation procedure asks
you for the directory in which Entrust files are located.

« Install the Entrust/Lite Client software before you install
the Net Gateway software.

If your site is a network node with encryption enabled you must
install the Entrust/Lite Client software.

Procedure To install the Meridian Mail Net Gateway software, do the
following.

Step Action

1 Insert the Meridian Mail Net Gateway CD-ROM into the
CD-ROM drive.
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Step Action

2 From either the command tool or the Windows NT File
Explorer, start the Net Gateway Setup program SETUPEXE.

Result: The Net Gateway installation routine starts up and
displays the setup opening screen.

Mortel MMNG

Wwelcome to the MMMNG Setup program.  This program will install
MMMG on your computer.

It iz strongly recommended that pou exit all Windows programs
befare running this Setup program.

Click. Cancel to quit Setup and then close any programs you have
wnning. Click Mest to continue with the Setup program.

Wi RMIMG: This program i protected by copyright law and
international treaties.

Unauthorized repraduction or distribution of thiz program, or any
portion of it, may result in severe civil and criminal penalties. and
will be progecuted to the maximum extent pozzible under law.

Cancel |

Note: If you have not installed the Streams protocol, you will
see an error dialog box. You must go back and install Streams.
See “Installing the Streams Environment” on page 3-40.

3 Click Next>.
Result: The Installation Type dialog box appears.

Installation Type

Pleaze Enter what tupe of MMMNG zite will thiz be?

€ MMNG Metwork Node
& MMNG MNetwork Administration Sitel

< Back I Mest » I Cancel
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Step Action

4 Depending upon which type of site you are installing, click
either the Network Node or Network Administration Site radio
button.

5 Click Next>.
The Installation Drive dialog box appears.

Installation Drive

Please select the destination drive for the software installation

© dhent
© ehsnt

< Back I Mest » I Cancel

6 Click the button for the drive.
Notes:

a. You cannot change the directory name.

b. If you do not have at least 300 Mbytes of hard drive space
available on the target drive, an error dialog box appears.
Click Yes to continue. (The installation will continue even if
you decide not to select another drive.)
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Step Action

7 Click Next>.
Result: The Encryption Enabled dialog box appears.

Enciyption Enabled

|z your network using Encryption?

& $dbANG Metwork Uzes Encryphiord
£ MMMG Metwork Does not uze Encryption

< Back I Mest > I Cancel
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Step Action

8 If your network will be using the Entrust security feature, click
the “MMNG Network Uses Encryption” button; otherwise, click
the “MMNG Network does not use Encryption” button.

« If you selected “MMNG Network Uses Encryption” and you
are setting up a Network Administration site, you will see the
directory select dialog box as shown below.

Go to step 9.

Nortel MMNG 1.0

Install must know where Entrust has been installed.

Pleaze specify where you have previously installed Entrust.
If Entrust has not been installed yet, Select Cancel, Install Entrust
and then rerun Setup

|' Destination Directory

c:hentmgr Browsze... |

< Back Cancel |

¢ Ifyou selected “MMNG Network does not use Encryption” or
you are installing a network node site, go to step 10.

9 Verify that the directory shown for the Entrust/Lite Manager is
correct. If it is not, click Browse to find the correct directory.
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Step Action

10

11

Click Next>.
Result: The Select Group dialog box appears.

Select Group

Setup will add items to the group in the Program Group box.
*Y'ou can bype a new group hame, of select one from the existing
Groups list.

Pragram Folders:

M orteltbAN G

E sisting Folders:

< Back I Mest » I

Cancel |

If you wish to assign the Net Gateway shortcuts to another
folder, either select an existing folder or type a name for a new
one.

Otherwise, click Next> to continue.

Result: The Check Setup Information dialog box appears. This
displays a summary of all the options selected so far. If you
need to change any of them, use the <Back button to navigate
backwards through the installation.

Check Setup Information

Setup has enough information to begin the file-transfer
operation. |F you want o review or change any of the
zeftings, click Back. |f pou are satisfied with the
zeftings, click Mext to begin copying files.

LCurrent Settings:

Eetup Type: ;I

MMMG MNetwark Administration Site

Destination Directary:
cihant

Encryption Enabled:
e

Program Folder:
MartelM MHG

L of

< Back I Mest » I

Cancel |
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Step Action

12 Click Next> to continue.

Result: This installs the Net Gateway base software and starts
the process of installing the drivers for the voice processor
card. The Dialogic Board Configuration Utility starts.

Dialogic Board Configuration Utility Fi:Help

Current config!
Installation Directory = e:isnt

Configuration Menu Ed

These are Menu Choices

Add board to configuration
Remave board from canfiguration
Change memary address

Change hardware interrupt
Change SCbus clock master ID
Change ISA bus access width
Change PCH encoding algorithm
End configuration

Return to default

Lo

Specify each board to be added to the SCbus configuration.

13  From the Configuration Menu of the utility, select the “Add
board to configuration” option to set up your voice processor
board.

Click OK to continue.
Result: The Add Board to Configuration list box comes up.

Dialogic Board Configuration Ultility F1:Help

:/Add Board to Configuration
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Step Action

14  Select your voice processor card from the list.

< If you are in North America, select the Dialog/4.
< If you are outside North America, select the D/41D.
Click OK to continue.

Result: The “Board specifics” list box comes up.

Dialogic Board Configuration Utility Fi:Help

+ Board specifics for the Dialog/4 board

15 Select the base memory address segment for the voice
processor card that you set on JP5 and JP6 when you installed
the card. See “Setting the base memory address segment (JP5
and JP6)” on page 3-56 for more information on this setting.

Click OK to continue.

Result: The Interrupt Selection menu comes up.
Dialogic Board Configuration Utility

Choose an interrupt for all Dialogic D}1D type boards.
Current interrupt selection is 3

Interupt Selection Henu

These are Menu Choices
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Step Action

16  Select the interrupt value for your voice processor card that you
set on JP1 when you installed the card. See “Setting the
hardware interrupt level (JP1)” on page 3-57.

Click OK to continue.

Result: You are returned to the Dialogic Configuration Utility

main window. You can see on the right-hand side that your

voice processor card has been added to the configuration.
Dialogi ion Utility F1:Help [_ O[]

Current configuration
Installation Directory = e\snt
D{x1D Interrupt = 4

Configured Boards
1 Dialogt4

Configuration Henu Ed

These are Menu Choices

Add board to configuration
Remove board fram configuration
Change memory addiess

Change hardware intermupt
Change SCbus clock master ID
Change ISA bus access width
Change PCM encoding algorithm

End configuration
Return to default configuration
0K

17  Select End configuration from the Configuration menu and click
OK.

Result: The How do we handle the board configuration
changes menu appears.

Dialogic Board Configuration Utility Fi:Help

Current configuration

PCM Encoding = AUTOMATIC
SCbusClockMaster = AUTOMATIC
ISAbusWidth = 8-BIT

How do we handle the board configuration changes ]

These are Menu Choices

S ave changes and exit
Exit without saving
Do not exit

[
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Step Action

18 Choose Save changes and exit from the menu. Click OK.

Result: This starts the portion of the installation process where

you choose settings specific to the country in which you will be
using the Net Gateway system.

Welcome

‘welcome to the Dialogic Country-5 pecific Configuration
Frogram!

Click Cancel to quit configuration. Click. Mext to continue with the
configuration program.

Current Configuration:

COUNTRY: =
NONE _I

FEATURES:
NOME

L of

< Back I Hext » I Cancel | Help |

19 Click Next> to continue.

Result: The Country selection dialog box appears.

Country

Flease select a country [or <MOME> to remove settings]:

<MOME>

< Back I Hext » I Cancel Help

If you are

« in North America, proceed to step 20
e outside North America, go to step 23.
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Step Action

20  Select the United States from the drop-down list and click
Next>.

Result: The Frequency Resolution dialog box comes up.

Frequency Resolution

Flease select the frequency resolution:

Frequency Resolution:

This zpecifies the frequency rezolution for detecting dual tones
with Global Tone Detection. In most cases, you can use the
high-rezolution default of 2.5 Hz.

Howewver, in some cases you may want to select the 125 Hz
regolution to match any boards in your system that use the
lower resalution [e.g., /41D boards).

< Back I Mest > I Cancel | Help |

21  You should leave the Frequency Resolution setting at 62.5 Hz,
so click Next> to continue.

Result: The Dialogic Summary dialog shows up that allows you
to review your country-specific selections.

The Dialogic configuration pragram has enough information to
configure your spstem. |F you want to review or change any
setting, click Back. |f you are satisfied with the settings, click
Finizh to begin configuration of your systen.

Current Summary:

COUNTRY: =
United States
Generic Global DPD zettings

SELECTED FEATURES:
| frequency resolution = 62.5 Hz

o o

< Back I Finizh I Cancel | Help |

22 Go to step 24 to complete the Net Gateway installation.
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Step Action

23

From the drop-down list, choose the country where you will be
operating the Net Gateway system.

If your country does not appear in the list, select either NONE
or an equivalent country.

When you choose a country outside of North America, the
setup program prompts you to select any special features
available for the country.

Click Next> to move through the options.

The list of countries and features may change with each
release, and the available features depend on the country
selected and the voice processor board being used. The
following are some typical examples of country-specific
features:

¢ Signaling : You can select the type of signaling used in the
country: either Hook Flash (default) or Earth Recall
signaling. Several countries (mostly European countries)
employ earth-recall instead of hook-flash signaling.

¢ Outbound Pulse Dialing : You can select the number of
pulses per second (PPS) that will be used for pulse dialing:
either 10 (default) or 20 PPS. This feature is used in some
Asian countries (such as Japan and Korea), where rotary
telephones use dial pulse instead of loop pulse dialing.

e GTD Dual-Tone Frequency Resolution : You can select
the frequency resolution for detecting dual tones with Global
Tone Detection (GTD). In most cases, you can use the high-
resolution default of 62.5 Hz. However, in some cases, you
may want to select the 125 Hz resolution to match any
boards in your system that use the lower.

« Receive Gain : You can select a positive, a negative, or zero
receive gain in dB. The default is 0 dB.

If you are not sure about which option to choose as you go

through the setup program, use the default.
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Step Action

24

25

Result: When you have completed all country-specific options,
the Summary dialog box appears. This displays a summary of
the country-specific options selected. If you need to change
any of them, use the <Back button to navigate backwards
through the installation.

The Dialogic configuration pragram has enough information to
configure your spstem. |F you want to review or change any
setting, click Back. |f you are satisfied with the settings, click
Finizh to begin configuration of your system.

Current Summary:

COUNTRY: -]
Ireland
Generic: Global DPD zettings

SELECTED FEATURES:
frequency resolution = 62.5 Hz
zignaling = hook flash

4 o

< Back I Finizh I Cancel | Help |

Click Finish to complete the country-specific setup.

Result: The country-specific setup program warns you that
your changes will only take effect when the voice processor
board is restarted (in other words, when the system is
restarted).

COUNTRY [ %]

& Your configuration has been updated. Changes will take effect the nest time the boards are stated.

Click OK.
Result: The Release Notes dialog box appears.

Nortel MMNG 1.0

@ wiould pou like to read the Mortel MMNG Release Motes now?

e |
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Step Action

26  Click Yes to review the Release Notes or No to proceed with
the installation.

Result: The final setup dialog appears which gives you the
choice of when to restart your system.

Nortel MMNG 1.0

Setup has finished successiully.

“r'ou should now verify your installation. Please see the System
Inztallation and Administration Guide, Chapter 3, for the procedure to
fiollow atker you hawe restartea your system

@ ez | warl to restart my computer now

€ Mo, | will restart my computer later,

Note: You must restart your system before the Net Gateway
system will operate properly.
27  Click OK to restart your system.

Proceed to “Verifying the installation” on page 3-87 to check
that the installation was successful.
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Verifying the installation

Introduction

When to verify
installation

Running the Universal
Dialogic Diagnostic
utility

This topic explains how to verify that the installation was
successful. This is done by starting the Universal Dialogic
Diagnostic utility, which verifies that the voice processor board
has been correctly installed and configured. The utility may take
up to 30 minutes to run.

Once you have completed this procedure, you will need to set
the start-up mode for the Net Gateway system to automatic. See
“Setting service start-up mode” on page 3-90.

Both procedures in this topic are performed only when doing a
brand new installation. You do not need to perform them for a
software reinstallation.

Note: Restart your system before you begin.

To verify the installation, do the following.

Step Action

1 On the Windows NT task bar, click Start.
2 Click Programs.

3 Click Nortel MMNG.
4

Click Universal Dialogic Diagnostic utility.
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Step Action

5 Click Continue

Result: After the utility initializes, the Universal Dialogic
Diagnostics utility main window appears.

i Universal Dialogic Diagnostics

File Options  Help

Product Board Name  Serial No. Addr Len IRQ ID
i [ ID=D000 unknown DOO0DOh 2000k 3 DO00h

Select All | Load|Tjest Set | Specify Tests | Bun Tests |

Deselect All | Save Test Set | Yiew Log File | Exit UDD |

6 Click in the Product checkbox.

Result: The utility immediately brings up the Specify test dialog
box which allows you to choose the test you are going to run on
the voice processor board. You should select all tests.

% Universal Dialogic Diagnostice - Specify Tests

—Select the tests to run for Df41D
Current Board: 1D=D000

Use Default  Use Custom

Tests Parameters  Parameters
[ Board Sanity Check ol r
[¥ Shared RAM Test 2 r
¥ Local RAM Test ~ r
[# DSP Test ~ r
[ Board Timer Test el i
¥ On Board Interrupt Test ~ r
¥ EEPROM Test ~ r
¥ PC Interrupt Test = =
[¥ LS Frontend Test el i

Select All Tests | Deselect All Tests |
e - | e |
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Step Action

7 Click OK

Result: The utility performs the test on the voice processor
card. This can take up to 30 minutes. While the tests are
running, the utility displays the Test progress window.

i Universal Dialogic Diagnostics

Test progress window

-
Product: D/41D., name: 1D=D000 [baseboard] #DJO06672, 1d: DODOH j
Board Sanity Check

e e Abort Entire Test | Done |

8 Once the tests have concluded, click Done to close the Test
progress window.

If any test failed, you should review your voice processor card
installation and see “Possible causes for failure” on page 3-91.

9 Click Exit UUD to quit the utility.

Result: The utility warns you that the voice processor card
services have been stopped to perform the tests.

Exit UDD [<]

:j The Dialogic NT Service had to be stopped to run UDD. Re-start the service to use the board(s].

10  Click OK.

After running the diagnostic, you must set the startup mode for
the services. See “Setting service start-up mode” on
page 3-90.
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Verifying the installation

Follow these steps to set the start up mode for the voice
processor related services.

Step Action
1 On the Windows NT task bar, click Start.
2 Click Programs.
3 Click Nortel MMNG.
4 Click Set Start Up Mode
Result: The Set Start Up Mode dialog box appears in “Manual”
mode.
Select Mods . :
5 Manual :‘ E
Clase |
€ Autornatic
5 Click Automatic.
6 Click Reboot.

Result: The system reboots and starts the following Net
Gateway Windows NT services:

< Dialogic

« Nortel MMNG Transfer Agent (MTA)

* Nortel MMNG SMTP

¢ Nortel MMNG Enterprise Networking Agent (ENA)
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Step Action

7 Do the following.

a. Check the Windows NT Event Viewer System Log to verify
that the Dialogic service started successfully.

The following message should be present:

c:\snt\dialogic\bin\voxctl: started
board: dxxxB1

b. Check the Application Log to verify that the other services
started successfully.

The following messages should be present:

The Nortel MMNG MTA has started
successfully

MAIN: SMTP service ready

SLEE Process Started

If any messages are not present, see Chapter 6, “Maintenance
and troubleshooting” for possible causes. For more information
on the Windows NT Event Viewer, see “Using the Windows NT
Event Viewer” on page 6-5.

Possible causes for If the Dialogic Service did not start successfully, possible
failure causes are
* bad interrupt setting (incorrect jumper setting)
* incorrect memory address (incorrect jumper setting)
« conflicting IRQ number

» devices not disabled where there are one or more
conflicting IRQ numbers (for example, if you have not
disabled COM2, which is usually assigned to IRQ 3, and
this conflicts with the default IRQ setting on the voice
processor board)

Verify all settings, then repeat the procedures described above.

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



3-92 Installing Net Gateway hardware and software
Uninstalling Meridian Mail Net Gateway

Uninstalling Meridian Mail Net Gateway

Introduction If you need to remove the Meridian Mail Net Gateway software
from your system, you must follow the procedure described in
this section.

Procedure To remove the Net Gateway software from your system, follow

these steps.

Step Action

1 On the Windows NT task bar, click Start.
2 Click Programs.

3 Click Nortel MMNG.
4

Click Uninstall MMNG.

Result: The uninstallation program starts and displays the
Uninstall MMNG dialog box.

# Uninstall MMNG

NE@RTEL

NORTHERN TELECOM

MMNG 1.0 |
UNINSTALL

iProceed with Uninstall I LCancel Uninstall

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



Installing Net Gateway hardware and software 3-93

Uninstalling Meridian Mail Net Gateway

Step Action

5 Click Proceed with Uninstall.

Result: Uninstall MMNG warns you to close all other running
applications before continuing.

Uninstall MMNG [ x|

Please close all other applications that are running before proceeding with uninstall. Otherwise, some directories will not be deleted

6 Click OK.
Result: The Uninstall MMNG program proceeds to
« delete all Net Gateway software
e delete registry entries containing Routing Table information
When it is finished, you are prompted to reboot your system.

MMNEG Uninstall

Meridian kail Net Gateway has been uninstalled. Y'ou have to reboot your system. Do you want to reboot yor system now?

|

7 Click Yes to restart your system.
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Upgrading Meridian Mail Net Gateway software

Introduction

When to perform this
procedure

Procedure

This section describes the process for upgrading your Net
Gateway software.

This process is very similar to the installation process described
in “Installing the Net Gateway software” on page 3-72.

The upgrade process will recognize your existing setting for the
voice processor card and country-specific parameters. You only
need to change these settings if you are using a new voice
processor or have changed the country the Net Gateway system
is operating in.

Your existing Routing Table is also left intact.

You should perform this procedure when

e you receive an upgrade package from Nortel

e you wish to reinstall your Net Gateway software without
performing a full uninstall (for example, if you suspect
your software has become corrupted)

e you are changing a site from a network node to a network
administration site

e adding encryption to your network

In this case, all Net Gateway systems in the network must
have encryption enabled.

* you suspect there is a problem with the Net Gateway
software

To upgrade your software, follow these steps.

Step Action

1 Insert the Meridian Mail Net Gateway CD-ROM into the
CD-ROM drive.
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Upgrading Meridian Mail Net Gateway software

Step Action

2 From either the command tool or the Windows NT File
Explorer, start the Net Gateway Setup program SETUPEXE.
Result: The setup program shows you a dialog box.

A version of MMNG s already installed in your system. Your system must be rebooted before you can re-install MMNG.
Do you want to reboat and re-install WMMMG now? Mo wil cancel this operation

] |

3 Perform steps 3 to 11 from “Installing the Net Gateway
software” on page 3-72.

Note: When rebooting your system, the Setup program starts
automatically.

4 When the installation routine comes to the section for installing
the voice processor card software, you may select End
Configuration and click OK to skip configuring your card if the
information shown is correct.

If you wish to revise your voice processor card setting, follow
steps 12 to 17 from “Installing the Net Gateway software” on
page 3-72.

5 When the installation routine comes to the section for setting
country-specific parameters, you may select Cancel to skip
country configuration.

If you wish to change the country settings, follow steps 18 to 24
from “Installing the Net Gateway software” on page 3-72.

6 Complete steps 25 to 27 from “Installing the Net Gateway
software” on page 3-72.
7 Run the procedure to set the Startup Mode.

For instructions, see “Setting service start-up mode” on
page 3-90.
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Overview of this chapter

Overview of this chapter

Introduction

Section A:
Getting started

Section B:
Configuring the
routing table

Section C:
Local administration

This chapter explains how to configure Net Gateway for
operation in your network.

This section provides some introductory information about the
Net Gateway:

* administration interface

e online help

It also describes how the Net Gateway system can be used to
administer the network.

This section provides instructions for defining sites, locations,
and dialing plan information in the Net Gateway routing table.

It also provides instructions for creating site user profiles
(certificates) in the Entrust/Lite Manager security
administration software.

This section explains how to do the following:

+ Define the addresses of two network administration sites.
» Define the SMTP proxy server address.

* Request a download of your site’s Entrust user certificate
from a network administration site.

* Request a download of the routing table and Entrust public
address book from a network administration site.

* Define the Meridian Mail Enterprise Networking DN.
» Enable or disable Net Gateway voice ports.

« Maintain a list of site IDs that have been defined in the
local Meridian Mail system.
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Section A: Getting started

In this section

Overview of this section 4-4
Introduction to network administration 4-6
Setting up your Meridian Mail Net Gateway network 4-12
Getting help 4-16
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Overview of this section

Overview of this section

Introduction

Administering the
network

Administrative
interface

Setting up your
Meridian Mail Net
Gateway network

This section provides some introductory information about
working with Net Gateway.

The Net Gateway network can be set up and administered in one
of three ways:

« If a Meridian Mail network already exists, and there are
fewer than 150 sites, the existing network database
configuration can be used. The DN used to call the Net
Gateway system is entered as the connection DN for each
site.

» If a Meridian Mail network already exists, and there are
more than 150 sites, the existing network database
configuration can be used, with the addition of one site that
is configured as the overflow site.

« If a new Net Gateway network is being created, the entire
network can be administered centrally at one site (known as
the primary network administration site). One site is
defined in each Meridian Mail system as the overflow site.

In the first two options, the Net Gateway system can be
configured so that its presence is not noticed. This requires that
the central Net Gateway network administrator faithfully
reproduces the configuration of each Meridian Mail system in
the global Net Gateway database.

Administration tasks are all performed from a graphical user
interface (GUI) application that is installed with the Meridian
Mail Net Gateway software.

When getting your Net Gateway network up and running, it is
important to perform the procedures in this chapter in the order
described in this section.
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Overview of this section

Online help The Meridian Mail Net Gateway uses the standard Windows NT
4.0 Help system.

This features context-sensitive “What's This?” help, overview
topics for each property sheet and dialog box, and general help
topics.
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Introduction to network administration

Introduction

Types of sites

This section provides a general introduction to site
administration. It also briefly describes the administration
interface for Meridian Mail Net Gateway.

The Net Gateway can be installed as one of two types of sites:
network administration sites and network sites.

Network administration sites

In a Net Gateway network, there is a primary network
administration site and an optional backup site, which is
referred to as a secondary network administration site. At these
sites, the administrator can set up global network data through
the Routing Table (see “Configuring the routing table” on

page 4-19).

The primary and secondary network administration sites have
the same privileges, but a remote site queries the primary site
for routing table data before it queries the secondary site. In this
way, the network administration capabilities are always
available, even if one of the network administration sites is
down.

Administration sites can send routing table data to Net Gateway
network sites only.You can also perform local administration
tasks from an administration site (see “Local administration” on
page 4-53).

Network sites (nodes)

Network sites are the regular Meridian Malil sites in the
network. You cannot alter data related to the configuration of
the rest of the network (routing table data) from a network site.
Most of the sites in a Net Gateway network are of this type.
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Net Gateway System Installation and Administration Guide August 1997



Configuring Net Gateway 4-7

Introduction to network administration

Types of sites Network sites can request that routing table data be downloaded

(continued) from an administration site. You can also perform local
administration tasks from a network site (see “Local
administration” on page 4-53).

Networking up to 500 Up to 500 networking sites can be defined in the Net Gateway

sites network by defining an overflow site in each Meridian Malil
system. The overflow site contains a unique prefix and uses the
“none” dialing plan.

When messages addressed with the overflow site prefix are
received by Net Gateway, Net Gateway applies the translation
required for mapping the sender and recipients in the original
message to Internet addresses. As shown in the following figure,
the overflow site (Site 301) can map to many remote digital
sites (the circles). Consequently, a recipient addressed at the
overflow site may actually exist on any one of many different
digital sites.
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Max of 148 remote sites (1 site is designated
Meridian Mail MMNG as the overflow site PLUS 1 local site).
(Site 3) MMail Digital . .
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2 e (Site 5) (Site 1)
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<—>‘ Site 200
2 e
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Additional digital sites
(NVMs, MMNGs or VPIMSs)
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Introduction to network administration

Administration The Net Gateway network can be set up and administered in one
methods of three ways:

 Method 1If a Meridian Mail network already exists, and
there are fewer than 150 sites, the existing network
database configuration can be used. The DN used to call
the Net Gateway system is entered as the connection DN
for each site.

* Method 2If a Meridian Mail network already exists, and
there are more than 150 sites, the existing network database
configuration can be used (as described in Method 1), with
the addition of one site that is configured as the overflow
site.

* Method 3If a new Net Gateway network is being created,
the entire network can be administered centrally at one site
(known as the primary network administration site). One
site is defined in each Meridian Mail system as the
overflow site.

In Methods 1 and 2, the Net Gateway system can be configured
so that its presence is not noticed. This requires that the central
Net Gateway administrator faithfully reproduces the
configuration of each Meridian Mail system in the global Net
Gateway database.

These methods mean that end users are not impacted and
continue to address users in the same fashion as before Net
Gateway was introduced.

By using Method 2, you can control how you want your Net
Gateway network to operate. The downside is that if a problem
results due to improper configuration, tracking the cause may be
difficult to find.

In Method 3, all network messages are addressed with the
overflow site prefix and the recipient’s address. Meridian Mail
networking passes each message to the Net Gateway system.
Net Gateway then resolves the address and sends the message to
the proper destination.
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Introduction to network administration
Administration Administration tasks are all performed from a graphical user
interface interface (GUI) application that is installed with the Meridian
Mail Net Gateway software. The following diagram shows how
the major parts of the interface are accessed from the main
window.
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Introduction to network administration

Operational Measurements [7]x]

Main Window
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(see Chapter 5)
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(see Section B)
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(see Section A)
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Setting up your Meridian Mail Net Gateway network

Setting up your Meridian Mail Net Gateway network

Introduction

Example with Entrust
option disabled

This section provides important information on getting your Net
Gateway network up and running. It describes the sequence in
which the procedures in the following sections should be
performed when you are first setting up a network of Net
Gateway systems.

This section describes the process of setting up a simple Net

Gateway network without Entrust security.

Setting up a three-node network
The following table describes the stage of setting up a

three-node Net Gateway network without the Entrust security

option.
Stage | Action Procedure
1 Install primary node as the Chapter 3, “Installing Net Gateway
Administration site. hardware and software”
2 Add information for the administration “Adding, changing, and deleting sites” on
site and Nodes 1 and 2 to Routing page 4-28, “Adding, changing, and deleting
Table. locations at sites” on page 4-34, “Adding,
changing, and deleting network prefix
information for locations” on page 4-39
3 Install Nodes 1 and 2. Chapter 3, “Installing Net Gateway
hardware and software”
4 At Node 1, enter the name for the “Defining the administration sites” on
administration site. page 4-62
5 At Node 1, request site information from | “Requesting site administration data” on
the administration site. page 4-69
6 At Node 2, repeat steps 4 and 5.
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Setting up your Meridian Mail Net Gateway network

Example with Entrust
option disabled
(continued)

Adding another node
This table shows the steps to be followed if you were to add
another node (Node 3) to the network described in the example

above.
Stage | Action Procedure
1 Add information for Node 3 to Routing “Adding, changing, and deleting sites” on
Table at the primary administration site. | page 4-28, “Adding, changing, and deleting
locations at sites” on page 4-34, “Adding,
changing, and deleting network prefix
information for locations” on page 4-39
2 Install Node 3. Chapter 3, “Installing Net Gateway hardware
and software”
3 At Node 3, enter the name of the “Defining the administration sites” on
primary administration site. page 4-62
4 At Node 3, request site information “Requesting site administration data” on
from the primary administration site. page 4-69
5 At the primary administration site, send | “Sending Routing Table data to other Net
out Routing Table Data to all sites so Gateway sites” on page 4-42
that Nodes 1 and 2 can recognize
Node 3.
Node 3 receives the Routing Table.
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Example with Entrust
option enabled

Setting up your Meridian Mail Net Gateway network

This section describes the process of setting up a simple Net
Gateway network with Entrust security.

Setting up a three-node network
The following table describes the steps for setting up a
three-node Net Gateway network with the Entrust security

option.
Stage Action Procedure
1 Install primary node as the Chapter 3, “Installing Net Gateway hardware
administration site, and install Entrust/ and software”
Lite Manager and Client software.
2 At the primary administration site, “Setting up Entrust/Lite users” on page 4-49
create an Entrust user for the primary
administration site.
3 At the administration site (primary “Requesting security information” on
node), request security data. page 4-65
4 Add information for the administration “Adding, changing, and deleting sites” on
site and Nodes 1 and 2 to Routing page 4-28, “Adding, changing, and deleting
Table. locations at sites” on page 4-34, “Adding,
changing, and deleting network prefix
information for locations” on page 4-39
5 At the primary administration site, “Setting up Entrust/Lite users” on page 4-49
create Entrust users for Nodes 1 and 2.
6 Install Nodes 1 and 2 (including Entrust | Chapter 3, “Installing Net Gateway hardware
Client software). and software”
7 Primary Administration site
administrator: Provide Entrust
password to the administrator at Node
1.
8 At Node 1, enter the name for the “Defining the administration sites” on
administration site. page 4-62
9 At Node 1, request security information | “Requesting security information” on
from the administration site. page 4-65
Note: The site information is automatically
downloaded after the security information is
received.
10 At Node 2, repeat steps 7 to 9.
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Setting up your Meridian Mail Net Gateway network

Example with Entrust
option enabled
(continued)

above.

Adding another node with Entrust
This table shows the steps to be followed if you were to add
another node (Node 3) to the network described in the example

Stage Action

Procedure

1 Add information for Node 3 to the
Routing Table at the primary
administration site.

“Adding, changing, and deleting sites” on
page 4-28, “Adding, changing, and deleting
locations at sites” on page 4-34, “Adding,
changing, and deleting network prefix
information for locations” on page 4-39

primary administration site.

2 Primary administration site “Setting up Entrust/Lite users” on
administrator: Create an Entrust user for | page 4-49
Node 3.

3 At the primary administration site, “Requesting site administration data” on
request site information. page 4-69

4 Install Node 3 (including Entrust Client Chapter 3, “Installing Net Gateway
software). hardware and software”

5 At Node 3, enter the name of the “Defining the administration sites” on

page 4-62

6 Primary administration site

to administrator at Node 3.

administrator: Provide Entrust password

7 At Node 3, request security data.

“Requesting security information” on
page 4-65

Note: The site information is automatically
downloaded after the security information is
received.

8 Primary administration site

can recognize Node 3.

administrator: send out Routing Table
Data to all sites so that Nodes 1 and 2

“Sending Routing Table data to other Net
Gateway sites” on page 4-42

Standard 1.0

Net Gateway System Installation and Administration Guide

August 1997




4-16

Configuring Net Gateway

Getting help

Introduction

Using “What'’s This?”
help

Getting help

The Meridian Mail Net Gateway uses the standard Windows NT
4.0 Help system.

This features context-sensitive “What’s This?” help, overview
topics for each property sheet and dialog box, and General help
topics. Each of these is explained in the next sections.

From any property page or dialog box in Net Gateway, you can
get context-sensitive help (called “What’s This?” help in
Windows NT 4.0). This can provide important information to
you in brief popups while you are performing administration
tasks.

Follow these steps.

Step Action

1 Click the question mark button in the upper right-hand corner
of a dialog box or property page.

Result: The cursor changes to show a question mark like

this:
?
2 Click on a box or button in the Net Gateway interface.

Result: A pop-up topic is displayed providing help for the box
or button. This is an example.

Sets the internet host name for the remaote system. This is the
portion of the irternet address that uniguely identifies a particular
system within & domain. This field combined with the domain name
makes up the fully gqualified domain name. You must enter a host
name for & site definition to be added.

Range: This field may be & string up to 125 characters in length.

Example: The complete internet address for the site is
urple yellowy .com. The host name is purple

3 Click anywhere to close the pop-up window.
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Getting help

Viewing overview
topics

To get to overview help for property sheets and dialog boxes,
follow these steps.

Step Action

1 Click the help button found in the lower right-hand corner of
property sheets and dialog boxes.

Result: The system displays a window showing an overview
topic describing the property sheet or dialog box.

E Merndian Mail Het Gateway H=]1 E3
Help Topics Back Options

Routing Table Administration overview

Usze the Routing Table Administration property sheet to et up the
directions to manage messages on the netwaork.

From this screen you can:

associate Met Gateway sites with Meridian Mail, Morstar “oice
hail and Y Pivd-compatible netwoark sites

define location dialing plan properties (zuch as COP overlap and
ESM averlap)

azzociate MMS locations with network stes

configure global network parameters such as the ESM access
code and overflow site ID

Hote: Only sites with netvwork administration privileges (Primary or
Secondary Metwork Administration stes) can change data inthe
Routing Tahle. Ctherwize, the Routing Table appears in read-only
mode.

L Related Topics

Use the Related Topics button to get more descriptions and
procedures.

2 Click the button in the upper right-hand corner of the
property page to close the help topic.
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Getting help
Accessing a list of To access a list of all help topics and to search the help file,
help topics follow these steps.
Step Action

1 From the Main Window, select Help, then Help Topics.
or
Click the Help Topics button in any overview topic.
Result: The Help Topics property sheet appears.

Help Topics: Meridian Mail Net Gateway [ 7] x]

Contents | index | Find |

Click a topic, and then click Display. Or click anather tab, such as Index.

() Meridiar Mail Net Gateway

Network Administration (network admin sites only]
@ Local Admiristration [l stes)
0 Operational Measurements (all sites)
[ Reference
0 Met Gateway Main window
0 Routing T able Administration
@ Local Admiristration
0 Operational Measurements

Close I Print... | Cancel |

From this property sheet, you can do the following:

« View help topics in a table of content view.
e Search the help index.
e Search for keywords in the help file.

2 Click Close to close the Help Topic window.

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



Configuring Net Gateway 4-19

Section B:  Configuring the routing table

In this section

Overview of this section 4-20
Gathering information 4-22
Adding, changing, and deleting sites 4-28
Adding, changing, and deleting locations at sites 4-34

Adding, changing, and deleting network prefix information 4-39
for locations

Sending Routing Table data to other Net Gateway sites 4-42
Changing Net Gateway defaults 4-43
Changing network information 4-46
Setting up Entrust/Lite users 4-49
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Overview of this section

Overview of this section

Introduction

Gathering information

Default values

Site maintenance

Location and CDP/
ESN overlap
maintenance

Network prefix
information

This section provides instructions for defining sites, locations,
and dialing plan information in the Net Gateway routing table.

It also provides instructions for creating site user profiles in the
Entrust/Lite Manager security administration software.

The local administrator at each site in the network is required to
answer certain questions in order to provide information for the
network administrator to enter into the Net Gateway routing
table. Information is required for the following:

* host name, and domain name of the Net Gateway server
* type of voice mail system being used

« dialing plan used on the switch

e site number

Net Gateway provides a dialog box for defining default values
for sites and locations. When adding a large number of sites
with similar information (such as the same Domain Name or
Site Type), the default values save time when entering site
information.

The Site Information property page of the Routing Table
Administration property sheet is where you add sites to, change,
and delete sites from the network.

The Site Properties dialog box (accessed from the Site
Information property page of the Routing Table Administration
property sheet) is where you add, change, and delete locations
from network sites.

You also use this dialog box to define CDP Overlap and ESN
Overlap for a location.

Network prefixes are added and removed from a site location by
using the Prefix Information property page of the Routing Table
Administration property sheet.
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Updating sites with
new information

Entrust users

Once you, as network administrator, have completed entering
all the data in the Routing Table, you can distribute this
information to all other Net Gateway systems in the network.

Each Net Gateway site in the network is considered to be one
user in the Entrust/Lite Manager software. The site’s host name
is used to identify each user within the Entrust private and
public key files.

The password assigned by Entrust to the user is used by the site
when requesting security information from Net Gateway.
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Gathering information

Gathering information

Introduction

Network, voice mail,
and switch data

Net Gateway Site
worksheet

This section explains what information needs to be gathered to
perform the network administration tasks, and presents a form
for local sites to complete to provide the data.

The local administrator at each site in the network is required to
answer certain questions in order to provide information for the
network administrator to enter into the Net Gateway routing
table. The following information is required:

e host name and domain name of the Net Gateway server

* type of voice mail system being used
Is the remote system another Net Gateway system, a
Meridian Mail system using other networking techniques, a
Norstar Voice Mail system, or a VPIM-compatible system?

e dialing plan used on the switch
If the system is another Net Gateway system, does the
switch use CDP, ESN, both, or no dialing plan? If using
CDP, ESN or both, what are the values for the overlap with
local extensions? If using no dialing plan, how is the site
uniquely addressed?

If you are performing central administration on a Net Gateway
network, copy the form on the next page and distribute it to all
the sites in your network, along with the explanations of what
information to fill in. When the form has been completed and
returned, you will have the information that must be entered
into the Routing Table as described in the rest of this section.
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Gathering information

Meridian Mail Net Gateway Site Worksheet

Host Name To be completed by central administrator

Domain Name Site ID #

Site Description

Include site in distribution list? OYes [ No

Site Type
O MMNG [ Meridian Mail [ NvM [ Other

Location # 0 Network dialing prefixes

If site type is MMNG, complete the following:
CDP Overlap ESN Overlap

Does site have OYes [ No
NMS?

If yes, add additional switch locations below.

Location # Network dialing prefixes

CDP Overlap ESN Overlap
Location # Network dialing prefixes

CDP Overlap ESN Overlap
Location # Network dialing prefixes

CDP Overlap ESN Overlap

Add additional locations as required.
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Worksheet box This table explains the fields on the worksheet.

descriptions

Host Name

Description

Example

The host name of the Net Gateway system. This
is the portion of the Internet address that
uniquely identifies a particular system within a
domain. This field, combined with the domain
name, makes up the fully qualified domain name.

The host name should be the same as the
Windows NT computer name. To determine this,
see “Identifying your system’s host and domain
names” on page 4-27.

The complete Internet address for the site is
purple.yellow.comThe host name jsurple

Domain Name

Description

Example

The Internet domain name for the system. For the
Primary or Secondary Administration sites, this
is the local machine; otherwise, it is the remote
machine being administered.

To determine the domain name, see “ldentifying
your system’s host and domain names” on
page 4-27.

The complete Internet address for the site is
purple.yellow.comThe domain name is
yellow.com.

Site Description

Description

A description for the site. For added security, this
name can be made different from the Host Name.
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Site ID #

Description This is the Enterprise Networking Site ID of the
Meridian Mail system to be networked using Net
Gateway. To avoid confusion (and possible
conflicts), the central administrator must assign
the same Meridian Mail site ID for the site.

For new Meridian Mail, Norstar Voice Mail, and
VPIM-compatible sites, site IDs can be assigned
centrally.

Include site in distribution list?

Description Indicates whether the site is to be included in the
distribution of the routing table data and public
address book (if Entrust is to be used). Usually,
only Net Gateway sites are included.

Only Net Gateway sites will be sent the routing
table data and the public address book. Norstar
Voice Mail and VPIM-compatible sites are
ignored even if defined as included in the
distribution list.

Site Type

Description Record the type of site.

Available MMNG refers to a Net Gateway system
choices connected to Meridian Mail through Enterprise

Networking.
NVM refers to a site running Norstar Voice Mail.

Meridian Mail refers to a Meridian Mail system
that is not accessible over a digital network (in
other words, it is networked using the regular

Meridian Mail networking techniques).

Other refers to a VPIM-compatible voice mail
system.
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Location #

Description

The ID number of a switch that does not have its
own Meridian Mail system and is connected to
another switch location that does have a
Meridian Mail system. In other words, enter the
ID numbers of switch locations that use the
Network Message Service (NMS) feature of
Meridian Mail.

CDP Overlap

Description

The number of digits in the Coordinated Dialing
Plan (CDP) steering code that overlap with the
local user’s extensions.

Check the value entered in the “Number of
overlapping digits between CDP steering code
and local ext” field from the Local Site
Maintenance - Add Site screen in Meridian Mail.

ESN Overlap

Description

The number of digits in the Electronic Switched
Network (ESN) prefix that overlap with the local
user's extensions.

Check the value entered in the “Number of
overlapping digits between ESN prefix and local
ext” field from the Local Site Maintenance - Add
Site screen in Meridian Mail.

Network dialing prefixes

Description

The network dialing prefixes used to address a
network recipient. Do not include mailbox
numbers in the prefix.

You must enter the network dialing prefixes
associated with a site so that Net Gateway can
properly direct messages.
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Does site have NMS?

Description Check off whether the site uses the Network
Message Service feature of Meridian Mail. This
feature allows multiple PBXs to share the same
Meridian Mail system. If you check Yes, you
must complete the data for each of the switch

locations.
Identifying your To determine the host and domain names for your Net Gateway
system’s host and system, do the following.

domain names

Step Action

1 Click Start.

1 Click Settings, then Control Panel.
Result: The Control Panel appears.

1 Click the Network icon.
Result: The Network Property page appears.

2 Click on TCP/IP in the box that identifies which network
components have been installed.

Result: Your selection is highlighted.

3 Click Properties.
Result: The TCP/IP Properties page appears.

4 Click the DNS Configuration tab.
Result: The DNS Configuration page appears.
5 Obtain the following values in the Enable DNS section and

record them on the Meridian Mail Net Gateway Site
Worksheet:

¢ host
¢ domain

6 Click Cancel to close the TCP/IP Properties page.

7 Click Cancel to close the Network page.
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Adding, changing, and deleting sites

Introduction The Site Information property page of the Routing Table
Administration property sheet is where you add sites to the
network, and change and delete sites from the network.

Site Information The following illustration shows the Site Information property
property page page of the Routing Table Administration property sheet.
Routing Table Adminiztration [ 2] =]

Site Information | Prefix Informat\onl Metwark Informallonl

Site List:
applejack. microsaft.com
Hast Mame: Ivaloclty Add Site s> | t:z:géﬁ;?ﬁgz;ﬁia
= vl IO Ga
Bemove Site |
Domain Mame: Itor widget.ca
PFroperties.. |
Site Description ITorontD Site Modify Site 555 |

Site Type: IMMNG -
Meridian Mail Site 1D: |47 3:

¥ Include Site in Distribution List Clear |

Defaults Settings Send Data |

Ok I LCancel Help

Box and button The following boxes and buttons appear on the property page.
descriptions

Host Name

Description Sets the Internet host name for the remote
system. This is the portion of the Internet address
that uniquely identifies a particular system within
a domain. This field, combined with the domain
name, makes up the fully qualified domain name.

You must enter a host name for a site definition
to be added.

Range This field may be a string of up to 128 characters
in length.

Example The complete Internet address for the site is
purple.yellow.comThe host name jsurple
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Domain Name

Description

Range

Example

Sets the Internet domain name for the remote
system. This field may be left blank. For the
Primary or Secondary Administration sites, this
is the local machine; otherwise, it is the remote
machine being administered.

The name may be up to 126 characters in length.

The complete Internet address for the site is
purple.yellow.comThe domain name is
yellow.com.

Site Description

Description

Sets a name for the site. This can be up to 128
characters in length. A site name is mandatory
and must be present for a site definition to be
added. Use easy-to-remember names for your
sites. For added security, this name can be made
different from the Host Name.

Site Type

Description

Available
choices

Sets the type of site. Click on the arrow to see a
drop-down list of choices.

MMNG refers to a Net Gateway system
connected to Meridian Mail through Enterprise
Networking.

NVM refers to a site running Norstar Voice Malil.

Meridian Mail refers to a Meridian Mail system
that is not accessible over a digital network (in
other words, it is networked using the regular
Meridian Mail networking techniques).

Other refers to sites running voice mail systems
that are VPIM compatible.
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Meridian Mail Site ID

Description

Sets the Meridian Mail site ID. This is the
Enterprise Networking Site ID of the Meridian
Mail system to be networked using Net Gateway.

For all systems, a unique site ID in the range of 1
through 500 must be assigned.

Include Site in Distribution List

Description

Default

Note

If checked, the site is included in the distribution
list for receiving the routing table and public
address book. When the network administrator
distributes the routing table and public address
book by the send data button, only sites with this
option turned on receive the list.

Checked. It should be on for all sites that will
receive the routing table remotely.

Norstar, Meridian Mail, and other
VPIM-compatible sites are not sent this data,
regardless of the setting of this option.

Add Site>>>

Description

Enters a site definition into the routing table.

Remove Site

Description

Removes the selected site from the Routing
Table.

Properties...

Description

Brings up the Site Properties dialog box. Use this
dialog to define new Network Message Service
(NMS) locations for a site, and to change the
ESN or CDP overlaps.

Modify Site>>>

Description

Changes the definition of an existing networking
site based on the values you have entered in the
fields on the Site Information property page.
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Clear

Description

Clears all site edit fields and restores any default
values for the fields.

Note: Default values can be changed by clicking
the Default Settings button on the Routing Table
Administration dialog box.

Default Settings

Description

Brings up the Default Settings dialog box which
allows you to change the values that appear in the
Routing Table’s boxes. Use this to speed up the
task of entering a large number of similar sites.

Send Data

Description

Sends out the routing table and Entrust public
keys file to all Net Gateway sites in the
distribution list. Prior to submitting the request to
the MTA, a dialog is presented asking the
administrator to confirm the request.

OK

Description

Closes the dialog box and saves any changes you
have made.

Cancel

Description

Closes the dialog box without saving any changes
you have made.

Help

Description

Provides overview help.
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Adding a new site To add a new network site to the routing table, follow these
steps.

Step Action

1 From the Routing Table Administration property sheet, click
the Site Information tab.

2 In the Host Name box, type the host name for the site you are
adding.
3 In the Domain Name box, type the domain name for the site.

This box can be left blank.

4 From the Site Type drop-down box, select MMNG, Meridian
Mail, NVM, or Other.

5 In the Meridian Mail Site ID box, enter the Meridian Mail
Networking site number that identifies the site being added.

6 Check the Include Site in Distribution List check box to
include the site in the distribution of the Routing Table and
Security file to remote locations.

7 Click Add>>> to add the site to the Site List.

Changing a site To modify the information for a site, follow these steps.

Step Action

1 From the Routing Table Administration property sheet, click
on a site from the Site List.

2 Click the Site Information tab.

3 Modify the values for the Host Name, Domain Name, Site
Description, Site Type Meridian Mail ID, or the Include Site in
Distribution List check box.

4 Click Modify Site>>>.

Removing a site To remove a site, follow these steps.

Step Action

1 From the Routing Table Administration property sheet, click
the Site Information tab.

2 Click a site from the Site List.
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Step Action

3 Click the Remove Site button.

4 Click Yes to confirm the deletion.
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Adding, changing, and deleting locations at sites

Introduction

Definition:
locations

Site Properties dialog
box

This section describes how to add, change, and delete locations
from network sites. This is done using the Site Properties dialog
box which is accessed from the Site Information property page
of the Routing Table Administration property sheet.

You also use this dialog box to define CDP Overlap and ESN
Overlap for a site.

All network sites have a default location called Location 0. Sites
that have the Meridian Mail Network Message Service (NMS)
feature (which allows multiple PBXs to use a single Meridian
Mail system) can have several locations that designate different
PBXs connected to the voice mail system.

Each location is designated by a number, and each can have
different values for CDP Overlap and ESN Overlap, which are
described below.

The following illustration shows the Site Properties dialog box.

Site Properties

Location Information
Location 1D:

Location 10: Add Location >3 » | d
COP Overdap 0 Hemove Location |
ESN Owerlap: [i] A Edify e atior > =2 |

Lo g —

Lloze

b |
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Box and button The following boxes and buttons appear on the dialog box.

descriptions

Location ID

Description

Use to enter the ID number of a switch that does
not have its own Meridian Mail system and is
connected to another switch location that does
have a Meridian Mail system. In other words,
this sets the ID numbers of switch locations that
use the Network Message Service (NMS) feature
of Meridian Mail.

CDP Overlap

Description

Default

Range

Sets the number of digits in the Coordinated
Dialing Plan (CDP) steering code that overlap
with the local user’s extensions.

This is the same as the value entered in the
“Number of overlapping digits between CDP
steering code and local ext” field from the Local
Site Maintenance - Add Site screen in Meridian
Mail.

0
O0to 10

ESN Overlap

Description

Default

Range

Sets the number of digits in the Electronic
Switched Network (ESN) prefix that overlap
with local user’s extensions.

This is the same as the value entered in the
“Number of overlapping digits between ESN
prefix and local ext” field from the Local Site
Maintenance - Add Site screen in Meridian Mail.

0
Oto 10
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Location ID list

Description Lists the switch location IDs associated with a
particular site. All sites must have a location 0. If
a site has the Network Message Service (NMS)
feature of Meridian Mail installed, this will list
all the switch IDs associated with a particular
site.

Add Location>>>

Description Adds a new Network Message Service (NMS)
location ID number to the Location ID list.

Remove Location

Description Deletes the NMS location ID of a switch from
the Location ID list.

Note Location O cannot be deleted.

Modify Location>>>

Description Changes the values associated with a switch
location.

Clear

Description Clears all site edit fields and restores any default

values for the fields.

Note: Default values can be changed by clicking
the Default Settings button on the Routing Table
Administration dialog box.

Close

Description Closes the dialog box without saving any
changes you have made.

OK

Description Closes the dialog box and saves any changes you

have made.
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Help

Description Provides overview help.

Adding locations to a To add locations to a site, follow these steps.
site

Step Action

1 From the Routing Table Administration property sheet, click
on a site from the Site list.

2 Click the Site Information tab.

3 Click the Properties button on the Site Information property
page.
Result: The Site Properties dialog box appears.
Note: Location 0 is added automatically.

4 In the Location ID box, type the number of the switch that is
connected to the NMS message center or prime location.

5 In the CDP Overlap box, type the number of digits in the
Coordinated Dial Plan steering code that overlap the digits in
the local extensions.

6 In the ESN Overlap box, type the number of digits in the
Electronic Switched Network prefix that overlap the digits in
the local extensions.

7 Click Add Location>>> to add the location to the list.

8 Click OK to save your changes and close the Site Properties
dialog box.
Changing location To change information for a location, follow these steps.
information
Step Action

1 From the Routing Table Administration property sheet, click
on a site in the Site List.

2 Click the Site Information tab.

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



4-38

Configuring Net Gateway

Removing locations

from a site

Adding, changing, and deleting locations at sites

Step Action

3 Click the Properties button.
Result: The Site Properties dialog box appears.

4 Modify the values in the Location ID, CDP Overlap, or ESN
Overlap boxes.

5 Click Modify Location>>>.

6 Click OK to save your changes and close the Site Properties

Dialog box.

To delete a location, follow these steps.

Step Action

1 From the Routing Table Administration property sheet, select
a site from the Site List.

2 Click the Site Information tab.

3 Click Properties.
Result: The Site Properties dialog box appears.

4 Select a location from the Location ID list.

5 Click Remove Location.

6 Click Yes to confirm the deletion.

7 Click OK to save your work and close the Site Properties

dialog box.

Note: You cannot delete location 0.
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Adding, changing, and deleting network prefix information
for locations

Introduction This section describes how to add and remove network dialing
prefixes from a location at a site using the Prefix Information
property page of the Routing Table Administration property

sheet.
Prefix Information The following illustration shows the Prefix Information
property page property page of the Routing Table Administration property
sheet.
outing Table Administration EHE
Site Information ~ Prefix Information | Networklnlormalion'
Site List:
CDP ESH applejack. micrasaft.com
1D Owerlap  Ovwerlap Prefix List tst2.tor.widel.c
[ d d Prefi: II Add 335 53 —
S | oy
4 1 2
Defaults Settings Send Data
uis I Cancel Help
Box and button The following boxes and buttons appear on the Prefix
descriptions Information property page.
ID list
Description Lists the switch locations associated with a

particular Meridian Mail Enterprise Networking
site. If the site has the Network Message Service
(NMS) installed, use the Site Properties dialog
box to associate new switch locations with the
networking site.
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Prefix

Description Use to enter dialing prefixes used to address a
network recipient. You must enter the network
prefixes associated with a site so that Net
Gateway can properly direct messages.

Example You address a network message to a remote
mailbox by entering 6-442-3372 (switch uses
ESN). In this case, 6 is the ESN access code and
3372 is the remote mailbox number, so 6442 is
the prefix for the site.

Prefix List

Description Lists all of the dialing prefixes associated with a
particular site’s locations. You must enter the
dialing prefixes associated with a site so that Net
Gateway can properly direct messages.

Add>>>

Description Adds a new network dialing prefix to the Prefix
List.

Remove

Description Deletes a network dialing prefix from the Prefix
List.

OK

Description Closes the dialog box and saves any changes you
have made.

Cancel

Description Closes the dialog box without saving any of the
changes you have made.

Help

Description Provides overview help.
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Adding prefix To add a prefix to a location, follow these steps.
information to a
location
Step Action
1 From the Routing Table Administration property sheet, select
a site from the site list.
2 Click the Prefix Information tab.
3 Select a location ID from the list on the left side of the Prefix
Information property page.
4 In the Prefix box, type a network addressing prefix (in other
words, the number the telset users must use to address a
remote network site including the ESN access code).
5 Click Add>>>.
Removing prefix To remove a prefix from a location, follow these steps.
information from a
location
Step Action
1 From the Routing Table Administration property sheet, select
a site from the Site List.
2 Click the Prefix Information tab.
3 Click on a location ID from the ID list on the left side of the
Site Information property page.
4 Select a prefix from the Prefix List on the right side of the Site
Information property page.
5 Click Remove.
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Sending Routing Table data to other Net Gateway sites

Introduction Once you, as administrator, have completed entering all the data
in the Routing Table using the procedures in the previous
sections, you can distribute this information to all other Net
Gateway systems in the network.

Sending Routing Table  To send the Routing Table data to all other Net Gateway

information to remote systems in the network, follow these steps.
sites

Step Action

1 From the Routing Table Administration property sheet, click
Send Data.

2 Click Yes to confirm sending Routing Table data to remote
sites.
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Changing Net Gateway defaults

Introduction This section explains how to set up the default values that come
up on the Routing Table Administration property sheet using the
Default Settings dialog box.

Tip When adding a large number of sites with similar information
(such as the same Domain Name or Site Type), you can set up
the values here and save time entering site information.

Note: Changing the values on this dialog box does not have any
effect on the sites you have already entered.

Default Settingsdialog ~ The following illustration shows the Default Settings dialog
box box.

Default Settings H

— Site Infarmation

Domain Mame: | e

Site Type: IMeridian tail 'l

IV Include Site in Distribution List

— Overlap:

CDP Overlap: ID
ESM Owerlap: IU ﬂi
Help
Box and button The following table lists the buttons and boxes of the Default
descriptions Settings dialog box.

Domain Name

Description Sets the value that appears as a default for the
Domain Name when adding new sites. Changing
this does not have any effect on site definitions
you have already entered.
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Site Type

Description

Selects the value that appears as the default for
the Site Type drop-down list on the Site
Information property page. Changing this does
not have any effect on site definitions you have
already entered.

Include Site in Distribution List

Description Selects whether the Include site in distribution
list is always checked or cleared. Changing this
does not have any effect on site definitions you
have already entered.

CDP Overlap

Description Sets the value that always appears in the CDP
Overlap box on the Site Properties dialog box.
Changing this does not have any effect on site
definitions you have already entered.

ESN Overlap

Description Sets the value that always appears in the ESN
Overlap box on the Site Properties dialog box.
Changing this does not have any effect on site
definitions you have already entered.

OK

Description Closes the dialog box and saves any changes you
have made.

Cancel

Description Closes the dialog box without saving any changes
you have made.

Help

Description Provides overview help.
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Changing default To change the default settings, follow these steps.
information

Step Action

1 From the Routing Table Administration property sheet, click

Default Settings.
Result: The Default Settings dialog box appears.

In the Domain Name box, type a new default domain name.

From the Site Type drop-down list, select a default value for
the type of site.

If you do not want sites to be included in the Site Distribution
list by default, clear the Include Site in Distribution List check
box.

In the CDP Overlap box, type a default value for the number
of digits in the CDP steering code that overlap the digits in the
local extensions.

In the ESN Overlap box, type a default value for the number
of digits in the ESN prefix that overlap the digits in the local
extensions.

Click OK to save your changes and close the Default Settings
dialog box.

Note: Changing values in this dialog has no effect on sites
you have already defined.
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Changing network information

Introduction

Network Information
property page

Box and button
descriptions

This section explains how to change items that describe your
telephone network. This is done from the Network Information
property page of the Routing Table Administration property
sheet.

The following illustration shows the Network Information
property page.
Routing Table Administration [ 7] %]

Site Information | Prefix Information Netwmklnfurmalmnl

Site List
applejack. microsaft.com
testZ. idget.ca

ESN Access Code: 6

Ovwerflaw Site: 400

i Hodiy

Defaults Settings Send Data

oK | Cancel Help

The following buttons and boxes appear on the Network
Information property page.

ESN Access Code

Description The number that users must dial to connect to a
telephone network that uses ESN. Net Gateway
uses this value to direct messages. Click
Modify... to change the value for the access
code.

Note For a Net Gateway network, the ESN access
code must be the same throughout the entire
network.
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Overflow Site

Description The site ID allocated for the Meridian Mail
Enterprise Networking “overflow site.” An
overflow site allows you to address networking
sites beyond the Meridian Mail limit of 150 sites.
Net Gateway uses the overflow site to map to up
to a limit of 500 remote sites.

Note: All Meridian Mail systems must use the
same overflow site ID.

Note: If an overflow site is in use, you should set
this value or you will get Non-Delivery
Notification (NDN) messages.

Modify...

Description Brings up the Change Network Info dialog box
so that you can edit the values for ESN Access
Code and Overflow Site.

OK

Description Closes the dialog box and saves any changes you
have made.

Cancel

Description Closes the dialog box without saving any
changes you have made.

Help

Description Provides overview help.
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Changing network To change the network information, follow these steps.
information
Step Action
1 From the Routing Table Administration property sheet, click
the Network Information tab.
2 Click Modify.
Result: The Modify Network Information dialog box appears.
Modify Hetwork Information EE
ESN éccess Code: ok I
Overtiow Site: [0 Came=s |
3 In the ESN Access Code box, type the number used
throughout the phone network to get to ESN locals.
4 In the Overflow Site box, enter the site number designated in
Meridian Mail Enterprise Networking to be the “overflow site.”
5 Click OK to save your changes and close the Network

Information dialog box.
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Setting up Entrust/Lite users

Introduction Each Net Gateway site in the network is considered to be one
user in the Entrust/Lite Manager software. The site’s fully
gualified domain name (FDQN) is used to identify the user
within the Entrust private and public key files.

The password assigned by Entrust to the user is used by the site
when requesting security information from Net Gateway.

Note: The entrust user name for a site must be the FDQN for the
site. The user name must be entered in all lower case.

Example:If a site is callegurple.yellow.comthe user name
entered in Entrust would be “purple.yellow.com.”

When to perform this Perform this procedure only if you have chosen to use

procedure encryption in your Net Gateway network.
How user names are User profile names must contain only eight characters plus
assigned by Entrust .EPF as the extension. Periods (“.”) are not valid in the first

eight characters.

Since a site’s host name may contain more than eight characters,
and may contain periods or other special characters (such as

“ ™ throughout, Entrust does the following when suggesting a
user profile name:

* ignores periods and other special characters

« selects the first eight characters (not counting “.”)
e appends the user profile name with “.EPF”

Example 1:mmng3.tor.nt.corhas been entered into Net
Gateway as the site name.You would enter “mmng3.tor.nt.com”
as the Entrust user name.

Entrust suggests thatmng3tor.EPFbe used for the user profile
name. You must accept this suggestion, since Net Gateway does
expect to see this name.
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How user names are Example 2:mmng_3.tor.nt.corhas been entered into Net

assigned by Entrust Gateway as the site name.
(continued)

Entrust suggests thatmng3tor.epbe used for the user profile
name. However, since Net Gateway expects torserg_3to
you should change the namentonng_3to.epf

ATTENTION

The resulting user name must be unique and must be
entered in lower case. The file name must follow the
above-mentioned rules an be unique.

Procedure To create users in Entrust, do the following.

Step Action

Click Start.
Click Programs.
Click Entrust Manager.

1

2

3

4 Click User.
5 Click Create User.
6

Type the site’s fully qualified domain name (FQDN) in lower
case.

7 Click Locate.
Result: The Open dialog box appears, suggesting a file name
based on the first eight characters of the site’s FQDN.

8 Click Create User to accept the suggested file name or change
it if necessary.
Result: The User password window appears with the
password that has been created for the site.

9 Write down the password.

10  Verify that you wrote down the password correctly.

Note: You have only once chance to get it right. If you make a
mistake, you must recreate the user with a new password.

11  Click OK.
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Step Action

12  To create another user, repeat steps 4 through 11.
To exit, click Exit.

13  Communicate the password to the site administrator by secure
means.

What to do next The updated user certificates (.PRI) and public address book
(.PUB) files must be made available to the Net Gateway system
by either copying them to the Net Gateway system directory, or
by setting up appropriate file-sharing privileges on your
network. They should also be provided to the secondary
network administration site (if there is one).

You should create a copy of the user certificates file so that you
can restore it if the original file becomes damaged or corrupt.

ATTENTION

After Net Gateway downloads the certificate, the
certificate on the primary or secondary administration
site is deleted so the next request from the same user
will fail. If it is required, the primary site should

recover the user following the procedure&irtrust/
Lite Manager User Guide for Microsoft Windaws
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Overview of this section

Introduction

Primary and
secondary network
administration site
addresses

SMTP proxy server
address

Requesting security
information

This section explains how to do the following:

+ Define the addresses of two network administration sites.
» Define the SMTP proxy server address.

* Request security information from a network
administration site.

* Request information about sites from a network
administration site.

* Define the Meridian Mail Enterprise Networking DN.
» Enable or disable Net Gateway voice ports.

« Maintain a list of site IDs that have been defined in the
local Meridian Mail system.

All these functions can be accessed from the Local
Administration property page.

When you need to download security and site information to
your site, Net Gateway needs to know from which site the
information should be downloaded. You can define the
addresses of two sites as first and second choices.

For security reasons, Entrust data will only be accepted from the
Primary and Secondary Network Administration sites.

If you are connecting to the Internet (or a corporate intranet)
through a proxy server, you need to tell Meridian Mail Net
Gateway the address of the proxy server.

When you request security information, you are actually
downloading your site’'s Entrust user profile information (and
private key) from a network administration site.

This task is performed only once after your site has been set up
in the network. If you determine that you need to download the
information again, you must contact the network administrator.

Note: Requesting security information also downloads the
routing table and public address book.
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Requesting site
information

Entering the Meridian
Mail DN

Enable or disable
voice ports

Maintaining the site ID
list

When you request site information, you are actually
downloading the routing table and Entrust public address book
file from a network administration site.

Normally, this information is downloaded to your site from the
network administration site. You should request the information
yourself if

e you have just installed the system

* the original download failed

* your system was down at the time of the download

e you suspect that your routing table has become corrupt

Net Gateway needs to know the directory number used by
Meridian Mail to receive Enterprise Networking calls.

The directory number is entered only once immediately after
the Net Gateway system has been set up. It should be changed
only if the Enterprise Networking DN has been changed in
Meridian Mail.

Disabling voice ports prevents the Net Gateway software from
answering calls from Meridian Mail. This prevents Meridian
Mail from using the ports. Conversely, enabling voice ports
allows the Net Gateway software to answer calls from Meridian
Mail.

You would use this function very rarely.

The Net Gateway system provides a function for maintaining a
list of sites that have been defined on the local Meridian Malil
system. The Net Gateway site list must

e match the local Meridian Mail system site list found on the
Remote Site Maintenance - List Sites screen

* include the local site ID as defined in the Meridian Malil
Local Site Maintenance screen

Note: The only exception is the Overflow Site ID. The Overflow
Site ID must never be added to the local site list.
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Maintaining the site ID  Messages that are sent to a site that has been defined in the Net
list (continued) Gateway Routing Table, but has not been defined in the
Meridian Mail network database, are routed through the site that
has been defined as the overflow site in Meridian Mail.
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MMNG Administration property page

Introduction This topic describes the MMNG Administration property page
of the Local Administration property sheet. A number of
procedures can be performed from this property page that are
described later in this chapter.

MMNG Administration ~ The following illustration shows the MMNG Administration
property page property page.

Local Administration H

MMNG Administiation | Meridian Mail Administration | Local Site List |

MMNG Mode:  Stopped
MMMNG Mame: trojan

— Metwork Administration Sites

Primary: welocity. tor.widget.ca

Secondary:  testtorwidget.ca

—SMTP

Proxy Server: 123.456.789

M adify... | Loopback Test |

FRequest Security Information I

Request Site Information I

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



4-58

Configuring Net Gateway

MMNG Administration property page

Box and button The following buttons and boxes appear on the MMNG
descriptions Administration property page.

MMNG Mode

Description

Identifies what the site is capable of in terms of
site administration and security as follows:

« Lite: Entrust has been installed but has not
been set up.
¢ Open: Entrust has not been installed.

» Secure Entrust has been installed, and
encryption has been enabled.

* Normal: The site is not an administration site.

* Primary: The site is a primary network
administration site.

< Secondary The site is a secondary network
administration site.

» Stopped:The Message Transfer Agent (MTA)
component of the Net Gateway software is not
running.

The mode description is usually a combination

of one Lite, Open, or Secure, plus Normal,

Primary, or Secondary.

MMNG Name

Description

Example

Displays the name assigned to the local Net
Gateway system. This is the system’s fully
qualified domain name (FQDN) followed by the
site ID.

purple.tor.widget.com: 47
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Primary Network Administration Site

Description

Limit

Sets the fully qualified domain name (FQDN) of
the primary network administration site. This
must be set so that your system can receive
Routing Table data from a valid administration
site. The local Net Gateway system first sends a
request for Routing Table data to the primary
administration site. If this fails, it sends the
request to the secondary administration site.

128 characters

Secondary Network Administration Site

Description

Limit

Sets the fully qualified domain name (FQDN) of
the secondary network administration site. This
may be set so that your system can receive
Routing Table data from a valid backup
administration site. The local Net Gateway
system first sends a request for Routing Table
data to the primary administration site. If this
fails, it sends the request to the Secondary
administration site.

128 characters

Modify...

Description

Displays the Change Primary/Secondary Sites
dialog box. This allows you to change the values
for the Primary and Secondary Administration
site.

SMTP Proxy Server

Description

Limit

Indicates the simple mail transfer protocol
(SMTP) Proxy Server's fully qualified domain
name (FQDN). Use the Modify... button to
change.

128 characters
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Modify...

Description Modifies the proxy server address. It brings up
the Change Proxy Server dialog box.

Loopback Test

Description Starts a diagnostic test that sends a message to

the loopback mailbox of one or more
destinations. The loopback mailbox at the
remote site routes the message back to the local
system to check that the systems are
communicating correctly.

If an SMTP proxy server is specified, the
loopback test may occur between Net Gateway
and the proxy server only.

To view the results, use the Windows NT Event
Viewer.

Request Security Information

Description

Requests a download of the Entrust user profile
file from the primary network administration site
(Net Gateway tries the secondary network
administration site if the primary network
administration site does not respond).

You are required to enter a password before you
can receive the information.

Request Site Information

Description

Sends a request to the primary administration
site to download the information stored in the
Routing Table and the Entrust public address
book file. If the primary administration site does
not respond, Net Gateway tries the secondary
administration site.

OK

Description

Closes the dialog box and saves any changes you
have made.
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Cancel

Description Closes the dialog box without saving any
changes you have made.

Help

Description Provides overview help.
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Defining the administration sites

Introduction This topic explains how to identify the primary and secondary
network administration sites in your network.

Why this function is When you need to download security and site information to

required your site, Net Gateway needs to know from which site the
information should be downloaded, and from where to accept
data.

The system first sends a request for the information to the site
defined as the primary administration site. If the request fails,
the system sends the request to the secondary administration
site.

Procedure To change network administration site addresses, follow these
steps.

Step Action

1 From the MMNG Administration property page of the Local
Administration property sheet, click Modify under Network
Administration Sites.

Result: The Modify Primary/Secondary Sites dialog box

appears.
Modify Primary/Secondary Sites EHE
Prirary Site: [velocity tor widoget.ca oK I
Secondaty Site: | rest bor widget.ca e |
2 In the Primary Site box, type the fully qualified domain name

(FQDN) of the first-choice network administration site.

Note: If your site is the primary network administration site,
enter your site’s FQDN.
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Step Action

3 In the Secondary Site box, type the fully qualified domain
name (FQDN) of the second-choice network administration
site.

Note: If your site is the secondary network administration site,
enter your site’s FQDN.

4 Click OK to save your work and close the Change Primary/
Secondary Sites dialog box.
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Setting the SMTP proxy server address

Introduction If you are connecting to the Internet (or a corporate intranet)
through a proxy server, you will need to tell Meridian Mail Net
Gateway the address of the proxy server.

Procedure To change the SMTP proxy server address, follow these steps.

Step Action

1 From the MMNG Administration property page of the Local
Administration property sheet, click Modify under SMTP.

Result: The Modify Proxy Server dialog box appears.

Maodify Proxy Server HE
Prowy Server: || oK. I
Cancel |
2 In the Proxy Server box, type the fully qualified domain name
(FQDN) of the proxy server.
3 Click OK to save your work and close the Modify Proxy Server
dialog box.

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



Configuring Net Gateway 4-65
Requesting security information

Requesting security information

Introduction This topic explains how to download your site’s Entrust user
profile information (containing the private key) from a network
administration site.

Prerequisites Before requesting security information, you must ensure the
following:

*  Your site is defined in the routing table at the network
administration site.

* The network administration sites are defined on your
system.

e« The local site ID in Meridian Mail has been added to the
site list on Net Gateway.

* The certificate has been created at the administration site.
* You have been given your password.

When security For network sites, this task should be performed only if your
information should be Net Gateway network is using encryption, and only once after
requested your site has been set up in the network. Once you download the

information, it is deleted from the network administration site.
Therefore, if you try to perform this task again at another time,
it will fail.

If you determine that you need to download the information
again, you must contact the network administrator. The network
administrator recreates your Entrust user profile and assigns you
a new password.

For the primary network administration site, after initial setup,
you must request the security information before you can

» download information to other sites
* accept download requests from remote sites
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Enter Entrust The following is an example of the Enter Entrust Password
Password dialog box dialog box. This is where you enter the password that has been

assigned to your site.

Note: This is available only if you are using the optional Entrust
security package.

Enter Entruzt Password EHE
Pazsword: || 0K I
Confirm Password: I Cancal |
™ Update Pagsward only Help |
Box and button The following buttons and boxes appear on the Enter Entrust
descriptions Password dialog box.
Password
Description Enters your Entrust password when requesting an

updated Entrust User Profile for your site.

Confirm Password

Description Reenters your Entrust password for confirmation
when requesting an updated Entrust User Profile
for your site.
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Update Password only

Description

Default

This check box should be checked if you want to
correct a password that was previously entered
incorrectly, or if you have recovered your
certificate from a backup.

Note: You do not need to enter a password in the
password box if you are recovering your
certificate from a backup.

Primary network administration sites must check
this check box in order to copy the Entrust user
profile for the network administration site from
the Entrust directory to the Net Gateway system
directory.

If this check box is checked, the password is
updated on the local machine only. No request is
made over the network.

Cleared

OK

Description

Sends the request to the network administration
site and closes the dialog box.

Cancel

Description

Cancels the request and closes the dialog box.

Help

Description

Provides overview help.
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Requesting security To request security information (only if your network is using
information the Entrust security option), follow these steps.

Step Action

1 From the Local Administration property sheet, click on the

MMNG Administration tab.

2 Click Request Security Information.
Result: The Enter Entrust Password dialog box appears.

3 In the Password dialog box, type the password given to you by
the network administrator.

4 In the Confirm Password box, retype the security password.

5 Click OK.

Result: The security information is updated automatically.

Note: The Routing Table and public address book are
downloaded automatically after the certificate is received.
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Requesting site administration data

Introduction This topic explains how to download the routing table and
Entrust public address book from the network administration
site.

The Entrust public address book identifies the sites that have
been authorized to receive messages from other sites.

Prerequisites Before requesting site information you must ensure the
following:

*  Your site is defined in the routing table at the network
administration site.

* The network administration sites are defined on your
system.

e« The local site ID in Meridian Mail has been added to the
site list on Net Gateway.

When site Normally, the routing table and public address book are
administration data downloaded to your site from the network administration site.
should be requested You should request the information yourself if

e you have just installed the system

» the original download failed

* your system was down at the time of the download
e you suspect your routing table has become corrupt

Procedure To download site information from the network administration
site, do the following.

Step Action

1 From the Local Administration property sheet, click the
MMNG Administration tab.

2 Click the Request Site Information button.

3 Click Yes to confirm.

Result: The Administration site automatically sends out the
routing table and public address book.
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Entering the Meridian Mail DN

Introduction This topic explains how to enter the directory number used by
Meridian Mail to receive Enterprise Networking calls.

When you should The directory number is entered only once immediately after

change the DN the Net Gateway system has been set up. It should be changed
only if the Enterprise Networking DN has been changed in
Meridian Mail.

Procedure To enter or change the Meridian Mail Enterprise Networking

DN, do the following.

Step Action

1 From the Local Administration property sheet, click the
Meridian Mail Administration tab.

2 Click Modify.
Result: The Modify Meridian Mail DN dialog box appears.

Muodify Meridian Mail DN HE

Local Meridian bail D || oK I

Cancel

3 In the Local Meridian Mail DN box, type the DN of the local
Meridian Mail system.

Note: This number can be determined from the Meridian Mail
VSDN table.

4 Click OK to save your changes and close the Modify Meridian
Mail DN dialog box.
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Enabling and disabling voice ports

Introduction This topic explains how to prevent Meridian Mail from using a
port that you suspect is faulty by enabling and disabling voice
ports on the Net Gateway'’s voice processor card.

Why you should If you determine that one or more voice ports on the Net
disable/enable ports Gateway system are malfunctioning, those voice ports should be
disabled.

Once the fault has been fixed, do not forget to enable the ports.

Enabling/disabling To enable or disable voice ports, do the following.
Net Gateway voice
ports Note: These steps only enable and disable voice ports on Net

Gateway within the system’s software. They have no effect on
the voice ports of the local Meridian Mail system.

Step Action

1 From the Local Administration property sheet, click the
Meridian Mail Administration tab.

Result: The Meridian Mail Administration page appears.
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Step Action

Local Administration H

MMMG Administration  Meridian Mai Administration | Local Site List |

— Meridian Mail DN

Local Mendian Mall DN: 7

— Enable Voice Ports

v Part 1
v Port 2
¥ Fart 3
¥ Port 4

Enterprize Metworking Diagnostic Test

Ok I LCancel Help

2 Do the following.

IF you want to THEN

disable a voice port clear the check box for the
voice port.

enable a voice port check the check box for a
voice port.

3 Click OK to confirm.
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Adding and deleting local sites

Introduction This topic explains how to identify to the Net Gateway system
which sites have been defined in the local Meridian Mail
system.

The sites listed here must

* match the site list found on the Remote Site Maintenance -
List Sites screen of the local Meridian Mail system

¢ include the local site ID defined on the Meridian Mail
Local Site Maintenance screen

For instructions on verifying sites that have been defined in
Meridian Mail, refer to théMeridian Mail Enterprise
Networking Installation and Administration Guide

(NTP 555-7001-246).

Note: The only exception is the Overflow Site ID. The Overflow
Site ID must never be added to the local site list.

Why this function is The Meridian Mail system can have up to 150 sites defined in
required its network database. However, the Net Gateway system can
have up to 500 sites defined in the Routing Table.

If a message is being received from a site that has been defined
in the Net Gateway local site list, but has not been defined in the
Meridian Mail network database, the site defined as the
overflow site in Meridian Mail is used to route the message.

This is accomplished by an internal mapping mechanism within
the Net Gateway system.

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



4-74 Configuring Net Gateway
Adding and deleting local sites

Local Site List The following is an example of the Local Site List property
property page page where Meridian Mail site IDs are entered.
Local Administration EH

MMHG Adrmiristration I Meridiat Mail Administration  Local Site List |

 Local Site List

Site ID; |I Add >> |
Femayve |

Site 1D

Ok I Lancel | Help |

Box and button The following buttons and boxes appear on the Local Site List
descriptions property page.
Site ID
Description Adds the ID numbers of Enterprise Networking
sites defined in the local Meridian Mail network
database.
Site ID list
Description Lists each networking site defined in the local

Meridian Mail database. The Net Gateway list
must include the sites listed on the Meridian Mail
Remote Site Maintenance - List Sites screen, as
well as the local site ID defined on the Meridian
Mail Local Site Maintenance screen.
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Add>>>

Description Adds a new Meridian Mail Site ID to the Site ID

List.

Remove

Description Deletes a Meridian Mail Site ID from the Site ID
List.

OK

Description Closes the dialog box and saves any changes you
have made.

Cancel

Description Closes the dialog box without saving any changes
you have made.

Help

Description Provides overview help.

Adding local site IDs To add a new site, do the following.
Step Action
1 From the Local Administration property sheet, click the Local
Site List tab.
2 Print out a list of the networking site IDs from the local

Meridian Mail system by doing the following.

a. Go to the Remote Site Maintenance - List Sites screen on
the local Meridian Mail system for a list of site IDs.

b. Print a copy of the Local Site Maintenance screen.

3 In the Site ID box, type the Meridian Mail Enterprise
Networking Site ID you wish to add to the local Net Gateway
database.

4 Click Add>>.
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Removing local site To remove a site from the routing table, do the following.
IDs

Step Action

1 From the Local Administration property sheet, click on the
Local Site List tab.

2 Select a site ID from the Site ID list box.
3 Click Remove.

4 Click Yes to confirm.
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Net Gateway operational measurements

Overview of this chapter

Overview of this chapter

Introduction

Node Statistics
description

Digital Network
Statistics description

The Net Gateway system provides two methods of reviewing
operational measurement statistics:

* Operational Measurements pages within Net Gateway itself
» Performance Monitor within Windows NT

Both the Operational Measurement pages and the Performance
Monitor provide the administrator with data on how the Net
Gateway system is performing. This data can assist in
troubleshooting problems with the Net Gateway system or
allow an administrator to monitor traffic volume being handled
by the system. They provide statistics on the particular node, the
digital network, and the voice ports.

Three types of operational measurement statistics are available:

 Node Statistics
» Digital Network Statistics
* \oice Port Statistics

Node statistics record the number of pending messages that
were waiting to be processed by Net Gateway components at
any given time since the last time the statistics were reset to
zero. Internal queue sizes are reported

e as a maximum for the sampling interval to the Windows
NT Performance Monitor

e as the maximum since last reset

Digital network statistics reflect traffic sent to and received
from your network.
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\oice Port Statistics
description

Where the statistics
come from

Types of counters

Voice port statistics reflect traffic sent between the Net Gateway
and the Meridian Mail system at this site. Statistics can be
shown for each individual port, or they can be shown as totals
for all ports.

The statistics are maintained by the Message Transfer Agent
(MTA). They are obtained dynamically from the MTA when
you display the operational measurement pages, or when you
start the Windows NT Performance Monitor.

Several kinds of counters are kept. In Net Gateway, they are
known assimple countersaccumulation counterandhigh
water marks

Simple counter

An example of a simple counter might be “received messages.”
The MTA continues to count received messages and only resets
when you click the Clear button on the Operational
Measurement pages.The Performance Monitor displays the
number of received messages in the sample interval.

Accumulation counters

An example of an accumulation counter might be “send
failures.” The MTA continues to count send failures and only
resets when you click the Clear button on the Operational
Measurement pages. The Performance Monitor displays this

total value, rather than the number received in the interval.

High water marks

These counters record the maximum value in an interval. An
example of this type of OM is “ports in use.” Two sets of
counters are maintained. One records the maximum in each
Performance Monitor interval. The other records the maximum
since you last clicked the Clear button on the Operational
Measurement pages.
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Net Gateway OM When you click the OM button on the Main Control, a tab
pages control dialog box with three pages appears. The following
example shows the Operational Measurements dialog box (with
the Node Statistics page selected).

Operational Measurements EHE

Mode Statishics | Digital Metwark Statistics | “Yoice Port Statistics I

To/From Mendian Mail
b aximurm EMA receive queue size: i

b aximum EMA send queue size: i

To/From Metwork
b aximum SMTF receive queue zsize: 0

b aximum SKMTF zend queue size: 0

Lazt OM Clear: 03430497 23:05:29

Clear |

LCloze Help
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Performance Monitor When you start the Windows NT Performance Monitor from the
Administrative Tools (Common) menu, the following screen is
initially displayed.

i@ Performance Monitor [_ 51X
Fle Edit Yiew Options Help

+l0| wlu o]

[ I e 80

]
Last| 0.000 Average| 0.000 Min| 0.000 Max| 0.000 Graph Time| 100,000
Color Scale Counter Instance Parent Object Computer

Datar Cunent Activity

By selecting Add to Chart from the Edit menu, then selecting
specific objects, counters, and instances in the dialog box, you
can gather statistics that are as detailed as you want them to be.
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Node statistics

Introduction

Why you should view
these statistics

Ideal statistics range

Relationship to the
Windows NT
Performance Monitor

Node statistics

Node statistics record the number of pending messages that
were waiting to be processed by Net Gateway components at
any given time since the last time the statistics were reset to
zero.

Queue sizes are reported

* as a maximum for the sampling interval to the Windows
NT Performance Monitor

e as the maximum since last reset

You should view these statistics periodically. If the queues
(especially the send queues) start increasing in size, this may
indicate a problem with the Net Gateway system. Things which
may cause an increase in queue sizes are

e very slow processing speed of the Net Gateway system
* slow LAN

e Meridian Mail is very busy

* increased traffic in multiple-recipient messages

* communication problems

The ideal range of statistics which indicate that the system is
running well depends largely on the type of traffic and types of
messages that are being sent. Currently, information about what
the ideal ranges are is not available.

The Node Statistics page corresponds to the MMNG
Performance object in the Windows NT Performance Monitor.
While the Node Statistics page shows historical information, the
Windows NT Performance Monitor shows actual real-time
activity in graph form.
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Relationship to the Windows NT Performance Monitor counters correspond with
Windows NT fields on the Node Statistics page as described in the following
Performance Monitor table.

(continued)

Node Statistics fields Windows NT Performance Monitor counters
Maximum ENA receive queue size ENA receive queue

Maximum ENA send queue size ENA send queue

Maximum SMTP receive queue size SMTP receive queue

Maximum SMTP send queue size SMTP send queue

not applicable Maximum ports

Viewing the statistics To view the statistics, do the following.
Starting Point:  MMNG Administration window

Step Action

1 Click on OM.
Result: The Operational Measurements page appears.

2 If the Node Statistics page is not already displayed, click on the
Node Statistics file tab.

Result: The Node Statistics page appears with the statistics
that are available.

Note: The page does not refresh with new data automatically.
To see the most recent up-to-date information, you must exit
and then redisplay this page.
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Node Statistics page

Field descriptions

Node statistics
The following is an example of the Node Statistics page.

Operational Measurements HE

Node Statistics | Digital Metwark Statislicsl oice Port Statisticsl

To/From Meridian b ail
M aximum EMA receive queue size: 0

M azimum EMA send queue size: 1}

To/From Metwark
d aximum SMTF receive queue size: 0

b aximum SMTF zend queue size: 1}

Last O Clear: 03/30/37 23:05:29

Clear |

LCloze | Help |

Fields on this page are described in the following tables.

Maximum ENA receive queue size

Description This is the number of messages waiting to be
processed by the MTA and then handed to SMTP.

Maximum ENA send queue size

Description This is the number of messages waiting to be sent
by the Enterprise Networking agent to Meridian
Mail.

Maximum SMTP receive queue size

Description This is the number of messages waiting to be
processed by the MTA and then handed to
Enterprise Networking.

Maximum SMTP send queue size

Description This is the number of messages waiting to be sent
by the SMTP over the Network.
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Last OM Clear

Description This indicates the last date and time when the
Operational Measurement statistics were reset to
zero.
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Digital network statistics

Digital network statistics

Introduction

Why you should view
these statistics

Reasons for send
failures

Reasons for receive
failures

Digital network statistics reflect traffic sent to and received
from your network. There is only one instance of each counter
since only one network connection is supported.

You should view the Digital Network Statistics periodically for
the purpose of monitoring traffic volume. This page identifies if
there were send or receive failures, or both.

Send failures indicate a network failure. The following are some
examples of network failures:

e The Net Gateway system at the far end is down or is too
busy to accept messages.

* The Net Gateway system at the far end is not configured
correctly.

*  There are problems with the LAN.
* The routing table is incorrect.

We recommend that you run the loopback test for all sites. The
event log indicates which sites are in error.

Receive failures may occur if

* Net Gateway is running with Entrust enabled but not
configured and it receives messages from sites which are
not administration sites.

* There are errors in the Message Transfer Agent (MTA),
such as not enough memory or the disk drive is corrupt.
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Digital network statistics

Relationship to the
Windows NT
Performance Monitor

The Digital Network Statistics page corresponds to the Nortel
MMNG Network object in the Windows NT Performance
Monitor. While the Digital Network Statistics page shows
historical information, the Windows NT Performance Monitor
shows actual real-time activity in graph form.

Windows NT Performance Monitor counters correspond with
fields on the Digital Network Statistics page as described in the
following table.

Digital Network Statistics fields Windows NT Performance Monitor counters

Messages Sent

Network Messages Sent

KBytes Sent

Network Kbytes Sent

Send Failures

Network Send Failures

Messages Received

Network Messages Received

KBytes Received

Network Kbytes Received

Messages Rejected

Network Messages Rejected

Viewing the statistics

To view the statistics, do the following.
Starting Point:  MMNG Administration window

Step Action

1 Click on OM.
Result: The Operational Measurements page appears (with
Node Statistics selected).

2 Click on the Digital Network Statistics file tab.

Result: The Digital Network Statistics page appears with the
statistics that are available.

Note: The page does not refresh with new data automatically.
To see the most recent up-to-date information, you must exit
and then redisplay this page.
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Digital Network The following is an example of the Digital Network Statistics
Statistics page page.

| Operational Measurements EHE

Mode Statistics  Dighal Metwark Statistics |V0|ce Port Statistics |

Ieszages Sent: a
KEytes Sent: a
Send Failures: 1]
Meszages Received 0
KBytes Received: a
Meszages Rejected: a

Last OM Clear. 03/30/97 23:05:29

Clear |
rao_|
Field descriptions Fields on this page are described in the following table.
Messages Sent
Description This is the number of messages sent from this Net

Gateway system out to the digital network.

KBytes Sent

Description This is the total size (in kbytes) of all messages
sent to the local Meridian Mail system.

Send Failures

Description This is the number of messages that could not be
sent by the Net Gateway system. This statistic is
accumulated since the last reset to zero.

Messages Received

Description This is the number of messages received from
other network systems from the digital network.
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KBytes Received

Description This is the total size (in kbytes) of all messages
received from the digital network.

Messages Rejected

Description This is the number of messages rejected by the
Meridian Mail system at this site. This statistic is
accumulated since the last reset to zero.

Last OM Clear

Description This indicates the last date and time when the
Operational Measurement statistics were reset to
zero.
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\oice port statistics

Introduction

Why you should view
these statistics

Reasons for send
failures

Reasons for receive
failures

\oice port statistics reflect traffic sent between the Net Gateway
and Meridian Mail systems at this site.

Statistics can be shown for each individual port, or they can be
shown as totals for all ports.

You should view the Voice Port Statistics periodically for the
purpose of monitoring traffic volume. This page identifies if
there were send or receive failures, or both.

Send failures typically indicate a hardware failure. The
following are some examples of hardware failures:

e Meridian Mail could not receive the message. The system
might have been down, or was too busy.

*  The voice port was down.

* The voice port lines are not connected.

* There were too many retries due to noisy connections.

* There is a dialing conflict between Net Gateway and
Meridian Mail (in other words, Net Gateway and Meridian
Mail are trying to use the same line).

Once the system is running properly, these types of errors
should occur very rarely.

Receive failures usually indicate configuration problems. The
following are some examples of configuration problems:

* The routing table is incorrect.

»  The receiving site is not known by Meridian Mail. The
local site ID of the Net Gateway system did not match the
globally defined site ID in the Net Gateway system routing
table.
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Reasons for receive
failures (continued)

Relationship to the
Windows NT
Performance Monitor

It is recommended that you do the following:

e Compare the information on the Local Site Maintenance
screen in Meridian Mail with the Routing Table
Administration and the MMNG Administration pages in
the Net Gateway system.

* Request site information (from the MMNG Administration
page).
* Run the Enterprise Networking Diagnostic test.

The Voice Port Statistics page corresponds to the Nortel
MMNG Ports object in the Windows NT Performance Monitor.
While the Voice Ports Statistics page shows historical
information, the Windows NT Performance Monitor shows
actual real-time activity in graph form.

Windows NT Performance Monitor counters correspond with
fields on the Voice Ports Statistics page as described in the
following table.

Counters that correspond with fields on the Voice Port Statistics
page are listed in the following table.

Voice Port Statistics fields

Nortel MMNG Ports counters

Messages Sent

Voice Messages Sent

KBytes Sent

Kbytes Sent

Send Failures

Send Failures

Messages Received

Voice Messages Received

KBytes Received

Kbytes Received

Messages Rejected

Rejected

CCs

Voice CCS (The number of 100-second intervals
of voice traffic.)

not applicable

Maximum ports (The number of ports in use in
this interval.)

In addition to the counters, instances correspond to the voice
ports on the Net Gateway system. Available instances are 1, 2,
3,4, and T (total for all voice ports).
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Viewing the statistics To view the statistics, do the following.
Starting Point:  MMNG Administration window

Step Action

1 Click on OM.
Result: The Operational Measurements page appears (with
Node Statistics selected).

2 Click on the Voice Port Statistics file tab.
Result: The Voice Port Statistics page appears.

3 Select the port you want to view from the Port Number drop-
down list.
or
Select Total if you want to view totals for all four ports.
Result: The available statistics are displayed.

Note: The page does not refresh with new data automatically.
To see the most recent up-to-date information, you must exit
and then redisplay this page.

Voice Port Statistics The following is an example of the Voice Port Statistics page.
age
Pag [oporotional Moaswononts R3]
Maode Statistics I Digital Metwork Statistics  Veise Part Statistics I
Paort Murmber: I Total = I
Meszanes Sent: ]
FBytes Sent: ]
Send Failures: 1}
Messages Received: 1]
KBytes Received 1]
Messages Rejected 1]
CC5 a

Lagt OM Clear: 03/30/37 22:05:29

Clear |

Cloze I Help
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Field descriptions Fields on this page are described in the following table.

Port Number

Description The “Port Number” drop-down box is used to
select the voice port to be monitored.

Values 1, 2, 3, and 4: Enables you to view statistics on a

available particular port.

Total: Enables you to view statistics for all ports.

Messages Sent

Description This is the number of messages sent from this Net
Gateway system to the Meridian Mail system.

KBytes Sent

Description This is the total size (in kbytes) of all messages
sent.

Send Failures

Description This is the number of messages that could not be
sent from this Net Gateway system to Meridian
Mail. This statistic is accumulated since the last
reset to zero.

Messages Received

Description This is the number of messages received by this
Net Gateway system from Meridian Mail.

KBytes Received

Description This is the total size (in kbytes) of all messages
received.

Messages Rejected

Description This is the number of messages attempted to be
sent to Net Gateway by Meridian Mail but rejected
by this Net Gateway system. This statistic is
accumulated since the last reset to zero.
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CCs

Description Centi-call seconds. This is the number of
100-second intervals of port traffic.

Example: Five minutes of traffic equals 300
seconds or 3 centi-call seconds.

This statistic is accumulated since the last reset to

zero.

Last OM Clear

Description This indicates the last date and time when the
Operational Measurement statistics were reset to
zero.
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Saving and clearing statistics

Introduction Each Operational Measurements page provides two controls:
Save and Clear.

Save button The Save button (on any Operational Measurements page)
allows you to save node, digital network, and voice port
statistics information to a comma-delimited ASCII file for use
in any standard database or spreadsheet. The file can be saved in
any accessible directory on the Net Gateway system.

By default, the generated file has the “.csv” file extension.

Clear button The clear button (on any Operational Measurements page)
resets all node, digital network, and voice port statistic values to
zero.

Saving statistics to a To save statistics to a comma-delimited ASCII file, do the
file following on any Operational Measurements page.

Step Action

1 Click on Save...
Result: The Save As dialog box appears.

Save jn: I a Mortel
Documents
krng
File name: IMMNGData.csv Save I
Save as lupe: ICSV [Comma Delimited) [*.cav] j Cancel |
2 Navigate to the directory (folder) where you want to save the
file.

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



5-20

Net Gateway operational measurements

Clearing statistics

Saving and clearing statistics

Step Action

3

Type the name of the file you want to save in the File name
box.

Alternatively, use the default name “MMNGData.csv” as the file
name.

Ensure that the “Save as type” box shows CSV (Comma
Delimited (*.csv).

If it does not, select CSV (Comma Delimited (*csv) from the
drop-down list.

Click Save.
Result: The file is saved and the dialog box is closed.

To clear statistical information from the system, do the
following on any Operational Measurements page.

Step Action

1

Click on Clear.
Result: You are prompted to confirm the clear request.

Click on Yes.

Result: All Operational Measurement statistics are reset to
zero.
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Viewing statistics in a database or spreadsheet application

Introduction Operational Measurement statistics information can be saved to
a file for viewing at a later time in a database or spreadsheet

application. Data is saved in comma-delimited format.

This topic explains how to open a statistic file in Microsoft
Excel. For instructions on opening the file in any other
application, refer to the appropriate documentation.

Viewing the statistics The simplest method of viewing the statistics information is to

in Microsoft Excel open the comma-delimited file in Microsoft Excel.

Do the following.

Step Action
1 Start Microsoft Excel.
2 On the menu bar, click File, then click Open.

Result: The Open dialog box appears.

Navigate to the directory that contains the file you wish to open.
4 In the “Files of type” drop-down list, select “Text Files (*.prn,

* txt, *.csv)".

Result: The file you want to open is displayed in the list of files.
5 Select the file and click Open.

Result: The statistics information is displayed.
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Example of a statistic The following is an example of what the statistic file looks like
file in Microsoft Excel ~ when opened in Microsoft Excel. The file contains two rows of
information:

e The first row of information contains the statistics
headings. There are approximately 52 columns.

« The second row of information contains the statistics data.

2 Microsoft Excel - MMX21297 csy

ﬁflla Edit  “iew Inzert Format  Tool: Data  Window Help

Dl|@) SlR(] &ls(@ldf o« =] gz &l elsl [ =1 ol
21

=] [ MTA Recsive
A [ B | ¢ [ o | e [ ¢ [ 6 [ w [ v [ o [ & [ L
MTA Rece!MTA Send SMTP Rec SMTP SerMessages KB Sent | Send FailuMessages KB Receiv Messages Woice MesVoice KB
1 1 1 1 5 262841 3 4 149494 1] 3 0

|m|m|-q|:n|u\|h|w|m =

Suggestion:To create a view of statistical information over an
extended period of time, you can copy and paste information
from several statistic files into one Excel file.
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Using the Win NT Performance Monitor

Introduction

Performance Monitor
objects

Performance Monitor
counters

The Performance Monitor is a Windows NT graphical tool for
measuring the performance of both the Net Gateway system and
the computer on which the Net Gateway system is running.

The Performance Monitor provides charting, alerting, and
reporting capabilities that reflect both current activity and
ongoing logging. You can open, browse, and chart log files later
as if they reflected current activity.

This topic discusses the use of the Windows NT Performance
Monitor for measuring the performance of the Net Gateway
system. It does not discuss using it for measuring the
performance of the PC.

The types of information that you can view with the
Performance Monitor are called objects. For Net Gateway, you
can view the behavior of the following objects:

*  MMNG Performance
This object corresponds to the Node Statistics page in Net
Gateway Operational Measurements.

* Nortel MMNG Network
This object corresponds to the Digital Network page in Net
Gateway Operational Measurements.

*  MMNG Ports
This object corresponds to the Voice Port Statistics page in
Net Gateway Operational Measurements.

Each object has a set of counters that provide more detailed
information about the object. For Net Gateway, the counters
provide information about message traffic to and from the Net
Gateway system. The counters correspond to the fields that are
shown on the Net Gateway Operational Measurement pages.
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Performance Monitor MMNG Performance counters
counters (continued) Counters that correspond with fields on the Node Statistics page

are listed in the following table.

Node Statistics fields

MMNG Performance counters

Maximum ENA receive queue size

ENA receive queue

Maximum ENA send queue size

ENA send queue

Maximum SMTP receive queue size

SMTP receive queue

Maximum SMTP send queue size

SMTP send queue

not applicable

Maximum ports

Nortel MMNG Network counters
Counters that correspond with fields on the Digital Network

Statistics page are listed in the following table.

Digital Network Statistics fields

N

ortel MMNG Network counters

Messages Sent

Network Messages Sent

KBytes Sent

Network Kbytes Sent

Send Failures

Network Send Failures

Messages Received

Network Messages Received

KBytes Received

Network Kbytes Received

Messages Rejected

Network Messages Rejected
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Performance Monitor
counters (continued)

Nortel MMNG Voice Port Statistics counters
Counters that correspond with fields on the Voice Port Statistics
page are listed in the following table.

Voice Port Statistics fields

Nortel MMNG Ports counters

Messages Sent

Voice Messages Sent

KBytes Sent

Kbytes Sent

Send Failures

Send Failures

Messages Received

Voice Messages Received

KBytes Received

Kbytes Received

Messages Rejected

Rejected

CCs

Voice CCS (The number of 100-second intervals
of voice traffic.)

not applicable

Maximum ports (The number of ports in use in
this interval.)

Performance Monitor
time intervals

What you can do with
the Performance
Monitor

In addition to the counters, instances correspond to the voice
ports on the Net Gateway system. Available instances are 1, 2,
3, 4, and T (total for all voice ports).

Time intervals are periods of time between the reporting of
events. By default, the intervals are set at one second.

Intervals can be changed according to your needs and should be
meaningful to your organization. For example, you may want to
change the interval to ten minutes to view daily load statistics;
or, you may want to change the interval to one hour to view
weekly load statistics.

The following overview lists how you use Performance Monitor
to view the performance of objects:

« View and dynamically change charts reflecting current
activity and showing counter values that are updated at a
user-defined frequency.

» Export data from charts, logs, alert logs, and reports to
spreadsheet or database programs for further manipulation
and printing.
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What you can do with
the Performance
Monitor (continued)

How to use the
Performance Monitor

Using the Win NT Performance Monitor

Add system alerts that list events in the Alert Log and
notify you either by reverting to Alert view, logging the
event in Event Viewer’s Application log, or issuing a
network alert.

Run a predefined program either every time or only the first
time a counter value goes over or under a user-defined
value.

Append selected sections of existing log files to a single
file, forming a long-term archive.

View current activity reports, or create reports from

existing log files.

Save individual chart, alert, log, and report settings, or save
the entire workspace setup to reuse when needed.

To gather statistical information by using the Windows NT
Performance Monitor, do the following.

Step Action

1

2
3
4

Click Start.
Click Programs.
Click Administrative Tools (Common).

Click Performance Monitor.
Result: The following screen appears.
il Performance Monitor [_[5]x]

Edit View Oplions Help

] =il @)

) -

Last| 0.000 Average | 0.000 Min| 0.000 Max| 0000 Graph Time|  100.000
Color Scale Counter Instance Parent Object Computer

Datar Cunent Aotivity
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Step Action

5

Click Edit, then Add to Chart.
Result: A dialog box appears.

6 Select one of the following objects from the Object drop-down
list:
¢ Nortel MMNG Network
¢ Nortel MMNG Performance
¢ Nortel MMNG Ports
7 Select one or more counters.
8 If you want to view voice port statistics, select an instance.
9 Repeat steps 7 and 8 for each value you want to chart.
10  Click OK.
Result: The chart starts reporting statistics.
The following is an example of what the chart may look like.
p
»
30
25
ZDF
: [ [ [ew 651
Last| 217000 Average|  217.000 Min|  217.000 Max|  217.000 GraphTime|  100.000
Color Scale Counter Instance Parent Obiject Computer
ortel MMNG Metwork  LSyPIM
Clearing the chart To clear the chart, click File, then New Chart.
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Overview of this chapter

Overview of this chapter

Introduction This chapter explains how to perform the following tasks:
* View messages associated with Net Gateway by using the
Windows NT Event Viewer.
e Stop the following Net Gateway services:
— Dialogic
— Nortel MMNG Enterprise Networking Agent
— Nortel MMNG SMTP
— Nortel MMNG Transfer Agent
« Start Net Gateway services that have been stopped.
* Run the Enterprise Networking Diagnostic Test
— on Meridian Mail
— on Net Gateway
*  Solve Entrust problems.
* Runthe SMTP loopback test.
e Create a Windows NT repair disk.

Event Viewer The Event Viewer is a Windows NT tool that you can use to
monitor events in your system. You can use Event Viewer to
view and manage the following:

» system event logs (including logs for the Dialogic card)
e security event logs

« application event logs, including events for the following
Net Gateway components:

— Message Transfer Agent
— Enterprise Networking Agent
— SMTP Agent
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Stopping Net Gateway
services

Starting Net Gateway
services

Meridian Malil
Enterprise
Networking test

Net Gateway
Enterprise
Networking test

Solve Entrust
problems

You should stop Net Gateway services when a service-
threatening problem occurs within the system. The following
are examples of service-threatening problems:

e The system is not working properly.

* There is a high failure rate in the sending of messages
(resulting in nondelivery notifications and many messages
in event logs).

You should use this procedure if you have stopped Net Gateway
services for any reason.

The Enterprise Networking Diagnostic Test on Meridian Mail is
performed

« each time a new remote site is added to the Net Gateway
network database

» each time a remote site is modified
If the test fails, the site is placed into error status.

The test can also be used to clear a site that is in error. If the test
is successful, the error status is cleared (changed to idle or
ready).

The Net Gateway Enterprise Diagnostic Test should be run
immediately after the Net Gateway system has been installed
and configured. If you make any changes to either system (such
as voice port configuration on Meridian Mail, or site
configuration on either system), it is recommended that you run
this test again to ensure that the system is still working.

Problems can occur with Entrust on your system when the
following happen:
* Net Gateway site administrators forget their site passwords.

* Net Gateway site administrators lose or damage their
Entrust profiles.

* Net Gateway site administrators are not able to log on for
the first time.
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Solve Entrust
problems (continued)

SMTP loopback test

Create Windows NT
repair disk

Overview of this chapter

* You and the user may lose an automatically generated
password.

» The file containing the list of users is lost or damaged.
* Users are not able to select recipients for encrypted files.

The SMTP loopback test is used to verify that messages can be
sent to, and received from, other sites in the Net Gateway
network. The SMTP loopback test sends a message to the
loopback mailbox of one or more destinations. The loopback
mailbox at the remote site routes the message back to the local
system to check that the systems are communicating correctly.

This test can be performed on just one site, or on all sites.

The Repair Disk utility is used to update the repair information
for Windows NT on your hard disk, or to create a new
Emergency Repair Disk using the repair information currently
saved on your hard disk.

The repair information on your hard disk or your Emergency
Repair Disk can be used to reconstruct the following if they
become damaged:

*  Windows NT system files

e system configuration

e start-up environment variables

* Net Gateway registry (which contains the routing table and
passwords)
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Using the Windows NT Event Viewer

Introduction

What this topic
contains

Starting the Event
Viewer

The Event Viewer is a Windows NT tool that you can use to
monitor events in your system. You can use Event Viewer to
view and manage the following:

« system event logs (including logs for the Dialogic card)

e security event logs

e application event logs, including events for the following
Net Gateway components:

— Message Transfer Agent
— Enterprise Networking Agent
— SMTP Agent

You can also archive event logs.

The event-logging service starts automatically when you run
Windows NT. You can stop event logging with the Services tool
in Control Panel.

This topic explains how to view and work with logs associated
with the Net Gateway system.

When you first open a log, Event Viewer displays the current
information for that log. That information is not updated while
you view the list unless you refresh it. The log is automatically
updated only when it is no longer the current log displayed in
Event Viewer.

To start the Event Viewer, do the following.

Step Action

1 On the Windows NT task bar, click Start.
Result: The Start menu appears.

2 Click Programs.
Result: The Programs menu appears.
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Step Action

3 Click Administration Tools (Common).
Result: The Administration Tools menu appears.

4 Click Event Viewer.
Result: The Event Viewer dialog appears.

i Event Viewer - System Log on \\VPIM M=l E3

Log View Options Help

@ 4p24/97 411:32 P dlgc_log Mong 1 Mfa WPIM
[: ER-El 4:06:48 PM iB042prt None 1z R WEIM
[ BREL: 4:06:46 PM Mouclass MNone " IN7A WRIM
42297 4:32:33 P Application Popup  None 26 INfA WRIM
@479 12:39:55 PM BROWSER Mone 8014 R WPIM
Q417197 12:39:55 PM BROWSER None G009 M7a WEIM
@ IN7/97 12:27:29 PM BROWSER None GO04a INfA WRIM
[-ERF 12:16:20 PM BROWSER MNone aooa NfA WRIM
@ 4171957 12:02:54 PM BROWSER None 8009 MN7a WPIM
@ 4N7/97 11:52:14 AM BROWSER None G009 M7a WEIM
[ ERFLT 11:44:18 AM dlygc_log None 1 A WRIM
@797 11:43:46 AM EwentlLog Mone G005 INfA WPIM
[ ERFA 11:44:17 AM dlgc_log None 1 R WEIM
@ IN7/97 10:36:21 AM BROWSER MNone ] IN7A WPIM
@ 4n7/97 10:36:21 AM BROWSER None GO04a A WRIM
@ 417497 10:25:54 AM BROWSER Mong 8009 Mfa WPIM
@ 417197 13 BROWSER None G009 R WEIM
@ IN7/97 :01: BROWSER MNone 6O0g IN7A WRIM
[-ERF 4:50:02 Ak BROWSER MNone aooa fA WRIM
@ 4/16/97 8:10:26 PM CpgMF3 Mone 4106 R WPIM
& 41R/9 R929 Phd CoohF3 Mone 4107 [ Elhd hd

5 To view messages in the system or application logs, do the

following.

To view See

the system log “Viewing Dialogic card
messages” on page 6-6

the application log “Viewing Net Gateway
system messages” on
page 6-7

Viewing Dialogic card To view messages associated with the Dialogic card, do the
messages following.

Step Action

1 On the Log menu, select System.

2 Look for current system log messages that contain “dlgc_log” in
them.

3 Click View, then Detalil, to display detailed information.
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Viewing Net Gateway  To view messages associated with the Net Gateway system, do
system messages the following.

Step Action

1 On the Log menu, select Application.
2 Look for current messages that contain NortelMMNG in them.

3 Click View, then Detalil, to display detailed information.

Working withthe event ~ Once you have displayed the appropriate Event Viewer log, you
log can view specific event records in that log. To do so, do one of
the following on the View menu.

To Click

sort events chronologically Oldest First or Newest First

view only events with specific Filter Events
characteristics

search for events based on Find
specific characteristics or
event descriptions

display descriptions and Detail
additional details that the event
source might contain

More information For more information, refer to the Event Viewer online help.
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Stopping all Net Gateway services

Introduction

When you should use
this procedure

Relationship of
services

This topic explains how to stop the following Net Gateway
services by using the Windows NT Services Control Manager:

» Dialogic

* Nortel MMNG Enterprise Networking Agent
* Nortel MMNG SMTP

* Nortel MMNG Transfer Agent

You should stop Net Gateway services when a service-
threatening problem occurs within the system. The following
are examples of service-threatening problems:

e The system is not working properly.

* There is a high failure rate in the sending of messages
(resulting in nondelivery notifications and many messages
in event logs).

Each service is dependent on the service that precedes it in the
above list. What this means is that a particular service cannot be
started successfully until the preceding service has also started
successfully. Therefore, if the Dialogic service does not start,
then neither will the remaining services.

The same rule applies when stopping services. If you stop a
service, then subsequent services are also automatically
stopped.

Note: When the Transfer Agent is stopped and restarted, some
users might receive multiple copies of the same message. There
is no danger, however, that they will lose messages.

This topic explains how to stop all services at once by stopping
the Dialogic service.
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Procedure

To stop all Net Gateway services at once, do the following.

ATTENTION

Stopping Net Gateway services causes any message
delivery or receipt sessions currently in progress to be
dropped.

However, after all services are successfully restarted,
messages waiting to be sent to or by Meridian Mail ar
redelivered.

1]

Step Action

1

Display the Control Panel.

You can do this through the My Computer icon, or by selecting
Settings from the Start menu.

Click Control Panel Services.
Result: A list of Control Panel Services appears.

Select Dialogic.

Click Stop.
Result: The Stopping window appears.
Stopping E
Stop service: Dialogic

The following zervices will alzo be stopped. Cancel |

Help |

Mortel MMNG SMTP
Mortel MMMG Transfer Agent

Do you wish to continue?
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Step Action

5 Click OK.
Result: The following warning appeatrs.

Service Control E3

Atternpting to Stop the Mortel MMMNG Enterprise
Metwarking Agent service on Computernarme

A warning similar to this appears for each of the following
services which are also stopped:

¢ Nortel MMNG SMTP
« Nortel MMNG Transfer Agent
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Starting Net Gateway services

Introduction This topic explains how to restart the following Net Gateway
services by using the Windows NT Services Control Manager:
» Dialogic
* Nortel MMNG Enterprise Networking Agent
* Nortel MMNG SMTP
* Nortel MMNG Transfer Agent

When you should use  You should use this procedure if you have stopped Net Gateway

this procedure services for any reason.
Relationship of Each service is dependent on the service that precedes it in the
services above list. What this means is that a particular service cannot be

started successfully until the preceding service has also started
successfully. Therefore, if the Dialogic service does not start,
then neither will the remaining services.

This topic explains how to start services individually. The
services must be started in the following order:

»  First: Dialogic (see page 6-13)
e SecondNortel MMNG Transfer Agent (see page 6-14)
e Third: Nortel MMNG SMTP (see page 6-15)

*  Fourth: Nortel MMNG Enterprise Networking Agent (see
page 6-16)

Note: If you attempt to start the SMTP or Enterprise Networking
Agent services before starting the MMNG Transfer Agent
service, the MMNG Transfer Agent service will be started
automatically.

Start or failure Messages which indicate whether specific services started

messages successfully or not are reported in the Windows NT Event
Viewer logs. You should confirm the status of the service by
reviewing the logs in the Event Viewer. For instructions on how
to use the Event Viewer, see “Using the Windows NT Event
Viewer” on page 6-5.
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Possible causes for
start failure

The following table summarizes the possible causes for failure

Starting Net Gateway services

for each Net Gateway service. You may want to review this

table and ensure that possible causes are removed before you

start the service.

Service

Possible cause of failure

Hi

IX

Dialogic

bad interrupt setting (incorrect
jumper setting)

incorrect memory address
(incorrect jumper setting)

conflicting IRQ number

Verify all settings.

See Chapter 3, “Installing
Net Gateway hardware and
software.”

Nortel MMNG Transfer
Agent

Nortel MMNG SMTP

Dialogic service has not been
started

registry database is corrupted

Do the following as
applicable:

e Start the Dialogic service.

« Request the routing table
from the MMNG
Administration page in
Local Administration.

« Reinstall the Net Gateway
software.

Nortel MMNG Enterprise
Networking Agent

The copy protection device is not
installed on the back of the
computer.

Install the device. See
Chapter 3, “Installing Net
Gateway hardware and
software.”

Restart this service.
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Starting the Dialogic To start the Dialogic service, do the following.
service

Step Action

1 Display the Windows NT Control Panel.

You can do this through the My Computer icon, or by selecting
Settings and then Control Panel from the Start menu.

Click Services.
Result: The Services dialog appears.

Click Dialogic.

Click Start.
Result: The following message appears.

Service Control E3

@ Atternpling to Start the Dialogic service on Computername

When done, the Status shows Started.

Look for the following message in the Event Viewer System
Log:

c:\snt\dialogic\bin\voxctl- started board
dxxxB1

IF this message is THEN

present the Dialogic service was
successfully started.

Go to the next procedure.

not present the Dialogic service did not start
successfully.

There are one or more error
messages. Do the following:
« Review the messages.

e See Chapter 3, “Installing Net
Gateway hardware and
software.”

e Verify dialogic card settings.
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Starting the Nortel
MMNG Transfer Agent

service

Starting Net Gateway services

To start the Nortel MMNG Transfer Agent service, do the
following.

Starting Point:  Services dialog box

Step Action
1 Click Nortel MMNG Transfer Agent.
2 Click Start.
Result: The following message appears.
Service Control E3
Atternpling to Start the Mortel MEMNG Transfer dgent
zervice on Computername
When done, the status shows Started.
3 Look for the following message in the Event Viewer Application

Log:

The Nortel MMNG MTA service has started
successfully

IF this message is THEN

present the Nortel MMNG Transfer
Agent service was
successfully started.

Go to the next procedure.

not present the Nortel MMNG Transfer
Agent service did not start
successfully.

Try reinstalling the Net
Gateway software.
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Starting Net Gateway services

Starting the Nortel To start the Nortel MMNG SMTP service, do the following.
MMNG SMTP service
Starting Point:  Services dialog box

Step Action
1 From the Control Panel Services list, click Nortel MMNG
SMTP.

2 Click Start.
Result: The following message appears.

Service Control E3

Atternpling to Start the Mortel MMMNG SMTP service on
Computernane

When done, the Status shows Started.

3 Look for the following message in the Event Viewer Application
Log:

MAIN: SMTP service ready

IF this message is THEN

present the Nortel MMNG SMTP
service was successfully
started.
Go to step 1.

not present the Nortel MMNG SMTP

service did not start
successfully.

Try reinstalling the Net
Gateway software.

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



6-16

Maintenance and troubleshooting

Starting the Nortel
MMNG Enterprise
Networking Agent
service

Starting Net Gateway services

To start the Nortel MMNG Enterprise Networking Agent
service, do the following.

Starting Point:  Services dialog box

Step Action

1

From the Control Panel Services list, select Nortel MMNG
Enterprise Networking Agent.

Click Start.
Result: The following message appears.

Service Control E3

Atternpling to Start the Mortel MMMNG Enterprise
Metwarking Agent zervice on Computernane

When done, the Status shows Started.

Note: There is a slight delay between the “Started” display in
the services list and the actual message appearing in the Event
Viewer Application Log.

Look for the following message in the Event Viewer Application
Log:

SLEE Process Started

IF this message is [THEN

present you have successfully started all
Net Gateway services.
not present the Nortel MMNG Enterprise

Networking Agent did not start
successfully. Do the following:

» Ensure that the copy protection
device is installed on the back of
the computer.

» Restart this service.
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Running the Enterprise Networking Test - Meridian Mail

Introduction The Meridian Mail Enterprise Networking Diagnostic Test is
used to verify that sites are correctly configured in Meridian
Mail. When sites are correctly configured, Meridian Mail users
can begin to compose and send messages to those sites.

When you should run This test is performed

this test . L
« each time a new remote site is added to the network
e each time a remote site is modified
If the test fails, the site is placed into error status.
The test can also be used to clear a site that is in error. If the test
is successful, the error status is cleared (changed to idle or
ready).

Procedure For instructions on how to run the Enterprise Networking

Diagnostic Test on Meridian Malil, refer to tBaterprise
Networking Installation and Administration Guide
(NTP 555-7001-246).
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Running the Enterprise Networking Diagnostic Test - Net

Gateway

Introduction

When you should run
this test

Requirements

The Net Gateway Enterprise Networking Diagnostic Test is
used to verify that the links between the Net Gateway and
Meridian Mail systems are configured and working correctly. It
confirms the following:

» Telephone lines have been configured correctly in the PBX.

e The voice ports are working on both the Meridian Mail and
Net Gateway systems.

* Meridian Mail and Net Gateway can recognize each other,
based on their site information.

Ideally, this test is run immediately after the Net Gateway
system has been installed and configured. If you make any
changes to either system (such as voice port configuration on
Meridian Mail, or site configuration on either system), it is
recommended that you run this test again to ensure that the
system is still working.

In order to successfully run this test, the local site must be
configured on both the Meridian Mail and Net Gateway
systems. Site configuration must match on both systems.

At least one other site must be defined on both systems. This
site could be the overflow site.
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Procedure To run the Enterprise Networking Diagnostic test, do the
following.

Note: The test takes approximately two minutes or less to run.
Starting Point: Main window

Step Action

1 Click Local Administration.
Result: The MMNG Administration property page appears.

Local Administration H

MMNG Admiristration | Meridian Mail dministration | Local Site List

MMHE Mode: Stopped
MMMG Mame: trojan

— Metwork Administration Sites

Frirnary: welocity. tor. widget. ca

Secondary;  testlonwidget.ca

—SMTP

Frosy Server. 123,456,789

Modify... | Loopback Test |

Bequest Security Infarmation |

Request Site Information |

ok I Lancel | Help
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Step Action

2 Click the Meridian Mail Administration tab.
Result: The Meridian Mail Administration page appears.
Local Administration EHE

MMMG Administration  Meridian Mail Administration I Local Site List |

- Meridiarn Mail DN

Local Meridian Mail DN 7

- Enable Voice Ports

I Pait1
W Pot2
¥ Port3
¥ Portd

Enterprise Networking Diagnostic Test

juls I Lancel | Help |

3 Click Enterprise Networking Diagnostic Test.
Result: You are asked by the system if you really want to run

this test.
Enterprise Metworking Test  [E3
@ Start Diagnostic Test?
Mo
4 Click Yes.

Result: You receive the following message:

Test Started: Examine Event Log for
Results

For a list of messages received, see “Event Log messages”
following this procedure.
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Event Log messages

Event Log when the Enterprise Diagnostic Test has been
successfully completed.

Note: Failures can happen at any stage.

The following table identifies the messages that appear in the

Message

What this means

Outgoing test to Meridian Mail is
starting

Net Gateway initiated contact with Meridian Mail.

Placing the call to Meridian Mail

Net Gateway dialed the Enterprise Networking O
Meridian Mail.

N for

The call has been answered

Meridian Mail received and answered the call.

Initiating the connection

Net Gateway sent a C-tone to Meridian Mail.

The connection has been established

Meridian Mail received the C-tone and sent a|
D-tone back to Net Gateway.

Setting up the session

Net Gateway set up the session with Meridian

Mail.

The session has been set up

Meridian Mail confirmed the session setup
information.

Sending the originating site ID

Net Gateway sent the site ID of an automaticall
selected remote system from its routing table.

The originating site ID has been
confirmed

Meridian Mail confirmed the site ID sent to it by N
Gateway.

—

1%

Sending the session information

Net Gateway sends the local Meridian Malil sit¢
and the initiating password to Meridian Mail.

1)

ID

Session information has been confirm

ed Once the session information is checked, Meridian

Mail informs Net Gateway that the session
information is correct and sends the responding
password to Net Gateway.

Ending the session

Net Gateway terminates the session and ends the test.

Outgoing test to Meridian Mail
completed successfully

Everything between Meridian Mail and Net Gatew
is working correctly.

ay
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Possible causes for

failure

What to do if the test

fails

Running the Enterprise Networking Diagnostic Test - Net Gateway

If the Enterprise Diagnostic Test failed, the following may be

possible causes:

Telephone lines have not been configured correctly in the
PBX.

One or more voice ports are not working.
Voice ports may be disabled on either system.

The Enterprise Networking DN in Meridian Mail does not
match the DN defined in the Net Gateway system.

Meridian Mail and Net Gateway cannot recognize each
other based on their site information.

There may have been noise on the line.

If the test fails, identify the stage where the test failed. Then

verify that the associated system configuration is correct (for
example, DNs and site information on either Meridian Mail or
Net Gateway).
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Troubleshooting Entrust

Introduction

Limitations

Types of problems
that can occur

With the Entrust option installed, the Net Gateway system
encrypts each voice message. Only another Net Gateway system
with the correct key can decrypt the message.

The Net Gateway administration interface automates the
distribution of digital keys which simplifies administering
security for the networked voice mail system.

The Entrust option only provides security between Net Gateway
systems only. If your network includes sites using Norstar Voice
Mail or VPIM-compatible voice mail system, you cannot use
Entrust to secure messages between Net Gateway and those
sites.

The following are some problems that can occur with Entrust on
your system when Net Gateway site administrators

» forget their site passwords

» lose or damage their Entrust profiles

e are not able to log on for the first time

* may lose an automatically generated password

Other problems can occur because
» the file containing the list of users becomes lost or
damaged

» thefile containing the list of users cannot be accessed when
sending or requesting security information

* encryption fails

For information on how to recover from these types of
problems, refer to thEntrust/Lite Manager User Guide

Standard 1.0 Net Gateway System Installation and Administration Guide August 1997



6-24

Maintenance and troubleshooting

Running the SMTP loopback test

Running the SMTP loopback test

Introduction

What it does

Why you should run
this test

The SMTP loopback test is used to verify that messages can be
sent to and received from other sites in the Net Gateway
network.

This test is not supported on non-Net Gateway systems.

The SMTP loopback test sends a message to the loopback
mailbox of one or more destinations. The loopback mailbox at
the remote site returns the message to the local system to check
that the systems are communicating correctly.

This test can be performed on just one site, or on all sites in the
Routing Table.

If a proxy server or mail relay is used in the network, the proxy
server or mail relay may not be able to route the message. This
test is not guaranteed to work where proxy servers are involved.

Running this test confirms that all sites within the Net Gateway
network are accessible and that your network is running

properly.
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Running the SMTP loopback test
To run the SMTP loopback test, do the following.

Procedure

Starting Point:

Step Action

Main window

1 Click Local Administration.
Result: The MMNG Administration page appears.

Local Administration

MMNG Administration I Meridian Mail Administration | Local Site List |

MMNG Mode: Stopped
MMMG Name: trojan

—Metwork Administration Si

Primary: wvelocity.tor.widget.ca

Secondary:  test.tor widget.ca

L Modiy,

—EMTP

Proxy Server: 123.456.789

Modify... Loopback Test

Bequest Security Infarmation |

Reguest Site Information |

[21x]

oK I LCancel | Help

2 Click Loopback Test.
Result: The SMTP Loopback Test dialog box appears.

SMTP Loopback Test

[ 7]]

Test -
Site Mame: || w
' fne Site € All Sites Cancel |

Help |
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Step Action
3 How do you want to perform the test?
IF you want to run the test THEN
on one site only « enter the fully qualified
domain name (FQDN) of
the site.
» click the One Site radio
button.
on all sites click the All Sites radio
button.

4 Click Start.
Result: The testis run.

5 Open the Windows NT Event Viewer and watch for Error/Event
notifications related to the test.

How quickly you receive the results depends entirely on the
type of network in which the Net Gateway has been installed.

IF the network is THEN

simple with no proxy the results are received

servers or firewalls almost instantly.

is complex with one or it may be several hours

more Internet and proxy before you start receiving

servers and firewalls results. Generally, all results
should be received within 24
hours.

If the test was successful, you receive the following message:

Loopback test site “domain name” was

successful
Possible causes for If the SMTP loopback test did not work between one or more
failure sites, the following may be possible causes:

e The Net Gateway system at the far end is down.
» Parts of the network are down.

* Routing information is not correctly defined.

» Domain names cannot be resolved.
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What to do if the test If the test fails for any reason, contact your corporate data
fails network administrator.
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Creating a Windows NT repair disk for Net Gateway

Introduction

What this topic
contains

How it works

Creating the repair
disk

The Repair Disk utility is used to return a Windows NT-based
computer back to the state of the last Emergency Repair update.
The disk can be used to reconstruct the following if they
become damaged:

*  Windows NT system files
e system configuration
e start-up environment variables

* Net Gateway registry (which contains the routing table and
passwords)

Note: The Repair Disk utility should not be used as a backup
tool.

This topic provides a very brief explanation of how to create the
repair disk and how to use it to repair your system. Refer to the
Windows NT documentation for more detailed information.

The Repair Disk utility replaces some of the files saved in the
Repair directory with new files that contain updated information
about the system configuration.

To create a new Emergency Repair disk that contains the current
configuration information for your computer, do the following.

CAUTION
Risk of data loss
The Repair Disk utility formats the diskette
before saving the configuration files; all
data currently on the disk will be lost.
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Creating the repair
disk (continued)

Step Action

1 On the Windows NT task bar, click Start.
Result: The Start menu appears.

2 Click Run.
Result: The Run dialog box appears.

3 Type C:\WINNT\SYSTEM32\rdisk.exe and click OK.
Result: The repair disk utility is started.

4 Click Create Repair Disk.
Result: You are prompted to insert a diskette in drive A:\.

5 Insert a diskette into drive A:\ and click OK.
Result: Windows NT creates the repair disk. When it is
finished, you receive a message confirming completion.
6 When the process is finished, do the following:
a. Remove the diskette from drive A:\.
b. Label the diskette.
c. Store the diskette in a secure location.

Restoring your system  To restore your system configuration from the repair disk, you
from the repair disk need the Windows NT installation disks or CD-ROM. Do the
following.

Step Action

1 Insert the first boot disk into the computer’s floppy drive.
2 Reboot the computer.

3 When the menu appears asking if you want to install Windows
NT or if you want to repair, select the option to repair.

4 Follow the instructions on the screen.
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Limitations on reinstalling Net Gateway software

Introduction If you encounter a serious problem with your Net Gateway
system and decide to reinstall your software, this topic describes
limitations on reinstallation.

Limitations If you try to reinstall Net Gateway software on a system with
less than 14 kbytes of disk space free, you will receive an error
dialog box that says “integer divide by zero”.

Solution If you receive the “integer divide by zero” error message, you
must delete files on the system’s hard drive to free enough disk
space.
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VPIM-compatible voice messaging systems requirements

Introduction This topic discusses aspects of the Voice Profile for Internet
Mail (VPIM) standard that need to be considered when setting
up your Net Gateway system.

Definition: The Voice Profile for Internet Mail (VPIM) is an emerging

VPIM standard that profiles Internet mail for voice messaging. VPIM
(version 2) enables Net Gateway to exchange voice mail with
non-Nortel equipment.

Definition: vCard is an “electronic business card” within a VPIM message.

VPIM vCards The vCard provides a mechanism for transporting information
about the originator that can be used by the receiving VPIM
system.

Spoken and text Meridian Mail should be configured to ensure that the spoken

names name and text name are passed to Net Gateway.

Norstar Voice Mail does not support the RVU feature and, at
this time, does not support VPIM vCards. Consequently, vCards
will not be sent to Norstar Voice Mail recipients. vCards are
sent between Net Gateway systems and Net Gateway and
VPIM-compatible systems.

Message destination Net Gateway must know whether the destination of a message is

type another Net Gateway system, a Norstar Voice Mail system, or a
non-Nortel product, and whether the protocol used to send the
message is Enterprise or AMIS.

This type of system is obtained from the Net Gateway routing
table. Each site is defined as one of the following:

« MMNG

* NVM (Norstar)

e Meridian Mail (Enterprise or AMIS-A)

e Other
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VPIM-compatible voice messaging systems requirements

Number of recipients
and message length

Date and time stamps

Voice encoding

VPIM Version 2
conformance

Net Gateway does not restrict the number of recipients in a
single message nor is it limited to a maximum message length
(except for the obvious disk storage limitation).

However, your users must be aware of the limitations of your
voice mail system. Meridian Mail will not accept, and cannot
deliver, a message body that is longer than 99 minutes. Also,
mail relays may impose limitations on message length.

The originating Net Gateway system uses the date and time
passed from Meridian Mail. If the time zone environment
variable (TZ) is configured in Windows NT, Net Gateway
includes the time zone offset and time zone hame when
constructing the string.

The receiving system accepts time stamps and discards any time
zone offset or time zone name fields. They are discarded
because Meridian Mail treats time stamps as the originator’s
local time, so conversion to the recipient’s local time is not
required.

G.726 voice encoding is used when exchanging voice messages
between Net Gateway and VPIM-compatible systems.

In order to claim conformance and be called VPIM compliant, a
voice mail system must implement all mandatory features of
VPIM in each of two areas: Content and Transport. In addition,
systems which conform to this profile must not send messages
with features beyond this profile unless explicit per-destination
configuration of these enhanced features is provided.

For a listing of VPIM features with which Net Gateway
complies, see “VPIM Version 2 conformance” on page 7-4.
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VPIM Version 2 conformance

Introduction This topic identifies the items within the VPIM Version 2
specification with which Meridian Mail Net Gateway complies.
Use this topic as reference to determine if your non-Nortel voice
mail system can interoperate with Meridian Mail Net Gateway.

For complete explanations of each feature, it is recommended to
read Greg Vaudreuil and Glenn Parsons, “Voice Profile for
Internet Mail version 2,” Internet Draft, March 26, 1997 (draft-
ema-vpim-05.txt).

Conformance table The conformance table is separated into the following columns:

description
»  Feature:name of protocol feature

* Area: conformance area to which each feature applies
— C - content
— T - transport
— N - notifications

« Status:whether the feature is mandatory, optional, or
prohibited. There are five different degrees of status used in
this table:

— Must: mandatory

— Should:encouraged optional

— May: optional

— Should notdiscouraged optional
— Must not:prohibited

* Nortel: Meridian Mail Net Gateway compliance with the
feature is marked with an X. Features ignored when
messages are received are marked with an I.

« Note: This column contains comment about conformance
for a particular feature.
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Conformance table Notes: The following notes apply to the items which are

notes

10.
11.
12.
13.
14.

marked with a note number in the Note column of the
conformance table:

Must notinclude if all recipients are not known or
resolvable.

If a sensitive message is received by a system that does not
support sensitivity, then mustbe returned to the originator
with an appropriate error naotification. Also, a received
sensitive messagaust notoe forwarded to anyone.

If the additional headers are not understood, theybe
ignored.

When binary transport is not available.
When binary transport is available.

If multiple contents are present in a message, this header
mustbe present.

Other contents must only be sent by bilateral agreement.

If the content cannot be presented in some form, the entire
messagenustbe nondelivered.

When the vCard is present in a message.

N and Sound only.

Text/plain used in delivery status notifications (DSNSs) only.
Ignored if within a DSN; otherwise, issue NDN.

Uses internal database for address resolution.

Passed by Meridian Mail Net Gateway to Meridian Mail
which adds entry to its internal directory.
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Conformance table

VPIM Version 2 conformance

Feature

Area

Must

Should May

Should
not

Must
not

Nortel Note

Message addressing fo

rmats

Use DNS host names

C

Use only numbers in
mailbox IDs

C

Use alphanumeric
mailbox IDs

Support of
postmaster@domain

Support of non-mail-
user@domain

Support of
distribution lists

Message header fields:

Encoding outbound messages

From

C

X

From: Addition of text
name

To

cC

Date

Sender

Return-Path

Message ID

Reply To

Received

MIME Version 1.0
(Voice 2.0)

O O 0O O OO0 O O

Content-Type

Content-Transfer-
Encoding

—continued—
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VPIM Version 2 conformance

Should Must
Feature Area Must | Should May not not Nortel Note

Sensitivity C X X

Importance X X

C
Subject C X X
N

Disposition-
notification-to

Other headers C X X

Message header fields: Detection and decoding inbound messages

From C X

From: utilize text C X
personal name

To

CcC

Date

O o o o

Date: conversion of
date to local time

Sender

Return-Path

Message ID

Reply To

Received

OO0 O OO0

MIME Version 1.0
(Voice 2.0)

Content type C X X

Content-Transfer
Encoding

Sensitivity C X X 2

Importance C X X

Subject C X X

—continued—
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Should Must
Feature Area Must | Should May not not Nortel Note
Disposition- N X
notification-to
Other headers C X | 3
Message content encoding: Encoding outbound audio/fax contents
7BITMIME C
8BITMIME C
Quoted printable C
Base64 C X X 4
Binary C X 5
Message content encoding: Detection and decoding inbound messages
7BITMIME C X X
8BITMIME C X X
Quoted printable C X X
Base64 C X X
Binary C X X 5
Message content types: Inclusion in outbound messages
Multipart/Voice C X X
message
Message/RFC822 X
Application/Directory X
Application/Directory: X
include TEL, EMAIL
Application/Directory: C X X 10
include N, ROLE,
SOUND, REV
Application/Directory: C X X
only one per level
Audio/32KADPCM X X
Audio/32KADPCM: X
content-description
—continued—
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VPIM Version 2 conformance

Should Must
Feature Area Must | Should May not not Nortel Note

Audio/32KADPCM: C X X 6
content-disposition

Audio/32KADPCM: C X X
content-duration

Audio/32KADPCM: C X
content-language

Audio/* (other C X X
encodings)

Image/TIFF

Multipart/Mixed

Text/plain 11

Multipart/Report

Z 2 Ol O O
X

Multipart/Report:
human-readable part
is voice

Message/delivery N X X
status

Message/disposition- N X
notification

Other contents C X X 7

Message content types: Detection and decoding in inbound messages

Multipart/Voice C X X

message

Message/RFC822 C X

Application/Directory C X

Application/Directory: C X

recognize TEL,

EMAIL

Application/Directory: C X X

recognize N, ROLE,

SOUND, REV

Audio/32KADPCM C X X
—continued—
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Voice Profile for Internet Mail (VPIM) description

VPIM Version 2 conformance

Feature

Area

Must

Should May

Should
not

Must
not

Nortel

Note

Audio/32KADPCM:
content description

Audio/32KADPCM:
content disposition

Audio/32KADPCM:
content duration

Audio/32KADPCM:
content language

Image/TIFF

Image/TIFF: send
NDN if unable to
render

Audio/* (other
encodings)

Multipart/Mixed

Text/plain

12

Text/plain: send NDN
if unable to render

Multipart/Report

Multipart/Report:
human-readable part
is voice

Message/delivery
status

Message/disposition-
notification

Other contents

Other contents: send
NDN if unable to
render

Forwarded
messages: use
message/RFC822
construct

—continued—
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Voice Profile for Internet Mail (VPIM) description 7-11

VPIM Version 2 conformance

Should Must
Feature Area Must | Should May not not Nortel Note

Forwarded C X X
messages: simulate
headers if none
available

Reply messages: C X X
send to reply-to, else
From address

Reply messages: C X X
always send error on
non-delivery

Notifications: use N X
multi-part/report
format

Notifications: always C X
send error on non-
delivery

Message transport protocol: ESMTP commands

HELO T X X
MAIL FROM T X

MAIL FROM: support T X

null address

RCP To T X X
DATA T X X
TURN T X X
QuUIT T X X
RSET T X X
VRFY T X X
EHLO T X X
BDAT T X 5

Message transport protocol: ESMTP keywords and parameters

PIPELINING T X

SIZE T X X

—continued—
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Voice Profile for Internet Mail (VPIM) description

VPIM Version 2 conformance

Feature

Area

Must

Should May

Should
not

Must
not

Nortel

Note

CHUNKING

X

BINARYMIME

X

NOTIFY

ENHANCED
STATUSCODES

z| zZ| 4

RET

ENVID

ORCPT

Message transport
protocol: ESMTP-
SMTP downgrading

send delivery report
upon downgrade

Directory address resol

ution

provide facility to
resolve addresses

C

13

use Vcards to
populate local
directory

use headers to
populate local
directory

14

Management protocols

Network management

—end—
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A

accumulation counter, descripticdh3
Add (Local Site List property page};75
Add Location>>> (Site Properties dialog box),
4-36
Add Site>>> (Site Information property page),
4-30
Add>>> (Prefix Information property page),
4-40
adding
a site,4-32
local site IDs4-75
locations to a site}-37
prefix information to a locatiorn-41
administering MMNG 4-9
administration
interface 4-10
sites
defining,4-62
why they need to be definetts2

MMNG Administration,4-58
Network Information4-46
Node Statistics;-8

Prefix Information4-39

Site Information4-28

Site Properties}-35

Site Worksheet4-24

\oice Port Statistic-17

C

Cancel (Default Settings dialog box)44

Cancel (Enter Entrust Password dialog box),
4-67

Cancel (Local Site List property page)75

Cancel (MMNG Administration property page),
4-61

Cancel (Network Information property page),
4-47

Cancel (Prefix Information property pagé}o0

Analog Expansion Bus, making connection onCancel (Site Information property page31

voice processor card;58
audience for this manual;3

B

Cancel (Site Properties dialog bo#)36
card, voice processor
electrostatic discharge precautio8%0
establishing a static-safe work environment,
3-51
installing,3-60

base memory address segment, setting on voicejumper function overview-55

processor boar@®;56

boards

D/41D board layout3-53

DIALOG/4 board layout3-52
box descriptions

Default Settings4-43

Digital Network Statistics5-12

Enter Entrust Passworgh66

Local Site List4-74

making connections, P3;58
setting jumpers

JP1,3-57

JP1013-58

JP4013-58

JP5,3-56

JP6,3-56

JP7,3-55
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setting switches
SW1-1,3-57, 3-58
SW1-2,3-57, 3-58
SW1-3,3-57, 3-58
SW1-4,3-55, 3-56
CCS (Voice Port Statistics);18
CDP Overlap (Default Settings dialog bosy4
CDP Overlap (Site Properties dialog boxp5
CDP Overlap (Site Worksheet),26
certificates
description 3-68
changing
a site4-32
default settings4-45
locations 4-37
network information4-48
checklist, installation3-9
Clear (Operational Measurement pagesi9
Clear (Site Information property page)31,
4-36
clearing statistic$-20

from the Windows NT Performance Monitor,

5-27
Confirm Password (Enter Entrust Password
dialog box),4-66
conformance description, VPIM Version724
connecting telephone lines to MMN®&61

default hook switch state, setting on voice
processor boar®-55 3-56
Default Settings
box descriptions4-43
changing 4-45
screen examplé;-43
Default Settings (Site Information property
page)4-31
definitions
domain namez-7
Internet,2-7
intranet,2-7
IP address2-8
location,4-34
network administration sit&:72, 4-6
network site (nodeg-72, 4-6
vCards,7-2
VPIM, 2-9, 7-2
deleting
a site,4-32
local site IDs4-76
locations from a site4-38
prefix information from a locatior-41
diagnostic test, Enterprise Networking
event log messages21
failure causes3-22
requirementss-18

connections, making P3 on voice processor card, running,6-19

3-58

contents of this manual;2, 1-8
copy protection device

installation diagrams-62

installation procedure3-63
counters

descriptions5-23

Performance Monitog-23

types,5-3
creating a Windows NT repair disk28, 6-29
cross references, typographic conventians)

D

data network
administration, skills required;4
diagram 3-21
diagram, DNS servers;22
requirements3-20, 3-21, 3-24
date stamps and VPIM;3

when and why you should rug-18
diagrams

a complex implementation of MMNGQ@;5

copy protection device installatiod:62

D/41D board layout3-53

DIALOG/4 board layout3-52

DNS servers in data network22

MMNG administration interfacet-11

MMNG and data network3-21

simple implementation of MMNG&-4

site mapping in MMNG4-8

static-safe work environmer#;51

telephone line pin assignmentss1

voice processor card installaticd59
dialing plan

configuration for Enterprise Networkings15

non-Nortel system requiremeBt17

Norstar requiremeng-17
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Index-3

Dialogic
D/41D board layout3-53
DIALOG/4 board layout3-52
service, startings-13
voice processor card
electrostatic discharge precautiog$0
establishing a static-safe work
environment3-51
installing, 3-60
jumper function overviews-55
making connections, P3;58
setting jumpers
JP1,3-57
JP1013-58
JP4013-58
JP5,3-56
JP6,3-56
JP7,3-55
setting switches
SW1-1,3-57, 3-58
SW1-2,3-57, 3-58
SW1-3,3-57, 3-58
SW1-4,3-55, 3-56
Digital Network Statistics
box descriptions;-12
description5-2
relationship to Performance Monit6r11
screen examplé;-12
viewing,5-11
why you should views-10
directory number
Enterprise Networking configuratio®;15
Meridian Malil
changing4-70
when it should be changet}70
MMNG configuration,3-14
disabling voice ports-71
when and why4-71
disk usage requiremers;27

Meridian Mail
changing4-70
when it should be changet}70
DNS server3-21
configuration example B-23
configuration example 3-24

documentation
how to order from NorteB-13
what you may need:-11
Does site have NMS? (Site Worksheetp7
domain name
and IP addresse;8
definition, 2-7
Domain Name (Default Settings dialog box),
4-43
Domain Name (Site Information property page),
4-29
Domain Name (Site Worksheet)24

E

electrostatic discharge precautio8%0
E-mail gateway3-24
enabling voice portg}-71
when and why4-71
engineering considerations
message throughp;30
message throughput and digital netw@s3
MMNG limitations, 3-34
MMNG message delivery time3;33
MMNG message queuing capacizy3l
server dedication to MMNG-29
Enter Entrust Password box descriptichss
entering
default settings4-45
network information4-48
proxy server address;64
Enterprise Networking
and Meridian Mail Net Gatewag;6
and MMNG,3-15
description2-6
diagnostic test
event log messages21
failure causes-22
requirementss-18
when and why you should rués18
diagnostic test on MMNG, running;19
dialing plan configuratiorg-15
directory number configuration;15
overflow site 3-15, 3-16
test on Meridian Mail
running,6-17
when and why you should rués17
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Enterprise Networking Test, screen example, file

6-20 example of statistic$-22
Entrust Password, screen examplés providing Entrust access to MMNG,69,
Entrust security 3-70

and MMNG,2-10
documentation you may neei12

example network set up;14 G
limitations, 2-11, 6-23 o )
reasons for using;-10 gathering information for the network;22
types of problems that can occéu23 groups, users, setting up for Windows 37
Entrust/Lite Client
installing,3-69
Entrust/Lite Manager H
creating users}-50
error messages;71 hardware .
how names are assigned to Uséw49, 4-50 configuration recommendation for MMNG,
installing,3-69 . 3-25 . .
limitations, 3-68 3-69 interrupt level, setting on voice processor
MGRLITE.IN| file, 3-70 Help (Det:‘gi{syss;t?ngs dialog box;44
prOV|d3|r_17goMMNG with access to files;69, Help (Enter Entrust Password dialog bax}7
why it is neededs-68 Help (Local Site Li_st.prop.erty pagei7s
Environment, Streams, setting up for Windows€!P (M'X"glf Administration property page),
NT, 3-40 .

Help (Network Information property page)47
Help (Prefix Information property page)40
Help (Site Information property page)31
Help (Site Properties dialog box)37

error messages
Entrust/Lite ManageB-71
ESN Access Code (Network Information
property pagey-46 :
ESN Overlap (Default Settings dialog box}4 he'(ﬁ/’e?cilg\‘; topics. description.17
ESN Overlap (Site Properties dialog boxg5 topics. d P! t" 18 pliod;
ESN Overlap (Site Worksheet),26 opics, descriptior3-

; : ; - What's This?, description;16
Event Log, Enterprise Networking Diagnostic | . ’ .
Test messages;21 high water mark counter, descripti@i3

1 Host Name4-24
Event Viewer iy .
screen exampl@:6 Host Name (Site Information property page),

) 4-28
starting,6-5
viewing Dialogic card messages6
viewing MMNG system messagésy I
working with event logss-7

ID List (Prefix Information property page);39
Include Site in Distribution List (Default

F Settings dialog box}-44

Include Site in Distribution List (Site

failures ;
; - Information property page)-30
receive, d'g'tal network causes10 Include site in distribution list? (Site Worksheet),
receive, voice port causesl4, 5-15 425

send, digital network causes10

) information
send, voice port causes14

gathering for networlg-22
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network, changing4-48
security
prerequisites for requesting;65
requesting4-68
when it should be requestedss
site
prerequisites for requesting69
requesting4-69
when it should be requesteds9
installation
checklist,3-9
MMNG, overview,3-3
installing
copy protection device-63
Entrust/Lite Client3-69
Entrust/Lite ManageB-69
MMNG software,3-73
Internet, definition2-7
intranet, definition2-7
IP address
and domain nameg;8
definition, 2-8
IP network,3-20
IRQ

L

LAN load, engineering of MMNG3-29
Last OM Clear (Digital Network Statistic®;13
Last OM Clear (Node Statistic$-9
Last OM Clear (Voice Port Statistics)18
limitations

Entrust security2-11, 6-23

Entrust/Lite ManageB-68, 3-69

of this manual3-2

Windows NT Event Viewei-5
Windows NT repair diskg-28

on re-installing softwares-30
lines, telephone

connection guidelines-61

requirements for MMNG3-14
Local Site List

box descriptions4-74

screen examplé;74
local sites

adding,4-75

deleting,4-76

why add or deletes-73
Location ID (Site Properties dialog box)35

level, recording for the voice processor board,ocation ID (Site Worksheet}-26

3-58

J

jumpers

function overview, voice processor caBeq5

setting on voice processor card
JP1,3-57
JP1013-58
JP4013-58
JP5,3-56
JP6,3-56
JP7,3-55

K

KBytes Received (Digital Network Statistics),

5-13

KBytes Received (Voice Port Statistics)17
KBytes Sent (Digital Network Statistic$,12
KBytes Sent (Voice Port Statistics)17

Location ID list (Site Properties dialog box),
4-36
location, definition4-34
locations
adding prefix informatiory-41
adding to a site4-37
changing4-37
deleting from a site4-38
deleting prefix informatiory-41
Loopback Test (MMNG Administration
property pagey-60
loopback test, SMTP
failure causes-26
running,6-25
what it doesg-24
why you should rung-24

M

manual
limitations of this 3-2
typographic conventions
cross references;10
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system-related text-9
what it is about]-2, 1-8
who should read it}-3
writer's assumptions fot,-2
Maximum ENA receive queue size (Node
Statistics)5-8
Maximum ENA send queue size (Node
Statistics)5-8
Maximum SMTP receive queue size (Node
Statistics)5-8
Maximum SMTP send queue size (Node
Statistics)5-8

dialing plan and Enterprise Networkirgj15
directory number configuration;14
disk usage requiremers;27
engineering considerations
LAN load, 3-29
limitations, 3-34
message delivery time3,33
message queuing capacity3l
message throughp;30
message throughput and digital network,
3-33
server dedicatiorg-29

memory address settings, recording for the voice installation

processor boar@®:58
Meridian Malil
Administration, screen exampke,71
DN
changing4-70
when it should be changet}70
documentation you may neesi1l
Enterprise Networking
and MMNG,2-6
description2-6
test, runningg-17
test, when and why you should r@a17
installing the copy protection devic®63
telephone line connection guidelinass1
Meridian Mail Net Gateway
a complex implementation df;5
administration interfaces-10
administration methodg;9
and DNS serve-21
and E-mail gatewag-24
and Enterprise Networking;6, 3-15
and Entrust securitg-10
and IP network3-20
and VPIM,2-9
description2-3
diagrams
a complex implementation af;5
administration interfacei-11
copy protection device installatiod62
data network3-21
DNS server in data networg;22
simple implementatiorg-4
site mapping4-8
static-safe work environmerg;51
telephone line pin assignmentss1

checklist,3-9
overview,3-3
installing
the Dialogic voice processor cagi60
the software3-73
major features2-3
operating system requiremeBsi27
overflow site, using4-7
recommended hardware configuratioms
security software requiremerst28
setting up network4-12
simple implementation of-4
site types descriptiors; 72, 4-6
Site Worksheey-22
software installation
diagnostics3-87
prerequisites3-73
uninstalling,3-92
verification overview3-87
verification, causes for failurg;91
supported switches;14
telephone line requirements14
third-party software requiremers;27
voice processor card installatia59
Meridian Mail Site ID (Site Information
property page}-30
message destination type and VPV,
message length and VPINVL3
Messages Received (Digital Network Statistics),
5-12
Messages Received (Voice Port Statistigs)7
Messages Rejected (Digital Network Statistics),
5-13
Messages Rejected (Voice Port Statistiss)7
Messages Sent (Digital Network Statistics).2
Messages Sent (Voice Port Statistiés) 7
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MGRLITE.INI file, 3-70 major features2-3
MMNG operating system requiremeBsi27
a complex implementation af;5 overflow site, using4-7
Administration Performance object countefs24
box descriptions4-58 recommended hardware configuratioms
screen example;-57 security software requiremerst28
administration interfaces-10 services
administration methodg;9 dependencies:8, 6-11
and DNS serve-21 Dialogic, startings-13
and E-mail gatewag-24 Enterprise Networking Agent, starting,
and Enterprise Networking;6, 3-15 6-16
and Entrust securitg-10 failed start messages,11
and IP network3-20 MMNG SMTP, starting6-15
and VPIM,2-9 start failure causes;12
description2-3 start messages;11
diagrams starting, when and whg-11
a complex implementation df;5 stopping 6-9
administration interfacet-11 stopping, when and whg;8
copy protection device installatio62 simple implementation ob-4
data network3-21 site types descriptiors:72, 4-6
DNS server in data networg;22 Site Worksheet4-22
simple implementatiorg-4 SMTP service, startin@-15
site mapping4-8 software installation
static-safe work environmer#;51 prerequisites3-73
telephone line pin assignmengss1 verification overview3-87
voice processor card installatid59 verification, causes for failurg;91
dialing plan and Enterprise Networkirgy15 supported switches;14
directory number configuratios;14 telephone line
disk usage requiremers;27 connection guidelines-61
engineering considerations requirements3-14
LAN load, 3-29 third-party software requiremers;27
limitations, 3-34 Transfer Agent service, starting14
message delivery times,33 MMNG Mode (MMNG Administration
message queuing capaciy3l property pagey-58
message throughp;30 MMNG Name (MMNG Administration
message throughput and digital network, property pagey-58
3-33 Modify
server dedicatiorg-29 Meridian Mail DN, screen examplé;70
Enterprise Networking Network Information, screen exampie48
Agent service, starting-16 Primary/Secondary Sites, screen example,
diagnostic test, running;19 4-62
installation Proxy Server, screen examples4
checklist,3-9 Modify Location>>> (Site Properties dialog
overview,3-3 box), 4-36
installing Modify Network Administration Sites (MMNG
the copy protection devica;63 Administration property page;59
the Dialogic voice processor cagdg0 Modify site>>> (Site Information property
the software3-73 page)A-30
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Modify SMTP Proxy Server (MMNG
Administration property page3;60

Modify... (Network Information property page),

4-47

multiple voice board jumper, setting on voice

processor boar@®-55

N

names, user
creating 4-50
how they are assigned by Entrust/Lite
Manager4-49, 4-50
network
receive failure causes;10
send failure causes;10
network administration
sites
defining,4-62
definition, 3-72, 4-6
why they need to be definetts2
skills required
data,1-4
telephony1-4
Network dialing prefixes (Site Worksheet)26
Network Information
box descriptions4-46
changing 4-48
screen example-46
network information, gathering;22
network site (node), definitiors;72, 4-6
Node Statistics
box descriptions;-8
description5-2
ideal ranges-6
relationship to Performance Monit&r6
screen examplé;-8
viewing, 5-7
why you should views-6
Norstar Voice Malil
documentation you may neesi1i
requirements
delivery mailbox3-19
local site network parametes18
network addressing;-18
networking features3-18
site table3-19

Nortel
documentation
how to order3-13
what you may need:-11
MMNG Network object counters-24
MMNG Voice Port Statistics counters25
number of recipients and VPIM;3

O

objects, Performance Monitc&-23
offset address, setting on voice processor board,
3-57,3-58
OK (Default Settings dialog box3;44
OK (Enter Entrust Password dialog box)s7
OK (Local Site List property page®;75
OK (MMNG Administration property page),
4-60
OK (Network Information property page}47
OK (Prefix Information property page);40
OK (Site Information property pagef31
OK (Site Properties dialog box};36
online help
overview topics, description;17
topics, descriptior4-18
What's This?, descriptior-16
operating system requiremengs27
operational measurement statistics, where they
come from5-3
overflow site
addressing example;16
and Enterprise Networking;15, 3-16
limitations,3-17
using,4-7
Overflow Site (Network Information property
page)A-47
overview topics help, descriptiom,17

P

Password (Enter Entrust Password dialog box),

4-66
PBX
documentation (Meridian 1) you may need,
3-12

supported platforms-14
systems supported;7
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Performance Monitor
clearing statistic-27
counters5-23
objects 5-23
overview,5-5
relationship to
Digital Network Statistics screes;11
Node Statistics screeb6
\oice Port Statistics scree®15
time intervals5-25
using,5-26
what you can d-25
platforms supported,-6
Port Number (Voice Port Statisticsy,17
ports, voice
disabling,4-71
when and why4-71
enabling4-71
when and why4-71
precautions, electrostatic discharg&0
Prefix (Prefix Information property page}40
Prefix Information
box descriptions4-39
screen example,-39
Prefix List (Prefix Information property page),
4-40
Primary Network Administration Site (MMNG
Administration property pages;59
private key
description 3-68
prerequisites for requesting;65
requesting4-68
when it should be requestedss
Properties (Site Information property page}0
proxy server, defining}-64
public address book;51
description 3-68
prerequisites for requesting;69
requesting4-69
when it should be requesteds9

R

receive failures

digital network causes;10

voice port causes:14, 5-15
re-installing softwareg-30
remote sites, sending routing table4e2

Remove (Local Site List property page}7s
Remove (Prefix Information property page),
4-40
Remove Location (Site Properties dialog box),
4-36
Remove Site (Site Information property page),
4-30
repair disk, Windows NT
creating,6-28 6-29
restoring fromg-29
Request Security Information (MMNG
Administration property pages;60
Request Site Information (MMNG
Administration property pages;60
requesting information
security,4-68
prerequisites4-65
when it should be requestedss
site,4-69
prerequisites4-69
when it should be requesteds9
restoring system from a Windows NT repair
disk, 6-29
ring detection threshold, setting on voice
processor boar®-58
routing table
prerequisites for requesting69
requesting4-69
sending information to remote sités42
when it should be requested69

S

Save (Operational Measurement pagedp
Save As, screen exampfe19
saving statistics-19
screen examples
Default Settings4-43
Digital Network Statisticss-12
Enterprise Networking Tes;20
Entrust Password,-66
Local Site List4-74
Meridian Mail Administrationg-71
MMNG Administration,4-57
Modify Meridian Mail DN, 4-70
Modify Network Information4-48
Modify Primary/Secondary Site4;62
Modify Proxy Serverg-64
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Network Information4-46
Node Statisticss-8
Prefix Information4-39
Save As5-19
Service Control starting-13
Service Control warnings-10
Site Information4-28
Site Properties}-34
SMTP Loopback Tesg-25
stopping
(services)p-9
\oice Port Statistic®-16
Windows NT Event Viewe6-6
Secondary Network Administration Site
(MMNG Administration property
page)A-59
security
Entrust,2-10
Entrust and MMNG2-10
information
prerequisites for requestings65
requesting4-68
when it should be requestedss
Send Data (Site Information property page31
send failures
digital network causes;-10
voice port causes;14
Send Failures (Digital Network Statistic5)12
Send Failures (MVoice Port Statistics)17
sending routing table information;42
Service Control
starting, screen examplg13
warning, screen examplé;10
services
Dialogic, startingp-13
MMNG
dependencies$-8, 6-11
failed start messages,11
start failure causes;12
start messages;11
starting, when and whg;11
stopping6-9
stopping, when and whg;8
MMNG Enterprise Networking Agent,
starting,6-16
MMNG SMTP, starting6-15
MMNG Transfer Agent, starting-14
settings, default, changing;45

settting up the network;12
setup requirements, Windows N3F36
simple counter, descriptio6;3
Site Description (Site Information property
page)4-29
Site Description (Site Workshee#)24
Site ID # (Site Worksheet};25
Site ID (Local Site List property page¥74
Site ID List (Local Site List property page3) 74
Site Information
box descriptions4-28
screen examplé;-28
site information
prerequisites for requesting69
requesting4-69
when it should be requested69
Site Properties
box descriptions4-35
screen examplé;34
Site Type (Default Settings dialog bo®)44
Site Type (Site Information property pagég9
Site Type (Site Worksheet);25
site types, description; 72, 4-6
Site Worksheey-22
box descriptions4-24
sites
adding,4-32
adding locations4-37
administration
defining,4-62
why they need to be definetig2
changing4-32
changing locationg}-37
deleting,4-32
deleting locations4-38
local
adding,4-75
deleting,4-76
why add or delete4-73
skills required
data network administration;4
telephony network administration4
SMTP loopback test
failure causes-26
running,6-25
screen examplé:-25
what it does6-24
why you should rung-24
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SMTP Proxy Server (MMNG Administration
property pagey-59
SMTP proxy server, defining64
software installation
prerequisites for MMNG3-73
uninstalling MMNG software3-92
verification
causes for failureg-91
overview,3-87

running the Universal Dialogic Diagnostic

utility, 3-87
software requirement
security,3-28
third-party,3-27
spoken names and VPIM;2
starting
Dialogic serviceg-13
MMNG Enterprise Networking Agent
service6-16
MMNG services, when and whg;11
MMNG SMTP serviceg-15
MMNG Transfer Agent servicé:-14
Windows NT Event Viewe6-5
static-safe work environment, establishiag1
statistic counters, types,3
statistics
clearing,5-20
digital network
box descriptions;-12
relationship to Performance Monit@r11
viewing,5-11
why you should views-10
file
example5-22
viewing, 5-21
node
box descriptions;-8
ideal ranges-6
relationship to Performance Monit&r6
viewing, 5-7
why you should views-6
saving to a files5-19
voice port
box descriptionss-17
relationship to Performance Monit®r15
viewing, 5-16
why you should views-14
where they come frons-3

stopping
(services), screen exampbe9
MMNG servicess-9
when and whyg-8
Streams Environment, setting up for Windows
NT, 3-40
supported
PBXs,1-7
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