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1 Introduction

1.1 RCS Principles and Vision

RCS (Rich Communication Suite) provides a framework for discoverable and interoperable
advanced communication services and detailed specifications for a basic set of such
advanced communication services. The functional requirements for these services and the
framework components as well as their integration in the client’s User Experience (UX) are
described in [PRD-RCC.71].

The services are designed to run over data networks and can stand alone (e.g. share a
picture from the media gallery) or be used in combination with a voice call (e.g. see-what-I-
see video).

The cornerstone mechanism that enables RCS is a service or capability discovery
framework. For example, when a user scrolls through their address book, they will see their
contacts with the RCS services that are available to communicate.

This mechanism will result in one of three types of response:

1. The contact is registered for service resulting in the contact's current service
capabilities being received and logged.

2. The contact is not registered (they are provisioned but not registered).

3. The contact is not found (they are not provisioned for service).

This discovery mechanism is important since it ensures User A can determine what services
are available before communicating and allows Service Providers to roll out new agreed
services based on their own deployment schedule. These same mechanisms can be used
to initially discover the service capabilities of all the contacts within an address book when
the user first registers for the service.

1.2 Scope

This document focuses mainly on the User Network Interface (UNI) which to a large extent
also determines the Network-Network Interface (NNI). The interconnect-specific aspects of
the NNI are described in a separate document (see [PRD-IR.90]). Also the functional
requirements, the UX and client local aspects are described in a separate document (see
[PRD-RCC.71)).

It should be noted that the aim of this document is to only specify functionality that can be
validated in standard compliant Internet Protocol (IP) Multimedia Subsystem (IMS) pre-
production and production environments without major customisation or changes. Service
Providers can still introduce customisations and changes to optimise or differentiate their
networks however.

It should be noted that all pictures and flow diagrams are for informative purposes only.
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1.3 Definition of Terms

Term Description

2G 2nd Generation of Global System for Mobile Communications (GSM)
ACK Acknowledgement

AF Anonymization Function

ALG Application Layer Gateway

AMR Adaptive Multi-Rate

APN Access Point Name

AP Authentication Proxy

API Application Programming Interface

AS Application Server

ASO Arbitrary Slice Ordering

AuC Authentication Centre

AVC Advanced Video Codec

BA Broadband Access

B2BUA Back-to-Back User Agent

bool Boolean

BP Baseline Profile

bps Bits per second (used with Mbps: Mega-, kbps: kilo-)

BSF Bootstrapped Security Function

B-TID Bootstrapping Transaction Identifier

CAB Converged Address Book

CBP Constrained Baseline Profile

CFS Client Fallback to SMS

Chatbot See [PRD-RCC.71]

Chatbot meta information on a Chatbot, amongst others a description and contact
Information information

Chatbot . - . . . : :
Information A function providing meta information on a Chatbot. The provided information
Function will include amongst others a description and contact information

Chatbot Platform

See [PRD-RCC.71]

CPIM Common Profile for Instant Messaging

CPM Converged IP Messaging

CRLF Carriage Return Line Feed

Cs Circuit Switched

CVvO Coordination of Video Orientation

DNS Domain Name System

DNS SRV Domain Name System Service record

DRX Discontinuous Reception
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Term Description

Session Identity

DTM Dual Transfer Mode

DTX Discontinuous Transmission

e2ae end-to-access edge

e2e end-to-end

eIMS-AGW Enhanced IP Multimedia Subsystem-Access GateWay
eP-CSCF Enhanced Proxy-Call Session Control Function

EPSG European Petroleum Survey Group

EUCR End User Confirmation Request

FIFO First IN First Out

FIR Full Intra Request

FMO Flexible Macroblock Ordering

FQDN Fully Qualified Domain Name

FTTH Fibre To The Home

GAA Generic Authentication Architecture

GBA Generic Bootstrapping Architecture

GBR Guaranteed Bitrate

GML Geography Markup Language

GPRS General Packet Radio Service

Group Chat Public Service Identity assigned to a Group Chat. It is assigned by the

Messaging Server and used by the client for addressing the Messaging
Server.

GRUU Globally Routable User agent URI

GSM Global System for Mobile Communications

GSMA GSM Association

GSO Group State Object

HOS Home Operator Services

HPLMN Home Public Land Mobile Network

HSPA High Speed Packet Access
Hyper-Text Transfer Protocol
NOTE: This specification uses the term “HTTP POST” and “HTTP GET” as a

HTTP generic reference to the action of using the POST or GET methods of HTTP.
Whether for a particular request HTTP or HTTPS is used depends on the
scheme specified in the definition of that request.

HTTPS Hyper-Text Transfer Protocol Secure

HW HardWare

IARI IMS Application Reference Identifier

I-CSCF Interworking Call Session Control Function

ICSI IMS Communication Service Identifier

ID IDentifier
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Term Description

IEI Information Element Identifier

IETF Internet Engineering Task Force

IM Instant Messaging. The term chat is also applied in this document to the
same concept.

IMDN Instant Message Disposition Notification

IMEI International Mobile Station Equipment Identity

IMPI Internet Protocol Multimedia Subsystem Private Identity

IMPU Internet Protocol Multimedia Subsystem PUblic identity

IMS Internet Protocol Multimedia Subsystem

IMS AKA IMS Authentication and Key Agreement

Int Integer

IP Internet Protocol

IPsec Internet Protocol Security

IP-SM-GW Internet Protocol Short Message Gateway

IPX Internet Protocol Packet eXchange

ISIM Internet Protocol Multimedia Services SIM

ISF Interworking Selection Function

IWF InterWorking Function

JSON JavaScript Object Notation

JWK JSON Web Key

JWS JSON Web Signature

KB KiloByte (i.e. 1024 bytes)

kB Kilobyte 1 kilobyte = 103bytes = 1000bytes.

LSB Least Significant Bit

LTE Long Term Evolution

MaaP Messaging as a Platform

MAP Mobile Application Part
A server providing support for the standalone messaging service (see section

Messaging Server | 3.2.2) and/or Chat and Group Chat (see sections 3.2.3 and 3.2.4) according
to [RCS-CPM-CONVFUNC-ENDORS]

MIME Multipurpose Internet Mail Extensions

MMS Multimedia Message Service

MMS-C Multimedia Messaging Service Centre

MMTEL MultiMedia TELephony

MNO Mobile Network Operator

MO Management Object

MPEG Moving Pictures Experts Group

MSB Most Significant Bit

MSISDN Mobile Subscriber Integrated Services Digital Network Number
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Term Description

MSRP Message Session Relay Protocol

MSRPOTLS Message Session Relay Protocol over Transport Layer Security

NAL Network Abstraction Layer

NAT Network Address Translation

NFS Network Fallback to SMS

NGBR Non-Guaranteed Bitrate

NNI Network Interface

NW NetWork

OEM Original Equipment Manufacturer

OMA Open Mobile Alliance

oS Operating System

P-CSCF Proxy-Call Session Control Function

PC Personal Computer

PCC Personal Contact Card

PDP Packet Data Protocol

PIDF Presence Information Data Format

PKI Public Key Infrastructure

Plug-in See [PRD-RCC.71]

POSIX Portable Operating System Interface

PPS Picture Parameter Set

PRD Permanent Reference Document

PS Packet Switched

QClI Quality of Service Class Identifier

QoS Quality of Service

RCS Rich Communication Suite
An end user that has device or client (and the corresponding Service

RCS User Provider subscription) supporting the RCS capability exchange framework
and at least one of the services defined in the current specification.

RFC Request For Comments

RLC Radio Link Control

RLS Resource List Server

RR Receiver Report

RRAM RCS Recorded Audio Message

RS Redundant Slices

RTCP Real-time Transport Control Protocol

RTP Real-time Transport Protocol

SBC Session Border Controller

S-CSCF Serving Call Session Control Function
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Term Description

SDP

Session Description Protocol

SDES

Session Description Protocol Security Descriptions for Media Streams

SGs interface

3GPP defined reference point between the Mobility Management Entity and
the Mobile Switching Centre

SIM Subscriber Identity Module

SIMPLE SESSiOT‘I Initiation Protocol for Instant Messaging and Presence Leveraging
Extensions

SIO Session Info Object

SIP Session Initiation Protocol

SIPOTLS Session Initiation Protocol over Transport Layer Security

SMPP Short Message Peer-to-Peer

SMS Short Message Service

SMS-C Short Message Service Centre

SMSolP Short Message Service over Internet Protocol

SP Service Provider

SPS Sequence Parameter Set

SR Sender Report

SRTP Secure Real-time Transport Protocol

SR-VCC Single Radio Voice Call Continuity

SSO Single Sign On

STAP-A Single-Time Aggregation Packet type A

STUN Simple Traversal of User Datagram Protocol through Network Address

Translations

Suggested Chip
List

See [PRD-RCC.71]

SUPL Secure User Plane Location

TCP Transmission Control Protocol

tel URI telephone Uniform Resource Identifier
TID Transaction IDentifier

TLS Transport Layer Security

TON Type Of Number

TPDU Transfer Protocol Data Unit

UA User Agent

UCS2 2-byte Universal Character Set

UDP User Datagram Protocol

UE User Equipment

ul User Interface

uibD Unique IDentifier

UNI User Network Interface
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URI Uniform Resource Identifier

URL Uniform Resource Locator

USIM Universal Subscriber Identity Module

uTC Coordinated Universal Time

uuID Universally Unique IDentifier

UX User Experience

vCard A format for electronic business cards

VoLTE Voice over Long Term Evolution

VoWiFi Voice over EPC-integrated Wi-Fi as specified in [PRD-IR.51]

WebRTC Web Real Time Communication

Wi-Fi Trademark of Industry Consortium "Wi-Fi Alliance" used as synonym for
WLAN (Wireless Local Area Network)

WLAN Wireless Local Area Network

XML Extensible Markup Language

XSIM Generic reference to different types of SIMs (e.g. USIM, ISIM, etc.)

1.4 Document Cross-References

Document
Ref Number Title
3GPP TS 3GPP TS 23.038 Release 10, 3rd Generation Partnership Project;
1 [ Alphabets and language-specific information
23.038]
http://www.3gpp.org
3GPP TS 3GPP TS 23.040 Release 10, 3rd Generation Partnership Project;
> [23 040] Technical realization of the Short Message Service (SMS)
' http://www.3gpp.org
3GPP TS 3GPP TS 23.140 Release 6, 3rd Generation Partnership Project;
3 [23 140] Multimedia Messaging Service (MMS);Functional description; Stage 2
' http://www.3gpp.org
3GPP TS 3GPP TS 23.167 Release 11, 3rd Generation Partnership Project; IP
4 [23 167] Multimedia Subsystem (IMS) emergency sessions
' http://www.3gpp.org
3GPP TS 3GPP TS 23.228 Release 12, 3rd Generation Partnership Project; IP
5 [ Multimedia Subsystem (IMS) Stage 2,
23.228]
http://www.3gpp.org
3GPP TS 24.008 Release 12, 3rd Generation Partnership Project, Mobile
[SGPP TS dio interface Layer 3 specification; C k |
6 24.008] radio interface Layer 3 specification; Core network protocols
' http://www.3gpp.org
3GPP TS 24.109 Release 10, 3rd Generation Partnership Project;
[BGPP TS Bootstrapping interface (Ub) and network application function interface
7 24.109] (Ua); Protocol details
http://www.3gpp.org
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Document
Ref Number Title
3GPP TS 24.167 Release 10, 3rd Generation Partnership Project;
[BGPP TS Technical Specification Group Core Network and Terminals; 3GPP IMS
8 24.167] Management Object (MO)
http://www.3gpp.org
3GPP TS 24.229 Release 10, 3rd Generation Partnership Project; IP
[BGPP TS multimedia call control protocol based on Session Initiation Protocol (SIP)
9 24.229] and Session Description Protocol (SDP)
http://www.3gpp.org
3GPP TS 24.229 Release 11, 3rd Generation Partnership Project; IP
[BGPP TS multimedia call control protocol based on Session Initiation Protocol (SIP)
10 24.229-rell11] and Session Description Protocol (SDP)
http://www.3gpp.org
3GPP TS 24.229 Release 12, 3rd Generation Partnership Project; IP
[BGPP TS multimedia call control protocol based on Session Initiation Protocol (SIP)
11 | 24.229-rel12] | and Session Description Protocol (SDP)
http://www.3gpp.org
3GPP TS 24.279 Release 8, 3rd Generation Partnership Project; Technical
[BGPP TS Specification Group Core Network and Terminals; Combining Circuit
12 24.279] Switched (CS) and IP Multimedia Subsystem (IMS) services; Stage 3
http://www.3gpp.org
3GPP TS 3GPP TS 24.301 Release 11, 3rd Generation Partnership Project; Non-
13 [24 301 Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3
' http://www.3gpp.org
3GPP TS 26.114 Release 12, 3rd Generation Partnership Project; IP
[BGPP TS Multimedia Subsystem (IMS); Multimedia telephony; Media handling and
14 | 26.114] interaction
http://www.3gpp.org
3GPP TS 33.203 Release 10, 3rd Generation Partnership Project; 3G
[3GPP TS . . )
15 security; Access security for IP-based services
33.203]
http://www.3gpp.org
3GPP TS 33.220 Release 10, 3rd Generation Partnership Project; Generic
[BGPP TS Authentication Architecture (GAA);Generic Bootstrapping Architecture
16 | 33.220] (GBA)
http://www.3gpp.org
3GPP TS 3GPP TS 33.328 Release 10, 3rd Generation Partnership Project; IP
17 [ Multimedia Subsystem (IMS) media plane security
33.328]
http://www.3gpp.org
[[ETF-DRAFT- | Indication of support for reverse keep-alive, Version 00, June 21, 2012,
18 RKEEP] http://tools.ietf.org/html/draft-holmberg-sipcore-rkeep-00
GSMA PRD IR.51 - “IMS Profile for Voice, Video and SMS over untrusted
19 [PRD-IR.51] Wi-Fi access” Version 5.0, 23 May 2017
http://www.gsma.com/
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Document
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GSMA PRD IR.61 - “Wi-Fi Roaming Guidelines” Version 11.0, 17 October
20 [PRD-IR.61] 2016
http://www.gsma.com/
GSMA PRD IR.65 - “IMS Roaming and Interworking Guidelines” Version
21 [PRD-IR.65] 24.0, 10 March 2016
http://www.gsma.com/
GSMA PRD IR.67 - “DNS/ENUM Guidelines for Service Providers &
29 [PRD-IR.67] GRX/IPX Providers” Version 14.0, 26 November 2016
http://www.gsma.com/
GSMA PRD IR.74 - “Video Share Interoperability Specification” Version 2.0,
23 [PRD-IR.74] 28 October 2014
http://www.gsma.com/
GSMA PRD IR.88 - “LTE and EPC Roaming Guidelines” 15.0, 3 November
o4 | [PRD-IR.88] | 2016
http://www.gsma.com/
GSMA PRD IR.90 - “RCS Interworking Guidelines” Version 13.0, 6 May
o5 | [PRD-IR.90] 2016
http://www.gsma.com/
GSMA PRD IR.92 - “IMS Profile for Voice and SMS” Version 11.0, 15 June
26 [PRD-IR.92] 2017
http://www.gsma.com/
GSMA PRD IR.94 - “IMS Profile for Conversational Video Service” Version
27 [PRD-IR.94] 12.0, 12 June 2017
http://www.gsma.com/
GSMA PRD NG.102 - “IMS Profile for Converged IP Communications”
28 [PRD-NG.102] | Version 4.0, 13 June 2017
http://www.gsma.com/
[RCS-CPM- GSMA PRD RCC.11 RCS 8.0 Endorsement of OMA CPM 2.2 Conversation
29 CONVFUNC- Functions, Version 7.0, 16 May 2018
ENDORS] http://www.gsma.com/
RCS-CPM GSMA PRD RCC.10 RCS Endorsement of OMA CPM 2.2 Interworking,
30 [ ) ) Version 7.0, 16 May 2018
IW-ENDORS]
http://www.gsma.com/
[RCS-3GPP- GSMA PRD RCC.08 RCS Endorsement of 3GPP TS 29.311 Service level
31 SMSIW- Interworking for Messaging Services, Version 7.0, 16 May 2018
ENDORS] http://www.gsma.com/
GSMA PRD RCC.07 Rich Communication Suite 7.0 Advanced
[PRD- Communications Services and Client Specification, Version 8.0, 28 June
32 RCC.07v8.0] | 2017
http://www.gsma.com/
GSMA PRD RCC.14 HTTP-based Service Provider Device Configuration,
33 [PRD-RCC.14] | Version 5.0, 28 June 2017
http://www.gsma.com/
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GSMA PRD RCC.15 IMS Device Configuration and Supporting Services,
34 [PRD-RCC.15] | Version 5.0, 16 May 2018

http://www.gsma.com/

GSMA PRD RCC.20, Enriched Calling Technical Specification, Version 4.0,
35 [PRD-RCC.20] | 16 May 2018

http://www.gsma.com

GSMA PRD RCC.71 RCS Universal Profile Service Description Document,
36 [PRD-RCC.71] | Version 3.0, 16 May 2018

http://www.gsma.com

RCS Device API 1.5.1 Specification, Version 3.0, 23 June 2016
37 [PRD-RCC.53] _

http://www.gsma.com/

MIME (Multipurpose Internet Mail Extensions) Part One: Format of Internet
38 [RFC2045] Message Bodies Text IETF RFC

http://tools.ietf.org/html/rfc2045

MIME (Multipurpose Internet Mail Extensions) Part Three: Message Header
39 [RFC2047] Extensions for Non-ASCII Text IETF RFC

http://tools.ietf.org/html/rfc2047

A MIME Content-Type for Directory Information IETF RFC
40 [RFC2425] _ _

http://tools.ietf.org/html/rfc2425

vCard MIME Directory Profile IETF RFC
41 [RFC2426] .

http://tools.ietf.org/html/rfc2426

SIP (Session Initiation Protocol) IETF RFC
42 [RFC3261] i

http://tools.ietf.org/html/rfc3261

Session Initiation Protocol (SIP): Locating SIP Servers IETF RFC
43 [RFC3263] _ )

http://tools.ietf.org/html/rfc3263

An Offer/Answer Model Session Description Protocol IETF RFC
44 [RFC3264] _ )

http://tools.ietf.org/html/rfc3264

A Privacy Mechanism for the Session Initiation Protocol (SIP) IETF RFC
45 [RFC3323] )

http://tools.ietf.org/html/rfc3323

The Reason Header Field for the Session Initiation Protocol (SIP) IETF
46 [RFC3326] RFC

http://tools.ietf.org/html/rfc3326

Security Mechanism Agreement for the Session Initiation Protocol (SIP)
47 [RFC3329] IETF RFC

http://tools.ietf.org/html/rfc3329

Message Context for Internet Mail IETF RFC
48 [RFC3458] i

http://tools.ietf.org/html/rfc3458

Internet Message Access Protocol - Version 4revl, IETF RFC
49 [RFC3501] _ i

http://tools.ietf.org/html/rfc3501

The Secure Real-time Transport Protocol (SRTP), IETF RFC
50 [RFC3711] _ _

http://tools.ietf.org/html/rfc3711
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51

Document
Number

[RFC3840]

Non-confidential

Title
Indicating User Agent Capabilities in the Session Initiation Protocol (SIP),
IETF RFC

http://tools.ietf.org/html/rfc3840

52

[RFC3862]

Common Presence and Instant Messaging (CPIM): Message Format, IETF
RFC

http://tools.ietf.org/html/rfc3862

53

[RFC3863]

Presence Information Data Format (PIDF), IETF RFC
http://tools.ietf.org/html/rfc3863

54

[RFC3903]

Session Initiation Protocol (SIP) Extension for Event State Publication IETF
RFC

http://tools.ietf.org/html/rfc3903

55

[RFC3966]

The tel URI for Telephone Numbers, IETF RFC
http://tools.ietf.org/html/rfc3966

56

[RFC3986]

Uniform Resource Identifier (URI): Generic Syntax, IETF RFC
http://tools.ietf.org/html/rfc3986

57

[RFC4028]

The Session Timers in the Session Initiation Protocol (SIP), IETF RFC
http://tools.ietf.org/html/rfc4028

58

[RFC4122]

The Universally Unique IDentifier (UUID) URN Namespace, IETF RFC
http://tools.ietf.org/html/rfc4122

59

[RFC4479]

A Data Model for Presence, IETF RFC
http://tools.ietf.org/html/rfc4479

60

[RFC4480]

RPID: Rich Presence Extensions to the Presence Information Data Format
(PIDF), IETF RFC

http://tools.ietf.org/html/rfc4480

61

[RFC4568]

Session Description Protocol (SDP) Security Descriptions for Media
Streams, IETF RFC

http://tools.ietf.org/html/rfc4568

62

[RFC4572]

Connection-Oriented Media Transport over the Transport Layer Security
(TLS) Protocol in the Session Description Protocol (SDP), IETF RFC

http://tools.ietf.org/html/rfc4572

63

[RFC4575]

A Session Initiation Protocol (SIP) Event Package for Conference State,
IETF RFC

http://tools.ietf.org/html/rfc4575

64

[RFC4826]

Extensible Markup Language (XML) Formats for Representing Resource
Lists, IETF RFC

http://tools.ietf.org/html/rfc4826

65

[RFC4867]

RTP Payload Format and File Storage Format for the Adaptive Multi-Rate
(AMR) and Adaptive Multi-Rate Wideband (AMR-WB) Audio Codecs, IETF
RFC

http://tools.ietf.org/html/rfc4867

66

[RFC4961]

Symmetric RTP / RTP Control Protocol (RTCP), IETF RFC
http://tools.ietf.org/html/rfc4961

v9.0
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67

Document
Number

[RFC4975]

Non-confidential

Title
The Message Session Relay Protocol (MSRP), IETF RFC
http://tools.ietf.org/html/rfc4975

68

[RFC5104]

Codec Control Messages in the RTP Audio-Visual Profile with Feedback
(AVPF), IETF RFC

http://tools.ietf.org/html/rfc5104

69

[RFC5196]

Session Initiation Protocol (SIP) User Agent Capability Extension to
Presence Information Data Format (PIDF), IETF RFC

http://tools.ietf.org/html/rfc5196

70

[RFC5322]

Internet Message Format IETF RFC
http://tools.ietf.org/html/rfc5322

71

[RFC5365]

Multiple-Recipient MESSAGE Requests in the Session Initiation Protocol
(SIP), IETF RFC

http://tools.ietf.org/html/rfc5365

72

[RFC5438]

Instant Message Disposition Notification (IMDN), IETF RFC
http://tools.ietf.org/html/rfc5438

73

[RFC5438Erra
ta]

Instant Message Disposition Notification (IMDN), IETF RFC 5438 Errata ID
3013

http://www.rfc-editor.org/errata_search.php?rfc=5438 (see also section C.2)

74

[RFC5491]

GEOPRIV Presence Information Data Format Location Object (PIDF-LO)
Usage Clarification, Considerations, and Recommendations, IETF RFC

http://tools.ietf.org/html/rfc5491

75

[RFC5547]

A Session Description Protocol (SDP) Offer/Answer Mechanism to Enable
File Transfer, IETF RFC

http://tools.ietf.org/html/rfc5547

76

[RFC5626]

Managing Client-Initiated Connections in the Session Initiation Protocol
(SIP), IETF RFC

http://tools.ietf.org/html/rfc5626

77

[RFC5724]

URI Scheme for Global System for Mobile Communications (GSM) Short
Message Service (SMS), IETF RFC

http://tools.ietf.org/html/rfc5724

78

[RFC5870]

A Uniform Resource Identifier for Geographic Locations (‘geo’ URI), IETF
RFC

http://tools.ietf.org/html/rfc5870

79

[RFC6068]

The 'mailto' URI Scheme IETF RFC
http://tools.ietf.org/html/rfc6068

80

[RFC6135]

Alternative Connection Model for the Message Session Relay Protocol
(MSRP), IETF RFC

http://tools.ietf.org/html/rfc6135

81

[RFC6223]

Indication of Support for Keep-Alive, IETF RFC
http://tools.ietf.org/html/rfc6223

82

[RFC6265]

HTTP State Management Mechanism, IETF RFC
http://tools.ietf.org/html/rfc6265
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Ref Number Title
[RFC6350] vCard Format Specification, IETF RFC
83 http://tools.ietf.org/html/rfc6350
[RFC6665] SIP-Specific Event Notification, IETF RFC
84 http://tools.ietf.org/html/rfc6665
Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing,
85 [RFC7230] IETF RFC
http://tools.ietf.org/html/rfc7230
Hypertext Transfer Protocol (HTTP/1.1): Conditional Requests
86 [RFC7232] IETF RFC
http://tools.ietf.org/html/rfc7232
Hypertext Transfer Protocol (HTTP/1.1): Range Requests IETF RFC
87 [RFC7233] i
http://tools.ietf.org/html/rfc7233
Hypertext Transfer Protocol (HTTP/1.1): Authentication IETF RFC
88 [RFC7235] )
http://tools.ietf.org/html/rfc7235
JSON Web Signature (JWS) IETF RFC
89 [RFC7515] _ i
http://tools.ietf.org/html/rfc7515
JSON Web Key (JWK) IETF RFC
90 [RFC7517] i
http://tools.ietf.org/html/rfc7517
JSON Web Algorithms (JWA) IETF RFC
91 [RFC7518] i
http://tools.ietf.org/html/rfc7518
HTTP Digest Access Authentication IETF RFC
92 [RFC7616] )
https://tools.ietf.org/html/rfc7616
The 'Basic' HTTP Authentication Scheme IETF RFC
93 [RFC7617] _ _
https://tools.ietf.org/html/rfc7617
JSON Web Key (JWK) Thumbprint IETF RFC
94 [RFC7638] )
https://tools.ietf.org/html/rfc7638
OpenGIS® Geography Markup Language (GML) Implementation
95 [GML3.1.1] Specification, Version 3.1.1, OGC 03-105r1
http://www.opengeospatial.org/
OMA Converged Address Book (CAB) Specification, Approved Version 1.0,
96 [CAB_TS] 13 November 2012
http://www.openmobilealliance.org
oy OMA Converged IP Messaging System Description, Candidate Version 1.0,
97 [ - 12 October 2010
SYS_DESC] . .
http://www.openmobilealliance.org
[CPM- CPM Message Store using RestFul API, Draft Version 1.0, 16 May 2017,
98 MSGSTOR- OMA-TS-CPM_Message_Store_Using_ RESTFul_API-V1_0-20170516-D
REST] http://www.openmobilealliance.org
OMA MMS Conformance Document, Approved Version 1.3, 13 September
99 [MMSCONF] 2011
http://www.openmobilealliance.org
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OMA Multimedia Messaging Service Client Transactions, Approved Version
100 | [MMSCTR] 1.3, 13 September 2011
http://www.openmobilealliance.org
OMA Multimedia Messaging Service — Encapsulation Protocol, Approved
101 | [MMSENC] Version 1.3 — 13 Sep 2011
http://www.openmobilealliance.org
OMA Presence SIMPLE Specification, 1.1,
102 | [Presence] _ , ,
http://www.openmobilealliance.org/
Presence SIMPLE Data Specification, Approved Version 2.0, 29 September
[Presence2.0_ 2009
103
DDS] -
http://www.openmobilealliance.org/
[Presence2.0_ | Presence SIMPLE Specification, Approved Version 2.0, 10 July 2012
104 | 9] http://www.openmobilealliance.org/
OMA Presence SIMPLE Data Extensions, Approved Version 1.4, 22
105 | [PDE_14] December 2015
http://www.openmobilealliance.org/
OMA Management Object for Presence SIMPLE 2.0, Approved Version 2.0,
[PRESENCE2 | 'y
106 July 2012
MQO] -
http://www.openmobilealliance.org
vCard, The Electronic Business Card, A versit Consortium Specification, 18
107 | [vCard21] September 1996
http://www.imc.org/pdi/vcard-21.doc
ISO 8601:2004 Data elements and interchange formats -- Information
108 | [1S08601] interchange -- Representation of dates and times, 18 March 2008
http://www.iso.org
IEEE Standard for Information Technology—Portable Operating System
109 | [POSIX] Interface
IEEE Std 1003.1, 2013 Edition
HTML 4.01 Specification
110 | [HTML-4.0]
https://www.w3.org/
[OpeniD OpenlID Connect Core; OpenlD Foundation
111 | connect] http://openid.net/connect/

1.5 Differences to previous specifications
RCS 8.0 evolves on the functionality defined for RCS 7.0.

The following sub-sections list the major differences.

1.5.1 New features and procedures

v9.0

Messaging

Support for extending the CPIM headers (see sections 2.4.4.1, 2.14, 3.2.8.8.4,

3.6.8.7)
Chatbots

Page 20 of 401



http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.imc.org/pdi/vcard-21.doc
http://www.iso.org/
https://www.w3.org/
http://openid.net/connect/

GSM Association
Official Document RCC.07 - Rich Communication Suite 8.0 Advanced Communications Services and
Client Specification

Non-confidential

Integration with Chatbot Platform Directories enabling Chatbot Search (see

sections 3.6.1, 3.6.3.1 and 3.6.3.2)

Support for Critical Chatbots (see section 3.6.11) using a new function for
informing the client on Chatbots that require specific handling (see sections

3.6.1 and 3.6.3.3)

Support for Chatbot Information Verification by 3rd parties (see section 3.6.1,

3.6.3.1, 3.6.3.2, 3.6.4.1.3 and 3.6.4.2)
Support for links to Chatbots (see section 3.6.3.4)

Procedures for when a Chatbot is unavailable or restricts access (see

sections 3.6.8.2.1 and 3.6.8.2.2 respectively)

e File Transfer

The vCard 4.0 format is now supported (see section 3.2.5.9.1)

1.5.2 Removed features and procedures

Removed PROVIDE IR94 VIDEO, PROVIDE IR51 VOICE and PROVIDE IR51 VIDEO
client configuration parameters because similar functionality is now provided in [PRD-IR.94]
and [PRD-IR.51] (see sections A.1.11, A.1.14 and A.2.2).

1.5.3 Modified features and procedures

Area Section Differences from RCS 7.0
Configuration [PRD-RCC.14] SMS UDH header format was clarified (see section 3)
24.1.1,2.4.1.2,
IMS Registration 224?;:(1 ?RGC65201PM The format of the User-Agent SIP header was specified
and signalling CONVFUNC- further
ENDORS]
The format of the feature tag to indicate the supported
IMS Registration | 2.4.4.1 Chatbot version was corrected to be compliant to
[RFC3840]
For contacts for which the international format telephone
Add , 25.2.1,25.31, number is not in the address book, the international
ressing 3.2.4.3,3.2.4.6 format should be cached if obtained from the SIP
signalling and used when appropriate.
, The addressing formats defined for RCS shall be used
Addressing 2:5.3.1 also in the Refer-To header
Capability The format of the Presence Service IDs for Geolocation
discovery 2.6.1.3 PUSH via SMS, Chatbot Communication and Plug-ins
was corrected
Capability The format of the botversion feature tag for Chatbot
discovery 2.6.1.3 Communication was corrected to be compliant to
[RFC3840]
Capability 26132 The handling of Capability indications for Chatbot
discovery B Platforms was clarified
Capability 96132 The handling on the client of Capability indications related
discovery R to Chatbots was clarified
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Area Section Differences from RCS 7.0
Clarified that HTTP is used also for Chatbot Information
Protocols 2.7 queries
2121.1.2,A16.1
s it and sections The expected client behaviour when configured for TLS
ecunty 2.2.1.11and2.2.1.2 | was clarified
of [PRD-RCC.15]

Messaging 3.23.1 It was clarified that the Participating Function needs to
include the applicable content types in the a=wrapped-
types SDP attribute when accepting a SIP session.

Messaging 3.23.1 The procedures for display notifications are now fully
aligned with OMA CPM

Messaging 323821 Clarified the header in which to include the client address,

""" ' the service identification, the handling of Conversation-ID
3.2.3.8.2.2, . - .
and Contribution-ID and how to indicate a failure of the
3.2.3.8.24 .
revocation
Messaging [RCS-CPM- . . I .
CONVEUNC- gel:\g/]gre{j t\:\ﬂtr}iizgated CPM specification containing
ENDORS] 9
Messaging [RCS-CPM- Clarified that for RCS the Participating Function shall
CONVFUNC- never provide a Message-UID and that IMAP folders are
ENDORS] not used

Messaging RCS-CPM- . . .

[ Clarified the handling of Conversation-1D and
CONVFUNC- Contribution-ID in SIP requests relating to a 1-to-1 Chat
ENDORS] q g

File Transfer,
Geolocation

3.25.3.11,3.26.2.1

A SIP INVITE request for a 1-to-1 Chat session where the
first message will be a Geolocation Push or File Transfer
no longer needs to include a specific Accept-Contact
header

File Transfer

3.25.7.3

The URL handling for File Transfer Fallback and File
Transfer to users without the capability was clarified

Enriched Calling

Section 2.9.9.1 of
[PRD-RCC.20]

Clarified management of media session in various
additional scenarios and clarified the handling of
addresses

Chatbots
25.4.2,2.543, The concept for handling user anonymization towards a
25.4.4,36.1,3.6.5, ) )
36.83 3.6.84 Chatbot has been revised and renamed (from "Alias" to
DA "Anonymization"/"token"). It now depends on the use of
3.685,3.6.86, the SIP Privacy header
3.6.8.8 y '
Chatbots 3.2.1.2,3.6.2.4, It was clarified further how to identify a contact as a
3.6.8.3,3.6.8.4 Chatbot
Chatbots Additional parameters can be included in the Chatbot
3.6.3.1, A.1.3 and Directory query some of which only after approval by the
A.2.4 user and/or the operator
Handling of the Directory Query result was clarified
Chatbots 3.6.4.1.1 The FQDN of the botinfo URL no longer needs to start
with the "botinfo" subdomain
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Area Section Differences from RCS 7.0
Chatbots 3.6.4.1.1 Clarified the source of the hl language parameter
Chatbots 3.6.4.1.2 Clarified the expected behaviour when error situations
occur during Chatbot Info Retrieval
Chatbots The Chatbot Information was extended with additional
3.6.4.1.3 data and restructured to not provide all data in the
Personal Contact Card part
Chatbots 36.6 Clarified which parties can use which blocking
e mechanism
Chatbots Use the new function for Chatbots requiring specific
3.6.6.1 management to provide the client with the list of Chatbots
that should be blocked.
Chatbots 3.6.6.2 Extended the spam reporting to also cover other types of
R inappropriate behaviour
Chatbots 3671 Corrected URN for the CPIM Namespace for the MaaP
T headers
Chatbots 3.6.8.3,3.6.8.4, Clarified the response handling for SIP INVITE requests
3.6.8.5 to establish Chatbot Sessions
Chatbots Clarified how to handle disposition notifications towards a
3.6.8.8
Chatbot
Chatbots ifi iD Li
3.6.10.1, 3.6.10.2.2, C!arlfled that a Suggested Chip List cannot be sent
36.10.6 without a message and how to handle non-conformant
e messages
Chatbots Clarified that the different parts of a multipart CPIM
3.6.10.1 message need to be provided with a filename to avoid
issues in the Message Store
Chatbots Reduced the number of suggestions that can be provided
3.6.104 . .
in a standalone or carousel Rich Card to 4
Chatbots Added a description and file sizes for Thumbnail and
3.6.10.4, . . . e
media to media elements of a Rich Card and clarified that
3.6.10.5.1.2, . . . . .
the card width is a required element in a Rich Card
3.6.10.5.2.2 o
Carousel definition
Chatbots 3.6.10.4 The inclusion of postback information is made optional for
R a suggestion in a Rich Card or Suggested Chip List
Chatbots 3.6.10.4, Allow inclusi f in the showL i d
3.6.10.6.1.2, act(i)(\;\:]mc usion of a query, in the showLocation suggeste
3.6.10.6.1.3
Chatbots Clarified that the phone number and recording type are
3.6.10.4 mandatory in a composeRecordingMessage suggested
action
Configuration A19 A25 Clarified handling of CAPABILITY DISCOVERY
Parameters e ALLOWED PREFIXES

v9.0

Table 1: Modifications from RCS 7.0
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2 RCS General Procedures
2.1 RCS architecture

For RCS, the base network element is the IMS core system which enables peer-to-peer
communication between RCS clients. Other network nodes can be deployed by the Service
Provider to provide additional parts of the RCS feature set. Figure 1 illustrates a simplified
example of the RCS architecture; a Service Provider may choose a different approach to
implement a function within the Service Provider domain not influencing the interoperable
Network-to-Network Interface (NNI) aspects.

SP1 IPX SP2
T g
2N g ;N , b
O Ty O\ fN P A [ \VLAN
ADSL® N * N f N\ 7 N : -
.\: J h ;;' DNS/ (\:‘ E / NN
R \ A sg g § Msg [ \ K
R — N , N
N N MSG N L MSG N \ %
®  PpPSICS IMS Store ]‘P’i i Store IMS PSICS
LTE Config Y Proxy PN I Config  Cliatict '
Seqver W P8 R Sewer . Platform LTE
N 3 \;}..- S Te

__________________________________

Chatbot Z

e, Chatbot Y

Chatbot-.._
Platform X 5

Figure 1: Simplified Example of RCS Architecture

The PS/CS gateway (GW) is used for interworking between Circuit Switched (CS) and
Packet Switched (PS) voice, for example, Voice over Long Term Evolution (VOLTE). MSG
Store relates to the CPM (Converged IP Messaging) Message Store Server as illustrated in
section 4.1. Legacy Msg refers to the Short Message Service (SMS)/Multimedia Message
Service (MMS) services that may be utilized via an IWF (Interworking Function) located in
the group of Application Servers (ASs) which in addition to these IWF node(s) may also
include various other nodes used by the RCS services, for example:

e Presence Server

o Messaging Server

e Multimedia Telephony (MMTEL) Application Server

e ASs for the support of Chatbot Functionality (see section 3.6)

An Autoconfiguration Server is used to provide the clients with the configuration to support
RCS services.
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Figure 1 shows examples of two RCS Service Providers exchanging traffic with each other
using the standard NNI mechanisms (IPX, IP Packet Exchange) as documented in [PRD-
IR.90].

RCS compliant access networks include, but are not limited to, those illustrated in the
Figure 1. Thus, deploying the RCS service does not indicate a 3G network should always
be deployed. Further details of RCS services relating to particular access networks are
found in section 2.6.1.3. It is recommended to follow the IMS node naming guidelines as
defined in [PRD-IR.67] for naming the Messaging Server, since this server is required to be
addressable across IPX.

RCS also provides support for Chatbot communications (see [PRD-RCC.71] for a definition
and use cases) through the integration of Chatbot Platforms (see [PRD-RCC.71] for a
definition) in the overall architecture. These platforms can either connect through the
interconnect infrastructure or connect directly to an RCS Service Provider’'s network. Further
details on Chatbot Platforms and their integration into the RCS architecture are provided in
section 3.6 and section 3.6.1 in particular.

2.2 RCS devices and client types

RCS defines two types of devices:

1. Primary device: a device carrying a Subscriber Identity Module (SIM) that is
associated with the identity (i.e. IMPU/MSISDN) used for RCS. Two types of RCS
clients exist for such a device that connect directly to the IMS:

a) RCS embedded client: This is the client that is provided as part of the
handset implementation and it is fully integrated with the native applications
(address book, gallery/file browser application, calling application, etc.). This
type of RCS client shall represent the identity of the device as per [PRD-
NG.102] when enabled for VoLTE and Voice over Wi-Fi (VoWiFi). Otherwise,
section 2.4.2 and [3GPP TS 24.229] apply and the International Mobile
Station Equipment Identity (IMEI) shall be used in sip.instance during
registration.

b) RCS downloadable client: This is a client providing its own IMS connectivity
that may be preinstalled or that has to be downloaded by the user. However, it
is not part of the device base software, (i.e. it has no access to internal
Application Programming Interfaces [APIs] and advanced Operating System
[OS] functionality). The level of integration with the native applications is
limited to the possibilities permitted by the corresponding mobile OS or OS
platform API. Consequently, the RCS client shall represent the identity of the
device as per section 2.4.2, but the IMEI shall not be used in sip.instance
during registration.

NOTEL: Next to this, there may also be downloadable clients that use terminal APIs
(e.g. [PRD-RCC.53]) to access the RCS functionality that is provided by a
device’'s RCS embedded client. This type of client is not considered in this
document because it does not alter the UNI which is handled by the
device’s RCS embedded client.
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2. Secondary device: a device that does not carry a SIM that is associated to the
identity used for RCS

NOTE2: It may happen that a secondary device carries a SIM (e.g. a tablet or PC
providing cellular data connectivity). That SIM will be associated to a
different identity than the one used for RCS though.

RCS services can also be deployed using an identity that is not linked to a mobile network
(e.g. afixed-line telephone number or other identity). [PRD-RCC.14] describes in section
2.10 a generic mechanism for the configuration of such clients. Because it will be dependent
on the use case, it is out of scope of this document how an identity is assigned to such
devices and on which basis they are considered as a primary or secondary device.

2.3 Configuration Procedures
2.3.1 Client configuration parameters

The client shall offer individual RCS services to the user only if the Service Provider has
authorised the use via the relevant client configuration parameters. In addition, the Service
Provider need to provide IMS Core network configuration data to the client. RCS clients
shall support the procedures for client configuration described in this section.

If the client is not configured with service configuration data for RCS or if RCS service are
disabled via configuration, then the client shall not offer the relevant RCS service(s) to the
user and shall disable the service specific entry points. Exceptions apply for IP Voice Call
and IP Video Call Services as described in section 3.4 and 3.5, if configuration data is
provided to the device via other sources.

The set of client configuration parameters relevant for RCS services is defined in Annex A
Managed objects and configuration parameters.

Devices enabled for VOLTE or VoWiFi and conversational video are configured for IP Voice
Call and IP Video via the parameters defined in [PRD-IR.92], [PRD-IR.51] and [PRD-IR.94]
in addition to the parameters defined in section A.1.12.

Some IMS Core network related configuration parameters are not applicable if the device
registers services via the IMS well-known APN as defined in [PRD-RCC.15].

NOTE: Secondary devices (see section 2.2) cannot be enabled for VOLTE or
VoWiFi. Similarly, downloadable clients (see section 2.2) do not have
sufficient device integration to behave as a device that is enabled for VOLTE
or VoWiFi.

If the configuration data resulting from the client provisioning authorises the client to use
RCS services, then the RCS client shall register with the network in accordance with
definitions for the services described in this document. Once this registration process has
successfully completed, the user is able to make use of the RCS services.

Client configuration parameters could also be updated and withdrawn by the Service
Provider using the mechanism described in this section.
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All the RCS client configuration parameters must be restricted from being modified by the
user.

2.3.2 RCS client autoconfiguration mechanisms
2.3.21 Overview

For the management of the configuration parameters controlling the RCS functionality in
devices carrying the SIM associated with an RCS user’s main identity, the mechanism
defined in [PRD-RCC.14] including the enhancements described in section 2.1 of [PRD-
RCC.15] shall be used.

For the configuration of additional RCS capable devices (i.e. devices not carrying the SIM
associated with a subscriber’s main identity), the HTTP(S) mechanism shall be used as
described in [PRD-RCC.14] and [PRD-RCC.15] for such devices.

RCS devices supporting HTTP configuration as described in [PRD-RCC.14] shall support all
enhancements described in section 2.1 of [PRD-RCC.15] including those relying on End
User Configuration Requests (EUCR) covered in sections 2.1.2 and 2.1.3.1 of [PRD-
RCC.15].

2.3.2.2 Configuration HTTP GET request parameters

The RCS client shall include in the configuration HTTP GET request the generic request
parameters as defined in [PRD-RCC.14].

The RCS client shall indicate the support of RCS services by inclusion of an "app" HTTP
GET request parameter as defined in [PRD-RCC.14] with the value set to “ap2002”.

The RCS client shall include in the configuration HTTP GET request the parameters defined
in [PRD-RCC.15].

The RCS client shall also include in the configuration HTTP GET request the parameters
defined in Table 2:

Parameter Description Mandatory Format
rcs_state This is either -4, -3, -2, -1, 0 or a positive Y Int (-4,-3, -2, -1,
integer. 0 or a positive
The parameter value shall be set to: integer)

0 indicating that no configuration exists (e.qg.
out of the box, after a SIM change), or if the
client received in the previous configuration
response a version parameter of the VERS
characteristic set to "0" or a negative integer
value, or if the client received in the previous
configuration response a RCS DISABLED
STATE parameter set to "0"..

A positive value indicates the version of the
configuration document in which the last RCS
configuration was received i.e. in most cases
this will match the value of the generic vers
parameter defined in [PRD-RCC.14].

-1 indicating that the client has received in the
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Parameter

Format

Description
last configuration document the RCS
DISABLED STATE configuration parameter
set to -1 (i.e. the operator has disabled the
RCS services on the device/client).

-2 indicating that the last configuration
document included a RCS DISABLED STATE
configuration parameter setto -2 (i.e. RCS is
disabled on the device, but a configuration
query might be triggered on user action).

-3 indicating that the last configuration
document included a RCS DISABLED STATE
configuration parameter set to -3 (i.e. RCS is in
a dormant state (i.e. no registration) in a way
that is transparent to the user).

-4 indicating that the user has explicitly
disabled the RCS services on the device/client.

A positive value indicates the version of the
configuration document in which the last RCS
configuration was received i.e. in most cases
this will match the value of the generic vers
parameter defined in [PRD-RCC.14].

Mandatory

rcs_version String that identifies the RCS version Y String (4 max),
supported by the client. Case-Sensitive
For this release it shall be set to “8.0” (without
the quotes)
rcs_profile String that identifies a fixed set of RCS N String (15 max),
services that are supported by the client. The Case-Sensitive
services that are supported and the value to be Multi-valued
used for the rcs_profile parameter to reference
to this set are to be defined in external
documents (e.g. a Service Provider's RCS
Service definition document).
In case multiple, (potentially overlapping) sets
are supported the parameter shall be included
multiple times
client_vendor String that identifies the vendor providing the Y String (4 max),
RCS client. Case-Sensitive
client_version String that identifies the RCS client version. Y String
(15 max), Case-
Sensitive

client_version_value = Platform "-"

VersionMajor "." VersionMinor

Platform = Alphanumeric (9 max)
VersionMajor

VersionMinor

= Number (2 char max)
= Number (2 char max)

Example:
client_version=RCSAndrd-1.0
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Parameter Description Mandatory Format
default_ sms_ap | This is either 0,1 or 2 N, only Int (0,1,2)
p 0 indicates that the OS does not allow user to mandatory
select SMS application or the client cannot for client
identify the selected SMS application platforms
1 indicates that the RCS messaging client is supporting
selected as the default SMS application SMS (i.e.
2 indicates that the RCS messaging client is prlmary
devices)

not selected as the default SMS application

Table 2: HTTP configuration: additional RCS specific HTTPS request GET parameters

23.23 Configuration request triggers

In addition to the triggers for client configuration defined in [PRD-RCC.14] and [PRD-
RCC.15], the following additional triggers apply for RCS:

e if the RCS client is enabled (i.e. the last received configuration XML document

¢ did include a positive integer value in the version parameter of the VERS
characteristic defined in [PRD-RCC.14], and

¢ did not include the RCS DISABLED STATE configuration parameter, see section
A.l.1),

and the user changes the selected SMS application resulting in a different value of
the default_sms_app parameter, this shall also trigger a configuration query.

o If the user disables all RCS services in the client settings, then the client shall send a
configuration request with the rcs_state set to “-4”. As a result of the processing of
the configuration request, the client shall process any response in accordance with
the client configuration response procedures. The client shall respect the user's
request to disable RCS services.

e |If RCS services are disabled on the client as described above and the user enables
all RCS services in the client settings, then the client shall send a configuration
request with the rcs_state set to the value stored locally on the client.

e If the IMS registration fails as described in section 2.12.1.1.2, the device shall
consider the device configuration invalid and perform a device configuration request
as defined in section 2.12.1.1.2.

e |f the HTTP Content Server returns a HTTP 401 AUTHENTICATION REQUIRED
error response to the client's HTTP POST request using the values of the
configuration parameters FT HTTP CS USER and FT HTTP CS PWD for
authentication as defined in section 3.2.5.3.1.

o If the HTTP Content Server or the Localisation function returns a HTTP 401
AUTHENTICATION REQUIRED error response to the client's HTTP GET request
using the values of the configuration parameters FT HTTP CS USER and FT HTTP
CS PWD for authentication as defined in section 3.2.5.3.2.

e |If the Common Message Store returns an authentication failure in result of the
RESTful API authentication procedure using the values of the configuration
parameters defined in Annex A.1.3.
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23.24 RCS version management

The client configuration mechanism supports a mechanism for RCS version management to
support changes of the functionality and configuration data version caused by RCS releases
and set of RCS services profiles in external documents.

The configuration parameter RCS DISABLED STATE in conjunction with the SUPPORTED
RCS VERSION and SUPPORTED RCS PROFILE VERSION can be used for RCS version
management as described in 2.3.2.4.

The client shall indicate the RCS release version for which it requests configuration data via
the rcs_version request parameter. In addition, it may request configuration data for one or
more sets of profiled RCS services via the rcs_profile configuration request parameter.

The configuration server shall be able to indicate to the client the RCS versions it supports
via the SUPPORTED RCS VERSIONS configuration parameter as defined in section A.1.1.

The configuration server shall be able to indicate to the client the RCS profile versions it
supports via the SUPPORTED RCS PROFILE VERSIONS configuration parameter as
defined in section A.1.1.

If a configuration server cannot fully satisfy the client request for a specific RCS version or
RCS profile versions, then it may disable RCS services by means of the RCS DISABLED
STATE defined in section Al1.1. The client shall use the values of the SUPPORTED RCS
VERSIONS and SUPPORTED RCS PROFILE VERSIONS configuration parameters to
adapt its own behaviour and the client configuration request to enable RCS services via
alternative versions.

The client shall inspect the values of the SUPPORTED RCS VERSIONS and SUPPORTED
RCS PROFILE VERSIONS configuration parameters for higher than the current negotiated
version, if a valid configuration is provided by the configuration server. If a higher version is
available and the client supports it, then the client shall change behaviour and the request
parameters for a subsequent configuration request to update functionality.

2.3.2.5 RCS client management

During configuration the service provider may want to control the general state of the RCS
client (e.g. disable it) without affecting the other services configured through the same
configuration document. This shall be done through the generic RCS DISABLED STATE
client configuration parameter defined in section A.1.1. Only if not included, other RCS
settings shall be included in the configuration document. The client shall ignore any such
settings if included when also the RCS DISABLED STATE parameter is included in the
document.

If the Service Provider chooses to temporary disable RCS functionality on the device/client,
the RCS DISABLED STATE configuration parameter shall be set to 0.

If the Service Provider chooses to permanently disable the RCS functionality on an RCS
capable device/client, the RCS DISABLED STATE configuration parameter shall be set to -
1.
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If the SIM is swapped or the device is reset, the RCS capable device shall again set the
rcs_state parameter defined in Table 2 to 0 in the queries for configuration settings.

If the Service Provider chooses to disable the RCS functionality on an RCS capable
device/client until there is a User Interface (Ul) dependent user action triggering a new
guery, the RCS DISABLED STATE parameter shall be set to -2.

If the SIM is swapped or the device is reset or the user triggers the Ul dependent action, the
RCS capable device shall initiate a configuration request including the rcs_state parameter
set to O.

If the Service Provider chooses to put the RCS functionality on an RCS capable
device/client in a dormant state, the RCS DISABLED STATE parameter shall be set to -3.

The RCS client shall after receiving such a response behave as follows:

¢ |t shall perform the configuration queries as if it were configured with a valid
document (e.g. it performs a query at reboot, when an SMS requesting
reconfiguration is received, etc.). In those queries it shall provide as value for the
rcs_state parameter ‘-3’.

e The existing configuration document remains valid (i.e. a response with the RCS
DISABLED STATE parameter set to -3’ shall be handled in this aspect as if the
rcs_state parameter matched the current version available in the client).

¢ It shall not register into the IMS until a subsequent configuration query results in a
configuration XML that does not contain the RCS DISABLED STATE configuration
parameter. If it was registered when the document with the RCS DISABLED STATE
configuration parameter set to ‘-3’ is received, the client shall unregister.

¢ All RCS services entry points shall remain available (including those that base on
cached capabilities). When the user activates RCS through one of those capabilities,
the client shall:

e Perform a configuration query providing as value for the version parameter the
version of the latest configuration document that was received by the client (i.e. a
positive value) including the rcs_state parameter with as value the version of the
last configuration document that included a full RCS configuration (i.e. not
including the RCS DISABLED STATE parameter).

¢ If a new configuration document is received or the previously received document
is still valid, apply that document, register into the IMS and perform a capability
query to verify that the requested action is possible. If not the action is not
possible, inform the user of this situation. Keep RCS active afterwards.

e |f an error or a document with a negative version is returned, inform the user that
RCS is not available at that time.

¢ Provide an indication to the user during these actions to show that RCS is being
activated

e These actions to activate RCS shall also be performed when a SMS message
requesting reconfiguration is received.
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2.4 IMS registration
24.1 General

The device and IMS core network must follow the SIP registration procedures defined in
[BGPP TS 24.229], complemented with the modifications described in this document (e.g.
non-registration of some feature tags).

The device shall support the nonce storing procedures as defined in [3GPP TS 24.229-
rel12] section 5.1 to allow some traffic reduction.

As specified in [GPP TS 24.229], the SIP REGISTER request shall be sent to the IP
address and port obtained via the discovery procedure (see section 2.4.5). If the device was
unable to obtain a specific port, then the default port as specified in [RFC3261] shall be
used.

The client shall send subsequent SIP REGISTER and non-REGISTER requests to the IP
address and port that is used for the initial REGISTER, unless the security mechanism
requires the use of negotiated ports for the exchange of protected messages.

In all cases, the device shall register in IMS indicating whether the device can receive SMSs
associated with the identity used for RCS when the device is not registered in IMS for
messaging by using the telephony feature tag described in section 2.4.3.

The device must use the authentication mechanisms as described in section 2.12.

A precondition to register is that all of the mandatory parameters presented in section A.1
shall be correctly configured. This includes those optional parameters that, due to their
dependency on the configured value of a mandatory parameter, have become mandatory.

2411 Devices Enabled for VOLTE or VoWiFi

If the device is enabled for VOLTE or VoWiFi then it must additionally follow the procedures
for registration specified in [PRD-NG.102]. If the device is configured to not share a
registration between Multimedia Telephony (including SMSolP) and other RCS services
(see the configuration parameter RCS VOLTE SINGLE REGISTRATION defined in section
A.1.6), a User-Agent header field shall be included in the SIP REGISTER request for the
registration for RCS services. This header field shall be formatted as specified in Annex
C.4.1. If the device is configured to share a registration for all RCS services (i.e. including
Multimedia Telephony and SMSolP), then the handling of the User-Agent and Server
header is out of the scope of this document.

24111 Use of non-cellular access

When the domain selection has selected IMS voice and the device is configured to share a
registration for all RCS services (i.e. including Multimedia Telephony and SMSolP, see the
configuration parameter RCS VOLTE SINGLE REGISTRATION defined in section A.1.6),
the device is using VoLTE or VoWiFi, and shall not directly register in non-cellular networks
(i.e. it shall not directly register over a Wi-Fi network). The client may register over EPC
integrated Wi-Fi according to [PRD-NG.102].
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When the domain selection has not selected IMS voice or the device is not configured to
share a registration for all RCS services (i.e. including Multimedia Telephony and SMSolP),
the device may register using non-cellular access as described in section 2.4.1.2.1.

As soon as the domain selection is again using IMS voice and a device is configured to
share a registration for all RCS services (i.e. including Multimedia Telephony and SMSolP,
see the configuration parameter RCS VOLTE SINGLE REGISTRATION defined in section
A.1.6), the device shall attempt to de-register from IMS through the non-cellular access and
shall register again using IMS over the cellular or EPC-integrated Wi-Fi network access.

2.4.1.2 Devices not enabled for VoOLTE or VoWiFi

If the device is not enabled for VOLTE or VoWiFi as defined in section 2.8.1) and it is
configured to support RCS IP Voice Call and/or RCS IP Video Call, it shall always register in
IMS taking into account the rules defined in respectively Table 43 and Table 44 in sections
3.4 and 3.5.

NOTE: Secondary devices (see section 2.2) cannot be enabled for VOLTE or
VoWiFi. Similarly, downloadable clients (see section 2.2) do not have
sufficient device integration to behave as a device that is enabled for VoLTE
or VoWiFi and will, therefore, have to assume that the device is not enabled
for VOLTE or VoWiFi.

The client shall send a SIP REGISTER message to the network using the configuration
parameters (SIP proxy and other IMS parameters as presented in section 2.2.1 of [PRD-
RCC.15]). A User-Agent header field shall be included in this SIP REGISTER request. This
header field shall be formatted as specified in Annex C.4.1.

2.4.1.21 Use of non-cellular access

Otherwise, the device may de-register from IMS on the cellular network and register again
through direct non-cellular access when that is available. This switch to direct non-cellular
access will interrupt any ongoing RCS sessions.

When registered over direct non-cellular access, all RCS traffic including the traffic from
supporting protocols (i.e. XCAP and HTTP) shall use this direct non-cellular connection.

2.4.2 Procedures for multidevice handling

A RCS client shall support the Instance ID to allow Application Servers to uniquely address
clients residing on different devices as specified in [3GPP TS 24.229] based on the
definitions below.

The client shall provide its instance ID in the Contact header field of REGISTER and non-
REGISTER requests via the "sip.instance" feature tag as described in [3GPP TS 24.229].

If the device is enabled for VoLTE or VoWiFi and other RCS services, then the device shall
set the value of sip.instance feature tag as specified in [PRD-NG.102].

If the device is enabled for VOLTE or VoWiFi, then a downloadable RCS client residing on
the device shall set the value of sip.instance feature tag to a UUID (Universal Unique
Identifier) value.

v9.0 Page 33 of 401



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 8.0 Advanced Communications Services and
Client Specification

If the device is not enabled for VoOLTE or VoWiFi, then the client shall set the value of the
sip.instance feature tag

¢ to the IMEI value as per [3GPP TS 24.229], if the client has access to the device
IMEI, otherwise

e to a UUID value, if the client has no access to the device IMEI or no IMEI is available
for the device.

If the client must provide as result of the procedures above a UUID value in the sip.instance
feature tag, then the client shall use shall use:

¢ the UUID value provided via the configuration parameter uuid_Value, as defined in
[PRD-RCC.15]) if present in the IMS MO associated with RCS.

o otherwise, if the uuid_Value is absent in the IMS MO associated with RCS, the client
shall generate a UUID value as defined in [RFC4122] section 4.2 at the time of the
client instantiation, which must not be modified over the lifetime of the client instance.

2.4.3 Telephony feature tag

RCS defines a telephony feature tag used to indicate to the IMS network whether the device
supports CS telephony services and hence can receive SMSs associated with the identity
used for RCS when the device is not registered in IMS for messaging. The feature tag shall
be included in the Contact header at registration with possible values to include “none” or
“cs ". The use of any other value carried in the feature tag is out of scope for this
specification. If no value is included in the feature tag, it is treated by the IMS network as if it
carried the value of “none”.

The feature tag is defined as +g.gsma.rcs.telephony=<values>.
Using the terms primary and secondary devices as defined in section 2.2:

e For a secondary device that by definition does not support CS telephony and thus
does not support receiving SMSs for the identity used for RCS, the feature tag shall
either not be present at all or be set as follows: +g.gsma.rcs.telephony="none”.

e For a primary device that supports CS telephony and thus supports receiving SMSs
for the identity used for RCS, the feature tag shall be set as follows even when the
device is not currently in coverage conditions where CS telephony can be used:
+g.gsma.rcs.telephony="cs”.

2.4.4 Services feature tags

2441 Service related feature tags at IMS registration as per service
specifications endorsed by RCS

Based on the relevant service specifications, the client shall include the following feature
tags in the SIP REGISTER request when the corresponding service has been the
authorised/enabled for the used access (i.e. cellular or Wi-Fi):
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RCS service ‘ Tags ‘

Standalone Messaging +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
(section 3.2.2) service.ims.icsi.oma.cpm.msg,urn%3Aurn-7%3A3gpp-

service.ims.icsi.oma.cpm.largemsg,urn%3Aurn-7%3A3gpp-
service.ims.icsi.oma.cpm.deferred"

Chat (section 3.2.3); Group +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
Chat (section 3.2.4) service.ims.icsi.oma.cpm.session"

File Transfer (section 3.2.5) +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.fthttp"

NOTE: This feature tag is included in the registration to support
backward compatibility and to inform network elements of the
support of the feature.

File Transfer via SMS +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
(section 3.2.5.7) application.ims.iari.rcs.ftsms"

Video Share (section 3.3.1.1) | +g.3gpp.cs-voice

Call Composer (section +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.
3.3.21) ims.icsi.gsma.callcomposer"
Post Call (section 3.3.2.2) +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-

service.ims.icsi.gsma.callunanswered”

Shared Map (section 3.3.1.2) | +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
service.ims.icsi.gsma.sharedmap”

Shared Sketch (section +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
3.3.1.3) service.ims.icsi.gsma.sharedsketch”

RCS IP Voice Call (section +g.gsma.rcs.ipcall; +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
3.4) service.ims.icsi.mmtel"

RCS IP Video Call (section +g.gsma.rcs.ipcall; +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
3.5) service.ims.icsi.mmtel";video

Geolocation PUSH (section +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-

3.2.6) service.ims.icsi.oma.cpm.filetransfer";+g.3gpp.iari-
ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.geopush”
NOTE: These feature tags are included in the registration to
support backward compatibility and to inform network elements of
the support of the feature.

Geolocation PUSH via SMS +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-

(section 3.2.6.3) application.ims.iari.rcs.geosms"

Chatbot support (section +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
3.6.2.1) application.ims.iari.rcs.chatbot"

Chatbot version supported +g.gsma.rcs.botversion="#=1"

(section 3.6.2.2)

Plug-ins support (section +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
3.2.8.2.1) application.ims.iari.rcs.plugin”

CPIM header extension +g.gsma.rcs.cpimext

support (section 2.14)

Table 3: RCS Services feature tags
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For the standalone messaging service, when it is enabled i.e. the configuration parameter
STANDALONE MSG AUTH defined in section A.1.3 is set to 1 or 2, the client shall include
the standalone messaging tags defined in [RCS-CPM-CONVFUNC-ENDORS] in the
REGISTER request.

NOTE: For a device enabled for VoLTE or VoWiFi, in addition the feature tags for
the MMTEL services may be included as per the procedures in [PRD-
NG.102].

Finally, when several IMS Application Reference Identifier (IARI) tag values or several IMS
Communication Service Identifier (ICSI) tag values are included in a SIP REGISTER
request, consistently with [RFC3840] and [SGPP TS 24.229], IARI tag values or ICSI tag
values shall be concatenated using commas as shown in the example below:

+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.fthttp, urn%3Aurn-
7%3A3gpp-application.ims.iari.rcs.geopush”

Table 4: IARI tag concatenation format example

If the same ICSI or IARI tag value or feature tag is used by several services that are
enabled, it shall be included only once in the SIP REGISTER request.

245 P-CSCF discovery

Prior to any initial IMS registration, the client shall discover the IP address of the P-CSCF as
defined in [3GPP TS 23.228].

The P-CSCF discovery procedure shall be applied in accordance with the mode of
operation of the RCS device:

e Devices enabled for VoLTE or VoWiFi shall select the P-CSCF as defined in [PRD-
NG.102].

e Other devices shall select the P-CSCF from the LBO_P-CSCF_Address node of the
IMS management object. If the P-CSCF AddressType of the P-CSCF address in the
IMS management object indicates "FQDN", the device shall resolve the Fully
Qualified Domain Name (FQDN) as defined in [RFC3263].

For the protocol selection in [RFC3263], the device shall

e Take the SIP transport protocol settings in the IMS device management object
(as defined in section 2.2.1 of [PRD-RCC.15]) into account if SIP Digest is to be
used for authentication, i.e. SIPOUDP (SIP over UDP), SIPOTLS (SIP over
Transport Layer Security) or SIPoTCP (SIP over TCP) depending on the access
network type (PS or Wi-Fi).

e Ignore the SIP transport protocol settings in the IMS device management object
(as defined in section 2.2.1 of [PRD-RCC.15]) if AKA is to be used for
Authentication. The device selects either UDP or TCP as defined in [3GPP TS
24.229].

If the P-CSCF discovery results in a list of P-CSCF addresses then the device shall select a
new P-CSCF address for any initial registration in accordance with the priority indications
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(e.g. weight and priorities in Domain Name System Service [DNS SRV] records) to support
load distribution in the network.

246 IMS Flow Set Management

IMS flow set is defined in [3GPP TS 24.229]. It refers to the "flow" defined by the
combination of transport protocol, client IP address and port and P-CSCF IP address and
port used by the client and the network to exchange all SIP signalling related to a single IMS
registration. This section details the requirements for an RCS client to manage the IMS flow
set (i.e. a single Registration) in the network.

24.61 Non REGISTER Request Handling

The RCS client shall make use of the procedures for methods excluding the REGISTER
method as defined in [3GPP TS 24.229].

The following addition applies to [3GPP TS 24.229] section 5.1.2A.1.1:

e The proper preload route header for methods excluding the REGISTER method shall
be built only with the IP address learnt through the P-CSCF discovery procedure, i.e.
a FQDN must not be used.

2.4.6.2 IMS Flow Set Termination
The RCS client should ensure that an IMS flow set is released in the network before the

conditions for the existence cease to exist, e.g. prior to the release of the bearer the IMS
flow set makes use of.

The IMS flow set shall be terminated by the client by sending a de-registration request to
the network using the IMS flow set to be terminated. If there is one or more ongoing session
on the IMS flow set, these shall be released first.

2.4.6.3 Loss of Connection to P-CSCF
If the connection to the P-CSCF fails (e.g. TCP time-out), the RCS client should select

another P-CSCF address from the list of addresses obtained during the P-CSCF discovery
in accordance with their priority indication.

If the P-CSCF discovery is based on the IMS management object and it contains one or
more FQDNSs, then the client shall invoke the [RFC3263] FQDN resolution anew. A different
P-CSCF address shall be selected from the name resolution result in accordance with their
priorities and weights.

The client shall then send a new initial registration using the new discovered P-CSCF
address.

24.6.4 Loss of Connectivity

If a RCS client discovers that connectivity has been lost then it should attempt to re-
establish the connection.

For a client that is not enabled for VOLTE or VoWiFi or a client enabled for VOLTE or VoWiFi
that is not configured to share the registration for all RCS services (i.e. including Multimedia
Telephony and SMSolP), when connectivity has been resumed then;
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¢ If the IP address has been changed and the transport protocol setting for the new
connection (as derived from the Management Object defined in section 2.2.1 of
[PRD-RCC.15] for the new access network type) is the same as for the lost
connection and the IMS registration is not yet expired, the client shall perform a new
initial registration to the P-CSCF address of the last IMS flow set in use.

¢ If the IP address has not been changed and the IMS registration is not yet expired,
the client shall perform a re-registration using the existing IMS flow set if the IP
address has not been changed and the IMS registration is not yet expired. To
minimize the network impact in cases of unstable connectivity conditions the client
should hold a minimum re-registration time in which no such re-registration requests
are sent. The minimum re-registration time should be typically in the range of 3-5
minutes.

¢ In all other cases, the client shall perform a new P-CSCF discovery and a new initial
registration.

NOTE: The registration or re-registration may trigger delivery of messages stored in
the network during the absence of connectivity.

2.4.6.5 Detection of Connection Loss in RCS Clients with no Bearer Control
Capabilities

RCS client implementations may have no capability to identify the cause of a connection

loss due to missing bearer control capabilities.

These clients should identify the cause of a loss of connectivity via the following procedure.

¢ If the client detects a connection loss during a P-CSCF signalling interaction (e.g.
TCP time-out), then it shall attempt the procedure defined in section 2.4.6.3.

e Only if a new IMS flow set is established with an alternative P-CSCF the client shall
release the IMS flow set used for the old P-CSCF locally.

¢ If the connection establishment to the alternative P-CSCF or other targets in the
network fails (e.g. DNS Server), then the client shall assume loss of connectivity and
act as defined in section 2.4.6.4.

¢ If the client detects a connection loss during network interactions other than
signalling with the P-CSCF (e.g. media connection, auto-configuration server) then
the client shall assume loss of connectivity.

2.4.7 Loss of Registration
When the client receives a SIP response to a non-REGISTER request that is either:

e 403 Forbidden without a warning header, or

e 504 Server Timeout containing a P-Asserted-Identity URI matching a URI received
during registration in Service-Route or Path header field and containing a 3GPP IM
CN subsystem XML body with the <alternative-service> child element with the
<type> child element set to “restoration” and the <action> child element set to “initial-
registration”

(indicating loss of registration due to change of IP, expiration, network problem), the client
shall attempt to register again using the procedure in section 2.4.1. When successful the
client shall resend the request that caused the error response. If this fails for 5 consecutive
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retries though, no further attempt shall be made and an error should be shown to the user.
For all services except One-to-One Chat, the retry procedures will also be stopped if it takes
longer than 5 seconds. Also in that case, an error message should be shown to the user.

NOTE: On receiving a 403 Forbidden response, a client may before re-Registration
first attempt to send a SIP request to his own URI and only re-Register if
that request results in a 403 Forbidden response.

2.5 Addressing and identities
2.5.1 Overview

Telephone numbers in the legacy address book must be usable (regardless of whether RCS
contacts have been enriched or not) for the identification of contacts of incoming and
outgoing SIP requests.

Also, RCS users, especially in Enterprise segments, may be assigned a non-Mobile
Subscriber Integrated Services Digital Network Number (MSISDN) based identity. The RCS
client would in that case be provisioned with only the appropriate SIP URI parameter as
seen in section 2.2.1.1.2 of [PRD-RCC.15], leaving the tel URI parameter empty.

Consequently, an RCS enabled terminal’s address book should also be able to store
alphanumeric SIP URIs as part of a contact’s details.

NOTE1: The handling of identities described in this section applies also to IP Voice
Calls [PRD-IR.92] and [PRD-IR.51]. The functionality described here comes
in addition to the functionality described in the related Permanent Reference
Documents (PRDs), but not in conflict with them, e.g. the alias handling
described in section 2.5.3.4.

NOTE2: The identification in Common Profile for Instant Messaging (CPIM) headers
is discussed in section 3.2.3 and 3.2.4.

2.5.2 Device Incoming SIP Request
2.5.2.1 From/P-Asserted-ldentity

For device incoming SIP requests, the address(es) of the contact are, depending on the
type of request, provided as a URI in the body of a request or contained in the P-Asserted-
Identity and/or the From headers. The Service Provider shall always provide the P-
Asserted-ldentity header field(s) towards the RCS client. The only exception to this rule is
when a request for Chat or Standalone Messaging includes a Referred-By header (it is
initiated by Messaging Server for example in a store and forward use case as described in
3.2.3.3), thereby the Referred-By header should be used to retrieve the originating user
instead.

The receiving client will try to extract the contact’s phone number out of the following types
of URIs:

o tel URIs (telephone URIs, for example tel:+1234578901, or tel:2345678901;phone-
context=<phonecontextvalue>)

e SIP URIs with a “user=phone” parameter, the contact’'s phone number will be
provided in the user part (for example sip:+1234578901@operator.com;user=phone
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or sip:1234578901;phone-
context=<phonecontextvalue>@operator.com;user=phone)

Once the MSISDN is extracted, it will be matched against the phone number of the contacts
stored in the address book. If the received URI is a SIP URI but does not contain the
“user=phone” parameter, the incoming identity should be checked against the SIP and tel
URI address of the contacts in the address book instead.

If more than one P-Asserted-ldentity is received in the message, all identities shall be
processed until a matched contact is found.

If a matched contact is found for which the telephone number stored in the address book is
not international format, the client shall cache for that contact the MSISDN extracted from
the signalling for a duration equal to the value configured for the CAPABILITY INFO
EXPIRY client configuration parameter defined in section A.1.9.

2.5.2.2 In-call SIP requests

25.2.21 Caller: relating the ongoing call with in-call incoming SIP requests

The destination identity of the telephony call that the caller dials or gets from his address
book and the originator identity of any in-call incoming request may be in various formats.
The client of the caller shall, therefore, apply the following matching mechanism to
determine whether an incoming request relates to the ongoing call:

1. If both the destination identity of the telephony call and the originator identity of the
in-call incoming request are phone numbers in international format, the client of the
caller shall compare all digits of the provided numbers to determine whether they
match.

2. If any of the identities is not in international format, the client of the caller shall apply
an enhanced matching mechanism between the destination identity from the
telephony call and the originator identity of the incoming request, e.g. by comparing
the 7 digits starting from the end of the number. It is left to the client implementation
to apply an even more enhanced matching algorithm to decrease the probability of
false matches.

The client shall consider the identities to be in international format if

e For a CS or multimedia telephony outgoing call, the digits dialled or taken from the
address book start with a “+”.
e For an incoming request, the P-Asserted-ldentity of the SIP request contains either:

¢ atel URI starting with a “+” without phone-context i.e. a global number, or
¢ a SIP URI with user part starting with a “+”, a user=phone parameter and without
a phone-context parameter in the user part.

Examples:

The destination identity of the outgoing telephony call: +447123456789 (display
string for an international format number).

The originator identity of the incoming request: +447123456789

=>» Matching result: Successful
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When the applied enhanced matching algorithm is based on the 7 digits starting from
the end of the number:

The destination identity of the outgoing telephony call: 07123456789 (non-
international format).

The originator identity of the incoming request: +447123456789

= Matching result: Successful

25222 Callee: relating the ongoing call with in-call incoming SIP requests

The originator identity of the telephony call and the originator identity of any in-call incoming
request may be provided in various formats both in the home networks and when roaming.
The client of the callee shall therefore apply the following matching mechanism to determine
whether an incoming request relates to the ongoing call:

1.

If both the originator identity of the telephony call and the originator identity of the in-
call incoming request are phone numbers in international format, the client of the
callee shall compare all digits of the provided numbers to determine whether they
match.

If any of the originator identities is not in international format, the client of the callee
shall apply an enhanced matching mechanism between the originator identity from
the telephony call and the originator identity of the incoming request, e.g. by
comparing the 7 digits starting from the end of the number. It is left to the client
implementation to apply an even more enhanced matching algorithm to decrease the
probability of false matches.

The client shall consider the identities to be in international format if

For a CS incoming call, the Type Of Number (TON) of the Calling Party BCD
Number is set to “international” as defined in [3GPP TS 24.008].

For a multimedia telephony incoming call, the P-Asserted-ldentity of the SIP INVITE
request contains either:

e tel URI starting with a “+” without phone-context i.e. a global number or
e SIP URI with user part starting with a “+”, a user=phone parameter and without a
phone-context parameter in the user patrt.

For an incoming request, the P-Asserted-ldentity of the SIP request contains either:

e atel URI starting with a “+” without phone-context i.e. a global number or
¢ a SIP URI with user part starting with a “+”, a user=phone parameter and without
a phone-context parameter in the user part.

Examples:

v9.0

The originator identity of the incoming telephony call: +447123456789 (display string
for an international format number).

The originator identity of the incoming request: +447123456789

=>» Matching result: Successful
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When the applied enhanced matching algorithm is based on the 7 digits starting from
the end of the number:

The originator identity of the incoming telephony call: 006447123456789 (non-
international format).

The originator identity of the incoming request: +447123456789

=> Matching result: Successful

2.5.3 Device Outgoing SIP Request
2.5.3.1 Identification of the target contact

If the target contact contains a SIP or tel URI, the value shall be used by the RCS client
when generating the outgoing request even if an MSISDN is also present for the contact.
This applies to the SIP Request-URI and the “To” header (as defined in [3GPP TS 24.229])
for 1-to-1 communication, including the URIs used in the recipient list and Refer-To header
field included in outgoing SIP requests for Group Chat.

If no SIP or tel URI is present, the RCS client shall use the MSISDN extracted from SIP
signalling that was cached as specified in section 2.5.2.1 or below. If that is not available,
the RCS client shall use the telephone number (in local format for example 0234578901 or
international format +1234578901) set in the address book or a dial string entered by the
user.

If the target number is an international-format telephone number, the device shall be able to
send it as tel URI (for example “tel:+12345678901") as defined in [RFC3966].

If the target number is a non-international format telephone number, the RCS client shall be
able to send it as tel URI with a phone-context value set as defined in [3GPP TS 24.229] for
home local numbers (for example tel:0234578901;phone-context=<home-domain-name>).
In this case, if the response provides in the P-Asserted-ldentity header field, the MSISDN of
the contact in international format, the client shall cache for that contact the MSISDN
extracted from the response for a duration equal to the value configured for the
CAPABILITY INFO EXPIRY client configuration parameter defined in section A.1.9.

2.5.3.2 In-call SIP requests

2.5.3.21 Caller: addressing SIP requests towards the callee

The destination identity of the telephony call that the caller dials or gets from the address
book may be in various formats. The client of the caller shall, therefore, apply the following
principles for addressing the callee when triggers in-call SIP requests:

1. If the destination identity of the telephony call is in international format, the client of
the caller shall use this information for addressing in-call SIP requests towards the
callee.

2. If the destination identity of the telephony call is not in international format, the client
of the caller shall use geo-local numbering of the destination identity of the telephony
call for addressing in-call SIP requests towards the callee. If the request fails, the
client of the caller shall attempt to correlate the destination identity of the telephony
call with his local identity records acquired from incoming SIP requests received in a
window prior to the call and/or during the call using an enhanced matching
mechanism between the destination identity from the telephony call and the incoming
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SIP requests, e.g. by comparing the 7 digits starting from the end of the number. It is
left to the client implementation to set the time length of the window and apply an
even more enhanced matching algorithm to decrease the probability of false
matches.

a) If there is successful matching, the client of the caller shall use the “matched”
destination identity from his local identity records for addressing in-call SIP
requests towards the callee.

b) If there is no successful matching, the client of the caller shall use the
destination identity from the telephony call that the caller dials or gets from his
address book for addressing in-call SIP requests towards the callee. The
client of the caller shall continue applying the enhanced matching mechanism
for any in-call incoming SIP request until it matches the destination identity
from the telephony call with the originator identity from an in-call incoming SIP
request. Once there is a successful matching, it shall from then on use the
“matched” originator identity from the SIP request for addressing any future in-
call SIP requests towards the callee.

The client shall consider the identities to be in international format if

o for a CS or multimedia telephony outgoing call, the digits dialled or taken from the
address book start with a “+”.

Examples:

The destination identity of the outgoing telephony call: +447123456789 (display
string for an international format number).

The client of the caller uses the destination identity from the telephony call for
addressing in-call SIP requests towards the callee.

The enhanced matching mechanism does not apply.

The destination identity of the outgoing telephony call: 07123456789 (non-
international format).

The client of the caller shall use geo-local numbering of the destination identity of the
telephony call for addressing in-call SIP requests towards the callee:
tel:07123456789;phone-context=geolocal.<homedomain>, where <homedomain>
needs to be replaced with the home network domain name as configured by the
device (as per section 2.2.3 of [PRD-IR.92]).

If the in-call SIP request fails, the client shall apply the enhanced matching
mechanism.

The originator identity of incoming SIP request: +447123456789.

= Matching result: Successful

2.5.322 Callee: addressing SIP requests towards the caller

The originator identity of the telephony call may be provided in various formats both in the
home networks and when roaming. The client of the callee shall therefore apply the
following principles for addressing the caller when triggers in-call SIP requests:
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1.

If the originator identity of the telephony call is in international format, the client of the
callee shall use this information for addressing in-call SIP requests towards the
caller.

If the originator identity of the telephony call is not in international format, the client of
the callee shall use geo-local numbering of the originator identity of the telephony
call for addressing in-call SIP requests towards the caller. If the request fails, the
client of the callee shall attempt to correlate the originator identity of the telephony
call with his local identity records acquired from incoming SIP requests received in a
window prior to the call and/or during the call using an enhanced matching
mechanism between the originator identity from the telephony call and the incoming
SIP requests, e.g. by comparing the 7 digits starting from the end of the number. It is
left to the client implementation to set the time length of the window and apply an
even more enhanced matching algorithm to decrease the probability of false
matches.

a) If there is successful matching, the client of the callee shall use the “matched”
originator identity from his local identity records for addressing in-call SIP
requests towards the caller.

b) If there is no successful matching, the client of the callee shall use the
originator identity from the telephony call for addressing in-call SIP requests
towards the caller. The client of the callee shall continue applying the
enhanced matching mechanism for any in-call incoming SIP request until it
matches the originator identity from the telephony call with the originator
identity from an in-call incoming SIP request. Once there is a successful
matching, it shall from then on use the “matched” originator identity from the
SIP request for addressing any future in-call SIP requests towards the caller.

The client shall consider the identities to be in international format if

for a CS incoming call, the Type Of Number (TON) of the Calling Party BCD Number
is set to “international” as defined in [3GPP TS 24.008].

for a multimedia telephony incoming call, the P-Asserted-Identity of the SIP INVITE
request contains either:

e atel URI starting with a “+” without phone-context i.e. a global number or
¢ a SIP URI with user part starting with a “+”, a user=phone parameter and without
a phone-context parameter in the user part.

Examples:

v9.0

The originator identity of the incoming telephony call: +447123456789 (display string
for an international format number).

The client of the callee uses the originator identity from the telephony call for
addressing in-call SIP requests towards the caller.

The enhanced matching mechanism does not apply.

When the applied enhanced matching algorithm is based on the 7 digits starting from
the end of the number:
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The originator identity of the incoming telephony call: 006447123456789 (non-
international format).

The client of the callee shall use geo-local numbering of the originator identity of the
telephony call for addressing in-call SIP requests towards the caller: tel:
006447123456789;phone-context=geolocal.<homedomain>, where <homedomain>
needs to be replaced with the home network domain name as configured by the
device (as per section 2.2.3 of [PRD-IR.92]).

If the in-call SIP request fails, the client shall apply the enhanced matching
mechanism.

The originator identity of incoming SIP request: +447123456789.

=> Matching result: Successful

2.5.3.3 Self-Identification to the network and the addressed contact

When generating an outgoing non-REGISTER request, the RCS client shall populate the
From header field and may populate the P-Preferred-ldentity header field with a SIP or tel
URI which has been received in the P-Associated-URI header field returned in the 200 OK
to the SIP REGISTER. If both a SIP URI and a tel URI are available to the RCS client, the
tel URI should be used.

2.5.3.4 User alias

The user shall be able to specify an alias or a username for RCS services. This information
will be sent when establishing a communication service with another user so they are able
to receive additional information (i.e. beyond than just a MSISDN), if the originating user is
not in the receiver’s address book. This scenario will likely be common with Group Chat
sessions.

This alias information will be set in the From header of the SIP request as the display name
and in a Group Chat also in the CPIM From header as the formal name.

When receiving a request, the RCS client device shall follow the rules explained in section
2.5.2.1 and extract the MSISDN or SIP URI. To avoid spam and identity manipulation, the
receiver shall check the identity of the calling user against the address book. If the user is
not in the address book, the alias information must then be used to provide more
information about the calling user while clearly displaying in the Ul that the identity is
unchecked and it could be false. Otherwise, the name of the contact in the address book
shall be used instead.

2.5.4 Addressing related to Chatbots
2.5.4.1 Chatbot Service Identifier

A Chatbot shall be addressed using a SIP URI and may be addressed using a tel URI.
When the client is addressing the Chatbot the Chatbot SIP URI should be used if available
instead of the tel URI.

To discover the Chatbot service identifier for a tel URI, capability discovery is used. If a tel
URI is used to address a Chatbot in a SIP OPTIONS request, both the tel URI and SIP URI
are returned to the client in the P-Asserted-ldentity of the 200 OK response. For capability
discovery via Presence, the SIP URI is returned in the presence service ID tuple.
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For the SIP URI,

o the FQDN used for bots hosted on a third-party provider of a Chatbot Platform shall
include the “botplatform” subdomain as shown in Table 5;

¢ the FQDN used for bots hosted on a Chatbot Platform hosted by a Service Provider

¢ should include the “botplatform” subdomain as shown in Table 5, and

e may follow the format botplatform.mnc<MNC>.mcc<MCC>.3gppnetwork.org,
whereby <MNC> and <MCC> shall be replaced by the respective values of the
home network in decimal format and with a 2-digit MNC padded out to 3 digits by
inserting a O at the beginning (as defined in [PRD-IR.67]), to enable the
traceability of Chatbot transactions among operators;

o the username part, shown as <bot_service_id_userpart> in Table 5, shall be set to
the unique identifier assigned by the Chatbot Platform to the Chatbot. It shall be
formatted according to the following definition:

bot service id userpart = bot identifier ["." bot publisher id]

bot identifier = 1* (bot_id allowed)

bot publisher id = 1* (bot id allowed / ".")

bot id allowed = ALPHA / DIGIT / bot id unreserved / escaped char

bot id unreserved = "-=" / " " /vl /onan fomxnw pownn S oy
meM /o M=T oot fongn ooy foen o/

escaped_char = "%" HEXDIG

where the different parts shall be used as follows:

e Thebot identifier partshall be an identifier for the Chatbot

e Thebot publisher id partis, as indicated, optional. If provided, it shall be a
unigue identifier provided by the Chatbot Platform for the party (e.g. a business)
providing the Chatbot. This will allow parties in the signalling path to determine
that different Chatbots are provided by the same party.

sip:<bot_service_id_userpart>@botplatform.<botplatformdomain>

Table 5: Chatbot service ID format
2.5.4.2 Anonymized Address for user of a Chatbot

An anonymized address used to hide the URI of a User shall follow the following syntax:
o sip:<token>@-<routable hostname>;user=rcstk

NOTE: According to [RFC3261], if the URI contains a semicolon, the URI must be
enclosed in angle brackets (< and >).

The ‘restk’ value in the ‘user’ URI parameter indicates that the user is using a token to hide
their identity.

How the <token> is created is left to the Service Provider’s implementation. The token value
shall be unique in the <routable hostname> realm.
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2.5.4.3 Indication that anonymization was used for the User's identity

In order for the client to know if a token is used by a Chatbot to communicate with the user,
the following URI parameter is defined:

o tk
e Values

e off : Anonymization is not used for the conversation
e on: Anonymization is used for the conversation

The ‘tk’ URI parameter shall be added by the Anonymization Function (AF) to the
Chatbot’s SIP URI transported by the P-Asserted-Identity in SIP requests and
responses going towards the client. The value of the ‘tk’ SIP parameter indicates to
the client whether a token is used between the AF and the Chatbot in the
conversation. If the value is set to ‘off’, then no token is used in the conversation.

Usage example of a Chatbot SIP URI indicating that the Chatbot is using the token:

<sip:mybot@botplatform.foodomain;tk=on>

NOTE: According to [RFC3261], if the URI contains a semicolon, the URI must be
enclosed in angle brackets (< and >).

2544 Anonymized and Non-Anonymized Conversations

When comparing P-Asserted-ldentity SIP URI values in incoming SIP requests/responses,
and in Message Store synchronizations to existing Chatbot contacts in the address book,
any added URI parameters shall be ignored by the client. This allows anonymized and non-
anonymized messages to be interleaved in the same Chatbot conversation history. The
client shall still use the URI parameters as defined in section 2.5.4.3 to indicate to the user
which messages were part of an anonymized conversation and which were part of a non-
anonymized conversation.

2.6 Capability and new user discovery mechanisms
2.6.1 Capability discovery

The capability or service discovery mechanism is a process which enhances service
usability by allowing a user to understand the subset of RCS services available to access
and/or communicate with their contacts, at certain points in time.

When available, the RCS specification provides two alternative mechanisms to perform the
capability discovery:

o SIP OPTIONS exchange (section 2.6.1.1):

e The SIP OPTIONS end-to-end message is used both to query the capabilities
(services which the other user has available) of the target contact and to pass the
information about which capabilities are supported by the requester. Using this
method, both users get updated information in a single transaction.

e This method requires a specific application server (Options-AS) in the network to
provide multidevice support and, potentially, include optimisations.
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e Presence (section 2.6.1.2):

¢ In this case, instead of performing an end-to-end transaction, the capabilities are
queried against a server using the standard Open Mobile Alliance (OMA) SIP for
Instant Messaging and Presence Leveraging Extensions (SIMPLE) Presence
procedures which are described in detail in section 2.6.1.2.

e Consistent with the previous paragraph and the OMA SIMPLE Presence
procedures, this method requires a Presence Server and optionally (see section
2.6.1.2.4) a XDM server in the network.

The discovery mechanism that is to be used by the device is by using the configuration
parameter CAPABILITY DISCOVERY MECHANISM (see Annex A section A.1.9).

The interoperability between the mechanisms is provided based on network interworking
(section 2.6.1.4.1). Interoperability is achieved by deploying a network based interworking
function which translates requests and responses between the SIP OPTIONS and
presence-based capability discovery mechanisms.

2.6.1.1 Capability discovery process through SIP OPTIONS message

This mechanism for capability discovery is based on the exchange of a SIP OPTIONS
request as defined in [RFC3261], a peer-to-peer message exchanged between clients.

This mechanism is based on the use of tags corresponding to the different RCS services
that are defined in section 2.6.1.3 that are transported in the Contact header field for the SIP
OPTIONS and its responses:

e The tags corresponding to the set of functionalities supported by the requesting
terminal at the time this request is made are carried in the Contact header field of the
SIP OPTIONS request.

e The tags corresponding to the subset of the functionalities that are supported by the
receiver are included in the Contact header of the 200 OK responses.

In RCS, the SIP OPTIONS request shall NOT contain a Session Description Protocol (SDP)
body.

When the SIP OPTIONS is sent as part of an ongoing voice call, as per [PRD-IR.74], the
Accept-Contact header shall be handled as described in [PRD-IR.74].

Next to the relevant tags defined in section 2.6.1.3, a device should also add to the Contact
header field the same feature tags used at SIP Registration (see section 2.4.4) if not already
included in the SIP OPTIONS request/response for capability exchange and if they are part
of the capabilities supported by the device at this time.

When a SIP OPTIONS message is sent from User A to User B, User A shall handle the
response as described in the following table:
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Response

User B was a known RCS

User B was not a known

200 OK including at least, one
of the tags assigned to the RCS
Services (see Table 9)
Returned when User B is an
RCS user and is currently
registered

user before

User B remains an RCS user

The capabilities returned in the
200 OK response (using tags
as described in Table 9) are
considered as the current
communication options with
User B

RCS user before
User B is marked as an RCS
user

The capabilities returned in the
200 OK response (using tags
as described in section Table 9)
are considered as the current
communication options with
User B

200 OK not including any of the
tags used by RCS services
(see Table 9)

Returned when User B is

registered, but not with an RCS
client

User B is not considered as an
RCS user any longer

Only the non-RCS
communication services (e.g.
voice calls, SMS, MMS, etc.)
are indicated as availablel

No change in User B’s status
Only the non-RCS
communication services (e.qg.
voice calls, SMS, MMS, etc.)
are indicated as available

480 TEMPORARY
UNAVAILABLE or

408 REQUEST TIMEOUT
Returned by the network if User
B is an IMS (and potentially
thus an RCS) user, but is
currently not registered

User B remains an RCS user
but only the capabilities
available to an offline contact
are offered

No change in User B’s status
Only the non-RCS
communication services (e.g.
voice calls, SMS, MMS, etc.)
are indicated as available

404 Not Found or 604 Does Not
Exist Anywhere

User B is not considered as an
RCS user any longer

Only the non-RCS
communication services (e.qg.
voice calls, SMS, MMS, etc.)
are indicated as available

No change in User B’s status
Only the non-RCS
communication services (e.g.
voice calls, SMS, MMS, etc.)
are indicated as available

Any other Final response
returned by the network

User B remains an RCS user
with unchanged capaubilities.
NOTE: The client treats the
final response as described in
[BGPP TS 24.229].

No change in User B’s status

Table 6: Options response handling

This is illustrated in Figure 2:

1 Note that this means that an AS like the OPTIONS-AS described in section 2.6.1.1.1 would have to
include the IM capability in the response if the user has multiple devices sharing the same IMS
identity some of which are not RCS capable. When including this tag though in situations where none
of the RCS capable devices is online, it shall also include the automata tag defined in [RFC3840] to
indicate that this response does not originate from an end user device.
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Figure 2: Capabilities discovery via SIP OPTIONS message
2.6.1.1.1 Multidevice support: Options-AS

Ultimately, the choice of supporting multiple devices for a single user is decided by each
Service Provider. The considerations contained in this section will only apply to those
Service Providers willing to include RCS multidevice support in their networks.

In a multidevice scenario, when the user is registered to the IMS core with various devices
using the same URI (that is the same implicit registration set) and nothing specific is done,
the OPTIONS exchange will return incomplete information:

e The capabilities contained in the OPTIONS message refer only to the originating
device (that is the originating user may be logged in with the same URI in several
devices).

e The IMS core, depending on the configuration, either sends the OPTIONS message
to the device that first registered to the IMS core or forks the OPTIONS to all of the
registered devices. In any case, only the first response is passed back to the
requester, discarding the others. In other words, the capabilities returned in the
OPTIONS response will be from only one of the user’s devices.

The preferred implementation for handling the OPTIONS in a multidevice environment is left
to the Service Provider’s discretion. The only requirement is that it should not impact the
terminal side (that is there will be no changes on the client side). A possible solution for
extending the OPTIONS mechanism to a multidevice scenario is to include a custom AS
implementing the following logic:

e A trigger will be setup in the IMS core to send all of the OPTIONS from an RCS user
to the AS.
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e The AS will fork the OPTIONS request to all of the RCS user’s registered devices as
specified in section 2.10.2.

e Once the responses from the different devices are received, the AS will aggregate all
the capabilities from the replies of the different clients and send them back to the
requester.

e Even if not all of the replies have been received in less than a configurable amount of
time, the AS will return the aggregated information received so far.

NOTE: the recommendation is to set the value to optimise the User Experience
(UX) on the terminal.

e Capabilities shall be aggregated to provide the response to an incoming SIP

OPTIONS request. For outgoing requests, it is up to the Service Provider’s policy to
aggregate the capabilities.

NOTE: Similar procedures may at the service provider’s discretion also be applied
at originating side to aggregate the capabilities of all the user’s devices in
the OPTIONS request.

This is illustrated in Figure 3:

User A UE 2 User A UE 1 SP IMS Core

Client Logic Client Logic { OPTIONS-AS }

Routed
S|P OPTIONS  tofrom
| —{user A, user B—ueerB
capabilities)

4 user B capabilities)
LaSIP OPTIONS (user A)—
r A capabilities)

|__SIP2000OK (userp |
capabiliti -
apabilities) I SIP 200 ok
-—-{aQQrEQared user
Capabilitiag )

«——SIP OPTIONS (user/

———5IP 200 OK (use

Figure 3: Options application server: Capability aggregation on SIP OPTIONS request
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2.6.1.2 Capability discovery via presence
2.6.1.2.1 General Overview

As an alternative to the SIP OPTIONS-based mechanism presented in the previous section,
a Service Provider deploying a Presence Server may provide the capability discovery
mechanism via presence. The service capabilities are then realised using the “Service” part
of the Presence Data Model that is described in section 2.6.1.2.5.

2.6.1.2.2 Publication of the Service Capabilities

The capabilities are announced in a Presence document that is published by using the SIP
PUBLISH method as defined in [Presence]. When the terminal is started, the client then
sends a SIP PUBLISH request containing the capabilities (see section 2.6.1.2.5). This SIP
PUBLISH request shall not include an Expires header field. Service capabilities publication
through OMA Presence Enabler [Presence2.0_TS] or [Presence] must follow [PDE_14]
rules.

The publication is maintained in the Presence Server by sending a refresh request before it
expires.

If changes are required in the published capabilities (for example, due to the behaviour
specified in section 2.6.1.3), a presence modify request is sent using the ‘Sip-If-Match’
header according to [Presence]. When the client/device is switched off, it shall remove the
published capabilities before unregistering according to the procedure defined in [RFC3903]
(i.e. by sending a SIP PUBLISH request without a body including the ‘Sip-If-Match’ header
and an Expires header set to 0).

2.6.1.2.3 Service Capabilities Retrieval

Service capabilities of an RCS user can be retrieved by another RCS user via a presence
subscription issued by their client, providing the pertaining Presence Authorisation rules
(see section 2.6.1.2.4) allow him to do so.

When using Presence as the enabler for Capability exchange, RCS clients shall retrieve the
service capability information of contacts by means of Anonymous Fetch operations (as
described in section 7.1 of [PRESENCE]). This will result in a single NOTIFY request
indicating the service capabilities of that contact. The contact shall be considered as an
RCS user only if the response includes one of the service-IDs described in Table 9. This
information shall then be cached in the client as described in section 2.6.2.

If an RLS-URI (Resource List Server URI, see Annex A section A.1.2.1) has been
provisioned, a client shall use an Anonymous Fetch request using a request-contained list if
the client has to query the capabilities of multiple users at once (e.g. during a poll). In this
case, it shall do so according to section 5.2.1.2.2 of [Presence2.0_TS].

If only a single contact needs to be queried, an individual fetch shall be done instead even if
an RLS-URI has been configured.

2.6.1.2.3.1 General Processing Rules to Ensure Backwards Compatibility

To maintain enough flexibility and not to impose potentially sub-optimal technical choices on
future RCS versions, the parsing of the capabilities in an RCS client should be sufficiently
robust. First, the watcher should apply the processing rules defined in [Presence2.0_DDS]
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and if then there are still multiple elements the watcher shall follow the guidelines in the
RCS presence parsing presented below:

¢ Unknown or unsupported elements and tuples could be present in the document. In
that case, they should be ignored.

¢ Unknown service identifiers (Service-Id) could be present in the document. Tuples
containing those should be ignored.

¢ Unknown service versions of known services could be present in the presence
document. Tuples containing those should be ignored.

e The same service could occur multiple times in the presence document with different
contact addresses. To cope with this case, the following behaviour shall be used for
displaying and using the tuples:

¢ If one of the tuples contains a contact address that corresponds to the presentity
about which the presence document was received, all others shall be ignored.

e Tuples that contain a contact (address) element which corresponds to another
presentity (that is another contact in the contact-list of the user or another tel URI)
shall be ignored.

e Tuples containing contact elements with types of addresses that are not
supported by the client for that service shall be ignored (for example messaging
using an e-mail address while e-mail is not supported by the client).

e |f after applying the above rules, there are still multiple non-ignored tuples
remaining for the service, all but the first shall be ignored.

o If after applying the above rules, there is a hon-ignored tuple remaining, the
service behaviour shall be as follows

e The capability to use the service for communication with the contact shall be
announced to the user

¢ If the remaining tuple contained no contact address or it matched the one of
the presentity, the presentity’s address will be used for setting up
communication using that service

e Otherwise the address contained in the contact element will be used for
setting up the corresponding service

e The Watcher shall follow the procedures defined in section 6.2 "Default Watcher
Processing" of [Presence2.0_DDS].

Regarding the use of the address provided in the contact, the communication addresses
(contact) part of service tuples shall not be:

¢ Shown to the end-user, these addresses are handled locally by the terminal,

e Used to request presence subscription, an RCS client is NOT supposed to subscribe
to the contact associated with a service capability tuple received in a presence
document.

2.6.1.2.4 Authorisation for capabilities retrieval

To provide authorisation to retrieve the capabilities using an Anonymous Fetch request, an
RCS Service Provider supporting the capability exchange using presence shall either
provide a service provider policy on the presence server allowing anonymous subscriptions
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to retrieve the capabilities or set for every RCS subscriber a presence rules document in the
presence XDMS providing such authorisation.

2.6.1.2.5 Service part of the presence Data Model

A service capability is provided according to the model described in Table 7:

‘ Specification

Attribute Comment
entity [RFC3863] The entity field should be populated with a tel URI
provided that the device has received a tel URI in P-
Associated-URI header of 200 OK response to
REGISTER request.
Tuple: [RFC3863] and | According to the presence schema defined in the

<presence> -> <tuple>

[Presence2.0_D
DS]

[Presence], services are presented with tuple
elements.

Status
<tuple> -> <status> ->
<basic> -> Open

[RFC3863] and
[Presence2.0_D
DS]

Mandatory element in [RFC3863].

For every a tuple element that is published the value
‘open’ shall be used. It does not have any particular
meaning in RCS context.

Service-id
<tuple> -> <service-
description> ->

[Presence2.0_D
DS]

Service-description element identifies a service and is
described by a service-id and version. Service-id
element contains a string that identifies a single

<service-id> service. The Service-IDs that are used for the different
services that are part of RCS are described in section
2.6.1.3.

Version [Presence2.0_D | Version element contains the version number for the

<tuple> -> <service-
description> ->
<version>

DS]

service, to identify different versions of the service (for
example version number for specification number).
The Version that are used for the different services that
are part of RCS are described in section 2.6.1.3.

Media
<tuple> -> <servcaps>

[RFC5196] and
[Presence2.0_D
DS]

Indicates the capabilities of the service. In RCS, this is
only used to provide media capabilities for some
specific services for which this is mentioned in section
2.6.1.3.
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Attribute ‘ Specification Comment

Contact [RFC3863] and | Contact element contains Presentity’'s communication
<tuple> -> <contact> [Presence2.0_D | address for the service. Contact address can be for
DS] example a tel or SIP URI, depending on the service

used. The use of the Contact element is optional (if
used it has to be a global routable URI) since the
watcher may use the URI stored in the address book
when initiating communication with the presentity.
RCS Presentities either do not insert any contact
element or insert a contact element for which the
address matches the one used for identifying itself in
communication (see Section 2.5)

NOTEL: According to [RFC3863], “tuples that contain a
<basic> element SHOULD contain a <contact>
address”.

Therefore, as a default- the <contact> element should
be populated with a tel URI provided that:

The device has received a tel URI in P-Associated-URI
header of 200 OK response to REGISTER request.

The service in question can utilise tel URIs.

Timestamp: [RFC3863] and | Timestamp when the presence information was
<tuple> -> <timestamp> | [Presence2.0_D | published.
DS]

Table 7: Attributes of the Presence Service element

2.6.1.3 Service/capability indicators

The RCS capabilities represent the list of services that an RCS user/client can access at a
certain point in time. The capabilities depend on four factors:

1. User Service Provider provisioning status: A Service Provider may choose to limit
service to customers depending on subscription status (e.g. chat and file share, but
not video).

2. The terminal hardware (HW): A terminal with limited HW (i.e. no capability to process
video) may not be able to access all the RCS Services.

3. The terminal status: Even if a terminal HW supports all the services, it could be that
the device status introduces a limitation (e.g. receiving files is not possible when the
file storage is full).

4. Connectivity status: Some services may require a certain level of network Quality of
Service (Qo0S). For example, streaming video over a 2G General Packet Radio
Service (GPRS) does not provide an adequate UX.

In addition to the factors presented above and as presented in Annex A section A.1, it is
possible for a Service Provider to select which services are available for a particular user.
Therefore, the previous considerations shall only be taken into account assuming that the
relevant RCS services are enabled via configuration and consequently, Table 8 assumes
that all the user’s devices have been configured with all the RCS services enabled and the
network supports all the RCS services.
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Service TERMINAL and STATUS Data Bearer
REQUIREMENTS HSPA LTE
Chat (1-to- | None Y Y Y Y
1 or group)
File The relevant configuration Y Y Y Y
Transfer parameters are correctly set
via HTTP
File The relevant configuration Y Y Y Y
Transfer parameters are correctly set
via SMS
Content Support video profile (encoding Y Y4 Y4 Y4
share: /decoding). One Higher
Video The terminal should be on an active Way video
. . . Only’ profile
Share call2 with the user the video is
(IR.74) willing to be shared with. It is not
available in multiparty calls.
IP Voice N/A N N Y Y
Call (IR.92) | (IR.51)
[PRD-
IR.92)/[PR
D-IR.51]
IP Video Support video profile (encoding N N Y Y
Call /decoding). (IR.94) | (IR.51/1
[PRD- R.94)
IR.94]
RCS IP N/A \E \E Y5 Y5
Voice Call
RCS IP Support video profile (encoding Y5 Y5 Y5 Y5
Video Call | /decoding).

2 In this context, the term active call is used to indicate that a voice call is taking place with the user

the content is shared with and that this call is not on-hold, waiting or forwarded/diverted. This

limitation is not applicable for broadband access devices for the handling of a received capability
request or an incoming invitation. The restrictions fully apply for outgoing requests.

3 If on the current bearer sharing is supported one way only and a Video Share session is initiated by
the device, a capability exchange should be performed to the other end to indicate that Video Share
is no longer available. When the session is terminated or the bearer changes to one supporting
bidirectional Video Share, the Video Share capability should again be announced.

4 In this case both ends may share video simultaneously meaning that there is a possibility to have a
bidirectional flow of video (see the other party’s video while | am also sharing video with him/her).
The meaning is that if a user is already sharing video with the other end, the other user may decide
to also share video simultaneously, not that the two-ways Video Share can start simultaneously.

5 Only for devices not enabled for VOLTE or VoWiFi and depending on Service Provider Policy
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Service

TERMINAL and STATUS

REQUIREMENTS

Data Bearer

Non-confidential

LTE

Geolocatio

HSPA

Minimum threshold of free spaceto | Y Y Y Y Y
n PUSH store files

From the capability exchange point

of view, there are no additional

terminal requirements however on

the sender the service shall be only

available if the terminal (UE)

provides a mean to access the

location information required for the

service.
Geolocatio | The relevant configuration Y Y Y Y Y
n PUSH parameters are correctly set
via SMS
Call The relevant configuration Yo | e Y Y Y
Composer | parameters are correctly set

The terminal (UE) provides a mean

to access the location information

required for the service.

The terminal (UE) provides a mean

to insert subject.

The terminal (UE) provides a mean

to insert importance.
Post-Call Support audio message profile Y Y Y Y Y

(encoding /decoding).
Shared The terminal should be on an active | Y& | Y® Y Y Y Y
Map call? with the user the map is willing

to be shared with. It is not available

in multiparty calls.
Shared The terminal should be on an active | Y& | Y® Y Y Y Y
Sketch call? with the user the canvas is

willing to be shared with. It is not

available in multiparty calls.
Chatbot The relevant configuration Y Y Y Y Y Y
communica | parameters are correctly set
tion
Uni- The requirements of the underlying | Y Y Y Y Y Y
directional | selected service apply
Plug-ins

Table 8: RCS services: Terminal, status and data bearer requirements

Table 9 lists the feature tags and Service IDs that are used for indicating that a specific RCS
service is available:

6 Note that it is only possible if device and the cellular network support Dual-Transfer Mode (DTM)
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RCS service

Chat

Tag

Tag
+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcse.im";+g.3gpp.icsi-ref="urn%3Aurn-
7%3A3gpp-service.ims.icsi.oma.cpm.session”

The RCS Client shall assume that Chat is available if either of
the two tags mentioned is present.

Service
ID

Service-id: org.openmobilealliance:IM-session
Version: 1.0

Contact address type: tel / SIP URI

Or

Service-id: org.openmobilealliance:ChatSession
Version: 2.0

Contact address type: tel / SIP URI

File Transfer

Tag

+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.fthttp”

Service Service-id: org.openmobilealliance:File-Transfer-HTTP
ID Version: 1.0
Contact address type: tel / SIP URI
Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.ftsms"
File Transfer via SMS Service | Service-id: org.3gpp.urn:urn-7:3gpp-
ID application.ims.iari.rcs.ftsms
Version: 1.0
Contact address type: tel / SIP URI
Tag +g.3gpp.cs-voice
Video Share Service | Service-id: org.gsma.videoshare
ID Version: 1.0
Contact address type: tel / SIP URI
Tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
service.ims.icsi.mmtel”’;video
IP video call - — — —
Service Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel
ID Version: 1.0
Media capabilities: audio, video, duplex
Contact address type: tel/ SIP URI
Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.geopush”
Geolocation PUSH Service | Service-id: org.3gpp.urn:urn-7:3gpp-
ID application.ims.iari.rcs.geopush
Version: 1.0
Contact address type: tel/ SIP URI
Geolocation PUSH via Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-

SMS

application.ims.iari.rcs.geosms"
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RCS service Tag
Service | Service-id: org.3gpp.urn:urn-7:3gpp-
ID application.ims.iari.rcs.geosms
Version: 1.0
Contact address type: tel / SIP URI
Tag +0.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
service.ims.icsi.gsma.callcomposer"
Call composer Service | Service-id: org.3gpp.urn:urn-7:3gpp-
ID service.ims.icsi.gsma.callcomposer
Version: 1.0
Contact address type: tel / SIP URI
Tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
service.ims.icsi.gsma.callunanswered”
Post-Call Service | Service-id: org.3gpp.urn:urn-7:3gpp-
ID service.ims.icsi.gsma.callunanswered
Version: 1.0
Contact address type: tel / SIP URI
Tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
service.ims.icsi.gsma.sharedmap”
Shared Map Service Serv_lce—_|d: o_rg._39pp.urn:urn-7:3gpp—
ID service.ims.icsi.gsma.sharedmap
Version: 1.0
Contact address type: tel / SIP URI
Tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
service.ims.icsi.gsma.sharedsketch”
Shared Sketch Service Serv_lce—_|d: o_rg._39pp.urn:urn-7:3gpp—
ID service.ims.icsi.gsma.sharedsketch
Version: 1.0
Contact address type: tel / SIP URI
Tag +0.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.chatbot";+g.gsma.rcs.botversion="#=1"
Chatbot Communication Service Serv.lce-.ld: 9rg.§gpp.urn:urn-7:39pp-
ID application.ims.iari.rcs.chatbot
Version: 1.0
Contact address type: tel / SIP URI
Tag +g.gsma.rcs.isbot
Chatbot role Service | Service-id: org.gsma.rcs.isbot
ID Version: 1.0
Contact address type: tel / SIP URI
PlUG-inS Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
g application.ims.iari.rcs.plugin”
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RCS service

Service | Service-id: org.3gpp.urn:urn-7:3gpp-
ID application.ims.iari.rcs.plugin

Version: 1.0
Contact address type: tel / SIP URI

Table 9: Complete SIP OPTIONS tag and Presence Service ID usage for RCS

NOTE: Unless specified in other sections (e.g. section 2.4.4), the new tags defined
in this section are defined for use in SIP OPTIONS exchanges only and the
standard tags defined in the supporting PRDs and endorsement documents
shall be used to identify the services in the rest of relevant SIP transactions.
It should also be noted that in some cases, the tags employed in the SIP
OPTIONS exchange match the standard tags.

When used in SIP OPTIONS exchanges these capabilities relating to In-Call Services
(Video Share, Shared Map, Shared Sketch) shall only be sent during an active call and shall
be included only if the exchange takes place between the users in the active call.

Finally, when several IARI tag values or several ICSI tag values are included in a SIP
OPTIONS request, consistently with [RFC3840], IARI tag values or ICSI tag values shall be
concatenated using commas as shown in the example below:

+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im,urn%3Aurn-7%3A3gpp-
application.ims.iari.rcse.ft"

Table 10: IARI tag concatenation format example
26.1.3.1 Future extensions to the mechanism

In addition to the aforementioned services and to allow:

e A Service Provider (or group of Service Providers) to deploy additional services
which can benefit from the RCS discovery mechanism, an additional tag and Service
ID format is defined.

NOTE: A Service Provider may deploy Extensions as a third-party.

For this purpose, following Capability Identifiers have been identified:

RCS service Tag
Service Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
Provider application.ims.iari.rcs.mnc<mnc>.mcc<mcc>.<service name>"
speglflc Service-ID Service-ld: org.3gpp.urn:urn-7:3gpp-
service

(based on IARI) | application.ims.iari.rcs.mnc<mnc>.mcc<mcc>.<service name>
Version: Service Provider choice

Service-1D Service-1d: org.openmobilealliance:<RCS service
(based on OMA | hame>.mnc<mnc>.mcc<mcc>.<service extension>

scheme) Version: Service Provider choice

Table 11: Feature Tag and Presence service tuple proposal for future lines of work
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When using the OMA scheme for the Service ID, Service extension patterns including
‘mnc<mnc>.mcc<mcc>" may be registered with OMNA, if a service provider wishes to
reserve the values in order to avoid any future collisions with new services (extensions, or
new OMA services).

For Service Provider Extensions, the service hame is decided by the each Service Provider.
The only requirement for a Service Provider following this approach is to include these tags
in the relevant interoperability agreements with other Service Providers.

Examples of service extensions for Service Providers:
e OPTIONS tags:

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.mnc001.mcc214.serviceA"

e +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari
rcs.mnc680.mcc310.serviceB"

e Service-id for extension(s)

e to Chat with the OMA scheme:
org.openmaobilealliance:ChatSession.mnc072.mcc01
OR
org.openmobilealliance:ChatSession.mnc072.mcc01.myGCFlavorl AND
org.openmobilealliance:ChatSession.mnc072.mcc01.myGCFlavor2

e Using IARI:
org.3gpp.urn:urn-7:3gpp-
application.ims.iari.rcs.mnc01.mcc072.sfgroupchatMyFlavor

2.6.1.3.2 Chatbot indicators

2.6.1.3.21 Chatbot indicators for SIP OPTIONS
A Chatbot Platform supporting capability exchange via SIP OPTIONS:

e shall not include the Chat IARI value as defined in Table 9 in any SIP OPTIONS
request or response that it generates to avoid interaction with other RCS services;
¢ shall include in any SIP OPTIONS request or response that it generates :

e the Chatbot role as defined in section 3.6.2.3;
e the Chatbot IARI value as defined in section 3.6.2.1;
¢ the Chatbot application version as defined in section 3.6.2.2.

A client that supports the Chatbot service shall include the Chatbot application related
feature tags as defined in section 3.6.2.1 and section 3.6.2.2 during capability discovery via
SIP OPTIONS.

Non-normative examples:

o Contact header of a SIP OPTIONS request or response sent from the Chatbot
Platform:
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Contact:<sip:foo.bar@botplatform.domain;+g.3gpp.iari-ref="urn%3Aurn-
T7%$3A3gpp-—
application.ims.iari.rcs.chatbot";+g.gsma.rcs.botversion="#=1";+g.gsm
a.rcs.isbot

e Contact header of a SIP OPTIONS request or response sent from the client:

Contact:<sip:foo.bar@domain>;+g.3gpp.icsi-ref="urn%$3Aurn-7%3A3gpp-
service.ims.icsi.cpm.session";+g.3gpp.iari-ref="urn%$3Aurn-7%$3A3gpp-
application.ims.iari.rcs.chatbot";+g.gsma.rcs.botversion="#=1"

2.6.1.3.2.2 Chatbot indicators for Presence
A Chatbot Platform supporting capability exchange via presence:

o shall not publish the service-id for Chat as defined in Table 9 to avoid interaction with
other RCS services.

¢ shall publish the service-id for Chatbot role as defined in Table 9.

¢ shall publish the service-id for Chatbot Communication as defined in Table 9.

A client that supports the Chatbot service shall publish the Chatbot Communication Service
as defined in Table 9.

2.6.1.4 Interworking between the different mechanisms

2.6.1.4.1 Coexistence between the discovery mechanisms via network interworking

When Service Providers use presence as the discovery mechanism, interoperability is
achieved between such a Service Provider and those Service Providers who have selected
SIP OPTIONS as the default discovery mechanism by bi-directional network based
interworking.

Specific network interworking function requirements are contingent upon the service
discovery modes and policies of each service provider. At the Service Provider’s discretion,
an interworking function can be implemented in the network to:

e Answer incoming SIP OPTIONS requests based on the Presence Server information
(Figure 4).

o Convert SIP ANONYMOUS SUBSCRIBE requests into SIP OPTIONS requests
(Figure 5).
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Figure 4: Capability interworking via network: Options request
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Figure 5: Capability interworking via network: Presence request

NOTE: Figure 4 and Figure 5 do not specify whether the IWF is deployed:

o Inthe Originating IMS network or
o Inthe Terminating IMS network or
o In the Inter-Network region.

All of the above are valid architectural options. NNI impact is not uniform and
is a function of the architecture selected. While the details surrounding the
specific architecture and functionality of an IWF are left to the Service
Provider, it is recommended that impact at the UNI should be minimal and as
transparent as possible.
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The successful deployment of network IWF capabilities must provide an environment where
all RCS devices exchange capabilities information without requiring additional functionality
or logic at the client (i.e. no UNI impact).

The following additional guidelines are provided regarding the implementation of an IWF
function:

o If either Service Provider has a heterogeneous network from a capabilities discovery
mode perspective, this must be factored into the IWF architecture.

e The Service Provider implementing an IWF must consider policy aspects of the
functionality. This includes any decisions to filter or transform service capabilities
across the IWF.

o Domain/Service Provider based policies; i.e. specific services are configured to
be exposed based on the destination domain.

e Service level policies: specific services, including Service Provider proprietary or
other specialised services that may be filtered from exposure to any external
domains.

e User based policy; including privacy or other subscriber level policies.

26.1.4.2 Interworking with networks that disable Capability Discovery

When the Service Provider disables the capability discovery mechanism the network shall at
the NNI still accept SIP OPTIONS requests for the capabilities of its users and return a SIP
200 OK including any of the agreed interworking service tags which are supported by User
B as described in Table 9. If User B is currently not registered or is not a RCS user, the
network shall respond in accordance with section 2.6.1.1 Capability discovery process
through SIP OPTIONS message.

2.6.2 Handling of Capabilities

The enablers discussed in section 2.6.1 provide indications on the following

e capability information (i.e. whether a contact supports a service) and
e service availability information (i.e. whether a contact is currently likely in conditions
that allow successful establishment of the service)

The Presence based mechanism provides this information using the presence service
descriptions as described in section 2.6.1.2 which would indicate just service availability
from which capability information can be derived (i.e. if a service is currently available for
use with a contact, that contact is assumed to support the service). For SIP OPTIONS, a
similar approach shall be followed, but there the use of the “automata” tag allows to indicate
that a contact supports a service (i.e. capability information) without indicating service
availability as described in section 2.6.1.1.

Capability information and service availability information obtained through the capability
exchange enablers will be cached on the device. Within this cache, different expiry policies
are applicable for capability information and service availability. The configuration
parameters controlling this are described in section A.1.9.
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When encountering an event related to a contact that does not correspond to the cached
capability information of that contact, a client shall refresh those cached capabilities by
initiating a Capability Discovery and Service Availability request. This shall be done when:

e A 1-to-1 SIP request to an RCS enabled contact results in a SIP 404 response or

e A Geolocation Push or File Transfer via HTTP request is received from a contact for
which the corresponding capability wasn'’t part of the cache or

e A SIP OPTIONS request carrying at least one RCS feature tag is received from a
non-RCS contact.

e A contact initiates an enriched calling pre-call, post-call or in-call service for which
the corresponding capability wasn’t part of the cache

NOTE: Reception of a Chat or Standalone Message from a non-RCS contact is not
included because that could be the result of interworking. An IP Video Call
from such a contact is excluded because that may come from a user that
only supports IP Video Call.

2.6.2.1 Service Provider Controlled Service Capabilities Handling

The following items can be configured subject to the Service Provider’s policies (see section
A.1.9):

1. An expiry of the capabilities for a specific RCS or non-RCS contact through respectively
the CAPABILITY INFO EXPIRY and the NON RCS CAPABILITY INFO EXPIRY client
configuration parameters.

NOTE: Chatbots are considered to be RCS contacts.

2. An expiry of the service availability information for a specific RCS contact through the
SERVICE AVAILABILITY INFO EXPIRY client configuration parameter.

3. The Contacts with a telephone number-based address considered for the capability
discovery depending on their prefix through the CAPABILITY DISCOVERY ALLOWED
PREFIXES client configuration parameter.

This will allow to control among others the maximum time before a client will discover that
one of the contacts is now RCS capable

2.7 RCS protocols

The following table summarises the list of protocols employed by RCS clients. It must be
noted that the choice among the options presented will not affect Service Provider
interoperability:
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Protocol name

Description

Transport layer

Secure transport

layer/protocol

Session initiation
protocol (SIP)

Client-IMS core
signalling protocol

User Datagram
Protocol (UDP) over
IP or Transmission
Control Protocol
(TCP) over IP

SIP over Transport
Layer Security (TLS) or
IP Security (IPsec)

Message Session Chat messages, TCP/IP MSRP over TLS

Relay Protocol media (pictures) and

(MSRP) file exchange protocol

Real-time protocol Real Time Media UDP/IP Secure RTP (SRTP)

(RTP) (voice and video) (see [RFC3711))
exchange

Hyper Text Transfer XML configuration TCP/IP Hyper Text Transfer

Protocol (HTTP) access protocol Protocol Secure
(XCAP) transactions (HTTPS)

HTTP configuration
mechanism

File Transfer

Access to Message
Store Server

Chatbot information
query

Service Provider
Chatbot directory
query

Retrieval of the lists of
Chatbots requiring
specific management
Plug-ins initial Catalog
retrieval or refresh

Table 12: RCS protocols

According to [RFC3261], RCS clients shall support both SIP/UDP (User Datagram Protocol)
and SIP/TCP (Transmission Control Protocol). The choice of whether both are used or only
TCP is used to transport the signalling data belongs to each Service Provider and is

”

controlled by the configuration parameters “psSignalling”, “psSignallingRoaming” and
“‘wifiSignalling” in [PRD-RCC.15] section 2.2.2.2.

NOTE:

The “psSignallingRoaming” parameter is defined as a temporary

workaround to address PS roaming related issues identified in live
deployments.

Regarding the impact of Network Address Translation (NAT) traversal in the different
protocols involved in RCS, the following considerations shall be taken into account:

¢ Regarding the SIP protocol:
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e For

Carriage Return Line Feed (CRLF) keep-alive [RFC6223] support is
MANDATORY when only SIP/TCP or SIP/TLS is used by the RCS client and
SIP/UDP is not used. Section C.1 describes how both client and server could
initiate the sending of the keep alives.

Simple Traversal of UDP through NATs (STUN) keep-alive [RFC6223] support is
RECOMMENDED when SIP/UDP is used by the RCS client as it allows network
capacity optimization.

An RCS client using SIP/UDP:

¢ Shall support symmetric signalling (That is the IP and port combination used
to send SIP messages is the same as the one used to receive SIP
messages).

¢ Shall perform TCP switchover for large SIP messages.

handling Message Session Relay Protocol (MSRP) sessions, the RCS MSRP

endpoints shall support:

[RFC6135]: “The Alternative Connection Model for the Message Session Relay
Protocol (MSRP)”

The mechanisms described in section 2.7.2 regarding session matching for
MSRP.

For NAT traversal for MSRP, keep alives (i.e. empty MSRP packets) are not
necessary. If the TCP connection is torn down because of inactivity, the MSRP
session is torn down, and a new SIP INVITE request to set up a new MSRP
session is sent the next time a message is to be sent.

¢ Regarding NAT traversal of Real-Time Transport Protocol (RTP) sessions, the RCS

clie
e For

nt should implement the mechanism described in section 2.7.1.
HTTP, no specific mechanisms are mandated in the current specification to

support NAT traversal.

The support of Transport Layer Security (TLS) based or IP Security (IPsec) based protocols
to secure the signalling and TLS based for MSRP protocol or Secure Real-Time Transport
Protocol (SRTP) for RTP protocols to secure media exchanges is recommended particularly
for those scenarios where the data is carried over a network outside the Service Provider
domain (i.e. Wi-Fi access). For more information on access security, see section 2.12.

NOTE:

To ensure interoperability of all RCS capable devices across different
Service Provider networks, the list of preferred options for the transport and
security for the signalling and media protocols is included in the
configuration parameters as defined in [PRD-RCC.15], section 2.2.2.2.
Consequently, a Service Provider provides this information as part of the
first-time or re-configuration scenarios described in section 2.3.

2.7.1 RTP and NAT traversal

As mentioned previously, an RCS client must implement several mechanisms to avoid the
negative impact of NAT traversal, which can both occur when connecting over:
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PS: Mainly due to the scarcity of IPv4 public addresses and proxying performed at
APN level, or,

Wi-Fi: In this case, due to the fact that the network topology between the access
point and the Internet may vary between deployments.

To combat the negative effects of NAT traversal on the RTP protocol, the RCS client:

v9.0

Shall support a keep-alive mechanism to open and maintain the NAT binding alive
regardless of whether the media stream is currently inactive, send-only, receive-only
or send-receive. The recommended standard keep-alive mechanism is an empty (no
payload) RTP packet with a payload type of 20 (as per [3GPP TS 24.229)).

SHALL when sending empty packets instead of using STUN and it is about to
receive a Video Stream send these dummy RTP packets at a high rate
(recommended rate: 50 to 100ms) from the moment the SIP INVITE request is
received (or the 180 RINGING is sent) in bursts sent regularly (a 1 second burst
every 15 seconds is recommended). This shall be done until one of the following
conditions is met:

e The first RTP packet of a Video Stream is received, or,

e The client starts streaming itself in case of a bi-directional RTP stream, or,

¢ Afinal response is sent on the SIP INVITE request. In case this final response
is a 200 OK response, the client shall continuously send the dummy RTP
packets until either the first RTP packet of a Video Stream is received or the
client starts streaming itself in case of a bi-directional RTP stream.

Once the first RTP packet is received the dummy packets shall be sent at a lower
rate (a transmission every 15 sec is recommended) for the remainder of a uni-
directional session or not at all in case the RTP stream is bi-directional.

If the first frame is not an I-Frame or Network Abstraction Layer (NAL) unit
carrying a Sequence Parameter Set (SPS) or Picture Parameter Set (PPS), the
receiving client SHALL send a Real-Time Transport Control Protocol (RTCP) Full
Intra Request (FIR) (see [RFC5104], section 4.3.1) to the sender.

SHALL reset the encoder as specified in [RFC5104] when receiving an RTCP
FIR, and send SPS, PPS (if not provided in the SDP) and an I-Frame to the
receiver.

Shall use symmetric media (that is use the same port number for sending and
receiving packets) as defined in [RFC4961] mechanism which is summarized below:

When an invitation for Video Share is received and accepted, the 200 OK
response contains a SDP body containing all the necessary fields (including the
destination port) for the sender to send the RTP packets.

Immediately after sending the 180 Ringing response, the receiver will send a
keep-alive packet back to the sender to secure the timely setup of the media
path:

The source port shall be identical to the one included in the m field of the SDP
payload inside the 200 OK response.
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e The destination port shall be identical to the one included in the m field of the
SDP payload inside the SIP INVITE message.

e The sender should allow enough time for the media path to be secured.
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Figure 6: RTP symmetric media path establishment

NOTEL: as a general recommendation, User A should also send a keep-alive once it
receives the SDP from the other side.

e Shall use the RTCP:

The symmetric media procedure described for the RTP protocol is, in general,
applicable to any UDP stream. As the usage of RTCP is also mandatory, an
analogous mechanism shall be implemented to prevent any RTCP streams from
being blocked. Therefore, the symmetric media procedure described in this section
for RTP is also applicable to RTCP and shall be employed (that is a dummy packet is
sent by the receiver to secure the RTP flow and a second one is used to secure the
RTCP flow). Also the sender device/client shall send a dummy packet when the
session is established to secure the RTCP flow on their side and ensure the
reception of any RTCP RR (Receiver Report) sent by the receiving side. The dummy
packet format recommended for establishing the RTCP flow is an empty RTCP RR
or empty RTCP SR (Sender Report).

NOTEZ2: For a VoLTE/VoWiFi enabled device, RTCP usage for a voice session shall
be as defined in section 3.2.4 of [PRD-IR.92]
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2.7.2 MSRP session matching

For all services using MSRP, an RCS client shall set up MSRP sessions as per [RCS-CPM-
CONVFUNC-ENDORS].

2.7.3 SIP Issues

1. An RCS client should use a random originating SIP signalling port of the range 1025-
65535. If the selected port is not available, the next port number shall be used for this
session.

2. An RCS client shall build its SIP contact address to be unique. A recommended way to
do so is to use a hashed value of the +sip.instance tag as user part of the URI of the
contact address.

3. For an incoming request, an RCS client should verify that the Request-URI matches the
URI of its registered contact address. If not, the Request-URI shall be considered an
unexpected address and the request shall be rejected as per [RFC3261] section 8.2.2.1.

2.8 RCS and Access Technologies
2.8.1 RCS and Cellular/EPC-integrated Wi-Fi Access
2.8.1.1 Access used by RCS in relation to VoLTE/VoWiFi

A device providing all RCS services (i.e. including VOLTE/VILTE or VoWiFi) shall support
the procedures described in [PRD-NG.102]. These procedures are dependent on the RCS
VOLTE SINGLE REGISTRATION configuration parameter defined in section A.1.6.

2.8.1.2 LTE Radio Capabilities

Radio bearers, UE Discontinuous Reception (DRX) and Discontinuous Transmission (DTX)
modes of operation, Radio Link Control (RLC) configurations, and Guaranteed Bitrate
(GBR) and Non-Guaranteed Bitrate (NGBR) services and GBR Monitoring Function are all
as specified in [PRD-IR.92] for devices enabled for VOLTE. None of this is applicable to
other devices and access networks other than Long Term Evolution (LTE).

2.8.1.3 Bearer aspects

For all IMS traffic, the following applies for an RCS device configured for VoLTE/VoWiFi:
e For LTE bearer management see section 4.3 of [PRD-IR.92] respectively.
For all RCS IMS traffic, the following applies:

o For a device enabled for VOLTE: LTE QCI (QoS class identifier) 8 and 9 shall be
supported so that either may be used for MSRP traffic.

e For a device using the IMS APN for RCS (see section 2.8.1.4): LTE QCI (QoS class
identifier) 8 and 9 shall be supported so that either may be used for MSRP traffic.

o For other devices: no requirements.

2.8.1.4 APN and roaming considerations

General technical guidelines on how roaming is handled for the RCS services shall follow
[PRD-IR.65].
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Guidance given for RCS and access technologies as documented in section 2.8 are
applicable also in the roaming scenarios. Specific roaming considerations for the different
RCS device types (as specified in section 2.2):

o All services on a primary device enabled for VOLTE, shall follow the general rules as
per [PRD-IR.88], APN usage as per [PRD-NG.102].

e All services on a primary device enabled for VoWiFi shall follow the general rules as
per [PRD-IR.61], APN usage as per [PRD-NG.102].

e Other devices: no specific requirements.

The APN to be used to access the RCS services’ depends on the capacity of the device
and the network to support an IMS APN as per [PRD-IR.88], on the device configuration
and on the client type (see section 2.2):

¢ When the device is configured for VoLTE or VoWiFi, an embedded client shall use
the APN indicated in [PRD-NG.102].

e For an embedded client on other devices, the behaviour shall depend on the setting
of the RCS VOLTE SINGLE REGISTRATION (see section A.1.5) and NO MSRP
SUPPORT configuration parameters (see section A.1.11):

NOTE: The RCS VOLTE SINGLE REGISTRATION configuration parameter is
used in this case even if there is no VOLTE registration from the device
because the required behaviour is similar.

e The IMS APN shall be used to access the RCS services when the device is
configured through the RCS VOLTE SINGLE REGISTRATION configuration
parameter defined in section A.1.5 to use a single registration approach.

e The Home Operator Services (HOS) APN shall be used to access the RCS
services when the device is configured through the RCS VOLTE SINGLE
REGISTRATION configuration parameter defined in section A.1.5 to use a dual
registration approach.

¢ When roaming on a network that is listed in the NO MSRP SUPPORT
configuration parameter (see section A.1.10), the client shall ignore the value of
the RCS VOLTE SINGLE REGISTRATION configuration parameter when
selecting the APN to use. The client shall use the HOS APN if obtained through
client configuration; otherwise, the client shall use the Internet APN&,

NOTE1: In the longer term, the visited network should indicate to the UE whether
MSRP support is available. Until this is standardized, the NO MSRP
SUPPORT configuration parameter is used.

NOTE2: When roaming on a network where the device cannot access a local IMS
APN (e.g. no VOLTE roaming agreement is in place), a client configured to

7 This section only covers the APN behaviour for RCS services. These settings shall not be taken into
account for the usage of other APNs by non-RCS services.

8 By internet APN, we understand the default APN configured by the Service Provider to provide
Internet connectivity on the device
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use the IMS APN will, by using the IMS APN, automatically access RCS
through the home network’s IMS APN with the telephony service using the
Circuit Switched network. If no IMS roaming agreement is in place, the
visited network would degrade any requested QoS based on local
configuration, as per normal procedures in the MME for any APN as
specified in [PRD-IR.88]. The operator could optionally have a QoS data
roaming agreement to ensure that QCI=5 for the IMS APN is allowed in the
visited network and that either QCI=8 or QCI=9 for MSRP will be allowed on
the IMS APN. If the appropriate QCI bearer cannot be set up for MSRP
when on LTE access, MSRP traffic will be on the default QCI=5 bearer
unless prevented by the terminal or network.

To support traffic from non-RCS applications (e.g. generic internet access) in this
case the device and network shall support other APNs to be active simultaneously.

For an embedded client, the APN to use for HTTP and XCAP shall be the HOS APN
as defined in [PRD-IR.88]. The HOS APN can be configured to be, or by default be,
the device’s generic data access APN (i.e. the internet APN?). The network should
use the HOS APN when providing the RCS client with its configuration, in order to
prevent unwanted data charging for client provisioning traffic.

It is out of scope of this specification how the HOS APN is configured on the device.
o Downloadable clients shall use the internet APN.

2.8.1.5 Data Off

Users can switch cellular data usage off locally on their device. To allow the operator to
offer IR 92 / IR 94 and RCS services to their customers even in these use cases, the data
off switch shall have an operator configurable impact on the device connectivity. The service
provider should ensure a good service experience if IP service usage is allowed although
the data switch was set to off by the end user. The parameters to do so are introduced in
section A.1.14 and are applicable for primary devices when RCS is not using the internet
APN (see section 2.8.1.4).

When the cellular data switch is switched off and as a consequence, a service is disabled
according to the configuration in section A.1.14, the client shall not include the
corresponding tags and service identifiers in the registration and capability exchange.

When according to the configuration defined in section A.1.14 all RCS services being
relevant for capability discovery are disabled when the cellular data switch is switched off
(i.e. all of RCS MESSAGING DATA OFF, FILE TRANSFER DATA OFF, CONTENT SHARE
DATA OFF and PRE AND POST CALL DATA OFF are setto 0 or are set to 2 and the
device is connected to a cellular network other than the HPLMN or the parameters are not
relevant because the corresponding service is not available on cellular networks), a client
shall also disable the capability exchange when needing to use cellular networks to provide
those services and cellular data is switched off. In those circumstances, a client shall neither
send capability exchange requests nor respond to such requests (allowing them to time-out
in the network).
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When according to the configuration defined in section A.1.14 all IMS services are disabled
when the cellular data switch is switched off (i.e. all of RCS MESSAGING DATA OFF, FILE
TRANSFER DATA OFF, SMSOIP DATA OFF, CONTENT SHARE DATA OFF, PRE AND
POST CALL DATA OFF, VOLTE DATA OFF and IP VIDEO CALL DATA OFF are setto 0
or are set to 2 and the device is connected to a cellular network other than the HPLMN) or
are not relevant because the corresponding service is not available on cellular networks and
provided the client does not offer any other IMS services beyond the scope of VOLTE and
RCS, a client shall not register in the IMS when needing to use cellular networks to provide
those services and cellular data is switched off. In this case, if the device is in LTE
coverage, the device shall either connect to 2G/3G network access only or in LTE keep a
data connection over which no data is sent if no other data connection is required/available
for the Circuit Switched Fall Back and SMS over SGs to happen.

For services using non-IMS protocols having no data connection at the time of disabling, no
additional actions are required by the client. If disabled by Data off configuration the service
will not be available at the time of invocation.

For services using non-IMS protocols and having a data connection active at the time of
disabling, the ongoing session or transaction shall be terminated.

2.8.1.6 Summary of conditions and parameters that control the access network
used

The combination of the switches, configuration parameters and coverage conditions
introduced to control the connection through which the service is delivered leads to the
behaviour described in Table 13:
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Telephony  Wi-Fi Registration RCS Cellular Used network for
coverage Coverage approach following Service Data RCS*?
from RCS VOLTE in Data Switch
SINGLE
REGISTRATION?® and
NO MSRP
SUPPORT??
1 VOLTE N/A Single Registration N/A On Cellular (IMS APN)
2 VOLTE N/A Single Registration On Off Cellular’3(IMS APN)
3 VOLTE N/A Single Registration Off Off None (RCS
unavailable)!3
4 CS No Single Registration N/A On Cellular (IMS APN)
CSs No Single Registration On Off Cellular (IMS APN)
CS No Single Registration Off Off None (RCS
unavailable)
7 CSs Yes Single Registration N/A N/A Non EPC-integrated
Wi-Fi
8 VoWiFi Yes Single Registration N/A N/A EPC-integrated Wi-Fi
VOLTE or No Dual Registration N/A On Cellular (HOS APN)
CSs
10 | VoLTE or No Dual Registration On Off Cellular (HOS APN)
CSs
11 | VoLTE or No Dual Registration Off Off None (RCS
CSs unavailable)
12 | VOLTE, Yes Dual Registration N/A N/A Non EPC-integrated
VoWiFi or Wi-Fi
CSs
9See A.1.6.2

10 Dual registration is used when the RCS VoLTE SINGLE REGISTRATION configuration parameter
is configured to 0, when RCS VOLTE SINGLE REGISTRATION configuration parameter is configured
to 2 and the device is roaming and when roaming on a visited network that is listed in the NO MSRP
SUPPORT configuration parameter. Otherwise single registration is used.

11j.e. at least one of RCS MESSAGING DATA OFF, FILE TRANSFER DATA OFF, CONTENT
SHARE DATA OFF and PRE AND POST CALL DATA OFF as defined in A.1.14 is setto 1 or it is set
to 2 and the device is attached to the HPLMN or IP VIDEO CALL DATA OFF defined in A.1.14 is set
to 1 oritis setto 2 and the device is attached to the HPLMN on a device that is not enabled for
VOLTE.

12 j.e. for traffic related to Standalone Messaging, 1-to-1 Chat, Group Chat, File Transfer, Video
Share, RCS IP Voice Call, RCS IP Video Call and Extension to Extension traffic as defined in section
3.2.2,3.2.3,3.2.4,3.25, 3.3, 3.4, 3.5 and Error! Reference source not found. respectively. VOLTE,
VILTE, SMSover IP and MMS always use the cellular network.

13 Case assuming VoLTE remains switched on when data is off. If not, available cellular coverage is
assumed to be CS.
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Telephony  Wi-Fi Registration RCS Cellular Used network for
coverage Coverage approach following Service Data RCS*?
from RCS VOLTE in Data Switch
SINGLE
REGISTRATION?® and
NO MSRP
SUPPORT??
13 None No N/A N/A N/A None (RCS
unavailable)
14 None Yes N/A N/A N/A Non EPC- integrated
Wi-Fi

Table 13: APN configuration proposal for data traffic and roaming
2.8.2 Other access networks

In addition to the cellular PS access networks described in section 2.8.1, the RCS
framework and services can be used over any IP access over which the Service Provider’s
IMS core and application servers can be reached, provided that it offers sufficient bandwidth
and an acceptable latency. Section 2.4 details when such networks can be used and how to
use RCS through them. Section 2.6.1.3 provides a guideline for which services can be used
when connected through different types of access networks including broadband access.

2.9 End User Confirmation Requests

RCS clients shall support the End User Confirmation Request enabler as defined in [PRD-
RCC.15] section 3.1.

2.10 Multidevice support
2.10.1 Overview

As shown in section 2.8.2, the use of a broadband access client leads to the possibility of
the user having multiple devices that share the same (public) identity, a MSISDN for
instance. This multidevice environment allows a user to answer a call or respond to a
message from a device/client that suits their purpose.

The general communication behaviour in this environment is that when the recipient has
multiple devices/clients in use and a call or a message is received every recipient’s device
will alert. The recipient may then respond to the call or to the message from any of their
devices; whichever device is the best for the current situation. In addition, when the
recipient accepts or rejects a call from any of the devices, all the other devices will stop
alerting.

To achieve this, an RCS client shall send a SIP 603 Decline response to the invite request
when an RCS User explicitly declines a session invitation for a SIP session based service
like for example an IP Voice Call and Video Share. According to [3GPP TS 24.229] and
[RFC3261] both such a rejection and an acceptance will result in a SIP CANCEL request
sent by the Serving Call Session Control Function (S-CSCF) to the other devices of the user
that have not yet accepted nor rejected the invitation. In both cases, the requests may carry
a Reason header field as specified in [RFC3326] that is populated with the proper SIP
response code values (as per [3GPP TS 24.229)), in this case either the cause=200 or
cause=603 values.
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If the user device has accepted the INVITE with a 200 OK, then the S-CSCF should set the
Reason header field with SIP protocol and the protocol-cause set to 200 along with an
optional protocol-text (e.g. SIP;cause=200;text="Call completed elsewhere").

In case one device has sent a 603 Decline then the S-CSCF should set the cause=603
along with an optional protocol-text (e.g. SIP;cause=603;text="Decline"), in either SIP
CANCEL and/or SIP BYE, towards the remaining user devices.

When a client receives a SIP CANCEL request containing a Reason Header field with the
protocol set to “SIP” and the protocol-cause set to 200, a client may for example use this
information to indicate to the user that the session was accepted on another device (rather
than as for example a missed call).

As a fallback for legacy services where this general communication behaviour cannot be
realised, a call or message might be directed to a certain device.

2.10.2 Addressing of individual clients

Any Application Server (e.g. a Messaging Server or OPTIONS AS) can address an
individual RCS client using information received with the third party registration (using the
sip.instance feature tag).

The sip.instance feature tag and value shall be used as the device identifier. The client shall
include the sip.instance feature tag in the Contact header with the same instance-id value in
any non-REGISTER request and responses that it sends where including a Contact header
is possible, to allow identification by an application server.

2.11 Interconnect principles and guidelines

The Service Provider's IMS NNI shall follow the provisions in [PRD-IR.65] sections 3, 4, 5
and 6.

The Service Provider's RCS NNI shall follow the provisions in [PRD-IR.90]. The
implementation could be any of the three connectivity options for RCS NNI defined in [PRD-
IR.90].

2.12 Access Security
2.12.1 IMS Security
2.12.1.1 Access Signalling Security Methods

Several SIP signalling access security and authentication methods are specified in [3GPP
TS 33.203] and [3GPP TS 24.229] for access to the IMS core and IMS based services such
as RCS. The applicability and choice of method is highly dependent on the RCS client and
access type (e.g. trusted or untrusted) including what is supported or required by the IMS
core.

2.12.1.1.1IMS AKA with IPsec

IMS AKA with IPsec is the preferred long-term approach in IMS for access signalling
security from a cellular PS network. Such access requires the IMS client device to possess
an AKA based credential (e.g. Universal SIM (USIM)/IP Multimedia Services SIM (ISIM))
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and support the “ipsec-3gpp” procedures specified in [3GPP TS 33.203] and [3GPP TS
24.229].

IMS AKA with IPsec is the access signalling approach specified for Voice over LTE (VOLTE)
([PRD-IR.92]).

2.12.1.1.2 SIP Digest Authentication and TLS

SIP Digest is a username and password challenge based authentication (based on HTTP
Digest) which is suited for broadband access to IMS or for RCS clients which do not
possess AKA based credentials (e.g. xSIM) or do not support IMS AKA based IPsec. SIP
Digest is widely implemented in Internet Engineering Task Force (IETF) based SIP clients
and is often deployed with TLS. Support for SIP Digest with and without TLS is specified in
[BGPP TS 33.203] and [3GPP TS 24.229] for access to IMS from “non-3gpp” defined
access networks (e.g. broadband/fixed access networks).

In RCS, a client is enabled for SIP Digest authentication by the Service Provider via the
client configuration parameter IMS Mode Authentication Type defined in section 2.2.1.2 of
[PRD-RCC.15].

When an RCS client is enabled for SIP Digest authentication, then the client shall use the
configuration parameters defined in section 2.1.2.2 of [PRD-RCC.15] and section A.1.6.1 of
the current document to populate the Authorization header field parameters for
authentication in accordance the rules and procedures of section 5.1.1 of [3GPP TS 24.229]
for IMS registrations using SIP Digest as follows:

e The private user identity for the "username" Authorization header field parameter
shall be taken from the value of the configuration parameter Realm User Name
defined in section 2.2.1.2 of [PRD-RCC.15].

¢ The domain name of the home network for the "realm" Authorization header field
parameter shall be taken from the value of the configuration parameter Realm
defined in section 2.2.1.2 of [PRD-RCC.15].

o The SIP URI of the domain name of the home network for the "uri" Authorization
header field directive shall be taken from the value of the configuration parameter
Home_network_domain_name defined in section A.1.6.1.

¢ For the initial registration using SIP Digest the client shall populate the value of the
Authorization header field "response" as defined in section 5.1.1.2.3 of [3GPP TS
24.229] using

¢ the username taken from the value of the configuration parameter Realm User
Name defined in section 2.2.1.2 of [PRD-RCC.15],

e the password taken from the value of the configuration parameter Realm User
Password defined in section 2.2.1.2 of [PRD-RCC.15],

e the realm taken from the value of the configuration parameter Realm defined in
section 2.2.1.2 of [PRD-RCC.15],

¢ the URI taken from the value of the configuration parameter
Home_network_domain_name defined in section A.1.6.1.
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The IMS registration flow for SIP digest authentication is shown in Figure 7. In this example
flow, the RCS client is connected to the IMS core over a Wi-Fi internet broadband
connection.

UE User/Client A SP IMS Core
Broadband RCS AS
[Phonea[ LinC] [C”E"t Loqic} or PS NW [Presence Server][ XDMS ]

Phone connected to
Internat via Wi-Fi

 J

—————SIP REGISTER—-_._____-

| .
SIP 401 UNAUTHORIZED (Digest |
challenge)

Compute Digest response
using USER and PASSWORD

| _SIPp REGISTER (auth header: Digest
response) >

|
lg———SIP 200 OK——— |

Figure 7: Registration with SIP Digest Authentication

If digest authentication fails two times with a SIP 401 UNAUTHORISED response, the client
shall not attempt further registration attempts, but rather consider the current configuration
as invalid and force a reconfiguration using the procedures in chapter 2.3 the next time the
handset is rebooted.

If the client is enabled for the SIP Digest authentication type, then the use of SIP/TLS is
configured by the Service Provider via the access network specific transport signalling
configuration parameters defined in section 2.2.1.2 of [PRD-RCC.15].

The use of SIP Digest with TLS is recommended for access from untrusted access
networks (including WLAN with no encryption). TLS provides per message authentication,
integrity protection and encryption for SIP signalling. TLS with server side certificates also
provides authentication of the IMS core to the RCS client.

NOTE: This requires the client to possess a root or intermediate certificate of a
Certificate Authority (CA) that is in the certificate signing chain for the IMS
core’s (e.g. P-CSCF) TLS certificate.

When an RCS client is enabled to use SIP/TLS it should use the SIP TLS port obtained
through P-CSCF discovery procedures (e.g. through DNS SRV records [Service records]) or
configuration. However, if RCS client is not able to determine a SIP TLS port through these
means, it shall use the default SIP port for TLS as specified in [RFC3261].

The RCS client enabled to use SIP/TLS should first use the SIP security agreement (sec-
agree) [RFC3329] as specified in [3GPP TS 24.229] to first negotiate the use of TLS with its
SIP Proxy (P-CSCF). Alternatively, an RCS client may first try to establish a TLS session
with the SIP proxy (P-CSCF) before sending an initial SIP Register message which does not
include sec-agree for TLS. However, with this approach the S-CSCF may challenge
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subsequent non-Register messages with a 407 Proxy Authentication Required unless
configured to trust SIP Digest without signalling security indicated or if the P-CSCF is able
to provide this indication despite not using sec-agree.

NOTE: In both cases SIP proxy (P-CSCF) authenticates to the RCS client using a
TLS server certificate.

When SIP Digest is not used with TLS, the IMS core may require non-REGISTER SIP
requests to be authenticated using the same SIP Digest challenge mechanisms used during
registration. However, in this case the SIP digest challenge is sent in a 407 (Proxy
Authentication Required) response. An RCS client that receives a 407 (Proxy Authentication
Required) response shall respond by sending an authenticated SIP request which includes
a Proxy Authorization header with the digest response. The RCS client shall cache the
digest challenge data (e.g. server nonce) for use in authenticating subsequent SIP requests
using a nonce-count value (for replay protection) as per [RFC7616] and including a Proxy
Authorization header with an updated digest response. This avoids the need for the IMS
core to challenge each SIP request before the authentication data expires. Once the digest
authentication data expires, a new challenge will be issued.

NOTE: The IMS core may also support binding the RCS client’s IMS identities
authenticated during registration with a source IP address (and port if
[RFC5626] “SIP Outbound” is used). In such cases, the IMS core may not
require subsequent non-registration based SIP messaging to be
authenticated using SIP Digest if the identities and source addresses in the
messaging matches the binding obtained during the Digest authenticated
registration process.

2.12.1.2 Access Signalling Security Profiles for RCS

As there are several considerations which access signalling security method should be used
for access to RCS services, the following table defines authentication and access signalling
security mechanisms as per RCS device and access type.

Device Access Applicable Applicability and Suitability
Security
Methods
Mobile client not Cellular PS SIP Digest (with or | IMS AKA with IPSec may be used
configured for Access without TLS) or when supported by both device and
VOLTE/VoWiFi IMS AKA with the network.
IPsec SIP Digest with or without TLS is

used depending on (pre-
)configuration

access over SIP Digest (with or | IMS AKA with IPSec may be used

EPC-integrated | without TLS) or when supported by both device and
Wi-Fi IMS AKA with the network.
IPsec SIP Digest with or without TLS is

used in cases when pre-configured
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Applicable

Security

Applicability and Suitability

Methods

Non-cellular SIP Digest, SIP SIP Digest with TLS is recommended
broadband Digest with TLS or | over SIP Digest without TLS
(Wi-Fi) access | IMS AKA with SIP Digest with or without TLS is
IPsec used in cases when pre-configured
or when the mobile device does not
support IMS AKA for WLAN access
VOLTE/VoWiFi Cellular PS SIP Digest, SIP AKA credentials stored securely in a
configured mobile Access Digest with TLS or | UICC such as an xSIM. The method
client IMS AKA with used depends on the relation to the
IPsec!* as registration for VOLTE/VoWiFi (see

specified in [PRD-
NG.102]

NOTE: The
configuration to
any other method
is not possible.

[PRD-NG.102])

EPC-integrated | SIP Digest, SIP AKA credentials stored securely in a
Wi-Fi Digest with TLS or | UICC such as an xSIM. The method
IMS AKA with used depends on the relation to the
IPsec'* as registration for VOLTE/VoWIFi (see
specified in [PRD- | [PRD-NG.102])
NG.102]
NOTE: The
configuration to
any other method
is not possible.
Non-cellular SIP Digest, SIP SIP Digest with TLS is recommended
broadband Digest with TLS or | over SIP Digest without TLS
(Wi-Fi) access | IMS AKA with
IPsec?4.

SIP Digest with or without TLS is
used in cases when pre-configured
or when the mobile device does not
support IMS AKA for WLAN access.

Broadband Access
Enabled

SIP Digest or SIP
Digest with TLS

SIP Digest with TLS is recommended
over SIP Digest without TLS

SIP Digest is used for mobile devices
which do not support IMS AKA for
WLAN access.

Table 14: Access Signalling Security Profiles for RCS

14 Requires UDP encapsulation of IPsec for NAT traversal
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For RCS devices which can access the IMS core from both mobile and broadband/fixed
networks (e.g. Wi-Fi) a separate access signalling security method and corresponding
authentication credential may be required. If the security mechanism is not pre-configured
as per section 2.2.1.1.2 and 2.2.2.1.3 of [PRD-RCC.15], the RCS device negotiates the set
of security mechanisms using the SIP security agreement [RFC3329] as specified for IMS in
[BGPP TS 33.203] and [3GPP TS 24.229]. If the client is pre-configured with a specific
access signalling security mechanism, the client uses the signalling corresponding to this
security method in the initial registration procedure, and the IMS core determines (based on
signalling) which mechanism is being used/requested and then determines (based on
security policy) if the access signalling security method is allowed.

NOTE: The RCS device shall support a configuration option for each of these
profiles (where applicable).

2.12.1.3 Access Media Security
2.12.1.3.1Secure RTP (SRTP)

SRTP [RFC3711] may be used to provide per message authentication, integrity protection
and encryption for both RTP and RTCP streams involved in real-time video and voice
sessions. The use of SRTP is recommended for communications over any untrusted
network in which confidentiality (or lack of) is a concern. As an example, a voice or video
call over a Wi-Fi network (e.g. “Hot Spot”) without any WLAN (Wireless Local Area Network)
encryption is highly susceptible to eavesdropping.

The establishment and key exchange for SRTP in RCS shall be based on SDES (Session
Description Protocol Security Descriptions for Media Streams, cf. [RFC4568]) which is
transported within SDP, following the SIP SDP offer/answer model. SDES and SRTP
profiles for media security in IMS are specified in [3GPP TS 33.328].

NOTE: [BGPP TS 33.328] defines two modes of operation for SDES/SRTP: e2ae
(end-to-access edge) mode and e2e (end-to-end) mode. For the e2ae
mode, SDES is run between an IMS client and a SIP edge proxy, i.e. a P-
CSCF (IMS-ALG). An IMS access Gateway controlled by a P-CSCF (IMS-
ALG [Application Layer Gateway]) provides the SRTP termination for the
“Access Edge”. In the e2e mode, SDES and SRTP is transported end-end
between two end user clients.

An RCS client that supports SRTP and SDES and support e2ae mode shall indicate this
during the IMS registration according to [3GPP TS 24.229]. The P-CSCF (IMS ALG), if
supporting e2ae mode, indicates this to the UE as part of the IMS registration procedures
according to [3GPP TS 24.229]. The use of SRTP is enabled through the client
configuration parameters (see section A.2.7), and whether it is used or not can be
configured differently for Wi-Fi access and cellular access.

However not all end user clients may support SRTP. Therefore, the Service Provider's
network equipment should support e2ae mode. An RCS client that supports SRTP and
SDES shall also support e2ae mode.

When using SRTP/SDES, the RCS client can include preference of security mode to use in
accordance to [3GPP TS 33.328]. It is recommended that e2ae mode be used by the UE, if
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also indicated to be supported by the P-CSCF (IMS-ALG). Otherwise, the RCS client may
try e2e by not indicating any preference during the session setup.

NOTE: This does not exclude that the Service Provider network still may decide to
terminate the media security in the network (P-CSCF (IMS-ALG)).

For terminating sessions, when the UE has indicated support for e2ae SRTP/SDES in the
registration, the P-CSCF (IMS-ALG) shall behave as specified in [3GPP TS 24.229], i.e.
ensure that SRTP is used, and facilitate interworking from RTP to SRTP when needed.

For terminating session, when the UE has not indicated support for e2ae SRTP/SDES, the

P-CSCF (IMS ALG) decides based on local policy, whether to apply SRTP / SDES towards
the UE. A possible local policy is that the P-CSCF (IMS-ALG) invokes procedures related to
SDP and SRTP for Wi-Fi access, but not for cellular access.

NOTE: Enforcing SRTP/SDES on the terminating call leg towards a UE that does
not support SRTP/SDES will lead to the connection establishment failing,
which may be an issue for inbound roaming where the operator has no
control of what clients are used, or for cases where there are other (non-
RCS) clients in the same network that use RTP.

2.12.1.3.2MSRP

MSRP is used in many RCS services which involve the exchange of images, files and
instant messages (e.g. session based). Similar to RTP, MSRP is established through SDP
exchanges in SIP signalling and it relies heavily on the security provided in signalling. The
use of cryptographically strong random values appended to MSRP URIs exchanged within
SDP provides binding between the SIP and MSRP sessions and any identities exchanged
within SIP.

For RCS, the use of TLS mode as specified in [RFC4975] is recommended when MSRP is
transported over an unsecure network (e.g. Wi-Fi). Consequently, a client configuration
parameter to enable Message Session Relay Protocol over Transport Layer Security
(MSRPOTLS) is specified in [PRD-RCC.15], and whether it is used or not can be configured
differently for Wi-Fi access and cellular access.

The RCS client shall use self-signed TLS certificates to produce fingerprints (e.g. secure
hash) of the certificate which are exchanged during the SDP negotiation associated with the
invitation and MSRP establishment procedure. The certificate fingerprint used for MSRP
shall follow the same fingerprint mechanism specified in [RFC4572]. This binding of the
certificate fingerprint to SIP signalling relies on the underlying security and trust provided by
SIP signalling (e.g. IPsec, SIPOTLS (SIP over TLS), etc.). As a consequence, it is assumed
that MSRPOTLS connections shall only happen when combined with the use of encrypted
SIP signalling.

When using MSRPOTLS, and with the following two objectives allow compliance with legal
interception procedures, the TLS authentication shall be based on self-signed certificates
and the MSRP encrypted connection shall be terminated in an element of the Service
Provider network providing service to that UE. Mutual authentication shall be applied as
defined in [RFC4572].
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Since the alternative connection model for MSRP shall be supported as specified in
[RFC6135] (see section 2.7) the network will in some cases take the active role, and in
some cases take the passive role, in the establishment of the TCP connection. Each peer
(UE and network) shall take the same role (active or passive) in TLS as it took in TCP, so if
the network has taken the passive role in TCP, it will also act as TLS server, as specified in
[RFC6135]. When TLS is used, both endpoints shall exchange self-signed TLS certificates
and fingerprints, as specified in [RFC4572].

In RCS, and in accordance with [RFC4975], all UEs are mandated to support MSRPOTLS
as defined in [3GPP TS 24.229-rel12] with certificate fingerprints as defined in [3GPP TS
33.328]. For terminating sessions, the P-CSCF (IMS ALG) decides based on local policy
whether to apply MSRPOoTLS towards the UE. A possible local policy is that the P-CSCF
(IMS-ALG) invokes procedures related to MSRPOTLS for Wi-Fi access, but not for cellular
access.

2.12.2 OpenlD Connect

2.12.2.1 Overview

OpenID Connect provides a generic solution for user authentication independent from the
type of device and the access network. It encompasses authentication, authorization and
consent management for primary and secondary devices.

The procedures of OpenlID Connect shall be supported by the client for all RCS services
and cross service functionality using HTTP as access technology, i.e. for

¢ the client configuration based on the procedures defined in [PRD-RCC.14]
¢ File Transfer as defined in section 3.2.5
e the access to the Common Message Store as defined in section 2.12.3

2.12.2.2 OpeniD Connect Authentication Flow

The RCS client shall support the procedures of the OpenlD Connect Authentication Flow
using the Authorization Code Flow as defined in [OpenID Connect] as follows.

If the client has sent a HTTP request to an endpoint in the network providing one of the
RCS services or cross service functionality above and the network endpoint returns a HTTP
302 Found response, then the client shall use the value of the HTTP Location header to
connect to the Open ID Connect authorization endpoint. This request forms the OpenlD
Connect authentication request.

On reception of the OpenlD Connect authentication request the OpenID Connect
authorization endpoint performs the procedures for user authentication, authorization and
consent.

If the procedures for authentication, authorization and consent succeed or fail, then the
OpenID Connect authorization endpoint returns a HTTP 302 Found response. The client
shall use the value of the HTTP Location header to connect to the network endpoint. This
request forms the OpenlID Connect authentication response.

On reception of the OpenID Connect authentication response the network endpoint
performs the procedures as defined for the RCS service or cross service functionality. In
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result of the processing, the network endpoint returns a success or failure response to the
client as defined for the respective RCS service or cross service functionality.

The network endpoint and the OpenlID Connect authorization endpoint shall preserve the
values of the client's initial HTTP request during the OpenlD Connect authentication
request. The path and query components of the URIs used for the OpenID Connect
authentication request procedure are opaque for the client.

The RCS client shall support for the OpenlID Connect authentication flow the procedures for
HTTP state management defined in [RFC6265]. This allows an OpenID Connect
authentication endpoint to return in HTTP responses a Set-Cookie header. The client shall
apply the parsing and storage procedures of the Set-Cookie header as defined [RFC6265].
It shall send the cookie header in HTTP requests to the OpenID Connect authentication
endpoint respecting the cookie attributes in the Set-Cookie header in accordance with
[RFC6265].

2.12.2.3 Authentication, authorisation and user consent methods for OpeniD
Connect

The RCS client shall support the methods for user authentication, authorisation and user
consent for OpenlID Connect as defined for the Service Provider Device Configuration
defined in [PRD-RCC.14].

In addition, if the client supports the procedures for authentication using a bootstrapped
security association as defined in [3GPP TS 24.109], then the OpenlD Authentication
endpoint shall be able to invoke the authentication procedure accordingly.

2.12.3 Common Message Store Authentication and Security

The RCS client shall support the authentication and security mechanisms described in
[CPM-MSGSTOR-REST] for access to the Common Message Store.

Authentication to the Message Store using RESTful API calls shall use one of the following
methods:

Authentication using a bootstrapped security association as defined in section 4.1.2
HTTP Digest authentication as defined in section 4.1.4

HTTP Basic authentication as defined in section 4.1.5

OpenID Connect based authentication as defined in section 2.12.2 and 4.1.3

LA

2.13 Emergency Services
2.13.1 General

In some markets, regulatory requirements are emerging for IMS Multimedia Emergency

Services. UEs and the network in required markets must support the 3GPP Release 11 IMS
Emergency Services as specified in [3GPP TS 24.229-rel11], [3GPP TS 23.167], Chapter 6
and Annex H, and 3GPP Release 11 emergency procedures specified in [3GPP TS 24.301].

Please note [PRD-IR.92] in section 5.2 and [PRD-IR.51] in section 5.3 specify Emergency
Services support.
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2.13.2 RCS Service Feature List

Emergency Services support is provided in the following RCS Service Feature:
e 1-to-1 Chat

2.14 CPIM header extension support

RCS service definitions make use of the CPIM header extensibility mechanism defined in
section 3.4 of [RFC3862] beyond the header namespace defined in section 6.1 of
[RFC5438]. The CPIM header extension support mechanism ensures interoperability with
messaging clients not supporting these extensions.

2.14.1 CPIM header extension support feature tag
The CPIM header extension support feature tag is the indication of an entity to support the
procedures of CPIM header extensibility defined in this section.

The indication of the CPIM header extension support is provided by a feature parameter as
defined in section 9 of [RFC3840]. The feature parameter is encoded as an "other-tags"
feature tag in accordance with the definitions of section 9 of [RFC3840].

The feature tag name shall be set to "g.gsma.rcs.cpimext”. The media feature tag shall have
no value.

Security considerations for this media feature tag are discussed in section 11.1 of
[RFC3840].

The indication of the CPIM header extension support is represented as follows:
+g.gsma.rcs.cpimext

2.14.2 Procedures in the client

A client supporting CPIM header extensions shall advertise its support by means of the
feature tag defined in section 2.14.1 in the Contact header of

o SIP REGISTER requests and
e SIP INVITE requests and 200 OK responses for

¢ Chat,

e Chatbot sessions,

o Group Chat,

e Large Message Mode sessions and

e Call Composer sessions as defined in [PRD-RCC.20].

A client supporting CPIM header extensions shall, on reception of a CPIM message, check
the value of the CPIM "NS" headers contained in the message.

If

¢ the URI value and the associated hamespace of a given CPIM "NS" header is known
to the client and
e a header name containing the associated name prefix is known to the client,
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then the client shall process the CPIM header in accordance with the definitions of the
extension header.

If

¢ the URI value and the associated nhamespace of a given CPIM "NS" header is known
to the client and
¢ a header name containing the associated name prefix is not known to the client,

then the client shall ignore the CPIM header.

If the URI value and the associated hamespace of a given CPIM "NS" header is unknown to
the client, then the client shall ignore all CPIM headers containing the associated name
prefix.

2.14.3 Procedures in the Messaging Server

2.14.3.1 Session Initiation

An originating Messaging Server supporting the media plane handling of CPIM header
extensions defined in section 2.14.3.2 shall advertise this by including the feature tag
defined in section 2.14.1 in the Contact header field of all SIP INVITE requests for a Chat,
Group Chat or Standalone Message session.

A terminating Messaging Server supporting the media plane handling of CPIM header
extensions defined in section 2.14.3.2 shall advertise this by including the feature tag
defined in section 2.14.1 in the Contact header field of the 200 OK response to a SIP
INVITE for a Chat, Group Chat or Standalone Message session.

A Controlling Function supporting the media plane handling of CPIM header extensions
defined in section 2.14.3.2 shall advertise this by including the feature tag defined in section
2.14.1 in the Contact header of the SIP INVITE for Group Chat or Standalone Message
session and in the 200 OK response to a SIP INVITE for a Group Chat or Standalone
Message session.

2.14.3.2 Media Plane Handling

The Messaging Server sending a CPIM message shall detect whether CPIM header
extensions are supported for the Chat, Group Chat or Standalone Messaging session.
CPIM header extensions are supported for a session, if the Messaging Server received the
CPIM header extension support feature tag defined in section 2.14.1 in the Contact header
of the SIP INVITE request or 200 OK response to establish the Chat, Group Chat or
Standalone Messaging session.

If for the session the CPIM header extension is not supported and if the Messaging Server
needs to send a CPIM message in such a session, then the Messaging Server shall parse
the CPIM "NS" headers contained in the message.

If a given CPIM "NS" header contains a URI value different from the URI value defined in
section 6.1 of [RFC5438] and there is no other compatibility rule defined for the namespace
or extension header in the corresponding service definitions, then when forwarding the
CPIM Message the Messaging Server
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¢ shall remove the "NS" header, and
¢ shall remove all CPIM headers containing the associated name prefix.

NOTE: an example of such other compatibility rules is provided in section 3.6.8.7.

If all CPIM "NS" headers have been processed, then the Messaging Server shall continue
processing with the resulting CPIM message as defined for the corresponding RCS service.
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3 RCS Services

3.1 General Service Overview

RCS provides several services that fit into the framework defined in section 2.

Section 3.2 describes messaging services and introduces services that enhance the user’s
messaging experience. Section 3.2.1 describes 1-to-1 Messaging and the selection of
different technologies to provide this service. Section 3.2.2 describes the standalone
messaging service based on OMA CPM that is considered as an evolution of the SMS/MMS
messaging services providing fewer restrictions, allowing 1-to-Many Messaging and
providing the interworking capability with those services. Section 3.2.3 introduces the 1-to-1
chat service that provides a more real-time experience through “isComposing” indications in
addition to the store and forward functionality, including delivery and display notifications,
that allows reaching users while they are offline. Section 3.2.4 describes the Group Chat
service which provides multiparty scenarios. Section 3.2.5 describes the File Transfer
service allowing a user to exchange any type of file with another user. A Geolocation Push
service is introduced in section 3.2.6 which allows a user to share their location (or any
other desired location) with another user. Section 3.2.7 describes the Audio Messaging
service allowing a user to share an audio file with another user. Section 3.2.8 describes the
procedures on sharing Uni-directional Plug-in content with clients that may have or may not
have the Plug-in installed.

Section 3.3 introduces the Content Sharing services allowing the user to share multi-media
content ahead of the call to provide context to the called party when the call is set up. The
content sharing services also includes the capability to exchange a video, a map or a
drawing canvas in real-time with another user during a voice call. In other circumstances,
the File Transfer service or the messaging service could be used. It also allows sharing a
note (reason) or a voice message after an unanswered call.

Section 3.4 and 3.5 describe respectively an IP based voice and video call functionality for
broadband access clients and mobile devices. These services include support for a set of
supplementary services and ensure the quality of service delivery when used on EPC-
integrated Wi-Fi and LTE access. For the voice call, a mobile device on EPC-integrated Wi-
Fi and LTE provides continuity to a CS call if network coverage circumstances require this.
These services are based on [PRD-IR.51] and [PRD-IR.92] for the voice call and [PRD-
IR.94] for the video call.

Section 3.6 describes the architecture and technical enablers supporting 1-to-1
communication with Chatbots.

All these services can be invoked either from within the address book provided that the
contact has the corresponding capability (see section 2.6) and the current network
connectivity allows using the service (see section 2.6.1.3) or directly from the device’s
menu. Additional entry points may be the chat and call history, the media gallery and
camera application depending on what is suitable for the service.

Most of the NNI handling is done as described in section 2.11.
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3.2 Messaging

3.2.1 1-to-1 Messaging Technology Selection
The technology selected for the first message in a 1-to-1 Conversation shall be based on:

¢ the RCS 1-to-1 Messaging technologies enabled i.e. RCS Standalone Messaging
and/or RCS 1-to-1 Chat.

o the Chat capability of the contact (i.e. based on the last capability exchange that was
executed according to the triggers defined in section 2.6.1)

The technology selection rules apply for the case where the originating client is registered
for RCS services.

To a telephone number based address, i.e. a tel URI or SIP URI with a user=phone
parameter, RCS 1-to-1 Chat is the preferred service, if enabled and based on the capability
exchange it is supported by a contact, then RCS 1-to-1 Chat is used. Otherwise, if
Standalone Messaging is enabled and available in the current coverage then Standalone
Messaging is used. If neither of those can be used, xMS is used. Error scenarios are further
detailed in section 3.2.1.1.

To a SIP URI that is not known to be linked to a Chatbot, that means

¢ a SIP URI without a user=phone parameter and

o where the domain part does not include the “botplatform” and

¢ where based on an earlier capability exchange or message exchange no indication
was provided that the Contact is a Chatbot i.e. the +g.gsma.rcs.isbot feature tag
defined in section 3.6.2.3 was not provided,

then RCS 1-to-1 Chat is the preferred service, if enabled and based on the capability
exchange it is supported by a contact, then RCS 1-to-1 Chat is used. Otherwise, if
Standalone Messaging is enabled and available in the current coverage then Standalone
Messaging is used. Error scenarios are further detailed in section 3.2.1.1.

For the technology selected towards a Chatbot, see section 3.2.1.2.

3.211 Messaging towards contacts not known as Chatbots

If the RCS 1-to-1 Chat Messaging technology is selected for a 1-to-1 conversation, the
technology may change during the conversation based on the network fallback procedures
defined in this document.

If the RCS 1-to-1 Chat Messaging technology and the initiation of a RCS 1-to-1 Chat
session fails then the client shall

e send an RCS Standalone Message if RCS Standalone Messaging is enabled,
otherwise
e send a SMS if the destination address is a telephone number based address.

If the RCS 1-to-1 Chat Messaging technology is selected for a 1-to-1 conversation and
sending of a RCS 1-to-1 Chat message fails with one of the following MSRP response
codes
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e 400 request was unintelligible, or
e 403 attempted action is not allowed, or
e 501 recipient does not understand the request method, then

the client shall

¢ send an RCS Standalone Message if RCS Standalone Messaging is enabled,

otherwise

¢ send a SMS if the destination address is a telephone number based address.

If the RCS Standalone Messaging service is selected for a 1-to-1 conversation, originating
or terminating network fallback may be applied based on Service Provider policies.

If the RCS Standalone Messaging service is selected and sending an RCS Standalone
Message to a destination address that is a telephone number based address returns one of

the following responses:

e 380 Alternative Service, or

e 408 Request Timeout, or

e 486 Busy Here, or

o 487 Request Terminated, then

the client shall immediately resend the message as an xMS. For other error responses, the

client will retry the message before falling back to xMS.

Table 15 provides an overview of the technology selection and fallback scenarios for 1-to-1

Messaging conversations.

Enabled
technologies

Terminating
network chat
fallback
mechanism
indicated

Non -RCS
recipient

RCS recipient
with Chat
capability

RCS recipient
with no Chat
capability

Only RCS RCS Standalone | RCS Standalone | RCS
Standalone Messaging Messaging Standalone
Messaging Messaging
Only RCS 1- Revocation SMS RCS 1-to-1 Chat | SMS

to-1 Chat supported Messaging unless
Messaging latched to SMS

Interworking SMS RCS 1-to-Chat SMS

supported Messaging

Both RCS 1- Revocation RCS Standalone | RCS 1-to-1 Chat | RCS
to-1 Chat and supported Messaging Messaging unless | Standalone
RCS latched to SMS Messaging

SIEUCEULTIN Interworking RCS Standalone | RCS 1-to-Chat RCS
\IESEEGINIYEN supported Messaging Messaging Standalone
Messaging

Table 15: Messaging technology selection for 1-to-1 conversation initiation when A
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3.21.2 Messaging towards contacts known as Chatbots

An RCS client willing to establish a messaging communication with a SIP URI that is known
to be linked to a Chatbot, as defined in section 3.6.2.4, shall follow the procedures defined
in section 3.6.8.3 when the RCS client is registered with the IMS.

When the RCS client is not registered, SMS may be used if the following conditions are
fulfilled:

e An SMS address is known for the Chatbot through the Chatbot Information data (see
section 3.6.4.1.3) and

e The user is sharing their MSISDN with the Chatbot (see section 3.6.5.1)

e The Chatbot is not known as a party sending spam (see section 3.6.6)

e The message to be sent is a regular text message i.e. not a File Transfer or one of
the message types defined in section 3.6.10.1 and

e The RCS client is in coverage conditions where a SMS message can be sent.

3.2.2 Standalone messaging

3.2.21 Overview

The technical realisation of the RCS Standalone Messaging is based on the OMA CPM
Pager Mode and Large Message Mode mechanisms as described in [RCS-CPM-
CONVFUNC-ENDORS].

3.2.2.2 Delivery and Display Notifications

The disposition status notifications for a sent Standalone Message will follow the reverse
path of the sent message. The disposition notifications for Standalone Messaging could be
used for the 1-to-1 or 1-to-Many messaging and for two types of notifications, delivery and
display, as specified in [RCS-CPM-CONVFUNC-ENDORS].

The aggregation of IMDNs as specified in [RFC5438] shall not be used in RCS.

3.2.23 Deferred Messaging

The terminating Participating Function, amongst other procedures, performs the procedure
for deferring messages if none of the RCS capable devices of the recipient is online.

When no RCS target recipient client is registered, the terminating Participating Function
holding the message for delivery may decide to defer the standalone message for delivery
at a later time. For the delivery of a deferred standalone message, the Participating
Function shall, as specified in [RCS-CPM-CONVFUNC-ENDORS], push the deferred
standalone messages once one of the clients of the target recipient RCS user becomes
available.

If a deferred Standalone Message expires before it is delivered, the terminating Participating
Function shall handle the deferred message by discarding it.

3.2.24 Multidevice handling

The RCS supports delivering of Standalone Messages to multiple devices. As described in
[RCS-CPM-CONVFUNC-ENDORS], the delivery of Standalone Messages will be done to all
the user’s RCS devices that are online. Also, when applicable, the message is delivered to
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a single non-RCS device of the user through interworking with either SMS or MMS as
explained in section 3.2.2.5.

All procedures for sending and receiving standalone messages and their disposition
notifications in an RCS multidevice environment, where the RCS user employs multiple
devices, are performed as described in [CPM-SYS_DESC] and specified in [RCS-CPM-
CONVFUNC-ENDORS]

3.225 Interworking with Legacy Messaging services

The [RCS-CPM-IW-ENDORS] document describes general interworking procedures
applicable to both SMS and MMS and the realisation details for the SMS and MMS
interworking. The interworking procedures for the SMS include references to 3GPP’s IP-
SM-GW (IP Short Message Gateway) as described in [RCS-3GPP-SMSIW-ENDORS].

3.2.2.51 Interworking procedure

The procedures for the RCS standalone messaging service feature interworking to SMS
and MMS legacy messaging services are performed by two interworking functional entities,
the Interworking Selection Function (ISF) and the Interworking Function (IWF). After the
Participating Function has decided that the message has to be interworked, the selection of
whether to interwork to SMS or MMS is done in the ISF as described in [RCS-CPM-IW-
ENDORS]. The actual interworking procedure is performed by the SMS and MMS gateways
described in [RCS-3GPP-SMSIW-ENDORS] and [RCS-CPM-IW-ENDORS]. These
functions also interwork the delivery notifications received from the SMS and the delivery
and display notifications received from the MMS message recipient(s) and forward them to
the sending Participating Function to be passed on to the sending RCS client.

The interworking functions also interwork any incoming SMS or MMS messages to RCS
messaging.

3.2.2.5.2 Interworking with SMS

When the target recipient device for an RCS Standalone Message is a non-RCS capable,
SMS capable device, the process of interworking with legacy SMS is invoked according to
[RCS5-CPM-CONVFUNC-ENDORS].

When the SMS interworking function (IP-SM-GW or SMS-IWF) receives a SIP MESSAGE
request with the OMA CPM ICSI “3gpp-service.ims.icsi.oma.cpom.msg”, it checks the size of
the received payload of the SIP MESSAGE request. If the size of the payload is too large to
be sent as one SMS message, the payload will be divided into concatenated SMS
messages. The SMS-IWF will send the request(s) generated based on the received SIP
MESSAGE request towards the SMS-C (Short Message Service Centre) using either the
SMPP (Short Message Peer-to-Peer) or MAP (Mobile Application Part) protocols,
depending on the type of SMS network in which it is deployed, as specified in [RCS-CPM-
IW-ENDORS] or [RCS-3GPP-SMSIW-ENDORS] respectively.

Breakout to SMS can be done at the originating side if the addressed user is not an IMS
user. This is determined based on the standalone messaging capability information, on local
information the Messaging Server may have about the recipient, or when the Messaging
Server receives an error response. Otherwise, the breakout at the terminating side is done,
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if either the addressed user is an RCS user using SMS instead of RCS standalone
messaging service or the user is using a mixture of legacy and RCS devices.

The following error responses to the SIP MESSAGE (or, for the IP-SM-GW realisation,
optionally for a Large Message Mode message the SIP INVITE) request indicate that the
recipient is not an RCS contact and these responses can be used to trigger interworking:

e 404 Not Found;

e 405 Method Not Allowed:;

e 410 Gone;

e 414 Request URI Too Long;

e 415 Unsupported Media Type;
e 416 Unsupported URI Scheme;
e 488 Not Acceptable Here;

e 606 Not Acceptable.

2.2.2.5.3 Interworking with MMS

When the target recipient device for standalone messaging is not an RCS device and the
message to be sent is a multimedia message, the process of interworking with legacy MMS
is invoked according to [RCS-CPM-CONVFUNC-ENDORS].

Depending on the size of the standalone message, it could be either a text message with a
large payload or a multi-media standalone message. In the former case, the interworking
with SMS would apply as described in section 3.2.2.5.2 if the message were small enough
for a concatenated SMS. Otherwise, the interworking would be to the MMS service, hence
sending a SIP INVITE request to the RCS MMS-IWF.

When the RCS MMS-IWF receives a SIP INVITE request containing the OMA CPM ICSI
“3gpp-service.ims.icsi.oma.cpm.largemsg” for a Large Message Mode standalone message,
it will send a 200 "OK" response if no errors are found in the SIP INVITE request or an
appropriate error response. This is followed by the MMS-IWF’s subsequent receiving of an
MSRP SEND request for the establishment of the MSRP session, and the process then
continues as described in [RCS-CPM-IW-ENDORS].

Breakout to MMS can be done at the originating side if the addressee is not an IMS user
either based on local information the Messaging Server may have about the recipient, or
when it receives an error response. Otherwise, the breakout at the terminating side is done
if either the addressee is an RCS user using MMS instead of RCS standalone messaging
service or the user is using a mixture of legacy and RCS devices.

The following error responses to the INVITE request indicate the recipient is not an RCS
contact and can be used to trigger interworking:

e 404 Not Found;

e 405 Method Not Allowed:;

e 410 Gone;

e 414 Request URI Too Long;

e 415 Unsupported Media Type;
e 416 Unsupported URI Scheme;
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e 488 Not Acceptable Here;
e 606 Not Acceptable.

3.2.2.6 1-to-Many Messaging Technology Selection

1-to-Many Messaging builds on the 1-to-1 Messaging service and is based on OMA CPM
procedures [RCS-CPM-CONVFUNC-ENDORS].

Technology selection rules are used to determine if OMA CPM based 1-to-Many Messaging
is used or if it is provided using 1-to-1 Messaging per single recipient.

The availability of the 1-to-Many messaging service and the maximum number of
participants allowed for 1-to-Many messaging services shall be controlled by the MAX 1 TO
MANY RECIPIENTS parameter defined in sections A.1.3 and A.2.4. The MAX 1 TO MANY
RECIPIENTS configuration parameter is applicable regardless of which technology is
selected.

If the RCS Standalone Messaging service is enabled, the RCS Standalone Message
service shall be selected based on procedures described in in sections 7.2.1 and 9.1 of
[RCS-CPM-CONVFUNC-ENDORS] for sending a CPM Standalone Message to an ad-hoc
group whereby the client shall set the copyControl attribute for all recipients to “BCC”.

If the RCS Standalone Messaging service is not enabled, the technology selected for the
many 1-to-1 Messaging services is based on the 1 TO MANY SELECTED TECHNOLOGY
client configuration parameter value (see sections A.1.3 and A.2.4). If the Chat service is
selected via the 1 TO MANY SELECTED TECHNOLOGY configuration parameter, the
procedures for technology selection and delivery assurance apply on a single recipient
basis as defined for the RCS 1-to-1 Chat service.

3.2.3 1-to-1 Chat

3.2.3.1 Overview

At a technical level, the Chat service relies on the following concepts:

e SIP procedures for the setup of sessions using MSRP for the message exchange;

¢ Inthe SDP of the SIP INVITE request and response, the a=accept-types attribute
shall include only message/cpim and application/im-iscomposing+xml, i.e.,
“a=accept-types:message/cpim application/im-iscomposing+xml”.

e Delivery assurance information is included in SIP signalling by the network as per
section 3.2.3.8.

e Messages are transported in the MSRP session. Each MSRP SEND request
contains a request to receive an Instant Messaging Disposition Notification (IMDN)
‘delivery’ notification, and possibly a request to receive an IMDN ‘display’ notification.
A client should, therefore, always include “positive-delivery” in the value for the
CPIM/IMDN Disposition-Notification header field. That means that the value of the
header field is either “positive-delivery” or “positive-delivery,display” depending on
whether display notifications were requested. The value of “negative-delivery” is not
used in RCS for 1-to-1 Chat.
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The receiving devices must generate an MSRP SEND request containing the IMDN
status when the user message is delivered and if requested, another MSRP SEND
request when the message is displayed.

NOTE: If there is not an already established MSRP session between sender and

v9.0

receiver, the Pager Mode (i.e. SIP MESSAGE) is used to transport IMDNs
(delivery notification, display notifications)

For the messages sent in a Chat session, as well as the notifications mentioned
above, the client shall request in the Instant Message Disposition Notification (IMDN)
Common Profile for Instant Messaging (CPIM) header an Interworking Disposition
Notification as defined in Appendix O of [RCS-CPM-CONVFUNC-ENDORS], if
during the setup of the session the terminating network has indicated support for
interworking using the corresponding feature tag defined in Table 16.

When receiving an Interworking Disposition Notification as defined in Appendix O of
[RCS-CPM-CONVFUNC-ENDORS], the client shall consider the message to have
been delivered and interworked. The client shall thus not assume that a Delivery and
a Display notification will follow.

In normal circumstances, between two users at most only a single session is active
at a time. A client shall, therefore, not initiate a new Chat session towards a user with
whom there is already an established Chat session.

If auto-accept is not used, then the devices send a SIP 180 response toward A.
When users are allowed to have multiple devices and those devices are configured
to auto-accept (IM SESSION AUTO ACCEPT set to 1, as defined in section A.1.3),
the Messaging Server is required to be able to fork the incoming 1-to-1 Chat session
request to each of the receiving user's devices to set up an MSRP session with each
of them.

Multimedia content within a Chat session is not permitted. Therefore, in the SDP of
the SIP INVITE request and response, the a=accept-wrapped-types attribute shall
only include text/plain and message/imdn+xml and if File Transfer using HTTP or
Geolocation PUSH is supported (see sections 3.2.5 and 3.2.6.2)
application/vnd.gsma.rcs-ft-http+xml and application/vnd.gsma.rcspushlocation+xml
respectively, e.g., a=accept-wrapped-types:text/plain message/imdn+xml. This also
applies to requests generated by the Participating Function, and to responses
generated by the Participating Function even if a response from the terminating client
has not yet been received. To transfer multimedia content during a chat, File
Transfer is used.

When receiving a Chat session invitation (e.g. click on a pop-up to go to the Chat
window) a 1-to-1 chat session is established according to the following possible
criteria:

a) The respective client returns a 200 OK response upon detecting user activity,
signalling the initiation of the remaining procedures to establish the chat when
User B reacts to the notification by opening the chat window. This is the
default criteria for RCS and, consequently, all the diagrams shown in this
document reflect this behaviour.
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b) The 200 OK response is sent immediately if the devices receiving the
invitation are configured to auto-accept® the session invitations (IM SESSION
AUTO ACCEPT configuration parameter defined in Table 85).

Which behaviour to use, is configured via the IM SESSION AUTO ACCEPT
configuration parameter defined in Table 85.

IMDN [RFC5438]: RCS relies on the support of IMDN as defined in [RFC5438] and
[RFC5438Errata] to request and forward disposition notifications of all the exchanged
messages (See also section C.2 for the errata mentioned in [RFC5438Errata]).

In MSRP requests, the client shall set both the CPIM From and CPIM To headers to
sip:anonymous@anonymous.invalid to prevent revealing the user’s identity when
transmitted over unprotected links. A client receiving a CPIM message in a one-to-
one Chat should, therefore, ignore the identity indicated in the CPIM headers. Based
on the SIP signalling at session setup the client has access to the asserted identity of
the other party as described in section 2.5.

The CPIM/IMDN wrapper shall be UTF-8 encoded to avoid any potential
internationalisation issues.

IMDN message identification for all messages (including those conveyed in the SIP
INVITE and notifications delivered via SIP MESSAGE) as defined in [RFC5438].
The originating Messaging Server shall always set the CPIM DateTime header in the
chat messages and notifications it receives by overwriting the value provided by the
client. A client receiving these requests should, therefore, rely on these headers
rather than on locally available time information.

Both the Originating and the Terminating function shall ensure that messages are
received in correct order by the RCS client regardless if the messages are store and
forwarded or not.

The aggregation of IMDNs as specified in [RFC5438] shall not be used.

Chat inactivity timeout: When a device or the network detects that there was no
activity in a chat for IM SESSION TIMER, a configurable period of time (see Table
85), it will close the established Chat session.

When reopening an older chat on the device, that contains messages for which a
“display” notification should be sent, these notifications shall be sent according to the
rules and procedures of [RCS-CPM-CONVFUNC-ENDORS].

The "IsComposing" naotification is generated and processed according to the rules
and procedures of [RCS-CPM-CONVFUNC-ENDORS]. Consequently, the
‘IsComposing’ notification is not sent with CPIM headers, and as such, a delivery
and/or displayed natification cannot be requested.

The transfer of files while a Chat session is taking place shall at protocol level be
performed in a separate session. From the user experience perspective, they should
be able to transfer files whilst in a Chat session. All multimedia content shall be
transferred using File Transfer.

15 Note that the Service Provider multidevice policy has to be consistent with Chat auto-acceptance

policy.
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3.2.3.2 Store and Forward Mode

Since Store and Forward is mandatory, all Messaging Servers shall support it. The
Messaging Server serving the receiver of the message has the responsibility to store and
forward messages which are not delivered. The Messaging Server serving the sender of the
message has the responsibility of storing the delivered/displayed notifications if the sender
of the message is offline.

The Messaging Server stores undelivered messages for a period that is determined by local
server policy. If at the end of this period the messages have not been delivered, the
Messaging Server discards them. This applies to notifications as well as messages.

Stored messages and notifications are delivered to intended recipients as per the
procedures defined in [RCS-CPM-CONVFUNC-ENDORS].

3.2.3.3 Delivering stored disposition notifications

To be able to deliver disposition notifications via store and forward to a sender’s device that
has come online again, without disrupting the user experience, the Messaging Server
supporting the store and forward functionality shall initiate a special session for the purpose
of delivering these notifications. This special session shall be automatically accepted by the
device. It shall be recognized by the device by means of the well-known username part of
the URI (rcse-standfw@<domain>) uniquely identifying the store and forward service
identity that is provided in the P-Asserted-Identity header field.

NOTE1L: The Messaging Server may also use Pager Mode messaging to deliver
stored delivery and displayed notifications.

NOTE2: The procedure for Messaging Server to deliver the stored chat messages
and associated disposition notifications are described in [RCS-CPM-
CONVFUNC-ENDORS].

3.2.3.4 Interworking towards SMS/MMS

The functionality for interworking of the chat service to SMS/MMS is optional and it is the
decision of each Service Provider whether to deploy it. This deployment involves:

e The Messaging Server described in [RCS-CPM-CONVFUNC-ENDORS].

e The ISF described in [RCS-CPM-IW-ENDORS] which is responsible for selecting the
appropriate interworking function for a new session.

o The IWF for SMS and MMS described in respectively [RCS-3GPP-SMSIW-
ENDORS] and [RCS-CPM-IW-ENDORS] which are responsible for doing the actual
interworking (that is the protocol conversions) between RCS based chat and SMS or
MMS.

When a Chat session invitation needs to be interworked, the invitation will be first routed to
the terminating network as described in previous sub-sections, and then the same
procedures as for interworking of chat invitations on the originating side will apply.

3.2.3.5 Multidevice handling
Multidevice handling occurs when a user has more than one device (e.g., PC and mobile).
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When a new 1-to-1 chat is initiated and a message is sent from User A to a User B with
User B having multiple devices registered at the same time, the Messaging Server forks the
Chat session invitation to the different devices. Forking on the Messaging Server is further
elaborated in [RCS-CPM-CONVFUNC-ENDORS].

NOTE: It is assumed that the originating user uses one device per session.

3.2.3.6 Emoticons

Selected emoticons are displayed graphically but sent and received as text. The list of
supported emoticons is defined in [RCS-CPM-CONVFUNC-ENDORS] Appendix L.

3.23.7 Chat message size limitations

The maximum size of a text Chat message in bytes that a user can enter is controlled
through the MAX SIZE IM configuration parameter defined in Table 85 in section A.1.3.

3.2.3.8 1-to-1 Chat Delivery Assurance

3.2.3.8.1 Network Fallback Support Capability

Delivery Assurance relies on a capability indication mechanism during the initiation of a 1-
to-1 Chat session (see sections 3.2.3.8.3). The capability indication is used by the network
to indicate which fallback mechanism shall be applied for messages sent by a client in this
1-to-1 Chat session (see section 3.2.3.8.3). The capability indication is used by the network
to indicate its support for either

¢ the network fallback procedure, where the network is responsible for providing the
fallback (also called Network Fallback to SMS, or NFS), or

¢ the message revocation, where the client is responsible for the fallback (also called
Client Fallback to SMS or CFS).

The indication is provided by the feature tags defined in Table 16.

Tag Description
+g.gsma.rcs.msgrevoke Message Revocation is supported (as defined in section 3.2.3.8.2)

+g.gsma.rcs.msgfallback | Network interworking is supported

Table 16: Feature tags used to indicate network support for chat fallback
mechanisms
Only one of the network indications defined in Table 16 can be present in a 1-to-1 Chat
session, i.e. they are mutually exclusive.

The indication and the support of a network fallback mechanism is mandatory. This includes
service provider deployments supporting termination of 1-to-1 Chat sessions only.

If the network indicates support of network fallback, the network shall take responsibility for
delivering the message using the most suitable path. Therefore, if the terminating network

has provided this indication, the client shall not apply procedures to monitor the delivery of
chat messages and fallback.
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When the CHAT REVOKE TIMER is set to a value higher than 0 and the network indicated
capability is message revocation, the client shall apply procedures to monitor the delivery of
chat messages and fallback.

When SMS latching is triggered, the client shall cache this event for future interactions with
this contact unless Chat service is re-selected. This cached information shall affect the
capability exchange triggers (see section 2.6) and the messaging technology selection (see
section 3.2.1).

When the CHAT REVOKE TIMER parameter is set to O or the SMS fallback is disabled on
the client and the network indicated capability is message revocation, then the client
behaviour is based on the terminating network chat delivery policies (e.g. store and forward
will be applied if the recipient cannot be reached).

NOTE: For Standalone Messaging, it is assumed that both the originating and the
terminating network will offer interworking to xXMS, where the former is used
when sending a Standalone Message to a hon-RCS user or a user of an
operator with whom no interworking agreement for Standalone Messaging
is offered. The latter option would be used towards RCS users whose
primary device is offline, but reachable. This is considered to be providing
the delivery assurance for Standalone Messaging.

3.2.38.2 Chat Message Revocation

Message revocation is a feature that allows a client to request a chat message to be
revoked by the recipient’s Messaging Server. The recipient's Messaging Server processes
MessageRevoke requests and responds with a MessageRevokeResponse request based
on the chat message delivery status.

MessageRevoke requests and MessageRevokeResponse requests are not sent with CPIM
headers, and a delivery and/or displayed notification shall not be requested.

There is no store and forward for the Message Revoke requests and the
MessageRevokeResponse requests.

3.2.3.8.21 Generating Chat MessageRevoke Requests

The MessageRevoke request is generated by the client of the message sender. The
MessageRevoke request is carried in the body of a SIP MESSAGE request that includes
the same imdn.message-ID value of the chat message that is intended to be revoked (as
described in section 3.2.3.8.2.4).

MessageRevoke requests shall be generated only towards networks where their Messaging
Server can handle them as described in section 3.2.3.8.2.3 and are not meant to reach
other clients. MessageRevoke requests shall not be generated in case the delivery
notification pertaining to the original message has been received.

NOTE: Given that a revoke may be sent only if support has been indicated by the
terminating network, it cannot be initiated when the INVITE transaction is
still pending.
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When message revocation is enabled (CHAT REVOKE TIMER, see section A.1.3), the
client can generate MessageRevoke requests once the timer is expired. In order for the
MessageRevoke requests to be transmitted, the client shall have data connectivity.

MessageRevoke requests shall be generated only if support for MessageRevoke requests
has been indicated in the Contact header of the SIP INVITE request or in the response to
the SIP INVITE request of the session to which the message intended to be revoked
belongs. Specifically, this indication is in the form of a feature tag in the Contact header of
the SIP INVITE request or response that is defined in section 3.2.3.8.2.3.

Message revocation is applicable for chat messages used for File Transfer via HTTP as
defined in section 3.2.5 or Geolocation Push as defined in section 3.2.6 if an appropriate
fallback mechanism is applicable for the message.

When a message is to be revoked, the client shall send a SIP MESSAGE request according
to the rules and procedures of [RCS-CPM-CONVFUNC-ENDORS] with the clarifications
listed here. In this SIP MESSAGE request, the client:

1. shall include an Accept-Contact header field with the CPM ICSI for Session Mode
Messaging, similarly to the case for IMDNs carried in SIP MESSAGE requests;

2. shall add a dedicated Accept-Contact header field carrying the Message Revoke
feature tag defined in section 3.2.3.8.2.3 along with the require and explicit
parameters;

3. shall include the Content-Type header field with the value set to the message
revocation content-type application/vnd.gsma.rcsrevoke+xml, as described in section
3.2.3.8.2.4;

4. shall include in the P-Preferred-ldentity header the address of the originating RCS

client that has been authenticated as per [RCS-CPM-CONVFUNC-ENDORS];

shall include a User-Agent header field as specified in Annex C.4.1;

6. shall set the Request-URI of the MessageRevoke request to the address of the
target contact of the message that is requested to be revoked;

7. shall not include the device identifier of the original sender of the message in the
MessageRevoke request;

8. shall set the body of the MessageRevoke request, as described in section
3.2.3.8.2.4, as follows:

o

a) The <Message-ID> element set to the value of the imdn.message-ID of the
original message that is requested to be revoked,

b) The <From> element set to the URI of the sender of the message,

c) The <To> element set to the URI of the recipient of the message.

9. shall include a Conversation-ID header and a Contribution-ID header and shall

a) If available, include the same Conversation-ID and Contribution-ID header
field values that were used for the message being revoked; otherwise

b) generate and include new Conversation-ID and Contribution-ID header field
values;

10.shall include a P-Preferred-Service header with the CPM ICSI for Session Mode
Messaging
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11.shall send the SIP MESSAGE request according to the rules and procedures of
[RCS-CPM-CONVFUNC-ENDORS].

3.2.3.8.2.2 Handling MessageRevoke Requests

For a network, handling of MessageRevoke requests goes along with supporting clients that
generate MessageRevoke requests.

The MessageRevokeResponse request shall indicate the result of the MessageRevoke
request that can either have been successful or have failed. Similarly to the
MessageRevoke request, the Messaging Server shall send a SIP MESSAGE request
according to the rules and procedures of [RCS-CPM-CONVFUNC-ENDORS] with the
clarifications listed here. In this SIP MESSAGE request, the Messaging Server handling the
MessageRevoke request:

1. Shall include an Accept-Contact header field with the CPM ICSI for Session Mode
Messaging, similarly to the case for IMDNs carried in SIP MESSAGE requests;

2. shall add a dedicated Accept-Contact header field carrying the Message Revoke
feature tag defined in section 3.2.3.8.2.3 without the require and explicit parameters;

3. shall include the Content-Type header field with the value set to the message
revocation content-type application/vnd.gsma.rcsrevoke+xml , as described in
section 3.2.3.8.2.4;

4. shall include in the P-Asserted-ldentity header the address of the intended recipient
RCS Client, where the Messaging Server initiates the MessageRevokeResponse on
behalf of the intended recipient that has been authenticated as per [RCS-CPM-
CONVFUNC-ENDORS];

5. shall include a User-Agent header field of the Messaging Server as specified in
Annex C.4.1;

6. shall set the Request-URI of the MessageRevokeResponse request to the address
of the contact that sent the message that is requested to be revoked;

7. shall set the body of the MessageRevokeResponse request, as follows:

a) The <Message-ID> element set to the value of the imdn.message-ID of the
original message that is requested to be revoked,

b) The <From> element set to the URI of the sender of the message,

c) The <To> element set to the URI of the recipient of the message,

d) The <result> element set to the revoke result which shall be “success” if the
MessageRevoke request was successful and “failure” if it has failed;

8. shall include a Conversation-ID header and a Contribution-ID header and shall

a) if available, include the same Conversation-ID and Contribution-ID header
field values that were used for the message being revoked; otherwise

b) generate and include new Conversation-ID and Contribution-ID header field
values;

9. shall include a P-Asserted-Service header with the CPM ICSI for Session Mode
Messaging;
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10.shall, when a 'tk' parameter set to ‘on’ is present in the P-Asserted-Identity of the
corresponding MessageRevoke request, add a Privacy header as defined in
[RFC3323] set to the value “tk”.

11.shall send the SIP MESSAGE request according to the rules and procedures of
[RCS-CPM-CONVFUNC-ENDORS].

The MessageRevokeResponse request shall be indicated as successful when the message
to be revoked is removed from the deferred storage and will therefore not be delivered to
the client.

The MessageRevokeResponse request shall indicate the request as having failed when any
of the following conditions is met:

¢ Interworking towards SMS/MMS has occurred at originating or terminating side

e A successful delivery natification for which the MessageRevoke request has been
generated has been received by the originating or terminating Messaging Server;

¢ Message revocation is not performed successfully by the terminating Messaging
Server (e.g., due to Messaging Server failures);

e The message that the intended MessageRevoke request has been generated for is
stored at the terminating side in the Common Message Store.

e The message is under retry delivery attempt due to Messaging Server store and
forward functionality.

The client shall ignore any MessageRevokeResponse request for chat messages that it
does not recognize based on the Message-ID (corner case).

MessageRevoke requests shall never be forwarded to the client and shall be processed
right after being received by the Messaging Server.

3.23.8.23 Message Revoke feature tag

RCS defines a Message Revoke feature tag to indicate support of the message revocation
feature. The RCS Client and originating Messaging Server shall make use of the message
revocation feature only when the terminating Messaging Server has indicated its support
through the Message Revoke feature tag. It can be used to indicate support for revoking of
any message identified with a CPIM Message-ID. However, this release of RCS only allows
it for chat messages.

The feature tag is set in the Contact header of the SIP INVITE request or response used to
set up a 1-to-1 chat session and it is always attached by the Messaging Server that
supports Message revocation feature. The client shall only include this feature tag in the
MessageRevoke request.

The feature tag is defined as +g.gsma.rcs.msgrevoke.

3.2.38.24 Message Revoke content-type
The Message Revoke XML schema is defined as shown on Table 17.

The associated Multipurpose Internet Mail Extensions (MIME) content type is
application/vnd.gsma.rcsrevoke+xml.
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This content type used in both the MessageRevoke request and in the
MessageRevokeResponse request.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="urn:gsma:params:xml:ns:rcs:rcs:rcsrevoke"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="urn:gsma:params:xml:ns:rcs:rcs:rcsrevoke"
elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="imRevoke">
<xs:complexType>
<xs:sequence>
<xs:element name="Message-ID" >
<xs:simpleType>
<xs:restriction base="xs:token"/>
</xs:simpleType>
</xs:element>
<xs:element name="result" minOccurs="0" maxOccurs="1">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="success"/>
<xs:enumeration value="failure"/>
</xs:restriction>
</xs:simpleType>
</xs:element>
<xs:element name="From">
<xs:simpleType>
<xs:restriction base="xs:anyURI"/>
</xs:simpleType>
</xs:element>
<xs:element name="To">
<xs:simpleType>
<xs:restriction base="xs:anyURI"/>
</xs:simpleType>
</xs:element>
<xs:any namespace="##other" processContents="lax" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Table 17: RCS Revoke and RevokeResponse message body schema

The following is an example of the body of a SIP MESSAGE requesting that a specific chat
message be revoked. In order to know whether the revoke was successful or not, the
MessageRevoke request sender checks the result field in incoming
MessageRevokeResponse requests.

Example of a MessageRevoke request:
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Content-type: application/vnd.gsma.rcsrevoke+xml
Content-length:

<?xml version="1.0" encoding="UTF-8"?>

<imRevoke xmlns="urn:gsma:params:xml:ns:rcs:rcs:rcsrevoke">
<Message-ID>23499fuqg34fu</Message-ID>
<From>tel:+1234578901</From>

<To>tel:+1234578902</To>

</imRevoke>

NOTE: The Message-ID, "23499fuq34fu”, in the XML body refers to the CPIM
Message-ID of the message to be revoked.

Example of a MessageRevokeResponse request where the revoke succeeded. If it had
failed, the value of result would be “failure”:

Content-type: application/vnd.gsma.rcsrevoke+xml
Content-length:

<?xml version="1.0" encoding="UTF-8"?>

<imRevoke xmlns="urn:gsma:params:xml:ns:rcs:rcs:rcsrevoke">
<Message-ID>23499fuqg34fu</Message-ID>
<result>success</result>

<From>tel:+1234578901</From>

<To>tel:+1234578902</To>

</imRevoke>

NOTE: The Message-ID, "23499fuq34fu”, in the XML body refers to the CPIM
Message-ID of the message that was revoked.

32383 Chat Fallback Mechanism management in the Client

When initiating a 1-to-1 Chat session, the client shall monitor the delivery of the messages
exchanged in the session based on the feature tags defined in Table 16:

e |fa SIP 200 OK response is received as final response, the client shall behave as
follows based on the presence of the feature tags defined in section 3.2.3.8.1.

¢ If the Contact header in the 200 OK response included the message revocation
feature tag defined in section 3.2.3.8.1 while the CHAT REVOKE TIMER client
configuration parameter is configured with the value O or if applicable the SMS
fall-back is disabled on the client, the client shall assume delivery for any
messages based on the terminating network delivery policies (e.g. store and
forward will be applied if the recipient cannot be reached).

¢ If the Contact header in the 200 OK response includes the message revocation
feature tag defined in section 3.2.3.8.1, the CHAT REVOKE TIMER client
configuration parameter is set to a value higher than 0 and if applicable the SMS
fall-back is enabled on the client, the client shall apply monitoring of the delivery
for any messages sent within the session (i.e. through a timer based on the
CHAT REVOKE TIMER client configuration parameter).

e If the Contact header in the 200 OK response includes the interworking feature
tag defined in section 3.2.3.8.1, the client shall not monitor the delivery of any
messages that it sends in the Chat session.
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For a client invited to a 1-to-1 Chat session (excluding a session for delivering stored
messages or notifications), behaviour shall be as follows:

¢ If the Contact header field included in the SIP INVITE request included the message
revocation feature tag defined in section 3.2.3.8.1 while the CHAT REVOKE TIMER
client configuration parameter is configured with the value O or if applicable SMS fall-
back is disabled on the client, the client shall assume the delivery of any messages
that it sends in the Chat session according to the terminating network delivery
policies (e.g. store and forward will be applied if the recipient cannot be reached).

o If the Contact header in the SIP INVITE request includes the message revocation
feature tag defined in section 3.2.3.8.1 and the CHAT REVOKE TIMER client
configuration parameter is set to a value higher than 0 and if applicable SMS fall-
back is enabled on the client, the client shall monitor the delivery of any messages
that it sends in the Chat session (i.e. through a timer based on the CHAT REVOKE
TIMER client configuration parameter).

¢ If the Contact header of the SIP INVITE request includes the interworking feature tag
defined in section 3.2.3.8.1, the client shall not monitor the delivery of the messages
that it sends in the Chat session.

3.2384 Chat Fallback Mechanism Management in the network

Service Providers supporting the RCS 1-to-1 Chat service shall support network fallback.
The fallback is performed in the network serving the recipient of the message. RCS 1-to-1
Chat Fallback in the network serving the sender of the message is out of the scope of this
document. The following procedures shall be implemented:

o When handling an SIP INVITE request for a 1-to-1 Chat session, the messaging
server in the originating network shall add either the message revocation or the
network interworking feature tag defined in section 3.2.3.8.1 in the Contact header
field of the SIP INVITE request sent towards the terminating client based on the chat
fallback mechanism that is supported.

e When handling an SIP INVITE request for a 1-to-1 Chat session, the messaging
server in the terminating network shall add either the message revocation or the
network interworking feature tag defined in section 3.2.3.8.1 in the Contact header
field in every 200 OK to the SIP INVITE request sent towards the originating client.

NOTE: For networks with RCS Standalone messaging service enabled that enable
only receiving 1-to-1 chat messages (i.e. CHAT AUTH is set to 0 and
GROUP CHAT AUTH is set to 1) and that choose to interwork with Service
Providers that enable only RCS 1-to-1 Chat service (option 2) by deploying
an RCS Standalone message to RCS 1-to-1 Chat session interworking
function, the above procedure can be fulfilled by the interworking function.

The terminating network shall always return a SIP 200 OK response to a SIP INVITE
request for 1-to-1 chat session since the network takes responsibility for delivering the
message in the best way possible regardless of the connectivity status of the client.

If the terminating network supports Message Revocation, this shall be implemented as
defined in this document.
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3.2.3.8.5 Network indicates delivery as SMS

When a network supports interworking as per section 3.2.3.4 and it delivers the message
through interworking to SMS, the network shall generate an interworking notification as
defined in Appendix O of [RCS-CPM-CONVFUNC-ENDORS] when such a notification was
requested in the IMDN Disposition-Notification CPIM header of the message that was
interworked. In that case, the network shall not generate a Delivery disposition natification. If
IMDN Disposition-Notification CPIM header did not include a request for an interworking
notification, the network shall generate a Delivery Notification instead.

NOTE: Since a client will always have requested an interworking notification, this
requirement to generate a regular Delivery notification is intended to
support clients of previous RCS versions.

3.2.3.8.6 Procedures for Client SMS Fall-back

If according to the procedures defined in section 3.2.3.8.1 the client runs a timer based on
the CHAT REVOKE TIMER client configuration parameter for messages in a conversation,
and the client receives "delivery" disposition notifications for all messages in the
conversation, then the client shall stop the timer.

The client shall start a timer based on the CHAT REVOKE TIMER client configuration
parameter for the next message sent in the conversation considering the message
revocation capability indicated in accordance with the procedures defined in section
3.2.3.8.1.

1. If the timer based on the CHAT REVOKE TIMER client configuration parameter is
running for at least one conversation and if

a) the client registers in IMS successfully due to a previous de-registration (e.g.
due to user setting or data-off) and if the value of the RECONNECT GUARD
TIMER configuration parameter defined in sections A.1.3 and A.2.4 is not set
to "0", then the client shall start the reconnection guard timer with the value
provided in the RECONNECT GUARD TIMER configuration parameter
defined in sections A.1.3 and A.2.4, or

b) the client re-connects to the Proxy Call Session Control Function (P-CSCF)
due to a previous loss of connection to the P-CSCF and if the value of the
RECONNECT GUARD TIMER configuration parameter defined in sections
A.1.3 and A.2.4 is not set to "0", then the client shall start the reconnection
guard timer with the value provided in the RECONNECT GUARD TIMER
configuration parameter defined in sections A.1.3 and A.2.4.

c) The reconnect guard timer shall start if

i. asuccess response is received from the network for an initial
registration or re-registration resulting from the client procedures to re-
connect to the P-CSCF, otherwise

ii. atthe time of P-CSCF connection re-gain.

2. If the timer based on the CHAT REVOKE TIMER client configuration parameter
expires, then processing commences with step 3.
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3. The client shall check whether the reconnection guard timer is running. If yes, then
processing commences with step 5, otherwise processing commences with step 4.
4. If the client

a) is not registered in IMS due to missing data connection (e.g. data off, loss of
connection to the P-CSCF and registration expired), then the client shall wait
until data connection is regained.

b) if the data connection is regained then the client shall send an initial
registration as per procedures of section 2.4.

c) has stored a valid IMS registration but it has previously detected a loss of
connection to the P-CSCF, then the client shall wait until data connection is
regained.

If the data connection is regained

i. and the IMS registration is valid (e.g. registration is not expired, the
client IP address did not change, access network did not change), then
the client shall send a re-registration as per procedures of section 2.4.

ii. and the IMS registration is not valid (e.g. registration is expired, the
client IP address did change), then the client shall send an initial
registration as per procedures of section 2.4.

If the initial registration or the re-registration is successful, then

iii. if the value of the RECONNECT GUARD TIMER configuration
parameter defined in section A.1.3 and A.2.4 is set to "0" then
processing commences with step 6.

iv. otherwise, the client shall start the reconnection guard timer with the
value provided in the RECONNECT GUARD TIMER configuration
parameter defined in sections A.1.3 and A.2.4. Processing commences
with step 5.

d) otherwise, in all other cases where the client is registered in IMS, processing
commences in step 6.

5. If the reconnection guard timer is running and

a) if "delivery" disposition notifications have been received for all messages in
the conversation, then the reconnection guard timer shall be stopped by the
client. The client shall stop the message fall-back processing.

b) if the client detects a loss of connection to the P-CSCF or it is de-registered,
the reconnection guard timer is stopped and processing commences with step
4

c) If the reconnection guard timer expires, the processing commences with step
6.

6. The client shall verify whether connectivity for sending SMS messages exists. If
connectivity for sending of SMS messages exists, then processing commences with
step 7. Otherwise, the client

a) shall wait until connectivity for SMS is regained again.
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7.

b)

d)

If the connection to the P-CSCF is lost or the client is de-registered from IMS
while waiting for connectivity for sending of SMS messages, the client shall
stop waiting for SMS connectivity and continue processing in step 4.

If "delivery" disposition notifications have been received for all messages in
the conversation, then the client shall stop waiting for SMS connectivity. The
client shall stop the SMS fall-back processing.

Once connectivity for sending SMS is regained, then processing commences
with step 7.

If a user authorisation is required for the SMS fall-back for this conversation, then the
client shall invoke a user interaction. Otherwise processing commences with step 8.

a)

b)

c)

If the client receives "delivery" disposition notifications for all messages in the
conversation, then the client shall abort the user interaction and stop the
message fall-back processing.

If the user interaction results in the user authorisation of the SMS fall-back,
then the procedure commences with step 4. The client shall retain the user
authorisation of the SMS fall-back for the subsequent processing, i.e. the
client shall not invoke the user interaction again.

If the user interaction results in rejection of the message fall-back, then the
client shall stop message fall-back processing.

8. The client shall create a Message Revoke request for the oldest chat message of the
conversation for which no "delivery" disposition notification has been received and
which has not been processed for SMS fall-back. The client shall send the Message
Revoke request to the network. Message revocation shall be implemented as
defined in section 3.2.3.8.2. If the value of the configuration parameter CFS
TRIGGER defined in sections A.1.3 and A.2.4

v9.0

a) issetto"1", then

i. if the Message Revocation request fails due to loss of connection to
the P-CSCF, then the client shall continue processing with step 4.

ii. if the client receives a success response (200 OK) to the Message
Revoke request, then the client shall

1. start an operation timer to supervise the processing of the Message

Revocation, otherwise

2. not send a fall-back SMS and consider the chat message as processed for

SMS fall-back. The client shall continue with the procedure in step 8 until

all messages in the conversation have been processed.

iii. If the client receives a "delivery" disposition notification for the
message to be revoked, it shall stop SMS fall-back handling.

iv. If the client receives a Message Revocation response from the network
with a "success" result, then the client shall stop the operation timer
and shall send the fall-back SMS following the procedures for fall-back
according to the type of message (e.g. chat message, file transfer).

v. If the client receives a Message Revocation response from the network
with a "failure” result, then the client shall stop the operation timer and
shall not send the fall-back SMS and consider the chat message as
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processed for SMS fall-back. The client shall continue with the
procedure in step 8 until all messages in the conversation have been
processed.

If the client detects a loss of connection to the P-CSCF or the client is
de-registered from IMS (e.g. due to user settings), then the client shall
stop the operation timer and shall send the fall-back SMS following the
procedures for fall-back according to the type of message (e.g. chat
message, file transfer). If there is at least one message in the
conversation for which no "delivery" notification has been received and
which has not been processed for SMS fall-back the client shall
continue processing with step 4, otherwise is shall stop SMS fall-back
handling.

If the operation timer expires then the client shall send the fall-back
SMS following the procedures for fall-back according to the type of
message (e.g. chat message, file transfer).

If submission of the SMS to the network fails (e.g. no SMS
connectivity), then the client shall suspend the processing of SMS fall-
back and apply the client procedures for the handling of failed SMS
message submissions.

. If the submission of the SMS is confirmed by the network with a

success response, then the client shall consider the chat message as
processed for SMS fall-back. The client shall trigger SMS latching and
cache this status for the contact. The client shall continue with the
procedure in step 8 until all messages in the conversation have been
processed.

If the submission of the SMS is rejected by the network with a failure
response, then the client shall stop processing of the SMS fall-back
and apply the client procedures for the handling rejected SMS
message submissions

b) is setto "0" or is not present then the client shall send the fall-back SMS
following the procedures for fall-back according to the type of message (e.g.
chat message, file transfer) and the Message Revoke request at the same

time.

If the Message Revoke request fails due to loss of connection to the P-
CSCF and there is at least one message in the conversation for which
no "delivery" naotification has been received and which has not been
processed for SMS fall-back, then the client shall continue processing
with step 4, otherwise the client shall stop processing of SMS fall-back.
If submission of the SMS to the network fails (e.g. no SMS
connectivity), then the client shall suspend the processing of SMS fall-
back and apply the client procedures for the handling failed SMS
message submissions.

If the submission of the SMS is confirmed by the network with a
success response, then the client shall consider the chat message as
processed for SMS fall-back. The client shall trigger SMS latching and
cache this status for the contact. The client shall continue with the
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procedure in step 8 until all messages in the conversation have been
processed.

iv. If the submission of the SMS is rejected by the network with a failure
response, then the client shall stop processing of the SMS fall-back
and apply the client procedures for the handling rejected SMS
message submissions.

v. The outcome of the Message Revocation operation does not alter the
processing requirements of the client with regard to SMS fall-back.
However, the client may need to inspect the outcome of the Message
Revocation operation to satisfy the requirements for the presentation of
the message status to the user.

3.2.3.9 Message display and message store

All messages are stored in the participating devices, together with a time indication and an
appropriate indication of the sender and the receiver of each message. This time indication
shall be obtained from the CPIM DateTime header for received messages. Since according
to section 3.2.3.1 these values should be set by the Messaging Server, this allows for a
correct time based indication for those messages without depending on the device’s own
clock which may not have been set correctly. For sent messages however, the only clock
available at transmission time is the device’s own clock.

However, it is Messaging Server responsibility to deliver messages in the correct order, so
the RCS Client is able to rely on the reception order to interleave the incoming and outgoing
messages. Please note that the shown message time at the UX should be based on the
network time (i.e. the CPIM DateTime header, when available) in order to correctly display
the time of store and forwarded messages.

When a Common Message Store is available for the user, the messages are synchronised
with the Message Store Server as specified in section 4.1.

When the storage limit is reached, deletion might occur on a first in/first out (FIFO) queue
policy. It is open to OEM criteria how to implement other opt-in deletion mechanisms (e.qg.,
ask always, delete always, delete any conversation/message from specific contacts, etc.).

3.24 Group Chat

3.2.41 Overview

The technical realisation of Group Chat is based on the CPM Ad-hoc Group and the CPM
Long-Lived Group Session as defined in [RCS-CPM-CONVFUNC-ENDORS] with the
additional requirements and clarifications defined in this document.

The support of CPM Long-Lived Group Session is mandatory for the Messaging Server.
This requires the conference focus of the Messaging Server to keep the Group Chat
participant and meta-information beyond an active Group Chat session. The conference
focus shall keep the participant information and meta-information for idle Group Chats for a
minimum time as defined in [PRD-RCC.71].

The support of CPM Long-Lived Group Session is mandatory for the client. The value of the
Conversation-ID header defined in [RCS-CPM-CONVFUNC-ENDORS] provides the unique
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ID of an individual RCS Group Chat. It shall be used by the client to associate Group Chat
sessions, Chat messages, participant and meta-information with the corresponding Group
Chat conversation.

3.24.2 Authorisation of Group Chat

The client is authorised to offer the Group Chat service to the user if the configuration
parameter GROUP CHAT AUTH as defined in section A.1.3 is set to "1".

If the client is not authorised for Group Chat and it receives an invitation for a Group Chat
session, then it shall reject it with a SIP 488 NOT ACCEPTABLE HERE response.

3.243 Initiation of the Group Chat

The client shall offer the user to initiate a Group Chat only with contacts being capable of
the Chat service as defined in section 2.6.1.3.

NOTE: The caching of addresses as defined in section 2.5.2.1 and 2.5.3.1 in
combination with the fact that the Chat capability of the contact must be
known will result in the client always providing the addresses of invited
participants in international format.

For the establishment of a Group Chat the client shall request the user to select at least 2
contacts capable of the Chat service. The client shall allow the user to select a number of
Chat service capable contacts up to the limit defined in the configuration parameter
MAX_AD-HOC_GROUP_SIZE, reduced by one (the initiator itself), as defined in section
A.1.3.

Extending of a 1-to-1 Chat to a Group Chat as defined in [RCS-CPM-CONVFUNC-
ENDORS] is not applicable for this version of RCS.

The client shall allow the user to assign Group Chat meta-information such as subject and
an icon to the Group Chat. The subject shall be conveyed to the invitees during Group
Session establishment as defined in [RCS-CPM-CONVFUNC-ENDORS]. The icon shall be
conveyed to the invitees via the procedures for managing and receiving Group Chat meta-
information described in section 3.2.4.7 and 3.2.4.8 respectively.

Prior to initiation the client shall assign to the Group Chat a unique value for the
Contribution-ID and Conversation-ID headers defined in [RCS-CPM-CONVFUNC-
ENDORS]. Both Contribution-ID and Conversation-ID headers shall be set to the same
value.

The client shall derive the Request-URI of the SIP INVITE from the configuration parameter
CONF-FCTY-URI defined in section A.1.3.

The client shall initiate a Group Chat following the definitions of [RCS-CPM-CONVFUNC-
ENDORS] for the initiation of a CPM Group Session for a CPM Ad-hoc Group.

Once a 200 OK response is received for the Group Chat invitation, the client shall store the
values of the Conversation-ID and Contribution-ID SIP headers and the Group Chat
Session Identity from the Contact header along with the subject of the Group Chat.
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3.244 Invitation to a Group Chat

A client is invited to a new Group Chat if it receives a session invitation for a CPM Group
Session for a CPM Ad-hoc group as defined in [RCS-CPM-CONVFUNC-ENDORS] with a
value of the Conversation-ID header which is not known by the client. The client shall
accept the invitation to the Group Chat in accordance with the value of the configuration
parameter IM SESSION AUTO ACCEPT GROUP CHAT as defined in section A.1.3.

Once the invitation to the Group Chat is accepted, the client shall store the values of the
Contribution-ID and Conversation-ID SIP headers and the Group Chat Session Identity from
the Contact header along with the subject of the Group Chat.

3.245 Content type negotiation

When establishing CPM Group Sessions, the clients and the entities of the Messaging
Server shall negotiate the supported content types for the CPM Group Session as defined in
[RCS-CPM-CONVFUNC-ENDORS] with the following additional clarifications and
requirements:

¢ Inthe SDP of the SIP INVITE request and response, the a=accept-types attribute
shall include message/cpim, and the content-type for the conference-info object if
supported.

¢ Inthe SDP of the SIP INVITE request and response, the a=accept-wrapped-types
attribute shall only include text/plain, message/imdn+xml and application/im-
iscomposing+xml.

o If File Transfer is supported (see section 3.2.5) then the a=accept-wrapped-types
attribute shall also include application/vnd.gsma.rcs-ft-http+xml.

e |f Geolocation PUSH is supported (see section 3.2.6.2), then the a=accept-wrapped-
types attribute shall also include application/vnd.gsma.rcspushlocation+xml.

e To transfer any other content (e.g. multimedia content) during a chat, File Transfer is
used.

e The client and the Messaging Server shall take the procedures defined in section
3.2.5.2 for File Transfer into account.

¢ The client and the Messaging Server shall take the procedures defined in section
3.2.6.2 for Geolocation PUSH into account.

3.24.6 Adding participants to a Group Chat

The client shall allow the user to add additional participants to a Group Chat, if they are
capable to support Chat and if they are not member of the Group Chat already.

NOTE: The caching of addresses as defined in section 2.5.2.1 and 2.5.3.1 in
combination with the fact that the Chat capability of the contact must be
known will result in the client always providing the addresses of invited
participants in international format.

This includes patrticipants listed in the most recent conference-info document received by
the client if their endpoint status is set to "disconnected” with disconnection method set to
"departed” or "failed".

The client shall allow the user to add more participants to a Group Chat if the value of the
maximume-user-count element is greater than the value of the user-count element of the
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latest conference-info document defined in [RFC4575] and received by the client as per
procedures defined in section 3.2.4.8. The client shall allow the user to only add a number
of additional contacts that does not exceed the value of the maximum-user-count element.

Based on the client procedure above it is mandatory for the Messaging Server to provide
the values of maximum-user-count and the user-count elements in all conference-info
documents.

The client shall add new participants to a Group Chat in accordance with the procedures for
the inviting other participants to a CPM Group Session as defined in [RCS-CPM-
CONVFUNC-ENDORS].

3.2.4.7 Managing Group Chat meta-information

Group Chat meta-information comprises additional characteristics of a Group Chat which
can be managed by the participants.

The client and the Messaging Server shall support the procedures for the management of

e the subject
e theicon, and
e user roles

via the procedures defined in [RCS-CPM-CONVFUNC-ENDORS] for the Group Session
Data Management.

For the request to change the icon, the client shall use the request operation to set the icon
using the <file-info> element of the <file> element as defined in [RCS-CPM-CONVFUNC-
ENDORS]. The use of the <icon-uri> to set the icon is not applicable for this version of RCS.

In addition, the client and the Messaging Server shall support the procedures related to the
indication of the Group Chat policy as defined in [RCS-CPM-CONVFUNC-ENDORS].

If for a Group Chat session, the Group Chat Session Data Management is not available as
defined in [RCS-CPM-CONVFUNC-ENDORS], then

¢ the client shall store the value of the subject assigned at the time of initiation of the
Group Chat persistently. The client shall use the value of the subject in SIP INVITE
and SIP REFER requests to restart a Group Chat or when adding participants to a
Group Chat respectively. The client shall ignore the value of the subject header when
receiving invitations for the stored CPM Group Session.

¢ the client shall not offer functions related to the management of icon and user roles
to the user.

The procedures for the client and the Messaging Server related to the user experience of
user roles and the group policies are defined in [PRD-RCC.71].

3.24.38 Receiving Group Chat participant and meta-information

The client shall determine the Group Chat participant information (i.e. the list of participants)
and Group Chat meta-information by the following means:

e During an active Group Chat session via
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¢ the conference-info document via MSRP SEND requests sent by the network
automatically at the time of session set-up or after participant information or meta
information has changed, or

¢ via SIP NOTIFY as a result of the client's subscription to the conference event
package

as defined in [RCS-CPM-CONVFUNC-ENDORS].

The policy for the client to receive Group Chat participant and meta-information via
MSRP is determined by the network based on the negotiation of the content-type for
the conference-info object as defined in [RCS-CPM-CONVFUNC-ENDORS]. If the
network supports delivery of Group Chat participant and meta-information via MSRP,
then the client shall not subscribe to the conference event package. Otherwise, if the
network does not support delivery of Group Chat participant and meta-information
via MSRP, then the client shall subscribe to the conference event package and in
this case, the network will not send any meta-information via MSRP.

e OQutside of an active Group Chat session, if enabled, via the Group State Objects or
Conference Information Objects stored in the Common Message Store using the
procedures defined in section 4.1.

The client shall store the latest list of participant addresses locally.

If the client receives an update of participant or meta-information, then it shall compare the
received list of participants or the meta-information event with the stored list of participants
and meta-information and shall notify the user about changes in the participant list or meta-
information only as a result of the comparison.

For the reception of icons assigned to the Group Chat, the client shall support both the
<icon-uri> and the <file-info> element of the conference-info document extension defined
[RCS-CPM-CONVFUNC-ENDORS].

To download the icon file using the URL contained in the <icon-uri> element, the client shall
invoke the file download procedure as defined in section 3.2.5.3.2.1 for download of files in
a Group Chat. If the configuration parameter FT HTTP DL URI defined in section A.1.4 is
present, then the client shall follow the procedure as defined for this case in section
3.2.5.3.2.1 taking the following requirement into account. When creating the download URL,
the client shall not add the "id" parameter to the download URL.

3.24.9 Closing Group Chat sessions

3.2.491 Group Chat session idle time

The conference focus of the Messaging Server shall take responsibility to close idle Group
Chat sessions. In this case, the participants of the Group Chat remain members of the
Group Chat. A participant can restart the Group Chat session at any time using the
procedure for the restart of a Group Chat. The conference focus of the Messaging Server
shall end the Group Chat session using the procedure for the CPM Group Chat session
ending request for session inactivity defined in [RCS-CPM-CONVFUNC-ENDORS]. The
maximum allowed idle time in the conference focus shall not be larger than 300 seconds.
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When measuring the idle time in the conference focus, MSRP messages for disposition
notifications shall not be taken into account.

A Messaging Server not acting as the conference focus may also monitor Group Chat
sessions for becoming idle. Such a Messaging Servers shall apply a significantly larger idle
timer value than the timer value defined for the conference focus.

The client can leave the Group Chat session involuntarily, e.g. at the time to shut down or
power off. In this case, the client or an entity in the network detecting the event shall
generate a SIP BYE request including a Reason Header field set to SIP and the protocol-
cause set to a value other than 200. It is recommended to use a Reason header field with
the protocol set to SIP and the protocol-cause set to 503 (e.g. SIP;cause=503;text="Service
Unavailable”) in accordance with the definitions in [SGPP TS 24.229] for bearer loss
detected by the P-CSCF.

3.2.49.2 Group Chat termination Service Provider policies

The conference focus of the Messaging Server may close a Group Chat permanently based
on Service Provider policy if

e less than the minimum number of participants is reached or
o the Group Chat has not been used by the participants for a time defined by the
Service Provider.

If a Service Provider Policy applies and the condition for Group Chat permanent termination
is met, then the conference focus of the Messaging Server shall remove all participants of
the Group Chat using the procedure for the CPM Group Chat session ending request
defined in [RCS-CPM-CONVFUNC-ENDORS]. If the client receives the CPM Group Chat
session ending request, then it shall apply the UX procedures for a Group Chat where the
user is no longer participating.

3.2.410 Restart of the Group Chat session

If a Group Chat session was closed due to inactivity and a client requires an active Group
Chat session for the processing of user requests, then the client shall restart the Group
Chat session using the procedure defined in [RCS-CPM-CONVFUNC-ENDORS] for re-
joining a CPM Group Chat session. The client shall use the stored values of the Group Chat
Session Identity, Contribution-ID and Conversation-ID to re-join the Group Chat session.

The Group Chat is restarted if the client receives a 200 OK response in accordance with the
procedures defined in [RCS-CPM-CONVFUNC-ENDORS].

If the SIP INVITE for the restart of the Group Chat session fails with a SIP 404 Not Found
response in accordance with the procedures in [RCS-CPM-CONVFUNC-ENDORS], the
Service Provider closed the Group Chat based on Service Provider policy in accordance
with the definitions in section 3.2.4.9.2. The client shall apply the UX procedures for a Group
Chat where the user is no longer participating.

Since a Group Chat can be restarted by two participants simultaneously, race-conditions
exist between rejoin requests coming from the client and SIP INVITE request originated by
the Controlling Function. As the middle element, most of these situations will be detected by
the Messaging Server Participating Function that shall handle these situations as follows:
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1. For the case where the Messaging Server Participating Function receives an
incoming SIP INVITE request from the client for a Group Chat for which a SIP
INVITE request was already sent (matching shall be done based on the Group Chat
Session ldentity) (i.e. the INVITE requests have crossed between the client and the
Participating Function):

a) If no session is established yet with the Controlling Function (see also section
3.2.4.15), the Messaging Server Participating Function shall forward this
INVITE request from the client to the conference focus and handle the SIP
INVITE request from the client as a regular Back-to-Back User Agent
(B2BUA) with this session setup to the Controlling Function.

b) Otherwise, the Messaging Server Participating Function shall accept the SIP
INVITE request from the client, establish the MSRP channel and forward any
messages and notifications received from the client in the already established
MSRP session with the Controlling Function.

Messages and notifications received from the Controlling Function shall only be
forwarded in the MSRP channel to the client that was last to be established. Based
on local policy, the Messaging Server Participating Function shall terminate the
unused session by sending in the corresponding SIP dialog a SIP BYE request
carrying a Reason header field with the protocol set to SIP and the protocol_cause
set to 480 (e.g. SIP;cause=480;text="bearer unavailable”).

This means, that in all cases where such a race condition occurs temporarily, two
sessions are established between the client and the Participating Function and only
one between the Controlling Function and the Participating Function. Between the
client and Participating Function, only the MSRP session that was last to be
established shall be used.

2. For the case where the Messaging Server Participating Function receives an
incoming SIP INVITE request from the Controlling Function for a Group Chat for
which a SIP INVITE request was already sent (matching shall be done based on the
Group Chat Session Identity) to the Controlling Function (i.e. the INVITE requests
have crossed between the Controlling Function and the Participating Function), the
Messaging Server Patrticipating Function may either

a) Forward this INVITE request to the client, or

b) Accept both the session from the Controlling Function and the rejoin request
from the client and link both dialogs as a B2BUA. In that case when the
Controlling Function accepts the INVITE request, the Participating Function
shall establish the MSRP session and only use the last MSRP channel to be
established until either the Controlling Function closes one of the sessions,
closes the entire chat or the user leaves the Chat. In the last case, the
Messaging Server Patrticipating Function shall send the corresponding SIP
BYE request in both sessions.

Also, the Controlling Function shall accept a rejoin request received from a participant for
which there was an outstanding INVITE request. It shall ensure that only one session is
used and that messages from the participant are not returned in the other session. To
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achieve this, it is recommended to only send messages in the last MSRP channel to be
established. Once it has received messages or notifications over that connection it may
close the other session by sending in the corresponding SIP dialog a SIP BYE request
carrying a Reason header field with the protocol set to SIP and the protocol_cause set to
480 (e.g. SIP;cause=480;text="bearer unavailable”).

If the SIP INVITE for the restart of the Group Chat session fails with a SIP 403 Declined
response including a warning header set to “127 Service not authorized” in accordance with
the procedures in [RCS-CPM-CONVFUNC-ENDORS], then the user is not authorised to
restart the Group Chat. The client shall apply the user interface procedures for a Group
Chat where the user is no longer participating.

If a SIP response other than the ones defined in [RCS-CPM-CONVFUNC-ENDORS] is
received by the client, then the client shall not alter the status of the Group Chat. The client
may retry the Group Chat restart.

A client receiving an invitation to a Group Chat session with a known Conversation-ID shall
accept the request automatically, unless there is a pending user request to leave the Group
Chat.

3.2411 Leaving a Group Chat

If the user requests the client to leave a Group Chat, and a Group Chat session exists, then
the client shall send a SIP BYE request following the procedure defined in [RCS-CPM-
CONVFUNC-ENDORS] for leaving a Group Chat Session.

If the user requests the client to leave a Group Chat, and a Group Chat session does not

exist, the client shall restart the Group Chat session first as described in section 3.2.4.10,

and then follow the procedure defined in [RCS-CPM-CONVFUNC-ENDORS] for leaving a
Group Chat Session.

The client may also leave a Group Chat at the time Group Chat session restart by rejecting
the Group Chat invitation with a 603 Decline response.

3.2.412 Removal of a participant

The client and the Messaging Server shall support the procedures for a participant to
remove another participant as defined [RCS-CPM-CONVFUNC-ENDORS]. The client shall
offer the user removal of a participant only if it is entitled by the participant removal policy
and the user's own role as indicated by the Messaging Server. If the participant removal
policy is absent in the Group Chat, the client shall not offer the user the possibility to remove
other participants.

3.2.413 Procedures in the Messaging Server for the removal of a user's IMS
identity and profile

If the Service Provider removes the IMS identity and the profile of a user, then the
Messaging Server shall invoke the procedures defined in [RCS-CPM-CONVFUNC-
ENDORS] for the termination of all CPM Sessions due to administrative reasons.

In addition to the procedures defined in [RCS-CPM-CONVFUNC-ENDORS] for the creation
of a CPM Group Session with a participant the conference focus shall, if it receives a SIP
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404 Not Found response to the SIP INVITE, remove the corresponding participant from the
participant list of the Group Chat. The conference focus shall inform the other participants
via an update of the participant information using the procedures described in section
3.2.4.8. The elements of the removed participant's user endpoint in the conference-info
document shall be set as follows:

e Status of the user endpoint element is set to "disconnected",
¢ Disconnection-method of the user endpoint element is set to "departed".

3.2.414 Delivery and Display notifications

The client and the Messaging Server shall apply the procedures for Delivery and Display
notifications as defined in [RCS-CPM-CONVFUNC-ENDORS] for the handling of disposition
notifications for Group Chat.

The additional requirements for the composition of disposition notifications defined in
section 3.2.4.17 shall apply also, if disposition notifications are sent via SIP MESSAGE.

3.2.415 Support of Store and Forward

The Messaging Server and the client shall support Store and Forward of Chat messages,
and Group Chat participant and meta information via the procedures defined in [RCS-CPM-
CONVFUNC-ENDORS] for deferred CPM Group Session delivery.

3.2.4.16 Multidevice handling and the Common Message Store

If Multidevice and the Common Message Store is supported by the Service Provider the
Messaging Server shall support forking of Group Chat sessions to multiple clients as
defined in in [RCS-CPM-CONVFUNC-ENDORS] for CPM Group Session establishment.
The Messaging Server shall act as a Back-to-Back User Agent (B2BUA) in this case.
Delivery of sessions and messages to hon-CPM devices as defined in [RCS-CPM-
CONVFUNC-ENDORS] is not applicable for Group Chat.

Multiple clients of a user will receive the Group Chat participant and meta-information during
a group Chat session as described in section 3.2.4.8.

In addition, based on Service Provider Policy the Messaging Server may support direct
delivery of messages in a CPM Group Session as defined in in [RCS-CPM-CONVFUNC-
ENDORS]. For the client the support of direct delivery of messages is mandatory.

If the Common Message Store is deployed by the Service Provider then the client shall
retrieve the conversation history including participant and meta-information using the
procedures described in section 4.1.

3.2.417 Media plane handling

In addition to the definitions in [RCS-CPM-CONVFUNC-ENDORS], client and servers shall
apply the following procedures for media plane handling in a Group Chat Session.

To prevent revealing the user identity when transmitted over unprotected links, the client
should set the value of the CPIM To header for Chat messages in a Group Chat to
sip:anonymous@anonymous.invalid. The client shall set the value of the CPIM From header
to its public user identity and include the user's display name.
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For Delivery and Display notifications, the client shall set the value of the CPIM To header
to the identity of the original sender of the message, taken from the value of the CPIM From
header of the chat message it relates to.

The originating Messaging Server shall always set the value of the CPIM DateTime header
in the chat messages it receives. The originating Messaging Server shall also set the CPIM
DateTime header and IMDN DateTime element in notifications. In both cases, the
Messaging Server shall overwrite any DateTime information provided by the client. A client
receiving these requests should therefore rely on these headers containing the correct time
rather than on locally available time information.

The maximum size of a text Chat message in bytes that a user can enter in the Group Chat
is controlled via the configuration parameter MAX SIZE IM as defined in section A.1.3.

3.2.418 Group Chat Session Identity

The Group Chat Session Identity is conveyed during the establishment of SIP session as
the value of the Contact header. Intermediate nodes in the path between the Messaging
Server and the client shall transparently forward the contact URI if the Contact header field
contains the “isfocus” feature tag. For IMS entities, this behaviour is applied in accordance
with the definitions in [3GPP TS 24.229]. For CPM entities this behaviour is applied in
accordance with the definitions in [RCS-CPM-CONVFUNC-ENDORS].

3.2.419 Connection Model for Subscriptions from Participating Function to
Controlling Function

The Messaging Server Participating Function acts as a subscriber to the conference event
package of a Group Chat controlled by the Messaging Server Controlling Function. During
an active subscription, the Messaging Server Controlling Function notifies the Participating
function about changes of the Group State status and participant list.

Messaging Server Participating Functions and Controlling Function may reside in different
Service Provider networks. The Connection Model applied on the interface between the two
functions shall minimise the impact on the Controlling Function coming from the
Participating Function Service Provider's network topology and service provisioning. This is
achieved by limiting the number of active subscriptions per participant in a given Group
Chat to "1" based on the Connection Model below.

If the Participating Function initiates a new subscription for a Group Chat Session Identity
on behalf of a participant, the Controlling Function shall accept the request provided that the
Group Chat Session ldentity exists and the participant is authorised to subscribe to it, i.e. it
is a participant in the Group Chat.

At the time of acceptance, if the Controlling Function has another subscription active for the
same focus session identity and participant combination then the older subscription should
be terminated as defined in [RFC6665].

The Service Provider of the Participating Function shall ensure that the connection model
towards the Controlling Function does not restrict the service provided to its users. For
Service Providers offering Group Chat for Multidevice the application of a Back-to-Back
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User Agent (B2BUA) for subscriptions in the Messaging Server Participating Function is
mandatory.

3.2.5 File Transfer

3.2.51 Overview
This section describes the File Transfer mechanism that is based on

e the originating client storing the file in the HTTP Content Server,

e use of Standalone Messaging, 1-to-1 Chat and Group Chat procedures described in
sections 3.2.2, 3.2.3 and 3.2.4 to transport the file location URI to the recipient(s),

e the terminating client downloading the file from the HTTP Content Server using the
received file location URI, optionally via a Localisation Function.

3.25.2 Configuration and capability exchange

The client is authorised for the use of the File Transfer if the value configuration parameter
FT AUTH defined in section A.1.4 is set to "1".

If the client is authorised for File Transfer, then the client shall advertise the support of File
Transfer via

¢ the IARI media feature tag for File Transfer added in the IMS registration in
accordance with the definitions in section 2.4.4,

¢ the capability discovery of File Transfer as defined in section 2.6.1.3,

e the "+g.3gpp.iari-ref" media feature tag value "urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.fthttp" added in the Contact header of the SIP INVITE
requests and the 200 OK responses for sessions related to Group Chat.

¢ the indication of the content-type application/vnd.gsma.rcs-ft-http+xml in the SDP
a=accept-wrapped-types attribute of the SIP INVITE requests or the 200 OK
response for sessions related to 1-to-1 Chat, Large Message Mode Standalone
Messaging and Group Chat.

Otherwise, if File Transfer is not authorised, then the client shall not advertise the support of
File Transfer as described above.

The Messaging Server supporting File Transfer shall

e insert in the "+g.3gpp.iari-ref' media feature tag the value "urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.fthttp" in the Contact header of the SIP INVITE request or the
200 OK response for sessions related to Group Chat.

¢ indicate the content-type application/vnd.gsma.rcs-ft-http+xml in the SDP a=accept-
wrapped-types attribute of the SIP INVITE requests or the 200 OK response for
sessions related to 1-to-1 Chat, Large Message Mode Standalone Messaging and
Group Chat.

For the client File Transfer is available in a 1-to-1 Chat conversation, if:

¢ The application/vnd.gsma.rcs-ft-http+xml content type is indicated in the a=accept-
wrapped-types attribute from the messaging server during the SDP negotiation and
¢ the recipient is known to support File Transfer based on capability discovery.
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For the client File Transfer is available for 1-to-1 Standalone Messaging, if

e the recipients are known to support the File Transfer capability based on a capability
discovery.

For the client File Transfer is available for a Group Chat conversation, if

e the application/vnd.gsma.rcs-ft-http+xml content type is indicated in the a=accept-
wrapped-types attribute by the messaging server in SDP, and

o the "+g.3gpp.iari-ref" media feature tag value "urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.fthttp" in present the Contact header of the SIP INVITE or SIP
200 OK response received from the Messaging Server for set-up of a Group Chat
session.

The Messaging Server shall not forward a message with a File Transfer message body to a
recipient client which did not indicate the content-type application/vnd.gsma.rcs-ft-http+xml
in the SDP a=accept-wrapped-types attribute during session set-up. .

3.2.53 File transfer procedure
3.2.531 Sender procedures

3.2.5.3.1.1 Procedures for Upload and sending

1. To initiate a File Transfer, the sending client shall first send a HTTP POST? request
without a body to the HTTP Content Server using the value of the FT HTTP CS URI
configuration parameter defined in section A.1.4. If the client supports authentication
with an GBA bootstrapped security association as defined in [3GPP TS 33.220] it
shall indicate this by addition of a GBA product token in the User-Agent header as
defined in [3GPP TS 24.109].

2. The client shall continue processing depending on the received response from the
HTTP Content Server:

a) HTTP 401 AUTHENTICATION REQUIRED error response carrying a WWW-
Authenticate header field as defined in [RFC7235] if authentication is
required.

If the client and the service provider's HTTP Content Server supports GBA
based authentication then the server returns an HTTP 401
AUTHENTICATION REQUIRED response with an WWW Authenticate header
instructing the client to use HTTP digest Authentication with a bootstrapped
security association. In this case, the client shall authenticate with the
bootstrapped security association as defined in [3GPP TS 24.109]. If the client
has no bootstrapped security association in place, the client shall invoke the
bootstrapping procedure defined in [3GPP TS 24.109].

16 This specification uses the term “HTTP POST” and “HTTP GET” as a generic reference to the
action of using the POST or GET methods of HTTP. However, it is strongly recommended that
whenever the POST action contains sensitive information such as a user ID or password, the action
should take place over a secure connection and/or via HTTPS explicitly. This is enforced by the
service provider by configuring a FT HTTP CS URI with "https" schema.
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b)

d)

f)

Otherwise, the client shall authenticate using the values of FT HTTP CS
USER and FT HTTP CS PWD from the device configuration as defined in
Table 86 in section A.1.4.

HTTP 204 NO CONTENT response, the client shall continue processing
without authentication.

HTTP 503 INTERNAL ERROR with retry-after header if the server is busy and
cannot handle the request, the RCS client shall retry to upload after the time
specified in the retry-after header.

A HTTP 302 FOUND response, the client shall change the type of the request
to HTTP GET and follow the procedures for OpenID Connect based
authentication as defined in section 2.12.2. The procedure results in a
reconnection back to the HTTP content server commencing in step 2 of this
procedure.

A HTTP 403 FORBIDDEN response, the client is not authorised to apply the
File Transfer procedures and shall disable File Transfer in accordance with
the definition in section 3.2.5.2.

Any other response, the RCS client shall retry the request.

3. The sender generates a HTTP POST request to upload the file to the HTTP Content
Server by making as follows:

v9.0

The client shall create the following elements for the transfer of the file to the HTTP
Content Server.

e A File Transfer Transaction ID (TID): this TID value shall be a unique ID
generated by the client according to [RFC4122] section 4.2;

e The thumbnail content: The thumbnail is optional as it is only required for images
and videos. The size of this thumbnail shall be smaller than 10 kByte;

For a picture, the raw binary result shall be a thumbnail of the picture itself.
For a video clip, the raw binary result shall be a thumbnail either of the first I-
Frame at 20% of the total length of the video clip or of another relevant frame.
The procedure describing how to create the thumbnail itself, in its raw binary
form, is out of scope of this specification.

The size of a thumbnail should be restricted to the minimum number of octets
that provide significance.

e The file content.

The client shall use the elements defined above to create a HTTP POST content
body using the multipart/form-data content-type to encapsulate the following parts in
the listed order:

e An mandatory form element containing the transaction ID:
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Content-Disposition: form-data; name="tid”
Content-Type: text/plain

<Transaction-ID generated by the client>

Table 18: First form of the HTTP POST method request to upload the file to the HTTP
Content Server (Transaction ID)

¢ An optional form element containing the thumbnail file content:

Content-Disposition: form-data; name="Thumbnail"; filename="<local_filename>"
Content-Type: [mime type depending on the thumbnail; e.g. image/jpeg]

<Thumbnail content>

Table 19: Second form of the HTTP POST method request to upload the file to the
HTTP Content Server (Thumbnail contents)

¢ A mandatory form element containing the file content:

Content-Disposition: form-data; name="File"; filename="<local_filename>"
Content-Type: [mime type depending on the file; e.g. image/jpeg]

<file content>

Table 20: Third form of the HTTP POST method request to upload the file to the HTTP
Content Server (file contents)

The client should include the Content-Length header to indicate the size of the HTTP
request body, as described in [RFC7230]. If present, the Content-Length shall
indicate the size of HTTP POST body part, i.e. the multipart/form-data entity body.

If the client was requested to authenticate the user in the previous step, then the
client shall include an Authorization header as follows:

¢ If the client was requested to authenticate the user via the values of the
configuration parameters FT HTTP CS USER and FT HTTP CS PWD, then the
client shall add an Authorization header to the HTTP POST request in
accordance with the requested authentication scheme as per [RFC7617] using
the FT HTTP CS USER and FT HTTP CS PWD configuration parameters as
credentials.

¢ If the client was requested to authenticate the user via a bootstrapped security
association, then the client shall use the stored key material and the B-TID to
generate keys specific to the HTTP Content Server as defined in [3GPP TS
33.220]. The client shall add an Authorization header to the HTTP POST request
generated from the key material and the B-TID.

The client shall send the HTTP POST request using the HTTP Content Server URL
derived from the client configuration parameter FT HTTP CS URI defined in section
AlA4.
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4. The following cases apply for the result returned by the HTTP Content Server:

a) If the upload is successful, the client shall get a HTTP 200 OK response
containing a XML in the body that specifies:

i. The Uniform Resource Locator (URL), size, content type and validity
for the thumbnail, if applicable.
ii. The URLSs, size, filename, content type and validity for the file.

<?xml version="1.0" encoding="UTF-8"?>
<file xmIns="urn:gsma:params:xml:ns:rcs:rcs:fthttp"
xmlns:x="urn:gsma:params:xml:ns:rcs:rcs:up:fthttpext">
<file-info type="thumbnail">
<file-size>[thumbnail size in bytes]</file-size>
<content-type>[MIME-type for thumbnail]</content-type>
<data url ="[HTTP URL for the thumbnail]" until = "[validity of the thumbnail]"/>
<[file-info>
<file-info type="file">
<file-size>[file size in bytes]</file-size>
<file-name>[original file name]</file-name>
<content-type>[MIME-type for file]</content-type>
<data url = "[HTTP URL for the file]" until = "[validity of the file]"/>
<x:branded-url>[alternative branded HTTP URL of the file]</x:branded-url>
<[file-info>
<ffile>

Table 21: HTTP Content Server response: XML contained in the body
Please note that referring to the XML body in Table 21:

e The thumbnalil part is only included if the sender uploaded a thumbnail
to the server.

e The validity of the files shall be specified by providing the date the files
shall be removed on the server using the [ISO8601] format including
the date and time in UTC (Coordinated Universal Time) time zone
(e.g. 2007-04-05T14:30:00Z). The validity depends on the
configuration the originating Service Provider has set on the HTTP
Content Server.

b) If the upload is not successful, then:

i. ifthe HTTP Content Server returns a HTTP 401 AUTHENTICATION
REQUIRED and if the client has requested authentication via the
values of client configuration parameters FT HTTP CS USER and FT
HTTP CS PWD, then the client shall trigger a configuration request to
the configuration server via the procedures defined in section 2.3.2.

ii. ifthe HTTP Content Server returns a HTTP 401 AUTHENTICATION
REQUIRED and if the client has requested authentication via the
bootstrapped security association then the client shall invoke the
bootstrapping procedure defined in [3GPP TS 24.109].

iii. if the server is busy and cannot handle the request, a HTTP 503
INTERNAL ERROR with retry-after header. The client shall retry to
upload after the time specified in the retry-after header for a maximum
of three (3) times.
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iv. if any other error is returned, then the client shall automatically retry
the upload as described in section 3.2.5.3.1.2.

If the upload in step 4 was successful, the sender shall process the HTTP Content
Server response body and add the additional file-disposition attribute to the file-info
element of the main file. This optional attribute provides functionality similar to the
File-Disposition SDP attribute in file transfer via MSRP which is described in
[RFC5547] and can take the same values (i.e. render and attachment). If the
attribute is not included, the receiver will interpret the value as attachment. A non-
normative HTTP message body content is shown in Table 22.

<?xml version="1.0" encoding="UTF-8"?>
<file xmIns="urn:gsma:params:xml:ns:rcs:rcs:fthttp"
xmlns:x="urn:gsma:params:xml:ns:rcs:rcs:up:fthttpext">
<file-info type="thumbnail">
<file-size>[thumbnail size in bytes]</file-size>
<content-type>[MIME-type for thumbnail]</content-type>
<data url = "[HTTP URL for the thumbnail]" until = “[validity of the thumbnail]"/>
<[file-info>
<file-info type="file" file-disposition="[file-disposition]">
<file-size>[file size in bytes]</file-size>
<file-name>[original file name]</file-name>
<content-type>[MIME-type for file]</content-type>
<data url = "[HTTP URL for the file]" until = "[validity of the file]"/>
<x:branded-url>[alternative branded HTTP URL of the file]</x:branded-url>
<[file-info>
<ffile>

Table 22: File Transfer message body content

The client shall send the File Transfer message body to the receiver(s) in the CPIM
message body via the applicable transport service. The client shall use the content-
type defined for the File Transfer message body, i.e. application/vnd.gsma.rcs-ft-
http+xml.

If sending to a single recipient, then there are the following possible scenarios:

e |Ifthere is a 1-to-1 chat session established with the user and File Transfer is
supported in the session as described in section 3.2.5.2, the session shall be
reused to convey the File Transfer message body content in a Chat message.

e If there is no 1-to-1 Chat session established, then the client shall apply the
technology selection for 1-to-1 messaging as defined in section 3.2.1. If the client
establishes a session to transmit the File Transfer message body via Standalone
Messaging, then the client shall include a dedicated Accept-Contact header field
that includes the File Transfer IARI tag defined in section 2.6.1.3 along with
require and explicit parameters.

If sending to multiple recipients, there are the following possible scenarios:

o If the file is to be transferred in an existing Group Chat, a session exists and File
Transfer is supported in the session as described in section 3.2.5.2, the session
shall be reused to convey the File Transfer content body in a Chat message.
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o |If the file is to be transferred to an existing Group Chat and no session exists or
no Group Chat exists and all recipients are capable to support Chat, then the
client shall (re)started first a Group Chat session and transfer the file, if File
Transfer is supported in the session.

e Otherwise, if the RCS client is enabled for Standalone Messaging then the File
Transfer content body shall be sent using a Standalone Message to the list of
recipients carrying a dedicated Accept-Contact header field that includes the File
Transfer IARI tag defined in section 2.6.1.3 along with require and explicit
parameters.

e Otherwise, if the client is not enabled for Standalone Messaging, then the client
shall send the file via multiple 1-tol messages.

6. IMDN delivery and display notifications apply as defined for the transport services
applicable for File Transfer.

Figure 8 provides a summary overview of the File Transfer sender procedures.
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Figure 8: File Transfer: Sender procedures

3.25.31.2 Upload Resume Procedure

In case a file upload cannot be completed, e.g. because the file sender loses network
coverage, the client shall resume the File Transfer by using the procedure described in this
section. It is intended to resume the upload of the file itself but not of an optional thumbnail
which has small size. The HTTP Content Server shall store partial uploads and make them
accessible via the related TID defined in 3.2.5.3.1. A Service Provider policy to remove
partially uploaded files after some time may apply, thus the resume upload may be possible
only for a limited time after the last upload or upload resume attempt.

Overall the client shall retry per file upload up to a maximum of three (3) times after which
the upload cannot be resumed and the complete file needs to be uploaded again following
the procedure in section 3.2.5.3.1. The following procedure shall be used to resume a failed
upload request:
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1. A client that intends to resume the upload of an interrupted File Transfer shall first
fetch the upload information of the file by sending a HTTP GET request using the
HTTP Content Server URI derived from the configuration parameter FT HTTP CS
URI defined in section A.1.4 by appending to the query component of the URI the
parameters defined below using the application/x-www-form-urlencoded format as
defined in [HTML-4.0]. If no query component exists, the client shall add one first, in
accordance with the definitions in [RFC3986]. The client shall add

e a"tid" parameter. The "tid" parameter value shall contain the value of the TID
related assigned by the client in the initial upload request (see section
3.2.5.3.1.2).

e a'"get_upload_info" parameter with no value.
A non-normative example is given in the following:

e |f the value of the configuration parameter FT HTTP CS URI is set to the value
https://upload.operator.com/upload?parml=foo&parm2=bar

¢ and the value of the TID assigned by the client in the initial upload request is
lI0815II

then the client shall use the following URI to construct the HTTP GET request:
https://upload.operator.com/upload?parml=foo&parm2=bar&tid=081
5&get upload info

2. The server sends back the upload information in the following XML structure
describing the file content without optional thumbnail including the stored byte range
within a file-range tag and the direct upload URI.

<?xml version="1.0" encoding="UTF-8"?>

<file-resume-info xmlIns="urn:gsma:params:xml:ns:rcs:rcs:fthttpresume">
<file-range start="[start-offset in bytes]" end="[end-offset in bytes]" / >
<data url="[HTTP upload URL for the file]"/>

<[file-resume-info>

Table 23: File Transfer via HTTP upload information content
Complying with following schema:

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="urn:gsma:params:xml:ns:rcs:rcs:fthttpresume"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns="urn:gsma:params:xml:ns:rcs:rcs:fthttpresume"
elementFormDefault="qualified"
attributeFormDefault="unqualified">
<xs:element name="file-resume-info">
<xs:complexType>
<xs:sequence>
<xs:element name="file-range">
<xs:complexType>
<xs:attribute name="start" type="xs:integer"
use="required" />
<xs:attribute name="end" type="xs:integer"
use="required" />
<xs:anyAttribute namespace="##other"
processContents="lax"/>
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</xs:complexType>
</xs:element>
<xs:element name="data">
<xs:complexType>
<xs:attribute name="url" type="xs:anyURI"
use="required"/>
<xs:anyAttribute namespace="##other"
processContents="lax"/>
</xs:complexType>
</xs:element>
<xs:any namespace="##other" processContents="lax"
maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:schema>

Table 24: File Transfer upload information schema

If the client receives a HTTP 200 OK response, including an XML description of the
file, the following procedure applies depending on the content of the XML
description:

e If it includes file-resume-info for the uploaded file content with file range which
matches the original file size, the file has been uploaded successfully.

o Ifitincludes file-resume-info of the uploaded file content but with file range below
the file size, the remaining file content needs to be uploaded using step 3.

¢ If it does not include the file-resume-info of the file content, the full upload needs
to be started from beginning using the HTTP POST request as described section
3.2.5.3.1.

NOTE: The file-range refers to the part of the file that has been uploaded prior to

v9.0

the resume upload.

If the client receives a HTTP 404 NOT FOUND or 410 GONE response, then the
resume upload cannot be performed (e.g. because the partial files are no longer
available). The client shall start the upload procedure beginning using the HTTP
POST request as described section 3.2.5.3.1.1.

If the client receives a HTTP 401 AUTHENTICATION REQUIRED with an WWW
Authenticate header instructing the client to use HTTP digest authentication with a
bootstrapped required indication in accordance with [3GPP TS 24.109], then the
client shall perform the procedures as defined for authentication with a bootstrapped
security association.

If the client receives a HTTP 401 AUTHENTICATION REQUIRED with an WWW
Authenticate header instructing the client to use HTTP digest authentication without
a bootstrapped required indication, or instruction the client to use HTTP Basic
authentication, then the client shall perform the procedures as defined for HTTP
digest or HTTP basic authentication using the values of the configuration parameters
FTHTTP CS USER and FT HTTP CS PWD from the device configuration as defined
in in section A.1.4.
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If the client receives a HTTP 302 FOUND response, the client shall follow the
procedures for OpenID Connect based authentication as defined in section 2.12.2.
The procedure results in a reconnection back to the HTTP content server
commencing in step 2 of this procedure.

If the client receives a HTTP 403 FORBIDDEN response, then the client is not
authorised to apply the File Transfer procedures and shall disable File Transfer in
accordance with the definition in section 3.2.5.2.

If the “Get upload info" request fails with any other error response, then the client
shall retry the “Get upload info" request.

An HTTP response that does not contain an XML description of the file or an XML
structure that does not include a range field shall indicate to the client that a resume
of the upload of the file is not possible. Then the resume upload cannot be performed
(e.g. because the partial files are no longer available). The client shall start the
upload procedure beginning using the HTTP POST request as described section
3.2.5.3.1.1.

Resume upload: In case the client wants to resume the upload of the file content it
generates an HTTP PUT request to the upload URL that was included in the XML
description provided by the HTTP Content Server in operation 1. In this request, it
shall provide the remaining bytes started from the already uploaded byte position
that was included in the received XML description. To indicate the byte range that is
included in the HTTP PUT request a HTTP Content-Range header as defined in
[RFC7233] is added to the request:

PUT <file_upload_uri> HTTP/1.1
Content-Type: [mime type depending on the file; e.g. image/jpeg]
Content-Length: <remaining_upload_size>

Content-Range: bytes <first-byte-pos> - <last-byte-pos> / <file_size>
Authorization: Digest ...

<file content>

Table 25: File Transfer via HTTP upload information content

The client shall ensure that the file content related to the TID has not been changed
between the initial HTTP POST request and the resume upload operation. When the
server receives the partial file, it shall append the data according to the Content-
Range header. If the upload is successful, a HTTP 200 OK response without body is
returned.

If the client receives a HTTP 401 AUTHENTICATION REQUIRED with an WWW
Authenticate header instructing the client to use HTTP digest authentication with a
bootstrapped required indication, then the client shall perform the procedures as
defined for authentication with a bootstrapped security association.
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If the client receives a HTTP 401 AUTHENTICATION REQUIRED with an WWW
Authenticate header instructing the client to use HTTP digest authentication without
a bootstrapped required indication, or instruction the client to use HTTP Basic
authentication, then the client shall perform the procedures as defined for HTTP
digest or HTTP basic authentication using the values of the configuration parameters
FT HTTP CS USER and FT HTTP CS PWD from the device configuration as defined
in in section A.1.4

If the client receives a HTTP 302 FOUND response, the client shall change the type
of the request to HTTP GET and shall follow the procedures for OpenlD Connect
based authentication as defined in section 2.12.2. The procedure results in a
reconnection back to the HTTP content server commencing in step 3 of this
procedure.

If the client receives a HTTP 403 FORBIDDEN response, then the client is not
authorised to apply the File Transfer procedures and shall disable File Transfer in
accordance with the definition in section 3.2.5.2.

If the "Resume upload" request fails with any other response, then the client shall
retry by restarting the Upload Resume procedure defined in this section.

The "Resume upload" request can fail due to loss of network coverage. In that case,
the operations 1 and 2 shall be repeated with the same TID. In that case, the file-
range tag returned from the HTTP content server indicates the sum of all the data
uploaded in the uploaded resumes that have taken place so far.

Get download info: To get the HTTP content body for the complete file to be sent to
the file receiver according to the definition in section 3.2.5.3.1.1, the client shall send
a HTTP GET request using the HTTP Content Server URI derived from the
configuration parameter FT HTTP CS URI defined in section A.1.4 by appending to
the query component of the URI the parameters defined below using the
application/x-www-form-urlencoded format as defined in [HTML-4.0]. If no query
component exists, the client shall add one first, in accordance with the definitions in
[RFC3986]. The client shall add:

e a"tid" parameter. The "tid" parameter value shall contain the value of the TID
assigned by the client in the initial upload request (see section 3.2.5.3.1.1).
e a'"get _download_info" parameter with no value

A non-normative example is shown below:
https://upload.operator.com/upload?
parml=foo&parm2=bar&tid=0815&get download info

The server sends back a successful HTTP response including the XML description
back if the file has been uploaded successfully. In that case, the XML includes the
file info for the thumbnail (if provided) and the file (as defined in Table 21).

If the server sends back a HTTP 401 AUTHENTICATION REQUIRED with an WWW
Authenticate header instructing the client to use HTTP digest authentication with a
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bootstrapped required indication, then the client shall perform the procedures as
defined for authentication with a bootstrapped security association.

If the server sends back a HTTP 401 AUTHENTICATION REQUIRED with an WWW
Authenticate header instructing the client to use HTTP digest authentication without
a bootstrapped required indication, or instruction the client to use HTTP Basic
authentication, then the client shall perform the procedures as defined for HTTP
digest or HTTP basic authentication using the values of the configuration parameters
FT HTTP CS USER and FT HTTP CS PWD from the device configuration as defined
in in section A.1.4.

If the server sends back a HTTP 302 FOUND response, the client shall follow the
procedures for OpenID Connect based authentication as defined in section 2.12.2.
The procedure results in a reconnection back to the HTTP content server
commencing in step 4 of this procedure.

If the server sends back a HTTP 403 FORBIDDEN response, then the client is not
authorised to apply the File Transfer procedures and shall disable File Transfer in
accordance with the definition in section 3.2.5.2.

If the server sends back any other HTTP error response, then the "Get download
info" request failed. The client shall retry by restarting the Upload Resume procedure
defined in this section.

The whole procedure (including the initial upload is summarized in following figures:
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Figure 9: File Transfer: Resume upload

In case the resume is not possible (anymore), the flow shall be as follows:
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Figure 10: File Transfer: Resume upload not possible

3.2.5.3.2 Receiver procedures

3.2.5.3.21 File download procedure

If the client receives a Chat or Standalone Message with a File Transfer message body,
then the client shall apply delivery disposition notifications as defined for the corresponding
transport service.

Then, the RCS shall:

1. if present, download the thumbnail via the download procedure defined below.
2. if the user accepts the download or File Transfer auto-accept applies, shall download
the file via the download procedure below.

NOTE: The procedures defined in this section apply also for retrieval of files in
result of procedures related to multi device and the Common Message
Store, see section 4.1.15.4.

To download a given file, the client shall

1. if value of the configuration parameter FT HTTP DL URI defined in section A.1.4 is
present, create the download URI by appending to the query component of the URL
contained in the configuration parameter the request parameters defined below using
the application/x-www-form-urlencoded format as defined in [HTML-4.0]. If no query
component exists, the client shall add one first, in accordance with the definitions in
[RFC3986]. The client shall add:

e a mandatory "url" parameter with the file URI taken from the File Transfer
message body or any other content URL the client received via RCS messaging.

e an optional "id" parameter with the message-ID taken from the IMDN message-ID
of the Chat or Standalone Message or taken from the message object of the
Common Message Store. The "id" parameter shall be present if the content URL
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was received via Chat or Standalone messaging or via a message object stored
in the Common Message Store.

e an optional "op" parameter. The parameter shall be present if the File Transfer

message body or any other content URL was received in a 1-to-1 RCS
messaging conversations. The parameter value shall contain the address of the
other party of the message in the 1-to-1 conversation. The client shall derive the
value from the SIP signalling or the address header of the Common Message
Store for a 1-to-1 Chat Message or a Standalone Message. If the message was
received from another user as indicated by the value or absence via of the CPIM
"Message-Direction" header defined in section C.1.9 of [RCS-CPM-CONVFUNC-
ENDORS] or the "Message-Direction" attribute defined in [CPM-MSGSTOR-
REST], then it shall be taken from the authenticated originator address of the
message. If the message was sent by the own user as indicated via the CPIM
"Message-Direction" header defined in section C.1.9 of [RCS-CPM-CONVFUNC-
ENDORS] or the "Message-Direction" attribute defined in [CPM-MSGSTOR-
REST], then it shall be taken from the authenticated recipient address of the
message. The value of the authenticated originator or recipient address shall be
used unaltered.

e an optional "ci" parameter. The parameter shall be present if the File Transfer
message body was received in a Group Chat. The parameter value shall contain
the value of the conversation-id taken from SIP signalling of a Group Chat
session or from message object of a Group Chat message in the common
message store.

Example: If

¢ the value of the configuration parameter FT HTTP DL URI is set to
https://dl.operator.com/path?parm=foo

¢ and if the download URI in the File Transfer message body of a 1-to-1 Chat
message is:
https://ftcontentserver.rcs.mnc001.mcc262.pub.3gppnetwork.org/dl?uid=1234

¢ and the message ID of the chat message is 123456789

¢ and if the authenticated originator address of the of a 1-to-1 Chat message is
Sip:+491711234567@ims.mnc001.mcc262.3gppnetwork.org;user=phone

then the client's download URI results in
https://dl.operator.com/path?parm=foo&url=https%3A%2F%2Fftcontentserver.rcs.mn
c001.mcc262.pub.3gppnetwork.org%2Fdl%3Fuid%3D1234
&id=123456789&0p=sip%3A%2B491711234567%40ims.mnc001.mcc262.3gppnetw
ork.org%3Buser%3Dphone

otherwise, use the file URI received in the File Transfer message body

if the client supports authentication with an GBA bootstrapped security association
as defined in [3GPP TS 33.220], shall indicate this by addition of a GBA product
token in the User-Agent header as defined in [SGPP TS 24.109]

send a HTTP GET request using the derived file URI.

If the client receives in result of the processing of the request from the HTTP Content
Server
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