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INfERNETM>RKIMl OPERATIONS 

GOALS 

This module will familiarize students with the function of 
gateways and the control tools for monitorin, and trouble­
shooting gateways on the network. 

Class Duration 

One six-hour day. 

Nmximgm Class Size 

Seven students 

Location 

BBNCC Network Con~roller's Training Center 

~ Student PrereQuisites 

The prerequisites for this module are the successful 
cmapletion of the Network Utilities NOdule and familiarity 
with network control functions. 

Instructional Techniques 

The class will be geared toward integrating this 
instructional module into the material and laboratories that 
have been previously taught in the Network Controllers 
course. 

Documensat ion 

Each student will be given course notes and Internetworking 
Training materials relative to this module. A library of 
reference and related materials will be available in the 
classroom. 

Equipment 

Tenninal screen projector. View graph projector, white 
screens. white boards. eight tenninals, lightbox and a 
logger. Students must have access to a Network :Monitoring 
Ce·nter. 
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Eyaluation TechniQues 

The students will be tested for their grasp of general 
concepts and their practical laboratory skills. Each 
student will be expected to deuwnstrate their ability to 
operate all of the equipnent and to solve problems. 

Attendance is required every day of the class. Those 
students who fulfill the evaluation requirements will be 
given certifieates. 

, 
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1 INI'ROOOC'r ION 

1.1 Purpose Of This ~nual 

ClIAPTERl 
INI1tOOOC'rION 

Th.is manual· "Internetworking 'Operations" sho1;lld be used in 
a4dition to the materials that have been provided for the 
Network Controller·s Course. References to material that 
does not have a direct relationship to the course objectives 
are provided for clarification purposes. and a.general 
understanding of networks. and how networks are controlled 
from the INOC (Internetworking Operations Center) or 
MOnitoring Center. 

1.2 Network 

A network is made up of hosts~ PSNs (Packet ~itching Node). 
or IMPs (Interface ~ssage Processor). and may also have 
TACs (Terminal Access Controllers). or PADI (Packet 
Assembler Disassembler). Nbving traffic from one network to 
another involves the use of Gateways or ~il Bridges. 

1.3 ~il Bridaes and Gate~ys 

The BBNOC ~il Bridge is a special function Gateway 
which can selectively exclude traffic other than ~ 
(Simple ~il Transfer Protocol) mail. Certain hosts have 
full access to the network. but others are limited to mail 

1-1 
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1.4 Hardware 

The Gateway consists of aD LSI-ll~23 processor. 64 K~rds of 
memory, a pair of 1822 DR (DistaDt BDst) Detwork iDterfaces, 
aDd supportiDg hardware. The Gateway appears to be aD 1822 
"distaDt" host OD each of the t~ nets it joins. It 
contaiDs hardware to initialize the system aDd start its 
Detwork interfaces. 

1.5 SoftWAre 

The gateway has a loader program in PRQ\f (Progra.JllD4ble Read 
Only ~mory) that accepts software-dawn-line 10adiDg frma A 
remote system through ODe of the network ports. aDd the main 
program that is loaded frma a remote system. 

1-2 
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CHAPTER 2 
MlNITORINl 

2 M>NITORING 

2.1 Lightbox 

It One of the most valuable pieces. of equipment that the 
network controller has is the lightbox. It is the pictorial 
representation of the condition of the network, and the 
controller can monitor the condition of the gateways at a 
glance. 

The following illustration is an exmnple of a lightbox on a 
VT100 monitor. 

Gateway Status D1splay 

AERO JW..Mt V. AZIIOMt V. AJ:IU>oUlO 
HI AZ'pUft V. DR-zan V. 
JBIP& AZ'pUft V. DR-. V. ~ 
CSS AZ'pUft V. SatMt V. 
%X2C AZ'pUft V. SatMt m 1m 
m'Vl.a SaUd V. 2lFV'Ul-Mt V. 
U'1'O Az'pI.:Dft V. AUA-1.A1I V. 
lSI == V. lSlMt V. . 
IIILARJI V. JW..Mt V. 
IIIl.BD ~ V. JI1l.Dd V. 
JaI.tX:! AZ'pUft V. JI1l.Dd V. 
HII.ISI Az'pI.:Dft v. :H~ v. 
ICtLL!l. Az'D&Zlet UJt tnt 
~ • a=c: Pr1 nee 21 II:.:. IBM CZft) 

(a. 4. z. e ••• ,. ~. ~. t. o. e. ~. f): 

lIP 

lIP 

lIP 

'1'AC'1' 
UCL 

va 
nse 
WSIIR 

~-: 

1JP II1l.zIn lIP 
lIP ~ 
lIP ~ lIP 
D JItIltE-ftll m 
lIP pgMue-cs lIP 
lIP asa-eao lIP 
lIP ~ lIP 
lIP UD-al1 UP 
lIP 
UP Pm 
1JP waoans11! 1JJI 
1JP WIDIR-1!IJ't UP 
1JP YJIGDet 1JJI 

Ia~ neo aa 00:0&:18 IBM 

2-1 
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2.2 Logger 

The lightbox provides the controller with a pictorial 
summary of the condition of the gateways on the network. and 
the logger provides a detailed summary of what is happening 
on the network relative to gat~ays. 

The logger immediately reports the status of a gateway if a 
~lfunction or a power failure occurs. It provides a means 
of analyzing the condition which will provide valuable 
information for controller action. 

2.3 Wallmap 

The wall ~p. like the lightbol. provides the controller 
with a graphic summary of the components of the network. 
hosts. nodes, lines and gateways. The map ~y also include 
additional info~tion such as network addresses for 
components which is also helpful when a controller has to 
intervene in a network event. 

2-2 



CHAPTER 3 
CXlvMANDS 

The following list contains the. comnands and a brief 
description of the co~nd, and how it ~y be used by the 
controller to correct a malfunction and get the gateways 
back on-line. 

3.1 Swnmary of Co~nds 

< gwname) ... gat eway name 

Canmand 

gha I t < gwname ) 

g load < gwname > 

gre start < gwname 

gs ta tus < gwname) 

It g. info < gwname) 

Function 

Puts the gateway in its loader. 
No~lly used only when reloading the gateway soft~ 
The gateway must be running. 

Loads gateway with new copy of software. 
The gateway must be in its loader. 

Restarts the gateway. 
Nmy be useful to force the resetting of an interfac 
The gateway must be running. 

Polls gateway for HMP status message. 
Useful for checking interface status, software vers 
time of last restart, etc. 
The -t switch provides status about the poll itself 

Displays site, personnel, and hardware info~tion 
about the gateway. 

3-1 
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gdisp -r 

ggp ini t (gwname) 

gmeas -msg < gwname) 

Gateway status display, real-time. 
Lightbox for gateways. 

Restart routing in gateway. 
Useful to clear routing loops. How you detect then 
a different matter. 
Requires permission. 

Turn on gateway message generator. 
Requires permission. 
Not generally used for control. 

gtinfo <name or address>lf the name or address (IP format) corresponds to t 

known gateway the names(s) and interface addresses 
the gateway are displayed. 

gt echo < de s t > 

3-2 

Not generally use~ for control. 

Send an ICMP ec~o request to destination. and repol 
echo reply if any. 
Destination may be a gateway n~e. or an IP addresf 
'in standard a.b.c.d format. 
Not generally used for control. 
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4 GATEWAY CONTROL 

4.1 Comnon Problems 

CHAPTER 4 
GATEWAY CONTROL 

Gateways go down for ~ny reasons, but some of the most 
CODmon are: 

o power fai lure 

o hardware 

o software 

4.2 Proc edure 

~en a gateway goes down you must first detennine the reason 
for the outage. The li~htbox will show the gateway down. 
Look at the logger to see what information you can get from 
this report. A sample lightbox display is shown below. 

Gateway Status Display 

lIP lIP ~ VI' JI1l.Mt lIP 
~ lIP BII-Det VI' Hll.SU A1'p&Mt lIP JI1l.Mt 
Arpuet lIP BIll-a lIP ItCCetIaU UP IIUMI UP II1Mt UP 
AZ"JIIM' lIP S&tMt lIP AU SatMt: D JItaZ-:1ll Dr 
~ lIP S&tM1; Dr 1m UP PtJ1UlDE AZ'pUft UP ~ UP 
S&tHt lIP m"VUl-Mt lIP . aatMt: lIP RSRE-AOO UP 
~ 'CI'P AUA-loAJI lIP JW.Mt lIP ~ lIP 
~ lIP ~ 'CI'P Sa=- 'up 1lSU-an UP 
~ lIP JW.zaet lIP UCL-TAC Vf 
~ 'CI'P ~ 'CI'P AZ'pUft UP Pm 
~ lIP ~ lIP AZ'pUft UP Y1.8OOD81a 'U 
ArpAH1I lIP K1lZIet UP IW..1In Vf YS!IIR-MS UP 

UP YJIGDet UP 
!)eo 11 as:.:. IBM (1ft) ~.,..: ... ~ J)eo aa 00:0&:18 IBM 

(a. 4. ~ a. Yo 10 ~ ••• 10 0 0 e. 't f): 
4-1 

JI'1'A-~1zIC 2: 

RSU-nll 1: 

UOlM1; t 
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4.2.1 If a gateway goes down for no apparent reason it is 
necessary to troubleshoot the gateway with the following 
procedure. Our exmnple will use the ga~eway nmned -bbn" 
which is the gateway between the Arpanet and the BBN-net. 

If a power failure occurs at the gateway there will be no 
indication that the gateway is down other than the report on 
the lightbox but, no reasons for the outage are given. 

The controller should troubleshoot the gateway beginning 
with the "gstatus" comnmnd followed by the nmne of the 
gateway. 

gstatus bbn 

You will see the status of t~e gateway, and a smnple display 
follows. 

4-2 

II\.\UI: 11/10/14 11:42 
'or docuaea\a\'OD. \"e "11\a\UI "­

.. ,I .. ID, a\ Wed Dec II 11:40;31 IIS4 (EST) 
lource HOI\: 1.".0. 14 (BBN-ae\ bbDC.) 

Ga\ .. a7 I IBN 10.4.0.12 (Arpaa.\) Wed Dec 12 11:40:52 1114 (EST) 

VeraiOD 100' Pe\ch 1 

tal\ rel\art.d .ore \baa •• eekl a,o 
'eaturel OD: THR 
RUP .equeDce D_bar • 022245 
lI.or7: 1300 b7te. 1D u .... ISOOI bJt •• Idle, 32 b7\ ••• ree 

IDterlecel: 
UP: 

UP: 

IBN 10.4.0.12 (ArpaDet) (liDce 11/4 14:41) 
output q: 0, allocated: I, data •••• : 1001 

IBN 1.3.0.1 (BBN-aet) hiDce 12/4 14:'41) 
output q: 0, allocated: " data li.e: 1001 

,Itatul teraiDated at W •• Dec 12 11:40:51 1184 (EST) 

,ltatuI: 12/10/14 12:42 
'or dOCllaeDtatioD, t"e H,ltatul "H 

Be,iDDiD, at Wed Dec 12 11:41:&1 1114 (EST) 
Source HOlt: 1.'.0.14 (BIN-Det bbDc.) 



Chapter 4 Gateway Control 

The "impstatus" cODemnd followed with the entitynmne of the 
gateway's node will show you whether the gateway is down or 
the node is down. If the node is up and the gateway is down 
it can be asswned that the gateway is in its loader/dwmper. 

impstatus nt02 

If you see that the interface is down try to restart the 
gateway. Restarting the gateway will re-initialize the 
software and then restart the interface. This can happen if 
there is too much traffic and the gateway becomes congested, 
a simple restart may clear the problem. 

grestart.bbn 

Be certain that you use the prefix "g" when you type the 
gateway co~nd. If you should type "restart" without the 
"g" prefix the system would attempt to restart a node rather 
than a gateway. 

If the interface is down on the other side of the gateway 
and you attempt to reset the gateway with the "grestart" 
comnand ·the g·a t eway wi 11 not come up. You .wi 11 have to 
contact the liaison person on the other side of the gateway 
for addi~ional information. 

4.2.2 If your interface is up but the interface on the 
other side of the gateway is down use the "ginfo" co~nd 
followed with the entityname of the gateway to get the 
information that you need such as the liaison person's name 
and te~ephone number. The controller at the other end will. 
probably recycle their interface. A sample "ginfo" display 
is shown on the next page. 

4-3 
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4-4 

Gat. ... 7 .... ~ .. 

IDte .... ' .dd ....... : 10.1.0.". 

TI .. sOD. (DO'.: •• 711.b,-••• ID" 'I .. ob .... dlff .... D' 'D lurop • 
• d •• 1.): Dr 

IIaoJaID. t.»e (1.81-01. LSI IIlal. PDP 1I/J15. oto) :LSI-ol 

CODU.ur.UoD (ARPa.' II ••• S.'D.' •• t.c.): IIZZ/(BBNNft) 

Jlo' •• : 

FrOD' p •• l ( .. 11brld •• /.I ....... 1/.00. LSI-II. PDP 11/115): ... I/.cc 

Boo' ••• 10. ( .. ObutD ... I. BDV-II. p.p ... t ..... 'c.): ... blllt.D ... I 

Re.,ar' .o.d .... dd ..... :ITIOO 

Reboo' proo.d.... (pape.. '.p.. p ... bool. rU61. .le.) :IIALT Bul 'oa. w. i l 
P ... I ••• oad .... lu' .. d ..... (if "7): 

Robu.t.a •••• z.e a'.r'la •• dd ..... : 

~"leDc1 CODl.cls: (A .... Code 81.,) 
1. uee z.It71 
2. 
3. 

O'be .. Coal.c'. (oD.Ue •• U ... boun): 
1. ~obD Good .. icb b. 181-0169 
2. 
3. 

M.cbine 10e.lion: uee Rooa 

Te.ephoa ••. 
N .... Gal ••• ,: 
Olb ... a..-b ... : 

Mall ial .dd ..... : 

Las' IDfo upd.'.: 01/11/1. FIT 
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Chapter 4 Gateway Control 

4.2.3 If there is a problem with your interface it will 
probably between the gateway and the node. If.this is the 
case it is necessary that you loop the interface at the 
node, and run a hitest. After you get the hitest report be 
sure to unloop the host interface and do a fixhac. It is 
necessary to do a fixhac to correct the "hacword· which has 
been changed to 2 when you looped the host interface at the 
node. This disables all users from using that host port. 
The host will be reported as ·up·, but the permissions have 
been changed and no one can get to the host. 

loop nl02 -hi-l 

hitest nl02 -hi-l 

unloop nl02 -hi-t 

fixhac nl02 

Now it is necessary to do load the software into the gateway 
with the ·ghalt· co~n~, but it is first necessary to halt 
the gateway, and put it into its loader/dumper. 

ghalt bbn 

gload bbn 

The gateway should be up now. 

4.2.4 If Both Interfaces Are Down 

If the gateway is in its loader/dumper or does not respond 
at all try to send a load to the gateway. 

gload bbn 

You will get a report if the gateway is not in its 
loader/dumper. If the gateway is in its loader/dumper it 
will start its load program, and you will get the message 
that it is "~uilding load image ••• • and that the program is 
"reloading the gateway· if it is in its loader/dmnper. The 
program will report that it is finished, and you will get 
the INOC prompt. All g.ateway neighbors will report that the 
gateway is up. 

4-5 
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If the gateway does not respond it is necessary to have 
someone at the site look at the gateway and detenDine if 
there is a power failure, or it may be necessary to have the 
site liaison ·powercycle" the gateway be resetting the 
"on/off" switch. 

4.3 If INOC is Down 

The following is not a part of the normal operating 
procedure and should be done only when an amainistrator 
requests that you follow the procedure that is outlined 
below. 

If the INOC is down it may be necessary to get into the 
operating system (TOPS -20) to load the gateway. You will 
get more information, and this may be a more reliable 
version of the software. You can only. dump or load the 
system at this point. 

It is necessary to login as control and type your password 
on the smne line. 

login <control> <password> 

conn ps:<gateway.gwnmne> or xnet4 

; t c a I I < ESC> 

The response on your terminal should be "Debugging process 
O. If it reads 177 rather than 0 the gateway is not in its 
loader/dumper. 

Type the following to download the gateway. 

; ; y g twa y • bin 

~en the load is finished you will be notified with an "OK". 

To start the gateway type: 

< ESC> < ESC> g 

Check the netlog to make sure that the gateway is reporting 

4-6 
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Chapter 4 Gateway Control 

up. 

Some Useful TOPS-10 co~nds are: 

A b To ~nitor a Network connection 

e To abort a Network connection 

h To exit from TOPS-10 

Check the gateway from INOC with the ·gstatus·co~nd. 

gstatus bbn 

4.4 Fill out the report in th~ log book 

4.S Some additional reasons for a gateway going down are: . 

o Hardware failure 

o Soft~re failure 

If all of the above procedures fail it is probably due to a 
hardware or software failure. If you have determined that 
it one of these reasons it is necessary that you escalate 
and notify the proper person according to the procedure that 
has been established for your operating center. 

4-7 



CHAPTER 5 
REPORTS 

5 REPORTS 

5.1 The following exmuple shows a typical report that is 
generated by the ·~eas· command. 

I •• t updete Tue Oct '18 11.1': 10 EDT 1883 II), eODtrol 
le.t updete Tbu leD I. 12:&1:21 1ST 1.14 II)' eODtrol 

..... : 12/10/84,12:42 
For dOCu.eDl.tioD. type "._ee. "" 

B.,1DD1DC et Wed Dec 12 11:53:10 1184 (EST) 
Source Ho.t: 10.2.0.82 (ArpeDet IIIID-iDoe) 

TESTO 10.0.0.13 (Arp ... t) t. dowa 
(1822 DEAD aee.l •• d: Ho.t Dot r •• poDdiD,) 

..... ,.~tD.'.d ., Wed Dec II 11:14:05 1.84 (1ST) 

..... : 12/10/14 11:42 
For doe .... t.'IOD. ',p ....... ,," 

".IDDiD, .t Wed Dec II 11:11:0' 1.14 (EST) 
Source Ho.t: 10.2~ (Arp ... t IIIIa-iDoe) 
IDI' ead .cbed dOD. a' W.d Dec II 11:11:11 1.14 (ESf) 

•• DdI .. a., CDtrl ,. TlSTO 10.0.0.'3 (Arpea.t) (1111 Id • I) 

9 •• O/IS TESTO at 11:11:10 

RETRANSMISSION I: 
SeDdiD, Owy CDtrl to TESTO 10.0.0.13 (Arp.D.t) (1122 id • 2) 

.1. 0/13 TESTO .t 11:11:21 

RETRANSMISSION 2: 
S.DdiD, 0., CDtrl to TESTO 10.0.0.13 (Arp ... t) (1122 ad • 3) 9'. 0/13 TESTO .t 11:11:43 

5-1 
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6 TRAPS 

CHAPTER 6 
TRAPS 

6.1 The following is a srunple of the report that is e· generated by the "gtrap" conm.and~ 

.trapI; 11/25/84 18.40 
For docu.entation. t,pe".trap' \?" 

ReaJ-ti~ 10, b.,iDDiDl at Wed Dec 12 11:51:3' 1.84 (EST) 

,trapI: No •• ent. fro. 11:52 throu,b 11:58 

Wed Dec 12 1.84 (EST) 
11:58 GWY TESTO TI051: Re.tarted witb •• r.ion lOOT 

GWY TESTO Tl015: 1122: no .. tcb for RFNM froa INOC 10.2.0.12 (2.) 
GWY TESTO T2001: Interfeee TSTGW 1.0.0.8 .. 
GWY TESTO T2001: In'erfaee TESTO 10.0.0.IS .. 
GWY TESTO Tl015: 1122: .0 .. tela for IlPJQI froa TlSTO 10.0.0.1S (2.) 
GWY TESTO T1202: VDH U.e .. 
GWY TESTO TIIOS: SATNIT Une .p (I.) 

11:0' GWY TESTO T2001: I.'erfaoe 31.0.0.11 .. 
W.d Dec 12 1.14 (EST) 
11:01 GWY TESTO TIOel: ".'arted witb .er.ioa 1007 

GWY TESTO Tl013: I.terfaoe Re.e' froa IMP oa 10.0.0.13 

A complete swmmary of the trap codes appears on the 
following pages. 

6-1 



Oct'21 '1:27 '.14 tli.t Po,. 1 

Got .. o, V.r.ion ,"7 Trap Li.tin, 
Trap 14.. ;EOP tl .. , but ot Rt 

I 
Trap ,.... ;RFNM count - pock.t flu.h.d rl" 
Trop ''',. ;Protocol R4 fr .. RIR1 I. unknown 
Trap '''2. ;ENQ foil.d - pock.t flu.h.d RlR1 -> R2R3 
Trop '''3. ;80d IP V.r.ion R5 fr .. ReR1 vio R2Rl 
Trop 1814. ;IP heod.r I.n,th R5 fr .. R8R1 vio R2R3 
Trop '''5. ;IP ch.cta ... R5 fr. RlR1 vio R2R3 
Trop '''1. ;TI .. e.pi r.d RIR1 -> R2R3 
Trop '''7. .Input pock.t dropped fr .. Int.rfoc. RIR1 
Tr.p 1.... ;Con't fro,..nt - DF •• t RlR1 -> R2R3 
Tr.p "'1. ;ICMP R.dir.ct rlr1 ->.r2r3 to r4r5 
Trop ,.,,. :ICMP - Ille,ol lCMP t,pe rl 
Tr.p "'2. :ICMP t,pe r4 fr .. rlr1 
Tro, "'3. ;Int.rfoc. R •• et fr. IMP on int.rfoce "r1 
Trap "'4. ;1822 error R2 .ubt,p R3 ho.t RlR1 
Tro, "'5. ;Arpo: No .. tcll for .... ot. t,pe r2 fr .. "r' 
Trap "'1. :R •• net - no buffer. for read 
Trap '817. .1122 .tronve pock.t, net RI, content R1R2R3R4R5 
Trap "'1. tIP Pockot on" R5 b,t •• 'on, fr .. R8R1 via R2R3 
Trap '811. ;IP len R5 .,t. Icl •• n R4 fr .. ReR' via R2R3 
Trap 1121. ; ICMP rcd bod cke .. R4 f r. RIR1 
Trap 112.1. ; ICMP Redi rect (Iood.pl it) r'r' -> r2rl to r4r5 
Trap 1122. ; ICMP SO to R3R4 
Trap '823. ;1122 rf~ eountor .0,. ro. but all (I) .'ot. full 
Trap 1824. ;1822 overdue RFNM fr .. RIR1 
Trap 1825. ;HC.ARPA: .R., •• , on non··IP-link Rt " .. R4R5 
Trop 1821. ;1822 HOP oddr ••• cloi ••• to be RIR1 
Trap '827. ;1822 .ubt,,. l not enobl.d for r8r1->r2r3 
Trop 1821. ;1822 r4 too lon, for .ubt,p. 3 r8r1->r2r3 
Trop 1831. ;HLDC - Doto tron.f.r foil 
Trop 1831. ;HDLe - Link up 
Trop 1832. ;HDLC - Link d .... 
Trop '833. ;HDLC - Link connection foil - rl 
Trop "34. ;HDLC - Link conn.ction c ... ond foil - rl 
Trap 1135. ;HDLe - I in. cord r ••• t 
Trop 1831. ;HOLe - ftod. to line cord error 
T,op 1141. ;IP Option: Optionf too bit RlR1->R2R3 . 
Trop 1141. ;IP Option: Bod Sourc. Rout. Ptr RIR1 -> R2Rl 
Trap 1142. ;IP Option: Und.fin.d option - R4 RlR1->R2R3 
Trop 1143.' ;IP Option: Bod Strict Src Rout. ReR1 -> R2R3 
Trop 1145. ; IPFORUS: Fro,..nt.d pkt W •• t RIR1 -> R2Rl 
Trap 1141. ;IPFORUS: Fro,..nt.d pkt OFF non zero ReR1->R2R3 
Trap 1147. ;CHI<~: IP ch.ck .... ith R2· I.n,th R1 buff.r 
Trap 1141. ;Alao.t •• nt laP t,,. R4 for laP t,,. R5 RlR1 -> R2R3 
lrop 1851. :Po •• r R •• tor.d 
lrop 1151. ;Got •• o, Re.tort.d 
Trop 1155. ;Reducin, Mo. Out.tondin, Reod. 
Trop 1818. ;XNET d.bu,·f, .. r8r1 
Trop 11... ;PR.TC Error •• ndin, TOP 
Trop "81. ;RC.PR Error on R.od C.pl.tlon 
Trop ,,82. ;WC.PR Error on Writ. C.".tion 
Trap 1113. ;HC.PR Error on Tron.f.r 
Trop "14. ;PRCHK Refl.ct lit Set 
Trop "85. ;PRCHK Un.upported ",. RI Revd 
lrop "". ;PRCHK 80d Heod.r L.n,th - RI 
lrop "17. ;PRCHK lod Pock.t L.nttll - RI 
Tro, 1111. ;PRCHK 80d H.od.r V.r.ion , - RI 
Trop 1'''. ;PR.RFC Error r.fl.ctin, 0 Pock.t 
lrop "58. :flb.r: bod IIdr rcd b,t •• R2R3 
lrop '2". iVDH lin. loop.d 
Trop '281. iVDH line unlooped 
Trop '282. ;Sotn.t - Sotn.t VDH line up 
Trop '213. ;Sotn.t - line up 
lrop 1214. :Sotnet - Sotn.t VDH lin. down 
lrop 1215. ;Sotn.t -SIMP In lood.r 
lrop 1211. ;Sotn.t - Cot doto .ith .rror. 
lrop 1217. :Sotnet - Cot ton.ot .rror 
lrop 1511. ;Iod tv YYVP R~ rcvd fr. ReR1 
Trop 1581. :Iod tv STVP fr .. RM1 
Trop 1582. .Bod tv Po ••• ord fr .. RlR1 
Trop 1583. .Iod .... Poll IITYP fr .. RlR1 
Trap 1514. ;HWPSTAT - Stotu ••• , full 
Trop 1585. ;tot.f'VER No doto I ..... 0'. " .. RIR1 , Trop 1511. ;tot.f'VER Bod ch.ct. ... f r. RIR, 
Trop 1588. ;THUINT - Z.ro tl .. int.rvol 
Trop 1.511. ;THUSRT - Thruput turtl.d eN, TI .. int - RI 
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Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
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Trap 
Trap 
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Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap, 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 
Trap 

'518. 
1511. 
1512. 
1513. 
1514. 
1515. 
1511. 
1517. 
1511. 
151'. 
152 •• 
1521. 
'522. , .... 
''''. '''2. '''3. 1114. 
'''5. '''7. 1H1. , .... 
111 •• 
11". 
.1112. 
'113. 
'114. 
1115. 
1116. 
'117. 
1611. 
111 •• 
162 •• 
1121. 
17 ... ,7.,. 
17.2. 
17.3. 
1718. 
1711. 
1712. 
1713. 
1714. 
1717. 
1711. 
1711. 
1721. 
172" 
1722. 
1723. 
1724. 
1725. 
1721. 
1727. 
1721. 
172 •• 
1731. 
1731. 
'732. 
1733. 
1751. 
1751. 
2111. 
2 .. 2. 
2 .. 4. 
2115. 
2118. 
2 .... 
281 •. 
2111. 
2812. 
2813. 
2115. 
2.11. 
2.,7. 
2.,1. 
2.11. 

;HMPCHK Called ./ Zero count 
:HMPTHU - Me •• a,e full 
;HWPHTW - Me •• o,e full 
;HWCTL - Bod Poll for CTL ACK fr .. R1R. 
;HTWSRT - HTW turned ON. T i.e i nt • RI 
;HTMINT - Zero ti.e interval 
;HmWSRT - HTM Turned off 
;THUSRT - Thruput turned off 
;HMPSTAT - Statu ••• , full 
;THUINT - Ille,ol to chan,e ti ... hen ON 
;HMPTRAP -Trap buffer full. Rt Trap. Loat 
;HTWINT - Ille,ol to eet tl .. whon on 
;H1lGGP - Ille,ol to chon,e por •• hen on 
;EGP bod pkt 'ra. R1R1 •• ron, not R2R3 
;EGP bod pkt fr .. R1R1. lon,th R3 .It. R4 
;EGP bod pkt fr .. H1R1. checke~ la R4 
;EOP bod pkt fr .. RlR1. prot vorl la R4 
;EOP bod pkt fr .. RlR1. on.y outona.oua .yet .. R4 
;EGP nbr up - RlR1 
;EOP NR •• , fr .. RIR1 econned R.2. bod R.3. at by to R4 
;EGP NR •• , - net 1213 .ne. RlR1 
; EOP NR •• , tr .. RlR1 ran over ond 
;EOP control - nbr RIR1 alreody.in etoto 12 
;EOP nbr RIR1 aont R.3 In atote R2 
;EOP bod pkt fra. R8R1. R.3 in etote R2 •• ondint coo.e 
;EGP bod pkt fra. R1R1. R.3 In .tote R2 •• endln, ERR WSG 
;EGP control - nbr ReR1 rofule. to ploy 
;EGP nbr RIR1 reque.tln,·ceole 
;EOP ti.eout on nbr ReR,. bein, dropped 
;EGP orr •• , fr .. R1R1. Id .01 12. type R.3 
;EOP control - nbr ReR1 hot accepted u. 
;EGP control - nbr RIR1 hot been dropped 
;EGP control - ne. nbr requelt tr .. ReR1 accepted 
;EGP control - now nbr reque.t fr .. ReR1 refu.ed 
;In.e'tln, .appln, .or IP oddr RIR, to Ethernet R2R3R4 
;hb.oth: Sendin, PI~er Requelt pkt for RlR1-R2R3 
;hc.etll: Sendln, PI~er Reply to IP RlR1. fth R2R3R4 
:Ethernet tronllotton table ,ull 
;He.VAN: Invol.Id pocket/ltota poi r 
;He.VAN: received X •. 25 accept on LCN' r4 
;He.VAN: rcvd X.25 Cleor LCN r4 
:He.VAN: rcvd X.25 Clear YCN for YCN r'. LCN r4 
;He.VAN: recaivod X.2~ Re.tort 
;He.VAN: X.25 ~rror r4 (octal) occurrod 
;He.VAN: X.25 link chon,in, 'ra. .tote r3 to r. (octol> 
;He.VAN: Involid X.25 pkt type r4 (octal) received 
;He.VAN: .okin, X.25 call for DG rlr' - r2r3. LCN r4 
;Refulin, to .oka X.25 call for DG rlr1 - r2r3 
,HB.VAN: con~t f·'nd·X.25 oddr' for'DG-r'r' - r2r3 
;HB.VAN: .okin, reve,.e X.25 coll.for r'r1-r2r3; LCN r4 
;XQCP Driver: RdSAbo called 
;XQCP Driver: RdSAbA called 
;XQCP Driver: RdAbort called 
;XQCP Driver: RRAPS col 1041 
;XQCP driver: .rSAbo called 
:XOCP driver: "rSAbA col 1041 
;S,.VAN: Sendin, X.25 Clear on LON r4 
;X.25 acce •• rofuled for DG r'r1 - r2r3 
;XQCP driver: .rAbort called 
;XQCP driver: .rAbo called 
:XQCP HDH hdr r2 .XQCP IIdr r3 (2 octal byte. eo.) 
,HDHlni called--HDH reinitiolizin, 
; ne i ,I\bo r down - RIR' 
;COP type R4 f ra. RlRl 
; no i ,hbor up - ReA1 
one. nei9hbor - RlRl 
; interface RIR, up 
; interface RIR' down 
;too .any rt entries .endin, to R2R3 
;n .. f.t net RIR' reported fr .. R2R3 
;no ro .. for ne. net fr .. RIR1 
;type R4 too .hort fra. RIR' 
;n .. route update too ehort fr .. RIR1 
one. f.t redundant routo fr~ RIR1 
;reroute RIR' -> R2R3 via R4R5 
;no ro .. for nei,IIbor RIR1 
:.end update, R4 to RIR1 
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Tr., 
Tra, 
Tra, 
Tra, 
Tra, 
Tra, 
Tra, 
Tro, 
Tra, 
Tra, 
Tra, 
Tro, 
Trap 
Tra, 
Tro, 
Tra, 
Tra, 
Tro, 
Tro, 
Tro, 
Tra, 
Tra, 
Tra, 
Tra, 
Tra, 

2821. 
2121. 
2122. 
2123. 
2124. 
2125. 
2121. 
2121. 
2151. 
2151. 
21$2. 
210. 
2'H. 
2111. 
2112. 
2IU. 
2114. 
2115. 
2111. 
2·1 ... 
2112. 
2"3. 
2114. 
2115. 
2111. 

:trace In lid, RlR1.R2Rl.R4R5 
;t,ace IP hdr ReR1.R2Rl.R4R5 
:trace i, add ReR1->R2Rl 
:COP t"e R4 f, .. reMOte ho.t MR1->R2Rl 
;Mt. full. dro, Nt R8R1 
;re.ta,t .itnoled in RI 
:GCP ,oinitlaillint 
:GOP ingore RLP f, .. RIR1 .eqooR2 o.,oc·t .. ltl 
:ACCESS: Mai IOnI, M.R1 -> R2.Rl Protocol R4 
:ACCESS: Mai IOnI, M.R1 -> R2.Rl TCP SP R4 - Of' R5 
;ACCESS: NotAII ... d H.R1 -> R2.1t3 P,otocol R4 
iACCESS: NotAI, ... d M.R1 -> I2.1U TCP SP R4 - Of' .115 
:SPLIT: rI.r' not an local not 
;SPLIT: Eithe, rI." .r r2.r3 i. on intorfoco. 
:SPLIT: Multi,le entrio. rI. r' f.r thil ,ot ... , 
:SPLIT: Thll gote .. , not In Id,r, toblo. 
:SPLIT: Adding RI.R' to Nei,hbor Tablo 
:SPLlT: \Inot»to to Add rl.r1 to Nel,h"r Tobie 
:SPLIT: Load.haring IniUa.izotion Failure (M neithbor.) 
iUSC ,en on. Ion 12. tl .. Rl. to RtR1 
iUSC ten off .• ent M t dro,R2. ti .. r1 
:USC ,en rcd R2t o,r. Rl fr .. RtR, 
;USC ,en red 12. no o"or. 
:USC ,on Int to R2R3 
.USC ,en rcd f. RIR1 




