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1. Introduction

The SONET Interoperability Forum (SIF) has identified a need to
provide a nulti-vendor solution for netwirk elenment to network
el ement (NE-NE) renote login. An ‘NE-NE Renote Login Sub-group’
has been fornmed by the SIF to address this need. The charter of
the sub-group is:

To define the comunications architecture and
interfaces necessary to allow a craftsperson at
a craft interface termnal to manage a network
element at a renote site without the nediation
of an internediate nmanagenent system The
commruni cati ons architecture and interface
definitions nust pronote interoperability in a
mul ti vendor environnent.

The SIF had previously produced a recommendation in support of
remote login to an NMS [1l]. The current work is intended to
conplenent this earlier effort.

The present Sub-group has produced evaluation criteria for NE-NE
Renote Login [2] that were used to bound the various proposals
and to shape the sol ution docunented here. This solution has al so
been heavily influenced by the results of a survey conpleted by
service providers within SIF [3].

1.1 Purpose of this document

The purpose of this docunent is to define the "inplenentation”
requirenents for NE-NE renote login. The requirenents in this
docunent are intended to allow inplenentors to satisfy the needs
of users as docunented in [2] and [3].

1.2 Scope

| mpl ementation requirenents for craft interface termnals,
network elenents, and networking are within the scope of this
speci fication.

1.3 Definitions

Craft Interface Term nal The |aptop or conputer term nal used by
the craftsperson.

This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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erson Network service provider personnel.

The Data Comrunications Network (DCN) can consist of a
wide area network, local comunications network, data
communi cati ons channel (s), or any conbi nation thereof.

A portable conputer carried by the craftsperson.

1.4 Acronyms and Abbreviations

ACSE
AETi tl e
API

aT

CM SE
DCN

DSA

DUA

ES
FTAM

| S
LAN
LCN
NARSE
NSAP
PSAP
NE
RA
ROSE
RRP
TARP
TL1

Associ ation Control Service El enent
Application Entity Title

Application Programm ng Interface

Craft Interface Term nal

Common Managenent | nformation Service El enent
Dat a Communi cati ons Network

(I TUT X 500) Drectory System Agent

(I TUT X 500) Directory User Agent
(Csl) End System

File Transfer & Access Method

G aphical User Interface

(Csl) Internedi ate System

Local Area Network

Local Communi cati ons Networ k

Nane Address Resol ution Service El enent
Net wor k Servi ce Access Point

Presentati on Service Access Poi nt

Net wor k El enent

(ANSI T1.245) Registration Agent

Renot e Operations Service El enent

(ANSI T1.245) Registration Request Protocol
TI D Address Resol ution Protocol

Transacti on Language 1
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2. Architecture Overview
The architecture for SIF NE-NE Renote Login is shown bel ow
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NE-NE Remote Login Architecture

It has the follow ng characteristics:

Li ke the Wo-DCN interface specified in the SIF recomrendati on
for NE-to-NMS renote login [1], the interface between the CIT
and the DCN (reference point A above) is 10BASE-T LAN and uses
OSI Network Layer Protocols.

The CI'T may be connected to the DCN via an existing LAN or
directly to a local NE. The CIT dynam cally discovers its own
NSAP.

The CI'T perforns nane/ address resol ution and establishes an
application association to the renote NE, over which
managenent information is exchanged. The interface between the
CIT and the renote NE is denoted as reference point Bin this
architecture.

The CIT and renbte NE act as OSI End Systens (ESs). The | ocal
NE and ot her systens within the DCN i nvolved in routing
nmessages between the CIT and the renmote NE play OSI

I nternmedi ate System (1S) roles.

Wiile NE software is normally provided solely by the NE
vendor, CIT software is expected to consist of both platform
conponents and vendor-specific conponents fromone or nore NE

This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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vendors. A given CIT inplenentation wll include the
appropriate set of Application Service Elenents (ASEs), as
part of the platform needed to support its vendor-specific
applications. The interface between vendor-specific
applications and platform conponents is shown as reference
poi nt C.

3. Craftsperson to CIT Interface

The interface between the craftsperson and the CT nay be
graphical or non-graphical and is expected to be provided on a
vendor-specific basis. The format is outside the scope of this
recommendat i on.

The CT nust, however, be capable of supporting multiple
si mul t aneous | ogi n sessi ons.

4. CIT to DCN Interface

This section defines the physical, link and network |ayer
interfaces for reference point A at which the CIT attaches to
the DCN. As previously nentioned the CIT may be connected via an
existing LAN or, alternatively, directly to a local NE via its
LAN interface. As such this section places requirenments on both
the CIT and the | ocal NE

4.1 Physical Layer

The physical interface for connecting a CIT to an existing LAN or
a local NE for the purposes of renote login shall be as follows
(applies to both T and NE sides of the interface):

-The interface shall follow the requirenents for a
10BASE- T Medium Attachnment Unit (MAU) connection as
specified in |ISOIEC 8802-3:1993 (E) ANSI/IEEE Std
802. 3 1993 Edition.

-The mediumutilized is twsted-pair wire (26 AWc to 22
AWG) unshielded in a multipair cable.

A RJ-45 jack shall be provided for physi cal
connecti on.

Pin Si gnal

1 TD+

2 TD-

This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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3 RD+
6 RD-

-This interface shall support nessage traffic at a
preferred data rate of 10 M/ s.

-The MAU will provide for operating from O neters to
100 neters (328 feet) of twisted pair wthout the use
of a repeater.

If the CIT is to be connected via an existing 10BASE-T LAN, the
network provider will need to insure that the signal connections
are conpatible wth the I ocal LAN wiring plan.

If the T and the local NE are to be connected in a point-to-
poi nt configuration, then the transmt data pins of one device
must be wired to the receive data pins of the other device, and
vice versa. The signal crossover may be provided by a special
crossover cable, with the transmt pins on the RJ-45 plug at one
end of the cable wired to the receive data pins on the RJ-45 plug
at the other end of the crossover cable and vice versa.

Pin Si gnal routed to Pin Signal
1 TD+ 3 RD+
2 D 6 RD-
3 RD+ 1 TD+
6 RD- 2 TD

4.2 DatalLink Layer

The Data Link Layer interface shall be Logical Link Control
(LLC1) over Carrier Sense Miltiple Access wth Collision
Detection (CSMA/CD) as specified in Section 8.3.2.2 of Bellcore
CR- 253- CORE, |ssue 2.

4.3 Network Layer

The Network Layer interface shall be Connectionl ess Network Layer
Protocol (CLNP) including End Systemto Internediate System (ES-
IS) as specified in Section 8.3.3.2 of Bellcore GR 253-CCRE,
| ssue 2. The CIT shall support the End Systemrole, and the | ocal
NE shall support the Internedi ate Systemrol e.

This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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Dynam ¢ discovery by the CT of its own NSAP is discussed in
section 6.

5. CIT to Remote NE Interface

In the SIF NE-NE renote login architecture, exchange of
managenent information occurs over an application association
between the CIT and the renote NE through the intervening DCN.
The interface between the CIT and the rempote NE is reference
point Bin this architecture.

This section specifies requirenents on both the CT and the
remote NE to support TL1 and/or CM SE associ ati ons between the
CIT and the renote NE. TL1 or CMP can be used for transaction-
oriented exchange of managenent information. Oher proprietary
application protocols m ght be used as well w thout violating the
conformance requirenents specified herein.

This section also specifies requirements on both the CIT and the
remote NE to support FTAM associ ations between the CIT and the
renote NE. FTAM is used for file-oriented exchange and can
suppl ement the use of a transaction-oriented protocol to provide
sof tware managenent capabilities.

Nane/ address resolution nmechanisns used to support association
establishment are discussed in section 7.

5.1 Transport Layer

The profile for the Transport and underlying services shall be
that specified in Appendix C of Bellcore GR 253-CORE, |ssue 2.

5.2 Session Layer

The profile for the Session Layer shall be that specified in
Section D.8 of Bellcore GR 253-CORE, |ssue 2.

5.3 Presentation Layer

The profile for the Presentation Layer shall be that specified in
Section D.7 of Bellcore CGR- 253-CORE, |ssue 2.

The presentation selectors (P-SEL) for CM SE, FTAM and TL1 PDUs
shall be initialized and configurable as specified in Section
8.3.6 of Bellcore GR-253-CORE, |ssue 2.

This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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It should be noted that if nultiple application entities provide
responder services (e.g. FTAM, it is possible for nore than one
application to register against the sanme P-SEL. This woul d cause
any incomng ACSE requests to fail. Thus, this problemgives rise
to the requirenent for the P-SEL to be configurable on a per
application entity responder basis. This requirenent goes beyond
the basic configuration requirenent stated in Section 8.3.6 of
Bel | core GR-253-CORE, |ssue 2.

5.4 Application Layer

This section specifies requirements on ACSE, CM SE/ ROSE, and FTAM
for conforming CIT and renote NE inpl enentati ons.

5.4.1 ACSE Requirements

The profile for ACSE shall be that specified in Section D.6 of
Bel | core GR-253-CORE, Issue 2, including requirenents specific to
the CM SE and FTAM Application Service El enents (ASEs).

The CIT nust be capable of acting in the role of association-
initiator for transaction-oriented nessage exchange, and the
associ ation-responder role for the file-oriented exchange.
Conversely, a renote NE is required to support the association-
responder role for purposes of transaction-oriented exchange; and
the association-initiator role for file-oriented exchange, if
support ed.

5.4.2 CMISE/ROSE Requirements

If provided, the CIT and the renote NE shall support CM SE/ ROSE
in accordance with the SIF SONET CM SE Profile [5]. The C T shall
support the roles of invoker and responder for CM SE operations
and notifications, respectively. The renote NE shall support the
roles of responder and invoker for OCMSE operations and
notifications, respectively.

5.4.3 FTAM Requirements

| f provided, the CIT shall support the role of responder and the
remote NE shall support the role of initiator in accordance with
the SIF SONET Qperations Comruni cations FTAM Profile [6].

6. Dynamic NSAP Assignment for CIT
It is expected that the CT will frequently be attached and re-

attached to the DCN at different points in the network. Hence it
This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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wll need to have an NSAP assigned to it on a tenporary basis.
This section specifies a procedure for dynam c NSAP assi gnnent
for the CIT that is simlar to the procedure specified in the
previous SIF recommendation for NE-to-NMS renpote login [1].

6.1 CIT Requirements

Each tine a CIT is rebooted or explicitly initiated (a | ocal
matter), the CIT shall determne its NSAP value(s) via the
fol |l om ng procedure:

After the CIT is connected to the NE LAN port (or the
LCN) and layer 3 is initialized, the CIT inserts its
MAC address into the Systemldentifier field. Next, the
CIT waits to receive an "Internediate System Hello
Protocol Data Unit" (ISH PDU). After receiving the
first I1SH PDU, the CIT copies the Area Address from
this ISH PDU for use in "End System Hel |l o Protocol Data
Units" (ESH PDU s). The CIT then generates its NSAP or
NSAPs using N-selectors specified in GR 253-CORE [4],
Section 8.3.3. Al CITs wll generate an NSAP for OSI
transport Jlayer; CTs that support TARP wll also
generate an NSAP for TARP. The CIT wll then transmt
the NSAP or NSAPs on each ESH PDU it transmts
according to 1SO 9542 [7]; to announce its addition to
t he networ k.

7. Name/Address Resolution

Nanme/ address resolution nust be performed at the CIT before it
establi shes an application association to the renote NE. TARP or
ANSI T1.245 directory services may be used for this purpose. It
is expected that TL1 NEs will support TARP and that CM SE NEs
Wil support T1.245 directory services. This section specifies
requi renents on the CIT, NEs and the network in support of these
mechani sns.

Manual provisioning of nane/address pairs at the CIT can al so be
used in lieu of TARP or T1.245.

7.1 TARP

TARP can be used to translate a Target Identifier (TID to a
correspondi ng Network Service Access Point (NSAP). This can be
useful, for exanple, when establishing a TL1 association fromthe
CIT to the renmote NE.

| f TARP is used then the follow ng requirenents apply:
This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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7.1.1 CIT Requirements

Using the TID of the renbte NE, the CIT needs to originate (Type
1/2) TARP PDUs. It must al so process the Type 3 TARP PDU ret urned
to it by the renote NE. The Type 3 PDU contains the NSAP of the
remote NE. As such it nust satisfy all requirements pertaining to
origination and processing of TARP requests, including nmanagenent
of the TARP processor, as specified in Bellcore GR 253-CORE [4].

7.1.2 Remote NE Requirements

The renbte NE can satisfy the nane/address resolution request
made by the CIT directly. As such it should provide full TARP
support as specified in Bellcore GR 253-CORE [4].

Al ternatively, a T5GW NE can satisfy the nane/address resol ution
request made by the CIT on behalf of the renote NE as described
in the SIF TARP/ X. 500 I nterworking Specification [8].

7.1.3 Networking Requirements

To satisfy a TARP request there needs to be sone path fromeither
the CIT to the renote NE, or fromthe CIT to a TSGW NE. The | ocal
NE and other internediate NEs along this path should satisfy
requi renents for receipt, |loop detection and propagati on of TARP
PDUs as per Bellcore GR253-CORE [4]. If some non- SONET
internediate NE (e.g., a router) along this path does not provide
TARP capabilities, then manual TARP adjacencies should be set up
as described in [4].

7.2 ANSI T1.245

ANSI T1.245 Directory Services [9] can be used to translate an
Application Entity title (AEtitle) to a correspondi ng
Presentati on Service Access Point (PSAP). This can be useful, for
exanpl e, when establishing a CM SE association from the CT to
the renote NE

If T1.245 Directory Services is wused then the follow ng
requi renents apply:

7.2.1 CIT Requirements

To perform nane/address resolution the CIT nmust conform to the
T1.245 DUA role as specified in [9].

Addressing information for primary and shadowi ng Directory System
Agents (DSAs) nust be auto-learned by a T1.245 Regi stration Agent
This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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(RA) residing on the CIT using the Registration Request Protocol
(RRP), as specified in [9].

7.2.2 Remote NE Requirements

Directory objects (tmmNE, applicationProcess, applicationEntity)
for the renmote NE nust obviously exist in order for the CT to
perform nane/ address resolution using T1.245 Directory Services.
This information may be placed in a T1.245 Directory in several
ways:

1) Auto-popul ated by the renote NE itself.
2) Auto-popul ated by a TSGWNE on its behal f.
3) Manually, by a directory adm nistrator.

In case 1) above the renbte NE nust conform to auto-popul ation
requi renents, including RRP support, as specified in [9].

In the other cases there are no requirenents, per se, on the
remote NE. In case 2) the T5GW NE nust conformto requirenments as
specified in [8].

7.2.3 Networking Requirements

By definition, if nane/address resolution is satisfied via T1.245
Directory Services, then the presence and availability of a
T1.245 DSA is required sonmewhere in the network.

8. Security

For a renote login session it is recommended that strong user
aut hentication be provided as specified in Bellcore GR 1469- CORE
[ 10] . The choice of the particular security nmechanismto be used
is at the discretion of an individual NE vendor and should be
supported by NE and CI T software provided by that vendor.

In addition to the above, security of the CIT itself needs to be
addressed. At a mnimum the renote |login application on the CIT
shoul d be password protected.

9. CIT Configuration

This section covers hardware configuration, and required and
optional platformconponents for the CIT.

This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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9.1 Hardware Configuration

The SIF recognizes the need for a specification for a comon
hardware platform which significantly increases the useful ness
and application of a NE-to-NE Renote Login solution for the SONET
tel ecommuni cations industry. Specifying a hardware platform
all ows network providers to purchase no nore than one single CT
per craftsperson, and allows vendors of CT software to
concentrate their efforts on enhancing their software rather than
porting and maintaining the software for different hardware
pl at f or ns.

To this end, the hardware platformfor the CIT shall be an | BM PC
conpati ble conputer, and (as a mninum capable of running the
M crosoft W ndows NT operating system

9.2 Platform Components

The followi ng conponents are considered part of the platform
They provide services that NE vendor specific applications on the
CIT use. Detailed service specifications for these conponents
will be provided in another docunent, the SIF OS/CIT software
platform architecture [11]. Additional CI T platform conponents
may al so be identified and specified in that docunent.

W ndows NT operating system - The SIF has recognized
the need to specify an operating system to
facilitate the ability of Sl stack vendors and
application software vendors to supply conponents
that can be integrated on a single CIT. Specifying a
single operating system environnent also allows CIT
software vendors (OSI stack and applications
vendors) to elimnate the need to develop different
versions of a software product for various operating
systens. This econony in software devel opnent can be
passed on to the network providers and wll benefit
the SONET telecomunications industry in general.
SIF believes specifying an operating system to be
par anount in this specification, enabling the
solution to be wdely accepted and deployed in the
industry, as well as creating a nore open market for
CI T software.

OSl stack including ACSE

Nane Address Resolution Service Element (NARSE) -
This service elenment is used to satisfy application
requests for nane/address resolution wusing TARP,

This document hasreceived the approval of the SONET Interoperability Forum (SIF).
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T1.245 Directory Services, or information configured
locally on the CIT.

CM SE ASE (optional)
FTAM ASE (optional)

9.3 Application Programming Interfaces

To facilitate devel opnent and depl oynent of NE vendor-specific
applications for the CIT, the SIF has determned the need to
specify APls for ClT-resident pl atform conponents. These
specifications are included in the SIF OS/CIT software platform
architecture [11]. The SIF recommends that these APlIs be provided
in such a way to allow dynam c |inking of application nodul es.
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