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The notion of remoted processes is a software concept
for distributed systems, suchas AT&T's 5ESSTM
switching system. When a process is remoted, some of
its programs are placed and run in a processor other
than the one that first created it. Remoted processes
are supported by a remoting subsystem. It permits the
programmer to separate the program space ofa
remoted process and put parts of it into different proc­
essors without affecting the design of that process or of
other processes that interface with it. This allows flexi­
ble placement ofprograms for the switch's call­
processing features into different control processors.
Without causing programming changes, these programs
can be shifted to other processors according to
expected feature usage and when the real-time and
address-space capacity of the processor technology
changes in specific generics. This paperdescribes the
implementation of the essential features of the 5ESS
switch remoting subsystem, including the techniques
used for software auditing and exception handling.

Motivation and Basic Approach
The concept ofaprocess, a sequential computation that can be

executed asynchronously with otherprocesses, is a design abstraction
for dealing with the complexity ofconcurrency inreal-time systems.
Concurrency means several different tasksare running inparallel, con­
trolled by the same operating system and often sharing system
resources.

Aprocess is considered a unit ofconcurrency, and the collec­
tion ofprocesses ina real-time system may thenmodel the concurrency
that is inherent inthe application. For instance, incall-processing appli­
cations, 1 a separate process cancontrol each telephone terminal.



By exchanging messages or running somesyn­
chronization primitives, processes cancommunicate with
each other so that theycancooperate to do some system
function. Message passing andsynchronization primitives
are system subroutines of the operating system.

Structurally, a process is a collection ofproce­
dures that includes an entry procedure, the first one
executed when the process is invoked. The program space
of the process consists ofallprocedures that the entry
procedure transitively calls.

Earlier work on software fordistributed systems
typically assumed that the program space fora process had
tofit within a single processor. (A distributed system is a
collection ofself-contained processors, eachwith its own
memory, interconnected bysome communications
medium.) Thus, if two procedures reside in different pro­
cessors, theycannot call oneanother andmustbe
executed bytwo different processes. 2,3 Consequently,
when one procedure mustinitiate the other's operation and
must know the result of the operation (theseare the essen­
tial semantics ofa procedure call), then some
communications protocol mustbe designed intothe two
processes to allow that to happen.

This restriction oftengets in the way ofthe logical
design ofprocesses, especially when the system uses
microprocessors. Because ofprocessor-technology con­
straints onreal-time capacity andaddress space,
procedures that logically belong to a process might have to
be placed in different processors. Asa result, the software
must be artificially fragmented into different processes.

The traditional way to solve the address­
space constraint is to use a memory-management sub­
system, placing some programs insecondary storage.
However, when the response-time requirement is
very stringent, suchas the milliseconds requirement
in telecommunications call processing, this approach
is too slow.

This paperdescribes a software subsystem, called
aremoting subsystem, that allows us to place a subsetofa
process's procedures ina processor other thanthe one in

which the process is first created. We call this subsetof
procedures remoted procedures, andsaya process is
remoted ifit contains remoted procedures. The mechanics
ofmoving those procedures to another processor is called
remoting.

The essential requirements ofremoting are that it
does not require program changes either in the remoted
process or inprocesses that communicate with it. As a
result, when remoted procedures are moved back to the
processor where the remoted process is first created, the
process (which is now unremoted) will function properly
without program change. '

Aremoting subsystem was first used successfully
inAT&T's 5ESS switch, a distributed computer system for
telephone switching applications. 1,4-6 Many major call­
processing features, suchas operator andcoin services,
were implemented as remoted processes in the first issue
of the programs that control this switch. Because ofthe
remoting subsystem, these call-processing features can be
placed in any of the switch's processors without program
change.

Thus, the remoting subsystem permits us to tailor
software placement to individual office needsfor memory
and switching capacity. To a certainextent, it relieves the
programmers ofconcern with hardware constraints, such
as memory space, so theycanconcentrate on the design's
logic.

More recently, Nelson7 andSpector" have dis­
cussed communication subsystems that enable some
processes ina distributed computer system to make
remoted references to objects, including procedures, in
otherprocessors. But, the scope of their work differs sig­
nificantly from ours. Forinstance, neither of them
considers how to preserve the communications interface if
the remotely executed procedure contains interprocess
communications primitives.

In the sections that follow, wediscuss the envi­
ronment inwhich our remoting subsystem is implemented
andhow wepreserve the interfaces, bothinternal and
external, to remoted processes. We alsodescribe tech-
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Figure 1. SESS'· switch system architecture. The switching
modules directly control peripheral units for telephone lines,
trunks, and other equipment. The data links carry control
messages and provide communication paths for transmission
lines In different switching modules.

niques to enhance reliability, some ofourexperiences with
the implementation, andother related issues.

The Implementation Environment
As Figure 1 shows, the 5ESS switch consists ofa

set of switching modules, eacha separateprocessor, and
an administrative processor linked together byfiber-optic
data links. The switch is partitioned intotwo stageswith a
centralized time-multiplexed switch, anda time-slot inter­
changer ineachswitching module.

Each switching module contains the software that
provides basic call-processing capabilities andother real­
time-intensive features. Other software controls andmain­
tains all peripheral hardware in the switching module. The
administrative processor handles routing andterminal allo­
cation, andsome call-processing features that are less real­
timeintensive or are used infrequently.

The remoting subsystem is usedfor the call­
processing software. In ourapplication, a remoted process
is typically first createdina switching module, andits
remoted procedures reside andrunin the administrative
processor. These remoted procedures and the programs

that remain in the switching module all use the same oper­
ating system. Thus, the samekind ofoperating system
services are available to programs in the different
processors.

The operating system provides a set ofmessage­
passing primitives forprocesses to communicate with each
other. Messages are tagged withthe sender's process
identifier and are addressed to the receiver's process iden­
tifier. To senda message to a message queue in another
process or readonefrom its own queue, a process calls
primitives-such as send message or read mes-
s age-from its procedures.

The interface between remoted procedures and
other procedures ofa remoted process -is byprocedure
call. Remoted procedures should be able to call other pro­
cedures across processor boundaries and vice versa. Asa
result, the remoting subsystem mustbe able to support
remoted procedure calls.

Message passing provides the interface between a
remoted process andother processes. Any procedure of
the remoted process, even one placed in any processor, can
interpreta message that another process sends. The
remoting subsystem mustthen forward the message to the
appropriate procedure to be interpreted.

Furthermore, although more than one processor
may execute the procedures ofa remoted process, the
remoting subsystem mustmaintain a single process identi­
fication for the remoted process. It is the only identifier
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Figure 2. VIrtual machines that support remoted processes.
The remotlng SUbsystem Is a virtualmachinebuilt on top of
theoperating system.

that theotherprocesses will know.
The sections, "Implementing the Remote Proce­

dure Call" and"Preserving the Communications
Interface," describe the methods that weused to preserve
these interfaces.

Running a Remote Process. Aremoting subsystem is
avirtual machine. In our implementation, it is built on top
of the operating system (Figure 2) andis bound to the pro­
cedures of the remoted process during compile time.
(Binding means the remoting sybsystem knows the address
in memory foreachprocedure.)

Actually, as Figure 3 shows, two processes, called
the original site andthe remote site, execute the procedures
of a remoted process. The original site runs procedures in
the processor wherethe remoted process is first created,
and the remote site runs the remoted procedures.

Because of the remoting subsystem, this separa­
I tion isnotvisible to processes that communicate with the

Remoted
process

Figure 3. Thetwo control sites or processes of a remoted
process. Theoriginal site runs programs In the processor
wherethe remoted process Is first created, andthe remote
site runs the remoted procedures. Otherprocesses (Pi, P2)
do notknowaboutthe remote site; their Interface with the
remoted process Is preserved.

remoted process, nor is it a concern for the person who
programs the remoted process.

Binding a Remote Process. One objective is that the
remoting subsystem does not change the source code of
the remoted process. When procedure Acalls procedure B
andprocedure B is placed in another processor, clearly
procedure A cannot be bound directly to procedure B.
Instead, procedure Amustbe bound to some programs in
the remoting subsystem.

We candothis binding in several ways without
changing procedure A's source code. For instance, wecan
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translate procedure B's address during run time or wecan
do it statically during the link editing phase. Because our
implementation uses the macro-definition facility of the C
programming language, 9 the binding is done at compile
time.

Figure 4 illustrates the process ofbinding. The
programmer specifies the processes andprocedures that
are to be remoted. Mer compilation andlink editing, the
programs will be placed in the appropriate processors for
execution.
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Implementing the Remote·Procedure Call
Tocomplete a remote-procedure call, the remot­

ing subsystem mustdo the following:
1. Establish a connection between the original site and

the remote site, so theycanexchange messages.
2. Before invoking (starting) the called procedure, send a

message containing the values ofarguments and
external variables that the calling andcalled proce­
dures share. The message goesfrom the site that
executes the calling procedure to the site that will
execute the called procedure.

3. After the called procedure is executed, send a mes­
sage containing the values ofreturnedvariables and
shared external variables. The message goes from the
site that executed the called procedure to the site that
executes the calling procedure.

The First Remote-Procedure call. Ourimplementation
required twoengineering decisions: The remote site ofa
remoted process is not createduntil the first remote­
procedure call is made. And, the remote site terminates
after the return of the procedure that it executes first.

We made these decisions because, inourapplica­
tion (processing a telephone call), only thosefeature
programs that control somespecialized features, like call
waiting, are remoted. Most telephone calls donot invoke
these features. Furthermore, it is unlikely that a telephone
call would involve more thanonefeature.

Asa result, the first remote-procedure call sets
up the remote site andimplies the invocation ofa call­
processing feature.

Figure 4. Binding remoted processes with the remotlng sub·
system. The sUbsystem collects and then binds (stores the
addresses of) the parts of the program for each processor
during compilation and link editing.

The first remote-procedure call involves a pair of
procedures (calledfeature interfaces), a remoting system
process, anda remoting switch procedure. The calling pro­
cedure is bound to the first feature-interface procedure
rather than to the called procedure, which is inanother
processor. Therefore, the feature interface procedure is
invoked instead of the called procedure.

The feature interface procedures serve two func­
tions. Theystart the invocation of the called procedure,
andtheyhandle exceptions in case offailures.

When the first feature-interface procedure is exe­
cuted, it sendsan initiation message to the remoting
system process in the other processor. Thisprocess,
which is createdwhen the systemis initialized, does not
terminate. When it receives the initiation message, the
remoting system process creates the remote site and
returns an acknowledgment message to the original site.

The second feature-interface procedure is
the remote site's entry procedure. It calls the called
procedure (afterthe remote site is set up) andpasses it
the values ofarguments andexternal variables obtained
from the initiation message. Figure 5 illustrates this
sequence ofactions.
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Figure 5. First remote­
procedure call from
procedure A to proce­
dure B. The first
feature-Interface pro­
cedure sends an
Initiation message
that contains values
of arguments and
extemal variables.
These values are then
passed to the remote
site, and an acknowl­
edgment message Is
retumed to the origi­
nal site. Now,
communications are
established between
the sites. 7

Remotlng Switch. After sending the initiation mes­
sage, the original site of the remoted process enters a
dormant state inside the remoting switch procedure. (A
control site is ina dormant state ifit is not running pro­
grams that belong to the remoted process.) The original
site returns to an active state when the remote site initi­
ates a remote procedure call to the original site or when
the first remote-procedure call returns.

Besides responding to remote procedure calls, the
remoting switch procedure maintains communications

between the two control sites. It handles incoming mes­
sages to the remoted process and, when appropriate,
forwards the messages to the remote site. If the communi­
cations link between the two processors fails, the remote
switch also does much of the exception handling.

Other Remote-Procedure Calls. The acknowledgment
message that the remoting system process sends to the
original site contains the remote site's process identifier.
The remoting system process also passes the original
site's process identifier to the remote site; hence, the two



Figure 6. Other remote-procedure calls. Once the two control
sites have established connections, they only need to
exchange messages to do additional remote-prodecure calls.
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control sites have established connection. From then on,
the two control sites candoremote procedure calls by
exchanging a pairofmessages (Figure 6).

The first message, a procedure-call message, con­
tains an index number to the called procedure and the
values of the arguments andexternal variables. The return
message contains the return values. Remoting subsystem
programs, called remote-interface procedures, sendand
receive these messages.

Because a process specifies a sequential computa­
tion, when onecontrol site is executing some programs of
the remoted process, the other control site mustbe dor­
mant. This site enters the dormant state inside a remoting
switch procedure.

As wementioned earlier, when the first remote­
procedure call returns, it returns to the feature interface in
the remote site. Aftersending the return message, the
feature interface terminates the remote site.

Switching
module

Administrative
processor

Switching
module

Preserving the Communications Interface
As stated earlier, there are two requirements for

preserving the interprocess interface ofa remoted
process:

1. The remoting subsystem mustmaintain a consistent
process identifier fora remoted process, andit will be
the only identifier known to otherprocesses.

2. The remoting subsystem mustbe able to forward mes­
sages from other processes to the appropriate
procedure (which may be placed in any processor) of
the remoted process. •

Consider the first requirement. In ourapplication,
a remote site is createdonly after the invocation of the
first remote-procedure call. By then, however, the remoted
process may have already established communications with
otherprocesses andthose processes will already know the
original site's process identifier.

To avoid affecting the way these processes com­
municate with eachother, it follows that the remoted
process should use the original site's process identifier.
Consequently, all messages sent from the remoted process

mustbear the original site's process identifier. Thus, all
messages sent to the remoted process will first be for­
warded to the original site.

Notice that when primitives-like send mes­
sage and read message-are called from procedures
in the original site, the two requirements are satisfied
automatically.

When a message is sent from a remoted proce­
dure, the remoted procedure is notbound to the standard
operating-system primitive. Instead, it is bound to a
remoting subsystem replacement that sendsthe message
with the original site's process identifier. Thissatisfies
requirement 1.

Message Forwarding. Ourremaining problem is to
decide when to forward messages from otherprocesses to
the remote site.

We implemented two algorithms: message for­
warding ondemand andautomatic message forwarding.
Programmers ofa remoted process canchoose to use
either one, depending on the application's characteristics.



Message Forwarding on Demand. When message for­
warding on demand is used, messages sent to the remoted
process are not forwarded to the remote site unless that
site hasasked the original site for these messages.

To look fora message, a remoted procedure is
bound to a remoting subsystem replacement, not to the
standard operating-system primitive, read message.
Because the replacement is executed first, it sendsa
request message to the original site, which, at that time, is
dormant inside the remoting switch program.

Mer receiving the requestmessage, the original
site will send the first message in its queue to the remote
site. If nomessage is found in the queue, a return message
issent to notify the remote site of the result. The replace­
ment procedure, which will receive this message first,
returns to the remoted procedure that called it with the
same return value as the standard primitive.

Clearly, it will take more work anda longer time
toread a message in the remote site. Because a process is
executed sequentially, the remoting subsystem replace­
ment is functionally equivalent to the standard operating­
system primitive.

Automatic Message Forwarding. Some applications can
use the more-efficient automatic message forwarding, in
which all messages sent to the remoted process are for­
warded immediately to the remote site. Asa result, the
remoted procedure canuse the standard operating-system
primitives to look f<JI' a message.

However, this method works only if, after the first
remote-procedure call, the remoted procedures will read
all messages sent to the remoted process. Otherwise, race
conditions may occur.

We have provided onemore method ofoptimiza­
tion. Aremoted process canswitch from message
forwarding on demand to automatic message forwarding if,
from then on, all messages sent to the remoted process
will be usedonly bythe remoted procedures. Because of
possible race conditions, a remoted process cannot switch
from automatic message forwarding to message forwarding
on demand.

ReliabilityConsiderations
Call-processing applications have strict reliability

requirements. Asa result, much attention is paid to fault
detection andfault recovery in call-processing software.
Thissection briefly describes some techniques weusedin
the remoting subsystem for fault detection andsome con­
siderations forexception handling.

FaultDetection Techniques. The remoting subsystem
updates a set ofvariables fora remoted process. In addi­
tion, the subsystem's auditing system process looks at
these variables regularly to determine the sanity ofthe
remoted process.

These variables are used in twodifferent audits: a
state variables audit anda message count audit.

State Variables. Aprocess canhave three remot­
ing states. When first created, the process is in the
no-remoting state. After the process hasmade the
first remote-procedure call andreceived the remoting­
system process's acknowledgment message, its
state becomes original, to show that it is the original
site. The remote site createdin the other processor
has the remote state. When the remote site term­
inates, the remoting state of the original site is reset
to no-remoting,

Each control site also keeps the process identifier
of the othercontrol site. Thus, if the remoting state ofa
process is original (or remote), then wecanidentify the
other control site, whose state will be remote (or original).
Furthermore, the other control site will contain the proc­
ess identifier of the first process.

The audit programs canuse this relation to check
the sanity of the remoted process.

Message Counts. For everymessage that a remoting
subsystem program sends from onecontrol site ofa
remoted process to the other, a message-sent count is
updated byone. Similarly, foreachmessage received from
the othercontrol site, a message-received count will be
updated byone.

The following relations about the message count
variables are true:
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1. Forthe original site, the number ofmessages it sent is
greater than or equal to the messages it received plus
one. (The original site sends the first message to start
offremoting. )

2. For the remote site, the number ofmessages it
received is greater thanor equal to the messages it
sent plusone.

3. The number of messages sent from the control site
that was examined first is less thanor equal to the
number of messages received bythe other site used.

Ifmessages are sent and received instantaneously,
the messages sent from one site equals the messages
received bythe other site. However, after the audit pro­
gramhas examined the number ofmessages sent from one
site, some time must have elapsed before the audit pro­
gramcanread the numberofmessages that the other site
received. Hence, relation 3 is true.

These relations are checked periodically to deter­
mine if messages have been lost or if some messages have
been misrouted to the remotedprocess.

Other techniques are used, besides setting up
these variables, to checkthe remoted process's sanity.

Oneway is to use a timer in the first remote­
procedure call. If the acknowledgment message is
not received within a reasonable time, an error will
be returned to the feature-interface procedure,
which will then decide to retry or doother kinds of
error handling.

Exception HandlingConsiderations. When a fault condi­
tion or an error is detected in a procedure, the procedure
caneither handle the error or report the exception condi­
tion to its calling procedure. In our implementation, the
remoting subsystem doesnot do error handling. Instead, it
reports the exception condition after the fault has been
detected.

We chose this approach, because the call­
processing programs are in a better position to determine
error handling strategy. Depending on the call phase,
the call-processing programs candecide to abandon
the call, invoke terminal maintenance programs when

errors occur, or take other appropriate actions. Forthe
remoting subsystem to handle error conditions well, it
must share substantial information withthe call­
processing programs, which requiresthat call-processing
programmers participate in the design of the remoting
subsystem.

During a remoteprocedure call, the remoting sub­
systemcanencounter twotypes of exceptions:
- exceptions that the called procedure returned
- exceptions that occurred becauseof the remoting mech-

anism; e.g., whena remote procedure call message
cannot be sent.

The remoting subsystem returns exceptions of
the first type to the calling procedure without modification.
It returns those of the secondtype as undifferentiated
exception conditions whose reasonor origin oferror is
not known. Asa result, the error handling method of the
calling procedure doesnot need to be changed for
remoting.

Conclusions
We have described the essential features ofa

remoting subsystem for the 5ESS switch anddiscussed
some reliability issues. Ourimplementation meets the
stringent response-time requirements ofcall-processing
applications. In addition, the subsystem meets the high
reliability needs of the continuously running, call­
processing environment. Some remoted processes in the
first issueof the 5ESS switch software have since been
unremoted andfunction properly without a program
change.

Given a remoting subsystem, one can, in theory,
choose to remote any subset of the procedures ofa proc­
ess. However, remote procedure calls andmessage
forwarding to remoted procedures are not without extra
expenses. In our case, we have judiciously chosen the pro­
gramsto be remoted, so high-usage programs remain in
the switching module. This is similar to the practice invir­
tualmemory systemswhere high-usage programs remain
in main memory.
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