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Introduction

Software inspections are a highly for-
malized and rigorous technique used for the
identification and removal of errors in software
products. 2 Faithfully applied, they have benefi-
cial impact on the productivity and quality of a
project. As a result, software inspections were
selected as a critical ingredient in the overall
Software Quality Assurance Plan to guide the
development and evolution of a major, real time
telecommunications software project.

This paper describes how the results
of software inspections have been used to
explain differences in end-product quality and
identifies useful techniques for applying the
results of software inspections to manage the
software development process.

Background

Although there are few, if any, mea-
sures of end-product software quality which
are agreed upon and widely used within the
software industry, there are even fewer mea-
sures which are able to quantify the quality of a
software product as it moves through its devel-
opment life cycle (Figure 1). Of particular
interest is the quality of the product as it leaves
the design phase and enters the implementa-
tion or coding phase. It is at this point that the
quality of the software must already be built-in.

With this in mind, it became one of the
primary objectives of the overall Software
Quality Assurance Plan to instrument the front
end of the development process so that objec-
tive qualitative and quantitative data could be
captured for later study of their relation to end-
product quality. If any statistically significant
results could be observed, there would then be
the opportunity to more effectively manage the
quality of future software releases as they
moved through development.

The characteristics of a formal life
cycle are such that each of the phases typically
is defined by a series of inputs, specific activi-
ties which transform the inputs, and one or
more outputs or deliverables. For example,
these deliverables may be in the form of
requirements documents, design documents,
test plan documents, or code. Typically there
are completion criteria for each deliverable
which are specified to assure uniform and con-
sistent progress of the product. A software
inspection is a common technique used to spec-
ify completion of the deliverables from coding
and precoding phases. The software inspection
identifies errors in the various deliverables and
requires rework and verification by the inspec-
tion moderator and producer before the
deliverable is considered complete. Careful
instrumentation of the inspection process can
provide a rich body of data about the number
and nature of errors identified at the inspection
as well the environment in which the inspection
was held.

For the project under study, the
instrumentation of the inspection process, the
detailed inspection procedures, and the overall
software development life cycle have been doc-
umented in a comprehensive Software Quality
Assurance Plan. Initially, all of the development
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Figure 1. Typical soft-
ware development life

cycle.

staff were trained in the use of inspections as
well as their overall responsibilities under the
plan. A strong management commitment
assured adherence to the plan and the availabil-
ity of the data necessary for subsequent
analysis.

Data Collection

The development and deployment of
our software involves a staff of more than 300
technical personnel. Any release of our product
is composed of a collection of features which
provide new or enhanced functional capabilities
for the end users of the product. Separate
departments are responsible for the planning,
engineering, development, testing, installation,
and support of the software. Within the devel-
opment area alone, the evolution of a feature
requires the interfacing of multiple depart-
ments, each having responsibility for a specific
software subsystem (e.g., recent change, call
processing, etc.). The nature of this complex

organization, both in size and in the vast com-
munication paths that must be established to
successfully develop and deploy any given prod-
uct, necessitates a great expenditure of effort
to collect, verify, analyze, and use data relating
to both process and product quality throughout
the life cycle. Furthermore, the difficulty in
assuring consistently reproducible data under
the conditions of diverse staffing and product
profiles is evident.

Despite these environmental con-
straints, a significant body of data is collected
on an ongoing basis for the purposes of con-
firming that the standard practices outlined in
the Software Quality Assurance Plan are being
followed and identifying potential problem areas
for subsequent corrective actions. It is impor-
tant to note that at the onset of the Software
Quality Assurance Plan, the life cycle of a typi-
cal major release exceeded 20 months.
Because of this interval and the lack of prior
results in the analysis of software inspections,
our strategy was to collect any data that might
affect end-product quality.

The following paragraphs highlight
three important classes of data which form the
basis for the analyses described in this paper.
Included are not only the types of information
collected, but also the methods of collection
and the sources of the data.

Project Management Data. The success of
the data collection efforts is, to a great extent,
dependent upon the project management orga-
nization. Their role in defining and monitoring
a plan by which a product is developed and
deployed is crucial. Accordingly, all product
components are specified and tracked via a
unique identifier. The project management
organization is also responsible for authorizing
the set of deliverables to be completed by the
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appropriate organizations during the develop-
ment of each product. Finally, data are
gathered on the size of each product compo-
nent and the effort, both estimated and actual,
expended to develop and deploy the
component.

To collect, assimilate, and report this
vast amount of data, a project tracking mecha-
nism is utilized. On a monthly basis, the
organizations responsible for individual product
components provide up-to-date information on
size, schedules, deliverables completed, and
effort estimates via a standard data collection
form. After data verification by the project
management organization, the information is
entered into a central data base.

Software Inspection Data. For each soft-
ware inspection that is conducted during
precoding and coding phases, two types of
information are provided: product and process
data. Product data consist of general descrip-
tive information: a product component
identifier assigned by the project management
organization, the type of deliverable being
inspected (requirement document, design doc-
ument, test plan document, or €ode), and
producer information (name, organization,
years of experience in the telecommunications
field, and a rating of familiarity with the techni-
cal aspects of the product component). Also
collected on a product basis is a detailed
description of each error identified during the
inspection. The description includes the cate-
gory of the error and the source of the error.
Also recorded are the final disposition upon
inspection of the deliverable, acknowledgement
by the moderator that the deliverable has been
subsequently reworked, and any errors that can
not be resolved.

Process data include the date and
duration of the inspection plus inspection par-

ticipant information. Those individuals
attending an inspection must identify their
assigned role (moderator, reader, scribe, or
required reviewer) and any required functional
responsibilities they assume in inspecting the
deliverable. That is, each must denote the per-
spective (customer, requirements, design, test,
maintenance) by which they have evaluated the
deliverable. Additional data are retained for
each individual on level of experience, familiar-
ity with the technical aspects of the product
component, time spent in preparation for the
inspection, and the individual’s assessment of
deliverable disposition. Finally, the time spent
in reworking and verifying the deliverable by
both the moderator and producer is recorded.

A set of standard forms with docu-
mented instructions is used to manually collect
all inspection data. It is the responsibility of the
moderator and the producer to verify that the
information is both complete and correct before
the data are entered into an inspection data
base. Furthermore, an inspection is not recog-
nized as complete until all information has been
submitted.

Fault Data. Once a product, in the form
of code, reaches the testing phase, all faults are
documented via a problem-reporting and cor-
rective-action-tracking mechanism. For each
fault, the date found, the phase of the life cycle
(unit test, integration test, system test, accept-
ance test, released to customer), the fault
category, the fault severity, the source of the
fault (in terms of the product component identi-
fier), and the impact to the customer are
detailed on a standard data collection form by
the individual who located the fault. After the
fault evaluation and correction, any necessary
updates to the above information are reflected
on a corrective action implementation form.
The fault data are verified by a review board
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Figure 2. Plot of
demerit density versus
mean errors per
inspection.

Figure 3. Plot of fault
density versus mean
errors per inspection.

before being entered into a centralized data
base.

Analysis
Thorough analysis of both product and
process data is imperative in order to under-
stand and improve the software development
process. Since rigorous product inspections
were implemented to assure quality, an analysis
of the effects of inspections on software quality
was conducted.
The purpose of this study was to
determine:
= Those inspection characteristics which are
critical to the end-product quality of our
software
= A method of accurately identifying, as early
as possible, software features and subsys-
tems of potential quality concern
The basis for the analysis was data
collected from inspections (which included
inspections of requirements, design, and test
plan documents as well as code) along with
field and test data for a major product release,
denoted by release X. Also analyzed were
inspection data from the release under develop-
ment, denoted by release Y, in order to
identify, if possible, features and subsystems

for quality concern.
The measures of end-product quality
used were:
= Fault density—faults normalized by size
against new and changed code after comple-
tion of integration testing

= Demerit density—demerits normalized
by size against new and changed code
after completion of integration testing
(where demerits are a function of fault
severity)

Initial investigations of the data identi-
fied a number of promising relationships
between inspection results and end-product
quality. Plots of mean errors detected by sub-
system against fault/demerit density
consistently showed a parabolic relationship
(Figures 2 and 3). Plotting the data by feature
showed similar results. These plots together
with the observation that the process mean of
errors detected per inspection was located
near the lowest fault/demerit densities led us to
the following hypothesis:

Software features and subsystems with
errors per inspection “different” from the
process mean have the highest fault and
demerit densities.
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Figure 4. Frequency
distribution of errors
per inspection for
releases X and Y.

Figure 5. Frequency
distribution of the log-
arithm of errors per
inspection for
releases X and Y.

Figure 4 shows the distribution of
inspection errors for both release X and
release Y development. Note that the distribu-
tions are very similar, each highly skewed with
a large spread in the data values. In order to
compare the means by classic statistical tech-

niques, it was necessary to transform the data
before proceeding. As seen in Figure 5, the log
transformation succeeded in normalizing the
inspection error data. Furthermore, the initial
relationship between mean errors detected and
fault/demerit density held true for the trans-
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formed data (Figures 6 and 7).

To this point the body of data con-
sisted of both documentation and code
inspections. However, since inferences about
documentation inspections would provide indi-
cation for concerns earlier than code
inspections, only these inspections were

Figure 6. Fault density
as a function of the
mean logarithm of
errors per inspection
(for all Inspections).

Figure 7. Demerit den-
sity versus the mean
logarithm of errors per
inspection (for all
inspections).

selected for further evaluation. In addition, the
status of release Y development, which was at
the end of its design phase, would allow for
comparison. Initial results of the study were
substantiated for the population of document
inspections alone (Figures 8 and 9). 37

Previous graphs implied that release X
features and subsystems with mean errors near
the process mean had the lowest fault/demerit
densities. To quantitatively determine which
efforts had documentation mean errors differ-
ent than the population, a test of hypothesis
was required.? Since the population was bell-
shaped and samples were small, a T test was
appropriate:

where ¥ = sample mean
# = population mean
n = sample size
. = sample standard deviation

A T statistic was computed for each feature
and subsystem and compared against a stan-
dard T score for a given level of confidence. A
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computed T greater than the standard T
implies that the sample (feature or subsystem)
mean is significantly different than the popula-
tion mean.

When the T test was applied to
release X, 9 of 17 features or subsystems were
found to have means significantly different than

Figure 8. Fault density
versus the mean loga-
rithm of errors per
inspection (for docu-
ment inspections

only).

Figure 9. Demerit
density versus the
mean logarithm of
errors per inspection
(for document inspec-
tions only).

the population at a 90 percent confidence level.
In choosing this level of confidence, there are
about 10 chances in 100 that a subsystem or
feature will be mistakenly identified for con-
cern. As seen in Figure 10, the test proved to
be very accurate: 8 of the 9 features or subsys-
tems found significant had demerit densities
greater than 0.50. Note that the fault/demerit
densities in Figures 10 and 11 have been nor-
malized. The highest density appears as 1.00.
Moreover, all eight features or subsystems
found nonsignificant had demerit densities less
than 0.50. Similar results were observed for
the fault densities (Figure 11). The results of
this anaiysis indicated that the number of
errors per document inspection was a critical
process parameter in our development process.

Application

Because the T test was successful in
explaining differences in end-product quality for
release X, it was applied to release Y in order
to identify features and subsystems for con-
cern. This would allow appropriate corrective
action to be initiated before release of the
product. For release Y, 3 of 7 subsystems and 5
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Figure 10. Normalized
demerit density versus
T value In the applica-
tion of the T test to
development efforts
for release X.

Figure 11. Normalized
fault density versus 7
value in the applica-
tion of the T test to
development efforts,
release X.

T value

of 18 features were found significant and thus
identified as exceptions. After sharing the
results of this study with management and
developers we recommended reevaluation of
documents for the features and subsystems
identified as concerns before proceeding to the
coding phase. Special attention in the form of
more rigorous code inspections was also
emphasized. In addition, results were explained
to our test organization so that more effective
testing activity could take place.

Another application of errors per docu-
ment inspection as a critical process parameter
is the use of a time series plot. As a result of
monitoring the performance of this parameter
over time (Figure 12), a shift in the process
mean was noted. To assess reasons for this
shift, and to determine weaknesses in the
inspection process, the development organiza-
tion implemented an in-process audit of
requirements, design, and test plan inspections
during the second quarter of 1985.

The audit was conducted by manage-
ment-selected senior technical personnel who
evaluated key attributes that impact inspection
effectiveness: preparation, attendance, and
participation, which included an evaluation of

@ Significant oy
- @ Nonsignificant = ®
” &
® L ]
3
® *e "
L ]
- e
| 1 | 1 ] |
0 8.5 10 "25--20 20 3.0 .30
T value

performance of inspection roles. Also, any sig-
nificant errors not detected by the inspection
teams were noted by the auditors.

The value of tracking errors per docu-
ment inspection to identify shifts in the process
mean was illustrated through the results of the
audit. Several problems in the inspection proc-
ess were identified and acknowledged by the
development organization. Currently, recom-
mendations submitted by the audit team are
being pursued in order to improve the overall
effectiveness of the inspection process.

Conclusion

The usefulness of inspection results in
managing the software development process
depends upon strict adherence to the Software
Quality Assurance Plan. Inspections should not
be held only when convenient, at the discretion
of the developer, or waived in a schedule
crunch. The strict adherence to the Software
Quality Assurance Plan in our project not only
provided data for relation of inspection results
to end-product quality, but also yielded signifi-
cant reductions in first-time development
costs, long-term maintenance costs, and prod-
uct errors found after development. There was
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also significant improvement in the develop-
ment organization’s ability to meet internal
schedules.

Given consistent application of the
Software Quality Assurance Plan, the following
conclusions and recommendations can be
offered:

1. Results of document inspections can be
used to explain differences in end-product
quality.

2. Classic statistical techniques have applica-
tion in monitoring and controlling the
software development process.

3. Number of errors per document inspection
is a critical process parameter.

4. Since the inspection process exhibits sta-
bility over time, a shift in errors per
document inspection indicates a change in
process.

5. A shift in errors per document inspection
should be investigated for root cause.

6. Errors per document inspection can be an
early indication of areas for concern on
specific software development efforts.

Figure 12. Mean doc-
ument errors per
inspection, plotted by
month.

Further investigation is required to
validate the results of this analysis on subse-
quent product releases. Additionally, data from
other projects need to be gathered and ana-
lyzed in a similar manner. Should these further
studies confirm the results of this analysis, a
significant step will have been made in trans-
forming the “art” of software development into
a science.
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