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Introduction

Scrambling ofa digital bit stream is
required inorder to reduce interference (by
randomizing a bit stream), to provide a high
transition rate, and to suppress static pattern­
dependent jitter. 1.2 Two fundamental scrambling
techniques, self- andframe-synchronous
scrambling, are widely used in transmission
systems. Self-synchronous scrambling has an
error multiplication effect andmay not work
properly for consecutive input of zeros and
ones." Fora certainperiodic input, the scram­
bled sequence has a periodicity the sameas
that of the input. 1

For frame-synchronous scrambling,
the insertion or deletion ofa bit ina bit stream
garbles a whole descrambled sequence until
the next frame pulses. The scrambled
sequence is static random. That is, when some
portion of the input is fixed, the corresponding
scrambled sequence is also fixed. This static
randomness is a drawback. For example, when
searching for frame synchronization, the
scrambled bit stream ofa fixed or a slowly
varying pattern may resemble the framing
pattern.

When employing a scrambler in a mul­
tiplexer that interleaves several tributaries, it is
better to put the scrambler at the multiplexed
bit stream in order to guarantee statistically
reliable scrambling. For low-speed operation,

AT&T TECIINICALJOLI RNAL

there is no problem in scrambling at the multi­
plexed rate . For high-speed operation,
however, the multiplexed rate is sometimes too
high in frequency foran economical implemen­
tation. (Consider an optical transmission
system operating at the rate of several hundred
megabits per second. )

This article describes parallel scram­
bling techniques that operateat the tributary
rate withminimal hardware overhead, buthave
the same effect as the serial scrambling at the
multiplexed rate when the prescrambled tribu­
taries are interleaved. The article uses a simple
example to explain parallel frame-synchronous
scrambling. Some properties ofmaximum­
length shift register sequences are used to
generalize this parallel frame-synchronous
scrambling technique. The parallel scrambling
technique is also applied to a self-synchronous
scrambling.

Parallel Frame-SynchronousScrambling­
Method I

Consider a multiplexer that interleaves
three tributaries bit bybit andscrambles the
multiplexed bit stream frame synchronously
with the sequence of a 5-stage pseudo-random
noise (PN) sequence generator (Figure 1). (In
general, a PN sequence should satisfy three
randomness criteria: the equal-density crite­
rion, the run-length criterion, and the two­
valued autocorrelation criterion. v") Because
the shift registers in Figure 1 satisfy the recur­
rence relation

(1)

the characteristic polynomial of the PN
sequence generator is given by'
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Figure 1. A serial 
frame-synchronous 
scrambler. 
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f ( x )  = x5 + x3 + 1 (2) 

This characteristic polynomial is primitive, 4,5  

and thus guarantees the maximum length of 

sequence generator is1 

31(=25 - 1). 
The matrix representation of this PN 

The S, here is a column vector and represents 
the nth state of the shift registers in the PN 
sequence generator 

where c, is the content of the shift register F,  
in Figure 1. If the nth state is explicitly 
required, then c, will be represented by c,,, 
where the second subscript n denotes the nth 
state. If not, just c, is used for simplicity of 
notation. A state transition matrix T is given by 

0 0 1 0 0  
1 0  0 0 1 0 1  

(4) 

From a current state and the state transition 
matrix T,  we can predict the next state by 
Equation (3). 

To have a parallel scrambler that oper- 
ates on the tributaries in parallel, it is 
necessary to have three parallel sequences at 
the tributary rate from a PN sequence genera- 
tor. To see how these would be derived, first 
note, in Figure 1, that the current output of the 
PN sequence generator is the content of the 
shift register F,, the next is that of F,, and the 
next is that of F,. These bits from F,, F,, and 
F3 would be the first bits of each of the three 
parallel sequences (see Figure 2). Now we 
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Figure 2. A parallel 
frame-synchronous 
scrambler-Method 1. 

need to consider how the 3-bit shift of the orig- 
inal sequence at the multiplexed rate can be 
equivalently performed by just one shift pulse 
at the tributary rate.6 

At each shift pulse of the multiplexed 
rate, the original PN sequence generator 
moves to the next state. Three shift pulses 
later, the state becomes 

S,  + = T3S,  (5) 

Therefore, an intelligent interconnection of the 
five shift registers that satisfies the state tran- 
sition matrix T3 allows us to move from the s,, 
state to the S,,, state by just one shift pulse. 
Calculating T3 yelds 

1 0 1 0 0  
0 1 0 1 0  
0 0 1 0 1  
1 0 0 0 0  
0 1 0 0 0  

This T j  matrix shows that c, of the S, + state 
is the modulo-2 sum of c, and c, of the S1 state, 
etc. The interconnection of five shift regsters 
having T j  as a state transition matrix is shown 
in Figure 2. The parallel scrambling is realized 
by adding (modulo-2) the output sequences of 
F,, F,, and F,  to the incoming tributaries 
1, 2, and 3, respectively. When multiplexed, 
this scrambled (in parallel) bit stream is the 
same as the serially scrambled bit stream of 
Figure 1. 

In general, with a given state transi- 
tion matrix T of an r-stage PN sequence 
generator, the computation of Tm is sufficient 
to implement a parallel scrambling for m 
tributaries. 
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Parallel Frame-Synchronous Scrambling- 
Method II 

A PN sequence has two interesting 
combinatorial properties. One is that a proper 
decimation of a PN sequence becomes also a 
PN sequence. The other is that a modulo-2 
addition of a PN sequence with phase-shifted 
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replicas of itself results in another replica with 
a different phase 
rial properties of a PN sequence provide 
another parallel scrambling technique. 

erly tapped PN sequence generator have r 
stages of shift register. (More clearly, the order 
of its characteristic polynomial is r.) Then, the 
periodp of this sequence is (2. - 1). The 
sequence is denoted as (a, ; n = 0, p - l} = 
(ao , a, , . . . , ap- ,}. When every qth element is 
picked up from the sequence, it is called a deci- 
mation of the sequence by q. The 
“Rearrangement Theorem” of group theory 
states that if q is any integer relatively prime to 
p ,  then the numbers q, 2q, 3q,. . . , j q  (modulo p )  
are the same as 1, 2, 3 ,..., p ,  except for the 
order in which they occur. Therefore, the 
decimation of the origmal sequence by q, i. e., 
(a, , a, , a,, ,..., a@- ,),), is simply a rearrange- 
ment of the original sequence (a,, a, , a, ,..., 

which are relatively prime top, where +(p) is 
the Euler f u n ~ t i o n . ~ ’ ~ . ~  The +(p> numbers q 
form an Abelian group G = (4 ,  ,. q, ,..., q+@)} 
with respect to modulo-$ multiplication. For a 
Mersenne prime p = 2. - 1, +(p) = 2. - 2, 
and its Abelian group G is given by4f9 

These two combinato- 

Decimation of a PN Sequence. Let a prop- 

ap ~ 11. 
There are +(p) numbers q, O<q<p, 

In the multiplicative Abelian group, there 
always exists a subgroup C, with r elements 

c, = (1, 2, 4, 8 ,...) 27-1} (7) 

which is called the multiplexer subgroup. 4,9 

This multiplexer subgroup, when multiplexed 

by any other elements of the Abelian group G, 
yields cosets C,, C, ,..., C,. Each coset of C, 
has the same number of elements as C, does; 
the cosets are all distinct, and their union is all 
of the Abelian group G. Therefore, the num- 
ber of cosets M is given by 

For example, if I = 5, thenp = 31, +(p) = 
30, and the multiplicative Abelian group G has 
6( = +(p) /r) cosets. The cosets are 

C, = (1, 2, 4, 8, 16) 
C, = (3, 6, 12,24, 17) 

C, = (27, 23, 15,30, 29) 
C, = (19, 7, 14, 28, 25) 
C, = (26, 21, 11, 22, 13) 

c, = (9, 18, 5, 10, 20) (9) 

It is well known4 that if q’s are ele- 
ments of the Abelian group G (i.e., q is 
relatively prime top), then the decimation of a 
PN sequence by q is again a PN sequence with 
the same period. If q, and q, belong to the same 
coset, then the two decimated sequences, one 
by q, and the other by q,, differ by no more than 
a phase shift. The number of distinct charac- 
teristic polynomials that generate the maximal- 
length PN sequences from r-stage shift regis- 
ters are also given by +(p)/r. There is one-to- 
one correspondence between the characteristic 
polynomials and the cosets. From this relation, 
all +(p)lr PN sequences, provided by distinct 
characteristic polynomials of r-stage shift reg- 
isters, can be obtained from any one of these 



PN sequences by suitable decimations. Also, 
all the +(p)/r characteristic polynomials corre- 
sponding to each distinct PN sequence are 
obtained from any given characteristic poly- 
nomial f, (x) by4 

1 d k d +(P)lr 

where q is a decimation step and o is a primi- 
tive root ofx, = 1. 

In the above analysis, the decimation 
of a PN sequence by an element q of the multi- 
plicative Abelian group G is studied. If q E G 
and q k C,, the decimation yields another PN 
sequence of the same period. If q E C,, then 
the decimated sequence is just a phase-shifted 
replica of the original sequence. There is 
another way of obtaining a phase-shifted 
sequence, other than decimation, by using an 
Abelian group property of a PN sequence. 

Abelian Group Property of a PN Sequence. 
Let A, = {ao, a, ,..., a,-1} be a PN sequence 
with a periodp. Let A, = {a,-,, a, ,..., 
a,,, a!, . . . , a, - ,}. That is, A, is a phase-shifted 
(leading) sequence ofA, by (i - 1). Also, let 
A, = (0, 0 ,..., O}. Then, the sequences A ,  
A ,, . . . , A, form an Abelian group H with 
respect to termwise modulo-2 addition, where 
the identity element is A, and the inverse ele- 
ment of A, is A, The importance of this 
Abelian group property is that any termwise 
modulo-2 sum of A,'s is also the phase-shifted 
sequence of A,. Therefore, we can obtain the 
total p phase-shifted sequences of A, (including 
itself) from Y sequences A,, A,, . . . , A, by term- 
wise addition since 

(;) + (;) + ... + (;)= 2,- 1 = p  
(11) 

Note that we can obtain up to Y phase-shifted 
sequences (including zero shift) by decimation 
with qi E C,, 1 d i d Y. With termwise addi- 
tion, we can obtain all the other @-I) phase- 
shifted sequences from the I sequences. 

Consider again the generation of the three par- 
allel sequences that are equivalent to the serial 
sequence of the PN sequence generator shown 
in Figure 1. What we want are the three deci- 
mated-by3 (i. e., decimated by the number of 
tributaries) parallel sequences from the shift 
registers F,, F,, and F,, respectively. Let us 
call the three decimated sequences SEQ,, 
SEQ,, and SEQ,. The relations among the orig- 
inal output sequences of F,, F,, and F,, before 
decimation, are phase shifts. The output 
sequence of F,  leads that of F ,  by one bit and 
leads that of F ,  by two bits. After decimation, 
they are still phase shifted relative to each 
other, but the amount of phase shift is 
different. 

Two steps are required to generate the 
three decimated parallel sequences. The first 
step is to find out the characteristic polynomial 
that provides the decimated sequence SEQ,, 
The second step is to measure the phase shfts 
among SEQ,, SEQ,, and SEQ, in the deci- 
mated sequence, and then generate SEQ, and 
SEQ,. Generation of SEQ, and SEQ, is accom- 
plished by termwise addition of SEQ, and up to 
four phase-leading (in general, up to 1-1) 
sequences of SEQ,, which are directly obtained 
from the shift registers of the decimated PN 

Parallel Scrambling Pattern Generation. 
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Figure 3. A PN 
sequence generator 
with f2 ( x )  = xs + x3 
+ x 2 + x + I  
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sequence generator. 

3. Because the number 3 is an element of 
coset C, [see Equation (9)], the decimated 
sequence is not just a phase-shifted sequence 
but another PN sequence. The new character- 
istic polynomial f z (x )  corresponding to the coset 
C, is obtained from the original characteristic 
polynomial by Equation (10); 

We decimate the original sequence by 

fl(x) = x5 + x3 + 1 
= fl(w x1’3)f1(w2x1’~)f1(x1’J) 

where w is a primitive root of x3 = 1. That is, 
o3 = 1, w2 + w + 1 = 0. This equation 
yields 

a, = a, - 1  + a, -, + a, -, + a, -, 
Using a unit delay operator D, we can rewrite 
this recurrence relation as 

(0, + D3 + D2 + D + l){a,} = 0 

Therefore, the delay operator D always satis- 
fies the characteristic polynomial4 

f,(D) = D5 + D3 + D2 + D + 1 = 0 (13) 

A unit lead operator L also satisfies 

For the case of Figure 3, the lead operator L 
satisfies 

f ,(x) = x5 + x3 + x2 + x + 1 
L5 + L4 + L3 + L2 + 1 = 0 (15) 

Therefore, the decimated sequence SEQ, is 
obtained by the shift register F ,  of Figure 3. 
The phase difference T between SEQ, and 
SEQ, + is calculated by 

where m is the decimation step (i.e., the num- 
ber of tributaries) and p is the period of the PN 
sequence. When m = 3 andp = 31, T = 21. 
Therefore, SEQ, and SEQ, lead SEQ, by 21 
and 11 bits, respectively. Now, let us consider 
how to generate SEQ, and SEQ, by termwise 
addition of SEQ, and the sequences with phase 
leads of up to 4 bits. 

The arrangement of shift registers in 

If we denote SEQ, as {b,}, then SEQ, and 
SEQ, can be expressed as LZ1 {b,} and Ll1 {b,}, 
respectively; since SEQ, and SEQ, lead SEQ, 
by 21 and 11 bits, respectively. SEQ, and SEQ, 
can also be reduced to 

due to Equation (15). Using these relations, the 
parallel scrambling circuitry can be imple- 
mented as shown in Figure 4. 

comparing Figure 4 of Method I1 with Figure 2 
of Method I, both implementing the same func- 

Comparison of Methods I and II. When 

Figure 3 satisfies the recurrence relation tion, Method I looksmore dessable because 



Figure 4. A parallel 
frame-synchronous 
scrambler-Method 

Figure 2 requires a fewer number of exclusive- 
OR (XOR) gates than does Figure 4. However, 
this is not generally true because the number 
of XOR gates depends on the selection of an 
original characteristic polynomial that gener- 
ates a serial PN sequence and the number of 
tributaries to be multiplexed. For example, if 
we are going to use the first technique for a 
multiplex with four tributaries, we need two 
XOR gates for a feedback loop because 

11. 

For the second technique, if we select the orig- 
inal characteristic polynomial as 

fJx) = xs + x' + x2 + x + 1 

which also generates a PN sequence, then the 
characteristic polynomial for the decimated-by- 
3 sequence becomes very simple, 

f,(x) = x5 + x3 + 1 

Therefore, the parallel sequence generator of 
the second technique needs only one XOR gate 
in the feedback loop compared to three in 
Figure 4. If we select the original characteristic 
polynomial intelligently, the second parallel 
scrambling technique becomes quite simple. 
Also, a modular sequence generating method5 
can sometimes be used to reduce XOR gates in 
a feedback loop. 

Parallel Self-Synchronous Scrambling 
For frame-synchronous scrambling, a 

PN sequence generator provides a code 
sequence to scramble an incoming bit stream. 
When the characteristic polynomial and the 
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Figure 5. A serial self- 
synchronous 

present state of a PN sequence generator are 
given, the whole forthcoming PN sequence can 

130 scrambler. be predicted independently of an incoming bit 
stream. This does not apply, however, to self- 
synchronous scrambling because the next state 
of a self-synchronous scrambler depends on the 
incoming bit stream itself. The number of pre- 
dictable next states is limited to the number of 
forthcoming input bits whose state is already 
known. 

serial self-synchronous scrambler, we know 
only one forthcoming bit. For a parallel situa- 
tion, we know rn forthcoming bits at a time 
where rn is the number of tributaries to be mul- 
tiplexed. Correspondingly, the next m states of 
the scrambler can be predicted. However, the 
nice mathematics of the second frame-syn- 
chronous scrambling technique does not apply 
for self-synchronous scrambling because the 
next states are input dependent and, hence, 
neither periodic nor predictable for more than 
the next m states. Therefore, we should 
restrict ourselves to the first technique for par- 

Given a random input bit stream, for a 

allel self-synchronous scrambling. 

scrambler with three tributaries is shown in 
Figure 5. We let the column vector S, repre- 
sent the current state of shift registers and 
incoming data 

A 5-stage serial self-synchronous 

s; = [IT, c;] 
The column vector I ,  and C, are given by 

1; = [i,, i, ,..., i,] 
c; = [c1 9 c, , * * * 9 c,, ( m  , I) 1 

where rn and I are the numbers of tributaries 
and shift register stages, respectively. For the 
case of Figure 5, Sf turns out to be 

s; = [i,, i,, i,, c,, c,, c,, c,, csl 

where i, is the current input, i, is the next 
input, and so forth. Because we know the 
forthcoming three bits, we can predict up to 
the third state by using the state transition 
matrix T,: 

S n + k  = TfS,, O < k s 3  

where T, is given by 



Figure 6. A parallel 
self-synchronous 
scrambler (a) and 
descrambler (b). 
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due to the characteristic polynomial of Figure 5 

f ( x )  = x5 + x3 + 1 

(The next incoming bit, i,, is of no considera- 
tion here. Therefore, the first row of T, can be 
arbitrary. ) 

After three shift pulses, the relation 
between S, + and S, is 

S n  + 3 = T,”Sn 

where 

T,” = 

0 0 0 0 0 0 0 0  
0 0 0 0 0 0 0 0  
0 0 0 0 0 0 0 0  
1 0 0 1 0 1 0 0  
0 1 0 0 1 0 1 0  
0 0 1 0 0 1 0 1  
0 0 0 1 0 0 0 0  I 0 0 0 0 1 0 0 0  

The scrambled versions of i,, i,, and i3 to be 
multiplexed [shown as z,, z,, and z, in Figure 
6(a)] are the contents of shift registers c,, c,, 
and c, of the Sn+3 state, respectively. There- 
fore, the parallel self-synchronous scrambler 
with three tributaries can be implemented as 
shown in Figure 6(a). 

In general, if we define 

where m and r are the number of tributaries 

with a given state transition matrix T,, the 
next mth state is given by 

S n  + m = TTSn (18) 

The T: has the general form 

when Y is greater than m, and where A, B, and 
are (m x m), (m x r), and [ (Y-m)  x rl 

matrixes, respectively. When m is greater than 
or equal to r, T: becomes 

where both A and B are (m x m) matrixes. If 
we denote the scrambled parallel sequence as 

z: = [Z1,Z2,...,Zm1 

where 

Then, 2, can be expressed as 

Z, = AI, + BC, (21) 

Descrambling entails determining the 
two matrixes O and E such that the descram- 
bled parallel sequence 0, satisfies 

and shift register stages, respectively. Then, ,* ,. 0, = OZ, + EC, = I, (22) 



Figure 7. A serial self- 
synchronous scram- 
bler with rn > r. 

Due to Equation (21) 

0, = OM, + OBC, + EC, 
= OM, + (OB + E)C, =I, 

Therefore, 

Note that the matrix operations here are in 
modulo-2 arithmetic. Using Equations (22) and 
(23), the descrambler configuration for Figure 
6(a) is obtained and shown in Figure 6(b). As 
expected, the two configurations of Figure 6(a) 
and 6(b) are dual. 

Let's consider an example of the case 
m>r. For simplicity, we have chosen a self-syn- 
chronous scrambler with a characteristic 
polynomialf(x) = x3 + x + 1 as shown in 
Figure 7. Because m>r, the nth state vector 
S, is 

and the state transition matrix T, becomes 

T, = 

I:/ 1 0 0 0  4 - 

0 0 0 1 1 0 1 0  
0 0 0 0 1 0 0 0  
0 0 0 0 0 1 0 0  
0 0 0 0 0 0 1 0  - 

Note that a dummy element c, and a dummy 
column for c, are included in S, and T,. A 
dummy shift register F ,  is also shown in Figure 
7 for illustration purposes. The state transition 
matrix T; becomes 

T: = 

4 

111 
0 1 1  
0 0 1  
0 0 0  - 

0 1 1 0 0  
1 0 1 1 0  
1 1 1 1 0  r 1 1 0 1 0  

-1 

The scrambled output 2, is given by 

2, = AZ, + BC, (25) 

where A and B are the lower left and lower 
right (4 x 4) submatrixes of Tt, respectively 
The descrambled output 0, is, then, obtained 
bY 

133 



where 

AplB = (28) 
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The implementation of a scrambler given by 
Equations (24) and (25) is very complex. By 
carefully examining the matrix T; of Equation 
(24), we recognize that the scrambler imple- 
mentation can be simplified. The state 
transition matrix T: of Equation (24) can be 
rewritten as F] 0 1 0  0 1 OL" 

0 0 1 1 0 1 0  

where L is a unit lead operator. That is, 

Again 

T: = 

and again 

4) 

1 1 1 0  
0 1 0 0  
0 0 1 0  
0 0 0 1  

I -- 
1 0 0 0  

T:= I 0 1 0 0  
0 0 1 0  
0 0 0 1  1 

1 1 0 0  
1 0 L"0 
0 1 0 L "  
1 0 1 0  

- 
4) 

0 L"0 L" 
1 0 L"0 
0 1 0 L "  
1 0 1 0  - 

Therefore, a new A becomes a unity matrix 
and a new B becomes 

B =  

0 L"0 L" 
1 0  L"0 
0 1 0 L "  
1 0 1 0  

Here, we notice that the lead operators in the 
new B match with the 1s above the diagonal in 
A-l of Equation (27). The implementation of a 
simplified parallel scrambler/descrambler is 
shown in Figure 8. As seen in this implementa- 
tion, the parallel scrambler/descrambler pair is 
again dual as expected. 



Figure 8. Simplified 
parallel self-synchron- 
ous scrambler (a) and 
descrambler (b) for 
Figure 7. 
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Conclusion 
The scrambling of a multiplex-derived 

digital signal can be implemented at the tribu- 
tary rate with minimal hardware overhead. The 
actual scrambling is implemented on the tribu- 
taries in a parallel fashion. The scrambling 
effect when multiplexed, however, is exactly 
the same as the serial scrambling directly 
implemented on the multiplexed bit stream. 
Both frame- and self-synchronous parallel 
scrambling have been discussed. The parallel 
scrambling technique presented here can be 
effectively used with most digital multiplexers, 
and provides the advantage of reduced operat- 
ing speed and thereby reduced implementation 
cost. 
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