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Operations systems (aSs) have assumed an expanded
role in the network and are instrumental in providing
increasingly complex services. Therefore, a strategy
was needed to be able to develop a new high-quality as
or upgrade an existing one ina cost-effective and
timely way. This strategy includes a standard AT&T
operating environment and a modular software archi­
tecture that emphasizes large-scale module reuse and
layered virtual machines. With this base, operations
systems will be able to respond effectively to future
network needs. This article discusses the architecture
ofTaPAS, which is a primary example ofan advanced
operations system. Because of its modular design, con­
siderable TaPAS software was reused in TMAS,
another operations system.

Perspective
Computer-based operations systems (OSs) provide links

between the rapidly evolving network, the personnel who operate and
maintain the network, and the network's customers. The traditional
role ofan OS hasbeento provide cost-effective network operations.
Typical OS applications include electronic record management, centrali­
zation ofoperations personnel, automated circuit testing, and planning
tools. These applications have been successfully providing high-quality
AT&T telecommunication services.

Yet, new and expanded roles for operations systems have
emerged over the last few years. These new roles are being driven by
the need to provide new customer services inincreasingly shorterinter­
vals. In addition, OSs must be able to respond to the increasing
complexity of services and to new and diverse network technologies.

Operations systems make possible features like customer­
initiated testing and access-line monitoring. Such features may be avail­
able inseveral customer service offerings; e.g., Megacorn'" 800
telecommunications service and SDN (Software Defined Network),



which is based on the public switched network with cus­
tomer-defined capabilities that reside in databases at
network control points (NCPs). The ISDN (Integrated
Services Digital Network) offering likewise relies on as
support for functions suchas provisioning the network­
elementdatabase, testing circuits, and monitoring or cor­
relating alarms.

Advances in as design anddevelopment will result
in rapid deployment to meet new network andsophisti­
cated service needs. Major as productivity enhancers are
standard run-time and development environments based
on the UNIX® operating system. Beyond the UNIX Sys­
tem Vstandard, however, there are other key components
and trends for the new generation of operations systems.
These include:
- Modular software architectures that effectively reuse

system requirements, designs, and code
- Standardized communications protocols
- Well-structured and well-articulated distributed database

strategies.
Application of these concepts is evident in two ass that
are being developed to support the AT&T network and
service operations. One is the Testing, Operations, Provi­
sioning, Administration System (TaPAS) andthe other is
the Transport Maintenance Administration System
(TMAS). These systems supportswitched circuit and facil­
ity networks through a wide range of provisioning,
monitoring, and maintenance functions.

The software architectural principles of modular
design, information hiding (black box technique) and layering
to achieve insulation (separation ofconcerns) have been dis­
cussed in the literature for years. The strategicdecisions
in implementing these principles are the main focus in this
paper. Emphasis is on large-scale, reusable modules and
the layered or tiered virtual machine anddatabase strategy.
(Ingeneral software terms, a virtual machine is a tech­
nique that emulates all the privileged facilities ofa real
machine, so that a program appears to be executing with
all those facilities when it really is not. I) The extensive
subject of protocol standards will be briefly addressed in

terms ofan as strategy.
Development ofTaPAS was started before TMAS

andis further along. Therefore, it serves as the model to
illustrate the points of strategy, while TMAS provides a
model for large-scale module reuse.

More Motivation for the Strategy
In the current AT&T network environment,

hundreds of different types ofass are in use, and many
additional typesare evident in the local exchange carrier
networks. Cumulative hardware and software develop­
ment, maintenance, and research costs are in the millions.

Often, ass are database-intensive with a large
portion ofdevelopment dollars spent on database design.
Yet populating a single instance of a database may repre­
sent an end-userinvestment of several million dollars.
Many of these systemswere developed to support a spe­
cific type ofequipment, function, or service. Toperform a
job, a personina typical work center may require access
to the terminals of four or five operations systems. The
databases for these systems oftenare autonomous entities,
sometimes disjoint from eachother, sometimes overlap­
ping in datacontent.

A local area network that consolidates multiple
work center terminals ontoa single physical video screen,
with possibly multiple windows, is not a panacea. The
problem remains fora human to dealwith many possible
screen and data item formats, mentally or manually associ­
ating data items from diverse screens or systems. Such
operations are prone to human error. Proliferation ofaddi­
tional systems to automate the task ofconsolidating as
information introduces cost andcomplexity that rivals
those of the network itself. Additional systems only exac­
erbate the problem of synchronizing andreconciling
databases.

Figure 1 illustrates the interconnection ofa few
network elements anda fleet of current ass involved in
providing the AT&T primary-rate ISDN offering. The enor­
mity of the planning andcoordination efforts for sucha
configuration is apparent. A significant number of inter-
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Figure 1. Operations
systems planning, an
AT&T ISDN example.
CL = circuit layout;
CMS 1C = Circuit
Maintenance System
1C; FAMAS II = Facil­
ity Management
Administration Sys­
tem; IRAS =
Integrated Routing
Assignment System;
MAC-OSS = Machine
Administration Cen­
ter-operations
Support System;
PROMIS = Provision­
ing and Maintenance
Information System;
RMS-D3 = Remote
Maintenance System
D3; SCCS = Software
Change Control Sys­
tem; SOMS = Service
Order Mechanization
System; SOTS = Ser­
vice Order Tracking
System.

faces, both machine-to-machine and human-to-OS­
machine, require modifications. For the mostpart, the
interfaces are individually customized and involve custom­
ized software. With so many independently developed
systems involved, the problem ofassigning functions to
eachand coordinating the development and maintenance of
the functions becomes intractable.

Furthermore, understanding and controlling the
performance ofsucha system (network elements and
aSs), as shown in Figure 1, become extremely difficult.
The high number of interfaces to the 4ESS T

>I switch gives

it the responsibility ofhandling or throttling the OS­
imposed load. This is unfortunate because circuit switching
is the paramount function of the 4ESS switch. Another
critical consideration is the needfor skilled, highly experi­
enced planners andengineers who cancomprehend the
overall picture anddetailed subtleties of suchcomplex
architectures as the onein Figure 1.

A significant number ofass have a life expectancy
ofmore than 10years. Because migrating the hardware,
software, and database components ofan embedded sys­
tem to new components is typically a monumental task, the



desire for a long-term as architectural strategy is appar­
ent. The desire-from a business, operational, and
development viewpoint-is foran integrated architecture
that is simple, flexible, andextensible.

StructuralOS Evolution
Many olderas products still inoperation today

have a high percentage ofcustomized software that runs
on the as processor. The software is intimately tied to the
hardware, and usually requires software rewriting and
major system retesting to accommodate hardware updates.

Recent standard as products oftenuse UNIX
System Vto help insulate the customized application soft­
ware from the as hardware. This type of configuration
demonstrates the principles of separation ofconcerns and
information hiding. UNIX System Vhelps separate or insu­
late the applications from hardware changes. It hides
detailed knowledge about as hardware device structures
from the applications software.

The next generation as goes beyond UNIX Sys­
tem Vbyproviding additional standardized components, or
core, built on the UNIX system. These components pro­
vide the advantages of concern separation andinformation
hiding at a higher level. Figure 2 illustrates this evolution­
ary as technical trend anda perspective of the layering
structures.

Layering, high-level programming languages, and
standardized high-level components have definite advan­
tages but not without a price. Forexample, marked
improvements in software quality, maintainability, andpro­
ductivity must be measured against systemperformance
considerations. Fortunately, increasing computer process­
ing power anddecreasing relative hardware costs canallay
someof the drawbacks of the new software technologies.
Also, understanding the performance of software compo­
nents and how to model andanalyze systemperformance
is important if system performance tuning is required.

A Kit of Core Modules
During the initial systemrequirements phase, the

TaPAs applications were examined for functionality that
wasdetermined to be generic to operations systems. This
functionality was the basis for the collection ofwell-tested,
large-scale modules called TOPAS core. The core is
designed to reduce development costs, speed feature
development, and help shield the application software from
changes in interfaces to network elements or other ass.
There was large-scale software reuse in the creation of the
core. In turn, the core provides a collection ofcomponents
that will be useful inother operations or transactions
systems.

UNIX System V provides the basic operating
system environment. Another essential core component
is a UNIX Transaction Management System, which is
built on top of UNIX System V. Although both of these
components are evolving products, they have been avail­
able for use since the inception of the TaPAS core
collection. Other reused core components include the
AT&T X.25 Network Interface software package and the
Database Manager (DM) package.

Transaction ManagementSystem. Because it provides
enhancements to anda software framework forUNIX Sys­
tem V, the Transaction Management System makes a more
suitable vehicle for transactions systems. More important,
it did not require changes to the standard UNIX operating
system.

The Transaction Management System enhance­
ments canbe summarized as follows:

1. DUX-a database systemfor UNIX System V. DUX is
a transaction-oriented file systemthat provides con­
currency control andfallback andrecovery.

2. TUX-transaction executive for UNIX System V.
TUX provides the framework for the software archi­
tecture. It includes a mask-oriented input/output (110)
subsystem andan interprocess communications mech­
anism, which provides logical routing ofmessages to
application services independent of their packaging
intoprocesses.

AT&T X.25 NetworkInterface. This network interface
is a powerful data transport product that is based on X.25
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Figure 2. Structural operations system (OS) evolution.
COM MGR = communications manager; DM = Database
Manager.

packet-switching standards adopted by CCITT (Interna­
tional Telegraph and Telephone Consultative Committee).
The CCITT standards include thoserecommended by the
International Standards Organization (ISO) subcommittee
that developed the standard model for Open Systems
Interconnection (OS!) and datacommunications between
networked systems.

DatabaseManager. The Database Manager package,
which was developed for the CommView" medical­
diagnostic system, runs ontopofthe Transaction Manage­
mentSystem DUX record manager. It provides application
software with a relational-like view of the database.

CoreComponents for TOPAS
The TaPAS coresoftware carries the Transaction

Management System enhancements a level higher by add­
ing to the Transaction Management System software the
functionality needed foranoperations system. The added
functions are generally applicable to other transaction­
oriented systems. The TaPAS enhancements are summa­
rized below.

Terminal Management. The Transaction Management
System mask l/O subsystem has beenenhanced to provide
command language support, menu selection by cursor
position, and command-level security checks.

The Transaction Management System terminal
management package provides dataentry and display
through forms. But TaPAS offers a command language as
analternative, so experienced users can execute a com­
mand directly without first displaying a form. Both modes
ofentry are always available.

Another way to execute a command is available.
Users can position the terminal cursorona menu entry,
and the form that corresponds to the command is displayed
and opened for data entry. Access to each command and
form can be restricted based onthe user's privileges.

Environment Management. At the centerofthe
TaPAS corearchitecture is the environment manager that
has three general functions. It coordinates command activ­
ity, provides a context area for application data, and
supports communication between application processes.

In addition, the environment manager helps sup­
port the implementation ofa TaPAS virtual-machine
concept. Thisis discussed further later.

Communications Management. Communications man­
agershave beenadded to allow TaPAS applications
software to communicate with external systems. The com­
munications managers are designed according to the
TaPAS software architecture philosophy that the applica­
tions software receives the same form ofinput, regardless
ofthe source. In this way, the TaPAS communications
managers allow applications software to communicate with
anexternal system inthe same way as with a terminal or
another application. Currently, interfaces to the 5ESS ™



switch, Remote Maintenance System D3(RMS-D3), and
Circuit Maintenance System lC (CMS-IC) are supported.

The CMS-IC interface uses what is known as the
NETCaM (network communications) manager. NETCaM
provides a session andpacket-layer interface to all X.25­
based interfaces that use the Flexible Computer Interface
Format (FCIF) syntax. [TheFCIF parsing tools were
taken from the SARTS (Switched Access Remote Test
System) project.] In addition, NETCaM provides data
transformation between FCIFandthe uniform internal
format that all applications software uses. All these com­
munications managers run on topof the AT&T X.25
Network Interface core component.

Asthe seven-level aSI model gradually evolves as
an international protocol standard, the corecommunica­
tions managers will undergo change. Eventually, the AT&T
X.25 Network Interface component may be upgraded to a
new component. The core absorbs the shock ofthe proto­
col changes andeliminates the need to modify the many
lines ofapplication code that are built on it.

System Configuration Management. The System Confi­
guration Control supports the system operator. It provides
a startupandshutdown mechanism andway for users to
configure a TaPAS system to their environments.

OtherLibrary Functions. Additional TaPAS core
library functions include:
- Application dispatcher-supports the scheduling and

execution of processes inbackground mode.
- State manager-provides a uniform mechanism forman­

aging item work flow.
- Error manager-provides a uniform mechanism for

reporting andrecording errors throughout a software
system.

Virtual Machine and Database Strategy
TaPAS is being planned to provide total opera­

tional support for all switched network circuits. The early
phases include interfaces to 4ESS and 5ESS switches and
support ofcircuits that terminate on these switches. Plans
are to have TaPAS consolidate the functions ofseveral

currently deployed ass.
Somewhat independently of the layered core

structure, the TaPAS architectural strategyagain invokes
the principles ofinformation hiding and separation ofcon­
cerns in its relationship to the network that it supports and
to the physical network elements with which it interfaces.
Fundamental to the strategyis the notion of two distinct
typesofvirtual (software) machines, andboth types may
reside within a TaPAS processor (a physical machine).
One is called an Equipment Interface Tier (EIT) machine;
and the other is called a Network Support Tier (NST)
machine. Each type will have its own database.

In an EIT machine, the database is dedicated to a
specific network element (NE) equipment type. For exam­
ple, there might be a 4ESS switch EIT and a separate
5ESS switch ElI. EIT databases have detailed knowledge
about the physical properties of their respective equipment
types. The NST machines, on the otherhand, have data­
bases that donot concern themselves with equipment
specifics. They deal with a higher-level or more abstracted
view ofthe network andnetwork-provided services.

Asthe network evolves and new equipment types
andtechnology are introduced, much ofthe NST software
canremain intact andbe reused-an important advantage
ofthe tiered virtual-machine strategy. Ofcourse, new
equipment typesrequire new EIT modules, butas soft­
ware changes remain as confined as possible to the EIT
level. A salient feature ofan EIT is the potential to mini­
mize a network element's interfaces from external
systems (e.g., interfaces to the 4ESS switch in Figure 1)
andto throttleexternal system loads onnetwork
elements.

Because the NST database views the network as
an abstractmathematical graph (network), even major
shifts innetwork technology should cause minimal pertur­
bation to NST software andlogical data structures. For
example, the NST is not concerned that classical bounda­
ries between switching andtransmission are becoming
blurred. It was conceived to accommodate today's circuit,
wideband-packet, or hybrid switching. Even the concept of
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Figure 3. Structural relationship of core, applications, and
NST (Network Service Tier) and EIT (Equipment Service Tier)
virtual machines. COM MGR = communications managers.
DM = Database Manager; DUX RCD MGR = record manager
for database system for UNIX System V; ERR MGR = Error
Manager.

a "transwitch" does notnecessarily require NST redesign.
The evolutionary mergerofcurrentspecial service circuits
into the message network should notcause perturbation of
the NST architecture either, because the NST database
has beendesigned to support the classical two-ended
trunk, as well as more complex multipoint circuits.

Another of the advantages ofthe tiered virtual­
machine concept is that, ifnecessary, a virtual machine can
be moved to a different physical processor with relative
ease. However, suchmovement is often not trivial; not
having modularized virtual machines ofTaPAS would ren­
der the database movement task nearly impossible.
Reasons for moving virtual machines include, among oth­
ers, network element reconfiguration, service or work
center consolidation, andas processor load balancing.

One extremely important point ofstrategyis the
use ofinternational Common Language names to identify
network elements and as linking fields between the EIT
and NST databases. NST modules use Common Language
key fields-along with other generic parameters thatare
not specific to any equipment-to send their requests for
interaction with network equipment to the EIT modules
that are associated with the desired equipment. Similarly,
to enable network equipment to tell the appropriate NST
module about changes innetwork status, the EIT modules
use Common Language fields along with generic parame­
ters (e.g., loss, noise, and bit-error rate).

Figure 3 illustrates the relationships between the
TaPAS core, applications code, and the NST and EIT vir­
tual machines.

Coremodules execute inboth the EIT and NST
virtual machines. Core communication modules shield the
EIT applications software from the protocol and even the
application-level syntax ofthe computer-to-computer inter­
face to the network elements. The job ofthe EIT
applications software is to hide the equipment-specific data
typeandvalue from the NST modules. The EIT applica­
tions software and database also maps Common Language
and generic fields that are notequipment specific into the
fields andformat that the specific equipment requires.

The coreenvironment manager supports both

EIT

5ESS
switch
COM
MGR

Application
code

Environment manager
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intratier and intertier communications for the virtual
machines. It alsoenables NST or EIT applications func­
tions, which execute within a TOPAS processor, to
communicate easily with NST or EIT functions in other
physically remote processors. Figure 4 illustrates how this
design allows network operations personnel and automated
functions to access network elements that are diverse in
typeand geographic location. A personin any work center
canhave remote access to equipment at any location.

Core Reuse and Other Synergism
The goal ofTMAS is to support centralized facil­

ityoperations and management. A Facility Maintenance

Figure 4. Design for easy remote access. EIT = Equipment
Interface Tier; NST = Network Support Tier; RMS = Remote
Measurement System.

and Administration Center (FMAC) that relies on the oper­
ations system requires, among other things, automated
support for facility implementation, maintenance, restora­
tion, and administration.

Facility implementation includes database provi­
sioning associated with new facility-route establishment
and ongoing facility reconfiguration. Maintenance includes
alarm surveillance and control, as well as performance
monitoring and fault locating. Restoration involves monitor-
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ing protection-channel or standby-equipment status and
use, sending channel release requests, maintaining switch
logs, andoperating controls. Facility administration
includes service measurements andtrouble ticket tracking.

TMAS mustalso facilitate necessary information
flow between the FMAC andwork centers, like the Facility
Work Groups and Facility Offices. Additional TMAS objec­
tives are:
- Replacement ofolder-generation operations systems

with a product that consolidates database and video ter­
minal operations

- Reduction of the human effort required to analyze
alarms by providing more automated processing.

The development ofTMAS is an example of
planned large-scale software reuse. The reuse ofthe
TaPAS core, along with reuse of software from other
AT&T ass, will reduce TMAS development byabout 40
percent. Thus, the effect is to shortenthe TMAS develop­
mentinterval byabout one year, making possible timely
deployment ofTMAS to meet network needs and realize
increased cost benefit. In addition to its reuse inTMAS,
the TOPAS core is being considered for reuse in other new
AT&T operations systems.

Some TaPAS applications design and software
may also be reusedin TMAS applications. Synergy at a
high level is also possible between TaPAS andTMAS
because theyuse Common Language key fields for net­
work equipment reference and will have symmetrical alarm
report designs. For example, the DS-llevel (1.544 Mb/s,
24channels) facility alarms that TaPAS receives from
switches could be correlated with similar alarms detected
bytransmission equipment that interfaces with TMAS.

Conclusion
The ability to reuse software among various oper­

ations systems is essential for keeping quality high and
costs low, andfor reducing delivery intervals. Modular
software architectures andstandard AT&T operating envi­
ronments provide the base to realize those benefits and
deploy ass in concert with the wide range ofadvanced

network capabilities and new services that are being rap­
idly deployed in the evolving AT&T network.

Aswas the goal with TaPAS, TMAS is targeted
to be a single, high-capacity system-based on the UNIX
system-that canaccommodate bothnetwork growth and
diverse technologies. Furthermore, as architecturally close
cousins, TMAS and TaPAS have high potential for large­
scale module reuse to help meet the ever-increasing
demand for new features and for strong intersystem coop­
eration to streamline network operations.
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