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As AT&T's telecommunications network becomes
increasingly sophisticated and complex, advanced oper­
ations systems capabilities are needed to provision,
manage, and maintain the network. To meet this need,
artificial intelligence concepts are being incorporated
into operations systems. This paper focuses onan
expert system for switched circuit operations that
builds onAT&T's Testing Operations Provisioning
Administration System (TOPAS). The TOPAS Expert
System (TOPAS-ES) is a real-time, distributed, multi­
tasking expert system for switched circuit network
maintenance that uses the diagnostic knowledge of
experts in network maintenance to analyze network
problems and locate faults.

Background and Perspective
Over the last 10to 15years, major advances in switching, sig­

naling, andtransmission-e.g., AT&T's 4ESS n
, switch andcommon

channel interoffice signaling (CCIS)-have dramatically increased the
sophistication andcapabilities ofAT&T's network. (Panel 1 lists the
acronyms usedin thispaper.) Coupled with thisgrowth incapability and
complexity, there was an increasing needforadvanced operations sys­
tems capabilities to provision, manage, and maintain the network.

In response to the demand forincreased operations capabili­
ties, AT&T Bell Laboratories has developed a powerful array of
computer-based operations systems that use state-of-the-art advances
in software andhardware technology suchas data-management, data­
communications, transaction processing, microprocessors, anddigital­
signal processing. Today's embedded base ofoperations systems pro­
vides a sophisticated platform fornetwork operations.

To build on that platform andfurther enhance operations capa­
bilities, research anddevelopment in operations systems have been
investigating artificial intelligence to provide increasingly powerful oper­
ations systems.
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Panel 1. Acronyms in This Paper

Testing Operations Provisioning Administration System­
ExpertSystem (TOPAS-ES) for AT&T network mainte­
nance, described in this paper, is among the first ofa
generation ofreal-time, distributed, multitasking expert
systems for effecting specific actions inthe network.
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Switched Network Maintenance Overview
This section gives anoverview ofmaintenance for

AT&T's switched network.
Network Operations Functional Hierarchy. From anoper­

ations perspective, the AT&T switched network can be
viewed onthree functional levels (see Figure 1):
1. Network elements-provide interconnection, transla­

tion, and transportation services.
2. Operations systems-provide test access, measure­

ment, transaction processing, and data management
services formaintenance, provisioning, administra­
tion, and management. (The provisioning function
defines new circuits or altersexisting ones.) Opera­
tions systems also provide the human interface to the
network elements for operations.

3. UfJrk centers-analyze and test reported circuit prob­
lems (trouble analysis), analyze alarm and traffic
patterns (correlation), identify the faulty section ofa
circuit (sectionalization), and prepare a repair order
(referral). They also provision, administer, and man­
age the network.

Maintenance ofthe AT&T switched network is the sum of

Tomorrow's Network Operations. Tomorrow's network
managers, provisioners, and maintainers will function inan
environment that hasa wide variety ofservice offerings,
customer control, anddynamic provisioning and routing.
Network technicians mustrespond to alarm patterns and
othernetwork data to anticipate network changes. Analyti­
cal solutions fordealing with this information load will be
increasingly difficult to engineer inoperations systems.
Instead, the knowledge ofnetwork experts will be ana­
lyzed and captured foruse in-intelligent operations
systems.

Customers seeking control oftheircritical
communications needs expect robust, "user-friendly"
interfaces to network operations systems. Network knowl­
edge bases will be able to support explanation-based query
ofnetwork information. This-combined with speech rec­
ognition, natural-language processing, and advanced
display technology-will give customers a natural, under­
standable interface to the AT&T network.

Expert Systems Today. The ever-increasing impor­
tance ofAT&T operations capabilities and advances in
artificial-intelligence technology gohand-in-hand. This
paper focuses specifically on the subfield ofartificial intelli­
gence known as expert systems. Expert-systems technology
hasimportance fornetwork operations ingeneral and net­
work maintenance in particular.

Network-maintenance methods possess a heuris­
tictypeofknowledge that lends itself to anexpert-systems
architecture and paradigm forimplementation. Equally
important, expert-systems technology is "ready." Rule­
based programming technology is mature enough thatrule­
based shells canbe interfaced with data-management sys­
temsandotherapplication-programming languages. (A
shell is a special program that guides actions.) Some shells
runin the UNIX® operating system environment and
thereby obtain all the benefits ofUNIX system process
communications and the UNIX system software develop­
mentand test environment.

Virtually all expert-system applications to dateare
stand-alone or batch-processing advisor systems. The
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Figure 1. Network operations functional hierarchy formain­
tenance, provisioning, administration, andmanagement.
CMS-1 isthe Circuit Maintenance System No.1, RMS-D2
andRMS-D3 are digital remote measurement systems, TMAS
istheTransport Management andAdministration System, and
TOPAS istheTesting Operations Provisioning Administration
System. CTMS= Carrier Transmission MaintenanceSystemj
GTP = general telemetryprocesson LTE = lineterminating
equipment; MUX = multiplexer.

the maintenance capabilities distributed across these func­
tionallevels.

Current Maintenance Operations. There are several
work centers for maintenance of the switched network.
Figure 2 shows an example of switched-circuit mainte­
nance in the 4ESS and 5ESS® digital switch environment.
The TaPASl and CMS-12 operations systems support
switched-circuit provisioning and maintenance for 5ESS
and 4ESS switches, respectively. The remote measure­
ment systems, RMS-D3 and RMS-D2, provide TaPAS
and CMS-l with the capability for computer-controlled
remote testing and monitoring of circuits that terminate
on a switch.

During call processing, out-of-service indicators
are reported to TaPAS and CMS-l bythe 5ESS and 4ESS
switches, respectively. Inaddition, TaPAS and CMS-l
automatically test the entire switched-circuit network rou­
tinely, compare test results with network standards, and
remove substandard circuits from service. For out-of­
service indicators and substandard circuits, trouble reports
are generated and reported to thework centers by TaPAS
and CMS-I.

Many ofthe troubles reported to work centers are
transient; that is, ifthe work centerinvestigates the trou­
ble, no trouble is found. To sort outtransient troubles
from "hard" troubles, work-center technicians perform
trouble analysis. The transient troubles are cleared, and
technicians thensectionalize the hard troubles and refer
them to work groups for repair.

ather latent hard troubles are found among pat­
terns ofthe transient troubles themselves. These troubles,
while apparently transient, are nevertheless a result of
faulty equipment inthe network. Technicians use trouble­
history logs, additional testing, and theirown experience
with certain circuit groups to identify such faulty circuits.

To sectionalize hard troubles, technicians execute
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various testing and measurement strategies onthe faulty
circuit. The strategies include:
- Test from both endsofthe circuit.
- Testinboth the transmit and receive directions.
- Take measurements at various test points available

along the circuit.
Thestrategies varyaccording tothetechnology, type of
trouble, and test results. After thefault islocated, thetrou­
ble isreferred totheappropriate work group for repair.

In any large switched network, the volume of
calls, number ofcircuits inservice, and array oftrouble
detecting and reporting capabilities generate many trouble
reports per month. (A switching system completes mil­
lions ofcalls per day and transmission systems
continuously monitor more than a million scan points.) The
trouble reportsmust be resolved bytechnicians in the
work centers.

Applicability of Expert-Systems Technology
Here, we discuss the applicability ofexpert­

systems technology for network maintenance. Expert­
systems technology is ready; and appropriate, to tackle the
complexity ofwork-center maintenance tasks.

Domain Characteristics of Network Maintenance. The
key attributes ofthe knowledge and tasksinthe network-

Figure 2. Switched circuitmaintenance. CMS-1 is the Circuit
Maintenance System No.1, RMS-D2 and RMS-D3 are digital
remote measurement systems, and TOPAS is the Testing
Operations Provisioning Administration System. CTMS =
Carrier Transmission Maintenance System; LTE = line termi­
natingequipment; MUX = mUltiplexer.

maintenance domain thatmake it ideal for anexpert­
system application are:
- Those who do the tasksuse diagnostic problem solving.
- The taskshave the right attributes; they lend them-

selves to expert-system techniques.
- Expertise exists.

Diagnostic problem solving. Network maintenance is
anexcellent example ofdiagnostic problem solving; thatis,
inferring possible system malfunctions from observables or
symptoms. Diagnostic-problem-solving knowledge is often
associational and heuristic, as opposed to, for example,
reasoning from first principles.

Asanexample ofthedifference, consider acircuit
with anecho problem. Anetwork maintenance expert's
view oftheproblem is: "If ameasurement confirms the
presence ofecho, thenthechannel unit needs tobebal­
anced." Anelectrical engineer's view ofthesame problem
is: "If asignal encounters animpedance mismatch, then sig-



nal energy will bereflected." Thefirstisdiagnostic problem
solving, thesecond, reasoning from firstprinciples.

Thenetwork expertdoesn't need to understand
electrical impedance to diagnose the problem. And, while
the electrical engineer knows why anecho problem could
occur, he or she doesn't know the tests, test points, strat­
egies, and operational procedures to infer the source of
trouble onthe circuit. The inference chains formed indiag­
nostic problem solving lend themselves to anexpert­
system implementation.

Task attributes. Typical-tasks ina network­
operations work centerare: provisioning, trouble analysis,
correlation, sectionalization, and referral. To accomplish
these tasks, technicians'often use known procedures, but
also rely heavily ontheirown experiences with various
network technologies and trouble types. Although many of
the procedures are standard, they are nonetheless com­
plex. Whether using standard procedures or experience­
based alternatives, technicians must exercise decision
making and judgment based onqualitative and quantitative
information.

Plotted inFigure 3 are problem attributes that
suggest a problem is well suited to anexpert-systems
solution.v' The checked boxes represent the problem attri­
butes, according to knowledge engineering studies, ofthe
typical network-operations work-center tasks. Thequalita­
tive result is thatat least60percent ofthe work-center
maintenance functionality can be represented and imple­
mented inanexpertsystem.

Existence of expertise. The existence and profile of
expertise in the domain ofinterest are important criteria in
selecting a realistic expert-system application.

In the network maintenance domain, technicians
exhibit a high level ofcompetence at theirjobs. They have
learned the procedures and can resolve common troubles
thatoccur. Some ofthe technicians have become truly
expert innetwork trouble-shooting; they know the network
indetail and, therefore, know shortcuts and effective alter­
natives. These are the technicians thatothers look to
when they encounter a problem they cannot resolve. '

The existence ofand close collaboration with such
experts is essential to successful expert-system construc­
tion. Expert systems also provide a way to preserve their
valuable trouble-shooting expertise.

Representing and Controlling the Knowledge. The
expert knowledge inthe domain must lend itself to a for­
malized representation. In anexpert-system architecture
thatseparates inference from knowledge, the formalized
representation is implemented ina "knowledge base." The
control ofinference is handled by the "inference engine."

Knowledge base. Common knowledge­
representation techniques include semantic networks,
frames, and rules. The diagnostic expertise inthe network
maintenance domain is well represented as rules (IF condi­
tion THEN action) and facts. During a diagnostic session, a
technician has knowledge ofa particular set ofsymptoms,
a set oftest results, and a particular network state. The
technician, using experience-based and procedural knowl­
edge, then decides what action to take next. In termsof
rules, this implies thatone can specify the conditions ofa
rule's invocation and the associated action (commonly
called the recognize-act cycle).

For example, consider the following rule for a
technician to start a transmission test ona faulty circuit:

IF: a transmission test hasbeen selected
and a test access circuit has not been selected

THEN: select a test access circuit

This rule illustrates two key aspects ofexpert-system
rules for the domain.
- Theconditions ofits invocation are uniquely clear.
- It encapsulates an item ofexpert knowledge. That is, the

domain expert can understand directly the conditions
and actions that the rule represents.

This rule can be "debugged" inisolation, separate from the
rest ofthe program.

Also, a large number offacts associated with the
domain affect both the conditions ofrule invocation and the
choice ofaction selected. If thesefacts are represented
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Figure 3. Problem
attributes of work­
center tasks. A check
meansthat expert
systems offera solu­
tion to the problem.
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separately and explicitly in the knowledge base, they can
be engineered separately from the rules. As examples of
facts from the circuit testing domain for the 4ESS switch,
consider:

FACT: The default level ofthe 1004-Hz test is -16.0 db.
FACT: The frequency ofa continuity check test is

2010 Hz.

To construct the knowledge baseofrules and
facts, a knowledge engineer peruses existing documenta­
tion and carefully interviews experts to find outhow they
trouble-shoot network problems.

Inference engine. For most rule-based systems, the
inference strategyselected is either"forward chaining"
(data driven) or "backward chaining" (goal driven). Ina
forward-chaining system, given a current set offacts that
are true, the system deduces what otherconditions now
become satisfied. In a backward-chaining system, a ques­
tion is asked and the system uses rules to find facts from
which it can deduce ananswer to the question. 5

When an exhaustive search ofpossible answers to
a question is neither feasible nordesirable, butdata rele­
vant to answering the question can be obtained, then
forward chaining is the more natural choice. Here, the data
are a more reliable guide to a decision than is the final
goal. The control ofinference over the rules and facts in
the network-maintenance domain is best handled byfor­
ward chaining. Forexample, the data:

"There isa noise trouble report on this circuit:'

is a more specific guide to a technician's actions than the
question a technician seeks to answer:

"What equipment on this circuit isfaulty?"

Technicians are data driven intheirapproach to
trouble-shooting.

Conflict resolution. One common complication in
expertsystems is what to do when, under a given set of
conditions and facts, the IF partsofmore than one rule are
satisfied. This "conflict set," ifnot resolved, may imply
taking simultaneous, butdifferent, actions as the next
step. For example, it would be likely in the circuit-testing
domain for conditions to arise where the actions, "mea­
sure noise" and "measure loss," apply at the same time.

To resolve such a conflict, the domain expert
must tell the knowledge engineer what action, given a cer­
taintrouble type, is most likely to converge first. Then­
by using a resolution strategyknown as data ordering-the
best action will be inferred first. Where data ordering
leaves unresolved conflicts, the specificity strategy will
exercise the rule with the most preconditions. If thereare
still rules in the conflict set, recency will execute the rule
with the most recently updated working-memory ele­
ments." (This is equivalent to assuming that the most
recentdata is the most reliable guide for taking action.)

This conflict-resolution strategy is important in
this domain because maintenance actions can be time and
resource intensive; that is, they may require accessing cir­
cuits, using operations system (OS) and network element
resources. Using thisconflict-resolution strategy, anexpert



TheESTA knowledge consists oftesting and soak
strategies (holding a trouble for a predetermined interval
to see ifthe switch will clear it) based on, and varying

tecture and the way the hostOS assigns circuit
maintenance responsibility to technicians.)

TOPAS-ES is a distributed expertsystem inthat
one TOPAS-ES, located at the control office for a faulty
circuit (the office with maintenance responsibility), will
communicate with another TOPAS-ES, located at the other
endofthe circuit, and cooperate insectionalization.
TOPAS-ES is bimodal; it has a director mode and a
responder mode. While TOPAS-ES is sectionalizing a con­
trol-office trouble (director mode), it can simultaneously
accept aninterrupt from another TOPAS-ES and help it
sectionalize another circuit (responder mode).

TOPAS-ES consists oftwo expert-system subsys­
tems thatwork cooperatively together. The first is the
expert system trouble analyzer (ESTA), and the second is
the expert system trouble sectionalizer (ESTS).

Expert System Trouble Analyzer. ESTA performs three
main functions: trouble ticket analysis, chronic history
analysis (CHA), and referral.

Trouble ticket analysis. As described earlier, many
reported troubles are transient, and only a few trouble
reports reflect hard faults ina piece ofnetwork equipment
thatwill need to be sectionalized and referred. So, it is
inefficient for technicians to spend time verifying thatmost
reported troubles are transient.

The ESTA system uses heuristics based onthe
experience ofexpert technicians to do ananalysis thatdif­
ferentiates between hard and transient troubles. For
example:

system will attempt actions that are likely to lead most effi­
ciently to the source oftrouble.

The advent ofexpert-systems technology has
greatly increased the feasibility offormalizing diagnostic
knowledge. The knowledge-engineering methodology,
which requires collaboration between knowledge engineers
and experttechnicians, can capture, implement, and refine
diagnostic knowledge inan executable form. The type of
knowledge and the existence ofnetwork experts make net­
work maintenance an ideal application domain for expert
systems.

TheTOPAS Expert System
TOPAS-ES is anexpert-system application for

trouble analysis, sectionalization, and referral for network
troubles in the 4ESS and 5ESS switched-circuit environ­
ment. TOPAS-ES is an off-board system (seeAppendix A)
that interfaces to the TOPAS and CMS-l operations sys­
tems. Figure 4 shows the TOPAS-ES configuration inthe
4ESS and 5ESS switch domain.

TheTOPAS-ES architecture is based ona set of
concurrent, communicating processes and its highest level
has threemain subsystems:
- Knowledge baseand inference engine subsystem
- Communications and system interface subsystem
- User interface subsystem.
Each major subsystem consists ofone or more UNIX
system processes. Theknowledge inTOPAS-ES is repre­
sented as rules and facts, and the inference engine uses
forward chaining. The main TOPAS-ES processes are
"alive" at all times.

TOPAS-ES-a real-time, multi-user, expert sys­
tem-must keep up with the volume oftrouble reports,
perform its analysis, and continuously assert the proper
trouble resolution and circuit disposition. TOPAS-ES runs
several expert-system processes simultaneously--each
with its own separate working-memory state-to cover all
circuits that terminate onthe switch. (The real-time
requirement is intrinsic to this maintenance task. The
multi-user requirement is anartifact ofthe off-board archi-

IF:
and

and
THEN:

and

the outage reportis "local carrier alarm"
the trouble has notcleared during initial
monitoring
the trouble hasoccurred ona chronic circuit
keep the circuit outofservice
perform extended monitoring
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according to, the outage-code type. This feature ofESTA
is able to clearmosttransient troubles.

Chronic history analysis. The CHA, which is ESTA's
second primary function, identifies faulty circuits in tran­
sient trouble patterns. To do CHA, ESTA applies expert
rules to a statistical distribution ofoutages that it main­
tains. For example:

IF: the signal type is CCIS
and more than5 reports occurred inless than 30 days

THEN: the circuit is a chronic circuit

Because transient circuits were often returned to
service, CHA-type troubles previously remained in the
network undetected andcontinued to affect adversely cus­
tomerperception ofquality.

A switch is mostlikely to detecta trouble and
remove a circuit from service during peaktraffic hours.
But without ESTA, technicians sort through these troubles
during the day. Therefore, the least capacity is likely to be

Figure 4. TOPAS-ES for switched-service maintenance.
CMS-1 is the Circuit MaintenanceSystem No.1, TOPAS is
the Testing Operations Provisioning Administration System,
and TOPAS-ES is the expertsystem co-processor for TOPAS.

available when the needfor network capacity is the great­
est. ESTA eliminates "think time" inrestoring good
circuits to service, thereby reducing blockage and alter­
nate routing.

Referral. ESTA's third main function is to refer
hard troubles for sectionalization. It will post all relevant
results that are collected ona trouble ticket, along with an
initial disposition that tells if the trouble is associated with
a chronic circuit.

Expert System Trouble Sectionalizer, .The ESTS system
performs two main functions: sectionalization and referral.
It sectionalizes hard troubles to isolate the faulty network
element onthe circuit in question. ESTS assumes that
troubles it receives are confirmed hard troubles. Time and
resources would be wasted ifsectionalization were used to



confirm "no trouble found" cases.
Sectlonallzatlon. As Figure 2 shows, the typical sec­

tionalization session requires two technicians, one at each
end ofthe circuit. Sectionalization-depending onthe
available test points, data, and outage type-may range
from a simple and direct task to a verycomplex one.

The ESTS system usesrules that are based on
the sectionalization strategies ofexpert technicians. For
example:

IF: the far-end mastergroup's transmit deviation is
good

and anadjacent circuit on the same facility is good
THEN: the far-end channel unit is bad

The ESTS knowledge base contains sectionaliza­
tion strategies thatvary according to the underlying type
offault: eitherdigital or analog, signaling or transmission.
Another body ofheuristics "connects" these segments to
the most probable outage codes associated with the fault.
Because sectionalization can be time and resource inten­
sive, ESTS attempts the most likely scenarios first, but
will try all its scenarios before giving up.

Referral. ESTS's second main function is to refer
the located fault to the appropriate work group for repair.
Once the source ofthe fault is located, it is straightfor­
ward-from analgorithmic viewpoint-toanalyze the
circuit layout data, determine what equipment should be
replaced, and who hasthe repair responsibility.

TOPAS-ES can continuously execute trouble
analysis and sectionalization inunattended work centers
(i.e., nights and weekends). For new offices, TOPAS-ES
"imports" expert technician capability where therewould
not ordinarily be anexpert, thus improving the office's
start-up quality.

Taken together, the ESTA and ESTS subsystems
inTOPAS-ES provide powerful capabilities for automated
trouble analysis, sectionalization, and referral covering the
entire AT&T switched network.

Summary
Global information movement and management

requires ever increasing network-operations capabilities.
To meetthis challenge, AT&T is incorporating artificial
intelligence into advanced network-operations systems. In
particular, expert-systems technology is being integrated
into operations systems for network maintenance. The
functionality ofmany network-maintenance tasks, the
expert-systems paradigm, and the maturity ofexpert­
systems technology are well matched.

TheTOPAS Expert System is anexpert-system
application for trouble analysis, sectionalization and refer­
ralofnetwork troubles in the 4ESS and 5ESS switched­
circuit environment. TOPAS-ES is anoff-board system that
interfaces to the TOPAS and CMS-1 operations systems.
TOPAS-ES is among the first real-time, distributed, multi­
user expert systems and it does network maintenance
without human intervention or consultation.
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Figure A-1. Expert
system (ES)and oper­
ationssystem (OS)
integration.

Noexpert system

Appendix A. ES/OS Integration
An expertsystem for network maintenance must

integrate with the embedded baseofoperations systems.
Two alternatives for integrating expertsystems with the
embedded base are (seeFigure A-I):
- Deploy an"off-board" system (runs ona separate pro­

cessor) that inter/aces to existing ass.
- Build an"on-board" system (runs onthe same proces­

sor) thatexecutes as another host-OS application.
Each alternative hascertain advantages and disadvantages.

Off·Board Architecture. In thisarchitecture, the
expert system interfaces externally to the embedded base
ofoperations systems and to experttechnicians. The
advantages ofthisarchitecture are:
1. With an off-board architecture, expert-system builders

can move to the field for iterative implementation,
testing, and refinement ofthe knowledge base.

Off~l)oard
.ESarcl'litecture

2. Theoff-board system can implement otheras system
interfaces thatmay notbe available via the hostas or
would be too costly to develop inthe host.

3. The off-board architecture allows the expert system's
project management to be decoupled from the host
operations system's project management.

Some disadvantages ofanoff-board system are:
1. Aproliferation ofES/OS interfaces will be difficult to

maintain.
2. Additional, redundant host-OS/ES interface develop­

ment is required whenever the host-Of will support a
new or enhanced interface to another system (if the
expert system is to use the new system's capabilities).

3. The extra computer increases hardware costs and sys­
temsadministration.

On-Board Architecture. In this architecture, the
expert system is integrated with the hostas as anapplica-



tion process. Some advantages to the integrated
architecture are:
1. As the as architecture ofAT&T's network evolves,

distributed-network datastores will be deployed. Host
aSs-and, therefore, integrated ESapplications-will
have access to suchdatastores.

2. Any database and networking capabilities that the hostas supports will greatly increase the potential power
and scope of the integrated expert system.

3. Integrated ES applications allow increased interaction
complexity between knowledge subsystems and other
applications. The knowledge subsystem can even func­
tion as a server to otherapplications (which is not
generally true in ailoff-board architecture).

Some disadvantages oftheon-board systemare:
1. Today's ES development environment often includes

software, and sometimes hardware, that is notsup­
portedin a "standard" as development environment.

2. Depending onthe design and scope ofthe integrated
ES, it may negatively affect host-OS performance by
being memory and CPU-cycle intensive. (A CPU is a
computer's central-processing unit.)

Summary. Most existing expertsystems inmany
application areasuse an off-board architecture, butthe
first integrated applications are onthe horizon. In the long
run, whether anexpertsystem is on-board or off-board
will depend more onthe architectural and product­
evolution considerations as a whole thanonany particular
difficulties with expert-systems technology.

(Manuscript received October28, 1987)
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