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AtSandia National Laboratories, a data communica­
tions architecture-whose major elements include a
fiber loop, technical control centers, and a terminal
switching network-provides security for data commu­
nications. The optical fiber loop supplies the
advantages ofhigh bandwidth, negligible crosstalk,
immunity to interference, and resistance to tapping.
The technical control centers, as elements onthe fiber
loop, focus regional communications and simplify distri­
bution over the loop. The terminal switching network
uses the fiber loop and the control centers' distribution
and control capabilities to layer management and secur­
ity control onto the Sandia network. By designing data
communications around this set oftrusted elements,
Sandia has implemented a robust, secure system with­
out sacrificing performance or responsiveness.
General System Description

Theresponsibility ofproviding secure data communications at
Sandia includes determining proper security procedures, designing and
implementing a data communications utility, and providing various diag­
nostic and support functions. Our security procedures are predicated on
the need to have computers constantly available for staff members' use,
to ensure data integrity, and to prevent the unauthorized disclosure of
data. To meet theseneeds, we established a reliable, maintainable sys­
tem; keep records ofequipment installation, maintenance, and use; and
employ a set ofuser access controls.

Threemajor elements ofthe data communications system cre­
ate a robust, maintainable system with a high degree ofsecurity:
- Protected distribution system
- Technical control centers
- Terminal switching network.

Our protected distribution system is designed to meet the U.S.
Department ofEnergy standards for protected distribution systems.
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Thesystem consists ofoptical fiber trunks, twisted-pair
cable, and dedicated communications equipment. It does
notshare equipment or wiring that is common to the open
data or telephone communications systems. Basically,
Department ofEnergy standards prohibit connections to
outside public-wiring systems and prohibit mixing internal
wires with the open-telephone-system wiring. Moreover,
thereare restrictions on the type and placement ofcon­
duits and the level ofsignals thatemanate from a facility.
Theprotected distribution system provides a variety of
data communications services.

Sandia's facility inAlbuquerque is divided into nine
communications regions, each with its own technical con­
trolcenter. Twisted-pair wiring connects each centerto all
offices and labs in the major and minor buildings around it,
and optical fiber cable interconnects the technical control
centers and major computer sites. Figure 1 shows the
optical cable distances between major Sandia buildings.

The terminal switching network usesa combina­
tion oftwisted-pair wires and optical-fiber trunk cables
(Table I) to provide asynchronous communications between
terminals and computers throughout the Sandia site.
Because the terminal switching network builds ontrusted
elements (thetechnical control centersand protected dis­
tribution system), it becomes the third important element
ofoursecure data system.

OpticalFiberCommunications
Sandia uses its extensive optical-fiber cable plant

to supply high-speed data for distributed computing, local­
area-network support, low-speed terminal multiplexing,
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video for security surveillance, graphics, and special appli­
cations. The4.2-km (kilometer), 144-fiber loop inTech
Area I was startedinSeptember 1981 and completed in
May 1987. During thatperiod, we also installed an8-km
segment that links the remote areas to Area I and dozens
ofinterand intrabuilding trunk extensions. 1

Currently, the major security benefit ofoptical
fiber cable is the negligible crosstalk among fibers or
between fibers and twisted pairs." The absence ofcross­
talk adds another layer ofsecurity to the network and
eliminates noise onhigh-speed communications lines.
Within the central computing facility (CCF) where commu­
nications are densely packed, lack ofcrosstalk is a
significant advantage. Thesuperior noise immunity ofopti­
cal fiber cable, as well as its lack ofradiation, contributes
to data integrity and overall system security.

For future applications ofoptical fiber at Sandia,
thereare two main thrusts:
- Install a single-mode cable system to servethe remote

areas and users ofcomputer graphics and video.
- Distribute optical fibers within building-riser systems

and directly to some desktop workstations. Because the
bandwidth and security requirements offuture high­
speed applications arebest suited to optical fiber trans-





Figure 2. Layout of a
typical technical con­
trol center.

40 For example, a communications-circuit database provides
the documentation required ofa secure system and on-line
circuit descriptions. By using sophisticated diagnostic tools
and this database thatdescribes the communications envi­
ronment, a technician can often resolve complex problems
while talking to a user.

Terminal SWitching Network
The terminal switching network hasevolved over

a period of10years and currently supports a large, heter­
ogeneous population ofasynchronous computers and
terminals (Panel 3). Thenetwork uses the protected distri­
bution system and the technical control centers to
connect, concentrate, and distribute asynchronous data
connections throughout Sandia's technical areas. In addi­
tion, it restricts terminal access to predetermined
resources, reports all connection activities over the data
paths, centralizes management, and provides transparent
data paths. Thus, this network can interconnect dissimilar,
asynchronous equipment dynamically and, at the same
time, provide a high level ofsecurity.

Current Configuration. As currently configured
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(Figure 3), the terminal switching network consists often
distributed circuit switches and a hub circuit switch-all
Gandalf PACX 1000 port contenders-interconnected as a
hierarchical star. (PACX stands forprivate-access computer
exchange.) The control and activity reporting channels for
each portcontender are connected to a network ofApollo
DN300 workstations. These workstations provide an
enhanced operator interface, centralized control, statistics
recording, and certain automatic functions. 3,4

TheApollo network is responsible for several
important security functions, including:
- Analyze and record activity that the portcontenders

report.
- Generate periodic summary activity reports. These

reports can be examined to identify patterns ofuser
abuse or system malfunctions.

- Maintain audit trails thatprovide the details ofa specific
abuse or a hardware malfunction so that corrective
action can be taken.

- Report and record "blacklisted" user terminals for
administrative action. Such terminals cannot be
returned to service without a command from a com-



puter-system operator.
Inaddition, the Apollo network analyzes operating-system
errormessages from the port contender. If the error
reported inthe message is severe enough, the portcon­
tender will be shutdown, all users disconnected, and
computer-system operators notified. Thus, this procedure
reduces the chance thata port-contender hardware or
software malfunction willmisroute, alter; or destroy data.

We have made extensive software changes to
enhance the security features ofthemicroprocessor­
controlled portcontenders. Themost extensive changes
occurred inthe access control software, which was com­
pletely rewritten to give each user terminal its own
nonhierarchical access-control "profile." All Sandia comput­
ers had beenassigned to one of56"resources," and each
terminal is assigned a profile thatdetermines its ability to
access each resource. .

In addition, we implemented blacklisting to inhibit
browsing through the network. After a predetermined
number ofconnect attempts fail, the portcontender soft­
ware takes the user terminal outofservice and the Apollo
network notifies the operator. Administrative procedures,

which may include notifying appropriate supervisors, must
befollowed before the terminal can be returned to service.

Access control, as well as the otherport­
contender security functions, is implemented inROM
(read-only memory). Aspecially protected computer sys­
temcreates the ROMs and makes all software changes,
including altering the terminal-access profiles. Accessto
this system is strictly controlled, and each modification is
logged inanaudit trail.

Also, access control is a distributed function.
Because theuser's "local" portcontender evaluates each
connection request, the effects ofa major hardware failure
are limited to the affected portcontender. Theunaffected
portions ofthe terminal switching network can continue to
operate with nodegradation ofservice or security.

While developing the terminal switching network,
we kept inmind the concepts ofdistributed functionality
and control. Each circuit switch and operator-workstation
interface can function independent ofthe rest ofthe net­
work and provide service for directly connected terminals
and resources. Analysis ofthe traffic patterns and usage
allows us to adjust the network so that80percent ofthe
connections donot need to use the hub portcontender. 5,6

Thus, traffic management allows us to isolate further the
effects ofmajor hardware failures.

Configuration Changes. Anew system is being
installed thatuses a digital PBX (private branch exchange)
dedicated to data communications instead ofthe terminal
switching network and its core ofGandalf portcontenders
and many point-to-point transmission circuits. Thenew
data communications system will follow the existing sys­
tem'sgeneral architecture and use the existing protected
distribution system.

Inaddition, the new system will continue the phi­
losophy ofproviding a flexible, state-of-the-art, secure
system. Once the new system is completely installed,
both security and performance will be increased. It will
support asynchronous data communications at speeds up to
19.2 kb/s (kilobits per second), offer switched and dedi­
cated synchronous services, and interconnect to Ethernet"
networks. (Ethernet is a registered trademark ofXerox
Corporation. )

For major system service, i.e., asynchronous ter-
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Figure 3. ~plcal con­
nections In the
terminal switching
network. Thenetwork
consists of a hub
switch andten distrib­
utedswitches in a
"star"configuration.

42
minal switching, wehave implemented authorization
codes. Aspart of the connection-request procedure, a user
must enter a unique authorization that the system validates
before making any connection.

On the new system, computers willbe assigned to
one offour classifications. Each terminal will have a unique
profile that grantsit access to the appropriate categories of
computers. Butbecause the computers are assigned to
four groups instead of56as before, it is possible to check
that each terminal hasbeengranted the access intended.
Thatis, as each terminal is installed, wecanverify its
access control to guard against human error.

The new system hasextensive hardware redun­
dancy, andnosingle hardware failure canaffect more than
32circuits. Once a malfunction is detected, redundant
hardware cantakeoverthe processing without interrupting
active circuits. In addition, the new system usesuninter­
ruptable power supplies to further increase reliability and
security.

More comprehensive reports will be available with
the new PBX. Activity reports could be organized notonly
by terminal andcomputer butalso byauthorization code.
These reportswillbe usedas part ofthe audit process to
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limit system abuses.
Besides improved reliability and audit capability,

the new PBX offers maintenance improvements. On-line
diagnostic routines are available to verify correct operation
all the way to the computer-terminal interface thatsits on
a user's desk. Extensive self-tests reportmalfunctions to
the operator forcorrective action. Because weexpanded
the suiteofstandard services that the new system pro­
vides ina well-understood and accepted security posture,
wealso enhanced the system's utility.

Summary
By building acommunications network from aset of

trustedcomponents, wedeveloped asystem thatissecure
and robust, yetoffers usersenhanced capabilities and ser­
vices. Insome sense, this set oftrustedcomponents
represents alayered approach toproviding datacommunica­
tions. New communicationelements, such aslocal-area­
network bridges, canusethistrusteddistributionplant.
Because new elements usethecapabilities oftheoptical­
fiber cable plant, star-wired copper pairs, and technical con­
trolcenters, theyinherit theirsecurity attributes.

Ourexperience has shown that the goals ofpro-



viding a responsive, capable, data communications network
and a secure data-communications network are compatible.
Clearly, the management tools and technologies required
for a secure data-communications network can also serve
to create a data communications network with superior
services and capabilities.
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