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This paper describes a possible design for a device that
would allow two hosts or networks ofdifferent security
sensitivities (for example, Top Secret and Secret) to be
connected so that information can move from the low­
sensitivity system to the high-sensitivity system. The
primary challenge was to allow return protocol mes­
sages from the high-sensitivity system while not
permitting anunacceptable covert channel. Covert
channels, as they relate to intersystem communication,
are described to give the reader a better idea of the
problem.
Introduction

Suppose there are two networks: one connects systems con­
taining classified information, and the otherconnects systems
containing only unclassified information. Further, suppose thatusers on
the classified network routinely require information from a system on
the unclassified network. The two networks cannot be directly con­
nected by standard bidirectional communications channels because that
might allow classified information to flow to the unclassified network.

Acommon solution to thisproblem is to dump the information
from the unclassified network to tapeand load it onthe classified net­
work. This seems to be a crude solution for anoperation thatdoes not
violate common security principles.

Theproblem isnotthat the information cannot be sent from
the unclassified system. Instead, the problem is that, given a bidirec­
tional connection between the two networks, there is no assurance that
a person or process will nottry to transfer classified information from
the classified network to the unclassified network.

With the advent ofmultilevel security (MLS) technology, there
are now several automated solutions to thisproblem. A"trusted" sys­
temsuch as the Multics or SCOMpl system (trademarks ofHoneywell
Inc.) could be placed between the two networks to ensure, with reason­
able confidence, thatnoinformation goes from the classified, or high­
sensitivity (HS), network to the unclassified, or low-sensitivity (LS),
network. These MLS systems are usually extremely expensive and rel-



atively slow inperformance when compared with other
systems onthe market thatuse current technology. Most
situations donotjustify the expense ofa large MLS sys­
temthat will provide many features notneeded to solve
this simple problem.

In addition, theselarge MLS systems have much
oftheirtrust placed insoftware. Aspointed outinRefer­
ence1, thistrust may be misplaced. No amount ofsource­
level verification will be effective if a "Trojan horse"
already exists in the object code ofa program-handling
program suchas a compiler, assembler, loader, or even
hardware microcode.

Periodic code verification will be partially effec­
tive. However, thatverification procedure is likely to be
software-based and thusalso vulnerable to attack. This
does notmean that software should notbe trusted, butit
should be understood that, with the flexibility that soft­
ware offers, there is a heavy price inproving and
maintaining integrity. Until there is run-time code valida­
tion (beyond the Al level-) there will always be some doubt
about the exact implementation ofa security policy.

Several special-purpose communications systems
are being developed." However, they are environment­
specific, and, like general-purpose MLS systems, they are
usually software-based. This paper proposes a design for
anenvironment-independent device that could actas a one­
way gateway between two systems. The word system is
used synonymously for a single computer and a network.
All trustedfunctions are implemented directly inhard­
ware. The name given to thisdevice is the data diode.

Goals. The goals forthe design study were to:
1. Design a one-way data transfer device that would:

- Apply to many environments
- Transfer data at speeds of1 to 5 megabits per sec- .

ond (Mb/s)
- Meetall applicable Orange Book requirements"
- Provide highly reliable communication.

2. Identify and control all covert channels
3. Use standard devices and technology to reduce cost
4. Minimize trustedprocesses and implement them

directly inhardware.
Problems. Therewere many hurdles to clear to

meet thesegoals. They included:

1. Removing any overtchannels thatwould, bydesign,
permit information flow from the HS system to the LS
system

2. Allowing protocol exchange to ensure data integrity
while guaranteeing thatnoinformation is contained in,
or represented by, the protocol from the HS system

3. Identifying, measuring, and deleting or minimizing all
covert timing and storage channels

4. Reducing the overhead ofsecurity controls inorderto
increase throughput

5. Providing a common hardware and software interface
thatwill be compatible with most systems currently on
the market

6. Developing a security model and proving that the hard­
ware implementation is consistent.

Overt andCovert Channels
An overt channel is any legitimate path to transfer

information using system tools or resources in the manner
for which they were designed. (Legitimate, within the
scope ofthispaper, refers to actions, methods, and states
thatdonotviolate the system's security policy.)

Acovert channel is a direct or indirect communi­
cations channel usedto write (transmit) information ina
manner inconsistent with the system's or network's secur­
itypolicy. Much hasbeenwritten about covert channels.4-8

This paper briefly describes the covert channels thatrelate
to the problem ofone-way data flow between systems of
differing sensitivities.

It should be understood thatit is effectively
impossible to eliminate all covert channels where informa­
tion is bidirectionally exchanged between systems. The
bestwe can hope to achieve is to lower the bandwidth of
the covert channel to sucha degree thata would-be spy is
forced to find othermeans to obtain the information. The
othersolution, although notas effective, is to monitor all
communications,' detectwhen covert information is being
passed, and hopefully catch the perpetrator before too
much information has leaked out.

The sections that follow include examples ofcov­
ert channels as they relate to intersystem communications.
They assume that there is a returnprotocol line and that
the overtchannel problem is solved and only protocol mes-
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sages are being transmitted onthat line.
Storage Channels. Storage channels are covert chan­

nels inwhich the information to be secretly transferred
depends onchanges ina characteristic ofa shared physical
resource. Fora storage channel to exist, two processes
musthave concurrent access to a common resource, and a
characteristic or parameter of that resource mustbe alter­
able bythe transmitting process andreadable or detectable
bythe receiving process.

One example ofa storage channel is one inwhich
a process alternately holds andreleases a resource to rep­
resent a 1 and a 0, respectively, to a process at a lower
level that is trying to grab the same resource. The infor­
mation is actually represented bya flag inmemory that
indicates whether the file is available or not.

Previous methods ofeliminating covert storage
channels suchas the onedescribed inReference 5 will not
be effective for thisproblem. Reference 5 points outthat,
to remove the storage channel, one needonly prevent any
two processes ofdifferent sensitivities from sharing a
resource at a given time. Thisis a reasonable method and
is practical inmany environments. For the one-way data
flow problem, however, the two processes must share the
same resource (the communication line) to perform their
intended function.

Minimizing the variance ofthe shared parameters
ofa resource will reduce the effectiveness ofthe covert
storage channel. If this is taken to anextreme (no variance
ofparameters), no information is passed, legitimately or
covertly. The bandwidth ofthis channel depends onthe
number ofcombinations ofalterable parameters andhow
rapidly changes inthe parameters may be introduced and
detected. Thisidea is brought outfurther inthe examples
ofcovert storage channels that follow.

Data stuffing. Data stuffing is the direct placement
ofcovert information ina memory location or field that
was notdesigned to hold general information. Restricting
the content of thesefields to a fixed set ofresponses is
one possible way to prevent thismethod ofcovert commu­
nication. ATrojan horsewould thenbe forced to use the
fixed set ofparameter values to encode the information.
The term Trojan horseis expanded inthispaper to repre­
sent any program or part ofa valid program that acts in
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behalf ofanindividual to circumvent the security controls
ofa system or network.

Parameter encoding. To prevent detection by an
operator or audit system, a process could sendinformation
byalternating valid protocol parameter values. The amount
ofinformation that canbe sent ina given parameter
depends onthe number ofpossible parameter values. The
effectiveness ofa covert channel inintersystem communi­
cation is the ratio ofthe number ofcovert information bits
transmitted to the number ofvalid (orapparently valid)
bits transmitted. Limiting the number ofvalid values to a
given parameter will greatly reduce the effectiveness of
thiscovert channel. The effectiveness cannot be reduced
to zero, because to doso would require that all parameters
have only one possible value, and thatwould make the
response useless as a means forcommunicating valid infor­
mation. This proves the earlier statement that, if
information is to be passed between two untrusted proc­
esses, thenremoval ofall covert channels is nearly
impossible.

Attribute encoding. Another method for sending cov­
ert information over storage channels is attribute
encoding. This is where some attribute ofa valid message
is altered to represent information. The length or any
otherattribute could be altered ina message to represent
covert information. This covert channel could be elimi­
nated byrequiring that all attributes ofthe message be
fixed.

Response-type encoding. Response-type encoding is
justa variation ofparameter encoding inwhich the typeof
message is a parameter of the message. It is distinguished
here because, as explained earlier, if all variations of
parameters were reduced to one (effectively deleting
them), thenthe only variation would be inthe information
field. Fora returnprotocol message, this field would give
the typeof the response [thatis, acknowledgment (ACK),
negative acknowledgment (NAK), or flow control].

It would be difficult fora Trojan horse to piggy­
back covert information ona valid message byalternating
the type ofresponse. Changing the typeofresponse ona
valid message will probably cause anunexpected result
that will eventually be detected. The Trojan horse would
need to have temporary control of the communication line



to sendits own bogus packets. These packets would be
removed by another horseonthe LS side. Response-type
encoding is noteasy to guard against and is the one covert
channel allowed inthe proposed solution.

Timing Channels. Atiming channel is a covert chan­
nel thatpasses information by introducing and
subsequently detecting variations ina shared concept of
time. Ina multiprocessing system, a process does a lotof
waiting. The amount ofwaiting usually depends onthe
other processes inthe system. This opens the opportunity
for one process to signal another byaffecting the amount of
time the receiving process must wait fora particular
resource. If many processes are sharing this resource, the
channel will be verynoisy, butstill effective. Ahigh­
bandwidth covert channel can be established if the resource
is shared by only the sending and receiving processes.

It could be argued thata timing channel is justa
storage channel inwhich the attribute oftime can be
varied. The important difference is that this attribute does
notdepend onthe content ofa message or a storage ele­
ment. It is for this reason that covert timing channels are
very hard to detect.

Bandwidths. The bandwidth ofa covert channel, as
described inthis paper, will depend onseveral factors:
• Bandwidth ofthe physical line
• Effectiveness rating (percentage ofcovert information to

total information transmitted)
• Whether a Trojan horse must piggyback information on

valid messages or can generate its own bogus messages
thatresemble valid messages

• Valid message load onthe channel.
If weassume that the Trojan horse can generate

its own bogus messages, thenthe bandwidth ofthe covert
channel is the product ofthe effectiveness rating and the .
bandwidth ofthe physical line. A0.0625 covert channel
would have aneffective bandwidth of625 kilobits per sec­
ond (kb/s) ona 10-Mb/s physical line. If the Trojan horse
were forced to piggyback information onvalid messages,
then the bandwidth would depend onthe current load on
the line. If a Trojan horseonthe receiving side could gen­
eratemessages, thenit could cause the returnline to
operate nearmaximum.

The National Computer Security Center (NCSC)

recommends inits Orange Book3 that the bandwidth ofa
unaudited covert channel be nogreater than 0.1 bitper
second (b/s). For a 10-Mb/s physical line, this would
require restricting a covert channel to aneffectiveness
of10-8•

Bandwidth is measured inbits, notthe actual
amount ofinformation being transferred. It is typically
assumed that it takes 7 or 8 bits to represent one ASCII
(American Standard Code for Information Interchange)
character. AsmartTrojan horse will use data-compression
techniques to transmit even more information ona covert
channel. This leaves us with the question ofwhether we
should consider the bandwidth ofa covert channel as bits
per second or the maximum amount ofinformation that
could be transmitted using those bits. For this paper, a
covert channel will be measured inbitsper second so that
comparison with the Orange Book can be made.

Solutions
Now let's look at some ofthe possible solutions to

the one-way data-flow problem thatuse the ideas dis­
cussed inthe preceding sections. They are presented
briefly to show why some ideas thatfirstappear to work
are notacceptable.

Encryption. The standard way to secure a communi­
cations line is to use link or end-to-end encryption
techniques. This will prevent anyone who taps the line
from obtaining the information being transmitted. How­
ever, it does little to restrictcovert channels. Link
encryption would be implemented after a Trojan horse has
been introduced and, at best, would inject some noise into
a covert timing channel because ofdelay. End-to-end
encryption will only encrypt the information field. All other
parameters and attributes are still subject to useby a Tro­
janhorse.

NoRetum Protocol. Not providing a returnprotocol
is the one solution thathasnocovert channels. Aone-way,
possibly fiber-optic, line would link the two systems. No
acknowledgment would be given by the HS side thatit
received the message. TheLS system transmitting soft­
ware would have to be changed so that it does not wait for
a response. Avery high forward bandwidth is possible with
no corresponding reverse (orcovert) channel bandwidth.
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This is a veryclean solution thatwill easily satisfy
all security requirements at the costofdata integrity. Suc­
cessful transmission would have to be accepted onfaith or
acknowledged bya human operator at regular intervals.
Flow control is notpossible, therefore the HS system must
always be ready to accept messages at the rate the15 can
sendthem. Retransmissions forlostor garbled messages
would also have to be handIed manually. Forward error­
correction techniques could be employed to lower themes­
sage errorrate. If error ratescan be kept to a minimum
and a system can be dedicated to receiving messages on
the HS side, this solution could be verypractical and cost­
effective.

Protocol FilterandAudit. An alternative method uses
the idea ofa trusted"box" between the HS and 15 sys­
tems thatwould:
1. Scan the reverse protocol line to ensure thatonly proto­

col messages are being returned.
2. Monitor the forward data line to see if protocol mes­

sages correspond to messages sent.
3. Scan protocol messages forembedded information.
4. Audit protocol traffic to ensure thatvariances ofparam­

eters, attributes, and response types are within
prestated limits. If not, the system would sound an
alarm, cutthe line, or justrecord the occurrence.

5. Monitor time between messages and segments to
ensure that it does notexceed "normal" variance limits.

Theeffectiveness ofthis approach would depend
onthe strictness ofthe limits set for the potential informa­
tion-carrying elements. If they are set too tightly, many
valid occurrences could cause analarm. If they are set too
loosely, covert channels could bepossible.

This solution would require anM15system with
trusted software and hardware. It would also be difficult to
prove thatall covert channels had beenidentified and
removed or restricted to anacceptable bandwidth.

Intermediary Trusted Device. Inanother alternative
method, anintermediary trusteddevice (lTD) would sit
between the two systems and communicate with them. It
would accept a message from the 15 system, acknowledge
receipt, and passthe message onto the HS system, which
would inturnacknowledge receipt. This would prevent
returnprotocol messages from going directly from the HS
system to the LS system. Retransmissions could be han-
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died by the lTD, and the15 system would never know
they occurred. This is nomore than the store-and-forward
station found inmany networks, except thatthis one would
have to be trusted.

Atleastone covert channel would still exist. If the
HS system refused to receive any messages, the buffers in
the lTD would eventually fill up. When thisoccurs, the
lTD would have to tell the15 system to stop sending
information. To the LS system, this would represent 1 bit
ofinformation generated by the HS system. The HS sys­
temcould thendecide to read or notread, depending on
the information to be sent, and thus a high-bandwidth cov­
ert channel could be set up.

There is nopractical way to remove this covert
channel. However, its capacity can be greatly reduced.
When the buffers become full, a rule could be implemented
by which the LS system would notbe allowed to continue
to sendadditional information until the HS side had emp­
tied the buffers. Another bitofinformation could not be
sent until the buffers could be filled again by the15 sys­
tem. This would reduce the covert channel transmission
rate to 1 bitin the time it takes the LS system to fill the
buffers. This covert channel could be reduced to anaccept­
able level if large enough buffers were used.

This solution would also require acomplete trusted
system, including both hardware and software. Proof ofcov­
ert channel bandwidth would notbedifficult, and reliability of
information would behigh. This isavery good solution; how­
ever, thetrusted hardware and software make itmore
complicated and expensive than itneeds tobe.

Specialized Protocol. The proposed solution,
described inthe next section, uses the specialized protocol
approach. Themethod involves placing two trusted boxes
between the two systems. These boxes would communi­
catewith theirrespective systems using any standard
protocol, and with each otherusing a specially designed
protocol. With the new protocol, the messages would be
grouped into blocks large enough that returnprotocol mes­
sages would come too infrequently to be used as an
effective covert channel. Trusted software or hardware
would be used to enforce the time limits and to ensure that
noother information is passed onthe returnprotocol line.
Return protocol would be limited to a very few possible
messages, such as ACK, NAK, or flow control signals.



Figure 1. High-level
layout forthe con­
trolled-response
method.

The only other parameterwould be type. All attributes
would be fixed.

All covertchannels could easily be identified and
measured. The largestcovertchannel would be limited to
the variations of response typeandthe timelimit set for
return messages. Asdiscussed in the next section, "Con­
trolled-Response Method," the response typescanbe
limited to two, thus only 1 bit ofinformation canbe sent
per response timeperiod.

Controlled-Response Method
The controlled-response method (CRM) was cho­

sen as the best approach formany reasons. Basically, this
approach (Figure 1) offers all the integrity ofthe other
solutions, is easier to implement, anddoes not require any
trusted software. All trusted processes are implemented
directly in hardware.

Procedure. The best way to explain the procedure
is to run through an example. Suppose a user on the LS
sidewants to send a file to another user on the HSside.
The user just sends the file to the otheruser's address via
the 15 andHSdatadiodes. The LSdiode accepts the
packets that make up the file from the sender's system. All
layers ofprotocol on the sender's sideare acknowledged;
therefore it appears to the sender's system that the pack­
ets have arrived safely. The LSdiode requestsa
retransmission from the LS system ifit detects anerror in
the received packet.

The LSsystemcontinues to accept packets until it
has 10seconds' worth ofinformation to passon to the HS
diode. The lO-second block ofdatais sent overa one-way
fiber-optic cable to the HSdiode. The diode checks for
errors andgenerates an ACK if none are found or an NAK
if an error is discovered. It then sends the appropriate
response to a trusted clock mechanism. The clock mecha­
nism holds this response until a multiple of10 seconds has
passed sincethe previous response, then regenerates the
ACK or NAK, depending onwhatit received from the HS
diode, andsends it to the LS diode.

The clock mechanism automatically generates an
NAK if noresponse has been given bythe HSdiode at the
endofthe lO-second period. If the LSdiode receives an
NAK, it tells the LSsystem to stopsending andit retrans­
mits the 10-second block. If it receives an ACK, it
continues accepting packets from the LSsystem andstarts
sending the next 10-second block.

After receiving a good block, the HS diode breaks
it upintopackets andsends themto the HSsystem with
the appropriate protocol. The HSsystem requests retrans­
mission ofa packet ifan error is detected. The HS diode
handles the retransmission. .

The only way the HSsystem, or even the HS
diode, cansend covert information to the LSsystem is
through the clock-controlled reverseprotocol channel. The
control clock will accept only an NAK or an ACK as input
andwill regenerate this signal only at 10-second intervals
andsendit to the LSdiode.

The entire diode does nothave to be trusted, only
the control clock andthe one-way fiber-optic forward data
channel. To ensure one-way transmission only, the fiber­
optic cable has transmit-only capability at the LSdiode and
receive-only capability at the HSdiode.

Protocol. The new protocol for sending the 10­
second block overthe forward channel does nothave to be
restricted. Any protocol that canidentify the beginning and
end ofa block andprovide error detection (such as the
cyclic redundancy check, or CRC) would fit the require­
ment. Aprotocol could also identify the beginning and end
ofan original packet so that the packets canbe reassem­
bled to be identical to the packets received bythe LS
diode. Formany networks, however, that would notbe nec­
essary. The datacould be encrypted, or more error­
detection or error-correction code could be added.

The return protocol would have to be restricted to
two responses, suchas ACK andNAK. How these are rep­
resentedis not important as long as the clock control
recognizes andgenerates only twopossible responses.

Flow control is possible using only the two
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responses. If the HS system were notable to receive any
more packets, the HS diode would continue to NAK the
current block that is being sent bythe LS system. This
would cause the LS diode to tell the LS system to stop
sending, and the LS diode would continually resend the
same block; thus, no packets would be lost. When the HS
system can resume receiving packets, the HS diode will
ACK the current block and the process will continue.

Higher level requests. In the example above, only
positive and negative acknowledgments and flow control
were performed. What if the HS system lostmany packets
and wanted the fIle resentor a user wanted end-to-end
acknowledgment ofa file transfer? These and otherhigh­
level requests could be supported, butat a price. For
example, a file-retransmission signal could be sent to the
LS diode as a code ofthree NAKs followed by anACK.
The LS diode could be programmed to detect this signal
and request a file retransmission from the LS system.
Because ofthe control clock, this signal would take 40 sec­
onds to get to the otherside. However, if the file were a
long one, the transfer would notbe objectionable.

Other codes could be usedto signal other high- .
level requests such as:
- Stop/start transmitting
- Acknowledge or retransmit file
- Make initial start-up line check.

Theinteresting thing about this capability is thata
known covert channel is being usedto perform a valid
task. Shorter codes would reduce the time needed to send
the request.

Another price for this capability is that the HS
diode would have to watch for these codes innormal proto- .
col exchange. For example, if the file-retransmission code
were threeNAKs followed by anACK, and if during nor­
mal operation the HS diode sent threeNAKs, thenit
would have to make sure that the next response sent was
anNAK. This could cause some extradelay, depending on
the number ofspecial codes and the length ofthe codes.
One NAK followed by anACK would occur very often nor­
mally; however, five NAKs followed by anACK would be
rare innormal operation.

Windowing. One ofthe initial designs ofthe CRM
solution had the control clock assure only that the
responses were separated by notless than 10seconds
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rather than sendthem at strict 1O-second intervals. This
would appear to solve the covert channel problem because
only 1 bitofinformation could be sent ina 10-second
period. Infact, however, a potentially large covert timing
channel would still be available. ATrojan horse onthe HS
side could wait pastthe 10-second period and send the
response at a particular second or microsecond past10
seconds. An a could be represented by a response arriving
at 10.1 seconds, a bat 10.2 seconds, and so on.

To solve this problem, responses were forced by
the control clock to occur at set time windows pastthe ini­
tial10-second period. Setting thiswindow to 5 seconds
still allowed a covert channel to operate at anaverage
speed of0.133 blsusing a 2-bit-per-event signaling chan­
nel. This is justover the Orange Book recommendation of
0.1 b/s. It was laterdetermined thata window size of10
seconds would be easier to implement and would not
degrade performance.

This is a good time to point outthatthe 10­
second period was chosen as the initial response separa­
tion to meetthe Orange Book recommendation. Alarger or
smaller time could be used, depending onthe require­
ments ofthe environment. Avery sensitive environment
might call for restricting covert channels even more by
increasing this interval. Of course, memory requirements,
described inthe "Architecture" section, would also
increase.

Trusted switches could be added to allow the
timer period to be changed as the sensitivities ofthe sys­
tems change. Set to the shortest period, a switch would
open the reverse line to normal protocol response periods.
This could be used if the HS system were temporarily
downgraded or the LS system upgraded. Aswitch set to
the longest period would make this method functionally
equivalent to the no-return-protocol method. This new
control would need to be well-protected physically to pre­
vent possible misuse.

Two-Clock Control. In the design described so far, a
response would have to wait anadditional 10seconds ifit
missed the originallO-second window: In addition, the
control clock would generate anNAK because no input
was given at the 10-second mark. This would cause the15
diode to stop receiving packets from the LS system and
retransmit the block. This is wasteful. For this reason, the



Figure 2. Data diodeboard-level design.

design was upgraded to ensure that the HS diode has
plenty oftime to respond.

The forward data channel between the diodes
should be at least20percent fasterthan the line coming
into the LS diode. This will allow the LSdiode to senda
Ifl-second block inonly 8 seconds. The HS diode will then
have 2 seconds to decide if anerror has occurred and gen­
erate the appropriate response. This will allow the LS side
to operate at 100 percent while noerrors occur and still
provide the reliability ofobtaining a response before the
next block ofdata is sent.

That solves the problem on the HS side, but
what if the LS side delays sending the end-of-block or
sends a block larger than 10 seconds? This could cause
the HS side to miss the lu-second mark. To prevent this,
a second clock was introduced. The second clock starts
whenever an end-of-block is received by the HS diode.
The clock goes for 2 seconds, and the clock control does
not regenerate a response until both clocks have com­
pleted their sequence. This allows the HS diode at least
2 seconds to process the block, regardless of when the

end-of-block is received.
This changes the initial idea thatresponses occur

at 1O-second intervals. However, it does notallow a covert
timing channel. Extensions to the Iu-second intervals can
be caused only bythe LS diode. The HS side hasnocon­
trolover the 2-second clock.

The 1O-second clock is restarted afterthe
response is regenerated and sent to the LS diode. An
NAK is still generated ifthe HS diode does notrespond by
the time both clocks complete theirsequence.

The 2-second clock would nothave to be trusted.
Only the device that detects anend-of-block condition
would need to be trusted, to ensure thatnothing onthe HS
side could cause anerroneous end-of-block condition. If
thatcondition could occur, the equivalent ofa 2-second
window signal could allow a covert timing channel with a
bandwidth of0.1875 b/s. This is almost twice the recom­
mended maximum bandwidth.

Architecture. Figure 2 shows a possible board-level
layout ofthe diode device. The bus thatjoins thesecards
should be standard so thatmost ofthesecircuit boards can
be purchased off-the-shelf.

The choice ofinterface card depends onthe sys-
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ternto which the diode is connected. The LSdiode may
have a different interface cardthanthe HSdiode. Minor
changes to the diode processor software may have to be
made to accommodate different interface cards.

The diode processor controls the flow ofdata
between the interface cardandthe trusted communica­
tions card. In addition, it acknowledges allprotocol from
the LSor HS system andhandles errors.

The memory cardholds the information to be
transferred until the next lO-second window opens. This
memory mustbe large enough to hold at least10seconds'
worth ofinformation. A 1-Mb/s input line would require
1.25megabytes ofmemory. Additional memory would be
needed forhousekeeping andformaking the transferas
efficient as possible.

The trusted communications card contains the
only components that need to be trusted. Onthe LSside,
thiscard has the hardware mechanisms to retrieve data
from the buffer andpass it through the one-way forward
data channel. In addition, it monitors the reverse protocol
line and passesto the diode processor any response
received. Onthe HS side, thiscardhas the mechanisms to
accept the data, check forerrors, and pass the dataand
error status to the diode processor. In addition, it accepts
protocol messages from the HS diode processor and passes
them to the control clock.

The control clock resides on the same board. The
2-second clock.is also included onthis board. The output
from the two clocks is combined and given to the device
that regenerates the appropriate response.

The reverseprotocol channel andthe forward data
channel are one-way enforced digital lines.

Summary
Thispaperhas provided oneinterpretation ofcov­

ert channels as theyrelate to the problem of trusted one­
way dataflow It is effectively impossible to eliminate all
covert storage channels where there is a bidirectional
exchange ofinformation. Onthe otherhand, covert timing
channels, usually considered harder to remove, could be
eliminated.

Adetailed description ofa trusted one-way flow
device has beenpresented. The primary concept is to
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group messages into large blocks andacknowledge only
the blocks. The acknowledgments are restricted to two
types, thus only 1 bitofinformation is passed with an
acknowledgment. The bandwidth of the covert channel
depends onthe sizeofthe blocks. Blocks are set to be 10
seconds long to restrict the bandwidth ofthe covert chan­
nelto the Orange Book acceptable level of0.1 b/s. A clock
mechanism anda one-way datachannel are allthat mustbe
trusted, andtheycanbe implemented inhardware.
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