
Sharon A. Kapllow
and Mikhail Cherepov
are members of tech­
nical staff in the
Computing Planning
DepartmentatAT<&T
Bell Laboratories in
Whippany, NewJersey.
Both work on develop­
ment of UNIX® system
security software tools
and policies. Ms.
Kapilow received a
B.S. in mathematics
and computer science
from Wilkes College
and an M.S. in com­
puter science from
Rutgers University.
She joined AT&T in
1980. Mr. Cherepov
received a B.S. and
M.S. in computer sci­
ence from Illinois
Institute of Technol­
ogy. He joined AT&T in
1983.

REPORT:

QUEST-
A SECURITY
AUDITING TOOL

Quest is a security package for
assisting system administrators of
UNIX® systems. It consists ofa
series ofcomponents that check for
potential problems on these sys­
tems, such as insecure write
permission settings onfiles and
directories; login identifiers with
questionable aging information and
null, old, or matching passwords;
unauthorized access to superuser
status; and potential "Trojan
horses." This paper discusses each
component and the problems it
detects, describes current work on
Quest, compares the package to
other security-auditing tools, and
discusses future work that will
enhance Quest.
Introduction

The UNIX operating system hasmany
features thatwill provide reasonable security
ona computer, such as permissions, pass­
words, umask (which allows users to specify
default permissions for files and directories
they create), and log files.' It is upto computer

system administrators to apply those features
to maintain the integrity oftheirsystems and
to devise procedures to audit theuse ofthe
features to ensure that theyare used properly.
Security software packages have beendevel­
oped to automate the procedures and thus help
administrators intheirefforts. Quest is one of
the packages developed forthis purpose and is
the subject ofthis report.

This paper assumes that the reader
hassome knowledge ofthe UNIX operating
system. It is notmeant to be a tutorial oncom­
putersecurity; rather, it discusses UNIX
system security issues and ways inwhich
AT&T is addressing them.

Quest was developed by the R&D
Computer Security Group at Whippany, New
Jersey, and is based onthe Quaestor program
written by Fred Grampp ofthe AT&T Bell
Laboratories Computing Science Research
Center, Murray Hill, New Jersey. Quest was
proposed to improve Quaestor, with the goal of
making it anAT&T commercial product.

Overview
Quest currently consists ofseveral

components thatcheck for the following prob­
lems onUNIX systems:
- Login identifiers (IDs) with missing aging

information or expired aging information;
null and old passwords; and easily guessable
or derivable passwords

- Files and directories with insecure write-
. permission settings (that is, files or directo­
ries thatare writable by unauthorized
persons)

- Unauthorized and unsuccessful useofthe
s u (1) (superuser) command

- Potential Trojan horses
- Insecure umask settings and permissions
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ofusers' . profiles and PATH entries.
These problems, detailed inthis sec­

tion, are caused by improper administration
and careless or uninformed users. They are
only a subset ofthe total number ofsecurity
concerns onUNIX systems butare significant
enough to warrant checking bya system admin­
istrator ona regular basis.

Note that all security solutions men­
tioned inthis reportareconcerned with
preventing outside as well as inside attacks­
that is, preventing outsiders from accessing the
system and preventing anyone who hasaccess
to a system from stealing information or dam­
aging the system inany way. For the purposes
ofthis report, all such persons will be grouped
under the term"intruders."

Insecure login IDs. One ofthe biggest
concerns incomputer security is unauthorized
access to login IDs onthe computers. Adminis­
tratorsmust keep outsiders from accessing
theirsystems and keep current usersfrom
obtaining unauthorized privileges. TheUNIX
operating system provides threefeatures to
keep login IDssecure;" passwords, one-way
encryption, and password aging. However, to
take full advantage ofthese features, certain
guidelines must be followed by both usersand
system administrators. Quest checks the
entries inthe password file and identifies those
thatdo notmeetthe standards for a secure
login ID. For example, Quest flags the follow­
ing typical situations as problems:
• Login IDs with null passwords. Alogin ID

having a null password entrymay be
accessed via login (1) and su (1) com­
mands without a password being supplied.
Thus, anyone who knows such a login ID and
its relevant system can log in.

• Login IDs with noaging data. Passwords
expire only when aging data arepresent; oth­
erwise, apassword may beused indefinitely.
Apassword thatisretained for long periods
increases thechances for anintruder tocrack
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it and gain access to thesystem.
• Login IDs with old passwords. An old pass­

word is one thathasbeenexpired for more
than some predefined period oftime. It may
indicate anabandoned login ID. Such IDs
provide a convenient means for anintruder
to attack a system without being detected.

• Login IDs having passwords thatare deriva­
ble from information stored inother fields in
the password file. Password guessing pro­
grams have beenwritten thatuse data
gathered from the information ina user's
entryinthe password file.

• Login IDs having passwords thatare com­
mon male or female firstnames. The useof
such passwords lets intruders breach sys­
temsmerely through brute force (for
example, by trying every common male and
female name as a password for each login ID
inthe password file).

Many attacks ona system are started
by anoutsider who gains access to the system
through aninsecure login ID or a userwho
gains more privileges through another user's
login ID. Since login IDs and passwords are the
primary defense mechanism inthe UNIX sys­
tem, checking them is animportant partof
good system administration. With Quest, the
checking can be done automatically.

Insecure Flies and Directories. Once some­
one hasaccess to a system (either by virtue of
being a user onthe system or getting on
through aninsecure login ID), he or shecan
attempt to compromise the system by getting
more passwords, stealing information, and
damaging the system. Protecting write permis­
sion onsystem files and directories is a key
stepinpreventing such actions from occurring,
since aninsecure file or directory permits arbi­
trarychanges. 3

Quest checks all system files and
directories and identifies any thathave insecure
write permissions. These are defined as files
and directories thatare writable by someone



other than root (thesupervisor), root's
group, or a predefined listofusers andgroups
that are equivalent to root, inthe sense that
anyone who cangain access to the user or
group ill caneventually become root.

Examples offiles and directories that
Quest will identify as "insecure" appear in
Panell. In Example 1, the routine /bin/who
is writable by"other," which means that every­
onecanoverwrite the system's whoroutine
with hisor her own executable routine (or sim­
ply, "executable"), which is likely to be runby
innocent users. An intruder can take advantage
of this in the following way: The intruder
replaces /bin/who with hisor her own ver­
sion of who. Thisversion creates a file that,
when executed, runsas if the owner ofthe file
were executing it. (Such a file is lmown as a
setuid file.)' When a user executes who to
determine who is onthe system, the bogus
who routine creates a setuid file owned by the
user andexecutable bythe intruder. The
intruder canthenexecute this fileand imper­
sonate the user.

Example 2 shows a directory with
insecure writepermissions. Auser who has
write permission to a directory can add and
delete files from the directory, even though

the user may nothave writeaccess to files
inthe directory. In this example, fete is
writable by "other," which means thatevery­
one candelete any file inthe directory (such
as /ete/passwd) and replace it with his
or her own version ofthat file. In this case,
/ete/passwd canbe replaced with a new
password file containing anentry with nopass­
word and a user ill of0, which is a superuser's
ill. The intruder canthenlog onto the system
as a superuser without typing a password.

Example 3 shows a setuid file with
insecure writepermissions. In this example,
/bin/mkdir is setuid to root (owner of
the file) and writable by "other." This means
that everyone can overwrite /bin/mkdir
with hisor her own executable and runit (as
root) to assistinanattempt to compromise
the system. An example ofsuchanattack
would have an intruder copying /bin/sh into
/bin/mkdir and executing mkdir to
become root.

Ascanbe seen from the examples,
write permissions onsystem files and directo­
riesare critical andmustbe checked regularly.
With Quest, thischecking can be done periodi­
cally and easily.

Unauthorized su(1) Usage. The"sulog"

AT&T TECHNICAL JOURNAL •MAY~UNE 1988

67



.profile thatis writable byeveryone per­
mits intruders to plant Trojan horses init.

- urn ask. TheUNIX operating system allows
usersto specify a default creation mode for
theirfiles and directories. This feature is
called the urnask. Quest checks users'
urnask settings to determine ifthey are
secure, since anintruder can take advantage
ofaninsecure file as previously shown. An
example ofaninsecure urnask is 000,
which creates files with the following
permissions:

If a user does notmanually change permis­
sions offiles and directories aftercreation,
theabove urnask will give everyone the
ability to read, write, and execute all files in
the user's directories. This would let an
intruder plant Trojan horses, stealinforma­
tion, modify proprietary data, and soforth.

- PATH. Quest checks permissions ofthe
directories listed inusers' paths. Some
users' PATHvariables contain theirown
directories or their current directory before
the common system bins (usually /bin and
/usr/bin). If the directory is writable,
this gives someone anopportunity to plant a
Trojan horse.

Unprivileged usersalso must do their
part to maintain the integrity oftheirsystems.
They can either help keep a system secure or
help anintruder compromise it. Therefore, it is
essential that the system administrator periodi­
cally check users' .profiles, PATHs, and
urnask settings and notify them ita problem is
detected-actions that can be done easily and
automatically with Quest. .

NeedsMet byQuest.All the above-men- .
tioned security issues deal with oversights that
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file contains a log ofuserswho execute the
s u ( ],) command. Quest provides a tool to
monitor this file. It is helpful inidentifying
users who are trying unsuccessfully to gain
access to another user's login ill (including
root's) and users who have successfully
gained unauthorized access to root's login.
Monitoring this log may help identify unauthor­
ized attempts to gain privileged access to the
system.

Trojan Horses. Planting Trojan horses is
aneffective way to gain passwords and privi­
leged access." ATrojan horse is a piece ofcode
thatdoes some malicious activity, which the
victim is usually unaware of, inaddition to its
regular function. It is planted ina directory
where it willbe executed instead ofthe
intended program, either replacing the
intended program or occurring before the
intended program inthe user's PATH. When
the user tries to execute the intended program,
the Trojan horse program is executed instead.

Examples ofTrojan horses are:
- The modified who command inExample 1

inPanell
- A log in command thatnotonly logs inthe

victim butsends the login ill and password
to the intruder as well

- An s u command thatmails the password
typed by the user to the intruder.

Quest identifies all executables that
reside inusers' directories and have the same
names as the system commands. This gives
the system administrator a good start inidenti­
fying and correcting potential problems.

User.proflle, umask,and PATH. In addition
to checking items that the system administra­
tor controls (such as permissions ofsystem
files and routines), Quest also checks the fol­
lowing items the unprivileged usercontrols:"
- The. profile. Quest checks users'

.profiles and identifies any thathave
insecure write permissions, since a
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non-executable file:
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allow a system to be compromised. Unauthor­
ized persons can take advantage ofsuch
oversights to gain access to a system, steal
information, damage system files, and remain
ona system undetected. By running Quest ona
regular basis, system administrators can cor­
rect many ofthese problems ontheirsystems
and thereby keep outintruders. Before Quest
can be usedto its full potential, however, some
concerns must be addressed.

Current Work
The transformation ofQuest during

the last two years from anexperimental proto­
type to a releasable package was shaped by a
set ofdesign rules thatincluded modularity,
portability, and speed. As feedback from Quest
usershasstartedto accumulate and the pack­
age hasgained wider acceptance, issues
concerning greaterflexibility, user friendliness,
and functionality have beenraised. Each new
Quest release attempted to address the prob­
lems thatwere most urgent at the time.
Currently, because Quest is widely used
throughout AT&T and onmany types ofUNIX
systems, the directions for improvement
described inthe next few sections have become
dominant.

Wading through the Output. Quest compo­
nents, especially onlarge machines, can
produce reports ofintimidating size. This
decreases the chance thatthe system adminis-

. tratorwill fmd a serious problem amid
relatively harmless warnings. Thedifficulty can
be alleviated in two ways. Quest can make a
judgment onthe severity ofeach warning, thus
giving the administrator a chance to review the
most serious problems first. For example, an
insecure file residing ina secure directory is,
typically, a lesssevere problem than one resid­
ing inaninsecure directory; a user's urnask of
000 is more ofa threat than a urnask of664; a
user's .profile that is writable by everyone

deserves more attention than a .pro f i 1e
that is merely readable by everyone; a setuid
root file writable by everyone should arouse
greaterconcern than a setuid uucp file writa­
ble by user bin.

Another approach, which can be used
inparallel with the firstone, involves greater
emphasis onand customization ofthe exclusion
files used byQuest (e.g., making publicly writ­
able directories exempt from inspection by the
component thatchecks write permissions).

FileSystem Consistency. Several concerns
thatQuest must deal with revolve around the
issue ofUNIX file system consistency. These
concerns are:
• Robustness inthe face offile system corrup­

tion. This means thatQuest must handle
gracefully any contingencies arising during
traversal, such as loops inthe file system or
directories with noparent (..) entry.

• Thoroughness ofsecurity checks. Quest was
designed with the assumption thatthe file
system is free ofproblems targeted by the
file system-consistency-maintenance tools
fsck(lM) and ncheck(lM). Problems
notreported by these commands (e.g., a ..
link thatdoes not point to the actual parent
directory) should be diagnosed.

• Need for speed. Quest must be able to ser­
vice UNIX system mainframes with multiple
file systems. Currently, it requires many
hours to runonlarge machines.

An approach thatsolves the first two
concerns involves using a more thorough tree
traversal. Unfortunately, thatapproach clashes
with the need to solve the third concern. The
approach currently being taken involves check­
ing the internal representations ofthe
directories onthe device (i.e., the inodes) as
well as the blocks containing thedirectories.
This avoids the need to open and close each
directory and issue a system call for each file in
the directory, and thus consumes less time. In
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addition, a more thorough audit is performed
because the file consistency problems listed
above are handled.

Additional Features. Additional areas
requiring improvement include the needto
provide an interface to make Quest more user­
friendly, a component that will confirm the
correctinstallation ofsystem security improve­
ments, a component to cross-check system
logs, anda component to check network logs
and associated files.

Comparison with Other Tools
The increase inUNIX system security

awareness ledto the emergence ofseveral
other security auditing packages developed
independently within AT&T. Among the most
notable are:
- UXA
- AlertJInform
- Sfind.

Quest, UXA, and AlertJInform adopt a
largely similar approach butdiffer mainly in
scope, withQuest having the edge as the most
widely usedandfunctionally comprehensive
package. Sfind concentrates mainly onlocating
file system inconsistencies and detecting
setuid/setgid files.

All these tools are largely similar and
are effective inlowering the riskofintrusions.
However, theyall suffer from a common short­
coming, described inthe nextsection.

Future Work
For all the help that Quest canprovide

inidentifying security problems, it has some
room forgrowth. The possibilities are dictated
by:
- Its nature as a preventive and auditing tool.

While Quest will identify some suspicious
records andfiles resulting from a (possibly
successful) intrusion attempt, it will notbe
much help in stopping a break-in already in
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progress. To doso would require anon-line
intrusion-detection system. 6 Asystem of
that sort could make use ofthe rules for
acquiring knowledge ofthe expected user
behavior, rules forwhatto consider a threat­
ening deviation from normal behavior
profiles, and finally, records ofuser activity
known as "user profiles."

- The scope ofsystem log files. The UNIX
system collects system activity records, but
sucha collection arrangement hasnotbeen
usedfor security purposes. 7 Accounting is
the main purpose ofmostUNIX System V
user and process activity collection. Records
ofaccess to system objects (files, devices,
etc.) that would allow the identification of
unauthorized or denied access are lacking.

Thisimplies that forgreatereffective­
nessindealing withboth intrusion prevention
and detection, a package suchas Quest should
be combined withan on-line intrusion-detection
system making use ofuser activity records.

Summary
Quest is a software package developed

to help system administrators detectproblems
caused byimproper use ofthe built-in security
features provided bythe UNIX operating sys­
tem. It has the potential to become the
security audit tool forAT&T butneeds some
enhancements. In the meantime, Quest can be
usedwith other tools anda set ofsystem
administration security guidelines to help keep
systems more secure.

Quest is currently usedonapproxi­
mately 600 machines at various AT&T
locations. It is still under development, with
emphasis onincorporating features from the
otherexisting AT&T security tools. The
release under development will provide a com­
ponent that checks for file system
inconsistencies, make components tolerant of
file system anomalies, assign severity cate-



gories to Quest warnings, and provide a user
interface for Quest.
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