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Computer security standards are needed to reduce the
cost of security products and to allow for interoperabil-
ity and evaluation. Several national and international
groups are trying to standardize approaches to informa-
tion security for certain applications. This paper
describes and compares three types of standards activi-
ties: United States government standards, financial
standards, and standards developed for the Interna-
tional Standards Organization Open Systems
Interconnection Basic Reference Model.

Introduction .

Information security protects against the unauthorized disclo-
sure or modification of data stored in or transmitted by an automated
processor, but it does not address the inadvertent acts of authorized
users (e.g., user mistakes). (See Table I for a list of security defini-
tions.) Discussions of physical and procedural security are beyond the
scope of this paper.

Security standards provide a common measure for evaluation
so that users do not have to perform independent security assessments.
In the future, the security of products may be tested by the govern-
ment. In such a situation, users could assume security was appropriate
if their work conformed to a government standard. Security testing of
this sort might be comparable to safety testing currently performed on
food, drugs, and other products.!

Standards also allow for compatibility among vendors’ prod-
ucts. Compatibility serves as a convenience to customers and increases
competition, which eventually lowers the cost of products. Unless
security is inexpensive and convenient, it will be used only for very sen-
sitive applications, and many applications will remain unprotected.

Standards for information security are not easy to establish, even
within the limited areas described in this paper. User requirements are
diverse; in fact, one user’s requirements may conflict with another’s.

This article surveys some of the major security standards
activities. Security requirements are included in many different stan-
dards, so this article does not attempt to provide an exhaustive list of all
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Table 1. Security Definitions

Term Definition Caveats Example
Disclosure Allowing some entity to derive the Passive wire-tap
meaning of data.
Modification Alteration of data. It is not necessary Active wire-tap
to read data to
alter it. Protection
against modification,
beyond detection, is
usually not possible
because it is rarely
possible to keep someone
from cutting the
transmission medium,
or inserting enough
noise to alter data.
Message Prevention against unauthorized Sequencing
integrity modification of a message. or message
authentication
codes.
Confidentiality Prevention of information Encryption
disclosure to unauthorized
parties.
Multilevel Allows data with different Applicability UNIX® System
security sensitivity levels to exist to commercial V/MLS*
simultaneously on the same market
computer and allows access by users questionable.
with different security clearances.
Mandatory Restricts users and data See Bell and
access flow based on the clearance LaPadulat
control of the user and
sensitivity level of the data.
Discretionary Allows users to give Access
access access to other users independent control -
control of the receiving user’s attributes. lists

*See paper by Flink and Weiss, pp. 53-64 in this issue of the AT&T Technical Journal.

1D. E. Bell and L. J. LaPadula, Secure Computer Systems: Unified Exposition and Multics Interpretation, MTR-2997, Revision 1, MITRE Corporation,

Bedford, Massachusetts, March 1976.
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| Panel 1. Acronyms in This Paper

[ ANSI American National Standards Institute
CCITT International Telegraph and Telephone
Consultative Committee
COMSEC communication security
| DES Data Encryption Standard
| DoD U.S. Department of Defense
‘ ECMA European Computer Manufacturers
Association
‘ FIPS Federal Information Processing
Standards
‘ GOSIP Government OSI Profile
GSA General Services Administration
| 1SO International Standards Organization
[ KMC key management center
NBS National Bureau of Standards
NCSC National Computer Security Center
NSA National Security Agency
| OSI open systems interconnection
PIN personal identification number
| SDNS Secure Data Network System
| P Technical Committee

standards activities involving security.

The United States government has either per-
formed or funded much of the security research in the
U.S. This research is described in the first section of this
paper. As the demand for security reached the private sec-
tor, there was a need for other security standards. The
American National Standards Institute (ANSI), the Inter-
national Standards Organization (ISO), and the
International Telegraph and Telephone Consultative Com-
mittee (CCITT) have initiated several security-related
projects. (See Panel 1 for a list of acronyms used in this
paper.) We also describe the security-related activities for
the financial community, the first large commercial secur-
ity market.

Another effort to develop security standards
stemmed from work on ISO’s Open Systems Interconnec-
tion (OSI) Basic Reference Model.2 A set of security
services and mechanisms conforming to this reference
model has been defined and is described in the third sec-
tion of this paper. Finally, we compare and contrast the
different standards efforts.

U.S. Government
The government has at least three organizations
that sponsor security standards. The U.S. Department of

Defense (DoD) publishes DoD standards, the Department
of Commerce produces Federal Information Processing
Standards (FIPS), and finally, the General Services Admin-
istration produces federal standards. A description of the
standards process for each organization will be briefly
described, and some standards from each of the organiza-
tions introduced.
Department of Defense Standards. The DoD sponsors
both DoD standards and military standards. The Depart-
ment’s National Computer Security Center (NCSC) has
produced many publications, some of which have become
standards. Projects such as the Secure Data Network Sys-
tem and Government Open Systems Interconnect Profile
are expected to produce standards in the next few years.
National Computer Security Center. In 1978, the
National Bureau of Standards (NBS) held a workshop to
discuss the auditing and evaluation of computer security.
Following this lead, the Office of the Secretary of Defense
assigned certain computer security responsibilities to the
National Security Agency (NSA). In June 1981, the DoD
Computer Security Center began operation. The success
of the Center-and the need to transfer security information
to the commercial sector resulted in the expansion of the
DoD Computer Security Center to the National Computer
Security Center.
One of NCSC’s missions is “to develop and pro-
mulgate uniform computer security criteria and
standards.” The NCSC distributes the following publica-
tions dealing with information security:
= Orange Book—A DoD standard for evaluating stand-
alone computers for security; it outlines several differ-
ent levels of secure computers as shown in Figure 1.4

= Yellow Book—A guideline that states the environments
(“the external circumstances, conditions, and objects
that affect the development, operation, and maintenance
of a system”) in which each Orange Book class offers
adequate protection. 5

= Red Book—An NCSC standard for interpreting and
applying the Orange Book requirements to the evalua-
tion of networks. 6

= (reen Book—A guideline that provides suggestions for
the initialization, administration, and maintenance of
password systems.”’
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Traditional D

:

Least Secure

Figure 1. Orange Book ratings for computer security range
from D to A1, with Al being the most secure. Ratings of B1
and above include muitilevel security.“_

Documents on database security and audit guide-
lines, as well as information security tutorials, will be
available soon.

Secure data network system. The Secure Data Net-
work System (SDNS) is a program sponsored by the
National Security Agency to develop standards for secure
data networks. The program integrates security features
into ISO’s Open Systems Interconnection (OSI) Basic Ref-
erence Model? and OSI communications protocols. The
program will issue standards that may then be used by
vendors involved in NSA’s Commercial COMSEC Endorse-
ment Program. (COMSEC stands for communication
security.) It is too early in the development cycle to deter-
mine whether the protocols will become DoD standards.
For more details, see the article by Karp, Barker, and Nel--
son elsewhere in this issue of the AT&T Technical Journal.®

Government 0Si profile. The Government Open Sys-
tems Interconnection Profile (GOSIP)? is the DoD’s
specification for implementation of protocols conforming to
the OSI Basic Reference Model.2% GOSIP specifies a par-
ticular selection of possible protocols at each layer as well
as the options needed for conformance. It also has a sec-
tion devoted to security concerns.

Federal Information Processing Standards. The Federal
Information Processing Standards are published by the
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Table Il. ANSI Financial Security Standards*

Number Type of Standard Status  Date

X9.8 PINt Management Published 1982
and Security

X9.9 Financial Institution Published 1986

Message Authentication

X9.17 Financial Institution
Key Management (Wholesale)

Published 1985

X9.19 Financial Institution Retail Published 1986

Message Authentication

X9.23 Encryption Of Wholesale Draft —
Financial Messages

X9.24 Financial Services Retail Draft —
Key Management '

X9.26 Access Security for Wholesale  Draft —

Financial Systems

*Defined by the American National Standards Institute Group X9.
1PIN = Personal identification number.

National Bureau of Standards. The FIPS are written by
NBS with input from other areas of the government and
from the private sector. When ready for distribution, they
are sent to each government agency and published in the
Federal Register. After soliciting comments, the head of the
NBS sends the standard, with NBS’s recommendation, to
the U.S. Secretary of Commerce, who then either signs or
rejects the standard. An example of a FIPS security stan-
dard is the Data Encryption Standard (DES). 1

Federal Standards. Federal standards are published
by the General Services Administration (GSA); however,

- the GSA has delegated responsibility for producing and

coordinating communication standards to the National
Communication System.'? An example of a federal stan-
dard is Federal Standard 1027, regarding the use of the
Data Encryption Standard in telecommunication
equipment. 13
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Financial Standards

The financial community, perhaps, the largest
security-conscious commercial entity, has devoted exten-
sive resources to information security. The financial
community, as referred to in this paper, is concerned with
the secure electronic transfer of money or securities.
Although banks and institutional traders are the most
highly visible part of this community, there are others.
Some large corporations have begun to order and pay for
products and services electronically. As more money and

“assets are transmitted electronically, the potential for com-
puter crime increases. And thus, security procedures
become more important.

To address the need for security, the financial
community is currently developing many security stan-
dards. Table II contains some of the standards and work
items of the American National Standards Institute. The
ANSI groups responsible for financial security are Ameri-
can Standard Committees (ASC) X9 and X12. ASC X9
develops financial services standards; ASC X12 develops
standards for business transactions. These committees
have met jointly and are now working together to develop
security standards for these transfers. International
responsibility for financial security standards is distributed
between ISO Technical Committee (TC) 68 and Technical
Committee 154.

The following are the areas of concern to the
financial community:

1. Message Integrity. Financial standards use a crypto-
graphic checksum, or message authentication code, to
provide this service. The ANSI X9.9-1986 and ISO
8730 standards define the process.

2. Confidentiality. The financial community uses the Data

Figure 2. Symmetric
i key algorithm. Encryp-

of the secret key can
decrypt the Informa-

| tion and decryption tion. Key management

| algorithms use a Is used to distribute
secret key. Only enti- secret keys to author-
ties with knowledge ized parties.

Data |
Decryption |

Encryption Algorithm (DEA X3.92-1981), which is
equivalent to the Data Encryption Standard, to protect
data.! Financial institutions use encryption to protect
personal identification numbers (PINs) (ANSI X9.8-
1982) and messages (ANSI X9.23-Draft).

3. Access Security—There is currently an effort in ANSI
X9E.9 to develop a standard (ANSI X9.26-Draft) to
protect computer sign-on information, such as
passwords.

4. Key management—Key management is an essential ele-
ment of any system that relies on cryptography. Figure
2 shows a typical encryption/decryption process and the
relationship of key management. The financial commu-
nity relies on a key management center (KMC) to
distribute keys to subscribers that have a need to com-
municate. The center is able to audit and assign Liability
based on a subscriber’s knowledge of the key. A sub-
scriber constitutes any entity that relies on the KMC to
provide keys for communication. This is a necessary
feature for the financial community. Communication
among key management centers is being studied so that
subscribers of different centers can communicate
securely.

The financial area is also working on the protec-
tion of financial transaction cards, cryptographic service
messages, and efforts to secure business transactions.

OSl-Related Standards

The potential disclosure of trade secrets and cor-
porate plans or finances, as well as deliberate sabotage of
projects by hackers or corporate spies, is the catalyst for
security among general business customers. Computers
and communication facilities must prevent unauthorized
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personnel from using or damaging the services provided.
Because all valid users do not necessarily share the same
privileges, some type of access control policy is usually
required. In addition, the confidentiality and integrity of
user data must often be ensured.

There is significant international activity to
standardize security. The recent expansion of interna-
tional communication has hastened the development of
international standards for information movement and
management. The following section outlines some of the
developing work on international information security for
the OSI Basic Reference Model. ANSI efforts corre-
sponding to this work are primarily performed in ANSI
X3, but the discussion of the ISO work encompasses
most of the work done in ANSI X3.

1s0. The OSI Basic Reference Model has been
accepted internationally as the data communication stan-
dard. The model separates communication services into
seven layers (shown in Figure 3) and defines the interfaces
between layers. By standardizing these interfaces, vendors
can offer products that are compatible with those of other
vendors. This should allow more competition and enhance
maintenance of the communication entities.

Part 2 of the OSI Basic Reference Model (devel-
oped by Joint Technical Committee 1) operates under the
same concept of layering that the Basic Reference Model
uses, and thus includes security while maintaining the
advantages of interoperability.1° (Both ISO 7498 and ISO
7498-2 define the model, not the protocols. As such, they
lay the foundation for interoperability, but do not define
what is necessary to provide it.) Part 2 distinguishes secur-
ity services (e.g., confidentiality) from the mechanisms
(e.g., encryption) that provide services. This is a useful

abstraction because it allows the communicating entity to

request a service and not be involved with its implementa-
tion. The services described by ISO 7498-2 are shown in
Table III. As noted earlier, more recent DoD standards
adhere to the OSI framework and use the abstractions pre-
sented in ISO 7498-2.

ISO 7498-2 allows placement of some services at
most layers of the OSI model; however, the services have
different implications at different layers. For example,
authentication at Layer 7 (the Application layer) refers to
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Security
services

Figure 3. The 0S| Basic Reference Model defines interfaces
between layers to allow interoperability.? Some services can
be placed at multiple levels; however, their effect changes
depending on placement.

user or process authentication, while at Layer 3 (the Net-
work layer), it may provide host authentication. In addition
to developing ISO 7498-2, Joint Technical Committee 1 is
defining frameworks for certain security services, includ-
ing authentication, access control, nonrepudiation, security
audit,*® and integrity. Security management is also being
addressed.

With these frameworks for security services, a
set of models will be defined. The models will provide a
method for gathering the security services into a bundled
service within a layer. For example, a transaction system
might require authentication and audit, but no other ser-

- vices. The bundle would be the combination of

authentication and audit. The provisioning of a security
service often affects the strength of other security ser-
vices. That is, the accuracy of the audit might be
dependent on the integrity of certain fields within the mes-



Table Ill. ISO 7498-2 Security Services*

Service Description
Peer entity authentication Confirms identity of entities
Data origin authentication Corroborates source of data

Prevents unauthorized use of
resources accessible via OSIT

Access control

Protects all user data on a con-
nection from disclosure

Connection confidentiality

Connectionless confidentiality | Protects data within an SDUtt

from disclosure
Selective field Protects selected fields within an
confidentiality SDU or within a connection from
) disclosure
Connection integrity Detects modification, insertion,
deletion, or replay of data within
a sequence
Selective field Detects modification, insertion,
connection integrity deletion, or replay within a field
over a connection
Connectionless integrity Provides integrity within a single
: SDU
Selective field Provides integrity within selec-

connectionless integrity tive fields within a single SDU

Nonrepudiation Proves delivery or origin to a

third party

*Source: “Information Processing Systems-OSI Reference Model-Part 2:

Security Architecture,” International Standards Organization, Publication No. 7498, Part 2
(to appear).

t0SI = Open Systems Interconnection.

11SDU = Service data unit.

sage. These models draw on the information in the
frameworks to provide security within the dictates of the
security architecture. '’

A joint effort between ISO and CCITT has pro-
duced an authentication service contained in directories.
Directories are used to store addresses and information
for services such as electronic mail. Such a directory can
store information and serve as the repository for authen-
tication information.?® The framework allows the
directories to provide authentication capabilities. It
describes password as well as cryptographic authentica-
tion. Joint Technical Committee 1 has other mechanisms
to place security at the lower OSI layers, including the
use of encryption at Layer 3 (the Network layer) and
Layer 4 (the Transport layer), and authentication within
the network. ‘

Most of the standards in this section are also
available as CCITT standards; however, ISO documents
are listed here for simplicity.

European Computer Manufacturers Assoclation. The
ECMA, which draws its membership from European com-
puter manufacturers, often submits standards to ISO. A
group within ECMA (Technical Committee 32/Task Group
9) is defining an application-layer structure for security in
open systems. 1°

Their work assumes that end users are in control
of entities that communicate via application service elements
(ASE). An ASE is part of an application entity that pro-
vides an OSI environment capability using underlying
services where appropriate.’® Examples are a file server
and a print spooler. The group is concerned with secure
communications between these entities—particularly in a
distributed environment. The structure they have devel-
oped divides these communications into elements called
“facilities,” each of which has a role to play in providing
total security. Combinations of facilities form a secure sys-
tem. (This is similar in approach to the models referred to
in the ISO work above.)

Comparing Standards

The preceding overview of standards activities
shows that there are many different independent standards
efforts. In comparing standards, it is useful to separate the
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Figure 4. With multi-
level security, a user
can only read files
whose sensitivity is
less than or equal to
the user's clearance.

The flow of Informa-
tion between flles is
either across the
same level or upward
to a higher level, but
never downward.

comparison into two parts:
= Differences in security standards based on functionality

= Differences in standards based on the degree of

security needed.

Top Secret

Secret

Confidential

Unclassified

Functionality. While both the DoD and the OSI
security standards place security services at multiple lay-
ers within the OSI Basic Reference Model, financial
standards place their services primarily at Layer 7 (the
Application layer). A Convener’s Guide for Technical Com-
mittee 68 states that “no reliance on security features
below Layer 7 shall be allowed in TC 68 standards.”?
Thus, financial security standards can not prevent certain
attacks, such as traffic flow analysis and some types of

denial of service.

DoD data have marking requirements. Marking is
usually a label that represents the sensitivity of data or
some type of handling restriction. Strict electronic safe-

guards must be used to control the distribution and

storage of data based on markings. Some marking require-
ments exist for paper documents within the commercial
sector; however, most corporate policies do not require
markings for electronic data. _
Muitilevel security can handle data with different
sensitivity levels on the same computer and simultaneously
permit access by users with different security clear-
ances.*1° Several different models govern information flow
on these computers; however, multilevel security as
described here is based on the DoD version of multilevel
security. Multilevel security provides one method of con-
trolling access based on labels. As shown in Figure 4,
multilevel security (1) assigns sensitivity levels for data
objects (such as files) and (2) assigns clearances for active
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Secret User

entities (such as users). The flow of information is either
across the same level or upward to a higher level, but
never downward.

DoD standards rely on multilevel security; no
commercial security standards have this type of access and
flow constraint. Some have suggested using labels such as
Droprietary to help provide commercial multilevel security;
however, no widespread rules govern the distribution of
this information. One does not have to be a member of a
company to have access to that company’s proprietary infor-
mation. It is possible to have nondisclosure agreements, or
any number of other exemptions. In the DoD, to access
data marked as secret, one must be cleared at least to that
level. In order to implement multilevel security, it must be
possible to state concisely the rules that apply. This is
practical in the DoD because of a well-defined rule base;
however, it is currently impractical for commercial
applications.

The DoD also uses mandatory and discretionary
access control. (See Table I for definitions of these terms;
for a more formal definition, see the Orange Book.*) The
ECMA Technical Committee 32, Task Group 9 considers
the DoD policy of mandatory and discretionary access
control an oversimplification of the problem. The group
does consider the separation of trusted code from
untrusted code a useful and necessary abstraction.?® The
reference to trusted code includes the concept of defin-
ing a trusted computing base that mediates all security
access and contains the part of the operating system that
enforces security policy.+*2! It is unclear whether the
ECMA’s endorsement extends to the idea of trusted
functionality, a process that is assumed to function cor-




rectly with respect to some criteria. #1°

Since the NCSC was created, there has been con-
tinuing debate about the applicability of its work to the
general computer security problem. The DoD position is
clearly stated:

. . . prevention of unauthorized access Is the primary
need. Others in the private sector, however, contend
that far greater attention must be paid to the potential
for system misuse by persons who already possess
authorization.’

The applicability of multilevel security continues
to be a popular subject for papers. The Proceedings of the
1987 IEEE Symposium on Security and Privacy as well as
the Proceedings of the 10th National Computer Security Con-
" ference both contain articles questioning multilevel
security. 22 _

Degree of Security Provided. Commercial and DoD
communities require encryption algorithms for confiden-
tiality and message integrity. The choice of an algorithm
for DoD applications versus commercial applications has
been the subject of many heated debates. The DoD gener-
ally prefers secret algorithms because secrecy adds
another barrier to breaking algorithms. The commercial
sector (and some government bodies) prefer a published
algorithm to permit international communication. The DoD
also prefers to have many different algorithms, so that a
limited amount of data is at risk if one is broken. The com-
mercial sector prefers only one encryption algorithm to
allow interoperability among vendors.

Computer logging requirements are necessary in
the DoD, but the events audited, as well as the purpose of
the audit, are different from those of the commercial sec-
tor. A computer audit is the logging of events into a system
log file for later review. Computer audit requirements in
the DoD are primarily intended to detect disclosure,
whereas computer audit requirements of the financial com-
munity are intended to help assign liability.

Almost all communities require some type of con-
fidentiality and some type of message integrity. However, -
communities differ in the strength of the mechanisms that
they employ. For example, in some communities, a simple,
cyclic redundancy check might be enough to protect
against modification. In others, a cryptographic check

function is needed. The DoD considers confidentiality
more important than integrity because the release of infor-
mation poses the greater threat. (There are exceptions,
such as certain tactical environments, in which integrity is
more important than confidentiality.) Commercial applica-
tions generally view integrity as equal to or more
important than confidentiality.

A different underlying philosophy can also be
noted between the DoD and commercial applications. The
commercial sector applies a cost/benefit analysis to secur-
ity. If the cost associated with losing the information is less
than the cost of insuring it or protecting it, then accepting
the potential loss would be a prudent business decision. To
the DoD, information is often critical to national defense,
s0 a cost/benefit analysis may not be meaningful.

Proving the authenticity of users is a ubiquitous
security problem. Once again, the strength of the mecha-
nism lies in the different needs of the application. User
authentication verifies the identity of the user. A password
verifies the identity of the user because no other user
should be able to guess the secret password. In the retail
financial communities, a 6-digit personal identification num-
ber (PIN) can be used. Cryptographic authentication is
required for some DoD applications.

Conclusion

This paper has reviewed some of the major stan-
dards activities in information security. There are
numerous activities, and more effort should be spent coor-
dinating standards in different areas. Some coordination is
occurring as government and ANSI groups attempt to
make standards compatible with ISO. The concerns of ISO
7498-2 have been incorporated into DoD standards, includ-
ing Part 2 of the Red Book and SDNS.* Also, Appendix A of
the Red Book allows the division of the network policy into
components, each of which supports the overall policy.
This is similar to the concept that the ECMA has proposed
in the division of the facilities.

There is a considerable need for security stan-
dards. Standards can reduce the cost of security products,
aid interoperability, and give a meaningful evaluation of
quality. At the same time, the underlying needs of users
must not be ignored in establishing similar standards. It is
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questionable whether multilevel security will ever be appli-
cable to commercial communities because these groups
lack the underlying classification systems and policies. Dif-
ferent communities have different needs and philosophies
about security that must be considered when developmg
standards.
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