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This paper studies the four basic types of algorithm that,
over the last 10 years, have been developed for the
automated verification of the logical consistency of data
communication protocols. The algorithms are compared
on memory usage, CPU time requirements, and the
quality of the search for errors. It is shown that the best
algorithm, according to above criteria, can be improved
further in a significant way, by avoiding a known perfor-
mance bottleneck. The algorithm derived in this manner
works in a fixed-size memory arena (it will never run out
of memory), it is up to 2 orders of magnitude faster than
the previous methods, and it has superior coverage of
the state space when analyzing large protocol systems.
The algorithm is the first for which the search efficiency
(the number of states analyzed per second) does not
depend on the size of the state space: there is no time
penalty for analyzing very large state spaces. The practi-
cality of the new algorithm has been tested in the
verification of portions of AT&T’s 5ESS® switch. The
models analyzed in these tests generated up to 250 mil-
lion composite system states, that could be analyzed
effectively in an hour’s worth of CPU time on a large
mainframe computer.

Introduction

The analysis of communication protocols by the exhaustive
inspection of reachable composite system states in a finite state
machine model is a relatively straightforward and well-understood pro-
cedure. It would seem that for an exhaustive analysis we have to
inspect at most a number of composite system states that is equal to
the Cartesian product of the number of states in each independently



Table |. Parameters

Symbol Description Typical value
M Bytes of memory available for the complete search 107 bytes
R Total number of reachable composite system states 10® states
S Bytes of memory required to store one state from R 10? bytes
L Average number of successor states per state in R 2 states
E Search efficiency: total CPU time required per state 102 seconds
D Average length of one acyclic execution sequence 10% states

executing entity of the protocol. Depending on the size
of the original system, this may or may not be prohibi-
tively expensive. There are, however, delicate trade-offs
to be made that give us a choice of algorithms that may
either inspect more or fewer system states than the limit
stated above. The trade-offs are between the coverage,
or the completeness, of the search and its CPU require-
ments in terms of run time and memory usage.

In the comparison of search algorithms the
parameters in Table I are used. The last column gives an
order of magnitude value for each parameter, assuming a
medium-size computer (e.g., a Digital Equipment Cor-
poration VAX®-750 computer) and a test protocol of a
realistic size. Times are given in seconds, sizes are in
bytes, and the length of an execution sequence is meas-
ured by the number of states through which it passes.

The values in Table I will be used for comparing
the performance of search algorithms under realistic
conditions. The value for M needs little justification: it is
determined by available hardware. The values for S, R, L
and D are conservative estimates based on measure-
ments of a range of different protocols.l:2 As one specific
example, in a verification of the IEEE 802.2 logical link
control protocol that we performed,? the parameter
values were: S = 150, R = 10°, L = 2.5, and D = 10°. The
value for F in Table I is an average based on measure-
ments of typical search algorithms, and matches the per-
formance of at least one generally available implementa-
tion of a traditional algorithm.* No better values for E
have been reported in the literature, though not infre-
quently inferior values are claimed to be improvements
over existing methods.>® In Table II we calculate the

cost of the basic operations in a traditional search algo-
rithm. That calculation also leads to the same value for E
given in Table I.

The evaluation of search algorithms that follows
is machine independent. Obviously, any algorithm will
run faster on a bigger machine and slower on a PC.
What we are interested in here is, however, the relative
performance. Therefore all algorithms are compared for
their performance on the same machine with one given
set of constraints.

The Problem

Figure 1 gives an overview of the protocol
verification problem. The original specification of a pro-
tocol is the result of design process and in its final form,
for instance, as presented in a standards document such
as Reference 3. The problem of verifying that an imple-
mentation of the protocol conforms to the original
specification is a separate area of research that is outside
the scope of this paper. The protocol verification prob-
lem considered here is the problem of verifying that the
original specification is itself logically consistent. If, for
instance, the specification has a design error, an imple-
mentation is expected to pass a conformance test if it con-
tains the same error. The conformance test should fail
only if implementation and specification differ. A
verification for the logical consistency of the protocol,
however, must reveal the design error.

To verify logical consistency, an extended finite
state machine (xFSM) model of the protocol is con-
structed. The model will generally specify a set of asyn-
chronous, communicating finite state machines. The

Table Il. Cost of State Space Maintenance (Seconds)

Operation Number of bytes Cost per byte  Typical value
Calculating the hash ) 106 10
Comparing states AxS/H 10°° 107
Inserting new states S 10 10
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Figure 1. Specification, implementation, and verification.

model can contain interaction primitives, such as send
and receive operations on finite message queues, or it
can leave it to the model builder to construct primitives
from simpler constructs. For the remainder of the paper
it is irrelevant which particular constructs are used. It is
important only that the model defines behavior in terms
of states and state transitions.

The individual behavior of one of a set of asyn-
chronous finite state machines in the model is defined by
a finite set of local machine states and local state transi-
tions. The local machine states will be called “process
states.” The system as a whole is defined, minimally, by
the composite of all individual process states and the
combination of all simultaneously enabled local state
transitions. We will use the term “state” as shorthand
for “composite system state” from here on. Where this
can cause confusion we will use the terms “process
state” or “system state.” Given an initial state for each
machine in the system, the sets of process states and
system states can be divided into two disjoint classes:
reachable states and unreachable states. Normally it is
required that the model not contain any unreachable pro-
cess states: they would correspond to unexecutable code
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in an implementation. Normally, also, the set of unreach-
able system states is several orders of magnitude larger
than the set of reachable system states. The set of
unreachable system states should include all error states.
The formal model can be subjected to an exhaus-
tive reachability analysis to determine which states are
reachable and which are not. Every reachable state, and
possibly every sequence of reachable states, can be
checked for a given set of correctness criteria (i.e., sys-
tem invariants). These criteria can be general safeness
conditions that must hold for any protocol, such as the
absence of deadlocks or buffer overruns, or they can be
protocol-specific liveness requirements such as the
proper working of a message retransmission discipline.
The task of building a finite state machine model
can be separated from the task of performing the actual
reachability analysis. In the effort to construct a tract-
able model we can exploit symmetries in the specifi-
cation, apply reduction rules, and projection methods.”
But once the FSM model has been constructed, the
reachability analysis task is always the same, and largely
independent of the formalism and methodology that was
used to derive the model. The reachability analysis task
is performed by the verification kernel from Figure 1. It
can be studied as a separate problem. This, then, is the
topic of this paper: the problem of designing the fastest
possible verification kernel for reachability analyses.

Search Algorithms

We define four basic types of search algorithms.
They are listed in decreasing order of memory usage.
For each algorithm a sample implementation is given in
pseudo-code. The first three algorithms require an ini-
tialization routine:

init ()

{

=

= { initial state };
A=1(1



The routine initializes two sets: a working set of system
states to be analyzed, called W, and a larger set of
analyzed states, called A. Set A is also referred to as the
“system state space.” Ideally, it will include all reachable
system states R when the algorithm terminates.

Type 1: Exhaustive Search. An unmodified exhaus-
tive search strategy, also called a perturbation analysis,
was one of the first methods tried for programming the
reachability analysis®? and is still in use.1%14 It attempts
to build the complete system state space containing all
reachable states R. If connectivity information also is
stored it can be used for the detection and analysis of
execution cycles.

type 1() /* exhaustive search */
{
while (W nonempty)
{ ¢ = element from W;
if (q is error state)
report_error();

else
{ for each successor state s of ¢
if (s is not in A or W)
add s to W;

}
delete q from W;
add q to A;
}
}

Practical bounds to specifically the amount of available
memory restrict the applicability of this type of search
algorithm. These bounds can be quantified as follows.
To make the comparison fair, it is assumed that no con-
nectivity information is stored (only an algorithm of Type
1 can truly use this information in analyses). To include
it in the formula below, replace every occurrence of S
with S + B x L, with B the number of bytes required to
store a link. Typically B = 4, the size of an address
pointer on our reference machine.

To complete a Type 1 algorithm we need S x R
bytes of memory, or

M=>SxR

The maximum number of states A that effectively can be
analyzed then is

M
As?

and this search will take

ExM

Tzs

seconds

For the values from Table I we have
A =10° states and T = 103 seconds

It is therefore reasonable to analyze small- to medium-
size protocols exhaustively with a Type 1 algorithm.
Larger models are more challenging. Specifically, if
A << R an algorithm of Type 1 cannot run to completion. 35
The machine will simply run out of memory. For a proto-
col of realistic size, then, the algorithm can perform only
a partial search, without, however, guaranteeing that the
most important parts of the protocol are inspected. This
observation leads to the next class of algorithms.
Type 2: Partial Search. A partial search stra-
tegy*1>16 tries to optimize the coverage of the search for
given constraints in memory usage and run time. Itis
based on the premise that in most cases of practical
interest A, the maximum number of states that can be
analyzed, is only a fraction of R, the total number of
reachable states. The partial search has the following
objectives:
= To analyze precisely A states, withA = M/S
= To select these A states from the complete set of
reachable states R in such a way that all major proto-
col functions are tested

= To select the A states in such a way that the probabil-
ity of finding any given error is better than the cover-
age A/R.

A Type 2 algorithm is almost the same as a Type 1 algo-

rithm, with one crucial difference: not all successor
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states for each state are analyzed.

type 2() /* partial search */
{
while (W nonempty)
{ ¢ = element from W;
if (q is error_state)
report_error();
else |
for some successor states s of q
if (s is not in A or W)
add s to W;
}
delete q from W;
add q to A;

The selection criterion for choosing states to be
analyzed controls the eventual size of set A and hence
the coverage of the search A/R. It also controls the
chance of finding errors. Possible selection criteria for
organizing the partial search are discussed below under
“Organizing a Type 2 Search.”

The time and space requirements of a Type 2
search are the same as the effective requirements of a
Type 1 search, but this time the fraction of the state
space that is searched is under user control.

Type 3: Stack Search. A stack search strategyl’:18
attempts to minimize memory usage while maintaining
full coverage of the state space, at the expense of run
time. This is necessarily a depth-first search method.
The state space consists of a single execution sequence
that is maintained on a stack. In the sample code below,
the stack is maintained in set W. Set A is not used.

type 3() /* stack search */
{ q = the last element in W
if (q is error state)
report error();
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else
{ for each successor state s of ¢
if (s is not in W)
{ add s to W;
type 3(); /* recursion */
delete s from W

The maximum amount of memory required
depends on the length of the longest acyclic execution
sequence D ... We can write the following expression:

M2SxDy and T2ExR’

The stack search guarantees an exhaustive search of all
system states. Not all execution cycles can be detected,
since connectivity information is restricted to a single
execution sequence. The algorithm may analyze more
states than the minimum required for an exhaustive
search, since it cannot tell whether or not a newly gen-
erated state in the current execution sequence was
encountered before in a previously analyzed sequence.
The number of effectively analyzed states is in the range

R<R <LP

With R, D, and L as defined in Table I. With the typical
values from Table I we have

Dy < %:105

a condition that is easily satisfied. However, we also
have

18 <R’ <10%®

and therefore



Table 1il. Comparison of Search Methods

Algorithm | Memory  Typical Value Time Typical Value Coverage Typical Value
Type 1 SxR 10" bytes ExR 105 seconds R 100%
Type 2 SxA 107 bytes ExA 10® seconds A/R 0.1%
Type 3 SxD 10° bytes ExLP >10° seconds —R —100%
Type 4 S 107 bytes oo ? >R ?

10% < T < 10?7 seconds

which means a run time of 10 days or more on our refer-
ence machine (10*24* 60 * 60 = 864,000 seconds).

Type 4: Memory-less Search. A memory-less search,
also called guided simulation or random walk,16:12
minimizes memory usage at the expense of run time.

type 4() /* memory-less search */
{ g = initial state;
while (q is not an error state)
{ select one successor state s of q
set q = s§;
}

report error();

The selection of the successor state can be ran-
dom, or biased towards the selection of states likely to
lead to error.!® Execution cycles cannot be automatically
detected or analyzed, but, in theory, coverage of all
reachable system states is guaranteed.

M>2S and T>ExR*
where
R*>>R

The memory requirements are easily satisfied. Using
Table I, we have

M > 102 bytes

However, since this search maintains no history of
states, the search cannot establish when an exhaustive
search has been completed. The algorithm must be run
infinitely long before 100% coverage could be concluded.

Comparison

Table III compares the characteristics of the four
search methods in three categories: memory, time, and
coverage (cf. Table I). If S and R are small, a Type 1
algorithm is obviously the best choice. It is by far the
most popular search algorithm in use today. If, on the
other hand, S approaches the size of M, the only feasible
algorithm is a Type 4 search. Colin West? reports that
even very large software systems can be analyzed suc-
cessfully with this search method.

For all other applications, algorithms of Types 1
and 4 must be disqualified: the first because of the
memory requirements and the second because of the
time requirements. When complete coverage is crucial
and the time requirements bearable, a Type 3 algorithm
may be feasible. In many cases, however, the time
requirements will be prohibitive and the best choice is a
Type 2 algorithm. It now becomes crucial to find the
proper search heuristics to balance memory usage
against coverage, and to make the chance of finding
errors substantially larger than the coverage suggests.
We will discuss such search disciplines below.

Organizing a Partial Search

One of the simplest methods to organize a partial
search is a random, or biased random, selection of suc-
cessor states, much like the random walk of the Type 4
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algorithm.1%% The bias can be a heuristic that favors
executions that are likely to reveal design errors fast.
Four such search disciplines are discussed below.

Biased Random Walk. West!%20 describes a Type 4
algorithm in which successor states are selected that
cause multiple messages to be simultaneously in transit:
transitions that correspond to send operations are given
priority over transitions that correspond to receive opera-
tions. This condition is likely to reveal subtle coordination
errors in protocol designs. It is interesting to note that
this heuristic is the opposite of the scatter search, dis-
cussed next, and most likely will reveal a different class of
design errors. The biased random walk was applied suc-
cessfully to the analysis of very large software systems.2

West notes that even in cases where the absolute
coverage of the search is extremely small, the quality of
the search can still be good, where “quality” can be
expressed as the fraction of the total number of design
errors that is found with this method.

Scatter Search. In a scatter search,! executions
are selected that lead closer to potential deadlock states.
One of the requisites of a deadlock state, for instance, is
that there are no messages pending (all channels are
empty). The algorithm therefore favors receive opera-
tions over send operations. The method was used to
implement a Type 2 analyzer called trace. The probabil-
ity of finding deadlocks in a protocol design with this
heuristic can indeed be better than the coverage of the
partial search would suggest. For instance, approxi-
mately 80 percent of the errors can be found in a search
with a coverage of 25 percent of the state space.!

Guided Search. In a guided search,® the bias is a
cost function that is dynamically evaluated for each suc-
cessor state. The cost function can be static, asin a
scatter search, a biased random walk, or a probabilistic
search, or it can change dynamically during the search.
This was first suggested as a method for guiding a Type
4 search, but it applies equally well to Type 2 searches.
As yet, however, too little is known about the types of
cost functions, or “guiding expressions,” that could
prove to be useful.
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Probabilistic Search

In a probabilistic Type 2 search,!® successor
states are explored in decreasing order of their probabil-
ity of occurrence. All transitions in the system are
labeled, minimally with a tag that gives them a “high” or
a “low” probability of occurrence, and these tags are
used as selection criteria.

There are some potential difficulties with this
search method. First, a realistic selection of the proba-
bility tags is very hard, and in some cases impossible.?!
A second problem is that most design errors are not
likely to be found in the probable execution sequences.
On the contrary, it can be argued that design errors are
most likely to hide in the part of a protocol that is least
likely to be validated: the executions with a low probabil-
ity of occurrence. The executions with high probability
of occurrence are usually well-understood, and easily
debugged with trial implementations. Finally, the proba-
bility tags are meant to resolve selections within
processes, but it is much harder to apply them for the
resolution of selections between processes. Note that in
a concurrent system every asynchronous process (i.e.,
xFSM) is equally likely to make transitions. Once a pro-
cess is selected to make the next transition the probabil-
ity tags apply, but it is unclear how they could be used at
each step in the reachability analysis to select the pro-
cess that makes the transition. This concurrency
between processes, however, is the main factor responsi-
ble for the state space explosion phenomenon.

An Assessment. The main problem with all partial
search methods is the difficulty of matching the size of
set A to the available space M/S. For any protocol, the
total number of reachable states R is hard to predict. It
is therefore very difficult to define A as a fraction of R
and still remain within the available arena M/S. If the
final size of set A is underestimated, the partial search
will again be truncated in a way that defeats the search
heuristics.

To solve this problem we can try to turn the
problem around: given M bytes of memory, how can we
organize the search to use precisely M bytes, no more
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and no less, and perform the largest search possible
within that arena. Supertrace? is the first method to
address this problem. It is interesting to note, though,
that the storage method used in supertrace was primarily
meant to reduce the run time requirements of the search
algorithm. An effective use of available memory is a wel-
come side effect.

The assessment that led to this new search stra-
tegy is based on the following observations. The stan-
dard way to maintain set A in a Type 1 or Type 2 algo-
rithm is by using a storage technique called “hashing”
(e.g., References 22 and 23). The hashing technique
allows us to quickly determine whether or not a new
state s is already a member of set A and can be dis-
carded, or is not yet in A and needs to be inserted. The
method is to use the contents of s to calculate a hash
value % (s), which is used as an index to a lookup table of
states. The table is organized as shown in Figure 2.

Assume that we have H slots in the hash table.
Hash function 4 (s) is defined such that it returns an arbi-
trary value in the range 0. . . H — 1. For the same state s
e A, h(s) will always return the same value. In the case

Figure 2. Hash table
lookup.

Linked list

39
we are studying, the hash table will have to accommo-
date a large number of states, which means A > H. The
hash function will then necessarily produce the same
hash value for on the average A/H different states. All
states that hash onto the same value are stored in a
linked list, that is accessible via the lookup table under
the calculated index (the hash value). On the average
then, when the table is full, each new state must be com-
pared to A/H other states, before it is either inserted into
the linked list, or discarded as redundant.

In a Type 1 or Type 2 algorithm, therefore, the
following three operations must be performed for a new
state:

1. Calculating a hash value

2. Comparing the new state against a subset of the previ-
ously analyzed states already in the hash list

3. Inserting the new state into a linked list.

Note carefully that these operations are not a
peculiarity of a specific implementation but fundamental
operations that are unavoidable in this type of search.
The use of the hash table is an optimization technique
that, in return for a small extra cost (1), avoids the worst
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case in (2) that would force us to compare each newly
generated state against all previously analyzed states
before it can be discarded or inserted.

Table II tabulates the minimal cost of each opera-
tion on our medium size reference machine. Calculating
a hash value, for instance, minimally requires an amount
of time that is linear in the number of bytes S in the state
description. For a VAX-750 computer it takes approxi-
mately 10~® seconds per byte.

The most time-consuming operation is compar-
ing states. Its effect can be reduced by increasing H, but
clearly there is another trade-off to be made here.

A typical value for H is H = 10*. The table itself
takes up H x B bytes of memory, plus B bytes for each
state that is inserted. B is the size of a “link” or “address
pointer.” On most machines, B is 4, which means that a
table with, say, 256,000 slots would require more than
one megabyte of overhead that can no longer be used to’
store states. Since this is about 10 percent of the total
amount of memory available for the search (Table I), it is
prudent to make H smaller.

For typical values of H (10%), S (10%), and M (107),
and with A growing from 1 to M/S states, we find a min-
imal cost (the sum of all three operations) increasing with
A from approximately 10~ to 10~? seconds per state (cf.
Table I). This is again an optimistic estimate. Note that
we disregarded all other operations that are required to
perform the analysis of the states. The search efficiency E
degrades as the search progresses: there is a growing
time penalty for analyzing large systems.

Supertrace

If we were able to avoid the last two operations
from Table II completely, we would be able to speed up
the search algorithm by a factor of 10 x A/H, or by about
2 orders of magnitude. We can do this as follows. We
use a very large value for H to reduce the number of
hash conflicts. Here we will use H = 8 x M, which for
typical M makes H = O (10%), instead of O (10%). This
hash value is now used to calculate the position of a
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single bit in the available memory arena M (there are
eight bits per byte). A bit value of one will now be used
to indicate that the state corresponding to this hash value
has been previously analyzed. The state itself is not
stored.

Since no states are stored, there are also no
states to compare a new state against: the bit position
uniquely identifies the state. Two things make this
method work: the sparseness of the state space and the
very large size of H. Both will make hash conflicts rare
for all cases where A < H, and when A > H the hashing
will effectively help us to reduce the coverage of the
search to precisely the number of states that can
analyzed within the given hardware constraints, that is,
0 (10°) states.

The next two sections explain the storage
method in more detail.

Detailed Explanation. If H can be chosen to be
much larger than A we have

A<<H and A/H -0

which means that the number of different states that
hash onto the same value becomes negligible. Hash
value % (s), then, almost uniquely identifies state s. This
has two important implications.

First, it means that we do not need the linked
lists in the lookup table, since the expectation is that at
most one state will be stored under each index. If, in a
small number of cases, two distinct states produce the
same hash value, one of the two will have to be discarded
and may, mistakenly, have to be analyzed more than
once. If the number of cases in which this occurs is
indeed negligible, we can omit the linked lists and with it
avoid the overhead of the associated address pointers.

Second, it means that we do not have to store the
state, since the lookup table index identifies it. It suffices
to store a flag that indicates whether or not the state has
been “entered” into the lookup table. To store the flag
we need just one bit. The overhead of the lookup table



Table IV. Comparison of Type 2 Search with Supertrace

Algorithm Memory Typical value Time Typical value Coverage Typical value
Type 2 SxA 107 bytes ExA 10° seconds A/R 0.1%
Supertrace M 107 bytes E' x8xM 8 x 10% seconds 8xM/R — 80%

reduces from

HxB+(S+B)xA bytes
to
H/8 bytes

Note, however, that since the states are not
stored we can no longer recognize hash conflicts. Quite
remarkably this defect has a positive effect on the over-
load behavior of the algorithm. Here is how it works.

Hash Conflicts. If a new state s is generated and it
is found that the flag is set at index % (s) we must con-
clude that state s was analyzed before and should be
ignored. In the case that this is wrong, i.e., when a hash
conflict occurs, the search will ignore a state that should
have been analyzed: the search is truncated. A search of
this type is therefore necessarily a Type 2 search. With
A/H — 0, however, the number of hash conflicts
approaches zero, and the search approaches a Type 1
search. Indeed, therefore, it is best to choose H as large
as possible.

The maximum value for H we can choose, under
the given system constraints from Table I, is H = 8 x M.
Let us see how the modified algorithm compares to an
unmodified Type 2 search.

The memory requirements are the same. But,
let us consider coverage. The limit to the coverage of
the traditional search is A = M/S. Storing the same
M/ S states in the hash table of the modified algorithm,
with, H = 8 x M, gives a ratio

A M 1
H Sx8xM 8xS

The probability of a hash conflict then approaches 1073,
But the new algorithm is not restricted to a maximum of
M/S states. It can analyze a maximum of H distinct
states. The hash conflicts, which increase as the state
space fills up,2 will now work to scatter the states that
are selected for analysis across the set of reachable
states in an approximately random manner.

There are now two cases to consider. For
R < M/S the coverage of the traditional algorithm will be
the same or slightly better than the new algorithm, since
it avoids the hash conflicts. Note, however, that when
R < M/S we do not need a Type 2 algorithm: we can per-
form an exhaustive Type 1 search in core.

For large problems with R > M/S, the typical
application area of the Type 2 search, the coverage of the
new algorithm—that is, the total number of effectively
analyzed states compared to the total number of reach-
able states—is substantially higher than the coverage of
the traditional algorithm. For R << M, it approaches
8 x M /R, compared to M/ (S x R) for the traditional
algorithm (see also Table IV).

Note also that if state description S becomes
larger, the traditional algorithm can analyze fewer and
fewer states, but the performance of the new algorithm
stays the same. For S = 500, for instance, the coverage
of the traditional Type 2 algorithm drops to a maximum
of A = 100,000 analyzable states out of R reachable
states. The coverage of the new algorithm, however,
slowly grows toward a maximum of H = 8 x M analyzable
states out of the same R reachable states.

The effect is illustrated, for a fixed size S, in Fig-
ure 3. The data in Figures 3 and 4 are taken from Refer-
ence 2. Increasing S is equivalent to moving the dotted
and dashed lines to the left.
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Figure 3. Comparison of two algorithms—coverage.

For protocols that can be analyzed exhaustively
with a Type 1 algorithm, there is little difference between
the two algorithms, with a slight edge for the traditional
method. For larger protocols, though, the traditional
method breaks down very rapidly, its coverage dropping
by a factor of 10 for every tenfold increase in the number
of reachable states. The coverage of the new algorithm
is substantially better.

Next, consider the CPU time requirements. Note
that the last two operations from Table II have disap-
peared. The only remaining cost is the calculation of the
hash function, which means that the value of E from Table
Iincreases from O (10?) to O (10~*). The new algorithm
is faster by up to 2 orders of magnitude. The difference
is illustrated in Figure 4.

Next, we look at the “overload behavior.” After
all, in the original problem statement from Table I there
are not A states to analyze but R. We have already noted
that there is a time penalty for overload in the traditional
Type 2 algorithm: the search slows down as the state
space grows beyond the first H states. In the new algo-
rithm the search efficiency will not degrade as the search
progresses. There is a fixed cost associated with each
step, which depends only linearly on the size of a state
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description S: the cost of calculating the hash value
(Table II).

WhenA — R, for the numbers from Table I, A
is in the same order of magnitude as H, which means
that a large fraction of the state space can still be
analyzed, the hash conflicts acting as a random pruning
that scatters the search over the oversized state space.
For still larger protocols with A > H the coverage of the
search approaches H/A, or 8 x M/R.

Table IV compares the new strategy with a tradi-
tional Type 2 algorithm.

This method was first described in Reference 24
and further explored in Reference 2. The method has
been applied successfully to the analysis of a larger pro-
tocol systems that, because of their size, cannot be
analyzed exhaustively with a traditional Type 1 or Type 2
method. Applications include a verification of the I[EEE
logical link control protocol® and portions of the AT&T
5ESS switch telephone switching code.?

Application to 5ESS Switch. The application of
supertrace to 5ESS switch code has been the most sub-
stantial test performed so far.>®> The test was interesting
for two main reasons: the size and complexity of the
verification problem, and the formalism in which the
problem is presented. The interaction code of the 5ESS
switch (about 10 percent of all switching code) is written
in the CCITT language SDL. The claim made in this
paper is that the verification kernel, once developed and
optimized, can be applied to a wide range of formalisms,
including SDL. To prove the point, though not without
difficulty, a preprocessor was written that translates SDL
into an extended FSM model and applies the supertrace
algorithm to the result.

At the time of writing, the resulting verification
system for SDL has been in daily use by groups of 5ESS
switch designers for more than a year. Itis, for instance,
used to verify the correctness of a substantial recoding of
CCITT7 Telephone User Part features in the 5ESS
switch. After an initial training of a few hours, a designer
can learn how the supertrace software is applied to an
SDL design for an exhaustive search. Using the SDL



preprocessor has given the advantage that the original
SDL code needs little or no modification for the purposes
of analysis: it is almost completely the same source that
will run in the switch itself once the design process is
completed.

Conclusions

The reachability analysis method that is
described in this paper, offers a significant improvement
over all traditional methods for protocol verification. The
storage method used in supertrace is analyzer and
machine independent. The state space search technique
is also independent of the specific machine model used:
it applies equally well to FSM models (e.g., Reference
12), Estelle (e.g., Reference 13), the S/R model,'® and
Petri Net models (e.g., Reference 11), to name just a few.
To demonstrate this, a preprocessor for the CCITT
specification language SDL has been developed.

Supertrace is the first search method in which
the memory requirements of the search can be matched
exactly to the system constraints. The method has been
applied in both breadth-first and depth-first search
algorithms.

The practical performance of automated protocol
verification systems is an often overlooked issue, but is
one of the main problems that prevents their more gen-
eral use. With the search algorithm discussed in this
paEer, protocol descriptions generating in the order of
10° system states can be analyzed exhaustively in minutes
of CPU time on a medium-size machine, or in seconds on
alarge machine. With this performance a large fraction
of the protocols in which one would be interested in
practice can be analyzed. Larger protocols can be ana-
lyzed with a partial search. In this case the new method,
compared to a traditional algorithm, gives a faster
response and a superior coverage of the state space.
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