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This issue of the AT&T Technical Journal emphasizes
the importance to AT&T of industry-standard protocols
in the design of communications networks. The articles
describe the broad range of work conducted within the
company in the development of procedures and tools to
verify and test communications protocols.

As Larry Bernstein noted in the preface, computer and communication
networks are becoming more sophisticated, more pervasive, and more
heterogeneous. Users want to interconnect equipment and software
from different vendors to form seamless networks of diverse com-
ponents that work reliably and efficiently. They want to manage their
networks easily and, most importantly, to add new components and
replace existing ones without making their previous investments
obsolete.

To satisfy these user requirements, computer vendors and
communication providers need to build products that can communicate
with multiple networks and with other vendors’ products, not just with
one network or with the provider’s own products. The ante has been
raised: Computer and communications products will be evaluated on
whether they conform to industry-standard specifications, pass
appropriate conformance tests, and provide interoperability in a multi-
vendor environment.

The translation of these user requirements to products is real-
ized through communications protocols. A protocol is a set of rules or
conventions by which one component or part of a network communi-
cates with another. The creation of robust communications protocols is
a formidable task because all modes of network behavior, including the
failure modes, must be considered in the specification. Many industry-
standard protocols for connecting equipment to communications net-
works have been defined; many new protocols are being defined for
peer-to-peer equipment communication. Old standards are evolving
as the sophistication of computer networks increases, and new stan-
dards are being drafted to create additional functionality and better
performance.

Because robust protocols are vital to reliable communication
networks, it has become necessary to create several kinds of software
and hardware tools to analyze and test protocols. After a specification



for a protocol has been created, it is important to check
that the specification properly provides all the required
capabilities, and does not have undesirable properties
such as deadlocking or preventing some users from
achieving the network performance they expect. The
process of analyzing a specification to determine its logi-
cal properties is called protocol verification.

After a protocol has been specified satisfactorily,
it is implemented in software and/or hardware. Auto-
mated tools are essential to test that an implemented pro-
tocol does what its specification says; this process is
called conformance testing. A thorough conformance test
puts an implementation of a protocol through all the
states and transitions defined in the specification of the
protocol to determine whether the implementation con-
forms to its definition. And even though a protocol has
been implemented correctly, it is still necessary to make
sure, through interoperability testing, that it behaves
properly when deployed as part of a complete working
system.

Through the process of protocol verification,
conformance testing, and interoperability testing, reliable
communication products that satisfy user demands are
being developed. Without reliable, efficient, and interop-
erable products, users cannot embrace open standards.
They will be forced to depend on proprietary solutions.

In This Issue

The papers in this issue are devoted exclusively
to the verification and testing of protocols. They were
selected to show the importance of protocol verification
and testing to AT&T and to give a small, but representa-
tive, sample of the broad range of work going on in this
area within the company. They also show the beneficial
impact of algorithms and formal methods on the field of
protocol specification and testing.

The first paper, by Bertine, Elsner, Tewani, and
Verma, reaffirms the commitment and support that
AT&T gives to protocol standards in the telecommuni-
cations industry. It also presents an overview of the

methodologies and programs used within AT&T to test
protocols.

The next three papers discuss techniques for
testing and assuring the logical correctness of a protocol
specification. The paper by Uyar, Lapone, and Sabnani
shows how a protocol can be represented as a collection
of communicating finite-state machines that can be com-
bined into single global machine. A procedure is given
for minimizing the state explosion commonly encoun-
tered when the component machines are combined,
along with a method for analyzing the logical behavior
of the global machine. The paper by Holzmann presents
an efficient algorithm that can be used to search finite-
automaton state spaces containing millions of states in a
few minutes of computer time. The paper by Har’El and
Kurshan describes a software system, based on a
mathematical theory of regular expressions, that has
been used to implement communication protocols by fol-
lowing a formal top-down development procedure that
preserves the logical consistency of the original protocol
specification. The fifth paper, by Sherif and Uyar, gives a
generic method for modeling a protocol so that an algo-
rithm can automatically generate test sequences for it.

The remaining papers discuss various aspects of
conformance testing. The paper by Bush, Rasmussen,
and Wong describes in some detail the procedures used
to perform conformance tests on Open Systems Inter-
connection (OSI) protocols. The paper by Dahbura,
Sabnani, and Uyar presents an effective procedure for
generating an optimum set of conformance tests. The
tests are obtained by using a finite state machine
representation of a protocol to formulate an efficient
algorithmic technique for finding minimum-cost tours in
a directed graph.

The ability to realize a conformance test metho-
dology depends on the testing interfaces available and
the ability to coordinate test stimuli through those inter-
faces. The final paper by Hubbard describes a solution
for the synchronization of multiple testing interfaces
through the insertion of control statements in automated
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test programs.

Even in the few papers in this special issue, we
see considerable evidence of the remarkable breadth and
depth of the subject of protocol testing and verification.
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