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Speaking very loosely, the overall objective of a communica- 
tions protocol development project could be stated as follows: TO 
develop a reliable product that is fast (in absolute days), efficient in its 
use of allocated s tag  supportable, well-documented, robustly designed 
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(i.e., insensitive to changes in environment behavior), and 
portable among various settings. In pursuit of these objec- 
tives, one may apply a variety of “techniques” with fami- 
liar names: Rapid Prototyping, Design For Testability, 
Modularity, Hierarchical Development, Structured Team 
Management, and Design For Reusability. 

While these development goals and the tech- 
niques to obtain them mean different things to different 
people, system designers and developers are increas- 
ingly aware of the value of formal techniques to define 
and achieve such goals. Not only is the international 

Panel 1. Terms and Acronyms in This Paper 
AUTO 

CCITr 

COSPAN 
CPU 
FTAM 

I/O 
Lvl 

Lv2 

Lv3 
PC 
S/R 

s/r 

TOPAS 

URP 
VLSI 

autonomous session protocol, a 
non-standard protocol within TOPAS 
International Telegraph and Tele- 
phone Consultative Committee 
coordination-specification analyzer 
central processing unit 
file transfer access and manage- 
ment 
input/output 
Level 1, numerical level applied to a 
high-level protocol specification 
developed using COSPAN 
Level 2, buffering and channel inter- 
face level of AUTO derived from Lvl 
above 
Level 3, AUTO’S implementation level 
personal computer 
automaton-language used for sys- 
tem development 
selection/resolution coordination 
model 
Trunk Operations Provisioning 
Administration System 
universal receiver protocol 
very-large-scale integration 

community working on standards for protocol speci- 
fication and testing based upon formal techniques, but 
many companies have developed their own formal tech- 
niques, both for particular projects and for general use. 
Within the scope of a formal technique, many of these 
terms assume specific, focused meanings, concomitant 
with good predictability and reliability of the methodology. 

The advantage of definition by itself, however, 
is of little more than academic value unless formalism is 
applied to some specific advantage. Perhaps the most 
obvious application of formalism involves product relia- 
bility. Once a protocol design and requirements have 
been formalized, it becomes theoretically possible to 
determine (in a mathematical sense) whether a particu- 
lar implementation meets these requirements. This is 
known as formal verification. The value of a particular 
formal verification framework may be measured by the 
scope or generality of the requirements for which an 
implementation may be tested. 

For example, a framework where only “safety” 
properties may be verified (properties of the form “such- 
and-such bad event cannot occur”), may be inadequate 
for analyzing communications protocols, where a para- 
mount concern is, for instance, that once a message is 
transmitted, it is eventually received (a non-safety 
property) 

Even if the immediate objective is only to “cer- 
tify” that a given implementation meets stated standard 
requirements, presumably one needs to verify as well 
that the stated standard requirements are enough to 
guarantee the overall good behavior of the protocol. 
Unfortunately, protocol behavioral requirements extend 
beyond those associated with certification. To ensure the 
proper behavior of a particular implementation, extensive 
behavioral verification must be conducted. 

It is now generally accepted that simulation or 
system execution is far from adequate to ensure the 
proper behavior of an implementation. Therefore, formal 
verification should have the power to draw firm conclu- 
sions about the general behavior of a system under all 
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possible situations. 
Because protocol requirements address broad 

properties of a protocol, formal verification is most easily 
(and most often) applied not to the implementation, but 
to a high-level model or abstraction of the implementa- 
tion. It is assumed implicitly that an implementation will 
be true to the verified high-level model. There is a simi- 
lar relationship for “certification” (testing an implemen- 
tation against a standard). In this case the standard is a 
high-level model; ideally, certification would constitute 
a proof that the implementation is a correct realization 
of the standard, or equivalently, that the standard is a 
correct abstraction of the implementation. Thus, for 
certification of an implementation or verification of a 
high-level model to guarantee the correctness of the 
implementation, there must exist a formal association 
or transformation from the high-level model or stan- 
dard to the low-level implementation. Let us examine 
this more closely. 

that has been verified to satisfy certain requirements, it 
is common to say the protocol has been verified. The next 
step is to implement the verified protocol model. If the 
implemented protocol then fails on account of an imple- 
mentation decision (i.e., a construct in the implementa- 
tion not described precisely in the model) or on account 
of a misinterpretation of the model, it is common to attri- 
bute the failure not to the “protocol” (i.e., the protocol 
model) but to the implementation. Given the preponder- 
ance of failures caused in practice by such “implementa- 
tion decisions” and translations of the model, it would 
seem to make little difference, however, where the blame 
is placed. The best methodology for formally verifying a 
high-level model has limited value if there is no formal 
procedure to derive a faithful implementation from it. 
Often there is not even a formal basis upon which to 
decide if an implementation implements a model. This 
can be a particular problem when it masks the fact that 
no implementation of the protocol, precisely as modeled, 
is possible in a given environment. Such a difficulty 

When a protocol is defined by a high-level model 

arises-and not all that uncommonly-when a protocol 
model contains implicit assumptions about environment 
interfaces which are not met by the given environment. If 
so, any “implementation” of the protocol model in the 
given environment is necessarily untrue to the model, 
and thus properties verified in the model may not hold 
for the implementation. Likewise, if a certification 
scheme involves tracking an implementation with a 
high-level standard, in order for this to give real informa- 
tion about the implementation, a formal connection is 
needed between the standard and the implementation. If 
there is a formal connection-such as an association of 
states and transitions-then proper certification should 
demonstrate that every transition of the implementation 
corresponds to the associated transition in the standard. 

Even in the absence of a formal transformation 
from protocol model to implementation, formal analysis 
of the model can reveal faults in the protocol concept. 
However, in the absence of such faults, it may be decep 
tive to refer to an implementation as “verified” if there is 
no formal, testable relationship between the verified 
model and its implementation. Likewise, a certification 
procedure that tracks an implementation with a stan- 
dard can be very useful to the extent that it uncovers 
discrepancies between the standard and the implementa- 
tion. Without such discrepancies, however, it may be 
deceptive to refer to an implementation as “certified” if 
there is no formal, testable relationship between the stan- 
dard and the implementation, or if only a few transitions 
of the implementation have been tested. 

between a high-level model or standard and an imple- 
mentation is to associate a state in the model or standard 
with a set of states of the implementation. Such an asso- 
ciation, for example, may require correspondence 
between the receiver-ready state of the high-level model 
and the set of implementation states for which a certain 
state machine component of the implementation is in its 
receiver-ready state. However, since the set of implemen- 
tation states for which this state machine component is 

4; 

A simple way to define a formal relationship 
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in its receiver-ready state is determined by all the possi- 
ble respective values of pointers, buffers, counters and so 
on which may occur with it, this set of states probably is 
very large. 

Suppose that, according to the high-level model 
or standard, the correct transition from receiver-ready is 
to the state transmit. It may be that for certain implemen- 
tation states (i.e., for certain values of pointers, buffers 
and so on), the implementation tracks the model or stan- 
dard, while for others it does not. To certlfy truly that a 
high-level model or standard abstracts an implementa- 
tion, one must demonstrate this not simply for a single 
implementation state and transition that corresponds to a 
respective high-level state and transition, but rather for 
every low-level state and transition. Probably, in lieu of 
symbolic verification methods, the best approach is the 
standard simulation routine that runs the implementa- 
tion alongside the high-level model or standard for as 
long as feasible (inevitably crossing high-level transi- 
tions many times). Nor is it accurate to conclude that if 
a high-level transition-e.g., from receiver-ready to 
transmit-correctly tracks a single low-level transition 
(for a certain value of buffers, pointers, etc.), then in 
greatest likelihood, the receiver-ready to transmit transi- 
tion would correctly track all other low-level transitions 
between the corresponding states (i.e., for all other pos- 
sible respective values of buffers, pointers, etc.). Indeed, 
it is well-known that the greatest weaknesses of an imple- 
mentation arise at the “boundaries” of operation (buffer 
empty, buffer full, etc.), and that these boundaries can be 
very long and complex. 

Since it is rarely feasible to address directly all 
possible transitions of an implementation (i.e., to address 
all possible values of buffers, pointers, etc.), one must 
seek alternatives by which to conclude that an implemen- 
tation is faithful to its high-level abstraction. 

All this may sound very complicated, and indeed 
in purely numerical terms it certainly is. While a high- 
level model or standard may have as few as 50 or 500 
states, an implementation typically has so many states 

48 

that the numbers can be appreciated only by analogy. 
The implementation of the session protocol we describe 
in this paper is about average in size. Given all the pos- 
sible combined values of its pointers, buffers and state 
machine controllers, its state-space contains an estimated 
lOlo4  reachable states. 

To understand this number, one may think of it 
this way: to determine if our implementation tracks a 
high-level model, we could, in theory, use a brute-force 
state-transition tracking algorithm. Suppose this algo- 
rithm were perfectly parallelizable among every human 
being on earth, each equipped with a Cray computer. 
Even so, the job could not be completed before the sun 
burns out. 

ity caused by the formal methods themselves must be 
supported. The classical method-test as much as you 
can and then hope for the best-now generally is agreed 
to be inadequate. More powerful methods must be found. 
Using mathematics, we are able to reduce apparently 
intractable tests such as the one just described, to a rela- 
tively simple test with the provable property that the out- 
come of the simple test reflects conclusively upon the 
outcome of the apparently intractable test (if it had been 
performed). 

We present a high-level to low-level transforma- 
tion in the form of a formal topdown development pro- 
cedure based upon successive refinement. Starting with 
a high-level model (e.g., a formal abstraction of a proto- 
col standard), successively more detailed models are cre- 
ated through successive refinement, in a way that 
guarantees that properties verified at one level of abstrac- 
tion hold in all successive levels of abstraction. This suc- 
cession ends with a low-level model consisting of code 
which runs the ultimate implementation of the protocol. 

We may contrast this with conventional develop- 
ment. Conventional development procedures add func- 
tionality in the course of development. As functionality is 
added, so are possible behaviors of the system. This pre- 
cludes the possibility of a property proved early in the 

Methods to manage the overwhelming complex- 



development cycle can be assured at the end of develop 
ment. In the development methodology we utilize, the 
implementation has fewer behaviors than the high-level 
design. This is what guarantees the inheritance of pro- 
perties proved early in the design cycle. 

Formal verification of quite general (in fact, arbi- 
trary finitary-automaton-definable or mregular) user- 
specified requirements, appropriate to the given level of 
abstraction, is facilitated by reduction techniques. For 
each system requirement to be verified, we derive a 
reduction of the system relative to that requirement. The 
scope of such mregular requirements includes not only 
“safety” properties but also “eventuality” properties such 
as “the message eventually will be delivered.” 

The high-level model at the top of the develop 
ment hierarchy constitutes a prototype of the system 
being developed. Because this model may be as abstract 
(and hence simple) as one likes, it may be defined quite 
rapidly, providing a rapid prototype of the system under 
development. 

according to the levels of abstraction defined by the 
development hierarchy constitutes design for testability 
that facilitates verification. 

The basis of the hierarchical development is a 
modularity that permits successive module-by-module 
refinement rather than the hopeless task of globally 
refining a monolithic system. The modules may be 
designed to be small, simple components, so refinements 
can be easily designed and verified. Modular design, the 
partition imposed by the development hierarchy and 
separate verification of numerous requirements (as dic- 
tated by the reduction techniques), all impose a natural 
separation of the development project into semi- 
independent tasks that can be performed by a develop 
ment team according to a schedule imposed by the 
development hierarchy. 

Another by-product of the development hierar- 
chy is a form of reusability, where the same higher-level 
model may be developed into a variety of lower-level 

Partitioning the formal verification procedure 

models. Conventional attempts to design reusable code 
often are frustrated by the need to alter substantial parts 
of the code for different interfaces. This altering can have 
unpredictable consequences in the reused portions. The 
form of reusability proposed here replaces interface 
redesign with refinement, thus preserving properties of 
the higher-level reused model. 

Formal verification buys reliability. Rapid proto- 
typing concomitant with hierarchical verification allows 
error-detection very early in the design and development 
process, eliminating the much greater time and cost of 
redesign after development is complete. This advantage 
may decrease development time by an order of magni- 
tude (see below) over conventional methods. The 
development methodology naturally partitions develop 
ment into parallel and generally independent tasks. Thus, 
the combined efforts of the development staff interfere 
less-and hence are more efficient-than in develop 

inevitably forces changes in many other parts. 

larity also ease the burden of system support. That is, 
new features may be introduced at the appropriate level, 
verified and refined into the implementation without dis- 
turbing previously defined and verified system com- 
ponents. Because the development hierarchy affords 
views of the system at a variety of levels of detail, the sys- 
tem design is almost self-documenting. 

introduced only at a low level in the development hierar- 
chy, the resulting design tends to be robustly con- 
structed relative to changes in the environment behavior 
definition. Likewise, the higher level system design 
tends to be portable, requiring only redefinition of the 
lowest (or lower) levels to implement the system in vari- 
ous settings. 

formal verification, a formal relationship between a high- 
level model and its implementation, and management of 
the apparently intractable complexity inherent in the 

ment projects where a change in one part of the project 49 

The development hierarchy and system modu- 

Because low-level system interface details are 

In summary, formalism offers the potentials of 
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Figure 1. The three legs of formal techniques: without any 
one leg, the overall objectives would be substantially 
compromised. 

formalism itself. To use formal techniques to support the 
development goals stated at the start, each of these three 
potentials is required by the others; like the legs of a 
stool (Figure l), each is indispensable. Taken together, 
they can support the development goals through a for- 
malization of familiar techniques. 

The COSPAN Software System 
In this section we outline the concept and 

use of COSPAN, a general-purpose software tool for 
coordination-specif cation analysis. Typical applications 
of COSPAN include software development and hardware 
development for implementing control-intensive struc- 
tures, prominently communications protocols. COSPAN 
has been used in the commercial development of both 
software and hardware to implement communications 
protocols. We will describe one such project here. 

To develop software or hardware to implement a 
communications protocol, a target system implementa- 
tion is created through a formal topdown development 
procedure based upon successive refinement. Starting at 
a very abstract level of definition, a system is repeatedly 
redefined, adding more detail at each level of definition. 
The target software or hardware is automatically gen- 
erated from the final, most detailed level of definition. 
For software, this means production-quality C-language 
code; for hardware, it means a circuit net description and 
C-code for input to a silicon microprocessor layout tool. 
In either case, a variety of optimization steps are per- 
formed during development. 

One of COSPAN’S major features is a set of rou- 
tines for logically analyzing the developing system at 
each level of definition. Using these routines permits 
error detection from the earliest developmental stages 
onward. 

Logical analysis consists of symbolic system tests 
(not simulation or system execution) for quite general 
user-defined behavioral requirements. The analysis con- 
stitutes a mathematical proof (or disproof) of fulfillment 
of the stated requirements. For example, a typical high- 
level behavioral requirement for a communications pro- 
tocol is that all messages generated at the sending end 
are eventually received by the receiving end, in the order 
sent and without duplication. 

verification is quite broad, encompassing all *regular 
assertions, as explained below. The topdown develop 
ment procedure guarantees that requirements satisfied 
at one developmental level will remain satisfied at all sub- 
sequent levels. This procedure constitutes a formal 
transformation from the high level to the low level. Cen- 
tral to the tractability of COSPAN’S analysis algorithms are 
formal reduction procedures to cope with the typically 
enormous state-spaces associated with virtually all 
production-oriented coordination problems. These pro- 
cedures consist of simpllfying the system relative to the 
property being verified. 

Generally, the potential scope of our formal 
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Reduction. COSPAN is based upon an automata- 
theoretic discrete-event model (see below) that incor- 
porates arbitrary delays between events. This makes it 
especially suited to analyze asynchronous coordination. 
The system under development is defined modularly, in 
terms of coordinating state machines, while system 
requirements are defined in terms of automata. Both the 
system and its requirements are defined in terms of the 
same syntax, that of an automaton-language called S/R,l 
whose semantics is given by the s/r model described 
below. Mathematically, analysis consists of testing 
whether the formal language associated with the system 
under development is contained in the language associ- 
ated with each of several user-defined osregular require- 
ments, called tusks. (The osregular languages are like the 
regular languages, except their members are sequences 
rather than strings. This, and other formalisms men- 
tioned in this section, will be described more fully in the 
next section.) 

Each language containment test is performed in 
time which is linear in the size of the system and the 
task. Notwithstanding this linear-time test, typically the 
system-and sometimes the task as well-are intractably 
large. To reduce the complexity of this test, we construct 
a special map, called a homomorphism, for each task. 

Each homomorphism reduces the analysis of the 
intractably large system and task to analysis of a smaller 
(computationally tractable) system and task. Conse- 
quently, if the smaller system performs the smaller task, 
the original system performs the original task. Intui- 
tively, a homomorphism “hides” portions of the system 
that are irrelevant to the performance of the particular 
task. Fortunately, constructing such a homomorphism 
does not require constructing the intractably large sys- 
tem itself. Rather, a system homomorphism may be con- 
structed imglicitly through explicit homomorphisms 
defined on system components, which may be designed 
to be quite small. Proof of the constructibility of a system 
homomorphism from the component homomorphisms is 
founded in the Boolean algebra of the enabling 

predicates for the transitions of the underlying state 
machines and automata. 

A homomorphism of the entire system can be 
constructed from the component homomorphisms as 
long as their action is consistent on this Boolean algebra. 
The Boolean algebra contains a logical description-in 
terms of state machine outputs-of the conditions under 
which each component changes state, and may be visual- 
ized as a unlfying sort of “glue” through which the modu- 
lar system components are connected. 

Homomorphisms are used to define the succes- 
sive refinements of a system, as well. As with reduction, 
this homomorphism guarantees that any task performed 
by the more abstract system also will be performed by 
the more detailed system. Both in the case of reduction 
and refinement, a homomorphism is defined by the user 
and the validity of this definition is verified by COSPAN. 

When used in the course of topdown develop 
ment, COSPAN is a rapid-prototyping tool, providing a 
theoretically seamless interface between the abstract 
model or standard and the target implementation. 
COSPAN supports facilities for documentation, confor- 
mance testing and software maintenance, as well as facili- 
ties for libraries of abstract data types and reusable pre- 
tested components. It supports debugging tools for pin- 
pointing the source of task-performance failures, and 
facilitates stochastic analysis to test timing and statistical 
performance. 

grams written in the S/R language is inherently modular. 
This, together with the emphasis on early analysis, lends 
itself well to team development. The topdown design 
methodology introduces a new form of reusability: the 
same high-level model, tested and true, may be refined 
into several implementations. 

COSPAN programs are written in S/R, an 
automaton-language that can be used in each coordina- 
tion problem to build a procedural base supporting 
declarative structures. In such utilizations, S/R creates ad 
hoc abstract data types that define special-purpose 
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The state machine architecture defined by pro- 
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dataflow languages. This feature makes S/R particularly 
suitable for developing distributed or state-machine- 
based environments (such as communications protocols 
and highly parallel hardware) where structure and 
behavior naturally are understood in terms of data flow. 

The Underlying Semantic Model 
The use of state machines to model non- 

terminating processes-such as communications proto- 
cols and complex integrated hardware systems-is con- 
ceptually attractive because it affords a well-understood 
mathematical model with an established literature. How- 
ever, it has long been recognized that a serious limitation 
of the state machine model in this context is the size of 
its state-space, which grows exponentially with the num- 
ber of coordinating components in the protocol or sys- 
tem. Because most protocols or hardware systems have 
many coordinating components, the pure state machine 
model has been all but dismissed from serious con- 
sideration for formal verification of these systems. The 
enormous size of the ensuing state-space has been 
thought to render its analysis intractable. 

However, in using COSPAN to facilitate a metho- 
dology based upon homomorphic reduction and refine- 
ment, we have seen that this is not necessarily so. By 
exploiting the symmetries and modularity commonly 
designed into a large coordinating system, we can test an 
apparently intractable state space for a regular-language 
property or “task’ by examining a smaller associated 
state-space. The smaller state-space, which is a reduction 
relative to the given task, has the property that the origi- 
nal system performs the given task if the reduced system 
performs a reduced task. 

Checking the task performance of the reduced 
system amounts to testing whether the wregular language 
associated with the reduced system is contained in the 
language that defines the reduced task. For a new class 
of automata well-suited to defining properties of coordi- 
nating systems,2 testing can be performed in time that is 
linear in the number of edges of the automaton defining 

each reduced language. (For Buchi automata, commonly 
associated with such testing, testing language contain- 
ment is essentially intractable: mathematically, it is P- 
SPACE ~omplete .~)  41 wregular languages may be 
expressed by this new class of automata. 

(rather than strings) define the *regular languages. 
This class of automata is established as a model in logic, 
topology, game theory and computer ~ c i e n c e . ~ - ~  In com- 
puter science, such automata are used to model non- 
terminating processes such as communications protocols 
and complex integrated hardware  system^.'^'^ 

processes, conceptually one considers a state machine M 
and an automaton T. The state machine M models the 
process under study, together with its environment (the 
protocol or hardware system, for example), whereas the 
automaton T models the requirement or task which the 
process is to perform. Although the state-space of M may 
be too large to permit M to be constructed explicitly, M 
may be defined implicitly in terms of a tensor product of 
components, as described below. Likewise, the task- 
defining automaton T (defining a property for which M is 
to be tested) also may be defined implicitly, in terms of 
components. 

To determine whether the process performs the 
specified task, we check if the language L(M) defined by 
M is contained in the language L(T) defined by T. 

The precise conditions2 under which the test 
L(M) c L(T) may be replaced by the simpler test 
L(M’) c L(T‘), for smaller M’ and T’ are beyond the 
scope of this paper. We simply point out that M’ and T’ 
are derived from M and T through co-linear automaton 
homomorphisms, maps that are graph homomorphisms, 
preserve the transition structure of the respective state 
machines and automata, and agree on a Boolean algebra 
associated with the underlying alphabet that defines the 
enabling transition predicates. These homomorphisms, 
described more fully below, may be constructed impli- 
citly from explicit homomorphisms on components 

Finite state automata which accept sequences 

In the context of modeling non-terminating 
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defining each of M and T, thus avoiding construction of 
the product spaces M and T themselves. Component 
homomorphisms are user-defined, then machine- 
verified. While there is no guarantee that a particular 
intractably large problem can be thus rendered tractable, 
experience has demonstrated the utility of this approach 
(see The Story of One Project below). 

simple. The reduction simply formalizes the notion that, 
to test a given system for a stated property, many system 
actions may be suppressed because they are irrelevant to 
the property. For example, if the property concerns a 
sender working in conjunction with an interrupt-handler, 
it may be possible to abstract the actions of the interrupt- 
handler if the property being tested has nothing to do with 
the handling of interrupts. (Note that such a reduction has 
little to do with state-space minimization, since the 
reduced system here is not equivalent to the original sys- 
tem.) 

In topdown development, the relationship of one 
level of abstraction to the next is defined by a homomor- 
phism as well. This homomorphism is semantically ident- 
ical to the homomorphism just described. In fact, there is 
an intimate relationship between reduction and develop 
ment that now can be clarified. If the state machine M 
above is taken to be the lower-level refinement of the 
more abstract M ' ,  then the assertion that a task proved 
performed by M' is necessarily performed by M is sim- 
ply the implication L(M')  c L(T')  + L ( M )  c L ( T ) .  Here, 
T' is a task for the more abstract system M' and T is the 
corresponding task for the refined system M. To verify 
that the lower-level system M is a refinement of the more 
abstract system M ' ,  a homomorphism M +M' is user- 
defined and machine-verified. The corresponding task T 
is defined implicitly by T' and this homomorphism. 

determinism that permits a degree of abstraction at 
higher levels, is resolved at lower levels into determinis- 
tic actions determined by the lower level mechanisms. 
One result of this is that lower levels exhibit fewer 

The intuition behind such a reduction is quite 

In the course of topdown development, non- 

behaviors than higher levels. (This is used to show that 
properties proved at higher levels are retained by lower 
levels.) 

The semantic link between state machines, auto- 
mata and protocols is the s/r (selection/resolution) 
model of co~rdination.~ The s/r model is a discrete-event 
model of concurrently coordinating entities, with the 
semantics of automata on *languages. In this model, a 
system is defined by a collection of M~ore-like'~. '~ state 
machines. Transitions in each component machine are 
enabled by conditions on the outputs of the various com- 
ponent machines. These enabling conditions, or transi- 
tion predicates, are represented by Boolean functions of 
the outputs of the component machines. Under the 
Boolean operations of AND, OR and NEGATION, these tran- 
sition predicates generate a Boolean algebra.20 

Through this Boolean algebra, one may readily 
compute the single product machine which represents a 
system of k component machines operating con- 
currently: the state-space of the product machine is the 
Cartesian product of the respective state-spaces of the 
component machines. The transition predicate associ- 
ated with the product machine transition 
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is the k-fold (Boolean) AND of the k transition predicates 
associated with the component machine transitions 
vi + wi for i=l, 2, ..., k. Indeed, each component machine 
Mi (i=l, ... , k) may be represented as a matrix over the 
Boolean algebra; the vw-th component of Mi, Mi (v, w )  , is 
the Boolean predicate which defines the enabling predi- 
cate for the transition of Mi from its component state v to 
its component state w. The product M of M1, ..., Mk then 
is represented by the tenso? product of matrices 
M = M I  0 OMk defined by 

where v = ( v l ,  ..., vk), w = ( w l ,  ..., wk) and * is the 



Boolean AND. For any machine M over this Boolean alge- 
bra (for example, the product machine, or any com- 
ponent machine), the language L(M) of the machine is 
defined as the set of (infinite) sequences of global 
machine outputs which are consistent with the transition 
structure of the given machine. Thus, through the 
Boolean algebra, one may view L(M) as the set of all pos- 
sible system behaviors supported by M. 

A homomorphism M + M’ maps states of M into 
states of M‘ (in a many-one fashion), transition predicates 
in M to (abstracted) transition predicates in M’, and like- 
wise maps T to T’, in such a way that every behavior (se- 
quence of outputs) of M not accepted by T, maps onto a 
corresponding behavior of M’ that is not accepted by T’. 
A particularly trivial form of homomorphism is state-space 
minimization. That is, a state machine sometimes may be 
replaced by another state machine with fewer states, but 
the same input-output behavior. More significant, how- 
ever, are homomorphisms involving abstractions of inputs 
and outputs; these typically lead to much greater reduc- 
tions in state-space size than state-space minimization 
alone, and unlike minimization, may be defined on non- 
deterministic transition structures. (Minimization must be 
performed on a deterministic structure; determinizing a 
non-deterministic structure for the purpose of state 
minimization can actually add many more states than 
minimization removes. 18) For example, suppose that for 
two machine outputs, each with range 1, ..., N, the 
correctness of a particular task is independent of the 
respective output values, as long as the two outputs have 
the same parity. Then the N 2  possible values of the out- 
put pair may be abstracted to 2 values: “same” and 
“opposite.” If each output is associated with a state with 
the value of that output, then N 2  states thus are homo- 
morphically reduced to 2 states. Since the original out- 
puts distinguish states, state-space minimization alone 
would provide no reduction. If the original transition 
structure were non-deterministic, then determinizing it 
in order to perform (a futile) state minimization could 
actually result in a “reduced” state-space of as many as 
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2N2 states. 
Formally, a homomorphism is defined as fol- 

lows. Let M (v ,  w )  be the condition for M to make a tran- 
sition from state v to state w, and let M’ ( v ’ ,  w ’ )  be the 
analog for M‘. Furthermore, let as be a (many-to-one) 
mapping from the states of M to the states of M’, and let 
at be a mapping from transition predicates of M to tran- 
sition predicates of M’ . (As a technical detail, to ensure 
the consistency of at, we must require at to be derived 
from a Boolean algebra homomorphism from the Boo- 
lean algebra of the simpler machine M’ to the Boolean 
algebra of the more complex system M 2 )  We say that 
a= (as, Qt) is a homomorphism from M to M’ if, for all 
v,  w ,  

QtM(v,  w )  I M’(@,v,  @,w) , 

where I is the inherent partial order in the Boolean alge- 
bra, that is, if whenever M can make a transition from v 
to w, then M’ can make a corresponding transition from 
Qsv to a ,w.  

Applications of COSPAN 

models of several communications protocols, including 
the X.25 packet switching link layer protocol and the file 
transfer and management protocol (FTAM) of the Interna- 
tional Telegraph and Telephone Consultative Committee 
( C C I ~ )  , and AT&T’s Datakits universal receiver protocol 
(UW) level C. In such applications it has proved useful as 
a debugging tool. However, in these applications it could 
not guarantee correct operation of the protocol under 
study, since COSPAN was used only to analyze the high- 
level models, without relation to their implementations. 
Thus, although errors found by COSPAN were used as a 
guide to fix the specification and check the implementa- 
tion, there was no high-to-low level transformation, and 
thus no verification of the implementation. 

develop a custom VLSI chip to implement a packet layer 
protocol controller. In the past, it has been used to 

COSPAN has been used to analyze high-level 

However, COSPAN presently is being used to 
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develop into software two session protocols for an inter- 
face to an AT&T product called the Trunk Operations 
Provisioning Administration System (TOPAS). We 
describe the experience of that software project in the 
following section. 

The Story of One Project 
This section describes a case history of one 

COSPAN application that may be presumed to be typical. A 
development group in AT&T Bell Laboratories decided 
to use COSPAN to develop and implement a non-standard 
session protocol, the autonomous message protocol 
(AUTO) at an interface with TOPAS. 

A COSPAN-generated implementation, derived 
through three developmental levels, was produced in 
about 10 percent of the budgeted time. If the time budget 
accurately represents the cost of conventional develop 
ment (something we suspect, but cannot know for sure), 
this is quite remarkable. The automatically generated 
code was deemed as good as-and possibly much better 
than-what could have been written by hand. As 
expected, no errors were found during system test. The 
total absence of errors in system test represented a 
marked departure from the experience of conventional 
development. Furthermore, this absence of errors was 
thought to represent a considerable saving in subse- 
quent time and effort, for no subsequent revisions would 
be needed after system test. 

During development, at least 50 significant logi- 
cal errors were uncovered and corrected by COSPAN, 
including system design errors that required some sys- 
tem redesign. Two of the system design errors were 
judged as the kind usually discovered only in subsequent 
issues of a system. If this is taken into account, the sav- 
ing in implementation costs may be higher than the 90 
percent saving in development time. There also was the 
benefit of releasing a more reliable product in the first 
issue. 

System Design. Though basically a classical “go- 
back-n” protocolz1, AUTO involves an additional twist of a 

“journal” into which messages are sometimes buffered 
and then delivered out of order (with lower priority) rela- 
tive to non-journaled messages. 

Before COSPAN was applied to this project, high- 
level system design had been completed, and system 
requirements were described in official baselined docu- 
ments. Six additional months of two to three program- 
mers’ time had been allocated to the development of 
AUTO, which was anticipated to require approximately 
10,000 lines of C-code. After this, the software was to be 
officially “handed off to system test, allowing time for a 
few more rounds to fix defects. The final version of the 
software-the first release-was to be ready after nine 
months. 

documents and one to two days of face-to-face discussion 
with the design engineers, a single programmer com- 
pleted a high-level S/R language specification of the pro- 

(Level 1) contained all the logic of the protocol, but 
abstracted buffering, channels and messages. Figure 2 
illustrates the dataflow architecture of AUTO. AUTO Lvl 
was tested for the performance of two tasks: del (every 
message which is sent is ultimately delivered) and seq 
(no message is ever delivered twice with different 
sequence numbers). 

Testing. Testing and revision of AUTO Lvl 
required another six to eight weeks of work for one pro- 
grammer. During testing, about 100 errors were 
uncovered in the specification (i.e., AUTO Lvl). Of these, 
about 50 percent were minor (typographical) errors, 
requiring a change in only a couple of lines of the S/R 
specification, while about 25 percent required rewriting 
significant portions of Lvl. Certainly, the largest number 
of these errors were the fault of the implementation. 
However, at least three of them were significant design 
errors, reflecting self-contradictory system design that 
would be impossible to implement correctly. These 
system-design errors required redesign by the design 
engineers-and a reapproval phase beyond the six to 

The SIR Specification. Working from the baselined 

tocol in about 10 days. This specification, dubbed Lvl 55 
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EPSCS “session” layer at TOPAS/EPIC interface 
Autonomous message protocol 

netcallstop 
atm 
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Figure 2. Level 1 (most abstract) data flow architecture of 
AUTO protocol. Each box is specified as a state machine. 
The arcs indicate the flow of tokens at this level abstrac- 
tions of data. The labels on arcs are names of the tokens. 
The two boxes EPSCS-AUTO and IN-PP designate the proto- 
col to be implemented. The other three-NETCOM/EPIC, 
INPUT, and DISK-model structures of the environment. 

eight weeks-before the COSPAN-driven development of 
AUTO could proceed. 

Of the six to eight weeks taken to debug Lvl, 
about 80 percent went to successively rewriting the 
specification, while the rest went to setting up the testing 
itself. Testing in COSPAN comprises three steps: reduc- 
tion, analysis and fault-location. 
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Reduction. Formal reduction of the specification 
circumvents what otherwise would be an intractably 
large state-space (e.g., 10104 states). With some reduc- 
tions, an error found in the reduction reflects an error in 
the specification, but not necessarily conversely. Such 
reductions, since they are easily generated, typically are 
used at the beginning of testing when many errors are 
expected. (COSPAN automatically finds and reports any 
errors in a given reduction, as described in the Analysis 
section below.) 

Once no errors are found, a reduction must be 
found where no error in the reduction implies no error in 
the specification. The latter reductions are needed to 
prove the system is error-free, and are harder to find 
(but in all cases could be found). Once designed, they 
require one or more runs of COSPAN to prove they are 
correct reductions. 

A typical example of the latter type of reduction 
amounts to replacing a circular queue with a push-down 
queue (fixed head). Although it may be intuitively clear 
that the former may be replaced by the latter, the actual 
reduction is generated by an automorphism of the sys- 
tem onto itself that exploits the queue's circular sym- 
metry. The given map must be checked to ensure it is an 
automorphism. Of course, reduction represents a one- 
time cost: the same reduction is used in all subsequent 
analysis runs for a task until the specification is com- 
pletely corrected and the task is performed. Therefore, 
formal specification and verification of reductions was 
not-and is not expected to be-a major component of 
testing cost. 

testing whether the osregular language that represents 
AUTO Lvl is contained in the osregular language that 
represents the given task (del or seq). The given task is 
represented using the same S/R language syntax used to 
describe the AUTO specification. The del and seq tasks are 
defined with one and two lines of S/R code, respectively. 
However, the del task required an additional page of S/R 
code to describe exceptions where performance of del is 

Analysis. COSPAN analysis of AUTO Lvl consists of 

not required (i.e., queue overflow, insufficient timer 
period, and three other such exceptions). 

defined in S/R and reductions were established, analysis 
proceeded at the push of a button. C O S P ~  currently runs 
on all current versions of several machines, including 
Digital Equipment Corporation's V P ,  IBM, Amdahl, 
and SUN computers, and PCs running under various 
dialects of the U N P  and MicroSoft MSDOSO operating 
systems. 

these machines could find errors typically in three 
minutes of CPU time. Toward the end, when errors were 
few, a larger computer was required. The larger 
machines perform analysis at around lo6 states per CPU- 
hour in the relevant range. To find the worst error 
involved a search of over 3 million states and took four 
CPU hours on the IBM 3080 computer. This search, 

by applying a more powerful reduction. 

was proved to perform the del and seq tasks after 
searches through under 100,000 states, each search 
requiring under 3.3 minutes of CPU time. (Tie search 
rate worsens as the number of states increase, because 
of an increased rate of hash conflicts in the table where 
the reached states are stored.) However, the running 
time of COSPAN itself was never a significant factor in 
AUTO'S development. 

Fault Location. After each run of COSPAN, except 
for the final ones in which the tasks were proved per- 
formed, COSPAN returns the message task failed along 
with some statistics. Most importantly, it returns a 
sequence of global states of AUTO, from an initial state to 
a point at which the task failed. The point of failure typi- 
cally is a cycle of states unaccepted by the automaton 
that defines the task. Less frequently, the point of failure 
is a single state where something bad happens, e.g., a 
state at which a message is transmitted for a second time 
but with a different sequence number. It should be noted 

Once AUTO Lvl and the del and seq tasks were 

At the start of analysis, a COSPAN run on any of 

which was unusually long, was subsequently shortened 57 

Once the final error was eliminated, AUTO Lvl 
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that of all 100 errors in AUTO, not one consisted of a 
deadlock, i.e., a state from where there is no exit. This 
suggests that, contrary to popular belief, deadlock detec- 
tion may not be an appropriate protocol-fault model. 

Fault location is based on studying the COSPAN- 
produced tracks from initial states to failures. Often, a 
single global state in such a track (e.g., a state within an 
unaccepted cycle at the end of the track) revealed the 
source of the error. For example, if a pointer has an out- 
of-bounds value, one may immediately conclude that the 
pointer is being incorrectly incremented or decre- 
mented. But sometimes a small sample of states within 
an error track reveals nothing obviously wrong. Then, 
one must “dive into” the track-e.g., around its middle- 
and proceed through a state-by-state inspection to dis- 
cover the cause of the fault. In some cases the error 
track contained too much information to process con- 
veniently. In such cases it is often possible to guess the 
probable location of the error (e.g., in a certain error 
recovery module) and then reproduce the error with a 
simpler track by fixing parameters in areas removed 
from the error’s general location. 

In the easiest cases, a fault could be located 
within a minute of examining the COSPAN error track. In 
the most difficult cases, it took up to a day or even two to 
reproduce the error with a manageable track. Such diffi- 
cult cases, fortunately, were fairly rare. However, more 
advanced methods of error-track processing would be 
very desirable. (Some better methods have been devel- 
oped and used in subsequent projects.) 

formed at Lvl. After Lvl was debugged and proved to 
perform the del and seq tasks, AUTO was formally refined 
to Lv2, where implementation of buffering and details of 
channel interfaces were added. This formal refinement 
has the property that any task performed by AUTO Lvl is 
necessarily performed by AUTO Lv2 as well. Proving that 
AUTO Lv2 was “legally” refined from AUTO Lvl required 
about a week and several minor revisions of AUTO Lvl 
and Lv2. (After revising Lvl, the tasks were quickly re- 
checked there.) AUTO Lv2 was analyzed for the perform- 
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Development. Most analysis of AUTO was per- 

ance of several technical queue-management tasks not 
relevant to Lvl. This required about another two weeks. 

Implementation. AUTO Lv3-the implementation 
level-was derived from AUTO Lv2 by replacing the three 
Lv2 processes that model environment interfaces with 
embedded C-code that performs the input and output 
with those interfaces. Also, messages abstracted in Lvl 
and Lv2 appear as formatted blocks in Lv3. The correct- 
ness of the input and output functions performed by the 
embedded code cannot be verified by COSPAN. However, 
the embedded code added in Lv3 was less than two 
pages, about 5 percent of the code forming the AUTO 
Lv3 implementation. The input/output functions- 
implemented by reading from and writing to devices- 
were both simple and standard, and could be expected 
to work totally or not at all. For this reason, it was not 
difficult to debug the embedded code. (Initially the 
read/write commands were faulty, but this was immedi- 
ately perceived and quickly fixed.) 

(Lv3) implementation of AUTO was generated automati- 
cally by COSPAN. This implementation, comprising about 
1100 lines of code, was 10 percent of the anticipated size, 
and was considered very efficient. However, some of 
these automatically generated lines of code were over 
250 characters long, underscoring the meaninglessness 
of this measure of complexity. 

Summary. The implementation was basically com- 
plete 3 to 6 months ahead of schedule. It was produced 
essentially by a single S/R programmer and exclusively in 
the S/R language, except for the small amount of embed- 
ded code added at the very end. No errors were found 
during system test. AUTO Lvl is somewhat generic, and 
served as the basis for an auditing protocol at the same 
interface of TOPAS, thereby substantially reducing the 
development time of this new protocol. This illustrates 
our concept of reuse, discussed earlier. 

The major part of the C-code comprising the 

Prognosis 
A plan is underway to standardize high-level 

(Lvl) S/R specifications of selected communications 
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protocols. These specifications will be conclusively ana- 
lyzed, and could be the basis for many, if not all, imple- 
mentations of these protocols. In addition to the obvious 
advantage of standardization, this is expected to improve 
the reliability of the derived implementations while 
significantly reducing the time required to derive them. 

Such an approach may be considered a variation 
on the quest for reusable software. In this variation, 
although the implemented software may be very 
context-dependent and hence unlikely ever to be reused 
in part or whole, the more generic high-level basis of the 
implementation may serve in several implementations. 
This would achieve the same goals normally associated 
with software reuse, namely increased reliability and 
decreased development cost. 
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